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EXECUTIVE SUMMARY 
This thesis is about botnets. Botnets are networks of compromised computers, that unknown to their owners, run 

a malicious piece of software (called a bot). This code puts the computer under the control of a remote attacker, 

who then uses these bots to accomplish a variety of illegal tasks - from sending spam emails and disruption of the 

network, to identity and financial theft. Botnets are a serious threat. Exact numbers are hard to come by, but what 

is certain is that millions of computers worldwide have been compromised (estimates are 1% to 25% of online 

users). Criminals make άrealέ money off these bots, and of course, inflict very real damage ς estimated in billions 

of euro; wƘŀǘΩǎ ƳƻǊŜΣ ǘƘŜ ƻǾŜǊŀƭƭ ǘǊŜƴŘǎ ŀǇǇŜŀǊ ǘƻ ōŜ ǿƻǊǎŜƴƛƴƎ. 

Thus this thesis is more correctly about mitigating botnets. Combating botnets is not an easy task, due to the 

combination of factors that make them possible in the first place. Foremost, it is very lucrative for criminals to 

ΨǊŜŎǊǳƛǘΩ ōƻǘǎΦ ¢ƘŜȅ Řƻ ǘƘƛǎ by exploiting software vulnerabilities, and by tricking users to run them. Unfortunately, 

there seems to be no shortage of software vulnerabilities (- this is not a coincidence!).  Additionally, given the 

dynamic nature and complexity of the attacks, a portion of users will be unable to protect themselves. An 

interesting idea that has been floating around for some time is to have the Internet Service Providers act as 

ΨƎŀǘŜƪŜŜǇŜǊǎΩΣ ŀƴŘ ƘŜƭǇ protect users residing on their networks. The rationale is that ISPs can notice unusual 

traffic ǇŀǘǘŜǊƴǎ ōŜƛƴƎ ŜȄƘƛōƛǘŜŘ ōȅ ǘƘŜƛǊ ǎǳōǎŎǊƛōŜǊǎΦ CƻǊ ŜȄŀƳǇƭŜΣ ŀǘǘŜƳǇǘǎ ǘƻ ŀŎŎŜǎǎ ƪƴƻǿƴ Ψ/ƻƳƳŀƴŘ ŀƴŘ 

/ƻƴǘǊƻƭΩ ŘƻƳŀƛƴǎ ƛǎ ŀ ǘŜƭƭ-tale sign of a bot infection. ISPs could then notify the subscriber, and even disconnect her 

until the infection is removed. A beautiful and practical solution; but the ISPs have little incentive to implement it, 

particularly on a large scale. 

It should be obvious at this point that we are looking at a socio-technical problem. Applying economic theory, we 

can describe the problem in terms of the misaligned incentives of a network of actors that creates negative 

externalities for all. Based on prior studies, we know that ISPs face two sets of costs in regards to infected 

subscribers. They have incentives to take some action against bots (to avoid the costs of blacklisting, losing 

reciprocity, etc); but not too much action (to avoid costs of customer calls, legal liability, etc). In balancing these 

costs, most ISPs decide to take action against only the most aggressive bots on their networks. This implies that 

ISPs will differ on the degree of vigilance they adopt against bots - based on the strengths of their various 

incentives. If we could somehow measure the strengths of these incentives, we might be able to design 

mechanisms to mitigate botnets, via the ISPs.  

Thus, our research question was born, as follows:   ά!ǊŜ ISPs crucial intermediaries in botnet mitigation efforts? Do 

they significantly differ in the degree in which they mitigate botnets? If so, to what extent can these differences be 

ŜȄǇƭŀƛƴŜŘΚ !ƴŘ ǿƘŀǘ ƛƳǇƭƛŎŀǘƛƻƴǎ ŘƻŜǎ ǘƘƛǎ ƘŀǾŜ ŦƻǊ ǇƻƭƛŎȅΚέ To answer this question, we set out to quantify the 

degree in which ISPs mitigate botnets, and connect this with economic variables regarding the ISP itself (such as 

number of subscribers), and regarding the country in which it operates (such as a regulation index). The mitigation 

efforts of ISPs were measured by using outbound spam as a proxy for botnet activity. This proxy works because in 

the past few years spam has been sent mostly via infected machines.  

A large and unique dataset containing the list of IP addresses of spam sending machines, each day, for the years 

2005 to 2008 was used for this purpose. (The data was logged ōȅ ŀ ΨǎǇŀƳ-ǘǊŀǇΩΣ ŀƴŘ ŎƘŜŎƪŜŘ ǘƻ ōŜ ŀ representative 

sample). Using this sample, the number of infected machines within each ISP worldwide was determined. By 

dividing this count by the number of subscribers within each of them, we arrive at our dependent variable - a 

measure of relative botnet activity within each ISP. Building this variable, although methodologically straight 

forward, necessitated the setup of a computing infrastructure capable of processing over one billion log records. 



Page | ii  

(The infrastructure consists of a Ψhigh performance clusterΩ running self-developed Python scripts, and has the 

potential of being used in similar research.)  

The independent variables come from a variety of sources, one of which is a commercial database of market 

information on retail ISPs worldwide. To aid ourselves in the selection of the independent variables, a two stage 

approach was used. First, a conceptual framework was developed by synthesising the existing literature, on what 

influences botnet activity at the ISP level. (The model is basically as follows: criminal activity and user behaviour 

are the main causes of botnet activity; this casual relation is intensified by technological enablers, and mitigated by 

security measures of ISPs. The ISPs choose their measures based on their mix of incentives and cost perception). 

Testing all the relations in the model was not possible due to unavailability of data, so in the second stage, a 

measurement model was developed ς an adaptation of the theoretical model based on empirical data obtainable. 

A set of nine empirical hypotheses were then formulated (the literature being very scarce), and statistically tested. 

The data analysis was performed in two steps: an individual testing of hypothesis, supplemented by a multivariate 

regression analysis. The final dataset contains 741 cases, representing four years of observations for the security 

performance of 200 ISPs. These are the major retail ISPs operating in the 40 countries of the enlarged-OECD. The 

major findings of the hypothesis tests are as follows: 

¶ The results provide compelling evidence that ISPs are in fact the focal point in botnet mitigation: 

approximately 200 retail ISPs account for 80% of the bot infections in these countries; in other words, the 

bulk of the problem is concentrated within a small number of economic players. 

¶ Evidence is also found that retail brand ISPs differ significantly in regards to the level of relative botnet 

activity occurring on their networks. Variability among ISPs of similar size suggests that the choice of 

security practices ISPs adopt makes a big difference.  

¶ Another major finding is that the count of subscribers is negatively associated with botnet activity levels. 

This contradicts the commonly held belief that larger ISPs perform worse in terms of security.  

¶ Interestingly enough, cable providers have a better security performance then DSL providers ς on average 

10% lower bot infections. (Some reasons for this could be the existing use of traffic monitoring systems in 

such networks, due to the shared bandwidth infrastructure; alternatively, it could be due to the possibility 

to enforce stricter network policies, as they typically have a large residential subscriber base.) 

¶ Targeted regulation such as those stimulated by the LAP appear to be effective - ISPs operating in 

ŎƻǳƴǘǊƛŜǎ ǘƘŀǘ ƘŀǾŜ ǎƛƎƴŜŘ ǘƘŜ Ψ[ƻƴŘƻƴ !Ŏǘƛƻƴ tƭŀƴΩ ƘŀǾŜ ƻƴ ŀǾŜǊŀƎŜ мо҈ ƭƻǿŜǊ ōƻǘ ƛƴŦŜŎǘƛƻƴǎΦ 

/ƻƴǾŜǊǎŜƭȅΣ ǘƘŜ ōǊƻŀŘŜǊ Ψ/ƻƴǾŜƴǘƛƻƴ ƻƴ /ȅōŜǊŎǊƛƳŜΩ ŀǇǇŜŀǊǎ ǘƻ ōŜ ƛƴŜŦŦŜŎǘƛǾŜΦ  

Other results include finding piracy rate to be positively associated with botnet activity levels; and ARPU and 

market share to seemingly have no influence on botnet activity.  

The general word of caution regarding bivariate relations (that found associations might disappear after controlling 

for other variables) led us to also perform multivariate regression analysis. This revealed interesting results too: 

¶ Approximately 40% of the sample variance regarding the relative degree in which ISPs mitigate botnets 

(i.e., number of infected sources corrected for size), can be explained using the variables subscriber count, 

cable access, LAP membership, privacy rate, education index, and year. (This percentage is high, 

considering the limited number of variable used in explaining a complex phenomenon) 
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¶ The interaction terms among the country level variables (LAP membership, piracy rate, and education 

index) in the regression model indicate that these variables change and find meaning in configurations ς 

often the case with demographic and institutional variables. 

¶ An interaction term also exists between subscriber count and cable access. The existence of this term, 

coupled with the direction of the beta, strengthens speculation that the increased security performance 

in these organizations has a common cause ς i.e., the use of automated abuse monitoring and handling 

systems in large ISPs (due to scalability) and in cable providers (as already explained).  

When searching for the policy implications of these findings, and by taking a look back at the research question, 

we can state that: yes, ISPs are crucial intermediaries in botnet mitigation efforts (and can act as the gatekeepers); 

and yes, they differ significantly in the degree in which they mitigate botnets (which provides policy makers room 

for starting negotiations with them). 

Among the factors investigated, the most promising are that targeted regulation seems to be effective; and the 

fact that larger retail ISPs and cable providers have lower botnet activity levels (when corrected for size). This 

prompts us to search for the underlying case - if the speculation that it is due to the use of automated abuse 

monitoring and handling systems turns out to be true, then the adoption of such systems should be encouraged. 

However, critical question need to be answered before following these recommendations. One is whether in the 

broader context the situation of cyber-security will improve, should the ISPs be made partially responsible for 

mitigating botnets - given that the root causes for cyber-insecurity still remain.  Another is whether society will be 

better after such an initiative is implemented ς given the possibility of opportunistic behaviour (by ISPs, as well as 

others), and given the trajectories that the initiative might create. Plausible arguments have been expressed 

indicating that the overall situation might actually end up being worse. Balancing these arguments is in the end 

however a political decision, and must be done by the policy makers.  
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CHAPTER 1 ς RESEARCH PROPOSAL  
 

1.1 RESEARCH CONTEXT 
1 

Over the past decade, the Internet has transformed into a critical infrastructure, with millions of citizens and 

businesses in developed countries depending on it on a daily basis. During this same period, the threats facing 

Internet security have also increased. The same characteristics that made the Internet economy grow so 

successfully ς such as the ability for every node to run arbitrary code  ς are being abused by criminals, to commit 

illegal activities on a vast scale. The global costs of such activities are in the magnitudes of billions of euro (Bauer, 

Van Eeten, and Chattopadhyay 2008). It is evident that measures must be taken to protect the Internet from such 

threats. 

This research aims to contribute to the scientific debate in the fields of Internet Security and Economics of 

Information Security. Before going any further, it needs to be stated that the concept for this research has been 

ōƻǊƴ ŦǊƻƳ ǘƘŜ ǇǊŜǾƛƻǳǎ ǿƻǊƪǎ ƻŦ ǘƘŜ ŀǳǘƘƻǊΩǎ Ŧƛrst supervisor, Prof. Van Eeten. It forms part of a bigger research 

project on the same subject being conducted for the OECD, by Prof. Van Eeten, Prof. Bauer2, other colleagues, and 

this author. 

But what makes Internet security an interesting topic for social scientists? A major reason is that technical 

solutions alone fail to produce satisfactory results. Take the case of spam emails. Over the past few years, security 

experts have come up with many innovative technical solutions to do away with spam once and for all3, but none 

of them have managed to do so. Instead, spam rates have steadily increased to an astonishing 120 billion spam 

emails daily in 2008 (IronPort 2008b)4.  The spammers have simply evolved their techniques, creating a 

technological arms race. The same story holds for other online threats, such as malware, phishing, and DDoS. They 

are all growing in sophistication and strength.  

Among all the threats, botnets are without doubt the hardest to tackle (as we shall see in later chapters of this 

thesis). A bot is a malicious piece of software that runs on a comprƻƳƛǎŜŘ ŎƻƳǇǳǘŜǊ ǎȅǎǘŜƳΣ ǿƛǘƘƻǳǘ ƛǘǎ ƻǿƴŜǊΩǎ 

knowledge, and in cooperation with other bots, accomplishes some illegal tasks. Figure 1 shows a botnet: the 

computers marƪŜŘ ǿƛǘƘ Ψ½Ω ŀǊŜ ǳƴŘŜǊ ǘƘŜ ŎƻƴǘǊƻƭ ƻŦ ǘƘŜ ōƻǘ-master, unknown to their owners. Botnets are very 

profitable to run for criminals, as they are the platform to launch and host many network attacks. It is estimated 

ǘƘŀǘ Ƴƛƭƭƛƻƴǎ ƻŦ ŎƻƳǇǳǘŜǊǎ ƘŀǾŜ ōŜŜƴ άǊŜŎǊǳƛǘŜŘέ ƛƴǘƻ ōƻǘƴŜǘǎ (BBC 2009d).  No clear-cut solution exists for 

mitigating botnets, as they are the result of many socio-technical shortcomings.  

ΨMisaligned incentivesΩ is one of the perspectives used to explain the status quo of Internet security. Basically put, 

rational decisions that legitimate actors make regarding their own security , which is influenced by their individual 

                                                             
1 Please note that this chapter is a modification of the originally submitted research proposal. Some parts, including the 
research questions, were updated as the project progressed along. 
2 Prof. Johannes Bauer is a professor of Telecommunication, Information Studies, and Media, and the Director of Special 
Programs at Quello Center for Telecommunication Management & Law, in Michigan State University. 
3 For instance, spam filters, CAPTCHAs, authentication systems, IP reputation, etc. 
4
 A word of caution must be raised that security firms have incentives to over-report such figures. Nonetheless, they remain one 

of the most important sources of statistics on cyber-crime and online threats. A wide range of such statistics will be examined in 
ƭŀǘŜǊ ŎƘŀǇǘŜǊǎΣ ŀƴŘ ƛǘΩǎ ƛƳǇƻǊǘŀƴǘ ǘƻ ƪƴƻǿ ǘƘŀǘ ŜǾŜƴ ǘƘŜ Ƴƻǎǘ ŎƻƴǎŜǊǾŀǘƛǾŜ ǊŜǇƻǊǘǎ ŀƎǊŜŜ ƻƴ ǘƘŜ ǿƻǊǎŜƴƛƴƎ ƻŦ ǘƘŜ ǎƛǘǳŀǘƛƻƴΦ  



Page | 2  

incentives, do not add up to a very secure Internet; tradeoffs are not sufficiently aligned with the social-optimum. 

In this perspective, understanding and fine-tuning the incentive structure can be a powerful and sustainable 

approach for combating botnets.  

 

Figure 1 ς A typical botnet ς The computers marked with Z are bots (Cisco 2007) 

A hotly debated topic these days is whether Internet Service Providers should do more to fight botnets. 

Proponents of this view believe that focusing on ISPs is the most practical solution to botnets, as ISPs are in a 

position to block malicious traffic (originating from bots) from leaving their networks, thus keeping the Internet 

άŎƭŜŀƴέΦ ¢ƘŜȅ ŀƭǎƻ ǎǘŀǘŜ ǘƘŀǘ ōȅ ƳƻƴƛǘƻǊƛƴƎ ǘƘŜƛǊ ƴŜǘǿƻǊƪǎΣ L{tǎ Ŏŀƴ ƛŘŜƴǘƛŦȅ ƛƴŦected machines and help customers 

in remediation. Figure 2 illustrates these measures. Some advocates go so far as to recommend holding ISPs liable 

ŦƻǊ ŀ ŦŀƛƭǳǊŜ άǘƻ respond promptly to requests for the removal of compromised machinesέ (Anderson et al. 2008b). 

Critics of this view also raise several points, most importantly ǘƘŀǘ L{tǎ Ŏŀƴƴƻǘ ŜŎƻƴƻƳƛŎŀƭƭȅ ŎƻǇŜ ǿƛǘƘ ǘƻŘŀȅΩǎ 

scale of bot infections, should they be held liable(Economist 2009).  Van Eeten and Bauer (2008) believe that ISPs 

already have incentives to pursue infected machines, but only to a certain degree. The behaviour of ISPs, like all 

rational agents, is determined by balancing the costs against the benefits of adopting particular security measures.   

ISP

Autonomous System

Internet

ISP Gateway

ISP Monitoring System

Infected User 

(emitting malicious traffic)

 

Figure 2 - Examples of how ISPs can detect and filter bot traffic 
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We will take a more detailed look at this debate in the next chapters, but suffice it ǘƻ ǎŀȅ ǘƘŀǘ ǘƘƛǎ ΨŎŜǊǘŀƛƴ ŘŜƎǊŜŜΩ 

is rather broad: on one extreme, we have ISPs who can remove an infected machine in under one hour, on the 

other end, we have the άǊƻguŜέ ISPs, who virtually take no action; with the majority lying somewhere in between 

these two extremes (Anderson et al. 2008b; Van Eeten and Bauer 2008). In this research we aim to empirically and 

quantitatively examine the mentioned difference between ISPs. If we can identify the magnitude of the difference, 

and understand the underlying incentives and factors, we will have taken an important step in the debate 

regarding botnet mitigation.   

A unique opportunity for this research exists in the TPM faculty: access to an exclusive and massive dataset of 

malicious traffic, emitted from ISPs worldwide over a period of four years. This dataset can be used to measure ISP 

security effectiveness, and combined with other variables, used as a basis for our analysis.  

1.2 RESEARCH OBJECTIVE AND QUESTIONS 

Botnets are one of the most serious threats the Internet faces today, and like other cyber security challenges, they 

cannot be eradicated by technical solutions alone. Rather, the underlying economic incentives of all actors 

involved must also be addressed.  Among these actors, the role of Internet service providers in combating bots has 

been the topic of much controversy lately. Our research objective is to investigate this controversy.  Since ISPs 

have great variation in how they react to infected machines on their networks, a good starting point will be trying 

to understand these existing differences between ISPs, and what they are caused by. This leads up to the following 

problem statement: 

Problem statement: Are Internet Service Providers crucial intermediaries in botnet mitigation 

efforts? Do they significantly differ in the degree in which they mitigate botnets? If so, to what 

extent can these differences be explained? And what implications does this have for policy? 

To answer this question, we would need to answer the following sub questions: 

SubQ1: What are botnets and why is it important to mitigate them? 

SubQ2: Who are the main actors that can mitigate botnets? Are the ISPs central?  

SubQ3: Do ISPs significantly differ in the degree to which they mitigate botnets? 

SubQ4: To what extent can we explain the varying degree in which ISPs mitigate botnet activity? 

Can we identify internal or external factors that can explain this variance?1  

SubQ5: What are the implications of the above findings in terms of policy options? 

 

1.3 SCIENTIFIC BACKGROUND 

There are multiple scientific frameworks underlying our research. Foremost, our research builds upon a previous 

paper by the supervisor ƻŦ ǘƘŜ ŀǇǇƭƛŎŀƴǘΣ ǘƛǘƭŜŘ ά9ŎƻƴƻƳƛŎǎ ƻŦ aŀƭǿŀǊŜέΦ ¢Ƙŀǘ ǊŜǎŜŀǊŎƘ ǳǎŜŘ ŀ qualitative empirical 

approach to examine the decisions, incentives, and externalities caused by various market players in the Internet 

economy. Our research takes a quantitative empirical approach and examines only one intermediary actor. 

                                                             
1
 This question has both quantitative and qualitative aspects 
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But taking another step back, our research is part of a new discipline called άŜŎƻƴƻƳƛŎǎ ƻŦ ƛƴŦƻǊƳŀǘƛƻƴ ǎŜŎǳǊƛǘȅέ, 

which came to the intellectual attention around 2000 (Wikipedia 2009c). One ground breaking paper was the work 

of Ross Anderson (2001), entitled άWhy Information Security is HŀǊŘέ. The paper described the history of the ATM 

machines in Europe and United States. Although the technology used was approximately equal in both regions, 

different liability laws (surrounding fraud) caused a totally different security landscape to emerge. 

Basically, in the US, in cases of fraud, the bank has to prove that the user was at fault, or otherwise take the 

responsibility. In Europe, the reverse is true ς users have to prove that the bank was at fault ς a virtually 

impossible endeavour. After 20 years, the results are astonishingly different: levels of fraud in the US are much 

lower than Europe. The argument is that banks (which have the power to actually influence ATM security), when 

faced with the correct incentives (e.g., fraud liability), take concrete steps in increasing security.1  

Other recent and relevant influential work has been {ƘŀǇƛǊƻ ϧ ±ŀǊƛŀƴΩǎ άInformation Rules: A Strategic Guide to the 

Network EŎƻƴƻƳȅέ (2000). These authors argued that although the internet is a totally new medium, the 

economical rules governing it have been around for quite a long time: network effects, information asymmetry, 

lemon markets, etc. For example, software is not as secure as it should be, because the first mover advantage 

outweighs the costs of being seen as unsecure and providing patches in a later stage. In this sense, the software 

vendors are externalizing their costs onto others. 

1.4 RESEARCH APPROACH 

The theoretical framework that we shall use is presented in Figure 3. (This framework is developed and described 

in the literature review chapter).2 Based on this framework, empirical hypotheses will be stated, in the form of 

relations which we expect to hold regarding the relations between various incentives, factors, and botnet activity.  

This data for measuring botnet activity will come from a spam trap operated by Dave Rand, an international 

security expert. We shall use spam as a proxy for botnet activity and propagation. We believe this is a valid proxy 

as more than 90% of spam today is sent via botnets (MessageLabs 2009), and an IP address sending spam most 

likely points to an infected machine. Each record in this dataset consists of the source IP address and source ASN 

(autonomous system number) of a spamming machine, in addition to the date the spam was received. Using these 

variables, we can deduct the geographic location and the originating ISP.  

This spam trap has logged more than 60 billion spam messages, originating from over 21,000 networks since 2005. 

To process such a huge dataset, and aggregate it to levels suitable for statistical software, the Python scripting 

language will be used. Other variables for the model need to be gathered from other sources, such as ISP market 

data, and country level statistics.  

A final point worth mentioning is the necessity to triangulate our dataset before starting analysis. This is to make 

sure that the dataset provided to us is a representative sample of worldwide spam activity. One of the ways to do 

this is to compare our aggregated country statistics with figures reported publicly by security firms. 

 

                                                             
1 Examples include training personnel, installing cameras, detecting fraud patterns, etc 
2
 As stated on the first page, note that the framework in the initial research proposal differed from the one presented here.  
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1.5 SCIENTIFIC AND MANAGEMENT RELEVANCE 

This research fits in with current on-ƎƻƛƴƎ ŘƛǎŎǳǎǎƛƻƴǎ ƛƴ ǘƘŜ άǎŜŎǳǊƛǘȅ ŜŎƻƴƻƳƛŎǎέ ƭƛǘŜǊŀǘǳǊŜ όŀǎ ŜȄǇƭŀƛƴŜŘ ƛƴ ǘƘŜ 

scientific background section). The added value of our work will be in the empirical contribution and quantitative 

analysis, which is at this time missing. In a recent report, Anderson and his colleagues (2008b) recommended that 

the European Network and Information Security Agency άŎƻƭƭŜŎǘ ŀƴŘ ǇǳōƭƛǎƘ Řŀǘŀ ŀōƻǳǘ ǘƘŜ ǉǳŀƴǘƛǘȅ ƻŦ ǎǇŀƳ ŀƴŘ 

ƻǘƘŜǊ ōŀŘ ǘǊŀŦŦƛŎ ŜƳƛǘǘŜŘ ōȅ 9ǳǊƻǇŜŀƴ L{tǎέ, adding that άƻƴŎŜ ŘŜŎŜƴǘ ǎǘŀǘƛǎǘƛŎǎ ŀǊŜ ŀǾŀƛƭŀōƭŜΣ ǘƘŜ ƴŜȄǘ ǉǳŜǎǘƛƻƴ ƛǎ 

what further ƛƴŎŜƴǘƛǾŜǎ ƳƛƎƘǘ ƘŜƭǇέ. This is precisely the research gap we are hoping to fill. 

From a management perspective, a great sense of urgency exists to tackle the botnet problem, and as we argued, 

technical means alone are not capable of solving this problem. Policy makers have great interest in identifying the 

underlying incentives and influencing factors attributing to botnet proliferation, in order to come up with 

economical and legal measures that can reduce them. Our research examines the role of one influential 

intermediary actor (the ISP), and will hopefully shed some light on the practical options. 

1.6 DELIVERABLES 

The main deliverable of this research project will be thesis consisting of 6 chapters.  

This proposal will be used for the first chapter. In the second chapter, a review of the current literature on Internet 

security will be provided, and we shall reflect on the state of the art in economics of information security. The 

chapter will start with a look at the cyber-security landscape, and gradually shift its focus on to botnets, and how 

they might be mitigated. The chapter ends by recognizing a research gap, and developing research questions and a 

conceptual framework. This will be accomplished by applying economic concepts to the underlying technical 

problem. 

In the third chapter, the methodology that will be used to carry out the research will be presented, and the 

sources of data used for compiling a usable dataset introduced. The chapter will finish by constructing a 

measurement model and empirical hypothesis, based on the conceptual framework. The fourth chapter 

complements the third chapter by looking at a number of special issues involved in preparing the data.  

This leads us to the fifth chapter, were we will have finally reached the stage of data analysis. Different sets of 

statistical instruments will be employed, and the results interpreted. The thesis concludes with chapter six, which 

looks at the policy implications of our findings, then reviews the limitations of the work, and provides suggestions 

for further research.  
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CHAPTER 2 ς A REVIEW OF THE LITERATURE  

 

2.1 THE CYBER-SECURITY LANDSCAPE 

2.1.1 ONLINE SECURITY THREATS FACED BY END-USERS  

During the last decade, the Internet has changed into one of the critical infrastructures in developed countries, to 

an extent that major disturbances in the Internet will significantly affect everyday life and business. This makes the 

issue of securing the Internet and dealing with cyber-security threats ever more important.  

There are various levels of threat that the Internet faces: those targeting the infrastructure, governments, big 

corporations, SMEs and end users. In this section we will briefly list the major online threats that end-users face. 

The reason for focusing on end-ǳǎŜǊǎ ƛǎ ǘƘŀǘ ǘƘŜȅ ŀǊŜ ŎǳǊǊŜƴǘƭȅ ƻƴŜ ƻŦ ǘƘŜ ΨǿŜŀƪŜǎǘΩ ƭƛƴƪǎ ƛƴ ŎȅōŜǊ-security many of 

ǘƘŜƳ όƭƛƪŜ ƎǊŀƴŘƳŀύ ŘƻƴΩǘ ƘŀǾŜ ǘƘŜ ƴŜŎŜǎǎŀǊȅ ǘŜŎƘƴƛŎŀƭ ǎƪƛƭƭǎ ǘƻ ŘŜŦŜƴŘ ǘƘŜƳǎŜƭǾŜǎΣ ŀƴŘ ǘƘŜǊe are millions and 

millions of them, making the average Internet user rather easy targets (adapted from OECD 2007).  There is 

another interesting reason why to focus on end-users: botnets. Botnets, which will be introduced in this section 

and elaborated on in the next, are armies of comprised end-user machines, that cyber-criminals exploit to amplify 

their power when performing their attacks. Basically put, end-user security has huge implications for the health of 

the Internet as a whole. 

We shall start this section by making an inventory of the various threats end-users face. 

VIRUSES, WORMS AND TROJANS 
These names are without doubt the most famous of all security threats, as they were around even before the 

Internet took off. ΨVirusesΩ and ΨwormsΩ ŀǊŜ ǇǊƻƎǊŀƳǎ ǘƘŀǘ ǊŜǇƭƛŎŀǘŜ ǘƘŜƳǎŜƭǾŜǎ ǿƛǘƘƻǳǘ ǘƘŜ ǳǎŜǊΩǎ ǇŜǊƳƛǎǎƛƻƴ ƻǊ 

knowledge. They infect a host machine; execute a payload; and using various mechanisms (such as email, networks 

shares, USB sticks, etc) spread to other hosts. This is the general principle, but the payload differs exceedingly.  It 

can show a harmless pop-up message for the fame of its creators; or it can perform more damaging acts, such as 

deleting user documents.  

Although similar in actions, a technical difference exists between viruses and worms. Viruses attach themselves to 

other programs for replication, and hence to the user they seem to be performing the applicationΩs function. 

Worms on the other hand, are standalone programs with no useful functionality, and mostly replicate via network 

vulnerabilities. It should be noted however that these days these differences have become rather superfluous, due 

to the fact that the distinctions between worms and viruses (and other forms of malicious code) is blurring. 

ΨTrojansΩ are another group of malicious software, which like the famous Greek Trojan horse, perform an 

apparently useful, harmless or even amusing function, while unknowingly to the user, also perform some malicious 

deed. One humorous example was a postcard application that displayed a group of dancing sheep on the screen, 
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while behind the scenes, it was in fact sending a copy of all passwords saved on the computer to a remote 

location.1 The replication vehicle employed by Trojans is the deceived users themselves! 

One use of trojans is to create a ΨbackdoorΩ ƻƴ ǘƘŜ ǳǎŜǊΩǎ ŎƻƳǇǳǘŜǊΦ ¢Ƙƛǎ ƳŜŀƴǎ planting a possibility in the 

system for the attacker to access it at will in the future. This could for instance happen by creating a new user for 

the attacker with administrative rights. 

SPYWARE, KEY-LOGGERS, AND ROOTKITS 
Nowadays, the trend for malicious software is to perform less noticeable damage (such as rendering documents 

useless), but rather to stay in stealth mode, and remain undetected for longer periods, in order to maximize the 

long-term (financial) gains of the attacker. One example is spyware. ΨSpywareΩ ƛǎ ǎƻŦǘǿŀǊŜ ǘƘŀǘ άǎǇƛŜǎέ ƻƴ ǘƘŜ 

user, by tracking her behaviour on the computer. For instance, it could send the sites the user visits to a remote 

location. This information can then be used for showing targeted, unsolicited advertising to the user (coupled with 

adware). Other example could include harvesting all email addresses the user corresponds with. They could even 

be deployed by governments for spying on their citizens, like the recent discovery of such acts by the Chinese 

government on the Tibetan exile government (UToronto 2009). hƴŜ ŦŜŀǘǳǊŜ ƻŦ ǎǇȅǿŀǊŜ ƛǎ ǘƘŀǘ ƛǘΩǎ ǳǎǳŀlly very 

hard to remove it once installed.  

ΨKey-loggersΩ are a special category of spyware that sit in the background and capture all key strokes on a system, 

and send these to the attacker (or save them in a file for later retrieval). The most common use is for stealing 

passwords and capturing credit card information. When malicious software is designed to hide very deeply in a 

compromised system, it is named ŀ ΨrootkitΩ. Detecting the existence of rootkits is very hard, as they obscure their 

presence from ordinary OS security mechanisms. Rootkits typically use extensibility hooks in modern operating 

systems.2 

MALWARE AND BOTS 
Security experts have adopted the generic term ΨmalwareΩ ǘƻ refer to the many categories of malicious software3 

in existence these days, especially since the line distinguishing them is blurring. For instance, a malicious program 

might be a trojan, a worm, and a key-logger; That is, it is able to replicate on its own (via some vulnerability), but 

also fools users into distributing it, and when run, installs a key-ƭƻƎƎŜǊ ƻƴ ǘƘŜ ǾƛŎǘƛƳΩǎ ƳŀŎƘƛƴŜΦ  

Malware has many criminal uses, but it is created and spread for financial profit (as compared to fame and glory, 

which was a bigger motive in the early 2000s). When malware infects a system, not only does it cause trouble for 

the computer owner, but also effects other computers connected to the Internet negatively. In economic terms, it 

creates a negative externality4. This is because many infected systems today are turned into a ΨbotΩ (or ΨzombieΩ), 

that is used by the perpetrators to: 

¶ send out spam; 

¶ launch Distributed Denial of Service attacks against other systems; 

¶ conceal the tracks of hackers when they attack businesses; 

¶ and many other nasty things 

                                                             
1 A commƻƴ ǘǊƻƧŀƴ ǘƘŜǎŜ Řŀȅǎ ƛǎ ǘƘŜ άǊƻguŜέ ŀƴǘƛ-virus (malicious code pretending to be anti-virus software)  
2 When software containing the rootkit is executed for the first time, the rootkit integrates itself with the OS - as a device 
driver, explorer extension, etc. Traditional anti-virus and anti-spyware software have great difficulty scanning these areas. 
3 By malicious software we mean software that has a malicious intent unknown to its user. 
4
 Externality is an economic term that can be loosely defined as side-effects of a transaction on parties not directly involved.  
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We will revisit botnets (armies of bots) extensively in section 2.2. At this point, it suffices to iterate the point that 

that malware targeting end-users is a serious threat for all those online, not just the end-users. Statistics point out 

that the problem of malware is getting worse as time goes on.  

TRAFFIC INTERCEPTION  
ΨTraffic interceptionΩ or Ψpacket-sniffingΩ is a security threat that occurs at the network level. When performed 

illegally, it is ŀ ΨpassiveΩ ŀǘǘŀŎƪ, and can go unnoticed by the network users, security software, and even network 

administrators. Since a large amount of web, email, and voice traffic passes through the Internet unencrypted, an 

attacker that has access to the transmission path, and successfully intercepts data packets, can inspect them, and 

record any sensitive information for later abuse.  Pulling off traffic interception is not always hard: if you use an 

unsecure WiFi hotspot, your traffic is interceptable by those in your proximity.  Internet service providers can also, 

by their nature, see all your traffic. End-users can avoid the interception threat by sending sensitive information 

only via encrypted protocols (such as HTTPS). 

PHISHING AND POISONED WEBSITES 
A different category of Internet threats rely on deceiving the user in fraudulent ways. These threats fall under a 

general category of attacks known as Ψsocial engineeringΩ. One of the most notorious of these techniques is 

ΨphishingΩ. In phishing attacks, the victim is presented with a web-page that looks identical to a legitimate online 

service that she normally uses, and she is hence lured into entering credentials and other sensitive information on 

the fake site. 1 The attacker records this sensitive data for fraudulent purposes. Figure 4 and Figure 5 show two 

examples of phishingΣ ƻƴŜ ǘŀǊƎŜǘƛƴƎ Ψa{bΩΣ ŀƴŘ ǘƘŜ ƻǘƘŜǊ Ψ/ƭƛŎƪ ŀƴŘ .ǳȅΩΦ 

Mitigating phishing has two elements. The first element is to make users aware of this threat, and ask them to do 

certain checks (e.g., the URL is correct, the connection is secure, etc), before entering sensitive information on a 

website. The second element is that the targeted institutions need to actively find and takedown such sites. Here 

phishing becomes tied to malware: many of these fake websites are hosted on bots; hence the attackers easily 

move the sites to another bot once it is taken down, and their identities remain concealed as well.  

 

Figure 4 - 'See who blocked you on MSN' phishing attack (TrendLabs 2009b) 

                                                             
1
 The exact mechanism that the user is ΨǇƘƛǎƘŜŘΩ varies. Common tactics include sending a link via email (pretending to be from 
ǘƘŜ ǳǎŜǊΩǎ ōŀƴƪ ŀƴŘ ŀǎƪƛƴƎ ǘƘŜƳ ǘƻ ƭƻƎƻƴ ŀƴŘ ŎƘŜŎƪ ǎƻƳŜǘƘƛƴƎύΤ ƻǊ ǊŜƎƛǎǘŜǊƛƴƎ ŀ ŘƻƳŀƛƴ ǿƛǘƘ ƳƛǎǎǇŜƭƭƛƴƎ ƻŦ ŀƴ ŀŎǘǳŀƭ ŘƻƳŀƛƴΣ 
for instance, abmamro.nl; or a more advanceŘ ƳŜŎƘŀƴƛǎƳ ƭƛƪŜ ŎƘŀƴƎƛƴƎ ŀ ǳǎŜǊΩǎ 5b{ ǊŜŎƻǊŘǎ (Anderson 2008) . 
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Figure 5 - Internet payment site Click and Buy phished; right: legitimate website; Left: phishing website (TrendLabs 2009a) 

{ƻƳŜǿƘŀǘ ǊŜƭŀǘŜŘ ǘƻ ǇƘƛǎƘƛƴƎΣ Ψpoisoned websitesΩ ŀǊŜ another security gaining popularity. In this attack, initially 

a legitimate website (be it a business, a non-profit-site), is infiltrated with malware, usually in an automated 

manner. Future users visiting the site now unsuspectingly face the risk of being injected with malware themselves; 

or having sensitive information stolen; and in the most harmless scenario, being bombarded by ads.  This 

infiltration can often go undetected by the site owners for some time.  

SPAM 
ΨSpamΩ emails are often categorized as security threats, despite the fact that the majority of them can be 

considered as annoyances. This is not without reason: spam messages are frequently used to distribute malware 

and phish sites. Spam can be defined as άŀƴ ŜƭŜŎǘǊƻƴƛŎ ƳŜǎǎŀƎŜ ǘƘŀǘ ƛǎ ǳƴǎƻƭƛŎƛǘŜŘ ŀƴŘ ōǳƭƪ (UBE)έ (Schryen 2007; 

Spamhaus).  Unsolicited means that the recipient has not agreed to receive the message in advance. Bulk means 

that an identical message is sent to a large number of recipients. (A third condition, that the nature of the message 

must be commercial, is sometimes also added. In this case spam would be abbreviated to UCE, as compared to 

UBE.) 1 Spam can have multiple categories, as listed in Table 1.  

Table 1 - Spam categories (adapted from Schryen 2007) 

Spam category Damage Notes 

Commercial advertising 
(UCE) 

Nuisance2  This category includes sale of both legitimate and counterfeit goods. A famous 
example of a ŎƻǳƴǘŜǊŦŜƛǘ ŀŘ ŎŀƳǇŀƛƎƴ ƛǎ ǘƘŜ Ψ/ŀƴŀŘƛŀƴ PƘŀǊƳŀŎȅΩ selling pills. 

Non-commercial advertising Nuisance Examples include political, and religious ideas 

Hoaxes and chain emails Nuisance Trick people inǘƻ ōŜƭƛŜǾƛƴƎ ǎƻƳŜǘƘƛƴƎ ŦŀƭǎŜ όŜΦƎΦΣ bƻǎǘǊŀŘŀƳǳǎΩ ǇǊŜŘƛŎǘƛƻƴǎ 
regarding 9/11), coupled with a recommendation to forward the email 

Joe Job Defamation A forged email, apparently sent by a certain individual, where as the real goal is 
to damage the reputation of that person 

Malware Infection - 

Phishing fraud Fraud  - 

419 scams Fraud  Also known as Nigerian spam, the sender claims to be a bureaucrat, banker or 
royal toadies, who want to cut you in on the financial deal of a lifetime, with the 
requirement that you pay some fee in advance.  

Other scams Fraud Examples include pump & dump stock schemes, and pyramid schemes 

                                                             
1 As can be guessed, all the terms in the definition are open to interpretations, so quite often there is no consensus on what 
constitutes of spam and what not! 
2
 Nuisance still equals lost productivity and financial loss 



Chapter 2 ς A Review of the Literature 

Page | 11  

It is worth mentioning that although spam has been ruled illegal in many countries during the past few years its 

volume has been constantly increasing, mostly due to botnets.  

A MINI HISTORY OF MALWARE AND SPAM 
Table 2 provides a history of malicious code, based on several sources. The most notable trends are that although 

mischievous code was written since the start of the computing era, until the early 1990s, the work mostly 

ŎƻƴǎƛǎǘŜŘ ƻŦ ΨŜǘƘƛŎŀƭ ƘŀŎƪƛƴƎΩΣ ǘƘŀǘ ƛǎ ǘƘŜ ƛƴǘŜƴǘ ƻŦ ǘƘŜ code writers was not too cause harm, but rather to learn and 

to provide proof of concept for ideas. In the 1990s, as malicious code turned dangerous, the antivirus software 

industry was born. Experts predicted that with migration to 32 bit operating systems, the AV industry would go out 

of business. The reality is however that this never happened. The Internet saved the industry, especially after 

several large-scale worm outbreaks in the early 2000s, which grabbed lots of media attention. Since 2004, 

malicious code has become more stealth, and is created mostly by organized cyber-criminal gangs with financial 

motivation.  

Table 2 - Significant events in the History of malware (adapted from Anderson 2008 ch. 21; Goodman, Cormack, and Heckerman 2007)  

Date Event  

1960s Students write computer games that if  run as root, would give them priority access to shared computer time.  

1978 Shoch & IǳǇǇ ǿǊƛǘŜ ŀ ǇǊƻƎǊŀƳ ŎŀƭƭŜŘ ΨǿƻǊƳΩ ǘƘŀǘ ǊŜǇƭƛŎŀǘŜǎ ŀŎǊƻǎǎ ǘƘŜ ƴŜǘǿƻǊƪ ŀƴŘ ƎƛǾŜǎ ǘŀǎƪǎ ǘƻ ƛŘƭŜ 
processes, and publish a paper about it. 

 

1984 Viruses first appear in public, after the thesis work of Fred Cohen, on how code could propagate itself from one 
machine to another 

 

1986 US computer fraud & abuse act written + 

1988 First Internet virus written by Robert Morris, which exploited a number of vulnerabilities, and ended up 
clogging the net. 

 

Early 
1990s 

Rise of the Antivirus industry, due to the growing virus problem. Experts predicted that the problem would go 
ŀǿŀȅ ƻƴŎŜ ǘƘŜ ƳƻǾŜ ǘƻ άǇǊƻǇŜǊέ operating systems would happen (from DOS). 

 

1997 As email turns into a vital communication platform,  ΨsǇŀƳΩ also starts turning manifesting as a problem + 

Late 
1990s 

Interpreted languages and macro languages made the virus problem worse, up to the point that in 2000 macro 
viruses accounted for almost all the viruses. The net effectively save the AV industry 

 

2000 ά[ƻǾŜ-ōǳƎέΣ ŀ ǎŜƭŦ ǇǊƻǇŀƎŀǘƛƴƎ ǿƻǊƳΣ ǎŜƴŘǎ ƛǘǎŜƭŦ ǘƻ ŎƻƴǘŀŎǘǎ ƛƴ ǘƘŜ ǾƛŎǘƛƳΩǎ ŀŘŘǊŜǎǎ ōƻƻƪΣ ǿƛǘƘ ǘƘŜ ǎǳōƧŜŎǘ άL 
ƭƻǾŜ ȅƻǳέ! Many copy-cat worms appear. 

 

Early 
2000s 

CƭŀǎƘ ǿƻǊƳǎ ǎǳŎƘ ŀǎ Ψ/ƻŘŜ-ǊŜŘΩ ŀƴŘ Ψ{ƭŀƳƳŜǊΩ ŀǇǇŜŀǊ. These worms propagate by actively scanning the 
network for machines vulnerable to exploits and taking over them.  Within hours a large number of users are 
affected! 

 

Early 
2000s 

Rise of spyware and adware. (Adware is software that bombards users with ads). Funnily enough, one of the 
malware writers sues AV companies for blacklisting them! 

*  

2002 EU Directive on privacy and electronic communications passed, making spam and malware illegal *  

2003 US CAN-SPAM (control of non-solicited pornography and marketing) act passed + 

2004 Microsoft releases Windows XP SP2, narrowing the window for malicious code. Social engineering 
finds a more important role in network attacks.  

* **  

2004 Virus writing transformed from an amateur activity to an organized criminal economy in information goods.  
¢ƘŜ ƳŀƭǿŀǊŜ ǿǊƛǘŜǊΩǎ Ǝƻŀƭ ōŜŎƻƳŜǎ ǘƻ ǊŜŎǊǳƛǘ ƳŀŎƘƛƴŜǎ ŦƻǊ ǎŜƭƭƛƴƎ ƛƴ ŎŀǎƘ ǘƻ ΨōƻǘƴŜǘ ƘŜǊŘŜǊǎΩΦ  

 

Late 
2000s 

/ȅōŜǊŎǊƛƳƛƴŀƭǎΣ ƭƛƪŜ ǘƘŜ ƳŀŦƛŀ ǿƛǎƘŜǎ ǘƻ ŀǾƻƛŘ ŀǘǘǊŀŎǘƛƻƴΣ ŀƴŘ ƘŜƴŎŜ ƳƻǾŜ ǘƻǿŀǊŘ άƳŀƴǳŀƭƭȅ-controlled exploit 
ŎŀƳǇŀƛƎƴǎέ ς more frequent attacks but limited in scope. 

 

2007 A large, hard to battle botnetΣ Ψ{tormΩΣ ŎƻƳŜǎ ǘƻ ƭƛƎƘǘΦ {ǘƻǊƳ Ƙŀǎ ƻǾŜǊ ŀ Ƴƛƭƭƛƻƴ ȊƻƳōƛŜǎΦ  

2008 The shutdown of the McColo hosting service, a hub for botnet command and control, reduces the levels of 
worldwide spam by nearly 80%. The happiness is unfortunately not long lived.  

* **  

2009 ! ƴŜǿ ƭŀǊƎŜ ōƻǘƴŜǘΣ Ψ/ƻƴŦƛŎƪŜǊΩΣ ƎǊŀōǎ ŀǘǘŜƴǘƛƻƴ ōȅ ǊŜŎǊǳƛǘƛƴƎ ǎŜǾŜǊŀƭ Ƴƛƭƭƛƻƴ ōƻǘǎ ŀƴŘ ǇǊƻǾƛƴƎ ǾŜǊȅ ǘǊƛŎƪȅ ǘƻ ƪƛƭƭ  ***  

blank = Anderson; + = Goodman et al; * = other sources  
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CONCLUSION 
In this section we overviewed the common security threats that end users face when using the Internet. We 

introduced terms such as malware, botnets, and social engineering. Malware is a catch-all name for all forms of 

malicious software. It is used to compromise computers and turn them into ΨbotsΩ controlled by the criminals. 

Nowadays, most forms of online threats, even the ones that employ social engineering, rely partly on botnets. 

Figure 6 shows the differences between categories of malware in terms of visibility and criminal intent. Finally, we 

hinted that in general, online threats are moving towards profit and away from fame. In the next section we will 

look at statistics to see the extent of the threats discussed in this section. 

 

Figure 6 - Visibility of malware versus intent (OECD 2007) 

2.1.2 THE EXTENT OF THE CYBER-INSECURITY PROBLEM 

TRENDS RELATED TO MALWARE 
How big of a problem is caused by cyber-criminals, and in particular malware? Estimates vary between experts, 

depending on the approach used to measure the effects, but in general, all sources put the economic loss caused 

by cyber-insecurity in the range of billions of euro. We shall investigate this matter by using the following sets of 

metrics: 

¶ The growth levels of spam and malware; 

¶ The percentage of individuals and businesses who fall victims to cyber-threats; 

¶ The damage in monetary terms, especially from a social welfare perspective1.  

Spam growth 

According to IronPort (2008b) and Cisco (2008) spam volumes constantly grew from 40 billion spam messages per 

day at the end of 2005 to an astonishing 200 billion spam messages per day in October 2008, a growth rate of 

400% over 3 years (see Figure 7). At the end of 2008 the global spam levels dropped considerably due to the 

                                                             
1 That is, by taking into account the costs of malware for society as a whole, and also the benefits it creates. Example costs 
include fraud and lost productivity, and benefits include profit for criminals and sale of security products. 
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shutdown of two botnet networks, however spam levels gradually grew back to their previous levels in 2009. If you 

consider the number of people globally online, it comes down to 12 spam emails per user, per day!1 

 
Figure 7 - Average daily spam volume - worldwide trends 2005-2008 (Cisco 2008; IronPort 2008b)  

Other sources report similar magnitudes. TrendMicro (2009) gives the number of 115 billion spam messages per 

day at the end of 2008. MessageLabs (2008) reports that spam constitutes more than 75% of total email traffic , as 

shown in Figure 8.  

 
Figure 8 - Average global proportion of spam in email traffic (MessageLabs 2008) 

Malware growth 

The number of malware strains has grown exponentially over the past few years. Approximately 700,000 new 

malware are identified per monthτan enormous increase compared to previous years (AV-Test GmBH as cited in 

TrendMicro 2009).  This increase is largely due to auto-generated malware and causes significant headaches for 

security experts.2 Enrique Salem, CEO of Symantec, announced comparable figures in thiǎ ȅŜŀǊΩǎ w{! ŎƻƴŦŜǊŜƴŎŜ: 

10 million new malware signatures were discovered in 2008, equal to the number of malware created in the 

                                                             
1 Luckily much of this spam is stopped by anti-spam technologies and never gets through to the user.  
2
 Traditional anti-virus software works by scanning executable files for known virus patterns. With such high number of patterns 
ǘƻ ǎŜŀǊŎƘ ŦƻǊΣ ƴƻǘ ƻƴƭȅ ƛǎ ǘƘŜ !± ǎƛƎƴŀǘǳǊŜ ƭƛǎǘ ŀƭƳƻǎǘ ƛƳƳŜŘƛŀǘŜƭȅ ƻǳǘŘŀǘŜŘΣ ōǳǘ ǘƘŜ ǎƻŦǘǿŀǊŜΩǎ ǎŎŀƴ ŜƴƎƛƴŜ ŀƭǎƻ ōŜŎƻƳŜǎ 
extremely slow. Experts are looking into new approaches, such as using an application white-list.  
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previous 17 years combined!  1 These numbers mean that between one to two thousand new unique malware were 

created per hour in 2008.2 

 
Figure 9 - New unique threats (TrendMicro 2009) 

Poisoned websites 

Provos and others (2007) performed an analysis on all pages indexed by Google in 2007 and found that one in ten 

web-pages were infected with malicious code, 70% of which ǿŜǊŜ άƭŜƎƛǘƛƳŀǘŜέ ǿŜōǎƛǘŜǎΦ IBM (2009) reports that 

only in Q4 2008, the number of new malicious websites surpassed the number seen in the entirety of 2007 by 50%; 

MessageLabs (2008) reports that the daily number of new websites containing malware rose from 1,068 in January 

2008 to a peak of 5,424 in November; TrendMicro (2009) tells the story of an attack in May 2008 in which half a 

million websites were injected with a malicious script.  All in all, ƛǘΩǎ ǊŀǘƘŜǊ Ŝŀǎȅ ŦƻǊ ŀƴ ƻǊŘƛƴŀǊȅ ǳǎŜǊ ǘƻ ǎǘǳƳōƭŜ 

upon a malware-poisoned website. 

Percentage of users infected with bot infections 

Estimates for the number of computers recruited into a botnet through malware infections vary between security 

experts, but all of them put the figure into millions of machines. As an example consider the number of computers 

infected with Storm, the first botnet to catch media attention. Some researchers believe that as many as 50 million 

computers have been affected at some point in time. More conservative estimates put the number at 1.4 million 

computers infected and active in July 2007, with 900,000 new infections per month (IronPort 2008a). Even this 

number is truly extraordinarily, making the Storm botnet a powerful supercomputer in the hands of criminals. The 

situation has not improved since 2007. In February 2009, the Conficker/Downadup worm was believed to have 

affected as many as 12 million Windows computers, with Microsoft putting up a $250,000 bounty to find the 

person behind the malware (BBC 2009b).   

In terms of percentages, Microsoft (2009) gives the lowest estimate, with a worldwide infection rate of 8.6 for 

every 1,000 PCs3. Although this figure is much lower than some dooms-day predictions, it still makes for an 

enormous number of PCs. One dooms-day predication was done by Vint Cerf of Google in 2007. He likened the 

spread of botnets to a "pandemic" and stated that up-to 25% of end-user machines could possibly be infected (BBC 

2007). Panda Security also report a similarly high figure, stating that as of March 2008, 30% of computers on the 

Internet were infected with half of them being active bots (as cited in Bauer, Van Eeten, and Chattopadhyay 2008). 

Other vendors report figures in between these. 

                                                             
1 Keynote webcast available online at http://media.omediaweb.com/rsa2009/webcast.htm?id=1_3 
2 Most of these malware strains belong to the same family and are variants of each other. 
3 This estimate is based on the execution of the Microsoft Software Removal Tool, an automated tool that runs once a month 
when automatic updates are enabled. Hence the results only include the most prominent malware strains targeted by the tool. 
Additionally, even among these strains, the numbers are biased downwards as the users that turn off automatic updates (and 
not accounted for in this estimate) are actually much more likely to be infected. 
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To sum up, we present Figure 10, an estimate of the combined number of bot infections per month (TrendMicro 

2009). Note that if we consider other non-bot-related forms of malware as well, the numbers will be higher. 

 
Figure 10 - Infections by bot related families (TrendMicro 2009) 

Percentage of businesses affected by security incidents 

The Computer Security Institute (CSI) conducts an annual survey among its members regarding security issues and 

practices. In 2008 about half of the members stated that they had experienced at least one security incident, 

causing an average loss of just under $300,000 per respondent (CSI 2008).  The most expensive computer security 

ƛƴŎƛŘŜƴǘǎ ǿŜǊŜ ǘƘƻǎŜ ƛƴǾƻƭǾƛƴƎ ŦƛƴŀƴŎƛŀƭ ŦǊŀǳŘΣ ŀƴŘ ǘƘŜ ǎŜŎƻƴŘ Ƴƻǎǘ ǿŀǎ ŘŜŀƭƛƴƎ ǿƛǘƘ άōƻǘέ ŎƻƳǇǳǘŜǊǎΦ The 

respondents included US corporations, government agencies, financial institute, medical institutes, and 

universities. 

 
Figure 11 - Percentage of organizations that experienced a security incident(CSI 2008) 

In another survey conducted for the British Department for Business Enterprise and Regulatory Reform, it was 

reported that 35% of all business encountered a security incident (BERR 2009). Both these surveys show that 

security incidents are common problem for all businesses. 

 
Figure 12 - Number of UK businesses that had a malicious security incident (BERR 2009) 
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FINANCIAL IMPACTS OF MALWARE (AND SPAM) 
The previous section looked at the significance of malware and spam problem in terms of overall trends and 

percentage of people affected (rising and considerable!). To get a better sense of the scope of the problem, it 

would be interesting to measure the effects of malware in monetary value. The International Telecommunication 

Union has published a comprehensive report in this regards. The report measures the total welfare effects of 

malware, by considering both its costs and its revenues. A somewhat modified version of the financial categories 

used is presented in Table 3. The report also presents a conceptual model to quantify the legal & illegal cash flows 

created by malware (shown in Figure 13). 

Table 3 - Financial impacts of malware (adapted from Bauer, Van Eeten, and Chattopadhyay 2008) 

Costs/Revenues Player Types 

Costs Business-users 
(direct) 

¶ Click fraud 

¶ Financial fraud (extortion, theft) 

¶ Other (ransom, loss of trade secrets, etc) 

¶ Payments to compensation end-users (if provided) 

Business-users 
(indirect) 

¶ Cost of preventive measures (software, hardware, training) 

¶ Loss of productivity (e.g., time spent reading spam) 

¶ Loss of consumer trust  

¶ Wasted computational resources (e.g., bandwidth) 

Individual-users 
(direct) 

¶ Financial fraud (including credit-card) 
¶ Credit-card and identity theft 

¶ Security software, computer repairs 

Society (indirect) ¶ Law enforcement 

¶ Opportunity costs of slower adoption of ICT  

¶ Attacks on the Internet infrastructure (born by all) 

Revenues Security Providers ¶ Sales of security devices, software, and services 

Other ICT firms ¶ Sales of hardware/software to criminals, users, and businesses 

Cybercriminals ¶ Middle-men: renting bots, selling tools, emails, identities, etc 
¶ Financial gain (fraud and theft) 

 

Despite the authors disclaimer that due to the incomplete availability of numbers and their variability, it would be 

premature to determine the financial effects of malware with satisfactory reliability (Bauer, Van Eeten, and 

Chattopadhyay 2008), they offer ŀ άǇŀǘŎƘǿƻǊƪ ƻŦ ƴǳƳōŜǊǎέΣ that gives a good indication of the extent of the 

malware problem: 

¶ Costs of cybercrime (direct and indirect) for the US in 2005: $67.2 bn (FBI) 

¶ Global cost of spam in 2007: $100 bn , a rise from the 2005 value of $50 bn (Ferris Research) 

¶ Click fraud1 in 2007: $1 bn (Click Forensics) 

¶ Identity theft and other fraud (partially online) in the US in 2006: $49.3 bn (Javelin Strategy & Research) 

¶ Costs of malware (viruses, spyware, and phishing) for US consumers in 2007: $7.1 bn (Consumer Reports) 

 

¶ Combined global revenue of all security service providers in 2007: $7.5 bn 

¶ Size of the global malware economy (legal and illegal transactions): $105 bn (MessageLabs) 

                                                             
1 Click fraud is a mechanism for money extortion by fraudsters, in which they use misleading links (sent via spam), or automated 
bots to produce fake clicks on online-ads. This activity costs the advertiser money and gains money for the criminals, as the 
common practice in online advertising these days (for instance with Google AdSense) is for Google to charge advertisers only 
when a user has clicks on the ads; and part of the fee is paid as commission to the referring website.  



Chapter 2 ς A Review of the Literature 

Page | 17  

  

Figure 13 - Legal and potentially illegal financial flows related to malware (Bauer, Van Eeten, and Chattopadhyay 2008) 

The authors sum these values to come up with a conservative estimate for the financial impact of malware and 

spam of 0.3% of global GDP, noting that if costs of slower migration to productivity-enhancing-ICT applications are 

added, the total impact will be even higher (Bauer, Van Eeten, and Chattopadhyay 2008)1. Non-conservative 

estimates can be much higher. The security firm McAfee, which like most security firms has an incentive to over-

report cyber-crime costs (after all, scare tactics sell security solutions), recently reported a mind-blowing $1 trillion 

global damage caused by malware in 2008 (McAfee CEO Dave Dewalt in RSA-2009 conference2). Whichever figure 

you pick, cybercrime is costing the global economy and online citizens much money and a sense of urgency to fix it 

exists in the world.  

ATTACKS ON THE GOVERNMENT 
The problems caused by malware are not limited to individuals or even businesses. There have been recent cases 

of infections and virus outbreaks in the public sector, and even the military. In one case the BBC (2009a) reported 

that machines inside the British and US governments had been taken over by malicious hackers from Ukraine. 

Attacks on public infrastructures take three forms. The first form is attacks by cyber-criminals against the public 

websites, government PCs, etc, whether intentional or not, and for profit. By unintentional, we mean cases where 

the malware writer had no distinct goal of infiltrating the government or military, but rather, due to lax security, 

those systems were also hit while the malware was spreading.3 Basically, the criminals use the same techniques 

and motives they use when conducting their business regarding corporations and other organizations. 

                                                             
1 Gladly, the Internet in general contributes much more than this amount to the global GDP. 
2 Keynote webcast available online at http://media.omediaweb.com/rsa2009/webcast.htm?id=1_3 . The damage was 
calculated using Intellectual Property loss, and expenditures for repair. 
3 Reasons for directly targeting the government are like those involved in attacking other organizations, with the added value 
that the government has huge databases on citizens which might come in handy, and for some other specific forms of fraud. 
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The second form of attack comes from other governments. Depending on the scope of the event, they could be 

classified as either cyber-espionage or cyber-warfare. A recent and famous example is the case of the Chinese 

ƎƻǾŜǊƴƳŜƴǘΩǎ DƘƻǎǘƴŜǘ ƴŜǘǿƻǊƪ (UToronto 2009).  

A third form of attack, which should be differentiated from the previous two, is as a form of civil disobedience and 

online-activism. One such incident occurred after the June the 12
th
 elections in Iran this year. During the two 

weeks of escalated conflict between the government and the people, members of the green movement performed 

coordinated DDoS attacks on government run news and media sites, as both a form of protest and to stop 

propaganda.
 1
  

Governments feel the heat to do something about cyber security. The FUD tactic mostly used is the threat of 

cyber-war, but in reality, the first form of attack (malware outbreaks) are much more devastating, as they are the 

most common, and influence the day-to-day continuity of public services 

President Obama, himself a target of an online attack during his election campaign, has made cyber-security a top 

priority for the US. In April 2009, he ordered a 60 day review of the current situation, and ordered the creation of a 

new ΨŎȅōŜǊ tsarΩ in his administration to oversee exactly this issue (BBC 2009c). 

IMMUNITY OF THE CRIMINALS 
A final way to look at the extent of cyber-crime is to look at an article published by the security firm Team Cymru 

(2006b) regarding άǘƘŜ ŎȅōŜǊ-underground economȅέ on the relative sense of immunity the cyber-criminals have. 

In this article, the authors use snippets of public conversations between cyber-criminals2, to illustrate: 

άǘƘŜ ƻǇŜƴ ŀǊǊƻƎŀƴŎŜ ǘƘŜ ōǳȅŜǊǎΣ ǎŜƭƭŜǊǎΣ ǘǊŀŘŜǊǎΣ ŀƴŘ ŎŀǎƘƛŜǊǎ ŜȄƘƛōƛǘΤ ǘƘŜ ŀŎǘƛǾƛǘƛŜǎ and alliances 

in which the underground denizens are involved; and the method by which they receive their ill-

gotten goods; the blatant manner in which they advertise; and the personal data harvested every 

ƘƻǳǊέ (TeamCymru 2006b)  

These snippets are both amusing and illuminating. A few of them have been chosen and explained in Table 4. It is 

worth noting that although the article is reporting a problem for 2006, the mentioned IRC channels are still up and 

running! I decided to find the channels, and by spending just a few hours came upon a number of channels, for 

instance #cc-power and #cc-master in the #undernet server (CC stands for credit card). The criminals are still 

actively and publicly advertising their merchandise, requesting services, and openly trading with each other. 

Team Cymru finish their article with the nasty truth that the cyber-criminals do not need to hide, or perform their 

transactions in private; they openly provide evidence of their crimes; and operate in a sense of immunity. The 

authors believe that the reason is a popular school of thought between decision makers that finding and 

prosecuting the criminals is too costly and resource intensive. In the next section, we will offer some more 

explanations for the status quo. 

  

                                                             
1 The Distributed Denial of Service tactic was rather simple. Iranians across the world, especially from Europe, US (and even 
from inside of Iran), used a simple script to instruct their browsers to continuously fetch the homepage of the mentioned news 
sites (once every few seconds).  The news sites could not keep up with the load of this seemingly legitimate traffic, and ceased 
ǿƻǊƪƛƴƎΦ ¢ƘŜ ƎƻǾŜǊƴƳŜƴǘΩǎ ǊŜǎǇƻƴǎŜ ǿŀǎ ǘƻ ǎƘǳǘ ŀƭƭ ǘǊŀŦŦƛŎ ŦǊƻƳ ƻǳǘǎƛŘŜ ǘƘŜ ŎƻǳƴǘǊȅ ǘƻ ƛǘǎ ƴŜǿǎ ǎƛǘŜǎΗ 
2 The snippets are captured from public IRC channels. Short for Internet Relay Chat, IRC is one of the oldest forms of real-time 
Internet text messaging, still in use with over 500 severs worldwide; 
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Table 4 - Buying, selling, and trading publicly in underground IRC channels (TeamCymru 2006b) 

Conversation Snippet Explanation 

 

Example of information goods offered for sale: 
credit card codes, social security numbers, and 
compromised hosts. 

 

Friendly advice on how to avoid getting caught! 

 

Physical goods are also offered for sale (laptops). 
The payment in this case is via virtual-currencies. 

 

Identity theft ς ƛƴ ǘƘƛǎ ŎŀǎŜ ǘƘŜ ΨŦǳƭƭ ƛƴŦƻΩ ƻŦ ŀ ǇŜǊǎƻƴ 
is provided for sale. 

 

Extracting cash from the underground economy is 
the goal of many participants. Here you see 
advertisement of cashiers for both logical and 
physical account cleanups. Usually 50% goes to the 
cashier. 

 

There are plenty of female miscreants too. 

 

Drops are physical locations where stolen goods 
can be sent. The split is usually 50-50. 

 
Channel advertising! 
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CONCLUSION 
In this section we looked at the extent of the cyber-insecurity using a variety of methods. These involved 

descriptive statistics, monetary value, government response, and criminal attitudes. All of them together paint a 

bleak picture. Experts do not believe that the situation will be auto-magically resolved any time soon (see Table 5 

for 2009 forecasts).  

Table 5 - Trend Micro (2009) Forecasts regarding Internet security threats in 2009 

Prediction 

Sophisticated blended threats are the new frontier 

Social networking sites will grow as targets. 

Alternative operating systems will be hit this year (Mac, Linux) 

Mobile data is ripe for the picking 

Microsoftτthe eternal targetτwill continue its legacy of trouble in 2009 

Social engineering will grow increasingly prevalent and cleverer 

Broken DNS issues will continue to create headaches 

Unlike the global economy, the underground economy will flourish 

Identity theft will increase worldwide. 

Spam volumes will continue to grow 

 

To fix the problem, more research is required in order to increase our understanding of the cyber-insecurity 

problem, and to find possible remedies.  The US National Science Foundation sponsored a think-tank to identify 

the greatest challenges that need to be solved in the 21st century. One of the 14 challenges: securing cyberspace 

(NAE 2008). The problem is serious and here to stay. 

2.1.3 REASONS WHY CYBER-SECURITY PROBLEMS ARE HARD TO SOLVE 

Hopefully at this point it has become evident for the reader that the cyber-in-security is a serious problem. In this 

section, we shall take a brief look at reasons given in the literature for the current state of affairs. 

CYBER-SECURITY IS A WICKED PROBLEM 
Part of what makes cyber-ǎŜŎǳǊƛǘȅ ǎǳŎƘ ŀ ǘƘƻǳƎƘ ƛǎǎǳŜ ǘƻ ǊŜǎƻƭǾŜ Ŏŀƴ ōŜ ǘƛŜŘ ǘƻ ǘƘŜ ŦŀŎǘ ǘƘŀǘ ƛǘ ƛǎ ŀ άwicked 

problemέΦ Rittel and Webber (1973) used the term wicked problem to describe problems that have no definitive 

formulation, are themselves symptoms of other problems, have no enumerable set of solutions, and the choice of 

explanation determines the nature of their resolution
1
.   

A good example is the case of spam. Putting aside the fact that there is still some disagreement to determining 

what qualifies as spam, there is much disagreement inside the technical community regarding every solution 

proposed to fix the issue. To illustrate this point, consider the folloǿƛƴƎ Ǉƻǎǘ ƛƴ ǘƘŜ ǎŜŎǳǊƛǘȅ ōƭƻƎ Ψ/ƛǊŎƭŜL5Ω, which 

discusses the future of email authentication. (Lack of authentication in email systems is one of the loopholes that 

spammers have commonly abused; multiple solutions have been proposed in the last few years, such as SPF and 

DKIM).  The author of the blog post is providing a discussion on the merits of the various solutions proposed:  

άhǾŜǊ ǘƘŜ ȅŜŀǊǎΣ Ƴŀƴȅ ƻŦ ǳǎ ƘŀǾŜ ŎƻƭƭŜŎǘƛǾŜƭȅ ǿƻǊƪŜŘ ǘƻ ǇǊƻǾƛŘŜ ŀ ŦǊŀƳŜǿƻǊƪ ŦƻǊ ŀǳǘƘŜƴǘƛŎŀǘƛƴƎ 

ŜƳŀƛƭΧ ¦ƴŦƻǊǘǳƴŀǘŜƭȅ ǎƻƳŜǿƘŜǊŜ ƻƴ ǘƘŜ ǇŀǘƘ ǘƻ ǇǊƻǘŜŎǘƛƴƎ ƭŜƎƛtimate originators of email and 

ǘƘŜ ǊŜŎƛǇƛŜƴǘǎ ƻŦ ŜƳŀƛƭΣ ǘƘŜ ƭŀǊƎŜǊ ŎƻƳƳǳƴƛǘȅ Ƙŀǎ ƎƻƴŜ ŀǎǘǊŀȅΧέ ώ¢ƘŜ ŀǳǘƘƻǊ ŎƻƴǘƛƴǳŜǎ ǘƻ ǇǊƻǾƛŘŜ 

                                                             
1 De Bruijn & Ten Heuvelhof (2000) identify two characteristics for wicked problems: disagreement on norms, and non-
objectifiable information 



Chapter 2 ς A Review of the Literature 

Page | 21  

Ƙƛǎ ǊŜŀǎƻƴǎ ŀƴŘ ǇǊƻǇƻǎŜǎ ŀ ǎƻƭǳǘƛƻƴϐ άΧ¢ƘŜǊŜ ŀǊŜ Ƴŀƴȅ ǿƘƻ ǿƻǳƭŘ ŘŜŎǊȅ ǘƘŜ ŎƘŀƴƎŜǎ ƻǳǘƭƛƴŜŘ 

above. Some would claim that anonymity would be lost. ¢Ƙƛǎ ƛǎ ǎƛƳǇƭȅ ƴƻǘ ǘǊǳŜΧΦ  hǘƘŜǊǎ ŀǊƎǳŜ 

ǘƘŀǘ ǘƘŜ Ǌƛǎƪ ƻŦ ƭƻǎǘ Ƴŀƛƭ ƛǎ ǘƻƻ ƎǊŜŀǘΧέ (Hammer 2009) 

The point of this excerpt is to show the lack of consensus on concrete security measures, even on very specific 

measures. It goes without saying that in a dynamic environment where agreeing on any security measure requires 

much effort and is filled with political behaviour, solving larger security issues can be extremely difficult. 

PATH DEPENDENCY AND INTERNET GOVERNANCE 
Part of the security landscape we see today is rooted in the fact that security mechanisms (such as authentication 

and encryption) were not built into the original Internet protocol suite, but are rather being added as an 

afterthought and in a somewhat ad-hoc manner (Anderson 2008). It could be argued that the Internet actually 

took off because of the relative simplicity of its protocol suite. Our goal however is not to judge whether this was 

good or bad, but to simply point out that a certain path dependency has been created, affecting much of the 

cyber-security landscape, and making its fixing very hard.  

This path-dependency issue becomes more complicated considering how the Internet is run. The Internet is 

organized around Ψautonomous systemsΩ- independently managed networks, most privately owned, or if public, 

managed at an agency level (Mueller 2009). ¢ƘŜǊŜ ŀǊŜ ŎǳǊǊŜƴǘƭȅ ŀǊƻǳƴŘ олΣллл άŀǳǘƻƴƻƳƻǳǎ ǎȅǎǘŜƳǎέ ŀŎǘƛǾŜ ƻƴ 

the net (more details will be given in later chapters).  Put simply, there is no central governing body, or forum (such 

as what we see in GSM) that can make final decisions or set standards on technical matters. Most decisions are 

ŘƻƴŜ ǘƘǊƻǳƎƘ ŎƻƴǎŜƴǎǳǎ ŀƴŘ άǊŜŎƻƳƳŜƴŘŀǘƛƻƴsέΦ ¢Ƙƛǎ turns into a slow remediation process.  We might be stuck 

with the current protocol inefficiencies (regarding security) for a long time. 

ENDLESS SUPPLY OF SOFTWARE VULNERABILITIES 
Many security threats rely on vulnerabilities (bugs) in the software running the Internet servers and clients. 

Despite much effort and discussion during the past decade, there seems to be no sign of a declining number of 

vulnerabilities (see Figure 14). It is true that the security of the operating system and core networking protocols 

has increased, and the number of vulnerabilities in these layers declined. But at the same time, attackers have 

shifted focus to the application layer (in tech-jargon, άǎƘƛŦǘŜŘ ǳǇ ǘƘŜ ǇǊƻǘƻŎƻƭ ǎǘŀŎƪέ). Securing this layer is rather 

hard, due to the enormous number of applications in use (Scott Charney at the RSA Conference 2009; IBM 2009).  

 

Figure 14 - Vulnerability disclosure, 2000-2008 (IBM 2009) 
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Interestingly enough, this lack of security in software is not unexpected. Shapiro and Varian (2000),  and later 

Anderson (2008), present arguments that the software market does not reward security. The basis of the 

argument is that the value of software is largely determined by network externalities and the lock-in that it 

creates. In other words, the market rewards the dominating firm, which will be determined by the product that 

ships first, has the most number of bells and whistles, and provides ease of extensibility for other developers. 

These characteristics are all enemies of security. MicrosoftΩǎ ŦŀƳƻǳǎ ǇƘƛƭƻǎƻǇƘȅ ƻŦ ǘƘŜ флΩǎ ς άǎƘƛǇǎ ƛǘ ¢ǳŜǎŘŀȅ ŀƴŘ 

ƎŜǘ ƛǘ ǊƛƎƘǘ ōȅ ǾŜǊǎƛƻƴ оέ ς is a reflection of this economic principle. This is the attitude the overall software market. 

Software vendors (and not just Microsoft) have incentives to eternally produce buggy code.1 

INSUFFICIENT LAW ENFORCEMENT IN CYBERSPACE 
{Ŏƻǘǘ /ƘŀǊƴŜȅΣ aƛŎǊƻǎƻŦǘΩǎ ŎƻǊǇƻǊŀǘŜ ǾƛŎŜ-president of Trustworthy Computing, was the federal prosecutor for 

ŎƻƳǇǳǘŜǊ ŎǊƛƳŜ ƛƴ ǘƘŜ ¦Φ{Φ ƛƴ ǘƘŜ мффлǎΦ  /ƻƴǎƛŘŜǊƛƴƎ Ƙƛǎ ōŀŎƪƎǊƻǳƴŘΣ ƛǘΩǎ ƴƻǘ ǎǘǊŀƴƎŜ ǘƘŀǘ ƘŜ believes ǘƘŀǘ άŀ 

percentage of the population will bŜ ŀƭǿŀȅǎ ǳǇ ǘƻ ƴƻ ƎƻƻŘέ όw{! /ƻƴŦŜǊŜƴŎŜ нллфύ
 2
Φ {ƻŎƛŜǘȅΩs answer to this 

population has been institutions such as police, courts, and others. Taking this into account, Charney states that 

cyberspace has several characteristics that make it even more attractive for the άup to no goodέ people: 

¶ Access to large number of rich targets, due to the global reach of the Internet the Internet 

¶ Possibility of automation of illegal activities 

¶ Anonymity and lack of traceability of the criminals (due to both technical limitations, and limitations in 

cross-border law enforcement) 

Team Cymru (2006a) provide similar arguments, pointing towards legal shortfalls, insufficient coordination, and 

lack of recognition of severity of cybercrime as some of the root causes of the cyber-crime epidemic. Anderson and 

others (2008a) ŀƭǎƻ ƛŘŜƴǘƛŦȅ άŦǊŀƎƳŜƴǘŀǘƛƻƴ ƻŦ ƭŜƎƛǎƭŀǘƛƻƴ ŀƴŘ ƭŀǿ ŜƴŦƻǊŎŜƳŜƴǘέ as one of the main economic 

barriers to network and information security. Considering that these experts believe that the long-term solution 

for cyber-security requires changes in the mentality of law enforcement agencies and international law, it would 

be natural to conclude that the criminals are going to stay with us for some time. 

M ISALIGNED INCENTIVES 
Another fascinating manner to look at the failure of security systems was put forwarded by Anderson (2001): 

information insecurity fails at least as mǳŎƘ ŘǳŜ ǘƻ ǇŜǊǾŜǊǎŜ ΨincentivesΩ as it is due to technical failures.3   

Anderson (2001) gives the example of ATM machine fraud in the U.S. as compared to Europe. In the U.S., if a 

customer disputes a transaction (e.g., complains about a withdrawal she did not make), the burden is on the bank 

to prove the customer is wrong; whilst in Europe the opposite is true - the customer have to prove their case to 

the bank. Of course, this is very hard for customers to do, which leaves the bank in a safer position. Interestingly 

enough however, after 20 years, the European banks ended up paying more for security and fraud. According to 

Anderson, the reason is that since the U.S. banks were liable for fraud, they had incentives to improve security, by 

for instance training staff to be more vigilant, or installing cameras in ATMs; while at the same time, their 

European counterparts were becoming careless.
4
 A far reaching conclusion that Anderson draws from this story is 

                                                             
1 ¢ƘŜ ǘŜƴŘŜƴŎȅ ƻŦ ǘƘŜ ǎƻŦǘǿŀǊŜ ƳŀǊƪŜǘ ǘƻ ƳƻǾŜ ǘƻǿŀǊŘǎ ŘƻƳƛƴŀƴǘ ŦƛǊƳǎΣ ŎǊŜŀǘŜǎ ΨƭŀŎƪ ƻŦ ŘƛǾŜǊǎƛǘȅΩΣ ǿƘƛŎƘ ƛǎ ŀƴƻǘƘŜǊ ǎŜŎǳǊƛǘȅ 
threat ς it makes successful attacks more devastating. (Anderson et al. 2008a) 
2 The keynote webcast is available at: http://media.omediaweb.com/rsa2009/webcast.htm?id=1_4 
3 In economics, an incentive is any factor (financial or non-financial) that enables or motivates a particular course of action, or 
counts as a reason for preferring one choice to the alternatives. It is an expectation that encourages people to behave in a 
certain way.  
4
 This is a casŜ ƻŦ άƳƻǊŀƭ ƘŀȊŀǊŘέ ōȅ ǘƘŜ ŜƳǇƭƻȅŜŜǎ ƻŦ ǘƘŜ 9ǳǊƻǇŜŀƴ ōŀƴƪǎΦ 
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that by assigning liability to the party ǿƘƻ Ŏŀƴ Ψmanage the risksΩ (the banks, versus the customers), the incentive 

structure changes in a way that benefits all parties in the long run.  

We can use incentives to analyze the security outcome of the large online ecosystem. We see a certain degree of 

misaligned incentives: every actor is making rational decisions regarding her own security tradeoffs, but the sum of 

these decisions is a situation far from optimal
1
. Take the case of end-users: ƛŦ ǘƘŜȅ ŘƻƴΩǘ ǇŜǊŎŜƛǾŜ ƳǳŎƘ ǎǳŦŦŜǊƛƴƎ ƛƴ 

the case of a malware incident, they will not spend money on security software, or the time and effort necessary 

to educate themselves about security risks. This thinking is true for all actors. If an actor adopts a level of security 

that makes sense for her but harms others, we state that she is creating ΨƴŜƎŀǘƛǾŜ ŜȄǘŜǊƴŀƭƛǘƛŜǎΩ
2
.  

The incentive perspective suggests that cyber-security can be fixed by changing and άŀƭƛƎƴƛƴƎέ ǘƘŜ ƛƴŎŜƴǘƛǾŜǎ ƻŦ ǘƘŜ 

actors in cyberspace. Some methods have already been proposed. For instance, Wash (2007) discusses ways of 

designing software that would provide incentivises to users induce better security choices;  Loder, Van Alstyne and 

Wash (2004) put forward a mechanism called ΨŀǘǘŜƴǘƛƻƴ ōƻƴŘǎΩ, which target the incentives of the spammers, and 

ŀǊƎǳŜ ǘƘŀǘ ǘƘƛǎ ǿƻǳƭŘ ƭŜŀǾŜ ǊŜŎƛǇƛŜƴǘǎ ōŜǘǘŜǊ ƻŦŦ ǘƘŀƴ ŜǾŜƴ ŀ άǇŜǊŦŜŎǘέ ŦƛƭǘŜǊ ǘƘŀǘ Ŏƻǎǘǎ ƴƻǘƘƛƴƎ ŀƴŘ ƳŀƪŜǎ ƴƻ 

mistakes.  

Obviously, these are all very promising, making it worthwhile to better understand the underlying incentives of all 

actors. In this regards, Van Eeten and Bauer (2008) have conducted multiple interviews with Internet service 

providers, e-commerce companies, software vendors, registrars, and end-users, concerning how they make their 

security decisions, and the incentives they face. We will take a deeper look at these findings later in this chapter.  

CONCLUDING REMARKS 
In our review of the literature so far, we have had a look at the various online threats that end-users face, the 

severity of these threats according to various reports, and a list of root causes provided in the literature. The 

different views presented agree on two things. First, that the problem of cyber-insecurity is severe, and worsening. 

Second, the solution needs to be as much political, economical, and social, as it would be technical and 

engineering. These two make cyber-insecurity an interesting subject to research for a student studying 

Management of Technology.  

Obviously, as the mentioned threats and perspectives to deal with the issue are quite large, some focus needs to 

be brought when researching this topic. We will continue our review of the literature by focusing on the most 

severe of all the threats, botnets; and we will solely make use of the incentives perspective to further analyze the 

situation and search for possible solutions, leaving out the other perspectives (such as discussions about Internet 

governance). 

  

                                                             
1 ¢Ƙƛǎ ƛǎ ǎƛƳƛƭŀǊ ǘƻ ǘƘŜ ŦŀƳƻǳǎ άǘƘŜ ǘǊŀƎŜŘȅ ƻŦ ǘƘŜ ŎƻƳƳƻƴǎέ ŘƛƭŜƳƳŀΦ 
2
 In economics, an externality or spillover of an economic transaction is an impact on a party that is not directly involved in the 

transaction. In such a case, prices do not reflect the full costs or benefits in production or consumption of a product or service. 
An advantageous impact is called a positive externality, while a detrimental impact is called a negative externality. 
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2.2 BOTNETS IN DEPTH 
In this section will take a more elaborate look at botnets, and investigate how they work, what uses criminals make 

of them, the business models that surround them, and some other related topic. 

2.2.1 THE MECHANICS OF BOTNETS 

Let us start by giving a clear definition of botnets. The Shadowserver Foundation1  (2007a), defines a botnet as a 

collection of computers, connected to the internet, that interact to accomplish some (usually) illegal task. These 

computers are compromised, and are being used without their owner's knowledge. The compromised machines 

are called drones or zombies. The malicious software they run is referred to as 'bot'. 

 
Figure 15 - A typical botnet with zombies (Cisco 2007) 

BOTNET FORMATION AND PROPAGATION 
It should be pretty obvious that the more hosts a botnet has, the more valuable and powerful it becomes. One goal 

of a botnet owner is to continuously grow his ōƻǘƴŜǘǎ ōȅ ΨrecruitingΩ ƴŜǿ ōƻǘǎ όƛƴŦŜŎǘƛƴƎ ƳƻǊŜ ǎȅǎǘŜƳǎύΦ The 

criminals are pretty creative and devious when it comes down to the techniques and opportunities they use for 

this. The infection mechanisms can be divided in two general methods: 

¶ Automated infection, through the exploit of software vulnerabilities or misconfiguration.
 2
  Bots contain 

a scanning engine that actively scans their surrounding IP addresses for vulnerable hosts. (The bots are 

behaving like worms). 

¶ Infections requiring user interaction: The user is deceived through various means to actually click and 

run malware. (The bots are behaving like trojans) 

¢ƘŜ ǎǇŜŎƛŦƛŎ ƳŜǘƘƻŘǎ ǳǎŜŘ ŀǊŜ ƴǳƳŜǊƻǳǎΣ ŀƴŘ ŎƘŀƴƎŜ ǉǳƛǘŜ ŦǊŜǉǳŜƴǘƭȅΦ CƻǊ ƛƴǎǘŀƴŎŜΣ ǘƘŜǊŜ ƛǎ ǘƘŜ ǳǎŜ ƻŦ ΨȊŜǊƻ Řŀȅ 

ōǳƎǎΩ ς newly discovered software vulnerabilities for which the manufacturer has not yet released a patch; There 

                                                             
1 ¢ƘŜ ŦƻǳƴŘŀǘƛƻƴΣ ǿƘƛŎƘ ƛǎ ƭƛƴƪŜŘ ǘƻ ōȅ Ƴŀƴȅ ǎƻǳǊŎŜǎΣ ŘŜǎŎǊƛōŜǎ ƛǘǎ ŀŎǘƛǾƛǘȅ ƻƴ ƛǘǎ ǿŜōǎƛǘŜ ŀǎ ƎŀǘƘŜǊƛƴƎ άƛƴǘŜƭƭƛƎŜƴŎŜ ƻƴ ǘƘŜ 
ŘŀǊƪŜǊ ǎƛŘŜ ƻŦ ǘƘŜ LƴǘŜǊƴŜǘέΣ ǿƛǘƘ ǘƘŜ Ƴƛǎǎƛƻƴ ƻŦ άǳƴŘŜǊǎǘŀƴŘƛƴƎ ŀƴŘ ǎǘƻǇǇƛƴƎ ƘƛƎƘ-ǎǘŀƪŜǎ ŎȅōŜǊŎǊƛƳŜ ƛƴ ǘƘŜ ƛƴŦƻǊƳŀǘƛƻƴ ŀƎŜέΦ 
2 VuƭƴŜǊŀōƛƭƛǘƛŜǎ ƛƴŎƭǳŘŜ ƴŜǿƭȅ ŘƛǎŎƻǾŜǊŜŘ ōǳƎǎΣ ƻǊ ƻƭŘŜǊ ƻƴŜǎ ŦƻǊ ǿƘƛŎƘ ǘƘŜ ǳǎŜǊ ƘŀǎƴΩǘ ƛƴǎǘŀƭƭŜŘ ǘƘŜ ǇŀǘŎƘŜǎΦ 9ȄŀƳǇƭŜǎ ƻŦ ōŀŘ 
configuration are default passwords 
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are numerous delivery methods, such as spam emails, poisoned websites, USB sticks, etc; And the social 

ŜƴƎƛƴŜŜǊƛƴƎ ǘŀŎǘƛŎǎ ŜȄǇƭƻƛǘ ǿƘŀǘΩǎ ƻƴ ǇŜƻǇƭŜΩǎ ƳƛƴŘǎ ŀǘ ǘƘŜ ǎǇŜŎƛŦƛŎ ƳƻƳŜƴǘΣ ǎǳŎƘ ŀǎ ǇƻƭƛǘƛŎŀƭ ǊŀŎŜǎΣ ǘƘŜ ŜŎƻƴƻƳƛŎ 

downturn, or a sports league. We will provide concrete examples when examining the Storm botnet shortly. 

TYPICAL USES OF BOTNET  
When describing the cyber-landscape, we named many of the illegal uses of malware and botnets, but for the sake 

of having them all in one place, we relist them in Table 6Φ LǘΩǎ ƛƳǇƻǊǘŀƴǘ ǘƻ ƪƴƻǿ ǘƘŀǘ Ƴŀƴȅ ōƻǘǎ ŀǊŜ ǿǊƛǘǘŜƴ ƛƴ a 

modular manner, meaning that the attacker can add new functionality  to them as the need arises (OECD 2007). 

This is done by the bot downloading additional malware. Finally, botnets are ΨǎŜƭŦ-ǎǳǎǘŀƛƴƛƴƎΩ, as can be seen in the 

Ψbotnet ƭƛŦŜŎȅŎƭŜΩΣ depicted in Figure 16. 

Table 6 - Uses of botnets (adapted from OECD 2007; Shadowserver 2007a) 

Usage 

Locate and infect other information systems (botnet growth) 

Steal sensitive information from each compromised system (sing key-logging, accessing  the file-systemΣ Χ) 

Perform Distributed Denial of Service attacks (the attacker orders all bots to bombard a target with traffic at the same time) 

Send out spam (both for profit; and for distributing malware). 

Host phishing sites (for fraud) and mule-websites with rotating IP addresses. 

Engage in click-fraud (The bots click on ad-banners that earn the botnet owners money) 

Host warez (pirated software), pornography, and other illegal content 

Espionage (spying on infected users or intercepting network traffic) 

Use as a proxy/shell for attacking larger information systems (removing IP trace) 

Self defence (by killing anti-malware software, disabling updates, etc) 

 

 

Figure 16 - The botnet lifecycle (OECD 2007; Shadowserver 2007a) 
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HOW BOTNETS ARE CONTROLLED 
Since botnets are rather flexible and can be used for many purposes, they need to periodically receive commands 

from their άmastersέ όalso known as herders or simply, owners). This is achieved via various command & control 

mechanisms.  

In the first generation of botnets, the bots would all login to an Internet Relay Chat server, join a particular 

channel, and wait for their master to send them a message with new commands (Shadowserver 2007a). This 

approach was favoured for its simplicity but had several drawbacks. For instance, if a rival gang found the channel, 

they could hijack the bots!
1
 Similarly, authorities and ISPs could take down the botnet by blocking access to IRC.  

Another C&C mechanism is to use an HTTP (web) server: the bots periodically access a webpage to receive their 

commands (Shadowserver 2007a). This method is stealthier then IRC, as the web requests get lost in the 

thousands and thousands of web-pages a user typicallȅ ǾƛǎƛǘǎΦ IƻǿŜǾŜǊΣ ƛŦ ǘƘŜ ǎŜǊǾŜǊΩǎ ŘƻƳŀƛƴ ƛǎ ŜǾŜƴǘǳŀƭƭȅ ŦƻǳƴŘ 

out, the same drawbacks exist. Figure 17 shows these mechanisms schematically. 

 

Figure 17 - Centralized Command & Control (image source: secureworks.com) 

Other innovative mechanisms which are much harder to defeat, include peer to peer C&C structures (OECD 2007), 

and more recently, random URL based HTTP. In the latter, the web-domain of the C&C server changes every day. 

The bot generates a random list of domains everyday (e.g., 500 domains), and tries connecting to them all. The 

botnet herder only needs to actually register and setup one of these domains for each day to be able to send 

commands. The authorities however would need to monitor and close all of these domains every day, a very 

cumbersome endeavour.  

                                                             
1
 Encryption is used to mitigate this problem 
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2.2.2 ILLUSTRATION OF A BOTNET: THE STORY OF ΨSTORMΩ  

In order to get a more concrete feeling of botnet propagation, uses, and behaviour, we will take a look at the 

Storm botnet.  Storm was one of the first truly sophisticated botnets, and grabbed many headlines in 2007 and 

нллуΦ {ǘƻǊƳ ǊŜŎŜƛǾŜŘ ƛǘǎ ƴŀƳŜ ŦǊƻƳ ǘƘŜ ǎǳōƧŜŎǘ ƻŦ ǘƘŜ ŦƛǊǎǘ ŜƳŀƛƭ ǳǎŜŘ ǘƻ ǎǇǊŜŀŘ ƛǘΥ άнол ŘŜŀŘ ŀǎ ǎǘƻǊƳ ōŀǘǘŜǊǎ 

9ǳǊƻǇŜέ (Schneier 2007). Over its lifetime, the botnet owners came up with many enticing email subjects and web-

pages, some of which are listed in Table 7.  Exact figures on the size of the Storm botnet are hard to come by, with 

estimates ranging from 160,000 up to couple of millions (Blorge 2007).  Storm had the usual botnet abilities, such 

as being a trojan, worm, bot, spam-engine, DDOS tool, etc, but in addition, it featured some interesting capabilities 

that made it hard to fight with. Schneier (2007) lists some of these as follows: 

¶ {ǘƻǊƳ ǿŀǎ ŘŜǎƛƎƴŜŘ ŀǎ ŀƴ Ψŀƴǘ ŎƻƭƻƴȅΩ with segregation of duties (i.e., parts of the botnet do different 

tasks). Moreover, this colony uses a peer-to-peer C&C structure, making it hard to monitor and disable. 

¶ {ǘƻǊƳ ŘƛŘƴΩǘ ŎǊŜŀǘŜ ŀƴȅ ƴƻǘƛŎŜŀōƭŜ ǇŜǊŦƻǊƳŀƴŎŜ ƛƳǇŀŎǘ ƻƴ ƛƴŦŜŎǘŜŘ ƘƻǎǘǎΣ ƻŦǘŜƴ ǎhutting itself down for a 

while to avoid suspicion. 

¶ Storm changed its distribution payload every 30 minutes, making it hard for anti-virus software to detect. 

¶ {ǘƻǊƳΩǎ ŘŜƭƛǾŜǊȅ ƳŜǘƘƻŘǎ ŎƘŀƴƎŜŘΣ including many websites and different email campaigns (Table 7) 

¶ {ǘƻǊƳ ŀŎǘƛǾŜƭȅ ǇǊƻǘŜŎǘŜŘ ƛǘǎŜƭŦ ŀƎŀƛƴǎǘ ŀǘǘŜƳǇǘǎ ǘƻ ǘǊŀŎƪ ƻǊ ŘƛǎŀōƭŜ ƛǘΦ Lǘ ǇŜǊŦƻǊƳŜŘ ΨŎƻǳƴǘŜǊ ŀǘǘŀŎƪǎΩ 

against both computers scanning for it, and against the security reseŀǊŎƘŜǊǎ ƻǿƴ ǎƛǘŜǎΣ ƳŀƪƛƴƎ ǎǳǊŜ άƴƻ 

ƻƴŜ ƳŜǎǎŜǎ ǿƛǘƘ ƛǘέ!! 

Of course, all this effort was not without financial motives. IronPort (2008a) reports that Storm made plenty of 

revenue for its owners, the biggest source of revenue coming from the ά/ŀƴŀŘƛŀƴ tƘŀǊƳŀŎȅέ. Strom sent 1.5 

billion spam messages daily, from 10% of its bots, promoting this pharmacy. The pharmacy used 100 new domains 

per day, and had 15 uniquely branded websites. The sites offered counterfeit-pharmaceuticals, (shipped from 

China and India), rather than brand-names from Canada. Buyers usually received the drugs, and the whole 

business, made possible by Storm, created an estimated revenue of over $150 million yearly! Table 7 lists some 

other revenue sources as well. 

Table 7 - Social malware methods used for recruitment and revenue generation by Storm (IronPort 2008a) 

Vehicle Purpose Explanation Technique 

aŀƭƛŎƛƻǳǎ άŀƴǘƛ-
ǎǇȅǿŀǊŜέ ǎƛǘŜǎ 

Propagation Purport to offer a free scanner that will alert computer users to 
infections on their system. In reality, the user is downloading and 
installing malware. 

Social 
engineering  
via website 

Spoofed NFL 
site 

Propagation Active in the football season, promoted a NFL season game tracker 
application, which was in fact the Strom malware! 

Social 
engineering via 
web / email 

Spurious 
YouTube site 

Propagation Spam purporting to show a video clip featuring the recipient, would 
direct recipients to a site with the YouTube logo and a link to follow and 
Ƙƛǘ άǊǳƴέ ŦƻǊ ǘƘŜ ŀŎǘǳŀƭ ǾƛŘŜƻΦ Lƴ ǊŜŀƭƛǘȅΣ ƳŀƭǿŀǊŜ ƛǎ ŘƻǿƴƭƻŀŘŜŘΦ 

Social 
engineering via 
web / email 

Fraudulent e-
cards 

Propagation {Ŝƴǘ ƻǳǘ ƻƴ ±ŀƭŜƴǘƛƴŜΩǎ 5ŀȅ ŀƴŘ ǎƛƳƛƭŀǊ occasions, the messages 

announced an e-card from someone for the recipient. If the recipient 

clicks through to the website, they downloaded Storm malware. 

Social 
engineering / 
email spam 

Free Games, 
Psycho Kitty 

Propagation Targeted at younger demographics, these increasingly clever websites 

that look appealing and fun actually infect ǾƛǎƛǘƻǊǎΩ ŎƻƳǇǳǘŜǊǎΦ 

Social 
engineering via 
website 

Vulnerabilities 
in widely used 
software apps 

Propagation Malware creators identify vulnerabilities in popular, legitimate software. 

They take advantage of a vulnerability by inserting active code which 

ŜȄǇƭƻƛǘǎ ǘƘŜ ŀǇǇƭƛŎŀǘƛƻƴǎΩ Ŧƭŀǿǎ ς and compromise the system.  

Software 
vulnerabilities 
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Vehicle Purpose Explanation Technique 

Blog comment 
spam 

Propagation Spam comments on legitimate blogs include links leading to sites that 
infect computers. 

Web Spam 

Excel 
attachment 
spam 

Propagation Messages that included Excel file attachments. Used only for testing 
response rate and infiltrating anti-spam systems (not successful). 

Email Spam 

MP3 
attachment 
spam 

Revenue Purported to be songs from well known artists, but instead the audio 

files contained ads that pushed stƻŎƪǎ ƛƴ άǇǳƳǇ ŀƴŘ ŘǳƳǇέ ǎŎƘŜƳŜǎΗ 

Email spam 

PDF attachment  
spam 

Revenue A tool for stock scams, they feature PDF attachments that look like well 

designed, legitimate investment newsletters. 

Email Spam 

Pharmaceutical 
spam 

Revenue The main source of revenue for the storm botnet, the spam messages 
direct recipients to credible-looking sites offering drugs like Viagra and 
Cialis for sale. The orders were filled with counterfeit pharmaceuticals. 

Email Spam  

Phishing spam Revenue Directed recipients to apparent financial management sites where their 

personal and financial information gets collected for criminal purposes. 

Email Spam 

Money mule 
spam 

Revenue Offered recipients work-from-home jobs transferring money through 

their bank or PayPal accounts for a commission 

Email spam 

 

Interesting enough, Storm vanished in Mid-2008 without a clear reason. Microsoft gives some of the credit to 

MSRT (Malicious Software Removal Tool), but it is also possible that the botnet has morphed into a bigger and 

scarier creature (TrendMicro 2009). To this day, Storms controllers have not been identified. 

2.2.3 ORGANIZATION OF THE BOTNET ECONOMY 

The underground economy behaves like a highly specialized market, with segregation of tasks and services based 

on expertise (Bauer, Van Eeten, and Chattopadhyay 2008; OECD 2007). In the case of botnets, a simple value chain 

consists of the following actors (shown in Figure 18). 

¶ Crackers (or malware creators), who engage in finding software vulnerabilities and writing code to exploit 

ǘƘŜƳΦ ¢ƘŜȅ ǎŜƭƭ ǘƘŜƛǊ ƳŀƭǿŀǊŜΣ ǎƻƳŜǘƛƳŜǎ ƛƴ ǘƘŜ ŦƻǊƳ ƻŦ ΨŘƻ-it-ȅƻǳǊǎŜƭŦΩ ƪƛǘǎΤ 

¶ Bot herders, who acquire the malware (or malware kits), and spend most of their time distributing the 

ƳŀƭǿŀǊŜΣ ΨǊŜŎǊǳƛǘƛƴƎΩ ƴŜǿ ōƻǘǎΣ ŀƴŘ ŘŜŦŜƴŘƛƴƎ ǘƘŜƛǊ ƴŜǘǿƻǊƪΦ ¢ƘŜȅ ƻŦŦŜǊ ǘƘŜƛǊ ōƻǘƴŜǘ ŎŀǇŀŎƛǘȅ ŦƻǊ ǎŀƭŜΤ 

¶ Fraudsters, who rent bots from the herders, and use it to perform / launch / host their different schemes 

and attacks; 

 

Figure 18 - Division of labour in the botnet value chain (image source: identitytheftblog.info)  
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The complete value chain contains many more actors. For instance, as we saw in section 2.1, ΨŎŀǎƘƛƴƎ ƻǳǘΩ is a 

critical part of the underground economy, undertaken by ΨŘǊƻǇǎΩΦ Figure 19 shows a more elaborate picture of the 

division of labour.  

 

Figure 19 ς Division of labour in the underground economy (MessageLabs 2007, as cited in Bauer, Van Eeten, and Chattopadhyay 2008)  

There is much money to be made in the cyber-crime world. Consider this: gangs are offering computer 

ǇǊƻƎǊŀƳƳƛƴƎ ƎǊŀŘǳŀǘŜǎ ŦǊƻƳ aƻǎŎƻǿΩǎ ǘŜŎƘƴƛŎŀƭ ǳƴƛǾŜǊǎƛǘƛŜǎ ǳǇ ǘƻ Ϸтллл ŀ ƳƻƴǘƘΣ ǿŜǊŜ ŀǎ ǘƘŜ ŀǾŜǊŀƎŜ ǎŀƭŀǊȅ ŦƻǊ 

a  professional Russian is $640 per month (TrendMicro 2009)! Of course, this value comes at the expense of the 

other actors. For instance, spammers make money, even though only 1 in every 12.5 million spam emails results 

into a sale (BBC 2008b), simply because the cost of sending spam is nearly zero.  The poor recipients however need 

to spend considerable amounts of time deleting the spam. Criminals are causing severe negative externalities. 

²Ŝ ǿƛƭƭ ŦƛƴƛǎƘ ǘƘƛǎ ǎŜŎǘƛƻƴ ǿƛǘƘ ŀ ǊŜƳŀǊƪ ŀōƻǳǘ ŦŀŎǘƻǊǎ ǘƘŀǘ ΨŜƴŀōƭŜΩ ōƻǘƴŜǘǎΦ Although botnets are the brainchild of 

smart cyber-criminals, there are various social and technological factors that enable their propagation and 

sustainability, e.g., they are economical, untraceable by the law, etc. Many of these were discussed in the previous 

sections.  OECD (2007) lists two other technolƻƎƛŎŀƭ ŜƴŀōƭŜǊǎ ǘƘŀǘ ǿŜ ƘŀǾŜƴΩǘ ȅŜǘ ŘƛǎŎǳǎǎŜŘΦ ¢ƘŜ ŦƛǊǎǘ ŦŀŎǘƻǊ ƛǎ ǘƘŜ 

growth of broadband LƴǘŜǊƴŜǘΦ Ψ!ƭǿŀȅǎ ƻƴΩ ǳǎŜǊǎ ǿƛǘƘ Ŧŀǎǘ ŎƻƴƴŜŎǘƛƻƴǎ ŀǊŜ ƛŘŜŀƭ ǘƘŜ ǘŀǊƎŜǘǎ ŦƻǊ ōƻǘ ƘŜǊŘŜǊǎΣ ŦƻǊ 

two reasons: they are faster to recruit, and more useful once recruited. A second factor is the increasing number of 

services online, which increases the number of targets for attack and exploit. 
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2.3 BOTNET MITIGATION 
Having identified botnets as a serious cyber-threat (as they act as a platform for most other threats), we now turn 

our attention to ways this threat can be mitigated. The first answers that come to mind for botnet mitigation 

would be to target the criminals, or to increase end-user security vigilance. These are of course easier said than 

done, and in fact, the complete range of possible remedies is much broader. For instance, liability could be forced 

on software vendors, service providers, or other parties.  

As briefly discussed in section 2.1, the status quo regarding Internet security, including the rise of botnets, is the 

result of various shortcomings, be they technical, legal, or economical. In this section, we will apply some basic 

economic concepts, such as externalities
1
, incentives

1
, etc, to further investigate the botnet problem. From an 

economic perspective, one path to mitigating botnets would be to change the incentive structure of some actors. 

Before we can propose any such steps, it is important to understand how actors are currently making their security 

decisions. Van Eeten and Bauer (2008) have performed an extensive set of interviews with market players 

regarding this matter, which we will review in this section. 

2.3.1 ACTOR ANALYSIS 

Table 8 lists the major actor groups participating in the cyber-security landscape. We will give a brief description of 

each actor; the strategies they have adopted; the incentives underlying this strategy; and finally, the externalities 

they create in the value net; (especially with regards to botnets and their cousin, malware).  

Table 8 ς Major actor groups affecting Internet security (parts adapted from Van Eeten and Bauer 2008; OECD 2007) 

Actor Group Notes / Sub-groups 

Malicious actors ¶ Organized criminals 

¶ Fame seekers & copy-cats 

¶ Insiders 

End-users ¶ Home users,  
¶ Small-Medium size businesses 

¶ Large end-users (government institutions, retailers, enterprises) 

Software vendors  

Hardware manufactures  

Security service providers e.g., Anti-virus firms 

Internet governance bodies ¶ Consumer protection agencies 

¶ Internet bodies (ICANN, IETF, etc) 
¶ Industry associations (e.g., ETIS) 

¶ Regulatory agencies (national & international) 

¶ Policy making bodies (national & international) 

Incident response  ¶ CSIRTs (Computer Security Incident Response Teams) 

¶ Law enforcement   

E-commerce companies Including financial service providers 

Domain Registrars  

Internet service providers Including access providers, and hosting providers 

According to Van Eeten and Bauer (2008), three situations can emerge regarding security externalities that actors 

create:  

i. ¢ƘŜ ŀŎǘƻǊ ŘƻŜǎƴΩǘ ŎǊŜŀǘŜ ŀƴ ŜȄǘŜǊƴality; i.e., she bears the cost of protecting against security threats; 

                                                             
1
 See previous footnote for a definition of these words 
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ii. The actor creates externalities which another actor capable of managing it absorbs; i.e., she makes 

security decisions that deviate from the social optimum (due to lack of incentives or skills); However, 

another actor, capable of mitigating the size of the externality
1
, willingly internalizes these costs; 

iii.  The actor creates externalities that are imposed on society at large, or on unwilling actors. 

MALICIOUS ACTORS 
Malicious actors can be grouped into five categories, based on their motivation and skills. These categories are:  

¶ Innovators, who are individuals that for the love of the challenge, devote time to finding security holes; 

¶ Amateur fame seekers, novice users who use ready-made tools to grab (media) attention;  

¶ Copy-cats, hackers who desire celebrity status in cybercrime community by recreating simple attacks; 

¶ Insiders, ex-employees and ex-contracts who want revenge, and do so by abusing their security privileges;  

¶ Criminals, who are highly motivated, organized, extremely powerful, and are in the game for profit (OECD 

2007).  

The strategies adopted by the most vicious of the malicious actors, the criminals, are: extracting profit, running low 

by adopting stealth tactics; and defending their territory. This group of actors are the creators of the whole botnet 

problem, and for their personal profit, impose huge costs on society as a whole. 

END USERS 
End-users can be categorized into three groups: home users (and individuals); small to medium businesses; and 

large end users (public institutions and global corporations).  

Home and SMB users create the most negative externalities among the legitimate actors. Part of the externalities is 

absorbed by other players, such as ISPs (Internet service providers) and FSPs (financial service providers). The 

negative externality is caused by risky online behaviour, in combination with not employing security software. This 

is outcome is a result of several facts: uǎŜǊǎ ŘƻƴΩǘ ǳƴŘŜǊǎǘŀƴŘ Ƙƻǿ ƳŀƭǿŀǊŜ ǿƻǊƪǎΣ ŀƴŘ ƻŦǘŜƴ ŘƻƴΩǘ know when 

they become infected; they perceive the chances of being hit, or the harm that malware will do to them, as low2; 

they find paying for security software as unacceptable
3
; and lastly, due to bad design of security software, users do 

not like to install it.  

LǘΩǎ ƛƳǇƻǊǘŀƴǘ ǘƻ ƪƴƻǿ ǘƘŀǘ ǘƘƛƴƎǎ ŀǊŜ ŀƭƭ ƴƻǘ ōŀŘ ŦƻǊ ǎŜŎǳǊƛǘȅΥ ǳǎŜǊǎ ŀǊŜ ōŜŎƻƳƛƴƎ ƳƻǊŜ ŎƻƴŎŜǊƴŜŘ ŀƴŘ ǎƭƻǿƭȅ 

adopting anti-virus and firewall software. (Van Eeten and Bauer 2008) 

Large end users usually have dedicated IT staff that understand security risks, take precautionary measures, and 

handle incidents. Still, some believe that they are under investing and creating negative externalities ς both in 

ǘŜǊƳǎ ƻŦ ƳŀƭǿŀǊŜ ƛƴŦŜŎǘƛƻƴǎΣ ŀƴŘ ƳƻǊŜ ŎǊƛǘƛŎŀƭƭȅΣ ƛƴ ǘŜǊƳǎ ƻŦ άƭƻǎǎέ ƻŦ ŎƻƴŦƛŘŜƴǘƛŀƭ ŎƛǘƛȊŜƴ Řŀǘa. Incentives that 

effect security decisions of large users include: avoiding brand damage; legislation (both liability and compliance); 

and minimizing lost productivity.  

Some disincentives of large users ƛƴŎƭǳŘŜΥ Ǉƻǎǎƛōƛƭƛǘȅ ƻŦ ǾǳƭƴŜǊŀōƛƭƛǘȅ ǇŀǘŎƘŜǎ άōǊŜŀƪƛƴƎέ ǘƘƛƴƎǎΤ ǘǊŀŘŜƻŦŦǎ ǎǳŎƘ ŀǎ 

security versus availability, speed, or usability in their business; and finally, the monetary benefits of security 

measures not being very explicit. (Van Eeten and Bauer 2008) 

                                                             
1 Meaning that this other actor can manage the risks through security measures 
2 ŜΦƎΦ ǘƘƛƴƪƛƴƎ άL ŘƻƴΩǘ ƘŀǾŜ ŀƴȅǘƘƛƴƎ ƛƳǇƻǊǘŀƴǘ ƻƴ ǘƘƛǎ ŎƻƳǇǳǘŜǊΣ ǎƻ ǿƘƻ ŎŀǊŜǎ ƛŦ ƛǘ ōŜŎƻƳŜǎ ƛƴŦŜŎǘŜŘέ 
3
 e.g., Believing that it should be already included on the computer 
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In summary, end users create negative externalities, although not deliberately. Part of this is born by them and by 

other parties who see dealing with their externalities ŀǎ ŀ άŎƻǎǘ ƻŦ ŘƻƛƴƎ ōǳǎƛƴŜǎǎέΦ  

SOFTWARE VENDORS 
One could argue that half of the botnet propagation is rooted in exploitable software (with the other half being 

social engineering and user behaviour). We have previously discussed the role of software vulnerabilities in the 

whole cyber-insecurity problem, and some of the incentives that lead to it. Here we will re-examine these 

arguments. Please note that that software market is very diverse and are arguments are about the mainstream 

market, as in some specialized markets such as defence, security is a critical requirement from the start. 

The most important disincentive is that the market does not reward security ς at least before a firm becomes a 

dominant player. Rather, it rewards characteristics such as extra functionality, ease of use, and compatibility, all of 

which have tension with increased security.  Developing secure software increasing vendor costs, while many 

times, it inhibits or distracts from compatibility and functionality. (Anderson and Moore 2007)  

However, after a firm becomes dominant, two factors come into play that could act as incentives for increasing 

security. One incentive is avoiding (or mending) brand damage, similar to what happened to Microsoft in the early 

нлллǎΦ !ŦǘŜǊ ŀ ǎŜǊƛŜǎ ƻŦ ǎǇŜŎǘŀŎǳƭŀǊ ǿƻǊƳ ŀǘǘŀŎƪǎ ŎŀǳǎŜŘ aƛŎǊƻǎƻŦǘΩǎ ǊŜǇǳǘŀǘƛƻƴ ǘƻ ǘŀǊƴƛǎƘΣ ƛǘ ōŜƎŀƴ ǘŀƪƛƴƎ ǎŜŎǳǊƛǘȅ 

more seriously and started an internal code-review campaign in early 2002, which eventually resulted in the 

release of Windows XP Service Pack 2  (Thurrott 2004; Van Eeten and Bauer 2008). The other incentive is the cost 

of vulnerability patching. A patch consisting of 2 lines of code might take 3 months to test and release (in extreme 

cases), adding up to enormous costs.1  To escape the costs of vulnerability patching, vendors need to invest more 

in security upfront. (Van Eeten and Bauer 2008) 

!ƴ ƛƴŎŜƴǘƛǾŜ ƳŜƴǘƛƻƴŜŘ ƛƴ ǘƘŜ ƭƛǘŜǊŀǘǳǊŜ ǘƘŀǘ Ŏŀƴ ǿƻǊƪ ōƻǘƘ ǿŀȅǎ ƛǎ άǳǎŜǊ ŘƛǎŎǊŜǘƛƻƴέ ς that is users are 

responsible for their systems and the security decisions they make. This could be a disincentive for security, as it 

dumps liability. On the other hand, irresponsible user actions can still cause negative publicity for the vendor, so 

this argument goes only so far. (Van Eeten and Bauer 2008) 

The net result: prior to market domination, strong incentives against security exist, but after domination, this 

ŎƘŀƴƎŜǎΦ Lƴ ŜƛǘƘŜǊ ŎŀǎŜΣ ǎƻŦǘǿŀǊŜ ǾŜƴŘƻǊǎ ŘƻƴΩǘ ōŜŀǊ ǘƘŜ Ŧǳƭƭ Ŏƻǎǘǎ ƻŦ ǎƻŦǘǿŀǊŜ ƛƴǎŜŎǳǊƛǘȅΣ ŀƴŘ ŎŀǳǎŜ severe 

externalities.  To be fair, the exterƴŀƭƛǘȅ ǘƘŜȅ ŎŀǳǎŜ ƛǎ ƭƻǿŜǊ ǘƘŀƴ ǘƘŜ ǘƻǘŀƭ Ŏƻǎǘ ƻŦ ƛƴǎŜŎǳǊƛǘȅΣ ŀǎ ƛƴ ŀ άǇŜǊŦŜŎǘέ 

market, users might actually choose software with a lower degree of security and remedy the problem with other 

countermeasures.
 
Of course, lock-ins and information asymmetries deprive the perfect market. 

SECURITY SERVICE VENDORS 
This group of actors has a straight-forward incentive of selling its security solutions, and are in fact benefiting from 

the botnet problem. This creates a tendency for them to over-report losses, disasters, etc, and deploy scare tactics 

to promote their solutions. A recent and somewhat amusing example is a report by McAfee (2009) calculating the 

ΨŎŀǊōƻƴ ŦƻƻǘǇǊƛƴǘΩ ƻŦ ǎǇŀƳΦ  The drive to sell security solutions often leads these vendors to promote the solution 

to malware as being mostly technological.  

HARDWARE VENDORS 
Hardware vendors (PCs & network equipment) do not have a direct role in the botnet /  malware problem. They do 

have an incentive for growing sales, which will to some extent benefit from trust in the Internet and its usefulness. 

                                                             
1 Installing patches is also costly, especially for the enterprise customer, so they might decide to ignore some of them, which 
has the possibility of costing negative publicity for the software vendor. 
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This is not a major concern however, as although some people might shy away from the Internet due to security 

fears, most citizens and businesses are not troubled, as evidenced by the continuous growth in the number of 

Internet subscribers and broadband penetration worldwide (source: ITU and World-bank statistics). 

For PC vendors, there is a story that some customers expect ǘƘŜƛǊ ŎƻƳǇǳǘŜǊǎ ōŜ ǎŀŦŜ Ψƻǳǘ ƻŦ ǘƘŜ ōƻȄΩ ώϝϝϝϐ. This 

means that the hardware vendors would need to bundle security software (e.g. anti-virus) on their machines. Such 

a strategy is beneficial for the hardware vendors as they gain commission on such sales. 

INTERNET GOVERNANCE BODIES 
Regulatory agencies and policy making bodies: Delving deeply into the incentives that governments have in 

solving cyber-security is not part of this thesis, but suffice to say that for a variety of reasons, such as fostering 

economic growth, and protecting their own systems online, they do wish to do something about cyber-insecurity. 

Anderson and Moore (2007) review some of the options available to governments.  

First, in the mid 1980s, the US government (and later on NATO) tried to solve the Ψlemons marketΩ problem of 

security with the introduction of certificationΣ ŀƴŘ ŎǊƛǘŜǊƛŀ ǎŎƘŜƳŜǎ όǘƘŜ άhǊŀƴƎŜ .ƻƻƪέΣ ŀƴŘ ǘƘŜ ά/ƻƳƳƻƴ 

/ǊƛǘŜǊƛŀέύΦ  .ƻǘƘ ŀǘǘŜƳǇǘǎ ǿŜǊŜ ǳƴǎǳŎŎŜǎǎŦǳƭΣ ŘǳŜ ǘƻ ŀƳƻƴƎ ƻǘƘŜǊǎΣ adverse selection (Anderson and Moore 2007). 

A second strategy has been to pass regulation, such as the HIPAA and Sarbanes-Oxley act in the US. Although these 

laws might have some effectiveness, they put disproportionate burden on small to medium sized businesses, and 

distort security markets (Anderson and Moore 2007).  Direct regulation targeting unsolicited bulk email, computer 

intrusion, etc., also exist, but obviously are not having much deterrence on the cybercriminals.  In short, the results 

of regulation are doubtful and speculative.  Finally, self-regulation has also seen mixed results, working in some 

cases, such as patch-management, and failing in others , such website approval seal (Anderson and Moore 2007).  

It seems that governments are aware of the limitations of current approaches and are searching for better policy 

options. This has fuelled interest in academic research in cyber-security. In a report, commissioned by the 

European Network and Information Security Agency (ENISA), Anderson and his colleagues (2008b) discuss some of 

the practical options available to EU governments for improving security failures. Their recommendations are 

listed in Table 9.  Other sources put forward other ideas, such as awareness campaigns, international treaties, etc.  

Table 9 - Policy recommendations to amend market failures for cyber-security within the EU (Anderson et al. 2008b) 

Recommendation 

1. The EU introduce a comprehensive security breach notification law 

2. The EC or Central Bank regulate to ensure publication of robust loss statistics for electronic crime 

3. ENISA collect and publish data about the quantity of spam and other bad traffic emitted by European ISPs 

4. EU introduce a statutory scale of damages against ISPs that do not respond promptly to requests for the removal of 
compromised machines, with a right for users to have disconnected machines reconnected by assuming liability.  

5. The EU develop and enforce standards for network-connected equipment to be secure by default 

6. The EU adopt a combination of early responsible vulnerability disclosure and vendor liability for unpatched software  

7. Security patches be offered for free, and patches be kept separate from feature updates 

8. The EU harmonise procedures for resolution of disputes between customers and FSPs over electronic transactions 

9. The EC prepare a proposal for a Directive for proportionate and effective sanctions against abusive online marketers 

10. Research, coordinated by multiple stakeholders, to study what changes are needed to consumer-ǇǊƻǘŜŎǘƛƻƴ ƭŀǿΧ 

11. ENISA advise the competition authorities whenever diversity has security implications 

12. ENISA sponsor research to better understand the effects of IXP failures; and insist on best practices in IXP peering  

13. The EC put pressure on the 15 Member States that have yet to ratify the Cybercrime Convention 

14. Establishment of an EU-wide body for facilitating international cooperation on-cyber crime, using NATO as a model 

15. Regulations introduced for other purposes should not inadvertently harm security researchers and firms. 
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Industry associations, wishing to avoid government intervention, come up with various ΨōŜǎǘ ǇǊŀŎǘƛŎŜ 

ǊŜŎƻƳƳŜƴŘŀǘƛƻƴǎΩ ǊŜƎŀǊŘƛƴƎ LƴǘŜǊƴŜǘ ǎŜŎǳǊƛǘȅΣ ǘƻ ǇǊƻƳƻǘŜ ŀ ŦƻǊƳ ƻŦ ǎŜƭŦ-regulation in the ISP sector. We shall take 

a look at these recommendations in an upcoming section.  

Consumer protection agencies play a somewhat double role in terms of positive and negative effects on cyber-

security. On the one hand, these groups push for liability laws, and protection of customers against fraud, which is 

good for security. On the other hand, they pursue privacy laws and raise alarms about ISPs spying on end-user 

communications, which could inadvertently work against security (as discussed under the ISP actor). 

FINANCIAL SERVICE PROVIDERS 
Financial service providers (such as banks), and more generally, e-commerce companies, are unique among the 

actors in the manner that they internalize part of the damage caused by malware and botnets, by compensating 

end-users for online fraud. The reason for this strategy is clear: the enormous benefits that increased online 

transactions has for them.1 (Van Eeten and Bauer 2008) 

In order to achieve increased transaction volume, FSPs priorities are to keep their systems user friendly, usable, 

and available, even at the expense of security. Trust is also critical in financial transactions, and FSPs maintain trust 

by compensating users for any problems that might be caused by insecurities. A good example is the credit-card 

system: the system lacks 2-factor-authentication used in debit cards. This makes it very easy to shop with your 

credit-ŎŀǊŘΣ ōǳǘ ƛǘ ŀƭǎƻ ƛƴŎǊŜŀǎŜǎ ŎŀǎŜǎ ƻŦ ŦǊŀǳŘ όΨŎŀǊŘ ƴƻǘ ǇǊŜǎŜƴǘΩ ŀǘǘŀŎƪǎύ. The fraud however is not a deterrent 

for online-shoppers, as disputed transactions can instantly be revoked (first the money is refunded, checks are 

done afterwards). The results are astonishing: 358% growth in online and telephone transactions between 2001 to 

2006, compared with122% growth in fraud during the same period. The global fraud rate for VISA in 2006 was 

0.051%. (Van Eeten and Bauer 2008) 

The process of internalizing costs (which the FSPs do for their benefit) is socially optimum, as these actors are in a 

position to manage the risks (Van Eeten and Bauer 2008). An example of being in a position to manage the risks is 

that credit-card companies are very good at detecting unusual purchasing patterns indicative of fraud, and might 

stop a fraudulent transaction even before the card-owner notices .2  

DOMAIN REGISTRARS 
A domain name registrar is an organization or commercial entity, accredited by ICANN3 (or its delegates), to 

manage the reservation of Internet domain names for the public, in accordance with specific guidelines  (Wikipedia 

2009b). In simpler words: if you wish to have your own domain, you buy it from of the registrars. But how are 

registrars connected to Internet security and specifically botnets? One part of the answer lies in a technique used 

for hosting phishing sites, command & control servers, and malware delivery sites, known as fast-flux.  

To understand fast-flux we must briefly explain how the DNS system works. Every host connected to the Internet 

Ƙŀǎ ŀƴ ΨLt ŀŘŘǊŜǎǎΩΣ ǿƘƛŎƘ ƛǎ ǳǎŜŘ ǿƘŜƴ ƻǘƘŜǊ ǎȅǎǘŜƳǎ ǿƛǎƘ ǘƻ ŎƻƳƳǳƴƛŎŀǘŜ ǿƛǘƘ ǘƘŜ ǎȅǎǘŜƳΦ bƻǿΣ ǿƘŜƴ ȅƻǳ ŀǊŜ 

accessing a website, such as www.tudelft.nl, your computer is actually sending requests to a web-server with the 

                                                             
1 Credit card merchants receive commission for each transaction, so increased transaction volume equals increased revenue. 
For brick & mortar banks, the major benefit is lowering the costs of branch offices where people usually do offline transactions. 
2 There is some discussion among FSPs of moving towards a model were end-users will become responsible for fraud, but 
considering Anderson (2001), such a form of liability dumping will most probably backfire, and the current strategy of the FSPs 
ƻŦ ƪŜŜǇƛƴƎ ŦǊŀǳŘ ŀǘ άŀŎŎŜǇǘŀōƭŜέ ƭŜǾŜƭǎ ƛǎ ōŜǎǘΦ 
3 Internet Corporation for Assigned Names and Numbers is one of the InternetΩǎ governing bodies: its responsibilities include 
allocating IP addresses and top level domain name management (including new country codes). 
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IP address 131.180.77.34. Knowing this IP address is necessary before the network connection can be established, 

and you computer obtains it by performing what is known as a DNS lookup. A method for blocking access to 

certain servers is by filtering traffic towards that particular IP.  

Now, fast-flux abuses the DNS system to avoid being filtered, and also to perform some other neat devious tricks. 

This is how: as shown in Figure 20, in the fast-flux technique, bots continuously register and deregister their IP 

addresses for a particular domain. This means that each time a request is made by a user to access a malicious site, 

she will end up accessing ŀ ŘƛŦŦŜǊŜƴǘ ōƻǘ όŀƴŘ Ǉƻǎǎƛōƭȅ ŘƛŦŦŜǊŜƴǘ L{tύΦ ¢Ƙƛǎ ǿŀȅΣ ƛǘ ǿƻƴΩǘ ōŜ ǇƻǎǎƛōƭŜ ǘƻ ǘŀƪŜ Řƻǿƴ 

the bot or blacklist its IP, as within a few minutes, a different bot will be serving the malicious content. The only 

option to combat fast-flux is for the registrar to suspend the bad domain.  

 

Figure 20 - Fast flux DNS technique, used by botnets to hide phishing and other malicious sites  

In deciding whether or not to suspend a domain, registrars face several incentives. Positive incentives include: 

maintaining reciprocity, avoiding brand damage, and avoiding being blacklisted. Negative incentives include, most 

importantly, legal constraints. A case has to be built-up before a domain can be suspended (creating high costs); 

and the risk exists of mistakenly taking down a legitimate domain. An incentive that works both ways for registrars 

is cost of abuse handling. Domain registration is a very low cost, low margin business, making handling abuse 

complaints very expensive for the registrar. (Van Eeten and Bauer 2008) 

These can lead to two extreme strategies. On the one hand, a registrar can choose to be proactive and even use 

automated abuse handling, to encourage criminals to move away from them and move to a more lax registrar; a 

totally opposite strategy is also possible: to not care AT ALL about abuse handling (targeting a different market 

segment in this case).  In the majority of cases, registrars will adapt a strategy similar to that of ISPs: respond to 

external domain suspension requests (such as when submitted by a bank), and letting the problem exist if no one 

is complaining about it. Taking into account the number of phishing and malware domains not reported, there are 

ŜȄǘŜǊƴŀƭƛǘƛŜǎ ŀǊƛǎƛƴƎ ŦǊƻƳ ǘƘŜ ŘƻƳŀƛƴ ǊŜƎƛǎǘǊŀǊǎΩ ōŜƘŀǾƛƻǳǊ ƛƴ ǘƘŜ ǾŀƭǳŜ-net. (Van Eeten and Bauer 2008) 

INTERNET SERVICE PROVIDERS 
ISPs choose among a relatively wide range of strategies when it comes to cyber-security.  On one end we have ISPs 

that make money by doing absolutely nothing regarding mitigating cyber-threats, the so called άǊƻƎuŜέ ISPs (Van 
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Eeten and Bauer 2008; Anderson et al. 2008a). Then we have various levels of vigilance, with most ISPs seemingly 

taking care of the most extreme cases of abuse on their networks, but not investigating every case. These 

strategies result from a mixed set of incentives, including some incentives that can work both ways (i.e., can have 

both a positive influence and negative influence on security).  

Positive incentives  

An ISP that has active spammers and spam bots running on its network, will surely end up receiving abuse 

complaints from other networks. ISPs need to act seriously on these abuse complaints, i.e., identify and stop the 

offending user and machine. This is time consuming and costly, but necessary to do, as a huge amount of security 

ƛǎǎǳŜǎ ƎŜǘǎ ǊŜǎƻƭǾŜŘ Ǿƛŀ ǇŜǊǎƻƴŀƭ ŎƻƴǘŀŎǘǎ ŀƴŘ άƛƴŦƻǊƳŀƭ ƴŜǘǿƻǊƪǎ ƻŦ ǘǊǳǎǘŜŘ ǎŜŎǳǊƛǘȅ ǇŜǊǎƻƴƴŜƭέΦ Thus maintaining 

reciprocity acts as an incentive for security. (Van Eeten and Bauer 2008) 

ISPs that do not react in a timely fashion to their peers face the risk of getting blacklisted.  A blacklist (also known 

as DNBL), is a method for tracking IP addresses of computers or networks linked to spamming. Most mail server 

software can be configured to reject or flag messages which have been sent from a site listed on a blacklist1 

(Wikipedia 2009a). LŦ ŀƴ L{tΩǎ mail servers get added to a blacklist, emails sent from those domains will be rejected. 

In other words, email sent by the users of that ISP will not get delivered, which can result in thousands of customer 

calls and complaints. This is a very costly punishment for an ISP, and hence an incentive for security. 2 (Van Eeten 

and Bauer 2008) 

Negative incentives 

A major disincentive for mitigating malicious users and infected users is legislation ambiguity. ISPs fear that by 

monitoring for malicious traffic, they will be breaking privacy laws. They also fear that they might be held liable for 

certain preventive measures they take, such as disconnecting infected users.  (Van Eeten and Bauer 2008) 

Difficulty in quantifying the costs/benefits of increased cyber-security is another disincentive. Management looks 

suspiciously at many security investments, not the least due to the overpromise of άƳŀƎƛŎ ōƻȄέ security solutions 

in the past. (Van Eeten and Bauer 2008)  

Incentives that are both positive and negative 

An example of an incentive that can work both ways is cost of customer care and call support.  As mentioned, not 

doing anything about security, and becoming blacklisted, could result into thousands of customer calls. Here, call 

support works as an incentive for ISPs to get serious on bots. On the other hand, getting too tough on infected 

customers also drives up the cost of call support (requiring communication with many customers). This time, the 

cost of call support acts as a disincentive for too much security. (Van Eeten and Bauer 2008) 

Another example is the cost of capital expenditure (for infrastructure). Not taking security actions could translate 

into bandwidth being eaten up by spam, DDoS, and warez, which would necessitate investments in infrastructure 

expansion, and hence motivate ISPs do something about bots heads-on. On the other, in order to take action, it 

would be necessary to buy monitoring equipment and other security appliances, which can easily cost millions, and 

a reason not to do much . (Van Eeten and Bauer 2008) 

Brand damage also work similarly in both ways: taking no action would create an image of untrustworthiness and 

bad citizenship, turning some customers away. Being too vigilant on the other hand, will also turn some away, as it 

                                                             
1 There are quite a number of these block lists being run by volunteer organizations, such as SpamHaus, SORBS, and SpamCop. 
2
 !ƴ ŀǾŜǊŀƎŜ ŎǳǎǘƻƳŜǊ Ŏŀƭƭ ƻǊ ŜƳŀƛƭ Ŏŀƴ Ŏƻǎǘ ϵу - ϵмс Σ ǿƘƛŎƘ ŘŜǎǘǊƻȅǎ ǘƘŜ ǇǊƻŦƛǘ ƳŀǊƎƛƴ ƻŦ ŀ ǳǎŜǊ (Van Eeten and Bauer 2008) 
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creates fear that the ISP is too stringent and bothersome (i.e., puts constraints on users).1 (Van Eeten and Bauer 

2008) 

Net effect  

We have summarized all these incentive in Figure 21. It should not be surprising at this point why the majority of 

ISPs would fall somewhere in the middle, deciding to take action against the top 2% of botnet infections only, and 

acting in a reactive fashion mostly on incoming abuse reports by other ISPs. 2 Please note that the shape of the 

curve as given in this figure is only an example of how these incentives add up, and the exact empirical shape of 

the curve could be quite different.3  

 

Figure 21 - Incentives that ISPs face in choosing their level of security (shape of curve is an example only) 

How do these strategies add up in terms of externalities? It would not be accurate to state that ISPs would be 

creating externalities if they do not take action, as they are not the source (creators) of the neǘǿƻǊƪ άǇƻƭƭǳǘƛƻƴέΦ 

But we can definitely state they are in a position to manage at least part of the externality being caused by end-

users (and most of them are to some extent)Φ ¢ƘŜǊŜ Ƙŀǎ ōŜŜƴ ƳǳŎƘ ŘŜōŀǘŜ ŀƴŘ ŦƻŎǳǎ ƭŀǘŜƭȅ ƻƴ L{tΩǎ ǊŜǎǇƻƴǎƛōƛƭƛǘƛŜǎ 

ƛƴ ǘƘƛǎ ǊŜƎŀǊŘǎΣ ǿƘƛŎƘ ǿŜ ǎƘŀƭƭ Ǿƛǎƛǘ ƛƴ ŘŜǇǘƘ ƛƴ ŀƴ ǳǇŎƻƳƛƴƎ ǎŜŎǘƛƻƴΦ !ǎ ŀ ŎƭƻǎƛƴƎ ŎƻƳƳŜƴǘΣ ƛǘΩǎ ƎƻƻŘ ǘƻ ƪƴƻǿ ǘƘŀǘ 

despite the absence of any regulations, ISPs are doing increasingly more in terms of security. 

                                                             
1 The strength of these incentives is not well known. For instance, it is not certain how strong a factor brand reputation is in 
customer purchases in the ISP market. Price competition seems to play a more important role many times. 
2 The rogue ISPs mentioned before decide to forgo support, abuse handling, reciprocity and branding all together, attracting a 
άǇŀǊǘƛŎǳƭŀǊέ ƳŀǊƪŜǘ ǎŜƎƳŜƴǘΦ 
3
 For instance, it could be closer to the classic exponential cost-benefit curves presented in economic literature. 
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CONCLUSION 
In this section we looked at a number of the more important actors in the complex Internet ecosystem1. We 

present a summary of our findings in Figure 22, in regards to how each actor is contributing to the botnet problem 

(or alternatively, mitigating it); and how botnets are in return, affecting that actor. 

Of course it should be noted that the real world is much complex then what we have presented in Figure 22. An 

important element missing in this figure is the inter-relation between the actors themselves, and feedback loops 

created in this regards. (For instance, the policies of an ISP would have impact on the behaviour of its end users, 

and vice versa, etc.). Considering these interactions in the actor analysis can be the topic of further research. 

 
Figure 22 ς Simplified diagram of relations of online actors to the botnet problem (without interactions) 

                                                             
1 Some other actors could also be examined, such as Internet bodies (ICANN, IETF) , standard bodies, CSIRTS, ... These actors are 
influential in the cyber-security landscape, but to save space and as their roles are secondary, they have been omitted. 
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2.3.2 MITIGATION VIA INTERMEDIARIES  

As we saw in the previous section, a wide variety of actors with different interests and strategies contribute to the 

botnet problem. Hence, botnets can be mitigated to some extent by focusing on each of the actors and its links 

with the problem (as shown in Figure 22). Some believe that among the different actors, incentivizing or pressuring 

Internet service providers to act is the most practical solution for botnet mitigation. In this section we shall review 

the arguments give by this group, and also by those opposing this view. 

ISPs can mitigate the threat of botnets by adopting certain measures and procedures. For instance, they can use 

various techniques to detect bots within their network, notify their infected customers, and even help in 

ΨǊŜƳŜŘƛŀǘƛƻƴΩ  (Livingood et al. 2009); they can stop harmful traffic going out of their networks (keeping the 

Internet clean), or coming into their networks (protecting their customers);  and so on.  What gives ISPs a unique 

position in fighting botnets, is, foremost, their role as provider of IP connectivity, which gives them the ability to 

act upon the bot traffic (see Figure 23), and secondly, their access to the end users (in the sense of contacting 

them, or asking them to install certain software, etc). Put in economic terms, ISPs have the capability to manage 

end-user externalities
1
, should they have the incentives to do so.  

ISP

Autonomous System

Internet

ISP Gateway

ISP Monitoring System

Infected User 

(emitting malicious traffic)

 

Figure 23 - Examples of how ISPs can detect and filter bot traffic 

Anderson and his colleagues (2008b) are one of the proponents of making ISPs liable. In a report carried out for 

the European Network and Information Security Agency, they discuss various methods to fix externalities created 

by infected machines, and their final proposal is for the European Union to άƛƴǘǊƻŘǳŎŜ ŀ ǎǘŀǘǳǘƻǊȅ ǎŎŀƭŜ ƻŦ ŘŀƳŀges 

ŀƎŀƛƴǎǘ L{tǎ ǘƘŀǘ Řƻ ƴƻǘ ǊŜǎǇƻƴŘ ǇǊƻƳǇǘƭȅ ǘƻ ǊŜǉǳŜǎǘǎ ŦƻǊ ǘƘŜ ǊŜƳƻǾŀƭ ƻŦ ŎƻƳǇǊƻƳƛǎŜŘ ƳŀŎƘƛƴŜǎέ (see Table 9, 

recommendation 4) . Anderson and his colleagues ask the ISP industry to propose alternative practical methods for 

dealing with botnets, should they not agree with this proposal! 
2
 

{ƛƳƛƭŀǊ ŀǊƎǳƳŜƴǘǎ ŀǊŜ ǇǊŜǎŜƴǘŜŘ ōȅ ƻǘƘŜǊǎΦ Lƴ ŀ ΨǊŜǉǳŜǎǘ ŦƻǊ ŎƻƳƳŜƴǘΩ ŘǊŀŦǘ ǿǊƛǘǘŜƴ ŦƻǊ ǘƘŜ LƴǘŜǊƴŜǘ 9ƴƎƛƴŜŜǊƛƴƎ 

Task Force, Linvingood and others (2009) ǎǘŀǘŜ ǘƘŀǘ L{tǎ ŀǊŜ ƛƴ ŀ ΨǳƴƛǉǳŜΩ Ǉƻǎƛǘƛƻƴ ŦƻǊ ǊŜƳŜŘƛŀǘƛƻƴ of bots, and list 

reasons why taking steps in this regards would be beneficial for both themselves and their customers. They then 

                                                             
1 In economics, an externality an economic transaction is an impact on a party that is not directly involved in the transaction 
2 They even state having a law enforcement officer stationed at each ISP as an extreme alternative, should ISPs be not willing to 
take on this responsibility themselves. 
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give recommendations on measures that need to be taken.  Other industry groups, such as the Internet Industry 

Association of Australia (2009) and the Messaging Anti-Abuse Working Group (2009), have also released similar 

guidelines. In a recent EU conference on cyber-security, a much debated ideas was to make ISPs legally liable, for 

the damage caused by the data they transmit - at least to some extent (Economist 2009). Likewise, in this year's 

Virus Bulletin conference, a top Google executive called on ISPs to get tough on botnets: 

 άL{tǎ ŀǊŜ ǘƘŜ ōŜǎǘ ǇƭŀŎŜ ǘƻ Řƻ ǎƻƳŜǘƘƛƴƎ ŀōƻǳǘ ƳŀƭǿŀǊŜΦ  They already have monitoring systems 

that could be used to identify signs of malware and botnet activity.   If they see abnormally high 

e-Ƴŀƛƭ ŀŎǘƛǾƛǘȅΣ ǘƘŀǘΩǎ Ƴƻǎǘ ƭƛƪŜƭȅ ǎǇŀƳ ŦǊƻƳ ŀ ōƻǘƴŜǘέ  (Naraine 2009) .  

Apart from ISPs having the unique ability to tackle botnets, focusing on them also makes the problem more 

manageable. Talking with a handful
1
 of large ISPs will be more feasible for governments than holding millions of 

end-users responsible, many of whom even after cyber-security awareness and education campaigns will still lack 

the skills to ensure proper security (Wash 2007).  

But is it fair to ask ISPs to take on this responsibility? Van Alystine believes that the current approach to filtering 

malicious traffic ς which is to ask end-users to protect their systems with security software, is like letting factories 

freely pollute the environment, and then asking every man, woman, and child on Earth to wear a gas mask and boil 

their water before use 2 (GoogleTechTalks 2007). If we continue this analogy, we should be filtering network junk 

at the source, which would be sending ISPs. Of course this analogy is not totally correct, as first, ISPs could argue 

that they are not the creators of this junk; and second, in environmental pollution, the factories make money out 

of the pollution they produŎŜΣ ǿŜǊŜ ŀǎ L{tǎ ŘƻƴΩǘΦ 

The legal grounds for holding ISPs liable are also somewhat shaky. In the U.K., in response to the governments 

suggestion of ISPs monitoring customers online, the Internet Service Providers Association (ISPA) stŀǘŜŘ ǘƘŀǘ άǘƘŜ 

2002 E-Commerce regulations defined net firms as ΨƳŜǊŜ ŎƻƴŘǳƛǘǎΩ and not responsible for the contents of the 

ǘǊŀŦŦƛŎ ŦƭƻǿƛƴƎ ŀŎǊƻǎǎ ǘƘŜƛǊ ƴŜǘǿƻǊƪǎέ (BBC 2008a). There are also άtransaction costsέ involved, in case of lawsuits 

by customers disputing being cut-off from the net (Anderson et al. 2008b). Anderson and his colleagues make 

ǎƻƳŜ ŘƛǎŎǳǎǎƛƻƴ ŀōƻǳǘ ǘƘƛǎ ŀƴŘ ŀŘŘ ǘƘŜ ŎƭŀǳǎŜ ά...with a right for users to have disconnected machines reconnected 

ōȅ ŀǎǎǳƳƛƴƎ ƭƛŀōƛƭƛǘȅέ to their original recommendation.   

Others fear against ISPs taking on such a role, believing that some of the technology that would be implemented 

for identifying bots, most notably ΨŘŜŜǇ ǇŀŎƪŜǘ ƛƴǎǇŜŎǘƛƻƴΩ, could end up being used for hostile purposes, such as 

data miningΣ ŜŀǾŜǎŘǊƻǇǇƛƴƎΣ ŎŜƴǎƻǊǎƘƛǇΣ ŀƴŘ ǾƻƛŘƛƴƎ ΨƴŜǘǿƻǊƪ ƴŜǳǘǊŀƭƛǘȅΩ (ArsTechnica 2007; NetEqualizer 2009) . 

Regulation and oversight might be needed to avoid such applications. 

The reality is that already many ISPs are taking substantial steps in regards to malware and bot infections. Some 

have implemented technologies that automate the process of monitoring malicious behaviour on their network 

and quarantining infected machines (Van Eeten and Bauer 2008).  The real issue is the extent to which this is done. 

As discussed in the previous section and depicted in Figure 21, ISPs have incentives to not totally let go of the 

malware issue, and yet not to try to completely fix the issue.  In economic jargon, ISPs will tackle botnets up to a 

Ǉƻƛƴǘ ǿƘŜǊŜ ǘƘŜ ΨƳŀǊƎƛƴŀƭ ŎƻǎǘΩ ƻŦ ōŜƛƴƎ ƳƻǊŜ ǎŜŎǳǊŜ ŜȄŎŜŜŘǎ ǘƘŜ ΨƳŀǊƎƛƴŀƭ ōŜƴŜŦƛǘΩ ƻŦ ōŜƛƴƎ ƳƻǊŜ ǎŜŎǳǊŜΦ ¢Ƙƛǎ 

could be much lower than the social optimum. Van Eeten and Bauer (2008) quote a security expert saying άǳƴƭŜǎǎ 

ISPs are contacting more than 10% of their customer base on a monthly basis, they are effectively taking no 

                                                             
1 Even in larger markets such as the United {ǘŀǘŜǎΣ ǘƘŜ ƴǳƳōŜǊ ƻŦ άǘǊǳŜέ L{tǎ όƴƻǘ ǾƛǊǘǳŀƭ ƻǊ ǊŜǎŜƭƭŜǊǎύ ƛǎ ƛƴ ǘƘŜ ƻǊŘŜǊ ƻŦ ǘŜƴǎ ƻŦ 
companies (source: TeleGeography database)  
2
 More precisely, Van Alystine comment is about spam emails, but the idea is the same 
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ŀŎǘƛƻƴέ. But given the scale of the potential risk of botnets, it is hard to see how any ISP could cope with complete 

liability (Economist 2009).  

A RESEARCH GAP 
Given all the arguments, focusing on ISPs remains a viable and practical solution for fixing the botnet problem; 

however, doing so has certain hurdles that need to be overcome. A question that comes to mind is whether 

regulation is needed to convince ISPs to tackle the problem, or would it be better to pursue incentives that  would 

make the market self-regulate? To answer these questions we would need to look at the incentives currently 

influencing ISPs.  

As previously mentioned, Van Eeten and Bauer (2008) have performed a qualitative study elaborating on the 

incentive structure of online market players, when it comes to security decisions. A mixed incentive structure was 

identified for ISPs.  A quantitative study in this area could prove fruitful to better understand the strengths of the 

incentives and how they combine with each other, answering questions such as: 

...  Do ISPs significantly differ in the degree in which they mitigate botnets? If so, to what extent 

can these differences be explained? Can we identify internal or external factors that can explain 

this variance? ... 

In their recommendations to ENISA, Anderson and his colleagues (2008b) correspondingly argue that a 

prerequisite for designing and adopting policy actions to align incentives for improving information security is to 

have quantitative data (with consistent metrics) regarding the security performances of actors. Based on this 

argument, they recommend that data about the quantity of spam and other bad traffic emitted by ISPs be 

collected and published (see recommendations 1 to 3 in Table 9ύΦ ¢ƘŜȅ ǎǘŀǘŜ ǘƘŀǘ άL{tǎ όŀƴŘ ōŀƴƪǎύ ŀǊŜ ǘǿƻ 

parǘƛŎǳƭŀǊƭȅ ǇǊƻōƭŜƳŀǘƛŎ ΨōƭŀŎƪ ƘƻƭŜΩ ǿƘŜǊŜ Řŀǘŀ ŀǊŜ ŦǊŀƎƳŜƴǘŀǊȅ ƻǊ ǎƛƳǇƭȅ ǳƴŀǾŀƛƭŀōƭŜέΦ1  

A unique opportunity exists for undertaking such a research in the TPM faculty of TU Delft. The faculty has access 

to a database consisting of billions of spam email messages, sent from 30,000+ autonomous systems, over the last 

few years (2005-2008). This unique dataset can be used as the basis of a quantitative study into the role and 

incentives of ISPs in mitigating botnets. This is because spam can be used as a proxy for botnet activity. (This idea 

will be elaborated on, in the methodology chapter.)  

Using this quantitative data and statistical methods, it would be possible to uncover the extent that certain 

incentives and factors influence what ISPs do (in regards to security), and how those actions in turn, influence 

botnets. It would also be possible to identify best and worst performers, and take a look at what separates them 

from the pack.  

Such a quantitative study into the role and incentives of ISPs regarding botnet mitigation, will fill in a gap in the 

scientific literature, and also aid in policy making. 

 

  

                                                             
1
 From an economic perspective, this iǎ ŀ ǇǊƻōƭŜƳ ƻŦ ΨƛƴŎƻƳǇƭŜǘŜ ƛƴŦƻǊƳŀǘƛƻƴΩ ŦƻǊ ǘƘŜ ǇƻƭƛŎȅ ƳŀƪŜǊΦ 
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2.3.3 LIST OF SECURITY MEASURES  

Up to now we have talked very generically about the various security measures that Internet service providers can 

adopt. But how broad is this range of security measures?  

We discussed that each ISP is an autonomous system that chooses its own set of rules, not one that is dictated by a 

central authority, and many times there is no consensus on security measures that work best. We also discussed 

that the ISPs have a mixed incentive structure, and varying levels of security performance (section 2.3.1).  These 

facts together imply that ISPs have a large number of choices available when designing their security policies and 

adopting their security measures. In this section, we will attempt to make a fairly exhaustive list1 of such security 

measures. 

We have extracted measures from several industry driven efforts to come up with a set of best security practices, 

and one survey of the measures that are really in use. The sources are as follows: 

¶ Provider Security Measures, survey (ENISA 2007)  

¶ Best Practices in Anti-Spam (ETIS 2007; MAAWG 2005; Schryen 2007 ch. 4; Sendmail 2007; OECD 2005) 

¶ Best Practices in Anti-Phishing (MAAWG and APWG 2006) 

¶ Best Practices for Mitigating Bot Infections (MAAWG 2009, 2007a; Livingood et al. 2009)23 

¶ General Best Practices for ISPs and Network Operators (MAAWG 2007b; IndustryCanada 2005) 

The number of measures listed in these sources goes to over 200, and they include both technical and 

organizational aspects. We have grouped them into nine major groups, and listed them in Table 10. The major 

groups are as follows: 

¶ Active abuse handling 

¶ Proactive detection of malicious activity 

¶ Filtering malicious traffic and content 

¶ User education and awareness 

¶ Client security and quarantining 

¶ Using updated network protocols and servers 

¶ Participation in the security community 

¶ Management and administrative procedures 

¶ Legal measures 

Please note that the explanation of the measures is out of the scope of our work. The point here is to show that 

the proposed and adopted list of security measures is very large. Interestingly, the effectiveness of many of these 

measures is not solidly known. They are all debatable, depending on context and the extent to which they are 

implemented. The specific choice and extent of measures will in the end be, without doubt, influenced by the 

particular incentives of each ISP.  

  

                                                             
1 Please note that our list of measures is regarding the security policies that effect malware, spam, and botnets. Security has 
many more aspects as well. 
2 MAAWG is the Messaging Anti-Abuse Working Group.  
3
 The work by Livingood and others is a memo is published by the Internet Engineering Task Force 
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Table 10 - List of security measures proposed to ISPs in the literature 

Measure Category Specific Measures  

Active abuse handling 

 

¶ Provide contact details for email abuse and security violations 
¶ Monitor RFC2412  addresses (abuse@domain, etc) 

¶ React to complaints from other ISPs about security  and spam (and track them) 

¶ Respond to subscriber complaints about spam 

¶ Abuse desk automation (using in-house system, ARF, and feedback loops) 

¶ Keep public records of all publicly routable/visible IP addresses, and domain names 
(such as WHOIS, reverse DNS, SWIP, etc) correct, complete, and current. 
 

Proactive detection of 
malicious activity  

 
Bot detection: 

¶ Monitor traffic peaks 
¶ Monitor email bounces 

¶ Actively monitor the volume of inbound and outbound email traffic to determine 
unusual network activity and source of it 

¶ Botnet detection via DNS 
¶ Botnet detection via IP space scanning 

¶ Botnet detection using NetFlow  
 
New threat detection: 

¶ Deploy real-time traffic anomaly and/or signature based detection mechanism 
¶ Use of blackholing and sinkholing to secure services  

¶ Deploy spam-traps to optimize anti-spam installations  

¶ Use in-house or 3rd party 'security intelligence service'  

¶ Analyze where spam comes from 
¶ Communicate and share data via feedback loops ? 

 

Filtering malicious traffic 
and content 

 
Basic filtering (ingress and egress): 

¶ Block inbound port 25 (spam-relay) 
¶ Block inbound port 53 to residential customers (avoid fast-flux) 

¶ Manage access to outbound port 25 for hosts on residential network (spambots) 

¶ Drop egress spoofed IP sources 
 
Content filtering (ingress and egress): 
¶ HTTP: provide proxy service to filter bad web domains (phishing sites, etc) 

¶ SMTP: anti-virus scan and spam-filters on network  (e.g. during DATA phase) 

¶ Block potentially infecting email attachments 

¶ Inbound filtering of phishing messages 
¶ Email content scanning: Bayesian filters, heuristic, probabilistic, frequency analysis, 

fingerprinting, URL-based, etc 

¶ Disconnecting SMTP connections w/ unknown recipients 

¶ Change incoming mail: disable hyperlinks, hide images from untrusted sources ? 

¶ Outbound content filters (perform virus-ǎŎŀƴƴƛƴƎ ŦƻǊ ƻǳǘōƻǳƴŘ ŜƳŀƛƭΣΧύ 
 

Dynamic filtering systems (based on IP reputation): 

¶ Dynamic IP based sender reputation (also known as real-time-blacklists) - at IP level, 
or SMTP level 

¶ Add offending subscribers to blacklist 

¶ White-listing (ISP mail-servers, good customers) 

¶ Short-lived blocks of web-traffic for suspicious sites 
 
Slowing suspicious traffic: 

¶ Use of traffic shaping as a security method  
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Measure Category Specific Measures  

¶ Grey-listing  

¶ Slowing down SMTP connection 

¶ Limit the volume of outbound mail 
¶ Set greet pause in MTA 
 

Note: ΨLngressΩ traffic is applied to traffic coming from outside, where as ΨegressΩ filtering is 
applied to traffic leaving the network.  
 

User education and 
awareness 

 
Education, training, and campaigns: 

¶ Provide information on security via website or email (and other channels) 

¶ Inform subscribers of risks of not implementing counter measures 

¶ Provide educational literature to users with best practices for avoiding malware 
¶ Use of customer portal for information 

¶ Communicate security policies and procedures to subscribers 

¶ Provide to users links for educational resources regarding nature and scope of threats 
 
Help in remediation: 

¶ Notify users via email/telephone/walled-garden/in-browser/IM/SMS/ of infection 

¶ Maintain a well-publicized security portal where a compromised user can be directed 
for remediation 

¶ Provide security tools, education and useful links for users to perform own 
remediation 

¶ Inform subscribers of costs of remedies and also  point to professional help 

¶ Detailed guidance to subscribers (provide a guided flow for remediation process) 

¶ maintain forum for users  (self-help) 
 
Customer Call  Support: 

¶ Train call centre agents on how to assist users 

¶ Abuse department customer dialog  to help in disinfections 
 

Client security and 
quarantining 

 
Disconnecting and quarantining infections: 

¶ Place infected users walled gardens (based on abuse report, or internal detection)  

¶ Quarantine computer in networks unless protected  

¶ Allow escape from walled garden if trusted, or if certain software is installed 
¶ Service suspension on repeated security failures 

¶ Service termination for non-compliant subscribers 
 
Walled garden measures ς access lists; redirect HTTP; redirect botnet C&C to honeypot; 
manage outbound SMTP to quarantine/honeypot;  
 
Securing end user Clients: 

¶ Provide security software (spam-filtering, anti-virus, browser plugins, etc) for clients, 
and encouraging their use. This can be for free or for a reasonable price 

¶ Provide subscribers information about availability and use of such solutions with links  

¶ Provide NAT routers with firewalls to customers 

¶ Subject users to mandatory scan (when first provisioned, or periodic) 
 

Using updated network 
protocols and servers 

 
Simple Mail Transfer Protocol:  

¶ {a¢t !ǳǘƘŜƴǘƛŎŀǘƛƻƴΥ {a¢t !¦¢IΣ ¢[{Σ tƻǇо ōŜŦƻǊŜ {a¢tΣΧ 

¶ Provide message submission for mail and ensure only account holders use it 

¶ Use FQDN in EHLO/HELO 
¶ Use sender validation (DKIM/Sender-id/SPF/reverseMX) on inbound email 

¶ Reject email if detected forgery w/ sender authentication 



Chapter 2 ς A Review of the Literature 

Page | 45  

Measure Category Specific Measures  

¶ Prohibit sending of email with forged headers 

¶ Configure human readable delivery status notifications (?) 
 
Other: 

¶ Implement DNSSEC  

¶ Ensure DNS architecture is up-to-date (to avoid cache poisoning) 
 

Participation in the security 
community 

 
Membership: 

¶ Become member of an industry association  

¶ Join one or more anti abuse forums 

¶ Compare effectiveness of anti-spam installations with others? 

¶ Share information and data on the intensity and scope of spam and its evolution 
¶ Methods for sharing dynamic IP address space information with others 

 
Notification: 

¶ Communicate knowledge of phishing attacks to the targeted institution 
¶ Contact an ISP directly when receiving spam from it 

¶ (allow spam source time to solve the problem before blocking traffic) 

¶ Share evidence of bot with remote sites 

¶ Implement / use feedback loops (e.g., between ETIS partners) 
 

Management and 
administrative procedures 

 
Ensuring security level by adhering to: 

¶ Industry best practices 

¶ National legislation guidance 

¶ International standards (ISO 27002:2005, ISO 27006:2007) 
¶ Using SLAs to ensure appropriate level of security 

 
Formal panning: 

¶ Business contingency plan for protection of network integrity 
¶ Disaster recovery plan for protection of network integrity 

¶ Annual testing of business continuity plans 

¶ Use a risk management process 
 
Other: 
¶ Constantly improve knowledge and operating practices 

¶ Review anti-spam installations for common practices? 

¶ Multilevel abuse handling ? 

¶ Build necessary tools for care agents to retrieve relevant info (about bot detection) 
¶ Protect customer email addresses? 

¶ Written security guidance for staff and subscribers 

¶ Train support representatives about fishing and scams 
 

Legal measures 

 
¶ Adopt and enforce Acceptable Use Policy (AUPs) 

¶ Forbidding spamming in Terms and Conditions 

¶ Informing subscribers of legal consequences of sending spam 

¶ Inform NRA of security breach 

¶ Inform customers / public of security breach 
¶ Report spam to NRA (national authorities) 

¶ Pursue legal actions for spam 
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2.4 BUILDING A CONCEPTUAL FRAMEWORK 
In the final section of this chapter, we would like to set the setting for the rest of the thesis. We will start by 

summarizing briefly what we have learnt so far.  

2.4.1 FORMULATING THE RESEARCH QUESTION 

We started by enumerating the online security threats that end-users face, and saw that many of those threats 

have a wider circle of influence than just the victim. Rather, victims are used as a stepping stone for the next 

phases of complex attacks. This is particularly true about botnets. We then shifted solely onto botnets ς how 

ǘƘŜȅΩǊŜ ŦƻǊƳŜŘΣ ŎƻƳƳŀƴŘŜŘΣ ŀƴŘ ǳǎŜŘΦ ²Ŝ ǊŜŎƻƎƴƛȊŜŘ ŀ ǎŜƴǎŜ ƻŦ ǳǊƎŜƴŎȅ ǘƻ ǘŀŎƪƭŜ ōƻǘƴŜǘǎΣ ŀƴŘ ōȅ ǊŜǾƛŜǿƛƴƎ ǘƘŜ 

literature on the actors involved in the arena, focused on ISPs as an intermediary with certain powers in mitigating 

bot activity and propagation.  

²Ŝ ǘƘŜƴ ƭƻƻƪŜŘ ŀǘ ǘƘŜ ƘŜŀǘŜŘ ŘƛǎŎǳǎǎƛƻƴ ǎǳǊǊƻǳƴŘƛƴƎ ǘƘŜ ǊƻƭŜ ƻŦ L{tǎ ƛƴ ǘƘŜ άǿŀǊέ ŀƎŀƛƴǎǘ ōƻǘƴŜǘǎΣ   and identified 

a research gap in the literature regarding this discussion: the extent to which ISPs are already mitigating botnets is 

not fully known. And although various incentives that shape an L{tΩǎ ǎŜŎǳǊƛǘȅ ŘŜŎƛǎƛƻƴǎ have been identified, the 

strength of these incentives in adopting particular measures is not understood; neither is the effectiveness of the 

adopted security measures. Knowing the answers to these questions is crucial for the debate. They will serve to 

deepen the scientific understanding of the botnet phenomenon, and also aid policy makers in choosing the correct 

coƳōƛƴŀǘƛƻƴ ƻŦ ΨŎŀǊǊƻǘǎ ŀƴŘ ǎǘƛŎƪǎΩ ǘƻ ǊŜƳŜŘƛŀǘŜ ǘƘŜ ǎƛǘǳŀǘƛƻƴΦ 

This all leads us to the following problem statement (partially mentioned): 

Problem statement: Are Internet Service Providers crucial intermediaries in botnet mitigation 

efforts? Do they significantly differ in the degree in which they mitigate botnets? If so, to what 

extent can these differences be explained? And what implications does this have for policy? 

To answer this research question, we would need to answer a set of sub questions: 

SubQ1: What are botnets, and why is it important to mitigate them? 

¶ What are the major security threats the Internet faces?  

¶ What makes botnets standout as the most serious of threats? 

 

SubQ2: Who are the main actors that can mitigate botnets? Are ISPs the key intermediary for 

such efforts? 

¶ Who are the major actors involved in botnets?  

¶ What are their incentives to adopt specific strategies? What externalities do they create 

and absorb? 

¶ Among these, what makes ISPs an interesting candidate for mitigation efforts? 
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SubQ3: Do ISPs significantly differ in the degree in which they mitigate botnets? 

¶ How can we quantifiably measure ISP security effectiveness (in mitigating botnets)? 

¶ How different are ISPs (in terms of magnitude of botnet activity on their networks)? 

¶ What is the list of security measures that ISPs choose among? How wide is their choice? 

SubQ4: To what extent can we explain the varying degree in which ISPs mitigate botnet activity? 

Can we identify internal or external factors that can explain this variance?  (This question has 

both quantitative and qualitative aspects) 

¶ Example external factors includes end-users, national infrastructure, and criminals 

¶ Example internal factors includes business strategies, adopted security measures, etc 

¶ In place of factors, we might be able to identify certain characteristics of ISPs that 

explain the variance 

¶ Can incentives explain what we are identifying?  

SubQ5: What are the implications of the above findings in terms of practical policy options for 

botnet mitigation? 

Please note that sub-question 1 and parts of sub-question 2 have already been answered as part of the literature 

review; the rest of the sub questions will be answered in the upcoming chapters. 

2.4.2 THE CONCEPTUAL FRAMEWORK 

During this chapter we saw that since cyber-ǎŜŎǳǊƛǘȅ ƛǎ ŀ ǊŜƭŀǘƛǾŜƭȅ ƴŜǿ ǇǊƻōƭŜƳΣ ǘƘŜǊŜ ƛǎƴΩǘ ŀƭǿŀȅǎ ŀ ŎƭŜŀǊ 

consensus or understanding of the factors at play and the causal relations. In the current ƭƛǘŜǊŀǘǳǊŜΣ ǘƘŜǊŜ ƛǎƴΩǘ 

ǿƘŀǘ ǿŜ ŎƻǳƭŘ Ŏŀƭƭ άŦƛǊƳέ ƘȅǇƻǘƘŜǎƛǎΣ i.e., clearly stated hypothesis that could be simply copied into a conceptual 

framework (except maybe for the fact that economic incentives need to be addressed, which most authors agree.)   

Nonetheless, it is possible to generate an initial sketch of the relations that hold and what influences what, based 

on the different sources. In Figure 24, we present a conceptual framework of factors, actors, and incentives that 

effect botnet activity at the ISP level (which is our unit of analysis). We must iterate that this is only an initial 

attempt at making hypotheses regarding this topic. Please note that not all of the relations will be easy to 

investigate, so in the methodology chapter, we shall come ǳǇ ǿƛǘƘ ŀ ǎŜǘ ƻŦ ΨŜƳǇƛǊƛŎŀƭΩ ƘȅǇƻǘƘŜǎŜǎ based on 

operational feasibility.  The provided framework is further explained below  

Major relations 

Table 11  lists the major relations present in the framework. The starting point of the framework is that botnets are 

formed and commanded by criminals; hence we can recognize them as the major cause (R2).  But criminals rely on 

the risky behaviour of end-ǳǎŜǊǎ ǘƻ ǇŜǊŦƻǊƳ ǘƘŜƛǊ ŀŎǘƛǾƛǘƛŜǎΣ ǎƻ ǘƘŜ ōŜƘŀǾƛƻǳǊ ŀƴŘ ǘȅǇŜ ƻŦ ŀƴ L{tΩǎ ŎǳǎǘƻƳŜǊǎ όƻƴ 

average) will greatly influence botnet activity as well (R1).  The existence of unpatched software and increases in 

broadband connections, help the bots in propagating and activity (R3).  However, as discussed in section 2.3.2 and 

2.3.3, ISPs can undertake various security measures that will mitigate the effects of botnets (R4). The security 

measures that an ISP adopts, is related to its mix of incentives and the costs/benefits it perceives (R5). This last 

relation is somewhat weakened by ambiguity in what is legal and effective (R6). Among the relations, R1 and R2 

are direct causal factors (as causes of botnet activity), where as R3 and R4 are moderating factors.  



 

Page | 48  

Bandwidth

intensify

intensify / mitigate

intensify

mitigate

Security 

Measures 

Adopted by 

ISP 

Software Vulernablities

Maintaining Brand Image

Institutional Pressure: 

Organization Norms & Values

Cost of Customer 

Support & Abuse Mgmt

Cost of Infrastructure 

Expansion

Botnet Activity 

¶ # of infections

¶ Activity level of bots

¶ Avg. duration of infections

Cost of Security 

Solutions

Uncertainty 

(Legal & Technical)

 +/- 

 +/- 

 +/-  +/-  

 +

 - 

Technological 

Enablers

Peer Pressure

 Activities of 

Criminals

 Behaviour 

of ISP 

Users 

 ++ 

Incentives

R1

R2

R3

R4

R5

Institutional Pressure: 

Laws & Regulations

-

R6

 
Figure 24 - The conceptual framework of factors influencing botnet activity at the ISP level 
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Table 11 - List of factors that influence level of botnet activity in an ISP (see conceptual framework) 

Factors Influencing 
Botnets Activity 

Examples/Notes Effects on 
Botnets 

Source 

R1- Behavior of ISP 
users (on average) 

¶ Education & Awareness 
¶ Attitudes 

¶ Available Technology  (UI design, etc) 

Influenced by market segment and demographics 

Intensify / 
Mitigate 

(Van Eeten and Bauer 2008) 
(Wash 2007) 
(OECD 2007) 
Others 

R2- Criminal Behavior ¶ Based on Intent, Skills 

¶ Very dynamic 

Note: Opening this box is out of our scope. 

Intensify (OECD 2007) 
(TeamCymru 2006b) 
(Bauer, Van Eeten, and 
Chattopadhyay 2008) 
Multiple industry reports 

R3- Technological 
Enablers 

¶ Bandwidth (on average) ς e.g., broadband speed 
¶ Software vulnerabilities (time period, services) 

Intensify (OECD 2007) 
(Anderson et al. 2008b) 

R4- ISP Security 
Measures 

¶ Technical & Organizational  

¶ Nine major categories (presented in section 2.3.3) 

Please note that effectiveness of individual measures is 
also out of our scope. 

Mitigate (Van Eeten and Bauer 2008) 
(Anderson et al. 2008b) 
(Economist 2009) 
Multiple best practices (in 2.3.3) 
Others 

R5- Effects of 
Incentives on Security 
Measures 

Causes different levels of security and choices of 
measures to be adopted 

Indirect (Van Eeten and Bauer 2008) 
(Anderson 2001) 
(Anderson and Moore 2007) 
(Anderson et al. 2008b) 
Others 

R6- Uncertainty  ¶ Legal ambiguity 
¶ Technical uncertainty: ambiguous (cost) 

effectiveness of various security measures 

Indirect (Van Eeten and Bauer 2008) 
Others 

 

ISP incentives 

Table 12 lists the main incentives thŀǘ ƛƴŦƭǳŜƴŎŜ L{tΩǎ ƛƴ ŀŘƻǇǘƛƴƎ ǘƘŜƛǊ certain level of security, i.e., the trade-off 

between security and other factors that they find most economical. As explained in previous sections, most of 

these incentives have been identified through interviews with stakeholders, but we have added incentives from 

the ΨNew Institutional EconomicsΩ literature. In this literature, norms and values, and laws and regulations, are 

mentioned as two institutions that influence the rules of the game and the decisions players make (Koppenjan and 

Groenewegen 2005). Hence they have been added to the framework, although in particular, ΨƻǊƎŀƴƛȊŀǘƛƻƴŀƭ 

ŎǳƭǘǳǊŜ ŀƴŘ ǾŀƭǳŜǎΩ ǿŀǎ ƴƻǘ ŘƛǊŜŎǘƭȅ ƳŜƴǘƛƻƴŜŘ ƛƴ ǘƘŜ interviews1.  

As you recall from section 2.3.1 (in Figure 21), most ISPs end up adopting a security level in the middle ς not too 

much, not too little. This is reflected in the table - the ΨmixedΩ effects of incentives on security. The strengths of 

many of these relations are not well known, and would be interesting to discover. 

Final words 

In this chapter we reviewed the literature on cyber-security, and funnelled our way towards botnets, and their 

mitigation via Internet service providers. The synthesis of the literature was presented in this final section, in the 

form of research questions and a conceptual framework. These will be used to design our research in the next 

chapter. 

 

                                                             
1 /ƻƴǎƛŘŜǊ ŀƴ L{t ǿƘŜǊŜ ŀ ŦŀƳƻǳǎ ǎŜŎǳǊƛǘȅ άƘƻǘǎƘƻǘέ ǿƻǊƪǎΥ ǎŜŎǳǊƛǘȅ ƛǎ ŦƛǊƳƭȅ ǾŀƭǳŜŘ ōȅ ǘƘŜ ǘŜŎƘƴƛŎŀƭ ǎǘŀŦŦΣ ŀƴŘ ǘƘŜȅ ƘŀǾŜ 
considerable influence ƻǾŜǊ ǘƘŜ ōǳǎƛƴŜǎǎ ǳƴƛǘǎΤ ƘŜƴŎŜ ǘƘŜ ƭŜǾŜƭ ƻŦ ǎŜŎǳǊƛǘȅ ƎƻŜǎ ǳǇΦ Lƴ ŀ άǊƻƎǳŜέ L{tΣ ǘƘŜ ǊŜǾŜǊǎŜ ƛǎ ǘǊǳŜΦ  
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Table 12 - List of incentives that influence security decisions made by ISPs (in regards to botnets - see conceptual framework) 

Incentive Influencing 
Security Decisions 

Examples/Notes Effects on 
Security 

Source 

Institutional Pressure:  
Laws & Regulations 

¶ Regulations  to abide to 
¶ Liabilities to avoid, e.g.: 

o Invasion of privacy 
o Damage due to attacks 

Mixed (Van Eeten and Bauer 2008) 
(Anderson et al. 2008b) 
(Koppenjan and Groenewegen 2005) 
Others  

Institutional Pressure: 
Organization Norms & 
Values 

 Mixed (Koppenjan and Groenewegen 2005) 
 

Maintaining Brand 
Image 
 

¶ Costs of reputations effects and brand 
damage  

¶ Costs of customer acquisition 

Influenced by customer expectations (market 
segment) 

Mixed (Van Eeten and Bauer 2008) 
Others 

Peer Pressure ¶ Cost of blacklisting (indirect cost) 

¶ Benefits of peering agreements 

¶ Benefits of maintain reciprocity 

Positive 
(strong) 

(Van Eeten and Bauer 2008) 
(Anderson et al. 2008b)  

Cost of Infrastructure 
Expansion 

Network expansions costs  (also current spare 
capacity) 

 

Positive 
(weak) 

(Van Eeten and Bauer 2008) 

Cost of Security 
Solutions 

¶ Cost of implementing security solutions  

¶ Cost of capital (or availability of funding) 

Negative (Van Eeten and Bauer 2008)  
Others 

Cost of Customer 
Support & Abuse Mgmt 

¶ Costs of customer support  
¶ Cost of abuse management  

Influenced by customer expectations 

Mixed (Van Eeten and Bauer 2008) 
Others 
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CHAPTER 3- RESEARCH METHODOLOGY 
 

 

3.1 MEASURING SECURITY EFFECTIVENESS  

Introduction 

The goal of this chapter is to present the methods that we will employ to answer our problem statement. The 

problem statement that we presented in the previous chapter ς after narrowing down our topic and identifying a 

research gap, was as follows: 

Problem statement:  Are Internet Service Providers crucial intermediaries in botnet mitigation 

efforts? Do they significantly differ in the degree in which they mitigate botnets? If so, to what 

extent can these differences be explained? And what implications does this have for policy? 

We stated that we wish to answer this question quantitatively, and in this chapter we will discuss how we intend 

to do this. The key variable to measure is ISP security effectiveness (in terms of bot mitigation); Later, the variance 

of this variable among different ISPs can be analyzed, and seen how much of it can be explained statistically with 

the various factors external and internal to the ISP. 

We shall operationalize the measurement of ISP security effectiveness by using outbound spam as a proxy. This will 

be done so by processing a large dataset of spam emails. Let us start this chapter by explaining the origin of this 

data, and also answer the question of why outbound spam is a valid proxy. Later on the dependent and 

independent variables will be discussed, and finally, a set of empirical hypotheses will be presented. 

3.1.1 DAVE RANDΩS SPAM TRAP 

Dave Rand is a word leading expert on Internet security, and a renowned fighter of spam. He is the co-founder of 

MAPS, the first anti-spam blacklist on the Internet, with its roots going back all the way to 1996 (Wikipedia 

2009d).
1
 CƻǊ ŀ ŘŜŎŀŘŜ ƻǊ ǎƻΣ wŀƴŘ Ƙŀǎ ōŜŜƴ ƻǇŜǊŀǘƛƴƎ ǿƘŀǘΩǎ ƪƴƻǿƴ ŀǎ ŀ ΨǎǇŀƳ ǘǊŀǇΩ, tracking the behaviour of 

spammers, and logging in real-time (a subset of) the spam activities on the Internet. The spam logs of this trap 

today constitutes of Terra Bytes of data and billions of spam messages!  Rand has kindly provided a condensed 

ǾŜǊǎƛƻƴ ƻŦ ǘƘƛǎ Řŀǘŀ ǘƻ ǘƘŜ ŀǳǘƘƻǊΩǎ ǊŜǎŜŀǊŎƘ ƎǊƻǳǇ ƛƴ ǘƘŜ ¢ta ŦŀŎǳƭǘȅΦ2 This version contains logs of the spam 

sending incidents, but not the actual contents of the spam messages (more information shortly). The data, which is 

a time series from 2005 to 2008, consists of nearly 1 billion records and is approximately 100 GB in size. 

HOW A SPAM TRAP WORKS 
A spam trap is a mail-ǎŜǊǾŜǊ ǘƘŀǘΩǎ ƻƴƭȅ ǇǳǊǇƻǎŜ ƛǎ ǘƻ ǊŜŎŜƛǾŜ ǎǇŀƳ όŀƴŘ ŎŀǘŎƘ ŀƭƭ ŦƻǊƳǎ ƻŦ ƛǘΣ ŦǊƻƳ ŎƻƳƳŜǊŎƛŀƭ ǘƻ 

phishing and malware). The idea is to have mail domains and email addresses that do are not intended to receive 

legitimate emails. These addresses are then posted on websites and other places that spammers typically 

άƘŀǊǾŜǎǘέ (collect) email addresses from - to add to their gigantic contact lists. (Recall that the definition of spam is 

                                                             
1 The parent company of MAPS was acquired in 2005 by the security firm Trend Micro (MAPS 2005). Since that time, Rand has 
ǿƻǊƪŜŘ ƛƴ ¢ǊŜƴŘ aƛŎǊƻΣ ŀƴŘ ŎǳǊǊŜƴǘƭȅ ƘƻƭŘǎ ǘƘŜ ǘƛǘƭŜ άChief Technologiǎǘ ƻŦ LƴǘŜǊƴŜǘ /ƻƴǘŜƴǘ {ŜŎǳǊƛǘȅέΦ  
2
 Governance of Infrastructures, in the section of Policy, Organization, Law, and Gaming 
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unsolicited bulk emails). Spam traps log the actual spam message, the time it is received, the IP addresses of the 

spam sending machine, and other details of the connection (Shadowserver 2007b).1 

OUTBOUND SPAM AS A PROXY FOR BOTNET ACTIVITY 
In the late 1990s and early 2000s, spam was sent through the infrastructures setup and owned by spammers, and 

ǘƘǊƻǳƎƘ ǘƘŜƛǊ ƻǿƴ LƴǘŜǊƴŜǘ ŎƻƴƴŜŎǘƛƻƴǎΦ ¢Ƙƛǎ ǿŀǎ ǇŀǊǘƭȅ ŘǳŜ ǘƻ ǘƘŜ ŦŀŎǘ ǘƘŀǘ ǎǇŀƳ ǿŀǎƴΩǘ ǘƻǘŀƭƭȅ ƛƭƭŜƎŀƭ at the time 

(think of it as a grey business). Early this millennium, when strict laws regarding UCE came into effect, and at the 

same time, anti-spam measures based on ΨIP reputationΩ became mainstream, the spam operators faced serious 

trouble. Owning your own spam-servers could get you into legal trouble (and there were several high profile 

cases). Even if the servers were located outside the jurisdiction of the laws, the range of IP addresses belonging to 

the spam-servers could get blacklisted, meaning that no provider or business would accept emails from them.  

{ǇŀƳƳŜǊǎΣ ƴƻǘ ǘƻ ōŜ ǎƻ Ŝŀǎƛƭȅ ƻǳǘ ŘƻƴŜΣ ǘǳǊƴŜŘ ǘƻǿŀǊŘǎ ǘƘŜ ŘŜǾƛƻǳǎ ƛŘŜŀ ƻŦ ǎŜƴŘƛƴƎ ǎǇŀƳ Ǿƛŀ ƻǘƘŜǊ ǇŜƻǇƭŜΩǎ 

machines ς hence, the rise of the botnets. (This is actually a very interesting example of both legal and technical 

measures failing, due to the fact that the underlying economic incentives were not addressed.) This trend caught-

on in late 2004. An era started in which the majority of spam is sent via spam-bots.  

Estimates vary, but experts believe that 75 to 90 percent of spam today comes from botnets. (The rest, such has 

άǎƴƻǿ ǎƘƻŜέ ǎǇŀƳΣ ƛǎ ǎŜƴǘ Ǿƛŀ ƻǘƘŜǊ methods; for instance, from roguŜ L{tǎ ŀƴŘ ǳǎƛƴƎ άƘƛƧŀŎƪŜŘέ Lt ŀŘŘǊŜǎǎ 

ranges.) [***]  The percentage differs based on the domain of the recipients. Our spam-trap belongs to an end of 

spectrum where the majority of the spam received has been sent via botnets. This is because this particular spam 

trap is a small and old domain. Spammers who are still sending spam form their own servers are much more 

careful in how they allocate their resources (as their costs are higher), and usually go for more targeted campaigns 

and fresher contact lists. (The email lists used on the bots on the other hand not sensitive and contain more stale 

records). Hence, we can safely conclude that the spam activity recorded in our spam logs are a good proxy for 

botnet activity. 

There are still three points to consider: first, not all bots are busy sending out spam (recall that in the case of the 

Storm botnet only a fraction were actively sending spam at a time); second, our logs capture only a part of the 

global spam-bot activity, only a portion of the spam would be addressed to our spam trap. These are however not 

major problems, as they can be merely issues of sample size. As long as our data is consistent with the global 

spam/botnet trends, and only smaller in size, then statistical analysis will bear the correct results. This issue will be 

tested in Chapter 4, by triangulating our data with other publicly available sources. 

A third and more serious error originates from certain technical limitations, such as dynamic IPs, NATs, and port 25 

blocking. We will shortly discuss how these issues effect us, but before we do, the process of creating the 

dependent variables needs to be discussed.  

In short, we believe thŀǘ 5ŀǾŜ wŀƴŘΩǎ ŘŀǘŀōŀǎŜ Ŏŀƴ ōŜ ǳǎŜŘ ǘƻ ǾŀƭƛŘƭȅ ŀƴŘ ǊŜƭƛŀōƭȅ ƳŜŀǎǳǊŜ L{t ǎŜŎǳǊƛǘȅ 

effectiveness (regarding botnet activities). It will however not be perfect, and we ne need to accept this as a 

limitation of our research, and take care in generalizing our final conclusions; a point which we will reiterate 

multiple times during this chapter.
2
 

                                                             
1 Spam traps have a close cousin called Ψhoney potsΩ which use similar techniques, but with the aim of gathering information on 
cyber attacks, worm outbreaks, etc. 
2 In a workshop held in September 2009 with Internet security experts from the Dutch ISP XS4ALL and the anti-spam firm 
Cloudmark, the experts approved of our measurement tool for botnet activity. 



Chapter 3 ς Research Methodology 

Page | 53  

3.2 BUILDING THE DATASET 
In this section we will explain how we plan to build the dataset that will be used for this research. This section will 

be mostly conceptual; some of the concrete steps will be discussed in the next chapter (data preparation). 

3.2.1 THE DEPENDENT VARIABLE(S) 

As outlined in the conceptual framework (presented in the previous chapter), our dependent variable is some 

ƛƴŘƛŎŀǘƻǊ ƻŦ ōƻǘƴŜǘ ŀŎǘƛǾƛǘȅ ƻƴ ŀƴ L{tΩǎ ƴŜǘǿƻǊƪΦ ²Ŝ ǇǊƻǇƻǎŜ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǘƘǊŜŜ ƳŜǘǊƛŎǎ ŦƻǊ ƳŜŀǎǳǊƛƴƎ ōƻǘƴŜǘ 

activity: 

¶ The number of infected bots in the network in a specific period of time 

¶ The amount of malicious traffic emitted by those bots during the period 

¶ The average duration of days a machine remains infected  

¢ƘŜǎŜ ƳŜǘǊƛŎǎ ŀǊŜ ŀƭƭ ƳŜŀǎǳǊŜǎ ƻŦ ŘƛŦŦŜǊŜƴǘ ŀǎǇŜŎǘǎ ƻŦ ōƻǘƴŜǘ ŀŎǘƛǾƛǘƛŜǎΦ [ŜǘΩǎ ǎǘŀǊǘ ǿƛǘƘ ǘƘŜ ŦƛǊǎǘ ƳŜǘǊƛŎΥ all else 

being equal (ceteris paribus), we would expect a more ΨǾƛƎƛƭŀƴǘΩ L{t όǘƘŀǘ ƛǎΣ ŀ ƳƻǊŜ ŎŀǊƛƴƎ ŀƴŘ ŜŦŦŜŎǘƛǾŜ ƻƴŜ ƛƴ 

regards to security) to have fewer bot infections on their network. As an example, consider two almost identical 

ISPs (in terms of operating conditions, user-base, environment, security measures, etc) - except that one of them 

provides free anti-virus software and security brochures explaining online risks to its customers. We would expect 

to have a lower number of bot infections in the ISP that is taking these extra steps. 1 

The second metric points towards measures an ISP takes that would limit the amount of damage a bot inflicts on 

the rest of the world, post-infection. Again, consider the two identical ISPs, with one of them implementing 

outbound content filtering. We would see lower malicious traffic with the same number of infections.2 Tackling 

only the worst offenders (instead of implementing general security procedures) will also lower this metric. 

The third metric is influenced by thing such as if an ISP notifies infected end users and helps them in the 

remediation process. A variation of this third metric is the average infection duration of the worst offenders (i.e., 

bots emitting very high amounts of spam).The rationale behind this variation is that the minimum an ISP should be 

doing regarding security is taking out the worst offenders. As you recall from chapter 2, ISPs do not go after 

resolving all cases of network abuse, but rather target the ones that others complain about, which would typically 

include the most spam-emitting bots. 

Based on all these metrics, it would be possible to rank ISPs on their security merits. A word of caution must be 

raised on interpreting the first two metrics: they are absolute numbers and do not take into account the size of the 

ISPs (we will revisit this concern shortly).  Interestingly enough, Anderson and his colleagues (2008b) suggest the 

collection of security metrics for ISPs that are much similar to the ones we have just proposed.  

 

BUILDING THE DEPENDENT VARIABLES 
The format of the spam logs available to us is presented in Figure 25. There is one log file for each day (adding up 

to over 1400 log files). Each of the files contains the following values of interest for us: 

                                                             
1 Unless we have some reason to believe that the bad guys are targeting one of the ISPs in specific. 
2  Note that blocking outgoing malicious traffic  is controversial among security experts, as some say that it is like sweeping the 
dust under the carpet, without remediating the infected bots 
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¶ The IP address of the spam sender 

¶ The count of spam messages sent by that IP during that day 

¶ The Autonomous System Number 
1
 

 

 

Figure 25 - Format of the raw spam logs 

 

Now, this data is rather fine grained, as it has a record for each host emitting spam, where as we are interested in 

the aggregated ISP level activity. This is where the Autonomous System Number (ASN) comes into play. We will 

explain what the ASN is in morŜ ŘŜǘŀƛƭ ƭŀǘŜǊ ƛƴ ǘƘƛǎ ŎƘŀǇǘŜǊΣ ōǳǘ ŦƻǊ ƴƻǿ ƛǘΩǎ ǎǳŦŦƛŎŜ ǘƻ ǎŀȅ ǘƘŀǘ ǘƘƛǎ ƴǳƳōŜǊ ƛǎ ŀƴ 

identifier for the ISP. Hence, using this field, and with the algorithm presented in Listing 1, we could extract ISP 

level metrics.  

 

 

 

                                                             
1
 Two important details have been left out for simplicity. The first is for each day there are two lists, called logged points and 

injection points, which for our purpose are the same. Second, the count field has a certain multiplier, different for each day. A 
brief explanation is given in the comments of the scripts presented in chapter 4.  
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Listing 1 ς General algorithm for generating per ISP metrics 

1.  Create a set consisting of ASNs  (åISPs) in memory, and for each ASN hold the 

following structure:  

[  

       list of IP sources emitting spam from that ASN;  

       total number of spam messages emitted from that  ASN;  

       ]  

 

2.  Loop through each line of each  spam- log  file (for the time period weôre 

interested in ) , and do the following:  

       i.   Extract the data fields f r om that line,  

       ii.   Retrieve the struc ture of the relevant ASN from the set   

       ii.  Add the IP address to that ASNôs list of spam sources  

       iii. Update the total number of messages sent from that ASN  

 

3.  Finally, c reate an output Excel file, where each row includes the following:  

       (ASN, number of unique spam sources, total number of messages)  

 

This algorithm will produce the first two variables, which we shall call unq_srcs and spam_msgs in the rest of this 

thesis. As you can guess, executing the above algorithm to produce the aggregated outputs is not possible by hand, 

and requires computer programming. For this purpose, we have opted to use the Python scripting language. We 

will look into the reasons why Python is the optimal choice for this task, and some explanations on the actual 

scripts in the next chapter.  

! ǘȅǇƛŎŀƭ Ǌǳƴ ƻŦ ǘƘŜ ǎŎǊƛǇǘǎ ƻƴ ǘƘŜ ŦŀŎǳƭǘȅΩǎ ΨIƛƎƘ tŜǊŦƻǊƳŀƴŎŜ /ƭǳǎǘŜǊΩ takes about 8 hours. The result is a dataset 

of several hundred thousand records from the nearly one billion log records. This dataset is again reduced when 

combining it with the independent variables to several hundred records. 

CALCULATING RELATIVE PERFORMANCE 
We mentioned the ΨŎŜǘŜǊƛǎ ǇŀǊƛōǳǎΩ clause in the examples we gave for our metrics. The reality is that when we 

compare any two ISPs, all else will not be equal. The most obvious difference is the size of the ISPs. As a result, 

ranking based on the metrics unq_srcs and spam_msgs will not necessarily identify the more secure ISP. To 

illustrate this point, consider the following two ISPs: 

¶ ISP A, with 1,000 subscribers, 50 of which are infected; 

¶ ISP B, with 1,000,000 users, and 2,000 infections.  
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In absolute numbers, ISP-A is better, where as it is rather obvious that ISP-B is actually doing much better (the 

infection ratio is under 1 percent versus 5 percent). Of course, many other factors can also influence the 

interpretation of these metrics (for instance, what if ISP-A provides ultra-high speed broadband, where as ISP-B 

provides dialup Internet?) 1 However, size is without doubt the most important factor, as ISP sizes range from a 

few thousand subscribers (small ISPs) to several million subscribers (mega ISPs). For this reason, we propose two 

other dependent variables, unq_srcs_sub and spam_msgs_sub. These metrics are the absolute numbers divided 

by the number of subscribers of the ISPs.  

Persistence 

The creation of the third variable, the average duration of infections, involves more work. We call this metric 

persistence. Calculating it involves tracking the number of days each IP is active in the algorithm presented above, 

and calculating the average in step 3.  It also involves answering two questions:  

¶ Will we look at the persistence of all machines, or just the worst offenders? (Who are worst offenders?) 

¶ If a machine is seen spam on a Monday and then on the Thursday of the same week, will we consider the 

machine to have been infected on Tuesday and Wednesday as well? (Or was the machine disinfected and 

reinfected?) 

ΨtŜǊǎƛǎǘŜƴŎŜΩ ǇǊƻƳƛǎŜǎ ǘƻ ǊŜǾŜŀƭ ƛƴǘŜǊŜǎǘƛƴƎ ŘƛƳŜƴǎƛƻƴǎ ƻŦ ŀƴ L{tΩǎ ǎŜŎǳǊƛǘȅ ǇŜǊŦƻǊƳŀƴŎŜΦ IƻǿŜǾŜǊΣ ŀŦǘŜǊ ǎƻƳŜ 

initial tests with the metric, it was concluded that refining it would involve considerable work, and hence it is not 

further developed in this thesis. Developing this metric can be a topic for further research.  

 

  

                                                             
1
 The reality is that all the other factors in the conceptual model must be controlled for to make truly accurate comparisons. 
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3.2.2 FACTORS THAT DISTORT THE RELIABILITY OF THE MEASUREMENTS 

Several technical choices of ISPs can severely influence the dependent variables, which we shall review in this 

section. 

DYNAMIC IP ADDRESS ASSIGNMENT WITH SHORT LEASE TIMES 
Every computer connected to the Internet requires having an IP address, in order to communicate with other 

network hosts. In the assignment of IP addresses to subscribers, ISPs adopt one of the following policies: 

¶ !ǎǎƛƎƴ ŀ ΨǎǘŀǘƛŎΩ Lt ŀŘŘǊŜǎǎ ǘƻ ŜŀŎƘ ǎǳōǎŎǊƛōŜǊΦ Lƴ ǘƘƛǎ ŎŀǎŜΣ ǘƘŜ Lt ŀŘŘǊŜǎǎ ǳƴƛǉǳŜƭȅ ƛŘŜƴǘƛŦƛŜǎ ǘƘŀǘ 

subscriber. 

¶ !ǎǎƛƎƴ ΨŘȅƴŀƳƛŎΩ Lt ŀŘŘǊŜǎǎŜǎ ǿƛǘƘ ƭƻƴƎ ΨƭŜŀǎŜ ǘƛƳŜǎΩΥ ¢ƘŜ ǎǳōǎŎǊƛōŜǊ ǊŜŎŜƛǾŜs an IP address that in theory 

can change, but, the ISP guarantees that the address will not be changed for a certain period of time (e.g., 

30 days). Effectively, this policy is similar to the previous. 

¶ Assign dynamic IP addresses with short lease times. In this scenario, each time the subscribers turns on 

her computer and connects to the ISP (or say every 24 hours), her IP address changes.1 

Effects on the measurement tool 

Technically these policies do not make much difference for ordinary users. For our measurement however, the 

third policy makes a big difference, and significantly over reports unq_srcs. To understand why, assume that an ISP 

has only one infected subscriber. In the case of the first policy, our logs will show unq_srcs = 1 for a one month 

period. In the case of the third policy, the IP address of the infected subscriber changes, and we might see 

something as high as unq_srcs = 30!  

5ȅƴŀƳƛŎ Lt ŀǎǎƛƎƴƳŜƴǘ ŘƻŜǎƴΩt affect spam_msgs. Regarding the distortion of unq_srcs, no clear remedy exists.2 

We simply need to accept the distortions caused by dynamic IP assignments as a limitation for our measurement 

tool. Among the security community, and in similar types of research, this limitation is considered acceptable, and 

IP addresses are generally used as proxies for users. (This can be confirmed by looking at how security sites such as 

SANS or the Conficker-Working-Group report everything in IP addresses; so do many academic papers focused on 

these subjects.) One reason is that because often no better proxy exists. 3  

NETWORK ADDRESS TRANSLATION  
Network Address Translation, or NAT, is a technique used to share IP addresses between computers. Figure 26 

shows how the concept works: the two computers on the left have what is known as a private IP address
4
. Private 

Lt ŀŘŘǊŜǎǎŜǎ ŀǊŜ ƴƻǘ ΨǊƻǳǘŀōƭŜΩ ƻƴ ǘƘŜ ǇǳōƭƛŎ LƴǘŜǊƴŜǘ ς that is, packets to and from these sources are discarded on 

ǘƘŜ LƴǘŜǊƴŜǘ ōŀŎƪōƻƴŜǎΦ ¢ƘŜ b!¢ ƎŀǘŜǿŀȅ όǿƘƛŎƘ ƛƴ Ƴŀƴȅ ŎŀǎŜǎ ƛǎ ŀ ƘƻƳŜ ǊƻǳǘŜǊύΣ ΨtranslatesΩ ƻǳǘōƻǳƴŘ ǇŀŎƪŜǘǎ 

by putting its own IP address as the source of the packet. When it receives the reply packets from the remote 

                                                             
1 There are several reasons why an ISP would adopt such a policy: IP address sharing; selling static IPs at an extra price; 
regulations; etc. 
2 It seems that ISPs in the same geographic location adopt similar IP assignment policies, and as broadband penetration 
increases, so does the tendency to give static IPs to customers. (This certainly seems to be the case in the Netherlands). 
3 A mathematical solution comes to mind for detecting this anomaly: comparing the average number of unq_srcs per day, with 
the number of unq_srcs for the period divided by the number of days in the period. 
4 Private IP addresses are several address ranges that have been put aside by the Internet Assigned Numbers Authority 
specifically for the purpose of being used on internal networks. 
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server, it does the reverse.1 Using NAT is common practice for ISP subscribers that have a small home (or office) 

network. 

 

Figure 26 - Network address translation (image source unknown)  

Effects on the measurement tool 

But how does NAT influence our dependent variables? In the cases were multiple computers behind a NAT are 

infected, they will show up in our logs as one unique source.  How big of a problem this would be is debatable. The 

argument goes that in the end, all the infected computers behind a NAT gateway belong to the same subscriber, 

usually have similar security conditions, and share the Internet bandwidth. Consequently, they can be accounted 

for as a single infection. The key thing to remember is that unq_srcs is more representative of the number of 

infected subscribers then infected PCs; and again, this is a generally accepted limitation in similar research.2  

A much more serious problem happens if an ISP does NATting. This is, the ISP assigns private IP ranges to all 

subscribers, and NATs everyone behind a very big NAT gateway situated inside the ISP. Now, all the infected 

subscribers will appear as one source in our data. The ISP will appear to be ultra secure (e.g., unq_srcs = 1) were as 

in reality hundreds of thousands of subscribers might be infected! Luckily, NATting all customers in such a way is 

not recommended and in networks providing broadband access rarely occurs. [***] (It occurs mostly in developing 

countries where ISPs have a small IP address blocks) 

Network address translation does not affect spam_msgs, as the spam-bots will happily continue sending the same 

amount of spam irrespective of this issue. 
3
 

OUTBOUND PORT 25 BLOCKING 
One of the most recommended anti-spam measures in anti-spam best practice guides is blocking TCP port 25. In 

this technique, which is an attempt to stop bots sending out spam (and to close loopholes in the original Simple 

Mail Transfer Protocol), all outgoing traffic from this port is blocked for residential end-users. 4 This port number is 

ǊŜǎŜǊǾŜŘ ŦƻǊ Ƴŀƛƭ ǎŜǊǾŜǊǎΣ ŀƴŘ ǎƛƴŎŜ ǊŜǎƛŘŜƴǘƛŀƭ ǳǎŜǊǎ Řƻ ƴƻǘ ƴƻǊƳŀƭƭȅ Ǌǳƴ ƻƴŜΣ ƛǘΩǎ ŀ ǎŀŦŜ ōŜǘ ŀƴȅ ǘƘŀǘ ƻǳǘōƻǳƴŘ 

                                                             
1 For this purpose, the NAT gateway keeps a table in memory of the translations it is currently doing 
2 As already mentioned, the claim can be verified by looking at security sites or scientific papers in Internet security.  
3 This can actually be used to detect ISP level NATs ς having extremely unusual ratio of spam_msgs to unq_srcs  
4 Briefly put, the short comings in SMTP are lack of authentication, and overloading of different responsibilities in the protocol. 
Authentication is not implemented for Mail Transfer Agents (mail servers) ς that is, a spammer can pretend to be sending 
legitimate email from any domain - without needing to prove ownership of the domain to the recipient MTAs.  Overloading of 
responsibility means that stopping clients to act as MTAs, in order to solve this issue, distorts other aspects s of the protocol.  
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traffic using this port is a spam bot. As such, blocking the port would disarm the spam-bots. All valid emails are 

expected to be sent through the ISP mail relays, as shown in Figure 27. 

 

Figure 27 - Status of SMTP traffic after port 25 blocking has been put in place and legitimate customers have been either white-listed or 

ŀŘǾƛǎŜŘ ǘƻ ǳǎŜ ǘƘŜ ΨǎǳōƳƛǎǎƛƻƴΩ ǇǊƻǘƻŎƻƭΦ 

There is great controversy surrounding port 25 blocking (e.g., see comments on Kerbs 2009).  Some of the 

arguments given against this measure as are follows: 

1. The business side of ISPs are many times against implementing port 25 blocking, since it would stop 

smaller business customers from running their own mail-servers, and additionally, during the transition 

period that the measure is put in place, create disruptions for many customers.  

2. The actual security benefits of the measure are also in doubt, as the determined criminals have already 

adapted their spam-bots to send spam via the ISPs relays. (In other words, for some ISPs that 

implemented this feature, only temporary drops in spam volumes occurred). Additional measures, such as 

outbound content filtering or traffic throttling on the mail relays need to be coupled with this measure to 

make it effective, which ISPs are reluctant to do.  

3. Port 25 blocking disrupts monitoring systems that use spam as a proxy for botnet activity ς including our 

dependent variable unq_srcs, and to a certain extent, spam_msgs. Some experts argue that this is like 

sweeping the dust under the rug - and destroying visibility of the bots, without actually remediating them. 

Nonetheless, some other experts believe that port 25 blocking cuts into heart of one of the botnet business 

(spamming), if implemented together with the complimentary measures, and some ISPs have reported great 

success in keeping both the Internet clean and lowering their abuse levels (source: Dave Rand).   
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Effects on the measurement tool 

How can we mend the problems created by port 25 blocking for our measurement tool? Foremost, we can detect 

ISPs that have implemented the measure incompletely. For these ISPs, unq_srcs drops considerably, but 

spam_msgs returns to approximately the same levels after an initial drop. One solution could then be to remove 

these networks from our dataset. For the group of ISPs that have fully implemented the measure (and thus have 

both metrics low, and a higher security ranking), one could argue that they are indeed being good citizens and 

deserve the higher rankings. In either case, this is another limitation we need to accept, and take precautions 

when interpreting our final results. 

INSTANCES WHERE SPAM_MSGS GETS DISTORTED 
In all three situations explored so far, the unq_srcs metric was distorted but the effect on spam_msgs was minimal. 

This might lead us to believe that spam_msgs is a more robust metric, but this is actually not true. The amount of 

spam emitted is influenced by, among others, the access speed of the subscriber.  

Consider two ISPs with the same number of active spam bots. The one that has a higher average bandwidth per 

subscriber, or whose users spend more time online, would have a higher spam volume (spam_msgs). This is simply 

because each spam-bot can pump out more spam. Remember that our goal is to assess the differences between 

ISPs in terms of security effectiveness. The comparison of spam_msgs_sub becomes misleading in such cases.  

Another example could be ISPs that offer shared webhosting services. If the web-hosts are hit by malware, they 

can emit enormous amounts of malicious traffic ς after all, they are online 24 hours a day, and have very fast 

Internet connections. In such incidents, spam_msgs would greatly increase, but unq_srcs not, as the number of 

web-hosting machines is rather low compared to the total number of subscriber machines.
1
  Since the goal is to 

assess botnet activity levels among subscribers, unq_srcs would be a truer reflection. 

A related argument can be made regarding the interpretation of the actual value of the metrics. The unq_srcs_sub 

metric can be somewhat crudely interpreted as the percentage of computers in a network infected during a 

specific period. Interpreting the value of spam_msgs_sub is not as intuitive.  This argument can also be seen as a 

plus for the unq_srcs_sub metric. 

CONCLUSION 
Throughout this section we investigated a battery of dependent variables extractable from our dataset of spam 

emails. We introduced three variables: unq_srcs, spam_msgs, and persistence, and also the normalized versions of 

the first two (unq_srcs_sub and spam_msgs_sub). These different variables measure different aspects of security 

effectiveness of an ISP, and as such are effected differently by the measures and policies of an ISP. We summarize 

all of the discussions of this section in the following table. 

 

  

                                                             
1
 For instance, 200 servers compared to 500,000 broadband subscribers 
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Table 13 - Comparison of the dependent variables 

Dependent 
variable  

Description What security measures effect it1 What factors distort it  

unq_srcs_sub Number of unique IP 
sources emitting spam 
from a network during 
a specific time period. 
Corrected for size. 

This variable indicates the effectiveness of 
measures taken before a computer is compromised.  
 
¶ Filtering (not outbound) 

¶ User education(pre inf., not post) 

¶ Client security (not quarantining) 

¶ Proactive detection (of new threats, not 
existing bots) 

¶ Participation in security community (not 
feedback loop) 
 

¶ NAT (ISP level) 
 
 

¶ Port 25 blocking 
 
 

¶ Dynamic IPs 
 

spam_msgs_sub Total number of spam 
messages emitted 
from a network during 
a specific time period. 
Corrected for size. 

This variable indicates effectiveness of both 
stopping machines being compromised in the first 
place, and speed of remediation afterwards. 

 

¶ Active abuse desk 

¶ Filtering 
¶ User education (pre inf. & post) 

¶ Client security (including quar.) 

¶ Proactive detection 

¶ Participation in community (including feedback 
loops) 
 

¶ Port 25 blocking  
 

¶ Webhosting and 
similar services 

 

¶ Access speeds very 
different from the 
norm  

persistence 
 
(not used) 

Average duration 
hosts remain infected 
in a network. This can 
be calculated for all 
hosts or a subset of 
them. 

 
Similar to spam_msgs_sub ς both measures that 
decrease infection rates, and increase the 
remediation process, affect this variable. 

 
- 
 

 

In the end, the key question remains: which dependent variable should we use? The two main candidates 

(unq_srcs_sub and spam_msgs_sub) both have their separate shortcomings. 2 It seems that it would be best to run 

the statistical analysis for both metrics. For a hypothesis to be accepted or rejected, we would require similar 

accept / reject results for statistical tests, when either of the metrics is used as the dependent variable. 

Additionally, as we have said several times in this chapter, some of these shortcomings must just be accepted as 

limitations to our work. They could be mitigated in future research by adding other sources of security metrics. 

Luckily, these limitations are considered normal for the field, and as previously mentioned, in a workshop held in 

the TU Delft with security experts from the Dutch ISP XS4ALL and the anti-spam firm Cloudmark in September 

2009, the method of using outbound spam (sources and volume) as a proxy for botnet activity was deemed 

reliable and valid. 

  

                                                             
1 Management & administrative processes affect all three variables. The effect of legal measures and using updated servers and 
protocols is limited on bot infections. 
2 Some mitigation techniques for suggested in this section for resolving the distortions. However they were not pursued as they 
seemed both tricky and unreliable.  
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3.2.3 INDEPENDENT VARIABLES 

Going back to our conceptual framework (presented in the previous chapter), we would need to add a variety of 

independent variables to be able to answer our research questions. Obtaining all these variables is not straight 

forward, and they can basically come from two sources: performing a survey on ISPs, or combining available 

secondary data sources. Taking into account the scope of this master thesis and the amount of time required to 

design an acceptable questionnaire and sending it out to several hundred international firms, we decided not to 

take this route, and instead opted for using secondary data from databases that we could gain access to.  

TELEGEOGRAPHY  
TeleGeography is a company that gathers and compiles statistics on the global telecom market. One of its 

commercial databases, ΨDƭƻōŀƭ/ƻƳƳǎΩ, will be used as one of our main sources of data on Internet service 

providers. GlobalComms contains market data on wireline, wireless and broadband competition (TeleGeography 

2009). The relevant part for us is the data on the 370 broadband service providers that they track. The data 

consists of a quantitative part which includes the following: 

¶ Number of subscribers of the broadband providers, together with the type of service (DSL or cable) 

¶ Financial information (such as revenue, CAPEX, and EBITDA margin) for a subset of these companies 

The database also includes qualitative background information on each company and the market it operates in. 

This qualitative information can be useful for looking at certain companies in detail after the quantitative analysis, 

should the need for further clarification arise. 

COUNTRY LEVEL DATA SOURCES 
Several of the variables in the conceptual framework are influenced by country level variables ς whether in a direct 

manner (such as laws and regulations), or in an indirect manner (the effects of country demographics on end user 

behaviour). Consequently, adding country level variables to our dataset can be fruitful. Obviously, since our unit of 

analysis is at the ISP level, only variables that influence the ISPs will be helpful. 

World Development Indicators 

The World Bank Institute compiles a widely endorsed database of over 700 country level indicators for the globe, 

called the ά²ƻǊƭŘ 5ŜǾŜƭƻǇƳŜƴǘ LƴŘƛŎŀǘƻǊǎέ. 1 From them the following could be useful for our purpose: 

¶ International Internet bandwidth (bits per person): possible link to the average ISP bandwidth 

¶ Broadband subscribers: can be used to calculate the market share of each ISP, which could possibly be 

linked to certain incentives 

Some other variables were also originally chosen but later dropped.
2
 
3
 

 

                                                             
1 The complete list of these indicators is available online at: http://publications.worldbank.org/WDI/indicators.   
2 The most important of these are: i) GDP per capita ς a very interesting variable at the country level, but at the ISP level it is 
not useful as it is correlated with too many factors (e.g., it is an indirect indicator of end-user education, technical 
infrastructure, higher salaries for customer support, etc.), causing problems such as multicollinearity. ii) Price basket for Internet 
ς could be linked to ISP incentives, but it is unfortunately not available for all years.  
3 Also please note that two other datasets were scanned for useful variables. One is provided by the ITU (key statistics on global 
ICT), and the other by OECD. No particularly exciting variable was found for our purpose in these datasets. 
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Cyber law regulatory index 

! ΨŎyber law regulatory indexΩ dataset has been compiled by our colleague Shirin Tabatabaie of TPM faculty. The 

dataset contains a variable indicating whether a country has signed and / or ratified a number of important cyber-

crime laws, including the Convention on Cybercrime, and the London Action Plan. We will use this index to 

investigate the effect of country laws on ISP security effectiveness. 

The purpose of the London Action Plan is to promote international spam enforcement cooperation and address 

spam related problems, such as online fraud and deception, phishing, and dissemination of viruses. The 

Convention on Cybercrime is a more general treaty that seeks to address computer crime and Internet crimes by 

harmonizing national laws, improving investigative techniques and increasing cooperation among nations. It covers 

much more than spam (e.g., illegal access, illegal interference, child pornography, etc), and falls under criminal law. 

(Please see the appendices for more information). 

Global piracy rates 

There is a widely held belief that software piracy causes cyber-insecurity. The reasoning is that many pirated 

software packages cannot be updated with security patches, and even more, some pirated software packages are 

infected with malware out of the box. (In our conceptual framework, software piracy rates would act as a technical 

enabler). The Business Software Alliance (BSA) published annual statistics on global piracy rates. The variable 

would be an interesting addition to our dataset. 

Human Development Indices 

¢ƘŜ ¦b5t IǳƳŀƴ 5ŜǾŜƭƻǇƳŜƴǘ wŜǇƻǊǘǎ ǇǊƻǾƛŘŜ ŀ ǿƛŘŜ ǊŀƴƎŜ ƻŦ ƛƴŘƛŎŜǎ ƳŜŀǎǳǊƛƴƎ ΨƘǳƳŀƴ ŘŜǾŜƭƻǇƳŜƴǘΩ ƛƴ 

different countries. Among these indices, education index can be a useful variable, as it measures the education 

ƭŜǾŜƭ ƻŦ ŀƴ L{tΩǎ ŜƴŘ-users (based on the country average of course), and this indirectly and crudely can be linked 

to the online awareness of those users. 

OTHER POSSIBLE SOURCES OF INFORMATION  
It might be possible to extract certain variables manually from the following sources: 

¶ Company annual reports (e.g., R&D expenditure as a measure of company culture); 

¶ Company  web sites (e.g., regarding services and policies); 

¶ ISP industry associations (regarding member firms); 

Such additions are however not planned at this stage, as they will be to labour intensive.  

3.2.4 COMBINING THE VARIABLES INTO ONE DATASET 

At this point we have identified the dependent and independent variables that we wish to use for our statistical 

analysis. Combining these variables into one dataset has some challenges of its own. Combining the country level 

independent variables and matching them to the broadband providers listed in TeleGeography is somewhat time 

consuming, but not particularly tricky. However, coupling them with the dependent variables is far from trivial. To 

understand why, we need to recall the format of the spam logs (see Figure 28). As we explained in section 3.2.1, 

the logs are at the level of the individual spam sending machines, which would have to be aggregated to the ASN 

level. We briefly mentioned that ASNs can be mapped to ISP names. This task is by no means straightforward, as 

will be made clear after we explain what an ASN exactly is. 
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Figure 28 - Excerpt of the raw spam logs 

AUTONOMOUS SYSTEM NUMBERS 

A premier on Internet routing 

Internet routing is architectured around the concept of Ψ!ǳǘƻƴƻƳƻǳǎ {ȅǎǘŜƳǎΩ
1
. The Internet is split into a large 

number of autonomous systems, such as ISPs, large corporations, and universities. Each autonomous system 

controls a range of IP addresses, and is responsible for its internal routing policies. Each autonomous is assigned a 

unique number, called the autonomous system number.  Figure 29 shows some example ASNs. 

 

Figure 29 - Example ASNs 

hƴ ǘƘŜ ōƻǳƴŘŀǊƛŜǎ ƻŦ ŜŀŎƘ ŀǳǘƻƴƻƳƻǳǎ ǎȅǎǘŜƳΣ ōƻǊŘŜǊ ΨǊƻǳǘŜǊǎΩ ŜȄŎƘŀƴƎŜ reachability information about the 

address blocks they control with other autonomous systems. (The Border Gateway Protocol version 4 is used for 

this purpose). Figure 30 shows how this works ς here, AS 1 is advertising an IP address block starting with 

11.11.*.*.  This information gets propagated throughout the Internet. A computer residing in AS 19222 will have 

two possible paths to choose among, should it wish to send a packet to the specified address block. (Most likely 

the shortest path will be chosen). 

Autonomous systems taking part in global Internet routing receive their ASN from one of the five Regional Internet 

Registrars (RIPE in Europe, ARIN in the US, and APNIC, LACNIC, and AfriNIC in other parts of the world.)2 The range 

of ASNs is between 1 and approximately 65,000; today more than half of these numbers are in active use. 

The first step in mapping an IP address sending spam to its ISP would be to look at the Internet routing tables at 

any point in time and finding the AS advertising the block that IP belongs to. Luckily, this has already been done in 

our data, and the result has been saved in the ASN field. The next step is to find which ISP owns this ASN. 

 

 

                                                             
1 Routing is the process of selecting paths in a network, along which to send traffic (i.e., when your computer connects to a 
website, what networks do the data packets traverse in order to reach the remove server?). 
2
 The Internet Assigned Numbers Authority coordinates the ASNs and IP address blocks between the RIRs. 
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Figure 30 - Path propagation in BGP (source: renesys.com) 

Mapping ASNs to ISPs 

Using data from the sources such as Route Views1, we can look up the name assigned to the autonomous system 

by its owner. In some cases, we can derive the name of the ISP from the AS name. However, several complications 

exist. One is that due to mergers and acquisitions, ASNs change hands, yet in the process, retain their original 

name. (The parent company might decide to merge the new AS into its existing network sometime in the future). 

As an example, Table 14 lists the major ASNs owned by the Dutch incumbent telecom, KPN, and demonstrates this 

point. 

Table 14 - List of majors ASNs owned  by KPN in 2007 

ASN Name Usage / History 

AS286 KPN KPN Internet Backbone AS YtbΩǎ ŎƻǊŜ ƴŜǘǿƻǊƪΣ 9ǳǊƻǇŜŀƴ ōŀŎƪōƻƴŜΣ ŀƴŘ ǎƻƳŜ ōǳǎƛƴŜǎǎ 
customers are on this AS 

AS3265 XS4ALL-NL XS4ALL The daughter company XS4ALL retains a separate ASN 

AS5417 DEMON-NL Demon Netherlands, TDINL BV Demon was acquired by XS4ALL. This AS was later merged into 
AS3265. 

AS5615 TISNL-BACKBONE Telfort B.V. Tiscali was acquired by KPN, and later the brand was renamed to 
Telfort. 

AS8737 PT KPN Internet Solutions Residential KPN subscribers are on this separate AS (customers of 
brands such as Het Net and Planet) 

 

Unfortunately, no automated method exists to identify the ASNs that belong to a particular ISP. The mapping has 

to be done manually, by Googling the AS names, and looking for clues as to which of the broadband operators 

named in the TeleGeography database it should be linked with. This process is rather labour intensive. More 

information on the execution of this procedure will be given in chapter 4. 

 
                                                             
1
 http://www.routeviews.org/ 
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IP Location 

Another complication arises from the fact that autonomous systems are not confined to country borders. For 

instance, the cable company UPC, owns AS6830. This AS runs across the Netherlands, Hungary, Austria, Czech 

Republic, Ireland, Slovakia, and Belgium! In this case, which of the country level variables should we match with 

this ASN in our dataset?  

This is where IP location databases (also known as GeoIP) come into play. Our solution is to query each IP address 

in the spam logs against an IP location database, and actually aggregate the data at an ASN/Country level. As an 

example, the final UPC data for 2008 is presented in Table 15. 

Table 15 - Breakup of AS6830 (UPC) data across country borders 

ASN/CC unq_srcs spam_msgs 

6830/NL               165,190               120,608,288  
6830/HU               161,748               111,601,853  
6830/AT                 90,026                 67,341,122  
6830/CZ                 41,646                 35,445,649  
6830/IE                 13,183                 19,406,191  
6830/SK                 13,481                 11,134,725  
6830/BE                 24,907                   6,024,766  
6830/FR                       964                       831,539  
6830/other 2,809 742,091 

 

IP location is not an exact science, and will never be 100 percent accurate. This is mainly because of the way IP 

blocks are handed ƻǳǘΦ ¢ƘŜ wŜƎƛƻƴŀƭ LƴǘŜǊƴŜǘ wŜƎƛǎǘǊŀǊǎ όǿƘƻ ŀǊŜ ǊŜǎǇƻƴǎƛōƭŜ ŦƻǊ ǘƘŜ ƘŀƴŘƻǳǘǎύΣ ƪŜŜǇ Ψ²IhL{Ω data 

on the IP blocks; however the WHOIS database only keeps the address of the organization who the block has been 

registered to, not the actual location that the block is being used. (For instance, address blocks belonging to AOL 

are registered in the US, but AOL might have actually assigned them to some computers in Germany).  

The creators of IP location databases combine multiple sources of data (in addition to the WHOIS data) to 

determine the precise geographic location of a particular IP address. Many times these databases do not agree 

with each other. We have chosen to use the MaxMind GeoIP database, which holds a certain de facto status.1 It 

should be noted that GeoIP inaccuracies are an inherent limitation of our research and similar projects.  

 
 

 

 

 

 

                                                             
1 At one point we performed a literature search to see what IP location database has been used in similar research, and found 
that MaxMind is overwhelmingly the most popular. One reason is that MaxMind offers a free version of their database (called 
GeoLite), which although slightly less accurate than their commercial GeoIP database, is used in many open source applications. 
For optimal accuracy, we have used the commercial version of their product.  



Chapter 3 ς Research Methodology 

Page | 67  

THE FINAL OUTCOME 
Putting together all the variables discussed in the proceeding sections, we can present our final dataset as follows: 

 

Table 16 - List of variables in our final dataset 

Category Variable Description Source 

Dependent 
variables 

unq_srcs 
 

Number of unique IP sources emitting spam from an ISP during a specific 
time period. 

Processed 
spam data 

spam_msgs Total number of spam messages (spam volume) emitted from an ISP 
during a specific time period. 

unq_srcs_sub Unique sources per subscriber. Similar to unq_srcs, but corrected for size  

spam_msgs_sub Spam messages per subscriber. Similar to spam_msgs, but corrected for 
size 

Independent 
variables 

total_subs Total number of subscribers of an ISP (retail, business, DSL, cable, etc)  

TeleGeography srv_type The type of service / access provided by the ISP: DSL, cable, or both. 

rev_per_sub Revenue of the ISP (wireline section) divided by its subscriber count. 

int_bpp International Internet bandwidth, per person, in the country the ISP 
operates in (measured in bits per person). 

WDI 
bb_subs Number of broadband Internet subscribers in the country the ISP 

operates in. (note: we use this variable indirectly, in calculations) 

lap_mem Is the country of the ISP, a member of the London Action Plan? Mother OECD 
project cyberconv_mem Has the country of the ISP, signed the convention on cybercrime? 

piracy_rate Percentage of software that is pirated in the country the ISP operates in. BSA 

educ_ix Education index: an index indicating the overall education level of people 
in the country that the ISP operates in. 

UN HDR 

market_share Local market share of the ISP (total_sub divided by bb_subs) - 

Mappings 

 
ASN-to-AS-name 

Mappings of Autonomous System numbers to names  
RouteViews 

AS-name to ISP Mappings of ASNs to the ISPs (i.e., which ISP owns which ASN) Own 
construction 

ASN to country 
 

Mappings of IP addresses to countries (IP location) MaxMind 
GeoIP 
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3.3 FORMULATING THE EMPIRICAL HYPOTHESES 

3.1.1 CONSTRUCTING THE MEASUREMENT MODEL 

In the final section of this chapter, we will formulate the hypotheses that need to be tested. Ideally, we would like 

to test all the relations present in our conceptual framework, and build a full regression model. However, despite 

all our efforts in gathering and combining secondary data sources, we do not have the necessary data to perform 

extensive testing. Our dependent variable is rather rich, but unfortunately, our independent variables are 

somewhat restricted. This means that for this thesis, only part of the relations in the conceptual framework can be 

tested. (The positive side is that this leaves plenty of room for further research). In Figure 31 we show again the 

ŎƻƴŎŜǇǘǳŀƭ ŦǊŀƳŜǿƻǊƪΣ ƘƛƎƘƭƛƎƘǘƛƴƎ ǘƘŜ ŎƻƳǇƻƴŜƴǘǎ ǘƘŀǘ ǿŜ ƘŀǾŜ Řŀǘŀ ƻƴΣ ŀƴŘ ƎǊŜȅƛƴƎ ƻǳǘ ǘƘƻǎŜ ǘƘŀǘ ǿŜ ŘƻƴΩǘΦ   

Bandwidth

intensify

intensify / mitigate

intensify

mitigate

Security 

Measures 

Adopted 

by ISP 

Software Vulernablities

Maintaining Brand Image
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Technological 
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Figure 31 ς Moving from the theoretical model towards a measurement model 
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The highlighting and greying has been done by taking the list of variables given in Table 16, and matching them 

with the terms in the framework. Please not that in many cases, these are rather crude proxies. For instance, 

whereas the number of subscribers of an ISP might be an acceptable proxy for its size, education index is a rather 

weak proxy for user awareness (ƻŦ ŀƴ L{tΩǎ ǳǎŜǊǎ). Despite being aware of such problems, we opt to retain all the 

variables at hand in the model, as this broadens the number of hypothesis we can test. Consequently, care must 

be taken in interpreting and generalizing the results. 

If we take out the greyed areas from the model, we will end up with our ΨƳŜŀǎǳǊŜƳŜƴǘ ƳƻŘŜƭΩ, presented in Figure 

32. In the figure, the elements are reordered but the grouping is kept similar to what we had in the conceptual 

framework (theoretical model). There is one major change however - the moderating relations have been changed 

to direct relations. The rationale behind this is that although our theoretical model suggests that botnet activity is 

caused by the end users and criminals, and moderated by ISP security measures, we practically have no 

measurements in our dataset for the causes, and hence, examining the effects of moderation on those links 

becomes impossible.1 2  For this reason, all the relations in the measurement model are simple, direct relations.  

Botnet Activity

          Sources per sub

          Spam per sub 

 - 

 - 
 - 

 - 

 + 

 + 

Software piracy 
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¶ total_sub

¶ market_share
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 + 

Pricing
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less pressure to cut costs)

¶ rev_per_sub

Technological 

enablers

End-user 

behaviour

Factors effecting 

the security 

measures 

adopted by an  

ISP 

 
Figure 32 ς The measurement model 

                                                             
1 Please note that ŀƭǘƘƻǳƎƘ ΨŎǊƛƳƛƴŀƭ ŀŎǘƛǾƛǘȅΩ ǿŀǎ present in the conceptual framework, its absence in the measurement model 
is not problematic. This is because in the long run, we have no reason to believe that criminals would favour targeting a specific 
ISP (among ISPs with similar characteristics that is) more than its peers. In other words, in addition to being very hard to 
quantify, there is actually not a need to control for criminal behaviour, as it would already be captured in ISP characteristics. 
2
ΨŜŘǳŎψƛȄΩ ƛǎ too weak as the only indicator for end-ǳǎŜǊ ƻƴƭƛƴŜ ōŜƘŀǾƛƻǳǊΣ ǎƻ ƛǘ ŘƻŜǎƴΩǘ ǊŜŀƭƭȅ Ŏƻǳƴǘ ŜƛǘƘŜǊΦ 
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3.1.2 LIST OF PROPOSED HYPOTHESES 

Based on the measurement model, and our research questions, we can develop a set of empirical hypotheses. In 

this section, we present nine such hypotheses. The first two are related to sub-questions 2 & 3, and can be 

answered empirically with the help of the dependent variable alone. The next seven are based on the 7 relations in 

the measurement model, and jointly shed light on sub-question 4. 

SubQ2: .... Are ISPs the key intermediary in botnet mitigation efforts?  

Hypothesis 1: ! ƳŀƧƻǊƛǘȅ ƻŦ ǘƘŜ ǿƻǊƭŘΩǎ ƳŀƭƛŎƛƻǳǎ ǘǊŀŦŦƛŎ ƻǊƛƎƛƴŀǘŜǎ ŦǊƻƳ άŀǳǘƻƴƻƳƻǳǎ ǎȅǎǘŜƳǎέ Ǌǳƴ 

and controlled by a limited number of ISPs, as compared to originating from autonomous systems 

controlled by other types of organizations (enterprises, universities, etc).  

Explanation: LŦ ǘƘƛǎ ƘȅǇƻǘƘŜǎƛǎ ƘƻƭŘǎΣ ǿŜ Ŏŀƴ ǊŜƎŀǊŘΣ L{tǎ ŀǎ ǘƘŜ άƎŀǘŜƪŜŜǇŜǊǎέ ƻŦ ǘƘŜ ōƻǘƴŜǘ ǇǊƻōƭŜƳΣ ƛΦŜΦΣ 

they are crucial intermediaries in botnet mitigation, as a big chunk of the global botnet activity can be 

reduced by certain decisions of this group of actors. 

 

SubQ3: Do ISPs significantly differ in the degree in which they mitigate botnets?  

Hypothesis 2: ISPs significantly differ in terms of their performance in mitigating botnets. 

Rationale: 5ǳŜ ǘƻ ǘƘŜ aL·95 ƛƴŎŜƴǘƛǾŜ ǎǘǊǳŎǘǳǊŜ ŀƴŘ ǳƴŎŜǊǘŀƛƴǘƛŜǎΣ L{tΩǎ ŀŘƻǇǘ ǾŜǊȅ ŘƛŦŦŜǊŜƴǘ ǎŜŎǳǊƛǘȅ 

measures, which we expect to result in significantly different levels of botnet mitigation (as measured by 

the level of botnet activity.) 

 

SubQ4: To what extent can we explain the varying degree in which ISPs mitigate botnet activity? Can 

we identify internal or external factors that can explain this variance?  

Hypothesis 3: Larger ISPs perform worse in terms of security (i.e., have lower security performance1)  

Rationale: In the literature it is believed that having a larger size would lower peer pressure; and hence 
reduce incentives for security; (Also, bigger ISPs usually have over-capacity in bandwidth);  
Opposing argument: reputation (branding) is probably more important for large companies (as they rely 

less on word of mouth), which is an incentive for security; also larger ISPs usually perform automation that 

will then lower the cost of security measures, so security increases 

 

Hypothesis 4: ISPs with higher average revenue per user have higher security performance 

Rationale: ISPs involved in price competition would worry less about brand image (reputation); they would 
also be forced to cut down on all costs, which include investing less in security measures;  
Opposing argument: on the other hand, they might want to lower abuse management costs, and cost of 
infrastructure expansion, and actually taking a longer term perspective, increase their security measures.  

                                                             
1
 Please note that in the text of the hypotheses, security performance is defined in terms of botnet activity. In other words, a 

lower security performance means higher levels of botnet activity; and similarly, higher security performance means lower 
levels of botnet activity ς in relative numbers of course. 
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Hypothesis 5: Cable providers have higher security performance than DSL providers 

Rationale: Cable providers already have equipment in place to monitor network traffic (due to having a 

shared-network infrastructure). This same technology can be cheaply adapted for security purposes; 

Another argument is that since cable providers have mostly retail users, they can adopt simple, strict 

security policies (reducing the complexity, and hence costs of security measures). 

 

Hypothesis 6: ISPs in countries that have endorsed international agreements against cyber-crime (e.g., 
the LAP or the cyber-crime convention) have higher security performance 

Rationale: The law requires them to be more stringent in terms of security 

 

Hypothesis 7: ISPs in countries with higher piracy rates have lower security performance  

Rationale: Using pirated software increases the number of exploitable software vulnerabilities, and is 

often mentioned as cause of decreased security. 

 

Hypothesis 8: ISPs in countries with higher average bandwidth rates have lower security performance 

Rationale: The average bandwidth of a country (i.e., broadband speeds) would be an approximate 

representative for the average bandwidth of subscribers of all ISPs in that country; since bandwidth is a 

technological enabler of botnet activity, this relation would hold 

 

Hypothesis 9: ISPs in countries with a higher educational index have higher security performance 

Rationale: 9ŘǳŎŀǘƛƻƴ ƛƴŎǊŜŀǎŜǎ ǘƘŜ ŀǿŀǊŜƴŜǎǎ ƻŦ ŀƴ L{tΩǎ end-users in regards to Internet security risks 
(hopefully!), resulting in less risky online behavior of the users 

 

(Please note that the term security performance is defined in terms of botnet activity levels ς see footnote on 

previous page for more information). 

Conclusion 

In this chapter we defined our research methodology. We started by exploring various sources of data, and listing 

the dependent and independent variables available to us. Due to the limited number of variables in our dataset, 

testing the complete conceptual framework (theoretical model) is not possible, and hence a measurement model 

was constructed. With the help of this measurement model, a set of empirical hypotheses were developed, that 

when tested will answer our research questions.  
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CHAPTER 4- DATA PREPARATION 
 

4.1 AGGREGATING RAW DATA USING PYTHON SCRIPTS 
In the previous chapter we mentioned that our raw spam logs contain an enormous number of records 

(approximately one million IP addresses logged daily). While this level of fine grained data can be very valuable for 

certain tasks, for the statistical analysis that we seek, an aggregated dataset (at the level of ISPs, and on a yearly 

basis) is needed. The approach developed during this thesis (and the broader research it lies in) has been to write 

scripts specifically for the purpose of processing the raw log files, and compiling the eventual dataset, using the 

Python programming language.  

4.1.1 BUT WHY PYTHON? 

Python scripting is a very efficient tool for such scenarios. To understand why, let us consider some of the 

alternatives. The most straight forward approach that comes to mind is to load the gigantic raw dataset into a 

statistical program. This is simply is not doable ς due to constraints of such programs (and even if it were, it 

ǿƻǳƭŘƴΩǘ ōŜ ƻŦ ƳǳŎƘ ǇǊŀŎǘƛŎŀƭ ǳǎŜΣ ǎƛƴŎŜ ƻǳǊ ǳƴƛǘǎ ƻŦ ŀƴŀƭȅǎƛǎ ŀǊŜ ƳǳŎƘ ƭŀǊƎŜǊ ǘƘŀƴ ƛƴŘƛǾƛŘǳŀƭ LtǎύΦ ! ǎŜŎƻƴŘ 

approach that comes to mind is to load the data into a spreadsheet such as Microsoft Excel, and perform certain 

aggregation there. This is again not viable, as spreadsheets have extra bells and whistles, and typically try to load 

the whole data-file into memory at once. Both impractical, and an overkill for our purpose of executing the 

aggregation algorithm outlined in section 3.2.1.   

A third option would be to import the logs into an RDBMS, such as MySQL. This option, although more practical 

than the previous two, is still not as efficient as we would like.  For instance, databases typically create indices for 

each record, unneeded by us. They also add overhead to the data, increasing its size on the disk. And finally, 

database queries can take a very long time to execute on such number of records.  

This is where Python scripts come into play. Python is fast in tasks such as processing text files, and executing an 

algorithm similar to the one we presented in section 3.2.1 (to recap, the algorithm was to go through all the log 

files, read the records, and update an aggregated version of the data held in memory. After the last file, the data 

structure in memory is saved to a CSV file). Compared to other programming languages, Python has unique 

advantages for the application we see: 

¶ It has many useful data types built-in, such as dictionaries and lists, that speed up programming; 

¶ A large collection of modules has been written for Python, many of which are open source, that add new 

functionality (e.g., for performing GeoIP lookups); these ƳƻŘǳƭŜǎ ŀǊŜ ƛƴ ŀŘŘƛǘƛƻƴ ǘƻ tȅǘƘƻƴΩǎ ƻǿƴ 

excellent Standard library; together, they simplify many mundane programming tasks; 

¶ Since Python is a scripting language, commands can be tested on the fly, memory handling is done 

automatically, and scripts can be Ŝŀǎƛƭȅ ΨǎǘƛǘŎƘŜŘΩ ǘƻƎŜǘƘŜǊΤ ŀƭƭ ŜȄŎŜƭƭŜƴǘ ŦŜŀǘǳǊŜǎ ŦƻǊ rapid prototyping; 

¶ And last, but definitely not least, Python is an easy to learn programming language, and enjoys having an 

elegant and clean syntax. 
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4.1.2 BUILDING THE PROCESSING INFRASTRUCTURE 

It soon became evident that despite all the benefits of Python scripting, due to the large volume of data, and the 

number of different steps involved in the processing the logs, a computationally intensive task was at hand, 

requiring much horsepower and memory, and approximately 100GB of free disk space. These needs led us to use 

the High Performance Cluster, a computing infrastructure setup for research involving intensive number crunching 

at TPM faculty.
1
 Luckily, our requirements where easily met by this infrastructure.  

A typical run of our longer scripts takes about 8 hours to execute for the full 2005-2008 range, and consumes 

around 6 GB of RAM2. This process is speeded up by running multiple instances of the script, in parallel and on 

different CPUs of the machine - each processing a different year. This lowers the execution time to around two 

hours. However, this is still not fast enough, due to the fact that for different formats of output, the scripts have to 

be modified and re-run. For instance, they would be run once to generate the list of the ǿƻǊƭŘΩǎ ǘƻǇ ǎǇŀƳ ǎŜƴŘƛƴƎ 

countries; modified versions of the scripts would be rerun to graph the global spam trends; they would again be 

changed and rerun to produce the amount of spam sent by each ASN in the Netherlands, and so on. If you take 

into account bugs that can occur in the scripts (necessitating reruns), you can see that the solution soon loses its 

practicality.  A speedier solution was needed.  

Eventually, the hybrid solution presented in Figure 33 was developed. The raw logs are converted into an 

intermediate form (with one level of aggregation), and stored in a MySQL database3. To compile data into the 

necessary output formats, scripts and SQL queries are run against this database, with the runtime reduced to just a 

few minutes. Mapping ASNs to operator names, as well as joining the independent variables to the dataset is also 

done in this step.  

 
Figure 33 - Steps involved in compiling the final Stata dataset 

                                                             
1 ¢ƘŜ It/Ωǎ ǎǇŜŎƛŦƛŎŀǘƛƻƴǎ ŀǊŜ ŀǎ ŦƻƭƭƻǿǎΥ сл ǎŜǊǾŜǊǎΣ ŜŀŎƘ ǿƛǘƘ у /t¦ ŎƻǊŜǎΣ ŀƴŘ мс D.ǎ ƻŦ w!aΣ ŀƭƭ Ǌunning 64bit Linux. The 
cluster has access to a centralized 10 TB disk storage. 
2 {ƛȄ DƛƎŀōȅǘŜǎ ǎŜŜƳǎ ǘƻ ōŜ ŀ ƘŀǊŘ ƭƛƳƛǘ ƛƴ ǘƘŜ tȅǘƘƻƴ ƭƛōǊŀǊƛŜǎΣ ŀǎ ŀŦǘŜǊ ǘƘƛǎ ŀƴ άƻǳǘ ƻŦ ƳŜƳƻǊȅέ ŜȄŎŜǇǘƛƻƴ ƻŎŎǳǊǎΦ 
3
 Time-wise, the data is aggregated at the weekly, monthly, quarterly, and yearly levels, and unit-wise, at the ASN/CC level. 
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4.1.3 SAMPLE SCRIPTS 

Other research projects that involve processing large amounts of raw data into aggregated datasets can, similar to 

ours, benefit from Python scripting. For this reason, giving a more concrete example of the scripts can be 

academically valuable. In this section we will present two of the most important scripts used in the process. 1 The 

chosen scripts are from the set of scripts that process the raw log files. (Table 17 shows the various script 

categories.) The scripts are pretty self explanatory, and comments have been added to them where necessary. 

Table 17 - Categories of the various Python scripts used in data prepration 

Script functionality Explanation 

Check data consistency  Scripts that perform various consistency checks on the raw data 

Process raw to 
spreadsheet (obsolete)  

The initial set of processing scripts that directly transformed log files into the spreadsheet files and 

graphs. (Listing 2 is from this category) 

Process raw to MySQL 
(newer) 

The second set of processing scripts that transformed log files into the intermediate MySQL db. 

(Listing 3 is from this category) 

Import other sources Scripts that import the other data-sources (e.g., ASN mappings, TG, WDI, etc) into the database. 

Compile Stata dataset Scripts that produce the final Stata dataset from the database, performing various calculations along 
the way (e.g., calculating market share, growth, etc) 

Concept tests Scripts that perform tests on newer concepts (e.g., persistence, percentile ranking, etc). 

 

The first script is rather simple, and involves aggregating the logs for one year, producing country level statistics, 

and saving the results to a file. 

Listing 2 - Source code for generate_allcos_csv.py 

# Script to generate spamcount/unqips for all countries for annual 200x  

# Author Hadi . v1, 25 April 2009; v1.3 20 July 2009 ; simplified for print December 2009  

 

import GeoIP  

import os  

 

yr = 2007                  # change this figure to the year  thatôs logs are to be processed  

 

country_unqips = dict()    # has items  of form óccô: set(ips) -  holds IPs sending spam, per country  

country_spamcount = dict()  # has items  of form óccô: spam_count -  spam volume, per country  

daycount = 0               # number of log files processed  

gi = None  

 

 

# these outer loops execute once for eac h day of the year, (hence, each log file)  

for mo in range (1,13):  

    for dy in range (1,32):  

 

        # load GeoIP database nearest to log - file date  

        geoipdb = 'geoip/GeoIP - 106_%4d%02d%02d.dat' % (yr, mo, dy)  

        if os.path.isfile(geoipdb):  

            gi = GeoIP.open(geoipdb, GeoIP.GEOIP_MEMORY_CACHE)  

 

        # open the daily spam log file if exists for this day  

        try:    fd = open("spam.daily/%4d/daily.%4d%02d%02d" % (yr, mo, dy) )  

        except: continue  

 

        # get óavgô figure for this day. this is a multiplier for the actual spam volume  

        while fd.next() != "Log file retry statistics \ n":   

            pass  

        fd.next()  

        s = fd.next().split(',')[2].strip()  

        avg = float ( s[s.find(' '):] )  

        if avg  < 1 or avg > 15: avg = 4  # use 4 in case of unusual values  

                                                             
1
 These two scripts are chosen among more than 50 scripts written and used during this project. 
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        # now, go back to start of file to start processing records       

        fd.seek(0)  

 

        # log file consists of two parts, called óinjection pointsô and ólogged pointsô  

        # the diff. being whether the spam source was blacklisted at moment of reception  

        # for us they make no diff. and parsing is almost identical       

        for section in ['injection', 'logged']:  

            is_injection = (section == 'injection')  

 

            # skip lines until section start  

            section_start = "Overall %s points: \ n" % section  

            while fd.next() != section_start:  

                pass  

            fd.next()        

             

            # this loop executes for each line until section finishes        

            for s in fd:  

                if s == ' \ n': break  

 

                # parse line ï the format is [ip count asn] ï asn not used in this script  

                ip = s[0:15].rstrip()                

                count = int(s[16:21]) if is_injection else int(s[16:25])  

                #asn = s[33:40] if is_injection else s[42:49]    

                #asn = int(asn) if asn[0].isdigit() else - 1 

 

                cc  = gi.country_code_by_addr(ip) or ' -- '         # perform GeoIP lookup!  

                # if country not seen before, setup data structures  

                if cc not in country_unqips:     

                    country_unqips[cc] = set()  

                    country_spamcount[cc] = 0  

 

                country_unqips[cc]. add(ip)          # add to list of ips emitting  spam for country  

                country_spamcount[ cc] += int(round(count * avg)) # increase spam count for country   

            #     

        #         

        fd.close()  

    # 

# 

 

# section to save proccessed data in memory to a CSV file  

fw = open('xspam' + year_s + 'global.csv', 'w')  

 

header = 'CC, Spam Messages, Unique Sources \ n'  

fw.write(header)  

 

for cc in sorted(country_unqips.keys()):  

    row = "%s,  %d, %d \ n" % (cc, country_spamcou nt[cc], len(country_unqips[cc]) )  

    fw.write(row)  

 

fw.write('Total days in period: %d \ n' % daycount)  

fw.close()  

 

print ' Total days processed: ' + str(daycount)   
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The second script is much more complex. It aggregates the data to the ASN/CC level, than saves the results to 

MySQL, and prints its progress during run. The main loop is similar to the previous one. 

Listing 3 ς Source code for spam_by_asn_yr_mysql.py 

# Script to generate annual spam msg_count and unqips _count ,  for all ASN/CCs .  

# The result is inserted into MYSQL db.( Script uses  daily log files)  

# Author Hadi .  v1, 21 July 2009, simplified for print December 2009  

 

import GeoIP  

import MySQLdb  

import sys  

import time  

import os  

import struct  

import socket  

from datetime import date  

 

 

# this script uses a custom data structure to hold information for each ASN.  

# that is, one instance of this class exists in memory for each ASN  

# inside the class, spam_msg and unq_ip_src for that s ingle ASN are held, divided by country  

class AsnData:  

    def __init__(self, n):  

        self.myasn = n  

        self.unqip_bycc = dict()   # dictionary holds items of this form: óccô : set(ips)  

        self.spam_bycc = dict()    # dictionary holds items of this form: óccô: spam_count  

        self.spam_total = 0        # grand total spam_count  

 

    # this class - method is called to add one IP record  

    def add_item(self, ip, cc, spam_msgs):  

     # store IP addresses as integers ï slow but conserves memory  

        ip = struct.unpac k('I',socket.inet_aton(ip))[0]  

        self.spam_bycc[cc] = self.spam_bycc.get(cc,0) + spam_msgs  # update spam - count  

        self.unqip_bycc.setdefault(cc, set()). add(ip)    # store IP  

        self.spam_total += spam_msgs   

 

    # this class - method is called write before outputing results to DB  

    # to avoid db explosion, group all small ccs as other ('**')  

    def group_smallcc(self):  

        for cc in self.spam_bycc.keys():  

            perc = 1.0 * self.spam_bycc[cc] / self.spam_total  

            if perc < 0.001:    

                self.spam_bycc['**'] = self.spam_bycc.get('**', 0) + self.spam_bycc[cc]  

                self.unqip_bycc[' **'] = self.unqip_bycc.get('**', set()).union( self.unqip_bycc[cc])          

                del self.spam_bycc[cc]  

                del self.unqip_bycc[cc]  

        # 

# 

 

# global method that outputs results to MySQL  

def write_todb(a_asnlist):    

    print_fl ush( '   >> committing to db -- %d asns @t:%.1f ...' % (le n(a_asnlist),time.time() - stt) )  

    if len(a_asnlist) == 0:  

        print '   >> 0 rows committed'  

        return  

 

    # loop until db becomes available, and open a connection to it  

    pri nt '   >> connecting to db...',  

    while True:  

        try:  

            mydb = MySQLdb.connect(host=' 127.0.0.1',port=3366, user=' XX', passwd=' XX', db='spamdata')         

            if mydb != None:  

                print '   >> ... connected!'  

                break  

        except:  

            print_flush ('error connecting to db, sleep 10 min....')  

            time.sleep(600)  

    # 

    commit_count = 0  

    c = mydb.cursor()  

 

    # loop over all the asns  

    for asn, data in a_asnlist.iteritems():  

        data .group_smallcc()  
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        # make sure that ASN - 0 is really unused, because we are using 0 for unrouted/invalid asns  

        if asn == 0: raise "we shouldn't have a zero asn!!!"  

        if asn == K_UNROUTED : asn = 0   

             

        # loop over all ASN/CCs in this asn, committing one by one  

        for cc, spam_count in data.spam_bycc.iteritems():  

            ip_count = len(data.unqip_bycc[cc])             

            sql = 'insert into spam_by_asn_yr (yr, asn, cc, spam_msgs, unq_ips) values ' \  

                  ' (%d, %d, "%s", %d, %d)' % (glbl_yr,asn,cc, spam_count, ip_days)  

            try:  

                c.execute(sql)  

                commit_count += 1  

            except MySQLdb.IntegrityError, e:  

                print '***  IntegrityError: %s ' % e # usually due to duplicate. see  message details  

            except Exception, e:  

                print " *** Exception type %s: %s   for query '%s'" % ( type(e) , e ,  sql )  

        # 

    # 

    c.close()  

    mydb.commit()  

    mydb.close( )  

    print_flush('   >> %d rows committed  @t:%.1f' % (commit_count , time.time() - stt) )  

# 

 

# this method flushes output after printing a line, useful when script run with linux nohup command  

def print_flush(s):  

    print s  

    sys.stdout.flush()                    

# 

 

# program execution starts here  

print('Script to aggregate spamcount/unqips for *ALL* ASNs per year, and store to MySQL.')  

 

# parse command line arguments ï this scripts gets the year to process from the command line  

if len(sys.argv) != 2:  

    print '*** fatal error: missing argument(s). required arguemnts:  year'  

    sys.exit()  

glbl_yr = int(sys.argv[1])  

print 'Running for year %d. \ n' % glbl_yr  

 

stt = time.time()  # variable to track script run - time  

K_UNROUTED = - 1007 # dummy value for IPs from unknown ASNs  

filecount = 0  

asnlist = dict()        # holds pairs of asn:asndata  

 

# main program loops ï these outer loops run once for each file  

for mo in range (1,13):  

      print_flush('Starting processing of month  %d...' % mo)  

    for dy in range (1,32):  

        # check if this combination is a valid day  

        try:    today = date(glbl_yr,mo,dy)  

        except: continue  

 

        # try loading nearest geoipdb  to current day  

        tmp_geoipdb = 'geoip/GeoIP - 106_%4d%02d%02d.dat' % (glbl_yr, mo, dy)  

        if os.path.isfile(tmp_geoipdb):  

            gi = None  

            gi = GeoIP.open(tmp_geoipdb, GeoIP.GEOIP_MEMORY_CACHE)  

            current_gi = tmp_geoipd b[6:24]  

        

        # open this dayôs file  

        fname = "spam.daily/%4d/daily.%4d%02d%02d" % (glbl_yr, glbl_yr, mo, dy)  

        try:  

            fd = open(fname, "r")  

            print_flush(  '   .. %s  (w/ %s)  @t:%.1f' %(fd.name,current_gi.lower() ,time.time() - stt)  )  

        except IOError:  

            continue  

 

        # get 'avg' figure for that day  ï the multiplier for spam_volume  

        while fd.next() != "Log file retry statistics \ n":   

            pass  

        fd.next()  

        s = fd.next() .split(',')[2].strip()  

        avg = float ( s[s.find(' '):] )  

        if avg < 1 or avg > 15:  

            print '*** strange avg: ' + str(avg)  
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            avg = 4  # use 4 ( in case of unusual values  

  

   

        # now, go back to start of file to start processing records       

        fd.seek(0)   

 

        # the log file consists of two very similar sections. skip lines until section start  

        for section in ['injection', 'logged']:  

            section_start = "Overall %s points: \ n" % section  

            while fd.next() != section_start:  

                pass  

            fd.next()  

                         

             # this loop executes for each line until section finishes      

             for  s in fd:  

                if s == ' \ n': break  

 

                # parse line ï the format is [ip count asn]  

                ip = s[0:15].rstrip()  

                count = int(s[16:21]) if section[0] == 'i' else int(s[16:25])                 

                pos = 33 if section[0] == 'i' else 42  

                asn = int(s[pos:pos+7]) if s[pos].isdigit() else K_UNROUTED                 

 

                cc = gi.country_code_by_addr(ip) or ' -- '  # perform GeoIP lookup!  

                 

                # get the ASNData object for this asn, or creates one if ne cessary  

                # then add this record to it  

                asnlist.setdefault(asn, AsnData(asn)).add_item(ip, cc, count*avg)   

            # 

        # 

        fd.close()  

        filecount += 1  

    # 

# 

         

write_todb(asnlist)  

 

print '####'  

print 'files proccessed: %d \ ntotal time: %.3f' % (filecount, time.time() -  stt)  

 

Conclusion 

Due to the large quantity of raw data, a process of data preparation was necessary to summarize the data into a 

form suitable for statistical software packages. For this reason, a processing infrastructure was built during the 

course of the project (funded by the broader research this project was a part of). Other projects with similar 

processing needs can make use of concepts presented here. 

One example application, mentioned by one of the supervisors of the author, was a project involving a major 

Dutch supermarket chain. The project required quantitative analysis of the logs produced by the cash registers.  

There, similar to our project, data on each individual item purchased is not useful for statistical analysis (and 

neither is it possible), but rather aggregations on various levels are needed (e.g., at the level of product categories, 

or the totals for different months or different neighborhoods). 
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4.2 DATA TRIANGULATION 

4.2.1 OVERVIEW 

It is important to know if ƻǳǊ ŘŀǘŀǎŜǘ ƛǎ ŀƴ ΨƛƴŘƛŎŀǘƛǾŜ ǎŀƳǇƭŜΩ ƻŦ ǿƻǊƭŘǿƛŘŜ ǎǇŀƳ ŀŎǘƛǾƛǘȅΣ ōŜŦƻǊŜ ǿŜ Ŏŀƴ ōŀǎŜ 

generalized conclusions on it. For this reason, we need to compare our data with the public spam reports 

published by the industry. One of the (only) industry groups that have accurate data on spam statistics are the 

commercial security providers. For certain reasons, these companies refrain from making their data publicly 

available or even producing in-depth (non-marketing) analysis based on them.
1
 The major security providers do 

however publish excerpts of their data, in the form of regular reports on malware and spam trends. It was decided 

to go through these publicly accessible reports (listed in Table 18), and find parts that could be triangulated with 

our data. Due to a variety of reasons, most of the information provided in these reports is not useful for 

triangulation purposes, leaving us with the following two possible comparisons:
 2
 

¶ Graphs of the global spam trends 

¶ List of top spam emitting countries 

Table 18 ς List of the major publicly available security reports 

Security Firm Report Name 

Cisco Cisco annual security report 

Google (Postini) Annual Google communications intelligence report 

IBM X-Force IBM Internet security systems: X-Force trend & risk report 

IronPort (part of Cisco) Internet security trends 
Internet malware trends 

Kaspersky Lab Statistics ς Kaspersky security bulletin 

McAfee McAfee research report - spam report 

MessageLabs (part of Symantec) MessageLabs intelligence: annual security report 

Microsoft Microsoft security intelligence report 

Panda Security PandaLabs Annual Report 

Sophos Security threat report 

Symantec  Symantec Internet security threat report 

Trend Micro Trend Micro annual threat roundup and forecast 

 

4.2.2 COMPARISON OF SPAM TREND GRAPHS 

In Figure 34 we have plotted next to each other the spam trends for 2007, based on our data, and from IronPort 

(2008b). By simply comparing the plots it can be seen that trends match quite nicely. Figure 35 presents the same 

plots for 2008. For this year, the match is not as good. Luckily, the difference in 2008 might not be problematic. In 

a workshop held in September 2009 with security experts to discuss these findings (and those of the broader OECD 

project it is part of), experts pointed out that this difference might be due to the rise of ΨǎƴƻǿǎƘƻŜ ǎǇŀƳƳƛƴƎΩ in 

                                                             
1 The most probable reason is that publishing this information would outrage some of their worse performing customers. 
Another reason that comes to mind is to protect the location of their spam-traps and honey-pots.  
2 Some reasons why the information provided is not useful for triangulation include: i) reporting spam as a percentage of email 
rather than absolute numbers, making it non-ŎƻƳǇŀǊŀōƭŜ ǎƛƴŎŜ ǿŜ ŘƻƴΩǘ ƘŀǾŜ ŀƴȅ ƴǳƳōŜǊǎ ƻŦ ŜƳŀƛƭ ƎǊƻǿǘƘΤ ƛƛύ ǊŜǇƻǊǘƛƴƎ ǎǇŀƳ 
ǘȅǇŜ όƛƳŀƎŜΣ ǘŜȄǘΣ ŜǘŎύΣ ƳŜǎǎŀƎŜ ǎƛȊŜΣ ƻǊ ƛƴǘŜƴǘ όǇƘƛǎƘƛƴƎΣ ǎŀƭŜǎΣ ŜǘŎύΣ ǿƘƛŎƘ ǿŜ Ŏŀƴƴƻǘ ŎƻƳǇŀǊŜ ǎƛƴŎŜ ǿŜ ŘƻƴΩǘ ƘŀǾŜ ŀŎǘǳŀƭ ǎpam 
messages; iii) and finally, reporting case studies of particular threats, rather than global statistics, which makes sense for 
marketing purposes, but is not useful for us. 



Chapter 4 ς Data Preparation 

Page | 81  

2008. Snowshoe spam is sent from static IP addresses belonging to a narrow range of IPs, and according to 

Spamhaus (2009), it rose in 2008, to be second only to botnet spam. 

  
Figure 34 - Side by side comparison of worldwide spam trends for 2007 (left: IronPort (2008b), right: our data) 

  
Figure 35 - Side by side comparison of worldwide spam trends for 2008 (left: Cisco (2008), right: our data) 

Due to the use of static IPs, snowshoe spam has a higher chance of passing through spam filters. The technique 

evades IP reputation services in this way: back-ŜƴŘ ǎǇŀƳ ǎŜǊǾŜǊǎ ΨǘǳƴƴŜƭΩ ǘƘŜƛǊ ǎǇŀƳ ǘƘǊƻǳƎƘ the egress (static) IP 

addresses. Should the egress IP addresses become blacklisted, spammers shift to another range of addresses. The 

back-end servers remain hidden and undetected.
1
 As this technique is costlier than botnet spam (due to the price 

paid for the IP addresses), snowshoe spammers employ up to date mailing lists, and avoid sending to stale email 

addresses or small domains ς which is exactly the case of our spam-trap. This means that our spam-ǘǊŀǇ ǿƻƴΩǘ 

pickup snowshoe spam, and hence the spam trends it shows will not be indicative of worldwide spam trends. It 

however picks up ΨōƻǘƴŜǘ ǎǇŀƳΩ (and most probably remains indicative of that, could we test it). We are actually 

interested in botnet spam, so this difference is not problematic. 

                                                             
1 These IP ranges are quite diverse. Due to the backend servers remaining undetected, these spammers usually provide the 
ΨŎǳǎǘƻƳŜǊ ƻŦ ŎǳǎǘƻƳŜǊΩ ŜȄŎǳǎŜ ǘƻ L{tǎ (Spamhaus 2009).  
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4.2.3 COMPARISON OF TOP SPAM SENDING COUNTRIES 

The second triangulation attempt makes use of formal statistical tests. The basic idea is to see how well the list of 

top spam sending countries published in industry reports, matches the list generated from our data. Due to the 

limited number of observations, we need to use non-parametric tests of association. According to Siegel and 

Castellan (1988), the following statistical tests, among others, are suitable for this scenario: 

¶ Spearman rank-order correlation coefficient ({ǇŜŀǊƳŀƴΩǎ ǊƘƻ) 

¶ Kendall rank-order correlation coefficient (YŜƴŘŀƭƭΩǎ ǘŀǳ) 

¶ Kendall coefficient of concordance (YŜƴŘŀƭƭΩǎ ²) - also known as ranking N items by K judges. 

Figure 36 displays the top spam sending countries in 2007 from two sources, KasperskyLab (2008)  and IBM (2008). 

Table 19 lists the same data according to Sophos (2007), and our own dataset.  

  
Figure 36 - Top spam emitting countries in 2007 - left: KasperskyLab (2008) , right: IBM (2008) 

 

Table 19 - Top spam emitting countries in 2007 ς Sophos (2007) , and our data 

Sophos  Our data 

United States 22.5%  United States 17.5% 

South Korea 6.5%  Russia 5.9% 

China (incl HK)  6.0%  China 5.0% 

Poland 4.9%  Poland 5.0% 

Russia 4.7%  Brazil 4.7% 

Brazil 3.8%  Germany 4.7% 

France 3.5%  South Korea 4.6% 

Germany 3.5%  France 3.7% 

Turkey 3.1%  Italy 3.4% 

Spain 2.7%  Turkey 2.8% 

Italy 2.7%  UK 2.7% 

India 2.6%  Spain 2.7% 

   India 2.5% 

 
















































































































































































