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EXECUTIVEBUMMARY

This thesis is aboudotnets Botnets are networks of compromised computers, that unknown to their owmears

a malicious piece of software (calledat). Thiscode putsthe computer under the control of a remote attacker,

who then uses these bots to accomplish a variety of illeggMds- from sending spam emails and disruption of the

network, to identity and financial theft. Botnets are a serious threat. Exact numbers are hard to come by, but what

is certain is that millions of computers worldwide have been compromised (estimatet% t025% of online

user9. Criminals makerealk money off these bots, and of course, inflict very real damagstimated in billions

ofeuro;wK I 1 Q& Y2NBI (GKS 2@0SNIff GNBYRA& FLIISEN G2 06S 62NBSY

Thus this thesis is more correctly abauttigating botnets. Combatingbotnets is not an easy task, due the
combination of factors that make them possilitethe first place.Foremost, ti is very lucrative for criminal
WNB ONHzA (1 Q 0 Byiexplditing Séfdvare vRIgeraliilie’s,aand by trioki users to run them. Unfortunately,
there seems to be no shortage sbftware vulnerabilities(- this is not a coincidence!) Additionally, gven the
dynamic nature and compleity of the attacks a portion ofuserswill be unableto protect themselves. An
interesting idea that has been floating around for some time is to haveltbernet Service Provideext as

w3 §S1 S S LIS Nibtertusers yeRidigkos theéid networks. Theationale is that ISPs can notice unusual
trafic LI} G GSNya o6SAy3d SEKAOAGSR o0& GKSANI 2doaONROSNE®D® C2N
[ 2y GNBE Q R aaelsignof bohirdection. I6R tduld then notify the subscriber, and even disconnect her
until the infection is removedA beatiful andpractical solutionput the ISPs have little incentive implement it
particularlyon a large scale

It should be obvios at thispoint that we are looking at a soctechnical problem. Applyingconomic theory, we
can describe the problem iretms of themisaligned incentivesf a network of actors thatreatesnegative
externalitiesfor all. Based on prior studiesywe know that ISPs facevo sets ofcostsin regards to infected
subscribers They have incentives to takeome action against bots (to avoid the costs bifacklisting losing
reciprocity, etc); but not too muchaction (to avoid costs of customer calls, legal liability,.dtchalancing these
costs, most ISPs decide to take action against only the most aggrbsssven their networksThis implies that
ISPswill differ on the degree of gilance they adopt against botsbased on the strengths of their various
incentives. If we could somehow measure the strengths of these incentivesmigikt be able to design
mechanisms to mitigate botnets, via the ISPs.

Thus, our researchugstion was born, as followsé ! MNsBgrucial intermediaries in botnet mitigation efforts? Do

they significantly differ in the degree in which they mitigate botnets? If so, to what egtanthese differences be

SELX FAYSRK YR 6KI G AYLI A Qdadnsweryhis queichiwe SeKdutito gkianti®yShe ¥ 2 NJ  LJ:
degree in which ISPs mitigate botnets, and connect this with economic variables regarding itkeli§Ruch as

number of subscribersandregardingthe country in which ibperates(such as a regulatioimdex). Themitigation

efforts of ISPs were measurdy usingoutbound spam as a proxy for botnet activifyhis proxy works because

the past few yearspamhas be&n sentmostly via infected machines.

A large and unigue dataset containing the list of IP addresses of spam sending machines, each day, for the years
2005 to 2008 was used for this purpo§Ehe data was loggedl & | -MNILIIOYS | Y R rOfeSe@dti®R G2 085
sample).Using this sample, the number of infected machines within each 1SRwde was determinedBy

dividing this count by the number of subscribers within eamhthem, we arrive atour dependent variable a

measure ofrelative botnet activity within each I1SPBuildingthis variable, although methodologically straight

forward, necessitated the setup of a computing infrastructure capable of processingrone billionlog records.
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(The infrastructureconssts of a High performance clustQrunning seldevelopedPython scrips, and has the
potential of being used in similar research.)

The independent variables come from a variety of souroeg of which isa commercial database of market
information on retail ISPs worldwide. To aid selves in the selection of the independent variables, a two stage
approach was used. Firstcanceptual frameworkvas developedy synthesisinghe existing literature, orwhat
influences botnet activity at the ISP level. (The model is basically as fallodminal activity and user behauio

are the main causes of botnet activity; this casual relation is intensified by technologicalranablé mitigated by
security measues of ISPs. The ISPs choose timsasures based on their mix of incentives andtgerception).
Testing all the relations in the model was not possible due to unavailability of data, so in the second stage, a
measurement modekasdeveloped an adaptation of the theoretical model based on empirical data obtainable.

A set of nine empirical hypotheses weheen formulated (the literaturebeingvery scarce)and statistically tested.
The data analysis was performed in two stegsindividual testing of hypothesis, supplemented by a multivariate
regression analysis. Thimal dataset contains 74dases representing four years afbservationsfor the security
performance of200 ISPs. These are the major retail ISPs operating in the 40 countriesesfldngedOECDThe
major findings othe hypothesidests are as follas:

1 The results providecompelling evidence thatSPsare in fact the focal point in botnet mitigation
approximately 200 retail ISPs account for 80% of the bot infections in these countries; in other words, the
bulk of the problem is concentrated withinsaall number of economic player

1 Evidence is also found that retail brand ISPs differ significantly in regards to the level of relative botnet
activity occurring on their networks. Variability among ISPs of similar size suggestbetaitoice of
securty practicedSPs adopt makesbigdifference.

1 Another major finding is thathe countof subscribers is negatively associated with botnet activity levels
This contradicts the commonly held belief that larger ISPs perform worse in terms of security.

1 Interestindy enough,cable providers have a better security performance then DSL progidaraveage
10% lower bot infections. (Sommeasons for this could be existing use fatraffic monitoring systemn
such networksdue to the shared bandwidtinfrastructure; alternatively, it could be due the possibility
to enforcestricter network policiesas they typically have a largesidentialsubscriber basg

1 Targeted egulation such ashose stimulated bythe LAP appeato be effective- ISPs opetting in
O2dzy iNASa (KIFIG KFE@S aix3daySR GKS W[ 2yR2y | OlAz2y tf
| 2y @SNERSt & GKS ONBIRSNI W 2y@SyiaAz2y 2y [/ @80SNONARYSQ

Other results include findingiracy rateto be positively associated withotnet activity levels;and ARPUand
market shargo seemingly have nmfluenceon botnet activity.

Thegeneral word of cautionegarding bivariate relationghat found associationsnight disappear aftecontrolling
for other variables) led us to also performmultivariate regression analysishisrevealed interesting results too:

1 Approximately40% of the sample variancegardingthe relative degree in which ISPs mitigate botnets
(i.e., number of infected sources corrected for siza)) be explainedsing the variablesubscriber count,
cable access, LAP membership, privacy rate, education index, and (Vharpercentageis high
considering the limited number of variable used in explaining a complex phenomenon)
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1 The interaction terms among the country level variables (LAP membership, piracy rate, and education
index) in the regression model indicate that these variakleangeand find meaningin configurationsg
often the case with demographic and institutionalriables.

1 Aninteraction termalso exists betweesubscriber counand cable accessTheexistence of this term,
coupled with thedirection of the betastrengthens speculation that the increased security performance
in these @ganizations has a common G&yc, i.e., the use of automated abuse monitoring and handling
systemdn large ISPs (due to scalability) and in cable provides @adyexplained)

When searching for the policy implications of these findings, and by taking a look back at the research question,
we can state thatyes ISPs are crucial intermediaries in botnet mitigation efforts (@mhact as the gatekeepers);
andyes theydiffer significantly in the degree in which they mitigate botnets (which provigeEcy makergoom

for starting negotiationsvith them).

Among thefactorsinvestigated, the most promising are that targeted regulation seems to be effective; and the
fact that large retail ISPs and cable providers have lower botnet activity levels (when corrected forTdize)
prompts us to search for the undrlying case if the speculation that it is due to thase of automated abuse
monitoring and handling systentisrns out tobe true, then the adoption of such systems should be encouraged.

However, criical question needo be answered before followinthese recommendations. One is whether in the
broader contextthe situation of cybesecurity will improve, should the ISPs be ade partially responsible for
mitigating botnets- given that the root causes for cybansecuritystill remain. Another is whether society will be
better after such an initiative is implementeggiven thepossibility of opportunistic behaviogby ISPsas well as
others) and given the trajectories thatthe initiative might create Plausible argumentdave been expressed
indicatingthat the overall situation might actually end up being worBalancirg these arguments is in the end
however a political decisiomnd must be done bthe policy makers.
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(HAPTER ¢ RESEARCPROPOSAL

1.1 RESEARCH CONTEXT

Over the past decade, the Internet has transformed into a critical infrastructure, with millions of citizens and
businesses in developed countries depending on it on a daily basis. During this same period, the threats faci
Internet security have also increased. The same characteristics that made the Internet economy grow so
successfully, such aghe ability for every node to run arbitrary code are being abused by criminals, to commit
illegal activities on a vast scal€he global costs of such activities are in the magnitudes of billions of(Bauer,

Van Eeten, and Chattopadhyay 2008)s evident that measures must be taken to protect the Internet fisaroh
threats.

This research aims to contribute to the scientific debate in the fields of Internet Security and Economics of
Information Security. Before going any further, it needs to be stated thatconcept for this researchas been
02Ny FNRY (KS LINBJA 2sizupedi8oNIPraf. VArFEetanK|Sforpadail K Bidgd deseardh
projecton the same subjedieing condeted for the OECIhy Prof. Van Eeten, Prof. Badigother colleagues, and

this author.

But what makeslinternet securityan interesting topic for social scientis? A major reasonis that technical
solutions alondail to produce satisfactory results. Take the casspEmemails Over the past few yearsgecurity
experts havecome up with many innovative technical soluticnsdo away withspam once and for &lbut none
of them havemanagedto do so. Instead,am raes havesteadly increasedo an astonishing 120 billion spam
emails dailyin 2008 (IronPort 20085) The spammers havesimply evolved their techniquescreating a
technologicalrms race The same story holds for other online threats, sucmagwvare phishing andDDoS They
are all growing in sophistication and strength.

Among all the threatsbotnetsare without doubt the hardest to tackléas we shall see in later chapters of this

thesi9. Abot is a malicioupiece ofsoftware that runs on a comprYA a SR 02 YLJdzG SNJ 423G SYX 6A
knowledge, and in cooperation with other bots, accommissome illegal tasksrigurel shows a botnet: the
computersmat SR A GK W%Q | NB dzyna&edJunkdosn tideyf dwid< Bothéls aie KeBy 0 2
profitable to run for criminals, as they are the platform to launch and host many network attacks. It is estimated
GKFG YAaAfttAzya 27F 02 $Rdzi 3 NH 186D 2RM)ED Sigacut SalBtOM dsts for

mitigating bdnets, as they are the result of many sotézhnical shortcomings.

Wiisaligned incentive@s one of the perspectives used to explain the status quo of Internet security. Basically put,
rational decisions that legitimate actors make regarding their own security , which is influenced by their individual

! Please note thathis chapter is a modification of the originally submitted research prop&mme parts, includinghe
research questions, were updated as the project progressed along.

2 Prof. Johannes Bauer is a professor of Telecommunication, Information Studies, and Media, and the Director of Special
Programs at Quello Center for Telecommunication Management &ihaMichigan State University.

% For instancespam filters, CAPTCHAs, authentication systems, IP reputatmn

* A word of caution must be raised that security firms have incentives tomyprt such figures. Nonetheless, they remain one
of the most mportant sources of statistics on cybetime and online threats. A wide range of such statistics will be examined in
fFGSNI OKFLIGSNEE YR AGQa AYLRNIIyG G2 1y2¢ GKIG S@Sy GKS Y23
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incentives, do not add up to a very secuinéernet; tradeoffs are not sufficiently aligned with the soagtimum.
In this perspective, understanding and finening the incentive structure can be a powerful and sustainable
approach for combating botnets.

* Dast:g:‘s‘" == Botmaster
Segment

A weoen S -
LAN
Public
\ Internet
' Consumer /
Broadband
_—

,/ ‘ﬁm‘é\.

Figurel ¢ Atypical botnet¢ The computers marked with Z are bot€isco 2007)

A hotly debated topic these days is whether Internet Service Providers should do mdightdbotnets

Proponents of this view believe that focusing on I&Pthe most practical solution to botnets, as ISPs are in a

position to block malicious trafficfiginatingfrom bots) from leaving their networks, thus keeping the Internet

GOt Styé¢d ¢KSe |taz2 adlaS GKIF G 0 @& ecte@mnyakhingsidyieh custrieisNI vy S G
in remediation.Figure?2 illustrates these measures. Some advocates go so far as to recommend holding ISPs liable
F2NJ | Fréspohddaedptiyto ieguests for the removal of compromised machi©ié&nderson et al. 2008b)

Critics of this view also raise seakpoints, most importaty 6 Kl & L{t & Olyy2i SO02y2YAOI f
scale of bot infections, should they be held ligeleonomist 2009) Van Eeten and Baué008)believe that ISPs

already have incentives to pursue infected machines, but only ¢ertaindegree.The behaviour of ISPs, like all

rational agents, is determined by balancing the casgtainst the benefits of adopting particular security measures.

Internet

ISP Gateway

Infected User
(emitting malicious traffic) ISP Monitoring System

Figure2 - Examples of how ISPsue detect and filter bot traffic

Page |2



Chapter 1c Research Proposal

>

We will take a more detailed look at this debate in the next chapters, but sifffice al & G(KF G GKAa
is rather broad: a one extreme, we havéSPsvho can remove an infected machine in under one haan,the

other end, we have thé & 4SPs, who virtually take no actiomith the majoritylying somewherén between
these two extremegAnderson et al. 2008b; Van Eeten and Bauer 2008hisresearchwe aim to empiricallyand
guantitatively examine the mentionedifferencebetween ISPs. If we can identify the magnitude of the difference,
and undergand the underlying incentives and factors, we will have taken an important step in the debate
regarding botnet mitigation.

A unique opportunity forthis research exists in the TPM faculty: accesart@exclusive and massive dataset of

malicious trafficemitted from ISPs worldwide over a period of four years. This dataset can be used to measure ISP

security effectiveness, and combined with other variables, used as a basis for our analysis.

1.2 RESEARCH OBJECTIVE @NESTIONS

Botnets areone of themost seriousthreats the Internet faces today, and like other cyber security challeribeg,
camot be eradicated by technical solutions alone. Rath#te underlyingeconomicincentivesof all actors
involved must also baddressed.Among these actorshe role of Internet serviceproviders in combating botkas
been the topic of much controverdately. Qur research objectivés to investigate this controversySince ISPs
have great variation in how they react to infected machines on their networks, a gtadihg point will be trying
to understand these existing differences between ISPs, and what they are caugéisibsads up tahe following
problem statement:

Problem statement:Are Internet Service Providers crucial intermediaries in bohitgation
efforts? Do they significantly differ in the degree in which they mitigate botnets? If so, to what
extent can these differences be explained? And what implications does this have for policy?

To answer this question, we would need to answer thitofving sub questions:
SubQ1:What are botnets and why is it important to mitigate them?
SulQ2:Who are the main actors that can mitigate botnets? fhrelSP<entral?
SubQ3:Do ISPs sidiitantly differ in the degree tavhich they mitigate botnets?

SubQ4:To what extent can we explain the varying degree in which ISPs mitigate botnet activity?
Can we identify internal or external factors that can explain this varidnce?

SubQ5:What are the implications of the above findings in termpalicy option8

1.3SCIENTIFIC BACKGROUND

There are multiple scientific frameworks underlying our research. Foremost, our research builds upon a previous

O«

(p))

paperby the supervisoB ¥ G KS | LILJX AOFy Gz GAGE SR a9 OvaptaivempiricalT al f gl

approach to examine the decisions, incentives, and externalities caused by various market players in the Internet

economy. Our research takegjaantitativeempirical approach and examines only one intermediary actor.

! This questin has both quantitative and qualitative aspects
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But taking another step back, our essch is part of a new discipline callédS 02y 2 YA 0a 2F Ay F2NXI
which came to the intellectual attention around 200®ikipedia 2009¢c)One ground breaking paper was the work

of Ross Andersof2001) entitled dWhy Information Security isH- NJRbe paper described the history thie ATM

machines in Europe and United States. Although the technology used was approximately equal in both regions,
different liability laws (surrounding fraud) caused a totally different security landsicapmerge

Basically, in the US, in cases of &tathe bank has to prove that the user was at fault, or otherwise take the
responsibility. In Europe, the reverse is trgeusers have to prove that the bank was at faglta virtually
impossible endeavour. After 20 years, the results are astonishindretit: levels of fraud in the US are much
lower than Europe. The argument is that banks (which have the power to actually influence ATM security), when
faced with the correct incentives (e.g., fraud liability), take concrete steps in increasing sécurity.

Otherrecent and relevant influential work has begrK I LJA NB  dnformatidldRulgs OSdrategicGuide to the

Network EO 2 y 2 Y280€) These authors argued that although the internet is a totally new medium, the
economical rules governing it have been around for quite a long time: network effects, information asymmetry,
lemon markets, etc. For example, software is not as @ it should be, because the first mover advantage
outweighs the costs of being seen as unsecure and providing patches in a later stage. In this sense, the software
vendors are externalizing their costs onto others.

1.4RESEARCH APPROACH

Thetheoretical frameworkthat we shall use ipresented inFigure3. (This framework idevelopedand described
in the literature review chapter).Based on this framew&, empiricalhypotheseswill be stated, in the form of
relations which we expect to holeggarding the relations between various incentives, factors, and botnet activity.

This datafor measuring botnet activity will comffom a spam trapoperated byDave Rand,an international
security expertWe shall use spam as a proxy for botnet activity and propagation. We believe this is a valid proxy
as more than 90% of spam today is sent via botribtessagelLabs 20Q%nd an IP address sending spam most
likely points to an infected machine. Each record in tliitaset consists ahe source IP addresnd source ASN
(autonomous system numbeaf a spamming machinén addition to the date the spam was receivedirigghese
variables, we can deduct the geographic location and the originating ISP.

Thisspam trap has logged more than 60 billion spam messages, originating from over 21,000 networks since 2005.
To process such lauge dataset, and aggregate it to levels suitable for statistical software Pythonscripting
languagewill be used Other variables for the model need be gathered from other sources, such as ISP market
data, and country level statistics.

A final point worth mentioning is the necessity toiangulate our dataset before starting analysis. This is to make
sure that the dataset provided to us is a representative samplgarfdwide spam activity. One of the ways to do
this is to compare our aggregated comnstatistics with figures reported publicly by security firms.

! Examples include training personnel, installing cameras, detecting fraud patterns, etc
2 As stated on the first pagepte that the framework in the initial research proposal differed from the one presthtze.
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1.5SCIENTIFIGBND MANAGEMENRELEVANCE

This research fits in with current éh2 A y3 RA &a0dzaaiz2ya Ay (GKS aaSOdaNRGe SO2
scientific background section). The added value of our work will be in the empirical contribution and quantitative
analysis, which is at thitime missing. In a recent repoAnderson and his colleagué€2008b)recommended that

the European Network and Information Security Ageao® 2 f £ SOG4 ' yR Lz f AaK RFGlF | 02 dz
20KSNJ 6FR GNJI FFAO ,2dhditiai R y ©8 KRENBWEI i iL {nadrda | NB | JI
what furtherA y OS y (i A @ S aThi¥i4 (Hekisely tieSrésedéch gap we are hoping to fill.

From a management perspective great sense of urgency exists to tackle timenet problem, and asve argued
technical means alone are not capable of solving this probloticy makers have great interest in identifying the
underlying incentives and influencing factoastributing to botnet proliferation in order to come up with
economical and legal measures that can reddbem. Our research examines the role of oriefluential
intermediary actor(the ISP, and will hopefully shed some light on the practical options

1.6 DELIVERABLES

The main deliverable dhis researctproject will be thesis consistiraf 6 chapters.

This proposal will be used for the first chaptierthe secondchapter, a review of the current literature on Internet
securitywill be provided andwe shallreflect on the state of the art in economics of information security. The
chapterwill start with a look athe cybersecurity landscapeand gradualy shiftits focuson to botnets, and how
they might be mitigatedThe chapter ends by recognizing a research giagdeveloping research questions and a
conceptual frameworkThiswill be accomplished by applying economic concepts to the undeglyechnical
problem.

In the third chapter the methodologythat will be used to carry out the researchill be presented and the
sources of data used for compiling a usable datasétoduced The chapterwill finish by constructinga
measurement model ah empirical hypothesjsbased on the conceptual framework. The fourth chapter
complementsghe third chapterby looking at a number okpecialissues involved in preparing the data

This leads us to the fifth chapter, were wéll havefinally reacked the stage of data analysis. Different sets of
statistical instruments will be employed, and the results interprefBide thesisoncludes withchapter six, which
looks atthe policy implications of our finding#)en reviews the limitations of the work, and grides suggestions
for further research.
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(HAPTER ¢ AREVIEW OF THETERATURE

2.1 THECYBERECURITIYANDSCAPE

2.1.1ONLINE SECURIMNREATS FACED BY-BISBERS

During the last decade, the Internet has changed into one of the critical infrastructures in developed countries, to
an extent that major disturbances in the Internet will significantly affect everyday life and business. This makes the
issue of securing thinternet and dealing with cybesecuritythreatsever more important.

There are various levels of thre#itat the Internet faces: those targeting the infrastructure, governments, big
corporations, SMEs and end users. In this section we will briefthdishajor online threats that endsers face.

The reason for focusingonemtda SNE Aa GKIF G GKS& | NB Odz2NN&glif nanydfy S 2 F
GKSY 0ftA1S 3ANIYRYFIO R2y Qi KIFI@S (KS ySOS&a@miidéns and OKYy A Ol
millions of them, making the average Internet user rather easy tar(misapted from OECD 2007)There is

another interesting reason why to focus on enders:botnets. Botnets, which will be introduced in this section

and elaborated on in the next, are armies of comprised-aser machines, that cyberiminals exploit to amplify

their power when performing theiattacks. Basically put, eagser security has huge implications for the health of

the Internet as a whole.

We shall start this section by making an inventory of the various threatsisecs face.

VIRUSESNVORMS AND TROJANS

These names are without doubtd@hmost famous of all security threats, as they were around even before the

Internet took off. Wiruse<andWorms NB LINBINI Ya GKFG NBLIX AOFGS (GKSyYasSt @S
knowledge. They infect a host machine; execupagload and usingrarious mechanismsuch agmail, networks

shares, USB stickstc)spread to other hosts. This is the general principle, but the payload differs exceedingly. It

can show a harmless pamp messge for the fame of its creatorgy it can perform more danging acts, such as

deleting user documents.

Although similar in actions, a technical difference exists between viruses and worms. Viruses attach themselves to
other programs for replication, and hence to the user they seem to be performing the appli@afiorction.

Worms on the other hand, are standalone programs with no useful functionality, and mostly replicate via network
vulnerabilities. It should be noted however that these days these differences have become rather superfluous, due
to the fact thatthe distinctbns between worms and viruses (aother forms of malicious code) is blurring.

Wrojanare another group of malicious software, which like the famous Greek Trojan horse, perform an
apparently useful, harmless or even amusing function, winllenowinglyto the user, also perform some malicious
deed. Onehumorousexample was a postcard application that displayed a group of dancing sheep on the screen,
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while behind the scengst was in fact sending a copy of all passwords saved on the computarremote
location? The replication vehicle employed by Trojans is the deceived users themselves!

One use of trojans is to create Hackdooi® y (G KS dza SNDa O plantiddzi dsibilitydirkthea Y S|y 3
system for the attacker to access it at virllthe future. This couldfor instancehappen by creating a new user for
the attackerwith administrative rights

SPYWAREKEYLOGGER®ND ROOTKITS

Nowadays, the trend for malicious software is to perform lesceabledamage (such as rendering document

useless), but rather to stay in stealth mode, and remain undetected for longer periods, in order to maximize the
longrterm (financial) gain®f the attacker. One example is spywat8pywareh & a2 Fia o+ NB (G KF G aalL
user, by tracking helbehaviouron the computer. For instance, it could send the sites the user visits to a remote

location. This information can then be used for showing targeted, unsolicited advertising to th@ospled with

adware) Other example could include harvestial) email addresses the user corresponds withey could even

be deployed by governments for spying on their citizens, like the recent discovery of such acts by the Chinese
government on the Tibetan exile governmeiToronto 2009)h yS  F S| (1 dzZNS 2 F a Ulgwery NB A &
hard to remove it once installed.

Weylogger<are a special category of spyware that sit in the background and capture all key strokes on a system,
and send these to the attacker (or save them in a file for later retrieval). The most commas fasestealing
passwords and capturing credit card informatidthen nalicious software islesigned to hidevery deeply in a
compromisedsystem, iis named- rod&kit QDetecting the existence of rootkits is very hard, as they obscure their
presence fran ordinary OS security mechanisms. Rootkits typically use extensibility hooks in modern operating
systems’

MALWARE ANBOTS

Security experts have adopted thgeneric term$halwareQ réfé to themany categories of malicious softwére

in existence these days, especially sittee line distinguishing thers blurring.Forinstance a malicious program

might be atrojan, aworm, and a keyogger; That is, iits able to replicaten its own (via some vulnerabilityyut

also fools users to distributing it, and when run, installsakéy2 33 SNJ 2y G KS @GAOGAYQA YI OKA

Malware hasmanycriminal usesbut it is created and spread for financial ptafas compared to fame anglory,
which was a bigger motive in the early 20p8&hen malwareinfects a system, not only does it cause trouble for
the computer owner, but also effects other computers connected to the Internet negativeconomic terms, it
creates a negativexternality. This is because many infected systems today are turnedaitotQor Yombie),
that is used by the perpetrators to:

send out spam;

launch Dstributed Denial of Serviceattacks against other systems;
conceal the tracks of hackers when they attack businesses

and many other nasty things

= =4 =4 =

"Acomngy G(NR2ly G(K§S$ Rinsi(daliclods cad&pBeteddM@to be amiius software)
2 When software containing the rootkit is executed for the first time, the rootkit integrates itself with the #&Sa device
driver, explorer extension, etc. Traditional aaitius and antspyware software have great difficulty scanning these areas.

% Bymalicious software we mean software that has a malicious intent unknown to its user.
* Externalityis an economic term that can be loosely defined as-sffiects of a transaction on parties not directly involved.
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Chapter X; A Review of the Literature

We will revisitbotnets (armies of bots) extensively in secti@r2. At this point, isuffices to iterate the point that
that malware targeting endisersis a seriousthreat for all those onlingnot just the endusers Statistics point out
that the prdblem of malware is gettigmworseas time goes on.

TRAFFIC INTERCEPTION

Wraffic interceptiorQor Yacketsniffinglds asecurity threatthat occurs at the network levelWhen performed
illegally, i isl padsiv® I fiaihdcg&hlgo unnoticed by the network users, secustftware, and even network
administrators Since darge amount of web, email, and voice traffic passes through the Internet unencrypted, an
attackerthat hasaccess to the transmission patimd successfullintercepts data packetsgcaninspect them, and
record any sensitive information for later abus@ulling off traffic interception is nalwayshard: if you use an
unsecure WiFi hotspot, your traffis interceptble bythose in your proximity.Internet service providers can also,

by their nature, see all your traffic. Endisers caravoid the interceptiorthreat by sending sensitive information
only via encrypted protocols (such as HTTPS)

PHISHINGAND POISONED WEBSITE

A different category of Internet threats rely on deceiving the user in fraudulent ways. These threats fall under a
general category of attacks known &bcial engineering One of he most notorious of these techniques is
WhishingQIn phishingattacks,the victim is presented with a wepage that looks identical to a legitimate online

service that she normally uses, asldeis hence lured into entering credentiadsd other sensitive information on

the fake site.! The attacker records this sensitive data for fraudulent purpoBegure4 and Figure5 show two
examples of phishirg 2y S GIFNBSGAYy3a Wa{bQX FtyR (GKS 20$KSNJ W/ t A01 I

Mitigating phishing has twalements The firstelementis to make users aware of this threat, and ask thenddo
certain checks (e.g., the URL is correct, theneation is secure, etchefore entering sensitive information on a
website. The secondlementis thatthe targeted institutions needo actively find and takedown such sitésere
phishing becomes tied to malwarmany of these fake websites are hosted bots; hence the attackers easily
move the sites to aother bot once it is taken down, antigir identities remain concealeais well

[@noo -
Phe t Ve Tcok Messan el »“ Verify who blocked you
T 3 2 =~ on their msn contact list
g & ¢ X 0 © \ ),

Daply  Righy Al Formard Prict Onite
Trome ST

Daste: Monday, epteeber 07, 2008 625 M

To:

—
Subject:  hio O

Hello

_ invited you to check who has delated or
blocked you m thew contact kst on MSN Massanger

it's Easy, Secure and Free:
Try it Now, Click Hare

Tnanks
Status Checker Team

Tho mad i sent by SR /13 MEN sbatus chechar Apolication
This 4 NOT Spem

Figure4 - 'See who blocked you on MSighishing attack(TrendLabs 2009b)

! The exact mechanism that the useMiSK A avidri2$k Common tactics include sending a link via email (pretending to be from
0KS dzaSNR&a olyl YR FaiAy3a GKSY G2 232y FyR OKSOl &d42YSUOKAY.
for instance abmamro.nt or a more advand® Y SOKI yAayY f A1 S OKI(¥nHeksgrR008) dza SNDA 5b{ NB(
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@ ClickandBuy = | @ClickandBuy
Wilkammen bel (bcknadh oy m

Bitte tragen Sie die Buchstaben aus dem Bid in das £ cn,
Bitte geben Sie ein Passwort e

* Bitte tragen Sie die Buchstaben aus dem untenstehenden Bild &
das Fegabeleld ein

- * Bitte geben Si ein Passwort en

Pt marns

Favemers

Favaniet
Covertsdater

L)

KgeQm ' Yho¥z

Figure5 - Internet payment site Qick and Buy phished; right: legitimate websitéeft: phishing websitgTrendLabs 2009a)

{2YS6KFG NBf I foSeedivbsitiOr Samilisf seeuritygainingpopulaity. In this attackinitially

a legitimate website (be i& businessa non-profit-site), is infiltrated with malware usuallyin an automated
manner. Futureusers visitinghe site nowunsuspectinglyace the risk of being injected with malwatteemselves

or having sensitive informationstolen; and in the most harmless scenario, being bombarded by ads. This
infiltration can often gaundetected by the site owners for some time.

SAM

BpanQemails are often categorized as security threatsspite the factthat the majority of them can be

considered as annoyancebhis is not without reason: spam messages are frequently used to distnibalware

and phish sitesSpam can be defined @l y St SOGNRY A O YSaal 3@BH Gthiyer2b0; dzy a2 A
Spamhaus) Unsolicited means that the recipient has not agreed to receive the megsagkvance Bulk means

that an identical message is sent to a large number of recipiétthird condition, that the nature of the message

must be commercialis sometimes also added. In this case spemuld beabbreviated toUCE, as compared to

UBE)* Spam can have multiple categoriesiated inTablel.

Tablel - Spam categorie¢adapted from Schryen 2007)

Sham category Damage Notes

Commercial advertising Nuisancé This categoryncludes sale of both legitimate and counterfeit gooAsiamous
(UCE) exampleoaO2 dzy G SNF SA G R Ol PRILINY Befirgyplis
Non-commercial advertising Nuisance Examples includpolitical, and religious ideas

Hoaxes and chain emails ~ Nuisance Trick peopleini 2 0SSt AS@GAYy3 az2YSGKAy3a TFI¢
regarding 9/11)coupledwith a recommendation to forwarthe email

Joe Job Defamation  Aforged email, apparently sent taycertain individualwhere asthe real goals
to damagethe reputation of that person

Malware Infection -

Phishing fraud Fraud -

419 scams Fraud Also known as Nigerian spam, the sender claims to be a bureaberster or
royal toadies, who want to cut yan on the financial deal of a lifetime, with th
requirement that you pay some fee in advance.

Other scams Fraud Examples include pump & dump stock schemes, and pyramid schemes

! As can be guessed, all the terms in the definition are open to interpretations, so quite often there is no comsensuat
constitutes of spam and what not!

% Nuisance still equals lost productivity and financial loss
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Chapter X; A Review of the Literature

It is worth mentioning thatlthough spam has been ruled illegal in many ddes during the past few yeaiits
volumehas been constantly increasingpstlydueto botnets.

AMINIHISTORY QFALWARE AND SPAM

Table2 provides a history of malicious code, basedseneral sourcesThe most notable trends are that although
mischievous code was written since the start of the computing era, until the early 1990s, the work mostly
O2yaraiGSR 2F WSGKAOLFT dodeiitersfad QX todic&usetharibidt rathektSleafinyanidSy G 2 F
to provide proof of conceptfor ideas In the 1990sas malicious code turned dangerouke antivirus software
industrywas born Experts predicted #t with migration to 32 bit operating systemthe AV industry would go out

of business. Theeality is however thathis never happened. e Internet saved the industry, especialifter

several largescale worm outbreak in the early 2000s, whicgrabbed lots of media attention. Since 2004,
malicious codéhas become more stealth, arid createdmostly by organized cybecriminal gangsith financial

motivation.

Table2 - Sgnificant events in the History of malwaréadapted from Anderson 2008 ch. 21; Goodman, Cormack, and Heckerman 2007)

Date Event

1960s Students write computer games thiitrun as root, would give them priority access to shared computer tim

1978 Shoch &l dzLJLJ ¢ NA GS | LINRPINI Y OFffSR Wg2N¥Q GKI
processes, and publishpaperabout it.

1984  Viruses first appear in public, after the thesis work of Fred Cohen, on how code could propagate itself fri
machine to another

1986  US computer fraud & abuse act written +

1988  Firg Internet virus written by Roért Morris, which exploited a number of vulnerabilities, and ended
clogging the net.

Early Rise of the Antivjrqs industry, due to the growing virus problEmpertspredictedthat the problemwould go

1990s F gl & 2y 0S (KS operathg systeinsauldIhaBpeiirdid DOS)

1997  As email turns into a vital communication platfortl JI- “al€ostarts turningmanifesting as aroblem +

Late Interpreted languages and macro languages made the virus problem wgrge the point that in 2000 acro

1990s viruses accoumdfor almost all the viruses. The net effectively save the AV industry

2000 G[ 200L23¢ 22 St F LINBLIIFGAY3I 62N¥VZ aSyRa AGasStF a2
t 2 ¥ S! Marg dapycat worms appear.

Eally Cfl &K ¢2N¥a -NRIRXK FyaR YW {2f ISy $oidis prodalialfy astlvely scaming the

2000s network for machines vulnerable to exploits and taking over thanithin hoursa large number of users ar
affected!

Early Rise of spyware anddware (Adware is software that bombards users with ads). Funnily enough, one ¢ *

2000s malware witers sues AV companies for blacklisting them!

2002  EU Directive on privacy and electronic communications passa#ling spam and malware illegal  *

2003  US CAMSPAM (control of nesolicited pornography and marketing) act passed +

2004  Microsoft releases Windows XP SP2, narrowing the window for malicious code. Social engi ***
finds a more important role in network attacks.

2004  Virus writing transformed from an amateur activity to an organized criminal gconomyAin informagicds.g
¢KS YIfglFENBE gNAUSNNDa 3JF2Ff 06S0O02YSa 02 NBONHzZAUG Y

Late / @0SNDNARYAYlLfasxs tA1S GKS YIFTAL @AaKSa -dotrolled@slbif

2000s O Y LJ- 4 rabyedréguentattacks but limited in scope.

2007 A large, hard to battieotnet> toQ> O2YSa (2 fAIKGD® {G2N¥V Kla 20

2008  The shutdown of theMcColohosting service, &ub for botnet command and controlreduces the levels o ***
worldwide spam byearly80%.The happiness ianfortunatelynot long lived.

20090 ! yS¢g fINBS o62GySi> W 2yFAOISNRET INIoa FGaGSyaAa »

blank = Anderson; +Goodman et al* = other sources
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CONCLUSION

In this section we overviesd the common security threats that end usef@ace when using the Internet. We
introduced terms such amalware botnets and social engineeringMalware isa catchall name forall forms of
malicious software. Its used to compromise computers and turn them ifbmtsQcontrolled by the criminals.
Nowadays, rost forms of online threats, even the ones that employ social engineeréhg,partly onbotnets.
Figure6 shows the differences betweerategories of malware in terms of visibility and criminal inté&inally, we
hinted thatin genera) online threatsare moving towards profit and away frofame.In the next section we will
look at statistics to see the extent e threats discussed in this section

-

Worms crime

(slammer, blaster)
typosquatting eybercrime highly
- profitable

Visih il ty

phishing

mass-mallers
(I love you, bugbear)

botnets

rootkits

i, Y

drive-by exploits
; intent directed trojans
Ncious : .
ma extendead virus families

fame and glol

Figure6 - Visibility of malware versus intent (OECD 2007)

2.1.2THE EXTENT OAECYBERNSECURITY PROBLEM

TRENDRELATED TO MALWARE

How big of a problem isaused by cybecriminals, and in particular malwaPeEstimates/ary between experts,

depending on the approach used to meessthe effects, but in generahll sourcesput the economic loss caused
by cyberinsecurity in the range of billions of euro. VEhall investigate this matter by using the following sefts
metrics:

1 The gowth levelsof spam and malware
1 The percentage of individuals and businesses dlbvictimsto cyberthreats
1 The damage imonetary terms, especially froma socialwelfare perspective.

Spamgrowth

According tdronPort(2008b)and Cisca2008)spam volumesonstantly grew from 40 billion spam messages per
day at the end of 2005 to an astonishing 200 billion spam ngessaer day in October 2008, a growth rate of
400% over 3 yearfseeFigure7). At the end of 2008 the global spam levels dropped considerably due to the

! That is, by taking into account the costs of malware for society as a whole, and also the benefits it creates. Example costs
include fraud and lost puctivity, and benefits include profit for criminals and sale of security products.
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Chapter X; A Review of the Literature

shutdown of tvo botnet networks, however spam levels gradually grew back to their previous levels inl2p09
consider the number of people globally online, it comes dowhspam emails per user, per day!

200
180
160
%IEZ-
§!-‘.-.‘-
e Sy A ﬁ¥SETaasssas;s§$$aagasaa
oo : T E & E ™k T L O wiE>C3 1]
%Igsigi330535£iiiiﬂ $8

Figure7 - Average daily spam volumeworldwide trends 20052008(Cisco 2008ronPort 2008b)

Other sourcegeport similar magnitudesTrendMicro(2009)gives the number of 115 billion spam messages per
day at the end of 2008VlessagelLab@008)reports that spam constitutes more than 75% of total email traffic , as
shown inFigure8.

B5%
B5%
T5%

B5%

Spam rate

2005 2006 2007 2008
Figure8 - Average global proportion of spam in emdifaffic (MessagelLabs 2008)

Malware growth

The number of malware strains has grown exponentially over the past few y&ppsoximately 700,000 new

malware are identified per monthan enormous increase compared to previous yéa¢Test GmBH as cited in

TrendMicro 2009) This increase is largely due to agenerated malware and causes significhedaches for

security expert$.Enrique Salem, CEO of Symantec, annoucoedparablefiguresin thia & S NRa w{! O2y ¥
10 million new malware signatures were discoveiad2008 equal to the number of malware created in the

! Luckily much of this spam is stopped by @ptam technologies and never gets through to the user.

2 Traditional antivirus software works by scanning executable fitzskhown virus patterns. With such high number of patterns
iz aSINDK F2NE y20 2yté Aa GKS 1z &AA3AYylIGdzNBE tAad Ffvyzad AY
extremely slow. Experts are looking into new approaches, such as usipglaragon whitelist.
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previous 17 yearsombined * These numbers meahat between one to two thousand new unique malware were
created per houin 20082

-y 16,495,000 in 2008
WIRUSES SEYEARE

@ Q

AR
BOTE WERME BTE.DDD in 2006
THREATS 333.&(!]i12005 TARGET

Figure9 - New unique threats(TrendMicro 2009)

Poisoned websites

Provos and otherf2007)performedan analysi®n all pages indexed by Goodte2007 and found that one in ten

web-pages werénfected with malicious code, 70% whichg SNX & f S3 A ( AIBM (P08%repartSthai A (1 S a @
only in Q4 2008, the number of new malicious webs#tiepassedhe number seerin the entirety of 2007 by 50%;
MessagelLab@008)reportsthat the daly number ofnewwebsites containing malware rose from 1,068 in January

2008 to a peak of 5,424 in Novéer; TrendMicro(2009)tells the story ofan attack in May 2008 in which half a

million websites were injged with a malicious script. Allin al,i Q& NJ G KSNJ Sl a& F2NJ Iy 2NJ
uponamalwarepoisoned website

Percentage of userinfected withbot infections

Estimates for the number of computerscruited intoa bonet through malware infeitons vary between security
experts, but all of them put the figure into millions of machinas.an example consider the number of computers
infected with Storm, the first botnet to catch media attention. Some researchers believe that as many as B0 millio
computers have been affecteat some point in timeMore conservative estimates put the number at 1.4 million
computers infected and active in July 2007, with 900,000 new infections per nflotiPort 2008a)Even his
number is truly extraordinarily, making the Storm botmgtowerful supercomputein the hands of criminalShe
situation has not improvedince 2007. In February 2009, the Conficker/Downadup worm was believed to have
affected as many as l1dillion Windows computers, with Microsoft putting up a $250,000 bounty to find the
person behind the malwar8BC 2009b)

In termsof percentagesMicrosoft (2009)gives the lowest estimate, wita worldwide infection rate 0B.6 for
every 1,000 PE&sAlthough this figure is much lower than some doetiay predictions, it stillmakes for an
enormous number of PCs. One docdwy predication was done by Vint Cerf of Google in 2007. He likened the
spread of botnets to a "pandemic” and stated thatigp25% of eneliser machines could possibly be infect&BC
2007) Panda Security also reportsamilarlyhigh figure, stating that as of March 2008, 30% of computers on the
Internet were infected with half athem being active botéas cited irBauer, Van Eeten, and Chattopadhyay 2008)
Other vendors report figures in between these.

! Keynote webcast available online at http://media.omediaweb.com/rsa2009/webcast.htm?id=1_3
2 Most of these malware strains belong to the same family and are variants of each other.

3 This estimate is based on the execution of thndsoft Software Removal Tool, an automated tool that runs once a month
when automatic updates are enabled. Hence the results only include the most prominent malware strains targeted by the tool.
Additionally, even among these strains, the numbers areddadownwards as the users that turn off automatic updates (and
not accounted for in this estimate) are actually much more likely to be infected.
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To sum up, we preserfiigurel0, an estimate of the combined number of bot infections per mofithrendMicro
2009) Note that f we consider other notot-related forms of malware as wethe numbers will be higher.
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Figurel0- Infections by bot related familiegTrendMicro 2009)

Percentage of businessedfected by security incidents

The Computer Security Institute (C&Hducts an annual survey among its members regarding security issues and
practices. In 2008 about half of the members stated that they had experienced at least one security incident,
causing a averagdoss ofjust under $30,000 per respondenfCSI 2008) The most expensive computer security
AYyOARSyidGa 6SNB G(K2asS Ay@2t @ay3 FAYlFYyOALlf FNI @Rz | yR
respondents included US corporations, government agencies, financial institute, medical institutes, and
universities.

50

i 43 45 44
40
30
w2007
20 u 2008
o 13
. - .
respondents
Yes No

0 Don't Know

Figurell- Percentage of organizations that experienced a security incid@&I 2008)

In another survey conducted for the British Department for Business Enterprise and Regulatory, Refeas
reported that 35% ofall business encountered a security incidéBERR 2009Both these surveys show that
security incidents are common problem for all businesses.

ISBS 2008 - large businesses
ISBS T8 - owerall 5%

I5B5 2005 - pwerall B2%
ISBS 204 - peerall BE%
ISBS 2002 - pwerall 4d%

I5B3 2000 - overall® 24%,

BISS 1998 - overall™ 18%

Figure12 - Number of UK businesses that had a malicious security incid@&RR 2009)
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FINANCIALMPACTS OF MALWARED SPAW

The previous section lookeat the significance of malware and spam problem in terms of overall trends and
percentage of people affectediging andconsiderablé). To get a better sense of the scope of the problem, it
would be interesting to measure the effects of malware in mongteslue. The International Telecommunication
Union has published a comprehensive report in this regards. The report meaghee total welfare effects of
malware, by considering both its costs and its revendesomewhatmodified versionof the financialcategories
usedis presented irTable3. The report also presents a conceptual model to quantify the legal & illegal cash flows
created by malwareshown inFigurel3).

Table3 - Financial impacts of malwaréadapted from Bauer, Van Eeten, and Chattopadhyay 2008)

| Costs/Revenues Player ~ Types
Costs Businessusers 9  Click fraud
(direct) 1 Financial fraud (extortion, theft)
1  Other (ransom, loss of trade secrets, etc)
1 Payments to compensation eaders (if provided)
Businessusers 1  Cost of preventive measures (software, hardware, training)
(indirect) 91 Loss of productivity (e.g., time spemading spam)
1  Loss of consumer trust
I  Wasted computational resources (e.g., bandwidth)
Individuatusers 1  Financial fraud (including creetiaird)
(direct) 1 Creditcard and identity theft
9 Security software, computer repairs
Society (indirect) 1 Law enforcemst
1  Opportunity costs of slower adoption of ICT
9  Attacks on the Internet infrastructure (born by all)
Revenues Security Providers 9  Sales of security devices, software, and services
Other ICT firms i Sales of Aardware/koftware to criminals, users, afmisinesses
Cybercriminals 1 Middle-men: renting bots, selling tools, emails, identities, etc
1 Financial gain (fraud and theft)

Despite he authorsdisclaimer that due tdhe incomplete availability of numbers and their variability, it would be
premature to determine the financial effects of malwarevith satisfactory reliability(Bauer, Van Eeten, and
Chattopadhyay 2008)they offer I LJ G OK ¢ 2 NJ|  2IEt giyesa¥gdd8 Naliéatonof the extent of the
malwareproblem:

Costs of cybercrime (direct and indirect) for the US in 2005: $67.2 bn (FBI)

Global cost of spam in 2008100 bn , a rise from the 2005 value of $50 bn (Ferris Research)

Click fraudin 2007: $1 bn (Click Forensics)

Identity theft and other fraud (partially online) in the US in 2006: $49.3 bn (Javelin Strategy & Research)
Costs of malware (viruses, spywaragdahishing) for US consumers in 2007: $7.1 bn (Consumer Reports)

= =4 =4 4 A

|

Combined global revenue of all security service providers in 2007: $7.5 bn
1 Size of the global malware economy (legal and illegal transactions): $105 bn (MessageLabs)

! Click fraud is a mechanism for money extortion by fraudsters, in which they use misleading links (sEmhyj@sautomated

bots to produce fake clicks on onliiagls. This activity costs the advertiser money and gains money for the criminals, as the
common practice in online advertising these days (for instance with Google AdSense) is for Google to ckaigersanly

when a user has clicks on the ads; and part of the fee is paid as commission to the referring website.
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Figurel3- Legal and potentially illegal financial flows related to malwa(Bauer, Van Eeten, and Chattopadhyay 2008)

The authors sum these values to come up witboaservativeestimate for the financial impact of malware and
spamof 0.3%of global GDMotingthat if costs of slower migration tproductivity-enhancinglCT applications are
added, the total impact will be even highéBauer, Van Eeten, and Chattopadhyay 2b08pn-conservative
estimates can benuch higher The security firm McAfee, which like most security firms dragncentive to over
report cybercrime costqafter all scare tactics sell security saions), recently reported a minéblowing$1 trillion
global damageaused by malware in 20q8IcAfee CEO Dave Dewalt in RBA9 conferencd. Whichever figure
you pickcybercrime is costing the global economy and online citizens much money and a sergenafy to fix it
exists in the world.

ATTACKS ON TIGBVERNMENT

The problems caused by malware arvet limited to individuals or even businesses. There have been recent cases
of infections and virus outbreaks in the public sector, and even the militargne case the BBR009a)reported

that machines insidénhe Britishand US governmeshad been taken over by malicious hackers from Ukraine.

Attackson public infrastructures take threforms. The first form isttacks by cybecriminalsagainst the public
websites, governmenPCs etc, whether intentional or ngtand for profit By unintentional, we mean caseseve

the malware writer had no distinct goal of infiltrating the government or military, but rathae @ lax security,
those systems were also hit while the malware was spreatiBasically, the criminals use the same techniques
and motives they use when conducting their business regarding corporations and other organizations.

! Gladly, the Internet in general contributes much more than this amount to the global GDP.

2 Keynote webcast available online at http://media.omediaweb.com/rsa2009/webcast.htm?id=1_3 . The damage was
calculated using Intellectual Property loss, and expenditures for repair.

% Reasons for directly targeting the government are like those involvedtacking other organizations, with the added value
that the government has huge databases on citizens which might come in handy, and for some other specific forms of fraud.
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Thesecond form of attackomes fromother governments. Dependingnothe scope of the event, they could be
classified as either cyb&spionage or cybewarfare. A recent and famous example is the case of the Chinese
IJ2PSNYYSYy (i Qa OEaraniby®d y Sié2 N

A third form of attack, whickshould be differentiated from the previous two, is as a form of civil disobedience and
online-activism. One such incident occurred after the June th& @ctions in Iran this year. During the two
weeks of escalated conflict between the government arel people, members of the green movement performed
coordinated DDoS attacks on government run news and media sites, as both a form of protest and to stop
propaganda’

Governments feel the heat to do something about cyber security. The FUD tactic maxdlysuthe threat of
cyberwar, but in rality, the first form of attacKkmalware outbreaksare much more devastating, as they attee
mostcommon, and influence the dag-day continuity of public services

President Obama, himself a target of an onlineek during his election campaign, has made cygmaurity a top
priority for the US. In April 2009, he ordered a 60 day review of the current situation, and ordered the creation of a
new W O &tsafIBis administration to oversee exactly this is§B8C 2009c)

IMMUNITY OF THE CRINWLS

A final way to look at the extent of cyberime is to look at @ article publishedy the security firmTeam Cymru
(2006b)regardingd (i K S -uBdergr8uNd econo® ©n the relativesense of immunityhe cybercriminalshave.
In this article, the authors use snippetspafblicconversations between cybariminalé, to illustrate:

GGKS 2LISYy FNNR3IFYyOS (KS 0dz2SNER> &Sénd dindEes G NI RSNAE
in which the underground denizens are involved; and the method by which they receive-their ill

gotten goods; the blatant manner in which they advertise; and the personal data harvested every

K 2 dgNeBmCymru 2006b)

Thesesnippets are both amusing and illuminating. A few of them have been choseexatalined inTabled4. It is

worth noting that although the article is reporting a problem for 2006, the mentioned IRC channels are still up and
running! | decided to find the channels, and by spending just a few hours came upon a number of channels, for
instance#ccepower and #cecmaster in the #undernetserver CC stands for credit cgcdThe criminals are still
actively and publicly advertising their maandise, requesting services, and openly trading with each other.

Team Cymru finish their ticle with the nasty truth thathe cybercriminals do not need to hide, or perform their
transactions in private; they openly provide evidence of their crimes; @petate in a sense of immunity. The
authors believe that the reason is a popular school of thought between decision makers that finding and
prosecuting the criminals is too costly and resource intensive. In the next section, we will offer some more
explarations for the status quo.

! The Distributed Denial of Service tactic was rather simple. Iranians acrosstlte especially from Europe, US (and even

from inside of Iran), used a simple script to instruct their browsers to continuously fetch the homepage of the mentiorsed new

sites (once every few seconds). The news sites could not keep up with the |dasl sf¢mingly legitimate traffic, and ceased
G2NylAYy3Id ¢KS I20SNYYSyidiQa NBalLkRyasS ¢lra (G2 akKdzi +Ftft GNIFFAO 7
% The snippets are captured from public IRC channels. Short for Internet Relay Chat, IRC is one oft tieenstdetreaitime

Internet text messaging, still in use with over 500 severs worldwide;
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Table4 - Buying, selling, and trading publicly in underground IRC chanrf@samCymru 2006b)

' Conversation Snippet

<A> Sell Cvv US(1$ each),Uk(2$ each)Cwv with SSN & DL(10% each)and
ePassporte Account with 560% in acc(50%),Hacked Host(7$),Tut Scam CC
Full in VP-ASP Shop(10$).shopadmin with 4100 order(200$), Tool Calculate
Drive Licsence Number(10$).... I'm sleeping. MSG me and | will reply U as
soon as | can |

Explanation |

Example of information goods offered for sale:
credit card codes, social security numbers, and
compromised hosts.

<A> Precautions 1. Use Fake Ip or Use a VPN While On This Server. 2. Do
Not Use Your Real ID in picking any type of money 3. Dont give your real
information to anyone unless you know him/her. 4. keep your self safe on [
UNDERGROUND ECONOMY IRC NETWORK |. ThankS!!

Friendly advice on how to avoid getting caught!

<A> Sell cc's full info with PIN (debit, credit), COB's | aptops (alienware
areabl = 500%, Dell inspiron 6100=400%, Scam pages (ebay, acl, paypal,
egold, escrow, earthlink), track2gen (.exE) support 857 bins, 2000 bins
(update bins), root. Payment (wu or e-gold).

Physical goods are also offered for sale (laptops)
The payment in this case is via virtaakrencies.

<A> Name: Jason XXX

<A> Address 1: XXX S University Blvd.
<A> City: XXX

<A> State: OK

<A> Zip: XXXXX

<A> Country: usa

<A> Home Phane: (XXX) XXX-X991 Ext:
<A> Date Of Birth: 12/8/19XX

<A> Social Security Number: XXXX32199
<A> Mothers Maiden Name: Reaves

<A> Drivers License Number: XXXX24766
<A> Drivers License State: OK

<A> Secret Question: What is your pet's name?
<A> Secret Question Answer: Joad

<A> Name On Card: Jason XXX

<A> Credit Card Number: 4492)X0000XX883 1
<A> Credit Card Brand: Visa

<A> Credit Card Type: Credit

<A> EXP Date: 4/2006

<A> Credit Card PIN Number:

<A> Card ID Number: X46

<A> Card Bank Name: OU Federal Credit Union
<A> Card 1800 Number: 1800XXXXX9

<A> eBay User 1D: XXX

<A> eBay Password: XXX

Identity theftcAy GKA&a OlFas (K¢

is provided for sale.

<B> | have Bank drops for Quick Cashout in(Hsbe,Wells, Lloyds,
Citibank,Boa, Barclays,Woolwich,rbe) Contact me now for Fast Cash
out..Deal is 50% each

<D= Hello,I'm a professional MTCn confirmer if you have any order pend-
ing you can IM me,i have done so many transaction for different people
and also | made different kind of transfer into account such as BAO,
WELS,HSBC any body with full infos for this account who wanna transfer
should IM me now and also i have BIN,EBAY SCAM PAGES,PHF bulk mail-
er if anyone is interested IM me all rippers keep off NOTE | VERIFY
FIRST...............

Extracting cash from the underground economy i
the goal of manyarticipants. Here you see

advertisement of cashiers for both logical and
physical account cleanups. Usually 50% goes to |
cashier.

<A> i need who can confirmer westernunion female visa
<B> speaking of wu, who can do females?

There are plenty of female miscreants too.

<A> | NEED DROPS FOR PHONES AND PDA's in Singapore Australia
Austria Belgium Brunei Darussalam Canada China Denmark Finland France
Germany Greece Hong Kong Indonesia India Ireland Israel Italy Japan
Korea (South) Luxembourg Macau Malaysia Netherlands New Zealand
Norway Portugal Saudi Arabia Spain Sweden Switzerland Taiwan Thailand
United Arab Emirates United Kingdom United States

Drops are physical locations where stolen goods
can be sent. The splitisually 5650.

U CAN BECOME HACKER AND RICH...I!11

<A> JOIN #] CHANNEL ] THE BEST HACKER CHANNEL!!! JOIN US .11

Channel advertising!
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CONCLUSION

In this section we looked athe extent of the cybeinsecurity using a variety of methods. These involved
descriptive statistics, monetary valugovernment responseand criminal attitudes. All of thm together paint a
bleak picture. Experts do not believe that the situation will be amigically resolved any time soon (SEghle5

for 2009 forecasts

Table5 - Trend Micro(2009)Forecasts regarding Internet security threats in 2009

Prediction

Sophisticated blended threats are the new frontier

Social networking sites will grow as targets.

Alternative operating systems will be hit this year (Mac, Linux)
Mobile data is ripe for the picking

Microsoftt the eternal target will continue its legacy of trouble in 200¢
Social engineering will grow increasingly prevalent and cleverer
Broken DN&sues will continue to create headaches

Unlike the global economy, the underground economy will flourish
Identity theft will increase worldwide.

Spam volumes will continue to grow

To fix the problem, more research is required in order to increaseunglerstanding of the cybdnsecurity
problem, and to find possible remedies. The US National Science Foundation sponsoredtanthiokidentify
the greatest challenges that need to be solved in th& @dntury. One of the 14 challenges: securingergpace
(NAE 2008)The problem is serious and here to stay.

2.1.3 REASONS WHY CYBHFCURITMROBLEMS AREBRD TO SOLVE

Hopefully at this point it has become evident for the reader that the cybeecurity is a serious problem. In this
section, we shall take a brief look at reasons given in the literature for tirerttustate of affairs.

CYBERSECURITY IS A WICRRDBLEM

Part of what makes cybet SOdzNRA & adzOK | (K2dzZZ3K AaadzS G2 wekdz2ft @3S Ol
problent Rittel and Webbef1973)used the termwicked problento describe problems that have no deifive

formulation, are themselves symptoms of other problems, have no enumerable set of solutions, and the choice of
explanation determines the nature of their resolution

A good example is the case of spam. Putting aside the fact that there iostél disagreement to determining

what qualifies as spam, there is much disagreement inside the technical community regarding every solution
proposed to fix the issue. To illustrate this point, consider the ooy 3 LI2 &0 Ay G KS, whichOdzNR G &
discusses the future of email authenticatiahack of authentication in email systems is one of the loopholes that
spammers have commonly abused; multiple solutions have been proposed in tHevagears, such as SPF and

DKIM) The author of the blppost is providing a discussion on the merits of the various solutions proposed:

Gh@SNJ GKS @SINEZ Ylye 2F dza KI @S O02tf SOGA@Ste g2N]
SYFAEX | yF2Nldzyl 6§ St e a2YSss Kifawerighafors offerBail add G K G2 LINE (
GKS NBOALASYyGa 2F SYFAfXZ GKS fFNHSNI O2YYdzyAide KI &

! De Bruijn & Ten Heuvelhof (2000) identify two characteristics for wicked problems: disagreement on norms, and non
objectifiable information
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KA&a NBlFaz2ya FyR LINRBLIZaSa || az2fdziA2y8 aX¢KSNB I NB
above. Some would claim that anonymity would be losKk A & A& &AYLX & y23G {GNUzSXod
GKFG GKS NAR&A]l 2 FHdmnar2009F Af Aa G22 3INBIFGXE

The point of this excerpt is to show the lack of consensusconcrete security measures, even on very specific
measureslt goes without saying thahia dynamic environment where agreeing on any security measaygres
much effort and is filled with political behaviour, solving larger security issues can be extremely difficult.

PATHDEPENDENGWDINTERNEGOVERNANCE

Part of the security landscape we see today is rooted in the fact that security mechgsisthsas authentication

and encryption) were not built into the original Internet protocol suite, but are rather being added as an
afterthought and in a somewhat agbc manner(Anderson 2008)It could be argued that the Internet actually
took off because of the relative simplicity of its protocol suite. Our goal however is not to judge whether this was
good or bad, but to simply point out that a certain path dependehas been created, affecting much of the
cybersecurity landscape, and makiitg fixing very hard

This pathdependency issue becomes more complicated considering how the Internet is run. The Internet is
organizedaround Hutonomous systengsindependerlly managed networks, most privately owned, or if public,

managed at an agency lev@llueller 2009)¢ KSNE | NBE OdzNNBy i f &2 dkaNRadeyaRi Sovrestn nlnO (o
the net (nore details will be givem later chaptes). Put simplythere is nocentral governing body, or forum (such

as what we see in GSM) that can make finatislens or set standards on technical mattdviost decisions are

R2yS GKNRJZAK O2yaSyadsa torggiioashd @dediatisny/pRotedsA énight be stuck

with the currentprotocol irefficiencies (regarding securitfgr a long time.

ENDLESS SUPPLY OFTS@MRE VULNERABILSTIE

Many security threats rely on vulnerabilities (bugs) in the software running the Internet servers and clients.
Despitemuch effortand discussiorduring the past decade, there seems to be no siga déclining nimber of
vulnerabilities(seeFigurel14). It is true that the security of the operating system and core networking protocols

has increased, and the number of vulnetdlgis in these layers declined. Bat the same timeattackers have

shifted focus to the application layéin techjargon,d 8 KA F G SR dzLJ ().riS&uringNisiageDid fathed (0 | O £
hard, due to theenormous numbenof applicationsn use(Scott Charney at the RSA Conference 2009; IBM 2009)
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Figurel4 - Vulnerability disclosure, 2002008 (IBM 2009)
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Interestingly enough, this lack of security in software is not unexpected. Shapiro and {20@4) and later

Anderson (2008) present arguments that thesoftware market does not reward security. The basis of the

argument is that the value of software largely determined by network externalities and the laeckthat it

creates. In other words, the market rewarttee dominating firm, which will be determined by the product that

ships first, has the most number of bells and whistles, and provides easetasfsibility forother developers.

These characteristics agdl enemies of security. Micros@ita F LIK2 dz2 4 2 LIK&a 8 KA DJK SA dhn QdzSa R
3SG A G N 3IKid a réfléctiod EhikBedooxhic mrigciple.His is theattitude the overdl software maket.

Software vendorgand not just Microsofthaveincentives to eternally produce buggy cote

INSUFFICIENAW ENFORCEMENT CYBERSPACE

{O02G0 [/ KINYySes aAi piddar a Trosiword? Qoinjuihndy, ivas the fedel prosecutor for
O2YLJzi SN ONAYS Ay GKS ! o{® Ay (GKS wmdbddn a delievesiizkylalA RESINA y 3
percentage of the population will® | £ g1 @& dzJ G2 y2 32 20R¢{ 2 ahEbiér sy T SNBy O
population has beeninstitutions such as policecourts,and others Taking this into accoupCharney states that

cyberspace has several characteristics that makgenh moreattractive forthe dup to no good people

1 Access to large number of rich targethie to the ¢pbal reach of the Internet the Internet

1 Possibility of automation of illegal activities

1 Anonymity and lack of traceability ¢ifie criminals due to both technicalimitations, and limitations in
crossborder law enforcement)

Team Cymry2006a)provide similar arguments, pointing towards legal shortfalls, insufficient coordination, and
lack of recognition of severity of cybercrirmesome of theroot causes of the cybarrime epidemic Anderson and

others (2008a)l £ &2 ARSY (G AFTe IHAND IFIVSIN I I X R yas dhd of Bebratn eEdBowis v G ¢
barriers to netvork and information securityConsidering that these experts believe that tlegterm solution

for cybersecurity requirehangesn the mentality of law enforcemenagencies and international lawt, Wwould

be natural to conclude thahe criminals aregoing to stay with us for some time.

MISALIGNED INCENTIVES
Another fascinatingmannerto look at the failure of security systems was put forwarded by Ande(2601)
informationinsecurityfailsat least as izO K R dzS  {iirtentiySshsiiS ol 16 tedHnical failured

Anderson(2001) gives the example of ATM machine fraud in the U.S. as cadpar Europe. In the U.S,, if a
customer disputes a transaction (e.g., complains about a withdraweatid not make), the burden is on the bank

to prove the custmer is wrong; whilst in Europe the opposite is truie customer have to prove their case t

the bank. Of course, this is very hard for customers towdich leaveghe bank in asafer position Interestingly
enough however, after 20 years, the European banks ended up payingforasecurity and fraudAccording to
Anderson, lhe reason is thasince the U.S. banks were liable for fraud, they had incentives to improve security, by
for instance training staff to be more vigilant, or installing cameras in ATMs; while at the same time, their
European counterparts were becoming careléssfar reabing conclusion that Anderson draws from thtsry is

1¢KS GSYyRSyOe& 2F G(KS a2F06FNB YINLSG G2 Y208 (261 NRaA R2ZYAYI
threat ¢ it makes successful attacks more devastat{#guderson et al. 2008a)
% The keynote webcast is available at: http:/media.omediaweb.com/rsa2009/webcast.htm?id=1_4

% In economics, an incentive any factor (financial or nefinancial) that enables or motivates a particular course of action, or
counts as a reason for preferring one choice to the alternatives. It is an expectation that encourages people to behave in a
certain way.

“Thisisac® 2F aY2NI}f KIFITFNRé o0& (KS SYLX 28884 2F (GKS 9dzNRLISIY ol
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that by assigning liability tthe party ¢ K 2  @angfe the riskfthe banks, versus the customerte incentive
structurechanges in a way that benefigdl partiesin the long run.

We can use incentives to analyze the security outcome of the large online ecosystem. We see a certain degree of
misaligned incenties:every actoris makingrational decisionsegarding heilown securitytradeoffs but the sum of

these decisions is a sitiiah far from optimat. Take the case @fndusersA ¥ G KS& R2y Qi LISNDSA DS
the case of a malware inciderthey will not spend money on securigpftware, or thetime and effort necessary

to educatethemselvesabout security risksThisthinking istrue for all actors. If an actor adopts a level of security

that makes sense fdrer but harms others, we state that she is creatly S3+ G A OS2 SEGSNY+f AGASEQ

The incentiveperspectivesuggestshat cybersecurity can be fixed bghangingandi £ A3y Ay 3¢ (GKS Ay OSy
actorsin cyberspaceSome methods have already been proposeat. iRstance, Wasli2007)discusses waysf

designing software that would provide incentiviseausersinduce better security choiced_oder Van Alstyne and
Wash(2004)put forward a mechanism calledd I (i G Sy (i Awhiyghtame fieRircadtives of the spammersind

FNBdzS GKFd GKAAa ¢g2dd R fSI @S NBOALASyda o0SGGSNI 2FF GKI
mistakes.

Obviously, these are all very promising, making it worthwhile to better understand the underlyingivecseat all
actors In this regards, Van Eeten and Ba(2008) have conductedmultiple interviews with Internet service
providers, ecommerce companies, dofare vendors, registrars, and eagers, concerning how they make their
security decisionsaandthe incentives they face. We will talkeedeepetook at these findings later in this chapter.

CONCLUDING REMARKS

In our review of the literature so far, we have had a look at the various online threats thatsand face, the
severity of these threats according to various reports, and a list of root causes provided in the literature. The
different views presented age on two things. Firsthat the problem of cybeinsecurity is severe, and worsening
Second, the solution needs to be as much political, economical, and social, as it would be technical and
engineering. These two makecyberinsecurity an interesting shject to research for astudent studying
Management of Technology.

Obviously, as the mentioned threats and perspectives to deal with the issue are quite large, some focus needs to
be broughtwhen researcling this topic We will continueour review of theliterature by focusing on the most
severe of all the threatdbotnets; and we wilsolelymake use ofhe incentivesperspectiveto further analyze the
situationand search for possible solutigneavingout the other perspectives (such as discussionswtaternet
governancg

'¢KAEd A& AAYAEEFENI G2 GKS FlLY2dza aGKS (NI 3ISRe 2F GKS O2YYzyaé
% |n economics, an externality or spillover of an economic transaction is an impact on a party that is not directly invibieed i

transaction.In such a case, prices do not reflect the full costs or benefits in production or consumption of a product or service.
An advantageous impact is called a positive externality, while a detrimental impact isacadigdtive externality.
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2.2 BOTNETS INEPTH

In this section will take a more elaborate look at botnets, and investigate how they work, what uses criminals make
of them, the business models that surround them, @othe other related topic

2.2.1THEMECHANICS OF BOTNETS

Let us start by giving a clear definition of botnets. The Shadowserver Fourld¢#667a) defines abotnetas a
collection of computers, connected to the internet, that interact to accomplish some (usually) illegal task. These
computers are compromised, and are being diseithout their owner's knowledge. The compromised machines
are calleddronesor zombies The malicious software they run is referred tolad'.

Data Center Botmaster
Servers
y -

LAN
Segment

e

ly

= Enterprise
v s ) Network

Public

D \ Internet
' Consumer /
Broadband

»y
‘ 7

Figurel5- A typical botnet with zombiegCisco 2007)
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BOTNET FORMATION ARROPAGATION

It should be pretty obvious that the more hosts a botnet has, the more valuable and powerful it becomes. One goal

of a botnet owneris to continuously grovhis6 2 (i y' S fedruitiog WS¢ 020a OAYyFSOEiAy3d Y2
criminals are pretty creative and devious when it comes down to the techniques and opportunities they use for

this. The infection mechanisms can be divided in two general methods:

1 Automated infection through the exploit of software vulnerabilities wrisconfiguration? Bots contain
a scanning engin¢hat actively scansheir surrounding IP addresses for vulnerable hoéthe bots are
behaving like worms)

1 Infections requiring user interactionThe user is deceived through various means to actulidly and
run malware.(The bots are behaving like trojgns

¢KS aLISOAFTAO YS(iK2Ra dzASR NBX ydz¥YSNRBdzaz FyR OKIFy3aS | dz
0 dzx &éwly discovered software vulnerabilities for which the manufacturer hasyabteleased a patch; There

'¢KS F2dzyRHiGA2yE 6KAOK A& fAY1SR (2 o6& Ylyeé &2dNODSaz RS&EONA
RFEN] SNJ AaARS 2F GKS LYGSNySaez oAlKGIKSS ay AGRaoAS2NID NAFY Sa diyyR SNBSS | Ay
VUl ySNI oAf AGASE AyOf dzRS ySpsteé RAAO2OSNBR odz3as 2NJ 2f RSNJ 2y §3
configuration are default passwords
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are numerous delivery methods, such as spam emails, poisoned websites, USB sticks, etc; And the social
SyaAaAySSNaAy3a GFOGA0a SELX 2AG é6KIFGQa 2y LIS2LX SQa YAYyRa
downturn, or a sports league. We will provide concrete examples when examining the Storm botnet shortly.

TYPICAL USES OF BAOTNE

When describing the cybéandscape, we named many of the illegal uses of malware and botnets, but for the sake

of having them all in om place, weelistthem inTable6® LG Qa AYLRNIFyd G2 (1yas GKIG
modular manner, meaning that the attacker can add new functionality torthas the need arisg®©ECD 2007)

This is done by the bot downloading additional malwdieally, otnets areW 3-8 €z& ( |-, dsyah he3aen ithe

Wotnetf A F S depicied BRDErel6.

Table6 - Uses of botnetgadapted from OECD 2007; Shadowserver 2007a)

| Usage
Locate andnfect other information systems (botnet growth)
Stealsensitiveinformation from each compromised systefsing keylogging, accedsg the file-systenk ) X
PerformDistributed Denial of Service attackstfie attacker orders all bots to bombard a target withffraat the same timg
Send outspam(both for profit; and for distributing malware).
Hostphishingsites (for fraud) andnule-websiteswith rotating IP addresses.
Engage irlick-fraud (The bots click on adanners that earrthe botnet ownes money)
Hostwarez(pirated software)pornography and other illegal content
Espionagdspying on infected users or intercepting network traffic)
Use as aroxy/shell for attacking larger information systems (removing IP trace)
Selfdefence(by killing antimalware software, disabling updates, etc)

1. Malware

2. Steal something
| (money, information,
= | authentication
credentials from

users)

Infection & botnet
generation cycle

3. Becomes part of
a botnet

; Botnetﬂwl_ﬂﬂu\ -

f’ | ‘I\‘
) i |ﬂ |ﬂﬂ|ﬂ|:|ﬂ ‘dlﬂl'ﬂ ~ ".
0y |ﬂ ﬂ |ﬂ |ﬂ |ﬂ |ﬂ vl

Steal information, e.g.

L 'ﬂ host phishing site

e ' lﬂ'ﬂ with rotating IP

A \ Iﬂ |ﬂ| f address
< N ’_ send

h Spam
Compromise other s g
computers with -
malware e

Launch DDoS
attacks Host mule sites with
rotating IP address

Figurel6- The botnet lifecycldf OECD 2007; Shadowserver 2007a)
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HOw BOTNETS ARE CODITIFED

Since botnets are rather flexible and can be used for many purposes, they need to periodieiily ceecnmands
from their dmasterg alsb known aherdersor simply,ownerg. This is achieved via variocemmand & control
mechanisms

In the first generation of botnets, the bots would all login to an Internet Relay Chat server, join a particular
chanrel, andwait for their master to send them a messagéth new commands(Shadowserver 2007a)his
approach wagavouredfor its simplicity but had several drawbacks. For instance, if a rival gang found the channel,
they could hijack the botSSimilarly, authorities and ISPs could take down theéioby blocking access to IRC.

Another C&C mechanism is to use an HTTP (web) server: the bots periodically access a webpage to receive their
commands(Shadowserver 2007a)This method is stealthier then IRC, as the web requests get lost in the
thousands and thousands of wgiages a user typicdll A aAGaAD | 2SOSNE AT GKS aASNBSH
out, the same drawbacks exigtigurel7 shows these mechanisms schematically.

o Compromise as many devices as possible

Bot
o Execute commands

Figurel7 - Centralized Command & Contr@ilmagesource:secureworks.com)

Other innovative mechanisms which are much hardeddéeat, include peer to peer C&C structu{(@ECD 2007)

and more recentlyrandomURLbased HTTP. In the latter, the wdbmain of the C&C server changes every day.
The botgenerates a random list of domains everyday (e.g., 500 domains), and tries connecting to them all. The
botnet herder only needs to actually register and setup one of these domains for each day to be able to send
commands. The authorities however would eto monitor and close all of these domaiasery day a very
cumbersomesndeavour

! Encryption is used to mitigate this problem
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2.2.2ILLUSTRATION OF A RBT THE STORY &TORM2

In order to get a more concrete feeling of botnet propagation, uses, ltthviour we will take a look at the

Storm botnet. Storm was one of the first truly sophisticated botnets, and grabbed many headlines in 2007 and
Hnny® {d2N¥Y NBOSAGSR Aida ylIrYS FNRY (KS &adznaSOoG 2F (KS
9 dzNR(8dBnkier 2007)Over its lifetime, the botnet owners came up with manyieing email subjects and web

pages, some of which are listedTable7. Exact figures on the size of the Storm botnet are hard to come by, with
estimates ranging fnrm 160,000 up to couple of millior{Blorge 2007) Stormhadthe usualbotnet abilities such

as being a trojan, worm, bot, spaemgine, DDOS tool, etc, but addition,it featuredsome interesting capabilities

that made it hard to fight with. Schnei¢2007)lists some of these as follows:

9 {d2NXY 61 & RSaA 3y With sdgiegatlory of dutiey (l.e., Pa2ts ¢ fie dtned different
tasks). Moreover, this colonyses a peeto-peer C&C struare, making it hard to monitoanddisable.

T {02NY RARY QO ONBIFGS Fye y20§A0St of SuttihgStdeF ddWMdr g OS A Y LI
while to avoid suspicion

1 Storm changed its distribution payload every 30 minutes, making it hard foviang software to detect.
{02NX¥Qa RSt A @S NEludngraky2wRbsite akiffefeAt®mRall campaignTable?)

T {d2NY FFOGA@GSte LINRPGSOGSR AGaStT F3IrAyad FGdSyLia
against both computers scanning for it, and againstgbeurity rese NOKSN&E 26y aA0Sasz YI |
2yS YSaaga gAGK Ald¢e

=

Of course, all this effort was not withodihancial motivesironPort (2008a)reports that Storm made plenty of
revenue for its ownes, the biggest source of revenue comifigm thed / | v I RA |y .iStiom sentl1.5 & ¢
billion spam messages daily, from 10% of its bots, promoting this pharmacy. The pharmacy used 100 new domains
per day, and had 15 uniquely branded websites. The sitesrauff counterfeitpharmaceuticals, (shipped from

China and India), rather than bramames from Canada. Buyers usually received the drugs, and the whole
business, made possible by Storm, creadedestimatedrevenue of ovei$150 millionyearly! Table7 lists some

other revenue sources as well.

Table7 - Socialmalware methodsused forrecruitment andrevenue generation by Storm (IronPort 2008a)

Vehicle Purpose Explanation Technique
al f A OA 2-d Propagation Purport to offer a free scanner that will alert computer users Social
aLR 61 NBE infections on their system. In reality, the user dewnloading and engineering
installing malware. via website
Spoofed NFL Propagation Active in the football season, promoted a NFL season game tre Social
site application, which was in fatle Strom malware! engineering via
web / email
Spurious Propagation Spam puporting to show a video clifeaturing the recipientwould Social
YouTube site direct recipients to a site with the YouTube logo and a link to follow i engireering via

KAG aNHzyé F2NJ GKS I+ OddzZ € @A RS2 web/emalil
Fraudulent e Propagation { Sy i 2dzi 2y I t Sy (idcchsofsd th Bnksdaged Social

cards announcel an ecard from someone for the recipient. If the recipiel engineering /
clicks through to the website, they downloadiStorm malware. email spam

Free Games, Propagation Targeted at younger demographics, these increasingly clever wehb Social

Psycho Kitty that look appealing antun actually infectdA 8 A G 2 NEQ 02 Y engl])in.tteering via
website

Vulnerabilities Propagation Malware creators identify vulnerabilities in popular, legitimate softwa Software

in widely used They take advantage af vulnerability by inserting active code whic vulneralilities

software apps SELX 2A04& (KS dandiciimprnhisé hesysie@. T |
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] Vehicle Purpose Explanation Technique |

Blog comment Propagation Spam comments on legitimate blogs include links leading to sites Web Spam
spam infect computers.
Excel Propagation Messages that included Excel file attachmentised only fortesting Email Spam
attachment response rate and infiltrating artipam systems (not successful).
spam
MP3 Revenue Purported to be songs from well known artists, but instead the au Emal spam
attachment files contained ads that pushedsO1 & Ay @ LJdzYLJ | yR
spam
PDF attachment Revenue A tool for stock scams, they feature PDF attachments that look like Email Spam
Spam designed, legitimate investment newsletters.
Pharmaceutical Revenue The main source of revenue for the storm botnet, the spam mess: Email Spam
spam direct recipients to credibkooking sites offering drugs like Viagra ai
Cialis for saleThe orderswere filledwith counterfeit pharmaceuticals.
Phishing spam  Revenue Direded recipients to apparent financial management sites where th Email Spam
personal and financial information gets collected for criminal purpose
Money mule Revenue Offered recipients workirom-home jobs transferring money throug Email spam
spam their bank or PayPal accounts for a commission

Interesting enough, Storm vanished in MIAG08 without a clear reason. Microsoft gives some of the credit to
MSRT (Malicious Software Rewal Tool), but it is also possible that the botnet has morphed into a bigger and
scariercreature(TrendMicro 2009)To this day, Storms controllers have not been identified.

2.2.30RGANIZATION ORE BOTNET ECONOMY

The underground economy behaves like a highly specialized market, with segregation of tasks and services based
on expertisgBauer, Van Eeten, and Chattopadhyay 2008; OECD. 2087 case of botnets, a simple value chain
consists of the following actors (shownHigurel8).

1 Crackergor malware creators), who engage in finding software vulnerabilities and writing code to exploit
GKSY® ¢KSe& aStf GKSANI YI f-itedl 2\NdBN\eB Sif 2FYCS ((AAYUS3aT Ay G KS T2
1 Botherders who acquire the malware (or malware kits), and spend most of their time distributing the
YIf gl NBE WNBONMZA GAYIQ yS¢ 620a> I'YyR RSFSYRAYy3I (GKSAI
1 Fraudsterswho rent bots from the herders, and udetd perform / launch / host their different schemes
and attacks;

i

- YW W
D P
Crackers Bot herders Fraudsters theft
> s N YW W i o
.“-."‘.t- - Y -
Vulnerabdities s "‘.’ b & Computer power
& techniques N O Data access Customer
s A £ 103
AN £
< &
4 e ) > D oy
o >
Employee
Ds

Figurel8- Division of labour in the botnet value chaifimagesource:identitytheftblog.info)
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The complete value chain contains many marors For instance, as we saw in section M0 & K Aigad 2 dzii Q
critical part of the underground economy, undertakenyR NIFigdiieDdBhows a more elaborate piate of the
division of labour.

Sells credit
cards with
dentities

Drop Sernvice)

Seller Malware

Senvices

Buys Goods

M ahware
Distributor

Guarantee
Salls Malwars

Buys
Drogp
Shie

Template

Uses Senvices

Identity 2llz [dentiies

Collector

| Sels Malware

Uses Services

Foraard Goods

Uses Services Reassller Developers

Figure19 ¢ Division of labour in the underground economvlessagelLabs 2007, as cited in Bauer, Van Eeten, and Chattopadhyay 2008)

There is much money to be made in thgbercrime world. Considetthis: gangs are offering computer

LINEINF YYAYTI 3ANIRdzr iS& FTNRY az2a026Qa UGSOKYyAOFft dzyA@SNEA
a professional Russian is $640 per mofftrendMicro 2009) Of course, thivaluecomesat the expense of the

other actors. For instance, spammers make money, even though only 1 in every 12.5 million spam emails results

into a sale(BBC 2008h)ximply because theost of sendingpam isnearly zero. The poor recipients howevered

to spend considerable amounts of tindeleting thespam. Criminals are causingvere negative externalities.

2SS gAftf FTAYAAK (GKAA& aSOGA2Yy oA G KthdughMBnets aid| the loraichimd of T O G 2 N
smart cybercriminals, there are various social and technological factors that enable their propagation and
sustainability, e.g., they are economical, untraceable by the law, etc. Many of these were discussed in the previous
sections. OEC[R007)lists two other technd 3A OF f Syl o6f SNA (KIFd ¢S KIF@SyQd eSi
growth of oadbandL y i SNy Sl ® W! f gl 8a 2y Q dzaSNARA 6AGK Flrad O02yySO
two reasons: they are faster to recruit, and more useful once recrufiezbcond factor is the increasing number of

services onlinayhich increases the numbeif targets for attack and exploit.
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2.3BOTNETMITIGATION

Having identified botnets as a serious cyli@eat (as they act as a platform for most other threata)e now turn

our attention to ways this threat can be mitigated. The first answers that come to fieintdotnet mitigation

would be to target the criminals, or to increase euaser security vigilance. These are of course easier said than
done, and in factthe complete range of possible remedies is much broader. For instance, liability could be forced
on software vendors, service provideos,other parties

Asbriefly discussed in section 2.1, the status quo regarding Internet security, including ¢hef fitnets, is the
result of various shortcomings, be they technical, legaleconomical.ln this section, we will apply some basic
economic concepts, such asternalitied, incentives, etc, to further investigate the botnet problenfrom an
economic perspectivegne path to mitigaing botnets would be to changhe incentive structure of some actors.
Before we can propose any such stepss itnportant to understand how actors are currently making their security
decisions. Van Eeten and Bau@008) have performed an extensive set of interviewsdth market players
regarding this matter, which weill review in thissection.

2.3.1ACTOR ANALYSIS

Table8 lists the major actor groups participating in the cylseicurity landscape. We will givebdef description of
each actorthe strategies they have adoptethe incentives underlying this siitegy;andfinally, the externaligés
they create in the value nefespecially withregards tobotnets and their cousin, malware).

Table8 ¢ Major actor groups affecting Internet securitgparts adapted from Van Eeten and Bauer 2008; OECD 2007)

] Actor Group Notes / Subgroups

Malicious actors 1 Organized criminals
1 Fame seekers & comats
9 Insiders

Endusers 1 Home users,

1

1

SmalMedium size businesses
Large enelisers (government institutions, retailers, enterprises)

Software vendors

Hardware manufactures

Security service providers e.g.,Anti-virus firms

Internet governance bodies 1  Consumer protection agencies

1 Internet bodieICANN IETFetg

1 Industry associations (e.g., ETIS)

1 Regulatory agencies (national & international)
1

1

Policy making bodies (national & international)
CSIRTE&Computer Security Incident Response Teams)
 Law enforcement

Incident response

E-commerce companies Including financial service providers
Domain Registrars
Internet service providers Including access providers, and hosting providers

According to Van Eeten and Bay2008) three situations can emerge regarding security externalities that actors
create:

i ¢KS | O02 NI R2 S asfitgiie., SheBehrsitBe cosyof ptotedtig) Mdainst security threats;

! See previous footnote for a definition of theserds
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il The actor creates externalities which another actor capable of managing it absetbshe makes
security decisions that deviate from the social optimum (due to lack of incentivekilts); However,
another actor, capable of mitigating the size of the externbli\tyillingly internalizes these costs;

iii. The actor creates externalities that are imposed on society at large, or on unwilling actors.

MALICIOUS ACTORS
Malicious actors can be grouped irfige categories, based on their motivation and skills. These categories are:

Innovatorswho areindividuals that for the love of the challenge, devtitaee to finding security holes;
Amateurfame seekersnovice users who use readyade tools to grab (media) attention;

Copycats hackers who desire celebrity status in cybercrime communyjtrecreating simple attacks;
Insiders exemployees and egontracts who want revenge, and do so by abusing thaiusty privileges;
Qiminals,who arehighly motivated organizedextremelypowerful, andare in the game for profifOECD
2007)

= =4 4 -4

The strategies adopted by the most vickoof the malicious actors, the criminals, are: extracting profit, running low
by adoptingstealth tactics; and defending their territory. This group of actors are the creators of the whole botnet
problem, and for their personal profitmposehuge @sts onsociety as a whole.

ENDUSERS
Endusers can be categorized into three groups: home users (and individuals); small to medium businesses; and
large end users (public institutions and global corporations).

Home and SMB usecseate the most negative exterties among the legitimate actors.at of the externalitieds

absorbed by other players, such as I8Rternet service providersand FSP¢financial service providers)he

negative externality is causdxy risky online behaviour, in combination witlet employing securitgoftware. This

is outcome is a result of several facta 8 NE R2y QG dzy RSNE G YR K2 gknavwhenl NS & 2 N
they become infected; theperceive the chances of being hit, or the harnattimalware will do to themas lov?;

they find paying for security software as unacceptdpénd lastly, de to bad design of security softwangsersdo

not like to install it

LGQa AYLRNIFyd G2 1y2¢ OGKIG GKAy3a INB ff y2G o0FR ¥F2
adopting antivirus and firewall softwargVan Eeten and Bauer 2008)

Large end usergsually have dedicated IT staff that understanduwsdy risks, take precautionary measures, and

handle incidents. Still, some believe thhey are under investing and creating negative externalidsoth in

GSNX¥Ya 2F YIfglINB AyFSOlAzyasz FyR Y2NB GNRKcémived that @ > Ay
effect security decisions of large users include: avoiding brand damage; legislation (both liability and compliance);

and minimizing lost productivity.

Some disincentivesf large userst y Of dzRSY LJ2a&A 0 Af A G & (2T 3@ dzf GyKSANA-IGAATE AGINS RLS!
security versus availability, speed, or usabilitytheir businessand finally, the monetary benefitsf security
measuresot being very explici{Van Eeten and Bauer 2008)

! Meaning that this other actor can manage the risks through security measures
So3 0 GKAYLAY3A aL R2y Qi KI @S FyeliKAYyad AYLRNIFYG 2y GKA& 02 YL
% e.g., Believing that it should be already included on the compute
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In summary, end users create negative extetiedj although not deliberatelyrart of this is born by thenand by
other partieswho seedealing with their externalites & + aO02ad 2® R2Ay3 o0dzaAySaa

SOFTWAREENDORS

Onecould arguethat half of the botnetpropagationis rooted in exploitable softwaréwith the other half being
social engineering and user behavipuiVe have previously discussed the role of software vulnerabilities in the
whole cyberinsecurity problem, and some of the incentives that lead toHere we will reexamine these
arguments.Please note that that software market is very diverse and aremaeguis are about the mainstream
market, as in some specialized markets such as defence, security is a critical requirement from the start.

The most important disincentive is that the market does not reward secqgréy least before a firm becomes a
dominart player. Rather, it rewards characteristics such as extra functionality, ease of use, and compatibility, all of
which have tension with increased security. Developing secure software increasing vendor costs, while many
times, it inhibits or distrets fran compatibility and functionality/Anderson and Moore 2007)

However, after a firm becomes dominarmiyo factors come into play that could act as incentives for increasing
security.One incenive is avoiding (or mending) brand damage, similar to what happened to Microsoft in the early

HAannad ! FGSNI I ASNARSE 2F &aLISOGI Odzf F NJ g2N)Y |GGl O1a OF dz

more seriously and started an internal cedeview campaign in early 2002, which eventually resulted in the
release of Windows XP Service Padi Burrott 2004; Van Eeten and Bauer 2008)e other incentive is the cost

of vulnerability patching. A patch consisting of 2 lines of code might take 3 months to test and (gleaseeme
cases) adding up to enormous costsTo escape the costs of vulnerability patching, vendors need to invest more
in security upfront(Van Eeten and Bauer @8)

l'y AYyOSyGuA@S YSydAaz2ySR Ay GKS AGSNI Gdzm& is luseds @are O y
responsible for their systems and the security decisions they make. This could be a disincersiaifity, as it

dumps liability. @ the other hand,irresponsibleuseractions can stilcause negative publicity for the vendamo

this argument goes only so fgivan Eeten and Bauer 2008)

The net result: prior to market domination, strong incentives against security exist, but after domination, this

OKlIy3aSad Ly SAGKSNI OraSsz az2Fiasol NBE OSYyR2NA Rs2weli 0S5

externalites To be fair, the extef | f AG& G(GKS& OFdzaS Aa ft26SN KIy {(GKS
market, users might actually chooseftwarewith a lower degree of security and remedy the probleith other
countermeasureOf course, lockns and information asymmetriedeprive the perfect market.

SECURITY SERVICE VERD

This group of actors has a straightward incentive of selling its security solutions, and are in fact benefiting from
the botnet problem. This creates a tendency for thenot@rreportlosses, disasts, etc, and deploy scare tactics
to promote their solutionsA recent and somewhat amusing example is a report by Mc{@fe@9)calculating the
YOI Nb 2y ¥ 2 2 (iThéNdkiyé toQell 8eturity dollitiviegten leadsthese vendordo promote the solution

to malware as beinghostlytechnological.

HARDWARE VENDORS
Hardware vendor¢PCs & network equipmentjo not have a direct role in the botnémalware problemThey do
have an incentive fogrowing sales, which will to some extent benefit fromst in the Internet and its usefulness.

! Installing patches is also costly, especially for the enterprise customer, so they might decide to ignore some of them, which
has the possibility of costing negative publicity for the software vendor.
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This is not a major concern however, dhaugh some people might shy away from the Internet due to security
fears, most citizensnd businesseare nottroubled, as evidenced by the continuous growth in the number of
Internet subscribers and broadband penetration worldwide (source: ITU and Warlk statistics).

For PC vendors, there is a story thatre customersxpecti K SA NJ 02 Y LJdzi SNB ©BS dlhigt S8 w2 dzi
mearsthat the hardware vendors would need to bundle security software (e.g-\@mnits) on their machines. Such
a strategy is beneficial for the hardware vendors as they gain commission on such sales.

INTERNET GOVERNANCBIES

Regulatory ajencies and policy making bodie®elving deeply into the incentives that governments have in
solving cybessecurity is not part of this thesis, but suffice to say that for a variety of reasons, such as fostering
economic growth, and protecting their owystems online, theylo wish to do something about cybémsecurity.
Anderson and Mooré2007)review some of the options available to governments.

First, h the mid 1980s, the US governmerar({d lateron NATQ tried to solve theldémons marketQproblem of

security with the introduction of certificatiors | YR ONAXAGSNAIF a0KSYSa 60GKS ahNIy
I NAGSNRI € 0@ 20K FGGSYLIa cmbvsiEe salegtiarOdsbriaaadiMzora 2007)dzS G2 |
A secondstrategy has beeto passregulation such aghe HIPAA an®arbanesOxleyactin the US Although these

laws might have some effectiveness, thpyt disproportionate burdenon small to medium sizbusinesses, and

distort security market¢Anderson and Moore 2007Pirect regulation targeting unsolicited butknail, computer

intrusion, etc, also existbut obviouslyare not havingnuch deterrence on the cybercriminalg short, the results

of regulation are doubtful and speculativezinally, slf-regulation has alsosseenmixedresults, working in some

cases, such as patechanagementandfailing in others suchwebsite approvaseal(Anderson and Moore 2007)

It seems that governments are aware of the limites of current approaches and asearcling for better policy
options. This has fuellethterest in academic research in cyksacurity. In a report, commissioned by the
European Network and Information Security Age(tedISA)Anderson and his colleaguEX)08b)discuss some of

the practical options available to EU governments for improving security failures. Their recommendations are
listed inTable9. Cther sources put forward other idegsuch as awareness campaigns, international treaties, etc

Table9 - Policy recommendations to amend market failures for cybsecurity within the EL{Anderson et al. 2008b)
Recommendation

1. The EU introduce a comprehensive security breach notification law

2. The EC or Central Bank regultesnsure publication of robust loss statistics for electronic crime

3. ENISA collect and publish data about the quantity of spam and other bad traffic emitted by European ISPs

4. EU introduce a statutory scale of damages against ISPs that do not respond promptly to requests for the rema

compromised machines, with a right for users to have disconnected machines reconnected by assuming liabili

5. The EU develop and enforceastlards for networiconnected equipment to be secure by default

6. The EU adopt a combination of early responsible vulnerability disclosure and vendor liability for unpatched sof
7. Security patchebe offered for free, and patches be kept separate from feature updates
8
9

The EU harmonise procedures for resolution of disputes between customers and FSPs over electronic transac

. The EC prepare a proposal for a Directive for proportionate and eféestinctions against abusive online marketer
10. Research, coordinated by multiple stakeholders, to study what changes are needed to cohsifierii S O G A 2
11. ENISA advise the competition authorities whenever diversity has security implications
12. ENISA sponseesearch to better understand the effects of IXP failuegs] insist on best practices in IXP peering
13. The EC put pressure on the 15 Member States that have yet to ratify the Cybercrime Convention
14. Establishment of an EWlide body for facilitatinanternational cooperation ortyber crime, using NATO as a model
15. Regulations introduced for other purposes should not inadvertently harm security researchers and firms.
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Industry associations,wishing to avoid government intervention, come up with variowd Sad LINI OG A C
NEO2YYSYRIGA2yaQ NBII NRAY3I LY HBNKSNIn the $5O debltdr. (A& Shallitake LINE Y 2
a look at these recommendationsém upcoming sectian

Consumer protection agenciepglay a somewhat double role in ternag positive and negative effects on cyber
security. On the one hand, these groups push for liability laws, and protection of customers against fraud, which is
good for security. On the other hand, they purgmiévacy lawsand raise alarms about ISPs spyimgemduser
communications, which could inadvertently work against security (as discussed under the ISP actor).

FINANCIAL SERVICE PRERS

Financial service providers (such as banks), and more generalbymmerce companies, are unigue among the
actors in the manner that theinternalizepart of the damage caused by malware and botnets, by compensating
end-users for online fraud. The reasdar this strategy is clear: the enormous benefits that increased online
transactions has for therh(Van Eeten and Bauer 2008)

In order to achieve incred transaction volume, FSPs priorities are to keep their systems user friendly, usable,

and available, even at the expense of security. Trust is also critical in financial transactions, and FSPs maintain trust

by compensating users for any problems thaght be caused by insecurities. A good example is the eccadit

system: the system lacksfactor-authentication used in debit cards. This makes it very easy to shop with your
creditOF NRX odzi AG Ifaz2 AYyONBlasSa .JhedrSud hoxever & Nt aldetereri? O NR
for online-shoppers, as disputed transactions can instantly be revoked {fiestmoney is refundedchecks are

done afterwards). The results are astonishing: 358% growth in online and telephone transactions bed@&e¢a 2

2006, compared with122% growth in fraud during the same period. The global fraud rate for VISA in 2006 was
0.051%(Van Eeten and Bauer 2008)

Theprocess of internalizing costs (which the FSPfodtheir benefit) issocially optimumas theseactorsarein a
position to manage the risk&%an Eeten rad Bauer 2008)An example of being in a position to manage the risks is
that creditcard companies are very good at detecting unusual purchasing patterns indicative of fraud, and might
stop a fraudulent transaction even before the candner notices®

DOMAIN REGISTRARS

A domain name registrar is an organization or commercial entity, accredited by {GaNNs delegates), to
manage the reservation of Internet domain names for the public, in accordance with specific guid@likgsedia

2009b) In simpler words: if you wish to have your own domain, you buy it fobrthe registrars. But how are
registrars connected to Internet security and specifically botnets? One part of the answer lies in a technique used
for hosting phishing sites, command & control servers, and malware delivery sites, knéaat-fas<.

To wnderstand fasfflux we must briefly explain how the DNS system works. Every host connected to the Internet
KFa Fy WLt FRRNBaaQxs ¢gKAOK A& dzASR 6KSy 20KSNJ deadSvya
accessing a website, such as www.tudalftyour computer isctuallysending requests to a wekerver with the

! Credit card merchants receive commission for erahsaction, so increased transaction volume equals increased revenue.
For brick & mortar banks, the major benefit is lowering the costs of branch offices where people usually do offline trasacti

% There is some discussion among FSPs of moving teveardodel were endsers will become responsible for fraud, but
considering Anderso(2001) such a form of liability dumping will most probably backfire, and the current straiethe FSPs
2F 1SSLAY3I FTNIXdzR +G al OOSLIilofS¢ tS@Sta Aa o6Saido

% Internet Corporation for Assigned Names and Numbemmnis ofthe InternetQ overning bodiesits responsibilities include
allocatinglP addresses artdp level domain name management (inclag new country codes)
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IP address 131.180.77.34. Knowing this IP address is necessary before the network connection can be established,
and you computer obtains it by performing what is knownaaBNSlooku. A method for blocking acced®
certain serverss by filtering traffic towards that particular IP.

Now, fastflux abuses the DNS system to avoid being filtered, and also to perform some otheteméaistricks.

This is how: as shown Figure20, in the fastflux technique, bots continuously register and deregister their IP
addresses for a particular domain. This means that each time a request éshyaduser to access a malicious site,

she will end upaccessind RAFFSNBYy (G 020G 6FyR Ll2aarofte RAFFSNByd L{t
the bot or blacklist its IP, as within a few minutes, a different bot will be serving the malmotsnt. The only

option to combat fasflux is for the registrar to suspend the bad domain.

register

register  Zombie2

100.1.2.3
rwards request
registar
ISP DNS rEsponse Registrar ONS Zombied
changes: register 7680
DINS request: lookup www. badsife.com

20.23.4.5
100.1.2.3
7689

80234 Zombied

& 80.2.3.4
Wictim

Figure20- Fast flux DNS technique, used by botnets to hide phishing and other malicious sites

In deciding whether or not to suspend a domain, registrars face several incentives. Positive incentives include:
maintaining reciprocityavoiding brand damageandavoiding beingblacklisted Negative incentives include, most
importantly, legal constrains. A case has to be buillp before a domain can be suspended (creating high costs);
and the risk exists of mistakenly taking down a legitimate domain. An incentive that works both ways for registrars
is cost of abuse handlingdbomain registration is a werdow cost, low margin business, making handling abuse
complaints very expensive for the registréWan Eeten and Bauer 2008)

These can lead to two exeme strategies. On the one hand, a registrar can choose to be proactive and even use
automated abuse handling, to encourage crimirtalsnove away from them and move tomaore lax registrar; a

totally opposite strategy is also possibte:not care AT AL&about abuse handling (targeting a differemtarket

segment in this case)ln the majority of cases, registrars will adapt a strategy similar to that of ISPs: respond to
externaldomain suspension requests (such as when submitted by a bank), and letipgablem exist if no one

is complaining about it. Taking into account the number of phishing and malware domains not reportecaréhere
SEGSNYFEAGASE I NRAAYT FNRBY (i Kiet (Nah Edteh ghd BaBed 2088)i NI NAQ 6 SKI

INTERNET SERVICE RBBRS

ISPs choose amongeativelywide rangeof strategies when it comes to cybsecurity. On one end we have ISPs
that make money by domabsolutely nothing regarding mitigating cykibreats, the so calledt NESASPgVan
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Eeten and Bauer 2008; Anderson et al. 2008&gn we have various levels of vigilance, with most ISPs seemingly
taking care of the most extreme cases of abuse on their networks, but not invesggatiery case. These
strategies result from a mixed set of incentivesludingsome incentives that can work both ways (ian have

both a positive influence and negative influence on security).

Positive incentives

An ISP that has active spammersdaspam bots running on its network, will surely end up receidbgse

complains from other networksISPs need to act seriously treseabuse complaintsi.e., identify and stop the

offending user and machin& his igime consuming and costly, but nessary to do, aa huge amount of security

AaadzSa 3Sha NBaz2t SR @Al LISNER2yFf O2y il Onhus mainfaRingd A y F 2 NJY
reciprocity acts as an incentive for securityan Eeten and Bauer 2008)

ISPs that do not react in a timely fashion to their peers face the risk of getting blacklistddckist(also known

as DNBL)is a method for trackingP addressesf compuersor networks linked to spamming. &8t mail server
software can be configured to reject or flag messages which have been sent from a site listeHlaoklist
(Wikipedia 2009aL. ¥ I yhaillsdrver@et added to a blacklist, emails sent from those domains will be rejected
In other words, email sent by the users of that ISP will not get delivevhathcan result in thousands elistomer
calls and complaints. Thisdsery costly punishmerfor an ISP, and hence an incentive for secufify/an Eeten
and Bauer 2008)

Negative ncentives

A major disincentive for mitigating malicious users and infected usdegislation ambiguity ISPs fear that by
monitoring for malicious traffic, thewill be breaking privacy law3heyalso fear that they mighibe held liable for
certain preventive measures they takeuch as disconnecting infected usefVan Eeten and Bauer 2008)

Difficulty in quantifyinghe costs/benefits of increased/ber-security is another disincentive. Management looks
suspiciously at many securityvestments not the least due tahe overpromise ofd Y | 3 Aé@ecw@riy &olutions
in the past(Van Eeten and Bauer 2008)

Incentives that are both positive and negative

An example of an incentive that can work both waysast ofcustomer careand call support As mentioned, not

doing anything about security, and becoming blacklisted, could result into thousands of customer calls. Here, call
support works asn incentive for IS$o get serious on botsOn the other handgetting too tough oninfected
customersalso drives up the cost of call support (requiring communication with ncasyomes). Thigime, the

cost of call supporacts asa disincentive fotoo muchsecurity.(Van Eeten and Bauer 2008)

Another example is the cost ohpital expenditurgfor infrastructure) Not taking security actions could translate
into bandwidth being eaten up by spam, DDaBd warez,which would necessitate investmentsiimfrastructure
expansion andhence motivate ISPdo somethingabout bots head®n. On the other, in order to take actiont,
would benecessary to buy monitoring equipment and other security appliances, which can easily cost raitiibns,
a reason not to d much. (Van Eeten and Bauer 2008)

Brand damagelso work similarly in both ways: taking no action would create an image of untrustworthiness and
bad ctizenship, turning someustomersaway. Being too vigilardn the other handwill also turn some away, as it

! There are quite a number of these block lists being run by volunteer organizations, such as SpamHaus, SORBS, and SpamCop.
21y F@SNI 38 OdzalG2YSNEDict &£ #KIADKI RS a0 INg & &Zaili HeBn aniNGaFEA2008)Y I NBEA Y 2
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creates fear that the ISP is too stringent and bothersdiree, puts constraints on usen’sIVan Eeten and Bauer
2008)

Net effect

We have summarized all these incentiveFigure21. It should not be surising at this point why the majority of

ISPs would fall somewhere in the middle, deciding to take action against the top 2% of botnet infentigasd

actingin a reactive fashiomostly on incoming abuse reports by other ISPRlease note that theshape of the

curve as given in this figure is only an example of how these incentives add up, and the exact empirical shape of
the curve could be quite differerit.

Costs of inaction:
+  Blacklisting (== customer calls)

= |ncreased abuse reports
+  Losing reciprocity
»  Infrasiructure costs (expansion) Costs of too much action:
+  Brand damage (untrustworthy) +«  Legal liahility
+  Customer calls
. - «  Brand damage
) y _ - Infrastructure costs (equipment)

Cost of security decisions

Degree of vigilance

Figure21- Incentives that ISPs face in choosing their leeékecurity (shape of curve is an example only)

How do these strategies add up terms of externalities? It wouldot be accurateto state that ISPs would be

creating externalities if they do ridake action, as they are not the sour¢ereators)of the nel 4 2 NJ| & LJ2 f £ dzii A 2

But we can definitely state #ty are in a position to manage at least paftthe externdity being caused by enrd

users (and mosbf them areto someextentp ¢ KSNBE Kl & 0SSy YdzZOK RSoIFGS FyR F2C

Ay GKA&E NBIFNRAZT 6KAOK 68 aAKIff GAAAG AY RSLIK Ay Iy

despite the absence of any regulations, ISPs are doangasinglynore in terms of security.

! The strength of these incentives is not well known. For instance, it is not certain how strong a factor brand reputation is i
custoner purchases in the ISP market. Price competition seems to play a more important role many times.

2 The rogue ISPs mentioned before decide to forgo support, abuse handling, reciprocity and branding all together, attracting a
GLI NI AOdzE F NE YIFEN]SG asSavsSyido
% For instance, it could be closer to the classic exponentiatmerstfit curves presented in economic literature.
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CONCLUSION

In this section we looked at a number of the more important actors in the complex Internet ecosyst¥m
present a summary of our findings igure22, in regards to how each actor is contributing to the botnet problem
(or alternatively, mitigating it); and how botnets are in return, affecting that actor.

Of course it should be noted that the real world is much complex then wieahave presented ifigure22. An
important element missing in this figure is the intelation between the actors themselves, and feedback loops
created in this rgards.(For instance, the policies of an ISP would have impact on the behaviour of its end users,
and vice versa, etc.). Considering these interactions in the actor analysis can be the topic of further research.

Governance

Bodies

< recomendations for
mitigation

< contribute (with
vulnerabilities) Software
mitigate by patching Vendors

> |oss of reputation

Financial > mitigate by
Service compensating
Providers < cost of business

v 2
8 03
2 DD 3
n o 8_ =
3 385
g gee
Internet £ 38 =3
Service £33< Security
: 3 5 Vendors
Providers »

Registrars

Figure22 ¢ Simplified diagram of relations obnline actorsto the botnet problem(without interactions)

! Some other actors could also bgamined such adnternet bodies (ICANN, IETEtandard bodies, CSIRTS, ... These actors are
influential in the cybessecurity landscape, but to save space and as their roles are secondary, they have been omitted.
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2.3.2MITIGATION VINTERMEDIARIES

As we saw in the previous section, a wide variety of actors with different interests and strategies contribute to the
botnet problem. Hence, botnets can be mitigated to some extent by focusing on each of the actors and its links
with the problem &s shown irFigure22). Some believethat among the different actors, incentivizing pressuring
Internet service providers to ags the most practical solution for botnet mitigation. In this section we shall review
the argumentgyiveby this group, an@lso by those opposindpis view

ISPs can rigate the threat of botnets by adopting certain measures and procedures. For instance, they can use
various techniques to detect bots within their network, notify their infected customers, and even help in
WNE Y S R ALivingodlyeQal. 208); they can stop harmful traffic going out of their networks (keeping the
Internet clean), or coming into their networks (protecting their customers); and sd/dmat givesISPsa unique
positionin fighting botnets, is, foremost, their role as proer of IP connectivitywhich gives them the ability to

act upon the bot traffiq(see Figure23), and seconly, their access to the end usefi® the sense of contactg

them, or asking them to install certain software, eteut in economic terms, ISPs have the capability to manage
end-userexternalitie$, should theyhave the incentiveto do so.

Integrnet

ISP Gateway

Infected User
(emitting malicious traffic) ISP Monitoring System

Figure23 - Examples of how ISPs can detect and filbet traffic

Anderson and his colleagu€2008b)are oneof the proponents ofmaking ISPs lidda In a report carried out for

the European Network and Information Security Agency, they discuss various methods to fix externalities created

by infected machines, and their final proposal is for the European Uniankto/ G N2 RdzOS | & (idesi dzii 2 NB ¢
FAFAyad L{ta 0(KFKG R2 y20 NBALRYR LINZYLIf (sedTablefBlj dzSa i a
recommendation 4) Anderson and his colleaguask the ISP industry to propose alternative practical methods for

dealing withbotnets, should they not agree with this proposal!

{AYAfT I NI I NHdzySyia IINBE LINBaESYiSR o0& 20KSNA® LYy | WNBI dz
Task Force, Linvingood and oth¢209)a (i G S GKIF G L{ta | NB Ay bfbotsdayidhsi dzSQ L2 2
reasons whytaking steps in this regds would be beneficigbr both themselvesand their customers They then

! In economics, aexternalityan economic transaction is an impact on a party thaiisdirectly involved in the transaction

2They even state having a law enforcement officer stationed at eachsi@Rextremealternative, should ISPs be not willing to
take on this responsibility themselves.
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giverecommendations ommeasures that need tbe taken Other industry groups, such as the Internet Industry
Association of Australi@?009)and the Messaging Anfibuse Working Grouf2009) have alsaeleasedsimilar
guidelinesIn a recent Eldonference on cybesecurity, a much debated ideas was to make ISPs legally liable, for
the damage caused by the data they transrit least to some extenfEconomist 2009)ikewise, i this year's
Virus Bulletin conference top Google executivealledon ISPs to get tough on botnets

aL{ta FNB GKS o6Said LI} I OSThayalreddy2hava gonifiing dysteins | 6 2 dzii Y €
that could be used to identify signs of malware and botnet activifythey see abnormally high
eYl Af OGAGAGES GKIGQA& (Nammiadgi200)A 1 St & aLlkyY FNRBY | 020y

Apart from ISPs having the unique ability thckle botnets, focusing on them also makes the problem more
manageable. Talking with a handfof large ISPswill be more feasiblefor governments than holding millions of
end-users responsiblenany ofwhom even after cybeisecurity awareness and edugat campaigns wiltill lack
the skills to ensure proper securigyash 2007)

But is it fair to ask ISPs to take on this responsibility? Van Alystine believes that the current approach to filtering
malicious traffiag which isto ask endusers toprotect their systemswith security software, is like letting factories
freely pollute the environment, and then asking every man, woman, and child on Earth to wear a gas mask and boll
their water before usé (GoogleTechTalks 200T) we continue this analogy, we should be filtering network junk

at the source, whictwould be sending ISPEf course this analogy is not totally correct,fiast, ISPs could argue

that they are not the creators of this jupind second,in environmental pollution, the factories make money out

of the pollution they prod®S> 6SNB 4 L{ta R2yQio®

The legal grounds for holding ISPs liable are also somewhat shaky. In the U.K., in response to the governments
suggestion of ISPs monitoring customers online, the Internet Service Providers Association[(ISPB)Rst G K G & ( K
2002 ECommerce egulations defined net firms a¢ Y S NBE  Cad/rietdedspipasiBle for the contents of the

GNI FFAO Ff 264y 3 (BBORMBEAREherd &Salsdithngastionscaskbinvdlged, in casef lawsuits

by customes disputingbeing cut-off from the net (Anderson et al. 2008b)Anderson and his colleagues make

a42YS RAaOdzaairzy | o2 dziwithin Kghtdor dsefsRo Have Biscanfe&ed achimks rEconected

0@ | &adzY Aty theirbrigihatrecdminéndation.

Othersfear against ISPs taking on such a role, believingsiwate ofthe technologythat would be implemengd

for identifying bots, most notabWR S S LI LJ- O ,Sduld end ad_BSiyuded fgrdostile purposes, such as
datamining S @SAaRNRBLILA Y IZ OSy a2 NA K XArdTechnigaRR00Z NatERjAalizar 2009) S (i 6 2 NJ|
Regulation and oversigiight be needed to avoid sudpplications.

The reality is thatlreadymany ISPs artaking substantial stepm regards to malware and bot infections. Some

have implemented technologies that automate the process of monitoring malicious behaviour on their network

and quarantining irdcted machinegVan Eeten and Bauer 2008)he real issue is thextentto which this is done.

As discussed in the previous section and depicteBigure21, ISPs have incentives to not totally let go of the

malware issue, and yet not to try to completely fix the issue. In economic jargon, ISPs will tackle botnets up to a
L2AYy(G 6KSNBf (iRSaVOl RAAYSAYT Y2NB &4S0dNB SEOSSRa (GKS v
could be mub lower than the social optimumi/an Eeten and Bau¢2008)quote a security expersayingd dzy f S a a

ISPs are contacting more than 10% of their customer base on a monthly basis, they are effectively taking no

' Even in larger markets such asthe Unifed | (1 S48 (G KS ydzYoSNJ 2F a0 NHzSé L{ta oyz2i @Al
companies (source: TeleGeography database)

2 More preciselyVan Alystine commeris about spam emails, but the idea is the same
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I O ABtyGigen thescaleof the potential risk of botnets, it is hard to see how any ISP could withecomplete
liability (Economist 2009)

ARESEARCH GAP

Givenall the arguments, focusing on ISRsnains a viable and practical solution for fixing the botnet problem;
however, doing so has certain hurdles that need to be overcofnguestionthat comes to mind isvhether
regulation is needed to convince ISPs to tackle the problem, or would it bertietteirsue incentives thatvould

make themarket selfregulate? To answer these questions we would need to look at the incentives currently
influencing I1SPs.

As previously mentioned, Van Eeten and Ba{2808) have performed a qualitative study elaborating on the
incentive structure of online market players, when it comes to security decisions. A mixed incentive structure was
identified for ISPs. Quartitative study in this area could prove fruitful to better understand the strengths of the
incentives and he they combine with each other, answeringuestiors such as:

... DolSPssignificantly differ in the degree in which they mitigate botnets? If so, to what extent
can these differences be explained&n we identify internal or external factors that can explain
this variance?..

In their recommendations to ENISAnderson and ki colleagues(2008b) correspondinglyargue that a
prerequisite fordesigning and adopting policy actions to align incentives for improving information security is to
have quantitative data (with consistent metrics) regarding the security performancegtofs Based on this
argument, theyrecommendthat data about the gantity of spam and other bad traffic emitted by ISBes

collected and published (see recommendations 1 to Jale9d ® ¢ KSe& adlFiS GKIFIG aL{ta

pari A Odzf  N¥ @ LINRoOof SYFGAO wWofl O]l K2f SQ'sKSNB RIEGF | NB FNI

A unique opportunity exists for undertaking such a research in the TPM faculty of TU Delft. The faculty has access
to a database consisting of billions of spamailmessagessent from 30,000+ autonomous systenoser the last

few years (2002008). This unique dataset can be used as the basis of a quantitative study into the role and
incentives of ISPs in mitigating botnets. This is because spam can be used asfargyotnet activity.(This idea

will be elaborated on, in the methodology chapler.

Usingthis quantitative data and statistical methods, it would be possible to uncover the extent that certain
incentives and factors influence what ISPs(toregards tosecurity), and how those actions turn, influence
botnets. It would also be possible identify best and worst performers, and take a look at what separates them
from the pack.

Such a quantitative study into the role and incentives of ISPs regardingthuitigation, will fill in a gap in the
scientific literature, and also aid in policy making.

! From an economic perspective, thisi | LINE 6t SY 2NXWAYOFOLIFEGNS G KETF LRt AOE YI1SN®
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2.3.3LUST OF SECURITY MBRES

Up to now we havéalkedverygenericallyaboutthe various security measures that Internet service providers can
adopt.But how broad is thisange of security measures?

We discussed that each ISP is an autonomous system that chooses its own set of rules, not one that is dictated by a
central authority, and many times there is no consensus on security measures that vabriNe also discussed

that the ISPs have a mixed incentive structure, and varying levels of security performance (section 2.3.1). These
facts together imply that ISPs have a large number of choices available when designing their geliciety and

adopting their security measures. In this section, widl attempt to make a fairly exhaustive fisif suchsecurity
measures.

We have extracted measures from several industry driven efforts to come up withad best security practices
and one survey dhe measures thaare really in useThe sources are as follows:

Provider Security Measurgsurvey(ENISA 2007)

Best Practices in ArBpam(ETIS 2007; MAAWG 2005; Schryen 2007 ch. 4; Sdrkii7; OECD 2005)
Best Practices in Arfthishing(MAAWG and APWG 2006)

Best Practices for Mitigating Bot InfectioAAWG 2009, 2007a; Livingood et al. 2609)
GeneralBest Practices for ISPs and Network OperafdSAWG 2007b; IndustryCanada 2005)

= =4 =4 -4

The number of measures listed in these sources goes to over 200, and they includdeblatiical and
organizationalaspects. We have grouped them into nine major groups, and listed thefable10. The major
groups are as follows:

Active abuse handling

Proactivedetection ofmalicious activity
Filteringmalicioustraffic and content

User education and awareness
Clientsecurityand quarantining

Using updatd network protocols and servers
Participationin the security community
Management and administrative procedures
Legal measures

= =4 4 -4 -4 -8 A - -9

Please note that the explanation of the measures is out of the scope of our work. The poirs teeshow that

the proposed and adopted list of security measures is very langerestingly, the effectivenessf many of these
measures is not solidly known. They aredabatable, depending on contesind the extent to which they are
implemented The pecific choice and extent of measures will in the dl without doubt, influenced by the
particular incentives of each ISP.

! Please note that our list of measures is regarding the security policies that effect malware, spam, and Betnieisy has
many more aspects as well.

2 MAAWG is théVlessaging AntAbuse Waking Group.
% The work by Livingood and others is a memo is published biptemet Engineering Task Force
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Tablel0- List of security measures proposed to ISPs in the literature

\ Measure Category Specific Measures \
1 Provide contact details for email abuse and security violations
1  Monitor RFC2412 addresgedbuse@domain, etc)
1 React to complaints from other ISPs about security and spam (and track them)
Active abuse handling 1 Respond to subscribezomplaints about spam
1  Abuse desk automation (using-flouse system, ARF, and feedback loops)
1 Keep public records of ghublicly routablévisible IP addressesand domain names

(such adWHOISreverse DNSWIR etg) correct, complete, and current.

Bot detection:
1 Monitor traffic peaks
T Monitor email bounces
1 Actively monitor the volume of inbound and outbound email traffic to determ
unusual network activity and source of it
1 Botnet detection via DNS
1 Botnet detection via IP space scanning
Proactivedetection of 1 Botnet detection using &tHow
malicious activity
New threat detection
Deploy realtime traffic anomaly and/or signature based detection mechanism
Use of blackholing and sinkholing to secure services
Deploy sparrraps to optimize antspam installations
Use inhouse or 3rd partysecurity intelligence service'
Analyze where spam comes from
Communicate and share data via feedback loops ?

= =4 —a 8 _a_°

Basic filtering(ingress and egress)
1 Block inbound port 25 (spasrelay)
1 Block inbound port 53 to residential customers (avoid fisx)
1 Manage access to outbound port 25 for hosts on residential network (spambots)
1  Drop egress spoofed IP sources

Content filtering(ingress and egress)

1  HTTP: provide proxy service to filter bad web domains (phishing sites, etc)

1  SMTP: antiirus scan and spaffilters on network (e.gduring DATA phase)

1 Block potentially infecting email attachments

1 Inbound filtering of phishing messages
Filtering malicious traffic 1 Email c_on_tent scanning: Bayesian filters, heuristic, probabilistic, frequency an:
and content fingerprinting,UREbased etc

1  Disconnecting SMTP connections w/ unknown recipients

1 Changeincoming mail: disable hyperlinks, hide images frortrusted source®

f  Outbound content filters (perform virust O Yy Ay 3 F2 NJ 2 dzi 6 2 d:

Dynamic filtering systems (based on IP reputation)
1 Dynamic IP based sender reputation (also known astmel-blacklists)- at IP level,
or SMTP level
1  Add offending subscribers talacklist
1  White-listing (ISP maservers, good customers)
1  Short-lived blocks of wettraffic for suspicious sites

Slowing suspicious traffic
1  Use of traffic shaping as a security method
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| Measure Category

Specific Measures |
1 Greylisting
1 Sowing down SMTP connection
9 Limit the volume ofoutbound mail
1 et greet pause in MTA

Note: Yhgresgxraffic is applied to traffic coming from outside, where ‘#gressiltering is
applied to traffic leaving the network.

User education and
awareness

Education, training, and campaigns

Provideinformation on security via website or email (and other channels)

Inform subscribers of risks of not implementing counter measures

Provide educational literature to users with best practiéesavoiding malware

Use of customer portal for information

GCommunicate security policies and procedures to subscribers

Provide to users links for educational resources regarding nature and scope of tf

= =4 —a —a —a 9

Help in remediation

1 Notify users via email/telephone/wallegarden/inbrowserIM/SMS/of infection

1 Maintaina wellpublicized security portal where a compromised user can be dire
for remediation

1 Provide security tools, education and useful links for users to perform
remediation

1 Inform subscribers of costs of remedies and also point to professional help

9 Detailed guidance to subscribers (provide a guided flow for remediation process)

1 maintain forum for users (seffelp)

Customer CallSupport
9  Train callcentreagents on how to assist users
1  Abuse department customer dialog to help in disinfections

Clientsecurityand
quarantining

Disconnecting and quarantining infections:

Place infected users walled gardens (based on abuse report, or internal detectio
Quarantine computer in networks unless protected

Allow escape from walled garden if trusteat,if certain software is installed
Service suspension on repeated security failures

Service termination for nowompliant subscribers

= =4 —a —a

Walled garden measureg access lists; redirect HTTP; redirect botnet C&C to honey
manage outbound SMTP to quarargihoneypot;

Securing end user Clients:
1  Provide security software (spafiftering, antivirus, browser plugins, etc) for client
and encouraging their use. This can be for free or for a reasonable price
1  Provide subscribers information about availability and use of such solutions with
9 Provide NAT routers with firewalls to customers
1  Subject users to mandatory scan (when first provisioned, or periodic)

Using updatel network
protocols and servers

Simple Mail Transfer Protocol:

{a¢t ! dzZiKSYyGAaoOFiGAaz2yyY {a¢t !'e¢l X ¢ {]
Provide message submission for mail and ensure only account holders use it
Use FQDN in EHLO/HELO

Use sender validation (DKIM/SenddfSPF/reverseMX) on inbound email

Reject email if detected forgery w/ sender authentication

= =& —a —a
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| Measure Category Specific Measures \
1 Prohibit sending of email with forged headers
1 Configure human readable delivery status notifications (?)

Other:
1 ImplementDNSSEC
1 Ensure DNS architecture is #ip-date (to avoid cache poisoning)

Membership:

1 Become member of an industry association

9  Join one or more anti abuse forums

1 Compare effectiveness of argpam installations with others?

1  Share information and data on the intensity and scope of spadhits evolution
Participationin the security 1 Methods for sharing dynamic IP address space information with others
community Notification:

1 Communicate knowledge of phishing attacks to the targeted institution

1 Contact an ISP directly when receiving spam from it

1 (allow spam source time to soltee problem before blocking traffic)

1 Share evidence of bot with remote sites

1 Implement/ use feedback loops (e.g., between ETIS partners)

Ensuring security level bydhering ta
1 Industry best practices
1 Nationallegislation guidance
1 International standards (ISO 27002:2005, ISO 27006:2007)
1 Using SLAs to ensure appropriate level of security

Formal panning
1  Business contingency plan for protection of network integrity
1 Disaster recovery plan for protection of netwarktegrity
Management and 1 Annual testing of business continuity plans
administrative procedures 1 Use aisk management process

1 Constantly improve knowledge and operating practices

1 Review antispam installations for common practices?

1  Multilevel abuse handling ?

1 Build necessary tools farare agents to retrieve relevant info (about bot detection)
1  Protect customeremail addresses?

1 Written security guidance for staff and subscribers

9  Train support representatives about fishing and scams

Adopt and enforce Acceptable UBmlicy (AUPS)

Forbidding spamming in Terms and Conditions

Informing subscribers of legal consequences of sending spam
Inform NRA of security breach

Inform customers / public of security breach

Report spam to NRA (national authorities)

Pursue legal actionfor spam

Legal measures

= =4 —a —a _a _a_2
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2.4BUILDINGA CONCEPTUAIRAMEWORK

In the final section of this chapter, we would like to set the setting for the rest of the thesis. We will start by
summarizing briefly what we have learnt so far.

2.4.1FORMULATING THE RESEA QUESTION

We started by enumerating the online security threats that emgbrs face, and saw that many of those threats

have a wider circle of influence thajust the victim. Rather, victims are used as a stepping stone for the next

phases of complex attacks. This &rtigularly true about botnets. We then shifted solely onto botnethiow
(KSEQNB F2N¥SRZ O2YYIyRSRZ IyR dASRo 28 NBO23yAl SR I &
literature on the actors involved in the arena, focused on ISPs ageamidiary with certain powers in mitigating

bot activityand propagation.

2SS (KSy t221SR G GKS KSIGSR RA&OdzaaAz2y aamNibeRtifzdRAY 3 (K
a research gap in the literature regarding this discussionetttent to which ISPare alreadymitigating botnets is

not fully known.And althoughvarious incentives that shapenL { t Q& & S O didJe bheen iR GilkaiEeA 2 V &
strength of these incentives in adopting particular measures is not understoeither is the effectiveness of the

adopted security measure&nowing the answers to these questions is crucial for the debEteywill serve to

deepen the scientific understanding of thetnet phenomenonand also aid policy makers in choosing the correct
COYOAYIFGA2Y 2F WOFINNRG&A yR atAaolaqQ 42 NBYSRAIFGS GKS &aa

This all leads us to the following problem statem§gdrtially mentioned)
Problem statement:Are Internet Service Providers crucial intermediaries in botnet mitigation

efforts? Do theysignificantly differ in the degree in which they mitigate botnets? If so, to what
extent can these differences be explained? And what implications does this have for policy?

To answer this research question, we would need to answer a set of sub questions:

SubQ1:What are botnetsand why is it important to mitigate them?

1 What are the major security threats the Internet faces?
1  Whatmakeshotnetsstandout aghe most serious of threats?

SubQ2:Who are the main actors that can mitigate botnets? Are BB%key intermediary for
such efforts?

1 Who are the major actors involvedhotnets?

1 What are theirincentives to adopt specifgtrategies? Whatexternalities do they create
and absorb?

1 Among these, Wat makes ISPs an interesting candidate for mitigadifiarts?
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SubQ3:Do ISPs significantly differ in the degree in which they mitigate botnets?

1 Howcan wequantifiably measurdéSP security effectiveng&s mitigating botnety?
1 How different are ISHBY terms of magnitudef botnet activity on theinetworkg?
1 What is the list of security measurémat ISPs choose among? How wide is their choice?

SubQ4:To what extent can we explain the varying degree in which ISPs mitigate botnet activity?
Can we identify internal or external factors that can explain this varian@dfs question has
both quantitative and qualitative aspegts

1 Example externabttorsincludes endusers, nationalrifrastructure,andcriminals

1 Examplénternalfactorsincludes business strategies, adopted security measures, etc

1 In place of factors, we might be able to identify certain characteristics of ISPs that
explain the variance

1 Can incentives explain what we are identifying?

SubQ5:What are the implications of the above findings in terms of practical policy options for
botnet mitigation?

Please note that suljuestion1 andparts of subquestion2 have already been answered pat of the literature
review; the rest of thesubquestions will be answered in thgpcoming chapters

2.4.2THE CONCEPTUAL FRADRK

During this chapter wesaw that sincecyberd SOdzNA & Aa | NBflFIGAGSte ySg LINRO
consensus or nderstanding of the factors at play and the causal relatiémghe currentf A G SNJ (G dzZNB> G KSN
gKIFEG S 0O2dzZ R Olit. fcleailyFsiatedmypotkesis fBati cdsufdzba sinply copied intmnceptual
framework (except maybe for the factdheconomic incentives need to be addressed, whiadstauthors agree.)

Nonetheless, it is possible to generate iaitial sketch of the relations that hold and what influences what, based

on the different sourceslIn Figure24, we presenta conceptual framework of factors, actors, and incentives that

effect botnet activity at the ISP leveklfich isour unit of analys). We must iterate that this is only an initial

attempt at making hypotheses regarding this topic. Please rb#t not all of the relationswill be easy to

investigate, so in the methodology chapteve shallcomedzLd ¢A G K | aSd 27F baB&YohJA NA OF f ¢
operational feasibility.The provided framework is further explainbdlow

Major relations

Tablell lists the major relations present in the framewaoiie starting pointof the framework is that botnets are

formed and commanded bgriminals;hencewe canrecognizeéhem as the major cause (R2). But criminals rely on

the risky behaviour of endzA SNE (12 LISNF2NY GKSANI I OGAGAGASax: a2 GKS
average) will greatly influence botnet activiag well(R1). Thexistenceof unpatchel softwareandincreassin

broadband connectionsielp the bots in propagating and activity (RB)owever, as discussed in section 2.3.2 and

2.3.3, ISPs can undertake various security measures that will mitigate the effects of botnets (ReBcuiritg

measures that an ISP adopis,relaed to its mix of incentives anthe costs/benefits it perceives (R5). This last

relation is somewhat weakened tambiguity in what is legal and effecti{R6).Among the relations, R1 and R2

are direct causal factorsgaausesf botnet activity), where as R3 and R4 are moderatiagtors
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Tablell- List of factors that influence level of botnet activity in an ISP (see conceptual framework)

| Factors Influencing Examples/Notes Effects on Source

Botnets Activity _ Botnets
R1- Behavior of ISP 9 Education & Awareness Intensify /  (Van Eeten and Bauer 2008)
users (on average)  f  Attitudes Mitigate ~ (Wash 2007)
1 Available TechnologfUl design, etc) g)tE;SD 2807)
Influenced by market segment and demographics
R2 Criminal Behavior 9§  Based on Intent, Skills Intensify ~ (OECD 2007)
i Very dynamic (TeamCymru 2006b)
. . . . (Bauer, Van Eeten, and
Note: Openingthis box isout of our scope. Chattopadhyay 2008)

Multiple industry reports

R3 Technological 1 Bandwidth(on average); e.g., broadband speed Intensify ~ (OECD 2007)
Enablers §  Software vulnerabilities (time period, services) (Anderson et al. 2008b)
R4 ISP Security 1  Technica& Organizational Mitigate (Van Eeten and Bauer 2008)
Measures T Nine major categories (presented in section 2.3.: (Anderson et al. 2008b)
. . . (Economist 2009)
Please note thatffectiveness of individual measures i Multiple best practices (in 2.3.3
alsoout of our scope. Others
R5 Effects of Causes different levels of security and choices of Indirect (Van Eten and Bauer 2008)
Incentives on Security measures to be adopted (Anderson 2001)
Measures (Anderson and Moore 2007)
(Anderson et al. 2008b)
Others
R6 Uncertainty 1 Legal ambiguity Indirect (Van Eeten and Bauer 2008)
1  Technical uncertainty: ambiguous (cost) Others

effectiveness of various security measures

ISP incentives

Table12 lists the main incentives thii Ay Ff dzSy OS L {cert@rdileval yf sdcurigi.elitHe yfadieofti K S A NJ
between security and other factors that they find most economiéed explainedn previous sectionsmost of

these incentivehave been identified througinterviews with stakeholders but we have added incentivefsom

the Wew Institutional Economi€iterature. In this literature,norms and valuesandlaws and regulationsare

mentioned as two institutions that influence the rules of the game and the decisions players(K@kgenjan and
Groenewegen 2005)Hence they have been added to the framework, although in partice2, NB | Yy AT | GA 2 Y|
Odzf GdzNB | YR Ol £ dzS5aQ o listerweddi RANBOGEf & YSyidiArAz2ySR Ay (KS

As you recall from section 2.3.1 fHigure21), most ISPs end up adopting a security level in the migdiet too
much, not too little. Thigs reflectedin the table- the $hixedeffects of incentives on securityhe strengths of
many of these relationare not well known,andwould be interesting to discover.

Final words

In this chapter we reviewed the literature on cyksecurity, and funnelled our way towards botnets, and their
mitigation via Internet service providers. The synthesis of the literature was ipexén this final section, in the

form of research questions and a conceptual framework. These will be used to design our research in the next
chapter.

1/ 2yaARSNI by L{t 6KSNB I FlY2da aSOdNAGE 6&K2GAaK
considerable influence @S NJ (G KS odzaAySaa dzyAlaT KSyOS GKS tS@St 2F aSOdzNA



Tablel2- List of incentives that influence security decisions made by ISfPsggards to botnets see conceptual framework)

IncentiveInfluencing Examples/Notes
SecurityDedsions
Institutional Pressure:  Regulations to abide to
Laws & Regulations 9 Liabilities to avoid, e.g.:
o0 Invasion of privacy
o Damage due to attacks

Effects on Source

Security
Mixed

(Van Eeten and Bauer 2008)
(Anderson et al. 2008b)
(Koppenjan and Groenewegen 200
Others

Institutional Pressure: Mixed (Koppenjan and Groenewegen 200
Organization Norms &
Values
Maintaining Brand 9 Costs of reputations effects and brand Mixed (Van Eeten and Bauer 2008)
Image damage Others
1 Costs of customer acquisition
Influenced by customer expectations (market
segment)
Peer Pressure 1 Cost of blacklisting (indirect cost) Positive  (Van Eeten and Bauer 2008)
1 Benefits of peering agreements (strong)  (Anderson et al. 2008b)
1  Benefits of maintaimeciprocity
Cost of Infrastructure ~ Network expansions costs (alsorrent spare Positive (Van Eeten and Bauer 2008)
Expansion capacity) (weak)
Cost of Security 1  Cost of implementing security solutions Negative  (Van Eeten and Bauer 2008)
Solutions 1  Cost of capital (or availability of funding) Others
Cost of Customer f  Costs of customer support Mixed (Van Eeten and Bauer 2008)

Support & Abuse Mgmt §  Cost of abuse management
Influenced by customer expectations

Others
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(HAPTER- RESEARCMETHODOLOGY

3.1 MEASURIN&ECURITEFFECTIVENESS

Introduction

The goal of this chapter is to present the methdHat we will employ to answer our problem statement. The
problem statement that we preseat in the previous chapteg after narrowing down our topic and identifying a
research gap, was as follows:

Problem statement: Are Internet Service Providers crugiérmediaries in botnet mitigation
efforts? Do they significantly differ in the degree in which they mitigate botnets? If so, to what
extent can these differences be explained? And what implications does this have for policy?

We stated that we wish to awer this question quantitatively, and in this chapter we will discuss how we intend

to do this. The key variable to measure is ISP security effectiveness (in terms of bot mitigation); Later, the variance
of this variable among different ISPs can be amalyand seen how much of it can be explained statistically with

the various factors external and internal to the ISP.

We shall operationalize the measurement of ISP security effectiveness byousiimgindspamas a proxy. This will

be done so by procesgima large dataset of spam emails. Let us start this chapter by explaining the origin of this
data, and also answer the question of why outbound spam is a valigyptater on thedependentand
independent variables will be discussed, and fina set oempirical hypothess will be presented.

3.1.1DAVERANCS SPAM TRAP

DaveRand is a word leading expert émternet security, and aenownedfighter of spam. He is the dounder of

MAPS, the first antspam blacklist on the Internet, with its roots going back all the way to X9%&ipedia
2009d)'C2NJ I RSOFIRS 2NJ &423 wl yR KIYaa Lal SyStysichEd iseNbehéavioyf 8f 6 K | G Q:
spammers, and logging in reine (a subset of) the spam activitien the Internet. The spam logs of this trap

today constitutes of Terra Bytes of data and billions of spam messages! Rand has kindly provided a condensed
GSNEAZ2Y 2F GKAa RIFGE G2 GKS | ddhikvarblddontdiks BdS bthNasiam3 NB dzLd A
sending incidents, but not the actual contents of the spam messages (more information shortly). The data, which is

a time series from 200t 2008, consists of nearly 1 billion records and is approximately 100 GB in size.

How A SPAM TRAP WORKS

Aspamtrapisamai SNIISNJ (KIF G Qa 2yfe& LJdzN1J32asS Aa (2 NBOSAGS aLd
phishing and malware). The idea is to have mail domains and email addresses thatnadd iatended to receive

legitimate emails. These addiges are then posted on websites and other places that spammers typically

& K I NJESI&ctjeinail addresses fromto add to their gigantic contact lists. (Recall that the definition of spam is

! The parent company d¥IAPS was acquired in 2005 by the security firm Trend MM®&PS 2005)Since that time, Rand has
62Nl SR AY C¢NBYR aiONER sChiefJahnGagiNiNRR V(i fLa/ ( SNy Bal ( RY (BNt § SO dzNA G & ¢

2 Governance of Infrastructures, in the section of Policy, Organizataw, and Gaming
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unsolicited bulk emails). Spam traps log the actual spansages the time its received, the IP addresses of the
spam sending machine, and other details of the connedi8iradowserver 20076)

OUTBOUND SPAM AS AR FOR BOTNET ACTYV

In the late 1990s and early 2000s, spam was sent through the infrastructures setup and owned by spammers, and
GKNRdzZAK GKSANI 26y LYGSNYySi O2yySOitAz2yad ¢Kadetine a LI NI ¢
(think of it as a grey busiss). Early this millennium, when strict laws regarding UCE came into effect, and at the

same time, antspam measures based &P reputatiofbecame mainstream, the spam operatdesed serious

trouble. Owning your own spaservers could get you into lefg&ouble (and there were several high profile

cases). Even if the servers were located outside the jurisdictitimedfiws the range of IP addresses belonging to

the spamservers could get blacklisted, meaning that no provider or business would acoaps érom them.

{LI YYSNARZ y20 (G2 06S a2 Slaiafte 2dzi R2ySs (dz2NYySR G241 NF
machinesg hence, the rise of the botnets. (This is actually a very interesting example of both legal and technical
measures failig, due to the fact that the underlying economic incentives were not addressed.) This trend-caught

on in late 2004. An era started in which the majority of spam is sespambots

Estimates vary, but experts believe that 75 to 90 percent of spam todaes from botnets. (The rest, such has

Gayz2e¢ akKz2S¢ aLl Ymaethodsifor in§afide, g tguS2 LK SN | YR dzaAAy3 aKA2lF O
ranges.[***] The percentage differs based on the domain of the recipients. Our $gzprbelongs to an endf

spectrum where the majority of the spam received has been sent via botnets. This is because this particular spam

trap is a small and old domain. Spammers who are still sending spam form their own servers are much more
careful in how they allocate thefiesources (as their costs are higher), and usually go for more targeted campaigns

and fresher contact lists. (The email lists used on the bots on the other hand not sensitive and contain more stale
records). Hence, we can safely conclude that the spanvictiecorded in our spam logs are a good proxy for

botnet activity.

There are still three points to consider: first, not all bots are busy sending out spam (recall that in the case of the
Storm botnet only a fraction were actively sending spam at a tirsedpnd, our logs capture only a part of the
global sparbot activity, only a portion of the spam would be addressed to our spam trap. These are however not
major problems, as they can be merely issues of sample size. As long as our data is consistbet glithal
spam/botnet trends, and only smaller in size, then statistical analysis will bear the correct results. This issue will be
tested in Chapter 4, by triangulating our data with other publicly available sources.

A third and more serious error origates from certain technical limitations, such as dynamic IPs, NATs, and port 25
blocking. We will shortly discuss how these issues effect us, but before we do, the précesatmg the
dependentvariables needs to be discussed.

In short, we believe hii 5F @S wlkyRQa RIFGFIo0olFasS OFy o6S dzaSR (2 @I
effectiveness (regarding botnet activities). It will however not be perfect, and we ne need to accept this as a
limitation of our research, and take care in generalizing aoalfconclusions; a point which we will reiterate

multiple times during this chaptér.

! Spam traps have a close cousin cafkmhey pot§which use similar techniques, but with the aim of gathering information on
cyber attacks, worm outbreaks, etc.

% In a workshop held in September 2009 with Internet security experts fioenQutch ISP XS4ALL and the-spéim firm
Cloudmark, the experts approved of our measurement tool for botnet activity.
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3.2BUILDING THBATASET

In this section we will explain how we plan to build the dataset that will be used for this research. This section will
be mostly conceptuakome of the concrete stepaill be discussed in the next chaptelaa preparatioi.

3.2.1THEDEPENDENJARIABL(E)

As outlined in the conceptual framework (presented in the previous chapter)dependentvariable is some
AYRAOFG2N) 2F o020ySi FOGA@GAGE 2y |y L{tQa ySié¢2Ny> 28§
activity:

1 The number of infected bots in the network in a specific period of time
1 The amount of malicious traffic emitted by te@ bots during the period
1 The average duration of days a machine remains infected

¢tKSaS YSONROa IINB |ttt VYSIadaNBEa 2F RAFTFSNBydallelgellSOGa 2
being equal(ceteris paribus we would expect amor? @A IAf I yGiQ L{t O0GKIFIG A&z |  Y2N
regards to security) to haviewer bot infections on their network. As an example, consider avnost identical

ISPs (in terms adperatingconditions, usetbase, environment, security measuresc) - except that one of them

provides free antvirus ®ftware and security brochures explaining online rigkés customersWe would expect

to have a lower number of bot infections in the ISP that is taking these extra Steps.

The second metric pois towards measures an ISP takes that would limit the amount of damage a bot inflicts on
the rest of the world,postinfection. Again, consider the two identical ISPs, with one of them implementing
outbound content filtering. We would see lower maliciouaffic with the same number of infectiorisTackling

only the worst offenders (instead of implementing general security procedures) will also lower this metric.

The third metric is influenced by thing such as if an ISP notifies infected end users andhbeips the
remediation process. A variation of this third metric is the average infection duration ofdhnst offenderdi.e.,
bots emitting very high amounts of spatitherationale behind this variation is that the minimum an ISP should be
doing regarding security is taking out the worst offenders. As you recall étepter 2 ISPs do not go after
resolving all cases of network abuse, but rather target the ones that stb@mplain about, which would typically
include the most sparemitting bots.

Based on all these metrics, it would be possible to rank ISPs on their security Wesitsd of caution must be
raised on interpreting the first two metrics: they are absolutenbers and do not take into account the size of the
ISPs (we will revisit this concern shortlyiterestingly enough, Anderson and his colleag(238b)suggest the
collection of security metricof ISPs that are mudimilarto the ones we havgust proposed.

BUILDING THEEPENDENT VARIASLE
The format of the spam logs available to us is presentddgaore25. There is one log file for each day (adding up
to over 1400 log files). Each of the files contains the following values of interest for us:

! Unless we have some reason to believe that the bad guys are targeting one of the ISPs in specific.

2 Note that Hocking outgoing matious traffic is controversial among security experts, as some say that it is like sweeping the
dust under the carpet, withduremediating the infected bots
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1 The IP address of the spam sender
1 The count of spammessages sent by that IP during that day
1 The Autonomous System Number
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mail3.weber.ru
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Mormal text file nb char : 76663677

Figure25- Format of the raw spam logs

Ln

136 Col:64 Sel:0

UNIX

Now, this data is rather fine grained, as it has a record for each host emitting spam, where as we are interested in
the aggregated ISP level activity. This is whereAbhtonomous System Numbg@kSN) comes into play. We wiill
explain what the ASN is innfor RS G| A f
identifier for the ISP. Hence, using this field, and with the algorithm presentedgsting 1 we could extract ISP

level metrics.

tFGSNI AY

KA a

OK I LIG SNE 6 dzi

! Twoimportant details have been left out for simplicity. The first is for each day there ardigtsocalled logged points and

injection points, which for our purpose are the same. Second, the count field has a certain multiplier, different foryyath da

brief explanation is given in the comments of the scripts presented in chapter 4.
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Listing1 ¢ General dgorithm for generatingper ISP metrics

1. Create a set consisting of ASNs ( & | S Piamemory, and for each ASN hold the
following structure:

[

list of IP sources emitting spam from that ASN;
total number of spam messages emitted from that

]

Loop through each line of each spam-log file (for the time period
interested in ), and do the following:

i. Extract the data fields f r om that line,

ii. Retrieve  the struc  ture of the relevant ASN from the set

ii. Add the I P address to that ASNG&s |i st
iii. Update the total number of messages sent from that ASN

Finally, c reate an output Excel file, where each row includes the following:

(ASN, number of unique spam sources, total number of messages)

This algorithm will produce the first two variables, which we shallurell srcsand spam_msgsn the rest of this

thesis. As you can guess, executing the above algorithm to produce the aggregated outputs is not possible by hand,
and requires computer programming. For this purpose, we have opted to usBytmnscripting language. We

will look irto the reasons why Python is the optimal choice for this task, and some explanations on the actual
scripts in the next chapter.

A AA

I G@LAOKT NHzy 27F (UK 33KO NASNFE? NGk ahiakES hotir$dThezf SENBIS & dataset
of severd hundred thousand records from the nearly one billion log records. This dataset is again reduced when
combining it with the independent variables to several hundred records.

CALCULATING RELATPERFORMANCE

We mentioned the O S i S N& dlausklin Mexangie® we gave for our metrics. The reality is that when we
compare any two3Ps, all else will not be equ@he most obvious difference is tlsizeof the ISPs. f\a result,
ranking based on the metriasng_srcsand spam_msgswill not necessarily iddify the more secure ISPLo
illustrate this point, consider the following two ISPs:

1 ISP A, with 1,000 subdoeirs, 50 of which are infected;
1 ISP B, with 1,000,000 users, and 2,000 infections.
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In absolute numbers, ISR is better, where as it is rather vious that IS is actually doing much better (the
infection ratio is under 1 percent versus 5 percent). Of course, many other factors can also influence the
interpretation of these metrics (for instance, what if #8Fprovides ultréhigh speed broadbandyhere as ISB
provides dialup Internet?§ However, size is withut doubt the most important factor, as ISP sizes range from a
few thousand subscribers (small ISPs) to several million subscribers (meg&®EHE}s reason, we propose two
other dependent variables, unq_srcs_sutand spam_msgs_subThese metrics are the absolute numbers divided

by the number of subscribers of the ISPs.

Persistence

The creation of the third variable, the average duration of infections, involves more work. We call this metric
persistence Calculating it involves tracking the number of days each IP is active in the algorithm presented above,
and calculating the average step 3. It also involves answering two questions:

1 Will we look at the persistence of all machines, or just the worst offenders? (Who are worst offenders?)

1 If a machine is seen spam on a Monday and then on the Thursday of the same week, will wer ¢basid
machine to have been infected on Tuesday and Wednesday as well? (Or was the machine disinfected and
reinfected?)

Wt SNEAAGSYOSQ LINRPYA&ASa (G2 NBGSHE AyiSNBadGAy3a RAYSYy&aaAz2
initial tests with the metic, it was concluded that refining it would involve considerable work, feemtteit is not
further developed irthis thesis.Developing this metrican be a topic for further research.

! Thereality is that all the other factors in the conceptual model must be controlled for to make truly accurate comparisons.
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3.2.2FACTORS THAT DISTORE RELIABILITY GFE MEASUREMENTS

Seeral technical choices of ISPs can severely influencalépendent variabls, which we shall review in this
section.

DYNAMIAPADDRESS ASSIGNMENTHASHORT LEASE TSME
Every computer connected to the Internet requires having an IP address, in ordemimunicate with other
network hosts. In the assignment of IP addresses to subscribers, ISPs adopt one of the following policies:

¢ raairdy | waldlrdiiadQ Lt | RRNBaa G2 SIOK adzaONROGSN®
subscriber.

f '3aaA3IYAOREYE | RRNBaaSa oAGK f 2y 3danWPladkiless Shatinthaofa QY ¢ K
canchangeput, the ISP guarantees that tlaeldress will not be changed for a certain peraidime (e.g.,
30 days). fectively, this policyis similar tothe previous

1 Assign dynamic IP addresses with short lease times. In this scenario, each time the subscribers turns on
her computer and connects to the ISP (or say every 24 hours), her IP address ¢hanges.

Effects on the measurement tool

Technically these policies do not make much difference for ordinary users. For our measurement however, the
third policy makes a big difference, and significantly over repamts srcsTo understand why, assume that an ISP

has only one infected subscribén the case of the first policy, our logs will shawng_srcs = for a one month

period. In the case of the third policy, the IP address of the infected subscriber changes, and we might see
something as high ashq_srcs = 30

58y FYAO Lt | & éafecspamSmysgsRegadia tieristortion afng_srcsno clearremedy exists.

We simplyneed toaccept the distortions caused ldynamic IP assignments as a limitation for our measurement
tool. Among the security community, and in similar types ofe@sh,this limitation is considered acceptable, and
IP addresseare generally used as proxifs users (Thiscan be confirmed by looking at how security sites such as
SANS or the Confick&orkingGroup report everything in IP addresses; so do mangdemé papers focused on
these subjecty.One reason is that because often no better proxy exists.

NETWORK ADDRESS TRANEON

Network Address Translation, or NAT, is a technique used to share IP addresses between coffiguter26

shows how the concept works: the two computers on the left have what is knowrpasade IP addresk Private

Lt FRRNBaasSa I NB y2i{ Wikaus)hcketsH@ndFrgm tiiese Sourcadraré disGardedyoii S Ny S
GKS LYGSNySa ol 0O102ySad ¢KS b! ¢ 3l Grangldte®) @aiio@Kzy Ry LI IOV
by putting its own IP address as the source of the packet. When it receives the reply pachkethdrremote

! There are several reasons why an ISP would adopt such a policy: IP address sharing; selling static IPs at an extra price;
regulations etc.

2 It seems that ISPs in the same geographic location adopt similar IP assignment policies, and as broadband penetration
increases, so does the tendency to give static IPs to customers. (This certainly seems to be the case in the Netherlands).

¥ A mathematical solution comes to mind for detecting this anomaly: comparing the average numirey sfcser day, with
the number ofung_srcdor the period divided by the number of days in the period.

* Private IP addresses are several address rangeshve been put aside by thiternet Assigned Numbers Authority
specifically for the purpose of being used on internal networks.
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server, it does theeverse' Using NAT is common practice for ISP subscribers that have a small home (or office)
network.

Private Clients
10.0.0.2

D NAT Gateway

ég%
:
10.0.0.3 10.0.0.1 157.55.0.1

Internet

Figure26 - Network address translatior(image source unknown)

Effects on the measuremenbbl

But how does NAT influence odependent variablge? In the cases were multiple computers behind a NAT are
infected, they will show um ourlogs as one ugiue source. Howig of a problem this would be is debatable. The
argument goes that in the endyl the infected computers behind a NAT gateway belong to the same subscriber,
usually have similar security conditions, and share the Internet bandwidth. Consequently, they can be accounted
for as a single infection. The key thing to remember is & _srcsis more representative of the number of
infected subscribers then infected PCs; and again, this is a generally accepted limitation in similar fesearch.

A much more serious problem happensaif ISP does NATtinghis is, the ISP assigns private IP ranges to all
subscribers, and NATs everyone behind a very big NAT gateway situated inside the ISP. Now, all the infected
subscribers will appear as one source in our data. The ISP will appear to be ultra securedesycs =)lwere as

in reality hundreds of thousands of subscribers might be infected! Luckily, NATting all customers in such a way is
not recommended and in networks providing broadband access rarely occurs. [***] (It occurs mostly in developing
countries where ISPs have a small IP address blocks)

Network address translation does not affesgtam_msgsas the sparybots will happily continue sending the same
amount of spam irrespective of this issie.

OUTBOUND PORZ5 BLOCKING

One of the most recommendeahnti-spam measures in arspam best practice guides lisockingTCP port 25In

this technique, which is an attempt to stop bots sending out spand (to closdoopholes in the original Simple

Mail Transfer Protoco)gll outgoing traffic from this poris blocked for residential erdsers.” This port number is
NBaSNBSR F2NJ YIFIAf &aSNWSNBRI FyR aAyOS NBAARSYUOGAlf dza SNJ

! For this purpose, the NAT gateway keeps a table in memory of the translations it is currently doing
2 As already mentionedhe claim can be verified by looking at security sites or scientific papers in Internet security.
% This can actually be used to detect ISP level NABsing extremely unusual ratio spam_msgs$o ung_srcs

* Briefly put, the short comings in SMTP ek of authenticationandoverloading of different responsibilitiés the protocol.
Authentication is not implemented foMail Transfer Agents (mail servers); that is, a spammer can pretend to be sending
legtimate email from any domainwithout needing to prove ownership of the domain to the recipient MTAs. Overloading of
responsibility means that stopping clients to act as MTAs, in order to solve this issue, distorts other aspects s ajabke prot
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traffic using this port is a spam bot. As such, blocking the port would disarrsptrebots. All valid emails are
expected to be sent through the ISP mail relays, as shoWwigiume27.

SMTP Transfer 25

Recipient mail server

il server

Internet

SMTF Transfer 26 -

: SMTP Transfar 28
g . . itoks ISP
S TR el S m———— b T Network
= \ Perimeter

— ISP Mail Sg
Email client
{external host) -’-. Business customer

]
mail sery

SMTF Submission 25

Zombie

. SMTF Submi LT
mail servers esin

Email client {ISP)

Figure27 - Status of SMTP traffic after port 25 blocking has been put in place and legitimate customers have been eitherlistate or
FRGAASR (2 dz&a8S G(KS WadzoYAdaarzyQ LINRG202t @

There is great controversy surrounding port 25 blockijed., see comments on Kerbs 200950me of the
arguments given against this measure as are follows:

1. The business side of ISPs are many times against implementing port 25 blocking, since it would stop

smaller business customers from running their own rsailvers, and additionally, during the transition
period that the measure is put in place, create disruptions for many customers.

2. The actual security benefits of the measure are also in doubt, as the determined criminalalteady
adapted their spanbots to send spam via the ISPs relays. (In other wofols,some ISPs that
implemented this featurepnly temporary drops in spam volumescurred. Additional measures, such as
outbound content filteringor traffic throttling on the mail relays need to be coupled with this measure to
make it effective, which % are reluctant to do.

3. Port 25 blocking disrupts monitoring systems that use spam as a proxy for botnet agtivityding our
dependent variablaung_srcsand to a ertain extent,spam_msgsSome experts argue that this is like
sweeping the dust undehe rug- and destroying visibility of the bots, without actually remediating them.

Nonetheless, some other experts believe that port 25 blocking cuts into heart of one of the botnet business

(spamming), if implemented together with the complimentary meas, and some ISPs have reported great
success in keeping both the Internet clean anddang their abuse levels (source: Dave Rand).
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Effects on the measurement tool

How can we mend the problems created by port 25 blocking for our measurement to@mést; we can detect

ISPs that have implemented the measure incompletely. For these UBBssrcsdrops considerably, but
spam_msgseturns to approximately the same levels after an initial drop. One solution could then be to remove
these networks fronour dataset. For the group of ISPs that have fully implemented the measure (and thus have
both metrics low, and a higher security ranking), one could argue that they are indeed being good citizens and
deserve the higher rankings. In either case, this istlzer limitation we need to accept, and take precautions
when interpreting our final results.

INSTANCES WHERE SPMBIGS GETS DISTORTED

In all three situations explored so far, the ung_srcs metric was distorted but the effect on spam_msgs was minimal.
This might lead us to believe that spam_msgs is a more robust metric, but this is actually not true. The amount of
spam emitted is influenakby, among others, the access speed of the subscriber.

Consider two ISPs with the same number of acsipam bots. Th@ne that has a higher average bandwidth per
subscriber, owhoseusers spend more time online, would have a higher spam volspent_mgs). This is simply
because each spamot can pump out more spankRemember that our goal is to assess the differences between
ISPs in terms of security effectiveness. The comparisspash_msgs_subecomes misleading in such cases.

Another example coultbe ISPs that offer shared webhosting services. If the-inais are hit by malware, they
can emit enormous amounts of malicious traffafter all, they are online 24 hours a day, and have very fast
Internet connections. In such incidenspam_msgsvould greatly increase, buting_srcsnot, as the number of
web-hosting machines is rather low compared to the tataimber of subscriber machinésSince the goal is to
assess bhotnet activity levels among subscribemns, srcavould be a truer reflection.

A rdated argument can be made regarding the interpretation of the actual value of the metricsinghsrcs_sub
metric canbe somewhat crudely interpreted as the percentage of computers in a network infected during a
specific periodinterpreting the value opam_msgs_suls not as intuitive. This argumentan alsde seen as a
plus for theunq_sre_submetric.

CONCLUSION

Throughout this section we investigated a batterydefpendent variable extractable from our dataset of spam

emails. We introduced three variablagig_srcsspam_msgsandpersistenceand also the normalized versions of

the first two Unq_srcs_suland spam_msgs_syb These different variables measure different aspectseofigty
effectiveness of an ISP, and as such are effected differently by the measures and policies of an ISP. We summarize
all of the discussions of this section in the following table.

! Forinstance, 200 servers compared to 500,000 broadband subscribers
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Table13- Comparison of thelependent varables

Dependent What security measures effect it What factors distortit
variable

Uit Number of unique IP - This variable indicates the effectiveness of 1 NAT (ISP level)
sources emitting spam measures taken before a computer is compromist

from a network during

a specific time period. §  Filtering (not outbound) 9 Port 25 blocking

Correcedfor size. 1  User education(pre inf., not post)
9 Client security (not quarantining)
9  Proactive detection (of new threats, not 1 Dynamic IPs
existing bots)
9 Participaion in security community (not
feedback loop)
SNl Total number of spam  This variable indicates effectivenesfsboth 1  Port 25 blocking
messages emitted stopping machines being compromised in the firs
from a network during place, and speed of remediation afterwards. 1  Webhosting and
a specific time period. similar services
Corrected for size. Active abuse desk
i Filtering 9  Access speeds ver
I  User education (pre inf. & post) different from the
9 Client security (including quar.) norm
Proactive detection
i Participation in community (includingédback
loops)
persistence Average duration
hosts remain infected ~Similar tospam_msgs_sufboth measures that -
(not used) in a network. This can decrease infection rates, and increase the
be calculated for all remediation process, affect this variable.
hosts or a subset of
them.

In the end, the key question remains: whicdependent variableshould we use? The two main candidates
(ung_srs_suband spam msgs sub) both have their separate shortcomingst seems that it would be best tain

the statistical analysis for both metricBor a hypothesis to be accepted or rejected, we would require similar
accept / reject results for statistical testghen either of the metrics is used as the dependent variable.

Additionally,as we have said several times in this chapter, some of these shortcomings must just be accepted as
limitations to our work. They could be mitigated in future research by addingratburces of saurity metrics

Luckily, these limitations are considered normal for the field, andragiously mentioned, in a woskop held in

the TU Delft with security experts from the Dutch ISP XS4ALL and thepantifirm Cloudmarkn September

2009, the method of using outbound spaffsources and volumejs a proxy for botnet activity was deemed
reliable and valid.

! Management & administrative processes affect all three variables. The effect of legal measures and using updated servers and
protocols is limited on bot infections.

2 Some mitigation techijues for suggested in this section for resolving the distortions. However they were not pursued as they
seemed both tricky and unreliable.
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3.2.3INDEPENDENT VARIABLES

Going back to our conceptual framework (presentedhi@a previous chapter)we would need to add a variety of
independent variables to be able to answer our research questions. Obtaining all these variables is not straight
forward, and they can basically come from two sources: performing a survey on ISPs, or combining available
secondary data sources. Taking into account the scope of this master thesis and the amount of time required to
design an acceptable questionnaire and sending it out to several hundred international firms, we decided not to
take this route, and instead optefor using secondary data from databases that we could gain access to.

TELESEOGRAPHY

TeleGeography is a company that gathers and compiles statistics on the global telecom market. One of its
commercial databasesPDf 2 0 I { wil2 béYugef as one of ounain sources of data on Internet service
providers. GlobalComms contains market data on wireline, wireless and broadband comp@tgleGeography

2009) The relevant part for us is the data on the 370 broadband service providers that they track. The data
consists of a quantitative part whighcludes the following:

1 Number of subscribersf the broadband providers, together with the type of service (DSL or cable)
1 FEinancial informatiorfsuch as revenue, CAPEX, and EBITDA margin) for a subset of these companies

The database also includes qualivat background information on each company and the market it operates in.
This qualitative information can be useful for looking at certain companies in detail after the quantitative analysis,
should the need for further clarification arise.

COUNTRY LEVBIATA SOURCES

Several of the variables in the conceptual framework are influenced by country level vagaidtesher in a direct
manner (such as laws and regulations), or in an indirect manner (the effects of country demographics on end user
behaviour). Gnsequently, adding country level variables to our dataset can be fruitful. Obviously, since our unit of
analysis is at the ISP level, only variables that influence the ISPs will be helpful.

World Development Indicators
TheWorld Bank Institutecompiles awidely endorsed database of over 700 country level indicators for the globe,
calledthed 2 2 NI R 5 S @St 2 LIY%&ytiiem thg fallawin codldNdg éseful for our purpose:

1 International Internet bandwidth (bits per persoppssible link to the avage ISP bandwidth
1 Broadband subscribersan be used to calculate the market share of each ISP, which could possibly be
linked to certain incentives

Some othewariables were also originally chosen but later dropp&d.

! The complete list of these indicators is available onlindtagr://publications.worldbank.org/WDI/indicators

% The most important of these are: @DP per capitg a very interesting variable at the country level, but at the ISP level it is
not useful as it is correlated with too many factors (e.g., it is an indirect indicator ofuserd education, technical
infrastructure, higher salaries for customer support, etc.), causing problems such as multicolline&viige iDasket for Internet

¢ could be linked to ISP incentives, but it is unfortunately not available for all years.

% Also please note that two othetatasets were scanned for useful variables. One is providededif U (key statistics on global
ICT) and the other byDECDNo particularly exciting variable was found for our purpose in these datasets.
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Cyber law regulatory index

I ydeBlaw regulatory indefataset has been compiled by our colleague Shirin Tabatabaie of TPM faculty. The
dataset contains a variable indicating whether a country has signed and / or ratified a number of important cyber
crime laws, including the Conventiom cCybercrime, and the London Action Plan. We will use this index to
investigate the effect of country laws on ISP security effectiveness.

The purpose othe London Action Plais to promote international spam enforcement cooperation and address
spam relatel problems such as online fraud and deception, phishing, and digsation of viruses The
Convention on Cybercrini® amore generakreaty that seeks to address computer crime and Internet crimes by
harmonizing national law$mproving investigative tdmiques and increasing cooperation among natidhsovers

much more than spam (e.g., illegal access, illegal interference, child pornography, etc), and falls under criminal law.
(Please see the appendices for more information).

Global piracy rates

Thereis a widely held belief that software piracy causes cybsecurity. The reasoning is that many pirated
software packages cannot be updated with security patches, and even more, some pirated software packages are
infected with malware out of the box. (lmur conceptual framework, software piracy rates would act as a technical
enabler). The Business Software Alliance (BSA) published annual statistics on global piracy rates. The variable
would be an interesting addition to our dataset.

Human Developmentindices

¢KS !'b5t 1dzYty 5S8S@St2LISyid wSLER2NI&a LINRPOARS | HARS NI
different countries. Among these indicesjucation indexan be a useful variable, as it measures the education

f S@St 27T -ubeys bdsdd oritlecodhyyRiverage of course), and this indirectly and crudely can be linked

to the online awareness of thosesers.

OTHER POSSIBLE SOSRUEINFORMATION
It might be possible to extract certain variables manually from the following sources:

1 CGompany annual reports (e.g., R&D expenditure as a measure of company culture)
1 Companyweb sites (e.g., regarding services and policies)
1 ISP industry associations (regarding member firms);

Such additions are however not planned at this stage, as thepevib labour intensive.

3.2.4COMBINING THE VARIABLINTO ONE DATASET

At this point we have identified thdependentand independent variables that we wish to use for our statistical
analysis. Combining these variables into one dataset has some challehge own. Combining the country level
independent variables and matching them to the broadband providers listed in TeleGeography is somewhat time
consuming, but not particularly tricky. However, coupling them withdbpendent variabls is far from tivial. To
understand why, we need to recall the format of the spam logs Egere28). As we explained in section 3.2.1,

the logs are at the level of the individugpam sending machines, which would have to be aggregated to the ASN
level. We briefly mentioned that ASNs can be mapped to ISP names. This task is by no means straightforward, as
will be made clear after we explain what an ASN exactly is.
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IP Address Count Status ASN In-addr
76.172.3133.231 7567 On QIL Unrouted cpe~76~172~133-231.930cal.xea.x7.com
203.255.252.148 S6€35 On QIL 9270 bad.inaddr .ASN9270.net

Figure28 - Excerpt of the raw spam logs
AUTONOMOUS SYSTEM NBBERS

A premier on Internet routing

Internet routing is architecture around the concept of?! dzii 2 Y 2 Y 2 dz&he {Inkerhet S ¥piit into a large
number of autonomous systems, suels ISPs, large corporations, and universities. Each autonomous system
controls a range of IP addresses, aisadesponsible foiits internal routing policies. Each autonomous is assigned a
unique number, called the autonomous system numbigigure29 shows some example ASNSs.

},gmn Sprint )’

atat YIRS | | You

(

701 1239 7018 30313 36561

Figure29 - Example ASNs

hy GKS 02dzyRENASE 2F SI OK | dzi 2 y 2edchatidly infonationSaout the 2 NR S NJ
address blocks they control with other autonomous systems. (The Border Gateway Protocol version 4 is used for
this purpose).Figure 30 shows how this work ¢ here, AS 1 is advertising an IP address block starting with
11.11.*.*. This information gets propagated throughout the Internet. A computer residing in AS 19222 will have

two possible paths to choose among, should it wish to send a packet to thdisgexddress block. (Most likely

the shortest path will be chosen).

Autonomous systems taking part in global Internet routing receive their ASN from one of the five Regional Internet
Registrars (RIPE in Europe, ARIN in the US, and APNIC, LACNIC, @nich Aftiil parts of the world )rhe range
of ASNs is between 1 and approximately 65,000; today more than half of these numbers are in active use.

The first step in mapping an IP address sending spam to its ISP would be to look at the Internetablamgt
any point in time and finding the AS advertising the block that IP belongs to. Luckily, this has already been done in
our data, and the result has been saved in the ASN field. The next step is to find which ISP owns this ASN.

! Routing is the process of selecting paths ineawork, along which to send traffii.e., when your computer connects to a
website, what networks do the data packets traverse in order to reach the remove server?).

2 The Internet Assigned Numbers Authority coordinates the ASNs and IP address blaglentibe RIRS.
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AS path
888 9559 1

AS path

6069988895591
AS path

99 888 9559 1

AS path
434495591

11.11.0.0/16
Prefix originated

Figure30- Path propagation in BGBsource: renesys.com)

Mapping ASNSs to ISPs

Using data from the sources such as Route Views can look up the name assigned to the autonomous system
by its owner. In some cases, we can derive the nafitbelSP from the AS name. However, several complications
exist. One is that due to mergers and acquisitions, ASNs change lyandls,the process, retain their original
name. (The parent company might decide to merge the new AS into its existingrk sometimein the future).

As an exampléelablel4 lists the major ASNs owned by the Dutch incumbent telecom, KPN, and demonstrates this
point.

Table14 - List of majors ASNs ownetly KPN in 2007

ASN ~Name ~Usage / History

AS86  KPN KPN Internet Backbone AS YtbQa O2NB ySig2N]lX 9dzNRLISIKYy
customers are on this AS

AS3265 XS4ALNL XS4ALL The daughter company XS4ALL retaisgparate ASN

AS$H417 DEMONNL Demon Netherlands, TDINL | Demon was acquired by XS4ALL. This AS was later merget
AS3265.

AS$615 TISNIBACKBONE Telfort B.V. Tiscali was acquired by KPN, and later the brand was rename
Telfort.

AS8737 PT KPNhternet Solutions Residential KPN subscribers are on this separate AS (custom
brands such as Het Net and Planet)

Unfortunately, no automated method exists to identify the ASNs that belong to a particular ISP. The mapping has
to be done manuallyby Googling the AS names, and looking for clues as to which of the broadband operators
named in the TeleGeography database it should be linked with. Thigsads rather labour intensivélore
information onthe execution othis procedure wilbe givenin chapter 4.

! http:/Awww.routeviews.org/
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IP Location

Another complication arises from the fact that autonomous systems are not confined to country borders. For
instance, the cable company UPC, owns AS6830. This AS runs across the Netherlands, Hungary, Austria, Czech
Republic, Irelad, Slovakia, and Belgium! In this case, which of the country level variables should we match with
this ASN in our dataset?

This is wheréP locationdatabases (also known &seolB come into play. Our solution is to query each IP address
in the spam logggainst an IP location database, and actually aggregate the data at an ASN/Country level. As an
example, the final UPC data for 2008 is presentetiiblel5.

Tablel5- Breakup of AS6830 (UPC) data across couhtgders

ASN/CC ung_sre spam_msgs

6830/NL 165,190 120,608,288
6830/HU 161,748 111,601,853
6830/AT 90,026 67,341,122
6830/CZ 41,646 35,445,649
6830/1E 13,183 19,406,191
6830/SK 13,481 11,134,725
6830/BE 24,907 6,024,766
6830/FR 964 831,539
6830/other 2,809 742,091

IP location is not an exact science, and welver be 100 percent accurat&his is mainly because of the way IP
blocks are handeg dzii @ ¢ KS wS3IA2y It LYGSNYySG wS3IAaildNd NEUUg@ K2 | NS
on the IP blocks; however the WHOIS database only keeps the address of the organization who the block has been
registered to, not the actual location that thddek is being used. (For instance, address blocks belonging to AOL

are registered in the US, but AOL might have actually assigned them to some computers in Germany).

The creators of IP location databases combine multiple sources of data (in additiore té/HOIS data) to
determine the precise geographic location of a particular IP address. Many times these databases do not agree
with each other. We have chosen to use til@xMind GeolRlatabase, which holds a certaite factostatus It

should be noted thbGeolP inaccuracies are an inherent limitation of our research and similar projects.

! At one point we performed a literature search to see what IP location database has been used in similar research, and found
that MaxMind is overwhelmingly the most popular. One reason is that MaxMind offeeeaérsion of their database (called
Geolite), which although slightly less accurate than their commercial GeolP database, is used in many open sourceapplication
For optimal accuracy, we have used the commercial version of their product.
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THE FINAL OUTCOME
Putting together all the variables discussed in the proceeding sections, we can present our final aafaetvs:

Tablel6 - List of variables in our final dataset

| Category Variable Description Source \
ung_srcs Number ofunique IPsources emitting spam fromral SRduring a specific
time period.
Dependent spam_msgs Totgl number. pfspam messages (spam volumemitted from an ISP Processed
) during a specific time period.
variables - - — - spam data
ung_srcs_sub  Uniquesourcesper subscriber Similarto ung_srcs, but corrected for siz
spam_msgs_suk Spammessageger subscriber Similar to spam_msgbut corrected for
size
total_subs Total number of subscribef an ISRretail, business, DSL, cable, etc)
srv_type The type of servickaccesgrovided by the ISP: DSL, cable, or both.  TeleGeography
rev_per_sub Revenue of the ISP (wireline section) divided bguitsscriber count
int_bpp International Internet bandwidth, per person, in the country the |
operatesin (measured imits per person). WDI
bb_subs Number of broadbandinternet subscribers in thecountry the ISP
Independent . : . : . . .
variables operates in. (note: w use this variable indirectlin calculation3
lap_mem Is the countryof the ISP, a member of the@hdon Action Plan? Mother OECD
cyberconv_mem Has the country of théSP, signed the convention on cybercrime? project
piracy_rate Percentage of software that is pirated in the country the ISP operates BSA
educ_ix Education index:raindex indicating the overall education level of peog
. 4 UN HDR
in the country that the ISBperates in.
market_share Local narket share of the ISP (total_sub divided by bb_subs) -
Mappings of Autonomous System numbers to names
ASNto-ASname RouteViews
. ASname to ISP Mappings of ASNSs to the ISPs (i.e., which ISP owns A&Nh Own
Mappings .
construction
ASN to country  Mappings of IP addresses to countries (IP location) MaxMind
GeolP
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3.3FORMULATING THEMPIRICAHYPOTHESES

3.1.1CONSTRUCTING THE MERBMENT MODEL

In the final section of this chapter, we will formulate the hypotheses that need to be tested. Ideally, we would like
to test all the relations present in our conceptual framework, and buildllaegression model. However, despite
all our efforts in gathering andcombining secondarglata sourceswe do not have the necessary data to perform
extensive testing. Oudependent variableis rather rich, but unfortunately, our independent variables are
somewhat restricted. This means thar this thesis, only @rt of the relations in the conceptual framework can be

tested. (The positive side is that this leaves plenty of room for further resedrchjgure31 we show agairthe
02y OSLJ dzt €

Institutional Pressure:
Laws & Regulatons —— Incentives
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Figure31¢ Moving from the theoretical modetowards a measurement model
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The highlighting and greying has been done by taking the list of variables giVebleil6, and matching them

with the terms in the framework. Please not that in nyacases, these are rather crude proxies. For instance,
whereas the number of subscribers of an ISP might be an acceptable proxy for its size, education index is a rather
weak proxy fouser awarenes(¥ | y  L){Dedite beiag Sk sluch problens we opt toretain all the
variablesat hand in the model, as thisroaders the number of hypothesis we can te€onsequentlycare must

be taken in interpretingaind generalizinghe results.

If we take out the greyed areas from the model, we will epdaithour WY S | & dzNB Y $rédented 2gSré Q
32. In the figure, theelementsare reordered but the grouping is kept similar to what we had in ¢haceptual
framework (heoretical mode). There is onenajor change howeverthe moderatng relationshave been changed
to direct relations. The rationalbehindthis is that although our theoretical modsluggestghat botnet activity is
caused bythe end uses and criminas, and moderated by ISP security measures, pvactically have no
measurenents in our datasetfor the causes, and hencexaminingthe effects of moderation on thosénks
becomes impossible? For this reason, all the relations in the measurement model are simple, direct relations.

ISP Size

(~less peer pressure)
9 total_sub
1 market_share

Factors effecting
the security

Pricing
(~importance of branding;

measures E less pressure to cut costs)
adopted by an  } ﬂp rev per sub
ISP ; —Per
E Cable provider? +
! (~lower cost of security solutions)
E Ll srv_cable
: Regulation \
H (~legal req. for more security) : -
: 1 LAP_member s
: 1  CyberConv_mem : -
Botnet Activity
Sources per sub
Spam per sub
E Education
End-user : (user awareness)
behaviour ' 1 educ_ix

Software piracy
(vulnerabilities)

Technological 1 piracy_rate

enablers
Bandwidth
1 int_bpp

Figure32 ¢ The nmeasurement model

'Please notghat | f (i K2 dz3 K WO NA pfesefittirthe dor@eptuabiiameworkitssabsence in the measurement model
is not problematic. This is because in the long run, we have no reason to believe that cnmonlal$avour targeting a specific
ISP émong EPs with similar characteristics tha} more than its peersin other words, in addition to being very hard to
quantify, there is actuallyot a needto control for criminal behaviour, as it would already be captured in ISP characteristics.

%@ R dzO yido weak ds the only indicator forerttd SNJ 2y f Ay S 6SKI @A2dzNE a2 Al R2SayQi
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3.1.2LUST OF PROPOSED HHEES

Based on the measurement model, and our research questions, we can develop a set of empirical hypotheses.
this section, we present ninsuch hypotheses. The first two arrelated to subguestions 2 & 3, and can be
answered empirically with thielp of thedependent variabl@lone The next seven are based on the 7 relations in
the measurement model, and jointly shed light on sjuestion 4.

SubQ2: ..Are ISPs the key itermediary in botnet mitigation efforts?

Hypothesis 11 Yl 22 NRAG& 2F (GKS 62NIRQaA YItAOA2dzA GNIX FFAO
and controlled by a limited number of ISPs, as compared to originating from autonomous systems
controlled by othertypes of organizations (enterprises, universities, etc).

Explanation'L ¥ (KAa KeLRGKSaAAd K2fR&aX ¢S OFy NBIAFNRXI L{t3a
they are crucial intermediaries in botnet mitigation, as a big chunk of the global battietty can be
reduced by certain decisions of this group of actors.

SubQ3: Do IBs significantly differ in the degree in which they mitigate botnets?
Hypothesis 2 ISPs significantly differ in terms of their performance in mitigating botnets.

Rationak: 5dzS (G2 GKS alL-95 AyOSyGA@S &aidNuzOGdzNBE | yR dzy O
measureswhich weexpect to result in significantly different levels of botnet mitigation (as measured by
the level of botnet activity.)

SubQ4: © what extent can we explain the varying degree in which ISPs mitigate botnet activity? Can
we identify internal or external factors that can explain this variance?

Hypothesis 3 Larger ISPs perform worse in terms sdcurity (i.e., havdower security peformance')

Rationale: In the literature it is believed that having a larger size would lower peer pressure; and hence
reduce incentives for sedty; (Alsobigger ISPs usually have owapacity in bandwidth);

Opposing argumentreputation (branding)s probably more important for large companies (as they rely
less on word of mouth), which is an incentive for security; also larger ISPs usually perform automation that

will then lower the cost of security measures, so security increases

Hypothesis 4 ISPs with higher averagevenue per usehave higher security performance

Rationale:ISPs involved in price competition would worry less about brand image (reputation); they would
also be forced to cut down on all costs, which include investing lessuiitgeneasures;

Opposing argumenton the other hand, they might want to lower abuse management costs, and cost of
infrastructure expansion, and actually taking a longer term perspective, increase their security measures.

! Please note that in théext of the hypothesessecurity performance is defined in terms of botnet activity other words, a
lower security performanceneans higher levels of botnet actiyjtand similarly, higher security performance means lower
levels of botnet activity, in relative numbers of course.
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Hypothesis 5 Cable providers hve higher security performance #m DSL providers

Rationale: Cable providers already have equipment in place to monitor network traffic (doavinga
sharednetwork infrastructure). Thisametechnologycan becheaply adapted for security purposes
Anaher argument is that since cable providers have mostlyilretsers, they can adopt simplstrict
security policies (reducirtbe complexity, and henamsts of security measures).

Hypothesis6: ISPs in countries that have endorsed internatioregjreementsagainst cybercrime (e.g.,
the LAP or the cybecrime convention) have higher security performance

Rationale:The law requires them to be more stringent in terms of security

Hypothesis 71SPs in countries with higher piracy rates have lowecssgty performance

Rationale: Using pirated software increases the number of exploitable software vulnerabiliesis
often mentioned as cause of decreased security.

Hypothesis8: ISPs in countries with higher average bandwidth rates have lower security performance

Rationale: The average bandwidth of a country (i.e., broadband speeds) would be an approximate
representative for the average bandwidth of subscribers of all ISPsticdbatry; since bandwidth is a
technological enabler of botnet activity, this relation would hold

Hypothesis 91SPs in countries with a high@ducational index have higher security performance

Rationale:9 RdzOl 1 A2y AYONXBI aSa erdksers ih cehaNS ty Bi@riet sechritylrisks L { t Q&
(hopefully), resulting in less risky online behavior of the users

(Please note that the termsecurity performancés defined in terms obotnet activity levels; see footnote on
previous page for more infaration).

Conclusion

In this chapter we éfined our research methodology. We startbg exploringvarious sources of datand listing
the dependent and independent variables available tose tothe limited number of variablesn our dataset
testing the complete conceptudramework (theoretical model)s notpossible,and hence a measurement model
was constructed.With the help of ths measurement model, a set of empirical hypothssveredeveloped, that
when tested will answeour research questions.
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(HAPTEHR- DATAPREPARATION

4.1 AGGREGATINRAW DATAUSINGPYTHONSCRIPTS

In the previous chapter wementioned that our raw spam logsontain an enormous number of records
(approximately one million IP addresses logged daily). While this level of fine grainechddia verywaluablefor
certain tasksfor the statistical analysithat we seek,an aggregated dataset (at the level of IS®sd on a yearly
basis)is needed The approactdevelopedduring thisthesis (and the broaderesearchit lies in) has been to write
scripts specifically for the purpos# processinghe raw log files, andccompilingthe eventualdataset,using the
Pythonprogramming language.

4.1.1BUT WHYPYTHOR?

Python scripting is a very efficient tool for such scenarios. To understand why, let us consider some of the
alternatives. The most straight forward approaittat comes to mind is to loathe gigantic raw dataset inta
statistical program. This is simply is not doahleue to constraints of such programs (and even if it were, it
g2dztf RYyQi o06S 27F YdzOK LINI OGAOL € dza Sz &AAYyOS 2dzNJ dzy Al a
approachthat comes to minds to load the data into a spreadsheet suchMisrosoft Excel, and perform certain
aggregation there. This again not viable, as spreadsheets have extra bells and whistles, and typically try to load
the whole datafile into memory atonce Both impractial, andan overkill for our purpose of executing the
aggregation algorithm outlined in section 3.2.1.

A third option would be to importthe logs into an RDBMSuch as MySQL. This option, although more practical
than the previous two, is still not afficient as we would like. For instance, databases typically create indices for
each record, unneeded by us. They also add overhead to the data, increasing its size on the disk. YAnd finall
database queries can take a véong time to execute on suctumber of records.

This is where Python scripts come into play. Python is fast in tasks such as processing text files, and executing an
algorithm similar to the one we presented in section 3.2.1 (to recap, the algorithntovgs through all the log

files, read the records, and updaten aggregatedversion of the data helth memory.After the last file, the data
structure in memory is saved t@a CSMile). Compared to other programming languages, Python has unique
advantages fothe application we see

1 It has manyseful data typesuilt-in, such as diatinaries and lists, that speed up programming

1 Alarge collection of modulesas been written for Python, many of which are open source, thatraad
functionality (e.g., for performing GeolP lookupsheseY 2 Rdz S& NS Ay | RRAGAZ2Y
excellent Standard libraryogether, theysimplify many mundane programming tasks;

1 Since Python is a scripting language, commands can be tested on the fly, memory hendamg
automatically and scriptscan b8 & A f @ WaiAGOKSRQ G 2 F&pidl gr&apingl f €

1 Andlast, but definitely not leastPython is a easy to learrprogramminglanguageand enjoys having an
elegant and clean syntax.

(0p))
me
O«
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4.1.2BUILDING THEROCESSING INFRAETRIRE

It soon became evident that despite all the benefits of Python scripting, due to the large volume of data, and the
number of different steps involved in the processing the logs, a computationally intensiveveessét hand,
requiring much horsepower and memorgndapproximatelyl00GB of free disk space. These needs led us to use
the High Performance Clustea computing infrastructure setup for research involving intensive number crunching
at TPM faculty. Luckily, our requirements where easily met by this infrastructure.

A typical run of oudonger scripts takes about 8 hours to execute for the full 28 range and consumes

around 6 GB of RAMThis process is speeded up by running multiple instantdise script in parallel and on

different CPUs of the machineeach processing a different yearhislowersthe execution time to around two

hours. However, this is still not fast enough, due to the fact that for different formats of output, the sbtaiyptto

be modified and reun. For instance, they would be run once to generate the lishe®s 2 Nt RQa (2L) aLl Y 3
countries; modified versions of the scripts would be rerun to graph the global spam trigmaysyvould again be

changed and rerun tproduce the amount of spam sent by each ASN in the Netherlands, and so on. If you take

into account bugs that can occur in the scrifriecessitatingeruns) you can see that the solution soon loses its

practicality. A speedier solution was needed.

Eventually, the hybrid solution presented iRigure 33 was developed. The raw logs are converted into an
intermediate form (with one level of aggregation), and storechitVySQL databaeTo compile data intghe
necessaryutput formats, scripts andsQL queries are run against thetabasewith the runtime reduced tgusta
few minutes. Mapping ASNs to operator names, as well as joining the independent variablestathetis also
donein this step.

I ﬂ ﬂ Python Graphs

Python

DB query
3 meal | )
v {~150MB
Tabulated output
Spam Logs (~100GB) HE

e

GeolP data

STATA dataset

ASN to OF map

TG dataset

WDI dataset

others
Figure33- Stepsinvolvedin compilingthe final Statadataset

'¢KS 1t/ Qa ALISOAFAOLGAZ2yA IINB & F2ff264Y wmning &BINB&NRE St OK
cluster has access to a centralized 10 TB disk storage.

2fAE DATlLoe&iSa asdSvya (2 068 I KENR fAYAG Ay GKS tedkz2y € A6NI N
% Timewise, the data is aggregated at the weekly, monttdyarterly, and yearly levels, and umiise, at the ASN/CC level.
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4,1.3 SAMPLECRIPTS

Other research projectthat involve processing large amounts of raw data into aggregated dateastsimilar to
ours, benefit from Python scriptingFor this reason, giving a more concrete examplehef scripts can be
academically valuable. In this sectioe will present two othe most importantscriptsused in the proces$ The
chosen scripts are fra the set of scripts that process the raw log fileBalfle 17 shows the various script
categories) The scripts are pretty self explanatory, and comments have beéedato them where necessary.

Tablel7 - Categories of the various Python scriptsed in data prepration

| Script functionality Explanation |

Checkdata mnsistency Scripts that perform various consistency checks on the raw data

Process raw to The initial set of processing scripts that directly transformed log files into the spreadsheet file

spreadsheet (obsolete) graphs(Listing2 isfrom this category)

Process raw to MySQI The second set of processing scripts that transformed log fileo the intermediate MySQL dt

(newer) (Listing3is from his category)

Import other sources Scripts that import the other dataources (e.g., ASN mappings, TG, WDI, etc) into the database

Compile Stata dataset Scripts that produce the final Stata dataset from the database, performing various calcutdtiogs
the way(e.qg., calculating market share, growth, etc)

Concept tests Scripts that perform tests on newer concepts (e.g., persistgneeentile rankingetc).

The first script isather simple, and involves aggregating the Idgsone year producingcountry levelstatistics,
and saving the results tafile.

Listing2 - Source code fogenerate_allcos_csv.py

# Script to generate spamcount/ungips for all countries for annual 200x

# Author Hadi . v1, 25 April 2009; v1.3 20 July 2009 ; simplified for print December 2009

import GeolP

import os

yr = 2007 # change this figure to the year that 6 s | o gtsbearocessed
country_ungips = dict() #has items ofform 6ccd: s et ¢ ihgds )Pssending spam, per country
country_spamcount = dict() #has items ofform &6 cc 6: s p a m_- cspamwdume, per country
daycount = 0 # number of log files processed

gi = None

#these outer loops execute once for eac h day of the year, (hence, each log file)

for mo in range (1,13):
for dy in range (1,32):

# load GeolP database nearest to log - file date
geoipdb = ‘geoip/GeolP - 106_%4d%02d%02d.dat' % (yr, mo, dy)
if os.path.isfile(geoipdb):

gi = GeolP.open(geoipdb, GeolP.GEOIP_MEMORY_CACHE)

# open the daily spam log file if exists for this day
try:  fd = open(“"spam.daily/%4d/daily.%4d%02d%02d" % (yr, mo, dy) )
except: continue

# get O6avgod fdrihigday. thisis a multiplier for the actual spam volume
while fd.next() != "Log file retry statistics \n":
pass
fd.next()
s = fd.next().split(',")[2].strip()
avg = float ( s[s.find(" *):])
if avg <1loravg>15:avg =4 # use 4 in case of unusual values

! These two scripts are chosen among mtbran 50 scripts written and usetliring this project
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# now, go back to start of file to start processing records
fd.seek(0)

# log file consists of two parts, called 6éinjection
# the diff. being whether the spam source was blacklisted at moment of reception
# for us they make no diff. and parsing is almost identical
for section in [injection’, 'logged:
is_injection = (section == "injection’)

# skip lines until section start

section_start = "Overall %s points: \ n" % section
while fd.next() != section_start:
pass
fd.next()
# this loop executes for each line until section finishes
for s in fd:
ifs==" \ n': break
# parse line i the format is [ip count asn] i asn not used in this script

ip = s[0:15].rstrip()

count = int(s[16:21]) if is_injection else int(s[16:25])

#asn = s[33:40] if is_injection else s[42:49]

#asn = int(asn) if asn[0].isdigit() else -1

cc = gi.country_code_by_addr(ip) or ' - # perform  GeolP lookup!
# if country not seen before, setup data structures
if cc not in country_ungips:

country_ungips[cc] = set()

country_spamcountfcc] = 0

country_ungips[cc]. add(ip) # add to list of ips emitting spam for country
country_spamcount[  cc] += int(round(count * avg)) # increase spam count for country
#
#
fd.close()

#

# section to save proccessed data in memory to a CSV file
fw = open('xspam' + year_s + 'global.csv', 'w')

header = 'CC, Spam Messages, Unique Sources \n'

fw.write(header)

for cc in sorted(country_unqips.keys()):
row = "%s, %d, %d\ n" % (cc, country_spamcou nt[cc], len(country_unqips[cc]) )
fw.write(row)

fw.write(‘Total days in period: %d \' n' % daycount)

fw.close()

print'  Total days processed: ' + str(daycount)

pointso
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Chapter 4 Data Preparation

The second script is much more complex.dgr@gates the data to the ASN/CC letlen saves the results to

MySQL, angrintsits progressiuring run The main loop is similar to the previous one.

Listing3 ¢ Source code fospam_by_asn_yr_mysql.py

# Script to generate annual spam msg_count and ungips _count , for all ASN/CCs
# The result is inserted into MYSQL db.( Script uses daily log files)
# Author Hadi . v1, 21 July 2009, simplified for print December 2009

import GeolP

import MySQLdb

import sys

import time

import os

import struct

import socket

from datetime import date

# this script uses a custom data structure to hold information for each ASN.
# thatis, one instance of this class exists in memory for each ASN
# inside the class, spam_msg and unqg_ip_src for that s ingle ASN are held, divided by country
class AsnData:
def __init__(self, n):
self.myasn =n

self.unqip_bycc = dict() #dictionary holds items of this form: o6ccbd
self.spam_bycc = dict() # dictionary holds items of this form: 6ccd: spam_count
self.spam_total = 0 # grand total spam_count

# this class - method is called to add one IP record
def add_item(self, ip, cc, spam_msgs):

# store IP addresses as integers i slow but conserves memory

ip = struct.unpac k('I',socket.inet_aton(ip))[0]

self.spam_bycc[cc] = self.spam_bycc.get(cc,0) + spam_msgs # update spam - count
self.unqgip_bycc.setdefault(cc, set()). add(ip) # store IP

self.spam_total += spam_msgs

#this  class - method is called write before outputing results to DB
# to avoid db explosion, group all small ccs as other (**')
def group_smallcc(self):
for cc in self.spam_bycc.keys():
perc = 1.0 * self.spam_bycc|[cc] / self.spam_total
if perc < 0.001:
self.spam_bycc[**'] = self.spam_bycc.get(**, 0) + self.spam_bycc[cc]
self.ungip_bycc[' ** = self.ungip_bycc.get(**, set()).union( self.ungip_bycc[cc])
del self.spam_bycc[cc]
del self.ungip_bycc|cc]

#

# global method that outputs results to MySQL
def write_todb(a_asnlist):
print_fl ush(' >> committing to db - %d asns @t:%.1f ..." % (le n(a_asnlist),time.time() -stt) )
if len(a_asnlist) == 0:
print' >>0 rows committed'
return

# loop until db becomes available, and open a connection to it
pri nt' >>connecting to db...",
while True:
try:
mydb = MySQLdb.connect(host="' 127.0.0.1',port=3366, user=" XX', passwd=" XX', db='spamdata’)
if mydb != None:
print' >> ... connected!
break
except:
print_flush (‘error connecting to db, sleep 10 min....")
time.sleep(600)
#
commit_count =0
¢ = mydb.cursor()

# loop over all the asns
for asn, data in a_asnlist.iteritems():
data .group_smallcc()
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# make sure that ASN - 0 is really unused, because we are using 0 for unrouted/invalid asns
if asn == 0: raise "we shouldn't have a zero asn!!!"
if asn == K_UNROUTED : asn =0

# loop over all ASN/CCs in this asn, committing one by one
for cc, spam_count in data.spam_bycc.iteritems():
ip_count = len(data.ungip_bycc[cc])
sqgl = 'insert into spam_by_asn_yr (yr, asn, cc, spam_msgs, ung_ips) values A
' (%d, %d, "%s", %d, %d)" % (glbl_yr,asn,cc, spam_count, ip_days)
try:
c.execute(sql)
commit_count += 1
except MySQLdb.IntegrityError, e:

print *** IntegrityError: %s ' % e # usually due to duplicate. see message details
except Exception, e:
print"  *** Exception type %s: %s for query '%s™ % ( type(e) ,e , sqgl)
#
#
c.close()
mydb.commit()
mydb.close( )
print_flush(* >> %d rows committed @t:%.1f' % (commit_count , time.time() - stt) )

#

# this method flushes output after printing a line, useful when script run with linux nohup command
def print_flush(s):

prints

sys.stdout.flush()
#

# program execution starts here
print('Script to aggregate spamcount/ungips for *ALL* ASNs per year, and store to MySQL.")

# parse command line arguments 1 this scripts gets the year to process from the command line
if len(sys.argv) != 2:
print *** fatal error: missing argument(s). required arguemnts: year'

sys.exit()
glbl_yr = int(sys.argv[1])
print '‘Running for year %d. \'n' % glbl_yr
stt = time.time() # variable to track script run - time
K_UNROUTED = - 1007 # dummy value for IPs from unknown ASNs
filecount = 0
asnlist = dict() # holds pairs of asn:asndata
# main program loops i these outer loops run once for each file

for mo in range (1,13):
print_flush('Starting processing of month %d..." % mo)
for dy in range (1,32):
# check if this combination is a valid day
try: today = date(glbl_yr,mo,dy)
except: continue

# try loading nearest geoipdb to current day
tmp_geoipdb = 'geoip/GeolP - 106_%4d%02d%02d.dat' % (glbl_yr, mo, dy)
if os.path.isfile(tmp_geoipdb):
gi = None
gi = GeolP.open(tmp_geoipdb, GeolP.GEOIP_MEMORY_CACHE)
current_gi = tmp_geoipd b[6:24]

#open t hi s dafjeds
fname = "spam.daily/%4d/daily.%4d%02d%02d" % (glbl_yr, glbl_yr, mo, dy)
try:
fd = open(fname, "r")
print_flush( 'L %s (w/ %s) @t:%.1f' %(fd.name,current_gi.lower() Jtime.time() -stt) )
except |OError:
continue

# get 'avg' figure for that day i the multiplier for spam_volume
while fd.next() != "Log file retry statistics \n":
pass
fd.next()
s = fd.next() .split(',")[2].strip()
avg = float ( s[s.find(" *):])
ifavg <1 or avg > 15:
print *** strange avg: ' + str(avg)
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avg =4 #use 4 ( incase of unusual values
# now, go back to start of file to start processing records
fd.seek(0)

# the log file consists of two very similar sections. skip lines until section start
for section in [injection’, 'logged:

section_start = "Overall %s points: \ n" % section
while fd.next() != section_start:
pass
fd.next()
# this loop executes for each line until section finishes
for sinfd:
ifs==" \ n": break
# parse line i the format is [ip count asn]

ip = s[0:15].rstrip()

count = int(s[16:21]) if section[0] == "I else int(s[16:25])

pos = 33 if section[0] == "i' else 42

asn = int(s[pos:pos+7]) if s[pos].isdigit() else K_UNROUTED

'

cc = gi.country_code_by_addr(ip) or ' - # perform GeolP lookup!

# get the ASNData object for this asn, or creates one if ne cessary
# then add this record to it
asnlist.setdefault(asn, AsnData(asn)).add_item(ip, cc, count*avg)
#
#
fd.close()
filecount += 1

#
write_todb(asnlist)

print ‘##H#
print ‘files proccessed: %d \ ntotal time: %.3f' % (filecount, time.time() - stt)

Conclusion

Due to the large quantity of raw data, a process of data preparation was necessary ttasamthe data into a

form suitable for statistical software packages. For this reason, a processing infrastructure was built during the
course of the projec{funded by the broader research this project was a part @her projects with similar
procesing needs can make use of concepts preseiei.

One exampleapplication mentioned byone of the supervisos of the author, was a project involving a major
Dutch supermarket chain. The project required quantitative analysis of the logs produced bagstheegisters.
There, similar to our project, data on each individual item purchased is not useful for statistical a(atgsis
neither is it possible)but rather aggregations on various levels are needed (e.g., at the level of product categories,
or the totals for different months or different neighborhoods).

Page |79



4.2 DATATRIANGULATION

4.2.10OVERVIEW

It is important to knowif 2 dzZNJ Rl G+ aSi A& Iy WAYRAOIFIGAGS

al YLt $SQ 27F% ¢

generalized conclusions on it. For this reason, we need to comparedata with the public spam reports
published by the industry. One of the (only) industry groups tiete accurate data on spam statistics are the
commercial security providers=or certain reasons, these companies refrain from making their data publicly
available oreven producing imlepth (nonmarketing analysis based on thehiThe major security prasers do
however publish excerpts of their data, in the form of regular reports on malware and spam trends. It was decided
to go through these publicly accessible reports (listedablel18), and find partghat could betriangulatedwith

our data. Due to a variety of reasons, most of theformation providedin these reports is not useful for

triangulation purposesleaving us withtte following twopossible(:ompari:s)ns:2

1 Graphs of the global spam trends
1 List of top spam emitting countries

Table18 ¢ List ofthe major publicly availablesearity reports

] Security Firm Report Name |

Cisco Cisco annual security report
Google (Postini) AnnualGoogle communications intelligence report
IBM XForce IBM Internet security systems:Borce trend & riskeport
IronPort (part of Cisco) Internet security trends

Internet malware trends
Kaspersky Lab Statistics; Kaspersky security bulletin
McAfee McAfee research reportspam report
Messagelabs (part of Symantec) Messagelabs intelligence: annual security report
Microsoft Microsoft security intelligence report
Panda Security Pandalabs Annual Report
Sophos Security threat report
Symantec Symantec Internet security threat report
Trend Micro Trend Micro annual threat roundup and forecast

4.2.2COMPARISON (BPAM TRENBRAPHS

In Figure34 we haveplotted next to each other the spam trends for 2007, based on our data, and from lronPort

(2008b) By simply comparing the plots it can be seen that trends matite nicely.Figure35 presents the same

plots for 2008 For this year, thenatch is not as good.uckily, thedifferencein 2008might notbe problematic. In

a workshop held in September 2009 with security exptrtdiscuss theefindings(and those of théoroader OECD

project it is part of), experts pointed out that this difference might be due to the ris¢afy 2 6 A K2 S ina LI YYA Y

! The most probable reason is that publishing this information would outrage some of thesievperforming customers.

Another reason that comes to mind is to protect the location of their spaps and honeypots.

2 Some reasonwhy the information provided is not useful for triangulatiorclude i) reporting spam as a percentage of email

rather thanabsolute numbersmakingitnorO2 YLJI NI 6t S aAy O0S 4SS R2y Qi

K @S Fye ydzroS$SNn

G&LIS o6AYI3ISE GSEds SG00z YvYSaal3dsS &aATST 2N AYyGSy(d opakAdaKAyYy3I:Z
messagesii) and finally, reportingcase studies oparticular threas, rather than global statistics, which makes sense for

marketing purposedut is not useful fous.
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2008. Snowshoe spam is sent from static IP addresses belonging to a narrow raifigs, @and according to
Spamhau$2009) it rose in 2008, to be second only to botnet spam.
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Figure35- Side by side comparisonfavorldwide spam trends for 200&left: Cisco(2008) right: our data)

Due to the use of static IPsnowshoespam hasa higher chance of passitigrough spam filters. The technique

evades IP reputation servicasthis way: backlKy R A LJ Y A SNISNE Wi the/egrésysaticfiik SA NJ a LJl
addresses. Should tregress IP addresses become blacklisted, spammers shift to another range of addresses. The
backend servers remain hidden and undetecteds this technique is costlier thdotnet spam(due to the price

paid for the IPaddressel snowshoe spammermployup to date mailing listsand avoid sending to stale email

addressesr small domaing which isexactlythe caseof our spamtrap. This means that our spainNJ LJ ¢ 2 y Qi
pickup snowshoe spam, and hence the spam trends it shows will not be indicative ofviderisham trends. It
howeverpicks up¥ 6 2 (i y S (andénask pyobablyremairs indicative of that could we test )t We areactually

interestedin botnet spamsothis difference is not problematic.

! These IP ranges are quite diverSeie to the backend servers remaining undetected, thesammers usually provide the
WOdza 2 YSNI 2T OdzA(Spanmh&uNED09S EOdza S G2 L{t &
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4.2.3COMPARISON OF TOP BFENDING COUNTRIES

The secad triangulation attemptmakes use of formal statistical tests. The basic idea is to see how well the list of
top spam sending countries published in industry repamatches the list generated from our data. Duethe
limited number of observations, we need to usenparametric tests of associatiorAccording to Siegel and
Castellan(1988) the following stéstical tests, among othersyre suitable forthis scenario:

f Spearman ranforder correlation coefficient{( LIS NXY )y Q& NX 2
f  Kendall rantorder correlation coefficientY Sy Rl § f Qa (| dz
f  Kendall coefficient of concordanc¥ § y’ R | )- dls@® Bnowh as ranking N items Kjudges

Figure36 displays the top spam sending countries in 2007 from two s@,i€asperskyLg2008) andIBM (2008)
Tablel9lists the same data according to Sopl{@807) and our own dataset.

Figure36- Top spam emitting countries in 2007eft: KasperskyLalf2008), right: IBM(2008)

Tablel9- Top spam emitting countries in 2007 Sophog2007), and our data

Sophos Ourdata |

United States 22.5% United States 17.5%
South Korea 6.5% Russia 5.9%
China (incl HK) 6.0% China 5.0%
Poland 4.9% Poland 5.0%
Russia 4.7% Brazil 4.7%
Brazil 3.8% Germany 4.7%
France 3.5% South Korea 4.6%
Germany 3.5% France 3.7%
Turkey 3.1% Italy 3.4%
Spain 2.7% Turkey 2.8%
Italy 2.7% UK 2.7%
India 2.6% Spain 2.7%

India 2.5%
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