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To my dear husband 
By her who best knows his value 

 (dedication borrowed from Elizabeth Gaskell)   
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Summary 

How is the effectiveness of 
surveillance technology evaluated in intelligence work?
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Propositions 

 

(This proposition pertains to this 
dissertation.)

 

(This proposition pertains to this dissertation.)

 

(This proposition pertains to this dissertation.)
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Chapter 1  
Introduction 

1.1 Problem definition 

 The surveillance debate 
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The technology 

The evaluation 
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The stakeholders 
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Effectiveness evaluation and its complexities 
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1.2 Research question 

How is the effectiveness of surveillance technology 
evaluated in intelligence work?

Stakeholders 
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Surveillance technologies studied 

1.3 Methodology 

#1 What kinds of surveillance 
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technology does the NSA employ and how can they be categorized?

How is the effectiveness of surveillance 
technology evaluated in intelligence work?

 is

#2 What do intelligence practitioners say about the effectiveness of 
surveillance technology?

#3 How do oversight bodies evaluate the effectiveness of 
surveillance technology?  
 

4 How does the public perceive the effectiveness of 
surveillance technology?

#5 When considering effectiveness, how are factors, such as cost and 
proportionality taken into account?

#6 What is the underlying cause for the lack of evaluation of 
effectiveness?
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1.4 Dissertation outline 

Chp. Title     Publication 

Safety and Reliability: 
Methodology and Applications, 

The Information 
Society

 

Intelligence and National Security

Journal of Information, Communication, 
and Ethics in Society, 

 

Intelligence and 
National Security

Table 1.1.  Dissertation overview 
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Chapter 2  
NSA Surveillance Technology Explained  

2.1 Introduction 

Safety and Reliability: 
Methodology and Applications. 
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2.2 NSA Surveillance Technologies   

2.2.1 Wiretaps 

 Fiber-optic cables  
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 Fiber-optic splitters   

Figure 2.1. 50/50 Splitter (Source: Declaration of J. Scott Marcus, p.13) 
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Deep packet inspection 
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Possible additional locations of NSA splitters  

Concluding remarks on fiber-optic cable tapping  
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2.2.2 PRISM  

The Guardian

The Guardian The 
Washington Post

The Week
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2.2.3 Decryption, or circumventing encryption  
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2.2.4 Exploitation   

Secret servers  
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very small fraction

Spiegel Online
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Software and hardware implants 

Der Spiegel

2.2.5 Analysis tools and databases2 
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Spiegel

2.3  Findings  
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Figure 2.2. Classification of NSA surveillance technology  

2.4   Conclusion 
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Chapter 3 
What Intelligence Practitioners are Saying…1 

 

3.1 Introduction 

The Information Society
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3.2 Related Work 
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3.3 Terminology 

effectiveness
performance
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3.4 Methodology 



543821-L-bw-Cayford543821-L-bw-Cayford543821-L-bw-Cayford543821-L-bw-Cayford
Processed on: 18-5-2020Processed on: 18-5-2020Processed on: 18-5-2020Processed on: 18-5-2020 PDF page: 45PDF page: 45PDF page: 45PDF page: 45



543821-L-bw-Cayford543821-L-bw-Cayford543821-L-bw-Cayford543821-L-bw-Cayford
Processed on: 18-5-2020Processed on: 18-5-2020Processed on: 18-5-2020Processed on: 18-5-2020 PDF page: 46PDF page: 46PDF page: 46PDF page: 46

3.5 What Intelligence Officials are Saying About… 

3.5.1 What Intelligence is 
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3.5.2 Strategic vs. tactical intelligence 
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3.5.3 Effectiveness 
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Counting 
 

1. Thwarted attacks 

2. Lives saved 

3. Terrorist (and criminal) organizations destroyed 
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Documents/cases 

4. Output 
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a. Use in criminal cases 

Organizations 

5. Context 

6. Support 

7. Informed policy maker 

Analysis of effectiveness 
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General and complex 

To count or not to count 
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Measures and manner 

context

support

lives saved
lives saved

is

Effectiveness as a percentage 

Effectiveness mapped 
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Support

Figure 3.1. Evaluating effectiveness of surveillance technology as described by intelligence 
officials 

output
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3.5.4 Cost 

Analysis of cost
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3.5.5 Proportionality 

Addressed by law 
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…and by human beings 

The issue of mass surveillance 

1. The amount of data collected 
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2. What they collect 



543821-L-bw-Cayford543821-L-bw-Cayford543821-L-bw-Cayford543821-L-bw-Cayford
Processed on: 18-5-2020Processed on: 18-5-2020Processed on: 18-5-2020Processed on: 18-5-2020 PDF page: 59PDF page: 59PDF page: 59PDF page: 59

3. How they collect 

Analysis of proportionality
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3.5.6 The so-called balance 
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Analysis of “balance” 



543821-L-bw-Cayford543821-L-bw-Cayford543821-L-bw-Cayford543821-L-bw-Cayford
Processed on: 18-5-2020Processed on: 18-5-2020Processed on: 18-5-2020Processed on: 18-5-2020 PDF page: 62PDF page: 62PDF page: 62PDF page: 62

Figure 3.2. Components of overall effectiveness 
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3.6 Conclusion 

Figure 3.3. Officials’ statements related to effectiveness, cost, proportionality, and “balance” 

*The original statement is from several years 
earlier than the 2011 article, but we were 
unable to determine the exact year. 
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Chapter 4 

Oversight Bodies –  
Evaluation through Compartmentalization1 

 

4.1 Introduction  

Intelligence and 
National Security
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nor is it a judgment
how

4.2 Related work  
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4.3 Framework and methods  

effective

performance
performance
effective

Intelligence oversight
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Figure 4.1. Conceptual framework of effectiveness, surveillance, and oversight 
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4.4 Overview of intelligence oversight bodies 
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Figure 4.2. U.S. oversight layers  
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Figure 4.3. U.K. oversight pillars  

4.5 What Oversight Bodies are reporting related to…  

4.5.1 Effectiveness 
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prevention
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reports
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prioritizing
flexibility
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speed

26. Measures of effectiveness  
The Committee continued to press the Intelligence Community… to establish 
quantitative measures of effectiveness to provide insight into how effectively 
a program is performing… The Committee is pleased that the IC is developing 
more meaningful measures of effectiveness for its programs (Senate 
Committee Mar. 2011, p.30). 
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4.5.2 Cost 
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4.5.3 Proportionality 

Legality
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Compliance
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integrity

 Privacy and proportionality

privacy protections

human judgment
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Proportionate  legal
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4.6 Discussion 

4.6.1 Oversight bodies and intelligence practitioners compared 
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4.6.2 Dependency 



543821-L-bw-Cayford543821-L-bw-Cayford543821-L-bw-Cayford543821-L-bw-Cayford
Processed on: 18-5-2020Processed on: 18-5-2020Processed on: 18-5-2020Processed on: 18-5-2020 PDF page: 86PDF page: 86PDF page: 86PDF page: 86

4.6.3 Trilemma 

legal
compliance
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4.7 Conclusion 
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Chapter 5 

The Public Wants It All1 

5.1 Introduction 

Journal of 
Information, Communication and Ethics in Society
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5.2 Related Work 
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5.3 Methodology 
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5.4 Results and analysis 
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5.4.1 Privacy 
 

H1. People are more bothered by the NSA potentially accessing their online 
activity, than by the AIVD. 

 
H2. People are more bothered by both the NSA and the AIVD potentially 

accessing their online activity, than by ISPs and internet companies.  
 
H3. Parents, being closer to a pre-internet era and a time when intelligence 
 agencies were more trusted, will be less bothered than students by potential 
 NSA and AIVD access, and more bothered than students by ISP and internet 
 companies’ access. 

 

M SD

M SD

M SD

p

H3

M M
p 
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M SD p 

H1-H3

r(357) p r(357) p 
r(358) p 
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Figure 5.1.  

(a)(Q1) To what extent are you bothered by Internet Service Providers and Internet 
companies having access to all your online activity? 

(b) (Q2) To what extent would you be bothered if the Dutch AIVD had access to all your online
   activity? 

(c) (Q3) To what extent would you be bothered if the American NSA had access to all your 
online activity?  

(a) (b) 

(c) 

(a)

      Not at all  A little          A lot 
  

So much, 
would/have 
taken action (b)

    Not at all  A little         A lot 
  

So much, 
would/have 
taken action 

    Not at all        A little         A lot 
  

So much, 
would/have 
taken action 
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5.4.2 Effectiveness 

H4. Those who find NSA surveillance to be effective are less bothered by potential 
 NSA access to their online activity. 
 
H5. Those who find NSA surveillance to be effective are less bothered by potential 
 AIVD access to their online activity. 
 
H6. Those who consider using private mobile devices to record crime scenes and 
 speeding vehicles to be effective for security find this action to not be 
 particularly invasive.  
 
H7. Those who consider using private mobile devices to be effective for security 

are more comfortable with the police using such recordings to issue speeding 
fines and investigate crime.  

M SD

p

p 
M SD M SD
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H4

r(151) p 

H5

r(348) p 

r(151) p 

r(151) p 

H6

r(358) p 
H7

r(357) p 
r(356) p 
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 More invasive  Equally 
invasive

Less 
invasive A little Not at allVery 

comfortable 
l Only in 

cases of 
extreme 
speeding 

 A little Not at all Only in 
cases of 
bodily 
harm 

AVery 
comfortable 

Yes       No  Yes          No 

Figure 5.2.  
(a)(Q4) The NSA collects vast amounts of data by 
setting the filters wide for their wiretaps. Do you 
consider this to be an effective form of surveillance?  

(b)(Q5) Using mobile devices, individuals can now 
take photos and films of crime scenes, speeding 
vehicles, etc. Do you consider this to be an effective 
use of technology for security purposes? 

(c)(Q6) Do you consider the above activity (see Q5) 
to invade your privacy more than, for example, a 
CCTV camera in a public space? 

(d)(Q7) How comfortable are you with police using 
videos from private individuals to issue speeding 
fines? 

(e)(Q8) How comfortable are you with police using 
videos from private individuals to investigate 
crime?  
 

(a) (b) 

(c) (d) 

(e) 
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5.4.3 Cost 

H8. Those who find NSA wiretaps to be effective place less importance on the cost 
 of surveillance technology, and those who find NSA wiretaps to be ineffective 
 place more importance on cost.  
 
H9. Those that expect the government to prevent every possible terrorist attack 
 place less importance on the cost of surveillance technology. 
 
H10. Those that place more importance on the cost of surveillance technology are 
 more likely to be bothered by potential AIVD and NSA access to their online 
 activity. 

M SD

p M SD
M SD

H8
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H10

r(91) p 

r(91) p H9

   Yes       No 

Government 
should have 
prevented 

attack 

Something 
should be  
done to 
prevent  

future attacks 

Government 
doing best 
they can 

   Very  
important

(a) (b) 

(c) 

Somewhat  
important 

Less  
important 

Figure 5.3. 
(a)(Q9) As a taxpayer, how important 
is the cost of surveillance technology 
to you in relation to security? 

(b)(Q10) Do you expect the 
government to be able to prevent 
every possible terrorist attack? 

(c)(Q11) When a terrorist attack 
occurs what is your reaction? 
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5.4.4 Minor vs. non-minor students 

H11. There will be a difference in the responses of SSJ minor students vs. students 
not in the minor. 

z

p

p

p

p

p

5.4.5 Qualitative data 
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Only by collecting vast amounts of potentially relevant data, will you end up with 
 having that one phone call on tape that you happen to need.

 
It is like looking for a needle in a haystack. 
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5.5 Discussion 
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5.6 Conclusion 
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Chapter 6 
Fettered by Bureaucracy1 

6.1 Introduction 

Bureaucracy 

Intelligence and National Security
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6.2 Previous research 
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Effective
performance
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6.3 Observing bureaucracy 

Bureaucracy
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Bureaucracy

Bureaucracy

Goals 
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contextual

Congress could not provide a consistent rank-ordering of these goals, 
which is to say that it could not decide on how much of one goal (e.g. 
keeping prices low) should be sacrificed to attain more of another goal 
(e.g. keeping rural post offices open). This inability to decide is… the 
inevitable consequence of Congress being a representative body whose 
individual members respond differently to different constituencies 
(Wilson, p.125). 

Constraints over tasks 
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management

Visible output and invisible outcome 

how

efficiency efficiency effectivenes
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Rules without trade-offs  

Political environment 

must do something that is unpopular (e.g., collecting taxes) or difficult 
(e.g., managing foreign affairs) and that a half dozen other agencies are 
doing (e.g., gathering intelligence or catching drug dealers), and it must 
do these things under the watchful and critical eyes of countless 
subcommittees, interest groups, and journalists. It faces inadequate 
budgets, complex tasks, several rivals, and many constraints (p.181). 
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6.4 Analysis 

Bureaucracy

Goals (in intelligence agencies) 
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Effectiveness minimally treated 
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Complex oversight 

Operating under politics in a democracy 
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Research finding 
 
 

Applicable concept from 
Wilson 

 

Interpretation of finding 
using Wilson’s concept 

 

Proportionality is a contextual, 
not primary goal 
 
 

 
 
 

 
Legislative body cannot decide 
which goal has priority 
resulting in intelligence 
agencies having conflicting 
goals 

 

 

 
Effectiveness is more difficult to 
evaluate than measuring 
accordance with rules and 
budget 
 
 
Outcomes of analysts’ actions 
are unobservable resulting in 
compliance reports but not 
effectiveness reports 
 

 

 
Intelligence oversight is unable 
to judge the success of agencies’ 
tasks 
 
 
 

 
Surveillance finds itself in an 
impossible trilemma of needing 
to simultaneously meet three 
conflicting demands 

 
Table 6.1. Wilson’s concepts applied to research findings 
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6.5 Discussion 

Differences across the pond? 

are
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Further dimension added by additional theories  
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Implications for the surveillance debate  
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6.6 Conclusion 

Bureaucracy
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Chapter 7  
Conclusion 

How is the effectiveness of surveillance technology 
evaluated in intelligence work?

7.1  Summary of Findings 

Chapter 2
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Chapter 3
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everyone’s

Chapter 4
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Chapter 5
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Chapter 6

Bureaucracy
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7.2 Reflections 

7.2.1 Additional Actors 

 

 Law Enforcement 

Law Enforcement Intelligence Agencies 

     Table 7.1. Differences between law enforcement and intelligence agencies 
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 Privacy Advocates 

 Private Companies 
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7.2.2 The Dilemma of Frameworks 

 SURVEILLE & MOEST models 

why



543821-L-bw-Cayford543821-L-bw-Cayford543821-L-bw-Cayford543821-L-bw-Cayford
Processed on: 18-5-2020Processed on: 18-5-2020Processed on: 18-5-2020Processed on: 18-5-2020 PDF page: 138PDF page: 138PDF page: 138PDF page: 138



543821-L-bw-Cayford543821-L-bw-Cayford543821-L-bw-Cayford543821-L-bw-Cayford
Processed on: 18-5-2020Processed on: 18-5-2020Processed on: 18-5-2020Processed on: 18-5-2020 PDF page: 139PDF page: 139PDF page: 139PDF page: 139

Figure 7.1. The MOEST method 
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7.2.3 The issue of trust 
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7.3 Implications 

7.3.1 Scientific Insights 
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Non-existent effectiveness evaluation

Measures of effectiveness.

The security trilemma.
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Fetters of bureaucracy

Impasse of public demands vs. impossible trilemma.
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7.3.2 Social Implications 
 
 Out of the Impasse 

Report of Bulk Powers Review

is the technology achieving the said security goal
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 Policy 

 More effective dialogue 
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7.4 Limitations 

say

how
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7.5 Future research 
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Surveillance of communications data is 
a contentious topic, typically centering 
on privacy vs. security questions. Central 
to this debate, but often overlooked, is 
the question of the effectiveness of the 
surveillance technology. This disserta-
tion focuses on intelligence agencies in 
the U.S. and the U.K. and the evaluation 
of the effectiveness of the surveillance 
technology they employ. It examines 
three stakeholders – intelligence practi-
tioners, oversight bodies, and the public 
– and how they treat the question of ef-
fectiveness, including considerations of 
cost and proportionality. The final study 
considers the role of bureaucracy and its 
impact on effectiveness evaluation. The 
dissertation concludes with reflections 
on additional actors in the effectiveness 
debate and a discussion on the use of 
frameworks and the issue of trust.

The Good, the Cheap, and the Privacy-Friendly
Cayford
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