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Executive Summary

Recent developments in information technology such as artificial intelligence and machine learning allow
the storage and processing of gigabytes of personal data allowing the possibility of a range of negative
effects. Centralized digital solutions have proved to have massive data leaks in the past. Blockchain
technology is proposed as a solution that allows shift of ownership of data to an individual level through its
decentralized architecture. Certification/credential management of educational data was chosen as the use
case to understand the merits and demerits of blockchain technology on a conceptual level. The objective
of the research is to provide guidelines and design principles that meet the value criteria for the relevant
stakeholders. The research question that was answered in this study was

” What are design principles for blockchain for administrative educational purposes that help to
meet relevant values?”.

To answer this main question, the research followed the sequential steps of Value Sensitive Design and the
data to curate the methodology stemmed from literature review and expert interviews. The rationale to use
VSD to evaluate the design process is that efforts to regulate or influence a technology leads to a dilemma.
An information problem where impacts cannot be anticipated without a widespread use of the technology
and a power problem where control is complicated when the technology has become established. This is
called a Collingride dilemma. Hence integrating values in design seeks to improve the functionality of new
design by formulating relevant design principles. The Value Sensitive Design (VSD) methodology is broken
down into three stages (Empirical, Conceptual and Technical Investigations).

The empirical stage relies on inputs from stakeholders and are the main building blocks to achieve the
design principles needed for a blockchain enhanced certificate management. The value inputs from
stakeholders are relied upon to form the objectives to accomplish in the final design. Three values privacy,
transparency and trust are the most important values for this research according to the stakeholder
perspective. The benefits and challenges of using blockchain as a tool of certification management is
presented in Table 3. These predefined values were contested with a literature review to compare and
contrast the philosophical understanding of these values with its implication in the use context of
blockchain. This gives rise to the value relations given in the figure below. A detailed explanation of these
values is mentioned in the conceptual Investigation chapter.
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The result of the conceptual investigation lay the foundation of the design principles which are important for
the design of this application. The main design principles are provided in the table below.

The system must promote access to the application

The system must promote transparency of information

The system must promote data identity

The system must promote the needs of privacy and security
The system needs to promote trust

The technical investigation was used to fulfil the design. In the technical investigation (chapter 7), the
application design is showcased as an example to build blockchain enhanced certification management
system. Since the objectives of the design and blockchains technical complexity entail fundamental
differences, the application is divided into three layers (the application layer, the database layer and the
network layer) to achieve the relevant design principles mentioned above. The blockchain is used as
appliance to promote trust between stakeholder and users and occupies the network layer of the
application. Permission rules are embedded in the database layer in accordance with the network layer.
Finally, the application layer provides the interface for users and stakeholders to use the application.

The blockchain layer uses the proof of stake as an algorithm to calculate trust between parties. The formula
is presented below.

— 1C... ¢ _
b= L. |dist(R.C) —m| ° B:’ - (C, D)

where
e bis the block relevance
B is a list of all trust relations in the block
C is the trusting party of entry | in list B
D is the trusted party of entry i in list B
[{C...}|| is the amount of different trusting parties in the block
dist is the graph distance function
R is the root node
m is the average graph distance to the root node of the current blockchain

The conclusion of the thesis was presented in chapter 8. Blockchain has a high complexity of technologies
that does not provide solutions to all the challenges specified by the stakeholders. Hence different
applications have to be used in consortium with blockchain to achieve the objectives presented. The
database layer uses a distributed hash table which is built on centralized databases to leverage data
mismanagement. This again poses a single point of failure resulting in further challenges.

My reflection will be that blockchain is indeed in its infancy, utilizing existing technology with blockchain
brings back the issues that blockchain addresses in the first place and thus a conundrum. Legal regulations
on privacy also pose problems on the decentralized nature of blockchain. As stated before, blockchain has
a lot to offer in terms of its versatility of functions however at the moment public blockchain do not offer a
great extent of value and also restricts usability. Private blockchain can be an immediate solution. A
blockchain consortium of universities could be set up and new nodes can be added, to what extent would
institutions trust and add other education providers such as online mediums remain to be questioned and
studied. Limitations and recommendation of further research is also made in the conclusion chapter.
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Chapter 1 - Introduction

1.1 Problem Identification

Recent developments in information technology such as artificial intelligence and machine learning allow
the storage and processing of gigabytes of personal data allowing the possibility of a range of negative
effects [5]. Even though the age of Big Data has provided a quantum leap in the way we communicate and
interact, it has also given rise to a declining clarity and agreement on privacy and ambiguous conceptual
understanding of policy, law, and ethics concerning information. Identity of an individual can be traced with
very minimal information thus posing a big risk on the data security. Blockchain technology is proposed as a
solution that allows shift of ownership of data to an individual level through its decentralized architecture
[56].

Certification management of educational data is chosen as the used case to understand the merits and
demerits of blockchain technology on a concise level. The rationale for choosing this field is two folds.
Firstly, schools and colleges face high number of data breaches as students create tons of data daily
ranging from different resources. Due to lack of proper treatment and protection, personal information
stored in data centres risk misused management of data and data theft [57]. Secondly, education
certificates are of paramount importance to individuals, and that the society has also an interest in checking
their credibility. For example, the Syrian refugee crisis has created the global displacement of people,
highest since the Second World War. Refugees already facing impoverished standards of living in host
countries are forced to accept low wages because of the absence of official academic documents, which
further aggravates their existing condition [14]. A system where people are able to prove their credentials
without relying on centralised databanks, such a system would have enabled refugees to get access to the
work they deserve.

1.2 Problem Background

This research investigates the practicality and limitations of blockchain applications aimed at educational
certificates. Hence it is of importance to understand why blockchain could be used and how educational
certificates can benefit from this novel technology.

There is a growing area of interest for blockchain technology for many businesses and institutions. It is a
novel and a disruptive technology which is projected to create new business models and transcend day to
day interaction [60]. Blockchain has various definitions, Meijer uses a description that combines two
important features distributed computing and distributed databases. The definition states “ “A blockchain is
a distributed, shared, encrypted, chronological, irreversible and incorruptible database and computing
system (public/private) with a consensus mechanism (permissioned/permission less), that adds value by
enabling direct interactions between users.” ([61], pp. 6-7)”

In order to describe blockchain technology it can be compared to a spreadsheet in the sky, and each
person has the most recent edition of the document, and everyone can check it. Users need to reach a
shared agreement to identify its content, and each user holds a copy of the blockchain locally on their
device instead of centrally storing it by one organization.

Sharples et al. positions blockchain technology as a resource of student empowerment and a prospect to
re-engineer the conventional educational model [16]. Respondent D, an enterprise architect of Studielink,
an organization responsible for enrolling students in educational programmes also envisaged a similar
viewpoint. The respondent added that the centralized template of the current educational model in not
sustainable and disintermediation of the educational arrangement is inevitable.

Blockchain can facilitate micro-accreditation thus enabling informal learning through various mediums
allowing learners to use a plug and play model — studying courses at different settings either through on-
premises or through an online medium. Blockchain can also act as tool for life-long learning [73].



Currently there are no applications that enable accreditation across different platforms of education.
Another issue encountered during the literature survey was that validation of trust in academic credentials
entails huge costs. Blockchain can serve as intermediary that promotes trust in the system. Blockchain is
identified as one of the technologies that could solve this problem. However, these statements cannot be
taken at face value and have to be studied in detail to understand the benefits and challenge of this
technology in credential management system. The three most important values according to this research
are privacy, transparency and trust. The rationale as to why these values are important and its implications
on the design process is argued and explained upon in chapter 4 and chapter 5.

1.3 Research Approach

Efforts to regulate or influence a technology has a twin dilemma. An information problem where impacts
cannot be anticipated without a wide spread use of the technology and a power problem where control or
change is complicated when the technology has become established. This is called a Collingride dilemma
[58]. Hence, integrating values in design can be sought after as a procedure to improve the usability and
functionality of a new technology and the ethical acceptability of the technology.

The Value Sensitive Design (VSD) literature contains one of the most widespread approaches to design
values in technology [43]. VSD has a theoretically built method that considers values in the design process
of technologies [44]. It contains a tripartite methodology that has integrated conceptual, empirical, and
technical investigations to understand values for design.

VSD methodology has aided scientists and scholars to develop design principles through its tripartite
approach. VSD aims to account human values such as privacy, autonomy, transparency in computer
technology.[43] Empirical research helps researchers understand the stakeholder's sentiment to the
technology and application context. Conceptual investigation includes theoretically exploring values making
use of the data collected in the empirical research to find the values measured based on the interaction
amongst respondents and the technology. The conceptual investigation also provides a basis for
conceptualising the values. This is followed by the technical investigation where the technology of context is
studied with an objective to comprehend how technical characteristics facilitate, assist or impede the
identified values in the conceptual investigation. This step can enable the technology’s design or re-design
to help support the values by prescribing alternatives or design improvements. [44]

Usability and human values work in tandem, depending on the ethical importance of the values and the
functionality that the system should possess. In the literature of Friedman et al. four such relationships are
observed. Firstly, design for functionality and values, in the application of browser management, privacy
and informed consent was seen to promote privacy and consent with efficient cookie management system
[44]. Secondly, design of human values at the loss of functionality. Two factor verification design supports
privacy and security at the expense of being inconvenient for users. Third, design for good functionality in
order to support human values. To conduct a fair election process, computerized polling machines require
voters of all age demographic to use the system. Forth, design for functionality at the loss of human values.
Bitcoin an efficient decentralized currency system is speculated to support illegal activities at the loss of
trustworthiness [44]. The research examines the educational credential management's empirical and
conceptual values using blockchain’s technical architecture.

1.4 Research Problem

The multi-stakeholder and technological complexity make the stakeholders responsible for making
innovations in the field of education conscious of technology, governance, and the legal ramifications of
decentralized architecture on public environments. The technical uncertainty refers to the ambiguity and
the reliability of the technology and institutional uncertainty concerns the regulations and legislations. The
increasing positive attitude of companies to adopt blockchain technologies, as stated by an Respondent E
working as a distributed ledger engineer at Sogeti, “Companies are always looking for technologies that
disrupt existing business processes and blockchain provides a better alternative to assign control for
2



organization and users alike.” However, the decision-making structures in blockchain trickle down to the
lowest vertical of organizations due to its distributed consensus mechanism and hence, experimentation
with this technology with data exchange is of paramount importance before a market-wide implementation
of the technology.

Funding on educational research has been decreasing when compared to the investments in technology in
the field of healthcare, insurance, and banking [17]. Respondent D when asked about why the funding on
technology in the field of education is lesser, answered that the inflow of private funding is considerably
lesser and there isn’t a one size fits all solution in the field of ed-tech. Respondent D also stated that more
emphasis on experimentation with an iterative process is accepted rather than a wide-scale
implementation that is generally observed with technologies in other sectors.

Advanced Education Technology Expenditure 2018-2025, USD Billions

12.6B
6.1B
3.1B
1.8B 1.38
0.8B 0.6B
018 o
AR/VR Al Robotics Blockchain

Figure 1 Use of technologies in education (Source: HolonlQ)

The objective of this research focuses on the ethical values of certification management and the effect of
these values on the design of educational applications using blockchain technology. The methodology to
structure these values and thus translate them into design principles was Value Sensitive Design. The
deliverables of this research are overview of empirically identified values that influence the design of
blockchain application in education. It provides insights on conflicting values leading to design trade-offs
and demonstrates values embedded in design space. The outcome of this research is to contribute to
design principles for the acceptance of this technology in the field of education both ethical and social.

1.5 Knowledge Gaps

First, the distributed nature of blockchain seems to challenge the traditional ways of registration and
facilitation of information exchange by educational institutions, and this hypothesis hasn’t been
significantly tried and tested.

Second, insight into technological and multi-actor complexity is not made explicit in literature. The
implementation of blockchain in the educational sector garners several complexities both technical and
institutional. The conflicts with the principles of General Data Protection Regulation(GDPR)! and

1 One approach towards regulating what happens to our personal data and the human right of privacy was taken by the European
Union (EU) in order harmonize data protection across Europe and strengthen its digital single market strategy [10]. The General
3



blockchain applications for education needs to be studied further to avoid unintended outcomes in
blockchain experimentation in education [16].

The prevalence of an one dimensional view in research investigating design in blockchain use cases in
education is present. There is a paradox that blockchain is a solution searching for a problem. However,
there isn’t a one size fits all solution because blockchain can differ in terms of openness of participation to
openness in validation. To fully understand the impact of blockchain in educational processes, the design
feature of blockchain and the values it should embody needs to be studied.

The scope of this thesis is restricted to the administrative aspect of educational institutions and using
blockchain to notarize academic records, the need to request records from a central educational authority
is replaced with blockchain by creating a new arrangement of trust.

There is a potential clash between the demands of the modern organization for more accountability and
the independence culture of academics and teachers. The preparation of meaningful learning experiences
requires changes in governance and re-think how to deliver the materials best using blockchain
technology. With blockchain creating new paradigms, it is important to look at these topics to assess how
they can benefit and not hinder each other to reach their full potential and intended purposes in the field of
education.

1.6 Research Design

The research is qualitative and design oriented as it proposes to build design principles that would support
the experimentation of blockchain technology in education. The goal is to develop design principles using
existing knowledge and theories and exploring the environment in which such designs will be functioning.
[17]

The design guidelines are generally applicable rules, standards, biases and design requirements that
designers incorporate with discretion. Experts from many fields —e.g. behavioral psychology, sociology—
have laid the framework for design concepts through their combined expertise and practice [83].

You apply it when selecting, designing and organizing elements and features in your work. The principles of
design reflect the collective experience of scholars and design practitioners in related fields.

Quantitative research is generally used when the focus is on data where variables are correlated to form
hypothesis that answers questions which are obvious and unambiguous for example to offer statistical
validation to [54]. In contrast qualitative research is used to understand viewpoints and meaning from the
position of the participants for example strengths and weaknesses of products/brands.

Since this research is exploratory and if focuessed towards understanding the implications of blockchain
technology in certification management, the study uses a qualitative research. One of the data collection
methods of qualitative research is semi-structure interview.

Semi-structured allow the researcher to develop a keen understanding on the topic of interest. It includes
open ended questions identified at new ways of understanding the topic at hand.

1.7 Stakeholder Scenario

Governmental Organizations that are important in promoting and implementing innovation in the field of
education are key stakeholders in this research. The objectives of the research should be aligned with their

Data Protection Regulation (GDPR) that has been put into place in May 2016 and its enforcement will prevail after May 25th, 2018.
The GDPR aims to significantly increase the value of personal data and shift the ownership of it back to the individual [10].
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vision and goals. These are gathered through exploratory interviews conducted in a semi-structured set up.
This helps in proposing policy recommendations and also sets the scope for further research. Also,
companies who are keen on building such a system should be employed as another key stakeholder to
validate design principles created through this research. The research strategy giving a brief explanation of
the steps taken to reach the final goal.

The rationale behind using a qualitative or quantitative research depends on the form of data that is being
analysed.

The actors identified for semi-structured interviews are Studielink, MIT Media Labs and TU Delft. Studielink
links institutions of higher education in managing enrolments and diploma certificates across the
Netherlands and an important organization to realize goals and objectives from a technological standpoint.
MIT Media Lab plays a key role in developing services for blockchain in certification management and
would influence the functionality of the system concerning the relevant technical architecture. TU Delft
handles thousands of applications for its study programs, and a lot of time and effort is spent in scrutinizing
applications for authenticity and an ideal match to validate the design principles created. This is explained
in chapter 4 under feedback of university section.

1.8 Research Questions

Based on the identified knowledge gaps from the literature overview, the main research question is:-

What are design principles for blockchain for administrative educational purposes that help
to meet relevant values?

To answer the main question, three sub questions are presented as an approach to structure this
thesis.

1. What is the current known potential of blockchain?

Blockchain offers technical and institutional modernization in educational applications. It also
encompasses ethical complexities which can make adoption of this technology difficult. Blockchain is
still in its novelty phase with a technology readiness level? of 4 [1]; a case study describes blockchain
in the field of education that can be adopted by 2034. Hence it is important to understand what the
technology has to offer and the implications of the technology on a micro level in educational
administration. Demarcating the technology also allows us to differentiate the values on a technical
level.

2. What are the values needed to be incorporated into the design of blockchain application for
educational administration?

In this research the pragmatic source to identify ethical values was taken from academic literature and
stakeholder interviews. Literature on values on academic certification management is studied.
Reviewing such literature gives an insight into values that improve reliability and decrease
researcher’s bias in understanding the used case. Value laden statements and concerns are analysed
from stakeholder interviews and their interpretation of value to derive ethical values that can be
associated with their viewpoints.

3. How can blockchain be used as an ethical or value sensitive application of certification
management?

2 Technology readiness levels [TRL] are measurement indexes to assess the maturity level of a particular technology.



The algorithms of blockchain are analysed in relation to the values identified. The resulting design
principles are possible guidelines to be over for blockchain in certification management.

1.9 Thesis Structure

The thesis is divided into eight chapters. The first phase is completed after introducing the research topic,
problem background, research objective and research question within this chapter. The second phase
where theoretical background is given on the concerned technology and legislation involved (chapter 2).
The third phase is analytical and provides explanation for research methodology (Chapter 3), descriptive
results of stakeholder analysis and specific challenges and requirements of the application context is
elaborated (Chapter 4). Conceptual investigation (Chapter 5) gives rise to main values of contention for this
research and how these values effect or impact the technology also, how the values stemming from
blockchain has an impact on the application context of this research is analysed and descriptive results are
provided. The fourth phase is where the design principles are formulated (Chapter 6) and presenting
dimension to the values at stake and how value definition and conceptualization are used to interpret the
relevant results in technical architecture (Chapter 7). An overall conclusion (Chapter 8) is given in order to
answer the research question and achieve the objective of this study, taking into account the scientific and
practical contribution and also the limitations and recommendations for further research.
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Chapter 2- Theoretical Background

Blockchain has been hyped as a disruptive technology that can revolutionize business processes. Whether
blockchain is set to revolutionize education is still to be seen. Blockchain offers versatility of features such
as decentralized architecture, transparency devoid of an trusted intermediary, etc. The wide-ranging scale
and promising scope that is offered by blockchain has uses in education [21] and certification management
[79] and also other entries in educational administration such as copyright management [81], improving
student career decisions [73], etc.

This chapter analyses the architecture of blockchain and its versatile features. It also explains the use
context of this research which is certification management in education, the merits and demerits of
blockchain in this application context is also explained.

This is done with the help of an extensive literature review which also lays the theoretical foundation for this
research. The focus of this research is on the main terms that are related to blockchain (also called
“distributed ledger” technology by some part of the ecosystem, coupled with the term “Education”,
“certificates”, “credentials” to view the use case of blockchain technology).This chapter provides a
theoretical background to the concepts that are discussed through the research.

2.1. Blockchain

The following part will firstly dive into the explanation of blockchain and its main concepts before it
summarizes existing privacy solutions that are applied or conceptualized for existing blockchains.

2.1.1. Background and definition

To stay within the scope of this thesis this part will be limited to the main concepts and definitions. The first
two sections will look at a brief background and detailed definition of a blockchain.

Background

The evolution of blockchain technology began in 2008 with a whitepaper — introduced in a private mailing
list called cypherpunks — by an anonymous author or group of authors, who called themselves Satoshi
Nakamato: “Bitcoin: A Peer-to-Peer Electronic Cash System” [29], [30]. The first use case of blockchain was
digital money, also called cryptocurrency (because of the cryptographic technology used for it) [31]. It was
created to solve the problem, that individuals must trust centralized financial institutions to manage all digital
payments and keep transactions, funds and privacy secure [28], [32]. Trust is the essential element here.
The new concept introduced direct digital interactions without trust towards a central intermediary [31]. After
other attempts before Bitcoin, it was the first to succeed finally [31].

The second main innovation in the blockchain field followed 6 years later in 2014, by proposing the concept
of a decentralized worldwide super computer that can be used for more than just digital money transfers.
Intelligent computer algorithms were introduced that can execute code autonomously — a concept called
“Smart Contracts” — was presented by Vitalk Buterin and the founders of Ethereum [31], [33], [34].

Along the roads of these two major innovations, it was understood that the underlying technology
“blockchain” and thought-concept following it, could be used for decentralizing and decoupling
intermediaries in any industry or sector [35].

Definition
Blockchain technology is still under very active development, as for why a formal definition of the

terminology has not been established yet. Another challenge presented is the different perspectives
blockchain can be viewed from.



The datalogical layer uses a technical view that describes blockchain as a data structure in a technical
sense. The infological layer helps to abstract the data structure level by adding information that makes it
more accessible for a nontechnical point of view [36]. The term “distributed ledger technology” (DLT) is an
example of this layer and adds a new, arguably financially motivated, aspect to it by abstracting the linked
list of transactions to a “ledger” [27]. The term DLT is often used interchangeably with blockchain. The
essential layer is what is created directly or indirectly by communication, meaning it can present the
business, legal or process improving an aspect of a blockchain. In the resulting definition of blockchain, one
can implicitly find the aforementioned ontological approach again.

The image below presents a visual representation of blockchain.

Note 1 to entry: A blockchain has a tree shaped structure where each element in the tree is a block that
starts with the genesis block at the root, with each block potentially having multiple child blocks. Each child
block, besides the genesis block, contains a hash-value of its parent block.

Note 2 to entry: Since adding a child block to the tree involves calculating a new hash over its parent, no
block in a tree path can be changed without invalidating the hash of the child block.

Note 3 to entry: Practically immutable means that within the confines of current technology and known
attack vectors records are immutable.

Note 4 to entry: Usual blockchain applications connect child and parent blocks to lists, which is only a
specific form of the more general tree.

The next section will explore how the blockchain works in more detail, adding more context to the
definition.
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A transaction Data is packaged The block is sent
is initiated in a "block” to members
=
=== [=. =1
= = m = = == ===y
T Consensus and The block is added The update
approval by network to the chain is distributed
== ==

Figure 3 Working structure of blockchain (Adapted from [60])

2.1.1. How blockchains work

This section will take a systematic approach to describing how a blockchain works in more detail. To sum
up the previous definition, a blockchain is an innovation that itself relies on three concepts: peer-to-peer
networks, cryptography, and distributed consensus using the resolution of a randomized mathematical
riddle. None of these concepts is by itself new but in combination allowed for the computing breakthrough of
the blockchain.



2.1.1.1. Exchange of digital values

Decentralized peer-to-peer (P2P) networks have existed with Freenet or BitTorrent [37]. The blockchain
now enables an exchange of values (often referred to as a token), instead of media [31], [38], [39]. These
P2P networks are distributed systems that must solve a difficult computer science problem: the resolution of
conflicts, or reconciliation [40]. Traditional databases, like relational or object-oriented databases, offer
referential integrity, but in a distributed system this does not exist [40]. To arrive at a consistent value, the
system needs to have rules in place to determine which value is considered valid. One of the toughest
problems to solve is the double spending problem, in which one instance sends the same value to the
network twice, but only the one arriving first will be accepted as such [32]. The other one will be made
invalid. To guarantee integrity within a P2P network, every participant needs, to, therefore agree on the
order those values arrive [29]. For that, a consensus mechanism is required. Consensus algorithms for
distributed systems have been actively researched for decades (e.g. Paxos and Raft algorithms).

The blockchain uses different consensus algorithms. Currently, the most used algorithm is called proof-of-
work consensus, using mined blocks based on electricity power [29].

2.1.1.2. Hashes and blocks

A blockchain functions by storing its transaction data (e.g., transfer of value) in digital containers called
blocks [29]. Each block is linked to its parent block through unique digital fingerprints termed hashes [29]. A
hash is a simply a cryptographic function that maps data of any arbitrary size to a fixed size, called hash
value (or hash) [29].

There is currently no known way to reverse engineer the original input from the cryptographic hash (hashes
can be broken, but it is assumed that they are developed along the same time line as the algorithms able to
break them) [33], [38]. Blocks uses timestamped hashes in a header at the top of each block of information
[41].

This history of transactions stored in the blocks is linked back to the initial or genesis block (for a Bitcoin
specific consensus algorithm called proof of work an additional string called nonce is used together with a
hash function) [29]. The information stored in blocks is to its current measures highly tamper resistant
(practically immutable) even by those who store and process the information. This is made possible by
independent validation nodes that come to a decentralized consensus for every transaction that has
occurred [29], [42]. Consensus algorithms ensure that the participants of the P2P network agree on one
truth [29], [42].

2.1.1.3. Public, private, permissioned and permission less

Just like a database, a blockchain can be private or public and permissioned or permission less [39].

A public blockchain (e.g. Bitcoin or Ethereum) is characterized by being open to any entities that want to
join the P2P network, on the other hand, a private blockchain only allows pre-selected participants in the
P2P network [39].

The other differentiate the entities that are authorized to conduct the consensus process. In a permissioned
blockchain, these entities are pre-selected, whereas in the permission less blockchain anyone is allowed to
participate in that process (e.g. Bitcoin miners) [39].

To list a few examples, a group of the largest banks around the world is working on a private, permissioned
blockchain that enables global payments for its internal use, called Ripple [40]. Another blockchain network
called Interplanetary Database (IPDB) offers a permissioned public blockchain with the aim of allowing
anyone to store data immutably, but by pre-selecting the consensus processing nodes to provide fair
governance.

Governance is one of the big pain points of existing blockchain solutions, as it becomes difficult to make a
bad actor accountable for his behaviour in a fully decentralized system. This directly relates to the issue of
privacy. Since the invention of blockchain in 2008 many approaches and potential solutions have been
thought of to solve the issue of privacy, the next section will explore which ones

10



2.2. Educational Administration:

Certification is described as the process of providing an official document attesting to a level of
achievement. In education, certification is classified under attainment of learning outcomes, an educational
institution or a lesson having a standard criterion and an accreditation body being sanctioned to provide
certificates [53] .

The pitfalls in the current system is that it limits new pathways of learning in particular to those who do not
have access to it. Another challenge is that not all learning happens at the university level, for example, a
person is able to acquire certain skills through online courses and other forms of learning, the existing
credential system make it highly difficult to translate the learning into jobs because of the lack of credentials
affirming the skill and experience.

Below the process involved in digital certification is explained.

2.2.1 Process Involved in Certification

Certification mainly involves three processes [3]:
Issuing: this is the method of logging the claim, applicant, proof, receiver and signature onto a certificate.
This information is documented: in a centralized claims database; on a document received by the user.

Verification: this is the method by which an intermediary validates the legitimacy of the document. Three
methods of doing this is listed below:

Authentication using privacy features that are built in the document: this could include procedures like
verifying the legitimacy of a stamp, specific security document, sign etc.;

Another form of authentication of the document is by checking with the initial issuer, whereby the initial
issuer is contacted by the intermediary, confirming whether they issued the document. (Here the initial
issuer might refer to their centralized archive or verify the privacy features that are present on the
certificates).

The third form of verification is in comparison to the centralized archive. The list of the documents issued in
an intermediary archive would permit parties to check this archive and copies of all documents issued
between them, is compared. Diploma register maintained by the third party (DUO) is an example of this
type of verification.

Sharing: this is the procedure by which the owner of the document shares it with an intermediary. This can
be achieved by three ways:

a) documents can be sent to the intermediary directly through emails or by presenting the document to the
intermediary in person.

b) the document can be stored by a guardian who'’s is legitimised to share it with people entrusted by the
you (e.g. private will is stored by a notary who discloses its contents to the recipients of the will, after the
death of the person);

¢) distributing the document, by placing it on a public archive, and permitting people to refer to it.

2.2.2 Limitations of (non-Blockchain) Digital Certificates

Digital certificates have several benefits over paper certificates: they would require lesser resources to be
issued, managed and used, since [3]:
e The validity of certificates can be verified against the archive automatically, without human
interference.
e If an intermediary wants to use a certificate, it can be automatically compiled, checked and even
recorded if it is given in a structured format.
e The security of the document stems from the reliability of the cryptography algorithms, which
guarantee that the certificate is cheap to manufacture but exceedingly costly to duplicate, by all but
the issuer.
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e The issuer can revoke certificates

However, digital documents still have major drawbacks, namely [3]:

e They are incredibly easy to counterfeit without the use of digital signatures.

o Where digital signs are used, they require the intervention of intermediary authentication suppliers to
ensure the legitimacy of the contract —these intermediaries have tremendous influence over any
element of the validation and verification process that may be violated.

e In certain countries, there is no widely accepted guideline for digital signatures, leading to
documents that can be checked only in the framework of particular application environments.

e deleting electronic records is easier however maintaining the security requires complex, multi-tier
storage mechanisms that are vulnerable to failure.

o If the database fails, the documents themselves become useless and, unlike the paper certificates,
they do not have any inherent value without the database.

o digital certificate databases are vulnerable to massive data breaches.

2.2.3 Digital Certificates using Blockchain Technology

Blockchain technology is suitable as a digital platform for protecting, exchanging and checking academic
credentials. In the case of certifications, a blockchain can hold a list of issuers and recipients of each
document along with its sign (hash) in a shared ledger (blockchain) that is kept in hundreds of devices
spread across. Digital credentials, which are thereby encrypted with the blockchain, have major benefits
over 'standard’ digital documents, in that regard [3] :

e They can never be manipulated — it is feasible to prove with confidence that the documents was
initially given and obtained by the same individuals identified in the document.

o certificate authentication can be carried out by anybody who has access to the blockchain, using
freely accessible open source tools — no third party is needed.

e since no third entity is required to verify the document, the document can be certified even though
the agency that authorized the certificate no longer exists or has no access to the released record.

o the archive of documents given and obtained on the blockchain can only be lost if every copy on
every device in the world running the database is deleted.

o the hash is merely a means of generating a 'connection' to the original certificate owned by the
recipient. This ensures that the aforementioned procedure requires the publication of a document to
be signed without the need to publish the document itself, thus safeguarding the privacy of the
records.

Conclusion:

This chapter provides the basis of the potential of blockchain in education. The versatile features of
blockchain is explained here. The literature review goods a good basis of understanding of blockchain
which will be useful in analysing and dissecting the technology in the later investigations. What can be
observed here is that blockchain has a multi technology infrastructure that can accommodate different
domains of education. The potential of blockchain in education is one of the important findings of the
research and is elaborated upon in the conclusion chapter (Chapter 8).
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Chapter 3- Value Sensitive Design (VSD) —
Methodology

Value Sensitive Design in a tripartite methodology that aims to diminish possible harmful effects of
technologies [70]. Value sensitive design combines stakeholder's acceptable values and the values
identified in the technology. VSD incorporates three phases of investigation- empirical, conceptual and
technical. A short description of these three forms of investigation with a comparison trade-off of
functionality and human values is given in chapter 1. The rationale to use VSD is that it makes the
stakeholder values clear and thus enables better embeddedness of these values in technology design.

This chapter discusses the methods used to conduct the above-mentioned investigations.
Empirical investigation:

This study uses semi-structured interview approach as the main tool to comprehend the stakeholder values
that influence the technology. A diverse set of respondents were chosen to encourage distinct set of ideas
and opinions. The profile of the respondents ranges from enterprise architect, blockchain application
specialist and recruiters.

The conditions used for selecting the participants were: -
e Awareness of technology, benefits and challenges of values associated with it
¢ Knowledge of the application context (educational certification management)

o Sufficient experience working in the field with an understanding of different domains of the
technology

To prevent preconceptions in the respondent’s answer and to enhance the clarity of the interview process,
methods from Sekaran et al. [71] and Adams [72] were used.

Interview Guide — open-ended question to the stakeholders are asked to give an idea of the situation, this
technique makes the interview process engaging and versatile.

Unbiased Questioning — Making sure that impartial questions are asked to eliminate the bias in the
answers.

Clarity on Issues — It is prudent to refocus or rephrase the information given by the stakeholder to ensure
that the information presented by the stakeholder is well realized and is consistent with the study.

Helping stakeholders to reason over the issues — Answering the concerns in a clear manner and
presenting specific context to help the stakeholder comprehend the problem and the concern posed.

Recording the interview and taking notes — It is known that the memory recollected information is
imprecise and sometimes inaccurate which may contribute to further bias in the study. Keynotes were then
made and interviews were conducted after the consent of the respondents was received.

Value Set — A set of values were present to the respondent in the form of a sheet. The explanation for these
values were chosen from scientific literatures and articles in the field of blockchain and education.
Particularly, the literature of Alammary et al. [73] and Chen et al. [75] where a study on the culmination of
blockchain in education was done. Inputs on the values relevant to the architecture of blockchain and
values relevant to education (certification management) was taken and presented in the form of value set to
the respondents (Figure 3). The findings of the empirical study is presented in Chapter 4.
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Privacy Accountability Transparency
Trust Autonomy Immutability
Ownership Accuracy Safety

Figure 4 Value Set for Respondents

The interview was conducted in two phases. The first phase was done with the respondents slated in the
table below to get a brief idea on what values are important while designing a blockchain application for
education. For the second phase of interview an interview guide(questionnaire) was used based on
Sekaran et al. [71]. The questionnaire for the second round is listed in the appendix section. The technique
of purposive sampling was used. A purposive sampling is a technique where the researcher uses their
reasoning to interview the right participants for use case [71]. The method is used to derive questions suited
to the respective respondent’s interest with the purpose of extracting the maximum detail. The second
round was conducted to further push the barriers of blockchain in a educational context. This was done with
the same respondents but with the focus on the technical domain to understand the specific parts of
technology in relation to the educational context. The following stakeholders were interviewed for this
research. The table categorizes their organization and their field of expertise, pseudo names have been
used for anonymity.

Table 1 Repsondents Interviewed

Expert Organization Field of Expertise

Respondent A DUO Enterprise architect and design
Respondent B TU Delft Document Management and Archive
Respondent C Blockchain Lab Blockchain applications

Respondent D Studielink Enterprise architect

Respondent E Sogeti DLT policy and complexity

Respondent F

Hogeschool Leiden

Recruiter/ Domain architect

Respondent G MIT Media Lab Learning Innovation and blockchain
technlogies
Respondent H TU Delft ICT application and e-tech

Analysis:

Both phases of interview were transcribed from audio recordings to text. The transcribed interviews were
manually checked to draw out inferences with a narrative analysis. A narrative analysis involves making
sense of the respondents’ individual viewpoint and highlighting aspects of the narration that resonates best
with the research. In the empirical study a few quotes from the respondents have been used to highlight
crucial points and connecting it to other areas of research to give depth to the analysis [87].
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Thematic Content analysis was performed to weed out the biases and establish an overarching impression
on the data. Rather than approaching the data with a predetermined framework, common themes are
identified across the data set.

Method of Analysis:

Initially a list of values sheet (Figure 3) was presented to the respondents along with the context of research
and few opened ended questions and help in answering the research questions of this research to give
more knowledge and background on the research. Three most important values that achieved the highest
value count were selected, this was done to limit the scope of the thesis due to time constraints. The
research points out that other values can impact the design phase and should not be neglected when
designing such an application in the future [84].

It was then followed by annotation of the transcripts. Annotation is a process of labelling words, phrases, or
sections of data into patterns or common themes. Labels can be about actions, opinions processes or
concepts. Annotation of data helps organize it better for dissemination [87].

Based on the patterns that were identified, the data was divided into categories or sub-categories. This is
done to establish link between data sets in a cohesive way. This was done with a help of a spreadsheet.
The categories of data were first divided upon important stakeholders and the views they express was
matched to the respective category. Based on the literature research on the technical implementation of the
values that is present in (table 2) these categories were then matched to the subcategories of values. A
reflection of this can be seen in the empirical investigation (Chapter 4).

Finally, the categories of data which inform the research on the stakeholder concerns is segmented based
on the benefits the technology adds and the challenges it incurs and is presented in (table 3).

Conceptual Investigation:

Based on the findings of empirical study the values unpacked are studied on a closer detail with the
architecture of blockchain that corresponds to the respective values. A literature study [76] is used to do the
above. Research websites like Scopus, Google Scholar, Research Gate and Science Direct were the major
source for retrieving intellectual papers on blockchain and concepts of values sensitive design. Since
blockchain is a relatively new technology, there were challenges in finding insightful research papers.
Backtracking and scanning references of certain papers was done to find other interesting papers. There
has also been useful research by organizations on the impact of blockchain technologies in various
domains. These researches were particularly useful to understand the different concepts that blockchain
entails and to link these concepts to the philosophical definitions of the values. Figure 4 explains the orderly
process of the research that was carried out and A search strategy, a tag-based approach for the word’s
‘privacy”, ‘transparency”, ‘trust”, “blockchain”, “education” was searched across different education
repositories such as Google Scholar and Scopus.

Desktop Research

Scientific Journals
White papers (Organizations)
Business reports and articles

Internet- Blockchain related companies and
blogs

Figure 5 Data Collection for Conceptual Investigation
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The goal of this investigation was to link the conceptual understanding of ethical values with the technical
architecture of blockchain, its constructive and perverse features with respect to certification management.
The findings of this is presented in Conceptual Investigation (Chapter 5).

Design Principles:

Designing in essential is a human endeavour, a social activity. It is important to understand that designers
need to bear in mind that the products of design influence a society. More so in this case when designing a
certificate management for education, an institution which is very fundamental to society, it is essential to
accept responsibility while creating designs. The very rationale to look at Value Sensitive Design as a
methodology to conduct this research is this.

Every design problem has two main components, the client or stakeholder who wants the product or design
to be built and the user who uses the product. The need of the design must be to achieve objectives while
satisfying the conditions of constraints.

Dym, Little and Orwin have a formal definition of generating design principles, “engineering design is a
thoughtful process for generating plans or schemes for devices, systems, or processes that attain given
objectives while adhering to specified constraints.” [83, pp.7].

During the design phase two facets of designing principles are to be kept in mind. Designing is ill structured
as their statements are means to convey what the design should have/do. It shouldn’t be something that
can be reciprocated in a mathematical formula, it should rather address the subjective needs of the
stakeholders.

Designing is open-ended meaning there is no unique solution but various acceptable solutions to it. Moving
on to engineering terms, design principles are consideration that forms the basis of a good product, system,
or process. Design principles should help stakeholders in decision making.

Technical Investigation:

The strengths and weakness of blockchain to address the relevant values of privacy, transparency and trust
through its architectural changes. The strengths and limitations of blockchain with respect to its potency to
imbibe or impede these values are presented in the Technical Investigation (Chapter 7). An approach of
literature study [76] to map the applicable characteristics of blockchain to the findings of the conceptual
investigation. This is done to unearth new design specifications that could promote blockchain as the tool
for certification management in the future. The interviews were also used as a feedback mechanism to
assess the technical architecture of the design based on which recommendations of further research.
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Chapter 4- Empirical Investigation

In this chapter the focus was on understanding key stakeholder values and recognizing benefits and
challenges for each stakeholder group. To comprehend stakeholder viewpoints semi structured interviews
were conducted. Semi structed interviews offer a way to understand stakeholder’s viewpoint and values. It
makes it possible to dig deeper into stakeholder sentiments and their opinions with open ended questions.
Stakeholders were selected from on the basis of their understanding of the technology and play a major role
in education sphere such as education application developer, researcher, or recruiter. 8 respondents were
contacted for the data collection and questions during the process.

EDUCATIONAL STAKEHOLDERS WITH INTEREST IN THE BLOCKCHAIN

f—P BLOCKCHAIN

— Accreditors — Employers — Students — Teachers

— Validators
— Testers

Figure 6 Stakeholders Adapted from [60]

4.1 Stakeholder Analysis

{| Alternative/Concept
Viable
Alternative/Concept techno-economical
design principles

[] Alternative/Concept

Identify Stakeholders

Develop
solutions

Conceptualize
problem

4

Research on the
technical, institutional
and process

Figure 7 Stakeholder Analysis
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The stakeholder analysis is structured based on above mentioned model. The goal of the research is to
obtain viable design principles for the development of blockchain applications in educational credential
management. In order to realise design principles, the first step was to conceptualise the problem (Chapter
1). The next was to evaluate the technical, institutional and process managerial benefits and challenges
credential management in blockchain.

4.2 Data Analysis of Values

As mentioned in the methodology section a value sheet with a list of values was presented to the
respondents at the time of interview. Three values that had the highest count were selected for analysis.
The three intended design values are presented in the table below with their respective design features and
the implementation in the context of blockchain. The design sheet was also presented to the stakeholders
to explain the relevance of blockchain in the value context. Other important values like accountability,
autonomy would also impact the design process and are values of significance for the design of this
system, however due to time constraints the above-mentioned values are not studied in detail.

Table 2 Values in blockchain

Design Feature Implementation

Blockchain possess a publicly available and open transaction log. A
user/system can confirm the transactions made.

MU EICEhIWYA Decentralization

Immutability Blockchain is immutable in nature and hence tamper-proof.
Privacy Pseudo- anonymity Parties have limited access to information about other parties
involved.
Public- Private key Blockchain pairs public and private keys to securely verify identity of
pair a transaction

Cryptographic proof  Validations are made in the form of cryptographic proof secured by an
algorithm

Protocol Identity Blockchain ensures that all nodes in the network trade under the
exact same conditions without the need of a central authority

Time- stamp server The system confirms each block which inhibits the user from
manipulating the transactions.

Feedback from interviews are summarized on the table. The respondents also assumed different roles such
as an end user, academic and recruiter. This was done mainly to understand different viewpoints other than
their technical backgrounds. This was also used as a medium for ideation as it helped in scoping the extent
of the research. The table also includes technical characteristics that will be explained in detail in the
technical investigation chapter(chapter 7)
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Feedback from University perspective
Here the challenges of credential managament from the viewpoint is observed and argued.

Respondent F highlighted that universities encounter problems where students falsify information and in
some cases even pay a bribe for an illegitimate seal of authenticity from central authorities and there are
not direct organization of registrar that can verify these identities. This poses two issues, one the transpa-
rency of the process on the trust of the entire system.

Respondent B points out that the new system should include methods of decision making and must be
transparent and universally accepted by all stakeholders of the system.

There is a lack of communication between stakeholders “In Netherlands there is an organization called
Emrex that act as a contact point between universities and client. They bridge the authentication gap
between university and a client which could be a company or the student. However, such a solution is not
possible internationally now and that is where blockchain could fit the gap”. The goal of the system is also a
means to promote communication between universities through algorithms that help them verify credentials
in a seamless way. Respondent E also highlighted on the above-mentioned statement, “the value of trust
between universities or a lack off is a pending issue that needs a work around”. At this moment universities
and recruiters rely on third party vendors to verify credentials. This is an expensive process and also time
consuming. Blockchain as a technology offers technical principles and can act as a trust medium between
universities. This is explained further in the technical investigation (chapter 7)

Respondent D , Respondent G and Respondent E univocally mentioned that single point of failure is a
major problem when it comes to centralized databases meaning, if the registry that holds all the diploma’s
fail then the certificates themselves hold no inherent value. This can specifically be observed in the Syrian
refugee crisis that has been mentioned before, people were forced to migrate to different countries and took
sub-par jobs as they were not able to prove their qualifications.

Respondent A from DUO an organization that implements educational laws and reforms in education in the
Netherlands mentioned that there is little consensus on which services should be used on the blockchain
and which services should not. Therefor the challenge becomes to fit blockchain in the areas that would
benefit from such a service and not as an overall encompassing technology that would fit all application and
services.

All the respondents agreed on the fact that digital registries are susceptible to big scale data leaks. Hence
privacy of information is compromised and in many cases, there have been attacks and leaks of sensitive
student data [62].

Feedback from system engineers and designers:

Respondent H argues that current blockchain initiative has an over complicated application layer. With the
recent regulation of GDPR in place, data cannot be directly stored on blockchain as they are immutable.
Hence there is a reliance on centralized data controllers to store data. Respondent B who works closely
with blockchain applications adds that “Blockchain will always levy other technologies to store data and
process data, as blockchain becomes computationally intensive as the data on the chain increases. The
rationale for using the technology that stores and communicates in a transparent manner should be chosen”

Respondent G believes that “Binding network rules or the rules of engagement between stakeholders from
an algorithm’s standpoint needs to ensure that system is trusted by all parties, this would be one of the
main concerns for stakeholders to opt in or out of this system”

Feedback from end users:

Respondent F a recruiter says that “Companies find it difficult to validate credentials done through online
platforms. The dynamic growth of these online platforms are a resultant that knowledge transfer can happen
anywhere. Current systems do not allow transparency of qualifications resulting from these online mediums.
In the future, student can choose not to get on board with the a current three to four years of standard

19



university education for a number of factors ranging from opportunity costs and having a variety of skill
certification at different fields of study”. Added to this blockchain can also help reducing costs of the hiring
process, through an efficient credential management system where the trust between parties and trust
between users and parties are established through a consensus mechanism.

Respondent F emphasises on the perception of end users to blockchain. The system needs to be secure
and adequate protection must be enforced to prevent data leaks, this point is also reflected on the
feedback from the university perspective meaning all respondents share a common consensus on the
security of the system.

Respondent F shares that from a third party using the system, mechanisms for verifying user’s identity and
the education provider’s identity is a vital cog. The respondent believes that this would generate a positive
externality for the third parties (recruiters) to use the system.

Stakeholder Perceptions of Values:

The value of transparency with respect to the how the universities convene and take decisions is vital for
the application on certification management. Decision making factors on techniques for identity verification
so that the students and education providers cannot falsify information. The current system lacks ease of
sharing and visibility. Stakeholders believe that one of the important features the blockchain offers is
information on the origin of each record and its ownership. Another entity that the system needs to adhere
to is access, the system must be easily accessible to the user and education providers. Grounded rules on
conditions of access between third parties (recruiters), education providers and users must be present.

The value of trust is important. The application needs to execute the mechanisms for assurance meaning
that each of the parties’ act in good faith and relevant standards are in place with the requirements of the
system. It is necessary to show the methodology on how trust is reciprocated in the system, how the
certificates are released and how is trust shared between unknown parties in the system. Hence the
application needs to possess a value network that needs to operate without the intervention of a defined
central authority.

The value of privacy, the system to be designed has relevant security features that prevents data leaks,
promote ownership of assets and back up data sources in the mishap of system due to technical or human
errors. The system should also adhere to the privacy laws and regulations. Ownership of assets is a value
proposition that blockchain offers which the current certificate management systems lack.

Conclusion:

Stemming from stakeholder viewpoints the benefits and challenges of using blockchain are given in the
table below. This is done to understand blockchain’s intended value and the stakeholders’ envisioned
values. It is essential to categorize these to further understand the value needs that needs to be satisfied by
the system design. The numbers on the table indicate the number of respondents that stated the benefit
and challenges.

According to stakeholders, blockchain preserves privacy as it entails anonymity of transactions meaning the
transactions cannot be traced back to the user, in giving control back to the users they can share parts of
their credentials to the recruiters. This is done by creating multiple identities and each identity can be
mapped to a list of credentials the user wants to store. For example, if a user wants to store credentials
relating to arts he/she can create an identity A and map these credentials related to that, similarly identity B
can be created to store engineering credentials. Another feature that blockchain offers is ownership of
assets however in case of a loss of public key, a centralized ledger needs to be used to store and verify
public keys, the same issue of a single point failure presents itself.

Blockchain allows transparency of information sharing however the challenge for interoperability remains to
be questioned. As seen in Chapter 2 documents in blockchain are difficult to forge, blockchain allows
access to all education providers through its open source algorithms which are essentially called as public
blockchains, a distributed ledgers stores all the activities of the blockchain locally and hence promotes
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visibility of information sharing, the algorithm present verifies and validates new nodes in the system and
hence the lack of communication regarding the authenticity of the process that the stakeholders prescribed
in the current process can be solved.

The trust in the network is enhanced by using algorithms as a proof of verification but scalability issues
arise as block size increases and hence higher computation power would be required, this would in turn
increase the costs. The robustness of the system under data mismanagement and data leaks is one of the
challenges the system has. The rules of engagement between the stakeholders is another challenge that
restricts trust in the system.

Table 3 Benefits and challenges of values of blockchain in certification management

VYEUES Definition Benefits Challenges

Privacy “An individual’s claim, Anonymity of transactions (2), Right to be forgotten,
entitlement, or right to determine  selective information sharing  untraceable transactions,
what personal information is (8), ownership of asset (6) loss of private keys, public
communicated to others” [44, key infrastructure has
pp.124] single point of failure.

Transparency disclosure of information Difficult to forge (4), open regulatory frameworks for

source algorithms (3), interoperability

visibility of information
sharing (5), enables
communication between
stakeholders (6)

Trust “The predictability of the Distributed ledger (8), High storage costs,
system’s performance: security, protocol identity(7), eliminates Binding network rules,
reliability, safety, and the threat of data leaks (2) robustness of the system

survivability” [44, pp. 152]

Now that the empirical investigation has been discussed and different values that vital to the system has
been unearthed the next chapter focuses on the conceptual understanding of these values and the value
tensions and might arise as the resultant of this.
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Chapter 5- Conceptual Investigation
5.1 Conceptualization of Values

The conceptual investigation gives insights on the value taken into account and the relevance of the value
with the technology. In this chapter three of the most important values stemming from the stakeholder
analysis are analysed.

Values by themselves need additional values to support existing values. That is privacy leads to autonomy,
trust leads to transparency. Therefore, it is important to study the values at hand. In this research we focus
on three values, transparency, trust and privacy. The conclusion to scope in on these values alone is mainly
due to the importance of these values that have been put forth in the empirical research from interviews,
literature review and also due to lack of time to analyse other important values that may affect the design of
technology to be analysed.

5.1.1 Transparency

Transparency has several meanings ranging over a wide range of contexts such as science, engineering,
humanities and other social contexts. Disciplinary foundation and ideological nature are probably going to
influence the poise of transparency with the other values. Thus, the beneficial nature of transparency is
contingent upon the control and heterogeneity of transparency that occur on the environment with which
they are associated.

Transparency in philosophy is linked to individual's cognitive state depending on the context. For example,
pain can be attributed to being strong transparent as when someone is in pain, he reacts immediately to it
[46]. Transparency in business ethics is likened with information disclosure, it is defined as “degree of
completeness of information, provided by each company to the market, concerning its business activities”.
Transparency in software engineering can be defined in relationship with understandability and relevance.
According to Sharples et al. [16] businesses fell blockchain lacks clarity in defining relevant boundary
conditions , the possibility that organizations would want to adopt business processes that would suit
blockchain however the understanding of which business process would need blockchain remains to be
answered. Educational institutions find it difficult to decipher which service should be a part of the
blockchain and which do not. A possible solution which is later discussed in technical investigation (chapter
6) would be to allow blockchain to handle a certain business process coupled with an interface design that
would handle other applications through the means of an application interface, the viability of this solution
will be analysed in greater detail.

Across different literatures it is commonly seen as the ability to retrieve the desired information successfully,
the information acquired can be comprehended with prior knowledge, the information obtained by
stakeholders answers their question [46]. Data unavailability or intrackability of data could be one of issues
that arise from this standpoint. Giving control to users to handle their own data comes with a risk of loss of
data. If the user loses his/her data due to mismanagement, then the onus of who is responsible for
retrieving the data arises. Should the responsibility be in the hands of universities, users, or the developer
of the blockchain application. Hence a trade-off between privacy and transparency could occur in this case.

For the scope of this thesis transparency would be addressed with the definition pertaining to information
disclosure. The implications for disclosing information is a significant challenge. Implications could stem
from legal regulations, business motives or from an ethical standpoint.

Transparency is always important, but especially in situations where individuals have a choice about
whether they wish to enter into a relationship with a business. If individuals know at the outset what you will
the business uses their information for, they will be able to make an informed decision about whether to
enter into a relationship, or perhaps to try to renegotiate the terms of that relationship. This can be
supplemented with an example; financial companies see fit to use customer’s funds and loan bundle it into
prime and subprime categories in not the most effective and honest manner and resell it to stakeholders. In
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the entire process the customers were not acquainted on the strategies and background information. The
financial crisis of 2008 being the epitome of this very issue [46].

However disclosed information does not necessarily imply ethical consequences like the above example.
Information can be ethically neutral [47]. Regular software updates that is prompted by the operating
system disclosing information of underlying process does not qualify as an ethical choice but more of a
design choice. Americans on an average need 201 hours to read their privacy policies and majority of them
accept the conditions without reading them [22]. In the case above the principle of outcome is information,
however in blockchain the principle of outcome is a real value and hence such policies when they are
formed have to be concise and readable for an average user to understand and make a decision.

Relations
Ethical Principles / Information Transparency
i
» -
Dependence Regulation
Ethical pnnciples necessitate Eiacal pnnciples regulate
information mnformation
e Accountability e Prvacy
o Safety * Anonymily

e Welfare e Freedom of Expression
e Informed Consent e Copyngiu

Figure 8 Relation of transparency (Source: [47])

The figure above categories transparency in relationship with ethical principles that can either enable or
impair informational transparency. Dependence has to do with some amount of information required to
validate the ethical principles and regulation is the constraint on the amount of necessary information in its
usage, storage and access. The recall of 2.5 million Samsung Note 7s globally after reports of overheating
and in some cases property damage [50] shows the importance of welfare and safety enablement may
depend on the disclosure of information.

Facilitation access to medical record to scientific research may result in life saving studies however the
private information of patients may also be misused and thus expose the patient’s history. So here privacy
impairs informational disclosure. Hence information disclosed must be carefully studies on a case by case
basis to understand its ethical consequences.

Legal systems categorise transparency as a principle of freedom or access to information. Hence one of the
values that manifest from transparency is the value of access. Access can be defined as open and equal
opportunities to use the system. In the legal front blockchain offers legacy problems [4]. The general data
protection regulations that prescribe new storage laws giving users the right to have their data deleted at
their will has a philosophical problem with the immutable architecture of blockchain. Educational institutions
would find it challenging to accommodate the right to be forgotten aspect of blockchain or even correct
wrong student data once it is appended to the blockchain.

Educational organizations promote access by providing licenses to operate in the form of accreditation.
Organizations such as ISO, European Quality Assurance Register (EQAR) are a few accreditation
agencies. These accreditation agencies recognize educational programmes that allow specific The issue
in this as the stakeholders pointed out are that these accreditation do not appeal to internationally and do
not account for various educational organization that provide mediums of education. Blockchain in its core
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value is a desire to democratize entry barriers by enabling equal access across through peer to peer
transactions. Blockchain allows users with information on the source of each transaction and how its
ownership has changed over time. The questions on how to engage stakeholders through algorithmic
proofs that enable communication through a transparent consensus mechanism is studied in the technical
investigation.

5.1.2 Privacy

A single definition of privacy is equivocal. One of the early perceptions of privacy was viewed as principle
that endorses a concept of non-interference or a boundary that separates public and private spheres from
unnecessary human interventions. However, over the years the definition has grown more convoluted with
technological leap and social interactions promoted through these technological advances. “An invasion is
an attack in which information, whether intended to be public or not, is captured in a way that insults the
personal dignity and right to private space of the person whose data is taken” meaning privacy is needed to
keep one from harm [48]. Going back to the example of medical history as it contains various facets that
holds complexities across different levels. Let us consider a leaked medical record of a data subject. It
could further warrant an insurance company declining to provide service to this data subject because of his
existing aliment which in another case would have been granted. Another argument is to corelate privacy
with the value of security. Cultures and species need security of some class. In a computerised culture
where gaining information is through a touch of a button, privacy develops as the declaration of a basic
necessity, security. Blockchain’s nature of a peer to peer topology has reduced the privacy risks in
education field. Using cryptographic techniques, blockchain was to validate learning traces and verify the
reliability of transactions, where each block was data related to a learning activity [21]. Thus, innate nature
of blockchain facilitates users to verify and secure their academic credentials using blockchain’s
cryptographic hash signatures [2].

The value that manifests from privacy is self-sovereignty. Self-sovereignty is when a data subject or a user
who uses the system own or control the data they provide to the system. In the case of the blockchain for
credential management, users. The control theory of privacy fits well with self-sovereignty, privacy is an
access control about the information of oneself. It also encompasses many features of the definitions of
privacy. To elucidate further, Charles Fried, writes “privacy is not simply an absence of information about us
in the minds of others, rather it is the control we have over information about ourselves” Pragmatically this is
difficult to achieve, personal information about us seamlessly slide through computer systems across the
globe. Therefore, to control our information, it is vital to give access only to relevant information to the right
people for the right amount of time. The relevancy of information and the timeframe of accessing the
information depends on the type of service that people sign up for.

Since achieving complete control of privacy is not practically possible Tavani's interpretation of privacy
which is “one has privacy when access to information about oneself is limited or restricted in certain
context” holds good in essence that privacy is achieved when there is a restricted access to one’s
information. However, as Tavani points out the control theory has a few shortcomings. One being the
amount of control that a user has on his/her data is not well construed. A solution to this problem is
considering the RALC (restricted access or limited control) theory. According to RALC, an individual has
privacy “in a situation with regard to others [if] in that situation the individual . . . is protected from intrusion,
interference, and information access by others”. The emphasis on privacy regulations depends on the
normative zones being laws, regulation rather than looking at privacy from a descriptive sense. Situations
could be any such as signing up for applications in Facebook, allowing websites to track cookies or giving
access to personal medical records to insurance companies. It is the situation or the zone that is used in
determining whether the information is normatively protected, not the information itself [49].

Control on the other hand is essential aspect in the management of privacy. Control is managed through
three important principles in RALC which is choice, consent and correction. Consent is attributed to the
granting access of personal data to third parties in exchange for their service. Choice is attributed to level of
abstraction of the data shared to these third parties and correction is attributed to giving individuals access
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to amend their information if necessary [49]. An example of the above, is presented in a permissioned
blockchain where restricted access to only institutions that were certified was provided. The institutions
were allowed entry under certain rules to modify and access the data. This, however, is possible but not
practical in a public blockchain system where to modify data, consensus of 51% of the nodes is needed. An
issue that blockchain can inherit through such a model is that if a malicious node or actor takes access to
51% of the network, then they can manipulate information. Hence the system while design needs to
account for such incidents and provide mechanisms to prevent the same.

Blockchain plants itself in between anonymity and traceability tensions. Each transaction in a blockchain
includes a cryptographic proof however they do not provide full anonymity [64]. Anonymity works on the
principle of masking information without revealing the actual details of the transaction. However, this isn’t
the same as hiding information. For example, if there is a mask that covers half of a person’s X face leaving
the other half exposed. A person Y who doesn’'t know person X would not recognise X immediately,
however a person Z with much more information on person X can still identify X after sufficient observation.
Hence masking parts of your identity or pseudo anonymization doesn’t give complete anonymization.

Another problem with anonymization is the issue of legacy. Since the architecture of the chain cannot be
changed new cryptographic technigues can break these older anonymization practices used in the chain
before.

Blockchains are also immutable hence storing user keys on the blockchain can lead to more harms in the
future with the advent of decryption technologies and quantum computing. The question on how to leverage
the good characteristics of blockchain without impeding user privacy is to be studied in the technical
investigation chapter.

5.1.3 Trust

Trust is a manifestation of attitude between two parties where trustworthiness in a grounded property of that
attitude. The nature of trust can be ascribed to relying on other parties to be obliging to the trust through
performing actions which we want them to do and relying that they will complete the set action. Hence trust
is a correlation to reliance. This reliance on an another party is not a mere to part relation. A trust B to do C,
hence in this way, trust can also account for an action that is performed. A does not need to trust B always
but trust B in achieving C [78]. Blockchain bridges trust through its consensus mechanism. A trusts
algorithm P, B trusts algorithm P and together A trusts B with algorithm P in achieving C.

For the scope of this research trust can be non-motive or normative based. The trust in stance means more
than willingness to do the action C but expectation that they will do the set action. Two excerpts from
Hawley attribute of normative trust is discussed here [78, pp. 4].
e “can be implicit or explicit, weighty or trivial, conferred by roles and external circumstances, default
or acquired, welcome or unwelcome.”
e ‘“pbe trustworthy, in some specific respect, it is enough to behave in accordance with one’s
commitment, regardless of motive.”

Trust entails forming and nurturing relations between stakeholders of a system. Stakeholders trust when
they have confidence that the other stakeholder will not hurt even if they can [44]. A factor that enables or
impedes trust in the system are open source algorithms, efficient communication between stakeholders,
binding network rules, robustness of the system and investment costs to attract stakeholders to use the
system. Scalability an attribute of robustness, is an issue that plagues blockchain development in any
application context. As the number of actors in the system grow, blockchain requires more computational
power to run the system. Therefore, the costs go to process the system increases. Thus, the benefit
blockchain had in terms of reduced storage and application costs is lost in this bargain. Also, as the size of
the blocks increase the transaction speed is reduced. Study on the bitcoin application of blockchain
technology shows this. As educational institutions process huge quantity of data, this issue might hinder the
development of blockchain technology in education. Trust is the primary factor in our system. The research
has identified two forms of trust.
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Ramchurn et al. has conceptualized trust in a multi-agent system in two folds.
e system level trust or meta trust whereby the stakeholders are enforced to be trustworthy with the
protocols(rules) that are present which regulate the system.
e Local trust is the projected amount of trust of you in other nodes and is not based on the trust in the
system (blockchain). [67]

We categorise the trust models to be reputation based and learning based trust.

Learning Based Trust is the direct interaction that a node (University/ recruiter/ student) has with respect to
other nodes. Thus, this trust is an emergent property of the system. This above statement holds good to the
definition that “Trust as a social phenomenon that is inherently based on multiple interactions between two
parties” [65, pp. 67] This means to say that trust between two nodes is a dynamic property. It is a function
of the ties that the nodes develop over a period of time due to their respective interactions. If there is a
deflection or a mistrust between two nodes, then trust utility between the two nodes are subjected to
change. Alternatively, if we take an example of nodes that trust each other, the net payoff for the system is
higher.

System level trust or meta-trust is the trust on the entire system. Blockchain offers a decentralized
architecture that offers reliability against attacks and reduces the need for regulation. This manifests the
value of self-governance. Researchers have recognised the difficulty in handling globally distributed skilled
workers in a dynamic code developments environment such as Bitcoin. In such an environment, a group of
designers executes challenging tasks through consensus, collaboration, and dialogue. Self-government
applies to the autonomous facets of the blockchain ecosystem, which enable the different components of
the network (e.g. mining, application creation, management of nodes) to function without interference
across widely understood structures and dynamics. The various functions of the framework are performed
in the blockchain environment by a consensus process. A factor that would hinder this would be subcultural
influences and self-regulations. Upon observation of open source implementation of Bitcoin, Mozilla
foundation, self-regulated communities with a shared consensus on decision making on code algorithms is
seen as an important value to be successful.

5.1.4 Usability

Usability according to ISO guidelines is defined as “the extent to which a product can be used by specified
users to achieve specified goals with effectiveness, efficiency and satisfaction in a specified context of use”
[84, pp.14] Design trade-offs can impact values with the matter of usability. Usability is an important aspect
that is critical to design in order to reduce errors as well as improve user experience. Higher usability design
considerations can have an impact on ethical values. An example to illustrate this would be when websites
provide easy access to personal information unintentionally provides easy access to third parties as well.
This diminishes the values of privacy.

While addressing the values of privacy, trust and transparency with respect to certification management and
blockchain technology, technical bottleneck arises. A famous saying that fits perfectly to privacy is that “The
more secure you make something, the less usable it becomes” from the empirical investigation one of the
key concerns of the stakeholders was on the security of personal information. Public- private encryption
techniques definitely make the system more secure however losing a private key means that you also lose
access to the system. A fix to this would be implementing a master key with a key hierarchy and giving the
master key user rights to revoke and change it's child keys. This however provides a safety net but brings
an unintended effect on transparency of the system. The user with the master key then can control the
system and the system it not distributed anymore which ultimately challenges the core principle of
blockchain being a decentralized technology. Also, an inclusion of a master key shifts the sensitivity to it
and losing a master key would mean compromising the entire system. Every additional measure would
move the problem around without creating a solution.

It is important to point out that “some architecture decisions may unknowingly limit the ability to implement
usability requirements” [85, pp.469]. As the system grows, the size of the blocks increases. This would

26



mean more computational power is required by the algorithm to calculate the next block. Hence scalability
comes at an increased cost, reports suggest that the bitcoin blockchain consumes more energy than the
entirety of Switzerland [86].

Decentralized architectures raise issues of usability with respect to entity authorization, policies for revoking
rights, validating credentials and distinguishing channels of trust [86]. These issues have been reflected in
this research, what are the means to authorize new education providers, what are the means to validate
documents, what are the means to encourage and thus also quantify trust between stakeholders and what
are the means to revoke access to the system in case of malpractice. These issues add additional layers in
terms of what the system should produce. Johnson et al. [86] points out that users would use even the least
user-friendly systems if policies are in place that inform the need of these processes which would stimulate
security or transparency over the ease of use. This however would not be true in every case but cases
where data security is very integral and fundamental. An argument can be made that certification
management is a fundamental system where compromises on usability can be made at benefit of having a
system that promotes data integrity, transparency and trust.

Conclusion:

The conceptual investigation examines the relations between usability and human values. Based on the
conceptual analysis, the three most important values from stakeholder’'s perspective is analysed and the
resultant values that the system design should account for is shown in the figure below. Figure 8
summarizes the value support and tension for certification management using blockchain technology. The
three intended values along with its manifested values. The three intended values are privacy, transparency
and trust and the three manifested values are access, self-sovereignty and self-governance. Indeed, it can
be said that from a conceptual viewpoint the values would support each other. However, this conceptual
investigation does not compare mere values but also technical bottlenecks that arise. These values don’t
usually have this relationship, this is more on a case to case basis. Self-governance wouldn’t always
impede usability, however in this case the algorithm developed may not be efficient in scaling because of
blockchain’s inherent architecture and hence would prove to also impede usability.

— Usability

A A
Self- Governance
Self Sovereignty £ Trust
1 !
[ Privacy - Access i Transparency]

— Potential tension
— | Support
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Figure 8 Conceptual interaction between values

Self-sovereignty supports privacy as the user would have control of their own data however impedes
traceability. The transactions in the blockchain are anonymous and hence it is difficult to trace back to the
origin of transactions. Similarly, for certification management, personal data cannot be stored on the chain
due to blockchain’s immutability and there are negative consequence of privacy. Since transparency
promotes access, also placeing strong importance on communication of stakeholders through proof of
algorithms. As nodes would add new nodes through the consensus mechanism, the design needs to inform
the stakeholders on how the process is conducted. Hence the medium of communication on whether a
node is added or not at a certain timeframe is the proof of the consensus mechanism. Likewise, trust and
self-governance support each other. The trust of the stakeholders of this education system. The system can
be trusted if mechanisms place are able to verify and validate new education providers to the system. The
blockchain infrastructure is intended to be open to all parties that provide education. Using the network
infrastructure malicious nodes can enter the system and take control of it by capturing 51% of the system.
Hence the overall privacy and security of the system is compromised.

These value relations can be used to ponder design strategies in certification management. By linking
intended and manifested values, distinction on which values support or hinder the design can be
understood. Values can also be singled out or taken in pairs to understand value conflicts. Based on these
table 4 informs us research themes for designing principles.

The research theme is used as a goal and sets criteria on what to achieve in the technical investigation.
Promoting access would mean setting up infrastructure that would enable easy access for users and
stakeholders to use the system. Promoting transparency means the right information is disclosed to its
users. Reconciling needs of privacy and security is important as during the conceptual investigation a value
trade-off has arisen between immutability and privacy, hence new methods are studied which would still
enable self-sovereignty and also ensure privacy is preserved by the system. Self-governance is important if
trust needs to be prevalent in the system. In earlier system trust was provided by the third parties however,
in the blockchain system algorithms would deliver trust. Hence these algorithms deliver the control that in
turn promotes trust in the system. An algorithmic proof is derived that could add trusted parties through a
proof of stake algorithm, this is studied in detail in the next chapter.

Table 4 Research themes for design

Access

Transparency

Privacy

Trust, self-governance
Self- sovereignty
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Chapter 6- Design Principles

Design principles inform the designer on different objectives the system needs to adhere to. The research
themes were derived from the value relations from the conceptual investigation. The objectives that were
derived from the empirical and conceptual investigations are listed as challenges that the design needs to
overcome. The design goals give a direction of analysis. The research themes form the basis for the design
principles and are open ended however the design goal is based on what the technical characteristics that
the system needs to possess. The design goals were based on literature review and empirical research.
The feedback got from the interview was used to fine tune the design goals.

Most of the possible implementations of blockchain revolve around its potential to permit trusted transfers of
credentials, credits or other properties between stakeholders in the network. A crucial foundation of any
blockchain strategy should include initiatives to empower these systems and to utilize the full potential of
blockchain to improve and facilitate the transfer of such assets. The value centric framework captures the
important points of stakeholder perspectives and concerns combined with the philosophical bearing of these
values. This helps shape the design of the blockchain enhanced certification management to achieve its full
operational potential.

| use the word system or application interchangeably. The word system refers to the application of
blockchain enhanced certification management. Based on our conceptual understanding of values we now
know that blockchain cannot be a singular application that satisfies the objectives of certification
management, however it can form an integral part of the application with the support of other technologies.
The application that is set to be achieved is blockchain enhanced certification management.

Table 5 Design Goals

Research Themes

Challenges

Design Goals- “The design must
be/have”

Promoting access

Conflict of different services on the
blockchain

relevant boundary conditions

Open for all

open public architectural design

Demarcation of rights of different
stakeholders

permission rules of rights of
access

Promoting transparency

Right to be Forgotten (GDPR)

non personal data to be stored on
blockchain

Data Mismanagement

off chain storage

Promoting needs of privacy and
security

51% node takeover by malicious
parties

relevant trust architectures

Legacy of
techniques

anonymization

encryption and preventing
personal data on the chain

Promoting data identity

Self- sovereignty

appropriate application design

Promoting trust

High number of participants

able to be scalable

Trust between participants

able to provide consensus on
decision making

Trust on the system

able to prevent data leaks

Based on our analysis there are five design principles that the system should have

The system must promote access to the application
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This principle addresses the access to the application. As stated in the empirical and conceptual
investigation, the system must be easily accessible by all parties using the system. The design principle
protects the value of access. The decentralized access of public blockchain facilitates high transparency
and equal distribution of rights among all users but impedes usability as seen in the conceptual
investigation. Even though as a value access promotes usability, the technical complication of blockchain
doesn’t allow a central authority to govern and hence if functions and accesses when not clearly
demarcated would lead to an inefficient system. As seen in Chapter 2 certification management entails
different services such as issuing certificates, verifying them and distributing them to different parties
involved. To attain full capability, it is important to assign access rights with permission rules to relevant
stakeholders.

An aim of a design principle is to unravel the full potential of the system. Looking at the research spectrum
from the system designer’s point of view, the empirical investigation state that educational organizations are
uncertain about the services that should be placed on the chain and conceptual investigation highlights on
blockchain’s multi agent complexity leads to institutional uncertainty. Hence relevant boundary conditions
can help designers with understanding which services should be placed on the blockchain and which
shouldn’t.

Only fully open implementations can reach the design goals set by the system. The goal that the system
should be open for all type of educational bodies such as online mediums as well as reputed institutions.
Hence it should have a public blockchain architecture in place that promotes this.

The system must promote transparency of information

Based on the argued definition of transparency and data mismanagement is identified as relevant to
stakeholder values, it is important to protect and restore data in the event of a data loss or the user losing
his/her public or private key, there has to be off chain storage of data to protect from such incidents having
a major impact to the functionality of the system

The value of transparency adheres to normative terms such as regulation as explained in the conceptual
investigation. The design principle safeguards the value adhering to normative regulations. The legal
regulations in place inform systems to delete the data whichever the user informs the data controller. Due to
blockchain’s immutability deletion of personal user sensitive data is not possible if it's placed on the chain.
Any personal information stored on the blockchain must be done with consent and must be informed to the
relevant parties. To avoid this technical limitation and future problems from arising, it's recommended that
the data stored on the blockchain should not be personally identifiable information.

The system must promote data identity

Even though self-sovereignty is a manifested value of privacy, blockchain’s immutability does not allow for
storing personal information on the chain, hence it categorized as a separate design principle that the
system must comply to. One of blockchain’s unique selling property is that it promotes self-sovereignty. This
also resultant on the choice, consent and correction that is attributed to the data subject, the user needs to
be given propriety ownership of their learning assets. However, it is noted due to other legal and privacy
constraints mentioned in the conceptual investigation personal data cannot be stored on the chain. Hence
relevant application design/interface needs to be in place that promotes the system to entail data identity.

The system must promote the needs of privacy and security
This principle aims to address the problem of compromising the integrity of the system by providing the right
control measures. Since blockchain works on consensus mechanism, a malicious node or a party can
control the chain and its data if it has access to 51 % of the chain. Hence relevant trust architectures need
to be in place to prevent nodes from gaining unfair access of the system

Public and private keys are classified under pseudo anonymization under legal regulations. They become
legacy entities when there are better decryption techniques that are developed with higher computational
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power. Hence there has to be a clear recognition of the data which is put on the chain and the level of
encryption that it entails.

The system needs to promote trust

Fundamental problem of a distributed system is to achieve system integrity and reliability in the existence of
faulty parties. This is one of the most important design principles that the system has to have is trust.
Consensus mechanism forms the core of any blockchain system, mediating conflicts and defining the rules
that make sure that a newly added transaction is legitimate. Due to the trade off between system’s
openness and systems performance different trust architectures can be used. Thus, the consensus
mechanism as algorithms safeguards the value of trust

It is seen that dependability of a system is restricted to how they prevent attacks and data leaks. Since the
educational institution garner a lot of sensitive information, it is very important to have a secure protocol to
protect the system.

Additionally, one of the goals of the system is to have an international participation, it would mean that there
would be high number of actors and stakeholders. This however increases the overall system complexity
and hence the system should be scalable. To forge trust between participants is essential. Blockchain’s
consensus mechanism has to trustworthy so that the nodes agree with each other on the addition of new
nodes and other decisions.

Conclusion:

This chapter forms the foundation on the implementation of the technical architecture in chapter 7. The five
design principles developed based on the argued values in the conceptual investigation provide a base to
implement these design guidelines through the architecture of the technical application. As stated before,
there are more necessary design principles with the addition of new values.
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Chapter 7- Technical Investigation

This section focuses on the design of blockchain application for education. The technical investigation sets
to fulfil the design developed in the conceptual investigation. This chapter mainly reflects as an example to
achieve the set design principles which is derived in the previous chapter. The design of blockchain has to
possess three layers. An application layer, a database layer and a blockchain layer. The application layer
facilitates signing of documents between end users and educational organizations. The database layer
stores acts as a layer of communication between end user and educational organizations. The blockchain
layer acts as the trust layer between educational organizations.

7.1 Application Layer

The system must promote data identity:

Blockchain enables information on change in ownership however this is only possible when it is linked to a
document. Storing documents on the chain can reduce the performance and also computationally inefficient
with the large amounts of data. Another issue that arises with this is the problem of immutability. Even
though immutability disallows tampering of the system, it also makes it impossible to remove a record after
it is placed on the blockchain. The design principle also gives the rights of choice, consent and correction
to the user. Hence the ownership of data should be maintained by the user and should adhere to the above
principle. Hence personally identified information such as certificates have to be stored locally, the
blockchain only acts as a tool to authenticate and verify the transaction. This solves two issues, privacy and
ownership of the certificates is handed over to user of the system and also removes the dependency to
remove personally identified information from the chain since all the personally identifiable information is
stored on the local device of the user.

The application layer needs to be able to execute the following functions:

The user should be able to:
e Store certificates which only they have access to
e Send the hash of the data (certificate) to the database layer where it is stored in a central registry
e Share the certificate with relevant third parties

7.2 Database Layer

The system must promote access to the application:

The system is open for all parties. Hence it should allow all parties to access the system. The database
layer provides the base for accessing the system. The database layer is connected to the blockchain
however not all services happens on the blockchain. The blockchain is only used as to provide access to
the relevant parties.

The access append information to this database is provided only to parties that are part of the blockchain.
Hence the blockchain only has information on relations between different nodes. Overloading the
blockchain with too many services can add to the scalability problem. The database layer is only used by
education providers, the user mainly send and recieves hashes that they can share to the third- party. This
defines the design principle for promoting access to the relevant parties.

The system must promote transparency of information:

The transparency of information needs to account for data mismanagement. Hence the database is stored
in the centralized registry set up with the DHT protocol to facilitate retrieval of data. Since pseudo
anonymized data can also be categorized as private data by legal regulation, it is not advisable to store in
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blockchain. The database layer is set up in the following way. It uses a DHT protocol. DHT means
Distributed Hash Table. It is essentially a database and allows parties to store hashed of certificates on the
database. A distributed hash table is a look up service that enables peer to peer sharing [65]. It enables
protocol identity. Protocol identity ensures that all devices on the network trade under exactly the same
conditions without the need for a central authority to verify that the rules are observed.

Interaction between application and database layer:

Below are the steps that the application and the database layer need to use to complete the process

1. The end user requests for an educational organization for a certificate using the application
interface.

2. The educational organization decides whether the student has completed the course by verifying
this with the university database.

3. The university send the signed copy back to user and the user can save it locally in their device.

4. The university encrypts the certificate and stores the hash of the certificate on the DHT and send the
hash to the user.

The encryption technique is a resultant of the design principle protecting privacy, it is done so that sensitive
data can be shielded from malware and attacks.

Components of a digital signature include a SHA-256 hash, a public key, a private key and a timestamp of
when the digital record was created.

A document is signed by combining a hash of the document with a person’s private key to create a unique
code.

The resulting sign is then combined with the certificate and the timestamp.

Note that the unsigned document and the signed document have different hash values meaning that any
changes to the document would result in a completely different hash value.

This would mean that the application would be tamper proof.

7.3 Blockchain Layer

The system needs to promote trust:

The system needs to have a consensus mechanism to check addition of new nodes and to propagate trust
to all parties in the system.. The design principle states promoting trust entails satisfying the objective of
knowing the trust between participants. This is done by setting up a trust chain. The process is explained
below.

7.3.1 Trust chain

A trust chain is a set of relations between different nodes of the chain. The links are formed based on the
trust the nodes have on each other. If there is no trust, then there is no link formed between them.

The links between nodes are trust connections. When there is no link between nodes no trust exists.

To determine the importance of a new block, and since a block is a list of transactions, we take the sum of
the importance of all new transactions in the block. The importance of each transaction is determined on
how much value this transaction adds to the network. To calculate this, we can add the trust values of the
two nodes that this transaction connects [89].

The trust value of a node is how much this node is connected to the rest of the network, in other words the
inverse of the average distance to other nodes. The trust link is generated based on a trust value which is a
mathematical calculation based on the graph distance between nodes.
— J-8p
ty =k
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Where tp is the local trust value in peer p, k is a constant describing how much trust is conveyed in one link
(e.g. if node A adds a peer, how much trust would it have on this peer, ranging from 0 to 1)

Op is the degree of separation between a node to an existing node and peer p, this means the shortest path
connecting me to peer p, in the graph where every link is in the form of “A trusts B”.

The quantity for distrust is 0 when the k factor is O the nodes do not form links with each other and there will
be no path through them.
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Blockchain:

The blockchain acts as the trust layer or the trusted intermediary in the system. The blockchain is made up
of blocks. Each block is a list of records, where each record contains the following, chapter 2 has a detailed
explanation of this:

1. Trusted party- Nodes that are already in the chain

2. Trusting party- Nodes that to be added to the chain

3. Timestamp

These blocks are created each fifteen minutes. The timeline of the blockchain is given below:
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Block formation

The block formation happens in three stages:

Nodes create new links in the trust chain, the application spreads them to a subset of other peers.
Nodes create block proposals with the best links and broadcast them.

Nodes receive other block proposals and select the best one

Retention period: if better blocks are received but not in time (because of network errors for
example), the node should be able to rewrite their local blockchain using the better blocks. If he had
any links that he included in the falsified blocks, the application should re-broadcast them to be
included in a new block.

PR

In stage 1, nodes need to keep a cache of the best new trust links that they know of, and periodically send
and receive these links to their peers. The aim is that new trust links to reach everybody, especially the
most important nodes.

Block selection
Notes trade under the same access conditions as stated in the design principle. Every node should follow

the same protocol for selecting the next best block. The protocol looks like this:
1. Transaction distribution — Nodes create new signed trust transactions and distribute them to other

nodes

2. Block creation — Nodes create blocks with aforementioned transactions and distribute their created
blocks

3. Block selection — Nodes verify other blocks and select the best block to be added totheir local
blockchain

7.3.2 Proof of Stake

To allow peers to reach a consensus over which block to add next in the blockchain, all peers need to follow
the same transparant protocol, and furthermore need to be able to provide proof that they are the ones that
should be able to append the next block which the peers can then verify [88].

Each block should increase “value” of the network by adding to the total trust while expanding the amount of
trusted peers. Furthermore, the system should not let the root node being able to dominate all additions to
the network. The following formula for calculating block relevance is proposed

_ 1C... ] B
b= X, |dist(R.C) —m| > Bi - (C,D)

where
e bis the block relevance
B is a list of all trust relations in the block
C is the trusting party of entry | in list B
D is the trusted party of entry i in list B
[{C...}|| is the amount of different trusting parties in the block
dist is the graph distance function
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e Risthe root node
e mis the average graph distance to the root node of the current blockchain

Each block consists of a list of relations C — D, where C is a party that is already in the blockchain that
trusts a party D to be added.

Proof:

Because all nodes will put the block with highest relevance next in their blockchain, nodes that propose a
block will need to provide proof of their relevance, which is the function of the distance function to the root of
the network: nodes will only be needed to provide a list of (trusting party, trusted party)-relations to the rest
of the network in order to verify that their block is the ‘best’ block. The value m is the same for every node
because all the blockchains at th time before the next block will be added will all be the same, and changes
only once per the addition of a new block. In the figure below a new block is not added because it has not
trusted relations to the existing blockchain.

The system must promote the needs of privacy and security:

The system needs to control malicious nodes from taking control of the entire system. A few theoretical
attacks on the system are provided below to show that this would not be possible

1. The root node tries to keep control of the whole network by filling blocks with relations (root — A,
root — B, ...). Because we subtract the divisor by m, once the network grows, the root node will not
be able to make relevant blocks anymore.

2. A malicious party is added to the network, and before it is revoked, tries to add many more malicious
nodes to the network. Because it can only sign new relationships with itself as a trusting party, it can
only add one to the dividend. Hence it doesn’t matter how many relations a new party has, the
number of trusted relations within the blockchain takes precedence.

The research has demonstrated how the blockchain can be used to send and receive academic credentials.
A major insight is that blockchain alone cannot be used to perform the design principles based on the value
criteria set up the from the empirical and conceptual investigation. It needs to be ably supported with other
technologies such as an API interface, a database layer and TCP/IP network layer explained below.
Blockchain acts a intermediary that enables trust in the system through it’s distributed architecture.

Use of the TCP Layer:

The network layer is used to distribute all protocol messages, ranging from the spreading of new trust
transactions, block proposals, and document exchange. We have the possibility of using TCP or UDP.
While TCP guarantees an ordered stream of data and is connection-oriented, UDP does not provide this
guarantee.

TCP is supported on every network. Peer-to-peer communication is only possible when nodes open their
ports, or using some form of hole-punching. With hole-punching, a node A that wants to connect to a node
B sends this request to a “hole punching server”, which punches hole in the NAT-systems where A and B
are connecting from.

Since we want to encrypt all communication with nodes, we are gonna use SSL. This is a protocol that can
run on top of the TCP layer. Over this encrypted connection we can then send all data in the form of
packages. This packages take the form of the tuple (package type, content). A new trust link can be sent as
(NEW_TRUST_LINK, node A, node B, timestamp, signature).

Application Functions:

The application should be able to handle the following
o Blockchain: appending blocks, verifying trust connections
o Block selection: proposing new blocks, verifying other block proposals
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e DHT: spreading and storing documents

e Trus chain: calculate trust for nodes

e User interface: creating documents, adding or removing trust links
The control of application is spread into layers: the application layer handle all user inputs and outputs, as
well as the blockchain logic and trust calculations. The database layer translates user requests into the
proper queries; the network layer handles the sharing of documents and creating blocks.

Sclability Concerns:

This formula determines the trust of node A by taking the inverse of [summing the distances to all other
nodes B, divided by n, the total amount of nodes in the network]. This results in the inverse of the average
node distance to A which we can call connectedness of node A.

When we use this trust value to prioritise trust transactions, every node needs to make the same calculation
to verify that a trust transaction is indeed important. However, the formula as it stands can quickly grow
unwieldy without optimisations: if we have a thousand nodes, we need to calculate a thousand trust values.
And for each trust value at node A, we have to traverse all other nodes and calculate the distance to them.
This process has a runtime complexity of O(nz2 * m), where n is the amount of nodes in the network, and m
is the amount of links. Furthermore, this process has to run again after each new block.

This formula does not have the disadvantage of giving the root node all power or giving the node that is on
“average” distance to the root all power. It also does not allow malicious nodes to quickly generate local
communities with very high trust, because the connectedness of such nodes (and their malicious peers) to
the rest of the network will be small.

Scalability will quickly become an issue with this approach, as every party has to calculate the trust for
every other party. There also arises the issue of a split-brain scenario: when two groups of people trust
each other but there are no trust links between the groups, the connectedness of the whole graph goes
down.

Conclusion:

This chapter illustrates how the design principles can be achieved through the technical architecture of
blockchain. Scalability is an issue that needs to be addressed. Added to this blockchain brings in a lot more
complexity rather than traditional databases. In solving one problem, it creates two more. In an ideal world
the proof of stake algorithm developed in this research would face issues on the linearity of branches,
meaning on two distinct branches where the nodes to be added satisfy the same condition, it could result in
a blockchain where both the nodes could be added and such cases would lead to hard forks resulting in two
blockchains. Another scenario is an issue of split-brain scenario, where two groups of nodes trust each
other but there is no trust link between them, in such cases the connectedness of the whole graph would
reduce.
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Chapter 8- Conclusion

The chapter answers the research questions that were formulated in Chapter 1. The research focused on
educational administration of credentials. The objective of this research was to understand and facilitate
design principles for the adoption of blockchain in credential management

What is the current known potential of blockchain in education?

In this research credential or certificate management has been studied closely and design principles for
building such applications has been given. However, blockchain can traverse other domains of education
such as learning outcomes management where blockchain is used to evaluate the students’ performance
where each transaction describes an activity and a sum of all activities performed is coded into a block.
contributed to a prompt and meaningful learning environment for students to encourage critical thinking and
collaboration.

Blockchain can be used as an effective tool to check and approve transfer of credits without relying on third
party or an intermediary. Blockchain could bring substantial advantages to educational applications through
its distributed architecture providing management of access (self- sovereignty being one of its benefits),
immutability leading to transparency of transactions, cryptographic security and low cost by cutting out
intermediaries. As seen above it also provide efficiency of handling student records, improving interactions
between students and supporting life-long learning and in-turn also enhances learners career decision.

Blockchain ensures privacy of transactions between peers or trusted parties through its consensus or trust
algorithm. Dependability of transactions is ensured through its cryptographic hashes. The educational field
could value from blockchain such as cutting out third parties, reduced use of cloud service and an overall
reduced cost of system transaction using a permissioned blockchain. However, on a public blockchain
controlling assess and data is difficult and the responsibility of scalability for which not many viable solutions
with reduced costs are prevalent. Added to this correcting wrong data which is close to impossible with
blockchain’s immutability presents an additional limitation.

The domain of education and its potential is huge. There are different administrative features ranging from
certificate management to improving learning outcomes that blockchain could fit in. The true value of
blockchain stems from its public architecture, cryptographic security and its open consensus mechanisms.
But the technology it's still its infancy. There are structural issues with respect to legal regulations, user’s
perception towards using blockchain, technical uncertainty with pseudo anonymity, scalability and general
network binding rules. There isn’t a clear cut picture at the moment of the value of responsibility, as to who
takes the blame if something goes wrong, in the case of a data leak or in the case of an extended downtime
of the system or in the case of a distrust between important stakeholders.

A recommendation of this research would be to let blockchain grow from grassroots. Reflecting on past
technologies such as internet, its origin was that of an intranet with a few nodes between trusted
universities built for the purpose of sharing host to host messages. Later, technical know-how on
interoperability and reliability was ensured through an extended research in the creation of the TCP/IP
layer. There were also a few organizations such as SUN and XEROX to name a few that needs to be
credited for systematically applying and testing algorithms on a permissioned level to understand and
efficiently grow the technology. After about 20 years, it later became the behemoth that we know of today.
The same principle has to be applied to blockchain as well. There is a misguided perception that blockchain
is a solution that is searching for a problem and this argument can be observed across certain literature and
business articles alike. This argument is however skewed because in certain applications the limitation of
blockchain outweigh its benefits.

What are the values needed to be incorporated into the design of blockchain application for
educational administration?

The scope of this thesis is certification management. Certificates are documents that provide evidence of
achievement, in educational field certificates relate to achievement of learning results. Certificates could be
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provided by institutions, online mediums or any accreditation body permitted to give certificates [3]. The
traditional methods of issuing certificates are archaic and inhibit new pathways to learning and access
education.

The findings of the interview clearly indicated that values such as privacy, transparency and trust are the
most important values to be realised in the actual design. Blockchain technology allows for users to be able
to automatically verify the validity of certificates without the need for the organization that originally issued
them. Certificates by itself involve a set of process. A organization in which the learning has taken place
issues a certificate, the certificate is then recorded in centralized register owned by the organization. The
next process of validation is to check the legitimacy of a certificate which involves third party vendors to
verify the claims. The last process of sharing is when the certificate is shared to other parties for various
reasons such as securing a job or to an educational institute for studying purposes or for student grants,
loans, etc.

In this entire process the trust is delegated to third party organizations. The identity of the issuer and the
holder of the certificate has to be verified. Verifying identity is often a complex process and the third party
would require additional data and methods to validate it. Security features in these certificates as described
in Chapter 2 can be forged and in some cases as pointed out in the empirical investigation (chapter 4), the
third party organization can turn out to be fraudulent or at times do not perform an adequate job due to lack
of resources. Hence the concept of trust in the third party is flawed. This was identified and new forms of
trust implementation has been discussed in the technical investigation. This research has provided an
algorithm to calculate trust. The parties that are in the system do not need to rely on third parties to validate
certificates but can do that themselves. Hence the value of trust has been incorporated on the design of the
application.

In this research several instances of data leaks arising out of single point of failures have been discussed.
In the empirical study as well, these issues were raised. All stakeholders unequivocally raise the importance
of privacy. Added to this during the conceptual analysis links between privacy and self-sovereignty was
identified. Self-sovereignty was also a trait of blockchain architecture; however it has a trade-off with
respect to the immutability of blockchain. This was accounted for in the technical architecture and a viable
solution was presented in chapter 6. Since self-sovereignty is an important finding of conceptual analysis
and also mentioned as a value proposition the application needs to process, this research used an
application interface that could let users share the data that is important instead of providing entire
transcripts of academic records. The data is verified by the distributed ledger and the network layer
provides the overall trust mechanism to the blockchain.

Transparency with respect to information disclosure was also an important value that stems out of this
search. Often at times there is lack of communication between the third party and the institutions/students.
Mismanagement of data by third parties is an additional worry stakeholder are cautious of. The blockchain
ecosystem provides a tamper proof and open source architecture where activities and information can be
cross checked across the domain and this would give much needed reliability which is lacking in the current
system. The values were mapped based on their conceptual and a value network was created in chapter 5.
Based on the value network five important design principles were developed for the implantation of
blockchain enhanced certification management.

How can blockchain be used as an ethical or value sensitive application of certification
management?

The notion that blockchain is a standalone technology by itself is wrong. Blockchain is a combination of a
set of technologies that facilitates infrastructure for reshaping interactions of users and organization. There
is certainly a positive reason to use blockchain applications. It enables micro accreditation, promotes trust,
provides security and privacy of transactions and enable transparent interactions between stakeholders and
end users.

The research finds that blockchain technology could reduce educational institutions costs when coupled
with databases creating structures of increased ownership and control over their data for its users provided
the issue of scalability is fixed.
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Blockchain thrives in multi actor complexity. It's open and public architecture can combine multiple theories
and practises into its algorithms. Proof of stake algorithms provide a basis for trust. However, its
computationally intensive architecture and its immutable functionality does not allow for personal
information to be put on the chain. Hence third-party applications have to looked at. Blockchain is a
supporting technology that can attribute trust and transparency to the entire process, it cannot bring about
all functionalities that a educational credential management needs.

What are design principles for blockchain for administrative educational purposes that help to meet
relevant values?

The main design principles (table 6) needed to meet the relevant value criteria is explained in chapter 6.
The findings of the interview clearly indicated that values such as privacy, transparency and trust are the
most important values to be realised in the actual design. By narrowing the design goals down, a
preliminary assessment of how the design can be addressed and analysed is given in chapter 7. There
could be other explanations that could offer better solutions. It is seen that the proof of stake algorithm
offers a mathematical proof that is robust and reliable however does not satisfy all the challenges that the
empirical analysis in chapter 4 had prescribed, the most important challenge being scalability. The proof of
stake uses the relations built by the trust chain to construct and expand the blockchain. Issues of hard forks
and split-brain are seen as challenges to this public blockchain. Private blockchain can deal with these
issues however private blockchain inhibit access which is one of the main goals of the design needs to
accomplish.

Table 6 Design Principles

The system must promote access to the application

The system must promote transparency of information

The system must promote data identity

The system must promote the needs of privacy and security
The system needs to promote trust

Blockchain has a high complexity of technologies that does not provide solutions to all the challenges
specified by the stakeholders. Hence different applications have to be used in consortium with blockchain to
achieve the objectives presented. The database layer uses a distributed hash table which is built on
centralized databases to leverage data mismanagement. This again poses a single point of failure resulting
in further challenges.

My reflection will be that blockchain is indeed in its infancy, utilizing existing technology with blockchain
brings back the issues that blockchain addresses in the first place and thus a conundrum. Legal regulations
on privacy also pose problems on the decentralized nature of blockchain. As stated before, blockchain has
a lot to offer in terms of its versatility of functions however at the moment public blockchain do not offer a
great extent of value and also restricts usability. Private blockchain can be an immediate solution. A
blockchain consortium of universities could be set up and new nodes can be added, to what extent would
institutions trust and add other education providers such as online mediums remain to be questioned and
studied.

There will also be reliability on third party dependencies. For example, a digital wallet to allow you to hold
assets, a trading platform such as a DHT layer to allow the exchange of assets on the blockchain, tool
providers that create interfaces to communicate with the blockchain and providers of storage solutions to
offer ways to off-chain data storage. While blockchain eliminates the ability of any one party to manipulate
the ledger the fact is there is significant technological, knowledge and resource barriers to entry at this
point.

Private blockchains also however face scalability issues as the block size increases the costs to host and
run the blockchain would eventually increase. But the ideas and theories of data integrity, open access,
trust without the need of third parties, ownership of assets are all properties that are supported by
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blockchain. With more research and a better technical design blockchain could well be the solution to issue
of certification management.

Generalizability

Blockchain in this research is tailored for certification management but can be applied to other layers of
education administration after studying the requirements and objectives of the use case in detail however,
blockchain’s technical characteristics analysed in this research can give necessary insights about its
complexity and the domains in which blockchain is efficient. The role of educational administration would
shift to a different process if blockchain technology continues to develop and in contrast educational
administration process should evolve to capture the potential benefits of blockchain. The task of
intermediary in educational institutions is positioned at the validatory stage, which will change with the
impact of technology where the people who maintain and develop the blockchain might act as supervisors
and the technology in itself acting as a validator. The thesis also highlights the social value proposition of
certification management as a fundamental process which needs to open and accessible, the Syrian
refugee crisis explains why this is the case. This thesis does not merely investigate the potential of
blockchain but also how it can be implemented. This is an important facet as during the implantation
process new challenges arise and thus could refine the initial objectives better. As the application grows
positive externalities can be come into effect with the application including other functionalities which
sequentially would improve the benefits of the system to its stakeholders.

The design principles are basic and can be adopted to other technologies that would certain solutions for
certification management as well. Insights of this research can be used to get an empirical understanding of
the issues of certification management and form objectives with a wider research spectrum with it.

Scientific relevance

The research adds new knowledge to understanding of blockchain and values in the context of education.
One of the pivotal aspects of this research is that the identification of values is mainly based on the findings
of the literature review and the interviews with respondents involved clearly understand the values
influencing blockchain in certification management. The research contributes to academic literature in
various aspects and is aimed to fulfil the knowledge gaps mentioned in chapter 1.5 based on the in detailed
study on the subject.

Current literature does not focus on the values needed in the context of certification management. Other
studies in related field focus on the values and value proposition of blockchain but does not focus on the
values stemming from certification management. This research investigate the pitfalls and benefits of these
values of blockchain and certification management together but also devoid of each other. Despite growing
research in blockchain there has not been adequate design principles proposed for such an application.
This thesis is aimed to bridge that gap. The multi actor complexity of blockchain has been referred in a lot of
literature but there has not been a method to analyse this complexity. In this research a proof of stake
algorithm is prescribed and can be steppingstone for public blockchains that use such an algorithm.

Another contribution to scientific research is knowing the actual actors involved in the development of
blockchain in education. The study has initiated by identifying probable actors involved in the development
of such application and contributes to knowledge gap in the empirical stance of different stakeholders in
education and blockchain as a technology. It won’t be appropriate to conclude that the research has
identified all the actors involved as the scope of the application is large and with more complicated
functionalities the number of actors involved with rise further.

To improve the understanding of the values, this study follows a systematic and a detailed methodology of
value sensitive design which breakdowns the research into value centric investigations and accounts for
values throughout the design process. These values can also be used for policy considerations and
regulation changes for using certificates in decentralized manner in contrast to the current centralized
handling of certificates. With majority of application and research focussed on fintech this study achieves to
promote attention to education by discussing implications and application of the technology on certification
management.
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Other research institutes could improve the validity of the design principles with additional search and this
study provides a base for future scientific research as the importance of blockchain in education is expected
to grow in the coming years. The values that stem from this research are focused on certification
management and can be applied to another technology as well. These values can be used as a reference
and new and important values can manifest out of these. The design principles are directed to policy
makers and educational institutions with a lot of credibility. Such institutions could stimulate the need for
certification management and the social value that it adds.

Societal relevance

The importance of preserving data identity and self-sovereignty has been increasingly talked about from
policy makers and adjudicators. On one hand the individuals rely on educational qualifications and without it
they might not have access to certain jobs, income and future. On the other hand, society needs to make
sure that the right people are doing specialized jobs otherwise it would result in a negative outcome for the
society in general. This research gives guidelines on how to build an encompassing system in blockchain
that gives control of data back to its users. At the time when privacy hacks and data leaks are a norm
having a system where data security and self-sovereignty is preserved can lead to better prospects for
different context of applications as well. As stated, before in due of natural calamities or social issues such
as war leads to displacement of people. Rather than living unhappy lives with subpar jobs, such a system
could offer them the work that they deserve. It could also offer a way of integrating them to the society.

In this study, it is mentioned and showcased that blockchain can disrupt key technologies and current
system of decision making in businesses. However, it is important to show case that blockchain has
significant use cases beyond crypto currencies and financial markets. With research on the field of
education, the research explains that value proposition blockchain has to offer in education.

The study has made a clear projection on the design principles towards blockchain in certification
management. This would certainly help developers of the technology, a base to build on and ideally
improve on it when the application is used by the society. Regulatory bodies can use this study to
understand the values that blockchain as to offer and create regulatory policies that are aimed at
decentralized technologies such as blockchain. The network of important values serves as a foundation to
understand supporting and conflicting relations of these values that are of primary importance to
educational certifications. This research has shown ethical values with respect to blockchain and
certification management in the design of the technology as well as in their process of deployment. With the
social proposition blockchain has to offer, benefits such as removal of key ledgers from the control of single
authorities can bring out changes to the current status quo of educational administration.

Limitations and further research

The research focuses on three main values of privacy, transparency and trust. Other values such as
accountability, autonomy can also impact the design values and needs to be taken in consideration while
designing such systems. Also, the number of respondents interviewed in this research is not substantial
enough. More stakeholders from different domains in educational administration can result in a better value
centric blockchain application in education. Certification management is the need of the hour and if
immediate solutions cannot be approved by blockchain then other solutions have to be studied upon. Legal
regulations are discussed on a lighter vein in this thesis. Studying the fit of blockchain with these centralized
regulations can unlock further objectives to policy makers. A few approaches to satisfy the design principles
in this thesis are analysed, but for example proof of work as a mechanism to build trust should also be
studied upon. Research on the reduction of blockchain size could boost scalability of such an application
and is an important area of blockchain that needs further research. Insights on trade-offs between more
values can lead an increased complexity and a better design, current research focusses on trade-offs but a
higher insights would lead to a better performance of the system.
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Fit between CoSEM and this research

The CoSEM programme deals with designing in multi actor complexities with a complex socio-technical
environment. The technology studied in this research deals with multi actor and multi system complexities.
The focus on value sensitive design is used to understand these complexities in detail and appreciate a
design implementation of the blockchain technology in the context of certification management. Various
perspectives and theories used in this research such as graph theory, system architecture, ethics,
designing objectives are the forefront of this CoOSEM program. The research deals with creativity, theoretical
understanding, recognizing stakeholder perspectives and a system perspective to understand technology
and interactions. These courses and techniques form the basis of the CoSEM program.
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Appendix

Appendix A: Questionnaire empirical research

Personal
1. 'What is your role in the crganization?
2. Do vyou have experience with large IT innovation projects?
3. Who would you consider as an intermediary or brokers in this field?
4. Are you familiar with the concept of blockchain? If yes, how did you get to know about this?

Blockchain in Education

1.

Lad

a.

10.

An obvious educational use is to store records of achievement and credit, such as degree
certificates. The cerificate data would be added to the blockchain by the awarding
institution which the student can access, share with employers, or link from an online CV .
How do you view blockchain as a distributed digital record?

‘What is your perception of digital certificates for education?

Are there any cument interests within your organization to implement such initiatives?

What do you think would be the major challenge in standardising to achieve a widespread
adaptation of such a system?

With a hlockchain application such as this you could share which details you want with which
organization, but you can never delete informaticn once it's on the chain. This is the
philosophical problem with blockchain but how far do you think this will have an impact on
implementation of such systems, also what do u think are other problems that would
complicate the use of blockchain?

In the value sheet provided to you, could you mark the list of values that you think is
important in cerification management?

Other than challenges of standardisation what other challenges do you think impacts the
use of blockchain in education?

What are your thoughts on the current process of certification management? What are the
challenges according in it?

Does the current educational administration taken into account micro accreditation?
‘What are factors of trust that stakeholders look at? How do they resolve a conflict or
communicate changes to the status quo of the application?

Impact on Technical Architecture

Since we are dealing with values of certification managemeant, the questions are more focussed on the
values, certification management and blockchain architecture. Based on the values you ranked in blockchain,
technical implementation of these values in blockchain is presented to you.

1.
2

3.

What are the factors according to you would blockchain add in certification management?

In the area you specified, do you feel the consideration of these values to be relevant when
developing blockchain technology? Elaborate shorthy.

When developing blockchain in education, what factors contribute towards privacy, trust and
transparency?

Mow consider the development of blockchain technology dealing with personal data. How would you
store this type of personal data on a public blockchain®?

What should the design of the application look like, what are the different constraints and
objectives that this application should have?

According to you, if the control of data is handed over to the user, who takes responsibility if
there is a loss of data?

‘What is your perception of blockchain technology in this chosen area? Do you think it adds value
or not ?

From your own perspective and outside the scope of the chosen area. What relationship between
hlockchain and education would you wish for in the future?
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