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Abstract

Cyber-physical systems are vulnerable to malicious attacks, which can lead to severe consequences. Active
detection methods have emerged as a promising approach for identifying such attacks. However, existing
active detection methods are susceptible to malicious parameter identification attacks, where attackers ex-
ploit eavesdropped data to identify and manipulate the active detection mechanisms. In this work, we pro-
pose two methods to address the issue of malicious parameter identification: the system immersion coding
method and the hybrid multiplicative watermarking method. These approaches have a primal focus on dis-
turbing the identification of attackers and defending against malicious parameter identification. Besides, as
active detection methods, both of them are capable of detecting multiple attacks.

The system immersion coding method, derived from the privacy solution in federated learning, is adapted
to enhance its capability to detect malicious attacks by merging the input information and defend mali-
cious parameter identification by leveraging its privacy-preserving properties. This method involves map-
ping the plant output into a higher-dimensional space and introducing carefully defined noise, which can
create arbitrarily large disturbances without compromising performance. The introduced disturbance dis-
rupts the attacker’s parameter estimation. Theoretical conditions are provided to discuss the detection per-
formance of replay attacks, control-signal-injection zero-dynamics attacks, and sensor-signal-injection zero-
dynamics attacks. However, we also identify that the system immersion coding method is vulnerable to
known-plaintext attacks.

Watermarking is a promising active diagnosis technique for the detection of highly sophisticated attacks.
Motivated by the computational hardness problems of cryptography analysis, we propose a hybrid multi-
plicative watermarking scheme as an active diagnosis technique. In this scheme, watermarking parameters
are periodically updated based on the dynamics of unobservable states in specifically designed piecewise
affine (PWA) hybrid systems. We conduct a theoretical analysis to assess the impact of this scheme on closed-
loop performance, demonstrating its stability preservation. We also provide conditions to detect replay at-
tacks and control-signal-injection zero-dynamics attacks. Furthermore, we demonstrate that the proposed
approach makes it challenging for an eavesdropper to reconstruct watermarking parameters, considering
both computational complexity and systems theoretic perspectives.






Notation

Throughout the thesis, the following notation is used. Z. denotes the set of nonnegative integers. I, repre-
sents the n-dimensional identity matrix, while 0, , € R"*™ is a matrix of zeros; whenever clear from context,
the subscripts 7 and n x m are omitted. Given a matrix X € R™", o(X) denotes its spectrum, and p(X) its
spectral radius.A matrix X € R"*" is said to be orthogonal, or orthonormal if it is invertible and X' = X T.
The space of symmetric matrices in R™*" is defined as S$” < R®*". For any two matrices X; and Xy, let
X = diag(X;, X») denote the block-diagonal matrix defined by X; and X,. The space of symmetric matri-
ces in R™" is defined as $” < R”*"*. Notation X > (=)0 is used to state that a symmetric matrix X € $” is
positive (semi)definite; similarly, a negative (semi)definite matrix is defined as x < (x)0.

Given a time-varying signal x[k] € R", k € Z,, x[k; : k] is the sequence of instances x[k], k € {k, k1 +
1,...,k2} € Z,. A polyhedron 2" < R™*" is a convex set, defined as 2" = {x € R" : Hx < k}, where H € R™*"
and k € R™. For any two sets &7 and %, &/ x % denotes their Cartesian product.
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Introduction

1.1. Cyber-Physical System(CPS) and Its Vulnerabilities

Cyber-Physical Systems (CPSs) are integrations of computation, networking, and physical processes [1]. In
CPSs, physical plants and remote operators exchange plant information and control signals through network
communication technology (mostly wireless network communication). By using network communication
technology, CPSs utilize remote computation resources, which can perform more complicated computa-
tions than local MCUs and makes it possible to optimally operate large-scale networked systems (e.g., power
grid). The CPS can provide more economical, sustainable, and efficient solutions to our daily infrastructures.
Nowadays, CPSs play an important role in critical fields, such as industrial manufacturing, medical health-
care, and power management systems.

Although being widely used in critical fields, the current design methods of CPSs suffer from security
problems. One important reason is that networking communication is unsafe in CPSs. CPSs mainly use
industrial control system (ICS) network protocols like DNP3 and Modbus [2], which are designed to handle
basic communication requirements with limited computation resources rather than prioritizing the security
requirement. These protocols are vulnerable to malicious attackers [3].

Because of such flaws, malicious programs such as Stuxnet [4] can use simple strategies to disturb the
operation of the networked system and cause great damage without being detected. The Stuxnet worm pro-
gram used a replay attack-based strategy to attack the Iranian nuclear facility, infected more than half of the
computers in Iran and finally made Iran postpone their establishment of the nuclear station. However, such a
dangerous worm kept stealthy for more than five years before being detected. Other examples, such as power
blackouts in Brazil, are mentioned in [5].

Except for the replay attack used in the Stuxnet worm, more and more malicious attack strategies have
been discovered [6], such as zero-dynamics attacks, etc. Like the Stuxnet, such attacks on CPS will cause
substantial economic losses. Such attacks can even endanger human lives if the attacks target infrastructures
like the power grid. Therefore, it is imperative to ensure the security of the CPSs and design securing CPSs.

1.2. Security Problem in CPSs

To design securing CPSs, the first problem is to specify the security goals of secure CPSs. Authors in [7], divide
the security goals into two classes: securing operational goals and securing non-operational goals. Securing
operational goals relates to the performance of the CPSs under malicious attack. Securing non-operational
goals relates to security goals in computer science: integrity, availability, and confidentiality.

1. Awailability: In CPSs, availability relates to the consistent availability of both data and system resources.

2. Integrity: In CPSs, integrity refers to preventing unauthorized users from modifying data, system state,
and system resources.

3. Confidentiality: In CPSs, confidentially refers to preventing unauthorized users from viewing data, sys-
tem state, and system resources.

How to design and implement securing CPSs is still an open question. Utilizing cryptography tools like
RSA to improve network protocols can be a direct way. However, most CPSs require low feedback latency
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and only have limited computation resources on sensors and actuators. Operating complicated cryptography
tools on these sensors and actuators will introduce a considerable delay, which is terrible for CPS systems with
real-time requirements. Besides, cryptography tools are designed to guarantee data security, which mainly
corresponds to securing non-operational goals. For CPSs, guaranteeing the securing operational goals is also
important. Securing operational goals is highly related to the dynamics of the plant and original controllers.

Because of the above reasons, the methodology to achieve resilient CPSs has drawn great attention in the
control society. Researchers in [8] divide the methods into three categories:

1. Prevention Methods: Prevention methods are to postpone the onset of an attack. Two main trends
of prevention methods are the homomorphic cryptographic method and the randomization-based
method.

2. Resilience Methods: Prevention methods try to minimize and withstand the impact of malicious at-
tacks. Classic examples of prevention methods include game-theoretic methods and event-triggered
methods.

3. Detection and Isolation Methods: Detection and isolation methods aim to detect attack events and iden-
tify the attack as soon as possible. Such methods are prevalent topics nowadays. Classical methods in-
clude observer-based passive detection methods and watermarking-based active detection methods.

This thesis’s main focus is the detection and isolation methods.

1.3. Detection and Isolation Methods

To detect and isolate malicious attacks, researchers have proposed different methods.

One popular research direction is passive detection methods [9-21]. Passive detection methods aim to
detect malicious modifications or recover actual data using existing components in the systems without in-
troducing extra structure to the plant. Popular passive detection methods include detector improvement
methods [9-13], secure state estimation methods [14-17] and machine-learning-based methods [18-21]. Ex-
isting passive detection methods mainly have three main disadvantages:

D 1.1 Most of these methods only work under strict conditions, e.g. some secure state estimation meth-
ods are effective only if at least a certain number of sensors is safe.

D 1.2 Each of these methods is designed and effective for a limited range of attacks.

D 1.3 These methods cannot defend attackers with perfect system knowledge. For example, such an
attacker can easily use malicious covert attacks to destroy the system while remaining invisible.

Active detection methods is another promising trend of attack detection methods [22-27], which do not
rely solely on the knowledge of the plant dynamics, but actively modify the plant inputs or outputs to enhance
attack detectability. For instance, in [22] an additive random watermark is added to the plant inputs, while the
inclusion of measurement encoding matrices is explored in [23]. Furthermore, [24] proposed a multiplicative
watermarking scheme for sensor outputs, while randomly generated parallel auxiliary systems are employed
in [25]. Often, these methods rely on matched mechanisms on both the plant and the controller side to
generate, validate, and then possibly remove the signals added to the plant inputs or outputs. Existing active
detection methods mainly have two drawbacks:

D 2.1 Although active detection methods have been shown to improve detection capabilities against
malicious agents injecting false data on the communication network, they do so under the as-
sumption that attackers do not adapt their behaviour in response to the defence strategies. In-
deed, if the attacker successfully identifies the additional security measures put in place for de-
fence, the injected data can be suitably adapted to evade detection. From a control perspective,
system identification methods can identify structures and parameters of the additional security
measure.

D 2.2 Most of these methods can only detect limited types of classical attack models. For example, the
measurement-coding method [23] cannot detect replay attack, while the multiplicative water-
marking method [24] cannot detect control-signal-injection zero-dynamics attack.

Different methods have been proposed as countermeasures to drawbacks D 2.1, e.g., in [28-30], the pa-
rameters of the active diagnosis scheme are switched over time, thus changing the parameters that must be
identified by an attacker to remain stealthy. On the other hand, methods like [25] naturally resist identifica-
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tion, as parameters are randomly generated at each time step. Of these methods, [25, 28] rely on pseudo-
random number generators to produce new parameters, which must be synchronized at the plant and the
controller sides. Furthermore, a switching mechanism is proposed in [30], relying on an event-triggered strat-
egy to define when to update the parameters of the multiplicative watermarking systems. In [31] a method
based on the elliptic curve cryptography is proposed further to improve security for multiplicative water-
marking (MWM).

The problem of maintaining the structures and parameters secret to attackers is similar to the privacy
problem in CPSs, in which researchers try to keep control system states and parametersprivate and protect
from eavesdroppers. Solutions based on Differential Privacy (DP) [32, 33] are very popular for keeping control
system states and parameters private. DP methods inject additional noise into the system to mask sensitive
information. The limitation of DP methods is that the reliable receiver cannot recover the true data from
noisy data either. So, in CPSs, the addition of privacy noise would act as a disturbance, thus affecting control
performances and increasing the false alarm rate (FAR). Based on the author’s knowledge, currently, there
is no research working on the relationships between DP and FAR in active detection methods, but a similar
work studying the relationships between DP and FAR in fault detection can be found in [34]. Another family of
approaches to keep privacy involve the use of encrypted control [35], which nevertheless can lead to possibly
unacceptable time overheads, which could impact stability margins.

1.4. Research Questions and Contributions

As mentioned in 1.3, most of the current active detection methods have drawbacks. This thesis work mainly
focuses on the countermeasure of Drawback D 2.1. This thesis work will focus on updating existing or propos-
ing a new active detection method that can defend against malicious parameter identification. Besides, as
active detection methods, the proposed approaches should also be able to detect malicious attacks. Formally,
this thesis work will focus on the following question:

Problem 1. Upgrade existing active detection methods or propose a new active detection method, such that:

1. It can defend against malicious parameter identification.

2. Multiple attacks can be detected with suitably-defined methods, including the replay attack, the control-
signal-injection zero-dynamics attack and the sensor-signal-injection zero-dynamics attack. If possible,
make sure the detection probability of attacks is closer to 1. <

Based on the system immersion method [36], the output-coding method [26], and the multiplicative wa-
termarking method [30], this work will address the following two specific questions.

Problem 2. Can we propose a new active detection method based on the system immersion method [36] and
the output-coding method [26] to address Problem 1? <

Problem 3. Can we upgrade the multiplicative watermarking method [30] to address Problem 1? <

The main contribution of this thesis is our answer to Problem 2 and Problem 3. The contribution can be
summarized as follows:

1. We propose a new system-immersion coding active detection method based on the system immersion
method [36] and the output-coding method [26].

(@) The proposed method can detect the replay attack, the control-signal-injection zero-dynamics
attack, and the sensor-signal-injection zero-dynamics attack under some conditions.

(b) The proposed method effectively disrupts the attacker’s accuracy in estimating parameters, even
under the known-plaintext attack scenario.

(c) However, it is important to note that although the attacker’s estimation is disturbed, if the attacker
can execute the known-plaintext attack, the attacker with estimated parameters can still inject a
stealthy malicious attack sequence into the system.

2. Motivated by the computational hardness problem in cryptography analysis, we propose a hybrid mul-
tiplicative watermarking (HMWM) based on the multiplicative watermarking method [30]. The pro-
posed hybrid multiplicative watermarking is designed to be a piecewise affine (PWA) system with un-
observable states. The watermarking parameters are periodically updated, following the dynamics of
the unobservable states of the designed piecewise affine (PWA) hybrid systems.
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(a) The method enhances the original multiplicative watermarking method’s capability to detect control-
signal-injection zero-dynamics attacks and replay attack under some conditions.

(b) We provide a theoretical analysis of the effects of this scheme on the closed-loop performance and
prove that stability properties are preserved.

(c) Furthermore, we demonstrate that the proposed approach makes it difficult for an eavesdrop-
per to reconstruct the watermarking parameters, both in terms of the associated computational
complexity and from a systems theoretic perspective.

1.5. Outline

A portion of this thesis work is based on the paper titled "Hybrid Design of Multiplicative Watermarking for
Defense Against Malicious Parameter Identification," which has been submitted to the 62nd IEEE Conference
on Decision and Control, 2023.

The remainder of this thesis is organized as follows:

Chapter 2 reviews the current research progress on the security and privacy of cyber-physical systems,
encompassing classical attacker models, passive detection methods, active detection methods, and privacy
solutions for cyber-physical systems.

Chapter 3 presents the configuration of the cyber-physical system under consideration, the attacker model,
and the testbench used. It also formulates the sub-questions that will be explored in subsequent chapters,
building upon the main research questions 2 and 3.

Chapter 4 introduces our first proposed method, the system immersion coding method, and demonstrates
its performance through numerical simulation results.

Chapter 5 introduces the second proposed method, the hybrid multiplicative watermarking method,
along with the necessary background knowledge of hybrid systems.

Chapter 6 uses numerical simulation results to show the performance of the hybrid multiplicative water-
marking method.

Chapter 7 concludes the thesis, summarises the findings, and outlines potential avenues for future re-
search.



Background: Cyber-Physical
Systems(CPSs)

This chapter will give basic knowledge about how to analyze security problems in cyber-physical systems
(CPSs) from a control system perspective. This chapter will first introduce the model of CPSs and attackers.
Then it will go through the current research progress of attack detection methods and stress the problem
of malicious parameter identification for active detection methods. Finally, this chapter will relate the pa-
rameter identification problem to privacy problems in control systems and review several classical privacy
solutions in control systems, supply chains and federated learning.

2.1. CPSs Model, A Control Perspective

From a control perspective, cyber-physical systems are composed of a physical plant 22 and a controller €
[7]. The information between the controller and plant is exchanged over a communication network, thus
exposing the CPS to attackers («/). The controller estimates plant state, generates control signals, and detects
faults and malicious attacks. Figure 2.1 shows the considered CPS structure. We call the network channel
from the plant to controller the plant-to-controller channel, while the one from the controller to plant the
controller-to-plant channel.

In the figure, yp, is the plant’s output, and u is the controller’s output. The signal y;, [k] indicates the sensor
signal the controller receives from the plant via a communication network. The signal u'[k] indicates the
control signal the actuator receives from the controller. The signal r[k] indicates the residual value to detect
a fault or malicious attack. In the model, different attackers may have different access to the communication
network. The discussion about different attackers will be posed in Chapter 2.2. In Figure 2.1, we use an
attacker who has full access to u[k], y,[k] and can modify these signals. We model the attacker’s modification
on the signal as additive modification Au?[k],Ay®[k]. The control signal received at the plant side, and the
sensor signal received at the controller side can be written as:

W'kl = ulkl + Au[kl;  y, 1kl = yplk] +Ay“[k] 2.1)

2.1.1. A Classical Linear Configuration
For the sake of simplicity, we consider a linear system as follows: plant 22 is a linear-time-invariant (LTT) plant,
while controlleré consists of an observer () with observer gain L, a static state feedback controller (€7) with
feedback gain K and an anomaly detector (%). Besides, we use %, to denote the observer’s estimation of the
system state, and r denotes the residual value calculated by the anomaly detector. The dynamics of 22 and €
are as follows:
[ xplk+11= Apxplkl + Byulk] + wy [k];
Vplkl = Cpxplk]l + vpylkl]
Zplk+11 = Ap&ylkl + Bpulk] + L(yp k] — Cp X, k) 2.2)
€: ulk] = —Kiplk]
rik] = yp[k] - Cpfcp[k]

5
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5 P YplK]
vk ulk]  ylk]
etwork{l Aul[k] A Ay (K] \gletwork
ulk] an
detection C < ylH
r(k]

Figure 2.1: CPSs Model, A Control Perspective

where x, € R"*, y,, € R" are the plant’s state and measurement output, and u[k] € R"* is the control input.
The signals w), € R"* and v, € R" represent process and measurement noise, assumed to be realizations
of identically and independently distributed zero-mean Gaussian processes with covariances Z,, > 0,Z, > 0.
The %y € R denotes the observer’s estimation of the system state, and r denotes the residual value calculated
by the anomaly detector.

This chapter will use this classical configuration to discuss attacker models and attack detection meth-
ods.

2.2. Attacker Models

Different researchers have studied different attack behaviours, and they name the attacker behaviours they
studied differently. This thesis mainly adopts the framework proposed in [6]. The framework proposed in [6]
models an attacker from three dimensions: model knowledge, disclosure resources, disruption resources. Ex-
cept for these three dimensions, researchers also describe attackers from other perspectives. We summarise
that attack stealthiness, attack effect, attack objectives, and attack policy are also important to model an at-
tacker. Therefore, we will introduce attacker models through the following seven perspectives:

 Attack Objectives: The attacker’s objective by executing the attack.

* Model Knowledge: The amount of prior knowledge the attacker knows about the plant, controller, ob-
server, and anomaly detector.

* Disclosure Resources: Disclosure resources model the attacker’s passive eavesdropping access to differ-
ent sensors and actuators.

* Disruption Resources: Disruption resources model the attacker’s access to modify the data from differ-
ent sensors and actuators actively.

 Attack Policy: The attack policy relates to the mathematical method to execute the attack and inject the
malicious sequence.

» Attack Stealthiness: Attack Stealthiness describes how stealthy the attacker is.
e Attack Effect: The attack effect describes the harmfulness of the attack on the original system.
We use the conception of e-stealthy [37] to model the stealthiness of a malicious attack. The conception

of e-stealthy considers the attack’s effect on the residual value of a system without noise and is defined as
follows.

Definition 2.2.1. (e-stealthy) [37] Suppose that the closed-loop system is at equilibrium such that the residual
value r[—1] = 0 and that there are no unknown disturbances, i.e., w[k] = 0 and v[k] = 0 for all k. An anomaly
occurring at k = k, = 0 is said to be e-stealthy if || 7| [x x+n,) < € for all k = k.

For disruption resources and disclosure resources, this thesis will only focus on the minimal amount of
resources needed to carry out the attack. Except for attack models introduced later, other attack models exist,
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such as bounded residual attacks [38], etc. Without the pretence of providing an exhaustive list, we here only
introduce classical attackers that are widely discussed.

2.2.1. Eavesdropping System Identification (ESI) Attack
The eavesdropping system identification (ESI) attack is discussed in [39]. The ESI attack aims to collect input-
output data and use different system identification methods to identify plant models or parameters. The ESI
attack is the first-stage attack of all attack strategies that need the system model.

» Attack Objectives: Collect input-output data, identify plant models or parameters

* Model Knowledge: The ESI attack has no requirement on the prior knowledge of the system.

¢ Disclosure Resources: The ESI attack needs to disclose both controller-to-plant channel and plant-to-
controller-channel.

 Disruption Resources: No disruption resources are needed for the ESI attack. But disruption resources
can be helpful for ESI attackers.

e Attack Policy: System identification methods can be used as the mathematical policy of the ESI attack

e Attack Stealthiness: The ESI attack is 0-stealthy because Au®[k] = Ay“4[k] = 0.

* Attack Effect: The ESI attack does not harm the original system. But the knowledge obtained by the ESI
attack can be used to design harmful attacks.

In Section 3.2, we further consider the ESI attacker that tries to identify the parameters of the active de-
tection methods instead of identifying the system model.

2.2.2. Denial-of-service Attack

The Denial-of-service (DoS) attack prevents the actuator and sensor data from reaching their respective des-
tinations [6]. The DoS attack can be easily detected if the networked control system uses a reliable protocol
(like TCP). But the defender can be hard to distinguish a DoS attack from a poor network quality when the
networked system uses an unreliable protocol (like UDP).

e Attack Objectives: Try to prevent the actuator and sensor data from reaching their respective destina-
tions to disturb the system’s normal operation.

¢ Model Knowledge: The DoS attack does not require knowledge of the system model.

» Disclosure Resources: No disclosure resources are needed for the DoS attack.

* Disruption Resources: The DoS attack needs the disruption resources to the corresponding controller-
to-plant or plant-to-controller channels.

 Attack Policy: A DoS attacker can arbitrarily disrupt the sensor or controller signals. There is no strict
rule or policy to design a DoS attack.

* Attack Stealthiness: The stealthiness of the DoS attack is related to the network protocol. For example,
in the TCP network, packet loss can directly indicate a DoS attack, while with the UDP protocaol, it is
hard to distinguish between the DoS attack and the poor network condition.

e Attack Effect: The DoS attack can disturb the observer’s estimate of the system state and influence
control performance.

2.2.3. Replay Attack
A replay attacker first eavesdrops and records sensor data and then replays the recorded data until the end of
the attack. The replay attack model is used widely, for example, in [6, 24, 40].

e Attack Objectives: Try to disturb the system’s normal operation.

¢ Model Knowledge: The replay attacker needs no prior information on the system model.

» Disclosure Resources: The attacker needs disclosure access to the plant-to-controller channel to execute
the replay attack.

* Disruption Resources: The attacker at least needs to disrupt the plant-to-controller channel. If a replay
attacker can disrupt the controller-to-plant channel, it can execute a more harmful attack.

» Attack Policy: Assume the attacker starts recording at timestamp k, and starts replaying at time k,, then
Ay“tlkl = yplk —kq + krl = yplkl.
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» Attack Stealthiness: The replay attack’s stealthiness depends on the original system’s property. In [40],
the authors show the conditions for linear systems are related to specific system parameters of the plant
and the controller.

o Attack Effect: The replay attack will disturb the observer’s estimate of the system states. The effect of
the replay attack depends on the property of the plant.

The replay attacker needs no prior information about the system model. But because the data are from
actual system data, it looks like it is generated from a simulated system. Suppose a replay attacker can dis-
rupt the controller-to-plant channel. In that case, it can inject harmful input Au“[k] into the system while
replaying recorded sensor data [27], which is similar to the covert attack in Section 2.2.5.

2.2.4. Zero-Dynamics Attack
There are mainly two types of zero-dynamics attack, the control-signal-injection zero-dynamics attack [6, 27]
and the sensor-signal-injection zero-dynamics attack [37].

In the control-signal-injection zero-dynamics attack, the attacker tries injecting an extra Au?[k], chang-
ing the system state without affecting the sensor output.

» Attack Objectives: Try to disturb the system’s normal operation.

* Model Knowledge: The attacker needs perfect knowledge of the plant model.

* Disclosure Resources: No disclosure resources is needed.

» Disruption Resources: The attack requires to disrupt controller-to-plant channel.

e Attack Policy: The injected control signal is related to the invariant zeros of the system. The attack
signal Au®[k] can be calculated by the following equations, where x( corresponds to the initial state
that the attack is stealthy.

[ vl-— Ap —Bp Xo| _ 0]
Cp Dy|lg] [0 2.3)
Au®lk] = vkg

» Attack Stealthiness: If the state of the plan is equal to xy when the attack starts, the attack will be 0-
stealthy because the attack does not affect the sensor output. If they are not equal, an impulsive extra
residual will be triggered, and the stealthiness depends on the magnitude of the extra residual.

o Attack Effect: The effect of the controller-data-injection zero-dynamics attack depends on the system
property. If all zeros are stable, the attack will have a limited effect on the plant. If there are unstable
zeros, the unstable zeros will grow geometrically and damage the plant [6].

In the sensor-signal-injection zero-dynamics attack, the attacker tries injecting an extra Ay, [k], pulling
the sensor output to zero. The controller will be misled by the fake sensor output and keep driving the system
states to the reference point even when the system already reaches the reference point, and this will finally
diverge the system states.

e Attack Objectives: Try to disturb the system’s regular operation.

* Model Knowledge: To successfully carry out the sensor-data-injection zero-dynamics attack, the at-
tacker should at least have the perfect knowledge of the plant’s A, C,, matrices.

* Disclosure Resources: No disclosure data is needed.
* Disruption Resources: The attack requires to disrupt plant-to-controller channel.
e Attack Policy: The injected control signal is related to the invariant zeros of the following system:

Xplk+1] = Apx[k] + Bpulk] + wlk]

a (2.4)
yplkl = Cpxlkl + Ay®[k] + k]

Similar to the controller-data-injection zero-dynamics attack, the Ay, (k] signal can be calculated as
follows, where x( corresponds to the initial state that the attack is stealthy.

vi-Ap, O
Cp I,

X0 0]
V18 0 (2.5)
Ay*lk] = vhg
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* Attack Stealthiness: Generally, the combined dynamics of the state observer and the anomaly detector
can be modelled as an LT system as following [37]:

XLk +1] = Apxy (k] + Brulkl + Kry, [k] 06
Vrlkl = Crxe [kl + Dyulkl + Ery, [k] '

Suppose that x,[k] = 0 at the beginning of the attack. If the received sensor signal is zero (y;g[k] =0),
then the residual value y,[k] will keep unchanged during the attack, and the attack will be 0-stealthy.
When a plant operates at the normal operation point, the residual value should be very small, which
means x, (k] and y, (k] are very close to 0.

e Attack Effect: Suppose the operational reference point is not zero; the controller will try to drive the
system’s states to the reference point. This procedure will not stop even when the system reaches the
reference point because the fake sensor output is still zero. The states of the system will finally grow
unbounded if A, has at least one unstable eigenvalue [37].

2.2.5. Covert Attack
The covert attack is another widely-discussed attack strategy, such as in [41-43]. The covert attack tries to
inject malicious input Au®[k] and delete its effect from sensor output by injecting A yplkl. In [42], the au-
thors discuss covert attack from a transfer function model perspective and propose covert attack design for
linear and nonlinear cases. In [41], the researchers divide covert attacks into measurement-dependent covert
attacks and measurement-independent attacks. In [43], the authors propose a finite-time covert attack that
will keep stealthy even after attack termination. This review will focus on the measurement-independent
covert attack in [41] and the finite-time convert attack in [43].

The measurement-independent covert attack injects harmful input Au®[k] and tries to directly delete the
effect of the harmful input from sensor output to keep it stealthy.

* Attack Objectives: Try to disturb the system’s normal operation.

* Model Knowledge: The measurement-independent covert attack requires a perfect plant model. In [42],
the authors discuss the relationship between the quality of the model and the attack performance.

 Disclosure Resources: The attack doesn't require any disclosure resources of the system plant. As long
as the plant is an LTI system, the attacker can delete its effect without the information of the real-time
sensor data and control data.

* Disruption Resources: The attack need to disrupt both the controller-to-plant channel and the plant-to-
controller channeattacksem Attack Policy: The attackser can inject arbitrary malicious controller signal
Au“[k] and delete its effect by add malicious sensor signal Ay, (k] to the original sensor output y[k].
For LTT plant, the Ay,[k] should meet the following condition:

k
Ay“lkl ==Y CpAy ' Byulk-s 2.7)
s=1

» Attack Stealthiness: The measurement-independent covert attack is 0-stealthy during the attack execu-
tion period. However, it can be easily detected after the attack termination.

» Attack Effect: The attacker can arbitrarily drive the system plant and then damage the system.

2.3. Passive Detection Methods

To detect the malicious attack, researchers have proposed different passive detection methods. These meth-
ods aim to detect malicious modifications or recover actual data using existing components in the systems
without introducing extra structure to the plant. The passive detection methods can -be divided into three
categories:

1. Detector Design and Optimization Methods: Methods in this category try to improve anomaly detectors
to detect malicious attacks. Methods in [9-13] belongs to this category.

2. Secure State Estimation Methods: Methods in this category try to recover actual state value based on the
corrupted sensor measurement. Research in [14, 15, 19] is related to this category.

3. Al-base Methods: Methods in this category try to use machine learning, deep learning, or other artificial
intelligence methods to detect malicious attacks. Methods in [16, 18, 20, 21] belongs to this category.
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2.3.1. Detector Design or Detector Optimization Methods
In [11, 12], the authors propose innovative anomaly detectors to detect stealthy attacks which will cause infi-
nite estimation errors. The authors in [11] propose a summation(SUM) detector. Compared to the nominal
x? detector, the SUM detector utilizes current and historical data to expose the attacks. The authors prove
that the SUM detector can detect data-deception attacks that will cause infinite estimation errors. In [12],
the authors use a Euclidean-based detector to detect the data-deception attack. The authors argue that the
Euclidean-based detector is more sensitive than the y? detector and shows the detection performance under
the data-deception attack that will cause infinite estimation error.

In [9, 10], the authors optimize the detector structure/parameter to improve the detection performance.
In [10], the authors try to fuse the data from distributed local sensors and estimators to detect false data
injection attacks and estimate the attack vector with an optimal alarming speed. Different estimators have
different best estimation frequencies. The authors propose a convex optimization to optimize the parameter
of each estimator and the weight of each estimator. In [9], the authors claim that the defender can use a bank
of dissipativity-based fault detectors to detect malicious attacks. The stealthy attack vector needs to lie in a
given vector space to be stealthy for a dissipativity-based fault detector. Instead of using a single detector, the
defender can design multiple OR-relations detectors with different attack spaces. If an attack vector wants to
be stealthy for all the detectors, it should lie in the joint space of these detectors’ attack spaces. Otherwise,
it will be detected. The authors then provide an optimization method to reduce the design complexity of
detectors for systems whose state locates in a given neighbourhood when an attack happens.

The detector design and optimization methods have two drawbacks:

D 3.1 Most of them are designed for a single type of attack.
D 3.2 A covert attacker can easily break them with full knowledge.

2.3.2. Secure State Estimation Methods

The authors in [14] discuss how to estimate system states under sensor-data data deception attacks exactly.
The authors introduce the s-sparse observability conditions and prove that if a defender wants to estimate the
exact system states under the assumption that the attacker can corrupt arbitrary but constant k sensors from
the n sensors, a sufficient and necessary condition is that the system should be 8-observable with 6 + 2k < n.

In [15], the researchers propose an estimation method for systems that meets the 8-obervable condition.
In this method, the defender runs a bank of Kalman filters in parallel. These Kalman filters mutually use
n — k sensor measurement among n sensor measurements. Each filter generates a state estimation at each
timestamp and calculates the residual value. The defender will use the estimation from the Kalman filter
whose residual value meets the residual bound.

The authors in [19] propose a framework to estimate the system state under linear deception attacks from
data both from safety sensors and corrupted sensors. The framework consists of three steps: update the
estimation based on the data from the safety sensors, modify data from the unsafe sensors, and update the
state estimation from the modified data. The simulation shows that the state estimation accuracy of this
framework is better than the accuracy only based on data from the safe sensor while worse than the result
when all sensors are safe.

Compared to other methods, the secure state estimation method focuses on detecting malicious attacks
and recovering actual state estimation under attack. However, the secure state estimation methods have two
drawbacks:

D 4.1 The secure state estimation method works when a certain proportion of sensors are safe. How-
ever, it is hard to guarantee this condition in real-life scenarios.

D 4.2 Adirect way to meet the condition is adding extra safe-guaranteed sensors, which may need extra
cost.

2.3.3. Machine-Learning-Based Methods
In [20], the authors test the performance of the classical supervised learning method. The researchers treat
the attack detection problem as a binary classification problem, with the —1 label presenting the attacked
class and the +1 label presenting the normal class. The research tests three supervised learning classifica-
tion methods: support vector machine (SVM), k-nearest neighbour (KNN), and extended nearest neighbour
(ENN) method. The simulation shows that these methods perform well under the article’s assumption.

The authors in [18, 21] use deep learning-based methods(such as Aritificial-Neural-Network (ANN)) to
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detect malicious attacks. Unlike the previous machine-learning-based methods that try to directly replace the
original observer or detector, the following methods add an auxiliary detector in parallel with the y? detector
to detect the attack.

In [18], the authors try to detect sensor-data deception attacks using a hybrid architecture. The hybrid
architecture consists of a static detector like the y? detector and a dynamic detector based on the neural net-
work. The dynamic part accepts two inputs: previous measurements and package information. The dynamic
part first uses two convolutional neural networks (CNN) to read, equalize these two inputs and extract their
features. The extracted features will then be sent to a recurrent neural network (RNN) to detect whether an
attack happens. RNN network is widely used in application scenarios in which the dynamical behaviour of
the scenario is important and is suitable for utilizing dynamic information in a control system.

In [21], the authors use a more complex neural network structure to detect malicious attacks. This article
proposes a two-step detection method. An anomaly detector like y? detector is first used. If the anomaly
detector reports no anomaly, a modified conditional deep belief network (CDBN) is used for further analysis.
In this article, this method performs better than other state-of-art ANN-based and SVM-based methods.

These machine-learning-based methods utilize advanced methods from the computer science society to
detect malicious attacks. Most of them perform well under their assumptions. However, these methods still
suffer from several drawbacks.

D 5.1 Some of the assumptions they used are not realistic. For example, in [20], the author assumes
that the injected attack vector is sufficiently greater than the system’s noise and that the mean of
the injected attack vector is sufficiently greater than its variance, which is unrealistic.

D 5.2 Most of these methods are supervised learning methods, which means these methods need suf-
ficiently large data sizes from both the normal operating condition and the attacked scenarios.
However, the data from attacker scenarios are rare and hard to obtain.

D 5.3 These methods have no guarantee of detection performance. These articles do not provide theo-
retical proof or mathematical conditions for the detection performance.

2.4. Active Detection Methods

From Section 2.3, passive detection methods are ineffective if the attacker has complete knowledge of the
system and full access to all sensors and actuators of the system. Figure 2.2 shows an example attack, where
2 is a simulated plant. The attacker can build a simulated system model, update the state and sensor out-
put based on the received control input signal, and send the simulated output to the control operator while
injecting an arbitrary input signal to the plant. The simulated model’s signal will easily keep stealthy under
passive detection method monitoring. The attack in figure 2.2 is very similar to the covert attack defined
in Section 2.2. Such a scenario motivates the development of active detection methods. Unlike the passive
detection method, active detection methods add some private signal/structure and use the property of these
private signal/structures to detect attacks.

ull |, YplK]
Aullk] YplK|
A <
u [ k] R >, Ys [ k] g'network
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Figure 2.2: An example method that is stealthy under passive detection method
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Figure 2.3: Additive Watermarking Framework

2.4.1. Additive Watermarking (AW)

Additive watermarking (AW) is first proposed to detect replay attacks [40] and has attracted much research
attention. The framework of the additive watermarking is shown in Figure 2.3. In the additive watermarking
framework, the defender adds some private zero-mean random value to the controller output and tries to
detect the residual change under replay attack. The controller output is redesigned as

ikl = ulk] +elk] (2.8)

where u[k] is the original control output and €e[k] is the private additive input sequence (also called authen-
tication signal). e[k] are drawn from an i.i.d. zero-mean Gaussian distribution.

The authors prove that replay attacks will bring extra residual under additive watermarking mechanism
[40]. The authors further prove the detection capability of the additive watermarking under sensor-data data
deception attack [44].

There are three drawbacks of the original additive watermarking:

D 6.1 The noise on the control signal will cause a control performance degradation [40]. Due to this
drawback, the covariance of the authentication signal should be carefully designed to balance
detection performance and performance degradation. The design can be formulated as an op-
timization problem to maximize the trace of the extra residual change while keeping the perfor-
mance degradation under a certain level [22, 44].

D 6.2 Additive watermarking can improve the detection performance of replay and data integrity at-
tacks. However, the improvement lacks a divergence guarantee. Besides, because of the perfor-
mance degradation,

D 6.3 Additive watermarking can improve the detection performance of replay and data integrity at-
tacks. However, a covert attacker can easily inject a stealthy attack without knowing anything
about the additive watermarking mechanism. The attacker can add a bias b[k] to the controller
output and then remove the effect of the bias from the sensor output as in the following equa-
tions:

a'lkl: @[k] = ulk] +elk] + blk]

Yplkl:  y,lkl = Cp(Apxylkl +Bpu'[k])+D,,a’[k]

Ay®lkl:  Ay®[k] = -Cp(B,blk]) + Dpblk]

FUkl: §'1kl =y, k] +Ay“ (k] = Cp(Apxp[k] + By (ulk] +elkD) + Dy (ulk] +e[k])

(2.9)

Many extensions of the additive watermarking method have been proposed to improve the detectabil-
ity or reduce performance degradation. We will go through five main extensions among them: dynamical
watermarking, switching additive watermarking, reduced additive watermarking, measurement additive wa-
termarking and unstable additive watermarking:
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Dynamical Watermarking

The authors in [45] generalize the utilization of additive watermarking on more systems: ARMAX model,
systems with partial observations, etc. The new utilization is called dynamic watermarking. The authors
discuss the security guarantee of dynamic watermarking by introducing the definition of additive distortion
power of malicious sensors and provide an extra test to detect malicious attacks. Furthermore, in [46], the
authors consider using dynamical watermarking for linear systems affected by arbitrarily distributed noise.
This article provides an example in which the system is affected by noise from Bernoulli random process,
and the traditional Gaussian white noise dynamical watermarking becomes invalid. Then the authors derive
sufficient and necessary conditions to design dynamical watermarking to guarantee security for LTI systems
with general noise distribution.

Switching Additive Watermarking

Research in [47] shows that an attacker with a perfect system model and full access to both controller-to-plant
and plant-to-controller channels can estimate the covariance property even the actual authentication signal
sequence through an adaptive least mean square filter.

The switching additive watermarking is proposed to overcome this problem and increase the unpre-
dictability of additive watermarking [29]. In the switching additive watermarking method, the defender pe-
riodically switches the covariance of the authentication signal among different modes based on a designed
probability complex to introduce time-varying properties. Different modes have different detection perfor-
mances, so switching among different modes will cause detectability degradation.

The design of the switching additive watermarking consists of two steps: The defender first generates a
group of covariance modes based on different control performance loss thresholds. Then the defender will
generate a probability complex by solving an optimization problem that optimizes the information entropy
of the selected complex.

Reduced Additive Watermarking and Measurement Additive Watermarking

The reduced watermarking method [48] and measurement additive watermarking [49] have been proposed
to improve or overcome undesired performance loss caused by additive watermarking.

The reduced watermarking method [48] reduces the performance loss by injecting the authentication sig-
nal only when needed. The authors assume the attack starting time is a random variable following a geomet-
ric distribution. The defender then determines the timestamp to insert the additive watermarking and trigger
an attack alarm by solving a stochastic optimal control problem with a dynamic programming method. The
stochastic optimal control problem considers the average detection delay, the false alarm rate, and the aver-
age number of injections of the authentication signal.

The measurement additive watermarking adds the authentication signal e[k] to the sensor output instead
of adding it to the controller output. Besides, the controller side has a watermarking remover with the same
random number seed as the watermarking generator and generates a synchronized random signal. The data
is encrypted and decrypted as follows:

ylk] = yplk] +elk]

2.1
71kl = §'1k] - €lk] (2.10)

Because the pair of generators and removers are synchronized, the watermarking will not cause performance
loss. The attack detection is based on encrypted signal jy[k] with similar detectors as the original additive
watermarking.

Unstable Additive Watermarking

The authors in [50] propose a new additive watermarking such that the anomaly detector is unstable and the
residual value r[k] diverges to infinite under replay attacks, which makes the probability of detecting replay
attacks to one. The article only considers the system in a continuous-time fashion. The watermarking signal
e[k] is generated as following:

é(t) = Ae() + M(y (1) — Cx (D)

_ 2.11
¢(1) =Ke(1) @10
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Figure 2.4: Measurement Coded Method

Where the matrices A,M and K are parameters that need to be determined by the defender. The authors also
provide conditions to guarantee the stability of the original system without attack and the divergence of the
residual under replay attack.

Conclusion of Additive Watermarking Method

The additive watermarking improves the detection performance with the cost of performance loss. The larger
the performance loss, the higher the detection probability. The additive watermarking method can improve
the detection probability of replay attacks and some sensor data injection attacks. But, the additive water-
marking method cannot detect covert attacks. Different extensions of the additive watermarking method
have been proposed to improve detection performance and reduce performance loss.

As one of the earliest active attack detection methods, the additive watermarking method points out a clear
direction for the general framework of active methods: adding a private structure and verifying the property of
the private structure.

2.4.2. Measurement-Coding Methods

The authors in In [23] propose a measurement-coding method to detect sensor output data deception attacks.
Figure 2.4 shows the framework of the measurement-coding method. The sensor output data is linearly trans-
formed by an invertible square matrix X and then recovered by the inverse matrix ™! at the controller side,
as shown in the following equations.

7kl = 2y, (k]

, L (2.12)
Vplkl =277 k]

Because X'X = I, the measurement-coding method will not cause performance loss when no attacks
happen (also called normal conditions). The authors discuss the detection performance under data decep-
tion attacks that can induce infinite estimation error (X[k] — x[k]) while keeping a bounded residual. The
authors prove that an invertible square matrix X that changes the direction of the attack vector will be suf-
ficient to detect such attacks. In [23], the authors design Z to make the transformed attack vector and the
original attack vector orthogonal. In [28], another design method using rotation matrices is provided.

There are several flaws in the measurement-coding method:

D 7.1 The measurement-coding method cannot work on a single output system because there is no
such feasible X that changes the direction of the attack vector.

D 7.2 The detectability of this method is only tested on data deception attacks that will cause infi-
nite trajectory deviation. However, the detection performance for other malicious attacks is un-
known.

D 7.3 The measurement-coding method is vulnerable to malicious parameter identification. The at-
tacker can estimate X based on the input-output data and system model. With an estimated X,
the attacker designs a stealthy harmful attack for the Z.

The authors discuss the vulnerabilities of malicious parameter identification in [23, 28]. In [28], the au-
thors specify the least number of input-output pairs an attacker needs to calculate X. The authors also claim
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that if the system has internal noise, the attacker can only identify an inaccurate Z, which is insufficient to de-
sign a new stealthy attack. Besides, the defender can frequently change the Z on the plant and controller sides
to avoid being identified. The plant and controller sides can use a synchronized pseudo-random number
generator to guarantee they obtain the same value. However, generating synchronized random numbers can
itself be a complex problem. Pseudo-random number generator can be unsafe and learned by the attacker,
while a true random number generator cannot guarantee to generate the same value at each timestamp.

2.4.3. Moving Target Defense (MTD) Methods

Inspired by the moving target methods in computer science, researchers have proposed several moving tar-
get defence (MTD) methods to detect malicious attacks in control systems [25, 38, 41, 51-54]. These MTD
methods can be divided into three categories:

1. System Modification: Methods in this category try to improve the detection performance by changing
Ay, By, or Cp. For example, the methods in [41, 51].

2. MTD by Output Switching: Methods in this category improve the detection performance by changing
the visibility of the system output. For example, the method in [38].

3. MTD by Auxiliary system: Methods here add an auxiliary system parallel to the plant side. Methods in
(25, 52-54] belong to this category.

MTD by System Modification

In [51], the researchers proposed an MTD method to detect the sensor data injection attack by changing the
system’s parameters. The original plant is modified to a switching hybrid system. The dynamics of the plant
under this MTD mechanism are shown as follows:

x[k+1] = Aplklx[k] + Bplklulkl + w(k]

(2.13)
ylkl = Cplk]x[k] + v[k]

At each timestamp, the plant will randomly choose a sub-system. The controller and the plant sides
use a pair of cryptographically secure pseudo-random number generators with the same seed. So that at
each timestamp, the controller side will use the correct observer to estimate the system state. An attacker
cannot generate a stealthy attack if they cannot access the random number generator. The authors provide
an estimation method to isolate malicious sensors.

This method is a starting point for the MTD method. However, this method has several drawbacks:

D 8.1 For many industrial control systems, the model of the controlled objective is fixed and cannot be
modified, especially for matrix A. A possible way is using different approximations of the original
plant. However, using approximated models will result in performance degradation.

D 8.2 The secure pseudo-random number generator may introduce new risks.

The method in [41] overcomes drawback D 8.1 by fixing A, and making B), C,, matrices time-varying.
The authors provide conditions for different groups of B and C to detect the measurement-dependent covert
attack and measurement-independent covert attacks (i.e., the scaling attack). Compared to the MTD method
with time-varying A, this method is more realistic because we can change B and C by changing the gain of the
corresponding amplifier of sensors or actuators. However, this framework still needs synchronized pseudo-
random generators to keep the plant and controller sides using the same parameters.

MTD by Output Switching

The authors in [38] propose a method to detect attacks by randomly changing the availability of the sensor
data. The framework of this method is shown in Figure 2.5.
The plant side’s dynamics and the observer’s dynamics are as follows:

y@&) =00 yp(1)

X R B R (2.14)
£p(0) = ARy (1) + Buy () + LO(D) (7 (1) — CRp (1))

where O(?) is a time-varying MTD parameter and can be expressed by ©(¢) = diag(60,(t),---,60 ny (1)) with 8; (%) €
{0,1}. The authors assume the observer knows the real-time output visibility ©(z).
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Figure 2.5: MTD by Measurement Availability Switching

For system output with 7, elements, there will be 2"y possible ©. In [38], the authors first provide the
condition that the switching probability guarantees the almost asymptotically stable almost surely (GAS a.s.).
Then, the authors provide the condition for detecting the bounded residual attack. Finally, the authors for-
mulate an optimization problem. The optimization problem considers stability and detectability and maxi-
mizes the system’s resilience. The deviation of the convergence of the trajectory models resilience. With the
output switching method, an attacker unaware of the MTD mechanism will easily introduce extra residual,
especially when its attack strategy is based on its estimation of the system’s state.

Compared to other methods, the authors have clear guidelines for designing parameters to meet stability
and detectability requirements, which is a good advantage. However, the author’s assumption that the ob-
server can easily obtain the real-time ©(t) used by the plant side (possibly by sending 8; (#) along with y(#)) is
not realistic.

MTD by Auxiliary systems

Modifying the system dynamics is not always feasible, and output switching may degrade system perfor-
mance. Auxiliary system-based MTD methods can address these limitations. The first such method was
proposed in [55], and its basic framework is illustrated in Figure 2.6. This approach introduces an auxiliary
system that runs parallel to the original plant. The system’s dynamics can then be described as follows:

Tplk+11 ] [ A ALK |[ Xplk] Blk] wlk]
xplk+1] ]‘ 0o A, || xpik [T B, YN wik |
~ ~ N——rt
X[k+1] Ak] X[kl Ak w(k]
_ 5 A N _ (2.15)
Fplk] ]:[ C Clkl || Zplk] ] o[kl ]
yplkl 0 Cp Xplk] v[k]
—— N——
Jlk] €kl x[k] olk]

Ateach time step, the plant and controller will generate the same set of parameters for the auxiliary system
using the same pseudo-random number generator. The system’s output, denoted as y[k], is not affected by
the auxiliary state X,[k]. Hence, without an attack, there will be no impact on the system’s performance.
However, if an attacker attempts to disrupt the system state, the dynamics of the auxiliary state X, [k] will also
be affected due to their coupling. This increases the likelihood of detecting a malicious attack. Moreover, the
parameters of the auxiliary system change frequently and randomly, making it difficult for an attacker to use
the replay strategy and to identify the system parameters accurately.

In their work [55], the authors propose an optimal parameter design method to improve the detection
performance. This method involves two steps:
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Figure 2.6: MTD Method by Auxiliary Systems

1. Design the covariance X of the random Blk] to maximize the detection performance. The detection
performance is modelled by the KL divergence between the residual with and without attack.

2. Design the covariances Z 4, Z of the random A[k], Clk] to maximize the amount of information about
the state of the attacked original plant in y[k]. The Fisher information matrix models the amount of
information.

Then in [25], this method is extended by introducing nonlinearities to limit the information revealed to an
attacker. The output dynamic of the nonlinear moving target method is shown as follows, where G[k]h (x[k])
is the nonlinear part.

Vplkl ]zl C Clk] Xplk] + Glklh (x[k]) ] k] ]

yp[k] 0 Cp xp[k] 0 vik] (2.16)
[ — —~ I

JIk] € k] X[k] v[k]

The nonlinear part is designed to be very small when the x[k] is in the normal operation region, while it is
designed to be very large when the x[k] is not in the normal operating region.

The moving target methods mentioned above propose a good way to detect malicious attacks while avoid-
ing being identified. However, they still have some drawbacks:

D 9.1 These methods do not provide guidance on designing a stable auxiliary system. As the auxiliary
system operates in a linear-time-varying fashion, ensuring uniform stability is crucial.

D 9.2 Synchronization of the parameter between the plant and controller sides is required for all these
methods. This can be achieved by a pair of synchronized pseudo-random number generators
but may introduce extra risks.

D 9.3 The auxiliary system requires knowledge of the state information x[k] of the original plant, which
is challenging to obtain directly but can be inferred from the sensor output.

D 9.4 The output of the auxiliary system needs to be sent to the controller side, which brings extra
communication burden.

To address the issues of stability and state information mentioned in drawbacks D 9.1 and D 9.3, the
authors of [54] propose using a discrete-time switched system as an auxiliary system and coupling its state
with the measurement of the original plant. Replacing the randomly generated system with a switched system
makes it easier to create an auxiliary system that meets certain desired properties, such as stability. The
authors also claim that the auxiliary system can be designed to have similar dynamics to the original plant.
Such an auxiliary system can confuse the attacker, making it difficult to differentiate between the auxiliary
system output and the original plant output.
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Figure 2.7: Multiplicative Watermarking

Conclusion of Moving Target Defence Method

Inspired by computer science society, various moving target defence methods are designed to detect attacks
actively. However, most of these methods have the following limitations:

D 10.1 They require explicit synchronized parameters at the plant and controller sides. Two common
methods are the synchronized pseudo-random generator and securing side-channel communi-
cation. But these methods may bring extra risks or burdens.

2.4.4. Multiplicative Watermarking (MW)

The authors in [24] proposed a multiplicative watermarking method. The framework of the multiplicative
watermarking is shown in Figure 2.7. In multiplicative watermarking, the sensor output undergoes process-
ing by a stable dynamical system (referred to as the watermarking generator #') and is then equalized by the
corresponding stable inverse system (referred to as the watermarking remover #').

The dynamics of the # and 2 are as follows. The parameters of # and £ switch periodically and fol-
low a prior-defined sequence to guarantee synchronization. Compared to the measurement-coding method,
the multiplicative watermarking method can be used for single-output systems because its detection perfor-
mance does not rely on the difference in direction. Because of the inverse relation between the # and 2,
signal y, (k] will be accurately reversed when no attack happens so that the multiplicative watermarking will
not cause performance loss.

xwlk+1] = Apxwlkl +Bwyplk]
J/w[k] = CyXylk] +Dw}’p[k]

Xqlk+1] = Agx4lk]l + B ywlk]

Vqlkl = Cqx4lkl + DgywlK]

generator (#(0)): {
(2.17)
remover (2(0)): {

The effectiveness of the multiplicative watermarking technique has been studied under replay and sensor
data injection attacks [24, 37]. The following findings were made:

¢ For replay attack, if the replayed data and current watermarking remover come from different parame-
ter groups (#(0:) and 2(0,)), equalizing the replayed data will not be trivial and will result in additional
residual. The detection performance mainly depends on the difference between two different sets of
parameters.

¢ In sensor data deception attacks, such as zero-dynamics sensor data injection attacks, if the attacker
is unaware of the watermarking generator and directly injects data intended for the original plant, the
injected data will not be stealthy for the watermarking remover and will cause additional residual.

There are several limitations to the multiplicative watermarking method, including:

D 11.1 Ifan attacker successfully executes a malicious parameter identification to estimate the parame-
ter before switching or estimate all sets of parameters, the prior-defined sequence and the switch-
ing period, they can design an attack based on the identified model. If new sets of parameters are
generated periodically by synchronized pseudo-random generators, which will bring extra risks.
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D 11.2 The detection performance for replay attacks heavily depends on the parameter mismatch be-
tween the watermarking generator and remover. This may cause the following problems:

1. The detectability depends on the difference between two sets of parameters, and if the dif-
ference is too small, the attack will not trigger an alarm. Additionally, no explicit guideline
exists to design appropriate parameters to guarantee detectability.

2. The detection delay depends on the switching frequency, which in some extreme cases, can
cause a significant delay in detection.

D 11.3 The multiplicative watermarking method cannot detect control-signal-injection zero-dynamics
attacks.

Two extensions [30, 31]have been proposed to solve the drawback D 11.1. But, works on designing appro-
priate parameters to improve detectability are still lacking.

Switching Multiplicative Watermarking

In [30], the authors propose an event-triggered implicit synchronization switching protocol to achieve syn-
chronized switching aperiodically and formalize the successful implicit synchronization: trigger-synchronized,
switch-synchronized, jump synchronized and output synchronized.

To achieve this, the watermarking generator predicts the switching time of the watermarking remover and
changes its parameter and state when switching happens at the remover. The sequence of parameter changes
is predefined, and the new state is designed to ensure the switching occurs at the remover and to reduce the
switching visibility.

This switching protocol improves the detection performance because the injected measurement signal
may cause a switch at the watermarking remover and trigger an alarm.

In [31], the authors propose an improved switching mechanism to enhance the security of multiplicative
watermarking. Instead of switching among predefined parameters in a prior-defined sequence, they propose
a framework to generate parameters for a stable finite impulse response (FIR) filter based on the real-time
sensor output y, [k — 1] using cryptographic elliptic curves.

The security of this method is based on two aspects:

1. The sensor output y,[k — 1] has some true random part (caused by physical noise) which includes a
true random component caused by physical noise, which is not defined prior and is unknown and
unpredictable to the attacker. This means that the parameter generated by the elliptic curve function
is also unpredictable, making it difficult for the attacker to mount a successful attack.

2. The parameter generated by the elliptic curve function is based on cryptographic elliptic curves, which
are very hard to break when using appropriate parameters.

2.4.5. Other Methods

In addition to the methods discussed above, several other active detection methods exist. Two are the blended
method combining additive watermarking and the auxiliary function [27], and the output-coding method
[26]. We will analyze these methods below.

A Blended Active Detection Method

Ablended active detection method [27] combines synchronized additive watermarking generators/removers
and a predefined auxiliary bijective nonzero nonlinear scalar function whose value is related to the system
input u(k]. The framework of this blended method is illustrated in Figure 2.8. The encrypted controller
output is decrypted by the controller using an additive watermarking remover, while the sensor output is
first multiplied by the nonlinear scalar function and then encrypted using another additive watermarking
generator.

The authors have demonstrated the efficacy of this method against replay attacks, covert attacks, and
control-signal-injection zero-dynamics attacks. It is proven that in the presence of an attacker who does not
know the additive watermarking sequence, these attack models will always result in an additional residual.
Additionally, as the pairs of additive watermarking generators/removers are synchronized, and the nonlinear
scalar function is bijective, this blended method does not result in any performance loss without an attack.

This method has two possible drawbacks:
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Figure 2.8: Blended Method

D 12.1 Itrequires two pairs of synchronized additive watermarking generators and removers. However,
as discussed before, synchronized pseudo-random number generators and removers may bring
additional risks.

D 12.2 Although this method guarantees that different attacks will cause extra residuals, whether the
extra residual is large enough to trigger an alarm is not discussed.

Despite these drawbacks, this method provides an approach to address controller-data deception attacks
by incorporating the control signal information into the system output. Because the controller always has the
information of the true u[k], any modification to the controller data will cause a mismatch in the information,
potentially triggering an alarm.

Output-Coding Method

An output-coding method is proposed for detecting replay attacks in [26]. Figure 2.9 shows the framework
of the output-coding method. Like the blended method, the output-coding mechanism also merges input
information into the system output but in an additive manner.

The modified system output dynamics are as follows: the I is private and unknown to the attacker.

ylkl = yplkl + CTulk —1] = Cxplk] + CTulk — 1] (2.18)

The authors prove that by finding a I" value that causes £ (I-KC)(A+ BL) — KCT'L to have an unstable
eigenvalue, replay attacks can be detected with probability 1. However, the method is vulnerable to malicious
parameter identification. The method may be compromised if an attacker estimates I and injects a covert
attack based on the estimated value.

2.5. Privacy Problem in Networked Control Systems and Other Fields
Section 1.3 highlights the challenge of maintaining the secrecy of system structures and parameters from
potential attackers. This challenge is similar to the issue of privacy in networked control systems, which
is a hot topic in this area. This section will discuss the fundamental requirements and traditional privacy
solutions for networked control systems.

Privacy is also prevalent in other scenarios, such as supply chain and federated learning. These scenarios
involve distributed components exchanging data over networks, and keeping their actual information confi-
dential from other components and outsiders is crucial. The privacy solutions developed for these scenarios
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Figure 2.9: output-coding Method

can provide valuable insights. Therefore, this section will also present some privacy solutions developed for
supply chain and federated learning.

2.5.1. Privacy Solutions in Networked Control Systems

The operation of large-scale systems, such as the smart power grid, depends on information from various
nodes. However, the sensitive nature of the information obtained from these nodes requires that it be kept
confidential [56]. Furthermore, some commercial black-box systems may have trade secrets in their struc-
tures or parameters [32]. Consequently, addressing the privacy concerns of control systems has become an
essential area of research in the past two decades.

The privacy problem in a control system involves ensuring the confidentiality of sensitive information and
preventing outsiders’ unauthorized access to system knowledge. Various research studies have addressed
privacy concerns related to different system components. In this section, we mainly discuss two kinds of
privacy problems:

e State Privacy: This pertains to keeping the system’s state undisclosed or ambiguous to outsiders. Re-
searchers have proposed several methods to address the state privacy problem [57-61].

* Parameter or Structure Privacy: This involves keeping the model or parameters undisclosed or ambigu-
ous to outsiders. Researchers have proposed various methods to address the parameter or structure
privacy problem, including those in [32, 33, 62, 63].

In recent years, researchers have proposed various methods to enhance control or cyber-physical sys-
tems’ privacy. In this review, we will introduce several methods and divide them into four categories:

e Differential Privacy (DP) Based Methods: The differential privacy (DP) method is an important method
in the computer science field that aims to solve the secrecy problem in multi-party computation sce-
narios. DP methods add artificial noise to the original data to achieve relative privacy. Researchers
in control societies have tried to transplant the DP method to improve the privacy of control systems.
Methods in [32, 33] belong to this category.

* Noisy Encoding Methods: The noisy encoding method adds artificial noise to the original data and sends
the real-time noise value to the observer side. Methods in [61] belong to this category.

 State-Secrecy Coding Methods: The state-secrecy coding methods leverage the acknowledgement mech-
anism of networked control systems to confuse eavesdroppers about the system state while keeping the
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confidential state information available for the insider. Methods in [57-60] belong to this category.

» Auxiliary System Methods: The auxiliary system methods add additional systems parallel to the original
plant to enhance the privacy of the control system. Methods like decoy-based moving target [63] and
dynamic masking [62] belong to this category.

Differential Privacy (DP) Methods

Differential privacy (DP) is a computer science method to share dataset patterns while preserving individual
information privacy [64]. It achieves this goal by adding artificial noise to the query result, making inferring
individual information difficult. DP methods have been extensively studied in the Multi-Party Computation
field.

Appropriate adjacency relations need to be defined to use DP methods, and the type and variance of
artificial noise must be carefully chosen to meet the desired privacy standard. Researchers have attempted
to use DP methods to achieve state or local data privacy for distributed filters, and recent works have focused
on improving parameter and structure privacy by adding noise [32, 33]. In this review, we will briefly discuss
these works.

In [32], the authors propose a method to preserve the privacy of identifying parameters of finite impulse
response (FIR) dynamical systems by adding additive input or output noise. The optimal noise design is
achieved by maximizing the estimation error of the FIR parameters through least square estimators while
ensuring that the system’s output variance is bounded. This method can be seen as a differential privacy
approach.

Similarly, in [33], the authors aim to protect sensitive parameters in multi-agent linear time-invariant sys-
tems using differential privacy methods. They propose adding noise to agents’ output to protect the sensitive
parameters while constraining the controller’s estimation error of the eigenvalues of the matrices related to
these parameters.

While differential privacy methods have demonstrated their effectiveness in secure multi-party compu-
tation, they have drawbacks.

D 13.1 The additive noise used to ensure privacy may cause a performance loss, and designers must
balance privacy levels with performance loss.

D 13.2 As the number of input-output samples obtained by an attacker increases, the amount of noise
needed to ensure privacy also increases, leading to larger performance loss. This means this
method may not be suitable for long-term operating control systems.

Noisy Encoding

In [61], the authors propose a novel encoding mechanism for noisy autonomous systems which can mitigate
the performance loss caused by DP methods. The method involves generating an additive noise, integrat-
ing the original measurement, concatenating the real-time noise sequence, encoding the resulting data, and
sending it to the controller. The control centre can then decode the data, recover the noise sequence, and
subtract the noise from the noisy measurement to obtain an accurate measurement.

To encode the data, the authors introduce a matrix M; to map the original measurement y;[k] and the
generated noise ¢;[k] to a coded measurement y’ [k]. The encoding procedure and the decoding procedure
are then as follows:

Encoding procedure: y; [k] = M; -y;[k] = M; - [y;[k],&; [k]] T 2.19)
Decoding procedure: y;[k] =e; - M; ' -y [k] = [1,0] -y} [k] '
This method has two limitations:

D 14.1 The authors have only verified the method’s effectiveness on autonomous LTI systems, and its
performance on general dynamical systems is still unknown.

D 14.2 This method needs extra communication burden.

State-Secrecy Code

In [57], the state-secrecy code method is proposed to protect the system state from passive eavesdroppers in
a noisy autonomous LTT system under the assumption that the acknowledgement is reliable and the passive
eavesdroppers that cannot modify or block the acknowledgement. The method involves subtracting the most
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recently successfully received state at # from the current state as follows. This can impair the eavesdropper’s
estimation while keeping the user’s estimation optimal.

zlk] = x[k] — A¥ % x[ 1] (2.20)

For unstable LTI systems, a critical event can be triggered to cause an unbounded estimation error for the
eavesdropper. In practice, the system can actively trigger a critical event using more complex mechanisms
such as cryptographical methods and then use the state-secrecy coding method to take over.

The state-secrecy code method is extended to stable systems in [58]. In [60], the method is adapted for un-
reliable acknowledgements and quantization errors. The state-secrecy method has been successfully applied
in trajectory-tracking motion planning of robots [59].

While the method is a low-cost privacy solution, it has one significant drawback:

D 15.1 This method is only discussed for autonomous systems, but most CPSs are not autonomous.

Auxiliary System Methods

To improve the privacy of a system’s structure or parameters, researchers in [62, 63] propose adding auxiliary
structures.

In [63], the researchers suggest a decoy-based moving target method, which involves using S; decoy-based
auxiliary systems with similar dynamics to the original plant but with different artificial noise. Parallel mea-
surements from all systems are randomly permuted and transmitted to the controller side, which then recov-
ers the original measurements and generates a control signal for each system.

Since the controller side recovers the permuted signal, this mechanism does not cause performance loss.
Additionally, the attacker will have difficulty choosing the correct input-output pair from the permuted sig-
nals due to the similar dynamics of all decoy-based auxiliary systems and the randomly generated permuta-
tion matrix. This method reduces the attacker’s probability of successfully identifying the system.

The decoy-based moving target method has two limitations:

D 16.1 The decoy-based moving target method requires a synchronized pseudo-random number gen-
erator to ensure the same permutation matrix, which may introduce additional risk.

D 16.2 This method increases the communication burden, and the probability reduction is related to
the number of decoy-based auxiliary systems, creating a trade-off between extra communication
and probability reduction

In [62], the authors propose a dynamic masking method to protect the structure of the plant. As shown in
Figure 2.10, the method involves adding a simulated plant — P and a cipher plant S at the plant side. The P has
the same transfer functions between y[k] and u[k] as P but ignores the effect of noise on the y[k]. Similarly,
another pairs of simulated and cipher plants are added at the controller side with opposite transfer functions.

Each plant updates its state and output based on u[k] at each timestamp. The accumulated signal from
all the plants —P, P and § is sent to the controller side, and the output of plants on the controller side is used
to recover the output of the original plant. Because the auxiliary systems at the controller side and the plant
side have matching dynamics, the output of the original plant will be accurately recovered at the controller
side if the initial state of the auxiliary system is the same.

The authors propose a definition of Privacy of a property of G with respect to an adversary to evaluate
the privacy performance of the dynamic masking method. This method ensures that the attacker can only
obtain the model of the cipher plant S when trying to estimate the plant model. Moreover, the dynamic
masking method can enhance the system’s security by utilizing a S with a distinct malicious attack vector
space compared to G. This makes detecting attacks targeting the original plant G(s) possible.

However, the dynamic masking method can only guarantee performance and security if the system plant
is initially unknown to the attacker. In scenarios where the dynamic of the plant is public, the attacker can
estimate the model of the S(s) and perform a covert attack.

2.5.2. Privacy Solution in Supply Chain and Federated Learning

As mentioned, the privacy solutions developed for supply chain and federated learning scenarios can provide
valuable insights. Therefore, this section will also present some privacy solutions developed for supply chain
and federated learning.
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Figure 2.10: Dynamic Masking Method

In [65], the authors consider solving the state trajectory privacy problem in the supply chain networks.
The supply chain system in this article can be modelled by an autonomous LTI system as follows:

x[k+1] = Ax[k]

2.21
yIk] = x[k] 221

This article tries to keep the privacy of A by adding noise to the output y[k]. The sensitivity of the pa-
rameter A is defined as the ones-step trajectory difference from the same initial condition. The sensitivity
proposed in this article provides a first-step solution of using the DP method to guarantee the parameter
privacy of the control systems.

In [36], researchers propose a privacy-preserving federated learning system using the system immersion
method from nonlinear control theory. Each decentralized centre maps its model to a higher-dimensional
space (the so-called farget system) using the immersion map, trains its model using Stochastic Gradient De-
cent (SGD) in the higher-dimensional space, and sends the model to the aggregator. The aggregator aggre-
gates the local models and sends the aggregated model to the central server. The server maps the aggregated
model back to the original space and distributes it to the decentralized centres.

The authors provide a linear example of the system immersion coding method, which uses random ma-
trix encryption and includes a b’ component that acts as one-time pad encryption, making the system-
immersion method unconditionally secure without bringing any performance loss. Moreover, matrices op-
erations have much lower computational overhead than cryptographic encryption methods.

2.5.3. Conclusion for Privacy Problems
Maintaining the secrecy of system structures and parameters from potential attackers is akin to the structure
or parameter privacy problem in networked control systems. In this section, we reviewed the privacy problem
in the control systems. A direct consideration is combining privacy solutions with active detection methods
to protect the secrecy of parameters. However, existing privacy solutions for control systems have limitations
when doing so.

One approach is to use DP methods to guarantee the privacy of the private component. However, control
system attack and fault detection tasks are noise-sensitive, and adding artificial noise can increase the false-
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alarm rate and harm regular operation. Researchers in [34] study the relationship between false-alarm rate
and artificial noise properties in the anomaly detection scenario. Also, defining proper adjacency relations for
dynamical systems is challenging, which limits research on parameter/structure privacy for control systems.

Other methods, such as the state-secrecy method, have only been verified in autonomous system scenar-
ios. Under a feedback loop, attackers can postulate more information from the control signal u[k], and the
performance of these methods in general system cases is unknown.

Moreover, privacy and security requirements differ. While privacy solutions can prevent passive attack-
ers from inferring information about sensitive parameters or data, attackers without such information can
still execute stealthy attacks by replaying attacks or other ill-designed methods. Privacy problems focus on
preventing attackers from inferring information, while security problems require preventing attackers from
imitating the structure’s behaviour with sensitive parameters.

Although not discussed in this section, encrypted control [35] is another approach to maintaining privacy.
However, the overheads it introduces may be unacceptable and could impact stability margins.

2.6. Conclusion

In this chapter, we first propose the framework of Cyber-Physical Systems (CPSs) from a control perspective.
Then we introduce a modelling framework to model attacks on CPSs from seven perspectives (model know!-
edge, disclosure resources, disruption resources, emphattack stealthiness, attack effect, attack objectives, and
attack policy) and we introduce several classical attack models. A summary of the model knowledge, disclo-
sure resources, disruption resources and attack stealthiness properties of each attack model in Table 2.1.

This chapter also introduces attack detection methods. We divide attack detection methods into two
classes. The first class is the passive detection method, which does not change the structure of the plant side.
One of the main drawbacks of the passive detection method cannot defend against attackers with perfect
plant knowledge. The second class is the active detection methods, which detect malicious attacks by adding
some private structures to the system. A summary of these active detection methods can be seen in Table 2.2.
The table tries to compare these methods from the following aspects:

1. detectability: This aspect is about the method’s detection performance for different attack models.

2. vulnerabilities of parameter identification (for original methods): This aspect considers whether the ac-
tive detection method can defend malicious parameter identification. Here we only discuss the original
version of the method.

3. performance loss: This aspect relates to whether the method will cause performance loss when there is
no attacker.

4. explicit synchronization: This aspect considers two parts: whether the method needs explicit synchro-
nization for parameters between plant and controller; if the method has an extended version to defend
against malicious parameter identification attacks; whether the extended version need.

The table shows that there is no perfect active detection method. Some of them can only guarantee a high
detection probability of a limited amount of attack, while most of them are vulnerable to malicious parameter
identification attacks. Indeed, if the additional security measures put in place for defence are successfully
identified by the attacker, the injected data can be suitably adapted to evade detection.

Different methods have been proposed as countermeasures to malicious parameter identification. Most
of them need explicit synchronization [25, 28], which always requires pairs of synchronized pseudo-random
generators and may introduce extra risk. The switching mechanism in [30] does not require explicit synchro-
nization and relies on an event-triggered strategy to define when to update the parameters of the multiplica-
tive watermarking systems.

The problem of maintaining the structures and parameters secret to attackers is similar to the privacy
problem in CPSs. This chapter introduces privacy solutions in control systems. Their limitations make them
unsuitable for directly utilizing to protect parameter secrecy in active detection methods. This section also
introduces privacy solutions in fields like supply chain and federated learning, these methods can be enlight-
ing.
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Problem Formulation

We consider a cyber-physical system composed of a physical plant 22 and a controller €, containing a steady-
state Kalman filter, a static state feedback controller and an anomaly detector. The information between
the controller and plant is exchanged over a communication network, thus exposing the CPS to attacks. To
counteract this, we suppose the CPS is equipped with an active detection pair (¥,, 6,). Figure 3.1 shows the
considered CPS structure.

3.1. System Model

The plant is modelled as an LTI system with dynamics

xplk+1] = Apxplk] + Byulk] + wplkl;

(3.1
Vplkl = Cpxplkl + vplkl

where x, € R"*, y,, € R" are the plant’s state and measurement output, and u[k] € R"* is the control input.
The signals w), € R"* and v, € R" represent process and measurement noise, assumed to be realizations
of identically and independently distributed zero-mean Gaussian processes with covariances Z,, > 0,Z, > 0.
We assume that:

A 1.1 All matrices are of appropriate dimensions;
A 1.2 The matrices Ay, By, Cp, Dy are the minimal realization of the dynamical systems.
A 1.3 (Ap, Bp) and (Cp, Ap) are respectively controllable and observable pairs.
The controller (¥) is constituted of three components: a steady-state Kalman filter with observer gain L, a

static state feedback controller with controller gain K and a y? detector as an anomaly detector'. These three
components can be represented as the following dynamical system:

J%p[k+ 1] = Apfcp[k] + Bpu[k] + L(yp[k] - Cpfcp[k])
€ - ulkl = —K(Xplkl = xp ref) + Uref (3.2)
r[k] = yp[k] - Cp)%p[k]

where %, € R" is the estimated state, and x;, oy € R", u,.y € R™ are the reference state and control input,
which are assumed to be piecewise constant.

The steady-state Kalman filter has a converged estimation error covariance matrix and a static gain which
meets the following equations:

ApPAL =P+ = ApPC) (2, + cppc;,r)_1 C,PA}
3.3)
L=(4,PC)) (20 + c,,pc;)_1 (

INote that, although not the focus of this paper, we have included an anomaly detector, as our proposed methods are predominantly
methods for active attack diagnosis.
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Figure 3.1: Overal System Description

To detect these attacks, the following condition based on the residual r € R™* is evaluated:
rik) "= (k] > Flk] (3.4)

where X, = C,,PC; +2,, and r € R~ is the Kalman filter innovation. 7[k] is a suitably defined threshold. If
(3.4) holds, an alarm is triggered.

3.2. Attacker Capabilities

In the following chapters, we consider four kinds of attackers: replay attacker <, control-signal-injection
zero-dynamics attacker </, sensor-signal-injection zero-dynamics attacker «/; and eavesdropping learning
attacker <Z,. The replay attacker, the control-signal-injection zero-dynamics attacker, and the sensor-signal-
injection zero-dynamics attacker have already been introduced in Section 2.2.

The eavesdropping attacker <7, monitors the information transmitted over the communication network
between the plant and the controller, as depicted in Figure 3.1. Specifically, the eavesdropping attacker can
be formalized as the following threat model:

System knowledge: The attacker knows the parameters of the plant and controller models {Ap, By, Cp, L, K}.

Disclousure resources: The attacker has direct access to signals y,, and u transmitted over the communica-
tion network. The set of information available to the attacker at time k can be therefore defined as:

Falk1 2 {Ap, By, Cp, L K, ul0: kI, 710 k1}. (3.5)

Attack objective: The malicious agent attempts to reconstruct the parameters of €, and 6,;. The agent aims
to use the estimated parameter to design attack sequences tuned for the active detection methods to
disturb the system’s normal operation without being detected.

3.3. Active Detection Methods and Privacy Solutions Considered

This section will briefly recap the active detection methods and privacy solutions we will consider in the
following chapters. Some of their necessary details will be covered. The methods and solutions we will recap
include the system immersion method for federated learning [34], the measurement-coding method [23], the
output-coding method [26] and the multiplicative watermarking method [24, 30].

3.3.1. System Immersion Method in Federated Learning

Researchers in [36] propose a privacy-preserving federated learning system using the system immersion
method from nonlinear control theory. The method keeps data secrecy by mapping original data to a higher-
dimensional space and deploying data operations in the mapped space.
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The authors provide a linear example of immersion and inverse maps using random matrix encryption.
The example linear mapping supports the SGD algorithm in the higher dimensional space and has no per-
formance loss.

immersion map: 7(s) :=Gs+ b’ 3.6
3.6
inverse map: al(s):= Ms

Where G € R™"s, M € R"™*™,b" € R™,m > ns; with MG = I and b is a time-varying random matrix
which lies in the kernel space of M. The b" component acts as one-time pad encryption, making the system-
immersion method unconditionally secure while causing no performance loss compared to differential-privacy-
based methods.

3.3.2. Measurement-Coding Method and Output-Coding Method
The authors in [23] propose a measurement-coding method to detect sensor output data deception attacks
with an invertible square matrix as follows:

Ikl = Sy, [kl

3.7
yplkl =27 §'1k] e

The sensor output data is linearly transformed by an invertible square matrix £ and then recovered by the
inverse matrix ! at the controller side. Because 21X = I, the measurement-coded method will not cause
performance loss when no attacks happen and can detect data deception attacks that can induce infinite
estimation error with suitable-defined X. However, this method cannot detect replay attacks and is vulnerable
to malicious parameter identification.

An output-coding method is proposed for detecting replay attacks in [26]. The output-coding mechanism
additively merges input information into the system output as follows:

ylkl = yplkl + CTulk—1] = Cx[k] + CTulk—1] (3.8)

The authors prove this method can detect the replay attack with probability 1 with a suitable-defined I'.
However, the method is vulnerable to malicious parameter identification.

3.3.3. Multiplicative Watermarking
Proposed in [24, 30], switching multiplicative watermarking is an active technique for attack detection, whereby
a watermarking generator (#) filters y;, before its transmission over the communication network to the con-
troller. Once received, a suitably defined watermarking remover () then processes the information, return-
ing a signal used by the controller.

Let us start by defining the information available at the MWM generator and remover at time k as follows:

Tk 2 {y10: k1, y,[0: Kk, x,[0: k1,0,,[0: K1},

3.9)
Iglk) £ {ywl0: k], y4[0: k1, x4[0: k],04[0: k], ul0: k]}.

Both the watermarking generator and remover are time-varying systems, with dynamics described as fol-

lows:
. {xw[k+ 11=A,O@wlkD)xylk] +Bw(0w[k])_)’p[k]

Ywlkl=Cw 0wk Xkl + Dy (0 [k]) ypl k]
| xqlk+11=Aq (041K1) x41k1+Bg (04(K1) yuw[Kk] (3.10)
{ Vqlk1=Cq (04[k1) x41k]+Dg (04[k1) yiw[k]
F :0plkl = fu(Fylkl); 04lkl= fa(F4lk])
where x,, x4 € R™w are the watermark generator and remover states, y,, Yq€ R™ their outputs, and Owlkl,04(k] €

R" are their parameters at time k, with ng = (ny + p)?; fuw: Fw — R™ and f, : ., — R" are switching func-
tions. We give the following definition of multiplicative watermarking pairs, following [30].

Definition 3.3.1 (Watermarking pair). Two systems (#/, 2), with dynamics (3.10), are said to be a watermark-
ing pair if the following hold:

a. # and £ are stable and invertible;
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b. if 0,1kl = 04lk], yglkl = yplkl, ie, 2=#"". <

To meet Definition 3.3.1.a., the system matrices for 2 are defined as:

D46 = Dyw(6) 7Y A4(0) = Aw(6) — Bw(®) Dy (6) " Cou(0);

(3.11)
By(0) = By(0)Dg(0); Cy(6) = —Dg(0)Cyy(6).

where 0 =0, [k] = 04[k].

3.4. Problem Formulation
In Section 1.4 Problem 1, we introduced our general research question, i.e. upgrading existing or proposing
new active detection methods to address the malicious parameter identification. We then introduced two
research problems that we will focus on in this thesis, Problem 2 and Problem 3. They focus on a combination
of the system immersion method [36], the output-coding method [26] and the multiplicative watermarking
method [30] to address Problem 1.

This section will formulate our research question more specifically based on Problem 2 and Problem 3.

3.4.1. Problem Formulation: System Immersion Coding Method
Given the scenario presented in the previous subsections and Problem 2, the problems we address in chapter
4 can be formalized as the following three sub-questions.

Problem 2.1. Try to combine the system immersion method [36] and the output-coding method [26] to pro-
pose a new active detection method. <«

Remark 1. We call the method proposed for Problem 2.1 system immersion coding method. <

The following question is related to the main question of this thesis: defending against malicious param-
eter identification.

Problem 2.2. Given a cyber-physical system(3.1)-(3.2), equipped with a system immersion coding method,
analyze the performance of the system immersion coding method on defending against malicious parameter
identification. <

Moreover, as an active detection method, the proposed approach should also answer the following re-
search question:

Problem 2.3. Given a cyber-physical system(3.1)-(3.2), equipped with system immersion coding method
components, design the parameters such that the defender can use the system immersion coding method to
detect reply attack, control-signal-injection zero-dynamics attack and sensor-signal-injection zero-dynamics
attack <

3.4.2. Problem Formulation: Hybrid Multiplicative Watermarking Method
Given the scenario presented in the previous subsections and Problem 1, the problems we address in Chapter
5 and Chapter 6 can be formalized as the following three sub-questions.

Problem 3.1. Try to combine the output-coding method [26] and the multiplicative watermarking method
[30] to propose a new multiplicative watermarking structure. <

Remark 2. We call the method proposed for Problem 3.1 as hybrid multiplicative watermarking method. <

The switching rules represented by f,, and f; affect the difficulty for a malicious agent to identify the
hybrid multiplicative watermarking parameters. The switching rules we are to design should meet several
requirements:

R1 Fast Switching: The mode should switch rapidly;
R2 Randomness: The switching sequence should not be known in advance;

R3 Synchronization: # and £ should have synchronized modes, i.e., the mode should be chosen based
on common information of .%, [k] and % [k].
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Remark 3. Requirement R1 states that an objective of our solution is that it be fast switching. We set this
requirement to avoid any design strategy that includes a minimum dwell time, as it has been shown to be
beneficial for parameter identification, as is pointed out in Section 5.3. <

The following question is related to the main question of this thesis: defending against malicious param-
eter identification.

Problem 3.2. Given a cyber-physical system (3.1)-(3.2), equipped with a hybrid multiplicative watermarking
scheme (3.10), design the time-varying parameters 6,0, such that:

a. (W,2) is awatermarking pair, as per Definition 3.3.1;
b. the CPS maintains closed-loop stability under switching;

c. an attacker with the information set .#, and capabilities defined in Section 3.2 cannot exactly recon-
struct 0, [k],041k], for all k = Kl.“d, i.e. the time and data complexity to exactly identify the parameters
can be arbitrarily large. In this thesis, it relates to meeting the requirements R1-R3. <

Moreover, as an active detection method, the proposed approach should also answer the following re-
search question:

Problem 3.3. Given a cyber-physical system (3.1)-(3.2), equipped with a hybrid multiplicative watermarking
scheme (3.10), design the parameters such that the defender can use the hybrid multiplicative watermarking
method to detect different attacks. <

3.5. Testbench Overview

In this section, we will introduce two testbenches we will use in the later chapters. The model of these test-
benches will be given. We will show the system’s normal operation when the attacks are absent and the
attacker performance of different attackers on these test benches.

3.5.1. Testbench 1
The first testbench is the linearized quadruple-tank water system used in [27]. This testbench is vulnerable to
the replay attack and the control-signal-injection zero-dynamics attack. The linearized model is as follows:

0975 0 0042 O 0.0515 0.0016
A= 0 0977 0 0.044 _ |0.0019 0.0447 Co_ 02 0 0 o] D =[0 0]
p 0 0 0.958 o[> 7° 0 0.0737|> P 0 02 0 o “P (o of

0 0 0 0.956 0.0850 0

(3.12)
The noise parameter, the linearized operating points and the controller parameters are as follows:

wo=[0 0 0 0", w=[o o,

=101, 2,=10"'L
Xpof = [5,5,2.044,1.399] T, w4 = [0.724,1.165] (3.13)

_|—3.0993 -4.0721 2.0528 —2.8417

K= -3.9353 -3.3330 -2.8461 1.9997

When the attack is absent, the system’s performance is shown in Figure 3.2. The simulation length is 1000
steps. We can see from Figure 3.2 (d) that under normal operation, no alarming is triggered after timestamp
1. An alarming is triggered at timestamp 0 because in the simulation, we set the initial state of the observer
different from the true system state °.

The operation result of the system under the replay attack is shown in Figure 3.3. In the replay attack
scenario, the simulation length is 1000 steps. The replay attacker starts to replay the sensor signal at k, = 800,
and the replayed signal is recorded from k; = 600 to k, = 800. Figure 3.3(a) and Figure 3.3(b) show that the
system state and system output is not affected heavily because of the replay attack. We can see from Figure
3.3 (d) that no alarm is triggered during the attack period.

2The same phenomenon can be seen in all later simulations; we will not recap it later
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Figure 3.2: Testbench 1: without attack. (a) the plant state. (b) the plant output. (c) the attackers’ injected sequence. (d) the residual
value.
o1 [A] 3lk] yilk] w2l |
xo[k] x4[k]
(a)
=4
5
2
0 500 1000 0 500 1000
k k
N Aus[k] | m1[k] r1[K] |
Ays[k] Augk]
(d)
(c) '
= 1t
5
4
= 0
3
<4
0 500 1000 0 500 1000
k k

Figure 3.3: Testbench 1 under replay attack. (a) the plant state. (b) the plant output. (c) the attackers’ injected sequence. (d) the residual
value.
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The operation result of the system under the control-signal-injection zero-dynamics attack is shown in
Figure 3.4. In the replay attack scenario, the simulation length is 1000 steps, and the parameter of the attack
sequenceis v =1.03, g=10"2x[-0.26,0.3]". The attacker starts to inject a malicious signal from timestamp
k, = 800, and that attack last until the end of the simulation. Figure 3.4(a) and Figure 3.4(b) show that the
system state is affected heavily because of the attack. However, we can see from Figure 3.4(d) that no alarm
is triggered during the attack period. It is because the control-signal-injection zero-dynamics only affect the
system state but not the system output.

1[k] 3[k] | yi[K] ys[k] |
zo[k] x4k
(b)
(@ '
101
= 5 ==
5 of
5t
1 0 L
0 500 1000 0 500 1000
k k
Ayi[k] Auf[k] 71[k] ri[K] |
Ays[k] Aug[k]
(d)
(c) '
= 107 =15
s 5t =
< =10
=~ 0 =
=, =~ 5
S 5)
< ' 0
0 500 1000 0 500 1000
k k

Figure 3.4: Testbench 1: under control-signal-injection zero-dynamics attack. (a) the plant state. (b) the plant output. (c) the attackers’
injected sequence. (d) the residual value.

3.5.2. Testbench 2
The second testbench is the testbench model used in [30]. This testbench is vulnerable to the replay attack
and the sensor-signal-injection zero-dynamics attack. The model is as follows:

1 0.1
0.035 0.99

0

1 0
1]’ Cp=

Ap = 0 1

) Bp: ’ Dp:

0
0] , (3.14)

The noise parameter, the reference points and the controller parameters are as follows:
T T
IJw = [0 0 0 0] , IJ'V = [0 0] s
sp=107%1, =,=10"'L
Xref = [1.5, O]T» Uref = —0.0525,
K =[-0.5350 —0.5900]

(3.15)

When the attack is absent, the system’s performance is shown in Figure 3.5. The simulation length is 1000
steps. We can see from Figure 3.5(d) that under normal operation, no alarming is triggered after timestamp
1.

The operation result of the system under the replay attack is shown in Figure 3.6. In the replay attack
scenario, the simulation length is 1000 steps. The replay attacker starts to replay the sensor signal at k, = 800,
and the replayed signal is recorded from k; = 600 to k, = 800. Figure 3.6(a) and Figure 3.6(b) show that the
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Figure 3.5: Testbench 2: without attack. (a) the plant state. (b) the plant output. (c) the attackers’ injected sequence. (d) the residual
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system state and system output is affected heavily because of the replay attack. However, we can see from
Figure 3.6 (d) that no alarm is triggered during the attack period.

The operation result of the system under the sensor-signal-injection zero-dynamics attack is shown in
Figure 3.7. In the replay attack scenario, the simulation length is 1000 steps, and the parameter of the attack
sequence is v = 1.0544, g =1072x[0.6212,0.3378] . The attacker starts to inject a malicious signal from
timestamp k, = 800, and that attack last until the end of the simulation. Figure 3.7(a) and Figure 3.7(b)
show that the system state and system output is affected heavily because of the sensor-signal-injection zero-
dynamics attack. However, we can see from Figure 3.7 (d) that no alarm is triggered during the attack period.
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Figure 3.7: Testbench 2: sensor-signal-injection zero-dynamics attack. (a) the plant state. (b) the plant output. (c) the attackers’ injected
sequence. (d) the residual value.






System Immersion Coding Method

In Section 3.4, we specified our research problems of this chapter, i.e. Problem 2.1, Problem 2.2, and Problem
2.3. The specified problems involve proposing a new active detection method based on the system immer-
sion method, and the output-coding method and studying its performance in defending against malicious
parameter identification and detecting malicious attacks.

In this chapter, we propose a new active detection method named system immersion coding method. We
will provide guidelines for design parameters of the system immersion coding method to help detect mali-
cious attacks and study its performance in defending against malicious parameter identification.

Figure 4.1 shows the considered CPS structure of this chapter. Compared to the structure in Chapter 3,
the active detection part is specified to be a system immersion coding pair (&,9).

In Section 4.1, we will see that the system immersion coding method maps the original plant-to-controller
signal y,[k] € R™ to a signal s[k] € R™s with a higher dimension, i.e. ng > ny. So, for the sensor-signal-
injection zero-dynamics attack, we assume the attacker firstly guesses a matrix G’ € R"s*"r and then injects
malicious signal Ay?[k] = G'v*g, where v and g are calculated by equation (2.5).

We will also see in Section 4.1 that the system immersion coding method has two important parameters
G e R"™*™ and H € R™*™_ The eavesdropping attacker </, will then be defined as the following threat model:

System knowledge: The attacker knows the parameters of the plant and controller models {Ap, By, Cp, L, K}.

Disclousure resources: The attacker has direct access to signals s and u transmitted over the communication
network. The set of information available to the attacker at time k can be therefore defined as:

Falkl 2 {Ap, By, Cp, LK, ul0: k1, s[0: kl}. 4.1)

Attack objective: The malicious agent attempts to reconstruct the multiplicative watermarking parameters
GeR™ ™ and H € R,

4.1. System Immersion Coding for Active Detection Method
From Section 3.3.1 and Section 3.3.2, we know that:

¢ The system immersion method can protect data privacy and introduce an arbitrary magnitude of noise
without causing performance loss.

¢ The output coding method additively merges the u[k] information to detect replay attacks, but it suf-
fers from malicious parameter identification. From [27], A possible way to detect the control-signal-
injection zero-dynamics attack is the merging of u[k].

¢ The mathematical operations of the system immersion method and the output coding method involve
matrix multiplication and addition, which makes them easy to be combined.

Therefore, a possible way to solve malicious parameter identification is to combine the output coding
and system immersion methods. Intuitively, a large signal-noise ratio(SNR) can disturb the performance of
system identification methods. We hope that the method of protecting data privacy can also work when used
to protect parameter privacy.

39
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Figure 4.1: Overal System Description

Our proposed strategy consists of an encoding module (&) and a decoding module (2). The & encodes
the unaltered measurement signal y,, into s and the 2 then decodes s'[k] to define y;, (k]

& :s[k] = G (yplk] + Hu'[k]) + NRIK].

Py, [kl = Ms'[k] - Hulk]. 4.2)

In (4.2) G € R"*™ with ng > ny,, M € R"v*"s are designed such that MG = I, H € R"»*", each column of N,
N; satisfy N; € ker(M), and R is a random number generated by a random number generator. We expect that
G, M, H, N are unknown to the attacker, and the random number R[k] contains some information unknown
to the attacker. We call the NR[k] part "artificial noise".

Proposition 4.1.1. Given the matrix definition, if there is no attack in the system, then y;,[k] = yplkl and the
control performance is unaffected by the system immersion coding method. d

Proof. Assuming no attack sequence is injected into the system, we have the following:
s'[k] = s[k]  u'[k] = ulk] 4.3)
From the definition of M, G, N, we have MG = I and M N = 0.Then we can compute y,[k]:
Yplkl = Ms'[k] - Hulk]
=MG(yplk] + Hu'[k]) + MNR[k] — Hu[k]

= yplkl + Hu'[k] — Hul[k]
= J/p[k]

(4.4)

Because of y;,[k] = ypllkl, the controller can obtain the actual system output, which means the system
immersion coding does not affect the control performance when no attack happens. |

4.1.1. Detectability Design of System Immersion Coding

In this section, we propose and prove several theorems to provide guidelines for designing the system immer-
sion coding method’s parameters. These theorems focus on helping the system immersion coding method
detect different attacks, including the replay attack, the control-signal-injection zero-dynamics attack and
the sensor-signal-injection zero-dynamics attack. Which mainly addresses Problem 2.3.

Replay Attack

Theorem 1. Ifthe matrix H is designed to make matrix ®y = Ap — B, K — LC, — LHK has at least one unstable
eigenvalue and the pair (C, + HK,® ) is made observable, then the replay attack will be detected. O
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Proof. When the system is under replay attack, the control signals the plant received u'[k], the measurement
signals the controller received s'[k] and the controller’s decoded value y,’” [k] will be:

s'lkl = s'[k— Ak
=G (yplk— Akl + Hulk — Ak]) + NR[k - Ak] is
u'[k] = ulk] 4.5)

Yplkl = yplk— Akl + H (ulk — Ak — ulk—11)

Define AXp k] = X, [k—Ak]—Xp k], Aulk] = ulk—Ak]—ulk], then the residual value r[k] and the observer’s
estimation of the system state X[k + 1] under the replay attack can be expressed as:

rikl = y,, (k] = pplk]

= (yplk — Akl = §plk — AK]) + (Pplk — Akl - §pLk]) + H (ulk — Ak] — ulk])

=rlk— Akl + (Cpiplk— Akl — Cpklk]) + H (ulk — Ak] — ulk])

=rlk— Akl +(Cp+ HK)A%p k]
Syl +11 = Aptp k] + Byl 1]+ L{yp K] = 7y 1K1 (46
= ApXplk]l + BpK&plkl + L(yplk — Akl + H (ulk — Ak] — ulk]) — 9 k1)
=(Ap—BpK—LCp)2plk] + Ly, lk — Akl + LHAu[k]
=(Ap—ByK—LC,+LHK)Xplk] + Lylk — Ak] + LHKAZ ) [k]

The X, [k — Ak +1] can be expressed as:

Syl = Ak +11 = Applk— AR+ Byt [k = Ak + Ly} [k - AK] = 7, [k — Akl
= (Ap - ByK — LCp) & plk — AK] + Ly, [k — AK]

4.7)

Then the A%, [k + 1] can be represented as:

AZplk+1] = (Ap - ByK — LCp)Zplk — AK] + Ly, [k — AK]
~(Ap— BpK — LCp)%p (k] — Ly, [k — Ak] — LHKAZp[]
= (Ap— BpK — LCp — LHK) A% [k] 4.8)

[0y
= Ok IA %, (0]

Then the residual can be rewritten as:

rlkl = rlk— Akl +(Cp + HK)AZplk]

k+1 A o (4.9)
= rlk— Akl +(Cp + HKO)®N T AR, (0]

Define Cy = (Cp, + HK) If the matrix Cy # 0 and ® g has at least one unstable eigenvalue, then the part of
Cy® ’;{J'IA)%[O] will diverge to infinite. This will lead to an infinite residual value and trigger the alarm. |

Control-Signal-Injection Zero-Dynamics Attack

Theorem 2. The original control-signal-injection zero-dynamics attack, i.e. with the g value meeting equation
(2.3), will keep being a zero-dynamics attack if and only if there exists x, € R"~, such that:

vI-A, -B,
C, H

x1
4

0
= 0] (4.10)

a

Proof. When a control-signal-injection zero-dynamics attack happens, the attacker tries to inject signal Au“[k]
into the system. Under the control-signal-injection zero-dynamics attack, the encoded signal s[k] and the
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decoded signal y;, [k] will become:

slkl = G (yp k] + Hu'[k]) + NR(k]
= G(ypk] + Hulk] + HAu“[K]) + NRIK]

Vplkl = Ms'[k] - Hulk) 4.11)
= yplkl + HAu®[k]
The dynamics of the plant state x, [k + 1] then become:
k+1]1=A k1 +Bpulk] + w(k
xplk+11 = Apxp[k] + Byulkl + wik] a2

= Apx (k] + Bpulk] + BpAu®(k] + w(k]
Define estimation error e[k] = x,[k] — £, [k], then the dynamics of observer’s estimation of the plant state
Xplk+1] will become:
xplk+1] = A%, [kl + Byulk] +L(y;[k] —yp[k])
= Apxplkl + Bpulkl + L(yplk] + HAu®[k] - yplk])

=(Ap— BpK)Xplk] + L(Cpxplk] + vik] — CpXplk] + HAu®[k])
= (Ap — BpK)%plkl + LCpelk] + LHAu®[k] + L[]

(4.13)

The estimation error e[k + 1] can be expanded as follows:

elk+1] = Apxplk] + Bpulk] + BpAu®[k] + wk]
—(Ap = BpK)%plkl - LCpelk] = LHAu® (k] - Lv[k]
= Ap(xplk]l — Xplk]) — LCpelk] + (B, — LH)Au®[k] — Lv[k] + w[k]
= (A, — LCp)elk] + (B, — LH)Au®[k] + w[k] — Lv([k]

(4.14)

The residual value r[k] can be expanded as follows:

rikl =y, [kl = 7p1k]
= yplkl + HAu®[k] - Cpkp[k]
= Cpxplk] - Cpxplk] + HAU[K]
= Cpelk] + HAu"[k]

(4.15)

Then the joint dynamics of e[k] and r[k] will become:

elk+1]=(Ap — LCp)elk] + (Bp - LH)Au®[k] + w(k] — Lv[k]

(4.16)
r(k] = Cpelk] + HAu"[k]

If the attack sequence Au?[k] = v¥g still is a malicious zero-dynamics attack sequence, it should meet the
following condition:

vI-(A,—-LCy) LH-B,][x]_[o0 0
o % 2]~ o Ix; eR (4.17)
Equation (4.17) equals to:
vl - Ap —Bp X1 _ 0 Ny
o % g|= [0] Jx; eR (4.18)

This is the same as equation (4.10) and finish the proof.

Proposition 4.1.2. If g ¢ ker(H), equation 4.10 can only be met if:

1. v is both a transmission zero of the system and an eigenvalue of Aj.

2. Assumelt, is the eigenspace of A, that corresponding the eigenvalue of v. Then there exists x € E,, such
that Hg = Cpx. d
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Proof. We will discuss the equation (4.10) in two cases: (1) x; —xo = 0; (2) x1 — xp # 0.

1. If x; — x9 = 0, then from equations (2.3) and (4.10), we have:
Cpx1+Hg=Cpxo+ Hg=Hg (4.19)

which means if the designed H make g ¢ ker(H), then the attack will not be stealthy;
2. If x; — xo # 0, then Equation (2.3) and equation (4.10) require:

(vI-Ap)x1+Bpg = (WI—-Ap)xg+Bpg < (VI—Ap)(x1—x9) =0 (4.20)

Define Ax = x; — xp, equation (4.20) means Ax € ker(vI — Ap), which is possible only when the v is an
eigenvalue of A,. The equation (4.10) also requires C,Ax + Hg = 0, which is possible only when there
exists Ax € £, such that Hg = C,Ax.

Sensor-Signal-Injection Zero-Dynamics Attack

Theorem 3. The original sensor-signal-injection zero-dynamics attack, i.e. with the g value meeting equation
(2.5), will keep being a zero-dynamics attack if and only if there exists x, € R"x, such that:

vi-Ap 0
Cp MG’

0
0

X1
g

(4.21)

a

Proof. When a sensor-signal-injection zero-dynamics attack happens, the attacker tries to inject signal A y?[k]
into the system. Under the sensor-signal-injection zero-dynamics attack, the encoded signal s[k] and the de-
coded signal y;,[k] follow:

slkl = G(yplkl + Hulk]) + NR[k]
s'Tk] = s[k] + Ay“[k]
Yplkl = Ms'[k] — Hulk]
= yplkl + MAy“®[k]

(4.22)

Define estimation error e[k] = x,[k] — X, k], then the dynamics of observer’s estimation of the plant state
Xplk +1] will become:

&plk+1] = Ay %[kl + Bulk] + L(y;,[k] - yp[lq)
= Apxplkl + Bpulkl + L(yplkl + MAy*[k] - 9, k1)

= (Ap —B,K)Xplkl + L(Cpxplk] + vIk] — CpXplk] + MAY“[k])
= (Ap - BpK)%plk] + LCpelk] + LMAy“[k] + Lv[k]

(4.23)

The estimation error e[k] can be expanded as follows:

elk+1] = Apxp [kl + Bpulk] + wlk] — (Ap — ByK)%plk] — LCpelk] — LMAY®[k] - Lv[k]
= Ap(xp[k] = %, [k]) — LCpe[k] — LMAY®[k] — Lv[k] + w(k] (4.24)
= (Ap - LCp)elk] — LMG'v* g + w(k] - Lv[k]

The residual value r[k] can be expanded as follows:

rik] = y, 1kl = 7plk]
= yplkl+ MAY“[k] - Cpplk]
= Cpxplkl = CpZplk] + MAY“[K]
= Cpelk] + MG'vFg

(4.25)
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Then the joint dynamics of e[k] and r[k] will become:
elk+1] = (Ap — LCp)elk] - LMG’vkg + wlk] — Lv([k] (4.26)
rikl = Cpelk] + MG'v¥g '

If the attack sequence Ay?[k] = G’ vk g still wants to be a malicious zero-dynamics attack sequence, it
should meet the following condition:

vI-(Ap,—LCy) LMG'|[x1] _[0 -
é va | 2] = o Ix eR (4.27)
Equation (4.27) equals to:
vi-Ap 0 x| |0
o sl
This is the same as equation (4.21) and finished the proof. [ |

4.2, Identification Resistance of System Immersion Coding Method

In [34], the author analyzes the privacy performance utilizing the conception of unconditional security. In
the system immersion method, because the b component plays a role as one-time pad encryption, it can
theoretically achieve perfect secrecy.

In this section, we will show that with the system immersion coding method proposed in section 4.1, the
defender can disturb the attacker’s estimation of the matrices G, H. However, this section will also show that
the biased estimation is not enough for the security scenario because an attacker with a biased estimation of
parameters can still inject a stealthy malicious attack.

4.2.1. Identification of the System Immersion Parameter

In the system immersion coding method, because of N € ker(M), the magnitude of NR[k] can be arbitrarily

large and will not cause any performance loss. Intuitively speaking, an arbitrarily large NR[k] can cause an

arbitrarily large signal-noise ratio (SNR), which can disturb the estimation of the system parameter G, H.
Assume the attacker starts to collect data at timestamp 0. Consider that at timestamp k the attacker tries

to use two ways of estimating the parameters G, H based on the data u[0: k], s[0 : k] the attacker collected.

1. Least Square Method: At each timestamp k, < k, the attacker can firstly approximately estimate a sys-

tem output j/l‘f [kq] based on .#,[0: k,]. Then at timestamp k, it can estimate the parameters G, H based

on collected u[0: k], s[0: k] and estimated j/; [0: k] using a least square method.

2. System Identification Method: The attacker can regard the plant and the system immersion coding com-
ponents as a single dynamic system. It can then try to find the parameter of the entire dynamic system.
Remark 4. One of the possible way to obtain f/"j [k,] is execute an open-loop estimation as follows:
J%z[k+ 1] :Apfcz[k]+Bpu[k] 1.29)
P51kl = Cp 22 1k] '

There may be other ways to obtain j/z[ka]. In [66], the researchers study how to use plant output y,[k] to
estimate the controller’s and the anomaly detector’s states. Probably a similar way can be used to estimate
plant state and output based on u[k]. However, finding the optimal approach to obtain j/f,’[ka] is not the
central research question of this thesis work. <

Remark 5. Except for the two approaches mentioned above, there may be various other methods. However,
finding the optimal choice is not the central research question of this thesis work. <

Standard System Identification Method

The attacker can regard the plant and the system immersion coding components as an augmented dynamical
system. The joint dynamics will become:
xplk+1] = Apxylk] + Bpulk] + w(k]
slk]l = GCp xplk] + GH u(k] + Gv[k] + NR[k] (4.30)
—— —~

Caug Daug
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Then the attacker can deploy standard system identification methods like a prediction-error method or sub-
space identification method to identify the corresponding matrices Caug, Daug and then find the matrices of
G and M.

If we assume that the noise wik], v(k], NR[k] follow different zero-mean Gaussian distributions and as-
sume the input signal u[k] meets the persistence excitation condition, from system identification perspective,
the attacker’s estimation will be a consistent estimation with methods like prediction error method when the
samples size is large enough.

Remark 6. It is realistic to assume that the persistence excitation condition is met because of the existence of
Gaussian noise w[k] and v[k]. Under the existence of w(k] and v[k], the u[k] will also be a random process,
which meets the persistence excitation condition. <

Least Square Method with Output Estimation

Define the yj[k] as the attacker’s estimation of the plant output at timestamp k and define Ap7[k] = yp[k] -
Jplk], the relation between u[0: k], §,)[0: k], y,[0: k], and s[0: k] is as follows:

yplol - yplkl

G GH NRI[O] --- NRI[k]]|=]s[0] --- k

16 GH]%hoy L Yl | FINROL o N = [sto) - stk
Gaug ~ E N S
4.31
- G yeny e eIk C APA] e APLLK) NS (4.31)
aug u[l] u[k] aug 0 0] =
D Da
Now we have:

GaugD + N = GaugD + (GaugDa + N) = § (4.32)

Define the attacker’s estimation of G as Gaug. Assume the mean of R[k] is zero, the attacker can estimate
G by solving a least square problem as follows:

Gaug= (DD DST (4.33)
Equation (4.33) can be expanded as follows:

A A AT ] A A - \T
Gaug = (DD ' D (GaugD + (GaugDa + N))

T AATV1 (T ~T o T (4.34)
=G+ (DDT) (Dd Glug+ NV )
The variance of the estimation will be:
Var{Glg} = E{(Glug~ G (Clog -GN}
o o o (4.35)
- [E{(DDT)‘1 (D7 Gaug+ NT) ((DDT) ! (D] Gl + NT)) }

Equation (4.35) shows that the variance of the estimation is affected by the variance of N and D, i.e.
NR[k] and the precision of the estimation of the system output.

Remark 7. The precision of the estimation of the system output depends on different factors, including but
not limited to plant property, system noise, system initial state, estimation of the initial state, estimation
method, etc. <

4.2.2. Problem of System Immersion Coding Method: Under the Known-plaintext Attack
Equation (4.35) shows that the variance of the estimation is related to NR[k] and the goodness of the estima-
tion of the system output. No matter how small the error of the system output estimation is, we can always
disturb the attacker’s estimation by injecting a large enough NR[k] part and maintaining the detection per-
formance under the malicious parameter identification attack. However, if the estimation error of the system
output is very small, the attacker can degrade the detection performance under the malicious parameter
identification.
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In the following section, we want to consider a particular case: the attacker can execute a Known-Plaintext
attack and the least square method to estimate G, H. The case is an ideal case for the attacker. We will show
that the system immersion coding method can easily be broken by the least-square estimation under the
so-called known-plaintext attack.

The known-plaintext attack is one of the common attack methods in cryptography analysis. A classical
definition of the known-plaintext attack in cryptography analysis is as follows:

Definition 4.2.1 (known-plaintext attack in cryptography). [67, Page 20] In the known-plaintext attack, the
adversary can learn one or more plaintext/ciphertext pairs generated using the same key in the known-
plaintext attack. The adversary can then use the information to reveal the key or the plaintext of other ci-
phertext encrypted with the same key.

Similar to the definition 4.2.1, we formalize the known-plaintext attack for the system immersion coding
method as follows:

Definition 4.2.2 (known-plaintext attack for system immersion coding method). Under the known-plaintext
attack, at timestamp k the attacker knows accurate u[0: kI, y,[0: k] and s[0: kI.

With the known-plaintext attack in the definition 4.2.2, the least-square estimation in (4.34) become:

A AAT ] A A T
Gaug = (DD ") ' D (GaugD + N)

. _ (4.36)
= Gaug+ (DD 'NT
The variance of the estimation will then be:
Var{Gag} =E{(Grig— GN(Grg -GN}
(4.37)

=e{(OD") N (DD INT)}

Equation 4.37 shows that the covariance of the estimation is still affected by NR[k]. It seems that the
defender still can affect the accuracy of the att'flcker’s estimation of Gayug by setting suitable R[k]. However,
the following equation shows that even if theAGaug is different from that of Gayg, the attacker is still able to
design a malicious attack sequence based on Gayg.

MGayg = M(Gaug + ((DDT)‘INT)T)
= MGaug+ MN(D' D)™ (4.38)
S
Equation 4.38 shows that the attacker can easily simulate the system’s behaviour equipped with a system

immersion coding encoder with the estimated parameter. The attacker can inject an arbitrary signal into the
u[k] while using the simulated signal to cheat the anomaly detector.

Remark 8. Figure 4.2 shows an example of using the estimated parameter to inject a malicious attack. The
example attack is similar to a covert attack. The attacker can first run a simulated system model and update
the model based on real-time u[k]. Then the attacker can use estimated system immersion encoder & to
generate an s?[k] based on the simulated plant output y“[k] and the system input u[k] as follows:

a A yu [k]
s%[k] = Gayg [ ulk] (4.39)
The simulated s%[k] will be decoded as follows:
a _ A ya [k]
MR MG ulk (4.40)
_[1 H Y1kl '
- ulkl

. This means the controller will get the y“[k] and regard it as y,[k]. Because the y“[k] is from a simulated
model, it will behave like a normal system, and no alarm will trigger. Simultaneously, the attacker can inject
malicious sequence Au“[k] into the system to disturb the normal operation of the system. <
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Figure 4.2: Example attack with estimated parameters

Remark 9. The known-plaintext attack is an ideal case for the attacker, which means when practically using
the system immersion coding method, the attacker’s estimation of parameters may not be good enough to
execute the attack. However, we need to stress that the scenario close to the known-plaintext attack may
happen, especially when the following conditions are met:

1. The plant is stable, i.e. the absolute value of all eigenvalues of A, is smaller than 1.

2. The plant noise w[k] and v[k] are very small.

Assume the attacker tries to estimate the plant’s output based on equation (4.30). The error between the true
and estimated plant’s output is as follows:

A§LIK] = yplk] - 721K]
= Cp Ap(xp[k] = 22[K]) + Cpwlk — 1] + v[K]

k-1 ,
= Cp Al (x,[0] - £3[0]) + ;0 CpALwik—1~il+ vkl

(4.41)

If the plant is stable, the first item in equation (4.41) will decrease to 0, and the second item will not diverge.
Suppose the noise w[k] and v[k] are very small. In that case, the second and third items in equation (4.41)
will be very small. The known-plaintext attack may also be approximated when the attacker can physically
deploy some sensor or eavesdrop on the sensor-encoder channel. <

4.3. Simulation Study
In this section, we will use the numerical example of testbench 1 and testbench 2 to study the property of the
system immersion coding method introduced above.

4.3.1. Detection Performance

This section will use the simulation example on testbench 1 and testbench 2 to study the detection perfor-
mance of the system immersion coding method. The numerical examples will also be used to verify Theorem
1, Theorem 2 and Theorem 3.

Testbench 1

For testbench 1, we use the following parameter to detect the replay attack and control-signal-injection zero-
dynamics attack. The parameter is generated randomly and meets the detectability condition in Theorem 1
(maximum absolute value of eigenvalue is 1.01) and Theorem 3.

G= _01213;15 _21372;1;19 = [ 4.5717 3.0028 ] _ [—0.2478 0.0872  0.3082 (4.42)
22875 23530 —0.1462 -3.5811 0.2106 —-0.1386 0.1162

Figures 4.3a and 4.3b shows the detection performance under the replay attack and the control-signal-
injection zero-dynamics attack on testbench 1. Figure 4.3c shows the detection performance of the replay
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Figure 4.3: Detection performance of the system immersion coding method, , attacks start at k, = 800. (a) residual value on testbench 1
under replay attack. (b) residual value on testbench 1 under the control-signal-injection zero-dynamics attack. (c) residual value on
testbench 2 under replay attack. (d) residual value on testbench 2 under sensor-signal-injection zero-dynamics attack

attack. Different from Figure 3.3, the residual value exceeds 7 soon after the attack starts and successfully
triggers an alarm. Figure 4.3b shows the detection performance of the control-signal-injection zero-dynamics
attack. Different from Figure 3.4, the residual value exceeds 7 soon after the attack starts and successfully
triggers an alarm.

Testbench 2

For testbench 2, we use the following parameter to detect the replay attack and sensor-signal-injection zero-
dynamics attack. The parameter is generated randomly and meets the detectability condition in Theorem 1
(maximum absolute value of eigenvalue is 1.12) and Theorem 2.

0.6618 0.2344
G=1-2.0123 2.2875|, H= [
-1.1075 2.3244

(4.43)

4.4205]

0.7409 -0.4629 0.3808
4.5613

0.5086 —0.0901 0.4676

Figures 4.3c and 4.3d show the detection performance of the system immersion coding method under
the replay attack and the sensor-signal-injection zero-dynamics attack on testbench 2. Figure 4.3c shows
the detection performance of the replay attack. Different from Figure 3.6, the residual value exceeds 7 soon
after the attack starts and successfully triggers an alarm. Figure 4.3d shows the detection performance of the
control-signal-injection zero-dynamics attack. Different from Figure 3.7, the residual value exceeds 7 soon
after the attack starts and successfully triggers an alarm.

4.3.2. Theorem Verification

We use testbench 2 to verify Theorem 1. We randomly generate different values of matrix H and make sure
that the maximum absolute value of eigenvalue max|v| of ® = (A, — By K — LCy, + LHK) located in different
regions: [0,1),[1,1.2),[1.2,1.4). Figure 4.4 shows the verification result. From the figure, we can see that when
H =0 or max|v| € [0, 1), the system cannot detect replay attacks. When max|v| = 1, the larger the max|v|, the
faster the residual exceeds the 7 and the attack is detected.

[——rl ——n[] [——nil —— ] [—— il —— 7] [—— il —— 7]

100 100
15 % 15
= = = =
=~ ~ < e
- 10 - 10 = =
= = = 50 = 50
I~ I~ ‘E‘ ‘E‘
5 5
0 0 0 0
0 500 1000 0 500 1000 0 500 1000 0 500 1000
k k k k
(a) (b) (c) (d)

Figure 4.4: Test the theorem of replay attack with different values of H, attacks start at k, = 800. (a) residual value when H = 0. (b)
residual value when max eigenvalue max|v| € [0,1). (c) residual value when max eigenvalue max|v| € [1,1.2). (d) residual value when
max eigenvalue max|v| € [1.2,1.4).



4.3. Simulation Study 49

We use testbench 1 to verify Theorem 2. The v value of the control-signal-injection zero-dynamics attack
of testbench 1 is not the eigenvalue of Ay, which does not meet the condition in Proposition 4.1.2. We prepare
two values of H as follows. H; is very large, with H; g = 0. H> is small, but H, g # 0. The verification result is in
Figure 4.5. Figure 4.5a shows that if Hg = 0, no alarm is triggered even with a very large H. Figure 4.5b shows
that if Hg # 0, the alarm will be successfully triggered even if H is small. The simulation result matches with
Theorem 3.

300 260 1 0
H = [300 260|" 2= [0 1 (4.44)
—ri[k] k]| [—— ik k]| [——nilK] k] [——rilK] k]|
I 20 100
15 15 15
= = = =
=~ T =~ e
=10 =10 =10 = 50
I~ T I~ r
5 5 5
0 0 0 0
0 500 1000 0 500 1000 0 500 1000 0 500 1000
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Figure 4.5: Test theorem of control-signal-injection zero-dynamics attack with different values of H and theorem of
sensor-signal-injection zero-dynamics attack with different values of G', attacks start at k, = 800. (a) residual value under
control-signal-injection zero-dynamics attack when Hj g = 0. (b) residual value under control-signal-injection zero-dynamics attack
when Hj g # 0. (c) residual value under sensor-signal-injection zero-dynamics attack when when M G' = I. (d) residual value under
sensor-signal-injection zero-dynamics attack when when MG’ # I.

We use testbench 2 to verify Theorem 3. We first randomly generate an M and then prepare two different
values of G': the first G’ meet MG’ = I, and the second meets MG’ # I. The verification result is in Figure 4.5.
Figure 4.5c shows that if MG’ = I, no alarm is triggered and the attacker’s attack will keep stealthy. Figure 4.5d
shows that if MG’ # I, the alarm will be successfully triggered and the attack will be detected. The simulation
result matches with Theorem 2.

4.3.3. Identification Resistance: Testbench 1 & Testbench 2

This section will show the system immersion method’s defence ability against malicious parameter identifica-
tion on testbench 1 and testbench 2. For each testbench, two scenarios are considered: R[k] = 0V k and R[k]
is from a uniform distribution in [-10, 10]. For each scenario, three identification situations are considered:

1. Assume the attacker cannot execute the known-plaintext attack, i.e. the attacker knows u[0 : k] and
s[0 : k] but not y,[0: k]. The attacker tries to use the system identification method to estimate the
parameters. The system identification method is provided by MATLAB function ssest

2. Assume the attacker cannot execute the known-plaintext attack, i.e. the attacker knows u[0 : k] and
s[0: k] but not y,[0: k]. The attacker tries first to estimate #P[0: k] and uses the least square method to
estimate the parameters.

3. Assume the attacker executes the known-plaintext attack, i.e. the attacker knows u[0: k], y,[0: k], and
s[0: k]. The attacker tries to use the least square method to estimate the parameters.

The identification result is shown in 4 matrices:

1. |G = G|F: The Frobenius norm of the estimation error of G. The closer to 0, the better. The sub-figures
(a) of Figures 4.6 - Figures 4.17 show this value.

2. |H - H|p: The Frobenius norm of the estimation error of H. The closer to 0, the better. The sub-figures
(b) of Figures 4.6 - Figures 4.17 show this value.

3. |(M®);|: The absolute value of each element in the matrix (MG). The closer to the identity matrix, the
better. The sub-figures (c) of Figures 4.6 - Figures 4.17 show this value. The 1 - 4 position in the graph is
related to the element at (1, 1), (1, 2), (2, 1) and (2, 2) separately.

4. IMGH - H|p: The Frobenius norm of the estimation error between MGH and G. The closer to 0, the
better. The sub-figures (d) of Figures 4.6 - Figures 4.17 show this value.
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Remark 10. The matrices |(MG) il and | M GH - H|r is more related to whether an attacker can inject a mali-
cious attack based on the estimated parameter. <

Each testbench under each scenario with each identification method has been simulated 10 times. And
the result of these 4 matrices is shown in the box plot.

Figures 4.6, 4.8 and 4.10 show the identification result of testbench 1 when R[k] = 0. Figures 4.7, 4.9 and
4.11 show the identification result of testbench 1 when R[k] is from a uniform distribution in [-10, 10].
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Figure 4.6: Identification of system immersion coding parameter on Testbench 1 when R[k] = 0 and with system identification method:
(a) The Frobenius norm of the estimation error of G. (b) The Frobenius norm of the estimation error of H. (c) The absolute value of
each element in the matrix (MG); the 1 - 4 position in the graph is related to the element at (1, 1), (1, 2), (2, 1) and (2, 2) separately. (d)
The Frobenius norm of the estimation error between MGH and G.
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Figure 4.7: Identification of system immersion coding parameter on Testbench 1 when R[k] are from uniform distribution and use
system identification method: (a) The Frobenius norm of the estimation error of G. (b) The Frobenius norm of the estimation error of
H. (c) The absolute value of each element in the matrix (MG); the 1 - 4 position in the graph is related to the element at (1, 1), (1, 2), (2,

1) and (2, 2) separately. (d) The Frobenius norm of the estimation error between M GHand G.

Figures 4.12, 4.14 and 4.16 show the identification result of testbench 2 when R[k] = 0. Figures 4.13, 4.15
and 4.17 show the identification result of testbench 2 when R[k] is from a uniform distribution in [-10, 10].
From the figures, we can conclude the following results:

1. The NRJk] part can disturb the attacker estimation of G and H.

(a) Comparing figure 4.6 and 4.7, 4.8 and 4.9, 4.12 and 4.13, 4.14 and 4.15, when NR[k] # 0, the es-
timation is less accuracy on matrices |G — G|, IMG|p, IMGH — H|pthen the case NR[k] = 0. The
accuracy of | H — H| varies, which may be because H’s estimation is related to G.

(b) Compared subfigures (a) and (b) of figures 4.10 and 4.11, 4.16 and 4.17, when NR[k] # 0, the
estimation is less accuracy on first two matrices.

2. The system immersion coding method is vulnerable to the known-plaintext attack.

(@) The figures 4.10 and 4.16 show that when NR[k] = 0, the attacker will achieve accurate estimation
of all 4 matrices.

(b) In figures 4.11, and 4.17, the subfigures (c) and (d) show that MG is close to [I H], even their

subfigures (a) and (b) show that the attackers’ estimate of G and H is not accurate. This verifies
the equation (4.38)
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Figure 4.8: Identification of system immersion coding parameter on Testbench 1 when R[k] = 0 and with least square method: (a) The
Frobenius norm of the estimation error of G. (b) The Frobenius norm of the estimation error of H. (c) The absolute value of each
element in the matrix (MG); the 1 - 4 position in the graph is related to the element at (1, 1), (1, 2), (2, 1) and (2, 2) separately. (d) The
Frobenius norm of the estimation error between MGH and G.
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Figure 4.9: Identification of system immersion coding parameter on Testbench 1 when R[k] are from uniform distribution and with
least square method: (a) The Frobenius norm of the estimation error of G. (b) The Frobenius norm of the estimation error of H. (c) The
absolute value of each element in the matrix (MG); the 1 - 4 position in the graph is related to the element at (1, 1), (1, 2), (2, 1) and (2, 2)

separately. (d) The Frobenius norm of the estimation error between M GH and G.

3. When the known-plaintext attack cannot be executed, the identification performance of the attacker is
not good. Figures 4.6, 4.8, 4.10, 4.12, 4.14 and 4.16 show that the estimation are not good on 4 matrices
even when NR[k] = 0. For the figure when NR[K] # 0, the result is worse.

4. When the known-plaintext attack cannot be executed, first estimating 7, [0 : k] then using the least-
square method always has higher precision than the system identification method.

The results show that the system immersion coding method can disturb the attacker’s parameter identifi-
cation of the accurate G and H. However, under a known-plaintext attack, even if the estimation is inaccurate,
it is still sufficient to design a malicious attack based on the estimated G and H.

4.4, Conclusion

In this chapter, we studied Problem 2.1, Problem 2.2 and Problem 2.3. First, we proposed a system immersion
coding method to detect malicious attacks actively. With suitably defined parameters, the system immersion
coding method can detect the replay attack, certain types of the control-signal-injection zero-dynamics at-
tack and certain types of the sensor-signal-injection zero-dynamics attack. We provided theorems to guide
the parameter design and condition of detecting malicious attacks. The system immersion coding method
can disturb the attacker’s parameter identification by enlarging the variance of the attacker’s estimation.
However, we show that, under a known-plaintext attack, the attacker can still inject a malicious attack with
inaccurately estimated parameters.

Although the system immersion coding method’s capability of defending against malicious parameter
identification is not working, the detection performance shows that the additive integration of u[k], i.e. Hu[k]
helps detect the replay attack and the control-signal-injection zero-dynamics attack.

In the next chapter, inspired by the cryptography analysis of the known-plaintext attack, we will propose
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Figure 4.10: Identification of system immersion coding parameter on Testbench 1 when R[k] = 0 and with least square method under
known-plaintext attack: (a) The Frobenius norm of the estimation error of G. (b) The Frobenius norm of the estimation error of H. (c)
The absolute value of each element in the matrix (MG); the 1 - 4 position in the graph is related to the element at (1, 1), (1, 2), (2, 1) and
(2, 2) separately. (d) The Frobenius norm of the estimation error between M GH and G.
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Figure 4.11: Identification of system immersion coding parameter on Testbench 1 when R[k] are from uniform distribution and with
least square method under known-plaintext attack: (a) The Frobenius norm of the estimation error of G. (b) The Frobenius norm of the
estimation error of H. (c) The absolute value of each element in the matrix (MG); the 1 - 4 position in the graph is related to the element

at (1, 1), (1,2), (2,1) and (2, 2) separately. (d) The Frobenius norm of the estimation error between M GH and G.

the hybrid multiplicative watermarking method, which can defend against malicious parameter identifica-
tion even under the known-plaintext attack. Besides, the hybrid multiplicative watermarking method also
integrates the additive integration of u[k] to improve the detection performance.
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Figure 4.12: Identification of system immersion coding parameter on Testbench 2 when R[k] = 0 and with system identification
method: (a) The Frobenius norm of the estimation error of G. (b) The Frobenius norm of the estimation error of H. (c) The absolute
value of each element in the matrix (MG); the 1 - 4 position in the graph is related to the element at (1, 1), (1, 2), (2, 1) and (2, 2)
separately. (d) The Frobenius norm of the estimation error between MGH and G.
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Figure 4.13: Identification of system immersion coding parameter on Testbench 2 when R[k] are from uniform distribution and with
system identification method: (a) The Frobenius norm of the estimation error of G. (b) The Frobenius norm of the estimation error of
H. (c) The absolute value of each element in the matrix (MG); the 1 - 4 position in the graph is related to the element at (1, 1), (1, 2), (2,

1) and (2, 2) separately. (d) The Frobenius norm of the estimation error between M GHand G.
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Figure 4.14: Identification of system immersion coding parameter on Testbench 2 when R[k] = 0 and with least square method: (a) The
Frobenius norm of the estimation error of G. (b) The Frobenius norm of the estimation error of H. (c) The absolute value of each
element in the matrix (MG); the 1 - 4 position in the graph is related to the element at (1, 1), (1, 2), (2, 1) and (2, 2) separately. (d) The
Frobenius norm of the estimation error between MGH and G.
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Figure 4.15: Identification of system immersion coding parameter on Testbench 2 when R[k] are from uniform distribution and with
least square method: (a) The Frobenius norm of the estimation error of G. (b) The Frobenius norm of the estimation error of H. (c) The
absolute value of each element in the matrix (MG); the 1 - 4 position in the graph is related to the element at (1, 1), (1, 2), (2, 1) and (2, 2)

separately. (d) The Frobenius norm of the estimation error between M GH and G.
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Figure 4.16: Identification of system immersion coding parameter on Testbench 2 when R[k] = 0 and with least square method under
known-plaintext attack: (a) The Frobenius norm of the estimation error of G. (b) The Frobenius norm of the estimation error of H. (c)
The absolute value of each element in the matrix (MG); the 1 - 4 position in the graph is related to the element at (1, 1), (1, 2), (2, 1) and
(2, 2) separately. (d) The Frobenius norm of the estimation error between MGH and G.

T T 0.50
0.50 } 0.10 } 1.00f —— —
0.45 |
0.08 | 0.80
0.40 ‘
0.35 0.06 ‘ 0.60
0.30 0.00 —
0.04
0.25 0.40
0-20 0.02 0.20
0.15 + s 1
0.10 ’ 0.00 B E— -0.50
T 1 1 2 3 4 R
|G —Glr |A - Hl|p MG, |MGH — H|p
(a) (b) (c) (d)

Figure 4.17: Identification of system immersion coding parameter on Testbench 2 when R[k] are from uniform distribution and with
least square method under known-plaintext attack: (a) The Frobenius norm of the estimation error of G. (b) The Frobenius norm of the
estimation error of H. (c) The absolute value of each element in the matrix (MG); the 1 - 4 position in the graph is related to the element

at (1, 1), (1,2), (2,1) and (2, 2) separately. (d) The Frobenius norm of the estimation error between M GH and G.



Hybrid Multiplicative Watermarking:
Theory

Chapter 4 shows that the system immersion coding method is vulnerable to the known-plaintext attack. The
known-plaintext is widely studied in cryptography analysis. Cryptographical tools defend the plaintext at-
tack by making the problem of learning the cypher key equal to solving a so-called computational hardness
assumptions. For example, in the Diffie Hellman key exchange protocol, the attacker must solve the discrete
logarithm problem to find the cypher key directly.

Therefore, a possible way is to use a structure that is hard to identify to overcome the known-plaintext-
related malicious parameter identification. The problem is whether there is any problem that is proven or
assumed to be a tough problem in the system identification field. In [68], the identification of discrete-time
hybrid switching affine systems has been proved to be A 22-hard problem, which inspires us to propose the
hybrid-multiplicative watermarking method.

Based on Problems 3.1, 3.2, and 3.3, we will extend the multiplicative watermarking method and propose
the hybrid multiplicative watermarking method in this chapter. We will then provide guidelines for design
parameters and the switching rule of the hybrid multiplicative watermarking method to help detect malicious
attacks. We will then study its performance in defending malicious parameter identification.

Figure 5.1 shows the considered CPS structure. Compared to the structure in Chapter 3, the active detec-
tion part is specified to be a switching multiplicative watermarking pair (#', 2).

The eavesdropping attacker <7, will then be defined as the following threat model:

System knowledge: The attacker knows the parameters of the plant and controller models {A,, By, Cp, L, K}.

Disclousure resources: The attacker has direct access to signals y,, and u transmitted over the communica-
tion network. The set of information available to the attacker at time k can be therefore defined as:

Ialkl 2 {Ay, By, Cp, L K, ul0: K], 7,10 K]} 5.1)
Note that 6,,[0],04[0] ¢ .7,.

Attack objective: The malicious agent attempts to reconstruct the multiplicative watermarking parameters
0 [k] and 04[k] for all k = Kl.“d, k € Z,. Without loss of generality, Kl.“d =0.

5.1. Background: Hybrid System Theory

In this section, we will provide a concise introduction to the fundamental hybrid systems theory. This section
starts with the definition of hybrid systems and then focuses on two specific types: piecewise affine systems
and switching affine systems. The stability theorem and the identification methods of these two types of
systems will be introduced. The contents and the definitions of hybrid systems, the piecewise affine systems
and the switching affine systems in this thesis are mainly from [68-71].

5.1.1. Hybrid System Introduction
This thesis only considers discrete-time hybrid systems. A discrete-time hybrid system can be represented by
two forms: state-space (SS) form and input-output (I0) form. A discrete-time hybrid system model in state-

55
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space (SS) form is described by

xlk+ 11 = g (x[k], ulkl) + wik]

(5.2)
vkl = g4k (x[K], ulk]) + vikl,

SS form {

In the SS Form, the x[k] € R™*, u[k] € R, and y[k] € R" are, respectively, the continuous state, input and
output vectors. The w[k] € R and v[k] € R™ are state noise vectors and output noise vectors. The hybrid
system have a finite number s of possible modes: g[k] € {1,..., s} and (f;x1,84x1) € {(f1,81).- .., (F5, &)}, with
f; (Rt R and gi: R™=*"u — R™y_ At the time k, the system activates a particular mode j, i.e., g[k] = J,
and the "submodel" (or "mode") (f;,g;) is active.

A discrete-time hybrid system model in the input-output (I0) form is described by:

10 form: y[k] = f ;) (r(k]) +€[k] (5.3)

where y[k] € R and r[k] € R are respectively, system output vectors and regression vector. The regression
vector always consists of current input, historical input and output in a finite horizon. The €[k] is the output
noise. The IO form has a finite time number s of modes g(k] € {1,...,s} and f ;4 € {f1,-, fs} Ateach
timestamp k the system activates a particular mode j, i.e., glk] = jand f ;= f ;.

There are different kinds of discrete-time hybrid systems. One specific category is the hybrid system
whose dynamics of each mode is affine, i.e. f; is affine for all i € {1,..., s} in (5.3) or f;,g; are affine for all
i€{l,...,s}in (5.2). In this thesis, we name this category of the hybrid system as switching affine systems (SAS).
More specifically, in this thesis, we mainly focus on two classes of the discrete-time switching affine systems:
the discrete-time piecewise affine systems (PWA) and discrete-time arbitrarily switching affine systems (aSAS).

Piecewise Affine Systems

In a discrete-time piecewise affine system, the state g[k] depends on the continuous state x[k] and input u[k]
[69], that is:
x[k]

qikl =1 if)

€Q;, i=1,..s (5.4)

Where Qj, j €{1,..., s}, are regions that form a partition of the state-input plane. The partition regions can be
an arbitrary shape that forms a complete partition of the state-input domain 2'n, +n,), i.e. Ui_1Qi =Q,and
Q;nQj=@,Vi# j. Mostof the literature considers the partition are convex polyhedrons, i.e. [71]

X

Q; = ul <0 (5.5)
1

eR™F M H;

X
u
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with H; € R4>tmd+l i — 1 s and p; is the number of linear inequalities defining the i th polyhedral
region ;.
The SS form of the discrete-time PWA systems is as follows:

x[k+1]
ylkl

x[k]
ulk]

x[k]
ulk]

faix
8qlk

SS Form: + if

:[Aq[k] By
Cqii - Dgix

€Q;, i=1,...,s (5.6)

Where (Aq[k-],Bq[k],Cq[k],Dq[k],fq[k]ygq[k]) € {(AlyBly Cerl)flygl);"' y(AS, BS’ Cg, Ds;fs; gs)}
The SS form 5.6 can also be written as:

N
xlk+1]= Z Bgiki (Agiiy X1kl + Bgr ulk] + f;) i x[k] ca.
§§ Form: LIZVO Baw =4 Lulkl] (5.7)
Ywlkl = Z Bqix (Cq[k]x[k] + Dy ulk] + gi) 0, otherwise
i=0

Remark 11. If (f;,g;) =0,Vi € {1,---,s} in models (5.6) and (5.7), we then call the system as piecewise linear
systems (PWL). <

The PWARX IO form of the discrete-time PWA systems is as follows [71]:

10 Form: y[k]:@j[”k]] if rikle®;, j=1l,..,s
1 (5.8)

rikl = [y k=11, y k= nal, u” (k] u” (k= 11, , u” (k= np)] "

where r[k] is the regression vector corresponding to the PWARX model with fixed orders n, and n, the re-
gions {# j}j’=1 form a complete partition of the regressor domain 2 < R"a"»*(+Du_1n our thesis, We con-
sider each region # is a convex polyhedron described by [71]

r

@j — {r € Rnany+(nb+1)nu . I:Ij .

< 0} (5.9)

where H;j € RH*(nany+(np+Dna) =7 ) 1 is the number of linear inequalities needed to define the j th
polyhedral region % ;.
The SS and IO form of the PWA can sometimes convert to each other. One reason for studying the con-
version is that we want to use theories derived from another form to analyse a given form of a PWA system.
Converting an I0 model of a PWA system to an equivalent SS form can be straightforward [71]. In [69, 71],
the researchers provide solutions for transforming a SS form PWA model to an IO form IO model. Assume a
PWA system in SS form has s modes, the researcher studies the following questions:

1. Whether the SS form PWA system has an equivalent 10 form.
2. If the SS form PWA admit an equivalent IO form, how many modes § the equivalent IO form has?

3. If the equivalent IO form exists, how can we get that?

Some significant results are as follows, the proofs are omitted, and readers can turn to the reference liter-
ature for detailed proof.

Definition 5.1.1 (Input-output equivalence). [69, Def.2.4.] Models (5.9) and (5.6) are said to be (input-output)
equivalent if the sets of input-output trajectories of (5.9) and (5.6) coincide.

Condition 1. [71, Cond. Cl1] Let i € Z*. For any two initial states x and x', and input sequence u(-), satisfying
yk;x,u) =y (k' ul)) fork=0,1,...,a—1, it holds that

y;x,ul) = y (5, u). (5.10)

Remark 12. [71] If Condition 1 holds, any two output trajectories of a PWA system model (5.6) that are indis-
tinguishable from time 0 to time 72 — 1, are also equal at time 7. <
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Condition 2. [7], Cond. C2] Let i € Z*. For any feasible mode sequence (ig,i1,...,i7), there exists a vector
& e R sych that

Ti i
[fT - 1] Violli’l.wlr;_ ] ‘/l'(),il,...,l';l = 0) (511)

wherel';, i, andvj,;, . i, aredefined in TableIof [71]. L

Theorem 4. [71, Thm.1] A PWA state space model (3) with Q = R"* " admits an equivalent PWARX represen-
tation (15) if and only if there exists i € Z" such that Condition 1 and Condition 2 are satisfied. d

Remark 13. The proof of the theorem 4 in [71] provides a constructive method to convert the PWA SS model
to an equivalent PWA 10 model if it exits. <

Remark 14. [71] There are some comments about the conversion from the PWA SS form to the IO form:

1. A given PWA state space model (5.6) may not admit any equivalent PWARX representation (5.9).

2. A given PWARX model (5.9) always admits an equivalent PWA state space representation (5.6).

3. If Conditions 1 and 2 are satisfied for 71 € Z*, the constructive method proposed in the proof of Theorem
4 provides an equivalent PWARX model with § modes, where §, being the number of feasible mode
sequences of length 7i+ 1, is at most s 1. Although the number of modes of the constructed equivalent
PWARX model can sometimes be reduced, § is typically much higher than s. <

Definition 5.1.2 (observability of PWA SS form). [71, Def.3.2.] Model (5.6) is called observable if the mapping
X
&

- [{t%"] , with y(-) = y (-; xo, u), is invertible.
Definition 5.1.3 (observable in finite time). [71, Def.3.3.] If model (5.6) is observable, it is called observable

N
in finite time N if there exists a nonnegative integer N such that the mapping u‘i] - [JL/L 0 ] is invertible.
0 0

Otherwise, it is called observable in infinite time.

Proposition 5.1.1. [71, Prop.3.1.] A PWA state space model (5.6) with Q = R"*"u that s observable in infinite
time does not admit any equivalent PWARX representation (5.9). O

Remark 15. The above definitions, theorems, remarks and propositions are for the PWA model (5.6). We can
easily conclude that they are also suitable for PWL systems cases because the PWL systems belong to PWA
models. <

Arbitrary Switching Affine Systems

In a discrete-time arbitrary switching affine system, the state g[k] is assumed to depend on an arbitrary ex-
ternal signal but not depend on the continuous state x[k] and input u[k] [70]. The SS form of a discrete-time
arbitrary switching affine system is as follows [70] :

:[Aq[k] Bgix)
Cqii - Dqix

x[k+1]
ylkl
where (Ag i), Bgii)» Cqikp» Dgiki» fati 8qik1) € {(A1, B1,C1, D1, f1,81),- -+, (As, By, Cs, Dy, fs, 85)}. The discrete state

qlk] determines the currently activated mode and is determined by an external signal.
The IO form of a discrete-time arbitrary switching affine system is as follows [70]:

(k]
1

x[k)

SS Form: ulk]

N fLI[k]] (5.12)
8qlkl

IO Form: y[k]=0; [ (5.13)

rikl = [y k=11, y (k= nal, u 1kl u” (k= 11, -, u” (k= npl] "

Where r[k] is the regression vector corresponding to the PWARX model with fixed orders n, and ny.

In [70], the authors discuss the problem of finding an equivalent IO model of a given SS form of a discrete-
time arbitrary switching affine system. The equivalence I0 model problem is not important for this thesis.
The reader can read [70] for details.

Remark 16. In [70], the authors use the name "switched affine systems". This thesis uses the name "arbitrary
switching affine system" to stress the discrete state is irrelevant to the system state and system input. <

1Because Table I is very long, interesting readers can refer to [71] for the detail of Table I.
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5.1.2. Stability of Discrete-time Switching Affine Systems

Different stability-related research questions exist in hybrid systems [72, 73]. The thesis will focus on the sta-
bility analysis of discrete-time switching affine systems. In this section, we will first consider the Lyapunov
Stability of discrete-time autonomous switching affine systems, especially the globally uniform asymptoti-
cally stable (G.U.A.S.) Then we will go through some important results of the input-state-stability of discrete-
time switching affine systems.

Lyapunov Stability of Autonomous Discrete-time Switching Affine Systems

Consider the following autonomous discrete-time switching affine systems:
xlk+1]= A;jx[k], ke Z* (5.14)

where A; € {Ay,---, Ag}
The globally uniform asymptotically stable (G.U.A.S.) is then defined as follows:

Definition 5.1.4 (Globally Uniform Asymptotically Stable (G.U.A.S.)). [72] If a hybrid system is globally asymp-
totically stable under the arbitrary switch with all initial conditions, then it is globally uniform asymptotically
stable (G.U.A.S.).

Remark 17. For a mathematical description of the G.U.A.S, please see [74]. <
Then based on that, a sufficient Lypuanov-Function-based criterion for G.U.A.S. is as follows:

Theorem 5. [75, Lemma 2.1] If there exists a symmetric positive-definite matrix P such that
Al-TPA,-—P<O,\'/i€{l,2,---,s} (5.15)
then the state trajectory of the system (5.14) is G.U.A.S. d

Remark 18. A function V(x) = xT Px with a P matrix meets the requirement in 5 is a Lyapunov function
for system (5.14). We called it common quadratic Lyapunov Function for system (5.14). The definitions of
the Lyapunov function of model (5.14) are similar to that of linear-time-invariant systems, so we will not
introduce them in this thesis. <

Theorem 5 can be relaxed as follows:

Theorem 6. [72, Theo.5] If there exist s positive definite symmetric matrices P; € R"<*"x (P; = PZT) and matrices
F;, G; e R™*"x(j € .F), satisfying

AiFf +F,AT Py A;Qi—F .
then the switched linear system (5.14) is asymptotically stable. d
For piecewise affine systems, theorem 5 can be relaxed as follows:

Theorem 7. [76, Theo.1] The PWA (5.14) is asymptotically stable on R if there exist s matrices P;, such that the
following LMIs are satisfied:
P;>0 Vie{l,2,---,s}

T .. (5.17)
ATPiAj=P;<0 V(ji)e{l,2,,s)
a
Remark 19. A Lyapunov function can be designed based on the s matrices P; meet the theorem 7:
v(x)=x"Pix ifxe%; (5.18)

where %;,1 € {1,..., s}, are regions that form a partition of the state plane. We call the Lyapunov function in
(5.18) as piecewise affine quadratic Lyapunov function. <
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Input-State-Stability of Discrete-time Switching Affine Systems

In Section 5.1.2, we review some important results of the G.U.A.S. of the autonomous SASs. In this section,
we will consider the stability of the SASs with the input signal. The result in this section is mainly from [77].
Consider a discrete-time perturbed nonlinear system:

xlk+1] = g(x[k],v[k]), keZ,, (5.19)

where x € R™ is the state, v € R is an unknown disturbance input and g : R"* x R — R"* is a nonlinear,
possibly discontinuous function. For simplicity of notation, we assume that the origin is an equilibrium for
(5.19) and zero disturbance input, meaning that g(0,0) = 0. We use the notation x[k] to denote the solution
of (5.19) at time k € Z,, obtained from initial condition xg at time k = 0.

Remark 20. We mentioned the discrete-time perturbed nonlinear system because in [77] also use the same
model to illustrate the result of the robust stability of discrete-time piecewise affine systems. Readers should
notice that the piecewise affine system with input is a specific type of perturbed nonlinear system. <

A review of the definitions of Lyapunov Functions of discrete-time perturbed nonlinear systems is as fol-
lows:

Definition 5.1.5 (Lyapunov Functions). [77, Def. I1.6] Let X < R be a positively invariant set for x[k+ 1] =
g (x[k]0) with 0 € int(X), let a1, a2, @3 € Ho, let V:R™ — Ry, V(0) = 0, and consider the inequalities:

1lxD = Vx) = ax(llxl), VxeX, (5.20)
V(g(x,0)-V(x) <0, VxeX, (5.21)
V(g(x,0)-V(x) <0, Vx e X\{0}, (5.22)
V(gx,0)-V(x) < —az(lx), VxeX (5.23)

(5.24)

A function V() that satisfies (5.20) and is called a Lyapunov function. A function V (-) that satisfies (5.20) and
is called a strict Lyapunov (SL) function. A function V(-) that satisfies (5.20) and is called a uniformly strict
Lyapunov (USL) function.

Remark 21. The common quadratic Lyapunov Function in theorem 5 is a continuous USL function. °. <

Consider the following system:

where £ : R — R with h(0) = 0 is an arbitrary nonlinear, possibly discontinuous function. For a continuous
function § : R — R, we define a perturbed version of (5.25) as follows:

xlk+11€hs (xi):={h(xx+6(xp) V) +6 (X vIve B}, keZ,. (5.26)

Let .5 (xg) denote the set of all solutions of (5.26) corresponding to initial state x; at time k = 0.
The definition of the robust globally asymptotic stability (R.G.A.S) of (5.25) is then as follows:

Definition 5.1.6. (robust globally asymptotic stability (R.G.A.S)) [77, 11.7] We call system (5.25) robust globally
asymptotic stability (R.G.A.S) if there exist a § : R"* — R>( continuous and positive definite function and a
Bs € < such that for every xo € R™ and all solutions x{ € .%5 (xo) it holds that ||x2 || < B (I xoll, k), for all
k€ Zsg.

The following proposition can be summarized from [77]

Proposition 5.1.2. [77] The following two statements are equivalent:

1. System (5.25) admits a continuous USL function
2. System (5.25) is R.G.A.S. O

From proposition 5.1.2, we can derive the following proposition:

2The result is direct from another form to describe USL in [771
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Proposition 5.1.3. The following two statements hold:

1. System 5.6 is R.G.A.S if it admits a continuous USL function when B; = D; =0Vi € {1,2,--,s}
2. System 5.6 is R.G.A.S if it admits a common quadratic Lyapunov function. d

Proof. The proof of this position is quite straightforward. The first part hold because PWA systems are a
specific type of nonlinear systems, so the property hold for nonlinear systems also holds for PWA systems.
The second part is a direct conclusion from Remark 21 and the first part of the proposition. |

5.1.3. Discrete-time Switching Affine Systems Identification

Different research has been proposed to identify discrete-time switching affine systems. This section will
summarize the results related to the identification problem of discrete-time switching affine systems, espe-
cially for discrete-time piecewise affine systems (PWA) and discrete-time arbitrarily switching affine systems
(aSAS). The summarized results are mainly from [68].

Identification Problem Formulation

The problem of identifying a general hybrid system with unknown modes can be formulated as follows:

Problem 4 (Identify a general hybrid system with unknown modes). [68, Prob.4.1.] Given a data set 9 =
{(x[k1, y[k])}ivzl, generated by a switched system, estimate the number of submodels s, the submodels{f; € F; };:1,
and the switching sequence q = {c][k]}lk\’:1 e [s]V. <

Assume that the number of submodels is fixed. Then we can formalize the problem of identifying discrete-
time PWA and discrete-time aSAS as follows:

Problem 5 (Identify an aSAS with a fixed number of submodels). [68, Prob.4.2] Given a data set? = {(x[k], y[k])}],;]:1
and a bound € on the mean loss, estimate the minimal number of submodels { fj}jzl and the switching se-
quence needed to achieve that bound:

min s
seN,{fjeF},qeNN
s.t.qe [s]N
1 X (5.27)
& 2 L (k)= fu (x[kD) <e.
k=1
<

Problem 6 (Identify a PWA with a fixed number of submodels). [68, Prob.4.3] Given a data set? = {(x[k], y[lc])}],;]=1
and a number of submodels s, estimate the submodels { fj}j.:l and the partitioning function g by minimizing
the error:

1 N
min — ) C\ylkl—f, (x[k]) (5.28)
{fjggj};zl_gezg N kZ=:1 ( g(x) )

<

Exact Methods for Hybrid System Identification and Hardness of Identification

Assume that the number of submodels is fixed. There are three methods to solving the problems 5 and 6.
Problem 7 (Switching linear regression with fixed submodels). 68, Prob.5.1] Given adata set{(x[kl, y[k])} 1.,

R" x R and a positive integer s, find a globally solution to

: 1 8
min — Y 0(ylkl - x[K1T04). (5.29)
{0ern}l_ qersiv N (5
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Problem 8 (Bounded-error estimation with fixed submodels). [68, Prob.5.2] Given a data set{(x[k], y[k] )}Z,yzl c
R™ xR ande = 0, find a globally solution to

OeRx

N
min Y £y (ylkl—x[k]'8). (5.30)
k=1

<

Problem 9 (PWA Regression with fixed submodels). /68, Prob.5.3] Given a data set {(x[k], y[k])}fc\[:1 c R™ xR
and a number of modes, s, find a globally solution to

pemnd e % ,ﬁl jez[s] Tgeetky=; € (yIk ~ x1k176) (5.31)
<
The following theorems show the hardness of problems 7, 8 and 9.
Theorem 8. [68, Theo.5.1] With a loss function ¢ such that
{ £(0) =0,

VeeQ,l(—e)=¥(e), (5.32)

V(ee)eQ?le)<t(e) e lel<||,
Problem 7 is & 27-hard. d
Theorem 9. [78, Theo.1] With a loss function ¢ such that ¢(e) =0 < e =0, Problem 9 is /& -hard. O
Theorem 10. [68] With a loss function ¢ such that ¢(e) =0 < e =0, Problem 8 is ¥ 22 -hard. O

Remark 22. Several important remarks can be concluded from [68]:

1. The modes s play a particular role in the complexity of 7, 8 and 9. The proofs of the .A#'22-hardness are
using the smallest value s = 2, meaning a larger s will typically incur a larger complexity.

2. With a fixed dimension of models, the problems can be solved in polynomial time. But it only happens
when the sample data meet some really easy distribution. <

Remark 23. In [68, Ch.5], analysis of the complexity of different bounded-error identification strategies for
switched systems is conducted by restricting solutions to the set of rational numbers rather than the reals. <

Remark 24. The difference between the problem 6 and the problem 5 is that the problem 6 need to find out
the partition of each region. So the method for solving problem 5 can be used to solve 6 by first determining
the belongings of each data point and then computing the partition based on the belongings. <

To exactly identify a hybrid system, a certain number and types of data are needed to meet the persistence
of exciation condition [79]. The latest result of the persistence of excitation for identifying switched linear
systems is as follows:

Theorem 11. [79, Thm.2] To ensure the regressors and corresponding membership indices are PE for the [switched
linear] system, the minimum number of required samples is

(ng—1)s*>+ (ng+1)s
5 )

(5.33)

where ny is the parameter dimension and s is the number of modes. d

The hardness of the exact solution of switching affine system identification indicates the sample com-
plexity of the identification means that we need some heuristic and approximate methods to identify them.
In the following parts, we will introduce some of these solutions. We will divide them into two classes: the
first is methods based on the IO form, and the second is methods based on the SS form.
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Algorithm 1 Two-stage approach to PWA system identification

1: Estimate the modes {ﬁ[k]}gzl (and § = maxye(n; Glk1)
2: Estimate the classifier g from {(x[k], cAy[Ic])}Z,:]:1
3: Estimate the submodels fj from the local data sets {(x[k], y[k]) : [kl = j},j=1,...,8.

Identification based on the 10 Form

[68] summarizes the research progress of identifying switched affine and PWA models. Readers can read it
for more details; we will not introduce most of them in this thesis. The important thing for this paper is that
the piecewise property can be heuristically utilized when identifying PWA models. Based on that, a two-stage
approach is proposed for PWA system identification [68, Alg.8]:

Algorithm 1 shows that for the PWA model identification, a data clustering method can be used at the first
stage to allocate data into different submodels, such as the statistical clustering method [80].

Identification based on the SS Form

The problem of identifying linear discrete-time state-space models can be formalized as follows:

Problem 10. /78, Prob.8.1.] Given only an input-output data set {(u[k], y[k])}llzl=1 generated by a system in

the form (8.10), estimate the switching sequence {q[k] }Ikvzl, the number s of discrete states, i.e., the number of
submodels, the model order nx, all of the system parameter matrices Aj,Bj,Cj,Dj, j = 1,...,s, and states {Xg},
and, if the model is piecewise linear, the regions Qj,j =1,...,s.

Problem 10 can be transformed into Mixed-Integer Nonlinear Program as in Problem 5, so the hardness
of exactly solve Problem 10 is also ./ 2?-Hard. Different methods have been proposed to heuristically and
approximately identify a SS form model. These methods can be classified into four categories:

1. A direct way is first to identify an IO form model and then transform it into an SS model.

2. Some methods assume there is an upper bound of the switching times in the collected data. Based on
this assumption, the authors in [81, 82] propose transforming the identification problem to combining
the least square problem and the binary integer problem.

3. Some methods try first to divide collected data into small sets and identify local models on these sets
[83, 84]. In [83], the authors use a sliding window to divide small sequential sets, whose size should
be smaller than the dwell time and large enough to support the subspace identification method. The
authors then identify local models on each small set using the subspace identification method, cluster
the local models, classify the original data again, and repeat the identification process. The authors
in [84] propose a change detection method to detect the submodel change in the collected data to
generate the small data sets. Both [83] and [84] assume a minimal dwell time 7 between two consecutive
switches.

4. In [85], the author proposes a method that doesn’t require the minimum dwell time. The method iden-
tifies SS models by constructing structure intermediary matrices, iterating between data classification
and parameter updating.

These methods have two main drawbacks:
D 16.1 Most of these methods require a minimum dwell time [83, 84] or upper bound of the switching
times [81, 82]. The requirement makes them not applicable to fast switching systems [68].

D 16.2 Although the method in [85] does not require minimum dwell time, it needs the system to be
pathwise observable.

5.2. Design of HMWM

In this section, we give an overview of the design of the multiplicative watermarking scheme in (3.10) as com-
posed of hybrid systems with piecewise affine (PWA) dynamics. This proves to be beneficial when analyzing
the method’s resilience to attacks defined in Section 3.2, as shown in Section 5.3
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5.2.1. HMWM Structure
We propose a design strategy that defines the dynamics of # and £ as piecewise affine (PWA) linear switched
systems. More precisely, the dynamics of # are’:

N
Xwlk+11= )" Bu,i (Aw,iXwk] + Bu,i (yp[k] + Hu'[K]))

W - i=0
: N
Vwlkl =Y Buw,i (Cw,ixwlk] + Dy (yplkl + Hu'[k])) (5.34)
i=0
N 1, if x4kl € P;
F 10,1kl = 0;, Bui= ’
wlk] ;’]ﬁw'l i» Pui {0, otherwise

where subscript i € A4 ={1,..., N} indicates one of N modes of operation, and the boolean variables §,,;[k] €
{0,1},Vi € A are used to determining which mode is active at any given time. In the definition of the switch-
ing function, we rely on the evaluation of a logical rule, namely the evaluation of x,, ,, € P;. Here, x,,, € R,
defined in the following, is a portion of the state x,, which is unobservable from y,,, and &; c R™,i e &
are polyhedrons, which are defined such that U;c » &7; = R"*. An example of such a partition can be seen
in Figure 6.1a. In order to guarantee that ) ;c 4 8,,; = 1, a necessary condition for (5.34) to be a PWA linear
switching system, &%; N #?; = ¢ must hold for all i, j € A,i # j. Given that &; are closed sets, this does
not hold for adjacent partitions; therefore, an additional logical law must be applied. Specifically, we impose
that, if x,, ,[kl € ;N P},i,j € N,i # ], Bw,i =1ifand only if i < j. This guarantees that in practice, the
partitioning of R"* is non-overlapping.
Matrices Ay, ;, By,i, Cw,i, Dy,; are defined as follows:

AT . 0 -
A= | T wi . Byi=|_wil|,
ol 0 Awu ol w,u (5.35)
Cuwi=[Cyp; 0], Dy,i=D,;.

Note that, given (5.35), the resulting systems are unobservable by definition, with x,, ,, € R"* the unobservable
portion of the state x,, = [xLyo,xL,u]T. In (5.35), Ay =diag(aw,,..., Gw,n,) and By, , € R"**P are common to
all modes, with |ay,j| < V0.5,V € {1,...,n,}; the matrices Ay, ; are defined as A, ; £ TTA;},I.T, where T is
an orthogonal matrix common to all modes, while /_1;/ ; are randomly defined, stable diagonal matrix. The

matrices B, are defined randomly, such that (A;/, i’B;;, ) is stable. Finally, C;}, ; and D;)‘ ; are defined as

follows: ﬁrstiy, a matrix K; stabilizing A, ; — B, .K; is found satisfying
X _ ALXABLZ
(Ay, X +By,; Zi) X (5.36)
X>0; Ki=—-Z X' Vien,
then D . is defined randomly to be a square and invertible matrix, and C,,; = Dy,,;K;. The procedure for

designing the watermarking matrices is summarized in Algorithm 2. In the following, we prove that this
design procedure satisfies Problem 3.2.a. and Problem 3.2. b..

5.2.2. Generator and Remover Stability
To prove closed-loop stability and ISS stability, we exploit the definition of globally uniformly asymptotic
stability (GUAS), using a common quadratic Lyapunov function.

Theorem 12. Given a watermark generator and remover pair (W ,2) with dynamics as in (3.11), if their system
matrices are generated following Algorithm 2, with n, = 1, the systems are GUAS and input-state stable (ISS)
under arbitrary switching. Furthermore, 2(0;) =W (0;)"',Vie N . |

Proof. To prove that # is GUAS stable, it is sufficient to show that the autonomous systems

Xwlk+1] = Ay ixylk] (5.37)

3The dynamics of 2 are analogous to (5.34), substituting subscript w with g, and changing the input from yplkl to yy[k], and defining
the system matrices following (3.11).
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Algorithm 2 Generate GUAS # and 2

Input: n, 21,N=1

Output: 0;,i € N
1: Randomly generate diagonal matrices A~ wir LEN, such that p(A‘ ) <1, and an orthonormal matrix T

: Define A, . =TTA, .T.

: Randomly generate B ;suchthat (A7 ., B, ) are controllable;

: Design K; such that (S 3()) is jointly satlsﬁed for allie N;

: Randomly generate D,,,; and define C,; = D, ; K;.

: Randomly generate a,, e R & |ayl< V0.5, bz—u eR”, set Ay, = ay and define A, ;, By,i, Cu,i» Dw,i SOlv-
ing (5.35).

: Define Ay i, By i, Cq,i» Dg,i, corresponding to Ay, i, By,i, Cw,i, Dw,i, solving (3.11);

8 ifny,>1,fort=2:ny

9:  Define:

D U W N

N

Aw,izAw,i; Bw,i = Bu,i,
Cw,i =Cuw,i, Dw,i =Duy,i;

10:  Repeat Step 6
11: endif endfor

admit a common Lyapunov function for all i € /. We define a candidate Lyapunov function V;, : R"» — R,
Vi (x) = xT Py, x, where P, > 0, P,, € S™. Thus, it is sufficient that

Ay, iPwAwi—Py<0, VieA. (5.38)

25

Note that, given the definition of A, ; in (5.35), a transformation T = diag(7, I,,) can be defined such that

Ay,i= TT Aw i T, with sz = dlag(Aw ;»Aw,y) and T common to all modes. We therefore rewrite (5.38) as:

TTAwiTPyT Ay, T—Py<0, VieN. (5.39)

We now pre- and post-multiply (5.39) by T and T, respectively, and define P,, = TP, T' € S™*. Note that,
because P, > 0, P,, > 0 as well. Thus, if

A}, i PuAy,i—Py <0 (5.40)

holds, so does (5.38). Given Ay, ;, Vi € A by design is a diagonal matrix with p(A,,;) < 1, there exists a pos-
itive definite P,, such that (5.40) holds for all i € .#. This proves that # is GUAS under arbitrary switching,
including the switching function in (5.34).

Similarly, we prove £ is GUAS, by supposing that there exists a symmetric P, > 0 such that the candidate
Lyapunov function V, : R"* — R, V,;(x) = xTqu is suitable for all modes i € .4". We prove this by construc-
tion. Firstly, note that given definition of K; in (5.36), each A:],i =A,;—B, sz iCi = Ay, — By, Kiis Schur
stable, and Vq‘ R R, Vq‘ (x) = xTP;x is a common Lyapunov function for all i € A4/, with P; =x"4
where X > 0 solves (5.36). Furthermore, from definition of A,; in (3.11) and matrices in (5.35), Ag,; can be
written as:

A= Awibe)”DéU—lC;U’i ao
Y w i w v (5.41)
s [Agin 0
B Aq,i,3 Aq,i,4]

with a,, = Ay, € R, given n, = 1 by assumption. Let us now introduce p; > 0,p, € R, and define P, =
diag(P, pq). For V to be an appropriate Lyapunov function, it is sufficient that

Al PgAgi—Pg<0 (5.42)
holds for all i € 4. By considering the decomposition of A, ; defined in (5.41), we rewrite (5.42) as:

® =, (5.43)
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where
A LT - . _p— T ,
OL AL, Py Agi1—Py+ AL 3PgAg3
A ST L
V=A,4PqAqia—Pq
—_ A
E=Aqi3PqAqia

Thus, by applying the Schur complement, (5.42) holds iff

¥ <0; (5.44a)
o-zv =T <0. (5.44b)

By substituting the definition of ¥ and Ay,; 4, (5.442) is equivalent to (1 - aZ,) < 0, and therefore holds if and
only if |a,,| < 1, which holds by construction. Furthermore, the design procedure in Algorithm 2 guarantees
that (5.44b) holds: indeed, after some algebraic manipulations, recalling that a,,, p4 € R, we rewrite (5.44b)

as:
T 1-2d?
P, —Aq;Pq Ag,i —A;i,gAq,iygl_—aZw pq <0. (5.45)
w

Therefore, given that (1 — a?,) <0, it is necessary for (1 —2a2,) > 0, which holds if |a,,| < v/0.5, corresponding
to the constraint set in Step 6 in Algorithm 2. This completes the proof that 2 is GUAS.
Furthermore, # and £ are ISS, as V;, and V; are contiunous uniform strict Lyapunov functions [77].
Finally, we complete the proof by pointing out that 2(0;) = 7//(6,-)_1, Vi € A holds by construction, via
Step 7 in Algorithm 2. |

Corollary 1. The results of Theorem 12 hold for n, > 1. d

Proof. Suppose that n,, = 2. Following the procedure indicated in Step 8 in Algorithm 2, note that the value
taken by A ; in this proof is the same as that taken by A,,; in the proof of Theorem 12. The same goes
for all other matrices. Because A,,; is block diagonal, it is sufficient to define a new positive definite matrix
P, = diag(P,,, pw) > 0, where P, > 0 is the matrix defining the Lyapunov function for #  in the proof of
Theorem 12, and p,, > 0, p,, € R. Given that |a,,| < /0.5 < 1 by its definition in Step 6,

Ay, iPuwAw,i—Puw <0

holds for any p,, > 0. Thus # GUAS and ISS under arbitrary switching, for n, = 2. On the other hand,
following the same reasoning in the proof of Theorem 12, given |a,,2| < v0.5, GUAS and ISS of 2 is proven.
The proof for n, > 2 follows by induction and recursive definition of A, in Algorithm 2. |

5.2.3. Detectability Design

In this section, several theorems are proposed and proved to give the design guideline of the parameters of the
HMWM Theory coding method. The detectability design of parameters is very complex under the HMWM
structure for replay attacks and sensor-signal-injection zero-dynamics attacks. For the replay attack, we will
only provide detection performance theorem proof for a simplified version that the HMWM parameter only
has a single set of parameters.

Replay Attack

Theorem 13. Assume there is only a single set of multiplicative watermarking parameters. If the coding matrix
H is designed to make ®y = (Ap — By K — LCy, + LHK) has at least one unstable eigenvalue and (C, + HK, ®p)
is made observable, the replay attack will be detected. O

Proof. Assume Axglk+1] = x4lk+1] - x4lk+1—Ak] and Ay4[k] = y41k] — y4lk — Ak]

Axglk+1] = Agxylkl + By yuw k] = Agxylk — Akl = By yulk — AK]
= AgAxg4lk]
Ayqlk] = Cqxq[kl + Dgyuwlkl = Cgxqlk — Akl = Dgyuwlk — Ak) — H(ulk] - ulk — Ak])
= CyAx4lk] - H(ulk] - ulk - Ak))

(5.46)
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Then we can expand r[k] as follows:

rlkl = yqlkl - ylkl = (yqlk] = yqlk — AkD) — ([k] — yqlk — Ak])
= CyAxqlkl — H(ulk] — ulk — Ak]) — (pLk] — plk — Akl + Pk — Ak] — yqlk — Ak])
= CyAxqlk] — H(ulk] — ulk — Ak]) + r[k — Ak] - (y[k] — ylk — Ak])
=rlk— Akl + CqAxqlkl — (HK + Cp) (2p k] — %[k — Ak])

(5.47)

The dynamics of %, (k] can be written to:

Zplkl = Apxplk =11+ Bpulk— 11+ L(yqlk— 1] - pplk—1])
=(Ap+BpK)xplk—11—LCp2plk— 1]+ Lyglk—1] (5.48)
=(Ap+BpK—LCp)xplk— 1]+ Lyglk—1]

Assume A%y (k] = Xp[k] — X,k — AK], we have:

A%plkl = (Ap+ BpK —LCp)ARplk— 11+ L(yglk— 1] - yglk— Ak —1])
= (Ap+B,K—LCp)Axplk— 1]+ L(Ayglk —1]) (5.49)
= ((Ap+BpK —LCp) + LHK) AZplk — 1]+ LCyAx4[k — 1]
Then we can return to the dynamics of r[k] as follows:
rlk] = rlk— Akl + C4Axqlk] — HK (xplk] — %k — Ak]) - Cp (Xp k] — %[k — AK])
=rlk— Akl + C4Axqlk]l — (HK + Cp) A%y K]
= rlk— Akl + C4Axqlk] — (HK + Cp) ((Ap + BpK — LC), + LHK)A%p [k — 11+ LM[k —1])
=rlk—Ak]+(CqAq— (HK + C,)LCy) Axglk — 1]+ (HK + Cp)(Ap + B,K — LCp + LHK)AXp[k — 1]
= rlk— Akl +(CqAq — (HK + Cp)LCq) AL Ax410] + (HK + Cp) (Ap + B, K — LC, + LHK) Ak plk — 1]

Dy
(5.50)
Because A is a stable matrix, then the term (C4A4 — (HK + Cp)LCy) A’;‘leq [0] — 0 as time goes by.
Therefore, with an unstable ®y, the r[k] will go to infinite.
u

Remark 25. The theorem 13 proves that when there is only a single set of multiplicative watermarking pa-
rameters. We can design a coding matrix H such that ®y = (A, — B, K — LC), + LHK) has at least one unstable
eigenvalue to detect a replay attack will be detected. This means, that by introducing suitable H, the mul-
tiplicative watermarking method will be able to detect replay attacks with probability 1 even without any
switching happening. <

Remark 26. When there are multiple sets of parameters, the scenario will be much more complicated. The
mlk] term will be m[k] = Cq(ek)x,‘;[k] +Dg 0y k1 - Cq(Hk_Ak)x,’;[k—Ak] —DyOk-ar)y5lk—Ak] under that
scenario. The following proposition may propose some clues to the detection performance. <

Proposition 5.2.1. When there are multiple sets of parameters, define AX, k] = X,,[k]—X,[k—AK] and unstable
®y=Ap+ByK-LC,+LHK, withrlk] = y;g[k] — Jplkl we have the following dynamics:

AZplk+1] = @Az, k] + Lm[k]

R (5.51)
rikl = —(HK + Cp)A&plk] + m(k]

when @ is unstable and the Lm|[k] does not stabilize the unstable dynamics. O
Proof. Assume Axglk+1] = x4lk+1] - x4lk+1—Ak] and Ay,lk] = y41k]l = y4lk — Ak]

Axglk+11= Ag01) x4kl + By 01) ywlkl = Ag O_ar) Xqlk — Akl — By O—ap) yuwlk — Ak
Ayglkl = C4(01) xq1k] + D g(01) yuwlk] = CqOr—ar) Xqlk — Ak] = Dy Or—nr) yuwlk — Akl — H(ulk] — ulk — Ak))

v~

m(k]

(5.52)
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Then we can expand r[k] as follows:

rlkl = yqlkl = lk] = (yq[k] — yqlk — Ak]) — (PIk] = yqlk — AkD)
= mlk] - H(ulk] - ulk — Ak]) = (§1k] = §lk = Akl + Plk = AK] = yqlk - AK])
= mlk] — H(ulk] — ulk — Ak]) + r[k — Ak] — (k] — plk — Ak])
=rlk— Ak]+ m[k] - (HK + Cp) (& [k] — X[k — Ak])

(5.53)

The dynamics of £, (k] can be written to:

Zplkl = Apxplk—11+ Bpulk— 11+ L(yqlk— 11 - pplk—1])
=(Ap+BpK)Xplk—11—LCp2plk— 1]+ Lyylk—1] (5.54)
=(Ap+BpK—LCp)xplk— 1]+ Lyglk—1]

Assume AXplk] = %p[k] — X,k — AK], we have:

AZplk] = (Ap+ BpK — LCp)A%plk — 1] + L(yglk — 1] — yqlk— Ak —1])
= (Ap +BpK—LC,)A%plk— 1]+ L(Ayqlk—1) (5.55)
=((Ap+BpK—LCp) + LHK) AZplk— 1]+ LM[k—1]

Then we can return to the dynamics of r[k] as follows:

rlk] = m[k] - HK (x[k] — [k — Ak]) — Cp (%p k] — X[k — Ak])

mlk] - (HK + Cp)A%p k]

mlk] - (HK + Cp) ((Ap + B,K - LC,, + LHK)A%p[k — 1] + LM[k - 1]) (5.56)
(mlk] — (HK + C,) LM[k —1]) + (HK + Cp) (A + B,K — LC,, + LHK) A%k — 1]

-

(03]

So the joint dynamics of r[k] and A%plk] will then become:

AXplk+1] = PyAX, (k] + Lm(k]

N (5.57)
rik]l = —(HK + Cp) A%, [k] + m[k]
m[k] can be further expanded as follows:
mlk] = C4(0r) x4kl + Dg(01) ywlk] — Cq(Or-ar) Xqlk — Akl = Dy O-ar) ywlk — Ak] (5.58)

= Cq(01) x4k — CgO—nr) Xglk = AR+ (Dg(Ok) — Dy Or—a1) ik — Akl

The x4 (k] term related to xq[k—1], X, [k—1], xp[k—1] and X, [k —1]. The x4[k—Ak] and y, [k — Ak] terms
only relate to state or variables prior to timestamp k — Ak. This means, in LM[k — 1] there is no feedback
relationship related to the £, (k] term in A%y [k]. Then the LM[k - 1] term in equation (5.58) cannot provide a
feedback pole placement to @, which makes equation (5.58) an unstable dynamics.

|

Remark 27. Proposition 5.2.1 shows that with unstable ® iy we can also build unstable dynamics and the r[k]
is the output of the dynamics. However, because the m[k] part is very complex, there are some special cases
in which m[k] may partly compensate for the unstable dynamics. <
Control-Signal-Injection Zero Dynamics Attack

For control-signal-injection zero-dynamics attack, similar to the theorem 2, the following condition holds:

Theorem 14. The original control-signal-injection zero-dynamics attack, i.e. with the g value meeting equa-
tion (2.3), will keep being a zero-dynamics attack if and only if there exists x; € R", such that:

vI-A, -B,
C, H

X1
g

- [g] Ix; €R" (5.59)
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Proof. For a control-signal-injection zero-dynamics attack, the attack will inject an attack sequence as fol-
lows:

I)I—Ap —Bp X0 0]
Cp 0 ]|lg 0 (5.60)
Au‘lk] = vkg

With the HMWM, After including Hul[k], define e[k] = x,[k] - X,[k], the dynamics of e[k], r[k] will change
to:
elk+1] = xplk+1] - &plk+1]

= Apxp K]+ By (k] + wlk] = | Ay K] + Byulk] + L(y, [K] - 7, [KD)]
= Ap(xplk] — Xplk]) + BpAulk] + wk] — L(Cpx[k] + v[k] + HAulk] - Cp%p[k])

= (Ap— LCp)elk] + (B, — LH)Aulk] + (w[k] — Lv[k]) (561
rikl = y, (k] = 9 [k]
= Cpelk] + v[k] + HAulk]
So now we have
elk+1] = (A, — LCp)elk] + (B, — LH)Aulk] + (w[k] — Lv[k]) 5.62

rik] = Cpelk] + v(k] + HAu[k]

If the attack sequence Au®[k] = v¥ g still wants to be a malicious zero-dynamics attack sequence, it should
meet the following condition:

vI-(Ap—LCy) LH-Bp|[x1]_[0 n
Cp H 2|~ o Ix eR (5.63)
The condition equals to:
vi-A, -Bpl|[x1]_|[0 n
[ o H g|” [0] Jx; €R (5.64)
This is the same as equation (5.63) and finishes the proof.
|

Proposition 5.2.2. If g ¢ ker(H), equation 5.63 can only be met if:

1. v is both a transmission error of the system and an eigenvalue of Ap.

2. Assumelt, is the eigenspace of Ay that corresponding the eigenvalue of v. Then there exists x € E,, such
that Hg = Cpx. d

Proof. The theorem 2 and 14 have the same structure and the same condition. The proof of this proposition
is the same as the proof of proposition 4.1.2 |

sensor-signal-injection zero-dynamics attack

The residual dynamic under the sensor-signal-injection zero-dynamics attack is very complex. So far, this
residual does not have a similar result as in Theorem 3, Theorem 13 or Theorem 14.

In [24], the authors show the sensor-data-injection zero-dynamics attack for the original system will
cause an extra residual on a system with multiplicative watermarking when the generator and remover have
matched parameters. In [30], the authors further show that the sensor-data-injection zero-dynamics attack
will cause extra residual when the explicit switching happens. Intuitively, because hybrid multiplicative wa-
termarking switches fast and the Hu[k] part will itself cause extra residual, the hybrid multiplicative water-
marking methods will also be able to detect sensor-data-injection zero-dynamics attacks.

5.2.4. Switching Rule Design

The switching rule in Section 5.2.1 meets the requirements outlined in Section 3.4.2. Indeed, R1 is met be-
cause, although exact quantification of the dwell time between switching events is challenging, the bound-
aries of each region &; can be defined such that the probability of x,, ,[k] € &; is uniform across all i € A/,
given knowledge of the probability distributions of w(k] and v[k]; R2 is met, as the switching can be seen as
being “truly random”: the dynamics of x,,,, depend on w and v, which are the result of physical processes,
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and are not generated by a pseudo-random number generator’. Therefore, it is not possible to define the tra-
jectory of x,,,, [k] a priori. Finally, R3 holds, as State and parameter synchronization is proven in Proposition

5.2.3.

Proposition 5.2.3. Suppose a CPS as in (3.1)-(3.2) is equipped with the HMWM scheme (5.34). If x,,[0] = x4[0],
and W and 2 share the same Z;,Ni€ N, then0,[k] =04k],Vk=0. a

Proof. Let us start this proof by supposing that, at some time k = x, x,,[x] = x4[x]; thus, by definition of the
hybrid multiplicative watermarking scheme in (5.34), 0, [k] = 04[k], as x,, [x] = x4[x] € &;. Dropping explicit
dependence on the watermarking parameters, as they are matched, we write the one time-step difference
equation of x4 = Xy — Xg4:

qu[K"‘l] (sz Bq,iCq,i)xw[K] —Ag,ixglx]
+ (Bw,i —=Bg,iDw,i) yplx] (5.65)
b
o Ag,iXwqlK]
where (a) holds by definition of the dynamics of x,, and x4, and (b) holds by definition of the watermarking
system matrices (3.11). Thus, xy4[x + 1] = xy4[x] = 0, which in turn implies that x,, [« + 1] = x4[x + 1], and
that 8, [x + 1] = 64[x + 1]. The proposition’s statement then holds by induction. |

Remark 28. Let us note here that the switching law we present in this paper is different to the one presented
in [30] in one fundamental aspect. Indeed, here the switching law at time k depends on information available
in .Z,[k—1] and ﬂq[k —1]. Instead, it [30], the authors propose an event-triggered switching law, and the
watermark remover must first decode y,, [k], then evaluate whether there has been a parameter jump in the
watermark generator, and if that is the case, update its own parameters and recompute y,[k]. <

Proposition 5.2.4. The closed-loop of the CPS with watermarking pair (W ,2) designed following Algorithm 2
is stable, and its performance remains unchanged if x,,[0] = x4(0]. O

Proof. The proof follows from the fact that, if designed following Algorithm 2, (#/, 2) satisfy Definition 3.3.1,
as shown in Theorem 12, and their parameters match for all k € Z.., as proven in Proposition 5.2.3. |

Example Design of Switching Region

Let us now propose a possible definition of the non-overlapping partitions &?;,i € 4. Specifically, we pro-
pose a partitioning of R such that, when the system reaches a steady state, the probability of x,,,,[k] €
&}, at any k, is uniform across i € 4. Let us start by characterizing the statistical properties of x,,,[k] ~
N (Y, LK, Zx, , k]) from the following process.
We define e[k + 1] £ Xplk+1]—Xplk+1]. When no attacks happen, we have y,[k] = y,[k], the e[k +1] can
be expanded as follows:
elk+1]=xplk+1] - Xplk+1]

(5.66)
= (Ap— LCp)elk] + wlk] — Lv[k]
The dynamics of x,[k] can be expanded as follows:
xplk+1]= Apxplk] + Byulk] + w(k]
= Apxplkl + Bp(K(Xplk] — Xref) + Upef) + WIK] (5.67)
= (Ap + BpK)xplkl - BpKelk] + wlk] + By (~KXyer + Upref) '
—_—
bu
The joint dynamics of x,[k] and e[k] can be rewitten as:
xplk+1] _[(Ap+BpK) -ByK xp[k] [ ] [ ]<p
elk+1] | ~ (Ap—LCp)] | elk ¢ (5.68)
——
Elk+1] A x[k] v[k] G

4Note that at design stage random-number generators are necessary for the definition of the system parameters; this is done offline and
does not clash with our statement here.
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The relationships between u[k] and X[k] can be presented as follows:

ulkl = K(&p[kl = Xrep) + tres = K(xplkl — elk]) + ¢y = [K —K] X[k + ¢y

— (5.69)
K
The joint dynamics of the y[k] will then be
ylkl = Cpxplk] + v[k]
=[C, O]x[k]+[0 I]o[k] (5.70)
\—Y—J \“_,—d
¢ F

The joint dynamics of the x[k] and y[k] can be represented as:

x[k+1] = Ax[k] + Ev[k] + G¢,,

o - (5.71)
ylk]l = Cx[k] + Fu[k]
Because X[k] and 7[k] are uncorrelated, the dynamics of the mean and covariance of x will be:
pelk+1] = Apz[k] + Epplk] + Gy, 5.72)
Tilk+1] = AZ;[k]AT + EX;[kIET '
Remember A is stable, there will be a steady state X3z and u; which meets the following equations:
MUz = A/ch + ElJﬁ + G([)u
o op (5.73)
2y=AZzA +EZ;E
Take the dynamics of the watermarking generator into consideration:
Xwlk+1] = Ayxy k] + By (yplk]l + Hulk]) (5.74)
Ywlk+1] = Cpxy k] + By (yp k] + Hulk]) '
Define #@[k] = yp[k] + Hulk], the ii[k] can be expanded as:
ulk] = yp[k] + Hulk]
P _ (5.75)
=(C+ HK)x[k] + Fulk] + Ho,,
Then the dynamics of the mean p; and variance Z; of i is as follows:
wy=(C+HRu;z+Fus+ Hep, 5.76)
= (C+HRK)Z:(C+HK)T + Fx;FT '
So the mean and the covariance of x,,,[k] can be calculated as follows:
My [k+1]= Awulxy,, (K] + Buy,upqlk]
ZXW,M [k + 1] = wauzxw,u [k]A—urJ,u + Bwyuza[k]B;,u (577)
+ COV(Auw,uXuw,ulkl, Bu,u k1) + COV(Au,u Xuw,u K1, B,y k1)
Notice that cov(A,,,Xw,u k], Buw,uitlk]) = Ay, cov(xy,, k], @[k])By,,In order to calculate DI [k+1], we
need to find cov(x,,, k], #[k]). It can be expanded as follows:
cov(Xy, k], lk]) = cov(xy, [k, (C+ HK)X[k] + Filk] + Hepy,) 5.78)

= cov(xy,u k], X[k (C + HK)"
From equation (5.78), we need to find the covariance between x,, ,[k+1] and X[k+1]. It can be expanded:
cov(xy,y[k+ 11, X[k + 11) = cov(Ay,u Xw,u[k] + By, ilk], Ax[k] + Ev[k] + Goy)
= cov(Ay,u Xw,ulk]l, Ax[k]) + cov(By,, ilk], AX[k]) + cov(By, , iilk], ED[k])

= Ay, COV(Xyyu (K], XIKDAT + By, (C+ HK)var(X[k)) AT + By, Fvar([kDE"
(5.79)
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Because A, is time-invariant and stable, then the cov(x,, ,[k], X[k]) have a steady-state value is the solu-
tion of a Sylvester equation with form AXB—-X+C = 0. With the value of cov(x,,,, [k], X[k]), the cov (xw,u k], ﬂ[k])
can then be calculated from Equation (5.78). Then we have the mean and the covariance of x,,,;, [k] as follows:

My = Awublbxy,, + Bwulta
2 vwn = AwuZvy. Apu + BuuZaBiy,, (5.80)

+ A €0V(Xp0,1, ) (C + HR) "By, + (Auw,u 0V (X0, X)(C+ HR) ' By, ) T

Because Ay, ;, is time-invariant and stable, then we can also calculate the converged py,, , and 2y, ,, based
on the discrete-time Lyapunov Function. Then it is possible to define the steady state values of uy,, and
2, The steady-state statistics of x,,,,, can then be used to partition R"* into N polyhedra, each having the
same probability, using, e.g., the cumulative distribution function of the multiparametric Gaussian distribu-
tion.

Remark 29. The procedure outlined in this section only considers using x,,,[k] as the decision variable of
mode selection. This is, of course, only one possible solution, as mode selection can also depend on x,,[k]
as awhole, or u[k]. The evaluation of whether there are any (dis)advantages in making one choice instead of
another is left for further work. <

Remark 30. Note that the procedure proposed in this section to define &;,i € A depend on the references
Xp,ref> Uref, as it biases the unobservable state’s mean. As such, it is necessary to change &; whenever x,, ;0 ¢
changes, which requires Xp,ref tO be transmitted between ¢ and 22, and for # to have sufficient computa-
tional resources to execute the computation. We leave the development of a definition of the partitioning &7;
that is time-invariant as future work. <

5.3. Identification Resistance

Having presented our proposed design strategy for the HMWM in Section 5.2, and having thus addressed
Problem 3.2.a. and Problem 3.2.b., we can now evaluate our scheme against an adversarial eavesdropper
attack, as the one defined in Section 3.2. Before providing details on this, note that, if seen from the cryp-
tography perspective, # and 2 can be seen as procedures that encode and decode the transmitted data.
From this viewpoint, 6,,[k] and 04(k] can be considered as secret keys, guaranteeing security. In assessing
the security of cryptographic algorithms, the computational complexity required to break them is evaluated,
which often takes the form of evaluating the complexity of solving inverse problems over the field of inte-
gers modulo a prime [67]. The techniques for evaluating the security of cryptographic algorithms inspire our
evaluation of our proposed methodology, which relies on three metrics:

1. the computational complexity of identifying the system parameters;
2. the amount of memory required to perform identification;

3. an evaluation of the theoretical difficulties associated with identifying the model of PWA hybrid system
dynamics with unobservable states.

In the remainder of this section, we demonstrate how, by designing the dynamics of # and £ according to
Algorithm 2, the obtained result is hard to identify.

Theorem 15. Considering multiplicative watermarking systems# and 2, designed following Algorithm 2, the
computational complexity of exactly identifying 0,, (k] and 04[k] from Z,(k] is ¥ P -hard. d

Proof. The proof follows directly from the computational complexity of solving exact identification of prob-
lems 7 8 and 9, i.e. theorems 8, 9, 10. [ |

Remark 31. As mentioned in [68, Ch.5], analysis of the complexity of different bounded-error identification
strategies for switched systems is conducted by restricting solutions to the set of rational numbers rather
than the reals. We apply these results here without loss of generality, as in practice, the solution we propose
is to be applied to a digital control system, and for matching parameters to be guaranteed, a fixed point
representation is likely to be necessary. <

Although Theorem 15 gives a result for the computational complexity of exact identification of the system
parameters, there are some other methods to find some approximate solutions for input-output models or
state-space models of the system. Some are introduced in Section 5.1.3.
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Table 5.1: 10 Identification Complexity

nm np 10 10 dimension Sample Complexity
s v sV (ny+ RV ((ny+nu)v—l)sV2+((p+m)v+l)sV

One possible way is to use some heuristic way to identify parameters from the state-space model per-
spective. However, as stated in drawbacks D 16.1 and D 16.1, these methods assume either a minimum dwell
time or pathwise-observable property. The scheme presented in this paper does not satisfy these properties.

Another possible method is to use some heuristic way to identify parameters from the input-output model
perspective, i.e. PWARX perspectives. The following result pertains to the difficulty of identifying PWA sys-
tems with unobservable outputs.

Theorem 16. Consider a multiplicative watermarking scheme for which W and 2 are designed following Al-
gorithm 2, which does not admit a PWARX model. a

Proof. Based on proposition 5.1.1 Given that # and 2 are defined as unobservable, they can only be ob-
served in infinite time. The theorem’s statement follows directly. |

Finally, let us comment on the storage space which may be necessary to compute an approximate solution
to the parameters of the HMWM scheme in the input-output form. Theorem 11 relates to the storage space.

Furthermore, in Table 5.1, we include a characterization of the sample complexity required to perform
identification using an approximate IO model based on theorem 11, which truncates the input-output data
at a horizon length of n; while identifying a state-space model with 7, modes. Table 6.1 and Table 6.1 show
how this grows intractable as the horizon length increases.

Instead of identifying an infinite-dimension 10 model, a learning attacker can use a finite-dimension 10
model to approximate the switching dynamics. Accordingto [71, 79] for a state-space model with s submodels
(n;, = s) and use v horizons (ny, = v) to approximate it, the dimension of the IO model and sample complexity
is shown in the Table 5.1. The complexity grows intractable as the horizon and the number of modes grows.

5.4. Conclusion

Inspired by the computational hardness problems in the cryptography analysis, in this chapter, we stud-
ied Problem 3.1, Problem 3.2 and Problem 3.3. First, we extended the structure of the multiplicative water-
marking method by designing it to be a fast-switching PWA system switching based on some unobservable
dynamics and additively merging the control signal information. We mathematically showed the detection
performance of the replay attack and certain types of the control-signal-injection zero-dynamics attack. Be-
sides, We provided some parameter design guidelines to improve the detection performance and guarantee
stability, synchronization and fast-switching properties. Finally, we illustrated the hardness of the attacker to
execute a malicious parameter identification.

In the next chapter, we will show the detection and identification resistance performance by numerical
examples simulated on testbench 1 and testbench 2.






Hybrid Multiplicative Watermarking:
Simulation Study

6.1. Detection Performance
This section will show the simulation result of the detection performance of the HMWM Theory coding
method from two perspectives. We will also use numerical examples to verify theorem 13, theorem 14.

6.1.1. Testbench 1

For testbench 1, We designed # and £ with 5 states (n,, = 5), of which 2 are unobservable states (1, = 2). The
number of modes is 6 (IV = 6). The following parameter is designed to detect the replay attack and control-
signal-injection zero-dynamics attack. The parameter is generated randomly and meets the detectability
condition in the theorem 13 (maximum absolute value of eigenvalue is 1.01) and theorem 14.

_|—3.2575 5.8857
~|-6.7564 -3.7757

0.3908 0
0 0.6076

0.1299 0.4694

H 0.5688 0.0119

’ Aw,u =

], Bw,u:

Following the example design procedure in section 5.2.4, the mean and variance of the steady-state x,,,;
are as follows. Figure 6.1a shows the switching partition of the region.

0.5346  —-0.0823

— —_ T =
Hxy, = [-5.2162,7.7169] ', X 00823 0.1106

» )Cw'u

. (6.2)

Figures 6.2a and 6.2b show the detection performance of the HMWM Theory coding method under the
replay attack and the control-signal-injection zero-dynamics attack on testbench 1. Figure 6.2a shows the
detection performance of the replay attack. Different from Figure 3.3, the residual value exceeds 7 soon af-
ter the attack starts and successfully triggers an alarm. Figure 6.2b shows the detection performance of the
control-signal-injection zero-dynamics attack. Different from Figure 3.4, the residual value exceeds 7 soon
after the attack starts and successfully triggers an alarm.

6.1.2. Testbench 2

For testbench 2, We designed # and £ with 5 states (n,, = 5), of which 2 are unobservable states (n,, = 2). The
number of modes is 6 (IV = 6). The following parameter is designed to detect the replay attack and control-
signal-injection zero-dynamics attack. The parameter is generated randomly and meets the detectability
condition in the theorem 13 (maximum absolute value of eigenvalue is 1.01).

5.4982
6.3461

—0.6245 0

0 0.0431 6.3)

’ Bw,u =

2

0.7792 0.1299]

]’ Awu= 0.9340 0.5688

Following the example design procedure in section 5.2.4, the mean and variance of the steady-state x,,;
are as follows. Figure 6.1c shows the switching partition of the region.

(6.4)

0.2353  0.2082
_ T -
[y, = [0.5544,0.9843] T, =y = [0'1659 0.7 43].
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Figure 6.1: switching rule: (a) testbench 1: the switching partition with N = 6 modes. (b) testbench 1: relative frequency of each of the
N =6 modes over 1000 time steps. (c) testbench 2: the switching partition with N = 6 modes. (d) testbench 2: relative frequency of each
of the N = 6 modes over 1000 time steps.

Figures 6.2c and 6.2d show the detection performance of the HMWM Theory coding method under the
replay attack and the sensor-signal-injection zero-dynamics attack on testbench 2. Figure 6.2c shows the de-
tection performance of the replay attack. Different from Figure 3.6, the residual value exceeds 7 soon after the
attack starts and successfully triggers an alarm. Figure 6.2d shows the detection performance of the control-
signal-injection zero-dynamics attack. Different from Figure 3.7, the residual value exceeds 7 soon after the
attack starts and successfully triggers an alarm.

6.1.3. Theorem Verification
To verify theorem 13, we use testbench 1 and only use a single set of parameters of multiplicative water-
marking. We randomly generate different values of H and make sure that the maximum absolute value of
eigenvalue max|v| of Phiy = (Ap — B, K — LC), + LHK) locates in different regions: [0, 1), [1,1.2),[1.2,1.4). Fig-
ure 6.3 shows the verification result. From the figure, we can see that when H = 0 or max|v| € [0, 1), the system
cannot detect replay attacks. When max|v| = 1, the larger the max|v/|, the faster the residual exceeds the 7 and
the attack is detected. This matches the theorem 13.

Figure 6.4 shows the detection performance when we have multiple sets of multiplicative watermarking.
We still randomly generate different Hs and make sure that the maximum absolute value of eigenvalue max|v|
of @y = (Ap — ByK — LC, + LHK) located in different regions: [0,1),[1,1.2),[1.2,1.4). From the figure, we can
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Figure 6.2: Detection performance of the hybrid multiplicative watermarking method, attacks start at k, = 800. (a) residual value of
testbench 1 under replay attack. (b) residual value of testbench 1 under control-signal-injection zero-dynamics attack. (c) residual
value of testbench 2 under replay attack. (d) residual value of testbench 2 under sensor-signal-injection zero-dynamics attack
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Figure 6.3: Test theorem of a replay attack with a single set of parameters and different values of H, attacks start at k, = 800. (a) residual
value when H = 0. (b) residual value when max eigenvalue max|v| € [0, 1). (c) residual value when max eigenvalue max|v| € [1,1.2). (d)
residual value when max eigenvalue max|v| € [1.2,1.4)

see that when H = 0, the system can still detect replay attacks, but the residual value fluctuates seriously.
The main reason is that at that time the detection of replay attack is provided by the mismatching between
replayed generator parameter and the true remover parameter, not depending on H. When max|v| = 1, the
attack can also be detected with a diverged residual value.
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Figure 6.4: Test theorem of a replay attack with multiple sets of parameters and different values of H, attacks start at k, = 800. (a)
residual value when H = 0. (b) residual value when max eigenvalue max|v| € [0,1). (c) residual value when max eigenvalue
max|v| € [1,1.2). (d) residual value when max eigenvalue max|v| € [1.2,1.4)

To verify theorem 14, we use testbench 1. The v value of the control-signal-injection zero-dynamics attack
of testbench 1 is not the eigenvalue of A,, which does not meet the condition in Proposition 5.2.2. We prepare
two Hs as follows. H, is very large, with Hy g = 0. H, is small, but Hyg # 0. The verification result is in Figure
6.5. From the figure, we can see that, if Hg = 0, no alarm is triggered even with a very large H. If Hg # 0, the
alarm will be successfully triggered even if H is small. This matches the theorem 14.

300 260 1 0
1= [300 260]’ 2= [0 1 65
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Figure 6.5: Test theorem of control-signal-injection zero-dynamics attack with different values of H, attacks start at k, = 800. (a)
residual value when Hj g = 0. (b) residual value when Hy g # 0

6.2. Switching Rule Analysis

This section will analyze the switching rule based on the simulated data on Testbench 1 with parameters
shown in equation (6.1) and Testbench 2 with parameters shown in equation (6.3). We will show the perfor-
mance of hybrid multiplicative watermarking which is designed from the procedure in Section 5.2.4 from 4
perspectives:

1. We will show that our design of HMWM meets the requirements in R1, R2 and R3. Which makes it hard
to identify the parameters from state-space form.

2. We will show the numerical example of the sample complexity needed to identify the input-output
model with approximately different horizons.

3. We tried to cluster IO data to analyze the mode of the input-output model with different clustering
methods that correspond to the clustering functions clusterdata(), knn() and dbscan() in MAT-
LAB. Since all regression methods finally match each data point to specific modes, we will show the
result of comparing the actual modes and labels estimated by different methods. The label is estimated
based on IO data, and different horizons’ results are presented.

4. We tried to cluster state-space data to analyze the mode of the input-output model with different clus-
tering methods that correspond to the clustering functions clusterdata(), knn() and dbscan() in
MATLAB.. Since all regression methods finally match each data point to specific modes, we will show
the result of comparing the actual modes and labels estimated by different methods.

Remark 32. For clustering results, We choose the random index (RI), the Fowlkes—Mallows index (FMI), and
the Jaccard index (JI) to measure the performance. The closer these indices are to 1, the better the clustering
result.

Remark 33. For clustering results, we show the result under both known-plaintext assumption and non-
known-plaintext assumption.

6.2.1. Testbench 1

The simulation result shows that the switching rule meets the requirements in section 5.2.1:

1. R1 in Figure 6.1b we show that, for N = 6 modes, each partition (shown in Fig. 6.1a) each mode is ac-
tive approximately the same amount of time; furthermore during this simulation, 536 switching events
occur, the median dwell time is 1, with a maximum dwell time of 11.

2. R2: The randomness of the mode sequence is guaranteed by design.

3. R3: in Figure 6.6a we show synchronization error of the watermarking systems’ states, outputs and
parameters; although there is a small error in the states of # and 2, as well as between y, and y, (cfr.
Figure 6.6a.a-Figure 6.6a.b) this does not impact the mode selection. These errors can be ascribed to
numerical errors in MATLAB.

For the given watermarking parameter, the I0 model dimension and the minimum number of samples
needed to meet the PE requirement for different horizon numbers are shown in Table 6.1. The number of IO
models and samples needed becomes intractable as the horizon number grows.
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Figure 6.6: Hybrid Multiplicative Watermarking synchronization result. (a) Testbench 1 result (b) Testbench 2 result

Table 6.1: Testbench 1: Numerical IO Identification Complexity

Horizon Number I0 modes number of samples

1 6 69

7776 5.7451 x 108
10 6.0466 x 107 7.1295 x 1016
15 4.7018 x 101 6.5217 x 10%*

Figure 6.7 shows the clustering result based on input-output data to analyze an input-output model. Fig-
ure 6.7b assumes the attacker tries to cluster data under the known-plaintext attack assumption, while figure
6.7a is under the non-known-plaintext attack assumption. Table 6.2 shows the clustering result based on
input-output data to analyze a state-space model from both known-plaintext and non-known-plaintext at-
tacks. It can be seen that all these clustering results are not good, no matter whether it is a known-plaintext

attack or not.

6.2.2. Testbench 2

The simulation result shows that the switching rule meets the requirements in section 5.2.1:

1. R1 in Figure 6.1d we show that, for N = 6 modes, each partition (shown in Fig. 6.1c) each mode is ac-
tive approximately the same amount of time; furthermore during this simulation, 894 switching events
occur, the median dwell time is 1, with a maximum dwell time of 5.

2. R2: The randomness of the mode sequence is guaranteed by design.

3. R3: in Figure 6.6b we show synchronization error of the watermarking systems’ states, outputs and
parameters; although there is a small error in the states of # and 2, as well as between y;, and y, (cfr.
Figure 6.6b.a-Figure 6.6b.b) this does not impact the mode selection. These errors can be ascribed to

numerical errors in MATLAB.

For the given watermarking parameter, the I0 model dimension and the minimum number of samples
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Figure 6.7: Testbench 1: clustering input-output model with different methods under different scenarios. (a) under
non-known-plaintext attack. (b) under a known-plaintext attack.

Table 6.2: Testbench 1: clustering state-space model

‘ non-known-plaintext ‘ known-plaintext

methods | RI JC FMI | RI JC FMI
clusterdata | 0.1771 0.1684 0.4084 | 0.1771 0.1685 0.4085
knn 0.7367 0.1451 0.2536 | 0.7203 0.0982 0.1789
dbscan | 0.1691 0.1687 0.4108 | 0.1691 0.1687 0.4108

needed to meet the PE requirement for different horizon numbers are shown in Table 6.3. The number of IO
models and samples needed becomes intractable as the horizon number grows.

Figure 6.8 shows the clustering result based on input-output data to analyze an input-output model. Fig-
ure 6.8b assumes the attacker tries to cluster data under the known-plaintext attack assumption, while figure
6.8a is under the non-known-plaintext attack assumption. Table 6.4 shows the clustering result based on
input-output data to analyze a state-space model from known and non-known-plaintext attacks. It can be
seen that all these clustering results are not good, no matter whether it is a known-plaintext attack or not.

6.3. Conclusion

In this Chapter, we illustrated the detection and identification resistance performance of the hybrid multi-

plicative watermarking method using the simulation results of testbench 1 and testbench 2. The simulation
result shows that:

1. With suitably designed parameters, the hybrid multiplicative watermarking can have good detection
performance. We also numerically verified the theorem related to the replay attack, i.e. theorem 13 and
the control-signal-injection zero-dynamics attack, i.e. theorem 14.

2. Following the design procedure in Section 5.2.4, the hybrid multiplicative watermarking can meet re-
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Table 6.3: Testbench 1: Numerical IO Identification Complexity

Horizon Number 10 modes number of samples

1 6 69
7776 5.7451 x 108
10 6.0466 x 107 7.1295 x 10'6
15 4.7018 x 101! 6.5217 x 10%
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Figure 6.8: Testbench 2: clustering input-output model with different methods under different scenarios. (a) under

non-known-plaintext attack. (b) under a known-plaintext attack.

quirements in R1, R2 and R3.

3. By using the clustering result and the numerical result of the minimum sample, we illustrate that the
hybrid multiplicative watermarking method can defend malicious parameter identification, even un-

der the known-plaintext attack.
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Table 6.4: Testbench 2: clustering state-space model

‘ non-known-plaintext ‘ know-plaintext
methods | RI JC FMI | RI JC EMI
clusterdata | 0.1756 0.1684 0.4086 | 0.1771 0.1684 0.4084

knn 0.2369 0.1655 0.3890 | 0.7171 0.1011 0.1837

dbscan 0.2595 0.1649 0.3829 | 0.1691 0.1688 0.4108




Conclusion

Starting from introducing the current progress of active detection methods for cyber-physical systems, this
thesis work addresses the problem of malicious parameter identification in current active detection methods.
To address the problem, we propose two novel approaches: the system immersion coding method and the
hybrid multiplicative watermarking method. Their design has a primal focus on disturbing the identification
of attackers and defending against malicious parameter identification. Besides, as active detection methods,
both of them are capable of detecting multiple attacks.

The system immersion method is a privacy solution used in federated learning. We enhance this method
to detect malicious attacks by providing design guidelines to identify replay attacks, certain types of control-
signal-injection zero-dynamics attacks, and certain types of sensor-signal-injection zero-dynamics attacks.
However, we identify its vulnerability to known-plaintext attacks, which can compromise its effectiveness.

Motivated by the computation hardness problem in cryptography analysis, we propose a hybrid multi-
plicative watermarking scheme. In this approach, watermark parameters are periodically updated based on
the dynamics of unobservable states in specially designed piecewise affine (PWA) hybrid systems. We pro-
vide design guidelines to detect replay attacks and certain types of control-signal-injection zero-dynamics
attacks. Additionally, we demonstrate that our method enhances the computational complexity and systems-
theoretic perspective of reconstructing watermarking parameters, making it challenging for eavesdroppers.

7.1. Conclusion and Answer of the Research Questions

This work focuses on addressing the malicious parameter identification problem in current active detection
methods for cyber-physical systems. We begin by introducing the security and privacy issues in such systems
and reviewing existing solutions. We highlight the vulnerability of most active detection methods to malicious
parameter identification and propose two potential solutions: the system immersion coding method and the
hybrid multiplicative watermarking method.

In Section 1.4, we proposed our general research questions 1 as upgrading existing active detection meth-
ods or propose a new active detection method that can detect multiple attacks and defend malicious parameter
identification—then based on the system immersion method [36], the output-coding method [26] and the
multiplicative watermarking method [30], we proposed two possible solutions for problem 1: one is combin-
ing the system-immersion coding method and the output-coding method to propose a new active detection
method, the second is extending the structure of the multiplicative watermarking method.

System Immersion Coding Method
Throughout the thesis work, we answer the research questions in Problems 2, 2.1, 2.2, 2.3 as follows:

1. We propose a novel active detection method called the system-immersion coding method, which com-
bines the system immersion method [36] and the output-coding method [26].

2. Our method can detect replay attacks, control-signal-injection zero-dynamics attacks, and sensor-
signal-injection zero-dynamics attacks under some conditions. We provide design guidelines for se-
lecting appropriate parameters to detect these attacks.
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3. The proposed method effectively disrupts the attacker’s accuracy in estimating design parameters with-
out sacrificing performance.

4. However, we identify a vulnerability to known-plaintext attacks, where an attacker with estimated pa-
rameters can inject stealthy malicious attack sequences into the system.

Hybrid Multiplicative Watermarking Method
Throughout the thesis work, we answer the research questions in Problems 3, 3.1, 3.2, 3.3 as follows:

1. We propose a hybrid multiplicative watermarking (HMWM) based on the multiplicative watermark-
ing method [30]. The watermark parameters are periodically updated, following the dynamics of the
unobservable states of specifically designed piecewise affine (PWA) hybrid systems.

2. Our method improves the detection performance of the multiplicative watermarking method. Our
proposed method can detect replay attacks and certain types of control-signal-injection zero-dynamics
attacks under some conditions in the original multiplicative watermarking method.

3. We conduct a theoretical analysis to demonstrate the effects of the proposed scheme on closed-loop
performance and stability preservation.

4. The HMWM approach enhances the complexity of reconstructing watermarking parameters, providing
robustness from computational complexity and systems theoretic perspective.

7.2. Limitations and Future Work

While this work contributes valuable insights, it has some limitations. One limitation is that we only con-
sider the stability under the scenario that the parameters of the generator and remover match. The system’s
behaviour when the parameters are mismatched is still missing but is important for real-life applications for
the proposed method. Another limitation is that we only consider time-invariant reference points when de-
signing the switching rule. However, in real-life scenarios, a system may have multiple or even time-varying
reference points. Besides, the structures we proposed for the input information now only works on certain
types of control-signal-injection zero-dynamics attack and sensor-signal-injection zero-dynamics attack, not
all of them.

To expand on this research, we recommend exploring the following areas. The first is considering the
robustness under poor network conditions. It is important to investigate the behaviour of the proposed
methods when the generator and remover parameters are mismatched or when network conditions result
in packet loss. Developing robustness in real-life scenarios with network protocols like UDP is crucial. The
second is dealing with the time-varying reference point. That addresses the challenge of designing a switch-
ing rule for the hybrid multiplicative watermarking method when the reference point is time-varying.
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