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Abstract — Some sort of ‘intellectual’ mechanisms are needed
for second generation cyber-physical systems (CPSs) to be self-
aware and self-adaptive. This paper (i) proposes procedural
abduction (PA) as one possible mechanism for enabling smart
reasoning, (ii) introduces the fundamental concepts and the
computational procedure, and (iii) argues for their practical
utility. PA includes eight cluster of activities: (i) run-time
extraction of signals and data by sensing, (ii) recognition of
events, (iii) inferring about existing situations, (iv) building
awareness about the performance of the system at attaining of
objectives of operation/servicing, (v) devising alternative
performance enhancement strategies, (vi) designing adaptation of
the parts and the system as a whole, (vii) planning the implied
interventions, and (viii) actuating effectors and controls. As a
computational approach, PA facilitates believes-driven
contemplation of the momentary performance of a system with
regards to the most relevant objective of servicing and ‘best
option’-based realization of adaptiveness. Computational
realization of PA necessitates a combination of a large number of
conventional and specific artificial intelligence algorithms. A fully
fledged implementation of PA is underway, which will make
verification and validation in the context of various smart CPSs
possible.

Keywords — second generation cyber-physical systems; smart
operation; procedural abduction; contemplation and alteration;
computational feasibility

L INTRODUCTION

A. Background of the work

The paradigm of cyber-physical systems (CPSs) is rapidly
developing and proliferating [25]. This is supported by: (i) the
growing number of philosophical and theoretical studies [20],
as well as by: (ii) the continuing striving for novel
functionalities and services [22], (iii) the variety of enabling
technologies and methodologies [4], and (iv) the increasing
amount of systems implemented for practical applications [1].
The ‘classical’ definitions typically emphasized that CPSs are
physical, chemical, biological and engineered systems whose
operations are coordinated, controlled and monitored by a
digital computing, communication and control core. However
the latest definitions tend to emphasize the facts that CPSs: (i)
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employ the principles of cyber-physical computing, (ii) closely
interact with the hosting environments, (iii) deeply penetrate
into physical, biological, social, cognitive, etc. processes, and
(iv) act as smart and adaptable actors in these contexts. CPC is
deemed to overwrite the von Neumann theory-based
computing (i.e. making calculations based on predefined data
and algorithms). It works with run-time aggregated data,
devises action scenarios according to changing objectives, and
develops processing mechanisms based on recurrent cycles of
sensing, reasoning, planning and actuating [15].

In one of our previous papers, we introduced the concept of
system generations to impose an ontological framework on,
and to differentiate and cluster the various implementations of
CPSs [16]. For the sake of convenience of the reader, we
mention here that identification of the generations of CPSs was
based on two aspects: (i) the level of intelligence (relative to
human intelligence, as ultimo maxima) and (ii) the level of
self-organization (in terms of non-organic complexification).
Based on these, five generations of CPSs were identified. The
zeroth generation (0G) includes all forerunning ancestor
systems such as advanced robotic systems and embedded
(software) systems. The first generation (1G) comprises self-
regulatory and self-tuning systems that can control/maintain
their planned operation and achieve self-resilience in
complicated situations. The second generation (2G) embraces
CPSs that are able to realize some level of self-awareness and
perform functional self-adaptation under varying conditions.
The third generation (3G) is featured by self-cognizance (i.e.
awareness with semantic understanding) and the capability of
non-biological self-evolution. Regarded as the ultimate
realization of CPSs, the fourth generation (4G) is supposed to
have human-like system intelligence, which lends itself to self-
consciousness-based  understanding,  fully = dependable
reasoning and decisional autonomy, and non-genetic self-
reproduction.

The place of the various generations of CPSs on the
landscape of systems is shown in Fig. 1. As mentioned above,
awareness and adaptation are seen as the most important
manifestations of smart operation of 2G-CPSs. However, the
implementation of these capabilities necessitates some sort of
system level ‘intellectual mechanisms’. Though there have
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Fig. 1. The place of the CPSs generations on the landscape of systems

been efforts made in this direction in the field of artificial
(general) intelligence research and development, the results are
fragmented, non-transferable, and not interoperating from the
perspective of 2G-CPSs.

B. Objectives of the presented work

Our background research concentrates on cognitive
engineering of second generation of CPSs. This includes
studying the principles of hybrid (model-based and run-time
acquired) data-based system control, and developing
mechanisms for (i) dynamic context management and system
self-awareness, (ii) situated reasoning and strategy/decision
making, (iii) not pre-planned self-configuration and self-
adaption, and (iv) exploitation of 2G-CPSs in various
application areas. Actually, we have been studying which
forms self-developed awareness and adaptation can manifest
in, and how they can be handled computationally in a
synergetic and application independent manner. Our primary
research hypothesis is that procedural abduction (PA) can be
an integral computational mechanism for building awareness,
development of operation strategies, making run time
decisions, and actualization of adaptation. Beyond
understanding the principles of contemplation and alteration by
PA, we intend to develop a conceptual framework, a
computational methodology, and a testbed implementation. In
our conceptualization, PA is performed by an application
independent, but flexibly instantiable contemplation and
alteration mechanism (CAM), which can serve as a cognitive
kernel for smart 2G-CPSs.

Related to this work, there are various preliminaries in the
literature. They spread over four domains: (i) principles of
artificial general intelligence and exploiting systems, (ii)
context-sensitive formal reasoning mechanisms for smart
systems, (iii) computational learning approaches for advanced

industrial systems, and (iv) design and engineering of self-
adaptive software. Smartness is claimed to be conditional for
any form of (quasi)autonomous operation. In an oversimplified
manner, Wikipedia explains that “smart systems incorporate
functions of sensing, actuation, and control in order to describe
and analyze a situation, and make decisions based on the
available data in a predictive or adaptive manner, thereby
performing smart actions”.

System smartness is a relevant research topic for both
cognitive informatics, which studies the internal information
processing mechanisms and processes of the human brain and
natural intelligence [11], and cognitive computing, which deals
with smart mechanisms mimicking the structures and
operational principles of the human brain and implements
computational intelligence by autonomous inferences,
intelligent computing methodologies, and alterable system
configurations [24]. Human brain is typically explained and
modelled by a hierarchical reductive structure, which extends
to neurological (neuro-informatics), physiological (brain
informatics), functional (cognitive models) and logical
(abstract intelligence) levels. Development of smart systems
raises many important questions in terms of computational
implementation (knowledge processing, reasoning
mechanisms, decision verification, human involvement, etc.).
A typical current approach of equipping industrial systems with
smartness is based on the use of multiple collaborative agents
or networked problem solving agents.

C. Abduction in the related literature

Our research hypothesis has been introduced in Sub-section
1.B. and it will be shown in Section 2 that smart operation of a
family of 2G-CPSs reflects the pattern of abductive reasoning.
Proposition-based (logical) abduction has been widely studied
[18] [3] [21]. Both problem-driven artificial intelligence (AI)
research and brain reproduction-driven artificial general
intelligence (AGI) research explored and exploited it in various
noteworthy systems and application cases [7]. Nevertheless,
many researchers argued that the exact nature of abduction and
the principles for demarcating good and bad reasoning
elements are still somewhat of a mystery. Prior literature is
largely concerned with modeling how humans achieve
abductive learning in the domain of formal logic or
probabilistic logic [2]. Abductive reasoning received much
attention from the point of view of formal reasoning, but much
less as a possible reasoning mechanism for building awareness
and operationalization of adaptation by 2G-CPSs themselves

[6].

Conventional approaches to abductive reasoning are such
as non-monotonic reasoning, circumscription, and default
reasoning. These do not offer computationally processible
ranking criteria with respect to the assumptions [10]. Typically,
cardinality of the redundancy and relevance of the set-cover are
considered as principles. Peng, Y. and Reggia, J.A. extended it
with the goal of parsimony, to minimize the complexity of
explanation [27]. Poole, D. claimed that abductive reasoning
should be viewed as theory formation where logic tells us the
consequences of our assumptions [28]. As a form of logical
inference, abductive reasoning goes from an observation to a
theory, which accounts for the observation. However, the
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observations (i.e. the collected elements of intelligence) do not
guarantee a proper conclusion. That is the reason why
abductive reasoning is regarded to as “inference to the best
explanation”. Abduction is ampliative inference since the
conclusion does not necessarily follow from the premises, but
the conclusion amplifies the premises [14].

As approaches of technical implementation of abduction, (i)
the logic-based abduction (LBA) approach and (ii) the set
cover-based abduction (SCA) approach are the most often
addressed ones in the literature. LBA implements reasoning
through the use of a formal language and an appropriate logic
over this language. The process starts out from a set of well-
defined formulae and a set of observations. The objective of
reasoning is to determine a particular set of hypothesis, which
allows deriving the observations based on the domain theory
and the underlying logic [17]. The logical truth or falseness of
the observation is used to make decision on the conclusion
[12]. SCA creates explicit (formally represented) sets of effects
(E)) and causes (Cj), and the interconnections (Ix) between
them, that account for all of the effects observed. A cover is a
set of those causes whose are related to the set of effects. The
causal network formed by the interrelated observed
manifestations, causal associations, and possible reasons (Cj-Ii-
Ej) is the formal structure that underpins the reasoning, having
the goal of covering all observed manifestations by proper
explanations. In the case of causality-based reasoning the
cause-effect relations described in a system operation model
are used for semantic reasoning. This is however only a
semantic difference between the two approaches, but not a
difference of logic.

D. Content and structure of the rest of the paper

The rest of the paper provides a theoretical account on
procedural abduction. Section II casts light on the roots of PA
in the generic operation of a 2G-CPS, presents a formalization
of the system operations, and provides formal definitions for
the foundational concepts underpinning procedural abduction.
Section III discusses the operation/servicing objectives of the
system, presents both the generic activity workflow and the
specific computational workflow of procedural abduction, and
sketches up the sources of data and knowledge for a
computational management of procedural abduction.

II. EMPIRICAL ROOTS AND FORMAL REPRESENTATION

A. Roots of PA in the generic operation of a 2G-CPS

Let us suppose that operation/servicing of a 2G-CPS is
based on an overall learning-understanding-adaptation
mechanism that can be generalized. Consider an application
independent generalization of its operation/servicing as below.
Let the 2G-CPS be equipped with a combined wired or
wireless sensor network that provides analog signals and digital
data. The signals are filtered and converted to digital data,
based on which information about the status of achieving the
functional objectives and the actual state of operation/servicing
of the 2G-CPS can be generated. The set objectives and the
planned operation are specified in an initial system
operation/servicing model (SOM). Since the system constantly
monitors the actual state of the real world processes it is

concerned with, as well as its own architectural and operational
states, any deviation from the system model-induced operation
can be captured. It is probable that there are many concurrent
changes and deviations in such a system of reasonable
complexity. The 2G-CPS considers them together, interprets
their interactions and impacts, and makes efforts to become
aware of the emerged situation. In the process of interpretation
it considers both the implicit contexts (objective) and the
explicit context (circumstances and conditions) of
operation/servicing. Having monitored the situation changes
over time and in the shifting contexts, the 2G-CPS learns the
tendencies of operation and achieving the goals of servicing.

Based on this knowledge and other (complementing)
external knowledge (e.g. that is available in related ontologies),
the 2G-CPS analyzes the interplay of the observed tendencies
and tries to build up a reasonable understanding. Based on this
it figures out what changes in the operation/servicing are
needed in order to attain the preset objectives or even to set
more promising ones. By projecting it to the actual
operation/servicing, it determines if adaptation is needed and
identifies what adaptation problem it does face (what and how
to adapt?). In order to solve this problem, it develops multiple
change plans. The various change plans are ranked according
to certain principles such as: (i) the extent of adaptation they
entail, (i) the amount of resources needed to regain or enhance
the objective of operation/servicing, or (iii) the opportunity of
stating a better objective by a possible adaptation.

In its reasoning about the best change option, the 2G-CPS
utilizes the bodies of information carried partly by its initial
system model and partly by the updated system model
actualized based on run-time acquired data, the initial context
specifications and the run-time process dynamic contexts, and
supporting knowledge repositories and ontologies. Having
selected the best change plan, the 2G-CPS operationalizes the
adaptation of the system as a whole. It determines what
components (hardware, software and cyberware) are to be
included, changed and/or excluded. It also determines what
parameter settings are needed for the realization of the
adaptation. Then, the 2G-CPS identifies all concerned effectors
and sends the actuation information to them. This way, it
introduces changes in the physical system, and ultimately in the
real life processes. The execution of the designed adaptation
and the altered system operation/servicing is monitored by the
sensor network - thus the effects of adaptation are captured as
soon as they become effective.

B. Formalization of the system operations

A specific reasoning pattern is hiding in the above-
described overall system operation. This pattern is formed by
the following elements of operation:

¢ Collect evidential data, facts, information, and knowledge
about the overall operation and the context of operation of the
2G-CPS,

 Observe the fulfilment of the initial operational objective and
the possibility of an improved objective and state of operation
of the 2G-CPS,

* Develop alternative plans of operation, which consider the
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objectives of operation and the implication of the collected
information, and strive for the best possible operation of the
2G-CPS,

* Select the optimal plan of operation, which provides a better
operational objective and system states for the 2G-CPS than
any other one of the generated alternative plans of operation,

* Operationalize the optimal plan of operation for adaptation of
the 2G-CPS assuming that it is probably correct in the given
situation and context,

* Monitor if the introduced adaptation provides better results
for the operation of the 2G-CPS by a continuing execution of
the above steps.

While the first and the last steps are for aggregating elements
of intelligence, the intermediate steps resemble the reasoning
pattern of abduction that is well known from logic. However,
since there are multiple definitions for logical abduction, we
capture this pattern by the below definition: Let Z; be a set of
observations (where 1 <1< N), Q; a set of explanations (where
1 <j<M),and T a set of logically consistent interrelated
theories representing a domain of knowing. With these:

Definition 0:  Logical abduction (LA)
The logical process of deriving a set of explanations, Q;, for
a set of observations, X;, according to a background theory,
T, and picking out one best fitting, Qp, of those
explanations is called abduction. A

To be an explanation of %; according to T, Q; should satisfy
two conditions, namely that: (i) X; follows from Q; and T, and
Qj is consistent with T. ‘The best fitting’ explanation is
selected based on criteria such as relevance, simplicity,
probability, and assumed explanatory power.

C. Foundational concepts for procedural abduction

The cognitive framework of PA is based on a number of
foundational concepts (FCs), which are actually interrelated by
the framework. In our conceptualization, the FCs of PA are: (i)
information, (ii) event, (iii) situation, (iv) context, (V)
knowledge, (vi) awareness, (vii) learning, (viii) reasoning, (ix)
strategizing, (x) stratagem, (xi) adaptation, and (xii)
intervening. The FCs have been formally defined, from a
computational perspective, based on knowledge from multiple
literature sources, as follows:

Definition 1:  Information (1)
Information is the (cognitive) meaning determined by
abstract artifacts (entities) and their associations (relations)
that can be modeled, stored, and processed by human brains
as well as by computing architectures. A

This definition reflects and is in line with the interpretation of
information by cognitive informatics.

Definition 2:  Event (E)
Event is a happening of a change in signal flows and/or data
streams of some importance during a particular interval of
time, at a certain place, in a system operation mode, and in
a given context. A

Definition 3:  Situation (S)
A situation is a particular combination, interrelationship

and interaction of finite number of identifiable events as
determined by the system’s objectives as set-points, the
internal states of affairs, and the external operational
circumstances. A

Definition 4:  Context (C)
Context is a finite set of structure-able information
associated with a part of reality (including things, relations,
happenings, situations and circumstances) that have
influence on the interpretation, meaning or effect of the rest
of the reality. A

Definition 5:  Awareness (A)
Awareness is the state of (i) having knowledge concerning
the existence and trends of situational changes, and (ii)
formally ‘understanding’ their essence and implications. A

Definition 6:  (System) knowledge (K)
(System) knowledge is an arrangement of the total amount
of a priori provided and a posterior information constructs
acquired and applied to remove ignorance and/or
uncertainty associated with existence and operation in the
real world. A

Definition 7:  Learning (N\)
Learning is the artificial ability of a software- and
knowledge-enabled system to build not (explicitly) pre-
programmed awareness and to acquire non-possessed
information and/or knowledge under various control
regimes. A

Definition 8:  Reasoning (I')
As computational version of human thinking, reasoning is
the concurrently analytic and synthetic process of
generating and using reasons (facts, evidences, or premises)
to form conclusions, judgments, and/or inferences. A

Definition 9:  Strategizing (S)
Directing the operations/servicing of a system based on
consideration of adaptation opportunities in order to
maintain the achievement of a set of objectives, or setting
and working according to a new, more relevant objective
under changing conditions. A

Definition 10: Stratagem (G)
An objective, context/situation dependent, elaborate tactical
means/scheme devised to attain an actual objective. A

The stratagem of PA has two constituents: (i) the system adapts
itself as a whole in order to optimize its operation, architecture,
resources, and state towards the best performance, and (ii) the
system selects its operational strategy by abductive reasoning.

Definition 11: Adaptation (A)
Any contemplated feasible alteration in the functionality,
architecture, operation, implementation, interaction and
servicing of a 2G-CPS as a whole, or any parts thereof that
make the system better fitted to its predefined and/or
emerging objectives in context. A

Definition 12: Intervention (1)
Intervention is the act of computing and setting the actually
proper parameter information for the controllers of the
physical and software effectors and converting it to control
signals and data. A
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Considering the above FCs from an epistemological point of
view, we defined the whole process of procedural abduction as
follows:

Definition A: Procedural abduction (PA)
Procedural abduction is a computational process consisting
of a contemplation sub-process, targeting acquisition of
self-awareness related to a problem and a context, and an
alteration sub-process, targeting the operationalization of
self-adaptation of a 2G-CPS. A

Definition B:  Contemplation (D)
Contemplation is a train of computational actions for (i)
signal/data sensing/detecting, (ii) identification of events,
(i) interpretation of situations, and (iv) building
awareness. A

Definition C:  Alteration (R)
Alteration is a train of computational actions for (i)
devising/selecting strategies, (ii) operationalization of
adaptation, (iii) defining the interventions, and (iv)
actuating effectors of the concerned 2G-CPS. A

PA facilitates smart operation and decisional performance of
the embedding CPS. Smart operation concurrently means an
objective- and context-orientated optimization of: (i) the state
of managing the application objective of the system, and (ii)
the state of achieving the relative most exploited operation of
the system. These are mutually dependent on each other.
Notwithstanding this fact, the state of managing the application
objective of the system is the primary concern of the workflow.
The needed proper state of operation of the system is ‘only’ a
concomitant condition of an optimum realization of the
objective. All together, these are described and specified by the
initial system operation/servicing model (OSMipital), developed
in the design-time by the system designers with attention to the
architecture, operation and control of the concerned system. As
a complement, based on the skeleton of the OSMinitial, @ run-
time adjusted system operation/servicing model, OSMaynamic, 1S
also maintained, which captures the dynamics with regards to
the changes in the objectives, the system states, and the
environmental changes. The system’s OSMiiia and the
changing operation state data, and the context data implied
OSMuynamic are the information technological basis of the
implementation of PA. These were defined as below:

Definition D:  Initial operation/servicing model (OSMinitiar)
An initial operation/servicing model is a complete and
prescriptive architecture, operation and service provisioning
model of a 2G-CPS targeting a particular objective Oingial. A

Definition E:  Run-time operation/servicing model
(O SMdynamic)

Generated based on the skeleton of the OSMinita, an
adjusted operation/servicing model is a data-induced
dynamic up-date of OSMinia targeting a particular
objective Opossible. A

I1I. TOWARDS A COMPUTATIONAL IMPLEMENTATION

A. Consideration of operational objectives of the system
The intended (requested) operation/servicing performance is

expressed by the initial system objective, Oinitial, determined by
the designers of the system in the design-time. This cannot be
taken as permanent, since it will change under dynamic
conditions. The change (or in other words, the deviation from
the target operation) is an observation that the system makes
while operates. With regards to PA, observation concerns
either the emergence of a deviation (AOinisiar) With respect to the
initial objective Oinitat, Or the emergence of an opportunity for
setting an enhanced (a more promising) objective (AOpossibic)
relative to the initial objective Oinitial. If the AOinitia remains
below a ceiling value, then the system tries to come back to
Ohnitia. However, when either AOiniia €xceeds this value, or
there is a chance to achieve a better overall system
performance by considering a AOpesivle, the system sets a
possible new objective, Opogsible, DY generating a new strategy
for operation. This is made possible by the awareness having
built up. The explanation on the situation is followed by
generating a set of relevant adaptation strategies (Gi) by the
abductive reasoning mechanism of the system. The best
explanation is an optimal-believed adaptation strategy chosen
from this set of possible strategies, as the best stratagem.
Formally:

Definition F: Best stratagem (Gopﬁmal)
The best stratagem is one of the possible strategies, which
attains the best performance in system operation/servicing
with the smallest scale of adaptation and by a minimum
resource usage. A

While working towards its objectives (Onitial OF Opossible), @
2G-CPS may occasionally be confronted by observations
inconsistent with its OSMiyitiar and/or OSMaynamic. The CAM
mechanism of PA is supposed to attempt explaining these
observations by hypothesizing reasons for the inconsistencies
and to use these in the development of the set of Gyx. Towards
this end, it can rely on the awareness (inferred operational
situation) obtained in the prevailing context. To be valid, the
generated set of Gy needs to fulfil three conditions, namely:

(1) QSMinitial U OSMdynamic U Gk = Oinitial,
(ii) G U (PC U DC) E Ouia, and
(111) OSMinjﬁal U OSMdynamic U AOpossible is consistent.

Evidently, other criteria can also be stated. The main
characteristic of generating Gg is indefiniteness and this
necessitates a syntactically and semantically convergent
computational learning. It may well be that the knowledge
incorporated in OSMipitiar and OSMgynamic 1s not sufficient to
explain AOjnigar and AOpossible, OF G and Goptimar. In this case the
process can be extended with forecasting (forerunning
simulation) of the effects of a candidate G. This knowledge
does not enhance the power of the knowledge that is already
included in OSMigiiar and OSMgynamic, but it makes the
contemplation of the fulfillment of the objectives and the
planning/realization of the adaptation more reliable and
efficient. Obviously, generation of Gy also requires acquisition
of conceptual knowledge. The concepts for the strategy are not
discovered by a search for them, but by noticing discrepancies
between the predictions OSMiniia and the implications of the
run-time obtained and processed data, based on which the
OSMynamic is derived. Thus, generation of G is a real time
reasoning and computation process, (I').
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To acquire the necessary awareness of the dynamics of the
system objective and the changes of the context of operation
(situation and state), the reasoning mechanism, (I'), must
deeply penetrate into the real life application processes, and
elicit and aggregate process data. It should also be informed
about the momentarily states of operation and servicing of the
2G-CPS. Interpretation of AOniar and —AOdynamic, —the
development of G, and the choosing of Gopima need the
consideration of dynamic context information. Based on these,
it has to build up the necessary awareness run-time.

B. The generic workflow of procedural abduction

According to Definitions A, B and C, the GWF consists of
two sub-processes, which focus on attaining self-awareness and
operationalization of adaptation, respectively. As sub-process
of building awareness, the contemplation activities can be
specified symbolically by a quadruple so as:

D= (DD, RE, IS, AA ),

where: DD is detecting signals and elicitation of data by
sensing material, energy and information flows, (I), in the
concerned real-life processes/environment; RE is detecting,
recognizing and monitoring events of operation, (E); IS is
interpretation of situations, (S), caused by concurrent
appearance and interaction of events in a particular dynamic
context, (C); and AA is learning tendencies (A) and acquisition
of (decisional) awareness, (A), in the above context, (C). As
sub-process of operationalization of self-adaptation, the
alteration activities are captured by a quadruple so as:

R=(DS, DA, PL, AE),

where: DS is devising possible operation/servicing strategies,
(G), and selecting the best adaptation strategy, (Goptimar); DA is
designing a combined architecture and operation adaptation
plan, (A), based on Gopeimal; PI is planning the interventions, (1),
with a view to all concerned effectors and system parameters;
and AE is actuating the physical and computational effectors of
the concerned CPS by providing the necessary control
information. With these, the GWF of a 2G CPS can be
described by the following ordered and oriented octuple (eight-
tuple):

GWF=(DD »RE » IS» AA» DS » DA » PI» AE)

where: the symbols { DD, ...
meaning as earlier, and the repeatedly used symbol »
indicates the orientation of the flow of information processing.
The overall generic workflow (GWF) of PA is graphically
shown in Fig, 2.

,AE } are used in the same

b

The foundational concepts of PA are interrelated not only
logically, but also computationally. The FCs imply high-level
computational activities, each of which in turn includes
varying number of low-level processing actions called
information transformations or transformations, for short. The
generic workflow of PA procedurally arranges the identified
computational activitics. On the other hand, the
transformations included in the computational activities are
arranged according to the internal logic of a particular activity.
The transformations receive data directly from the
transformations of other close-neighbor activities, and
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Fig. 2. Graphical representation of the generic workflow

indirectly from interrelated far-neighbor activities. These
informational interrelationships have been specified from
procedural, methodological and information processing points
of views, as reflected by the formal specifications in the next
two subsections. Below, the definitions of the elements of PA
will be further detailed from a computational implementation
viewpoint.

C. The specific workflow of procedural abduction

OSM represents a 2G-CPS as a purposeful arrangement of
a finite non-empty set of architectural entities and operation
units on various level of aggregation and is defined as a
sextuple:

OSM = (1V, AC, AR, OU, OR, OV)

where: IV is a finite non-empty set of input variables
concerning architectural components and/or operation units,
and their aggregations; AC is a finite non-empty set of
architectural entities (components) on various level of
aggregation; AR is a finite non-empty set of architectural
relations among system components on the same or different
levels of aggregation; OU is a finite non-empty set of
operations/services provided by a non-empty subset of
functionally interrelated architectural components; OR is a
finite non-empty set of functional relations among components
on the same and on various level of aggregation; and OV is a
finite non-empty set of output variables concerning
architectural components and/or operation units, and their
aggregations.

The previous sub-section introduced the main activities that are
necessary for the computational realization of PA. The system
components and the architectural relations, as well as the
functional elements and the functional relations are to be
considered at defining the computational actions for both
contemplation and alteration. Below we revisit each of these to
provide more information on their computational
implementations. We provide formal specification of each of
the main activities and interpret the essence of the related
information processing actions. In addition, further details will
be provided concerning the use of operation/servicing model.

Each depicted activity of the GWF, including those belonging
to its decision making sub-process, may be composed of two
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kinds of computational actions: (i) physically-grounded
changes in the physical realm featuring continuous space and
time, and (ii) data, information and knowledge processing
activities in the cyber realm featuring digital representation and
event-oriented execution. Both are seen as causes of state
changes and are handled similarly as transformations, Ty;,
where: x is any activity of PA, and i is the identifier of a
particular computational action belonging to x. It has to be
noted that basic, auxiliary and interfacing data, information and
knowledge (DIK) transformations can be identified from an
information engineering perspective and that the above
sextuple includes only basic DIK transformations. Auxiliary
DIK transformations are such as recording digital data in files
and visualization of data for human stakeholders, while
interfacing transformations are such as manual human data
input, or data conversion between cooperating system modules.
The latter two kinds of transformation are not dealt with here
due to space limitation.

Using the above formalism, the first activity, defecting
signals and elicitation of data (DD), is defined as:

DD = ( Top,1, Top,2, Top, Top, Top,s, Top,s, Top,7, Tops )

where: Tpp, is identification of active physical and action
sensors in the environment; Tpp, is local sensing of the
attributes of material flows; Tpp3 is local sensing attributes of
energy flows; Tppgs is local sensing attributes of information
flows; Tppa is collecting data from linked software sensors;
Top,s is transferring signals on the wired/wireless network;
Tope 1s multiplexing analogue signals; Tpp7 is converting
analogue signals into digital data; and Tppg is cleaning/filtering
digital data.

The next activity involves the analysis of DIK to detect
something that happens or might happen at a given physical or
logical place and time related to the set objective of
operation/servicing, the state of the components and that of the
system as a whole (SaaW). Activities (ii) and (iii) focus on
interpreting the situation with regards to the system’s
operations and states based on the interaction of events. The
recognizing and monitoring events (RE) activity of the process
is defined as:

RE = ( Trg,1, Tre2, TrE3, TRE4, TRES, TRES6, TRE,7)

where: Trg, is detection of change trends in digital data, Tre,
is obtaining information over operation modes of the system,
Tres is detection of remarkable signal changes that may be
associated with discrete change events, Tre4 is features-based
investigation of the signal changes, Trgs identification and
classification of a recognized events according to their nature
(space-related, attribute-related, or time-related), Tre is time
stamping and recording of recognized events, and Trg7 is
monitoring the life cycle of the recorded events. These
transformations make it possible to recognize changes in terms
of deviation from the set objective and the preferred system
states, respectively.

A situation has been defined as interactions of the
recognized events, not matter if they concern the change in the
objectives or in the internal states. The main goal of this
activity is to identify the interacting events and to determine

their relationships in space, time and logic. Thus, interpretation
of situations (IS) is defined as:

IS = ( Tis1, Tisp, Tis3, Tisa, Tis;s, Tiss Tis7)

where: Tis; is recalling all recognized events; Tisy
investigation of the space of the individual events in a
considered local world based on the location of the signal
provider; Tis3 investigation of the time stamps and durations of
the individual events in the considered operation window; Tis4
is computation of spatial relationships of the events occurring
in the considered local world; Tiss is computation of temporal
relationships of the events occurring in the considered time
window; Tise is determining the set of correlated events and
recording it as a situation; and Tis7 is monitoring the trend of
change of the identified situation.

Having a grasp on the status of objective achievement and
system operation, the system intends to ‘understand’ the
meaning and implication of this situation. This is based on
learning (A), which allows the knowledge-enabled system to
acquire additional information and to build awareness, and
reasoning (I'), which in turn allows making logical judgments
and inferring conclusions. There are three sources of
information: (i) the initial system model, (ii) the run-time
acquired data, and (iii) the dynamic context model. Thus, the
acquisition of awareness (AA) activity is computationally
defined as:

AA=(Taa1, Tanz, Tans, Taag, Taas, Taas, Taaz, Taag, Taao)

where: Taa, is operationalizing the OSMinitai; Taaz 18
determining the deviations from OSMinia in the given
situation; Taa3 is computation of the operation/servicing
indicators; Taas is generating implicit context information;
Taas 1s generating spatial context information; Taae is
generating temporal context information; Taa7 is generating
attributive context information, Taag is computation of the
dynamic context model; and Taao is unsupervised learning of
the necessary control regime (that is, if maintaining Oinitiat 18
needed or if there is a possibility for a more favoring Opossible)-

Together with the results of the transformations included in
AA and DA, this activity provides a logically thoughtful and
coherent  realization of machine-intuitive  (non-fully
algorithmic) thinking, which also informs about how and why
the system came up exactly with a particular set of conclusions.
That is, the sequence » AA » DS » DA » represents a local
proposition-based abduction in the whole process of procedural
abduction. Depending on the control regime, a proper strategy
for the achieving the set objective is needed. This is the aim of
the devising strategies (DS) activity, which includes the
following computational transformations:

DS =(Tps,1, Tps,2, Tps3, Tosd, Tos;s, Tos,e Tps,7)

where: Tps,1 is initiation of computational actions according to
the control regime (‘observation’); Tps, is investigation of
operation/servicing indicators with regards to possible
enhancement; Tps3 is devising of alternative operational
strategies; Tps4 is devising feasible associated adaptation
strategies (‘hypotheses’); Tpse is assessing the operational and
adaptation strategies (‘stratagems’) considering the resources
and the context of actions; and Tps7 is ranking the stratagems

130

Authorized licensed use limited to: TU Delft Library. Downloaded on January 21,2021 at 12:48:29 UTC from IEEE Xplore. Restrictions apply.



and selecting the best stratagem.

While strategizing focusses on the functional and logical
aspects (i.e. what to change and why to change), architecture
and operation adaptation concentrates on the technical and
practical aspects of altering the system (i.e. on how to change
and when to change). In this sense in produces a technical
blueprint of the system alteration together with a course plan
that is the basis of the intervention specification. The designing
adaptation, (DA), activity is defined as:

DA = (Tpa1, Tpaz, Tpas, Toad, Toas, Toas, Toaz, Toas, Toag)

where: Tpa, is investigation of the degrees of freedom in
which the system can be adapted according to the best
adaptation strategy; Tpa is determining the necessary/possible
operation/servicing adaptation; Tpas is determining the
necessary/possible  architecture  adaptations;  Tpas is
computation of the OSMgynamic based on the skeleton of
OSMinitial; Tpa,s is computational simulation (pre-playing) of
the system’s operation/servicing after introducing the
adaptations; Tpa, is investigation of the impact of adaptation
on the system’s properties; Tpa is adjustment of OSMaynamic
according to the findings and enhancement of the adaptation
plan; Tpag is identification of the outgoing and/or incoming
system resources; and Tpa is determining the sequence of the
hardware, software and cyberware adaptation actions.

The DA activity results in a delayed adaptation due to the
necessary preliminary testing of the influences of adaptation,
and will output a sequence of adaptation actions. The objective
of the planning interventions (PI) activity is to operationalize
the refined adaptation plan. Actually it converts the adaptation
blueprint into a transition blueprint, which considers the
operations/servicing of the systems and the conditions for this.
The PI activity is defined as follows:

PI=(Try1, Ter2, Tr13, Tprrg, Trrs, Trie )

where: Tpr is generation of a scenario for modification of the
effectors; Tpi2 is computation of control information for all
motors; Tpi3 is computation of the control information for all
regulators; Tpr4 is computation of the control information for
all sensors; and Tpys is computation of the control information
for all information handling components, and Tpie is
computation of the control information for all computational
effectors.

Finally, the actuating effectors activity (AE) is defined as:
AE = (Tak.1, Tae2, Tae3s, Tae4, Tags)

where: Tag, is activating and setting rotary motors, stepper
motors, servos and specialty motors; Tag, is activating and
setting linear actuators, effect transformers, regulators and
transceivers; Tag3 is activating and setting environmental
sensors, physical sensors and action sensors; Tag4 is activating
and setting communicators, transceivers, modems, converters,
cameras and displays setting of system parameters; Tags is
activating and setting computational effectors.

D. Some aspects of data and knowledge management

While the above GWF reflects the generic scheme of
abductive logic as given in Definition 1, PA is actually not
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Fig. 3. The knowledge assets of procedural abduction

purely logical proposition-based, but information- and
knowledge-based (‘I+K-based’) at once. This comes from the
fact that CPSs implements a knowledge-intensive operation,
typically based on formalized (and structured) system
knowledge, (K). The overall scheme of using the knowledge
sources is shown in Fig. 3. The major sources of knowledge for
a practical execution of PA are: (i) the data, information and
knowledge available and obtainable, respectively, concerning
the objectives and operations of a particular 2G- CPS, (ii) the
contents available in the OSMiniia, (iii) the contents generated
in run-time for the OSMgynamic, and (iv) the descriptive data and
prescriptive constraints representing the permanent context
(PC) and the dynamic context (DC), and (v) specifications of
conceptualizations in the associated system ontologies. It has
been shown in our research that these bodies/chunks of
knowledge are necessary, but also sufficient.

1V. CONCLUDING REMARKS

This paper does not claim to successfully implement a
novel biology-based model of artificial general intelligence, but
do claim to have made some important first steps in creating a
framework for an ampliative reasoning mechanism for second
generation cyber-physical systems. Our research is work-in-
progress. The results summarized in this paper are related to
the first phase of research, which concentrated on exploring the
elements for a feasible conceptual framework and synthesized
them from a computational perspective. We propose an
approach based on which PA can be forwarded to a
computational implementation and to functional, usability and
utility testing. The specific aim of this paper is to describe the
theoretical (notional) and computational fundamentals of a
possible implementation of PA in the context of 2G-CPSs as a
computationally feasible problem solving process. The
proposed conceptual framework can be used in creating a
procedural abduction kernel, which can be included in various
hosting 2G-CPSs. This kernel will make them able to make
decisions runtime and to adapt towards an optimal
operation/servicing.

We have started the development of a computational
methodology, the selection of ready-made IA tools, and the
implementation of the needed new software tools, respectively.
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The computational process of procedural abduction includes
activities for awareness building, context-based decision-
making, and adaptive behavior, in addition to a strategy-
generation and -selection process. The pattern of logical
abduction is explicitly recognizable in this activity, while the
self-adjusting and self-optimizing behavior of CPSs is
implemented though the whole of its contemplation-alteration
operation. A major dilemma for artificial intelligence research
is whether we want to include all cognitive capacities into
systems in the design phase, or do we want to equip systems,
with capabilities based on which they can develop their own
intelligence. In the case of the 2G-CPSs the second strategy is
proliferating. In line with the related efforts, our basic intension
was to enable systems that may become more intelligent by
learning from experience and that may adapt themselves in
order to achieve the set or new goals. These systems should
emulate and combine several human cognitive faculties to
reach a set of non-completely defined (or even emergent)
objectives. At the same time, the proposed reasoning
mechanism differs from both the artificial general intelligence
and the autonomous mental development projects.
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