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A B S T R A C T

Mitigation strategies to absorb impacts from extreme events that may trigger cascading outages are crucial for 
modern power systems, particularly given the increasing penetration of power electronics, thereby enhancing 
system resilience. This paper presents a comprehensive resilience-centered framework that integrates cyber- 
physical cascading mitigation through network topology reinforcement and operational strategies, specifically 
DC segmentation and controlled islanding, respectively. The methodology first identifies AC lines at segmen
tation boundaries (i.e., those that most frequently contribute to system partitioning) and evaluates the benefits of 
replacing them with VSC-HVDC links through dynamic cascading analysis and quantification, thereby enabling 
the asynchronous interconnection of segments. This approach helps confine cascading impacts within segments, 
significantly reducing the risk of widespread blackouts, especially in renewable-rich power grids with a 
heightened risk of instability. Next, to enhance operational resilience against cascading failures, controlled 
islanding is implemented within the DC-segmented system undergoing cascade initiation, effectively further 
confining cascading stress to a limited area around the origin of the initiating events. Tailored to enhance 
resilience in hybrid AC/DC power grids against cyber and physical cascade triggering events, the method le
verages a cyber-anomaly detection technique to identify elements affected by fabricated protection trip com
mands and measurement replay attacks, distinguishing cyberattacks from physical disturbances. Implemented in 
the IEEE 39-bus and 118-bus test systems with dynamic cascading failure modeling that fully captures voltage 
and frequency transients in system response, the method demonstrates improvements of up to 88 % and 97 % in 
served demand, respectively, highlighting its effectiveness in mitigating cascading impacts and enhancing system 
resilience.

1. Introduction

Modern power systems, particularly cyber-physical power systems 
(CPPS) dominated by power-electronics-interfaced technologies and 
high renewable energy source (RES) penetration, are increasingly 
vulnerable to cascading failures triggered by cyberattacks and natural 
hazards. Cyberattacks, in particular, significantly elevate the risk of 
widespread blackouts, a threat that increases as CPPS become more 
dependent on digital technologies [1]. Notably, past cyberattacks, such 
as those on Ukraine’s power grid in 2015 and 2016 [1], underscore the 
critical need for resilience enhancement strategies to defend against 
such threats. In CPPS, cyberattacks may involve compromising critical 
communication links, such as those between phasor measurement units 

(PMUs) and Phasor Data Concentrators (PDCs), potentially fabricating, 
altering, or deleting measurement data, which disrupts real-time grid 
monitoring. Moreover, the manipulation of control signals and protec
tion commands—such as blocking controllers or replaying trip com
mands—can further destabilize the grid, amplifying vulnerabilities [2]. 
To mitigate these risks, a combination of infrastructural and operational 
resilience enhancement strategies should be implemented in the phys
ical layer to localize and contain the impact of cyber-physical incidents. 
These measures help prevent cascading propagation across the grid, 
ensuring system resilience even in scenarios where adversaries suc
cessfully breach cyber defenses or when severe physical disturbances, 
such as weather-related events, occur.

DC segmentation is one such infrastructural resilience enhancement 
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strategy that strengthens the transmission network by dividing large AC 
grids into smaller, asynchronously operated segments interconnected by 
HVDC links [3,4]. Enabled by VSC-HVDC technology, it improves power 
flow controllability, provides voltage and frequency support, offers 
black-start capability, and enhances grid stability through dynamic 
insulation and controlled power flow [5]. DC segmentation mitigates 
electromechanical oscillations [6], enhances transfer capacity and sta
bility [7− 9], and prevents overloading. By limiting disturbance propa
gation and containing initiating events within confined areas, it 
minimizes cascading outages and prevents widespread propagation, 
particularly in large synchronous power systems [4]. This significantly 
reduces blackout risks and strengthens overall grid resilience [10].

Additionally, alongside network reinforcement strategies, power 
grids must incorporate effective operational mitigation measures—such 
as controlled load reduction and controlled islanding—to minimize the 
risk of cascading outages and blackouts during emergencies and extreme 
operating conditions. As a last-resort strategy in both preventive [11]
and corrective control actions [12,13], controlled islanding effectively 
mitigates cascading failures triggered by cyberattacks, severe 
weather-related incidents, and technical disturbances. In [14], various 
controlled islanding methods suitable for online Wide-Area Monitoring, 
Protection, and Control (WAMPC) applications are evaluated, empha
sizing the critical need for a very short computational time to enable 
effective reactive applicability in near-real-time. Following severe 
events that trigger cascading failures, power system operators can 
implement operational mitigation strategies to prevent system collapse, 
particularly in cases that raise suspicions of cyberattacks. Operational 
measures such as controlled islanding can isolate affected elements, 
enabling direct communication between the control center and power 
plants or substations. This, in turn, facilitates a more thorough investi
gation of evolving incidents, enhances situational awareness, and sup
ports informed decision-making for effective grid operations [15,16].

Several critical research gaps remain underexplored in the context of 
infrastructural and operational resilience enhancement strategies within 
the physical layer—particularly for hybrid AC/DC power grids facing 
cyber-physical disturbances. Key challenges requiring further investi
gation include identifying optimal segmentation boundaries to contain 
cascading failures effectively, evaluating the dynamic performance of 
DC segmentation in mitigating cascading failures—especially in grids 
with high penetration of wind generation—and conducting quantitative 
studies on its benefits in reducing large-scale blackouts and cascading 
outages in converter-dominated power systems. Beyond infrastructural 
reinforcement, operational strategies like controlled load reduction and 
controlled islanding in converter-dominated grids remain under
examined. This paper, for the first time in this domain, bridges these 
gaps by introducing a hybrid approach that integrates both infra
structural and operational resilience enhancement strategies to mitigate 
cascading failures triggered by cyber-physical disturbances. The key 
contributions of the paper are as follows: 

• Offering holistic dynamic modelling and quantification of cascading 
failures, incorporating the influence of converter-interfaced tech
nologies such as WTs and HVDC links, and considering cyber- 
induced cascading outages.

• Introducing a novel DC segmentation technique for power network 
reinforcement, enhancing the infrastructure resilience of grids with 
high penetration of wind generation.

• Developing a cascading-aware operational mitigation strategy for 
DC-segmented grids, incorporating controlled load reduction and 
controlled islanding, along with an anomaly detection technique to 
identify and distinguish cyberattacks and affected elements, thereby 
improving operational resilience.

The remainder of this paper is organized as follows: Section II pre
sents the proposed methodology for enhancing hybrid infrastructure and 
operational resilience against cyber-physical disturbances. It primarily 

provides a detailed explanation of each resilience enhancement frame
work. Section III delves into simulation studies and analyses of the re
sults for various scenarios and case studies, comparing the outcomes of 
no reinforcement strategy, reinforcement strategy alone, and the com
bined reinforcement and operational mitigation strategies. Finally, 
Section IV concludes the paper.

2. Cyber-physical resilience enhancement strategy

2.1. Proposed framework and methodology

Fig. 1 illustrates the proposed holistic framework for resilience 
enhancement against cascading failures. The framework incorporates 
resilience-oriented measures to mitigate cascading failures through both 
proactive and reactive strategies. These measures include infrastructural 
enhancements, such as transmission network topology reinforcement 
with DC segmentation, and operational improvements, such as 
controlled load reduction and intentional controlled islanding, to 
significantly strengthen system resilience against extreme events. Fig. 2
conceptually depicts the resilience trapezoid of a power system before 
(a) and after (b) segmentation, demonstrating how resilience can be 
effectively enhanced in DC-segmented power systems as a proactive 
strategy. By establishing two segments through HVDC links in an 
asynchronous interconnection manner, disturbances affecting one 
segment (e.g., Segment 1) do not impact the other (Segment 2), 
enhancing overall system resilience through network topology rein
forcement. This results in a significant reduction in demand-not-served 
(DNS), where DNS after segmentation (DNS2) is considerably lower 
than before segmentation (DNS1), i.e., DNS2 << DNS1. Comparatively, 
Fig. 2-(c) illustrates how operational mitigation strategies can further 
confine the stress of initiating events to a limited area and absorb 
cascading impacts. This further enhances system resilience by reducing 
DNS, with DNS3 being significantly lower than DNS2 (DNS3 << DNS2). 
It should be noted that the DNS value is calculated consistently across all 
cases as the difference between the system load under normal operation, 
prior to the initiating event(s), and the system load after cascading 
propagation halts in time-domain simulation studies.

Subsections II-B, II-C, II-D, and II-E provide detailed explanations of 
the converter-dominated power system setup, the definition of cyber- 
physical disturbances, the dynamic modeling of cascading failures in 
converter-dominated power grids, and the identification of affected el
ements (AEs), respectively. These subsections support the proposed 
methodology, which facilitates effective solutions for both infrastruc
ture and operational resilience enhancements against cyber-physical 
cascading failures. This includes the identification of AC lines for DC 
segmentation as a network topology reinforcement and the identifica
tion of boundary lines for controlled islanding as an operational miti
gation strategy, both described in detail in Subsection II-F.

Fig. 1. Proposed holistic framework for resilience enhancement.
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2.1.1. Infrastructure resilience via DC segmentation
In essence, system segmentation is influenced by economic consid

erations, such as HVDC installation costs, and by technical ones, 
particularly improvements in system dynamic performance. It should be 
emphasized, however, that the present study focuses specifically on the 
technical aspects from a dynamic stability assessment perspective, ac
counting for potential improvements achieved through optimal HVDC 
sizing and placement configurations. From a stability standpoint, the 
study assumes that each segment must include at least one synchronous 
generator and one black-start unit (BSU) to ensure adequate frequency 
support, voltage regulation, and system restoration capability. 

Moreover, depending on the size of the grid and the location of gener
ators and BSUs, the segments may differ. Building on the conceptual 
framework introduced earlier, Fig. 3 presents the flowchart of the 
cascading-aware DC segmentation methodology, which divides the 
power grid into two or more segments using VSC-HVDC links for asyn
chronous interconnection. This approach ensures distinct dynamics and 
behaviors for each segment, effectively confining the stress of cascading 
failures within the segment where the initiating events originate.

The methodology begins by defining a contingency set containing N- 
k contingencies of network branches. These contingencies are then 
applied to the system, and a power flow analysis is conducted to 
compute the edge weights of the power network graph, which are sub
sequently used in the spectral clustering technique for system parti
tioning. Each edge weight (wji), as detailed in Subsection II-F, is defined 
as the mean of the absolute values of the active power flowing across the 
transmission line connecting nodes i and j. Next, system partitioning is 
carried out using the constrained spectral clustering technique, ensuring 
that each segment contains at least one conventional power plant with 
blackstart (BS) capability. AC lines at segmentation boundaries are then 
identified, and this process is repeated for all defined contingencies. The 
optimal location for DC segmentation is then determined by identifying 
the lines that most frequently contribute to system partitioning.

2.1.2. Operational resilience via controlled islanding and load reduction
On the other hand, the proposed operational resilience enhancement 

strategy deploys controlled load reduction and controlled islanding, 
depending on the grid size and available BS resources that can support 
the system. Fig. 4 illustrates the flowchart of this operational resilience 
enhancement strategy. Controlled islanding can be implemented if the 
grid size allows for the formation of at least two islands (as determined 
by Eq. (1)) and ensures that each island contains at least one black-start 
unit (BSU), such as a conventional power plant or a VSC-HVDC link 
operating in grid-forming (GFM) mode. This methodology begins with 
defining cyber-physical disturbances (explained in Section II-C). Next, 
dynamic modeling of power grids, incorporating wind turbines (WTs) 
and VSC-HVDC systems, is conducted from a cascading failure 
perspective to capture the interactions and behaviors of protective re
lays and controllers. Then, based on measurement data from 

Fig. 2. Conceptual framework of the hybrid resilience enhancement strategy.

Fig. 3. Flowchart of the proposed method for the power network reinforcement 
(DC segmentation).
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simulations, an anomaly detection technique is applied to distinguish 
between disturbances originating from the cyber layer (cyberattacks) 
and those from the physical layer (technical failures within the power 
grid).

Eq. (1) is presented as a mathematical relation to determine the 
number of islands that can be formed in Segment i when operational 
mitigation against cascading failures, specifically controlled islanding, is 
required. Specifically, the number of islands in Segment i, NIsl

Segi
, estab

lished through controlled partitioning can be calculated using Eq. (1). 
This value depends on the number of available Black-Start Units (NBSU

Segi
) 

and the total number of buses in Segment i (NSegi ). This equation con
strains the islanding problem by ensuring that the network being split is 
sufficiently large, defined as ⌊0.5 •

̅̅̅̅̅̅̅̅̅̅
NSegi

√
⌋, which represents the 

rounded-down value [17], and contains at least one BSU. 

NIsl
Segi

= min(NBSU
Segi

, ⌊0.5 •
̅̅̅̅̅̅̅̅̅̅
NSegi

√
⌋) (1) 

Upon detecting an anomaly, the technique identifies power grid el
ements affected by cyberattacks and mitigates their subsequent 
cascading impacts through operational mitigation strategies, such as 
controlled load reduction or controlled islanding, depending on the grid 
size and available BSUs. These operational mitigation strategies are 
implemented when power grid operating limits, such as line loading and 
voltage magnitudes, are violated. Upon operating limit violations, if the 
grid size and available BSUs allow for at least two islands (Eq. (1)), 
controlled islanding is implemented. Otherwise, controlled load reduc
tion is applied to resolve the violations, thereby alleviating system stress 

and preventing propagation.

2.2. Setup of converter-dominated power systems

The methodology develops models of AC/DC power systems domi
nated by power electronics converters, suitable for time-domain RMS 
simulations. This enables accurate representation of dynamic responses 
at millisecond-level resolution, supporting the analysis of cascading 
failures that typically unfold over seconds to minutes. It further estab
lishes the setup of converter-interfaced technologies in power systems 
with high penetration of renewable energy sources (RES), including 
wind turbines (WTs) modeled as Type-4 (full converters) and HVDC 
links represented as point-to-point bipolar VSC-HVDC connections, 
incorporating both selective Grid-Forming (GFM) and Grid-Following 
(GFL) control strategies. Fig. 5 illustrates the Type-4 WT model, which 
employs a back-to-back power electronics converter that fully decouples 
the generator from the grid, enabling active and reactive power controls 
[18]. The machine-side converter (MSC) regulates generator speed for 
maximum power point tracking (MPPT), while the grid-side converter 
(GSC) controls active power and either AC voltage or reactive power, 
with fault ride-through (FRT) capabilities.

Fig. 6 also illustrates the point-to-point VSC-HVDC link, including 
converters on both ends along with their respective controllers [19,20]. 
For this HVDC architecture, one converter operates in GFL mode, 
regulating the DC link voltage while also controlling either the AC 
voltage or reactive power (Q) at the point of connection (POC). In 
contrast, the other converter can operate in either GFL or GFM mode. In 
GFM mode, the converter supports the voltage and frequency of the AC 
grid at POC.

2.3. Cyber-physical disturbance definition

This work considers both types of resilience events arising from the 
cyber layer and the physical layer. For the grid reinforcement (DC seg
mentation), the study implements a list of full N − 1, N − 2, 1000 
random N − 3, and N − 4 contingencies. For the operational mitigation 
strategy, two random scenarios are selected for detailed analysis: one 
involving cyber disturbances and the other involving physical distur
bances. This work formulates the generation of N − k contingencies as 
physical disturbances (PD) using the Monte Carlo technique, as 
expressed in Eq. (2). 

PD =

{

Om|Om ∈ {0,1}N
,

∑N

i=1

(
1 − Om

i
)
= k, k ≤ k ≤ k

}

, m

= 1, 2,…,M
(2) 

where PD represents the set of M outage scenarios, and Om denotes the 
m-th outage scenario in the Monte Carlo simulation. N represents the 
dimension of L, which corresponds to the total number of network 
branches. This formulation ensures the simultaneous outage of exactly k 

Fig. 4. Flowchart of the proposed method for the operational mitigation stra
tegies (controlled load reduction and controlled islanding).

Fig. 5. Type-4 wind turbine generator and its associated controllers.
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branches in each scenario, where k ranges between k and k (3 and 4, 
respectively, for the network reinforcement in this study). Here, 
Om ∈ {0,1}N indicates that each outage scenario is represented as an 
N-dimensional binary vector, where Om

i = 0 denotes an outage of branch 
i, and Om

i = 1 indicates no outage. M is the total number of Monte Carlo 
simulations, i.e., the number of outage scenarios to be generated.

Fig. 7 conceptually illustrates vulnerable points in CPPS that ad
versaries can target to carry out their planned attacks [13]. These vul
nerabilities may include compromising communication links between 
PMUs and PDC, fabricating, altering, or deleting measurement data, and 
manipulating control signals and protection commands. In this study, 
two types of cyberattacks, i.e., fabricated trip commands and replay 
attacks, are considered, targeting protection relays and measurement 
data, respectively. It is also assumed that network security is compro
mised and breached by adversaries through gaining necessary access to 
launch cyberattacks, due to vulnerabilities within the cyber layer. In the 
attacker model, attack resources limited by the maximum available 
number are considered due to the attack budget [21]. Different scenarios 
can be defined using Eq. (3) by varying the maximum number of con
current attacks (R) [22]. It can also be assumed that a maximum of γ 
generators can be attacked in each scenario. The cyberattack-affected 
elements are defined randomly, as formulated below: 

CD =

{

Oa|Oa ∈ {0,1}N
,

∑N

i=1

(
1 − Oa

i
)
≤ R ,

∑

γ∈Γ

(
1 − Oa

γ

)

≤ γ

}

, a = 1, 2,…,M (3) 

where, CD denotes the cyber disturbance as a random integer vector 
representing cyberattack-affected elements, with values of 0 and 1 
indicating affected and not-affected elements, respectively; Oa is a vec
tor including binary numbers corresponding to all transmission lines, 
transformers, and generators; N represents the dimension of I, which 
corresponds to the total number network elements, comprising all 
transmission lines, transformers, and generators, while Γ represents a set 
of all generators; R refers to the maximum number of concurrent attacks.

2.4. Dynamic modelling of cascading failures in converter-dominated 
power grids

Dynamic modeling of cascading failures is essential for modern 
power systems integrating emerging converter-interfaced technologies, 
such as HVDC links and renewable energy sources. This requires 
leveraging time-domain RMS simulations to capture transients in system 
voltage and frequency responses during and after disturbances [23]. The 
choice of RMS simulation in such studies is typically motivated by its 
ability to provide an optimal balance between computational efficiency 
and the level of detail needed to assess system-wide dynamic behavior 
and resilience under a range of high-impact, low-probability (HILP) 
events [24]. While EMT simulations capture finer device-level transients 
on microsecond to millisecond timescales, RMS simulations with 
millisecond-level resolution are more suitable for analyzing cascading 
failures that typically unfold over seconds to minutes. They offer suffi
cient temporal resolution to capture the relevant dynamics while 
maintaining computational efficiency for large-scale systems and 
extensive scenario analyses [25]. Time-domain RMS studies account for 
the nonlinear behavior of system components, including synchronous 
machines, inverter-based resources (IBRs), their controllers, and pro
tection systems. By simulating voltage and frequency responses over 
time, these studies help identify critical and vulnerable components and 
areas of the grid, such as generators and transmission corridors with 
frequent contributions to cascades, relay operations, and load shed
ding—factors that can intensify cascading failures, ultimately leading to 
system-wide instability and collapse. The modeling in this work ac
counts for both GFL and GFM control schemes of HVDC links, WT power 
control modes, and other controllers for conventional power plants, such 
as the automatic voltage regulator (AVR) and governor. The protective 
relays modeled in this dynamic cascading failure study include line 

Fig. 6. Point-to-point VSC-HVDC link and its associated controllers.

Fig. 7. Vulnerable points to launch cyberattacks on a conceptually represented 
typical CPPS.
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overload protection, over/under-voltage and frequency protective re
lays, such as underfrequency and undervoltage load shedding relays, as 
well as over/under-voltage and frequency generator tripping relays 
[26]. In this work, the entire model, including protective relays and 
controllers associated with devices such as WTs and VSC-HVDC links, is 
simulated using built-in DSL and composite models from the DIgSILENT 
PowerFactory software library.

2.5. Identification of affected elements (AE)

As the proposed methodology is designed for near-real-time appli
cations, the computational burden of the anomaly detection method 
needs to be low. To this end, the overall methodology employs the 
Pearson correlation as a data-driven online detection comparison metric 
for cyberattacks. It is used to measure the strength and direction of a 
linear relationship between two variables. This anomaly detection (AD) 
method is nearly instantaneous and effectively locates affected elements 
by calculating correlations of data within a moving window of PMU 
measurements [27]. Given that attack resources are limited and only a 
few elements can be targeted [21], detection of anomalies caused by 
cyberattacks, including fabricated trip commands and replay attacks, 
can be achieved by tracing correlations in measurement data. The 
method distinguishes between data packets originating from an actual 
fault or disturbance and those fabricated or altered by attackers. As a 
consequence of the cyberattack, a sudden drop in the correlation value 
between two successive instants is detected. This drop reflects a low or 
poor correlation, indicating a loss of a common trend and unison in the 
system’s response at respective measurement points [27]. If the corre
lation value of a specific measurement compared to that of other 
neighboring measurements exhibits a distinctive trend, the corre
sponding element is identified as being attacked. The pseudocodes 
presented in Algorithm 1 outline the process of identifying affected el
ements due to cyberattacks. It is worth mentioning that the present 
studies do not consider security measures in the cyber layer of CPPS. 

Algorithm 1. Identification of Affected Elements (AE)  

2.6. Spectral clustering-based system partitioning

The spectral clustering-based technique is employed for both DC 
segmentation (Section II-A-1), which strengthens network topology 
using HVDC links, and controlled islanding as an operational mitigation 
strategy (Section II-A-2). The technique performs a graph cut on an 
undirected edge-weighted graph representation of the power grid. The 
edge weight of a power network graph (wji), as formulated in Eq. (4)
[28], is calculated as the mean of the absolute values of the active power 
across the transmission line connecting nodes i and j. This serves as a 
dynamic weighting that captures the effects of ongoing changes in actual 
operating conditions on power flow. 

wij = wji = (
⃒
⃒Pij
⃒
⃒+
⃒
⃒Pji
⃒
⃒)
/
2 (4) 

Since the objective of system splitting is to confine cascading prop
agation within a limited area where the initiating events occur, the 
objective function aims to identify AC transmission lines for splitting 
while minimizing subsequent power flow disruption. This is achieved by 
minimizing the summation of the absolute values of the active power 
flow across the splitting boundary branches, as expressed in (5). 

min

(
∑

i,j ∈S B

( ⃒
⃒Pij

⃒
⃒+
⃒
⃒Pji

⃒
⃒
)/

2

)

(5) 

Subject to 

CL = {(i, j) | i, j ∈ BBSU } (6) 

ML = {(i, j) | i, j ∈ [BHVDC,BAE] } (7) 

where S B is the set of buses at both ends of the splitting boundary 
branches. BBSU represents the set of buses at BSUs.

In this work, the spectral clustering formulation is refined and 
enhanced for application in DC segmentation and controlled islanding 
by introducing two types of pairwise constraints: Must Link (ML) and 
Cannot Link (CL) [29]. An ML constraint between two vertices ensures 
that these vertices will belong to the same cluster, while a CL constraint 
guarantees that the vertices will be assigned to different clusters. In the 
following subsections, Subsections II-F-1 and II-F-2, these enhancements 
are detailed for both applications.

2.6.1. Identification of AC lines for DC segmentation as network topology 
reinforcement

According to the flowchart in Fig. 3, the set of AC lines that 
frequently contribute to system partitioning is identified after applying a 
list of contingencies generated by Eq. (2), as described in Section II-C. 
These AC lines are then replaced with VSC-HVDC links, effectively 
DC-segmenting the grid. This results in asynchronous interconnections 
between segments and dynamically isolates the behavior and response 
of system segments, preventing a complete blackout by confining the 
impacts of cascading failures to the segment where the initiating events 
occur. The constraints of spectral clustering, specifically the CL 

constraint, for DC segmentation ensure that each individual segment has 
at least one BSU, typically provided by synchronous generators. This 
facilitates system restoration in the event of blackouts, thereby 
enhancing resilience in system recovery. The number and location of 
BSUs are determined by system operators or planners, based on the 
number of segments that need to be formed. Therefore, the spectral 
clustering-based DC segmentation is constrained by CL, as shown in Eq. 
(6). In this case, for DC segmentation, S B in Eq. (5) represents the set of 
buses at both ends of the splitting boundary branches while accounting 
for the entire system. Moreover, the ML constraint can be null and is 
therefore excluded in this case.

Considering that other AC transmission lines remain unchanged, 
particularly those connected to HVDC POCs, the rated capacity of HVDC 
interconnectors, in MVA, is then formulated as follows: 
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BPOC1
i and BPOC2

i represent the ending buses or the points of connec
tion for the i-th HVDC link. LBPOC1

i 
and LBPOC2

i 
represent the sets of AC lines 

connected to the i-th HVDC POCs at BPOC1
i and BPOC2

i , respectively. 
MVARated

HVDCi 
denotes the rated capacity of the i-th HVDC link, calculated as 

the minimum of the summation of the rated capacities of other AC lines, 
MVARated

Ll
, connected to its POCs.

According to Eq. (8) and as illustrated in Fig. 8, when an AC line is 
replaced with an HVDC interconnector for DC segmentation, the ca
pacity of HVDC links is determined based on the capacity of other lines 
connected to their POCs. This is because, if no changes apply to other 
parts of the system topology, including AC lines, the new hybrid AC/DC 
grid architecture—such as DC-segmented grids—must not degrade sys
tem performance, particularly by overloading other AC transmission 
lines.

2.6.2. Identification of boundary lines for controlled islanding as an 
operational mitigative action

According to the methodology presented in Section II-A, the spectral 
clustering-based controlled islanding is implemented as an operational 
mitigation strategy to further absorb cascading impacts from cyber- 
physical events, generated using Eq. (3). To this end, the constrained 
spectral clustering is applied in the segment where initiating events 
occur, provided that Eq. (1), which relates to the number of islands 
based on the number of buses and BSUs, results in a value greater than 1. 
Otherwise, controlled load reduction is implemented to relieve stress, 
such as line overloading, and to prevent cascading propagation. The 
constraints in the controlled islanding problem, specifically CL, 
encompass units and GFM-VSC-HVDCs that provide BS capability. This 
ensures that BS services are assigned to all islands, facilitating the 
restoration process for islands that may experience generation outages 
and blackouts. In this case, for controlled islanding, S B in Eq. (5)
comprises buses at both ends of the splitting boundary branches while 
considering only the segment where controlled islanding is required. 
Additionally, the ML constraint includes buses at both ends of HVDC 
interconnectors (BHVDC) to ensure that HVDC links remain connected 
during controlled islanding. It also includes buses at both ends of 
affected elements (BAE), specifically branches, to prevent those branches 
impacted by a replay attack from opening or becoming boundary ele
ments, ensuring they remain enclosed within an island, as formulated in 

Eq. (7). This is because power system operators cannot rely on mea
surement data following events that raise suspicions of cyberattacks. 
Instead, they can initiate mitigation strategies, such as controlled 
islanding around the affected elements. This helps prevent system 
collapse due to the spread of a severe cascading blackout while enabling 
direct communication between the control center and power plants or 
substations.

3. Results and discussion

3.1. System setup and scenario definition

The test system used in this study to demonstrate the effectiveness of 
the proposed methodology is the IEEE 39-bus system with a peak de
mand of 6195 MW. WTs, modeled as Type 4 (full-converter), account for 
60 % of the total system generation and are located at Buses 30, 31, 36, 
37, and 38. Considering wind turbines (WTs) as renewable energy 
sources in this study is due to their prominence among the most sig
nificant power electronics–interfaced technologies in modern large- 
scale grids. This choice is further motivated by real-world relevance in 
the GB and EU interconnected power systems, particularly in the North 
Continental countries, wind generation accounts for a substantial share 
of renewable energy integration and provides a practical case for illus
trating the proposed methodology [30]. Moreover, HVDC links are 
modeled using point-to-point bipolar DC topologies, incorporating both 
selective GFL- and GFM-VSC functionalities. These links provide power 
control, voltage and frequency support, as well as black-start capabilities 
for DC-segmented grids with high WT penetration. Two synchronous 
generators, located at Bus 32 and Bus 39, are assumed to be black-start 
units (BSUs), in addition to VSC-HVDCs operating in GFM control mode, 
which also provide black-start capabilities. This setup enables system 
restoration during blackouts, thereby enhancing system resilience in 
terms of recovery and restoration. Converters of HVDC links connected 
to a segment of the grid with higher penetration of WTs are operated in 
GFM control mode to provide additional voltage and frequency support. 
However, the control scheme can be adjusted to provide BS services for 
parts of the system without any BSUs experiencing a blackout. The 
simulation of protective relays and controllers associated with devices in 
the test system, including WTs and VSC-HVDC links with GFL or GFM 
control functionality, is performed using built-in DSL and composite 
models from the DIgSILENT PowerFactory software library. Notably, 
Tables A1 and A2 in the Appendix present the control parameters for the 
HVDC systems and Type-4 WTs, respectively.

In this study, the peak load condition is used as the operating point, 
which subjects the system to a stressed state, particularly under con
tingencies. Furthermore, by incorporating multiple outage scenarios (e. 
g., transmission line outages under peak load), the analysis inherently 
accounts for a wide range of certain topological variations in system 
segmentation, including N − 1, N − 2, random N − 3, and N − 4 con
tingencies. For the network reinforcement strategy, the study applies a 
list of full N-1, N-2, 1000 random N-3, and N-4 contingencies of lines 
using Eq. (2), with k and k set to 3 and 4, respectively. For the opera
tional mitigation strategy, the paper then conducts scenario-based 
studies to analyze the detailed dynamic responses of system voltage 
and frequency throughout the various stages of cascading failures—from 
initiation and propagation to eventual stabilization when the cascade 
halts. Two scenarios are defined and analyzed in this study to assess the 
cyber-physical resilience of the test power system: one involving con
current technical failures and the other accounting for a cyberattack. 
The first scenario is generated using Eq. (2), with random selection 
emphasizing spatially correlated events resulting from critical compo
nent failures or weather-related disturbances. The second scenario, a 
cyberattack, is generated using Eq. (3) with R = 3, targeting multiple 
elements in the system. These disturbances are applied to the test system 
at 2 s of the simulation. The scenarios are detailed as follows: 

Fig. 8. Typical illustration of an AC line replacement with an HVDC inter
connector for the implementation of DC segmentation.
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• Scenario 1 (Sc1): WT7 at Bus 36, generating 728 MW, along with 
Line 1–39 and Line 4–5, carrying 448.3 MW and 175.7 MW, 
respectively, are tripped, representing concurrent component fail
ures in the physical layer, i.e., the power grid.

• Scenario 2 (Sc2): Line 6–11 and Transformer 6–31 are subjected to 
trip command attacks. Simultaneously, a replay attack is launched at 
Bus 6 to manipulate measurement data.

3.2. Affected elements’ identification

As described in Section II-A-2, the elements affected by a cyberattack 
are first identified before the operational mitigation strategy is imple
mented. This identification involves calculating the correlation between 
time-series voltage signals within a moving window. Subsequently, the 
identified affected elements, which show distinct correlation trends 
compared to neighboring buses, are considered for the controlled 
islanding problem if a cascade is triggered. This effectively surrounds 
the identified affected elements with an islanded area, providing an 
opportunity for improved situational awareness of the power grid. This 
is essential as the system operator cannot rely on the measurement data 
and availability status of the targeted element. Therefore, by containing 
them within a limited area—either through DC segmentation or 
controlled operational strategies—the potential impacts of cascading 
failures are mitigated, providing more time for the implementation of 
appropriate security countermeasures.

Fig. 9 depicts the time-series bus voltages of the IEEE 39-bus system 
under line outage disturbances at 2 s of simulation. It compares the bus 
voltage measurements under a disturbance, shown in Fig. 9-(a), with the 
data manipulated by a replay attack on Bus 6, as illustrated in Fig. 9-(b). 
Fig. 10 shows how a distinctive trend in correlations can be identified by 
comparing the measurements during a disturbance, depicted in Fig. 10- 
(a), with the manipulated data, shown in Fig. 10-(b). As observed in 
Figs. 9-(a) and 10-(a), following a disturbance, all measurement data in 
the case of disturbance occurrence exhibit changes, and the corre
sponding correlations for neighboring buses follow nearly identical 
trends. This indicates that any bus losing correlations with other 
neighboring buses and exhibiting a distinctive trend, as illustrated in 
Fig. 10-(b), is identified as being anomalous. Similarly, in the case of 
fabricated trip commands, if no transients are detected from grid mea
surements but an element is tripped, it signifies an anomaly.

In this study, 100 test scenarios are used to evaluate the anomaly 
detection algorithm, consisting of 10 scenarios with anomalies and 90 
scenarios without anomalies. The test results reveal that 11 scenarios are 
positive, with 9 scenarios classified as true positives (TP) and 2 as false 
positives (FP). Additionally, 89 scenarios are negative, with 88 scenarios 
classified as true negatives (TN) and 1 as false negative (FN). The 
evaluation metrics are then calculated as follows: TPR is 90 %, FPR is 

2.2 %, TNR is 97.8 %, and FNR is 10 %. These values indicate the 
satisfactory performance of the algorithm, as the high TPR and TNR 
values, along with the low FPR and FNR values, demonstrate its 
effectiveness.

3.3. DC segmentation of the test system

According to the approach detailed in Section II-A and Section II-F-1, 
the complete set of N-1 and N-2 contingencies, along with 1000 random 
N-3 and N-4 contingencies of network branches generated using Monte 
Carlo simulations, are applied to the test system. Following this, system 
partitioning is performed for each individual contingency using the 
constrained spectral clustering technique, and the process is extended to 
all contingencies. The lines that most frequently contribute to the system 
partitioning as boundary lines are then identified. Fig. 11 presents the 
results of this analysis, identifying Line 3–4, Line 9–39, and Line 16–17 
as the lines that most frequently contribute to the system partitioning. 
These lines are subsequently replaced with VSC-HVDC links, providing 
asynchronous interconnection between the two segments of the test 
system, thereby enabling distinct voltage and frequency response for 
segments. As shown in Fig. 11, other transmission lines also contribute 
to system segmentation under various stressed topological conditions. 
However, these lines have a less frequent contribution and are therefore 
not selected. Consequently, as mentioned earlier, Lines 3–4, 9–39, and 
16–17 are chosen. It is worth noting that during the DC segmentation 
process, while identifying boundary lines and segments, the method 
ensures that each segment contains at least one synchronous generator 
(from Bus 32 and Bus 39) providing black-start (BS) capability. This is in 
addition to the BS capability provided by VSC-HVDC links operating in 
the GFM control Mode. Fig. 12 visualizes the results of the DC- 
segmented test system, where Lines 3–4, 9–39, and 16–17 are 
replaced with three point-to-point VSC-HVDC interconnectors, thereby 

Fig. 9. Comparing the manipulated measurement data for bus voltages with 
the actual data.

Fig. 10. Comparing the correlations between each pair of voltages for Bus 6 
that are under replay attack with those of its neighboring buses.

Fig. 11. Candidate AC boundary lines for DC-based segmentation.
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ensuring that each segment contains at least one BSU. The rated capacity 
of the HVDC links interconnecting Buses 9–39, 3–4, and 16–17, as 
described in Eq. (8), is 900 MVA, 500 MVA, and 600 MVA, respectively.

3.4. Case study applications

The study begins with Scenario 1, providing a detailed analysis of 
how cascading failures initiate and propagate across the system, fol
lowed by their mitigation through DC segmentation and the imple
mentation of operational strategies. Scenario 2 is then examined in a 
similar manner, with both scenarios aiming to demonstrate how the 
system’s resilience is enhanced in response to cyber-physical events.

3.4.1. Scenario 1
This scenario, Sc1, is analyzed in detail under three different cases: 

(i) without a reinforcement strategy, (ii) with a reinforcement strategy 
through DC segmentation, and (iii) with both reinforcement and oper
ational mitigation strategies, as comprehensively described below. 

• Without Reinforcement Strategy:

The test system is analyzed without the reinforcement strategy under 
Scenario 1. Figs. 13–16 illustrate the system’s response to the distur
bances in Scenario 1, capturing the dynamics of frequency, voltage, line 
loading, and total load, respectively, throughout the cascade initiation 
and propagation phases. After the occurrence of the initiating events at 

Fig. 12. IEEE 39-bus system after DC-segmentation.

Fig. 13. Frequency response of all buses under Scenario 1 without the rein
forcement strategy.

Fig. 14. Voltage profiles under Scenario 1 without the reinforcement strategy.

Fig. 15. Line loading under Scenario 1 without the reinforcement strategy.

Fig. 16. System load under Scenario 1 without the reinforcement strategy.

Fig. 17. Visualization of cascading propagation across the test system for 
Scenario 1 without the reinforcement strategy.
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2 s, Line 2–3 becomes overloaded, triggering its overcurrent relay to trip 
at 26.4 s (see Fig. 15). This event escalates cascading failures, further 
aggravated by significant frequency and voltage deviations. During the 
transient period from 27.2 to 27.75 s, 1671 MW of load is shed across 
the system by protective relays for system stabilization. Subsequently, 
WTs at Buses 30, 37, and 38 are disconnected by their undervoltage 
relays at 28.8 s (see Fig. 14). At 43.9 s, Line 17–27 trips due to over
loading, leading to system isolation and a partial blackout, while the 
remaining system stabilizes. As shown in Fig. 16, the total system load 
remains at 3869 MW, with 2326 MW of load shedding. Fig. 17 depicts 
the impacts of cascading propagation on the test system, illustrating 
both the initiating events and the resulting cascading failures. The 
portion of the system affected by the blackout is also highlighted in gray. 

• With Reinforcement Strategy Only (Without Operational Mitigation 
Strategies):

For this part of the study, the test system is similarly analyzed under 
Scenario 1, with the transmission network reinforced through DC seg
mentation, as performed in Section III-C, to demonstrate how the resil
ience of the DC-segmented grid can be enhanced. Figs. 18–22 illustrate 
the response of the DC-segmented system to the disturbances in Scenario 
1. Following the initiating events at 2 s, Line 2–3 becomes overloaded, 
causing its overcurrent relay to operate at 21.8 s (see Fig. 20). The 
converters of two HVDC links at Bus 17 and Bus 3 are tripped by their DC 
link protective relays at 21.85 s, causing them to fail in providing 
voltage and frequency support at their points of connection (POC). 
Fig. 21 shows the HVDCs’ power flow at both-end buses. As shown in 
Fig. 21, the only HVDC link that remains connected at both end buses is 
the one between Bus 9 and Bus 39, continuously providing voltage and 
frequency support throughout the entire cascading failure process. This 
is then followed by the outage of WTs at Buses 30, 37, and 38 due to the 
operation of their undervoltage relays at 22 s (see Figs. 18 and 19). 
Immediately after the outages of these WTs, the loads in Segment 1 at 
Buses 1, 3, 18, 25, 26, 27, 28, and 29 are shed. Fig. 22 illustrates the total 
system load along with the individual segment loads. As shown, a total 
load shedding of 1731 MW occurs in Segment 1, while no load shedding 
is implemented in Segment 2. This is primarily due to the higher 
robustness of Segment 2, which contains four synchronous generators 
and two WTs, whereas Segment 1 has only one synchronous generator 
and three WTs.

Fig. 23 shows the impacts of cascading failures on each segment, 
illustrating the initiating events and the subsequent cascading failures. 
As highlighted in this figure, the only segment affected by cascading 
failures is Segment 1. Comparing the voltage and frequency responses of 
the two segments, the VSC-HVDC links in asynchronous interconnection 
result in distinct behavior of the segments. While Segment 1 experiences 
a blackout, highlighted in gray, Segment 2 remains unaffected, 
demonstrating the effectiveness of the interconnection in containing the 
cascading failures. • With both reinforcement and operational mitigation strategies:

This analysis complements the previous one, i.e., "With Reinforce
ment Strategy Only (Without Operational Mitigation Strategies)", where 
controlled load reduction is implemented to alleviate AC line over
loading, thus preventing the further spread of cascading failures to other 
parts of the system. To this end, in order to alleviate the overloading of 
Line 2–3, the loads at Bus 3 and Bus 4 are reduced in a controlled 
manner, resulting in a total reduction of 461 MW. Figs. 24–28 illustrate 
the response of the DC-segmented system to the disturbances in Scenario 
1, with the implementation of the operational mitigation strategy, spe
cifically controlled load shedding. As a result of the operational miti
gation strategy, the impact of cascading failures is significantly reduced, 
with both segments remaining stabilized (see Figs. 24 and 25), and the 
HVDC links staying connected (see Fig. 27). Fig. 26 also shows how the 
loading of Line 2–3 is reduced, while all other lines operate within their 
rated capacity. Fig. 28 shows the total system load and also compares the 

Fig. 18. Frequency response of all buses under Scenario 1 with the reinforce
ment strategy, specifically DC segmentation.

Fig. 19. Voltage profiles under Scenario 1 with the reinforcement strategy.

Fig. 20. Line loading under Scenario 1 with the reinforcement strategy.

Fig. 21. HVDCs’ power flow under Scenario 1 with the reinforcement strategy.
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load of both segments.
Moreover, Fig. 29 provides a comparison of system load amongst 

different cases, highlighting the influence of reinforcement and opera
tional mitigation strategies under Scenario 1. As shown, DC segmenta
tion improves overall system performance by reducing the lost load by 

595.1 MW (9.6 %), from 3869.2 to 4464.3 MW. On the other hand, with 
the implementation of controlled load reduction in addition to DC seg
mentation, the total lost load is further reduced by 1864.5 MW (30 %), 
from 3869.2 to 5733.7 MW. This implies that the impact of cascading 
failures is confined to a limited area through the implementation of DC 
segmentation, and can be further mitigated by controlled load reduc
tion, which helps alleviate line overloading and stabilize the system.

3.4.2. Scenario 2
For this scenario, the same analysis as in Scenario 1 is conducted. The 

initiating events involve the outage of Line 6–11 and Transformer 6–31 
at 2 s due to cyberattacks targeting Bus 6. However, the mitigation 
strategy here is based on controlled islanding rather than controlled load 
reduction, as the size of the grid where the initiating events originate, i. 

Fig. 22. System load under Scenario 1 with the reinforcement strategy.

Fig. 23. IEEE 39-bus system after DC-segmentation under Scenario 1.

Fig. 24. Frequency response of all buses under Scenario 1 with both rein
forcement and operational mitigation strategies.

Fig. 25. Voltage profiles under Scenario 1 with both reinforcement and oper
ational mitigation strategies.

Fig. 26. Line loading under Scenario 1 with both reinforcement and opera
tional mitigation strategies.

Fig. 27. HVDCs’ power flow under Scenario 1 with both reinforcement and 
operational mitigation strategies.
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e., Segment 2, makes the islanding strategy feasible to implement. 
Fig. 30 shows the system load under Scenario 2 with and without rein
forcement and operational mitigation strategies. The system load 
without reinforcement and operational mitigation strategies is zero, 
indicating a complete and system-wide blackout. In contrast, after 
implementing DC segmentation as a reinforcement strategy, the system 
load reaches 2160.5 MW—a 35 % improvement—following the cessa
tion of cascading failures and system stabilization. On the other hand, 
when an operational strategy, specifically controlled islanding (CI), is 
implemented, it further enhances the process of cascade containment 
and absorption, resulting in the system load reaching 5444.7 MW—an 

88 % improvement.
It is worth noting that in this scenario, Scenario 2, the cascade ini

tiates in Segment 2 and spreads to other parts of the system in the 
absence of reinforcement and operational mitigation strategies. To 
prevent cascading propagation, Segment 2 is divided into two islands by 
opening Line 14–15 as the boundary line, effectively confining the 
initiating events within a limited area. Additionally, a controlled load 

Fig. 28. System load under Scenario 1 with both reinforcement and operational 
mitigation strategies.

Fig. 29. Comparison of system load under Scenario 1, with and without rein
forcement and mitigation strategies.

Fig. 30. Comparison of system load under Scenario 2, with and without rein
forcement and mitigation strategies.

Fig. 31. IEEE 39-bus system after DC segmentation and implementing 
controlled islanding under Scenario 2.

Table 1 
Summary of the results.

Scenario ID Sc1 Sc2

System’s served load in 
MW 
[Improvements in 
%]

Without DC Segmentation 3869.2 0
With DC Segmentation but without 
operational mitigation

4464.3 
[9.6]

2160.5 
[34.9]

With both DC Segmentation and 
operational mitigation

5733.7 
[30.0] 

5444.7 
[87.9]

Fig. 32. The IEEE-118 bus system with HVDC links and boundary lines 
highlighted.
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reduction of 750.3 MW from Buses 4, 7, 8, and 9 is implemented in 
Islanded Area 1 to alleviate line overloading and stabilize the island by 
maintaining a balance between load and generation. Fig. 31 illustrates 
how the operational mitigation strategy, controlled islanding in this 
case, is implemented to halt the spread of cascading failures. This 
operational strategy complements the absorption of cascading impacts 
in relation to the reinforcement strategy (i.e., DC segmentation) and 
significantly enhances cascade mitigation, thereby improving overall 
system resilience.

Table 1 presents a comparative summary of the results for the sce
narios and case studies already analyzed, highlighting the effectiveness 
of the proposed resilience enhancement strategy, which improves the 
system’s served load by up to 88 %.

Furthermore, the study is extended by applying the proposed resil
ience enhancement strategy to the IEEE 118-bus test system, which 
operates at a peak load of 3668 MW, thereby enabling an assessment of 
its applicability and effectiveness in a larger and more complex network. 
Fig. 32 illustrates the results, where the initiating events—line outages 
at 5–11, 26–30, and 27–32—are highlighted in red. The placement of 
HVDC links between bus pairs 23–24, 47–69, 49–69, and 65–68, high
lighted in green, partitions the system into two DC-segmented areas. In 
addition, the boundary for controlled islanding in Segment 1, estab
lished by opening lines 15–33, 19–34, and 30–38, is highlighted in or
ange. Fig. 33 shows the time-domain simulation results for resilience 
quantification, expressed in terms of the total supplied system load 
(MW). The figure compares the cascading failure impacts in the IEEE 
118-bus system under three cases: (i) without DC segmentation and 
intentional controlled islanding (ICI), (ii) with DC segmentation only, 
and (iii) with both DC segmentation and ICI implemented. The corre
sponding supplied load values are 0 MW, 3392.8 MW, and 3577.2 MW, 
respectively, demonstrating up to a 97.5 % improvement when both DC 
segmentation and ICI are implemented.

4. Conclusion

The paper introduces a novel resilience-oriented methodology to 

enhance power grid resilience against cascading failures induced by 
cyber-physical events, such as fabricated protection trip commands, 
measurement replay attacks, and other technical disturbances in the 
power grid. The methodology integrates power network topology rein
forcement and operational mitigation strategies to reduce the risk of 
widespread cascading outages in converter-dominated power grids with 
high penetration of wind generation. It leverages dynamic cascading 
failure modeling to fully capture cascade mechanisms involving system 
controllers and protective relays, particularly those related to converter- 
interfaced technologies like wind generation and HVDC links. The 
methodology also employs a cyber-anomaly detection technique to 
identify cyberattacks and affected elements while also distinguishing 
cyber-based disturbances from the power grid’s technical disturbances. 
The studies are conducted for different scenarios and case studies 
leading to distinct cascading impacts, comparing the effects of power 
network topology reinforcement (DC segmentation) and operational 
mitigation strategies (controlled load reduction or controlled islanding). 
The results demonstrate that the proposed method improves the served 
demand by up to 88 % and 97 % for the IEEE 39-bus and 118-bus test 
systems, respectively, highlighting its effectiveness in mitigating 
cascading impacts and enhancing overall system resilience. Notably, 
future work will extend this study by considering a broader generation 
mix, including photovoltaic (PV) sources, to further enhance the appli
cability of the proposed methodology. In addition, the integration of a 
hybrid RMS–EMT co-simulation framework into cascading failure 
modeling and analysis for AC/DC power grids, enabling efficient device- 
level to system-level investigations of transient phenomena on micro
second timescales in large IBR-dominated grids, will also be explored.
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Appendix

Tables A1 and A2 provide the control parameters for the HVDC systems and Type-4 WTs, respectively [31,32].

Fig. 33. Quantification and comparison of cascading impacts in the IEEE 118- 
bus system, with and without the proposed resilience enhancement strategy.
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Table A1 
HVDC control parameters

Parameter Value

AC voltage reference (V0) 1.01 p.u.
AC voltage droop gain (Kv) 5 % p.u.
DC voltage reference (Vdc0) 1 p.u.
DC volage droop gain (Kdc) 2 % p.u.
Frequency droop gain (Kf) 5 % HZ/p.u.
Frequency reference (fn) 60 Hz

Table A2 
WT Type-4 control parameters

Parameter Value

Maximum active current ramp rate (dipmax) 1.5 Ibase/s
Voltage scaling factor for FRT current (Kqv) 2.0 Ib/Ub
Voltage dip threshold for P control (Updip) 0.85 pu
Voltage threshold for UVRT detection in Q control (Uqdip) 0.9 pu
Voltage threshold for OVRT detection in Q control (Ugrise) 1.1 pu
Over-voltage protection trip threshold (Uover) 1.4 pu
Under-voltage protection trip threshold (Uunder) 0.8 pu
Over-frequency protection trip threshold (fover) 1.04 pu
Under-frequency protection trip threshold (funder) 0.94 pu

Data availability

Data will be made available on request.
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