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Domino effects triggered by fire are responsible for most of the cascading accidents which occurred in the
chemical and process industry. Their occurrence is highly dependent on the performance of fire protection
barriers, as well as on the primary fire scenario. Active and passive safety barriers are largely used to prevent or
mitigate domino effects. However, a blinkered allocation approach of safety measures based on a subjective
strategy, which does not consider cascading effects possibly triggered by an accident, can lead to a deployment of
a safety plan that is not effective in effectively mitigating the consequences of a domino accident. In the present
study, an innovative methodology supporting and optimizing the decision-making process for fire prevention in a
chemical site has been developed. The methodology provides an optimal allocation of safety measures, aimed at
preventing and mitigating fire escalation under budget constraints. A Cost-Effectiveness Analysis with an opti-
mization algorithm is used to allocate a limited budget in terms of fire safety barriers. A novel tool, named Cost
Variable Decision Tree, has been developed to support fire prevention investment decisions. The methodology is
able to assess the economics of safety plan implementation, considering both the costs of safety measures and the
hypothetical benefits deriving from avoided accidents. An illustrative case-study was carried out, confirming that
the proposed methodology can effectively support the decision-making process addressing safety barriers
allocation.

domino effects occurred between 1961 and 2010 involved fire scenarios
as the primary event [1,7,8]. In these accidents, the escalation vector
triggering domino effect is usually heat radiation, and the secondary
targets affected are mostly atmospheric and pressurized storage tanks.
Notably, severe domino accidents may be triggered when the thermal
radiation impact on several target units, leading to high-level domino

1. Introduction

Domino effects in the chemical and process industries have received
growing attention in the scientific and technical literature, due to the

growing public concern caused by such High-Impact Low Probability
accident scenarios (HILP) [1]. Also, the increasing complexity and in-
terdependencies in chemical industrial plant cause the storage and
transport infrastructure, such as storage tanks and pipework, even more
vulnerable to domino effects [2,3]. Due to the potentially catastrophic
consequences of escalation scenarios, a specific assessment of domino
effect is required by several technical standards and regulations, as the
European Seveso-III Directive [4].

Every year, industrial fire accidents resulting in domino effects cause
massive asset damage resulting in billions of Euros of economic losses
[5,6]. Actually, more than half of the industrial accidents resulting in
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accidents [9]. A peculiar aspect of domino effects triggered by fire is that
escalation is usually delayed with respect to the initiating event [1,10].
Actually, a time interval, ranging from few minutes to several hours,
usually exist before the temperature of the shell becomes critical for the
structural integrity. Also, during this period, the rising temperature of
the fluid may lead to the increase of the internal pressure of the tank,
contributing to compromising its structural integrity [11,12]. This time
lap, lasting since the start of the primary fire until the failure of the
target equipment leading to a loss of containment, is generally termed
“time to failure” (¢tf) [1,13,14].
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Nomenclature

Cpupcer Budget constraint

CER; Cost-effectiveness ratio associated to the implementation
of the i-th safety measure

C; cost of the i-th safety measure

Cror Total cost of the safety plan

AE Percent decrease of the overall escalation factor

E Overall escalation factor

Eo Overall escalation factor of the baseline scenario

Enew,i Overall escalation factor updated considering the

implementation of the i-th safety measure
fesc,i Escalation frequency of the i-th primary fire with respect to
the t-th target equipment

f Esc,i Overall escalation frequency of the i-th primary fire with
respect to the t-th target equipment

froc,i Frequency of the LOC causing the i-th primary fire

for,i Frequency of the i-th primary fire

g Gravitational acceleration

n Safety barrier effectiveness

PFD Probability of failure on demand of a safety barrier

P4 Death probability of a domino accident

Pg; Death probability of the contemporary scenario i-th in a
domino accident

Pig i Ignition probability of the i-th primary fire

P; Probability of the j-th combination of events

Pj; Probability of the i-th event in the j-th combination

P}; Probability of the j-th secondary with respect to the i-th
primary and the t-th target equipment

Plsci Escalation probability of the i-th primary fire with respect

to the t-th target equipment

Pese, i Escalation probability of the i-th primary fire
RU Relative humidity

Tamb Ambient temperature

tem Time for the effective mitigation

ttf Time to failure

Pair Air density

Acronyms

BS Baseline Scenario

CBA Cost-Benefit Analysis
CEA Cost-Effectiveness Analysis

CEAO  Cost-Effectiveness Analysis & Optimization
CVDTA Cost Variable Decision Tree Analysis
CVDT  Cost Variable Decision Tree

ETA Event Tree Analysis

FE Fire Escalation

FEA Fire Escalation Analysis

FC Fireproofing Coating

HILP High-Impact Low Probability

LOC Loss of Containment

LPG Liquified Propane Gas

LSF Large Scale Fire

MIMAH Major Accident Hazards

NES No Escalation Scenario

QRA Quantitative Risk Analysis

Sp Safety Plan

VSL Value of Statistic Life

WDS Water Deluge System

WSS Water Sprinkler System

In case an inherent safety design is not possible, safety barriers may
be used to mitigate the consequences and protect secondary targets,
avoiding domino effect [15-17]. According to the classification of pro-
tection layers proposed by CCPS [18,19], safety barriers may be divided
in three different categories: (i) active protection systems; (ii) passive
protection systems; (iii) procedural and emergency measures. Safety
barriers have a key role in the prevention of fire escalation. Indeed, they
can prevent or delay the failure of the target equipment for a time suf-
ficient for emergency response, aimed at the mitigation or suppression
of the primary fire. The time needed to deploy emergency response by
internal and/or external teams [20] clearly depends on their level of
preparedness and it is typically estimated based on the time to detect the
hazard and alert emergency teams, to initiate pre-planned fire
containment or mitigation actions, and to implement effective external
intervention [21]. In general, if the total emergency response time,
referred to as the "time for effective mitigation" (tem), is shorter than the
time to failure (ttf) of the target equipment, fire escalation can be pre-
vented [1].

A method for quantifying the performance of safety barriers was
proposed by Landucci et al. [22]. The approach may also be used to
support the allocation of safety barriers based on cost and on perfor-
mance criteria. Actually, the possibility of developing a
performance-based methodology for safety barriers allocation (e.g.,
[23-26]) may allow avoiding the use of simplistic rules of thumb, which
often lead to a subjective and uncertain decision-making process [27].
However, in industrial practice, budget constrains also need to be
considered, thus the resources allocated for the protection of a specific
target are not available for others. Therefore, the development of
performance-based allocation approaches of safety barriers and safety
systems is crucial to make the most effective use of the available budget,
having a positive impact on the effectiveness of prevention policies
implemented by chemical companies [28].

When it comes to the assessment of safety investments, economic
issues related to hypothetical benefits of avoided accidents cannot be
overlooked [29]. Sometimes, decision makers opt for budget cuts and
safety downsizing since they are responsible only for a brief period for
safety budgets allocations, and the accident probabilities are extremely
low [30]. In such scenarios, managers tend to reduce short-term real
costs rather than to make decisions leading to long-term hypothetical
benefits (related to avoided accidents). However, when a long-term
perspective is adopted, safety investments definitely have a positive
impact on company profitability. The benefits of a safety investment can
be estimated considering the difference in losses with and without a
safety investment, also taking into account the difference in the likeli-
hood of accidents. In the literature, several authors addressed the
description of conceptual foundation and methods to quantify the ben-
efits associated with of safety investments for accident prevention
[30-32]. Specifically, in a recent literature review, Van Coile et al. [33]
examined several approaches and methodologies proposing cost-benefit
analysis in the field of fire safety science, identifying the key principles
that characterize these analyses.

Concerning the chemical and process industry, in 2015 Necci et al.
[34] highlighted that only few studies focused on innovative safety
management tools for domino accidents. Indeed, the aim of more recent
studies, mainly published in the last decade, is the management of risk
caused by domino effects, which mostly aims to prevent and mitigate
such accidents by implementing safety barriers [35-38]. These studies
applied common tools used in the Quantitative Risk Analysis (QRA) of
Seveso sites for the development of specific risk management ap-
proaches, aiming to identify industrial installation where safety barriers
would be more effective in preventing or mitigating escalation se-
quences. These safety management approaches, mainly based on risk
reduction, provide a substantial contribution in managing possible
domino effects. However, they overlook economic issues. As the
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implementation of safety measures necessitates financial investment,
the decision-making process requires to assess whether the benefits of
implementing particular safety measures justify the costs involved.

Several studies proposed economic models and optimization
methods which take into account both protection costs and potential
avoided losses [25,39-42]. These studies aim at developing methodol-
ogies to prioritize safety investments considering the potential impact
on the overall safety of the company operations, and they are mainly
based on the implementation of Cost-Effectiveness Analyses (CEA) or
Cost-Benefit Analyses (CBA). While CBA evaluates whether the mone-
tary value of the expected benefits exceeds the associated costs, CEA
focuses on identifying the most efficient way to achieve a specific safety
outcome by comparing the cost per unit of effectiveness (e.g., risk
reduction) [43]. Especially in the chemical and process industry, the
main challenge in CBA approaches lies in the possible incompleteness
and high uncertainty associated with estimating hypothetical benefits,
such as avoided accidents or damages, which are influenced by
numerous variables and assumptions [30,31].

In order to prevent the uncertainties associated with the assessment
of hypothetical benefits from influencing the solution of the allocation
problem, CEA approaches may be preferred and coupled with comple-
mentary decision assessment tools to support the evaluation of the hy-
pothetical benefits associated with safety investments [27,30]. Thus,
even if the economic assessment of hypothetical benefits is affected by
uncertainty, this does not affect the allocation problem, since the eco-
nomic assessment is performed only at a following step. Specifically,
decision tree analysis is among the most widely adopted approaches to
evaluate the potential consequences of alternative safety choice and to
support decision making process [44-46]. In the literature, a specific
approach named Cost Variable Decision Tree Analysis (CVDTA) is pro-
posed as a valuable analysis to support decision making process when a
decision may lead to different alternative outcomes [27,30], helping
decision makers to evaluate the potential consequences of their choices.
This characteristic is extremely effective in the economic assessment of
cascading scenarios with multiple potential outcomes, where the out-
comes are uncertain and thus characterized by probabilities of occur-
rence. Moreover, differently from CEA and CBA, the CVDTA clearly
shows to the decision makers the preventive and mitigating effects of the
safety investment in the domino accident pathway [30]. However, a
methodology to develop this analysis for assessing the effectiveness of
safety investments for the prevention of fire induced domino effects is
still not present in the literature.

In order to fill the above gap, in the present study an innovative
methodology that enhances and streamlines the decision-making pro-
cess for fire escalation was developed. The methodology aims at incor-
porating the costs of safety measures as well as the potential benefits
resulting from preventing accidents, thereby optimizing the decision-
making process. A cost-effectiveness optimization model was adopted,
specifically tailored to address the allocation problem under budget
constraints. A heuristic algorithm, based on a means-end analysis
problem-solving technique [47], was developed to facilitate efficient
allocation of safety measures. A specific methodology based on the
CVDTA was developed to evaluate the investment viability of the
resulting set of Pareto solutions obtained from the allocation problem.
Thus, the novel approach proposed allows the assessment of the viability
of the investment considering the hypothetical benefits of avoided
accidents.

In the following, the novel methodology developed in this study is
presented in Section 2. To illustrate its application, a case study is pro-
vided in Section 3. Section 4 addresses the discussion of the results.
Finally, conclusions are drawn in Section 5.

2. Methodology

The proposed methodology integrates an optimization model based
on CEA with a CVDTA to improve decision-making in fire prevention,
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merging an effective deployment strategy for safety barriers and an
economic assessment of the investment viability.

Figure 1 shows the outline of the methodology developed to support
the decision-making process concerning the introduction of safety
measures to prevent or mitigate fire escalation. As shown in the figure,
the methodology is divided in three parts: (i) Fire Escalation Analysis
(FEA), (ii) Cost-Effectiveness Analysis & Optimization (CEAO) and (iii)
Cost Variable Decision Tree Analysis (CVDTA).

The preliminary phase of the procedure requires to gather all the key
data needed to perform each of the three steps in the methodology.
These include all the necessary information required by the model to
calculate escalation probabilities and to assess the potential conse-
quences of accidents. In addition to technical data, economic data
should also be collected, as it is crucial for evaluating both the financial
impact of preventive measures and the consequences of accidents.
Table 1 summarizes the input data required for the application of the
methodology.

The first step of the methodology (i.e., FEA) has the aim to carry out a
systematic assessment of all fire scenarios leading to escalation and to
define the escalation paths in the system analysed. This is of funda-
mental importance to identify, in step 2 of the methodology, the suitable
measures to deal with fire escalation and to build the initial portfolio of
safety barriers to be consider for the cost-effective allocation.

Eventually, the first step of the methodology aims at assessing the
fire escalation potential in the area of interest of the analysis for the
baseline scenario, using the escalation probabilities associated to all the
primary fires identified. Then, the probabilities are used to calculate the
overall escalation factor for the base line scenarios (Eg), that serve as a
reference point to evaluate the effectiveness of safety barrier allocation
in the step 2 of the methodology. Specifically, the escalation factor is
calculated as the sum of the frequencies with which each single equip-
ment can be involved in the first level of escalation of the identified
primary fires (see Section 2.1).

In the second step of the methodology (i.e., CEAO) the additional
safety measures that can be added to the baseline safety plan to prevent
and mitigate possible domino effects are identified. Then, a CEA coupled
to a heuristic optimization algorithm is used to solve the safety measures
allocation problem. Starting from safety criteria and the company
budget constraints concerning safety investments, the analysis provides
an optimal allocation of the safety measures available for fire
prevention.

Notably, the heuristic optimization algorithm developed falls in the
class of greedy algorithms since it involves partitioning the overall
allocation problem into smaller sub-problems that makes the locally
optimal choice at each step to find a global optimum.

The third step of the methodology (i.e., the CVDTA) consists in the
development of a Cost Variable Decision Tree (CVDT) based on the re-
sults of the allocation algorithm. The decision tree has the aim to
highlight the economic benefit for the company associated to the
implementation of the optimal safety plan. An economic assessment of
the consequences is performed in this step, estimating the monetary
value of all costs associated with the escalation of the fire scenarios.

The three steps of the methodology are described in detail in the
following sections.

2.1. Fire Escalation Analysis

As shown in Figure 2, in this step of the methodology all the potential
primary fires within the system of interest and the possible escalation
targets are identified. An overall escalation factor is then calculated.

In step 1.1 of the methodology (see Figure 2), all relevant equipment
items susceptible to generate fire scenarios need to be identified. In this
study, the relevant fire sources are selected adopting the approach
proposed in the Methodology for the Identification of Major Accident
Hazards (MIMAH) [48] as the procedure is sufficiently general and can
be adapted to site-specific thresholds. First, equipment items processing
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STEP 1
Input data

STEP 2
Fire Escalation Analysis ——> Cost-Effectiveness Analysis —— Cost Variable Decision Tree
& Optimization

SLIPS New safety plan to deal

with fire escalation

Analysis

Figure 1. Flow chart of the methodology.

Table 1

Summary of the input data required for the application of the methodology.
LOC: Loss of Containment; n: safety barrier effectiveness; PFD: probability of
failure on demand of a safety barrier.

Information related to Information needed

Equipment Number of equipment items present in the area
of interest
Type of equipment item (pressurized/
atmospheric, storage/process vessel, etc.)
Size and shape (cylindrical/ spherical) of the
equipment items
Filling degree
Fire mitigation systems (firefighting systems,
etc.)
Position of the equipment (X, Y coordinates)
Operating/storage conditions (temperature and
pressure)
Category of the substance according to the CLP
Regulation
Phase
Mass inventory
LOCs Characterization of LOCs associated to each
equipment item
Ambient temperature, solar heat radiation flux,
ambient relative humidity
Wind direction and speed, category of
atmospheric stability
Number of persons present in the area
Location of buildings/offices (X, Y coordinates)
Source term models
Consequence analysis models
Vulnerability (Probit) models
Safety systems/measures considered
PFD,
Cost Cost of safety measures

Meta-data to calculate accident cost

Available budget

Substance

Meteorological conditions

Human and assets

Models for consequence and
vulnerability analysis

Safety systems/measures

or storing flammable, highly flammable or extremely flammable sub-
stances (according to CLP regulation [49]) are identified as potentially
hazardous equipment. Next, if the mass of flammable substance in the
equipment is higher or equal to a threshold value the equipment item is
classified as a relevant hazardous equipment. Specific threshold values
are suggested in the literature [48,50], based on the properties of the
substances, their physical state, and their location in relation to other
hazardous equipment. Thresholds adopted in the present study are re-
ported in Section 1 of the supplementary material.

In step 1.2 (see Figure 2), credible release scenarios for each equip-
ment items selected in the previous step are identified and character-
ized. Several publications suggest baseline release scenarios for different
equipment items [48,50]. In the illustrative case-study carried out, Loss
of Containment (LOC) events suggested by the Purple Book [50] are
applied (see Section 2 of the supplementary material).

Different models are available to carry out the characterization of the
LOC intensity and the final consequences of the release [20]. In the
case-study carried out, the integral models proposed in the Yellow Book
[51] were applied. However, alternative models may as well be used to
carry out this task and obtain phase, mass flow rate, size, and orientation
of the release.

In step 1.3, (see Figure 2) the frequency for each possible primary fire
scenario is assessed. Therefore, for each LOC scenario identified in the
previous step, the event tree associated with the specific release is
identified and the corresponding possible primary fire end-point

scenarios are determined. Since the aim of the present methodology is to
develop a safety plan to prevent fire escalation, only fire end-point
scenarios were considered (i.e., jet fires, pool fires, fireballs and flash
fires). Then, for each LOC scenario identified previously, the possible
primary fire frequencies are determined, considering the probability of
direct and delayed ignition.

In the illustrative case study presented in Section 3 the baseline
values for the LOC frequencies proposed in the Purple Book [50] are
adopted (see Table S3 in the supplementary material). Nevertheless,
although for the assessment of the frequencies of the primary scenarios
baseline failure frequency values may be obtained from specific data-
base, fault tree analysis can be applied as well [48].

Data concerning the probability of direct and delayed ignition may
be obtained from different sources (e.g. see [48,50,52]). In the
case-study carried out in the following, the values proposed by the
Purple Book [50] were adopted (see Section 3 in the Supplementary
Material).

In step 1.4 (see Figure 2), the possible secondary escalation targets
are identified. The identification of target equipment may be carried out
comparing the radiation values to threshold criteria for escalation. In the
present study, the threshold criteria proposed by Cozzani et al. [53] and
Antonioni et al. [54] were used to carry out the case-study (see Table S5
of the Supplementary Material).

The physical effects (radiation intensity) caused by the primary fires
are then assessed using conventional literature models, as those pro-
posed by the Yellow Book [51].

In step 1.5 (see Figure 2), the escalation probability and the escala-
tion frequency of each primary fire (i.e., frequency of the primary fire
multiplied by its escalation probability) are calculated considering each
of the secondary targets identified, using a specific event tree analysis
(ETA) [22], addressing the assessment of escalation scenarios also taking
into account the effect of safety barriers.

This methodology adopts specific operators for the identification of
the possible alternative secondary events following either barriers
activation or failure proposed by Landucci et al. [55]. Two key param-
eters are used to evaluate the performance of the active and passive
barriers in reducing the escalation probability [21]: (i) the Probability of
Failure on Demand (PFD), and (ii) the Effectiveness (1) defined as the
probability that the safety barrier, once successfully activated, is able to
prevent the escalation. If the effect of safety barrier is considered there
are three possible outcomes associated with a generic equipment
involved in a domino chain: i) no escalation; ii) mitigated escalation
events; iii) unmitigated escalation events. For sake of clarity an example
of event tree provided by the procedure is provided in Figure 3, while
the logical operators used to consider the intermediate event are
described in Table 2.

The use of specific fragility models is needed in the vessel fragility
gate to assess the damage probability (Pq in Table 2) of the target
equipment, and thus the escalation probability of the primary fire once
the effects of safety barrier is considered [22]. Table S7 in the Supple-
mentary Material reports the fragility models used to carry out the
case-study. Also in this case, the physical effects may be calculated by
conventional literature models [51]. As suggested form Alileche et al.
[56], “cut-off levels” for the escalation probability may be defined to
limit the analysis to relevant escalation scenarios and reduce the
computational effort as well.

In step 1.6 (see Figure 2), an overall fire escalation factor (E) is
calculated for the facility of interest. This parameter is used as an indi-
cator of the fire escalation risk, in order to obtain a quantitative
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i1l

Selection of relevant fire sources |

v

12

Selection and characterization of
LOCs able to trigger fire

v

13

Assessment of the primary fire
frequency for each scenario

v

1.4

Identification of possible targets
for each primary fire

v

Calculation of damage
1.5 probability and frequency for
each target (using ETA)

v

Assessment of the overall
escalation factor

Cost-Effectiveness Analysis
& Optimization

STEP 2

}

Cost Variable Decision Tree

STEP 3

Analysis

New safety plan
to deal with fire

escalation

Figure 2. Flow chart of the step 1 of the methodology (LOC: Loss of Containment; ETA: Event Tree Analysis).

assessment of the effectiveness deriving from the introduction of safety
systems and safety barriers.

As mentioned above, in the ETA applied, when a target equipment is
involved in escalation scenarios, several different outcomes may occur,
based on the number of safety barriers available and/or effectively
activated (e.g., unmitigated scenarios, mitigated scenarios, no escala-
tion). Therefore, the escalation probability for a primary fire is assessed
taking into account both unmitigated and mitigated secondary fire.
Considering the alternative scenarios in the event tree as disjoint events,
the escalation probability of a primary fire with respect to the t-th target
equipment, szsc,l; is calculated as follows:

h
Pgsc.i = Z P;l (1)
j=1

where P{; is the probability of the j-th secondary event in which an
escalation of the i-th primary fire takes place with respect to the t-th
target equipment, and h is the number of the possible escalation
scenarios.

The overall escalation frequency of the i-th primary fire with respect
to the t-th target equipment, f ﬁsc’i, can thus be calculated as:

wsci = Joi-Pesci = (fLoc.i‘P igi) “Peyi ©))

Where fy; is the frequency of the i-th primary fire, fioc; is the

frequency of the LOC causing the i-th primary fire, and Pj,; the ignition
probability, which can be delayed or immediate.

The identification of the possible escalation paths is fundamental to
identify, in step 2 of the methodology, a portfolio of the potential safety
measures. Also, in order to carry out the allocation of safety measures
based on a cost-effectiveness criterion, a reference parameter repre-
senting the fire escalation potential has to be calculated. Therefore, the
overall escalation factor, Eg, is determined by considering the fre-
quencies with which each target equipment can be involved in the first
level of escalation triggered by identified primary fires:

noom

E, = Z Z efsc.i 3

t=1 i=1

where Ej is the baseline overall escalation factor, f ésc,i is the escalation
frequency of the i-th primary fire with respect to the t-th target equip-
ment, n is the total number of target equipment affected by primary fires
identified, and m; is the total number of primary fires where the t-th
equipment is involved as target. In Eq. 3, the inner summation evaluates
the overall escalation frequency for each target equipment, while the
outer summation aggregates these frequencies into a single parameter.
In the assessment of the probability of fire escalation scenarios, both
active and passive barriers present in the system shall be considered.
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Vessel fragility gate

OUT,(d)

Unmitigated escalation
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scenario Jogi Pl

OUT,(d)
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No escalation scenario | ot (1-P'y;)

Figure 3. Example of event tree to support the identification and assessment of unmitigated and partially mitigated scenarios, taking into account the effects of

safety barriers. Adapted from Landucci et al. [21,55].

Table 2

Definition of operators and gate types used in the ETA to identify and assess unmitigated and partially mitigated scenarios [21,55].

Gate  Graphical representation Description
ouT, = INx[PFD+ (1 -m) x (1-PFD)]  Simple composite probability: availability, expressed as the probabil-
IN ity of failure on demand, is multiplied by a single probability value
a . o . . .
expressing the probability of barrier success in the prevention of the
OUT; = IN % (1~ PFD) xn .
escalation.
B om oite ro a ilityditri ution (gatety e ”):a aila ility, ex
N Ut = NP (= =P b ressed as the probability of failure on demand, is multiplied by a
b 7 probability distribution expressing the probability of barrier success
OUT, = IN x (1 - PED) x in the prevention of escalation, thus obtaining a composite probabil-
ity of barrier failure on demand.
OUT, = IN x PFD . o . . @ oy . .
m i rete ro a ilityditri ution (gatety e “ ”): de ending on arrier
c OUTz = INx (1= PFD) x (1 - n) effectiveness, three or more events may originate from the gate de-
OUT; = INx (1 - PFD) x 1 scribing barrier performance.
OUT, = IN x P4 . .
n Vessel fragility gate: based on the status of the target equipment
d - (e.g., received heat load, status of protections etc.), the failure proba-

OUT, = IN x (1 - Py)

bility is computed through equipment fragility models.

2.2. Cost-Effectiveness Analysis & Optimization

After the assessment of the baseline scenario carried out in the FEA,
in the second phase of the methodology (see Figure 1) a heuristic cost-
effectiveness optimization algorithm is used to solve the safety mea-
sure allocation problem under constraints. The aim is to obtain a set of
non-dominated solutions of the allocation problem compatible with the
budget constraint assigned.

Notably, the allocation problem belongs to the class of knapsack
problems, which involve resource allocation under constraints. As
problem size increases, the exact algorithm requires exponentially
increasing computational resources to identify the optimal solution.
Also, in the specific case of safety barriers allocation to prevent fire

escalation, the effectiveness of a barrier in reducing the escalation fre-
quency cannot be precisely known in advance without testing all
possible combinations, particularly when multiple barriers are imple-
mented along the same escalation path. This is because the effectiveness
of a combination of safety barriers is not merely the sum or a linear
combination of the effectiveness of the safety barriers alone, due to the
operators used in the specific ETA involved in the safety barriers
assessment. Indeed, as well as the effect of safety barriers in terms of PFD
and 1, their influence on the physical effect must be considered in the
vessel fragility gate (e.g. reduced heat load or time to failure of passive
fire protection). These issues further limit the applicability of exact al-
gorithms to solve the allocation problem, involving high computational
cost.
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Therefore, as frequently happen for this class of problem [39,57,58],
the optimality is sacrificed in favour of near-optimal solutions that can
be obtained in significantly less computational time, using heuristic
methods.

The algorithm is developed based on a means-end analysis approach,
that is a well-known problem-solving technique [47]. It involves the
partition of a larger problem into smaller, more manageable
sub-problems. Each sub-problem is then solved to achieve the overall
goal. In the present study, the allocation of safety measures is worked
out with an iterative procedure. In each iteration, the safety measure
allowing the achievement of the goals of the safety plan with the higher
cost-effectiveness is selected to progressively build a new safety plan.
The iteration continues until no further safety measures can be added
without exceeding the total available safety investment budget, which
serves as the termination criterion.

Notably, the developed algorithm belongs to the class of greedy al-
gorithms because, at each iteration step, the locally optimal choice (i.e.,
the most cost-effective safety measure) is selected. Therefore, the algo-
rithm builds the solution incrementally, aiming to approximate a global
optimum by iteratively selecting the best available option at each stage.
As a result, the algorithm streamlines the solution of the allocation
problem and substantially reduces the computational effort as well, as
shown by its application to the illustrative case-study (see Section 3.2.2).

Figure 4 illustrates a detailed presentation of the algorithmic pro-
cedure, and the remainder of this section describes each step along with
the key parameters and formulas involved.

Input
data
STEP 1
Fire Escalation Analysis

STEP 2 — Cost-Effectiveness Analysis & Optimization

Identification of additional
Safety Measures (SMs)

Discard SMs that exceed
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In step 2.1 of the procedure (see Figure 4), based on the results of the
FEA, a portfolio of the potential safety measures that can be used to deal
with the possible fire scenarios have to be identified. In step 2.2 (see
Figure 4) the portfolio is reduced to the available safety measures, dis-
carding the measures exceeding the available budget. Next, in step 2.3
(see Figure 4) a CEA [30] is performed for each safety measure identified
in step 2.2. This requires performing both a cost and an effectiveness
analysis.

The CEA requires the assessment of all direct and indirect costs
related to the implementation each safety measure considered. Reniers
and Van Erp [30] proposed to consider eight cost categories when

Table 3
Cost categories for safety measures. Adapted from [30].

Cost Category Subcategories

Initiation (Ciy;) Investigation, selection and design material, training,
changing guidelines and informing

Production loss, start-up, equipment, installation team
Utilities consumption and labor Utilities

Material, maintenance team, production loss, start-up
Inspection team

Transport and loading/unloading of hazardous materials,
storage of hazardous materials, drafting control lists,
relative documents

Contractor selection, training

Office furniture, insurance, and stationery items

Installation (Cins)

Operation (Cope)

Maintenance (Cpa;i)

Inspection (Cinsp)

Logistic and transport
(Ciog)

Contractor (Ccon)
Other (Cotm)

22 budget constraint
23

|

| 54| AddSMwith

| . CER to the safety plan
25

I

: 26 Retain safety plan in the

: allocation solutions

I
27 Discard all SMs that exceed

remaining budget

Are there residual
SMs compatible with
the residual budget?

2.8

Set of Pareto solutions of
the allocation problem

Recalculate CER of
2.9 | residual SMs compatible
with the residual budget |

Residual SM i

STEP 3
Cost Variable Decision
Tree Analysis

New safety plan to
deal with fire
escalation

Figure 4. Flow chart of the step 2 of the methodology (SM: Safety Measure; CER: Cost-Effectiveness Ratio).
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assessing the cost of safety measures, listed in Table 3. These include
investments that occur at the time of measure implementation, such as
initial costs and installation costs, as well as costs that occur during the
lifetime of the facility. Hence, the present value of costs (C;) due to the
implementation of the i-th safety measure is the sum of the initial costs,
installation costs, and the discounted present value of all the other
recurrent cost items. It can be calculated as follows:

Ci = Ci ini + Cijns
1+r) -1

1y Ciue Cimai Ciins Ci 0; Ci.non Ci.o 4
r(1+r)y(-P+v+~p+ log T + Ciomn) C)]

Where i refers to the safety measure, r is the discount rate, y the
minimum number of years that the protection measures will operate
(time horizon) and the remaining lifespan of the facility [30,42].

In parallel to the cost analysis, the effectiveness analysis is performed
involving the assessment of the reduction of fire escalation potential
resulting from the implementation of the safety measure. Specifically,
the effectiveness is evaluated as a reduction in the overall escalation
factor. The procedure to calculate the effectiveness is thus obtained
retracing three essential steps of the FEA (see Figure 2). Firstly, it is
necessary to update the frequency of all possible primary fires ac-
counting for the presence of the safety measure (i.e., step 1.3), since
some types of safety measures may reduce it. Secondly, the ETA needs to
be updated considering the safety measure, and the escalation proba-
bilities for target equipment need to be updated due to the presence of
the measure (i.e., step 1.5). Finally, an updated overall escalation factor
is calculated, Ey,, (i.e., step 1.6), considering the updated values of the
primary frequencies and of the escalation probabilities.

In step 2.4 (see Figure 4), the most cost-effective safety measure is
added to the safety plan. This requires the calculation of the cost-
effectiveness ratio (CER) for each of the safety measures retained in
step 2.2:

- Enew,i

E
CER; = 2

Wi %)
Cror + G

Where CER; is the cost-effectiveness ratio associated to the imple-
mentation of the i-th safety measure, Ey is the baseline overall escalation
factor (out-put data of the FEA), Ey,,; is the overall escalation factor
updated considering the implementation of the i-th safety measure, and
Cror is the total cost of the safety plan, C; is the cost of the i-th safety
measure. Clearly, in the first iteration, Cror is equal to zero as no safety
measures has been yet introduced in the safety plan. The safety measure
with maximum CER is then added to the safety plan.

In this step, a global check on the effectiveness (i.e., Eg - Enew,i) can be
introduced to verify whether the safety measure with the highest CER
also corresponds to the safety measure that provides the greatest abso-
lute reduction in the escalation factor. In case of discrepancy between
the two, both options are retained and evaluated in parallel in the
subsequent steps of the methodology. This approach ensures that highly
effective but costly safety barriers are not excluded, simply due to their
lower CER.

In step 2.5 (see Figure 4) the cost of the safety plant Cor is updated
based on the selected safety measures. Clearly, in the first iteration of the
algorithm Cror will be equal to the cost of the single safety measure
introduced in the previous step. In the following iterations, Cror is
calculated taking into account the cost of the safety measures added in
the previous iterations:

Cror = Cror, o + Ci (6)

Where Cror is the total cost of the updated safety plan, Cror,oid is the
total cost of the safety plan obtained in the previous iteration, and C; is
the cost of the i-th safety measure added in the iteration.

In step 2.6 (see Figure 4) the obtained safety plan is retained as a
solution of the optimization algorithm, contributing to populate the set
of pareto solutions of the allocation problem that will be the output of
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the second step of the methodology (i.e., the CEAO). Notably, in a bi-
objective optimization problem with multiple conflicting objectives (e.
g., minimize cost, maximize effectiveness), a solution is Pareto optimal if
no other feasible solution exists that improves at least one objective
without degrading any other objective. The progressive identification of
the pareto solutions is ensured by the criteria adopted in step 2.4 for the
selection of safety measures.

In step 2.7 (see Figure 4), the residual budget is calculated (i.e., Cp-
Cror) and the portfolio of residual safety measures is obtained, dis-
carding those exceeding the residual budget.

In step 2.8 the portfolio of residual safety measures compatible with
the residual budget is examined. Until one or more residual safety
measures are present in the portfolio, step 2.9 in Figure 4 is carried out
and steps 2.4 to 2.7 are repeated. In step 2.9 the CER of each residual
safety measure identified in step 2.7 is recalculated using Eq. 5. It is
worth to remark that the assessment of the overall escalation factors
related to the implementation of the i-th residual safety measure, Epey,;,
needs to be repeated, in order to consider the simultaneous presence of
more than one safety measure. As discussed at the beginning of this
section, this ensure avoiding over simplified assumption regarding the
effectiveness of safety measures.

The procedure comes to an end (step 2.10 in Figure 4) when in step
2.8 the portfolio of residual safety measures results empty (no residual
safety measure to implement, or all residual safety measures exceed the
residual budget). The iterative allocation ends, and the set of Pareto
solutions of the allocation problem is obtained.

2.3. Cost Variable Decision Tree Analysis

Step 2 of the methodology focuses on optimizing the allocation of
safety measures in the most effective way. In step 3 (see Figure 1), the
economic convenience of the safety investment is addressed. The aim of
this step of the methodology is to determine the economic convenience
of investing in a safety plan aimed to prevent fire escalation, considering
its cost and the hypothetical benefit deriving from avoided accidents.

To this aim an economic analysis based on a CVDTA was developed
[30]. This tool allows to compare two different accident scenarios (i.e.,
with and without safety investment) and to evaluate which is the more
convenient scenario from an economic point of view, taking into ac-
count both possible consequences and probabilities.

Unlike conventional ETA used in the risk assessment, CVDT begins
with a decision node, followed by a tree of potential consequences for
each decision. In addition to probabilities, the cost of each outcome is
included, enabling the assessment of the optimal decision. Also,
compared to conventional ETA, the structure of the decision tree re-
quires a tailored methodology to identify reference scenarios for each
intermediate node (e.g., fire escalation events) and their corresponding
final outcomes.

Figure 5 illustrates the main step involved in the CVDTA, and the
remainder of this section describe each step in detail. For clarity,
Figure 6 reports an illustrative example of the intermediate result from
step 3.1, 3.2, and 3.3 of the methodology, to support the description of
each step. Specifically, in this study a step-wise approach based on the
ETA is proposed to build the structure of the CVDT in step 3.2 of the
methodology.

Figure 6a illustrates the decision tree structure developed for esca-
lation scenarios caused by domino effect triggered by fire. The upper
branch (continuous line) represents the scenario where the optimal
safety plan is implemented (see step 3.1 and step 3.4 for more detail
regarding the selection of the safety plan), with the associated costs,
frequency and probabilities reflecting the impact of preventive and
mitigative safety barriers. The lower branch (dashed line) represents the
scenario where no safety investment is made, showing the potential
consequences and costs of inaction. As shown in the figure, both the
probabilities and costs associated with potential outcomes, as well as the
cost of the safety investment, are used to evaluate the total cost of the
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Figure 5. Flow chart of the step 3 of the methodology.

two alternatives. It worth mentioning that the structure of the decision
tree can be customized to suit the specific characteristic of a specific site.

In step 3.1 of the procedure (see Figure 5) the safety plan with the
highest effectiveness in the set of pareto solution is selected. Then, in
order to obtain the CVDT, in step 3.2 the procedure reported in Figure 7
is applied to assess the consequences and the frequencies of the end
points of the CVDT. At the end of the procedure, a detailed assessment of
the final outcomes in the CVDT, as that shown in Figure 6b, is obtained.

The starting point of the procedure (step a in Figure 7) is the selection
of reference primary fire among those identified in the FEA (see
Figure 2). The three following steps of the methodology (steps b, ¢, and
d, see Figure 7) have the aim to identify potential target equipment of
the primary fire and to calculate the escalation probability for each
target. These steps are carried out using the same procedure and tools
adopted respectively in steps 1.3, 1.4, and 1.5 of the FEA (see Figure 2),
but only considering the reference primary fire scenario selected.

In step e (see Figure 7), the credible combinations of secondary
events are then identified. In general, for n potential targets affected by a
generic primary fire, each of them has 3 possible outcomes (i.e., un-
mitigated, mitigated, avoided) and the number of possible combinations
is 3". In step f (see Figure 7), the probability of each credible combi-
nation of events is calculated as the intersection of the probabilities of
events involved in the combination, considered to be non-disjoint
events:

P = ﬁpi.j @
i1

Where n is the number of elements of combination j-th, and i refers to
one element of the combination. Table 4, illustrate an example of the
calculation procedure in a scenario in which a primary fire may
potentially affects 2 target equipment.

The four following steps of the methodology (steps g to j, see
Figure 7) have the purpose to cluster the similar outcomes in term of

escalation and to assess the overall consequences and vulnerability.
Depending on the effect of the safety barriers implemented, the sec-
ondary events triggered by a primary fire can be unmitigated, mitigated
or avoided, as shown in Figure 8a. However, to outline the CVDT it is
necessary to group the possible outcomes in events that may or may not
lead to further escalation (Figure 8b). Thus, in step g (see Figure 7) the
escalation vectors of combined events are identified and assessed. Also
in this case, the physical effect is assessed using conventional literature
models [51]. In step h (see Figure 7) the combined events that may lead
to escalation are identified using the escalation threshold criteria pro-
posed by Cozzani et al. [53] (see Table S5 of the Supplementary Mate-
rial). In step i (see Figure 7) the combined events that may lead to
escalation are grouped separately. Notably, the probability of each
branch of the decision tree (i.e., fire escalation and mitigated scenario) is
calculated considering the event of each group as disjoint event (see left
side of Table 4) .In step j (see Figure 7), in order to reduce the compu-
tational effort, the most probable combined event of each of the two
groups (i.e., the fire escalation scenarios and the mitigated scenario) is
selected as a reference scenario, leading to the identification of the end
point of the decision tree (i.e., Mitigated scenario 1 and Fire escalation,
see Figure 8b).

In step k (see Figure 7) the assessment of the upper level of the
escalation requires the repetition of the methodology and the fire
escalation reference scenario identified in the previous step is used as
the starting point.

In step 1 (see Figure 7), the consequences of the domino accident
scenarios are calculated by the approach proposed by Antonioni et al.
[59]. Finaly, in step m (see Figure 7), the CVDT is obtained.

After completing the procedure reported in Figure 7, that fulfils the
requirements of step 3.2 of the overall methodology (see Figure 5), a
CVDT is thus obtained. In the following step (step 3.3 in Figure 5) ac-
cident cost are evaluated for all the alternative end point events iden-
tified in the CVDT. The accident cost of each node of the tree is
calculated using the probabilities and accident costs of the two branches
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Figure 6. a) Structure of the CVDT adopted in this study. b) Example of a CVDT including the results of fire scenario consequence and frequency assessment (step 3.2
of the methodology in Figure 5). ¢) Example of a CVDT rolled back to show the total cost of two alternative strategies in fire escalation prevention (step 3.3 of the
methodology in Figure 5). CVDT: Cost Variable decision Tree; NES: No Escalation Scenario; FE: Fire escalation; LSF: Large Scale Fire.

connected to the node as shown in Figure 6a. The loss assessment
method proposed by Reniers and Brijs [60] is used in the present study
to assess direct and indirect accident costs. The total accident cost,
including insurance premium, is thus estimated considering the ten cost
categories listed in Table 5. Refers also to Reniers and Van Erp for more
details [30].

Since each branch of the decision tree includes both the total cost of

10

the safety investment and the cost of the corresponding accident sce-
nario, the accident cost of each branch must be discounted to their
present value using the same time horizon applied to the safety invest-
ment cost.

The result of step 3.3 (see Figure 5) is a tree where the cost of each
node is a running total of the costs of each outcome in a given event
pathway. Therefore, the CVDT rolled back lets out the total cost of the



M. Valente et al.

Step 3.2 Fire scenario consequences and frequencies assesment
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Figure 7. Procedure developed for frequencies and consequences analysis of the decision tree (step 1 of phase 3 of the methodology). ETA: Event Tree Analysis; NES:
No Escalation Scenario; FE: Fire Escalation; CVDT: Cost variable Decision Tree.

Table 4

Illustrate an example of the calculation procedure, involved in step e to i of the methodology, for a scenario in which a primary fire may potentially affects 2 target
equipment. The escalation potential is defined based on threshold criteria [53].

Target s . -
Combination State Probability C:::E:;?lt;&n Es(f:gsg:ln Decision tree
T1T T2 Ti1 T2 P Branch Probability
1 0 0 P11 P21 Pi=P11- P21 False
2 1 0 P12 P2> P2=Pi P22 True . .
: : e Escal Ppr- > i (Pj | Escal =T
3 0 1 P13 P23 P3=P13 P23 False scalation o+ 2.i (P | Escalation= True)
4 2 0 P14 P2a P4=Pi4 P24 True
5 0 2 Pis Pas Ps=Pis Pas True
6 2 1 Pis Pag Pe=Pi6 P2s True
7 1 2 P17 P27 P7="P17 P27 True Mitigated < . .
8 1 1 Pis Pag Ps=Pis Pas True scenario Por - 2j (Pj | Escalation= False)
9 2 2 Pio P2y Po=P19 P2y True

two alternative strategies for fire prevention: the hypothetical situation
in which the optimal safety plan is implemented and the baseline situ-
ation in which the safety investment is not made. Figure 6¢ reports an
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example of CVDT after the economic assessment. What stands out from
Figure is that if the company decides to carry out the safety investment,
it would incur in a total expense of 3M€. However, considering the
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Figure 8. a) Possible outcomes of a primary fire obtained from ETA. b) Clustering of possible outcomes in two groups in order to outline the branches of the de-

cision tree.

Table 5
Accident cost categories. Adapted from [30].

Type of accident cost

Human loss

Medical fee

Property damage
Supply chain loss
Personnel loss
Insurance premium
Intervention fee
Environmental damage
Reputation loss

Legal cost

probabilities and the cost assessed, the overall cost of fire prevention
would be 3.83ME€, while with no safety investment the cost would be
8.97ME. Therefore, “No safety investment” would result in an expected
cost about 2.5 times more expensive than the “optimal safety plan
implemented”. In addition, the implementation of the optimal safety
plan substantially reduces the fio¢ of the potential primary fire.

The last step of the methodology (step 3.4 in Figure 5) is a decisional
gate. Based on the results of the analysis, decision-makers shall decide
whether to implement the optimal safety plan defined. Otherwise, if the
CVDTA shows that it is not convenient to implement the optimal safety
plan, the profitability of the implementation of the preceding safety plan
in in the pareto front shall be assessed, repeating steps 3.2, 3.3, and 3.4
of the procedure reported in Figure 5. Furthermore, even if the CVDTA
confirms that the most effective safety plan on the Pareto front is
economically justified, decision-makers may consider adopting a less
costly alternative plan if the incremental improvement in effectiveness is
relatively small compared to the previous plan on the Pareto front.

It is worth mentioning that on the one hand the preceding safety plan
in the pareto front is less effective in terms of fire prevention, but on the
other hand it is less-expensive in terms of safety investment, thus a
different profitability value is obtained by its assessment.

3. Illustrative case-study
3.1. Presentation of the case study

A case-study has been defined and analysed to demonstrate the
application of the methodology. A virtual storage plant, shown in
Figure 9, has been considered. It consists of five atmospheric tanks
containing flammable substances and one pressurized propane tank
(T3), each surrounded by a catch basin. The features of the tanks are
summarized in Table 6. For the sake of simplicity, no fire safety barriers
have been considered in the baseline case. Table 7 reports the safety
barriers considered for implementation and the correspondent avail-
ability and effectiveness data assumed in the ETA.

The aim of the case-study was not to perform a complete analysis of a
real case but rather to demonstrate the application of the proposed
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Figure 9. Layout of the virtual storage plant considered in the illustrative
case-study.

methodology. Therefore, for the sake of simplicity, a uniform constant
population density and a single set of meteorological conditions, which
are summarized in Table 8, were considered in the calculations.

The budget assigned for investments in fire protection is assumed to
be 3 ME. For the sake of simplicity, only the following accident cost
items are considered in the monetarization of accident scenarios:

e In order to assess the damage to humans, a value of statistic life (VSL)
of € 5M is assumed [61].

e In order to assess the damage to equipment, the original cost of the
equipment and that of the substance contained is considered
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Table 6
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Data of the equipment items and of the tank inventories considered for the illustrative case study.

Tank name Type Diameter Height Volume Material Filling rate Inventory Storage phase
(m) (m) (m®) (ton)
T1 Atmospheric vertical 24 14.4 6500 Benzene 0.8 4555 Liquid
T2 Atmospheric vertical 24 14.4 6500 Hexane 0.8 3406 Liquid
T3 Pressurized horizontal 4 18 250 Propane 0.7 109 Liquid
T4 Atmospheric vertical 24 14.4 6500 Benzene 0.8 4555 Liquid
T5 Atmospheric vertical 24 14.4 6500 Hexane 0.8 3406 Liquid
T6 Atmospheric vertical 24 14.4 6500 Hexane 0.8 3406 Liquid
study considered is equal to 9.1110%year .
Table 7

Summary of the data considered in the quantification of the event trees. Data
were adapted from Landucci et al. [22]. n: Safety barrier effectiveness; PFD:
Probability of failure on demand of a safety barrier.

Safety barrier Gate n PFD
Foam-water sprinkler system b 0.954 0.002
Fireproofing Coating (10 mm thick) a 1 0.001
WDS for LPG vessel protection a 1 0.01

Table 8

Meteorological condition and population density used in the illustrative case-
study. Tamb: ambient temperature; p,;: air density; g: gravitational accelera-
tion; RU: relative humidity.

Meteorological conditions Population
density
Wind speed (m/  Tamp Pair (kg/ g (m/ RU inhabitants/km?
s) go)} m®) )
Negligible 15 1.3 9.81 70.0%  (Uniform)

e In order to assess the cost of clean-up, pipework, equipment instal-
lation and restore of auxiliary systems, the cost of damage to
equipment is multiplied by 3 [62].

Clearly enough, site-specific values and different assumptions may
be introduced in the application of the methodology to a real-life
problem.

In addition to the illustrative case study presented in this section, the
validation of the algorithm was extended to include three additional
case studies, featuring progressively larger numbers of tanks (7, 8, and
9) and significantly more complex allocation problems (up to 262,144
possible allocation combinations in the case study with 9 tanks), as
detailed in Section 7 of the Supplementary Material.

3.2. Results of the Case-Study

3.2.1. Fire escalation analysis

In the analysis of the case-study, the fire scenarios arising from the
failure of tanks T1-T6 listed in Table 9 were selected as the fire sources.
The table also reports the frequencies associated to each fire scenario,
derived from the Purple Book [31], considered in the present analysis.
As shown in the table, a single stationary fire scenario (Pool or Jet Fire)
was assumed as the primary event potentially triggering domino effect
in the analysis of the case-study.

Table 9 also reports the list of the equipment items considered as
potential targets of the primary fires and the results obtained for the
escalation probability in the baseline scenario, calculated by the event
tree analysis. It is worth noting that for each primary fire identified, a
mitigated secondary event (i.e., target state 1) is not present in the
baseline scenario, since no mitigative safety barriers are implemented.
As shown in the table, in the baseline scenario all the escalation prob-
abilities are almost equal to 1 due to the absence of safety barriers for
fire prevention and limited separation distance among the tanks. The
overall escalation factor calculated for the baseline scenario of the case-
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3.2.2. Cost-Effectiveness Analysis and Optimization

Based on the analysis of technical standards, a total of three active
and passive safety measures were identified as safety measures to be
considered for implementation in order to decrease the probability of
fire escalation: fireproofing, water sprinkler system and water deluge
system. Table 10 reports a description of the safety systems and the
baseline costs assumed for their installation. Clearly enough, site-
specific costs shall be adopted in the application of the method to an
actual facility.

Figure 10a shows the results of the optimization algorithm used to
achieve the most cost-effective solution for fire prevention within the
available budget. The dots in the plot represents the 4,092 (corre-
sponding to 2'2) possible combinations of the safety measures consid-
ered, deriving from the 12 safety measures that may be installed on the 6
tanks considered, and the two alternative allocations of each measure (1
if present, O if not present). The orange dots indicate the 63 safety plans
selected and tested by the procedure (i.e., from step 2.3 to 2.8 in
Figure 4). In the figure, the black point labelled "Baseline" marks the
starting point of the allocation process, where no safety measures are
implemented. The other black points in the plot represent the safety plan
with the maximum cost-effectiveness ratio (CER) selected at each iter-
ation of the algorithm. The final output of the algorithm is the identi-
fication of six safety plans (those represented by black dots in the figure),
obtained progressively adding the most cost-effective safety measure in
each iteration. Table 11 summarize the progressive allocation of safety
measures by the allocation algorithm.

The final safety plan has a total cost, Cror, equal to 2.93M€, and
overall escalation factor, E, equal to 2.16'10° year!. The escalation
probabilities used to calculate the E for the safety plan 6 are reported in
Table 9 alongside those for the baseline scenario.

The application of the developed methodology resulted to effectively
narrow down the options to be considered, substantially reducing the
computational effort. As shown in Figure 10a, the area defined by the
orange points is notably smaller than that of the blue points and lies
closer to the Pareto front, representing a targeted search area identified
by the algorithm. Figure 10b reports the percent decrease of the overall
escalation factor (AE) in each iteration that is lower when shifting from
safety plan 1 to 6. This trend highlights that, as expected, progressing in
the iterations, the implementation of additional safety measures is less
effective in reducing the E.

A further confirmation of effectiveness of the implementation of the
safety plan can be obtained from the comparison of the escalation
probabilities. Notably, Figure 11 that compares the escalation proba-
bilities of the primary fires identified before and after the optimal safety
plan is implemented. The escalation probability is calculated as pro-
posed by Antonioni et al. [54].

As shown in the Figure, all the probabilities of escalation are
decreased at least about of the 30%. However, the primary fire involving
tank T3 experiences the highest reduction of the escalation probability
(from 1 to 0.32). Since this primary fire has the highest baseline fre-
quency, the safety measures addressing the reduction of the probability
of this event received the highest priority.
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Table 9
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Primary fires considered in the analysis of the case-study, annual frequencies assumed, and results of the ETA for each of the primary fire scenarios considered. Tank
state refers to the possible outcomes associated with a generic equipment involved in a domino chain: State 0: no escalation; State 1: mitigated escalation; State 2:
unmitigated escalation. LOC: Loss of Containment; fioc i frequency of the LOC causing the i-th primary fire; fi;: frequency of the i-th primary fire. Pg . the escalation
probability of the i-th primary fire with respect to the t-th target equipment; SP: Safety Plan.

Primary fire

Primary fire
location

LOC Type for, i

(year™)

froc, i Type

(year™)

Secondary fire

t
Pesc, i

Baseline scenario

t
Pesc, i

SP 6 implemented

Target Target state

T1 Gl 5.0E-07 Pool fire 3.25E-07

T2 Gl 5.0E-07 Pool fire 3.25E-07

T3 G1

G3

5.0E-06
1.0E-04

Fire ball
Jet fire

3.50E-07
2.00E-06

T4 Gl 5.0E-07 Pool fire 3.25E-07

TS Gl 5.0E-07 Pool fire 3.25E-07

T6 Gl 5.0E-07 Pool fire 3.25E-07

T2 0.761
0.224
0.015
0.685
0

0.315
0.754
0

0.246
0.680
0

0.320
0.729
0

0.271
0.672
0

0.328

T4

T5

T1

T4

T5

HONFONHFONFONHFHONHRO
~FNOoOONORNOONORNORNO

2

Escalation unlikely
T1 0 0.021 0.777
/ 0

0.979 0.223
0.021 0.878
/ 0.111
0.979 0.011
0.685
/ 0

1 0.315
0.008 0.850
/ 0.138
0.992 0.012
0.694
0

0.306
0.694
0

0.306
0.754
0

0.246
0.745
0.240
0.015
0.694
0

0.306
0.694
0

0.306
0.685
0

0.315
0.685
0

0314

T2

T1

T2

NONFHONFONH
(=]

TS

o

T6

T1

T2

T4

T6

T4

T5

NHFONHONHONRONRONRONRONRKRO
FNOFRNORNORNORNOONORNORN

3.2.3. Cost Variable Decision Tree Analysis

Safety plan 6, obtained through the progressive addition of safety
measures in step 3.2 of the methodology, was identified as the most
effective safety plan to consider in the CVDTA. The main results of the
analysis are reported in the following. A detailed account of the appli-
cation of step 3.2 of the methodology (see Figure 5) is reported in
Table S8 and S9 Section 6 of the Supplementary Material. For sake of
simplicity, the CVDTA focused exclusively on the jet fire from tank T3
since it is the primary fire with the highest frequency of occurrence, as
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shown in Table 9.

Figure 12a shows the CVDT obtained from the vulnerability analysis
carried out for jet fire from tank T3 according to step 3.2 of the meth-
odology (see Figure 5), before the economic assessment is carried out.
Thus, the CVDT only reports the consequences of the final outcomes in
terms of number of deaths and tank state, as obtained by the vulnera-
bility assessment detailed in the Section 6 of the Supplementary Mate-
rial. The upper and lower branch of the tree refer respectively to the
hypothetical situations in which the optimal safety plan (safety plan 6 in
this specific case) is implemented and not (the baseline scenario).
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Table 10
Description of the safety measures (SM) considered and the unitary cost assumed
for their installation.

Safety mesure Description Unitary cost

The water sprinkler system can be installed 75 €/ m?
on atmospheric tanks to protect equipment [63].
from external fires.

Water deluge system can be installed on
pressurized vessels to cool target vessels
exposed to external fire.

Water Sprinkler
System (WSS)

Water Deluge
System (WDS)

20,000
€/item [63].

Fireproofing Fireproofing coating (10 mm thick) can be 240 €/m?
coating (FC) installed both on pressurized and [61].
atmospheric tanks to reduce the wall
temperature.

As evident from Figure 12a, the implementation of the optimal safety
plan leads to a substantial reduction of the probability to have a large-
scale fire derived from the primary fire. Moreover, comparing the two
portions of the tree, it is evident that implementing the safety plan also
has a relevant impact on the consequences of the possible final
outcomes.

Figure 12b shows the CVDT after the economic assessment of the
potential benefits deriving from the implementation of the safety plan.
As shown in the figure, if the company decides to invest in safety by
implementing the optimal safety plan obtained with the optimization
algorithm, an overall cost of € 2.93M is foreseen. However, the overall
cost of the implementation of the safety plan would be € 7.22M
considering the cost of residual accidents as well.

With no safety investment, the expected cost of accidents is of €

Reliability Engineering and System Safety 266 (2026) 111646

25.85M. Therefore, the expected cost of “No safety investment” is more
than 3 times higher than the expected cost of “optimal safety plan
implementation”.

4. Discussion

The reduction of the uncertainty in the process of safety decision-
making has a great impact on a company’s profitability in the long
term. In this perspective, the developed methodology proposes a
comprehensive approach to guide a decision maker in the techno-
economic analysis of fire prevention safety measures.

The cost-effective optimization model adopted is used to obtain an
objective and effective allocation of a limited budget in terms of safety
barriers. The effect of adding safety measures is evaluated as the

Table 11

Allocation of the safety measure obtained with the optimization algorithm. Each
entry indicates the range of safety plans in which a given safety measure is
implemented (e.g., SP1-6: safety measure implemented in the safety plan
1,2,3,4,5, and 6). A slash ("/") denotes that the measure is not applied to the
corresponding tank.

Safety barrier Tank
T1 T2 T3 T4 TS5 T6
Water sprinkler system / SP6 / / /
Fireproofing Coating (10 mm SP2- SP4- / SP1- SP3- SP5-
thick) 6 6 6 6 6
WDS for LPG vessel protection /

a) 6 . o
9  Possible combinations
. O Combinations tested by the algorithm
5 B Solutions of the algorithm
YA A 8 8 - - - Budget constraint
s 009089 @o& CER L ¢
o 2 @099eiuRBY  (oRQeR e &
Satety planto
S, %, RRBAGE 9¢ 8RS
8
Q
2
1
0

1.5E-06 2.5E-06 3.5E-06 4.5E-06 5.5E-06 6.5E-06 7.5E-06 8.5E-06 9.5E-06
E (event/year)

b)

80% 73% 76%
68%
70% 63%
_60% 56%
= 50%
@"’/40% 37%
o 30%
<
20%
10%
0% : ’ ; : .
BS>SPI  SPI>SP2 SP2->SP3 SP3->SP4 SP4->SP5 SP5-> SP6

Figure 10. a) Results of the optimization algorithm compared with the entire set of possible combinations of safety measures. The dots in the plot (4,092 points)
represents all the possible combinations of the safety measures considered. The orange points indicate the 63 safety plans selectively tested by the algorithm. The
black points represent the safety plans with the maximum cost-effectiveness ratio (CER) selected at each iteration of the algorithm. b) Contribution to the reduction of
the overall escalation factor (AE, %) obtained by the implementation of the specific safety plan considered in each iteration. BS: Baseline Scenario; SP: Safety Plan; E:

Overall escalation factor; Ey: Overall escalation factor of the baseline scenario.
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m Pesc,i - baseline scenario
B Pesc,i - SP6 implemented

T1-POOLFIRE  T2-POOLFIRE T3 - JET FIRE T4 -POOLFIRE  T5-POOLFIRE  T6-POOL FIRE

Figure 11. Comparison of the probability of escalation of each primary fire (Pes;) in the baseline scenario and after the implementation of the optimal safety
plan (SP6).
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Nothing happens
SRy €2933998
0.8
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1-107* year! 0.68
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5 Fire escalation
implemented = €56832809
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Figure 12. CVDT obtained considering a jet fire from tank T3 as the primary event. a) CVDT before the economic assessment of the final outcomes. b) CVDT
including the assessment of the expected costs.

reduction of the overall escalation factor of the area of interest (effec- account for the non-additive effectiveness of multiple safety barriers
tiveness parameters). The allocation algorithm is based on a means-end allocation arising from the nonlinear structure of the specific ETA used
analysis problem-solving technique to reduce computational cost and to for the safety barriers assessment. Specifically, the developed heuristic
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algorithm belongs to the class of greedy algorithms.

Although, greedy algorithm generally does not guarantee the
optimal solution for conventional 0/1 knapsack problem, in all the
scenarios analysed, the algorithm is shown to effectively reduce the
solution space from the complete set of combinations to a smaller, tar-
geted subset, and further to identify a sequence of the most cost-effective
plans, thus ensuring the identification of the optimal safety plan.

This is because, the effectiveness function used in the safety barrier
allocation problem, defined as the overall reduction of the escalation
factor within the facility, exhibits a monotonic increasing behavior (i.e.,
adding barriers never increases E) and submodularity (i.e., the marginal
effectiveness of adding a specific barrier decreases as more barriers were
already implemented). This submodularity arises from the fact that the
marginal effectiveness of each barrier decreases with the number of
existing barriers already active along the same escalation path, due to
the multiplicative structure of probabilities in the Event Tree Analysis
(ETA). This property supports the use of a greedy algorithm, which is
known in the literature to yield near-optimal solutions in maximization
problems involving submodular functions [64].

Moreover, in cases where the unit cost of safety measures is signifi-
cantly lower than the available investment budget, the greedy approach
can perform a large number of decision steps. This allows for greater
granularity in the allocation process. As established in the literature,
under these conditions the greedy algorithm progressively approaches
the optimal value, reducing the theoretical gap from the exact solution
[64]. Consequently, the maximum relative error becomes increasingly
small as the cost of individual barriers decreases and the available
budget increases. Thus, especially in large-scale allocation problems
where brute-force methods to identify the optimal solution are compu-
tationally infeasible, the developed approach proves to be both appli-
cable and effective, as showed in the scenarios analyzed in the
illustrative case study and in Section 7 of the supplementary material.

To complement the CEA, not allowing the evaluation of hypothetical
benefits deriving from avoided accidents, the CVDTA is proposed as an
additional analysis to assess the economic convenience of the imple-
mentation of the optimal safety plan, starting from the most effective in
the set of Pareto-optimal solutions. To this aim, a novel methodology for
the CVDTA was developed, taking into account the possible cascading
effects triggered by a fire accident. The case-study evidences the effec-
tiveness of the proposed methodology in showing to the decision makers
the preventive and mitigating effects of the safety investment in the
domino accident pathway.

In the developed methodology, a bi-objective optimization approach
was adopted to simultaneously minimize both the cost of safety mea-
sures and the escalation factor (E). As a result, at the end of step 2 of the
methodology a set of Pareto-optimal solutions of the allocation problem
is obtained. Although the use of a single-objective optimization
approach (e.g., minimizing expected loss or maximizing a cost-
effectiveness ratio) would be more straightforward compared to bi-
objective formulation, it may oversimplify the complex trade-offs
involved. Actually, in scenarios where low-probability, high-conse-
quence events are present, plans with significant higher cost may yield
in marginal benefits. For example, in the case study presented in Section
3, while a single-objective approach may favour Plan 6 due to its lower
fire escalation potential (E), it disregards the steep cost increase
compared to earlier plans. As shown in Figure 6b, incremental im-
provements in effectiveness diminish beyond Plan 4, despite significant
additional investment. The decreasing return, that would be obscured in
an aggregated single-objective approach, is actually essential for deci-
sion makers to recognize, particularly in Step 3.4 of the methodology,
where choosing a less costly but slightly less effective plan may be
appropriate. Therefore, the use of a heuristic algorithm is essential, as it
does not only search for the optimal allocation but also provides inter-
mediate, sub-optimal solutions. As a result, it preserves flexibility in Step
3.4 of the methodology and enables stakeholders to select safety plans
that represent an acceptable trade-off between effectiveness and
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economic feasibility.

Although the current methodology is designed to account only for
escalation caused by thermal radiation, the overall framework can be
adapted to assess the vulnerability of more complex domino accidents.
Notably, in perspective, the calculation approach adopted can be
extended to additional escalation scenarios, such as those triggered by
blast waves and missiles. Further development may also focus on inte-
grating the dynamic features of fires in the consequence assessment
within the CVDTA. However, this would require tailored enhancements
to the methodology, potentially requiring to specific probabilistic model
as Dynamic Event Tree Analysis or Dynamic Bayesian Network for ac-
cident sequence analysis (e.g., [2,65]).

Similarly to other approaches in safety economics that evaluate hy-
pothetical benefits resulting from safety investments [66], a limitation
of the proposed methodology concerns the time and effort required to
collect the necessary input data, especially for the economic analysis.
Accurate estimation of economic consequences relies on detailed,
context-specific information, which can be both time-consuming and
difficult to obtain, potentially limiting the practicality of the method.
However, the evaluation of hypothetical benefits deriving from avoided
accidents provides a direct and tangible representation of the value
generated by safety investments, thereby enhancing the relevance and
interpretability of the results.

5. Conclusions

A novel methodology was developed to support and optimize the
decision-making process for fire prevention. A cost-effectiveness opti-
mization model and a CVDTA were combined for a more comprehensive
support to the decision-making process. The methodology is able to
assess the economics of safety plan implementation, considering both
the costs of safety measures and the hypothetical benefits deriving from
avoided accidents. The results of an illustrative case-study confirmed the
value of the methodology in supporting decision making under budget
constraints, addressing safety barrier allocation. The combined
approach developed proved to provide a comprehensive support to
safety investment decisions when a choice has to be made taking into
consideration short-term real costs of safety investment and long-term
hypothetical benefits related to avoided accidents. The methodology
proposed can easily be tailored adopting different cost-effective opti-
mization models for the safety barriers allocation or developing different
decision tree structures to suit site-specific features. Therefore, the novel
approach developed represents a further step towards the optimization
of safety investments aimed at an effective management of the risk of
fire induced domino effects.
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