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Abstract

The availability and reliability of online systems
form the cornerstone of modern civilization. Com-
panies actively try to minimize downtime during in-
cidents, and publishing incident reports afterwards
is a standard practice. However, what is missing
is an overview of the distribution of the categories
of causes leading up to the incident and their char-
acteristics. This paper fills that research gap by
answering the question of a relation between dif-
ferent categories of software changes causing the
incidents, and their respective mean time to re-
pair (MTTR). A taxonomy for classifying the root
causes and time to detect (TTD) of incident reports
was derived. A total of 258 publicly available inci-
dent reports authored by Google were scraped, and
a zero-shot classification model was chosen to clas-
sify these. Additionally, the analysis focused on the
time to repair (TTR) for each category. This found
that incidents caused by software version incom-
patibilities have the highest MTTR of 69.8 hours,
followed by code defects of 54.0 hours, while the
other categories have values between 13 and 20
hours. Given that the TTR of an incident is pri-
marily impacted by the number of skilled engineers
available, having an estimate of the difficulty based
on empirical data could help improve resource dis-
tribution based on early indications of root causes.

1 Introduction

Online systems and their continuous availability are critical
for performing modern business operations, and a growing
number of companies depend on system availability for their
core functions [1]. However, incidents are common and tend
to negatively affect user experience and consumer trust, re-
sulting in substantial financial losses [2]. For instance, Ama-
zon’s downtime of one hour during Prime Day of 2018 is es-
timated to have cost between $72 million and $99 million [3].

Previous research has explored various approaches to in-
cident management and prediction. Research performed by
Google has shown that changes to a live system account for
roughly 70% of its incidents [4]. Given this, investigating the
various causes of incidents can provide valuable insights into
their underlying mechanisms.

Existing literature has shown that using key performance
indicators (KPIs) to predict the state of the system provides
promising results [S5]. However, such approaches are limited
by nature due to their constrained inputs; They do not take
the changes to the system into account and purely rely on the
KPIs. Other research has focused on analyzing the causes of
bugs [6, 7], but this is not directly related to incidents in sys-
tems. Additional studies have analyzed factors that contribute
to the mean time to repair (MTTR) of incidents [8], and con-
cluded that the MTTR is mostly affected by the availability
of engineers and their skills.

Despite these contributions, there remains a significant
gap in understanding how different categories of software

changes correlate with incident characteristics, particularly
resolution times. No comprehensive empirical study has sys-
tematically categorized software changes that lead to inci-
dents and analyzed their relationship with MTTR in large-
scale production environments.

To address this research gap, this paper presents an em-
pirical study to investigate the relationship between software
changes and the time to repair of incidents. This study per-
forms a quantitative analysis over a subset of 258 out of a
total dataset of 979 incident reports. Every analyzed incident
report is categorized by its root cause, and its time to detect
(TTD).

This research addresses the following primary research
question:

To what extent do different types of software
changes correlate with the mean time to repair
(MTTR) of incidents at Google?

The following subquestions have been formulated:

RQ1: What is the distribution of software changes
categories associated with incidents in the dataset?
RQ2: What is the distribution of time to detect
(TTD) across different incident categories?
RQ3: What is the distribution of time to repair
(TTR) across different incident categories?

The main contributions of this work include (1) a system-
atic categorization of software changes leading to incidents in
a large-scale production environment, (2) an empirical analy-
sis of the relationship between change categories and resolu-
tion times, and (3) insights into the prevalence of latent issues
across different change types.

The remainder of this paper is organized as follows: Sec-
tion 2 reviews previous research on incident analysis and
management. Section 3 outlines the methodology used for
data collection and labeling. Section 4 discusses ethical con-
siderations and responsible research practices. Section 5
presents the findings from the analysis. Section 6 discusses
the implications and limitations of the results. Finally, Sec-
tion 7 concludes with key insights and suggestions for future
research.

2 Related Literature

It is common practice in the software engineering community
to share incident reports after successfully resolving an inci-
dent, as it allows for the identification of patterns and trends
in incidents [9].

Prior research has focused on categorizing the causes of
incidents. Researchers have demonstrated that a predictive
model can be developed to identify changes that may lead to
an incident based on business KPIs [10]. This work laid the
foundation for coupling bad changes to their incidents.

Building on this, subsequent work focused on predicting
whether a live change to a system would lead to an incident
or not [5]. A model called SCWarn was proposed that uses
a combination of business KPIs, machine KPIs, and logs to
predict change-induced incidents. Four categories of change-
induced incidents were identified: configuration, code, data,
and infrastructure.



This taxonomy forms the basis of the current research.
However, it is limited to incidents caused by deliberate sys-
tem changes. Other causes of incidents, such as surges in
usage, were not taken into account in the study, nor were they
part of the classification scheme. For this reason, a more com-
prehensive taxonomy is used in this research, which includes
additional incident causes.

Moreover, it has been shown that many severe incidents
are caused by small changes that have a low TTD [11]. In
contrast, gray failures represent a class of issues that are not
quickly noticeable, e.g. memory leaks, and are paired with a
higher TTD. These issues have been shown to be more chal-
lenging to detect using conventional automatic failure detec-
tion systems [12].

Human factors also contribute to the outcome of an inci-
dent. Less experienced developers or those unfamiliar with
the codebase are more likely to introduce bugs [7]. The num-
ber of available engineers and their respective skills are the
main contributing factors to the MTTR of an incident [8].

Although some valuable insight can be gained from these
studies, they are limited by only taking into account incidents
that are caused by deliberate changes. Incidents caused by
latent issues or external factors are excluded from their anal-
yses. This research aims to broaden the analysis by including
all incidents, regardless of their cause, and correlating this to
the TTD and TTR of the incidents. Knowing that the num-
ber of available skilled engineers is a main contributing fac-
tor, this knowledge can help the industry allocate resources
more efficiently during incident response, aimed at lowering
the MTTR.

3 Methodology

This research investigates whether there is a correlation be-
tween the MTTR and the cause of incidents reported by
Google. To answer this question, a publicly available dataset
of incident reports from Google’s service status platform was
collected and analyzed. Google’s data on incident resolution
was chosen due to its diversity and transparency: the dataset
contains 979 incidents across 191 unique services and pro-
vides a clear TTR per incident. Out of this initial dataset,
a selection of 258 reports was made for further analysis. A
total of 50 reports were manually categorized based on the
root cause that led to the incident and the TTD. The dataset
was then used to train a classifier to categorize the remaining
incident reports into these categories automatically.

3.1 Data Collection

For this research, Google’s publicly accessible data on their
incident reports was utilized [13]. While Google does provide
a structured format of data about their incident reports [14],
this dataset is limited to only the most recent 132 reports as of
May 5, 2025. To access the full dataset of all available inci-
dent reports, a custom web scraping approach was employed.
The code used for this scraping has been publicly posted [15].
On its website, Google has divided its incident reports into
191 categories, where every category corresponds to one of
its products. The script initially visited the overview page and
then collected the links for every individual category. Then,

it systematically went through every individual category and
collected the URL of all incident reports related to that cate-
gory. Finally, the raw HTML content of every incident report
was downloaded and saved using its unique identifier (ID).
This was done to prevent storing duplicate incident reports in
case an incident report would belong to multiple categories.
Eventually, 979 reports were downloaded on 6 May 2025.

3.2 Data Preprocessing

Preprocessing was necessary to extract relevant information,
reduce document size, and ensure compatibility with down-
stream models. This process occurred in several stages. First,
metadata extraction was performed for each incident report.
Since the incident reports followed a consistent HTML struc-
ture, the title, start time, and end time were extracted deter-
ministically. Non-informative elements such as <script>
and <style> tags, and boilerplate content were removed to
minimize noise in the dataset.

A qualitative review identified that the term root cause
was consistently used in reports that provide causal infor-
mation. Consequently, a case-insensitive regular expression
was employed to identify these sections, accounting for vari-
ations such as hyphenation. This filtering criterion reduced
the dataset from 979 to 258 reports containing explicit root
cause descriptions.

Within these filtered reports, the content was further nar-
rowed to focus solely on sentences surrounding the incident’s
root cause mention, as preliminary examination revealed
these segments contained the most classification-relevant in-
formation. Given that the eventual model used had a limit of
1024 characters, this noise reduction was essential.

3.3 Data Labeling

Incidents were categorized along two dimensions: (1) six cat-
egories based on the type of software change leading to the
incident, and (2) three categories based on whether the is-
sue was latent. The TTRs of these incidents were extracted,
and the distribution was analyzed for each category. This ap-
proach enabled the identification of issues and allowed the
industry to more effectively distribute its resources when ad-
dressing these problems.

Validated categories for categorizing incident reports were
adopted and slightly adapted [5]. Most notably, the previ-
ous research focused on change-induced incidents; the taxon-
omy used in their research only entails categories for change-
induced incidents, e.g. there is no category for incidents
caused by a power outage. Adaptations were made to include
proper categories for non-change-induced incidents. In the
end, the following taxonomy was developed:

* Code Defect: A logical or implementation error in the
source code.

* Configuration Error: A faulty or unintended change in
system configuration.

* Resource Contention: A system failure due solely to
excessive load or traffic, excluding cases where high
load merely revealed an underlying bug.

* Dependency Version: A compatibility issue caused by
updates to third-party packages or dependent systems.



¢ No Software: The root cause lies outside of the software
stack (e.g., hardware faults, networking failures).

* Unclear: Reports that mention a “root cause” but do not
provide a specific or classifiable explanation.

For categorizing the TTD of the issue, three labels were
used. Notably, labeling this required relying on the semantic
content of the report rather than explicit information about the
timing of the root cause related to the incident. For example,
statements such as due to a recent change, or was quickly
rolled back were used to deduce the categories. Because of
this, the following inexact labeling scheme was chosen.

e Low TTD: The incident was quickly detected after the
root cause had happened (e.g., a rollout that contained a
bug).

e High TTD: The incident occurred significantly later
than the root cause (e.g., a race condition that was not
immediately apparent).

e Unknown: The timing of the root cause was not stated
in the report.

3.4 Automated Labeling via a Custom Classifier

To estimate the performance of the model, a comparison
to 50 manually labeled incident reports was made. Af-
ter downloading all incident reports, the unique IDs of the
reports were sorted alphabetically, such that the order in
which they were downloaded or listed did not impact the out-
come. Subsequently, the keys were shuffled using Python’s
random. shuffle function, with seed 42. Following this,
the top 50 incident reports were selected and manually anno-
tated.

After manually labeling 50 incident reports, several clas-
sification algorithms were experimented with to yield the
best performance. Initially, a simple bag-of-words (BoW)
strategy with both support vector machines (SVM) and
logistic regression (LR) was used for both classification
tasks. Similarly, the term frequency—inverse document fre-
quency (TF-IDF) model was used on both classification
tasks. Furthermore, to ensure a comprehensive analysis, more
complex supervised transformer-based classification mod-
els [16] were evaluated, beginning with BERT [17]. Subse-
quently, smaller transformer models, such as RoOBERTa [18]
and DistilBERT [19], were tested. Finally, zero-shot clas-
sification [20]—a deterministic, reproducible model capable
of performing classifications without requiring large training
sets—was experimented with.

After implementing the abovementioned algorithms, an
evaluation was made on three evaluation metrics. As shown
in Equations (1)-(3), the classifiers were evaluated using ac-
curacy, precision, and Cohen’s kappa (k). The observed
agreement p, and expected agreement p,, defined in Equa-
tions 4 and 5, were used to compute k. Unlike accuracy
and precision, Cohen’s kappa compensated for agreements
between two ratings that might occur by chance. This gave
a more thorough indication of the performance of the model.
Eventually, the best-performing model was chosen and used
for the rest of the evaluation.
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The zero-shot model used, facebook/bart-large-mnli I al-
lowed for tuning via hypothesis template and labels. In this
setup, the model laid the classification out as a natural lan-
guage inference (NLI) problem. For every text the model
tried to classify, the label was placed in the hypothesis tem-
plate, forming a coherent sentence (e.g. “The issue explained
in the incident report was explicitly mentioned to have been
caused by a label””). The model then calculated the proba-
bility for entailment and contradiction, and these were con-
verted to probabilities per label. Following this, an argmax
was used to pick the label with the highest probability.

Given the model’s dependence on the combination of hy-
pothesis templates and labels, several setups were tried and an
analysis was conducted to compare their performance using
the predefined evaluation criteria. For category prediction,
the following hypothesis template was employed: According
to the given text, the explicitly stated root cause of the failure
is: {}. Similarly, for the TTD prediction, the used hypothesis
template was: The incident was caused by: {}. The labels
that have been used for the research are shown in Table 1 and
Table 2.

4 Responsible Research

Performing responsible and reproducible research is crucial
for ensuring the paper benefits the broader research commu-
nity. This section outlines the ethical considerations taken
during this research.

4.1 Ethical Considerations

For this research, Google’s publicly available dataset on in-
cident reports was used. Due to a lack of an API for retriev-
ing the required data, a custom web-scraping technique was
utilized. To ensure the website was not overloaded during
the scraping process, rate limiting was used, with an inter-
val of 10 seconds between every request. Furthermore, extra
care was taken to inspect the robots . t xt file before scrap-
ing [21], which indicated no issues with the planned scrap-
ing. Given that the scraped data did not contain any personal
identifiable information (PII), and did not form any privacy-
related issues, no anonymization procedures were required.
While scraping the website, no restrictions were imposed.

Thttps://huggingface.co/facebook/bart-large-mnli



Table 1: Categories and their label used in model predictions.

Category Label Used

code defect
configuration error
resource contention
no software
unclear

software version

a concrete code bug or flaw in source code causing system malfunction, could also be a rollout
misconfigured system settings or incorrect parameters

sudden overload or increase in traffic possibly leading to a resource contention like CPU, memory, or disk
an issue outside software e.g. hardware failure or power loss

insufficient information to categorize the root cause, or not matching any known categories

software or library version incompatibility

Table 2: TTD categories and labels used in model predictions.

Category Label Used

low TTD  recent change or event

high TTD  existing issue

unknown  something unrelated to a change or unknown

4.2 Reproducibility

To promote reproducibility and transparency, the code used
for the retrieval of the data has been open-sourced under the
MIT license [15]. This decision was made to ensure that other
researchers can replicate the results of this study and build
upon it while keeping the data with its original distributor.
However, detailed instructions are available to enable other
researchers to reproduce the same scraping environment used
in the original research.

4.3 Biases

Given that the dataset is publicly available, researchers must
be cautious of potential selection biases in reporting, e.g.
Google might have chosen not to disclose embarrassing re-
ports. Furthermore, since there are 191 unique categories of
services reporting their incidents, the distribution might be
biased by different reporting rates across divisions.

4.4 The use of Al

Al tools have been used to improve parts of this paper. Specif-
ically, Claude (Sonnet 4 and Opus 4) has been used to fix La-
TeX errors that arose during the writing of this paper. Claude
has also been used for refining certain figures presented in
this paper. ChatGPT and Grammarly were utilized for spell-
checking and enhancing the overall readibility of this paper.
A list of prompts used during the development of this paper
is provided in Appendix A.

5 Results

The incident reports analyzed in this study have been partially
manually annotated; the remaining reports have been labeled
using a custom classifier. This section presents the results of
various classifiers that have been tested, along with statistical
insights derived from the labeled incident reports.

5.1 Automatic Labeling

After manually labeling 50 incident reports, several machine
learning algorithms were experimented with and evaluated on
three evaluation metrics. The results of these algorithms are

shown in Table 3 and Table 4. The zero-shot classification
algorithm showed the best performance across all three eval-
uation metrics. Hence, it was decided to continue with zero-
shot classification to classify the remaining 208 incident re-
ports. In total 258 labeled incident reports were used for fur-
ther analysis, of which 50 were manually annotated, and 208
automatically labeled.

Table 3: Evaluation metrics of machine learning algorithms on cat-
egory prediction.

Algorithm Accuracy Precision Cohen’s
Kappa
BoW (LR) 0.47 0.49 0.35
BoW (SVM) 0.47 0.41 0.35
TF-IDF (LR) 0.18 0.03 0.0
TF-IDF (SVM) 0.18 0.03 0.0
BERT 0.12 0.02 -0.1
RoBERTa 0.29 0.09 0.0
DistilBERT 0.29 0.09 0.0
Zero-shot classification 0.88 0.89 0.85

Table 4: Evaluation metrics of machine learning algorithms on TTD
prediction.

Algorithm Accuracy Precision Cohen’s
Kappa
BoW (LR) 0.76 0.76 0.26
BoW (SVM) 0.71 0.75 0.18
TF-IDF (LR) 0.71 0.50 0.0
TF-IDF (SVM) 0.71 0.50 0.0
BERT 0.71 0.50 0.0
RoBERTa 0.71 0.49 0.0
DistilIBERT 0.71 0.49 0.0
Zero-shot classification 0.89 0.92 0.71

5.2 Category Distribution

Having labeled the incident reports, an analysis on the distri-
bution of categories of incidents at Google has been created.

Among the 258 incident reports, the three most frequent
categories were resource contention, code defect, and config-
uration error. This aligns with findings from earlier research
on change-induced incidents [22], which found code defects
and configuration errors to be the most common causes. Ad-
ditionally, 56 reports (21.7%) could not be classified, and
were labeled as unclear. The full distribution is shown in
Figure 1.
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Figure 1: Distribution of categories of incidents at Google.

5.3 Time To Detect per Category

An analysis of the TTDs of the issues reveals that some cate-
gories of issues are earlier recognizable than others. For ex-
ample, incidents belonging to the no software category had
a low TTD in 20 of the 38 studied cases (52.6%). In con-
trast, 43 of the 53 code defect incidents (81.1%) and 33 of the
44 configuration error incidents (75.0%) were categorized as
low TTD. Figure 2 illustrates the distribution of latencies of
issues that formed the root cause of incidents at Google.

Further examination of the data indicates that incidents
with a lower TTD have a higher MTTR (27.8 hours) than their
counterparts with a higher TTD (24.5 hours). Furthermore,
as shown in Figure 3, the MTTR of the high TTD incidents
is impacted by a severe outlier of 1063.2 hours. To assess the
impact of extreme values on the MTTR, both categories had
their single highest outlier removed, which is common prac-
tice in studies on incident time [23]. This adjustment reduced
the MTTRs to 25.1 hours for the lower and 11.7 hours for the
higher TTD.

As shown in Figure 4, the lower TTD category shows a
larger distribution of TTR than the higher TTD category.
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Figure 2: Distribution of latencies of issues that formed the root
cause of incidents at Google.
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Figure 4: TTR per TTD category, without any outliers drawn.

5.4 Distribution of Time To Repair per Category

When comparing the MTTR of incidents, the software ver-
sion and code defect categories had the highest MTTR.

Notably, as shown in Table 5, the median times to repair of
the categories range from 3 to 6 hours. All categories show a
significantly higher mean than median, and the software ver-
sion and code defect categories show a mean of 69.8 and 54.0
hours respectively. This shows that the data is skewed to the
right, indicating that there are a few incidents with a high
TTR.

Table 5: MTTR statistics by incident category

Category Mean Median
(hrs) (hrs)
Code Defect 54.0 3.5
Configuration Error 21.9 4.1
No Software 13.5 5.8
Resource Contention 16.0 4.1
Software Version 69.8 3.4
Unclear 16.9 3.7

As shown in Figure 5, extreme outliers dominate the data
and skew the MTTR of categories to the right. Similarly to



the TTD analysis, the single-most extreme value was left out
of every category to assess the effect of outliers. This reduced
the software version category from 69.8 to 51.6 hours and the
code defect category from 54.0 hours to 34.6 hours. While
this reduction does lower the MTTR of both categories, their
adjusted MTTR still remains significantly higher than the re-
maining categories. This shows that while outliers do impact
the data, there is no single outlier accountable for this skew
right.

Figure 6 shows the distribution without outliers. This
shows that the software version category follows another dis-
tribution than the other five categories.
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Figure 5: Violin plot of TTR of incidents at Google.
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Figure 6: Box plot of TTR of incidents at Google without outliers.

6 Discussion

This section outlines how these findings relate to other re-
search. Finally, this section discusses the potential limitations
of this study.

6.1 Distribution of Causes

The distribution of causes leading to system failure, as shown
in Figure 1, differs from the distribution reported by Zhao et
al. [5]. In particular, we found the most common cause of sys-
tem failure to be resource contention, accounting for 57 of the

258 analyzed failures (22.1%). This differs from the results
found by Zhao et al., where the most common cause is code
defect, accounting for 38% of the analyzed cases. Further-
more, the second most common cause in their research is con-
figuration error, accounting for 31% of the analyzed cases.
This discrepancy likely arises because Zhao et al. only ex-
amined incidents caused by deliberate changes to the system
when conducting this analysis. This is likely to explain the
differences between results, given that frequent cases of sud-
den high load causing issues are excluded in their research,
while these are included in our research.

In the distribution of categories leading to incidents, we
found that software version mismatches are very uncommon
compared to other categories. This observation may be ex-
plained by the nature of how such mismatches arise, typically
as a result of dependency upgrades [24]. These dependencies
can vary widely, ranging from code libraries to broader com-
ponents such as frameworks and operating systems. How-
ever, in large, mature production environments, where high
availability is crucial, code changes are more common than
dependency upgrades. As a result, the opportunity for version
mismatches to occur is inherently lower, which may account
for their lower frequency.

6.2 Time To Detect by Category

Previous research by Wu et al. has found that change-induced
incidents take longer to discover than non-change-induced in-
cidents [22]. The reason given for this is that changes to the
system also tend to introduce new metrics that require mon-
itoring. This monitoring can take time and lead to a longer
TTD.

When comparing the results found in our research to those
found by Wu et al., a translation step is required. Since our
research utilizes textual, publicly available incident report
data, which lacks exact information on the TTD, linguistic
hints are used to categorize based on the TTD. In our re-
search, a discrete scale is used to express the TTD, Because
of this, no exact measures exist on what is considered as low
TTD versus high TTD. Another difference between our re-
search and the existing research is the form of categorization.
Whereas the research performed by Wu et al. uses two cat-
egories: change-induced and non-change-induced. Our re-
search employs six categories, where code defect, configu-
ration change and dependency upgrade tend to be consid-
ered as more change-induced, and resource contention and no
software could be considered as less change-induced. When
translating as described, the change-induced group has 77.6%
of change-induced incidents belonging to the category low
TTD, whereas only 58.3% of the non-change-induced inci-
dents belong to the low TTD category. Research by Wu et
al. found the 75th percentile of TTD for change-induced in-
cidents to be 26.8X of that of non-change-induced incidents.
This suggests that the found timings of the detectability align
with those found by Wu et al. research.

Furthermore, the configuration change and code defect cat-
egories exhibit a high percentage of incidents with low TTD,
81.1% and 75.0% respectively. This aligns with earlier find-
ings [11, 25], which found that a large number of change-
induced incidents are caused by small changes with a low



TTD. A common recommendation to detect defects, is to
make use of CI/CD pipelines [26] and canary roll-out strate-
gies [27]. These strategies help detect flaws by reducing the
exposure to customers, by either testing before deployment,
or by slowly rolling changes out to customers. These ap-
proaches are especially useful for detecting defects with a low
TTD, as is the case with configuration changes and code de-
fects.

6.3 Resolution Time By Category

As shown in Figure 4, the distribution of the TTR for the
software version category significantly differs from the other
categories. The software version category exhibits an inter-
quartile range of 142.2 hours, which is substantially wider
than all other categories. This can be explained by the nature
of this category, software version mismatches are expected to
be more complex and time-consuming to resolve [28]. How-
ever, the small number of datapoints (n=10) in this category
does influence the confidence of this finding, since future
work is required to further validate this finding.

6.4 Limitations

The limitations and threats to validity are classified into inter-
nal validity, external validity, and reliability [29].

« reliability: All manual labeling was done by one single
researcher. This introduces the risk of a subjective bias.
Future work could improve upon this by using multiple
annotators and cross-validation techniques to ensure the
reliability of the results.

L]

internal validity: All data used was publicly available
data. Given that the incident reports come from 191
unique products, where, given the size of Google, all
products are likely to be supervised by their own man-
ager. It is likely that there exists variability in the report-
ing rate, or depth of reporting across products.

internal validity: In some cases, incidents can be un-
derreported or selectively reported, especially when an
incident had an embarassing cause. For example, an in-
cident could merely state that there was downtime, and
that a fix has been implemented. Such incomplete dis-
closures would cause them to be excluded from this re-
search, this introduces a reporting bias.

external validity: All data originates from a single com-
pany. While Google has a diverse portfolio of 191
services, they are a large-scale experienced company,
proven to be capable of consistently delivering complex
services to customers. The results of this study may
not be representative for all organizations, in particu-
lar smaller companies with less experience. Further re-
search is required to validate these findings.

7 Conclusion

This paper utilizes publicly available incident reports to ex-
amine the distribution of incidents at Google, their time to
detect (TTD), and their mean time to repair (MTTR). The
analysis entailed classifying 258 publicly available incident
reports.

While the findings do provide valuable insights that align
with results found in previous research, they are limited by
the constrained data used in the study. All data used origi-
nates from a single company; this may not be representative
of all organizations. Future work should try to validate this
research by having a more diverse data set.

This analysis revealed that out of the analyzed incidents,
resource contention, code defects, and configuration errors
were the most common root cause. This aligns with earlier re-
search, which found code defects and configuration errors as
the most common root causes when considering only change-
induced incidents [5]. Further analysis of the MTTR revealed
that the software version category (69.8 hours mean) and the
code defect category (54.0 hours mean) exhibited the high-
est MTTR, while the other categories ranged from 22 hours
to 13 hours. Recognizing that the software version and code
defect categories have the highest MTTR, large-scale orga-
nizations should consider allocating additional skilled engi-
neering resources to these incident types to reduce their reso-
lution times.

Moreover, this research supports earlier findings [11,25],
indicating that incidents are commonly caused by small
changes that are quickly detectable. In this research, code
defects and configuration errors were identified as common
root causes, where for both categories, at least 75% of the
incidents were classified as low TTD. Knowing that a signif-
icant subset of the analyzed incidents exhibited a low TTD,
introducing CI/CD pipelines and canary rollouts is a recom-
mended improvement to reduce the number of customers ex-
posed to faulty rollouts before they can be detected.
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A

Generative AI Prompts

The following prompts were used while the writing the paper:

Can you see why the references are not rendering prop-
erly?

Should i capitalize . ..

how to get a top 1 next to my name in latex so i can
indicate the school using a 1 for all people

say i have a sentence like this, then i struggle a bit with
the plurar which i think is needed here: ...

Is this sentence gramatically correct? ...

I dont see what im doing wrong, can you explain? “sec-
tions/related.tex”, line 15: missing \after "e.g.”

please help me format this nicely: ...
please help me refenence this ...
whats wrong with my latex? ...

can you ensure that my table takes the full width of the
page, now it only takes up one column of my page: ...

please check the text for spelling and grammatical er-
TOrS: ...

can you suggest improvements for improving the flow:

can you explain why they use the bottoms array when
creating stacked bar charts: ...
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