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1 Abstract

On 19 December 2021, a single-line fault during energisation occurred in a grid segment in the Netherlands,
which was caused by a defective earther fault that failed to disengage. During the fault, the implemented
differential protection scheme failed to operate as intended, resulting in a delayed response of 189 ms.

This thesis aims to clarify the root cause of the malfunction and prevent any similar problems in the future.
While the cause of the electrical fault was quickly identified, the reason behind the relay malfunction remained
unclear.

The affected network segment was modelled using the Real Time Digital Simulator (RTDS), a tool capable
of accurately replicating fault conditions. The RTDS surpasses conventionally used fault playback tools, as it
can simulate a wide range of dynamic system behaviours. The protection relay was connected in a Hardware-
in-the-Loop (HIL) setup to test its real-time response.

Testing with the RTDS revealed that tuning specific relay settings can effectively prevent the malfunction
during future fault events. Nowadays, modern numerical relays offer a wide range of powerful protection
functions. The intended behaviour of these functions, along with their impact on the relay’s response, must be
carefully considered to prevent malfunctions.

ii



2 Acknowledgements

Firstly, I would like to thank Marjan Popov for granting me the opportunity to work on this project under his
care. Furthermore, he had shown great character during meetings and when tasked with difficulties throughout
the project.

The effort, support and advice on the technical aspects of the project received from Jeffrey van Hemert
and Leo Ginder deserve to be mentioned here. There were many instances where problems encountered in the
project, such as wrong arrangements within the test setup, were easily fixed with their expertise. They also
provided feedback on the writing, specifically the technical aspects of the network and relays.

Niels De Winter provided valuable support to the project, and his efforts must be acknowledged. The project
would not be finished without his necessary interventions and check-up moments. His strict and direct work
ethic might invoke frustrations. However, he gave me the impression that he genuinely cares about efficient
work, and TenneT should be lucky to have him on board.

Completing a project of this magnitude can sometimes feel lonely and monotonous. Fortunately, I had
the pleasure of being accompanied by a great friend. Noah Legerstee, your company was truly appreciated
throughout my thesis journey. I wish you the best of luck with your upcoming studies. I only hope you get
better at board games in the future.

I want to express my gratitude to the individuals who took the time to peer review my work. Marnix Massar
and Richard Rozema provided valuable suggestions to improve the flow and readability of the writing. The
quality of the thesis would have been significantly lower without their input.

I would like to sincerely acknowledge the support of my parents throughout my time at TU Delft. Thanks
to them, I have had the privilege of embarking on my academic journey. Moreover, I was fortunate to live at
home for most of my studies, which made this experience much more manageable. Thank you, it would not
have been possible without you.

Finally, I would like to thank my girlfriend, Suzanne Alderliefste. I know I have not always been the easiest
person to be around, nor the best roommate during my thesis work, and for that I apologise. Your unwavering
support has been a constant source of motivation, helping me push through to the ever-shifting finish line. I am
genuinely grateful, and I look forward to spending much more time together now that my studies are coming
to an end.

iii



Contents

1 Abstract ii

2 Acknowledgements iii

3 Introduction 1
3.1 Overview . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1
3.2 Problem de�nition . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2
3.3 Project objectives . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2
3.4 Thesis layout . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3

4 Fault Analysis 4
4.1 Fault progression and impact . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4
4.2 Description of the protected region . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4
4.3 Distinctive characteristics of fault currents . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6

4.3.1 DC-o�set . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6
4.3.2 Ground fault current . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7
4.3.3 Presence of the second harmonic . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8

5 Overview of Di�erential Protection 9
5.1 Di�erential protection . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9
5.2 Non-faulty di�erential currents . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9

5.2.1 Transformer inrush magnetising currents . . . . . . . . . . . . . . . . . . . . . . . . . . . . 10
5.2.2 Cable capacitive inrush current . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 11
5.2.3 Phase shift due to transformer winding connections . . . . . . . . . . . . . . . . . . . . . . 11
5.2.4 Transformer ratio . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 12

5.3 Techniques used to mitigate unintended tripping . . . . . . . . . . . . . . . . . . . . . . . . . . . 12
5.3.1 Threshold restraining . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 12
5.3.2 Harmonic blocking . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 12
5.3.3 Harmonic inrush crossblock . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 13

5.4 Implementation of di�erential protection using the Siprotec 4 7SD5 . . . . . . . . . . . . . . . . . 13
5.4.1 Di�erential current tripping settings: I-DIFF> . . . . . . . . . . . . . . . . . . . . . . . . 13
5.4.2 Fast di�erential tripping reaction settings: I-DIFF>> . . . . . . . . . . . . . . . . . . . . 14
5.4.3 Harmonic inrush restraint settings . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 15

6 Developing Testing System in RTDS 16
6.1 Hardware-in-the-loop setup . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 16

6.1.1 Hardware-in-the-loop components . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 16
6.1.2 Ampli�cation chain of the measurements . . . . . . . . . . . . . . . . . . . . . . . . . . . 18
6.1.3 Relay con�guration software DIGSI . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 18

6.2 Equivalent system model . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 20
6.2.1 Grid components . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 20
6.2.2 Arti�cial harmonic injection . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 22
6.2.3 Circuit breaker closing logic . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 23
6.2.4 Quantifying the response type through a fault timer . . . . . . . . . . . . . . . . . . . . . 23
6.2.5 RSCAD Dashboard and con�guration windows . . . . . . . . . . . . . . . . . . . . . . . . 24

6.3 Veri�cation of the system model . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 25

7 Test Procedure and Methodology 26
7.1 Testing priority List . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 26
7.2 Test cases with the relay Siprotec 4 7SD5 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 26

7.2.1 Cases A and B: downloaded and setting statement con�gurations . . . . . . . . . . . . . . 27
7.2.2 Cases C, D, and E: variations on the downloaded con�guration . . . . . . . . . . . . . . . 28

7.3 Applying test cases to di�erent circumstances . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 29
7.3.1 Locations . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 29
7.3.2 Scenarios . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 29
7.3.3 Conditions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 30

iv



8 Analysis of Results and Discussion 31
8.1 Determining the type of relay response . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 31

8.1.1 Con�dently dealing with stochastic results . . . . . . . . . . . . . . . . . . . . . . . . . . . 32
8.2 Results of the test cases . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 32

8.2.1 Fault replication for each case . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 32
8.2.2 Non-faulty energisations . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 35
8.2.3 Summary of test cases . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 35

8.3 Testing for other fault circumstances . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 36
8.3.1 Susceptible fault circumstances . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 38

8.4 Analysis of the combined test results . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 39
8.4.1 Non-con�gurable parameters . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 40
8.4.2 Suggested parameters for adjustment . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 40

9 Conclusion 41

10 Future Work 42
10.1 Di�erent relay types in the Hardware-in-the-Loop setup . . . . . . . . . . . . . . . . . . . . . . . 42
10.2 Investigation of the crossblock function . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 42

Siprotec 4 7SD5 Settings 43

Acronyms 44

References 45

A Additional Di�erential Protection Background 47
A.1 Saturation in the transformer core . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 47
A.2 Balanced �ux within the transformer core . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 48
A.3 Cable capacitive inrush current . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 48

B Most fault-prone circumstances 50

v



3 Introduction

3.1 Overview

According to TenneT, the Dutch Transmission System Operator (TSO), the availability of the electricity supply
is higher than 99.99%. Nevertheless, faults are inevitable when operating a complex system with dynamic
components.

Generally, several methods are used to achieve a high level of grid availability. One such method is through
the use of numerous redundant protection mechanisms that reduce the impact and severity of network faults
by quickly isolating fault areas. However, an important question is what happens when these mechanisms fail.

Protection devices can experience several types of malfunctions. For example, a relay can trip unnecessarily
without a genuine electrical fault or overload, which is known as nuisance tripping. In addition, extended usage
can deteriorate the relay, causing it to fail altogether. Another malfunction is when the relay does not react to
a fault when it was expected to do so. Figure 1 displays a confusion matrix of the malfunctions, illustrating the
relay reactions in relation to the network conditions.

Figure 1: Confusion matrix of types of relay malfunctions.

Among these malfunctions, the 'no trip under faulty conditions' reaction is particularly relevant, as it sets
the stage for the discussion in the case study. This type of malfunction occurred in a di�erential protection
scheme within the Dutch grid in 2019. The origin of the fault was obvious, a mechanical failure of an earther.
However, the sequence of events that led to the relay to malfunction has yet to be explained.

This research aims to expose this sequence of events by investigating the underlying phenomena and sim-
ulating the fault in the case study using a Real Time Digital Simulator (RTDS), a powerful computer for the
simulation of electrical networks. Afterwards, recommendations will be made to prevent future malfunctions.
Furthermore, the protection scheme will also be thoroughly tested with other fault circumstances to verify the
robustness of the recommendations.
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3.2 Problem de�nition

The context of the case study is necessary to accurately de�ne the problem. The protected network section
connects two substations, Eemshaven Midden 110 kV (EHM110) and Robbenplaat 220 kV (RBB220). Its
primary components are a transformer and a cable, which are enclosed and protected by two pairs of di�erential
relays. The arrangement of components can be seen in the single line diagram of Figure 2.

Figure 2: Single line diagram of the protected region.

The network components of the protected region impact the e�ectiveness of the di�erential protection scheme.
Transformers and cables both draw higher magnitudes of current than usual when they are energised. Addition-
ally, energisation is associated with additional unintended or adverse e�ects, such as signal distortion causing
harmonic content and DC components. These e�ects make the measurement equipment susceptible to satura-
tion, leading to further problems.

These issues are usually premeditated and resolved by the installed relays. The relay type used in this network
segment is the Siprotec 4 7SD5, a commonly used type of di�erential protection device in the Netherlands.
Currently, they are gradually being replaced with newer versions. However, it would be capital-intensive to
change the remaining operational relays when it is not necessary, as the relays' functionalities are �exible and
robust enough to keep up with modern relays.

It is bene�cial to �nd a method to prevent the malfunction of the currently installed protection hardware.
This might be achieved by tuning the parameters of the relay found in its con�guration. The con�guration
is a list of customizable settings that is implemented in the relay and consists of hundreds of parameters that
in�uence the behaviour of the relay and its reactions to the electrical faults. As a result, there might be a
combination of settings that is insensitive to the original malfunction.

The main problem de�nition can be de�ned as: 'How to prevent future malfunctions of the di�erential and
other protection schemes due to transformer inrush-induced harmonic content by changing the Siprotec 4 7SD5
relay's con�guration?'

3.3 Project objectives

The main purpose of this report is to provide accurate recommendations for preventing delayed response times
caused by transformer inrush-induced harmonic content. For this purpose, a case study using the RTDS is
performed. This entire process can be described using the following bullet points:

ˆ Accurately reproduce the faulty operation that occurred in the electrical grid.

ˆ Scienti�cally explain the phenomenon behind the malfunction.

ˆ Predict and describe the reaction of the protection mechanism with other fault con�gurations, such as:

� Di�erent fault locations within the protected region.

� Other types of faults (e.g. phase-to-phase, three-phase and single-phase faults)

� Di�erent network segment conditions, namely, pre-energisation, half-energised, and steady state.

ˆ Propose recommendations for proper relay con�gurations to prevent further malfunctions.
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3.4 Thesis layout

This report will outline the process of optimising the relay con�guration from the beginning to the end. The
background of di�erential protection will be given, the case study will be fully explored, an explanation of the
Hardware-in-the-Loop (HIL) simulation will be covered, and an analysis of the simulation's result will be given.
A detailed overview of the thesis layout is presented in the upcoming paragraphs.

First, Chapter 4 will dive into the case study. An overview of the a�ected electrical grid segment will be
given, including the relevant grid components. The current waveforms, which were measured during the fault,
will be investigated to gather practical parameters for constructing and tuning the simulation. This information
will be used to build the HIL simulation.

Next, Chapter 5 provides a brief overview of di�erential protection. It reports the basic principles and
underlying phenomena that generate false di�erential currents, making the protection mechanisms complex.
Protection engineers have proposed several methods to mitigate these phenomena, which will also be reviewed
in this section.

The implementation of the HIL simulation will be discussed in Chapter 6. The applied model takes into
account all signi�cant design details. The required general layout and features of the model will be addressed.
Then, the components presented in the general layout will be further developed in the subsequent sections. The
thought process behind the selection of values will be explained for each parameter.

Chapter 7 discusses the testing procedure that was followed throughout the testing phase. It describes
a priority list, in which tests are to be executed sequentially. The list begins with the basic setup, gradu-
ally expanding to include, �rstly, the relay parameters, then fault circumstances such as scenarios, locations,
and conditions, and �nally other relevant relay models. This section explains why speci�c con�gurations are
considered and why others are excluded from this report.

Chapter 8 will provide an analysis of the results of the testing procedures. It will highlight the origin of
the erroneous behaviour and which relay parameters are most susceptible to inducing malfunction. The same
principle will also be applied to di�erent con�gurations and relays as described in the 'Test Procedure and
Methodology' chapter.

Ultimately, Chapter 9 will provide clear recommendations for the relay con�guration to prevent faulty
operations. Moreover, more general recommendations will be made for all similar situations. Chapter 10 will
cover areas not addressed by this project, and thus remain open for future work.
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4 Fault Analysis

A clear understanding of the case study is crucial before recreation and simulation are possible. This chapter is
dedicated to this purpose. Detailed insight into the relevant background information about the faults and the
protected region that was supposed to operate will be provided.

The analysis is divided into three sections. Section 4.1 describes the fault progression and associated con-
sequences, providing an overview of the case study. Next, Section 4.2 summarises the relevant network com-
ponents present in the protected region and their relevant characteristics. Finally, Section 4.3 describes the
current waveforms of the fault event and the prominent characteristics revealed within.

4.1 Fault progression and impact

The speci�c grid segment where the fault occurred is a crucial connection to various major providers and pieces
of transmission equipment, including a range of traditional fossil fuel generators, wind farms, solar panel �elds,
and the NorNed HVDC connection, which has a rated capacity of 700 MW. A disruption could result in a
signi�cant power loss. The information presented in this section is based on internal outage reports documented
by TenneT [1, 2].

During system restoration, a Single-phase to Ground (LG) fault occurred within a transformer bay of
the RBB220 substation. An earthing switch on the transformer HV side su�ered a mechanical defect, which
prevented the switch from disconnecting all three poles when requested; the national control room did not
receive a failure-to-operate alarm. The error was not registered. A short circuit current immediately started to
�ow when the circuit breakers were closed.

Unfortunately, the protection scheme protecting the bay did not operate as expected. The grid segment
includes two types of protection: di�erential protection and distance protection. As the fault occurred within
the protected region, the di�erential protection was expected to detect the large di�erential current and open
the circuit breakers on time. However, this reaction was unreasonably delayed.

The relay's response time to the fault was 189 ms; a typical reaction of the integrated di�erential protection
would be 35-45 ms or even faster [3]. This excessive delay resulted in backup protection mechanisms discon-
necting other parts of the grid to isolate and clear the fault, causing an unnecessary power outage accounting
for approximately 2.3 GW. However, the original cause of the delayed reaction remained unknown.

4.2 Description of the protected region

The components that make up the electrical system have a similar de�ning impact on providing the necessary
information needed for this project as the events surrounding the fault occurrence. Therefore, this section will
establish the required electrical network layout that is relevant to understanding the case study and its results.

The protected region in question is composed of various grid components. The primary equipment comprises
2 circuit breakers, a 7 km long cable, a 370 MVA-rated coupling transformer, and the necessary earthing switches.
The included secondary equipment is related to di�erential and distance protection, which includes combined
instrumental transformers, protection relays, and transmission equipment such as �bre-optic converters. Figure
3 shows an overview of the protected region and its installed protection mechanisms.

Figure 3: Overview of the protected region and its installed protection mechanisms
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The 7 km bundle of cables [4] has two cables per phase - a double circuit. It is a 1-core radial and longitudinal
water-blocking power cable rated 132 kV. It can withstand short-circuit currents of up to 332,3 kA for half a
second. The grounding mantels used for the cables are cross-bounded. The outer diameter is approximately
107,3 mm.

The three-phase transformer (YNyn2d7) [5] couples the 110 kV Low-Voltage (LV) circuitry to the 220 kV
High-Voltage (HV) side. The core consists of a �ve-limbed design. The transformer is equipped with an on-load
tap-changer, allowing the grid operators to adjust the HV side level� 15% ofUN . However, the extremities are
seldom reached; at most, only three taps are used for grid stabilisation. The primary and secondary windings
are connected in a star con�guration, and both neutral points are grounded.

Additionally, the transformer contains a tertiary delta-connected winding, which is unused. The open-circuit
tertiary delta-connected winding has a positive e�ect on the zero-sequence current, as it permits the circulation
of zero-sequence currents through it. Zero-sequence harmonic components (i.e., the 3rd, 6th, 9th and so on) are
trapped within this winding, providing passive interference �ltering. Moreover, any large voltage unbalances
caused by short-circuits are compensated as large currents are trapped inside the tertiary winding. Therefore,
possible large overcurrents are limited, thereby reducing the transformer's likelihood of overheating during faulty
conditions. The connection diagram of the transformer can be seen in Figure 4.

Figure 4: Connection diagram of the inner windings of the transformer (YNyn2d7).

Here, a few observations are of interest. Firstly, two-phase notations are used, namely a letter and a numerical
representation (e.g. A and 12 UH). It is a common practice for TenneT to use a numerical notation. However,
as the relays correct the phase, it does not a�ect the case study. The letter notation su�ces and will be used
throughout this paper. Additionally, the acronyms Ultra-High-Voltage (UHV) for 220 kV, High-Voltage (HV),
110 kV and Medium-Voltage (MV) for 20 kV used by TenneT are not used. Instead, 220 kV is referenced as
HV and 110 kV as LV. The 20 kV is not relevant and is ignored throughout the thesis.

Two sets of instrumentation combi-transformers measure voltages and currents. However, only current
measurements are of interest in di�erential protection. From now on, only the Current Transformers (CTs)
will be mentioned. A set of CTs [6] is housed after the cable termination on the LV side. It has a conversion
rate of 1.600-3.200/1, which means that the ratio can be con�gured. The transformer ratio of 3200 is used.
Its accuracy class is 5PR60. The HV side CTs [7] has the same accuracy class. However, the HV side has a
conversion rate of 2500/1. The numerical nature of the relays trivially ensures that the mismatched conversion
rates do not cause any issues.

A pair of Siprotec 4 7SD5 units is connected to each set of CTs. The �rst unit functions only as di�erential
protection, while the second unit provides both di�erential and distance protection. Due to the length of the
cable, the respective units are connected via �bre-optic wires. Naturally, there are other outgoing connections,
such as to supervisory technology, such as SCADA, and operational equipment, like the Circuit Breakers (CBs)
enclosing the protected region.
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Fibre optics carries the relay's output and input signals. However, the communication link's medium span-
ning the length of the cable is electrical; the signal medium needs to be converted from �bre-optics to electrical,
and back to �bre-optics after reaching the other side of the network segment. Devices calledG.703 perform
this action in the network segment. The G.703s operate at a speed of 64 kbps. Regardless of the speed, the
data transfer introduces time delays, and conversion could result in lost messages. The possible delays can be
neglected in the present project as the physical circuit dimensions are small [8].

A summary of the relevant network components is shown in Table 1.

Component Description Quantity

Transformer Three winding, 370 MVA, rated 220/110/20 kV, YNyn2d7. 1

Cable 7 km length, rated 110 kV. 2

CT LV side 3200/1 and HV side 2500/1 winding ratios. 6

Relay Siprotec 4 7SD5, two modules: 1) di�erential, 2) di�erential + distance. 4

Signal converter Fibre optic to G.703 co-directional conversion, 64 kbs conversion rate. 4

Table 1: Summary of all relevant grid components in the protected region.

4.3 Distinctive characteristics of fault currents

To accurately reproduce the fault condition, it is essential to understand the current waveforms when examining
an oscillographic representation, such as Figure 5.

(a) All phases

(b) Phase A (y-axis zoomed in) (c) Phase B (y-axis zoomed in) (d) Phase C

Figure 5: Currents of the three phases measured at the HV side during the fault event.

The graph shows a case of three current waveforms measured from the HV-side CTs, one plot per phase. The
last plot (drawn in green) contains the faulted component. The vertical black line indicates the exact instant
when the relay picked up the fault event. Three important sightings can be drawn from this Figure. Namely, an
exponentially decaying DC-o�set in the faulted phase, an imbalance in current indicating a signi�cant ground
current, and distortion caused by the second harmonic. These three phenomena are explored in the following
sections.

4.3.1 DC-o�set

A signi�cant DC fault current can be seen in the faulted phase. The DC current can also be seen in the other
phases with a lower amplitude. The DC component is caused by the energisation of the inductive windings of
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the transformer after closing the circuit breakers. The equation for current in an inductor is given in Equation
1.

i (t) =
1
L

Z t

t 0

v(t)dt + i 0 (1)

Herein, i (t) is the instantaneous current [A], L is the inductance [H ], v(t) is the instantaneous voltage [V ],
t0 is the time of energization andi 0 is the initial current [ A], which is zero before closing the circuit breaker. It
is evident from the equation that the moment of activation is crucial to the height of the DC component.

The largest DC-current is drawn when an inductor is energised at voltage zero. The current is correlated
with the integral of the excitation voltage, or in other words, the area under the voltage waveform.

(a) Closing CB during voltage maximal amplitude. (b) Closing CB during voltage zero crossing.

Figure 6: Demonstration of the impact that CB's closing timing has on the DC-o�set.

The resistances of the circuit dissipate the DC component. The largest and most in�uential resistance
prominently de�nes the speed of this process. A formula for an ordinary exponentially decaying DC-component
is given in Equation 2.

i DC (t) =

(
0 for t 2 (�1 ; 0)
I 0e

� t
� for t 2 [0; 1 )

where � =
L
R

(2)

In this formula, i DC is the instantaneous DC current component,I 0 is the component's magnitude [A], and
� is the inductive time constant. This constant is de�ned as the time at which roughly 63.2% of the �nal value is
reached (the constant can be calculated from1� e� 1). A higher time constant means the component dissipates
more slowly.

The DC component of a fault current negatively in�uences the response of a di�erential protection scheme,
as it can cause CT saturation, generate harmonic content, and distort the measured values. Additionally, the
DC component could also in�uence the results of the relay's measuring and sampling techniques. Therefore,
incorporating the DC component into the test setup is essential to represent the fault accurately.

4.3.2 Ground fault current

A grounded fault typically results in a substantial �ow of ground fault current [9]. This was also the case for this
con�guration. It can be seen more clearly by summing up each phase to create the single-phase fault current
as I A + I B + I C = 3 I 0 as shown in Figure 7.
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Figure 7: Waveform of ground current.

It can be seen that the ground fault current is mostly the same as the current in the faulty phase. The
non-faulty phases have almost no e�ect on the magnitude of the ground current. Up to about 100 kA, an
instantaneous current �ows through the ground.

The magnitude of the ground fault current compared to the phases of the power system is a signi�cant factor
in verifying the correct operations of an equivalent system model. The ground fault current characteristic must
be considered when designing the test setup.

4.3.3 Presence of the second harmonic

All phases are subjected to harmonic distortions, and speci�cally, the 2nd harmonic is prevalent. [10]. Three
harmonic features can be seen: a 'lob-sided' current shape, a dip when the current reaches its peak, and a
signi�cantly steeper angle at the sloped parts than that of a normal sinusoidal waveform.

A graphical representation is used to explain these harmonic features. Figures 8a and 8b shows two signals
with a second harmonic superimposed; the former with a 90-degree phase-shifted 2nd harmonic, and the latter
with a 180-degree phase shift.

(a) 90 degree phase shifted. (b) 180 degree phase shifted.

Figure 8: A 50 Hz signal superimposed with the second harmonic.

Several relay functionalities within di�erential protection operate based on the magnitude of harmonic
content measured inside fault currents. The second harmonic is often used to restrain relay tripping. Therefore,
it is a crucial fault characteristic that should be incorporated into the equivalent system model.

In conclusion, three fault characteristics are extracted from the measured current waveforms, namely, the
DC-component, the ground fault current and the second harmonic content. These characteristics have the
potential to in�uence the behaviour of the installed protection mechanisms and should be considered when
designing a model that reproduces the faults.
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5 Overview of Di�erential Protection

Di�erential protection is a frequently used type of protection in three-phase electrical power systems. It is used
for various grid components, including generators, feeders, large industrial loads, bus bars, and transformers.
The simple operating principle allows for fast implementation and o�ers high sensitivity. However, under
speci�c circumstances, non-faulty di�erential currents can cause the protection scheme to trip unnecessarily.
Nevertheless, these phenomena are expected and mitigated using a variety of methods.

The �rst section examines the concept of di�erential protection, including its bene�ts and drawbacks. Later,
section 5.2 explores natural processes that can induce non-faulty di�erential currents. Section 5.3 describes in-
depth methods on how to mitigate malfunction due to false di�erential currents. Finally, Section 5.4 applies
the discussed theory to the Siemens Siprotec 4 7SD5 relay, which is used in this study.

5.1 Di�erential protection

The operating principle of the di�erential protection follows a relatively simple concept [11]. It uses Kirchho�'s
�rst Law, which states that the sum of all currents entering a grid node or segment should result in zero at all
times. When a di�erential current is detected (i.e. the sum of currents does not equal 0), there is a fault within
the protected region. The principle is shown in Figure 9.

Figure 9: Showcase of the principle of di�erential protection.

The di�erential current is calculated as I D = I 1 + I 2 + ::: + I N for N current paths entering a network
segment. This project's case study focuses on the case of N = 2.

The di�erential protection principle has three key bene�ts compared to other types of protection. Firstly,
the protection scheme o�ers a high sensitivity to internal faults. Due to the comparison of entering and leaving
current, even minor discrepancies can be detected. Secondly, the high sensitivity leads to fast fault isolation
and clearance. The potential damage to protected grid components is limited, and the reliability is increased.
Finally, di�erential protection has clearly de�ned zones of protection. Under faulty conditions, unnecessary
outages are prevented because only components within the a�ected zone are disconnected.

There are various classi�cations of di�erential protection. Each operates on di�erent triggers and principles,
such as current, voltage balance, and biased percentage di�erential relay. Moreover, the implementation can
di�er between electromechanical, digital, and numerical relays. This project focuses on the latest generation of
numerical current di�erential relays.

5.2 Non-faulty di�erential currents

Several phenomena complicate the simple principle of di�erential protection. There are regularly occurring
apparent di�erential currents due to di�erent reasons, such as energisation or sudden topology changes. Relevant
sources of false di�erential current are discussed in this section.

There are a few primary error factors relevant to this speci�c grid segment. First, lines and cables raise
large capacitive inrush currents, the magnitude of which linearly depends on the length of the medium. Second,
transformers experience high magnetising inrush currents only on the energised side due to the saturation of
the iron core. Finally, transformer characteristics such as winding connections, tap changers, and grounding
can in�uence the calculation of the di�erential current.
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Furthermore, the measurement of analogue signals is prone to inaccuracies; this also applies to the instru-
ment combi-transformers and relays. For example, the digital-analogue converters cause sampling errors such
as quantisation errors. Moreover, the response characteristics of a CT, such as saturation and accuracy lim-
iting factors, impede high �delity. Transmission errors, such as signal jitter and time delay, also impact the
measurement error.

5.2.1 Transformer inrush magnetising currents

Energising a transformer can create a large magnetising inrush current that could cause malfunction of a
di�erential relay [12, 13]. This is because the transformer's energisation can cause its iron core to saturate. The
core magnetic �ux density B [T] in�uences the onset of saturation. Generally, the �ux within the core is made
up of three parts: steady-state �ux, excitation �ux, and remnant �ux.

Magnetic �ux in the transformer core

The core saturates when the �ux density exceeds a threshold, called theBmax limit [13]. The �ux inside is
dependent on three components [14, 15]: The steady state �ux� S , which is created during normal operation;
the excitation �ux � E , dependent on the voltage point of activation; and the remnant �ux � R , which remains
in the core when the transformer is deenergized. The relation between magnetic �ux and excitation voltage of
the winding is given in Equation 3.

�( t) =
1
N

Z
E(t)dt (3)

� is the created magnetic �ux [Wb], N is the number of winding turns [-] and E is the winding's excitation
voltage [V ]. Under normal operation, the �ux will be shaped sinusoidally when the voltage is an ordinary
sinusoidal wave.

For example, if the excitation voltage is given by E(t) = Vm sin (!t + � ), then the steady-state �ux is given
by � S (t) = � Vm

!N cos(!t + � )+ c. In these equations,Vm is the excitation voltage magnitude [V ], ! is the system
frequency [rad=s], � is a phase shift [rad] relative to the positive zero crossing of the voltage signal, andc is a
constant that will be de�ned later. This steady-state conversion example is visualised in Figure 10.

Figure 10: The magnetic �ux in the core is de�ned as the integral of the excitation voltage. In steady-state
conditions, this results in a phase shift of 90�

.

The moment of closing the CB is important for the �ux density. An unfortunate timing, such as a zero
crossing, will potentially double the invoked �ux. The extra invoked �ux is called excitation �ux [� E ]. The
excitation �ux is given as � E = VM

!N cos(� ). This principle is illustrated in Figure 11. Here, in the grey area, is
the �ux in the �rst half cycle. All magnetic �ux is positive in Figure 11a whilst the �ux is centered arround the
y-axis in Figure 11b.
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(a) Closing CB during voltage zero crossing. (b) Closing CB during voltage maximal amplitude.

Figure 11: Illustration of the e�ect CB closing timing has on the induced excitation �ux.

Another contributing factor to the total �ux is remnant �ux [� R ]. After aligning the magnetic moments
of the transformer core and removing the external magnetic �eld, the magnetic moments do not necessarily
return to their original orientation. A portion of the magnetic domains retains the alignment and requires extra
e�ort to adjust. This process is also known ashysterisis. Essentially, remanent �ux is caused by unfavourable
de-energisation timings, and its magnitude is generally between 30% and 70% of� Vm

!N [14].

Finally, when all the components are summed up [14], the equation for the total magnetic �ux for a sinusoidal
voltage signal is as in Equation 4. The maximal expected inrush current is approximately three to four times
the rated current [3] of the circuitry.

� = � S + � E + � R = �
Vm

!N
cos(!t + � ) +

VM

!N
cos(� ) + � R (4)

From this equation, two crucial details can be concluded. First, the moment the CBs are closed has a
signi�cant e�ect on the magnitude of the inrush current. Secondly, the instance the transformer is deenergised
in�uences the magnitude of the inrush current; the remanent �ux needs to be controlled and monitored. To
conclude this section, precise CB closing and remanent �ux monitoring must be included when modelling the
test system.

5.2.2 Cable capacitive inrush current

A capacitive inrush current will be generated when energising a cable or line. Equation 5 can be used to calculate
the magnitude of the capacitive inrush current.

I C = 3 ; 63� 10� 6 � UN � f N � C0
B � l (5)

In this equation, I C is the expected capacitive inrush current [A],UN is the nominal voltage level [kV ], f N

is the nominal frequency [Hz],C0
B is the cable's per unit length capacitance [nF=km], and l is the cable's length

[km]. After calculating, this turns out to be approximately 43A. the calculated amount times three three times
should be taken into account when designing the protection scheme [3].

The calculated cable inrush capacitive current is one order of magnitude lower than the expected transformer
inrush current. For that reason, it will be neglected during the analysis as it does not have a signi�cant impact
on protection devices compared to other sources.

5.2.3 Phase shift due to transformer winding connections

The type of transformer winding connections can cause a phase shift between the primary and secondary
windings. Speci�cally, a transformer containing a star and delta connection will create a 30� phase shift.
Historically, this was counteracted by including a delta connection in one of the CTs. However, a modern
numerical relay is capable of correcting this misalignment by applying software solutions.
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5.2.4 Transformer ratio

In a coupling transformer, an unbalanced number of turns between windings generates a di�erential current.
This di�erence can be adjusted by correctly setting the winding ratio of the CTs. Luckily, the introduction
of numerical relays made this issue trivial, as a software solution can correct the misalignment due to the
transformer ratio.

A coupling transformer, such as the one described in this document, often includes a tap-changer. This
enables grid operators to adjust the transformer's turn ratio dynamically. This can help to stabilise the voltage
level and improve power delivery e�ciency by maintaining a constant voltage level. However, a tap changer
negatively in�uences the e�ectiveness of di�erential protection mechanisms, as the static conversion error caused
by transformer ratios becomes time-varying.

The installed tapchanger allows operators to vary the primary voltage magnitude between 187 and 253 kV
(i.e. � 15%UN ). This signi�cant variance could impose challenges when designing di�erential protection, as the
implied current is also directly a�ected. However, the extremities of the tapchanger settings are rarely used and
are mostly restricted to a maximum of three taps (i.e., the magnitude mainly shifts between 213 and 226 kV).
The e�ects of the tapchanger can therefore be neglected in this case study.

In summary, the combined e�ects of the factors mentioned in this section cause a signi�cant error in the
di�erential current. Some error factors, such as the saturation of CTs, even depend on the magnitude of
the �owing current. Therefore, a dynamic restraining limit is required for protection operations to prevent
unnecessary tripping of the relays.

5.3 Techniques used to mitigate unintended tripping

The di�erential current caused by magnetising inrush current can cause relays to trip unintentionally. Dis-
tinguishing between actual and inrush di�erential current is not a trivial task. Luckily, several methods for
preventing malfunction have been invented [11, 13, 16]. Relevant trip-restraint techniques for the case study
are explored here.

5.3.1 Threshold restraining

A simple restraining method commonly implemented is trip restraint using a current threshold. The relay will
not trip when the measured di�erential current is below a customizable threshold. This method is not sensitive
to magnetising inrush current and rather counteracts static sources of di�erential currents, such as sampling
errors or network losses.

5.3.2 Harmonic blocking

Calculating harmonic content is a more sophisticated method for detecting harmonic content. A key feature
of magnetising inrush current is its distinct harmonic content; the 2nd, 3rd, and 5th harmonics are the most
prominent. Decomposing a signal into its harmonic components using a variant of the Fourier transform and
calculating the magnitude of each component can increase the sensitivity of di�erential protection schemes.

The generation of harmonic content is not limited to magnetising inrush current. Other e�ects, such as CT
saturation, overexcitation, sympathetic inrush and non-linear fault resistance, also invoke signi�cant harmonic
components. In these cases, it is unclear if blocking the tripping reaction would necessarily be advisable.
Therefore, the di�erential protection should not be immediately blocked when harmonic content is detected.
Instead, a threshold should be used to determine the operation range. The expression for theN th harmonic
percentage based on the fundamental frequency is given byI N; % = I N

I 1
.

The value recommended by Siemens for the threshold of the expected, percentual 2nd harmonic content is
15%. The relay should give a trip command when this limit is exceeded. The concept of blocking tripping based
on harmonic content is commonly referred to asinrush restraint .

There are scenarios in which inrush restraint does not operate as intended. For example, a non-linear fault
resistance could generate su�cient harmonic content to cause the di�erential to block falsely. A standard
option to prevent this is to calculate the maximal expected inrush current. If the di�erential current exceeds
this expectation, the tripping operations will not be blocked.
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5.3.3 Harmonic inrush crossblock

Situations may arise where one transformer leg is saturated, while the others are not [17]. This can create a
phase with a di�erential current but insu�cient harmonic content to trigger the restraint response, potentially
causing the relay to trip unintentionally. A method to prevent this is to block the other phases if any harmonic
inrush is detected. This is calledcrossblock.

There are several methods for applying crossblock [15].1-out-of-3 blocks all phases if a single phase passes
the inrush restraint threshold. 2-out-of-3 follows the same principle, but operates if two phases exceed the limit.
Averaging calculates the average harmonic content over all phases and only blocks when the average exceeds
the inrush restraint threshold. Table 2 summarises the crossblock strategies for inrush restraint.

Table 2: Summary of a variety of crossblock strategies.

Crossblock method Description

Per-phase Only restrain the phase which exceeded the harmonic threshold.
Essentially, crossblock is not enabled.

1-out-of-3 If the 2nd harmonic threshold is exceeded in at least one of the phases.
All other phases will restrain from operating.

2-out-of-3 If the 2nd harmonic threshold is exceeded in at least two of the phases.
All other phases will restrain from operating.

Averaging The 2nd harmonic percentage is averaged over all phases.
The relay will only restrain if the threshold is exceeded.

From this table, only two crossblock methods are relevant to this thesis. The implemented type of relay
allows engineers to select between only two methods: per-phase and 1-out-of-3 (i.e. crossblock disabled and
enabled). Therefore, the 1-out-of-3 method is implied when crossblock is referenced.

It is worth noting that the term "crossblock" is primarily used internally by Siemens. Most other vendors
have a di�erent name or lack a name for this functionality. Other naming conventions used areInrush Restraint
Mode and Cross-Phase Blocking Mode. In cases where no name is de�ned, crossblock is commonly implemented
through a form of programmable logic present within the relay.

5.4 Implementation of di�erential protection using the Siprotec 4 7SD5

The Siemens Siprotec 4 7SD5 [3] is considered for this project, as this type of relay is commonly installed on the
Dutch HV network. Coincidentally, it is also the relay model that is installed at the faulted network segment.

The relay can be broken down into several functions. Important functions in the case study are the di�erential
protection based on current (the I-DIFF> function ), the fast di�erential protection based on charge (the I-
DIFF>> function ), and the 2nd harmonic inrush restraint function . Each functionality comprises several
customizable settings that in�uence the tripping behaviour of the relay. To clarify their structure and establish
consistent terminology, this section provides a detailed explanation of each relevant setting.

5.4.1 Di�erential current tripping settings: I-DIFF>

The I-DIFF> functionality implements the fundamental di�erential protection principle in Siemens relays. To
prevent the false tripping of the relay, a dynamic tripping restraint is included by using restraining current
[i res ].

Several con�gurable settings de�ne the behaviour of the I-DIFF> function. Three are related to Accuracy
Limit Factor (ALF) of a CT, namely Settings 0251, 0253 and 0254. Two additional relevant settings introduce
a minimum value to the restraining current to address other possible measurement errors, with a varying
magnitude depending on whether the system is in steady-state operation or undergoing energisation. These are
Settings 1210 and 1213.

The restraining current acts as a dynamic threshold for the di�erential current. Both currents are calculated
simultaneously, and the relay trips only if the di�erential current exceeds the restraining current. A fault is
reproduced in a test environment to demonstrate this principle. The demonstration is shown in Figure 12.
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Figure 12: Demonstration of I-Di�> fault detection due to di�erential current exceeding restraining current.

At t = 0.000 s, the calculated di�erential current exceeds the restraining current. At this instance, the relay
detects the fault and issues a close command towards the associated CB. The restraining current, which varies
dynamically with several parameters, is computed using Equation 6.

i res = I-Di� > + f sat; 1 � � ct ; 1 � j i 1j + f sat; 2 � � ct ; 2 � j i 2j + � i sync (6)

Here, i res is the restraining current, I-Di�> is the minimum threshold value de�ned by either Setting 1210
and 1213, f sat is a factor that increases relative to the magnitude of all harmonic content,� ct are the error
factors that increase relative to the magnitude of the measured current to account for CT measurement errors,
i 1;2 are the measured currents and� i sync is an error margin to account for transmission delays.

A graph showcasing the tripping characteristic of the I-Di�> function can be seen in Figure 13a. Moreover,
Figure 13b shows how the ALF parameters in�uence the error factor� ct . The selected parameter values are:
Setting 0251 = 1.5 [-], Setting 0254 = 10%, Setting 0253 = 3%, Setting 1210 =0:3 � i Rated [A], and Setting 1213
= 1:0 � i Rated [A].

(a) I-Di�> tripping characteristic. (b) Max CT error characterstic.

Figure 13: Graphical representation of the I-DIFF> functionality's characteristics.

In graph 13a, the di�erential current is plotted against the restraining current. It can be seen that the
I-Di�> function becomes less sensitive during switch-on conditions. Additionally, the relay takes into account
the increasing measurement errors from the CT.

5.4.2 Fast di�erential tripping reaction settings: I-DIFF>>

The I-DIFF>> function is similar to the I-DIFF> function. Instead of comparing currents, the fast di�erential
functionality calculates charges. The I-DIFF>> function is intended to catch unmistakable high-magnitude
faults. The charge calculation can be performed faster, but it is less accurate. The inaccuracy of the function
is generally compensated for with a higher threshold value.
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The behaviour of the I-DIFF>> function is de�ned by two parameters. The �rst, Setting 1233, represents the
default pickup value. The second, Setting 1235, de�nes the pickup value applied during switch-on conditions, i.e.,
when the relay detects transformer and/or line energisation. The value for the switch-on conditions parameter
must be con�gured higher to account for inrush characteristics.

The latter setting (switch on conditions) must have determined the I-DIFF>> threshold during the described
fault, as the fault with the earther existed before the closure of the CBs.

5.4.3 Harmonic inrush restraint settings

The Siprotec 4 counteracts nuisance tripping due to magnetising inrush current by implementingharmonic
inrush restraint . This function operates by �rst calculating the level of harmonic content. The relay will
restrain from tripping if the level of harmonic content exceeds a con�gurable threshold. The harmonic restraint
feature is customizable through four relevant parameters:

ˆ Setting 2301: Inrush restraint.

ˆ Setting 2302: 2nd harmonic in % of fundamental.

ˆ Setting 2305: Maximum inrush peak-value.

ˆ Setting 2310: Time for Crossblock with 2nd harmonic.

Setting 2301 speci�es whether the harmonic inrush restraint feature is engaged. Setting 2302 determines the
height of the 2nd harmonic threshold. Setting 2305 de�nes a threshold to which the restraint function is allowed
to operate. The relay will always trip if this value is exceeded. Finally, Setting 2310 speci�es the duration for
which the relay applies cross-blocking when the harmonic threshold is surpassed.

Finally, a table summarising the relevant parameters and providing a clear overview is given in Table 3.

Table 3: Siprotec 4 7SD5 relevant con�gurable parameters.

No. Function Settings

0251 ALF k_alf/k_alf nominal
0253 ALF CT error in % at k_alf/k_alf nominal
0254 ALF CT error in % at k_alf nominal
1210 I-DIFF > I-DIFF >: Pickup value
1213 I-DIFF > I-DIFF >: Value under switch on condition
1233 I-DIFF >> I-DIFF >>: Pickup value
1235 I-DIFF >> I-DIFF >>: Value under switch on condition
2301 Inrush restraint Inrush Restraint
2302 Inrush restraint 2nd harmonic in % of fundamental
2305 Inrush restraint Maximum inrush-peak value
2310 Inrush restraint Time for Crossblock with 2nd harmonic

The overview of di�erential protection and the relevant Siprotec 4 settings described in the table are used
to guide the design and construction of the equivalent system model and testing procedures. Several discussed
settings will be experimented on to �nd a more optimal relay con�guration to prevent the malfunction in the
future.
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