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ABSTRACT

Ransomware has evolved over the years, shifting from widespread attacks targeting individuals
to focused attacks on businesses and agencies. These attacks are performed by ransomware
gangs while establishing interaction within the ransomware ecosystem. In this thesis, the
ransomware ecosystem is posited as being constructed of three separate sub-ecosystems: the
attacker sub-system, the defender sub-system, and the governance sub-system. Since ran-
somware gangs put in an effort to hide their internal communication and operation from the
outer world, difficulties arise in correctly understanding the ransomware ecosystem and a ran-
somware gang’s establishment of interactions within this ecosystem. As a result, current inter-
ventions are ineffective.

While earlier research has been conducted on ransomware, we observe two knowledge gaps: 1)
there is a lack of understanding of how ransomware gangs establish interactions with actors in
the ransomware ecosystem, and 2) There has been a lack of research that uses ground truth data
due to ransomware gangs keeping their internal communication and operations hidden. This
thesis uses the leaked internal communication data of the Conti ransomware gang to fill these
knowledge gaps and answer the research question: “To which extent can the ransomware ecosystem
be reconstructed using ground truth communication data of the Conti ransomware gang?”.

To answer this question, a novel methodology is proposed that uses Latent Dirichlet Allocation
(LDA) topic modeling to empirically determine overarching topics in Conti’s internal commu-
nication. It is then researched how these overarching topics map to Conti’s tactics, techniques,
and procedures (TTP) which is a commonly used methodology to better understand how ran-
somware gangs operate. Subsequently, these TTP are leveraged to reconstruct the ransomware
ecosystem while taking the perspective of how the Conti ransomware gang establishes interac-
tions within the ransomware ecosystem.

The findings of this thesis indicate that Conti is a large and professional organization that in-
corporates and adjusts services of service-providing cybercriminals in the attacker ecosystem
rather than developing their ransomware themselves using scarce IT talent. In addition, re-
connaissance is one of the most critical activities that ransomware gangs perform to get to a
successful ransomware attack. While researching Conti’s TTP, this thesis identifies novel TTP
of ransomware gangs, such as Conti’s attack chain, reconnaissance procedure, and money laun-
dering procedure.

We conclude that the ransomware ecosystem can be reconstructed from the attacker ecosystem,
the defender ecosystem, and the governance ecosystem, in which ransomware gangs estab-
lish interactions within each sub-ecosystem while operating from the attacker ecosystem. In
the attacker ecosystem, ransomware gangs establish interactions with service-providing cyber-
criminals to outsource sub-commodities of their ransomware value chain. This allows them to
strengthen their attack vectors by relying on the expertise of others and have a more varied set
of attacks. The defender ecosystem is comprised of defenders that defend themselves against
ransomware. Ransomware gangs establish interactions by performing extensive reconnaissance
on defender territories and valuable information and open-source tools that strengthen their
attack vectors. The governance ecosystem comprises governance actors that create and main-
tain the governance framework that influences the attacker ecosystem and defender ecosystem.
Ransomware gangs establish interactions with actors in the governance ecosystem to observe
the regulatory frameworks in place and adjust their TTP based on the involved risks of getting
caught.
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INTRODUCTION

1.1 BACKGROUND

1.1.1 Ransomware Ecosystem

Ransomware has evolved over the years, shifting from widespread attacks targeting individuals
to focused attacks on businesses and agencies (Beaman et al., 2021). These attacks typically tar-
get machines containing highly sensitive files such as important financial data, business records,
databases, hospital patient records, and government documents, effectively bringing business to
a standstill (Li and Liao, 2022; Popli and Girdhar, 2019). Furthermore, many ransomware gangs
have been incorporating additional pressure mechanisms by threatening to publish confidential
data, which illustrates how these ransomware gangs evolved (Beaman et al., 2021). The cost
of recovering from ransomware attacks can be enormous due to inoperativeness and cascading
effects in a victim’s supply chain, while the incentives for cybercriminals are huge (Fang et al.,
2020; Galinkin, 2021; Pal et al., 2021). Therefore, the European Union Agency for Cybersecurity
(ENISA) assessed ransomware as the prime threat in the cybersecurity threat landscape for 2021
(ENISA, 2021). However, to effectively intervene with ransomware, ransomware gangs and their
interactions within their playing field should be correctly understood.

A problem that arises when finding effective interventions is that the playing field of ran-
somware gangs and its context, which we define in this thesis as the ransomware ecosystem, is
more complex than most studies currently assume (Galinkin, 2021; Laszka et al., 2017; Raheem
et al.,, 2021). Most studies currently define the ransomware ecosystem as a collection of ran-
somware gangs or ransomware gangs and their victims in which the victims and ransomware
gangs mutually interact. However, other scholars have been addressing the existence of more
complex relations and configurations of the ransomware ecosystem, e.g., see Kenneally (2021);
Meland et al. (2020); Pal et al. (2021); Van Wegberg et al. (2017). For instance, ransomware
gangs that are not “tech-savvy” can still extort businesses through services that allow them to
outsource parts of their ransomware value chain. Furthermore, Pal et al. (2021) address that ran-
somware victims could harm other businesses in their supply chains through cascading effects,
for example, because of their inoperability or found exploits. This illustrates how interactions
within the ransomware ecosystem go beyond the mutual interaction between ransomware gangs
and their victims as often assumed.

Other actors that are believed to play a role in the ransomware ecosystem are cyber-insurers
(Fang et al., 2020; McDonald et al., 2022; Pal et al., 2021). Their exact role is part of an ongoing
discussion among scholars since it is twofold. On the one hand, cyber-insurers can create
financial incentives for adopting better cyber hygiene among victims (Kenneally, 2021). On
the other hand, ransomware coverage in insurance policies is encouraging ransomware gangs
and may be fueling the entire ransomware economy (MacColl et al., 2021). Therefore, cyber-
insurers may have an important role in the ransomware ecosystem, although the exact role
is yet to be determined (Laszka et al., 2017). Regulating actors such as national governments
confine the rights and obligations of cyber-insurers and victims through their framework of
rules and regulations. Furthermore, this framework of rules and regulations influences the
tactics, techniques, and procedures that ransomware gangs use to prevent being shut down by
law enforcement agencies. However, due to the complex nature of the ransomware ecosystem,
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it is difficult to determine how these interventions could effectively influence actors to show the
desired behavior. To further investigate the ransomware ecosystem, we first turn to how we can
observe ransomware gangs and other cybercriminals in the ransomware ecosystem.

1.1.2 Cybercriminals in the ransomware ecosystem

With the evolution of ransomware, ransomware gangs went from performing attacks solely by
themselves to attacking from an interconnected ecosystem of cybercriminals. In this ecosystem,
ransomware gangs exchange resources with other cybercriminals, making it easier to perform
ransomware attacks. While the ransomware value chain activities were first completely per-
formed by a ransomware gang, different cybercriminals now provide services that allow the
parts of the value chain to be outsourced (Meland et al., 2020; Van Wegberg et al., 2017). The
introduction of these services allows ransomware gangs to mitigate some of their risks. More-
over, it allows ransomware gangs with lesser technical knowledge to perform successful ran-
somware attacks while the cybercriminals providing these services create additional revenue
streams. Besides cybercriminals that provide services to outsource parts of the ransomware
value chain, other cybercriminals are present that support ransomware attacks with illicit ser-
vices of which bulletproof hosting providers are an example. Bulletproof hosting providers are
hosting providers that allow illegal activities on their servers and are resilient to complaints
of illicit activities (Goncharov, 2015). The existence of different relations among cybercrimi-
nals in this ecosystem has been widely discussed in scientific literature (Bayoumy et al., 2018;
Cartwright et al., 2019b; McDonald et al., 2022; Meland et al., 2020). To further illustrate these
relations, we will use the ransomware value chain and show how the different parts can be
outsourced.

The ransomware value chain consists of four phases: development, distribution, account takeover,
and cash-out, as shown in figure 1.1 (Van Wegberg et al., 2017). Each of these different phases

in the value chain can be outsourced. Ransomware-as-a-Service (RaaS) is a widely discussed

business model in which ransomware gangs create additional revenue streams by letting other

ransomware gangs use their ransomware using an affiliate model. This allows ransomware

gangs without technical knowledge to use others’ ransomware in exchange for a percentage of

the profits (Meland et al., 2020). Other cybercriminals in the ransomware ecosystem provide

services to distribute the ransomware, for example, through sending emails with malicious at-

tachments (Phishing-as-a-Service) or by selling found exploits (Exploit-as-a-Service) (Bayoumy

et al., 2018; Keshavarzi and Ghaffary, 2020; Lee et al., 2019).

Account
>Development>> Distribution >> st >> Cash-out >

Figure 1.1: Value chain of a ransomware attack

During the account takeover, ransomware gangs infiltrate the victim’s network, encrypt impor-
tant files and look for additional exploits to see if they can access other victims’ networks. When
files are encrypted, and the victim has been presented a ransom note, ransomware gangs have
“customer service” to help them with the ransom payment through cryptocurrencies, decryption
of their files, and give them security advice to prevent future attacks (Cartwright et al., 2019b;
Keshavarzi and Ghaffary, 2020; Van Wegberg et al., 2017). Again, this part of the value chain
can be outsourced through other cybercriminals in the ransomware ecosystem. Finally, in order
to cash-out their earnings, it needs to go through multiple stages of money laundering. The risk
of getting exposed is higher during the cash-out phase of the ransomware value chain because
transactions of cryptocurrencies provide a level of pseudo-anonymity and are not fully anony-
mous. Therefore, the cash-out phase is often outsourced to cybercriminals providing money
laundry services (Huang et al., 2018). Cryptocurrencies, for example, are often sent through
a ‘mixer’, making the cryptocurrency very difficult to trace (Huang et al., 2018; Raheem et al.,
2021). Money laundry services are another example of outsourcing parts of the value chain,
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illustrating how ransomware gangs interact with other cybercriminals in the attacker ecosystem.
In this thesis, the attacker ecosystem is viewed as a sub-system of the ransomware ecosystem
consisting of ransomware gangs and other cybercriminals that interact and share resources to
help perform successful ransomware attacks.

1.1.3 Victims in the ransomware ecosystem

Potential victims of ransomware defend themselves against attacks and are similar to the ran-
somware gangs interconnected. For the sake of simplicity, we call these defenders in the rest
of this thesis. These defenders often damage other companies in their supply chains when
attacked by ransomware because the attack has cascading effects on other defenders in their
supply chain (Pal et al., 2021). In addition, ransomware gangs can find confidential files of
companies in the defender’s supply chain or find additional exploits which encourage to attack
of other related defenders. An illustrative example is a ransomware attack on a Managed Ser-
vice Provider (MSP). These MSPs offer IT services to their clients, which they often do remotely.
This remote connection makes these MSPs an important target for ransomware attacks because
through this remote connection, other companies can be attacked, increasing the potential ran-
som to be gained (Kshetri and Voas, 2022). On the other hand, defenders can share information
among other defenders on cybersecurity best practices to help other defenders increase their
defense. However, multiple authors have claimed that defenders may show strategic behavior
since the spending on one’s defense may positively affect another’s defense (Cartwright et al.,
2019b; Chen et al,, 2021; Laszka et al., 2017). The discussed examples illustrate how the de-
fenders may influence other defenders in the potential of being successfully attacked. In this
thesis, the defender ecosystem is defined as a sub-system of the ransomware ecosystem in which
the defenders influence each other directly or indirectly on the potential of being successfully
attacked.

1.1.4 Governance actors in the ransomware ecosystem

The regulatory and governance framework for ransomware is rather loose and non-existent
(Kenneally, 2021). There is no framework for ransom payment transparency, and although gov-
ernments are promoting not to pay ransoms, some governments sponsor ransomware attacks
for political means (Lee et al., 2019; McDonald et al., 2022). Furthermore, in the US, ransom pay-
ments can be written off as ordinary, necessary, and reasonable tax expenses (Galinkin, 2021).
However, governance can influence both the attacker ecosystem and the defender ecosystem
to steer the problem of ransomware. National governments and international governmental
organizations, for example, form the framework in which law enforcement agencies can work
to try to seize and shut down different ransomware actors (Meland et al., 2020). Furthermore,
national governments can stimulate defenders to adopt better cyber hygiene or discourage crim-
inals by setting higher punishments (Galinkin, 2021). However, many of the involved actors
and the interactions among actors in the governance ecosystem are still unclear. In this thesis,
the governance ecosystem is defined as a sub-system of the ransomware ecosystem in which a
collaboration of actors develops and maintains the governance framework that influences both
the defender- and attacker ecosystem.

1.1.5 An integrated view of the ransomware ecosystem

Some actors that comprise the ransomware ecosystem do not fit in the sub-systems as discussed
in sections 1.1.2, 1.1.3, and 1.1.4. Cyber-insurers, for example, are not easily categorized into
one of the three sub-systems. However, many scholars have been discussing their importance
in the ransomware ecosystem (Cartwright et al., 2019a; Kenneally, 2021; Laszka et al., 2017; Mc-
Donald et al., 2022). Similarly, cybersecurity advisors such as Fox-IT and Northwave that advise
companies in cybersecurity and mediate in case of ransomware attacks cannot easily be placed
in one of the sub-systems yet have an important role in the success of ransomware attacks.
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These actors and each of the subsystems are influencing each other, eventually affecting the
success of ransomware attacks. As discussed in section 1.1.4, a national government can influ-
ence ransomware gangs operating from that country, for example, by setting higher sanctions
or stimulating ransomware gangs through state-sponsored attacks. In addition, governments
can create financial incentives for companies to adopt better cyber hygiene or incentivize choos-
ing to pay the ransom as in the case of tax redactable expenses in the US. Furthermore, there
are examples of dissatisfied employees attacking their own company with ransomware using
Raa$ or helping ransomware groups to infiltrate the IT systems (McDonald et al., 2022). These
are just a few examples illustrating how these sub-systems influence each other when we ob-
serve the collection of these sub-systems and the additional actors from an integrated view of
the ransomware ecosystem. Although some relations between sub-systems and between actors
within sub-systems have been studied, many roles of actors and their interactions with relation
to ransomware are currently unclear.

Ransomware gangs have a central role in the ransomware ecosystem. In this thesis, it is posited
that ransomware gangs intentionally make decisions on establishing interactions with actors in
the ransomware ecosystem. These decisions to establish interactions relate to a ransomware
gang’s strategic business decisions, techniques, and procedures. Tactics, techniques, and pro-
cedures is a concept that is commonly used to describe the behavior or modes of operations
of threat actors using these three categories (Egloff and Smeets, 2021; Yeboah-Ofori and Islam,
2019). Since the most dominant ransomware gangs are large well-structured organizations and
their success in ransomware attacks relies on well-executed communication, it is logical to as-
sume that they internally discuss topics entailing these TTP. It is therefore worthwhile to empir-
ical research the internal discussions on strategic decisions related to establishing interactions
since this would form a basis for a better understanding of the ransomware ecosystem.

However, ransomware gangs rely on multiple anonymous communication protocols to keep
their internal communication and operation hidden from the outer world (Bayoumy et al., 2018;
Keshavarzi and Ghaffary, 2020). Therefore, it has been difficult to observe the internal TTP
of ransomware gangs empirically. This complicates finding effective interventions since the
ransomware ecosystem is not yet correctly understood, starting from how ransomware gangs
establish these interactions within the ransomware ecosystem. Taking this unclarity as its main
focus, this thesis aims to provide insights into how ransomware gangs establish interactions
with actors in the ransomware ecosystem and reconstruct it accordingly. To this end, internal
chat log data of the Conti ransomware gang is used. Conti has been the most dominant ran-
somware gang in the ransomware ecosystem since the shutdown of REvil (ENISA, 2021). The
Conti chatlog data used in this thesis originates from an anonymous researcher leaking Conti’s
internal messaging and files during the 2022 Russian invasion of Ukraine. The Northwave se-
curity group has translated these chatlogs, and the translated chatlog data is used in this thesis
(Northwave Security, 2022).

This thesis is the first academic effort that empirically explores a ransomware gang’s internal
establishment of interactions within the ransomware ecosystem. Furthermore, it is the first
to empirically study the internal tactics, techniques, and procedures of a ransomware gang
based on ground truth data. In the work presented, topics in Conti’s internal conversation data
are empirically determined. Using these topics, the tactics, techniques, and procedures of the
Conti ransomware gang are mapped. It is then researched how Conti internally establishes
interactions with actors in the ransomware ecosystem based on their TTP.

1.2 CURRENT GAPS IN THE RANSOMWARE ECOSYSTEM LITERA-
TURE

Research on ransomware has mainly focused on modus operandi and is mostly taken from a
technical or descriptive perspective (Chen et al., 2021). Mei et al. (2021) studied the modus
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operandi of different ransomware families using a System Provenance Graph, whereas Ke-
shavarzi and Ghaffary (2020) studied the modus operandi by creating a separated attack chain
for ransomware attacks. Focusing on the cash-out phase of the ransomware value chain, Ra-
heem et al. (2021) studied the modus operandi of different ransomware families in relation to
Bitcoin ransom payments. Various other studies have researched the modus operandi of ran-
somware actors by looking into specific parts of the ransomware value chain (Huang et al., 2018;
Lee et al., 2019; McDonald et al., 2022). These types of studies, therefore, only investigate parts
of the ransomware value chain and often observe ransomware in isolation, leaving out its con-
text. Furthermore, these studies observe ransomware from an external perspective. Hence, we
lack the understanding of how ransomware gangs strategically operate and internally establish
interactions with their environment.

To create a more comprehensive understanding of how ransomware gangs internally operate
and how these intentionally establish interactions in the ransomware ecosystem, we need to re-
search ransomware from an internal perspective. In other words, we need to shift focus from ob-
serving ransomware gangs from an isolated external perspective to observing how ransomware
groups interact with their complex environment from an internal perspective. This is where we
use TTP to describe how ransomware groups internally operate and use these to reconstruct
the ransomware ecosystem. This eventually would form the basis for a better understanding
of how ransomware gangs establish interactions within the ransomware ecosystem. This un-
derstanding helps policymakers more effectively design interventions targeting critical actors
to decrease the likelihood of a successful ransomware attack. Understanding how ransomware
gangs establish interactions with actors in the ransomware ecosystem supports the creation of
new interventions that could help companies create a better defense against ransomware. In
addition, it could help target critical actors in the attacker sub-system to disrupt the value chain
of ransomware gangs.

Numerous studies have studied the ransomware ecosystem, yet these studies often simplify
the ransomware ecosystem by leaving out actors and interactions, and an actual definition of
the ecosystem is never presented. Laszka et al. (2017) observed the ransomware ecosystem as
a relation between groups of defenders attacked by ransomware and ransomware gangs and
simplifies their interactions using a game-theoretic approach. They highlight that in future re-
search, the role of cyber-insurance in the context of ransomware should be considered and that
it should be researched how their policies would have effective outcomes. Next, Huang et al.
(2018) observed the ransomware ecosystem as a collection of defenders, ransomware gangs,
and money laundry service providers. In this study Huang et al. (2018) mention that an im-
proved understanding of the ransomware ecosystem is a key first step to identifying new and
potentially more effective intervention strategies, which fits within the general notion that the
ransomware ecosystem is not yet correctly understood. Other authors have used the concept of
ransomware ecosystem to describe a collective of ransomware programs and how these interact
with their victims (Mei et al., 2021; Raheem et al., 2021). However, to our knowledge, no study
researches the ransomware ecosystem from a ransomware gang’s internal perspective, resulting
in a lack of understanding of the ransomware ecosystem.

In sum, we observe two knowledge gaps: a) there is a lack of understanding of how ransomware
gangs establish interactions with actors in the ransomware ecosystem, and b) There has been
a lack of research that uses ground truth data due to ransomware gangs keeping their internal
communication and operations hidden. Ground truth data may be a means to a better under-
standing of a ransomware gang’s establishment of interactions. To fill these knowledge gaps,
four research activities will be employed. First, we will review existing literature that studied
the different actors involved in each of the different sub-systems of the ransomware ecosystem
to lay the groundwork for the ransomware ecosystem. Furthermore, literature is reviewed on
tactics, techniques, and procedures (TTP) and the known TTP used by ransomware gangs. Sec-
ond, we will take an internal perspective using the leaked chatlog data of the Conti ransomware
gang and empirically determine topics in their internal communication using Latent Dirichlet
Allocation (LDA) algorithms. Third, these topics are mapped to Conti’s TTP based on ground
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truth communication data. Finally, these TTP are leveraged to reconstruct the ransomware
ecosystem, creating a better understanding of how ransomware groups establish interactions
within the ransomware ecosystem.

1.3 RESEARCH QUESTIONS

Concluding, the involved actors in the ransomware ecosystem and their interdependencies and
how these construct the ransomware ecosystem is a blind spot in the current scientific literature.
Through the following research question, the identified knowledge gaps that lead up to this
blind spot can be filled:

To which extent can the ransomware ecosystem be reconstructed using ground
truth communication data of the Conti ransomware gang?

The focus of this thesis is to understand how ransomware gangs establish interactions within the
ransomware ecosystem and therefore create a better understanding of the ransomware ecosys-
tem. This focus is situated on a macro level, while the analysis of Conti’s communication data
is situated on a meso level. This can be explained since Conti has a representative role in the
ransomware ecosystem because it is currently the most successful and largest ransomware gang
active (ENISA, 2021). Hence, other ransomware gangs will likely base their tactics, techniques,
and procedures on Conti to increase its success in attacking victims. In addition, Batrla and
Harasta (2022) argue that Conti DarkSide/Blackmatter, and Revil are highly representative for
the current ransomware ecosystem. Therefore, Conti is a representative case study for studying
other ransomware gangs’ TTP.

Ransomware gangs such as Conti are often large well-structured organizations with hundreds
of employees and rely on well-executed communication for their success. From Conti’s leaked
internal communication data, topics are distilled and subsequently mapped to TTP, which is a
methodology that is commonly used in scientific literature to observe how ransomware gangs
operate. Since it is stipulated that ransomware gangs intentionally establish interactions with
actors in the ransomware ecosystem, it is likely that the tactics, techniques, and procedures
distilled from Conti’'s communication cover the establishment of interactions within the ran-
somware ecosystem. Furthermore, since the Conti ransomware gang has a representative role
in the ransomware ecosystem, their tactics, techniques, and procedures may be leveraged to
reconstruct the ransomware ecosystem. Hence, the approach used in this thesis, in which we
distill TTP from Conti’s internal communication from a meso-level analysis to reconstruct the
ransomware ecosystem from a macro-level analysis, is a valid approach.

Four sub-questions have been formulated to pinpoint the research activities required to answer
the main research question:

SQz1: Of which actors does the ransomware ecosystem comprise and how do they interact?
5Q2: What are overarching topics in Conti’s communication data?
5Q3: How do these overarching topics map to Conti’s tactics, techniques, and procedures?

5Qg4: How can we leverage identified tactics, techniques, and procedures to reconstruct the ransomware
ecosystem?

1.4 THESIS STRUCTURE

Chapter 2 aims to answer the first sub-question by reviewing existing literature on the actors
involved in the different sub-systems of the ransomware ecosystem. Additionally, literature is
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reviewed on TTP and known TTP of ransomware gangs. Next, Chapter 3 discusses the method-
ology used in this thesis to answer sub-questions two, three, and four. Chapter 4 presents a
high-level exploration of Conti’s chatlog data which is used to generate topics from. Subse-
quently, Chapter 5 answers the second sub-question by discussing the topics that come forward
from the LDA models. Section 6.1 aims to answer the third sub-question by mapping Conti’s
TTP based on the topics coming forward. Section 6.2 presents the leveraging of identified TTP
to reconstruct the ransomware ecosystem, which allows us to answer sub-question four. Finally,
the discussion, recommendations, and conclusions are presented.

8



RANSOMWARE ECOSYSTEM

This chapter reviews previous academic work on actors in the ransomware ecosystem and their
interactions in four sections. The first section is tailored to discuss relevant actors and their
interactions within the attacker sub-system of the ransomware ecosystem. The second section
focuses on relevant actors and their interactions within the defender sub-system. The third
section focuses on the actors and their interactions within the governance sub-system. The
fourth section discusses tactics, techniques, and procedures and how these have been used
within ransomware gangs. This chapter concludes with a short conclusion of the reviewed
literature.

2.1 ACTORS AND THEIR INTERACTIONS WITHIN THE ATTACKER
ECOSYSTEM

Ransomware literature is mainly focusing on research from a descriptive or technical perspec-
tive. Examples of such research can be found in Huang et al. (2018), Lee et al. (2019), McDonald
et al. (2022), Mei et al. (2021), Raheem et al. (2021) and Richardson and North (2017). Richardson
and North (2017) use a descriptive study to present a timeline of historical events to illustrate
how ransomware has evolved. In this timeline, they illustrate the first examples of RaaS and
illustrate how ransomware gangs evolved their tactics. In their research, they showed how tac-
tics evolved to dynamic pricing being used by different ransomware programs based on the
IP address of the infected computer. This illustrates how ransomware gangs are aware of the
willingness to pay and adjust their tactics to increase the chance of the ransom being paid. How-
ever, Richardson and North (2017) argue that ransoms should not be paid since criminals talk
to each other. Therefore a victim paying the ransom may become a target for other ransomware
groups. Other scholars such as Beaman et al. (2021) and McDonald et al. (2022) used the work
of Richardson and North (2017) to further describe more recent advances of ransomware. Bea-
man et al. (2021) highlight how ransomware gangs make use of remotely working connections
in their tactics and discuss the known preventive measures: backing up, enforcing strict access
control, and user awareness. McDonald et al. (2022) argue that ransomware gangs will continue
to evolve their tactics, such as targeting disgruntled employees for inside distribution using
Raa$ or incorporating stealing sensitive files adding an additional layer of extortion, encourag-
ing payment.

The preventative measures, as mentioned by Beaman et al. (2021) are often used in a game
theoretic setting to research decreasing the economic incentive of defenders to pay ransoms
and therefore decreasing the incentive for ransomware gangs to attack. Examples include the
studies of Cartwright et al. (2019b), Fang et al. (2020), Galinkin (2021) and Laszka et al. (2017).
Laszka et al. (2017) studied the interaction between organizations and ransomware attackers
with a focus on modeling of security investment decisions for mitigation, i.e., level of backup
effort as well as the strategic decision to pay or not pay a ransom. Fang et al. (2020) introduced
the existence of fake ransomware gangs that do not care about benefitting from the ransom
and showed that these can, in principle, make more money. However, the expected payoffs of
both genuine and fake ransomware gangs increase with the chance of encountering genuine
ransomware gangs. This implies that in most cases, ransomware gangs will try to decrypt the
data when the ransom is paid, stimulating other defenders to pay the ransom.
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Cartwright et al. (2019b) agree with the notion that, in general, ransomware gangs will put in
the effort to decrypt the data. In their research, they mention that ransomware is rare in being a
cybercrime that positively benefits from publicity and greater knowledge. The more individuals
and organizations recognize that ransomware is a genuine extortion scenario in which access
to files can only be regained through paying the ransom, the more willing defenders might
be to engage with the ransomware gangs. Hence, fake ransomware gangs may be competing
with genuine ransomware gangs since they decrease the general recognition of ransomware
being a genuine extortion scenario in which files can be recovered. Cartwright et al. (2019b)
argue that there may also be competition between the different genuine ransomware gangs,
which contradicts the findings of Richardson and North (2017) saying ransomware gangs share
vulnerability information. If ransomware gangs compete, they may not be willing to share
information about attacked victims since this could lose a competitive advantage.

In their study, Cartwright et al. (2019b) mention that ransomware actors are aware of the state
of backups of the organizations they attack, contributing to the general thought of ransomware
gangs precisely planning their attacks regarding whom to attack and when. Galinkin (2021)
builds on the work of Laszka et al. (2017) but rather sees the interaction of ransomware gangs
and defenders as playing in a lottery than a strategic game between the two. Furthermore, he
argues that there are three variables to influence if one tries to disrupt the ransomware economy:
the value of payments, the cost of operating ransomware, and decreasing the probability of
payment. The value of payments is hard to influence looking at the only increasing value of
cryptocurrencies such as Bitcoin, Ethereum, and Monero. Even if we could influence the value
of payments of these cryptocurrencies, it would not stop ransomware gangs from shifting to
other payment methods. Furthermore, Galinkin (2021) explains how Raa$S has a great effect on
the costs of operating ransomware since it requires minimal financial investment to become an
affiliate for other ransomware gangs.

Other scholars have also touched upon the concept of RaaS in their work. Bayoumy et al.
(2018) has laid the basis of RaaS distribution in dark web markets by studying the dark web
ecosystem for ransomware. In their research, they argue that the development and distribution
of ransomware are stimulated by social networks on the dark web, and that dark web meeting
places and marketplaces are a key environment for cybercriminals, allowing access to the skills
and expertise of other cybercriminals in the ransomware ecosystem. In the attacker ecosystem,
they identified three RaaS stakeholders: RaaS authors, RaaS vendors, and RaaS distributors.
In addition, Bayoumy et al. (2018) argue that it may be possible that the different dark web
markets are connected. These findings imply that the ransomware gangs may interact with
Raa$ stakeholders through dark web meeting places and marketplaces to stimulate their affiliate
program.

Meland et al. (2020) continued this work by studying RaaS within the dark web and describe
that RaaS is a way of democratizing crime, giving ordinary people and smaller players an easier
way into the criminal market while reducing the risk of exposure for the one on top of the value
chain. Furthermore, a dissatisfied employee might decide to partner up with a RaaS developer,
which helps ransomware gangs effectively infect an organization from the inside and split the
resulting profit. In their work, Meland et al. (2020) illustrate how dark web markets have a role
in the distribution of RaaS and, therefore, in the ransomware ecosystem. The active vendors on
these dark web markets are shown to be resilient from being shut down by law enforcement
and quickly switch to new dark web markets. Important factors for the success of vendors and
therefore for their resilience are trust and reputation. If a vendor has a high reputation, it’s
more likely to be successful in new dark web markets, especially since most of the time, these
reputations are transferable when markets are shut down. This was when Alphabay and Hansa
were shut down, and vendors shifted to Empire.

Although many scholars mention that Raa$S allows anyone with a computer to attack defenders
with ransomware, Mei et al. (2021) and Van Wegberg et al. (2018) show that easily accessible
dark web markets do not play as big of a role as often assumed. They argue that most RaaS
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items sold on the dark web markets are believed to be frauds and that there is a lack of strong
growth for commoditization in these markets. This is illustrated by a moderator of a dark web
forum:

“The public space is supposed to be filled with scams and stupid products because you don’t have to prove
your worth to get into the public sphere. The only way to experience the inner workings is to be able to
convince others that you should be allowed into invite-only spheres as mentioned”

Gaining access to these invite-only spheres can be challenging, and therefore RaaS may only
have a modest effect. Moreover, there are few items for sales, and the successful sales do not
indicate a large economy of Raa$S in dark web markets. These findings illustrate that it is likely
that ransomware gangs use invite-only spheres for their affiliate programs and that large-scale
RaaS programs may not be distributed over easily accessible dark web meeting places and
marketplaces. Finally, Meland et al. (2020) created an overview of the value chain for the RaaS
economy, as shown in figure 2.1.
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Figure 2.1: Value chain for the RaaS economy adopted from Meland et al. (2020)
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In the value chain for the RaaS economy, a vulnerability researcher discovers and sells zero-day
vulnerabilities to RaaS authors. These vulnerability researchers have high expertise in hardware
and software, and Meland et al. (2020) argue that many vulnerability researchers have system
administrator roles in respected companies. Authors are professional developers that create
ransomware programs that take advantage of vulnerabilities, which can be purchased from
vulnerability researchers. Ransomware gangs can be observed as authors but may also take the
role of vendors. Meland et al. (2020) argue that there can be fierce competition between different
malware authors. Vendors take a role in the RaaS value chain by marketing and selling RaaS on
dark web marketplaces or their own private websites. Vendors may also be authors, as in the
case of ransomware gangs, but Meland et al. (2020) argue that most dark web vendors have little
programming experience and sell a wide range of goods from drugs to guns and ransomware.
Therefore, it is likely that RaaS vendors active in dark web markets and meeting places are not
the actual developers of the ransomware themselves.

The distributors buy Raa$S through a vendor and can be observed on the dark web. They share
their experiences and feedback on ransomware purchases using reviews and forums. In addi-
tion, some distributors use these forums to seek partnerships involving ransomware developers
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or offer vulnerability information for sale. Defenders are attacked with ransomware and may
lose their data as a result. To prevent data loss, they may need an exchange to obtain the ran-
som amount in cryptocurrency. The marketplace admins provide a platform that vendors and
distributors use to trade RaaS. Meland et al. (2020) argue that these marketplace admins should
be a trusted third party that governs the monetary transaction. However, many examples are
known in which marketplace admins run off with the money (exit scams) (Meland et al., 2020).
Law enforcement agencies put a lot of effort into shutting down these markets, and competing
marketplaces may try to eliminate competition.

Meland et al. (2020) contribute to the role of Bulletproof Hosting Providers, money laundry
services, and exchanges in the RaaS value chain. Bulletproof Hosting Providers (BHP) host
the website services of the dark web markets and often host the command control servers of
ransomware vendors. By using these BHPs, the resistance against being shut down for dark web
markets and ransomware vendors increases. Money laundry services like mixers and money
mules are used to launder the earnings from ransomware operations. However, Monero is often
used, which is said not needed to be mixed due to its anonymous character (Meland et al., 2020).
Exchanges have an important role in the RaaS value chain for cybercriminals since they offer
currency exchange services, which allows them to spend their profits. The role of exchanges
and money laundry services was previously highlighte