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Abstract

Proper security mechanism are a crucial part of safe usage of Implantable Medical Devices. Multiple re-
searchers presented various solutions to address this problem, basing them on different underlying princi-
ples. Within the scope of this thesis we perform a security analysis of the chosen authentication protocols.
What is more, we present a new attack on a scheme based on physiological signal processing using a fuzzy
vault cryptographic primitive. We exploit the fact that the signal generated by the heart beats does not change
sufficiently in the frequency domain. Therefore it is possible that the adversary reuses signal recorded at some
earlier point of time to authenticate to the implant in real time. We show in an experimental way that it is able
to break the scheme with probability reaching 75%. Finally, we propose a novel lightweight authentication
protocol based on hash chains. To ensure the applicability of our work, we have decided to use only energy
efficient solutions, that is hash functions and block ciphers. In contrast to existing work, we have extended
the threat model and considered the implant reader distrusted. We present a set of energy measurements to

provide advantages of different elements to be used during implementation of our solution.
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Introduction

Implantable Medical Devices (IMDs) are an important addition to the modern medicine. Ranging from pace-
makers to neurostimulators, they help doctors to monitor and treat different diseases, such as cardiac con-
ditions or epileptic seizures. As the name suggests, these devices are fully implanted in the human body,
and are able to work independently for around 10 years [47]. Because of that, they are heavily resource con-
strained devices, with small size limiting battery capacity. When the battery is drained, the patients need to
undergo a surgery, where the whole implant is replaced. Therefore, all of the performed computations must
be as energy efficient as possible. Throughout the years of development, IMDs have been changing to further
improve quality of life of patients. One of the important additions was the introduction of radio transceiver,
enabling wireless communication with external devices. Through this channel, doctors could obtain medi-
cal measurements of patient’s body, as well as adjust the healing program of the device, without a need of a
surgery. Nowadays, a typical set up involving an IMD includes an external reader, capable of communicating

with the implant.

1.1. Importance of security for medical devices

The introduction of wireless communication modules to the IMDs created new security and privacy issues.
In general, we can classify the threats based on the goals they try to achieve. The first basic property that can
be violated is the authenticity. Before any operation is performed, the identities of involved parties must be
established. In the impersonation attack, the adversary can impersonate either the IMD or the programmer
if the wireless channel is not properly protected [2]. By imitating the programmer, adversary can get access
to the implant, and harvest sensitive information about the patient, or in the worst case scenario reprogram
the device. By impersonating the implant, the adversary can send false data to the physician. This can desyn-
chronize the real state of the implant and state known by the doctors. It could cause delays in the responses to
the needs of the patient, which is a direct life threat. In the scenarios different than IMD, authentication can
be achieved relatively easily, with usage of shared keys or infrastructure of public key certificates being the
prime examples. However, various programmers must be able to pair with different implants, which could
cause large amount of data stored on the constrained devices. Additionally, compromising the programmer

and stealing the keys is easier than performing similar attacks on Internet services. There exists also another
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aspect of security, similar to the authentication - authorization. Authorization of (authenticated) users de-
termines who is allowed to request which operation. For example, the therapy parameters or device setting
should not be modified without a doctor. A big problem with this authorization are emergency situations,
for example a heart attack or any sudden health problem in general. Such incidents cannot be disregarded
in IMD world. While in the regular case the implant should be running at all times, in special circumstances
such as a cardiac surgery with electrocautery devices, it must be turned off, not to affect the patient’s con-
dition in a negative way. As can be seen, the device must be able to determine when such a crucial request
should be accepted.

Another one of the most important features of any secure system is confidentiality. Because of that, it
could be taken as a target by the attacker. Any data, either stored on the implant or the reader, should only
be read by authorized parties. Although tampering with the implant is not feasible, the programmer should
not carry any valuable information in clear text. That way side channel attacks on the hardware components
are not attractive to the attacker due to relatively low potential gain. Additionally, the communication should
be fully encrypted. It is necessary to prevent eavesdroppers from obtaining sensitives information. While the
process of memory encryption can be reused from different fields, the message encryption is more difficult.
A typical approach is based on a symmetric encryption. In addition, a key agreement protocol is used to
ensure that both parties have access to the same key. Most common ways to achieve it are based on public
key encryption. However, due to limited computational capabilities of the implant, the approach is rarely
used. Next goal that could be targeted during an attack is the integrity. Any data, stored or transmitted using
any communication channel, should only be modified by authorized parties. If the initiator of changes or
data source is not validated, it could result in serious security consequences. The messages could be altered,
which could cause the IMD to act in a harmful way for its bearer. What is more, the operation software could
be changed by anybody with sufficient equipment and skill level, resulting in a similar aftermath. Another
very important aspect, especially for the IMDs, that could be targeted is the availability. The functionality
provided by the implant should be accessible to all authorized parties at all times. The most important in
this case is the patient himself, which is in need of the medical functions of the device. Knowing the possible
damage, it is an important vector of attack to cover. There are multiple ways to execute a denial of service
attack (which target availability) on the IMD. It could become unresponsive after a blockage of the commu-
nication channel. One of the most dangerous attacks is the battery depletion attack [32]. It can be achieved
by flooding the implant with network traffic, or forcing the device to perform energy expensive operations.
Some of the requests can be blocked by the means of authentication and authorization. However, it should
be pointed out that mass requests for identity validation could deplete large amounts of power reserve.

A final goal that could be achieved during an attack is the violation of patient’s privacy. Without proper
security mechanisms, simple eavesdropping is sufficient to compromise the patient. It is clear that the infor-

mation stored and transmitted by the implant is very sensitive. Some of the existing privacy goals include [57]:
* Device-type privacy - It should not be possible to tell what kind of device is used by the patient.

* Medical data privacy - Adversaries should not be able to access the data collected by the device, that is

used by the doctors.
* Tracking - Unauthorized entities should not be able to track or locate the patient.

» Device-existence privacy - Unauthorized parties should not be able to determine if a person uses an
IMD.
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If the adversary is able to compromise at least one of the mentioned goals, they could use the information
against the victim. Knowing that a person is carrying an IMD is seemingly harmless. However, it strongly sug-
gests that the patient has some health issues. Being able to tell what kind of device it is, it makes it even easier
to determine a part of patient’s medical history. In case of tracking, adversaries could use the physical layer,
for example by matching a radio fingerprint, to follow the location of the patient. It could be done by using
large amount of programmers, that are spread in a way that the IMD stays within the communication range.
While tracking could be beneficial in some particular cases, such as patients with dementia or Alzheimer, it
poses a serious privacy violation and should be carefully controlled [2].

One could consider the mentioned attack possibilities as unrealistic and not likely to be exploited. How-
ever, the threat was serious enough that a politician from the United Stated of America had the wireless con-
nectivity disabled in his pacemaker [66]. If multiple important personalities had their devices modified for
security reasons, the public could become too afraid to agree for the treatment involving medical implants.
This would cause multiple negative effects on various parties. The manufacturers would notice a loss in the
income, resulting in less funds being put into improvements of the devices. But despite the financial loses,
the most important consequence would be related to the health of the patients. Doctors would have to find
an alternative treatment for some particular diseases, usually less efficient then the usage of the implants. It is
clear that studies should be taken in order to guarantee the security of the IMDs, since they are an important

medical tool.

1.2. Research goals and contributions

Due to the danger of adversaries violating the privacy or health of the patients, there is a clear need for some
security mechanisms. In the beginning, manufacturers often kept the design details secret, in order to pro-
vide security [44]. Such practice is often called security through obscurity, a principle rejected over 100 years
ago. A system relying on this model may contain major security flaws, which designers decided not to ad-
dress. Halperin et al. [31] in 2008 examined the communication protocol between an implant and a reader.
They have not found any security or authentication mechanisms, which enabled multiple radio-based replay
attacks. Clearly, some changes in the manufacturing of the devices were necessary. To be able to prevent
attacks discussed above, manufacturers and researchers started working on proper security measures, while
keeping in mind the IMD constraints. The implant life span is determined by the energy stored in the battery.
Therefore, there must exist a strong balance between security and efficiency. Any cryptographic primitive
should be as efficient as possible, while not compromising reliability and performance of the device. Addi-
tionally, the implant must be accessible in case of any unexpected emergency. It creates another tradeoff
between security and accessibility. A simple solution would involve the patient to memorize a password,
that grants access to the implant. However, if in case of emergency the patient is unconscious, the idea fails.
When shifting from memorized passwords to wearable tokens, a problem of property theft or loss arises. A
different approach could rely on tattooed passwords. But according to Denning et al. [22], patients have ob-
jections against any passwords tattooed on their bodies (including tattoos visible only in certain conditions,
for example under ultraviolet light) based on social, religious or personal aspects.

The most common approaches used by the researchers can be divided into 4 groups:

1. Protocols based on physiological signals.

The first group involves the processing of physiological signals. Those time-variant biometrics can be

measured separately by the implant and the reader. It can provide the base for identity authentica-
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tion [56] or encryption key establishment [68]. Usually, they are based on the fouch to access policy. It
says that the signal cannot be measured from the distance. Instead, the external device must be in con-
tact with the patient. The most noticeable benefits of this type is the fact that no key must be shared
between the devices, as well as the fact that the freshness of the key is guaranteed, since each one is
based on separate reading. It does not come without any drawbacks. At first, the two readings are not
going to be the same. Because of that, the solution involves usage of techniques that limit the amount
of false authentications and false rejections. What is more, this signal unifying mechanisms usually

consume a lot of energy, making it vulnerable to energy depletion attack.

2. Protocols based on key management.

Another group of of solutions is based on the key management, similar to different environments, like
the Internet. Such scheme guarantees high reliability, as it is difficult to break the cryptographic prim-
itives, implemented in the correct way. However, the key management is difficult in case of IMDs.
Protocols based on public key cryptography are too demanding in terms of computing and power con-
sumption for the implant to handle, therefore symmetric encryption is preferred. Yet symmetric keys

can be easily stolen from the reader, rendering the scheme useless [70].

3. Protocols based on distance bounding.

The main idea behind this principle relies on the fact that access is authorized by the patient being
aware of the presence of the reader. Similarly to the first group, they also rely on the fouch to access
policy. Rasmussen et al. [55] proposed a scheme, where reader and implant use two channels for com-
munication: classic wireless radio-based, and ultrasound based. Ultrasounds are used to be able to
determine the delay between messages, which is used to calculate the distance. However, this scheme
can leak some information for attackers with sensitive antennas [43], as well as the fact that it requires

the manufacturers to add additional modules for the constrained implant.

4. Protocols based on usage of external tools.

The last group of the main ideas for IMD security is usage of external devices, carried by the patient.
They may act as a signal jammer that prevents any communication to the implant [21]. Opposite to
this idea, an external device may act as an access station for the implant. One example introduces a
smart-phone, carried by the patient, that performs cryptographic tasks, to reduce the energy usage on
the IMD. However, as mentioned above, this model fails when the external device is lost - which can

easily happen in case of an accident.

As shown, there are various ways of securing the IMDs with different approaches. Each approach comes
with different set of assumptions, which sometimes are not easy to implement in real life scenario. Most
of them assume that the reader is used only by the authorized personnel. This assumption is not easy to
fulfill, as the reader, being a relatively small device, can be stolen. Therefore an adversary could obtain any
key material stored inside it, or use the reader to reprogram an implant of an unaware patient. Aware of this

problem, in this thesis we try to answer the following research questions:
1. What is the effectiveness of existing security solutions for the Implantable Medical Devices?

(a) How many different attack vectors do they cover?

(b) Are there any major vulnerabilities in existing solutions?
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2. Isit possible to create a novel protocol, that outperforms existing solutions in terms of security level

and resource usage?

(a) What are suitable cryptographic primitives for IMDs?

(b) How can we cover additional attack vectors, such as theft of the reader?

The primary goal of the presented work is to provide a novel authentication and key agreement model,
that is easy to use, viable for real life implementation and provides high level security. The main scientific

contributions include:

e Comparison of existing protocols - we provide comprehensive study of the state of the art solutions in
the field of security protocols for the IMDs. We perform comparison of different principles behind that
diverse solutions, depicting the main advantages and drawbacks. Additionally we provide a security

analysis of chosen protocols to showcase possible risks that included in the design of such systems.

* Implementation of a new attack on the state of the art protocol - within the mentioned security analysis
we have discovered a possible vector of an attack against a protocol based on physiological signals.
We have proved that the signals in time do not vary to an extend granting sufficient security level. We
performed an experiment on real patients’ data, which showed that the presented work can be broken

with effectiveness reaching 70%.

* Proposition and evaluation of a new security scheme - after showcasing multiple flaws in existing work
we have introduced a novel scheme that mitigates the existing issues. The proposed protocol based on
lightweight cryptographic operations is designed to have high security levels, low energy consumption
and low implementation costs. Finally, we have performed a set of simulations to provide the most

efficient cryptographic primitives and estimate the total resource usage.

1.3. Thesis layout

This thesis is organized as follows. In Section 2 we present the related work in the IMD related security. In the
beginning we discuss techniques used in digital authentication and key establishment. Later, we show pos-
sible solutions other researchers proposed to enhance security and privacy of the communication protocols.
We divide them, based on the main design principle that was used. In Section 3 we perform evaluation of
some chosen protocols, to show what benefits and drawbacks they bring. In addition, we discuss the imple-
mented attack on the Physiological signal based key agreement protocol, introduced by Venkatasubramanian
etal. [68]. Section 4 is dedicated to the new scheme we have created. We depict the necessary building blocks,
threat model and the authentication protocol. In Section 5 we evaluate the proposed design. We provide de-
tailed instructions for implementation of the scheme, including energy usage comparison between different

cryptographic primitives. Finally, we conclude the thesis in Section 6.






Background and related work

The process of electronic authentication and key management is a difficult one in the digital world. In the
beginning of the chapter, we provide an overview of basic principles how it can be achieved. Later, we will
demonstrate how the application of those principles works in the world of IMDs. In general, the given en-
vironment is more difficult to work with, comparing to other ones, eg. the Internet. It is the case due to
numerous constraints such as restricted computational capabilities and limited battery capacity. Finally, we

present in detail how physiological signals find different applications in the implant protection.

2.1. Background
Authentication and key establishment protocols are a foundation for security of communications. In the fol-
lowing section we provide an overview of the main principles for the designers of such schemes. Additionally,

we describe chosen exemplary protocols to further elaborate on important aspects and possible techniques.

2.1.1. Digital authentication

Authentication is one of the essential building blocks for securing electronic communication. Cryptographic
algorithms that guarantee encryption and integrity do not provide any help, if wrong people are in possession
of secret keys. The general setting for an identification protocol involves a prover and a verifier. The verifier
is presented with the purported identity of the prover. The goal is to confirm that the prover is in possession
of the secret key, which should be distributed only to selected parties. Menezes et al. [36] propose following

formalization of the authentication:

Entity authentication technique assures one party (through acquisition of corroborative evidence)
of both the identity of a second party involved, and that the second was active at the time the

evidence was created or acquired.

From this definition, it is relatively easy to deduce two main goals of the process. Firstly, the verifier of an
entity is convinced about identity of the other party, accepting the authentic prover. Secondly, he is sure
that the proof was not prepared nor used before, but was freshly generated. Authentication scheme, to be

considered effective, must fulfill more objectives. No one, including the verifier, should be able to reuse a
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successful identification, in order to impersonate the prover from recorded run of the protocol. What is more,
no third party distinct from the prover, should be able to impersonate him. Entity authentication techniques
may be divided into multiple categories, depending on what feature the protocol is based on. The three best

known characteristics include:

* Something you know - Prover and verifier share a secret, that validates prover’s identity. Examples

include passwords or private keys.

¢ Something you own - Prover is in possession of a physical item, used for identification. Examples in-

volve passports, smart cards or electronic tokens.

¢ Something you are - Property in general related to human individuals. It includes physical characteris-
tics and involuntary actions (biometrics), such as fingerprints, retinal patterns, heart rate or handwrit-

ten signatures.

The most commonly used pattern to authenticate a party is called challenge-response protocol. The idea
behind is that the prover demonstrates his identity to the verifier by showing knowledge of a secret that is
associated with his entity. Usually it is done without revealing the secret itself during the message exchange,
to prevent eavesdroppers from stealing the identity. A common solution is based on providing an adequate

response to a challenge, that changes in time.

2.1.2. Key establishment

Another essential tool in establishing secure communication between multiple entities is key establishment.
In the early literature on cryptographic protocols it was common to confuse authentication protocols with
key establishment protocols. Every design describing a way of setting up a session key between two or more
parties was called authentication protocol. The main difference is that some key establishment does not
necessarily provide entity verification, while authentication can be done without an involvement of session

keys. Menezes et al. [36] provide following definition for it:

Key establishment is a process or protocol whereby a shared secret becomes available to two or more

parties, for subsequent cryptographic use.
The main goals of the key establishment protocol are:

¢ Key freshness - involved parties know that the key was freshly generated, therefore it is highly unlikely

to be known beforehand by the adversary.

* Key quality - key is generated in a proper way, from a source of high entropy, therefore it is difficult to

be guessed.

* Key exclusivity - key is known only to the parties participating in the protocol - listening adversary

should be unable to recover it.

2.1.3. Exemplary protocols

Together, key establishment and authentication build a backbone of secure communication. Some protocols
focus on only one of those tasks and must be complemented by additional tools. There are multiple ways
the tasks can be achieved. There are two main groups of methods used. The first one is based on symmetric,

second on asymmetric encryption. Both come with a set of advantages and drawbacks.



2.1. Background 9

For entity authentication using symmetric algorithms, the prover most commonly performs some kind of
cryptographic operation requested by the verifier involving usage of the secret key on data provided by the
latter. The verifier subsequently compares the received outcome with the results generated by itself. If those
two correspond properly, it indicates that the prover must have the secret key, which belongs specifically to
its entity. One of the model examples is showed in standard ISO/IEC 9798-2 [62]. Verifier sends a randomly
generated number, while the prover responds with a message obtained by encrypting the received number.
The random number ensures the freshness of protocol, prevents the replay attack. In addition, no message
reveals any information about the secret key. As with most of the schemes based on symmetric algorithms,
the main challenge also in this case is the key management. If the above scheme was commonly used, every
distinct pair of users of the system should be in possession of a unique key, which is clearly not feasible.
One idea to solve this issue involves usage of an on-line trusted third party. One example of such protocol
is Kerberos [49]. The protocol involves three parties: two parties wanting to communicate with each other
A and B, that do not possess a common key, and an authentication server. Server owns a secret key shared
between itself and every user of the system. At first, party A contacts the server, sending message with its
identity, identity of the second party B and a freshly generated random number. Server responds with a
message containing the session key and its expiration time. A part of the message is encrypted using the
key known by B, to ensure that A was not able to modify it. Finally, A forwards the necessary part to B, so
both parties have knowledge of the session key. The Kerberos protocol has key establishment as its goal, in
addition to entity authentication. From the point of view of A, the key is properly generated and not leaked
due to established trust with the server. To ensure the key quality from the second point of view, the scheme
relies on the expiration time contained in the messages. As long as the message has not expired, B can be
sure that the key is fresh and well generated. There are some drawbacks to the system. For example, parties
involved in the protocol must provide synchronized and secure clocks. If all clocks are not synchronized with
the server clock, the authentication could fail due to the expiry date included in the response generated by

the server.

The second group of protocols relies on usage of asymmetric encryption. It is in general admitted that
there are two main advantages of those protocols over those based on symmetric cryptography. The first is
that public key systems allows the straightforward definition of digital signatures. The second one is simplifi-
cation of key management. It is possible to transfer the data without a trusted third party, which is typical for
protocols based on symmetric solutions. While the public keys do not have to be confidential, their integrity
must be maintained. The common solution is usage of certificates, signed by trusted authorities. In exchange
for the mentioned benefits, asymmetric algorithms bring new costs. The main one is high computational
cost, usually two or three orders of magnitude more then symmetric cryptography. While the performance of
typical desktop computers have increased to the extent that the delay would not be noticed, low-power com-
puting devices or servers handling multiple clients would find the overhead significant. Public key techniques
may be used in challenge-response based identification, where the prover must demonstrate the knowledge
of the private key. Most commonly, it is done in two manners: by creating a digital signature of the challenge,
or by decrypting a challenge encrypted with the public key. A basic protocol following the firstly mentioned
idea is presented in the international standard ISO/IEC 9798-3 [63]. Verifier sends a challenge in form of a
random number. Prover replies with a message composed of the certificate proving his identity, a random
number generated by them, identity of verifier and a digital signature. The signature is composed over both
random numbers and identity of the verifier. In order to verify the claimant, one must check that their own

identifier was used, and using a public key of the prover (that can be obtained from the received certificate)
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validate the signature. It should be noticed, that a random number generated by the prover is included in the

protocol to prevent chosen plaintext attacks.

2.2. Authentication in medical devices
The authentication protocols are a broad aspect of digital security. They should be selected properly, based
on the circumstances. In the case of IMDs, one of the main concerns is the energy consumption. In this

section we provide some of the ideas, based on which researchers try to accomplish the mentioned process.

2.2.1. Usage of physiological signals

One of the most common trends in the field is the usage of dynamic biometrics as an authentication mecha-
nism. Rostami et al. [56] made one of the first significant contribution in the area by publishing their protocol
called Heart-to-Heart (H2H). The main idea behind it is the measurement and usage of the electromagnetic
waveform produced by a heart, called electrocardiogram (ECG). Both implant and the reader would acquire
that signal and establish the mutual authentication from it. At first, both IMD and reader would establish
a secure channel using lightweight public-key cryptography. This step is similar to TLS protocol, where the
IMD would act as a client, and the reader as the server. After the channel is established, both sides read the
ECG signal, and send a commitment to the other party. The commitment is bonded to the already established
channel, to prevent the re-use of messages. Authors of the discussed paper have noticed that the readings of
a signal by two different devices will provide similar, but not identical results. After the readings are revealed,
both devices evaluate them using Neyman-Pearson lemma [50]. The procedure is used to evaluate how two
different signals correspond with each other. In other words, the differences are small enough that it can be
assumed they come from the same source, which is the patient’s body, instead of being artificially crafted in
an attempted attack. By adjusting the parameters of false negatives and number of inter-pulse intervals used
in the protocol, it was possible to achieve reliable system. However, it contains some serious security issues,
discussed in Section 3.

Usage of ECG signal as a form of authentication was taken forward by Peter et al. [54]. In their work,
authors showed an implementation of the system in the Body Area Network (BAN), that considers timing
and data uncertainties present in such an environment. At first, a special sensor board was constructed,
that is small enough to be used in BANs, and whose accuracy is suitable for authentication. It consists of
a differential amplifier, a filter and a post amplifier. After the signal is acquired, digital signal processing is
applied, in order to remove any major anomalies left after the analog filtering performed by the board itself.
The peaks in ECG signal are detected using Pan-Tompkins method [52], which is additionally enhanced by
a custom validation algorithm. The algorithm is based on exploiting ECG data redundancy and knowledge
about typical heart beat. The main idea behind the approach is validation that detected values in the peaks
are in the expected order, and if the magnitudes together with time differences are within the expected range
for a standardized ECG signal. The authors presented a set of tests, that showed efficiency of the algorithm
being close to 100%. After the data is extracted, it is hashed together with an unique nonce, that was randomly
generated by the second node. Consecutively, hashes are exchanged, what is followed by exchange of actual
data. The final step of the protocol is to verify if the previously received hash was created in an genuine way. In
order to reduce number of false negative authentications, authors suggested configuration of eight samples
of 8-bit integer precision each. The paper shows an enhanced way of collecting a ECG signal, together with
in-depth details of implementation of the system.

ECG can be used in aspects of security different than authentication. Another usage of it is involvement
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in key-agreement protocols. One scheme for body area networks was presented by Venkatasubramanian et
al. [68]. The main idea behind it is that a cryptographic key is hidden using physiological signal features and
a fuzzy vault cryptographic primitive [34]. At first sensors collect the physiological signal-based features. It is
done by acquiring the samples, transforming them using fast Fourier transform, and finally converting into
a format suitable for fuzzy vault. In a result, both sender and receiver possess their own feature vectors. Af-
ter that, sender node is ready to create the fuzzy vault. In the beginning it chooses a polynomial of publicly
known order and random coefficients. The coefficients, concatenated together, form the secret key that the
sender wants to communicate to the receiver. The vault is created by applying the polynomial function on
the set of features, and adding a much larger set of random points that do not belong to either set of samples.
Lastly, legitimate and fake points are permuted and sent. The receiver, in order to recover the secret key must
apply the polynomial function on his set of samples, identify common values and reconstruct the polynomial
using Lagrange interpolation. The described protocol is unique, as it does not require any pre-configuration
steps. Additionally it provides more efficient solution than the Diffie-Hellman key exchange protocol. The
protocol does not require any heavy computations, such as the exponentiation operation. The main draw-
back lays in the size of vault, that must be transmitted. If it is assumed that a system needs 30 feature points,
approximately additional 1000 random points should be added, to reduce the chances of attacker in guessing
which are legitimate. Knowing that each point consists of two values, the transmission could reach several
dozens of kilobytes. In Section 3 we discuss in detail the security of the protocol, and propose a novel attack

using patient’s medical data.

Another scheme for the key exchange based on ECG was presented by Seepers et al. [60]. Their work shows
an alternative approach to the problem that is capable of mitigating the issues described above. Instead of
the fuzzy vault authors decided to use fuzzy commitment primitive [35]. In the scheme, first both sender and
receiver collect the ECG signal. From each time interval, calculated between detected pulses, a predefined
set of bits is selected and Gray coded [27], to reduce the disparity between the measurements. Those values
are concatenated together, and form one set of bits called the witness. While fuzzy commitment is able to
deal with inter-sensor variability, the problem could arise that heartbeats are incorrectly detected, which
results in shifted pulses. To solve the problem, the authors introduce a classification algorithm, that marks if a
misdetection has occurred within the block. Messages are exchanged, to signal that a block must be replaced
by a fresh measurement. After the witnesses were generated, the sender applies an error correcting code
on the encryption key, and performs an XOR operation between the result and the witness. The acquired
value is sent to receiver together with a hash of the secret key to enable verification of decommitment. In
order to receive the key, the receiver uses his own witness in an XOR operation and reverts the effect of error-
correcting coding. Based on the tests performed by the authors, the protocol’s energy usage is suitable for
real world implementation. In addition, it greatly reduces the size of messages compared to previous work.
The main drawback of the protocol lays in the time of execution. To achieve desirable security and reliability,
the process of measurement collection should take about a minute. Since the solution is mainly proposed as

an emergency access mode, such delay is problematic for the paramedics at work.

It is also possible to derive cryptographic keys from ECG signals. Gonzdlez-Manzano et al. [29] showed in
their work, that it is possible to create a time-invariant key, which is unique and difficult to reproduce. The key
is created by any pseudo-random process, that must be provided with a seed consisting of enough entropy, so
the key cannot be replicated. The proposed system requires a user wearing any device capable of measuring
the ECG signal, and to carry an additional hub, such as a dedicated transmitter/receiver, or a smartphone. In

the setup phase, a model ECG of the patient must be created. If a user wants to encrypt data, a set of ECG
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samples is collected. First of all they are cleaned of noises, such as those caused by respiration and power line.
The following step is feature extraction. For that task, Walsh-Hadamard transform [8] was chosen, because of
high computational efficiency. The seed is computed by performing similarity analysis of the model ECG of
the patient, and set of samples. It is driven by two parameters, called discard threshold and tolerance margin.
The first one is used to discard features with significantly small values, therefore too unstable to be involved
in the process. The latter parameter indicates the tolerance margin to consider that a given feature from the
model and the sample are close enough. As a result, authors have achieved time-invariant keys that can be
used to encrypt any data belonging to the user. By adjusting the mentioned parameters, the algorithm was
tuned to provide high entropy. Key generation is relatively fast (total process takes less than 100 ms) and space
efficient, what was shown by performed tests. The proposed work does not achieve perfect uniqueness, but

avery good one - results showed that over 95% of users are able to produce unique keys.

While the work described above was a good solution for data encryption, preferably for longer amount of
time, it was not suitable for creation of a secure channel used in communication. To be able to achieve it, one
needs a system that is capable of generating fresh session keys, that differ from each other, while the work
described above excels at generating time invariant keys. Such solution was proposed by Choi et al. [15]. In
their paper, they describe a key agreement scheme for Body Area Networks based on physiological signals.
The major uniqueness of proposed protocol lays in its efficiency. Compared to previously introduced proto-
cols, authors claim they have achieved savings of up to 90% of power consumption due to reduced message
size. At first, body nodes exchange a seed value, that will be used to guarantee key freshness. Secondly, sen-
sors extract the physiological signal. As discussed before, those measurements are very unlikely to be iden-
tical. Therefore, the regression analysis is performed by nodes. It involves appliance of the discrete Fourier
transform and an algorithm for local maxima detection. The last stage is application of the function on the
seed values, exchanged in the very first step of the protocol. Usage of regression function, instead of instance
fuzzy vault scheme, allowed to reduce message size to a range of a hundred bytes. The main limitation of the
work lays in the reliability and necessary runtime of the protocol. Due to usage of statistical technique, false
negative rate is larger then in other schemes. In order to mitigate the issue of nodes failing to agree on the
session key, time of physiological signal collection should be extended, up to almost half a minute. While for

BAN this is not a significant problem, implementation of the scheme in IMDs could be troublesome.

In this section we have shown how the physiological signals can be used in the security of IMDs. In Table
2.1 we demonstrate the summary of the related work that was presented. All of the described protocols make
use of simple access-control policy, called touch to access. They assume that the biometric data cannot be
collected without attaching physical measuring devices to the patient. However, more and more researchers
present different ideas of measuring heartbeats without touch. While the main goal of the research is to im-
prove the health care, it may also affect security of the medical devices. Haan and Jeanne [20] proposed a
way to read the heart rate using a simple camera using remote photoplethysmography (rPPG). Photoplethys-
mography is an optical technique to monitor various vital signs, for example pulse rate. It relies on detecting
optical absorption variations of human skin due to variations in blood volume during cardiac cycle. Authors,
by analyzing captured video image of the skin in terms of color difference, were able to achieve similarity of
over 90% with a contact PPG sensor. Despite that, research performed by Seepers on effectiveness of rPPG
shows that "state-of-the-art rPPG methods cannot provide an adversary with an advantage over merely guess-
ing the value of a features generated from the physiological signal, provided that electrical cardiac signals are
enforced"[59]. Nevertheless, with increasing interest in the field, the available technology could make all

security solutions based on physiological signals vulnerable. Further analysis of some of the protocols is pre-
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Author Application Main advantages Main drawbacks
Rostami et al. Authentication Creative comparison | Found to be insecure
mechanism of two distinct
signals
Peter et al. Authentication High reliability Requirement to use a cus-
tom hardware
Venkatasubrama- Key agreement Low computational cost Transmission of large
nian et al. amounts of data
Seepers et al. Key agreement Greatly reduced message | Long time of execution
size
Gonzélez-Manzano | Key derivation Ability to generate time in- | Not suitable for derivation
etal. variant keys from a physio- | of multiple keys
logical signal
Choi et al. Key derivation Energy preservation due to | Lack of reliability
reduced message size

Table 2.1: Physiological signal based protocols

sented in Section 3.

2.2.2. Protocols based on key management

A common way of solving authentication related problems is a proper key management. We are able to
split the proposed solutions into two groups: protocols based on symmetric and asymmetric encryption.
Hosseini-Khayat [33] has proposed a low power authentication protocol, based on block ciphers. Both the
implant and the reader are assigned a secret key K during manufacturing process. Additionally, the key is
handed to a doctor responsible for the patient. During the communication, messages are created with a
requested query, the implant ID and a counter value. The usage of counter is an alternative solution to a
nonce, that prevents the replay attack. It should be pointed that the components which form the message
are combined together, so the state of the counter is not visible without decryption of the message. Since
the block ciphers operate on a fixed-size data, it is crucial to ensure that all block contain parts of the ID and
counter value. Without that, it would be possible to swap a legitimate query for a malicious one. In order to
do ensure legitimate query, the ID and counter value are concatenated together, and the obtained bit array is
interleaved with the bits of the query. This procedure ensures, that after splitting the message into blocks of
required size, each of them contains the values that ensure the freshness of the session. Authors propose us-
age of lightweight block ciphers, such as PRESENT [12] or KATAN [19]. That way the protocol requires as few
hardware modules as possible: circuit with the cipher logic, 32-bit counter and 32-bit register holding the ID.
While the scheme is secure to passive adversaries and very energy efficient, it does not come without some
issues. At first, the implant is bounded to a single reader. While the assumption is feasible for private home
station or one located in the hospital, it does not provide a way to access the implant in case of an emergency.
Even after providing a valid secret key to an external reader, it would have to guess the correct counter value.
Secondly, the reader is vulnerable to physical side-channel key extraction attacks. Adversary that is able to
read the memory content of the reader gains full access to the device. Recovery from such situation is almost

impossible, as it is not feasible to update the secret key in the implant. Most likely, it would have to result in a
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surgery and replacement of the device.

Due to the limited power of IMDs, authentication in medical devices is more difficult to be achieved.
Solutions involving asymmetric encryption protocols are not very popular among researchers. One of the
few ideas, proposed by Wazid at al. [69], is based on elliptic curve cryptography. In their work, they con-
sider a patient to carry a number of implants, together with a controller node, a device that is responsible for
communication with any third parties. Security between the IMDs and the controller node is established us-
ing shared keys, derived utilizing polynomial-based key distribution protocol proposed by Blundo et al. [11].
Only the authentication of users, such as the patient himself or the doctor, uses the elliptic curve mathemat-
ics. The authors propose detailed specification for various operations, such as deployment of the scheme,
user registration and login, password update or node addition. To evaluate the proposal, authors perform a
theoretical security analysis against some of the known attacks, for example Controller node impersonation or
man-in-the-middle, together with formal security verification using the AVISPA tool [3]. This scheme shows
limitations of the asymmetric encryption protocols in the world of IMDs. In the described protocol, only one
node must be capable of performing the necessary operations. Therefore, in case of applying the solution to
IMDs, the implant itself must have increased computational power, which increases the costs of deployment

and energy usage.

2.2.3. Protocols based on distance bounding
Another way to accomplish authentication is using a distance bounding protocols. They are similar to schemes
based on physiological signals that rely on touch to access policy in the sense that the reader should be within a
small distance of the implant. There are multiple ways to prove the proximity, such as vibrations, ultrasounds
or body electrical connectivity. Rasmussen et al. [55] proposed a scheme based on ultrasonic distance bound-
ing. In addition, it provides a key agreement between the parties, based on the Diffie-Hellman protocol [24].
At first, the reader selects the random exponent p and computes the public share gP. The implant, that has
been notified about start of the communication, picks a random nonce and transmits it to the reader, while
recording the time of send. The reader computes a XOR operation between the nonce and his public share,
and sends the result to the IMD via ultrasonic channel. After the response has been collected, the implant is
able to verify if the prover is within a small distance by calculating the time difference between sending and
receiving the message. If the verification was successful, the process is mirrored. In other words, now the
implant will be sending its DH public share and proving that is within the necessary distance. The range of
access can be reduced for emergencies to tighten security. When both parties collected the public shares, the
session key is computed. The authors have also detailed various scenarios where this scheme can be inte-
grated with existing solutions. They could enable covering additional attack vectors, such as Do attacks, or
provide additional authentication. One such example of the latter is the integration of this scheme with those
based on security credentials (e.g., password and smart card). While they create a separate set of problems
when a credential has been lost or forgotten, it is still possible to access the IMD using only basic version of
the protocol. The main drawback of the solution is increased manufacturing cost, as both the implants and
the readers must be equipped with ultrasonic communication protocol.

Further analysis of the protocol is presented in Section 3.

As mentioned before, another principle that can be used for distance bounding is usage of vibrations. An
IMD security scheme based on this proposition was introduced by Kim et al. [38]. The main advantages of
this side channel are: high user perceptibility and close proximity requirement. Vibrations attenuate very fast

in the body, hence can only be captured within a very close range. Additionally, the patient would be aware
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of any attempt to establish connection with the IMD. However, some researchers consider it not suitable for
cryptographic purposes due to relatively high bit error rate of 2.7% [58]. The proposed solution is split into
two parts - battery drain resistant wake up and key exchange protocol. The goal of the first part is to prevent
adversaries from flooding the implant with information using radio channel. In order to enable that module,
one must put a vibrating device on patient’s body. The IMD will periodically check in low-power mode if any
vibrations are detected, and if so, will switch to normal mode, to make sure that someone is trying to estab-
lish a connection. After the wake up has been performed, devices start the key exchange protocol. The reader
generates a random key and transmits it using vibrations. Aware of the channel drawbacks, authors propose
an error correcting procedure. The implant encrypts a predefined message with the received key, and sends it
via radio channel. If the reader can decrypt the message using the generated key, the encrypted communica-
tion can start. If that is not the case, the implant chooses a set of ambiguous bit and sends their positions in
clear text via radio channel. The reader performs an exhaustive enumeration of all possible values for the re-
ceived bit positions, and obtains a set of all possible keys. Then, they are tried against the received cipher text.
The correct key is used for establishing a secure channel, since the parties must agree upon any random key,
not restricted to one originally generated. If all of the keys are not suitable, the whole procedure is restarted
with a fresh key. In the experimental implementation, authors measured that the external device must be on
the body of the patient, within 10 cm of the IMD, in order to capture the vibrations correctly. Alternatively, the
vibrations could be captured remotely using audio channel. Mindful of that possibility, authors suggest usage
of a masking sound. It should be band-limited Gaussian white noise that is restricted to the same frequency

range as the acoustic signature of the vibration motor, to maximize its obscuring capabilities.

2.2.4. Usage of external devices

The last of the discussed principles in implant security involves usage of exterior tokens. They may vary
heavily in the performed tasks, such as external authentication credential, signal jammers and providing a
communication interface. Gollakota et al. [28] proposed a scheme with a token performing the two latter
duties. The main idea behind the project was to develop a protection mechanism for the IMDs without mod-
ifying them. To achieve it, they have developed a token called shield that is carried by the patient and acts as a
proxy. An authorized programmer that wants to communicate with the IMD exchanges its messages with the
shield, which relays them to the IMD and sends back the IMD’s responses. Additionally, the shield actively
prevents any device other than itself from communicating directly with the implant. It does so by jamming
messages sent to and from the IMD. The main difficulty in developing this scheme was to enable the device to
jam the IMD’s transmissions and prevent others from decoding them, while still being able to decode them
itself. The design uses two antennas: a jamming antenna and a receiving antenna. The jamming antenna
transmits a random jamming signal. The receiving one is connected to a receiver and a second transmitter.
The latter is used to generate and send signals capable of canceling the noise. The scheme was optimized
to counter both active and passive adversaries. To prove their work, authors have implemented the scheme
and performed a set of tests. With proper adjustments, the bit error rate at a passive eavesdropper is nearly
50% at different locations. In other words, adversary’s decoding efforts are no more effective than random
guessing. Furthermore, even while jamming, the shield can reliably decode the IMD’s packets with a packet
loss rate less than 0.2%. Additionally, when the shield is present and active, an adversary using legitimate
IMD readers cannot extract a response from the protected IMD, even from distances as small as 20 cm. As
all token based solutions, the scheme becomes infeasible for the case of an emergency. The patients, whose

lives are threatened, are unlikely to take care of the necessary device that secures their implants.
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Another scheme that uses external device was proposed by Chi et al. [14]. What distinguishes the idea
from others is that the patient uses a common smartphone rather than a dedicated device to perform an au-
thentication with the requesting reader. The scheme is based on a novel approach to the encryption, that is
based on compressive sensing [25]. It combines traditional sensing and compressing one into a single pro-
cess by exploiting data sparsity. The protocol itself is split into different steps. Initially, the IMD creates a
secure channel with the patient’s smartphone. The patient enters manually the provided master key for cur-
rent device, which is transformed into session key by using a predefined key generation function. Whenever
doctor wants to establish connection with the IMD, they must prove their identity. Doctor sends the public
key and the certificate, which are validated by the smartphone. If the process succeeds, the patient’s smart-
phone shares the session key with the implant and the reader. The main clear advantage of the presented
scheme is shifting the computational tasks from the IMD to the smartphone, in order to reduce energy us-
age. Additionally, introducing necessary functionalities to the smartphone eliminates a necessity of patient
carrying additional devices. On the other hand, there are notable issues with the proposed idea. At first, the
patient must use the phone himself, which might be a problem for the elderly. What is more, it creates a
further problem during an emergency. Authors suggest that the paramedics use the patient’s phone, which

might create privacy issues, or even be impossible due to device’s own security systems.

Author Main principle Main advantages Main drawbacks
Hosseini-Khayat Block ciphers High energy efficiency One-to-one bond between
areader and an implant
Wazid at al. Ellyptic curve cryp- | Formally proven to be | Large computational costs
tography secure against multiple
known attacks
Rasmussen et al. Distance bounding Proven not to have vulnera- | Necessity to include com-
bilities ponents for ultrasonic
communication
Kim et al. Distance bounding Resistant to battery deple- | Low reliability due to vibra-
tion attack tion channel drawbacks
Gollakota et al. External token Jamming of the incoming | Inaccessible implant with a
signal removes any possi- | lost token
bility to connect to the IMD
Chi et al. External device Heavy computational tasks | Not suitable for people not
are not performed by the | willingto use a smartphone
IMD (for example the elderly)

Table 2.2: IMD authentication protocols

In this section we have presented what are different principles that can be used to achieve the mutual
authentication between the reader and the IMD. Each of the principles comes with a set of advantages and

drawbacks. The summary of discussed protocols is shown in Table 2.2.



Security analysis

When designing a new protocol, there are multiple steps that, if implemented improperly, could create secu-
rity issues. Some examples include wrong choice of cryptographic primitives, incorrect adjustment of param-
eters or simply bad order of messages. In order to demonstrate that even state-of-the-art work is not without
flaws, in this chapter we present the security analysis of different authentication protocols. We have chosen
three different protocols, that rely on distinct principles. That way it is possible to perform a comprehensive
analysis of diverse solutions proposed by the researchers. Firstly, we review vulnerabilities in the protocol
called Heart to heart (H2H)[56]. We demonstrate that lack of binding between the passwords and the com-
munication session creates large security flaws. Secondly, we analyze a distance bounding based protocol
proposed by Rasmussen et al.[55]. We illustrate that proper protection of the hardware is crucial in building
a secure system. Finally, we propose a novel attack on the PSKA protocol introduced by Venkatasubramanian
et al.[68]. We investigate a particular implementation of a fuzzy vault cryptographic primitive. We test the

attack on data gathered from multiple patients, for example with heart arrhythmia disease.

3.1. H2H protocol analysis

The steps of the "Heart to heart" (H2H) protocol proposed by Rostami et al. [56] are specified in Figure 3.1.
In the beginning, the communicating parties establish a secure channel S using a lightweight public key
cryptography. A scheme such as Diffie-Hellman protocol could be used for this task. The authors do not
provide many details how they address this problem. It is worth noting, that usage of small exponent could
be susceptible to brute force attacks. The rest of the protocol is responsible for the authentication of the
reader using touch-to-access policy. First, both parties collect the ECG readings and generate random keys
for the commitment. By the means of Commit, authors have in mind a commitment scheme, that bonds a

message m bound with current channel S under key w as stated below:
C=Commit((m,S);w)

After the values are gathered, parties start exchanging the commitments, followed by key that allows the de-
commitment. Lastly, the signals are compared. When the IMD and the programmer collect their measure-

ments, @ and S respectively, they are unlikely to be the same. The main focus of the paper is establishing
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IMD Programmer
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read PV read PVf3
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C 4 = Commit((a, $); w4) Cpg = Commit((§, 5); wp)
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if C4 # Commit((a, §); w 4)
ordist(, ) > d; then abort
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if Cg # Commit((, ); wpg)
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auth

if auth = reject;

then wait for time T

Figure 3.1: H2H protocol [56]

whether f is authentic, that is resulting from a measurement made at the same time from the same person,
using a device contacting the skin. To verify the claim, the authors use the Neyman-Pearson lemma. This
approach is verified by multiple calculations, experiments and mathematical proofs. While this part remains
unbroken, it was possible to point serious vulnerabilities in other parts of the protocol.

As pointed by Marin [44], the protocol is fully symmetric. What is more, the implant sends its data first.
Therefore it is possible to execute a very simple reflection attack. We demonstrate the attack in Figure 3.2.
The actions performed by the IMD remain the same. The attacker, who poses as a legitimate programmer,
skips fully the initial steps. Since the threat model assumes attacker cannot make physical contact with the
victim, the adversary would be unable to read  anyway. Adversary waits until he receives C4, and replays it
directly back. The same happens for decommitment step. Because the messages were replayed without any
modification, it is clear that they are genuine. The IMD is able to successfully verify the commitment, and es-
tablish that the ECG measurement is authentic. Since the proposed protocol is used only for authentication,
the parties would start communication in the secure channel established before. There are multiple ways the

protocol can be improved to resist the reflection attack. Some of them include:

* Implement a special condition for the implant, to reject the authentication if the signal or the commit-

ment key are the same.
* Addition of a challenge response model, to make the protocol asymmetric.

¢ Reordering of the messages, to force the programmer to send the values first - this could enable op-
portunity of attacking the programmer, therefore we suggest combining the step with the previously

mentioned ideas.

In addition to the reflection attack, it is also possible to execute an impersonation attack against the H2H
protocol. The steps can be seen in Figure 3.3. In the beginning, the adversary establishes two secure chan-
nels with the programmer and the IMD separately. Both parties will execute the initial steps simultaneously,
assuring successful authentication. At first adversary will follow the protocol with the implant, until they
receive both commitment C4 and the decommitment key w 4. Both values allow the attacker to obtain the
measurement of physiological signal «. When the adversary is required to send their own commitment, they
can send any random data, since the connection is about to be dropped. After acquiring «, the adversary will
follow the protocol in a regular way with the programmer, by creating new commitment that will bind «a to

channel s;. Since a is legitimate, the programmer is going to accept the connection, being convinced it is
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IMD Programmer
Secure channel s

read PVa

generate 4
C 4 = Commit((a, ); w 4)
Ca
Cp—Cp
Cp
WA
Wp—wA
“B

Figure 3.2: The reflection attack on H2H protocol

communicating with the IMD. This form of attack is much more difficult to prevent than the previous one. In
a similar situation in the Internet communication, password authenticated key agreement (PAKE) protocols
are commonly used [9]. In our case, both a and f could be used as passwords. However, as authors of the
H2H protocol suggest, there is a major issue with applying this solution in the discussed scenario. The PAKE
protocols require exact equality. When dealing with physiological signal it cannot be assured, therefore the
parties must check for approximate equality. It is possible to apply one of the fuzzy techniques in order to
enable equality testing. This approach was tested by Seepers at al. [59]. What is more, we are able to propose
introduction of a timer, to disable a possibility of the programmer waiting longer than a specified threshold
for the commitment from the implant. However, such solution can be troublesome to implement, since the
delays can be very small and difficult to detect. Also, such threshold could limit the usability of the system

because the legitimate connections may be dropped due to connectivity problems.
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Figure 3.3: The impersonation attack on H2H protocol

The two attacks described by Marin target both parties involved in the model. Therefore it is possible that
the adversary can achieve any desirable goal. They can target the IMD to perform data theft or reprogram it
to directly affect the patient’s health. Secondly, they can target the programmer as well. It poses a threat of

providing doctors false feedback regarding the taken actions, which also poses threat to the patient.

3.2. Ultrasonic distance bounding protocol analysis

Rasmussen et al. [55] proposed a key agreement and authentication protocol. The key agreement procedure
is performed using Diffie-Hellman key exchange. Pure DH does not introduce any form of authentication.
On the Internet communication this is commonly solved using certificates. Since this approach is difficult to

realize in the world of IMDs, the authors propose ultrasonic distance bounding as a form of authentication.
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The outline of the protocol is shown in Figure 3.4.
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Figure 3.4: Distance pairing protocol [55]

To ensure that a party is within the given range, the DH public shares g” and gV are transmitted using an
acoustic channel. In order to verify that the parties are in fact within close proximity, the time difference is
measured between sending the nonce and receiving the corresponding response. Since the speed of sound
is significantly slower than speed of electromagnetic waves, it is easier to avoid the errors in verification.
Instead of performing the exchange using two messages, one for the nonce Ny and one for Ny & g, it is done
bit by bit. While the procedure increases the time needed to complete the protocol, it is necessary to prevent
distance shortening attacks. One example of attack that is prevented by the practice is a guessing attack [16].
In the discussed scenario, let us assume a k-bit nonce that is send as one message. The adversary posing
as a reader could form a response by receiving k-1 bits and guessing the last one. With a 50% probability
the attacker guessed correctly and gained a timing advantage equal to the bit period, or in other words time
needed for the last bit to arrive. In a similar way, the procedure can be scaled to any number 7 of bits. The
attacker waits for k-n bits and guesses the last n bits with probability of zin The higher the time gain, the lower
the probability of executing the attack. The method can be exploited further if the target protocol tolerates a
specified threshold of errors. This can be necessary in some situations to increase the reliability.

We can distinguish four main types of attacks on the distance bounding protocols [17]. The attack de-
scribed above is an example of a Distance Fraud attack. In this type of attacks, a dishonest prover will try to
shorten the distance measured by the verifier. This type of attack is executed by the dishonest prover alone,
without collusion with other (external) parties. Another type of attack is the Mafia Fraud, also called a relay at-

tack. In this type of attack, both the prover and verifier are honest, and the attack is performed by an external
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attacker. The attacker attempts to shorten the distance measured between the honest prover and the verifier.
Usually, it is executed on the schemes that involve usage of private keys used for authentication. Since the
analyzed protocol does not involve authentication based on private keys, this attack is not applicable. In the
assumed threat model, any party that is within acceptable range of the patient is considered trusted. The next
attack class is called Terrorist Fraud. In this type of attack, a dishonest prover collaborates with an external
attacker to convince the verifier that he is closer than he really is. Since this attack also targets a protocol that
uses cryptographic secrets, it is not applicable to the scheme. The last attack is called Distance Hijacking. In
this type, a dishonest prover exploits one or more honest parties to provide a verifier with false information
about the distance between himself and the verifier. Often this type of attack can be carried out by allowing
the honest prover to complete the distance bounding protocol as he normally would, and then replacing all
messages that contain any form of identity with malicious messages. Since in the analyzed scheme public
share of DH key exchange is a part of the distance bounding protocol, the attack is not feasible. The adver-
sary would have to modify Ny & g” with his own DH public share g* to form Ny @ g*. However, this message
would be rejected since the adversary is not within the proper distance.

Acoustic based distance bounding is based on the assumption that the adversary cannot send messages
with a speed greater than the speed of sound. While the assumption seems trivial at the first glance, there is a
way to violate it. Instead of sending the sound wave, the adversary might create an electromagnetic impulse
that will induce an electric current in the receiving circuit. The problem was noted by the authors of the
described paper. To mitigate it, they suggest introducing an effective RF shielding. While it might increase
the manufacturing costs, it is necessary to prevent the attacker from sending messages at (almost) the speed
of light.

3.3. PSKA security analysis

In the following section we present a comprehensive security analysis of the PSKA protocol. Firstly, we provide
important details about the principles of the scheme. Secondly, we discuss necessity of presence of finite
fields in the implementation of the fuzzy vault. What is more, we show disambiguities discovered in the
protocol description in the paper. Later, we describe a novel attack against the scheme based on insufficient
variance of the physiological signals the protocol is based on. Finally, we provide related work that has been

done with regards of the security analysis of the scheme.

3.3.1. Protocol introduction

Venkatasubramanian et al. proposed a key agreement protocol based on the fuzzy vault cryptographic prim-
itive. Them main idea behind it, is the application of a polynomial function, whose coefficients form a secret
that is sent, on a set of sample features and a much larger set of random points, that do not belong to the set
of samples. Person receiving the vault should possess majority of the sample set, to be able to reconstruct
the polynomial. This primitive is known to be vulnerable when applied to static biometrics [41]. The authors
claim to have overcome the issue by using the physiological signals, which vary in time. Being an example
of a regular signal, they can be analyzed in either time or frequency domain. In the discussed protocol, the
operations on the signals are performed in the frequency domain. We have decided to test if the difference
is sufficient to protect the protocol versus known attacks. The overview of the scheme can be found in Fig-
ure 3.5. The communicating parties are collecting a set of features from the physiological signal collected
from the patient. Then, the sender transforms the chosen secret into a polynomial, and applies it on a set

of obtained features and a set of random points. They are mixed together and sent. The receiver finds the
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Figure 3.5: PSKA protocol specification [68]

common set of points from his feature generation and the vault it received, and reconstructs the secret using
Lagrange polynomial interpolation. In order to accomplish in-depth security analysis we have decided to
perform an implementation of the complete protocol. We have tried to follow the instructions from the pa-
per as accurately as possible. However, in some cases the details were insufficient, therefore we had to make

some choices, which were evaluated later.

3.3.2. Protocol implementation

The first ambiguity we have discovered in the description of the protocol is related to the implementation
of the fuzzy vault itself. It is based on applying a polynomial function over a set of features. Later, to open
the vault receiver should perform a Lagrange interpolation to retrieve the secret key split into the polynomial
coefficients. When we had analyzed the fuzzy vault primitive in detail from the related paper [34], we have
discovered that all computations should be performed over a finite field. The authors did not mention this
important detail anywhere in the paper. To follow the provided instructions, at first we have implemented the
scheme without the finite field calculations. We have discovered two major problems. The first one is related
to the floating point arithmetics. The process of unlocking the vault requires creation of so-called Lagrange
polynomials using the following formula:

n X—Xj

Ppix)= 11 =
n,i j=0,j;£ixl X;

where 7 is the degree, and i and j define the iteration rules on the set points. The formula introduces a

large amount of polynomial divisions, which create errors for the floating point arithmetics. When we have
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performed the tests, the introduced errors were recoverable, provided we used 8-bit long features at most.
The exemplary results can be seen in Table 3.1. This range is too small for the vault implementation. Let
us assume we need to acquire 15 feature points. To properly hide them, we have to introduce additional
500 random points, which cannot possess the same coordinates as the legitimate ones. As the maximum
value of an 8-bit number is 256, it can be seen that it is impossible to compute the necessary amount of
distinct points, making the scheme non-deployable. When introducing the finite field algebra, the division is
replaced by multiplication with the modular inverse of the divisor. That way, it is possible to ensure that the

system will return precise values.

Real key value | Obtained key value with 8-bit features | Obtained key value with 9-bit features

32 32.0 32.0

13 13.0000000009 13.0000000149

42 42.0 41.999994278

10 10.0000076294 9.99975585938

40 39.9995117188 39.953125

78 77.9921875 75.5

21 21.0625 64.0

46 46.0 0.0

Table 3.1: Sample results of opening fuzzy vault with floating point arithmetics.

The second problem we highlight is related to cryptographic usage of the polynomial reconstruction.
This mathematical problem finds usage in multiple protocols, for instance in Shamir’s secret sharing [61].
Although the principle works without the introduction of the finite fields arithmetics, it introduces a serious
security issue. The adversaries gain a lot of information from each point they are able to find. By knowing the
degree of the polynomial, which is a public constant of the system, the attacker can perform the attack from
two different sides. The first one involves graphical representation of the polynomial. Based on the known
points and the estimated shape of the graph it is possible to decide which points are unlikely to be part of
the function. This process reduces the total set of possibilities, enabling the brute force attack. The second
approach is related to the mathematical formulas that represent the polynomial. Knowing some values it is
possible to derive a set of relations between other coefficient. Since the coefficients are natural numbers,
at some points it might be reasonable to limit the possible range of each coefficient, for example when they
would reach negative number. Similarly to the previous case, it limits the total number of possibilities. Intro-
duction of finite fields removes both problems. The degree of the polynomial has seemingly low correlation
with the graphical representation of the graph. Additionally, finite field arithmetics guarantees that a value
will always stay in the range of the field. The rest of the tests were performed with a version that uses finite
fields.

Property Value
Key length 128 bits
Polynomial degree 7th
Finite field GF(2'?"-1)

Table 3.2: PSKA protocol parameters
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After we have implemented the finite field arithmetics, the next ambiguity we encountered was the feature
creation. The whole process is based on detecting local maxima in the electrocardiogram in the frequency
domain. Authors describe that a feature is a binary string, created by concatinating and then quantizing two
values: index of the peak and the absolute peak value. The authors have not specified the parameters for nei-
ther the peak detection algorithm (how accurate is should be, i.e. how large peaks should be detected) nor the
quantization process. After some investigation we have realized that the parameters for the peak detection
function are not essential to the protocol, as long as both the reader and the implant follow the exact same
algorithm. The situation is different for the quantization process, as inaccurate quantization could result in
either no one being able to open the vault or the scheme being insecure. We based our parametrization of this
step on a very important information the authors have provided in the text. According to the paper, the win-
dows measured up to 1 second apart should not have changed considerably, thereby still allowing successful
unlocking of the vault. Knowing this information we have collected the binary string and performed a set of
tests, to see how many most significant bits should be used to fulfill the design choice. In a result, we have
discovered that only the four most significant bits of the binary string should be used. As far as the rest of the
parameters is concerned, the values were provided by the authors in the experiments they have performed,

and are shown in Table 3.2. We used 128-bit keys, seventh degree polynomial and a finite field GF(2'%7 - 1).

3.3.3. Novel attack description

Since the PSKA protocol is based on the ECG signal, the main idea behind the proposed attack is that the
signal does not vary in the frequency domain as much as in the time domain. We supposed that the differ-
ence introduced in a small sample is not sufficient to provide satisfactory security while keeping the scheme
reliable, i.e. a desynchronization of up to 1 second can happen. As a result, the vault could be unlocked us-
ing data recorded in a different time than the authentication attempt. The most obvious representation in a
real life situation would be usage of patient’s historical ECG data stored in a hospital. Therefore, in our at-
tack model the adversary is in possession of the patient’s medical history, for example stolen from a medical
facility.

In order to simulate the situation, we have used ECG data from the PhysioBank database!. We have col-
lected 10-minute-long signals of 10 different healthy people? and 10 of people with hearth arrhythmia3. Heart
arrhythmia is a heart disease characterized by uneven heart beats. They may be too slow, too fast or in irreg-
ular time intervals. Because of that the ECG signal produced by an ill heart differs from a healthy one. The
added randomness may provide additional entropy to the signal, making the scheme more resilient. How-
ever, on the other hand it may limit the scheme reliability and usability. In the attack implementation the
implant is creating a vault using a 4 second longs sample of the signal taken from a random place, and hiding
a randomly generated key. The adversary had access to the rest of the signal. They were generating every
possible window of the same length. Then, the features were extracted from the sample and used for an at-
tempted vault opening. If the number of recognized features was greater then the minimum required (for the
7th degree polynomial the minimum is 8 features), the polynomial was reconstructed using Lagrange inter-
polation algorithm. The final step was to check if the obtained polynomial coefficients form the same secret
key as the one generated by the implant. If that was the case, the attack had been successful. After initial tests
we have found that the attack is possible. In order to learn more about the probability of the attack being

successful we have performed a set of tests. The main principle behind them was to measure how likely is

Thttp:/ /www.physionet.org/physiobank
2Set: http://physionet.incor.usp.br/physiobank/database/edb/; Samples: 103, 113, 121, 126, 136, 139, 147, 155, 161, 203
3Set: https://www.physionet.org/content/mitdb/1.0.0/; Samples: 100, 101, 102, 103, 104, 105, 106, 107, 108, 109
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the adversary to open the vault depending on the sample size it possesses. The algorithm of the attacker is as

follows:
1. Split the possessed signal into every possible sample of minimal length equal to window size.
2. Generate every possible window of 4 seconds in length.
3. Try to open the vault using the sample, and store the result.

4. Calculate how many samples contained a window which was successful in opening the vault, and di-

vide the result by number of samples. 1/3

5. Increase the sample size by a desirable factor and repeat the procedure until the size is equal to length

of the whole set.
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Figure 3.7: Attack probability for 10 patients with a heart arrhythmia.

In order to better illustrate the algorithm we describe it using an example. The diagram of the attack can
be seen in Figure 3.6. For simplicity let us assume that a signal of length of n seconds produces n features.
During a key establishment attempt the Implant collected a 4 second long ECG sample that was transformed
into a set of 4 features BCDE. Those features would be later used to create the fuzzy vault with the session
key. The attacker managed to steal archival ECG data of the same patient beforehand, for example from a
hospital. Let us assume that the stolen data is 6 seconds long and by processing it one is able to acquire a
set of 6 features denoted as ABCDEF. By checking every possible window of length of 4 seconds, the attacker
eventually is able to match the desirable set of features BCDE and therefore execute the attack successfully
and open the vault. However, in our experiment we try to estimate probability of the attack based on the
length of signal data that was stolen. Therefore in the first step we divide the complete signal ABCDEF into

4 seconds long samples, as this is the windows size used by the Implant. Then from each sample all possible
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windows are created (for the smallest sample size, there is only 1 window per sample). Then each window
is compared against the desired sequence. Finally, we calculate the percentage of samples that contained
the set of features BCDE and increase the sample size. By repeating this procedure until our sample size
cannot be increased due to lack of data, we managed to observe that for samples of length 4 we achieved
effectiveness of 33%, and for samples of length 5 and 6 to success rate was 100% as each sample contained
the wanted sequence. Using the described algorithm we are able to determine how the sample size affects
the probability of opening the vault. It is important information, as it determines how much data should be

acquired by the adversary in order to successfully break the scheme.
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Figure 3.8: Attack probability on a healthy patient

While the behavior of the attacker stayed unchanged, we were modifying the setup by the actions per-
formed by the implant. In the first test, we tried calculating how the probability changes for a single person.
To perform this experiment, we have run a simulation where the vault was created by the implant for a single
patient? 10 times, using sample taken at different non-overlapping places, selected randomly. The results can
be seen Figure 3.8. The x axis represents the length of the signal in seconds that was provided to the attacker.
The y axis shows the probability of unlocking the vault. The attacker was able to achieve effectiveness of 50%
given 85 seconds long samples. We have managed to break the scheme with the probability of 100% given
7.5 minutes long samples. In the next step we have applied the same procedure on a patient with a heart
arrhythmia®. The results can be seen in Figure 3.9. In comparison to the previous test, here the effectiveness
of 50% is achieved for much shorter samples, approximately 25 seconds long. The maximum effectiveness
is achieved only slightly faster, at samples of length of 7 minutes. However, a significant difference can be
noted when comparing the standard deviations (highlighted in red). We can see that for the patient suffer-

ing from a heart arrhythmia the dispersion of the calculated values is larger. In other words, the experiment

4Subject 136.
5Subject 103.
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Figure 3.9: Attack probability on a patient with a heart arrhythmia

on the healthy patient generated more uniform results. This behavior could be affected by the additional

randomness introduced to the signal by the disease.

When analysing the graphs the first noticeable observation are large standard deviations. There are mul-
tiple different explanations for that phenomenon. The first factor is the way our algorithm of calculating the
probability works. We are looking for a single instance of positive vault unlocking using a short window taken
from a larger sample. Therefore for short samples it might be difficult to find a window that enables suc-
cessful attack. Contrary to that, for large samples close to maximum sample length the chance of finding a
suitable window is larger and more consistent. This is especially visible for the last data point in our graph,
where we have only one 10 minutes long sample for each subject. Just a single appearance of a window that
unlocks the vault in the whole analyzed signal marks the whole sample as suitable for the attack execution.
Additionally to that, grouping of the suitable windows in the signal has significant effects. Since we analyze
overlapping samples of data, a single window is present in multiple samples (except for the initial sample
length). Multiple suitable windows which were found close to each other in terms of time they were taken,
are likely to appear in the same samples. Meanwhile in ranges lacking those, multiple samples will be marked

unusable. The situation changes if the distribution of suitable samples is more uniform.

Another factor responsible for large result dispersion is the sampling method we have used. We have
taken the samples shifted by at least 1 second. This shift might be too large for our experiment. If the implant
records a window at time ¢, a window recorded at time ¢ —4s could be found not suitable. However, a window
recorded at time ¢ —4.5s still has a chance to unlock the vault. Let us explain this behavior using an example.
In Figure 3.10 we can see an arbitrary ECG signal sample in the time domain. Let us assume the implant
has recorded a window starting on the 6 second mark. We can see that the window start is close to the spike
called QRS complex. If the adversary recorded his sample beforehand at 0 second mark, the windows differ

to a large extent. The main difference is different number of the spikes in a window: the one recorded by
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Time [s]

Figure 3.10: Exemplary ECG signal in the time domain.

the implant includes 5 of them, the one captured by the adversary only 4. By changing the starting position
by 1 second, the likelihood of capturing similar samples is much lower compared to a smaller shift. This
introduces additional randomness to the experiment. When we combine it with the natural unpredictability
represented by non deterministic signal produced by the heart, the consistency of the attack is decreased and
the standard deviation increased. By increasing the number of samples taken from a single piece of signal by
reducing the spacing between the starting positions, it should be possible to achieve better effectiveness of

the attack with smaller variation.

The next experiment we have performed aimed to investigate how the probability of a successful attack
changes depending on the patient. In this setup the implant was generating the vault from a sample taken
at the same random starting position from 10 different healthy subjects. The results of this experiment can
be seen in Figure 3.12. The first thing we are able to notice is a high similarity to results generated from a
single healthy patient in Figure 3.8. The effectiveness of 50% is achieved with samples of length of 75 sec-
onds, 100% was obtained with 7 minutes long samples. What is more, both the shape of the diagram and the
variation in the results is almost identical. Close similarity of the graphs confirms that the presented attack is
reliable in its effectiveness. To complement the previous case we have performed the same experiment, but
on patients with a hearth arrhythmia. The results can be seen in Figure 3.7. This graph significantly differs
from all previous diagrams. While the probability of successful attack of 50% is achieved for similar samples,
that is 60 seconds long, the maximum effectiveness reaches only 80%. Additionally, the standard deviation
is much larger than for other graphs. It means that the results are not as accurate as for the healthy patients.
When comparing the results gathered in this experiment to Figure 3.9, we cannot be confident in the higher
effectiveness observed before. For the subject used in previous experiment we managed to achieved very
good results, but for other subjects it might be much lower. In order to fully investigate this phenomenon we

encourage to repeat the testing we have done on a larger scale, for example using longer samples or by per-
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Figure 3.11: Attack probability for 10 healthy patients.

forming the test on larger amount of subjects. Worse reliability of the attack can be justified by large amounts
of randomness introduced by the disease. Nevertheless, the attack has very high chance of successful execu-

tion.

In another set of tests we have tried to increase the security of scheme. Therefore, we have increased the
window size used to create the vault from 4 seconds to 8 seconds with the shift of 1 second. The result it
should create a bigger signal difference between the samples, making them more unique, therefore unusable
for authentication at a different time than the recording of the sample. We have used the same setup as for
experiment shown in Figure 3.8, while changing the window size and calibration of the protocol to ensure
that the 1 second difference would not affect reliability of genuine authentications. The results can be seen
in Figure 3.13. We can notice that with each window size increase the probability of successful attack was
dropping. Compared to the initial size of 4 seconds, we can see that the maximum effectiveness was achieved
only for 5 seconds long windows and the dropped down to 60% given 8 seconds long window. Additionally
we can see increased values for standard deviation, what means that the consistency of the attack is reduced
even more. Based on that experiment we can deduce that the ECG signal in the frequency domain varies more
the longer samples we use. What is more, increase of the window size appears as a valid way of improving
the security of the discussed scheme. We encourage the readers to extend the experiment in order to find the

minimal window length, for which the described attack is not effective anymore.

In this section we have shown the probability of breaking the PSKA protocol using patient’s archival data.
During our experiments we were able to reach very high attack success rate. For the healthy patients we
managed to reach effectiveness of 100% for samples shorter than 8 minutes. Additionally, we have run the
tests also on patients with heart arrhythmia. We managed to show that the disease introduces additional
randomness to the ECG signal, therefore making the attack less efficient. However, even the lower probability

of success managed to reach 80% for 10 minutes long samples. Such high values confirm that the described
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Figure 3.12: Attack probability for 10 healthy patients.
protocol is vulnerable and should not be implemented in its current form to a real life systems.

3.3.4. Known vulnerabilities

The PSKA scheme was known before to be vulnerable to other attacks. Bagade et al. [5] managed to perform a
model based attack. In this attack, the adversary has access to a generative model of the signal. The attacker
generates a signal sample that is diagnostically equivalent to the original signal. The attacker then extracts
timely features from the artificial signal and uses the features to open the vault. A generative model is a func-
tion of time and physiological parameters of the signal. During the experiments, they were able to perform
an attack, given seventh degree polynomial and a 30-second-long samples, with the probability of 30%. At
this point it worth noting the difference between the attacks. In the attack we have implemented, the shorter
the sample, the easier it is to find a similar one recorded in the past. On the other hand, attack executed by
Bagade et al. requires longer samples in order to improve the construction of the model. In contrast to the
their attack we were able to achieve better effectiveness, for the protocol parameters as specified by the au-
thors of the PSKA scheme. We have executed the tests on people with and without heart problems. One could
argue that our attack is more difficult to execute, since the adversary must be in possession of the medical
history of the victim. However, the attack described by Bagade also requires real signals to be able to create

the models.
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Figure 3.13: Attack probability for different window sizes.
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3.4. Conclusions

In this chapter we have performed a detailed security analysis of three different protocols. We have decided to
select protocols relying on diverse principles. That approach enabled performing a comprehensive analysis of
the related work and providing useful guidelines for implementation of our novel solution. During analysis of
H2H protocol, we have learned that it is important to apply equal attention to details as to the most important
concepts. The authors have put a lot of effort into analysis of the physiological signal, making sure that the
number of false positives and false negatives is minimal. However, when talking about security, a single flaw
in the system is needed for the adversaries to cause damage. Rasmussen et al. focused on distance bounding
using a sound channel. While the analysis have not discovered any major flaws in the proposed solution, one
should consider two major problems. The first one is a large energy consumption for the IMD. In general,
protocols based on asymmetric cryptography are not popular choice due to large amounts of energy required
to compute the exponentiation. The second issue is increased cost of the manufacturing. Both IMDs and
readers must be equipped with ultrasound transmitters and receivers, which are properly secured. The PSKA
protocol is based on usage of physiological signals, which are handled using a fuzzy vault primitive. We have
shown that the idea brings significant energy costs both in computations and transmission. Itis caused by the
large sample sizes needed to ensure sufficient security levels. Additionally, it was discovered that the scheme
if vulnerable due to the nature of the signal that was used. Based on the mentioned findings, we have decided

to include the following conclusions in our design:

* No usage of time invariant physiological signals - it was shown that the physiological signals must vary

in time to prevent adversaries from reusing old patient data

¢ No usage of energy inefficient algorithms - we aim to find a system that does not have to use excessive
energy on security related operations, whether it is physiological data handling or public key cryptog-

raphy (even in the lightweight version)

* No introduction of specialized hardware components - we try to find a solution that can be easily intro-

duced in real life situation, where financial costs of the implementation are very important






Protocol introduction

In this section we present our novel security scheme for implantable medical devices. We first discuss the
existing threat model, that is used in most of the state of the art solutions proposed by the researchers. In
order to enhance our work, we have extended the capabilities of the adversaries, creating a more rigorous
environment than usual. Next, we discuss the necessary infrastructure and the protocol itself. Because the
protocol requires Internet access, at the end of the section we describe a fall back solution. It would keep the
system operational, despite some attacks such as distributed denial of service (DDoS) attack on the server.
Both the threat model and system infrastructure backed with the knowledge gained in the security analysis
help to define requirements for our protocol. We then describe the tools and protocols that were needed to
create the scheme. Finally, we propose possible protocol extensions in order to protect the IMD against the

batter DoS and enable offline mode operation.

4.1. Infrastructure design

In the following section we are going to discuss two important aspects that determine the requirements for
the protocol. The first one is the attacker model. It defines what actions are expected from potential ad-
versaries. The second aspect is the system model. It describes the participating devices and actors in the

protocol. Finally, we provide a list of requirements for our scheme.

4.1.1. Attacker model

In the typical IMD security model the adversaries can be divided into two groups. Passive eavesdroppers can
only listen to the ongoing communication between the parties. Assuming message exchange happens via an
insecure channel, this type of the adversary may threaten confidentiality and privacy of the patient. By just
reading the messages they can determine who is carrying an implant, what is the type of the implant, and
finally what is the medical condition of the patient. Another type is the active adversary. They are not limited
to capturing messages, but can perform any operation on the communication channel. The most common
approach to solving a problem of security in IMDs involves only two parties: the IMD itself and the reader.
With that concept, the adversarial model says that both parties are always trusted. It clearly is a reasonable

assumption for the implant, since they are produced under strict regulations. Additionally, it is infeasible to
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tinker with them after they are deployed. However, the case it not that simple for the reader. Usually, it is a
little device. The small size facilitates possible theft and modification of the equipment. In order to solve this

issue, we introduce a modified adversarial model. In the proposed design, we assume that the adversary can:
* Capture any message and store it for further usage
¢ Modify messages on the communication channel
 Forge and insert new messages
¢ Block messages
* Steal the reader, which enables software/hardware modifications and data theft

By the additional condition, the scheme proposed in this thesis is resistant to new array of possible attacks.
However, this comes at a price. The reader cannot contain any information in the plain text. Additionally,
we must introduce a way to distinguish two authentication attempts. In the first one, legitimate doctor or
paramedic uses the device in everyday job. Secondly, an adversary is using a stolen, but genuine reader to
establish the connection. In the non extended version of the threat model, the proposed solutions do not
consider the readers to be used by attackers, therefore there is no need to verify the identity of the user. For
the sake of simplicity, we do not consider the adversary to be able to block all ongoing communication for a

large period of time.

Figure 4.1: General model of the scheme

4.1.2. System model

The general model of the proposed solution is shown in Figure 4.1. Apart from the typical presence of the IMD
and the reader, we are introducing two new components: a secure server and the identification of protocol
users in a form of a smart card. It is responsible for storing data, for example the access attempts to the
IMDs. However, the most important functionality is authentication to the implants, which will be covered in
detail in Section 4.3. The addition of authentication factor for the users, brings a couple of benefits. Firstly,

it is vital for the particular environment. Health care is a sensitive setting, where any changes are monitored
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and documented for the good of the patient. In case of possible problems, it is important to know who is
responsible for the changes in the treatment. Since most of the IMDs can be reprogrammed to suit individual
needs of each patient, it is essential to track people responsible for adjustments. Due to added components
in the proposed model, the typical reader must be enhanced by additional functionalities. Firstly, it must be
capable of reading a smart card, in order to authenticate the personnel. Secondly, it has to be equipped with

a network interface module, that is used to establish Internet connection to the server.

4.1.3. Requirements

In order to properly design and later be able to evaluate a security protocol, firstly, we must define a list of
requirements the system is supposed to fulfill. Based on the conclusions deducted from security analysis and
previously defined threat model and system architecture, the key requirements for the novel protocol are as

follows:

¢ No sensitive data on the reader - due to extended threat model compared to related work, we are unable
to store any private information on the reader without additional security measures. Any information
that cannot be obtained by the adversary, such as encryption keys or patient data, must be either en-

crypted or not placed on the reader.

* No sensitive data in the air - knowing the capabilities of both types of the attackers defined in Sec-
tion 4.1.1, the communication before establishing a secure session tunnel cannot contain any private

information. Even a case of simple eavesdropping poses a large threat if that assumption is violated.

e Low energy consumption - knowing the importance of battery life in IMDs it is crucial that every algo-
rithm consumes as little energy as possible. We strive to deliver a solution that uses only lightweight
cryptographic operations. However, due to importance of the implants, the reductions in energy usage

must not come with a price of lower security standards.

* Low manufacturing costs - the aim of the project is to deliver a solution that can be quickly adopted
in a real life situation. To achieve this goal the implants should not require specialized hardware that
increase their costs. Additionally, our goal is to build as modular solution as possible. That way, it
can be easily adapted to different requirements presented by the manufacturers, as well as changing

security standards.

* Presence of an emergency mode - the IMD should be accessible in both hospital environment during
regular treatment, as well as during during emergency situations that can happen in any place. Because
of the critical life supporting functionality, there must exist a fallback solution to ensure the safety of the

patient. However, it should not introduce new attack vectors to the system, which are easier to exploit.

* Fulfillment of the core security principles - the system we propose should conform to the modern secu-
rity standards. The main concepts involve data confidentiality and integrity, system availability, user

authentication and authorization and patient’s privacy.

4.2, Building blocks
In order to facilitate understanding of the protocol, in the following section we describe the main components
contributing to the final solution. We first depict the construction of hash chains, with an example of their

practical implementation. Later we discuss the Transport Layer Security protocol. Finally, we reason about
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smart card authentication techniques. We explain different available methods, together with their advantages

and drawbacks.

4.2.1. Hash chains

A hash chain is successive application of cryptographic hash function to some data. It is a common method
to derive multiple session keys or one-time passwords from a single piece of information. A popular example
of creating one-time passwords using hash chains is a scheme designed by Lamport [42]. In the scheme, hash
function is applied repeatedly to a previously chosen random seed. The number of iterations is determined by
the desired amount of passwords to be generated (for the sake of this paragraph let us call it N). The final value
is stored on the target system, that in the future will be responsible for password verification. A user trying to
log into the system has to compute the password, by applying the hash function to the seed N-P times, where
P is the counter of logins. The server validates it, by hashing it one more time, and comparing with the value
stored. One could notice, that this is a common approach to password based authentication. Storing a hash
instead of the password itself reduces a risk of password leak, during a possible attack. However, after the
authentication was successful, the server replaces the previously stored password with the one it received.
Each consecutive authentication looks similar, where the user has to compute the password, by applying
the hash function proper amount of time. In a situation that P reaches value of N, it means that all of the
passwords have been used. Then, a new seed must be chosen, in order to generate a new set. Lamport’s

scheme has two main advantages:

* It brings the common advantage of one time passwords, that is resistant to replay attacks. An adversary
capturing a genuine password is unable to use it. Additionally, instead of replaying the password one
could try to generate valid keys for further usage. However, this would require breaking the pre-image

resistance property of the used hash function, which is usually not feasible.

¢ The scheme is highly effective from the perspective of the server. It requires very limited space, as only
one value has to be stored. What is more, a password leak does not give any advantage to the adversary.
This is possible, because the data stored on the server is used only for password validation - it cannot

be used to authenticate users.

4.2.2. Transport layer security

The Transport Layer Security (TLS) protocol [23] is one of the most commonly used real life solution for key
transportation. It is the next generation of the Secure Socket Layer (SSL) protocol. The TLS protocol aims
primarily to provide privacy and data integrity between two or more communicating computer applications.
One of the main characteristics of the TLS is ability to enable communication between parties, that do not
have to rely on the same cryptographic algorithms. In order to achieve that goal, the first phase involves
a numerous negotiations between the communicating parties. They choose the most suitable algorithms,
known to both entities, together with the version of protocol that should be used. After all of the components
to be used are selected, parties exchange their certificates, to validate the authenticity. In the basic version
of the protocol, it is common to authenticate only one side, usually the server a client tries to reach. In
case of mutual authentication, an additional message has to be added. The key exchange itself is performed
using a solution, that is usually based on asymmetric encryption techniques, for example Diffie-Hellman
key exchange discussed in section 2.1. Integrity of messages can be achieved using message authentication

codes.
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4.2.3. Smart card authentication

A smart card is a small device, that includes an embedded integrated circuit called a smart chip. It contains
a secure processor with internal memory, able to perform some computations. They may have up to 8 kilo-
bytes of RAM, 346 kilobytes of ROM, 256 kilobytes of programmable ROM, and a 16-bit microprocessor [13].
The data stored on the card can be updated with information supplied by the terminal. Cards do not contain
any power source. Instead, they are provided with the necessary energy by the card reader. Smart cards are
easy to use. Therefore, they find application in various areas, such as banking transactions or authentication.
The latter is the main concern for this thesis. An authentication process using smart cards may be achieved
in multiple ways. In general, the most important factors determining the card protocol involve expected card
cost, security level and adaptation to existing standards and laws. The first technique involves usage of sym-
metric encryption. The secret key embedded in each smart card should be unique, so that discovery of the
key does not compromise the entire system. The system creates the diversified key from the combination of
a system master key and a unique card characteristic, such as the microprocessor’s serial number. The main
weakness lays in the master key being stored on the card and the back-end while the terminal does not have
it. It can cause serious security problems when reader must perform authentication without access to the
server [67]. Another way to achieve authentication using smart cards is based on asymmetric encryption.
This method overcomes the major weakness of having the master key exposed, but creates a problem of card
forging. The asymmetric key pair could be generated by the attacker and used for the authentication process.
To solve the issue, identity certificates should be issued by the system administrators and provided for each
card. That way the verifier can be assured that a key pair is not forged. The authentication can also be done
using zero-knowledge techniques. They are less vulnerable to key compromise than previously mentioned
methods. The reader can deduce that the smart card possesses the secret accreditation without possessing
any part of it. This is accomplished by the verifier issuing one or more challenges and the prover respond-
ing with an equal number of responses. The security level of this method increases exponentially with the
number of challenges. However, it also increases the time, memory and energy consumption necessary for a
single authentication procedure. Cards operating with zero-knowledge based protocols usually require cards
with random number generators and exponentiation units, which increases the cost of the system [48]. A
designer of a system should carefully pick the best underlying principle for the smart card authentication.
As shown during the discussion, all of them come with a set of advantages and problems. Many smart card
authentication schemes are vulnerable to the relay attack. There are two main solutions to the problem. The
first one is a physical protection of the card. Introduction of a protected card holder prevents the adversary
from establishing communication with the card. The second method is addition of Two Factor Authentica-
tion, for example using a password [37]. It has been shown that the latter mitigation can be overcome [1].
However in a situation of user authentication to a device they are going to use we consider this scenario not

relevant.

4.3. Protocol

In this section we will describe the proposed scheme in details. Every parameter used is described in Table
4.1. For ease of understanding, we divide the protocol into 3 phases:
¢ Phase 1: Deployment

This phase is performed on a manufacturing level of the components. Every implant I is assigned an

IDy and a secret, random 128 bit value x. That value is also stored in the server S, in a form of pairs of
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Symbol Name of variable
X,y Established secret
S Server
U User of the reader
I Implant
R Reader
IDp ID of the party P
Cy,CR Challenges
Ty, TR Responses
T Token
T Timestamp
K Session key
MK Master key
N Freshly generated nonce
IDx state ID of the hashchain
PKp Public key of the party P
SKp Private key of the party P
h(M) Hash function on data M
hi, hy Respectively the first and the second half of the digest
Ex (M) Symmetric encryption using the key .#" on data M
Ex (M) Asymmetric encryption using the key £ on data M
Dy (M) Symmetric decryption using key £ on enciphered data M
Dy (M) Asymmetric decryption using key £ on enciphered data M
Cert Certificate of identity
Sigp(M) Digital signature performed by party P on message M
HMAC (M) | Hash-based Message Authentication Code using key £ on data M

Table 4.1: Table of symbols

IDy and the corresponding seed x. In a similar manner, each reader R is assigned IDp and each user
U authorized to use them is provided a smart card with IDy. Due to our threat model, we have chosen
user authentication based on asymmetric ciphers. This solution does not need any sensitive informa-
tion to be embedded on the reader, which acts as the verifier. Additionally, the implementation costs
and the message overhead are smaller than for the solutions based on the zero-knowledge techniques.
Given that choice, each reader and smart card know PKg. Additionally the smart cards are granted with
a pair of PKy and SKy. To prove that a card is valid, it also is embedded with a Cer ¢ from the manu-
facturer, in a form of Cert = (T, IDy, PKy, Sigs(T|IDy|PKy). T stands for time, until which the card
should be considered genuine. If a card has been stolen and should be voided, the 1Dy is black-listed.
Track of the list is kept by the server. A copy of the record of black-listed cards is kept on the reader, and

updated by the server whenever necessary.

Phase 2: User Authorization

The second phase aims to establish the identity of the person trying to access the implant and identity
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of the reader. Detailed layout of the protocol can be seen in Figure 4.2. The phase starts when the user
puts the smart card near the reader. When detected, the reader sends the current time T, its certificate, a
fresh challenge rg and a request to the card for its credentials. The card responds with its own certificate

Certy and a freshly generated challenge cy. In the next step the reader computes a response:
ry = Eskg (cyler|T)

By binding both challenges together with T we ensure that the responses have to be freshly computed
and cannot be reused later. When the card receives ry it validates the received certificate Certg. It
must check 3 things. Firstly it checks if the 1Dpg is not on the list of readers known as malicious. Next,
the card checks if the certificate was signed in a proper way, using SKs. It can be checked using PKg
embedded in the card. Lastly, the card inspects if the certificate has not expired. If the verification was
successful, the card verifies ryy using information retrieved from Cer tg. If is is considered genuine, the
card computes rp in a similar manner as ry was computed and a token 7, which will be used to bind the
user authentication to the next phase. In the last step the reader does identical certificate verification
and rg validation. By the end of this step we have assured that only authorized personnel is operating
the reader. Additionally we have ensured that the communication is fresh and not reusable. Finally, we
prevent the adversary from tricking any party to do a certificate verification. As discussed at the end of
Section 4.2.3 the main threat during this phase is the relay attack. As a mitigation mechanism we sug-
gest an enhanced security for the cards themselves, for example a case blocking any communication.
This solution does not add any major issues and is more user friendly than introduction of two factor

authentication.

Reader User

Req,T,Certp,cp

CertU,cU
T
ry =6skgleylegn) ————L——— VERIFY (Certp)
Certp — PKR,IDp
?
ey =2pkg 'y)
TR =8&sKy; (culerIT)
R,T
VERIFY(Certy) ~ ——B°  1=SigyUDyI|IDRIT)

Certy — PKy, IDy

?
¢R=2pKy; ('R)

Figure 4.2: User authentication protocol

* Phase 3: Key agreement

After the user was able to enable the reader, they can access the implant. The layout of the protocol
can be seen in the Figure 4.3. The first step is creation of a secure channel between the reader and the
server. In order to guarantee that the user has authenticated to the reader the server verifies correctness
of the token 1 using PKy. After the secure tunnel has been established, the communication between
the reader and the implant can start. Since the device is in sleep mode most of the time in order to save

energy, the reader initiates the communication with a Hello message, which includes:

IDR|IDylt
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IMDI Reader R Server S
xn, 1D} DR, IDy,T Secure channel(t) n
IDRIIDyIT
IDflesIDx ID[IIDRIIDy|IDx
IDx = —_— _—
N + h(xp|N)
h(xn) = hy(xn), ha (xn) h(xn) — hy(xn), hp (xn)
K= h(hy(xp)|ID[|IDR|IDyy|T) Xp+1 =h1(xn)
K= h(hp(xp)|ID|IDR|IDy;IT)
2 r2 K
rp = Eg(c) —— r2=Egl(ep)
X+l =
hy (xn)

Figure 4.3: Key agreement protocol

The implant computes I Dx as follows:
IDx =N+ h(x,|N)

By the notion of x, we describe the value of x in n-th execution of the protocol. The IDx value is used
to ensure that both the server and the implant always have the same state. The server can keep the
initial value of x, denoted as xy, and in case of synchronization problems can traverse the hash chain

as long as x;, is not obtained. In the next step the implant responds with a following message:
IDglcz|IDx

At this stage both devices are in possession of IDs of every involved party. That information is sent to
the server via the secure channel, together with a request for a session key K. Both server and implant
compute the session key in a following way. x;, is hashed producing 256 bit digest, which is later split
into two halves, h;(x;) and h,(x,). In case of successful authentication the first 128 bits h; (x;) will be
used to create x,1, which will be used when another authentication attempt is done. Second half of

the hash h,(x;,) is concatenated with the IDs of involved parties and hashed and 7, which forms K:
K = h(hy(xp)|ID{|IDR|IDyl|T)

Due to complexity of asymmetric encryption the implant is unable to verify the correctness of the token
7. However if the token is not genuine, the server will not provide R with h;(x,) and the secure session
will not be established. When in possession of K, the reader can create a response for c,, which takes a

form of:
r2 = Ex(c2)

The implant can easily verify the correctness of r» by decrypting it and comparing with previously sent
¢,. If it is correct, the ongoing communication is encrypted using K, ensuring its confidentiality. Addi-
tionally the value of x can be updated. To ensure confidentiality and integrity of the communication,

the messages are exchanged in a following format:
Ex(Message)|HM ACk(Ex(Message))

It should be noted that the cryptographic primitive for HM AC algorithm is a hash function. Therefore

it does not bring additional complexity to the design of the implant.
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After the protocol has been executed we have established a secure channel with the IMD. What is more,
we have managed to establish that the user has authenticated to the reader. The presented protocol ensures
the freshness of the communication. The session key is constructed using IDs of all participating parties.
What is more, the validity of the user is ensured in the previous phase and tied together to the current session
of the secure channel. What is more, we have designed the protocol in a way that leakage of information is

reduced to the minimum. In the list below we present possible consequences of different malicious actions:

* Eavesdropping - adversary can obtain values of IDg, Dy, 1Dy, c2, IDx, 2. Any other critical data is ei-
ther encrypted or kept on the secure server. All of the IDs are public values, ¢, r» are generated freshly
during each protocol execution. I Dx might appear as a big value for the attacker. By reverting the hash
and obtaining x, one can decrypt all messages in the future, as well as make any number of authenti-
cations to the IMD. However, x, is protected by a secure one-way hash function. Additionally, even if

the adversary is able to find a collision for (x| N) denoted as:

Xp#ZA
h(xy|N) = h(A|N)

it is unlikely that A is an element from the hash chain:

h(xn) = h(A)
hy () = 1 (A)
hy () = o (A)
Because of the described observation and computational difficulty of reverting hash functions, this

attack vector is not considered as a threat to the scheme.

¢ Modification - adversary can modify the values, causing the key agreement to fail. It has the same effect
as communication channel blockage, which is out of scope of this work. Any possible desynchroniza-

tion caused by this operation can be mitigated by I Dx value in further protocol executions.

* Broken connection and session key theft - adversary could break the connection and keep the valid ses-
sion key K until another run of the protocol is executed. To prevent this we propose a following mech-
anism. In case of no messages being sent, the implant sends a probe message in a form of N and
expects a response from the reader in form of h(ID;|IDy|IDg|N). Those messages are protected with
encryption and HMAC as described above. Both broken connection (i.e. no probe message answer) or
a proper end session message would notify the implant to discard K and request another run of the key

agreement protocol.

4.4. Emergency access

Environment of medical devices is different to many other existing fields. Since a lot of systems are respon-
sible for keeping patients healthy, or in extreme cases alive, during the design the most emphasis is put onto
the reliability. In other words, the most important is the ability of the system to perform its actions, rather
than making it as secure as possible. Let us consider an example of online banking. If some resources are not
available at a given time, the systems will be unavailable. Clients will have to wait, until the operations can be

executed. This behavior is caused by the security measures. Resource denial that results in lowered security
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level could be easily exploited by the adversary and would be a clear flaw of the system. The situation is differ-
ent in case of medical systems. As described in Section 4.3, the proposed model requires constant connection
to the Internet, in order to be able to connect to the secure server. It creates a possible target with very large
value for the adversary. Being able to deny Internet connection, or performing a DoS attack on the server,
would make the scheme unusable during an attack. Such pause could affect multiple lives, therefore is not
acceptable. For this reason, we introduce an additional mechanism, that enables the access to the implant in

any situation, regardless of accessibility of the Internet.

IMD I Reader R User U
yn IDp DR, 1Dy Enpc(Taby), Taby — —Authentication 1Dy, SKy
Epkyy MK)
TabylIDy) = Epgy (MK)  ————— MK =
DsKyy Epkyy (MK)
IDRIIDy|OFF
IDRIDYIOFE ) e (Taby) — Taby MK
IDjlcy
h(yn) = hy(yn), ho (yn) Taby [IDf] — hy(yn)
K = h(hy (yn)IID[|IDR|IDyy) K = h(hy (yn)ID[|IDR|IDyy)
ro = Eg(cp)
? Ty
ro £ Eg(cp) 2
Yn+1=
hy(yn)

Figure 4.4: Offline key agreement protocol

The details of the offline mode are shown in Figure 4.4. On the manufacturing level, the implant is pro-
vided with a second secret y,, that is used to create session keys for offline mode of operation. In the dis-
cussed scenario the server is not accessible, therefore reader must obtain the keys in some other way. For this
purpose, the reader is additionally embedded with two data tables. The first table Tab; consists of multiple
tuples of ID; and hy(y), and IDy in form of ID) = h(ID;|hy(y). The first two columns of the table are en-
crypted using a symmetric cipher using MK. It is a key created during the deployment of the system by the
system manufacturer. It protects the material used to generate session keys for the offline mode. Therefore
it is kept secret on the secure server and not shared with any other party. The second table Tab, contains
pairs of h(IDy) and pk, (MK). Whenever a new U should be added, the server computes a needed pair and
updates Tab, on each reader. After the user authorization phase, one must switch to the offline mode. By
performing this operation, the reader will find the IDy; in Tab, and corresponding cipher text &pg,, (MK). It
will be sent to the card, which will perform the decryption using SKy, to provide the reader with MK. The
the reader initiates the connection to the implant in the same way as in the Key agreement phase described
above, with specifying that it intends to use the offline mode using the OFF flag. Except for connecting the
server, the reader obtains the needed h(y,) in the Tab; and follows the rest of the protocol in the regular
way. Procedures for the implant do not change, the only difference is second hash chain that must be used

for key generation.

With the proposed solution the doctors would have only one try at establishing the connection to the
IMD. Therefore to increase reliability, we introduce additional protection measure. After the session key in
the offline mode has been used, the implant begins a countdown for a period of time ¢. If anyone wants
to make a consecutive connection without the server, it must be done before the countdown finishes using

the same session key. Successful authentication using the same key stops the current timer, and start a new
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countdown for the same amount of time ¢. That way, the doctors must keep track of time, in order to refresh
the timer and keep the key valid. We acknowledge that this solution does not grant the perfect availability.
However, we assume that providing the patient with a second treatment in the time window ¢, or finding a
way to establish connection with the server is sufficient.

After the session key is used, we update the 1D, with the new key h2(y,+1). This value is checked every
time a connection is made to the implant in online mode. That way the paramedics are able to track if the
offline mode has been used for current IMD. If that is the case a request is send to the server in order to
update Tab,. We consider the detection in offline mode unrealistic, as doctors are aware that subsequent
connections must be made in the time window created by ¢.

The main threat to the offline mode of operation is theft of the session keys embedded in the reader.
Therefore, they should be stored in a safe memory and properly encrypted using strong AES cipher with
256bit key to prevent decryption. In this mode we are not using state ID, since the reader is embedded with
only one session key. To prevent desynchronization we ensure that the value of y is updated only after suc-
cessful authentication attempt. The rest of the aspects of the protocol are the same as for normal mode of

operation, therefore the analysis performed in the previous section applies here as well.

4.4.1. Offline mode alternatives

The offline mode is one of the weakest links in the proposed protocol. Adversary that is able to steal the reader
and a valid authentication card is able to gain access to the one time keys for any device. In order to increase
the difficulty of this attack, we propose requirement of multiple users authenticating to retrieve the keys. This
can be achieved by introducing Shamir’s secret sharing [61]. Each smart card is encoded with a secret share -
in this case a point laying on a polynomial. When the special mode is needed, the parties provide the reader
with their shares, which enable the master key reconstruction, using the Lagrange interpolation, as described
in Section 3.3. With this mechanism, the adversary is forced to possess the reader and multiple smart cards,
before the system is notified about theft and the cards are invalidated. The perks of this solution is ease of
customization. Based on the customer needs, the minimum number of users can be easily adjusted. We have
not introduced this idea to the main version of the protocol, since it might be at the cost of a large reduction
of system reliability. Every connection during the offline mode would require multiple authorized personnel.
In the case of an emergency, paramedics have large amount of work, having multiple of them gather to enable
communication with the IMD might be impossible.

It might be the case, that even the basic version of the proposed offline mode is considered not sufficiently
reliable. As an alternative, we recommend implementation of the Rasmussen’s ultrasonic distance bounding
protocol [55]. It was shown in the Section 3.2, that the protocol does not contain any major known vulnera-
bilities. It should be noted, that the replacement will most likely increase the implementation cost of both the
implants and the readers, as they have to be equipped with ultrasonic communication interfaces that have to

be properly shielded.






Protocol analysis

In the previous chapter we have have described a set of concise requirements that the proposed protocol
should fulfill. With the description of the protocol we have shown, that the data stored on the reader, as well
as data transmitted during the authentication phase does not leak any sensitive information. What is more,
we have shown an emergency mode for our system, when there is no Internet connectivity for the reader. In
the following section we will evaluate whether the introduced scheme satisfies the low energy consumption
requirement. It is highly important for both usability and security. Low energy consumption is necessary for
any operations performed on the IMD as the battery capacity determines the lifespan of the implant. Security
wise, proper energy management helps to mitigate serious threats, such as the battery DoS attack.

In order to enable the implementation of the protocol into a real life solution, in this section we present
all of the necessary technical details. We provide a discussion of advantages and disadvantages of particular
choices. Later, we show the results of the energy measurements of particular cryptographic primitives. Based
on the choice, we provide a resource consumption summary, including necessary energy and static memory

for the protocol to operate.

5.1. Protocol implementation

Due to the limited power of the implants, it is important to find proper balance between security and effi-
ciency. Our proposed solution requires two main primitives: a block cipher and a hash function. We have
implemented different algorithms, in order to measure their efficiency. For the purpose of the implementa-
tion, ARM Cortex-M4 32-bit microcontroller for Silicon Labs was used (EFM32 Giant Gecko Series 1) [39] The
main reasons behind the choice are the MCU’s low power consumption that illustrates well the IMD environ-
ment, and increasing popularity of the MCU in the IoT devices. To measure the amount of used resources, we
used the Advanced Energy Monitoring and Simplicity Studio software [40]. The compilation was done with-
out any compiler optimisations (-O0 flag). The MCU is running in its active mode under current of 2.03mA
and voltage of 3.3V. Those values are used for energy consumption calculations. We calculate the consumed
energy as a product of voltage, current and time. The time is calculated using clock cycles needed to execute
a given algorithm. Number of cycles is constant for a given algorithm, despite the varying input data. With

voltage being constant as well, the only fluctuating this is the current. In the calculations we use the average
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reading. We have observed fluctuation of current of approximately 4%. The tests consisted of the necessary
operation needed for a single authentication using the protocol, that is double hashing and memory oper-
ation to create the session key. We have chosen five different hash algorithms for comparison. SHA-1 [26],
SHA-256 [53] and SHA-3 [10] are the representatives of the Secure Hash Algorithm group. Photon [30] and
Quark [4] are specially designed to be lightweight hash functions, suitable for implementation in restricted
environments!. The results of the hash function comparison can be seen in Table 5.1. After comparing the
results, it was discovered that the SHA-1 and SHA-256 were the most efficient. There are a few possibilities
why the lightweight algorithms were more resource consuming. The first one is that they were designed to be
implemented in hardware, rather than software. Manufacturing specially designed circuits for the purpose of
the comparison was not feasible, therefore we have considered only the C code implementations. The second
possibility is that the tested code was not optimized. After further improvements it might have been possible
to achieve better results. Since the SHA-1 was found to be vulnerable to collision attack [64], we suggest using
SHA-256 for implementation of the protocol.

The same tests were performed on the block ciphers. In this case, we have tested encryption of 128 bits of
data. This is the size of the largest block size for the chosen ciphers. Therefore, it will make the calculations for
any message size easier. As far as the sizes of messages to be encrypted are concerned, we have not designed
the content of the messages, that is: queries and replies. The only message of fixed size is the challenge c,
where the length is 256 bits. We have selected four different algorithms: the Advances Encryption Standard
(AES) [18], Mistyl [45], Simon and Speck[6]2. The latter three were designed to be lightweight block ciphers.
It should be noted that due to different block sizes, AES cipher had to encrypt a single block of data, while
the rest had to encrypt two blocks. The results of the test can be seen in Table 5.2. Clearly the AES cipher
requires much larger resources amount than the other test subjects. Despite good performance energy wise,
the Misty1 algorithm was found vulnerable to an attack which significantly reduces the key size [51] and is not
apreferable choice. Simon and Speck are one family of ciphers. The first one was designed to be implemented
in hardware, the latter in software. As far as their security goes, multiple papers with cryptanalysis were
proposed. As of the time of writing this thesis, no successful attack on full-round Speck of any variant is
known, while the reduced-round variants have been successfully attacked [7]. For this reason we suggest
picking one representative of the family. If the cipher can be implemented in hardware, we propose the

Simon cipher. If it is to be included as a software component, we advise the Speck cipher.

1The C implementations of hash functions were obtained from:

e SHA-1: https://github.com/clibs/shal

* SHA-256: https://github.com/B-Con/crypto-algorithms

e SHA-3: https://github.com/rhash/RHash/tree/master/librhash

* Photon: https://sites.google.com/site/photonhashfunction/software

¢ Quark: https://github.com/veorq/Quar19920k

2The C implementations of ciphers were obtained from:

* AES: https://github.com/kokke/tiny-AES-c/blob/master/test.c
e Mistyl: https://github.com/stamparm/cryptospecs/blob/master/symmetrical/sources

¢ Simon and Speck: https://github.com/inmcm/Simon_Speck_Ciphers
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5.2. Resource consumption

In the following section we will perform an estimation of resources required to execute the protocol on the
IMD. In the beginning we will analyze how much energy is required for a single protocol run. Secondly, we will
calculate the amount of memory needed. This is an important parameter when considering implementation
of the solution, as it dictates what are the mandatory parameters of the chosen hardware components. During

the calculation we will use values presented in the previous section for SHA-256 and the Speck cipher.

5.2.1. Energy usage
Step number Step Time of execution (ms) | Total energy (uJ)

1 Receive IDg|IDy 0.32 5.25

2 Generate ¢ 0.61 4.025
3 Sleep/Sniff 0.61 0.011
4 Send IDj|c 0.8 14.429
5 Compute K 1.599 10.549
6 Sleep/Sniff 500 9.395
7 Receive r, 0.64 10.342
8 Decrypt rp 0.65 4.289

Table 5.3: Energy usage in a single execution of the protocol

In this subsection we will demonstrate how much energy is necessary for each step of the protocol shown
in the previous chapter. In addition to the required cryptographic operations, we are going to take into ac-
count the amount of energy consumed by the transceiver. For this purpose we are going to use ZL70103
Medical Implantable RF Transceiver [46]. It is a high-performance, half-duplex, RF communications link for
medical implantable applications. One of the main reasons they are used in IMDs is their reliability, which is
crucial when designing a critical systems. For the operation it has data-rate of 400kb per second, uses volt-
age of 3.3V, and the currents of 4.3mA and 4.8mA for reception and transmission respectively. Between those
modes, the device is sleep mode and periodically goes to sniff mode - the average current needed for these is 5
UA. The overview of the table can be seen in Table 5.3. To further highlight the energy costs, we have grouped
the operations into 3 categories. Figure 5.1 shows how much energy each group consumes for the compu-
tations and for the communication. In the measurements we assume that the challenge c is 256-bit value,
generated using the hash function. The size of the IDs used in the protocol is 64 bits. Additionally we assume
that the amount of time needed for the reader to contact the server and get a reply equals 500ms®. With those
assumptions, the total energy consumed by a single authentication process equals 58.248uA over a period
of 105.629ms. As mentioned in Section 5.1, we have used the average readings from our measurements. It
should be noted that the mentioned fluctuations of approximately 4% during execution of hash algorithms
or block ciphers are very insignificant when compared to the costs of data transmission. As shown in Sec-
tion 4.4, the emergency access does not differ from the perspective of the IMD. It has to receive additional
flag in the first step, which could be as small as 1 bit. However, the time of the transceiver waiting in step 6
will be decreased, as there will be no communication with the sever. The calculations prove that the protocol

is a lightweight solution, which will affect neither the performance nor the lifetime of the IMDs.

3Itis difficult to determine precisely how much time will be needed for the communication with the server. It can be affected by multiple

factors, such as connection quality at a given place, server workload at a given time etc.
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Figure 5.1: The energy costs of the protocol

The energy usage was computed only from the perspective of the implant. Since it is a resource con-
strained device. Other components in the proposed model do not have to follow such strict regulations.
However, there are other considerations that should be taken into account. In case of the server, the time and
computational power necessary for an individual process are important factors. The main reason behind it is
the fact that the server must be able to execute multiple transactions in parallel. While a single process might
be lightweight and would not cause any problems, having hundreds or thousands of them at the same time
could cause disruptions. In our scheme, the server performs the same computations as the implant. Due to
the natural limitations introduced by a small embedded device it can be easily noticed that the process does
not require any significant resources. Because of that, parallelization of the work can be executed smoothly,
without excessive funds spent on the hardware. As far as the reader is concerned, it is the least limited com-
ponent. It has virtually unlimited power as it can be plugged into a power source. It will execute the protocol
with at most one IMD at a time, removing the problems of aligned tasks. However, despite the mentioned
statements, the reader has alow amount of instructions to be executed in our scheme. One could reason that
it is a wasted opportunity not to allocate any computations to this device. However, in our threat model the
reader is not a trusted component. Therefore, in the protocol we tried to limit its role, making it less attractive

target for the adversary.

5.2.2. Memory usage

When designing the protocol we tried to keep in mind that some components may have limited storage ca-
pabilities. While it is a clear assumption regarding the implant, one could also think about the other compo-
nents. In case of the reader, large necessary storage could increase the manufacturing cost, since the devices
are going to be produced in bigger quantities. In case of the server, just a small increase in the amount of data
that has to be stored per user could lead to considerable escalation, as there are numerous users served by
the machine. The amount of necessary memory for each device is shown in Table 5.4. The implant requires

almost no memory for the data related to security protocol. Since the session keys are generated freshly from
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Component Entry Size Number of entries | Total size
Implant Embedded secrets ID;y - 64b, x - 128b, y - 128b 1 40B
Reader Table 1 IDy - 64b, h(y)2 - 128b 100 000 000 2.4GB
Reader Table 2 h(IDy) - 256, Epg,;, (MK) - 2048b 100 28.8kB

Server Information per user ID; - 64b, x - 128b, y - 128b 100 000 000 4GB

Table 5.4: Memory usage per component

a small seed, the scheme does not affect the implant manufacturers in a meaningful way. The reader has to
keep the information used for the emergency mode for every implant it could encounter, while being oper-
ated by any of the possible paramedics. Given an estimate of 100 000 000 implants and 100 paramedics per
device, each reader would use almost 2.5GB of memory. This is a very low value for the technology available
nowadays. In case of the server, the most memory is occupied by the secrets x for regular key establishment
and y for the emergency mode with the corresponding implant ID. Using the same estimate of existing im-
plants, we obtain only 4GB of data. This makes the server easily expandable by additional implants, or other

necessary data.

RF antenna

BUS

Implant Main
Battery implant @

functionality

Implantable Medical Device (SoC)

Figure 5.2: System architecture presented by Strydis et al.[65]

5.3. Prevention of battery depletion

Many researchers when proposing new protocols do not focus on battery depletion attack. Since the batter-
ies are usually not rechargeable, it creates a significant opportunity for the adversary. The basic version of
the proposed protocol is not fully secure versus this kind of an attack. The adversary is able to send multiple
authentication requests to the IMD. Each of them would have to be verified. The costs of the verification are
not major, but when multiplied by number of requests, this attack can significantly decrease the battery life
of the implant. To fully mitigate the issue, we introduce a solution proposed by Strydis et al. [65]. The main
idea of the solution is to split the hardware application, as shown in Figure 5.2. All of the modules neces-
sary for the implant to provide the needed functionality are powered by the internal battery. Any security
and authentication related tasks are performed by the Smart-Implant Security Core (SISC). The module is

powered additionally by the energy harvested from the reader through the RF antenna. Any communication
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attempt is started by waking up the SISC through the transceiver module. The authentication step is fully
powered by the harvested energy. Therefore, if the communication request is an attack, the implant is able
to drop the connection without discharging the battery. In effect, the adversary may send unlimited requests
without causing any damage. The authors have performed a set of tests on the efficiency of harvesting. They
have proposed a novel authentication protocol, which consumed in total 7.45uJ of harvested energy. Addi-
tionally, Seepers [59] presented a protocol based on the same concept, which consumes 88 uJ of energy per
session. That amount was considered viable for the proposed approach. When compared to the protocol
introduced in this thesis, our protocol needs approximately 50.732u]J per authentication operation. Slightly
larger amount of energy could result in a small delay, as the time needed to harvest sufficient amount of
energy would increase. It can be deduced that our protocol can potentially support a zero-power defense

scheme, which is fully secure against the battery depletion attack.






Conclusion

Implantable Medical Devices are an important part of the modern medicine. Due to increasing popularity of
this treatment, it became vital to ensure that the implants do not pose any additional threats to the patient.
While the medical implications are dependent on the doctors, cyber threats are also an important factor.
Because of that, the researchers are trying to create proper authentication schemes for the devices to ensure
that the privacy and security of the patient is not violated.

The goal of this thesis was to make a contribution to the field of securing the Implantable Medical De-
vices. We have proposed a novel security protocol, that allows mutual authentication of the implants and the
readers, as well as establishment of a common, freshly generated session key for any communication. Addi-
tionally, we have ensured that the proposed scheme meets the requirements of the strict environment of the
IMDs by choosing operations and primitives that do not require computationally expensive tasks.

In the beginning of the thesis we have stated a couple of research question. By the means of discussion
of the related work in the field and analysis of the obtained results, we have managed to answer all of them,
while presenting explanation and possible limitations. Firstly, we have investigated the current state of the
art security protocols. By inspecting solutions based on different underlying principles, such as usage of
physiological signals or distance bounding, we have managed to create a comprehensive comparison of their
advantages and drawbacks.

Secondly, we have performed an extensive security analysis of chosen protocols. We have summarized ex-
isting vulnerabilities discovered by fellow researchers. Additionally, we presented a new attack on a physiological-
signal based key agreement protocol. By exploiting the main cryptographic primitive, which is the fuzzy vault,
and the nature of the ECG signal, we have managed to create an attack, that is easy to perform and has a high
probability of success reaching 70%.

Given the discovery of major vulnerabilities in the existing protocols, we have created a novel security
protocol. Knowing the limitations of the implants, we have chosen the hash chains to be the main crypto-
graphic primitive used. One of the largest accomplishments of the new solution is coverage of an additional
attack vector - reader theft. We have managed to fulfill the requirement by introducing a concept that was
not widely adopted, which is user authentication. In our scheme the personnel using the reader must un-

dergo an authentication procedure. It increases the overall security by limiting the access to the IMDs, while
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enabling tracking of any modifications to the device with potentially harmful impact. The additional attack
vector poses a large limitation in the design, as no sensitive information can be stored on the reader. We
have overcame that restraint by using encryption on all of the important data, together with smart key man-
agement between authorized personnel. Due to specific nature of the IMDs, we have introduced a fallback
authentication mechanism to ensure that the patients can be treated in all circumstances. Finally, we have
performed a large set of efficiency tests, to ensure that the solution is suitable for IMDs. We have compared
different cryptographic primitives in order to achieve desired levels of efficiency, without major sacrifices of
usability or security.

As far as the future work is concerned, there are various possibilities. The modularity of the proposed
system gives a lot of freedom on how it can be adapted to satisfy different needs. We encourage further
studies about IMD security to develop protocols that do not require pre-shared common secrets, while being
free of the problems existing in current solutions. That way the emergency solution proposed in our work
could be enhanced, to reduce the amount of data stored on the readers even further.

Overall, the thesis is a noticeable improvement to the IMD security standards. The major contributions

include:

¢ Comparison of existing protocols - we have investigated different solutions proposed by other re-

searchers and compared their benefits and drawbacks.

¢ Implementation of a novel attack on the state of the art protocol - we have demonstrated that it is

possible to break an existing security solution

¢ Proposition and evaluation of a new security scheme - we have proposed a novel security scheme that

includes authentication of the personnel

We believe that the presented work will enhance the quality of subsequently proposed solutions. We think
that other researchers should consider addition of personnel authentication to their schemes, as it brings
various benefits without major sacrifices. Additionally, being aware of a different attack type should result in

better analysis of the proposed work, leading to more secure protocols.
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