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Abstract

The use of Internet of things (IoT) devices is on the rise and given their involvement
with sensitive data the security for these devices is of greater importance. As these
devices are connected with the internet being able to have secure communication is
crucial. Some of the major aspects for secure communication are identification and
message integrity. These can both be provided by signature schemes. As IoT devices
are often constrained devices picking a signature scheme is not trivial and depends
among other things on storage size, security level and computation costs. One should
thus look at how current available solutions compare and their suitability for IoT. This
paper therefore provides a comparison of some signature schemes and presented some
such as SCDSA and CLS suitable for IoT. Furthermore this paper points out that
current solutions may become obsolete with the development of quantum computing.
This paper thus also presents some hash based quantum resistant solutions for use in
IoT.

1 Introduction
As of 2020 there are already 8.74 billion Internet of things (IoT) devices in use. Furthermore
the number of IoT devices has a predicted growth of tripling within the next 10 years [1].
IoT devices are connected devices in a ecosystem where these devices communicate to other
related devices to automate home and industry tasks [2]. Some example are temperature
sensors in shipping containers or a light sensor in an automated home. As these devices are
used, among other things, in people’s daily life, medical situations and transportation they
can contain sensitive data. An example to this is a smart home that can be controlled with
an app on the phone. The communication packets send between the devices thus contain
Personal Identifiable Information. This includes the name, phone number, adress and log
in details of the user [3]. A leak of this data means a huge break of privacy, it is therefore
an important task for IoT manufacturers to guarantee safety and stability for these IoT
devices [4]. Some aspects of security for these IoT devices are: the encrypted storage of
collected data, secure communication protocols, genuine IoT device identification, system
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event logging and cryptographic key and certificate storage [5].

This paper focuses on the aspect of genuine IoT device identification which is integral in
secure digital communication. For IoT device identification the use of signature schemes is
employed. As is quite logical it is important to know if the party you receive a message is
the genuine party they claim to be. Moreover it is key to be able to check the integrity of
a message as otherwise you would be prone to threat of message replacement/modification
attacks by malicious parties. An example where this is crucial is sending an software update
to an IoT device. If a malicious party could send an update or modify a legit update to a
device which does not do any authentication, the malicious party could sabotage a device to
stop working or could gain access to the data contained within a device. For the two issues
regarding identification and message integrity signature schemes form a solution. Signature
schemes are algorithms that generate a signature that is send along with the message to
confirm the identity of the sender and the integrity of the message. Signature schemes often
make use of a private key, the message itself and some public key/parameters. A signature
is then made with the private key and the message and this signature can then be authen-
ticated with the known public key/parameters.

The aspects of security for IoT devices each have various solutions available which are based
on efficiency in speed but also power usage, hardware area, use cases and costs. This paper
mainly focuses on the efficiency, key sizes and security level of the various signature schemes.
IoT devices in general do not have as much computational power as normal computer and
IoT devices are often build for a specific task with constricting parameters. This means that
finding the the optimal solution is paramount as IoT devices often have clear constraints.
Thus it is important to have a comparison between the available signature schemes for IoT
devices. Furthermore for future new solutions it is principal that these new solutions are
actually an improvement over existing ones. As such during the comparison it is key to not
only research the differences between solutions, but also mention what is lacking overall in
all of them. This is done for identifying in which fields there could be improvements and
even perhaps already propose a solution for this. This paper thus provides a comparison on
signature schemes for IoT devices, comments on their suitable for IoT devices and highlights
parts related to signature schemes that could be improved upon given the current status of
employed signature schemes.

This paper is structured as follows, in chapter 2 the methodology is discussed, chapter
3 and 4 will investigate the chosen schemes.
This paper has divided the schemes into two main groups: the pre-quantum group (chapter
3) and the post-quantum group (chapter 4) [6]. The pre-quantum group contains signature
schemes that are widely used, but could theoretically be cracked by a large enough quan-
tum computer in a reasonable time. The pre-quantum group includes RSA, DSA, and ECC
schemes. The post-quantum group contains signature schemes which are resistant against
attacks by a quantum computer. In the post-quantum group mainly schemes that have
Hash-Based Signatures (HBS) are investigated. The division into these 2 groups has been
made as the pre-quantum schemes are still very much viable and in use, but in the future
with the development into quantum computers the need to change to the post-quantum
group seems inevitable.
Chapter 5 reflects on the ethical implications for this paper, chapter 6 will have a discussion
about the results and chapter 7 will conclude this paper and allude to possible future work.
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2 Methodology
This paper includes an extensive literature study into signature schemes for IoT devices.
Furthermore this paper will evaluate the schemes and make a comparison between the
different signature schemes based on certain criteria. These criteria include but are not
limited to signature latency, storage space, verification latency and adversary resistance.
From the comparison the strengths and weaknesses will be analyzed. In addition possible
improvements based on the weaknesses found will be suggested and analyzed.

3 Pre-Quantum IoT security

3.1 RSA
The RSA scheme [8] is a widely known and used cryptographic scheme which also provides
the means of signing a message. This section will touch briefly upon the inner workings of
signing a message by the RSA scheme.
There are two parties appropriately named Alice and Bob, Alice chooses 2 large prime
numbers p, q and gets the product of these two as n. From this public value e and private
value d are determined. The selection and relation of e and d differs between the original
scheme and some current implementations. Where the original scheme uses the Euler totient
function: e * d = 1 (mod (p - 1) * (q - 1)) where d is chosen and e is computed. Some
implementations use Carmichael’s totient function: e * d = 1 (mod lcm(p - 1, q - 1)) with
lcm meaning the lowest common multiple, which is the lowest number that both p and q
can divide into. Some schemes using Carmichael’s totient function choose e and compute d.
Each way does result in private key pair (d, n) and public key pair (e, n). For signing Alice
using Message (M) making signature (S) is done by hashing the message (H(M)) and then
using the same formula as decrypting messages, thus using the private key. S = H(M)d

(mod) n. For verification Bob the receiver also calculates the hash of the message (H(M))
and uses the same formula as encryption on the signature, thus using the public key. H’ =
Se (mod) n and checks if H’ and H(M) are equal.
Important to note is that as RSA has it’s security reduction to integer factorization, it relies
on the difficulty off integer factorization, for RSA to be secure large prime numbers are to be
chosen for the scheme. By the National Institute of Standards and Technology (NIST) the
recommended minimum RSA key size is 2048 bits [9]. As of 2020 the largest RSA key size
which has been factorized and thus cracked is 829 bits [10]. This means that RSA schemes
are forced to have an significantly large enough key size to be secure. RSA key sizes and
the associated security levels in bits and computation costs will be discussed in section 3.4.

3.2 Digital Signature Algorithm
Digital Signature Algorithm (DSA) is a variant of the El-Gamal Digital Signature [7] which
has it’s security reduction to the discrete logarithmic problem (DLP), meaning it’s strength
can be boiled down (is at least as hard to break) to the discrete logarithmic problem. The
basis for DLP is ga = x mod p where finding a is a computationally hard problem given a
large prime p. The security off the DSA is thus dependant on a strong exponent and a large
prime, these two have a relation which will be more explored in section 3.4.
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3.2.1 DSA

For DSA some public parameters will generated and shared. A one way hash function H()
is chosen The values of p: the prime number, q: the prime divisor of p-1, g: with random
number z then g = z(p−1)/q mod p are shared. Furthermore as stated DSA uses ga mod
p = x, here a is a random number from [1 .. q-1]. From this equation, x forms the public
key and a is the private key. With these values a signature can be made which consists of 2
components: components r and s. Using a random value k and message m, r = (gk mod p)
mod q and s = (k−1(H(m) + a ∗ r)) mod q. This gives a signature S = (r, s) which is sent
along with the message.
Then for verification first 1 <= r <= p-1 and 1 <= s <= p-1 is checked. Should this hold,
then a variable v is calculated and compared to s to actually check the signature. For v
first compute w = s−1 mod q, u1 = (w ∗ H(m)) mod q and u2 = r ∗ w mod q. Then v is
calculated as v = ((gu1 ∗ xu2) mod p) mod q and the signature is verified if v = s.

3.2.2 Shortened Complex Digital Signature Algorithm

Shortened Complex Digital Signature Algorithm (SCDSA) [11] is a lightweight scheme that
has been proposed for use in IoT devices. The scheme uses a novel method to decrease
the bit sizes and increase the performance. SCDSA uses mostly the same parameters: a
large prime p, greatest common divider q and a hash function H() (SHA-1 is proposed).
Additionally the the scheme uses an unique random k for each signature. The scheme differs
to DSA in that it uses a complex number as the base g. This complex number g is chosen
from a field Fq which is chosen when p is chosen. SCDSA still uses ga = x where x is still
the public key and parameter a the chosen private key. Then for the r part gk mod p is
concatenated with the message m and put into the hash function. r = H(gk mod p || m).
Note that gk is calculated by a squaring and multiplication algorithm. With r the parameter
is calculated s = k/(r + a) mod q which gives the signature S = (r, s)
For verification r’ is calculated and compared to r where the signature will be accepted if
r’= r. For this the receiver Bob actually calculates gk by gk = (x∗gr)s mod p. With gk then
the same method to get r in signing is used for r’, r′ = H(gk || m). The paper for SCDSA
also provided an analysis on the computation times between DSA and SCDSA. With the
same base number simulation have been run for different values of k. For signing SCDSA
outperforms DSA. Below is some data extracted from the graph provided by [11].

Table 1. Computation cost of DSA SCDSA
Value of k DSA SCDSA Difference

Signing Signing
20 350ms 300ms 13%
30 825ms 700ms 15%
40 1500ms 1250ms 17%

Verification Verification
20 300ms 30ms 90%
30 700ms 45ms 93%
40 1250ms 80ms 93%

As seen in table 1. SCDSA performs significantly better than DSA. SCDSA achieves
better performance by minimizing the amount of operations needed. For example for ver-
ification DSA needs multiple operations for w, u1, u2 and v whereas SCDSA only needs 2
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operations for gk and r’. Meaning r’ is calculated more efficiently, but with the same security
level as DSA.

3.3 Elliptic Curve Cryptography
Elliptic Curve Cryptography (ECC) is based on a elliptic curve over a finite field which
satisfies y2 = x3 + ax+ b. ECC require substantially smaller keys size for a the same level
of security compared to the RSA scheme. This also leads to faster computation and smaller
storage space needed.

3.3.1 Certificateless signature schemes

It is known that public key cryptography (PKC) also known as traditional certificate-based
public key cryptography (TC-PKC) face certificate management problems. The challenges
with certificate management are well known and extend beyond the goal of this paper,
this paper will not go in-depth into signature schemes that do use certificates. From TC-
PKC we got Identity-based Public Key Cryptography (ID-PKC), which removes the need
for certificate management and the problems associated with it, however ID-PKC suffers
from key-escrow problems. To solve both problems Certificateless Public Key Cryptography
(CL-PKC) [12] was proposed. Certificateless Signature (CLS) schemes solve the certificate
management and key-escrow problems by having the private key be a combination of some
secret information from the user and a partial key generated by a key generating centre
(KGC). Furthermore because of the many optimization and novelties for CLS schemes, [13]
has been chosen for investigation over ECDSA [14].
CLS schemes have 2 main possible vulnerabilities by which a malicious party can try to
attack the scheme, these 2 vulnerabilities are defined as adversary types I and II. "A Type I
adversary acts as an outsider who can replace the public keys but cannot access the master
secret key, whereas a Type II adversary acts as the KGC that can access the master secret
key but cannot replace the public keys." [15] This model has been further extended by
dividing each adversary into 3 kinds: normal, strong, super adversary. These levels are
ordered on their respective attack power with super having the most attack power. [16]
In the paper ’A new provably secure certificateless signature scheme for Internet of Things’
[13] an evaluation of past CLS schemes has been provided. The evaluated papers form a
compact timeline in the development off CLS schemes. With Al-Riyami and Paterson’s
[12] being the first CLS scheme proposed. Zhang-Wong-Xu-Feng’s [17] first moving CLS
schemes into the random oracle model. Choi-Park-Lee’s [18] is a novel short CLS scheme
which is however prone to Type 1 strong adversaries. Chen-Tso-Horng, et al. [19] is a
short CLS scheme which is secure against both adversary types, but has the drawback of
higher computational cost. As bilineair pairing calculations, which were so far present in all
schemes, are quite inefficient He-Chen-Zhang’s [26] came up with the first scheme without
bilinear pairings thus increasing the efficiency of the scheme. Gong and Li’s [21], Wang-
Chen-Long-Mao’s[22], Yeh-Su-Choo’s [23], Jia-He-Liu-Kim’s [24] and Karati-Islam-Biswas
[25] are all schemes without bilinear pairings but each having their own drawbacks.

Legend for table 2. (costs from [26] using [27])
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Symbol Operation actual value Security Types covered
Tpr A bilinear pairing computation 4.2110 insecure Insecure: all
Tpsm A pairing-based scalar multiplication 1.7090 normal Secure: normal
Tppa A pairing-based point addition 0.0071 strong Secure: normal, strong
Tsm A scalar multiplication on elliptic curve 0.4420 super Secure: all
Tpa A point addition on elliptic curve 0.0018
Tmtp A map-to-point hash function 4.4060

Table 2. Security performance comparison among different CLS schemes [13].
Scheme Sign cost verify cost Adversary Type I Adversary Type II

Al-Riyami and Paterson’s [12] 3Tpsm + 1Tpr 4Tpr + 1Tpsm insecure insecure
Zhang-Wong-Xu-Feng’s [17] 3Tpsm 4Tpr super super

Choi-Park-Lee’s [18] 3Tpsm 3Tpr + 2Tpsm normal super
Chen-Tso-Horng, et al. [19] 2Tpsm 3Tpr + 1Tpsm super super

He-Chen-Zhang’s [26] 1Tsm 3Tsm + 3Tpa super normal
Gong and Li’s [21] 1Tsm 4Tsm + 3Tpa normal super

Wang-Chen-Long-Mao’s[22] 1Tsm 3Tsm + 3Tpa normal super
Yeh-Su-Choo’s [23] 1Tsm 3Tsm + 2Tpa insecure normal

Jia-He-Liu-Kim’s [24] 1Tsm 4Tsm +2 Tpa insecure super
Karati-Islam-Biswas [25] 1Tsm 3Tsm + 3Tpa super normal
Du-Wen-Zhang-Gao [13] 1Tsm 4Tsm + 2Tpa super super

When evaluating table 2, as security is the most important aspect, it would show that
the scheme Du-Wen-Zhang-Gao [13] is a top candidates for deployment in IoT devices.
Something to note is that some schemes computationally perform better e.g. Karati-Islam-
Biswas [25] the security of this scheme is weaker making these a less suitable candidate for
employment.

3.4 Comparison RSA vs DSA vs ECC
Looking at key sizes, which are also often related to the signature size, for signature schemes
is important for deployment in IoT devices as these often give an indication on the amount
off storage space needed. Storage space and computation cost in time are often related,
but for constrained IoT devices it is relevant to also look at storage space as a constrained
parameter. The NIST [28] has provided a table where it evaluates the estimated maximum
security level of symmetric key algorithms in bits and what the equivalent key sizes for RSA
and ECC schemes are. The security level b can thus be seen as 2b operations needed to
break the scheme. Note for DSA p is the prime and q is a prime divisor of p-1.

Table 3. Security level and their RSA, DSA and ECC key sizes in bits [28]
Security level RSA key size DSA key size ECC key size

80 1024 p=1024, q=160 160-223
112 2048 p=2048, q=224 224-255
128 3072 p=3072, q=256 256-383
192 7680 p=7680, q=384 384-511
256 15360 p=15360, q=512 >512

For ECC the equivalent security level can only be reached if the key size is twice as large in
bits. However with the way that elliptical curves are generated the lower bound on possible
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the equivalent can not necessarily be reached, thus leading to a range for the size.
In [29] it is shown that RSA is outperformed by ECC in terms of total computation cost
for security levels of 112 and above. For a 64 bit message ECC outperform RSA by 17.5%
at the security level of 112 and 52% at level 128. And for a 256 message ECC outperform
RSA by 35.3% at the security level of 112 and 59.2% at level 128. In [11] it is shown that
SCDSA can compete with ECC as it is shown to outperform ECDSA in verification time
and signature size. Evaluating the signature sizes, RSA (1024 bit key) comes to 1048 bit,
ECDSA comes to 832 bits, the Du-Wen-Zhang-Gao CLS [13] scheme comes to 328 bits and
SCDSA comes to 320 bit signatures. Note that Du-Wen-Zhang-Gao CLS and SCDSA thus
come to a very similar signature size. Even though from table 3. it can be seen that ECC
can work with smaller key sizes than compared to RSA and DSA. With ECC using less than
30% the bits RSA or DSA needs for the same security level.

3.5 Suitability for IoT devices
As seen in the comparison SCDSA and the Du-Wen-Zhang-Gao CLS schemes outperform
RSA in terms of computation costs and signature size. Although RSA is still viable for more
robust IoT devices, RSA is less recommended for smaller IoT devices due to the existence
of other more suitable options.
The choice for SCDSA for IoT devices would be suitable. As SCDSA was actually proposed
as a lightweight scheme also for use in IoT it has some properties suitable for smaller IoT
devices. Althought SCDSA does use a large prime number n, it’s low computation cost and
small signature size allows it to still be suitable for IoT.
ECC is due to it’s inherently small key size and signature size in term of space very suitable
for small IoT devices. And owing to the optimizations and thus efficiency increase the
Du-Wen-Zhang-Gao CLS scheme is quite suitable for IoT devices.

4 Post-Quantum IoT security
With the rise and development of quantum computers many widely used public key crypto-
graphic schemes could become vulnerable to attacks. For example An adversary with a large
universal quantum computer which has Shor’s algorithm [30] implemented could break the
integer factorization problem in polynomial time on which many schemes such as the RSA
rely for their security. HBS schemes base their security on hash functions which have well
known security notions. For HBS schemes the most prominent way of attacking the schemes
comes from the Grover algorithm [31]. The Grover algorithm is a quantum algorithm used
to find a collision that satisfies certain conditions. This algorithm can thus be used to find
the original value also called preimage from a hash function. In this section however some
schemes are investigated which offer a sufficient level of security against this algorithm.

4.1 Lamport Signature scheme
An implementation of Lamport Signature scheme [32] has been proposed for IoT devices
[33]. The Lamport Signature scheme claims it’s strength in the strength of it’s one way
hash function instead of algorithmic complexity which bases itself on computational and
storage requirements. As the Lamport Signature Scheme does not rely on computational
and storage requirements to break the scheme the Lamport scheme is quantum computing
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resistant to break.
A short summary of the proposed Lamport Signature: a private key consists of 256 pairs of
256-bit numbers (2 lists of 256 256-bit numbers) generated by a random number generator
(RNG). Each number will be hashed by a hash function F() and this creates the public key,
this results in both private and public key using 16KiB. For any message a hash-sum is
created and with this a signature is created based on picking bits of one of the lists from the
key. This signature then consists of a list of 256 256-bit numbers (8KiB). The verification
uses the same method but using the public key in creating a ’check list’, The signature is
hashed and compared to the ’check list’. If the comparison shows equality the verification
is confirmed. If not the message has been tampered with or is not from the original sender,
leading to the message being deleted.
Something to note about the Lamport Signature scheme is it’s characteristic of being one-
time signatures scheme (OTS). Which means requiring the updating of the private key by
the manufacturer and public key inside the IoT device as each unique key pair should only be
used once. Should a key pair be used more than once degradation of the security take place
as this opens the scheme up to two-message attacks. Two-message attacks entail finding
secret values through the union between the two signatures. Finding these secret values
enables the forgery of a signature and thus the breaking the scheme.
The Lamport Signature scheme for IoT devices paper provided some metrics of estimates
on storage and time consumption for some popular development boards used in IoT devices.
The following computation cost has been calculated for an arduino with a clock speed of 16
MHz [33]. Something to note is that the maximum security level (under assumption of a
perfect hash function) against the Grover algorithm is half of the segments lengths. So for
Lamport with the 256 bit numbers this comes to a maximum security level of 128 bits.

Table 4. Metrics on the Lamport scheme.
Scheme Keysize Computation cost Security level
Lamport 16 KiB 0.359s 128

4.2 Winternitz one time signature scheme
The Winternitz one time signature (W-OTS) scheme was proposed by Robert Winternitz
in 1979 as mentioned in [34], however first fully described in [35], as an improvement over
the Lamport scheme in terms of space which however does trade in time complexity for
this (W-OTS is able to reduce the key size by a factor of 4 to 8). As also seen in the
Lamport scheme a hash function F() is used. A private key xi for i = 1, ..., N where N =
dn/te+ d(dlog2nlog2te+ t/te. The Winternitz scheme does however with the use of private
key x and the Winternitz parameter w, which in [35] satisfies w = 2t, calculate the public
key Y as yi = F 2w−1

(xi) with Y = F(y1||y2||...||yN ), instead of y = F (x) as in the Lamport
scheme. Note that Fw(x) indicates the iterative application of F() on x as ..F(F(F(X))).
For the signing the message m of length n is hashed and split into dn/te segments (with
’0’ padding if necessary) with length t bits each, resulting in m1,m2, ...,mdn/te. Each of
these segments are then treated as integers and a check symbol/ checksum is formed. C =∑dn/te

i=1 2t −mi which is important for security reductions. The signature is then generated
as si = Fmi(xi) for i = 1, ..., N.
For verification the same method is used as in the signing to get m1,m2, ...,mdn/te. Then
a V is calculated using vi = F 2t−mi−1(si) resulting in V = F (v1, v2, ..., vN ) and lastly the
signature is verified if V = Y.
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4.2.1 W-OTS+

Some variants exist for the Winternitz Scheme. In this section two variants are discussed.
The scheme for convenience called W-OTSprf [36] (prf for pseudo random functions) which
is used in the eXtended Merkle Signature Scheme discussed in 4.3. And the W-OTS+
scheme [37] which was proposed as a scheme that has even smaller signature sizes than the
Winternitz Scheme and it’s variants. Both schemes have a function family Fn with functions
denoted as fk, where k is the function key, both also use a Winternitz parameter w > 1 and
message length m to compute an l with l1 = dm/log2(w)e, l2 = blog2(l1(w − 1))/log2(w)c+1,
giving l = l1 + l2.

W-OTSprf contrasts with the original W-OTS scheme in that it does not use thee functions
in an iterative manner. Instead the result of one fk(r) is used as key for the next applica-
tion of a function and the input r stays the same, meaning f2

k (x) = ffk(x)(x). Furthermore
the schemes relies on the function family being a family of pseudo random functions, hence
the name W-OTSprf . The private key x = (x1, ..., xi) for i = 1, ..., l is chosen random
with each segment/bit string being of length n. The public key Y is then calculated with
random number r as yi = fw−1

xi
(r) for i = 1, ..., l and Y = (r, y1, ..., yl). The message is

also divided into l segments M = (m1, ...,ml1) and for signing a checksum is computed C
=

∑l1
i=1(w − 1 − mi). This checksum can be represented as C = (C1, ..., Cl2). With the

checksum and the message a B is set which is B = (b1, ..., bl) = M ||C. Lastly the signature
is made S = (s1, ..., sl) = (f b1

x1
(r), ..., f bl

xl
(r)). For verification the same checksum and B are

computed and V = (fw−b1−1
s1 (y1), ..., f

w−bl−1
sl

(yl)) is computed. The signature is verified if
V = (y1, ..., yl).

For W-OTS+ a chaining function is defined, this function uses a random r = (r1, ..., rj)
(Note j ≥ i), in the function cik(x, r) = fk(c

i−1
k (x, r)⊕ri) for i > 0 (if i = 0 then c0k(x, r) = x).

In the key generation algorithm l + w − 1 n-bit strings are randomly generated. The first l
n-bit strings forms the private key x = (x1, ..., xl) and the last w - 1 n-bit strings form the
’randomization elements’ r = (r1, ..., rw1). Note ra,b denotes the subset from r from element
ra to rb where if a > b ra,b is an empty string. Furthermore a random function key k is
chosen. With this the public key is computed Y = ((r, k), cw−1k (x1, r), ..., c

w−1
k (xl, r)). The

signing and verification are pretty similair as in W-OTSprf except for how the functions
actually behave. For signing the message is„ divided into w-1 segments M = (m1, ...,ml1),
the checksum is computed C =

∑l1
i=1(w−1−mi) and B = (b1, ..., bl) = M ||C. The signature

is computed S = (s1, ..., sl) = (cb1k (x1, r), ..., c
bl
k (xl, r)). And for verification the same B is

calculated and V = ((r, k), cw−b1−1k (s1, rb1+1,w−1), ..., c
w−bl−1
k (sl, rbl+1,w−1). The signature

is verified if V = Y.

4.2.2 W-OTS security level

Both W-OTS+ and W-OTSprf have shown that, if their function family is second key
resistant or key collision resistant, to both be existential unforgeable under adaptive chosen
message attacks (EU-CMA) and both are even strongly unforgable under adaptive chosen
message attacks (SU-CMA). Both schemes also provided formulas for their security level,
W-OTSprf security level b ≥ n−w− 1− 2log2(lw) [36] and W-OTS+ security level b ≥ n−
log2(w

2∗ l+w). [37] however in [38] the security level was updated to b ≥ n− log(2w2l+wl),
this will be denoted under W-OTS+up. The updated security level difference is almost
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insignificant to the original the updated version should be known for a fair evaluation. In
the W-OTS+ paper a comparison for W-OTS+, W-OTS and W-OTSprf on the parameters
for a security level of b ≥ 100 and a signature size under 1 kB. This comparison used a
message length m = 256. Only the signing cost in bytes is included as key generation and
verification have the same costs. Furthermore note that W-OTsprf could not satisfy the
signature size and security level conditions. l = 62

Table 5. W-OTS schemes comparison [37].
Scheme n w signature size Signing cost Security level
W-OTS+ 128 21 992 1,302s 113*
W-OTS 256 455 992 14,105 128

W-OTSprf 128 8 1440 0,720s 100
*The updated security level from W-OTS+up also gives 113.

For W-OTS as although the result shown is theoretically possible, getting the signature
size under 1 kB is impractical. This is due to the drastic increase of the computation cost
because of the need for more function evaluations, which has even bigger impact seeing that
n also increased. As can be seen in figure 5 the W-OTS+ scheme provides an adequate
(≥ 112) security level for the signature size and signing cost. The W-OTSprf scheme could
not get a security level of 100 with an signature size under 1 kB the scheme does have a
lower signing cost. So as seen classically in computer science there is a trade-off between
speed and space between the two schemes.

4.3 eXtended Merkle Signature Scheme
The Merkle signature scheme [34] is based on hash trees and OTS.
The eXtended Merkle Signature Scheme (XMSS) [39] is based on the Merkle signature
scheme and also uses OTS. XMSS enables to produce multiple OTS for a XMSS single
keypair. Something to note is that W-OTSprf is used for the OTS in XMSS.
XMSS uses some public parameters: "security parameter" n, a w the Winternitz parameter,
the message length m, a function family Fn, height of the tree h, a hash function H() and a
random x. XMSS uses a binary tree (for convenience called key-tree) with h + 1 levels where
the leaves are on level 0 and the root is at level h. Nodes on level j are denoted by Nodei,j , 0
â€ i < 2 Hâj. The nodes are constructed using a random bitmask b = (bl,j ||br,j) as Nodei,j
= H((Node2i,j−1 ⊕ bl,j)||(Node2i+1,j−1 ⊕ br,j)). Then each leaves is constructed with a
W-OTSprf public key, thus having 2h W-OTSprf keys. A leaf is constructed using another
tree an L-tree. This L-tree is formed with the property that the leaves are the segments of
the public key x = (x1, ..., xl). So you only have l leaves, but as l is not necessarily a power
of 2 any node that has no right sibling is moved up until it becomes a right sibling. The
nodes for the L-tree are constructed the same way as the key-tree but with a new bit mask,
this bitmasks is however the same for all l-trees in a key-tree. The key-tree public tree then
contains the bitmasks and the root of the tree.
For signing then as there are 2h W-OTSprf keys available per tree so many messages can be
signed using the tree. So for the ith message the ith W-OTSprf key is used. The signature
S = (i, s, AUTH). With s the W-OTSprf signature and AUTH the authentication path for
the node. This path is the sequence of all the siblings of the path from Node0,i to the root.
For verification the same method as in W-OTSprf for V (without the first element (r,k)) is
used. The corresponding leaf/node Node0,i is then constructed using a L-tree. With this
leaf and the AUTH the path to the root is computed. If the path computed correctly leads
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to the root the signature is accepted.
XMSS allows with this that multiple W-OTSprf verifications can be done on one public
XMSS key. Something to note is it that the use of W-OTSprf in XMSS could also be
replaced with the use of W-OTS+. This change can lead to the improvement of the security
level of XMSS as shown in [?].

4.4 Quantum resistant schemes in IoT
The presented quantum resistant schemes are in general suitable for use IoT. The Lamport
scheme with the largest key size of 16 kiB is not suitable for the smallest IoT devices which
have ≤ 16 kiB available. The lamport scheme is however viable for IoT devices with more
storage capacity available. The W-OTS scheme and their variants are quite suitable for use
in IoT as they have smaller key sizes. Although the W-OTS scheme does trade in efficiency
somewhat the variants do make up somewhat of that with their optimizations. XMSS is
suitable for IoT devices with [40] even showing that speedups through hardware can be
reached.

5 Responsible Research
As this paper is a study into existing schemes and thus extracts data and results from
these the main ethical aspect to consider is plagiarism. Each piece of data that has been
taken from a paper has an appropriate reference to the corresponding paper. Another risk
contained in this paper is the coercion of picking a certain scheme over another based on the
comparison contained. This paper tries to present results as objective as possible. However
some metrics have been generated under different parameter settings, which could lead to
a skewed vision between schemes and their efficiencies. Any manufacturer of IoT devices
should be aware that actual implementations on devices may vary from the results presented
in this paper.

6 Discussion
As some of the metrics found for the computation costs of the different schemes have not been
produced in the same environment, these metrics are not directly comparable to each other.
Which also gives that some schemes are not directly comparable but need another reference
point, which for example is seen for the security levels. Because the principles on which the
signature schemes base their security off are different, the use of for example the security
levels provided by the NIST are used. With these guidelines it is easier to estimate and
compare the security levels between schemes. As although the presented schemes do differ
somewhat to their overarching classification by NIST the guidelines are a useful baseline.

7 Conclusions and Future Work
From the presented schemes and the comparison between them it is shown that suitable
options for signature schemes in IoT devices, such as SCDSA and the Du-Wen-Zhang-Gao
CLS scheme, are currently available. Due to the development of quantum computers the
improvement to quantum resistant schemes seems inevitable. This necessary change is sup-
ported for IoT as quantum resistant schemes that are suitable for use in IoT devices have
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been presented.

This paper does not contain a comparison for all security reductions on which signature
schemes can be based. For example in the post-quantum group Lattice based cryptogra-
phy such as NTRU, Multivariate based cryptography such as Rainbow and Supersingular
elliptic curve isogeny cryptography such as Supersingular Isogeny Diffie-Hellman (SIDH).
Al thought these schemes are not necessarily more efficient or even suitable for use in IoT.
It could be relevant to also look at theses schemes and their different security reductions.
Another interesting thing to investigate would be implementations for hybrid for pre- and
post-quantum schemes. Although in the future, when quantum computing has progressed
far enough, the switch to full quantum resistant schemes is inevitable. The transition from
the pre-quantum to post-quantum could be greatly helped by having a hybrid scheme as an
intermediate step.
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