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Executive Summary
Recent advancements in healthcare have transformed the way clinical care is provided to patients. Remote health-
care has become a significant trend in the healthcare sector. The COVID-19 crisis has further propelled this trend
as the healthcare system became less accessible and people gained more interest in health autonomy. The Dutch
healthcare system faces sustainability challenges due to decentralisation and an ageing and individualistic population.
Consumer-grade wearables (e.g., smartwatches and activity trackers) have been moving towards providing clinical
care functionality (e.g., enabling diagnostics, treatment, prevention, and monitoring and alleviation of diseases). The
use of consumer-grade wearables for clinical purposes can help the sustainability of the Dutch healthcare system and
provide consumers with more health autonomy. However, vulnerabilities leave the wearables susceptible to cyberse-
curity and privacy risks. When they gain clinical care functionality (i.e., becoming medical wearables), the impact
and probability of these risks are increased and problematic for the success of this technology.

The cybersecurity and privacy system of medical wearables deal with frequent social engineering attacks and non-
malicious non-secure behaviour by users. Existing research presents a knowledge gap in the practical and thorough
application of human-centric cybersecurity with a focus on system design. This research fills this knowledge gap by
looking into user-centred cybersecurity and privacy for medical wearables, considering both user needs and limitations
in the system design and system environment. The research shows its academic relevance with the closing of this
gap and the combination of the fields of behavioural science and cybersecurity research. The following main research
question is answered;

How can a user-centred approach to cybersecurity and privacy contribute to the successful use of consumer-grade
wearables for clinical care purposes?

To answer the research question, first the role of users in the cybersecurity and privacy environment of medical
wearables was examined with a literature review. Challenges and risks were identified with the help of notions from
the human-centric cybersecurity field. The findings show that device constraints, large amounts of sensitive data, the
remote and highly mobile nature of the device, and the heterogeneity of the device and software as a medical device
(SaMD) are relevant challenges in the cybersecurity and privacy environment of medical wearables. Attacker-oriented
risks include attacks such as man-in-the-middle attacks, eavesdropping, and replay attacks, which often use vulnera-
bilities due to device constraints. Social engineering attacks (e.g., phishing and spoofing) combine vulnerabilities due
to device constraints and human factors. The impact of when attacks are successful is detrimental to users. Wrong
diagnoses and treatment from faulty data can be devastating for patients and the healthcare sector (e.g., regulatory
fines and loss of reputation). Human factors cause user-oriented risks. Consumer-grade wearable end-users have
an incentive for non-malicious non-secure behaviour in the form of privacy calculus. Also, lack of knowledge and
awareness were found to be prominent causes of user-oriented risks. Various examples of non-malicious non-secure
behaviours of end-users of consumer-grade wearables were found (e.g., leaving default privacy settings, exhibiting
bad password management, falling for social engineering attacks, and sharing sensitive information).

To establish a user-centred approach to the cybersecurity and privacy of medical wearables, tackling the user-oriented
risks, and consequently also the attacker-oriented risks, the user needs and limitations need to be known. These
were considered with the end-user perception regarding the adoption intention and were examined with quantitative
survey research. A web-based questionnaire was shared with adult potential end-users of medical wearables in the
Netherlands. The user needs of the system were asked out directly, represented by the impact of attacker-oriented
risks. The user limitations are the human factors which hinder the user from secure involvement in the cybersecu-
rity and privacy system. These were asked out as a lack of changes in the importance of concerns due to clinical
care functionality (i.e., the main reason for the risk increase in the environment). One study was performed for
consumer-grade wearables with clinical care functionality, and another study was conducted for those without. The
155 responses were subjected to data analysis in the form of PLS-SEM in combination with MGA, IPMA and cluster
analysis.

The findings of the survey research show the presence of a privacy calculus in the end-user adoption intention consid-
erations. The privacy concern mainly trades off with social influence in the adoption intention of potential end-users.
Privacy concern (in its relation to adoption intention) was mainly defined by concerns about data collection and
control. Security concern was found to be an important causal factor in the relationship between privacy concerns
and the adoption intention. Of the different types of security concern, concern about data integrity loss was found to
be the most contributing causal factor. No significant differences were found in the relationships of the conceptual
research model based on clinical care functionality. This was found to be problematic as there is no adjusting of non-
malicious non-secure behaviour when accessing the clinical care functionality. Furthermore, it was found that three
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user segments in the data were defined by different security and privacy concerns, but had no response to clinical care
functionality. These user segments could be linked to whether users had experience with consumer-grade wearables
or not. Potential end-users familiar with the use of consumer-grade wearables were found to have significantly fewer
cybersecurity and privacy concerns than inexperienced potential end-users. Possible underlying justifications for the
findings on the conceptual research model were found in existing literature, however, further qualitative research has
to be performed to gain more insight.

Based on these results on user needs and limitations and the human-centric components of user, usage, and usability,
guidelines for the user-centred approach were formulated. These guidelines were subsequently linked with the chal-
lenges and attacker-oriented and user-oriented risks to establish recommendations for medical wearable providers to
steer the design of the cybersecurity and privacy system and the structuring of the system environment:

1. To account for different levels of non-malicious non-secure behaviour of end-users, provide experience-based
nudging and techno-regulation

2. To account for non-malicious non-secure behaviour of end-users of medical wearables, differentiate behavioural
change techniques for SaMD and non-SaMD on the wearable

3. To account for the cybersecurity concern of end-users, focus on functional measures tackling the loss of data
integrity

4. To account for the privacy concern of end-users, focus on technical measures and legislation, regulation, and
policies tackling improper data collection and loss of data control

5. To ensure the usability of the cybersecurity and privacy system, design the system and structure the system
environment with social influences in mind

The research presents a theoretical contribution in the form of a proven relevant conceptual research model for look-
ing into end-user needs and limitations of medical wearables, including differences due to clinical care functionality.
Moreover, the research integrates theories by combining the human-centric components of user, usage, and usability
with user needs and limitations identified from quantitative survey research. Also, the research integrates the result-
ing guidelines of a user-centred approach with challenges and risks identified with a literature review. Finally, the
research presents a paradigm shift from the traditional technology-centric paradigm where human interaction is seen
as problematic to a paradigm where users are considered in the design of the cybersecurity and privacy system and
its environment. The research presents practical contributions with its identification of best practices of the human-
centric cybersecurity field, guidelines for a user-centred approach and corresponding practical recommendations for
medical wearable providers.

By taking into account the limitations and needs of users, the cybersecurity and privacy system and system environ-
ment become more equipped for tackling user-oriented risks. Therefore, it helps adverse effects of cybersecurity and
privacy breaches (e.g., regulatory fines for medical wearable providers, wrongful treatment and diagnosis of patients,
and lawsuits in the healthcare sector). Ultimately, the research helps to alleviate the healthcare sector, provides
business opportunities for medical wearable providers (e.g., increased customer satisfaction and increased adoption)
and results in benefits for users (e.g., personalised and accurate healthcare and health autonomy). When taking on
the recommendations of this research, the established limitations of the research model should be taken into account.
Future studies could help the limitations of the research by performing qualitative research on types of non-malicious
non-secure behaviour displayed by end-users and corresponding human factors. Furthermore, more data can be col-
lected to be able to conduct analyses based on the 70-year-old or older user segment and to gain a more generalisable
sample. A longitudinal study could help to see the effects of the recommendations on the adoption intention and
risks over time.
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1
Introduction

In recent years, the medical world has seen rapid digitalisation. Patient files can be accessed in real-time by means
of electronic health records (EHR) (Priyananadan & Brahm, 2016), doctor appointments can be carried out online
(Stoumpos et al., 2023), and anonymised databases can help researchers scan for patterns in diseases to enhance
diagnoses (Kumar et al., 2023). The COVID-19 crisis has further propelled the innovation of healthcare with an
emphasis on remote patient monitoring. As doctor visits were discouraged and health anxiety became prominent in
day-to-day life, people became more and more interested in the remote monitoring of their health. The increasing
desire of people to monitor and maintain their health by themselves leads them to actively seek the tools to do so.
At the same time, healthcare institutions realised the inaccessibility of the healthcare system and started to rely more
on the technological innovations brought about by digitalisation (Baudier et al., 2022), including remote monitoring
opportunities.

In the Netherlands, the trend of healthcare digitalisation comes at a time when the national healthcare system is ex-
periencing sustainability challenges. Demographically, the population of the Netherlands is rapidly ageing. More and
more people are becoming dependent on the healthcare system for the diagnosis, monitoring and treatment of their
health problems (De Korver, F., 2019). This causes the healthcare system to become overloaded. Economically, the
Dutch healthcare system has gone through several cuts and both general practitioners and hospital staff shortages are
expected to become worse in the next six years (Linssen, L., 2022). A study of healthcare workers in the Netherlands
in 2022 showed that almost all facets of the healthcare sector experience high pressure and burnout rates (Dirven &
Gielen, 2022). Moreover, the healthcare system has been extensively decentralised since 2015 (Vermeulen, W., 2015).
Healthcare institutions need to manage funding and policies themselves. In the approach of decentralisation of the
Dutch healthcare system, there is a focus on the responsibilities of the individual. However, in the face of the older
population, this poses a problem. People are reluctant to ask for help and/or suitable help is not available (Kromhout
et al., 2020). The digitalisation of healthcare and remote monitoring can help to keep the Dutch healthcare system
affordable and accessible in the face of these challenges.

A promising application for remote healthcare is the use of consumer-grade wearable devices for clinical care func-
tionality. These wearable devices (e.g., smartwatches and activity trackers), are body-worn electronic devices that
can track, analyse, and transmit personal data. They are often interconnected with apps and other technologies like
smartphones and can measure biometric data such as heart rate, oxygen levels, and blood pressure. These so-called
consumer-grade wearables are mostly used for personal health monitoring, giving the user insight into their fitness
and letting them make healthy life choices. Consumer-grade wearables are different from medical devices (e.g., glu-
cose meters and ECGs), as they are not designed for the purpose of diagnostics, treatment, prevention, monitoring,
and alleviation of diseases. However, consumer-grade wearable providers have been making the transition to provide
customers with this ’clinical care functionality’ in an attempt to capitalise on the newly sparked remote monitoring
interest and healthcare system shortcomings. The use of consumer-grade wearables for clinical care purposes can help
the healthcare sector. These wearables allow for early detection, and possibly prevention, of adverse health issues
(Caldwell, 2022). They collect data that provide a more accurate and/or complete picture of a person’s health or
lifestyle. This allows for healthcare to become more personalized and reduces the chances of misdiagnosis due to
people providing false symptoms or failing to connect symptoms. The introduction of consumer-grade wearables into
the healthcare system could relax the workload of healthcare professionals by having fewer check-ups, and they could
provide convenience, by lowering manual effort and providing more at-home functionality. Additionally, consumer-
grade wearables present an opportunity for other branches of healthcare, by providing easily obtained, noninvasive
data collection which can be used in clinical trials and the pharmaceutical industry.
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There are two routes providers of consumer-grade wearables can take to provide this clinical care functionality; by
advertising their product as a medical device (hardware) or by providing the possibility of running software as a
medical device (SaMD) on their product. Recently, companies like Apple, Google and Xiaomi have been pursuing
the SaMD route, by gaining regulatory clearance for several clinical care tools on their wearable devices (Wetsman,
N., 2020). The software route is often more favourable for existing consumer-grade wearable providers as the pro-
cess of obtaining all the regulatory clearance needed to be considered a medical device (hardware) is long and tedious.

Besides the move of consumer-grade wearables into clinical care territory, actual medical devices have been moving
towards the consumer-grade wearable market as well. Medical device providers have been trying to provide more
user-friendly devices by including more functionalities, designing more attractive devices, and providing more freedom
from healthcare institutions (Cangardel, K. and Volgina, D., 2023) (Kraudel, R., 2019). These new developments in
medical devices can motivate patients to be more willing to use a medical device remotely and increase the value for
healthcare providers by gaining more complete, easily obtained data. The result of these simultaneous developments
is a converging of the functionalities and abilities of medical devices and consumer-grade wearables. If a consumer-
grade wearable has clinical care functionality through SaMD (to varying levels), this thesis will use the term ’medical
wearable’. A representation of the converging market of medical devices and consumer wearables can be seen in
figure 1.

Figure 1: Converging wearable market

1.1 Problem Definition
The use of consumer-grade wearables for the purpose of clinical care is not without risks. In September of 2021,
61 million fitness tracker records from both Apple and Fitbit were exposed online in a wearable device data breach
(McKeon, J., 2021). The exposed data belonged to wearable device users around the world and contained names,
birthdates, weight, height, gender, and geographical location. The database was not password-protected, and the
information was identifiable in plain text. More recently, Strava and other fitness apps have been shown to leak
sensitive location information of users like home addresses, even when users used features to set up privacy zones
(Montalbano, E., 2023) (Toulas, B., 2023). In 2018, Strava even allowed for the derivation of secret military basis
locations in the US utilising a heat map (Hern, A., 2018).

When these types of devices provide clinical care functionality, cybersecurity and privacy threats are detrimental to
stakeholders. Sensitive personal health data of users is compromised and the healthcare sector and medical wearable
providers face reputation damage, loss of trust, and financial loss. Moreover, if healthcare professionals make wrong
diagnoses or treatment decisions based on incomplete or incorrect data due to cybersecurity and privacy attacks, this
can have disastrous effects on end-users (Ponemon Institute, 2023). In the grand scheme of things, this also causes
a loss of trust in healthcare and medical wearables as a technology. Additionally, inaccurate data due to attacks can
cause increased health anxiety (Rosman et al., 2021) and can subsequently have a counteracting effect on the aspired
lowering of the workload of healthcare professionals. For attackers, health data, personal identifiable information,
and financial information make medical wearables an attractive target.
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The increase in cybersecurity and privacy risks (in both impact and probability) of consumer-grade wearables due to
clinical care functionality is problematic for the success of medical wearables.

Users play an important role in the cybersecurity and privacy system of consumer-grade wearables. They have a large
responsibility in keeping the system safe. Social engineering attacks of malicious attackers are prominent and non-
malicious non-secure behaviour of users undermines the system. Users have different privacy and security concerns
for consumer-grade wearables and medical devices and thus different needs and limitations (Gao et al., 2015). When
the functionalities of these devices are combined in medical wearables, this can be problematic for the cybersecu-
rity and privacy system. A more user-centred approach to cybersecurity and privacy could potentially help the system.

1.2 Knowledge Gap & Research Objective
The practice of taking a user-centred approach to cybersecurity and privacy is promoted by the field of human-centric
cybersecurity. Human-centric cybersecurity steps away from traditional technology-centric cybersecurity where the
cybersecurity system is focused on tackling technological vulnerabilities and where human involvement in the system
is seen as purely problematic. Human-centric cybersecurity looks at how a cybersecurity system can work in tandem
with human needs and limitations. There is a lack of practical research into the application of human-centric cy-
bersecurity in a system design context (Zimmermann & Renaud, 2019) (Gutfleisch et al., 2022). This research fills
the gap by applying insights from the human-centric cybersecurity field to the cybersecurity and privacy system of
medical wearables. Existing related research on the cybersecurity and privacy of medical wearables is mostly focused
on technology-centric cybersecurity (e.g., Silva-Trujillo et al. (2023); Fuster et al. (2023)). Although there is related
research on the cybersecurity and privacy behaviour and needs of end-users, this is mostly performed solely in the
consumer-grade wearable context (e.g., Gabriele & Chiasson (2020)). Additionally, related existing research into the
user perception on the cybersecurity and privacy of medical wearables does not combine both user limitations and
needs (e.g., Thapa et al. (2023)).

The objective of this thesis is to examine how the adoption of consumer-grade wearables for clinical purposes can
be enhanced by taking a user-centred approach to the design of the cybersecurity and privacy system of medical
wearables. First, the role of the user in the cybersecurity and privacy environment of medical wearables needs to be
clear. To this end, the risks due to both malicious attackers and the involvement of valid users with the system need to
be assessed. After this, it is important to establish the user perception on the cybersecurity and privacy environment
to determine user needs and limitations. Based on such a user-centred environment analysis, recommendations for
the design of the cybersecurity and privacy system can be provided. This shows how the user-centred approach can
be applied in the design of the security and privacy system of medical wearables. Concluding, to accomplish the
research objective, the following three deliverables are pursued:

• A human-centric overview of cybersecurity and privacy challenges and risks of medical wearables

• An understanding of the end-user needs and limitations in their involvement with the cybersecurity and privacy
system of medical wearables

• Recommendations for a user-centred cybersecurity and privacy system

1.3 Research Questions & Research Design
Based on the knowledge gap of user-centred cybersecurity and privacy of medical wearables analysis and the objective
of the research, the main research question of this thesis is as follows:

RQ: How can a user-centred approach to cybersecurity and privacy contribute to the successful use of consumer-
grade wearables for clinical care purposes?

The research is of a descriptive nature. In order to gather sufficient information and data to answer the main research
question, the following subquestions are formulated to steer the research:
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SQ1: What are the cybersecurity and privacy challenges and risks of medical wearables?

SQ2: How do users’ privacy and cybersecurity concerns influence their intention to adopt consumer-grade
wearables for clinical care purposes?

SQ3: What are user-centred cybersecurity and privacy recommendations for medical wearable providers to be
able to capitalise on clinical care functionality?

SQ1 helps to establish the user-centred cybersecurity and privacy environment of medical wearables, examining the
role of users in the environment. This is done based on human-centric cybersecurity and privacy risk assessment,
with the help of two orientations; attacker and user. The attacker orientation focuses on malicious attackers and the
user orientation on intentional and unintentional non-malicious non-secure behaviour of valid users. The answering
of SQ1 is done with a literature review of existing literature on the topics of human-centric cybersecurity and privacy,
as well as that of medical wearable challenges and vulnerabilities. From this, important notions of human-centric
cybersecurity are identified which can be used in the design recommendations. Additionally, this question helps to
set out the existing risks in the environment and human involvement in these risks. This subquestion thus helps
to establish the possible roots of cybersecurity and privacy concerns of end-users and the negative effects of their
involvement with the system.

SQ2 is answered to develop more insight into the involvement of end-users with the cybersecurity and privacy sys-
tem and their limitations and needs. By answering this subquestion, the analysis of the cybersecurity and privacy
environment of this thesis is completed. This is done with the development of a conceptual research model in combi-
nation with subsequent survey research. The conceptual research model is based on existing literature on technology
adoption and research into the user perspective on the cybersecurity and privacy of consumer-grade wearables. Hy-
potheses are formed based on theory to establish expected relationships and corresponding directions. To answer the
subquestion, data analysis is performed according to theories and practices in partial least squares structural equation
modelling (PLS-SEM). An expert review of the results of this subquestion is done in the form of a brainstorming
session, to establish further interpretation and analysis suggestions.

SQ3 is answered to establish user-centred cybersecurity and privacy recommendations for medical wearable providers.
These recommendations explain how the user-centred approach would influence the cybersecurity and privacy system
of medical wearables and the existing risks in the environment. Medical wearable providers make managerial decisions
which steer the design of the cybersecurity and privacy system and they have a large influence on the system environ-
ment. The recommendations for the providers are based on the findings of the first and second research subquestion.

By answering these subquestions, the potential contribution of users’ limitations and needs to the cybersecurity and
privacy of medical wearables is examined and recommendations are provided to take these into account. This together
builds the answer to the main research question.

1.4 Research Relevance

1.4.1 Academic Relevance

From an academic perspective, the research contributes to the literature on human-centric cybersecurity by providing
insights into user limitations and needs and their contribution to the cybersecurity and privacy system of medical
wearables. Important notions of human-centric cybersecurity literature are combined and used in a human-centric risk
assessment, containing both attacker and user orientations. The research takes a new approach to human-centric
cybersecurity, combining both literature on cybersecurity and privacy risks and the risk perception of end-users,
tackling both user limitations and needs. In this sense, the thesis seeks to combine cybersecurity and privacy
environment analysis with notions from the field of behavioural science in a novel, meaningful way.

1.4.2 Corporate & Societal Relevance

The research helps providers of medical wearables guide managerial decisions regarding effective cybersecurity and
privacy system design by taking a user-centred approach. The success of medical wearables as a technology stands
and falls with the adoption of end-users, Providers can face reputational damage, regulatory fines, loss of consumer
trust, and damaged business relationships due to breaches. More importantly, it can harm the trust in and adoption
of medical wearables. When the adoption of end-users goes down, Dutch society loses a promising technological
opportunity in healthcare. Medical wearables can help to relieve the workload and stress of healthcare professionals

4



and the government can incentivise the use of this technology to counteract the problems due to the decentralisation
of the healthcare system. End-users gain a more personalised, convenient and well-rounded way of diagnosis, treat-
ment, and monitoring and can have more autonomy over their health. By providing user-centred recommendations
for medical wearable providers, providers can take into account the risks due to the involvement of valid users with
the system. This way, the cybersecurity and privacy environment is built around end-users. Ultimately, the research
helps the successful use of consumer-grade wearables for clinical purposes.

1.5 Thesis Structure
The contribution of the research, as explained in section 1.2, will be handled in the different chapters of the thesis.
A visualisation of the chapters and their contributions to the overall user-centred cybersecurity and privacy approach
can be seen in figure 2.

Figure 2: Research overview

Chapter 2 constitutes the establishment of human-centric cybersecurity best practices and a human-centric cyberse-
curity and privacy risk assessment of medical wearables, consisting of an attacker orientation and user orientation.
Chapter 3 looks into the needs and limitations of end-users by examining their cybersecurity and privacy risk percep-
tion in relation to their adoption intention. After the results of this end-user perception are concluded in chapter 5, the
user-centred cybersecurity and privacy environment analysis of this thesis is complete. In chapter 6, recommendations
for medical wearable providers to steer the system design and the structuring of the system environment are formed,
based on the environment analysis. Chapter 2 to chapter 6 cover the user-centred approach to the cybersecurity and
privacy of medical wearables.

The thesis is structured into four main parts; the research justification, environment analysis, data collection and
analysis, and finally, the evaluation and conclusion. The environment analysis is built by the literature review on the
human-centric risks and the survey research on the end-user needs and limitations. An overview of the methodological
structure of the thesis (including the answering of the research questions) can be seen in figure 3. As stated above,
the total of the cybersecurity and privacy environment analysis contains chapters 2 to 6.
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Figure 3: Methodological structure overview
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2
Literature Review

This chapter outlines the underlying theories and literature relevant to the user-centred approach to the cybersecurity
and privacy of medical wearables. First, a theoretical background regarding cybersecurity is set out. In section 2.1,
literature on human-centric cybersecurity is examined to establish important notions of the field that will be used
in the research. In section 2.1.4, the system and environment characteristics of medical wearables are set out.
Subsequently, in section 2.2, a human-centric risk assessment for the cybersecurity and privacy of medical wearables
is performed with the help of existing literature. Challenges and vulnerabilities of medical wearables are examined,
by taking into account the general system and environment characteristics and that of the cybersecurity and privacy
system. After this, attacker-orientated risks and user-oriented risks are established. With the results of the risk
assessment, subquestion 1; ’What are the cybersecurity and privacy challenges and risks of medical wearables?’ is
answered. The part of the user-centred cybersecurity and privacy environment of medical wearables tackled in this
chapter can be seen in the black-lined box in figure 4 below.

Figure 4: User-centred cybersecurity and privacy environment analysis: human-centric risk assessment

The sources in this literature review were acquired by performing a computerised search of scientific literature in Sco-
pus and Web of Science databases, based on the guidelines of the Preferred Reporting Items for Systematic reviews
and Meta-Analyses (PRISMA) (Page et al., 2021). The literature review consists of two different parts; the theoret-
ical background and a medical wearable risk assessment. There is a focus on the combination of human behaviour
and (cyber)security and privacy aspects of wearables. Entries are only included if the search terms are included in
the title of the article, the provided keywords or in the abstract. The search is repeated for other terms related to
combinations of words or synonyms (e.g., information and data). The search is started with the following search terms:

( ( cyber* OR security OR privacy ) AND ( human* OR user ) ) OR wearable
Within the results, a further search is executed with the search terms Health* and Behaviour.
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Because of the lack of closely related articles on the subject and the combination of two fields; behavioural sci-
ence and cybersecurity, the search is further refined in two ways. Search terms are added that include aspects of
technology-centric cybersecurity. Therefore the search is limited to the subject area of computer sciences and the
results were searched by the main keywords human, cybersecurity, device, and data privacy. On the other hand, the
search is limited to the subject area of social sciences and the results are searched by the keywords privacy, data
collection, and motivation. The resulting papers are again checked for title and abstract in terms of relevance. A
full-text check results in articles being removed for not covering the subject of the research and through the snowball
effect specific other articles are found.

2.1 Theoretical Background

2.1.1 Cybersecurity

To be able to perform a cybersecurity and privacy analysis, it is important to first understand the concepts of
cybersecurity which will be used in this research. Cybersecurity is defined as "the collection of tools, policies, security
concepts, security safeguards, guidelines, risk management approaches, actions, training, best practices, assurance
and technologies that can be used to protect the cyber environment and organization and user’s asset" (Von Solms
& Van Niekerk, 2013, p. 97). NIST (2015) defines cybersecurity as "the prevention of damage to, unauthorised
use of, exploitation of, and – if needed – the restoration of electronic information and communications systems and
the information they contain, in order to strengthen the confidentiality, integrity, and availability of these systems"
(p. 41). These three dimensions form the pillars of information security, which is a significant aspect of cybersecurity
(NIST, 2008, p. 7);

• Confidentiality: is “the property that data or information is not made available or disclosed to unauthorised
persons or processes.”

• Integrity is “the property that data or information have not been altered or destroyed in an unauthorized
manner.”

• Availability is “the property that data or information is accessible and useable upon demand by an authorized
person.”

Cybersecurity differs from information security most importantly in the assets they protect. In cybersecurity, the
protection goes beyond just information and includes the whole of cyberspace, e.g., people, critical infrastructures,
and society. The main goal of cybersecurity is to implement policies and use technological tools to secure systems and
networks, preventing cyber threats from occurring. Cyber threats are possible cyberattacks which exploit vulnerabili-
ties in the system. These threats comprise a risk (probability and impact), if not properly mitigated (Khan, N., 2023).

The cybersecurity field is technology-centric by nature, with technology being viewed as the ultimate solution to
security problems (Haney, 2022). Technology-centric cybersecurity and privacy assessment focuses on risks occurring
due to vulnerabilities in the technology. These risks are considered potential cyberattacks. In technology-centric
assessments, concepts such as attack goal, source, target/assets, method, probability, and impact are considered
(Mancuso et al., 2014). There are several techniques for this assessment of technology-centric cybersecurity and pri-
vacy risk. Most prominently, some sort of threat modelling is performed. One relevant example of a threat modelling
approach (for the scope of this thesis) is that of the STRIDE model (table 1), where attack purposes have been
classified into six categories (Kohnfelder, L. and Grag, P., 1999). The STRIDE model is often linked to the impact
based on the information security pillars (including the concepts of non-repudiation and authentication).

Attack type Description
Spoofing Identity Attacker pretends to be someone else, intending to steal data or gain unauthorised access
Tampering Attacker maliciously modifies data
Information Disclosure Attacker gains access to confidential data
Repudiation Attacker denies involvement in malicious activity; no way to prove it
Denial of service Attackers denies service to valid users
Elevated Privilege Attacker gains privileged access to the device/service

Table 1: STRIDE model
(Kohnfelder, L. and Grag, P., 1999)
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Technology-centric cybersecurity approaches focus on tackling vulnerabilities of the system by having technological
mitigation and prevention techniques. In technology-centric approaches to cybersecurity, humans are often perceived
as the ’weakest link’, displaying human errors and undermining the security system. In reality, socio-technical systems
are complex, highly interactive and unpredictable, and adverse events have multiple contributing factors. Moreover,
contrary to being the primary source of all problems, humans can be crucial players in defending against attacks
(Zimmermann & Renaud, 2019). In human-centric cybersecurity, the focus of cybersecurity is shifted to taking
into account people’s limitations and needs. A human-centric approach emphasizes the significance of the human
element in designing, implementing, and managing cybersecurity systems. Grobler et al. (2021) define human-centric
cybersecurity as "involving all aspects of cyber security, with a particular focus on the human involvement in the
system and processes. That is, understanding how humans represent value, but also risk to an organization; un-
derstanding how humans and computer interact and what risks are introduced as a result of these interactions" (p. 2).

Human-centric cybersecurity is relatively underexposed in the cybersecurity literature and there has been advocating
for more research being done on this approach (Zimmermann & Renaud, 2019) (Gutfleisch et al., 2022). Several
papers state the importance of considering a human-centric approach when designing for cybersecurity; not just
imposing more and stricter security measures, but measures that are adaptive to users and designing security with
users in mind (Herley, 2014) (Adams & Sasse, 1999). As stated in the introduction, the relevance of this orientation
for medical wearables is high. As consumer-grade wearables gain clinical care functionality, end-users have a prominent
role in keeping personal health data safe and private. Additionally, the consumer-grade wearable system is implemented
in the healthcare sector. This adds another human element (organisation) to the system. A purely technology-centric
approach to cybersecurity undermines the success of medical wearables. The following sections dive deeper into the
human-centric approach to cybersecurity.

2.1.2 Human-Centric Cybersecurity

Human-centric cybersecurity mainly involves understanding human behaviour and designing systems that consider
underlying limitations and needs. Most literature in this field takes an integrated approach, combining environmental
dimensions and focusing on differentiation. For the environmental dimensions, often organisational, individual, and
technical dimensions are considered. Pollini et al. (2021) take an integrated human-centric approach to analysing
computer and information security (CIS) systems. The authors establish the individual factor, where they mention
several psychological theories for the individual reasoning behind cybersecurity behaviour. Within the organisational
factor, contextual and situational knowledge of an organisation, culture, and maturity levels are considered. The
technological factor looks at the underlying justification that users experience a usability-security trade-off, actively
avoiding security mechanisms that are difficult to use. Security design with users’ needs in mind is stated to be
effective for increasing users’ comprehension of the security system properties and thus increasing security itself.

As stated in the knowledge gap, in terms of practical human-centric cybersecurity design approaches, the literature
is not extensive. Grobler et al. (2021) present a human-centric cybersecurity design approach by defining user,
usage, and usability (3U’s) as three essential components for considerations of cybersecurity systems. The user
component is defined by the concepts of demography and culture, situational awareness, psychology and behaviour,
and cognitive factors. The paper advocates considering different user groups and behaviours (linked to human fac-
tors) and their corresponding expectations and incentives. The usage component is established by looking at how
functional, technical measures and legislation, policies can be designed and/or implemented with a human-centric
approach to assure effectiveness. The paper suggests designing cybersecurity systems based on different security
levels for the technological and non-technological dimension. The technological dimension consists of functional
and technical measures. Functional measures are broad cybersecurity measures with a specific security function in
mind (e.g., access controls and security awareness and training). Technical measures are specific technological or
software-based cybersecurity techniques which are transparent to users (e.g., firewalls and encryption algorithms).
Legislation, regulation, and policies are non-technological measures to support the cybersecurity system. The paper
advocates establishing measures which are not overly restrictive, are transparent, and minimal. For the usability com-
ponent, the authors state the importance of looking at factors influencing the usability perception of users regarding
the cybersecurity system. They provide experience and interaction factors as two aspects influencing the perception
of usable security. The focus on the three components of user, usage, and usability is further affirmed by other
research in the human-centric cybersecurity field (Haney, 2022) (Rahman et al., 2021). These three components
are seen as pillars of human-centric cybersecurity and will be considered for the user-centred approach of this research.
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2.1.2.1 Risk Assessment

As stated above, an important part of human-centric cybersecurity is understanding that users’ limitations play an
important role in the cybersecurity environment of technologies. Thus it is important to understand the causes
and nature of non-malicious non-secure behaviour or a lack of ’cyber hygiene’ of users. Vishwanatha et al. (2020)
define cyber hygiene as “the cybersecurity practices that online consumers should engage in to protect the safety and
integrity of their personal information on their Internet-enabled devices from being compromised in a cyber-attack”
(p. 2). There are two types of non-malicious non-secure behaviour regularly mentioned in literature; intentional
and unintentional (Lahcen et al., 2020). Chowdhury et al. (2019) classify it as non-malicious informed disregard
(non-prompted and prompted). They also consider uninformed behaviour and misinformed behaviour while Pollini
et al. (2021) call it accidental and non-deliberate actions determining a violation of a security rule or a violating
procedure and deliberate actions determining an unwanted violation of a security rule. In general, this research
considers non-malicious non-secure behaviour as ’user-oriented risks’. The risks are considered as both intentional
and unintentional. Underlying reasons for non-malicious non-secure behaviour are so-called ’human factors’ (Hilowle
et al., 2023) (Lahcen et al., 2020). An important part of designing for human-centric cybersecurity is to assess
underlying causes of not displaying secure behaviour by users. Risk assessment thus involves the examination of the
human factors.

Risk assessments of user-oriented risks and associated human factors mostly take their approach from traditional
risk assessment approaches in technology-centric cybersecurity (Henshel et al., 2015) (The Chartered Institute of
Ergonomics & Human Factors (CIEHF), 2022). Human factors are often defined in terms of individual human factors
and environmental factors (Lahcen et al., 2020). The Human Factors Framework of Cybersecurity Risk Assessment
(HFF) of Henshel et al. (2015), divides the human factors into inherent and situational characteristics. Inherent
characteristics are comprised of behavioural characteristics and knowledge/skill characteristics while situational char-
acteristics include circumstances such as insider access. Another important concept in human factor literature is
the interactive and dynamic nature of human factors. Young et al. (2018) establishes three actors that influence
human factors in the system; humans, organisations, and technology. Human factors are seen as evolving in time
and dependent on each other.

The user-oriented risks in these types of frameworks are often linked to the risks due to malicious attackers (Ferro
et al., 2021). Mancuso et al. (2014) combine a technology-centric cybersecurity approach with human factors and
present a thorough framework to identify risks. They describe a waterfall framework to consecutively consider, the
adversarial, methodological, and operational dimensions of malicious informed attacks (figure 5). The adversarial
dimension looks into the goal and source of the attack. The methodological dimension looks at the attack vector
(method used) and the target of the attack, which can include system components as well as specific data. The
operational dimension looks at the impact, which can be further divided into the technological impact, human impact,
and socio-organisational impact. Within each of the dimensions, the human factor considerations are made.

Figure 5: Three-dimensional Waterfall framework human-centric approach
Adapted from Mancuso et al. (2014)
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2.1.2.2 Behavioural Change Theory

After the risks are identified, it is important to know how these risks can best be mitigated or prevented. In human-
centric cybersecurity literature, there is a focus on the combination of usable security design and behavioural change
techniques. To this end, the literature on behavioural change theory is examined for relevant theories and best prac-
tices for its application in the cybersecurity field. The theories are further checked for alignment with the components
of human-centric cybersecurity; user, usage, and usability.

Michie et al. (2011) developed the capability-opportunity-motivation-behaviour (COM-B) model (figure 6). Within
COM-B, capability is considered as physical and psychological capabilities. Physical capability focuses on the skills and
abilities of people, while physiological capability focuses on knowledge, memory and attention. Within opportunity,
physical (e.g., environmental context and resources) and social opportunities are considered (e.g., social influence,
pressure, and norms). Motivation is classified into reflective and automatic motivation. Reflective motivation consid-
ers beliefs about capabilities and consequences, goals, identity, and roles. Automatic motivation considers emotions,
reinforcements, and incentives.

Figure 6: COM-B model
Adapted from Michie et al. (2011)

The model essentially presents a classification of human factors. The authors of the model further developed COM-B
into the Behavioural Change Wheel, for guiding behavioural change strategies (interventions and policies) based on
the different components. In the behavioural wheel, the COM-B model components are directly linked to mitiga-
tion strategies in the form of education, training, coercion, enablement, environmental restructuring, incentivisation,
persuasion, restrictions, and modelling. Additionally, the wheel looks at suiting policy options for these intervention
strategies; marketing/communication, guidelines, fiscal, regulation, legislation, environmental/social planning, and
service provision.

The COM-B model has been proven relevant in existing literature regarding the tackling of unwanted cybersecurity
behaviour (Van der Kleij, 2022) (Alshaikh et al., 2019). When it is determined which behavioural change strategy
would work best for the relevant human factor, a technique of delivery/presentation regarding the system design
has to be chosen. Van Steen (2022) looks into the possibility of specifically improving cybersecurity behaviour by
taking a closer look at the way systems present options and choices to end-users. The authors categorize behavioural
change strategies under two techniques: nudging and techno-regulation. The former aims to gently push end-users
towards a preferred (safer) course of action, while the latter forcefully removes any unwanted (riskier) options, thereby
improving cybersecurity at the cost of freedom of choice. The authors suggest that behaviour that merely needs to
be increased or decreased or that users are familiar with and needs to be done only once, could be addressed using
nudging techniques. For behaviours that need to be changed permanently or that involve systems which are new to
users, techno-regulation might be more sensible.

When designing nudges and techno-regulation it is important to rely on proven effective strategies for influencing
human behaviour. Dolan et al. (2012) developed the MINDSPACE framework (table 2), to describe a number of
the ‘influencing factors’ that have been identified across different economic and psychological models of behaviour
change. The MINDSPACE framework is effective for designing strategies for unwanted human behaviour (Coventry,
Briggs, Jeske, & Van Moorsel, 2014).
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Influences Nudges description
Messenger We are influenced by the person and/or method by which the message is delivered

Incentives We are influenced by the rewards and punishments (losses) we receive. This includes our
evaluation of the cost of behaving appropriately and the cost of the consequences if we do not

Norms We are influenced by the behaviours demonstrated by influencial others, such as senior managers,
colleagues and family

Defaults We go with the flow of preset options. The default option will be chosen more often
Salience We are attracted by what is either novel or particularly relevant to ourselves
Priming Our acts are influenced by sub-conscious cues
Affect Our emotional associations influence our behaviour
Commitments We seek to be consistent with our public statements and reciprocate the acts of others
Ego We act in ways that make us feel better about ourselves

Table 2: MINDSPACE framework
(Coventry, Briggs, Jeske, & Van Moorsel, 2014)

Coventry, Briggs, Blythe, & Tran (2014) state the relevance of the MINDSPACE framework for tackling the risky
cybersecurity behaviour of users. Van der Kleij (2022) looked into the deployment of behavioural change techniques
tackling non-malicious non-secure behaviour and found that nudges in cybersecurity need to be transparent, sources
need to be trustworthy, and they need to appear only occasionally.

Literature on behavioural change theories in cybersecurity and privacy also stresses the opportunity of adapting
techniques to user segments. Qu et al. (2021) performed research on nudging based on user segments and found
that only individuals who are deeply concerned about the future consequences of their actions will be affected by a
so-called ’promotion-based’ nudge, which speaks to people’s notion of their ideal self. Qua et al. (2022) also finds
that nudges work better if matched to specific user characteristics. The authors set up profiles that capture user
characteristics (e.g., personality traits) related to nudge effects.

2.1.3 Privacy

The NIST defines privacy as “the right of a party to maintain control over and confidentiality of information about
itself” (NIST, 1992, p. 43). Westin (1968) defines privacy as "the claim of individuals, groups, or institutions to
determine for themselves when, how, and to what extent information about them is communicated to others" (p. 3).
Privacy, although closely related, differs from confidentiality in that confidentiality controls protect data against the
unauthorized use of information which is present in the data flow, whereas privacy protects the rights of an individual
to control the information that is collected, maintained, and shared with others. Thus, intentional non-malicious
non-secure behaviour of users is an important concept within the privacy environment.

When considering user-oriented risks to privacy, it is important to understand the theories concerning user behaviour
around privacy. One of the relevant leading theories is that of the privacy calculus (Kim et al., 2019) (Princi &
Kramer, 2020). Privacy calculus theory regards privacy risk as a trade-off of actions with various other beneficial
factors of information disclosure (Zhang et al., 2018). An individual’s privacy decisions depend on the outcomes
of a calculation of the privacy risks and benefits that they would incur for disclosing the information (Sun et al.,
2020). People then only disclose personal information when the benefit of sharing outweighs the risk of sharing. This
privacy calculus informs the privacy concern, which constitutes individuals’ beliefs about privacy risks (Zhang et al.,
2018). Related to this is the theory of hyperbolic discounting, where people are considered to be near-sighted in their
assessment of privacy risks and benefits, trading long-term risks for short-term gain (Acquisti & Grossklags, 2004).
In the ’extended privacy calculus’, this theory is extended from information disclosure to the effect of the calculus on
the adoption intention regarding a technology (Schomakers et al., 2022).

The theory of the privacy paradox, further indicates that even if people state high privacy concerns, they often do
not behave accordingly. The privacy paradox shows that people disclose personal information despite reporting high
concerns about privacy or showing low sharing intentions (Sun et al., 2020). The privacy paradox focuses on a
concern-behaviour gap, which describes that people share their personal information despite their high privacy con-
cerns. This means there are discrepancies between actual and self-reported behaviour in research on non-malicious
non-secure behaviour.
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Considering the human-centric background of this research, it is useful to look at theories which consider differences in
privacy due to user characteristics. Louis-Harris & Associates & Westin, A. F. (1995) found three ideological-interest
positions of privacy; privacy fundamentalists, pragmatists, and unconcerned. Privacy Fundamentalists "rejected
consumer-benefit or societal-protection claims for data uses and sought legal-regulatory privacy measures” (Westin,
2003, p. 445). Westin equates the Privacy Unconcerned with the low concern group. The Privacy Unconcerned
“were generally ready to supply their personal information to business and government and rejected what was seen
as too much privacy fuss” (p. 445). Westin equates Privacy Pragmatists with the Moderate Concern group. Westin
regards Privacy Pragmatists as holding a more balanced view of privacy because they “examined the benefits to them
or society of the data collection and use” (p. 445).

2.1.4 Medical Wearables: System & Environment Characteristics

To set out human-centric cybersecurity and privacy challenges and vulnerabilities, it is crucial to have an overview of
the general system characteristics of medical wearables. System characteristics of medical wearables are different for
different types of wearables. However, they do often share the same type of architecture components, stakeholder
environment, and acting legislation.

Medical wearables comprise of consumer-grade wearable hardware with software as a medical device (SaMD) ap-
plications. Recently, European regulation on medical devices, the medical device regulation (MDR), has increased
the classification of SaMD from class I medical devices to class IIa, which means it poses a moderate risk to the
health of users if not functioning properly. SaMD now requires a conformity assessment by a Notified Body, and
manufacturers must provide more detailed technical documentation. Moreover, SaMD has to be proven as accurate
(and thus effective) by clinical research (Tziouras, 2022). The data collected by medical wearables falls under the
general data protection regulation (GDPR) and is considered health data. This means that stricter rules are en-
forced on the data regarding data sharing practices and data usage. However, there is no standardisation regarding
the protocols and measures used in the system. The regulatory and legislative environment of medical wearables
focuses on technology-centric cybersecurity and places a lot of responsibility on the end-user to maintain their privacy.

Medical wearables operate under the principle of the internet of things (IoT). IoT devices are an outcome of combining
the worlds of information technology (IT) and operational technology (OT). IoT devices can collect a large amount
of data, and have a large number of device connections. Many IoT devices include technological advances such as
cloud computing, mobile computing, embedded systems, big data, and low-price hardware. IoT devices can provide
computing functionality, data storage, and network connectivity for equipment that previously lacked them, enabling
new efficiencies and technological capabilities, such as remote monitoring. When IoT is used in the healthcare sector
it is called the internet of medical things (IoMT) or wearable internet of medical things (WIoMT) for wearable devices.
IoT devices typically comprise of four layers;

Figure 7: IoMT data layers
Adapted from Rizk et al. (2019)
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• Application layer
The application layer is a presentation and service layer where the data collected by the devices are employed,
understood, and shared. This is the layer where the results of the data interpretation can be observed. The
application layer in IoMT consists of health professionals diagnosing, treating or remote monitoring, and other
healthcare applications such as clinical trials and medical research.

• Data management layer
The data management layer is the layer comprising data storage, management, computing, and processing
units. Here, cloud services and databases store the data that is sent through the network layer. In the case of
IoMT, connections with electronic health record (EHR) databases and machine learning techniques come into
play in this layer.

• Network layer
The network layer is the layer comprising the communication between IoT objects and IoT application servers.
The layer includes both wired and wireless communication. This layer processes the data coming from the
perception layer and transmits them to the higher data management layer. IoT gateways help this connection
by guiding data traffic between different networks and protocols. In some cases, mobile phones act as the IoT
gateway. Wireless communication standards in this layer include Bluetooth low energy (BLE), Zigbee, Wi-Fi,
and 5G.

• Perception layer
The perception layer is the layer in which data are produced and collected through devices that can be directly
communicated with by the end-user. This layer is examined in two object classes such as IoT devices that
detect in itself (wearable) and IoT hub nodes acting as gateways (e.g., mobile phone). The data are acquired
through the detection nodes such as sensors, while the gateway nodes are used for transmitting and checking
the obtained data. The detection nodes have computing (e.g., microcontroller (MCU)), sensing, and commu-
nication functionalities. The mobile phone also acts as an end-user interface, using its connection with the
cloud to run applications such as SaMD.

When consumer-grade wearables start to provide clinical care functionality, they operate in an environment with
increased stakeholders and actors. Actors are considered those stakeholders who have a direct effect on or interact
with the data flow. An overview of the stakeholder environment based on the data flow regarding the primary clinical
care functionality (catered to consumers/patients) of medical wearables can be seen in figure 8.

Figure 8: Medical wearables stakeholder and data flow overview
Adapted from Smart Medical Devices (n.d.) Fuster et al. (2023)
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The data flow starts with the collection of data at the end-user through the sensory equipment of the detection and
hub nodes. Once collected, the data is stored in the service cloud of the wearable provider. SaMD developers use
this cloud to get their software applications across. Relevant data for the clinical care functionality is then transferred
from the cloud into a data warehouse. This warehouse is accessed for the purpose of data analytics and machine
learning. The analysed and raw data is accessed by healthcare staff through software domain logic. This converts
the data for the purpose of connection with the software used by the healthcare staff. Less direct data flows, but
still relevant to end-users, are the data flows with the wearable provider and associated third-party partnerships (e.g.,
advertisements), the access of the data by pharmacies (e.g., medication intake tracking and ordering), and the con-
nection with other healthcare databases (e.g., EHR databases).

An important stakeholder in this environment is that of the healthcare institution. As stated before, healthcare
institutions like hospitals benefit from the lower workload for healthcare staff and increased information quality and
quality of care. Research institutions or clinical trials can benefit from the data flow by using medical wearables
for their data collection (Tu & Gao, 2021). Moreover, the government benefits as the data enables more efficient,
personal healthcare, leading to increased welfare and relief of necessary financial investment in the healthcare sector.
The data collection of consumer-grade wearables can also be used by insurance companies to set accurate premiums
for healthcare insurance (Neumann et al., 2022). Pharmacies can effectively adjust prescriptions and order medication
on the basis of the collected data. Academia is a less involved stakeholder, interested in all kinds of aspects of the
process of research and development.

2.1.5 Conclusions Theoretical Background

In the theoretical background section of the literature review, important aspects regarding human-centric cybersecu-
rity and the privacy environment were examined. Human-centric design of the cybersecurity and privacy system and
its environment need to take into account the components of user, usage, and usability. These components will form
the basis for the user-centred approach of the research. Other authors recognize the importance of environmental
dimensions (e.g., organisational, individual, and technical) and their interactive nature in the considerations regarding
the cybersecurity environment. This is important to take into account when considering the cybersecurity and privacy
system in terms of challenges and vulnerabilities. Literature on human factors can both be individual or environ-
mental and user-oriented risks can best be identified with a traditional technology-centric approach to risk assessment.

Once the environment analysis is completed (chapter 5), the best practices of behavioural change techniques will come
into play. Which techniques to use is best determined by using the COM-B model and Behavioural Change Wheel
combination and the techniques are best designed according to the MINDSPACE framework. In the user-centred
approach, nudges should be transparent, sources need to be trustworthy and they should not be overly restrictive
or happen too often. Furthermore, behavioural change techniques are more effective when they account for the
components of user, usage and/or usability.

The system and environment characteristics of the medical wearable show that there is an interconnected data flow
which covers different layers of IoT, comprises several protocols and policies and has an extensive stakeholder network.

2.2 Human-Centric Cybersecurity & Privacy Risk Assessment Medical Wearables
With the necessary background known, this section will aim to answer research subquestion 1. In this section, a
human-centric risk assessment of the cybersecurity and privacy of medical wearables will be performed by examining
existing literature. To this end, notions from the literature review on human-centric risk assessment are used. First, a
human-centric analysis of the system environment is performed by considering organisational and technological factors.
Subsequently, cybersecurity challenges and vulnerabilities will be identified. The framework of figure 5 is used to
establish a human-centric risk assessment approach which allows for the benefits of technology-centric assessments.
Moreover, both the attacker-oriented and user-oriented risks are considered on the adversarial, methodological and,
operational dimensions, to allow for a thorough, user-centred overview. The attack-oriented risks consider any type
of malicious behaviour, while user-oriented risks consider both intentional and unintentional non-secure non-malicious
behaviour.
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2.2.1 Challenges & vulnerabilities

In human-centric risk assessment, it is important to consider the interactive nature of the cybersecurity environment.
In the stakeholder environment, each actor has its role and responsibilities in establishing a proper cybersecurity and
privacy environment. All actors display calculi which contribute to the overall level of cybersecurity and privacy in
the system. The different actors consider the ’costs’ of appropriate practices with other incentives. It is important to
establish human-centric considerations in the system based on individual, organisational, and technological factors.
Individual incentives will be examined in the user-oriented risk section (2.2.3). Pertinent incentive trade-offs in the
system include;

• Organisational incentives healthcare versus cybersecurity and privacy
The organisational environment of the healthcare sector requires timeliness to ensure the quality of care.
This cultural aspect is an important human-centric element in the cybersecurity and privacy environment of
medical wearables. Timeliness in operating IT healthcare systems undermines the importance of cybersecurity
practices. The culture of the healthcare sector also affects human factors in employees such as workload, stress,
and distraction. Coventry et al. (2020) investigated the security behaviour of healthcare staff and found that
they perceived the organisational culture as “understaffed and overworked” (p. 117), where staff is too busy
and under major time constraints, leading to non-malicious non-secure behaviour.

• Business incentives providers versus cybersecurity and privacy
The business environment that medical wearable providers operate in, means that decisions are made for the
success of the business. End-users of wearables sometimes only have limited options in displaying secure
behaviour or maintaining privacy due to these decisions. Medical wearable providers then value incentives for
non-secure practices over incentives for secure practices. Bauer & Van Eeten (2009) looked into incentives of
software and hardware vendors and identified the incentives for non-secure practices of costs, time to market,
partnerships, and quality of service. Gutfleisch et al. (2022) looked at the influence of contextual factors on
the level of usable security in the development of software. They found that the security system in software is
influenced by budget, time, and a ’functionality first’ mantra. All these aspects bring in revenue (directly or
via customer satisfaction) and establish the direct success of a company.

The combination of the actor incentive trade-offs with the system and environment characteristics of medical wear-
ables (section 2.1.4), leads to several challenges and vulnerabilities. Once these challenges are not properly addressed
and an attacker exploits them, the consequences are severe. Relevant challenges and vulnerabilities for medical
wearables and corresponding literary sources can be seen in table 3.

Challenges Vulnerabilities Literature

Device constraints
(e.g., computational power and
memory)

Weak authentication controls
Unsecure wireless personal area networks (WPANs)
Weak encryption
Cloud computing

(Silva-Trujillo et al., 2023)
(Fuster et al., 2023)
(Cartwright, 2023)
(Shah, 2019)

Large amount of sensitive data
Healthcare organisational infrastructure
Medical database linkage
Healthcare technological infrastructure

(Coventry et al., 2020)
(Zeadally et al., 2019)
(Williams & Woodward, 2015)

Remote and highly mobile device Human factors
Dynamic updating/patching

(Silva-Trujillo et al., 2023)
(Cartwright, 2023)

Heterogeneous devices and SaMD
Lack of standards security and privacy
Third-party connections
Data storage connections

(Thapa et al., 2023)
(Silva-Trujillo et al., 2023)
(Piwek et al., 2016)

Table 3: Challenges consumer-grade wearables for clinical care purposes

First of all, wearables have device constraints which make them vulnerable. Power, memory, computational power,
and device costs all affect the suitability of cybersecurity measures. When choices have to be made for the use of
technological resources, cybersecurity is often undermined (revenue trade-off). Unsecure networks are used for easy
communication functionality and authentication controls are limited by storage ability. In the case of sensitive health
data, the absence of proper cybersecurity measures due to device constraints becomes a major problem. Silva-Trujillo
et al. (2023) and Blow et al. (2020) further looked into the vulnerability of BLE, which has been adopted as the stan-
dard for wireless personal area networks (WPANs) in consumer-grade wearables. BLE often uses unsecured pairing
methods, static addresses, no end-to-end security, and weak authentication. Additionally, BLE connections are stored
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in the device, thus if the device is lost or stolen this makes them vulnerable to data breaches. Business incentives
of medical wearable providers play an important role in the challenge of device constraints for cybersecurity and privacy.

Another challenge of medical wearables is the large amount of data they collect that enters the healthcare system.
This causes vulnerabilities in the form of linkage of data with other medical databases such as EHR, which increases
the amount of sensitive data in the system. Moreover, technological infrastructure in the healthcare sector includes
non-secure nodes (e.g., outdated software and medical devices). The large amount of data also means that data
handling mistakes by healthcare professionals are more frequent (Ponemon Institute, 2023). Hilbel & Frey (2023)
found that healthcare professionals will experience an information burden from consumer-grade wearables, especially
due to false positive findings, which means an excess referral burden on doctors. Several sources state that barriers for
healthcare professionals, regarding the use of medical wearables, include accuracy and relevance of data, both related
to data burden. These healthcare sector vulnerabilities are related to the human-centric element of organisational
culture and the corresponding trade-off between quality of care and cybersecurity and privacy.

The remote use of medical wearables and their high mobility means end-users become an important part of the cy-
bersecurity and privacy environment. Their human factors result in a significant vulnerability that malicious attackers
can exploit, or valid users become attackers themselves. Here, the trade-off with other individual incentives of users
such as functionality versus cybersecurity and privacy comes into play. Apart from human factors, the remote and
highly mobile nature of medical wearables also has its effects on the updating and patching process. These processes
are performed in consumer-grade wearables with the use of HTTP connections. These can be easily intercepted
which hinders the security of new vulnerability patches (Fuster et al., 2023).

The heterogeneity of medical devices and SaMD lead to several vulnerabilities. The many types of consumer-grade
wearables and SaMD currently on the market and the constant addition of new types make that there is a lack of
standardisation of cybersecurity and privacy within the hardware/software. Therefore, there is no interoperability
between consumer-grade wearables and SaMD from different manufacturers/software developers. Within healthcare,
this means that data flow protocols are different for different types of medical wearables (Hilbel & Frey, 2023).
Even though the GDPR for health data is active, the MDR only applies to the SaMD. The hardware of the medical
wearable is considered to provide a wellness purpose. Some wearable providers do obtain medical device classification
and others keep from this, to mitigate the regulatory requirements that medical devices belong to. This can cause
data handling issues for healthcare organisations both in technology and human interaction. Moreover, there are
different types of informed consent for users by different types of medical wearables and SaMD.

Additionally, the amount of stakeholders who have access to the data flow in the system is problematic. Third-party
partnerships of medical providers for advertisements and other database connections (e.g., via cloud services), leave
for a large attack service. These types of unsecured connections can be used to target even a properly secured primary
data flow.

2.2.2 Attacker-Oriented Risk (Malicious Intention)

2.2.2.1 Adversarial Dimension

Mancuso et al. (2014) mentions that for the attacker-oriented adversarial dimension, the source and the goals of the
attack are combined because these constructs are often difficult to consider independently in practice. Cyberattacks
on medical wearables can be targeted at the individual or the healthcare organisations that are involved. Attacker
goals of consumer-grade wearables regarding the individual include sensitive information in the form of locations,
behavioural patterns, personal identifiable information (PII) (identity theft), and financial information. Cyberattacks
focusing on the healthcare sector, are mostly financially motivated, by taking data or infrastructure hostage, and
making ransom demands (Williams & Woodward, 2015). The sensitivity of data in the healthcare sector allows for
steep demands. Additional motivations for attacks on the healthcare sector include the identification of a particular
individual’s information or influencing decision-making.

2.2.2.2 Methodological Dimension

The methodological dimension consists of the attack target and the attack vector. The attack target is considered
to be the assets of the system. The targets are considered as the vulnerabilities as established in table 3. The attack
vector in this orientation includes the particular type of attack used to complete the goal of the attack. For the
attack vector, common attacks on consumer-grade wearables and the healthcare sector are considered.
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Attackers often use the vulnerabilities associated with the challenge of device constraints. Unsecure WPANs, cloud
services, encryption, and authentication controls, allow for a variety of attacks. Prevalent attacks for consumer-grade
wearables mentioned in the literature include man-in-the-middle (MITM) attacks, replay attacks, and eavesdropping
(Elhoseny et al., 2021). The vulnerability of human factors leads to social engineering attacks being prevalent in
the environment (Simonjan et al., 2020) (Ching & Singh, 2016). Ponemon Institute (2023) mention that one of the
most prevalent attacks in the healthcare sector is email spoofing of healthcare staff. Kioskli et al. (2023) also finds
that social engineering attacks are prevalent in the healthcare sector and examples of frequently used techniques
are shoulder surfing, diversion theft, ’dumpster diving’, impersonation of help desk calls, phishing, and/or personal
blackmailing.

For medical wearables, the data flow is connected to a large supply chain. Attackers use weakly protected third-party
partnerships and data storage connections to access the data. In the healthcare sector, supply chain attacks and
cloud compromises are prominent (Ponemon Institute, 2023). Supply chain attacks use newly acquired third-party
connections and data storage connection vulnerabilities. There is also data inference by malicious attackers from
combining information from different database linkages. Attackers can get access to other medical databases and
alter/steal medical records. Moreover, inferences from the collected health data like pregnancy, drugs and alcohol
use, religion (from location data), and future health problems and mortality, are common (Kounoudes et al., 2023).

2.2.2.3 Operational Dimension

The operational dimension, or the impact of the attacker-oriented risk is further divided into technological, human, and
socio-organisational impact. Malicious attacks directly compromise the information security pillars of confidentiality,
integrity, and availability. Technologies become inoperable or data inaccessible, the technology runs on faulty data, or
the data is unknowingly compromised. The impact when looking at the human dimension includes wrong diagnoses
or treatment (resulting in complications or death), delay of treatment, device unavailability, stress, and anxiety (e.g.,
due to identity theft), financial loss, and loss of privacy (Awotunde et al., 2021) (Ponemon Institute, 2023). The loss
of privacy is considered as a loss of control over the data (where and what it is used for) and as too much or unwanted
data being collected. For the organisational dimension of healthcare, cyberattacks can cause operational disruptions
(patient care), reputational damages, regulatory fines, lawsuits, financial losses due to ransom payments, and loss
of trust in the healthcare system (Ponemon Institute, 2023). Additionally, attacks hurt the technology providers as
intellectual property (IP) can be lost, possibly resulting in more attacks, and reputation loss and lawsuits can result
(Vakhter et al., 2022).

2.2.3 User-Oriented Risk (Non-malicious Intention)

2.2.3.1 Adversarial Dimension

In the adversarial dimension the source of user-oriented risk, human factors are considered. From the literature re-
view, types of human factors include individual and environmental factors. Human factors of users of consumer-grade
wearables include lack of awareness, lack of knowledge, and carelessness. Zufferey et al. (2023) examined third-party
data sharing in consumer-grade wearables and found that end-users do not have sufficient knowledge about the data
flow processes. Zimmer et al. (2020) looked into privacy management of fitness tracker users and found users tend
to have a careless attitude towards maintaining data privacy. With the presence of medical jargon and multiple func-
tions in consumer-grade wearables, users’ lack of knowledge and awareness are important human factors to consider.
Gabriele & Chiasson (2020) looked at fitness tracker users’ security and privacy knowledge, attitudes and behaviours.
The results show how users behave differently according to the type of information, seeing some types of information
as more acceptable for the device to collect and share than others. Users differentiate between more acceptable data
such as steps, sleep, and general fitness data, as opposed to personal identifiers or location data. The paper further
states that trust in wearable providers is a factor influencing non-secure behaviour in end-users.

Another aspect of human factors is incentives for intentional non-malicious non-secure behaviour by end-users.
As stated in section 2.1.3, people often consider the benefits of information sharing/disclosing over their privacy.
Literature on consumer-grade wearables shows that an extended privacy calculus exists for the end-user adoption
intention considerations (Gao et al., 2015) (Von Kalckreuth & Feufel, 2021) (Schomakers et al., 2022). End-users
can consider different benefits of privacy loss. Providing personal information can help to get more accurate results for
health monitoring. In addition, sharing information with different applications and devices can increase social benefits
for the end-user by adhering to social norms (Rising et al., 2021). Zimmer et al. (2020) found that consumer-grade
wearables provide limited privacy features. Furthermore, a lack of motivation in the form of risk underestimation
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was found to be present in smartwatch users (Udoh & Alkharashi, 2016). Lupton (2021) found similar results, with
end-users of fitness trackers stating that they did simply not expect to be attacked.

2.2.3.2 Methodological Dimension

In the methodological dimension, the ’attack’ vector is the non-malicious non-secure behaviour exhibited by valid
end-users. From the human-centric risk assessment literature, examples of non-malicious non-secure behaviour are
presented in the frameworks of The Chartered Institute of Ergonomics & Human Factors (CIEHF) (2022) and Ferro
et al. (2021). Anderson et al. (2023) researched the cyber hygiene of IoT device users by examining the literature
on best practices and risky behaviour. He identified relevant behaviour such as choosing weak passwords, disabling
security features, not changing the default password, not changing the default settings on devices, not installing soft-
ware updates, password re-use, placing convenience before security, sharing of too much personal data, and visiting
risky websites (such as torrent websites) (Coventry, Briggs, Blythe, & Tran, 2014).

Tu & Gao (2021) state that users of consumer-grade wearables may unknowingly provide informed consent for
secondary sharing of information when they sign up for accounts. Gabriele & Chiasson (2020) found that a large
amount of fitness wearable end-users do not take proper steps to protect their data against security and privacy
threats. Moreover, the paper finds that a large amount of end-users left default privacy settings untouched. Also,
they predominantly did not read privacy policies or terms and conditions. A more nuanced view was given on the
secure behaviour of setting sharing preferences. End-users were found to be comfortable sharing information with the
fitness tracker itself and with friends. Zufferey et al. (2023) found similar results, with end-users not checking privacy
settings after setting them up upon the first use of the wearable. This behaviour disregards the dynamic nature of
privacy protection. Alqhatani & Lipford (2019) also found that end-users predominantly share data with friends and
use social media networks to do so.

2.2.3.3 Operational Dimension

The impact of non-malicious non-secure behaviour includes that attacks are becoming easier and/or have more
impact. There is thus extra strain on the security and privacy goals. Sharing of sensitive information leaves digital
traces, which can be used by attackers for inferences of data (Piwek et al., 2016). Moreover, data-sharing practices
can help to give malicious attackers information to undermine confidentiality, integrity, and availability. For instance,
insecure passwords, updating, and patch management leave systems open for attacks. Non-malicious users thus help
malicious attackers gain access to the system more easily, or the end-users become the attackers themselves. The
latter happens, for instance, when users unintentionally overload systems or improperly dispose of important data.
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3
Theoretical Framework

The research now shifts its focus towards establishing the end-user limitations and needs. This chapter outlines the
hypotheses and corresponding conceptual research model (section 3.2 for research into the end-user perception of the
cybersecurity and privacy system of medical wearables. In the figure 9 below, the focus of this chapter is presented by
the black-lined box. ’Concerns’ is made up of cybersecurity concern and privacy concern and trades off with positive
adoption factors in the adoption intention considerations of end-users.

Figure 9: User-centred cybersecurity and privacy environment analysis: user cybersecurity and privacy perception

The user needs are those factors that are important in users’ adoption intention considerations. In this research, the
needs of end-users for the cybersecurity and privacy system are considered as the impact of attacker-oriented risks.
The user limitations are those factors which hinder the user from secure involvement in the cybersecurity and privacy
system. As existing literature on consumer-grade wearables points out the existence of a privacy paradox in users’
behaviour, the user limitations are not asked out directly. Instead, they will be extracted from the differences between
the user needs due to clinical care functionality. In this research, the cybersecurity system is seen as underlying the
privacy system, with which end-users directly interact.

The relevant constructs in this chapter are defined with the help of existing literature on privacy calculus and
technology adoption theories. The search strategy is mostly equivalent to that of chapter 2. Underlying theories
for the constructs are identified while reading literature sources of chapter 2. Literature which helps to inform the
relationships and corresponding directions between the different constructs are found with the following search paths:

(UTAUT OR adoption intention OR "privacy calculus") AND ("fitness tracker" OR wearable OR smartwatch
OR "medical wearable")

(IUIPC OR trust) AND ("fitness tracker" OR wearable OR smartwatch)

("perceived risk" OR security risk) AND (UTAUT OR "adoption intention") AND ("fitness tracker" OR wear-
able OR smartwatch OR "medical wearable")
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3.1 Research Hypotheses Development

3.1.1 Trust Development

An important factor within the realm of the cybersecurity and privacy environment is the concept of trust. Trust is a
psychological state that involves an intention to accept vulnerability based on positive expectations about someone
else’s intentions or behaviour (Rousseau et al., 1998). In the context of wearables, trust is found to be relevant in the
form of trust in the device, trust in the wearable provider and trust in the healthcare system (Bhatt & Chakraborty,
2020). Trust in the provider denotes the willingness of the user to allow a vulnerability in relation to the actions of
the provider with the positive expectation that he will transparently carry out a certain action that is important for
the user. When a provider fulfils a user’s needs, user trust increases (Von Kalckreuth & Feufel, 2021). Increased trust
in the provider, can lead to a reduction in the user’s uncertainty regarding the (mis)use of personal data and thus
increase acceptance of the provider’s services and disclosure of their data. Literature on the existing privacy calculus
for consumer-grade wearable adoption intention shows that trust in the provider significantly affects the calculus.
Thus, the construct of Trust is considered to be relevant for the conceptual research model.

3.1.2 Positive Adoption Factors Development

The positive, traditional adoption factors in the trade-off of figure 9 will be examined by the construct ’Adoption
Factors’. The motivation of this construct is end-users’ adoption incentives other than cybersecurity and privacy,
which influence the cybersecurity and privacy system involvement of users. The basis of this construct comes from
research on technology adoption research models. The design of technology adoption theories, in general, is to
predict the behaviour of expected users and their acceptance of using new technologies and their usage applications
for personal purposes or in working environments. An overview of different research models, based on the scientific
field and development method, can be found in table 21 in Appendix A. Both the TAM and UTAUT models are
considered suitable models for this construct. Scholars have expressed the existence of a move from TAM to UTAUT
in research due to the inherent limitation in the TAM as compared to the UTAUT. The Adoption Factors construct
will be based on the UTAUT model, which combines several technology adoption research models, and also has been
widely used in privacy calculus and medical wearable adoption research (Schomakers et al., 2022) (Gao et al., 2015)
(Hassan et al., 2022) (Enaizan et al., 2020) (Lee & Lee, 2020).

• The unified theory of acceptance and use of technology (UTAUT)
The wide variety of technology acceptance models led Venkatesh et al. (2003) to combine several of them in the
unified theory of acceptance and use of technology (UTAUT) model. This model takes from eight older models
of technology acceptance and addresses their limitations. The UTAUT model sees the behavioural intention of
the user as the link to actual user behaviour. The model can be seen in figure 10 below. The UTAUT model
was further extended by Venkatesh et al. (2012) to include the constructs of Hedonic Motivation, Price Value,
and Habit.

Figure 10: UTAUT adoption model
(Venkatesh et al., 2003)

21



As the research scope is more focused on the cybersecurity and privacy environment, the ’Adoption Factors’ construct
is not set out as extensively as in the UTAUT model and its extensions. To still gain insight into the type of positive
adoption factors working in the considerations of end-users, the UTAUT factors are considered as separate indicators
of the first-order construct ’Adoption Factors’. Performance Expectancy, Effort Expectancy, Facilitating Conditions
and Social Influence (human-oriented and brand-oriented) are considered (Beke et al., 2022). Prior research into
electronic medical record adoption has considered the constructs of the UTAUT model as ’Individual Factors’ that
work as a trade-off with cybersecurity and privacy concerns in user perception and found a significant positive relation
with the concept of trust and adoption intention (Enaizan et al., 2020). Ben Arfi et al. (2021) looked into the effect
of UTAUT and Trust on behavioural intention in the use of IoT in eHealth and found significant positive effects for
all factors but Performance Expectancy. Trust was perceived as having an indirect effect on behavioural intention via
Perceived Risk. In several research sources, Effort Expectancy is not related to trust (Tanga et al., 2021). However,
as it is asked out as an indicator, this research will consider this relation. Consequently, regarding the ’Adoption
Factors’ construct, the following hypotheses are formed:

H1a: Adoption Factors (AF) will have a direct positive effect on Behavioural Intention (BI)
H1b: Adoption Factors (AF) will have a direct positive effect on Trust (TR)

3.1.3 Concerns About Risk Development

3.1.3.1 Privacy Concern Antecedents

The privacy concern is based on the operational dimension of the attacker-oriented risks and considers the human
impact of privacy loss. To be able to measure the privacy concerns of potential end-users of consumer and medical
wearables, different theories are considered in the relevant literature. An overview of popular theories of consumer
privacy concern can be seen in table 4. The general information privacy concern (GIPC) is a general scale for privacy
concern, developed on the basis of strategic theory to capture individuals’ concerns about organizational information
privacy practices. The concern For information privacy (CFIP) was developed by Smith et al. (1996) to capture the
organisations’ responsibility in handling customer information by looking into the concepts of collection, improper
access, unauthorized secondary use and error. Malhotra et al. (2004) developed the internet users’ information pri-
vacy concerns (IUIPC) on the basis of the CFIP for application in a network environment. Using this scale, it is
easy to demonstrate how end-users’ privacy concerns negatively influence their willingness to build relationships with
companies based on online practices (Wang et al., 2022). IUIPC is a useful tool for analysing the privacy concerns of
online consumers and their reactions to privacy threats when dealing with online practices. The coverage of IUIPC
includes and extends that of CFIP. As the scope of the research is end-users’ individual privacy perception of a highly
network-dependent technology, which functions in the context of a trade-off with positive adoption factors, the de-
cision is made to use the IUIPC. The dimensions of Collection, Control, and Awareness constitute the second-order
construct of Privacy Concern.

Criteria GIPC CFIP IUIPC

Purpose
To reflect the level of
information privacy
concerns in general

To reflect individuals’
concerns about organisational
privacy practices

To reflect Internet users’
concern about information
privacy

Focus No particular focus
Organisations’ responsibilities
for the proper handling of
customer information

Individual’s perceptions of
fairness/justice in the
context of information
privacy

Context Context-independent Mostly offline or traditional
marketing Mostly online environment

Communication One-way and two-way
communication

Mostly one-way
communication

Mostly two-way
communication

Dimensions One-dimensional construct
Collection, improper access,
unauthorized secondary use,
and error

Collection, control, and
awareness

Representations Single latent variable Correlated first-order constructs Second-order construct

Table 4: Privacy concern theories
(Malhotra et al., 2004)
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Von Kalckreuth & Feufel (2021) looked at consumer-grade wearables in the extended privacy calculus context and
found a negative effect of privacy concern on the intention to use. Enaizan et al. (2020) found privacy concern to have
a significantly negative effect on trust and adoption intention of EHR use under healthcare professionals. Schuster
& Habibipour (2022) mentions the low trust in wearable providers of consumer-grade wearables as an important
factor affecting adoption. Yuchao et al. (2020) looked into health information disclosure practices in mobile health
environments and found trust in doctors to have a significant negative effect on privacy concerns. Blagodarny (2017)
performed qualitative research into privacy concern and found a positive effect of trust in applications or providers
on lack of privacy concern; "One of the explanations given by participants, why they do not have privacy concerns, is
trust in company or developer behind the service or application. They did not see a reason why the company would
leak their location information to the malicious parties" (p. 39). Because of the ambiguity in the literature about the
relation direction between trust and privacy concern, the relation will be examined in both directions and decided on
after analysis. The following hypotheses are formed regarding Privacy Concern (PC);

H2a: Privacy Concern (PC) will have a direct negative relationship with Trust (TR)
H2b: Privacy Concern (PC) will have a direct negative effect on Behavioural Intention (BI)

3.1.3.2 Security Concern Antecedents

The other dimension of the ’concern about risk’ is security concern. The security concern is based on the operational
dimension of the attacker-oriented risks and considers the technological impact. Security Concern as a construct is
based on the information security pillars explained in section 2.1.1; confidentiality, integrity, and availability. The
concern about these concepts will be used as lower-order constructs to obtain more depth in the findings. Security
concern is expected to causally influence the concepts of trust and privacy concern in their contribution to the adop-
tion intention. Namahoot & Jantasri (2022) considered cybersecurity risk as Perceived Risk and found a significant
negative effect on trust. The following hypotheses are formed regarding the second-order construct Security Concern;

H3a: Security Concern (SC) will have a direct positive effect on Privacy Concern (PC)
H3b: Security Concern (SC) will have a direct negative effect on Trust (TR)

3.1.4 Clinical Care Functionality

Research has shown that the sensitivity of the data handled by wearables has a positive effect on privacy concern
(Bansal et al., 2010) (Eysenbach & Buis, 2021) and influences the privacy calculus. Motti (2015) found that the
sensitivity of the data is an important factor in privacy concern. Schomakers et al. (2022) looked at the extended
privacy calculus theory in the context of smart technologies and found a significant positive effect of information
sensitivity on privacy concern. Gao et al. (2015) compared fitness wearables and medical device user perceptions
and found that perceived privacy concern had a significantly positive effect on the negative relation with behavioural
intention. In the conceptual research model, it is thus expected that clinical care functionality will significantly
positively affect the negative relationship between Privacy Concern and Behavioural Intention. On the other hand,
clinical care functionality adds another layer to consumer-grade wearables and thus also affects the Adoption Factors
construct. Gao et al. (2015) found that performance and effort expectancy were significantly more important in the
adoption intention in the medical device group compared to the fitness device group. However, facilitating conditions
and social influence were found to be less important for the adoption intention of medical wearable users. When
looking at the respective differences between the two groups, these two factors are considered to have more effect
on the differences in the importance of the Adoption Factors construct in the adoption intention. The relationships
regarding the Trust construct are not expected to change. Bansal et al. (2010) found no relation between privacy
concern and trust based on information sensitivity.

H4a: Clinical care functionality will have a significant positive effect on the negative relationship between Privacy
Concern (PC) and Behavioural Intention (BI)
H4b: Clinical care functionality will have a significant negative effect on the positive relationship between Adoption
Factors (AF) and Behavioural Intention (BI)
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3.2 Conceptual Research Model
The hypotheses on the relationships between the constructs form the basis of the research into the end-user perception
of the importance of cybersecurity and privacy concerns for the adoption intention regarding medical wearables.
Furthermore, the clinical care hypotheses form the basis of the research into the effect of clinical care functionality
on the end-user perception. The resulting conceptual research model can be seen in figure 11 below. The model is
leading for the following chapters 4 and 5.

Figure 11: Conceptual research model
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4
Methodology

In this chapter, the methodology of the research looking into the relationships of the conceptual research model
of chapter 3, is outlined. In section 4.1 the research approach is considered, where the conceptual research model
presented in figure 11 is leading. The section establishes the use of a quantitative survey method in the form of a web-
based electronic questionnaire carried out under potential adult end-users of medical wearables in the Netherlands.
Section 4.2 states the data analysis methods the research uses. The section explains the use of structural equation
modeling (SEM), multigroup analysis (MGA) and importance-performance mapping analysis (IPMA). Moreover, it
includes justifications for several choices made in SEM. After consideration of various methods, an aspired sample size
of 146 was established. The sampling strategy is outlined in section 4.3. The results of a pre-test of the questionnaire
are examined in section 4.4.

4.1 Research Approach

4.1.1 Quantitative Research Approach

To conduct the research on the conceptual research model established in section 3.2, a quantitative research approach
is chosen. Aliaga & Gunderson (2002) define quantitative research as the explaining of an issue or phenomenon by
gathering data in numerical form and analysing with the aid of mathematical methods, particularly statistics. The
purpose of quantitative research is to test hypotheses, look at cause and effect, and make predictions (Johnson
& Christensen, 2008). The research strategy chosen is survey research. Survey research is a suitable and scalable
method to gain insight into people’s behaviour. The unit of analysis of the research is individuals and the research is
non-contrived. As we are interested in the user perception of medical wearables, the target population of the survey
research is potential adult end-users of medical wearables in the Netherlands.

4.1.2 Questionnaire

A web-based electronic questionnaire is used as the data collection method, collecting information on the relation-
ships between the different constructs in the conceptual research model. Due to the limited amount of time, a
cross-sectional questionnaire is the best type of research method for this research, since the data can be gathered
at one moment in time and from one group (Sekeran & Bougie, 2016). The items of the questionnaire are on an
interval and rating scale; the Likert scale. The Likert scale is designed to examine how strongly subjects agree or
disagree with statements on a five-point scale. This scale allows for measuring attitudes, beliefs, and perceptions.
Advantages of web-based electronic questionnaires include fastness of delivery, the ability to reach wide geographic
regions, and low costs. Disadvantages to keep in mind during the research are a low response rate, an inability to
clarify questions, and the fact that web-based electronic questionnaires are often perceived as spam.

The introduction of the questionnaire contains information about the background, purpose and data-handling prac-
tices of the questionnaire. Firstly, the questions regarding demographic variables are presented. These questions allow
for the assessment of the representativeness of the collected sample, as well as give insight into significant differences
based on age, gender, and experience with consumer-grade wearables. After the introductory section, the research
model items are asked out. The research model will be asked out twice (items will have a general ’wearable’ variant
and a ’wearable with a clinical care purpose’ variant), which substantially increases the number of potential items to
be considered. The amount of items for the lower-order constructs is therefore taken to be minimal (2 per construct)
to keep a reasonable completion time for the questionnaire of approximately 7 minutes. To still keep some depth
of the ’Adoption Factors’ construct, based on the UTAUT model, the 5 items mentioned in section 3.1.2 are kept.
The 21 unique items of the questionnaire can be seen in the Appendix B. The items are randomized throughout the
questionnaire to reduce the correlation of error terms and increase overall reliability (D. Goodhue & Loiacono, 2002).
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To further reduce bias, the items for clinical care functionality and without are also randomized. Several items are put
in a negative form to reduce the chance of repeat bias (Sekeran & Bougie, 2016). The questionnaire was first written
in English and subsequently translated into Dutch. The risk assessment and informed consent of the questionnaire
were approved by the Human Research Ethics Committee (HREC).

4.2 Data Analysis
After the data is collected from the questionnaire, data analysis is performed. The data analysis of quantitative
research is done to identify statistical relationships. The collected data will be analysed with the use of the software
packages SPSS Statistics and SmartPLS 4.0. The survey data will be divided into Study 1 which examines the
consumer-grade wearable perception and Study 2 which examines the medical wearable perception.

4.2.1 Structural Equation Modeling

One of the most suitable methods of processing non-parametric data to test hypotheses is structural equation modeling
(SEM) (Hair et al., 2013). This technique is a combination of factor analysis and multiple regression analysis and
is used to analyse the structural relationship between measured variables and latent constructs. The SEM technique
employed in the research is based on the two-step approach (Henseler et al., 2009). First, a lower-order measurement
model is established, which includes the first-order constructs. The first-order constructs presented in the conceptual
research model are analysed by factor analysis to obtain reliability and validity of the relation between items and
constructs. Hereafter, the second-order constructs are checked for reliability and validity. This concludes the steps
taken to assess the measurement model. After this, structural modelling is performed on the higher-order model by
assessing the path coefficients, variance explained, and predictive relevance.

4.2.1.1 Factor Analysis

In SEM, there are two ways of carrying out the factor analysis; exploratory factor analysis (EFA) and confirmatory
factor Analysis (CFA). The details of both methods are set out in table 5 below. The most suitable method for this
research is CFA, as the conceptual research model includes prespecified constructs and seeks to confirm a precon-
ceived theory (Chapter 3). In the case of low factor loadings of items, EFA could give some insight into the root of
this. CFA will be performed in SmartPLS 4.0.

Criteria EFA CFA

Research goal

Explores the data and provides the
researcher with information about how
many factors are needed to best represent
the data

Tests whether the theoretical pattern of
factor loadings on prespecified constructs
(variables loading on specific constructs)
represents the actual data

Construct building
All measured variables are related to every
factor by a factor loading estimation by
statistical software

A theory is used to associate variables
with the corresponding construct

Preconceived theory The researcher does not know how many
factors/constructs and set of variables exist

The researcher knows how many factors/
constructs and set of variables exist

Results It does not confirm the preconceived
theory It confirms the preconceived theory

Cross-loading Cross-loadings are potential There are no cross-loadings

Table 5: Factor analysis techniques
Adapted from Hair et al. (2013)

To determine if the sample is appropriate for factory analysis, both a Kaiser-Meyer-Olkin (KMO) analysis (Tabachnick
& Fidell, 2014) and Bartlett’s test of sphericity (Hair et al., 2013) are performed on the survey data to indicate the
acceptance level of sampling adequacy. This is done for both the consumer-grade wearable study and the medical
wearable study. The KMO measure is a test to assess the appropriateness of using factor analysis on the data set. It
ranges from 0 to 1 and 0.60 is suggested as a minimum for good factor analysis. Bartlett’s test of sphericity is used
to test the null hypothesis that the variables in the population correlation matrix are uncorrelated. The significance
value of this test should be <0.05.
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4.2.1.2 Mulitple Regression Analysis

The other dimension of SEM is multiple regression analysis. The objective of multiple regression analysis is to predict
the changes in the dependent variable in response to changes in the independent variables. This technique generally
consists of two possible approaches which are presented in table 6 below.

Criteria PLS-SEM CB-SEM

Research goal

Predicting key target constructs or
identifying key ’driver’ constructs.
To test the prediction effects and
model hypotheses through constructs
or latent variables

Theory testing, theory confirmation, or
comparison of alternative theories.
To understand the model in order to
measure the accuracy level of model
representation by its measured indicators.

Data characteristics
No assumption on normality data
and robustness can be achieved with
missing values

Requires normally distributed data
and is sensitive to missing data

Constructs Reflective and formative Mainly reflective
Sample size Small (min. 30-100) Large (min. 200-800)

Table 6: Multiple regression analysis techniques
Adapted from Clement (2019)

The research aims to predict and explain the variance in key target constructs and the conceptual research model
has a certain level of complexity. Using PLS-SEM will allow the research to adopt the advantages of the method
in terms of less rigorous requirements of restrictive assumptions (Hair, Sarstedt, et al., 2014). PLS-SEM does not
make any assumptions regarding the distribution of the data, which allows for analysis of non-normally distributed
data. In addition, the time constraint of the research will have an effect on the possible sample size of the research.
Therefore, the research will be done on the basis of PLS-SEM with the program SmartPLS 4.0.

4.2.2 Measurement Model: Reflective Constructs

The data analysis of the measurement model is different for formative and reflectively-formed constructs (Sarstedt et
al., 2019). Reflective constructs are constructs that are made up of interchangeable indicators. Behavioural Intention
and Trust are measured in this way. Privacy Concern is by definition of the IUIPC a reflective-reflective second-order
construct. Formative constructs contain indicators that are not interchangeable and each establishes a different
aspect of the construct. The research considers both the indicators of ’Adoption Factors’ and those of the second-
order ’Security Concern’ construct to be defined in this way. Reflective constructs are assessed by checking individual
item reliability, internal item consistency, and establishing convergent and discriminant validity. Formative constructs
are assessed by establishing convergent validity, assessing multicollinearity issues, and checking the significance and
relevance of outer weights. SmartPLS 4.0 includes confirmatory tetrad analysis (CTA) which can be used to check
whether constructs are better defined formatively or reflectively. However, as the formation of the constructs in the
conceptual research model is based on preconceived theory, this will not be part of the initial data analysis.

4.2.2.1 Reliability Testing

The reliability of a measure indicates the extent to which it is without bias and hence ensures consistent measurement
across the various items (Sekeran & Bougie, 2016). It is an indication of the stability with which the survey measures
concepts and helps to assess the ’goodness’ of a measure, in this case, of the constructs. To this end, individual item
reliability and internal item consistency can be checked.

• Individual item reliability is established by checking factor loadings of items. Hair, Hult, et al. (2014) recommend
factor loadings of individual items higher than 0.5. If the individual item factor loading is higher than 0.4 but
smaller than 0.5, the internal item consistency and convergent validity can be checked to look whether dropping
the item increases reliability and/or validity.

• Internal item consistency can be tested with a Cronbach’s coefficient alpha test for the constructs (Cronbach,
1946). Another method is to examine composite reliability (CR) (Hair, Hult, et al., 2014). This measure of
reliability takes into account the different outer loadings of the indicator variables, as not all items are expected
to affect constructs the same way.
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Cronbach’s alpha is a conservative measure of reliability (i.e., it results in relatively low-reliability values),
while CR tends to overestimate internal consistency reliability. When analyzing and assessing the measures’
internal consistency reliability, the true reliability usually lies between the two criteria (Hair, Hult, et al., 2014).
Both criteria have a threshold value of 0.6 being acceptable and 0.7 for good reliability. As the questionnaire
randomization is expected to substantially decrease Cronbach’s alpha coefficients for the constructs but increase
overall structural reliability (D. Goodhue & Loiacono, 2002), the internal item consistency will be established
with the CR criterion.

4.2.2.2 Validity Testing

The validity of a measure indicates the extent to which it is measuring the concept we set out to measure and not
something else (Sekeran & Bougie, 2016). Content validity is defined as the extent to which a measure includes an
adequate and representative set of items that tap the concept. The more the scale items represent the domain or
universe of the concept being measured, the greater the content validity. Construct validity is defined as the extent
to which the results obtained from the use of the measure fit the theories around which the test is designed. There
are two types of construct validity; convergent and discriminant validity. Convergent validity is established when the
scores obtained with two different instruments (indicators/items) measuring the same construct are highly correlated.
Discriminant validity is the extent to which a construct is truly distinct from other constructs by empirical standards.
Discriminant validity thus establishes that a construct is unique and captures phenomena not represented by other
constructs in the model.

• To ensure content validity, a pre-test of the questionnaire with 6 people from the target population will be
carried out. There is no prescribed sample size for pre-testing, but often sizes of 15-30 are advised (Burns
& Grove, 2005). Due to the time constraint and robust underlying theories, a smaller pre-test sample size is
taken. Based on the feedback, modifications will be made to make the questionnaire clearer and possibly items
lacking relevance will be deleted. This helps to identify inadequacies before conducting the questionnaire with
the real sample and helps to reduce bias.

• Convergent validity is established with the average variance extracted (AVE). This criterion is defined as the
grand mean value of the squared loadings of the indicators associated with the construct (i.e., the sum of
the squared loadings divided by the number of indicators). A construct having an AVE value of 0.5 or higher,
establishes the construct’s convergent validity. The AVE is often considered together with CR for an overall view
of the appropriateness of variables. The AVE criterion is used for both the reflective and formative construct
convergent validity.

• Discriminant validity can be assessed with the use of the Fornell-Larcker criterion, checking cross-loadings, and
the heterotait-monotrait (HTMT) criterion. The Fornell-Larcker criterion states that the square root of the
Average Variance Extracted by constructs should be greater than the correlation coefficients between those
constructs for adequate discriminant validity (Fornell & Larcker, 1981). In addition, cross-loadings can be
checked, where the loading of the indicators on their own construct, should be higher than for other constructs.
The HTMT criterion uses the correlations between items instead of cross-loadings and uses a threshold value of
<0.9. PLS-SEM literature highly recommends using the HTMT criterion for establishing discriminant validity
as checking Fornell-Larcker and cross-loadings can give a distorted view of discriminant validity (Henseler et al.,
2015). If discriminant validity is not established, the recommended procedure is to check cross-loadings and
look if indicators of a construct load on another construct with less than 0.1 difference from their own construct
(Hair, Hult, et al., 2014). If this is the case, it is recommended to delete the problematic item. If no problems
arise in the cross-loadings, and the HTMT is still >0.9, it is suggested to combine constructs as respondents did
not see the two constructs as two distinct concepts. In SmartPLS 4.0, the HTMT is measured using absolute
values, tackling counteracting negative and positive correlations (HTMT+). The HTMT tends to be upward
biased for the case of constructs not being tau-equivalent (as in most empirical research) and the correlation
between the constructs approaches 1.0. In this case, it may be better to rely on a modified coefficient, the
HTMT2 (Roemer et al., 2021). This research will use the HTMT criterion to establish discriminant validity
and check HTMT2 values and subsequently cross-loadings if problematic HTMT values arise.

4.2.3 Measurement Model: Formative Constructs

4.2.3.1 Multicollinearity

Multicollinearity is a problem in multiple regression modelling because it indicates independent variables are influencing
each other and thus, the relationship between the indicators and the constructs can not be properly assessed. There
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is no way to know how much the combination of the independent variables affects the dependent variable (construct).
The multicollinearity of formative indicators is checked with the Variance Inflation Factor (VIF). Hair, Hult, et al.
(2014) suggests the VIF should be <3.0 to ensure that there are no multicollinearity issues among the formative
indicators.

4.2.3.2 Outer Weights

The equivalent of factor loading for reflective constructs is the checking of outer weights for formative constructs
(Henseler et al., 2021). Outer weights of significance <0.05 are considered relevant for the construct. If significance
is not established, outer loadings (factor loading) should be checked. If the outer loading of an indicator is less
than 0.5, the item should be considered for removal. However, the item can possibly be maintained if it is deemed
theoretically relevant or if it still performs well within the higher-order structural model. If the significance of the
outer loading is also below the threshold value of 0.05, the item needs to be removed.

4.2.4 Measurement Model Fit

The significance of the evaluation of the goodness-of-fit for PLS-SEM models is under debate and needs more
research. SmartPLS 4.0 provides the Standardized Root Mean Square Residual (SRMR) as a way to establish model
fit for PLS-SEM models. The SRMR is based on a CB-SEM model fit criterion and is defined as the difference
between the observed correlation and the model implied correlation matrix. Thus, it allows assessing the average
magnitude of the discrepancies between observed and expected correlations as an absolute measure of (model) fit
criterion. A SRMR of <0.9 is considered to be acceptable. The research will provide the SRMR for the model fit of
the measurement model only.

4.2.5 Structural Model

4.2.5.1 Path Relevance

For the structural model, the most important evaluation metric is the size and statistical significance of the structural
path coefficients. To this end, the Bootstrapping technique will be used. A path coefficient with a significance value
of <0.05 is considered to indicate a relevant and reliable relationship. A two-tailed t-test approach is used.

4.2.5.2 Explained Variance

The explained variance will be examined with the coefficient of determination R2. The explained variance is not to
be seen as a way to assess model fit in PLS-SEM. According to Hair, Sarstedt, et al. (2014), R2 values of 0.75 or
above are substantial, 0.5 are moderate, and 0.25 are weak for endogenous constructs in the structural model.

4.2.5.3 Predictive Capability

The predictive relevance is analysed with the use of PLSpredict and cross-validated predictive ability testing (CVPAT)
techniques. In PLSpredict, the Q2 value is determined. If the Q2 value is positive, the prediction error of the PLS-
SEM results is smaller than the prediction error of simply using the mean values. In that case, the structural model
offers better predictive performance. The CVPAT is an out-of-sample prediction approach to calculate the model’s
prediction error, which determines the average loss value. This average loss value is compared to the average loss
value of a prediction using indicator averages or the average loss value of a linear model. The structural models’
average loss should be lower than that of these benchmarks. The difference in the average loss values should be
significantly below zero to indicate better predictive capabilities of the model compared to the prediction benchmarks.
CVPAT can be used to compare models for predictive power. In the case of the relation between Privacy Concern
and Trust, the CVPAT will be used to determine the direction of the relationship.

4.2.6 Comparison Structural Models

The PLS-SEM literature is not extensive on the comparison of two separate models for paired samples. A recom-
mended method is to look for significant differences between confidence intervals, as provided by Cumming & Finch
(2005). The authors suggest testing for less than 50% overlap in the 95% confidence intervals of the path coefficients.
This means that, approximately, the upper limit of the lower mean CI must be lower than the midpoint of CI of the
higher mean.
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4.2.7 Multigroup Analysis

The research will examine if there are significant differences in the path coefficients based on age, gender and
experience with consumer-grade wearables. This will give insight into the differences in the effect of clinical care
functionality on the perception of potential end-users. To look at statistical differences between groups of respondents
of the PLS-SEM model, multigroup analysis (MGA) is used. MGA is an approach that has been broadly used for group
comparisons. It is a set of advanced techniques that are usually applied when researchers want to examine differences
between categorical variables (e.g., gender and countries) or continuous variables that can be categorized through a
dichotomization process or cluster analysis (Hair, Hult, et al., 2014). The research will use the PLS-MGA approach
which is a non-parametric-based significance test for the difference of group-specific results that builds on PLS-SEM
bootstrapping results. PLS-MGA relies on pairwise comparisons. Before the MGA results can be determined, a
MICOM invariance test is conducted to establish that the significance of the difference do not stem from differences
in the constructs across groups. This consists of three procedures; configural invariance, compositional invariance,
and equal distribution of mean values and variances of composites. For MGA with more than two groups, the pairwise
comparisons are carried out for all combinations in the groups and then corrected for family-wise error with S̆idák’s
adjustment of the p-value in the MICOM test (Cheah et al., 2023). Before the start of the factor analysis, the groups
will be generated in the data set.

4.2.8 Importance-Performance Mapping Analysis

From a business perspective, research constructs are associated with pursuing goals and managerial decisions that de-
serve careful attention regarding their importance and performance. The total effect of the constructs indicates their
importance in shaping a specific target construct. This importance dimension can be complemented by considering
the rescaled average latent variable scores as a performance dimension. By doing so, an Importance-Performance
Map analysis (IPMA) can be conducted (Hair et al., 2018). The goal of IPMA is to identify predecessors with a
relatively high total effect and a relatively low average latent variable score. To this end, the Importance-Performance
map is divided into four quadrants by the mean values of the importance and performance values. The constructs
with relatively high importance and low performance are principal areas in which improvements can be made and
thus should be a focus of management activities. IPMA plots present the importance on the x-axis and performance
on the corresponding y-axis. The IPMA analysis will also be conducted in Smart-PLS 4.0 and will be performed
on both construct and indicator (questionnaire item or first-order construct) level. The indicator-level IPMA can be
used to obtain in-depth information on defining indicators for constructs (in the case of reflective constructs) or the
contribution of different indicators to a construct (in the case of formative constructs).

4.3 Sampling

4.3.1 Sampling Approach

The sample is a subset of the target population. The target population of the research consists of potential adult
end-users of medical wearables in the Netherlands. The sampling approach is a non-probability sampling in the form
of convenience sampling. The questionnaire is spread out to friends, family, and colleagues by mail and WhatsApp
and asked to spread further with close acquaintances. Personal messages are included to increase the response rate
and to reduce the perception of spam.

4.3.2 Sample Size

The sample size was determined by examining the literature on both CFA, PLS-SEM and IPMA sample size criteria.
For CFA, a range of 5-10 respondents per indicator is recommended (Hair et al., 2013). As the questionnaire con-
sists of 21 indicators per model, this would result in 105 people in the sample. For PLS-SEM several methods are
considered. Originally, a popular method for determining the sample size for PLS-SEM was the 10-times rule (Kock
& Hadaya, 2018). This rule states that the sample size should be greater than 10 times the maximum number of
inner or outer model links pointing at any latent variable in the model (D. L. Goodhue et al., 2012). This means the
sample size does not depend on the magnitude of the path coefficients in the model. This often leads to significantly
inaccurate estimations of the minimum required sample size. In response to this, other methods were developed that
do take into account path coefficients.

The minimum R-squared method, which builds on power tables for least squares regression (e.g., Cohen (1988)),
relies on a table listing minimum required sample sizes based on three elements. The first element of the minimum
R-squared method is the maximum number of arrows pointing at a latent variable in a model. The second is the
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significance level used and the third is the minimum R-squared in the model. This method unfortunately also often
leads to inaccurate estimations. In response to this, the inverse square root method was developed.

The inverse square root method is based on the relation between the path coefficient and the standard error. As the
magnitude of the path coefficient and of the sample size analysed increase, the probability that the ratio will surpass
a critical ratio of path coefficient to standard error will increase. As a result, the likelihood that an effect that does
exist at the population level will be mistakenly rejected, will decrease. The minimum sample size with this method is
estimated as the smallest positive integer that satisfies equation 1. The gamma exponential method helps the bias
in the standard error by using an exponential smoothing function correction in the context of PLS-SEM for sample
sizes greater than those covered by the gamma function correction (N>10) (Kock, 2014). Therefore, research uses
the gamma exponential method as a sample size estimator.
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e
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e|β|√
N (2)

Kock & Hadaya (2018) state an approach for the minimum number of sample size before data collection and knowl-
edge on minimum magnitude path coefficients, for both the Inverse Square method and the Gamma Exponential
method. As a complex model would tend to lead to lower effect sizes because such models would likely include
more competing links, a target effect size of 0.04 is acceptable. This rule of thumb was checked with Monte Carlo
simulations and found to be valid for fairly complex models. The effect size leads to a path coefficient of β ≥ .197.
For the Gamma Exponential method, the minimum required sample size for this path coefficient was determined to
be 146, which will be this research its aspired sample size.

4.4 Pre-test Modifications & Considerations
The pre-test of the questionnaire resulted in several modifications to the design and content of the questionnaire.
Reminders were added above each statement list page, to keep respondents alert of the two studies being performed.
Exemplary information was given for some statements to make them more easily recognizable and some statements
were reworded in the Dutch variant to make them more understandable for general audiences. The pre-test also
showed high conceptual relationships between the privacy and security statements. This means establishing the dis-
criminant validity of the questionnaire might become a troubling area of the data analysis that should be approached
with care.

4.5 Cluster Analysis
The expert review in the form of a brainstorming session brought about several data analysis considerations and
a suggestion for additional cluster analysis. Using SPSS, the data of both studies is subjected to k-means cluster
analysis. To check whether distinct cluster groups are considered to be present within the data, the number of
iterations are checked. If the iterations converge to 0 in less than 10 iterations, this is a good first indicator of
significant clusters. The significance of the ANOVA table is checked to be less than 0.05. Confirming the distinctive
characteristics of clusters identified by the cluster analysis, a one-way ANOVA employing a Bonferroni post-hoc test
for the entered indicators and the clusters is done and checked for significance <0.05 for each of the indicators.

If different clusters are established, linear regression is performed on the cluster classifications for the different user
segments of gender, age and consumer-grade wearable experience. The results are checked by the significance of the
ANOVA table. Moreover, if significant clusters are established, an additional MGA based on the cluster classifications
is performed to check for significant differences in the path coefficients of the structural model.
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5
Analysis & Results

This chapter outlines the data analysis and interpretations of the survey research regarding the potential end-user
perception of medical wearables. The chapter follows the data analysis as described in chapter 4. In section 5.2,
the assessment of the measurement model is performed, whereafter, in section 5.3 the hypotheses of the conceptual
research model developed in chapter 3 are examined with the structural model assessment. From this section onward,
interpretations will be given about the analyses of both studies and the differences between them. In section 5.4, the
MGA analysis is performed for user groups based on gender, age and consumer-grade wearable experience. The IPMA
analyses on both Behavioural Intention and Privacy Concern are performed in section 5.5. The results presented in
this section are reviewed by two experts regarding the data analysis and research topic. The summary of this review
can be found in Appendix D. In section 5.6, an addition to the data analysis in the form of cluster analysis is
performed. The five-step approach used in this chapter is presented in figure 12. In this chapter subquestion 2; ’How
do users’ privacy and cybersecurity concerns influence their intention to adopt consumer-grade wearables for clinical
care purposes?’ is answered.

Figure 12: Data analysis path of the survey research
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5.1 Descriptive Statistics
A total of 155 responses were recorded, which was above the aspired 146 as established in section 4.3.2. The demo-
graphic details can be found in table 7. From the ’User’ group (respondents who currently own a consumer-grade
wearable), the length of the experience and the type of wearable owned were recorded. The sample is well-distributed
within all statistical groups. The age group of 70 years or older is considered high enough for the MGA (N>10).

Item Details Number Percentage
Gender Male 72 46.5%

Female 82 52.9%
Other/Rather not say 1 0.6%

Age 25 years and under 39 25.2%
26-40 years 28 18.1%
41-54 years 21 13.5%
55-69 years 55 35.5%
70 years or older 12 7.7%

Experience Non-user 92 59.4%
User 63 40.6%

Length of experience Less than 1 year 15 23.8%
1-2 years 10 15.9%
Over 2 years 38 60.3%

Type of wearable use Smartwatch 37 58.7%
Activity tracker 22 34.9%
Other 4 6.4%

Table 7: Descriptive sample details

5.2 Measurement Model
The data collected from the survey has been divided into Study 1; the consumer-grade wearable model (without
clinical care functionality) and Study 2; the medical wearable model. The Kaiser-Meyer-Olkin (KMO) test and
Bartlett’s test of sphericity were applied to the data of Study 1 and Study 2. Study 1 had a KMO of 0.833, which
is above the cut-off value of 0.6, and a Bartlett’s test significance of p<0.001. Study 2 had a KMO of 0.844 and a
Bartlett’s test significance of p<0.001. Therefore, both studies were determined suitable for factor analysis.

5.2.1 Reliability & Validity Reflective Constructs

The results of the reliability and validity analyses of the measurement model resulted in several necessary adjust-
ments to the model. First, the reflective lower-order constructs were examined. The resulting, original factor loading
(FL), composite reliability (CR) and average variance extracted (AVE) of the constructs can be seen in table 23 in
Appendix C. The first criterion in the table is the Factor Loading (FL), which varies between -1.0 and +1.0. A higher
absolute value of the factor loading indicates a higher correlation of the item with the underlying construct. Hair,
Hult, et al. (2014) recommend a factor loading value of at least 0.5 for relevance. It is useful to check whether the
dropping of items can improve the reliability and validity of the model. Indicators IN2 and AV2 were dropped because
of low factor loadings in combination with low CR and AVE values.

The lower-order constructs of Collection and Control showed high discriminant validity issues. This means respondents
could not significantly distinguish the two constructs as separate concepts. However, the cross-loadings showed no
problems. Hair et al. (2018) recommends combining the two constructs into one and using this one construct
for the formation of the higher-order construct. This new construct is called ’C’. After combining the constructs,
Confidentiality still had discriminant validity issues with the combined construct C. This could be due to the highly
related nature of the concepts of confidentiality and privacy. The cross-loadings are examined to see if indicators
of Confidentiality load on C better than on their own construct or vice versa. CO2 loads higher on C than CO and
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was therefore removed from the model. After this procedure, discriminant validity by means of the HTMT criterion
was established. The subsequent paragraphs present the final model’s reliability and validity analyses. Because of
the adjustment of the model, Security Concern effectively has become a first-order formative construct. However,
the original first-order constructs are still included in the HTMT criterion assessment to show the constructs now do
have discriminant validity with the first-order constructs of Privacy Concern.

5.2.1.1 Individual Item Reliability, Internal Item Consistency & Convergent Validity

For the final model, the establishment of internal item reliability, in the form of FL>0.5, can be seen in table 8 below.
This table also includes the establishment of internal item consistency and convergent validity, through the values
of CR and AVE being higher than the threshold values of 0.7 and 0.5 respectively. In table 9, the same concepts of
reliability and validity are established for the higher-order reflective construct of Privacy Concern.

Construct Item FL CR AVE
Behavioural BI1 .815 .818 .692
Intention BI2 .848
Trust TR1 .929 .904 .825

TR2 .888
Collection and CL1 .828 .851 .590
Control CL2 .710

CN1 .693
CN2 .832

Awareness AW1 .917 .876 .780
AW2 .848

(a) Study 1

Construct Item FL CR AVE
Behavioural BI1 .814 .853 .744
Intention BI2 .909
Trust TR1 .879 .821 .697

TR2 .788
Collection and CL1 .771 .868 .624
Control CL2 .757

CN1 .745
CN2 .879

Awareness AW1 .902 .841 .726
AW2 .800

(b) Study 2

Table 8: Reliability & validity lower-order reflective constructs

Construct Item FL CR AVE
Privacy Concern C .939 .904 .824

AW .876

(a) Study 1

Construct Item FL CR AVE
Privacy Concern C .940 .891 .804

AW .851

(b) Study 2

Table 9: Reliability and validity higher-order reflective construct Privacy Concern

5.2.1.2 Discriminant Validity

The discriminant validity is assessed with the recommended HTMT criterion which can be seen in table 10 and
table 11. All the values are below the threshold value of 0.9 and discriminant validity is established for lower-order
and higher-order constructs in both studies.

BI TR C AW CO IN AV
BI
TR 0.424
C 0.394 0.483
AW 0.169 0.230 0.869
CO 0.211 0.341 0.817 0.654
IN 0.169 0.439 0.851 0.665 0.804
AV 0.116 0.103 0.358 0.300 0.339 0.323

(a) Study 1

BI TR C AW CO IN AV
BI
TR 0.474
C 0.294 0.693
AW 0.124 0.259 0.851
CO 0.223 0.415 0.717 0.536
IN 0.273 0.570 0.877 0.686 0.627
AV 0.103 0.132 0.459 0.354 0.354 0.408

(b) Study 2

Table 10: Discriminant validity lower-order reflective constructs - HTMT criterion
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BI TR PC
BI
TR .424
PC .295 .398

(a) Study 1

BI TR PC
BI
TR .474
PC .185 .532

(b) Study 2

Table 11: Discriminant validity higher-order reflective constructs- HTMT criterion

5.2.2 Reliability & Validity Formative Constructs

The formative constructs are assessed with the use of the significance of the outer weight, if not established, the outer
loadings and their significance are checked. Additionally, multicollinearity is checked for the indicators. The results
can be found in table 12. The only insignificant outer weight in both studies is that of the Availability indicator.
For both studies, the outer loading of AV is significant. In Study 1, the p value is 0.010 and in Study 2 0.000. The
significance of the outer loadings means that the Availability indicator is up for consideration to be removed. As the
construct is an important part of the preconceived theory, the decision is made to keep Availability as a formative
indicator of Security Concern and to use it in the structural model.

Construct Item OW p-value VIF
Security Concern CO 0.344 0.023* 2.879

IN 0.727 0.000*** 2.847
AV -0.078 0.302 1.139

Adoption Factors AF1 0.257 0.006** 1.010
AF4 0.328 0.002** 1.128
AF5 0.792 0.000*** 1.118

(a) Study 1

Construct Item OW p-value VIF
Security Concern CO 0.265 0.003** 1.681

IN 0.807 0.000*** 1.764
AV 0.011 0.879 1.223

Adoption Factors AF1 0.310 0.013* 1.258
AF4 0.562 0.000*** 1.315
AF5 0.451 0.000*** 1.134

(b) Study 2

Table 12: Reliability and validity formative constructs measurement model
Statistical significance outer weights: ***=p<.001; **=p<.01; *=p<.05

5.2.3 Model Fit

To determine the model fit of the measurement model, the saturated SRMR is assessed. For study 1, a value of 0.76
was found, while for study 2, a value of 0.75 was found. Both these values are below the threshold value of 0.8.

5.3 Structural Model
The structural model was assessed for path significance, variance explained and predictive capability. In addition, the
significance of the differences between the path coefficients between the two studies was examined. As SmartPLS
allows for only one way of path, cross-validated predictive ability testing was used as a way to determine the most
appropriate direction for the relationship between Trust and Privacy Concern. The final model used in the structural
model assessment can be seen in figure 13.
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Figure 13: Structural model after measurement model assessment

5.3.1 Path Coefficients

The structural model’s path coefficient for both studies can be seen in table 13. The table shows significant paths for
all the hypothesised relationships of the conceptual research model but that of the direct effect of Trust on Privacy
Concerns. Trust in wearable providers therefore has no significant lowering effect on potential end-users’ privacy
concern. A comparison between the two studies shows the influence of clinical care functionality on the two models.
The results of Study 2 show that end-users trade off their privacy concern with other positive adoption factors and
thus, a privacy calculus is present in the potential end-user considerations.

Hypothesis Relationship β p-value
H1b AF → TR 0.264 0.000***
H1a AF → BI 0.648 0.000***
H2b PC → BI -0.135 0.040*
H3a SC → PC 0.756 0.000***
H3b SC → TR -0.361 0.000***
H2a TR → PC -0.034 0.598

(a) Study 1

Hypothesis Relationship β p-value
H1b AF → TR 0.201 0.036*
H1a AF → BI 0.718 0.000***
H2b PC → BI -0.122 0.024*
H3a SC → PC 0.775 0.000***
H3b SC → TR -0.415 0.000***
H2a TR → PC -0.053 0.354

(b) Study 2

Table 13: Path coefficients structural model
Statistical significance: ***=p<.001; **=p<.01; *=p<.05

By looking into the path coefficients of both studies as explained in section 4.2.6, the significance of the differences
between the models can be examined. The confidence intervals of the path coefficients are presented in table 14.
The table shows no significant differences in the relations between the two studies. Potential end-users do not have
different needs regarding the cybersecurity and privacy system of medical wearables based on clinical care functionality.

Relationship Sample mean 2.5% 97.5%
AF → TR 0.270 0.118 0.417
AF → BI 0.648 0.511 0.754
PC → BI -0.134 -0.266 -0.008
SC → PC 0.762 0.655 0.857
SC → TR -0.366 -0.513 -0.204
TR → PC -0.026 -0.150 0.099

(a) Study 1

Relationship Sample mean 2.5% 97.5%
AF → TR 0.200 -0.013 0.370
AF → BI 0724 0.638 0.796
PC → BI -0.119 -0.223 -0.012
SC → PC 0.773 0.690 0.848
SC → TR -0.423 -0.568 -0.268
TR → PC -0.053 -0.163 0.055

(b) Study 2

Table 14: Confidence Intervals path coefficients structural model
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5.3.2 Mediation Analysis

By assessing the indirect effects of the model in both studies, significant mediation effects can be found. One
significant indirect effect is found in both models, which can be seen in table 15. Security Concern does have a
negative significant relationship with Behavioural Intention through Privacy Concern. However, the path via Trust is
not significant. Trust is thus not established as a mediator between Security Concern and Privacy Concern. This me-
diation analysis helps to define Privacy Concern as largely influenced by Security Concern in its effect on Behavioural
Intention. This indicates that the cybersecurity system is indeed an underlying system to the privacy system and is
an important contribution in the user needs. There are no significant differences in the two studies for the mediation
of Security Concern to Behavioural Intention.

Indirect effect β p-value
SC → BI -0.103 0.039*
SC → PC → BI -0.102 0.040*
SC → TR → PC → BI -0.002 0.649

(a) Study 1

Indirect effect β p-value
SC → BI -0.097 0.026*
SC → PC → BI -0.094 0.025*
SC → TR → PC → BI -0.003 0.445

(b) Study 2

Table 15: Mediation Analysis SC
Statistical significance: ***=p<.001; **=p<.01; *=p<.05.

5.3.3 Variance & Predictive Relevance

The variance explained by the model in both studies is assessed with R2. The results are presented in the first
column of table 16. The model has significant variance explained for both studies. However, Trust has an R2 value
of 0.228 which is considered weak in the most recent literature on the criterion. Study 2 has slightly better values
for the explained variance. To determine the model’s predictive capability in both studies, we consider the prediction
relevance Q2 and the cross-validated predictive ability test (CVPAT). The results can be seen in table 16 below. The
CVPAT shows values of significantly below 0, and all the indicators show a Q2 of over 0.

Construct R2 CVPAT Q2

BI 0.459 0.000 -0.264 0.001 BI1 0.254
BI2 0.293

TR 0.228 0.001 -0.140 0.015 TR1 0.197
TR2 0.108

PC 0.593 0.000 -0.459 0.000 C 0.592
AW 0.314

Overall -0.288 0.000

(a) Study 1

Construct R2 CVPAT Q2
BI 0.534 0.000 -0.267 0.000 BI1 0.240

BI2 0.484
TR 0.233 0.002 -0.136 0.016 TR1 0.166

TR2 0.105
PC 0.640 0.000 -0.480 0.000 C 0.658

AW 0.288
Overall -0.294 0.000

(b) Study 2

Table 16: Reliability and validity lower-order reflective constructs measurement model

5.4 Multigroup Analysis
For the MGA, first, the data is divided into predefined groups of gender, age and experience. For both models, a per-
mutation group analysis is run to look at the MICOM and to establish the significance of the differences. For the age
group pairwise comparisons, the significance value of 0.05 is adjusted to 0.011 according to S̆idák p value calculation.
The age group of 70 and older, included 12 respondents, which was too low to run MGA, as it led to a singular matrix
error. The only significant differences were found in Study 1, for the age groups of 26-40 and 41-54-year-olds. In
SmartPLS, the first step of MICOM, configural invariance, is already established. The analysis of the MICOM for step
2, compositional invariance, can be seen in table 17. The establishment of compositional invariance means there is at
least partial measurement invariance. Step 3 of equal means and variances is not established for this pairwise compar-
ison and therefore, the groups cannot fully be pooled in the data. The data is examined for significant differences in
the structural path coefficients for the 26-40-year-olds and 41-54-year-olds. The analysis can be seen in table 18 below.
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Construct Original correlation Permutation p-value
AF 0.680 0.121
BI 0.970 0.417
TR 0.999 0.867
PC 0.999 0.510
SC 0.922 0.746

Table 17: MICOM compositional invariance age groups (26-40) vs. (41-54)

Path Original group 2 Original group 3 Original difference Permutation p-value
AF → BI 0.829 0.203 0.626 0.004*
AF → TR 0.209 0.151 0.058 0.858
PC → BI -0.114 0.424 -0.538 0.014
SC → PC 0.680 0.968 -0.287 0.208
SC → TR 0.045 -0.493 0.538 0.247
TR → PC -0.302 0.386 -0.687 0.011

Table 18: MGA structural paths age groups (26-40) vs. (41-54)
Statistical significance: *=p<.01; **=p<.001

The permutation has a significant value for the path between Adoption Factors and Trust. Respondents belonging
to the age category of 26-40 years and 41-54 years have a significantly different perception of the importance of
Adoption Factors in the considerations they make if they want to use a wearable in Study 1. The 26 to 40-year-olds
are considering positive adoption factors way less in their decision-making. The indirect effects that are present can
be seen in table 19. Trust and Privacy Concern have significantly different mediating effects for the two age groups.

Indirect Effect Original group 2 Original group 3 Original difference Permutation p-value
AF → PC -0.063 0.058 -0.122 0.148

SC → BI -0.076 0.330 -0.406 0.009*
SC → PC → BI -0.077 0.410 -0.488 0.001*
SC → TR → PC → BI 0.002 -0.081 0.082 0.007*

TR → BI 0.034 0.164 -0.129 0.002*
TR → PC → BI 0.034 0.164 -0.129 0.007*

Table 19: MGA indirect effects age groups (26-40) vs. (41-54)
Statistical significance: *=p<.01; **=p<.001

For the comparison of the MGA between Study 1 and 2, the MICOM of the MGA between the 20-40-year-olds and
41-54-year-olds of Study 2 is checked. The compositional invariance of the models can not be established for Study
2, which indicates that the data from the MGA for Study 2 is not reliably accommodated to the difference in the
two age groups. Therefore, it is not reliable to check for significant differences between the studies for the MGA of
the two groups. As no reliable analysis of the clinical care functionality model could be made, the MGA results have
no further relevance for the user-centred cybersecurity and privacy environment of medical wearables.

5.5 Importance-Performance Mapping Analysis
To obtain more knowledge on how the concerns about cybersecurity and privacy by potential end-users can best
be tackled on a managerial level, IPMA is used. First, an IPMA for the main endogenous construct of Behavioural
Intention was performed. The analysis can be seen in figure 14. The importance values in this figure coincide with
the path coefficients of table 13 and table 15. The structural model path and mediation analyses showed that there
are no significant differences between the two studies in terms of importance. In addition, this research considers
both the negatively and positively related factors as relevant in terms of importance. The IPMA of Study 2 shows
that there are also no large differences between the performance of the significant constructs of Security Concern,
Privacy Concern and Adoption Factors.
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(a) Study 1 (b) Study 2

Figure 14: IPMA for BI: construct level

5.5.1 Behavioural Intention

An IPMA is done on the indicator level to gain an in-depth understanding of which aspects of the system medical
wearable providers need to focus their attention on. First, the main endogenous construct of Behavioural Intention
was chosen as the target construct. The resulting IPMA can be seen in figure 15. The values of the indicator-level
IPMA for Behavioural Intention of both studies can be found in appendix C. The most important factor in consumer-
grade wearables is that of AF5, which is an item concerning brand influence. When moving to medical wearables,
this becomes less of an important factor, while AF4; influence from people who are important to the respondents,
becomes the most important factor. The mean values of Study 1 show that a performance value of under 57.778 and
an importance value of over 0.012, form the quadrant which is most useful for managerial decisions. For Study 2,
these values are 60.706 and 0.012. When we split the quadrants in terms of positive and negative sides, the analysis
is more relevant for the research. For Study 2, C has the most managerial potential on the negative side and AF5
on the positive side. This means that medical wearable providers in a user-centred approach to the system need to
focus their attention on both data collection and control and social influence by people who are important to the
end-user.

(a) Study 1 (b) Study 2

Figure 15: IPMA for BI: indicator level
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5.5.2 Privacy Concern

The results of the mediation analysis and the IPMA for the Behavioural Intention construct indicated that security
concern is an important causal factor for the relationship between privacy concern and behavioural intention. To
further investigate how medical wearable providers can best tackle the privacy concern through the cybersecurity
system, a second IPMA was performed on the target construct of Privacy Concern. The resulting indicator-level
IPMA for Privacy Concern can be seen in figure 16. The corresponding most relevant quadrant for managerial
purposes is indicated by a performance value of under 58.165 and an importance value of over 0.118 in Study 2.
Looking purely at the indicators of Security Concern of Study 2, loss of data integrity is deemed the most important
factor to consider for managerial purposes. This is important for medical wearable providers to take into account
when steering the design of the cybersecurity system.

(a) Study 1 (b) Study 2

Figure 16: IPMA for PC: indicator level

5.6 Cluster Analysis
After consideration of an expert review of the results, it was decided to be informational to check whether there are
different privacy trade-off groups in the data, as described by Westin (Margulis et al., 2010) (see section 2.1.3). A full
overview of the expert review can be seen in appendix D. To perform this extra addition to the results, SPSS statistics
k-means clustering was used on a combined version of the data sets of the two studies (excluding the indicators that
were deleted during the measurement model assessment).

To check whether three distinct cluster groups are considered to be present within the data regarding the privacy
perception, the number of iterations is checked. Confirming the distinctive characteristics of clusters identified by
the cluster analysis, a one-way ANOVA employing a Bonferroni post-hoc test is done and checked for significance
<0.05. For the Privacy Concern and Adoption Factors indicators, the following three significant clusters were found:
42 respondents scored Privacy Concern high and Adoption Factors relatively low (cluster 1), 45 respondents scored
Privacy Concern relatively low and Adoption Factors also relatively low (cluster 2). A cluster of 68 respondents
considered Privacy Concern and Adoption Factors both high (cluster 3). An overview of the cluster responses can be
seen in figure 17.
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Figure 17: Privacy trade-off clusters

The privacy concern trade-off with positive adoption factors is significantly different for the three different clusters
and the Westin privacy positions can be seen. Cluster 1 represents privacy fundamentalists; they are not swayed
by positive adoption factors and have an uninfluenced high concern for privacy. Cluster 2 includes the privacy-
unconcerned respondents, who have a medium level of consideration for both privacy concern and adoption factors,
with slightly higher regard for positive adoption factors in Study 2. Cluster 3 represents the privacy pragmatists.
They do have a high privacy concern, however also regard other adoption factors as equally important, thus indicating
that these respondents are likely to trade off some of their privacy. The cluster analysis confirms the notion of the
privacy literature that most people are privacy pragmatists. Subsequently to the k-means clustering analysis, linear
regression analysis is performed on the groups of age, gender, and experience, to look for significant relationships
between the privacy trade-off clusters and other user groups represented in the sample characteristics. The data
shows no significant relationships between the different clusters and the predefined user groups of age, gender, and
experience with consumer-grade wearables.

By defining the cluster groups in the data set of the PLS-SEM structural model of Study 2 and performing another
MGA, the different relationships of the conceptual research model can be analysed for differences based on the privacy
positions. The structural model evaluation does not pass the MICOM step 2 test and thus, no significant differences
in the path coefficients were found. Thus there is no difference in the needs of users for the medical wearable based
on the different privacy positions.

As a second k-means clustering, an analysis is done to see if there are different groups in the data that have
significantly different privacy and cybersecurity concerns. This k-means clustering approach was set to three groups
as well. The analysis showed that there is a significant difference in the data for the security and privacy concerns of
three groups of respondents. The analysis can be seen in figure 18 below. Cluster 1, represents relatively low privacy
and cybersecurity concerns of 22 respondents, while cluster 2 represents moderate security and privacy concerns of
59 respondents. Cluster 3 includes 74 users and represents high security and privacy concerns. Moreover, the analysis
shows no difference in the cluster values of security and privacy concerns due to clinical care functionality. After
performing a linear regression analysis on the clusters, it was shown that there is a significant relationship with the
sample characteristic of experience. Respondents who do own a wearable, are placed into clusters 1 and 2 significantly
more often than cluster 3. Respondents who do not own a wearable were placed in the highly concerned cluster
significantly more often. This analysis is then expanded to look for relationships between the cluster placement of
the respondents who do own a wearable and the length of the experience and/or the type of wearable used. To this
end, only the data of wearable-owning respondents was used. This resulted in no significant relationships with the
clusters.
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Figure 18: Security and privacy concern clusters

By defining the clusters in the data of the PLS-SEM structural model of Study 2 as a new user segment and per-
forming another MGA, the different relationships of the conceptual research model can be analysed for differences
based on the privacy positions. The structural model evaluation does not pass the MICOM step 2 test or does not
give significant differences on the basis of the clusters. This means that there are no different needs of potential
potential end-users based on these clusters.

5.7 Results Conclusions
The survey research presents pertinent results for the overall research regarding the user-centred cybersecurity and
privacy environment. The results of Study 2, explain the user needs regarding the medical wearable cybersecurity and
privacy system as they represent the factors which affect the adoption intention of potential end-users. This comprises
the answering of research subquestion 2. The following results of the data analysis are considered important for the
user-centred approach to the cybersecurity and privacy system:

• Security concern is an important causal concept for the privacy concern of potential end-users of medical
wearables. The most contributing factor in this relation is the concern about the loss of data integrity.

• Privacy concern is an important factor in the adoption intention of potential end-users of medical wearables.
The concepts of data collection and control are the most defining factors in the end-user perception of privacy
concern.

• The potential end-users of medical wearables trade off their privacy concern with positive adoption factors.
Social influence by people who are important to the end-user is the most important trade-off factor in the
adoption intention considerations of potential end-users.

For conclusions on the user limitations, the results of the comparison between Study 1 and 2 and the second
cluster analysis (Study 2) are considered. The following results of the data analysis, which represent results on user
limitations, are used for the user-centred approach:

• There are no significant differences in the importance of cybersecurity and privacy concerns regarding the
adoption intention of potential end-users based on clinical care functionality.

• There are significant differences in the cybersecurity and privacy concerns of potential end-users based on
experience with consumer-grade wearables. These cybersecurity and privacy concerns are not significantly
different due to clinical care functionality.
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6
Discussion &

Recommendations

In this chapter, recommendations for the cybersecurity and privacy system design by medical wearable providers are
formed based on the literature review and the survey research. First, section 6.1 will form the guidelines for the design
of a user-centred cybersecurity and privacy system by medical wearable providers. The results on the user needs and
limitations, as explained in section 5.7, are used in combination with the human-centric cybersecurity components
of user, usage, and usability. In section 6.2, the consequent recommendations are presented. This chapter answers
subquestion 3: ’What are user-centred cybersecurity and privacy recommendations for medical wearable providers to
be able to capitalise on clinical care functionality?’

6.1 Insights on the User-Centred Cybersecurity & Privacy Environment
The interpretation of the user-centred cybersecurity and privacy environment is done on the basis of the human-
centric components of user, usage, and usability, which were established as the pillars of human-centric cybersecurity
in the first part of the literature review of chapter 2. By combining these components with the results of the survey
research (section 5.7), this section provides the formation of guidelines for the user-centred cybersecurity and privacy
environment of medical wearables.

As stated before, the difference between Study 1 and 2 represents the clinical care functionality of the medical wearable
and indicates the results on user limitations. The results of Study 2 indicate the user needs regarding the medical
wearable. The usability component considers the influences of usability factors on the involvement of users with the
cybersecurity and privacy system (needs and limitations). In the existing literature, positive adoption factors have
been shown to influence the usability perception of users (Gumasing et al., 2023). The usage component considers
the involvement of the end-user with the cybersecurity and privacy system more directly. The user component
is an overarching component, which considers differences in user needs and limitations based on user segments.
In theory, the three components could all have been coupled with both the needs and limitations. However, the
results of section 5.7 allow for only one coupling for both the user and usability components. The resulting relevant
combinations of the components and the survey research results can be seen in figure 19.

Figure 19: Survey research contributions to human-centric cybersecurity pillars
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6.1.1 User

The user component in human-centric cybersecurity represents the notion that the cybersecurity and privacy system
works more effectively when based on differences in user segments. User-oriented risks often result from human
factors, which are different for different user groups. The interpretation of the cybersecurity and privacy environment
of medical wearables on the user component helps to build a user-centred approach. If potential users feel that the
cybersecurity and privacy environment is not suited to their needs, the likelihood of the cybersecurity and privacy
system working properly is reduced.

From the cluster analysis of the privacy and security concerns, it was shown that there are significant differences in the
cybersecurity and privacy concerns of end-users based on experience with consumer-grade wearables. These concerns
were not affected by the presence of clinical care functionality. In existing literature, there is supporting research for
the difference in the concerns of experienced and inexperienced users. Researchers find that inexperienced users may
lack self-efficacy, competence, knowledge and/or awareness, all having heightening effects on their cybersecurity and
privacy concerns (Chen et al., 2019) (Van Zoonen et al., 2019). These are human factors related to the psychological
capability of users. The amount of cybersecurity and privacy concerns is linked to risky behaviour by end-users.
As these are not affected by clinical care functionality, there is no adjusting of non-malicious non-secure behaviour.
The following guideline for the user component of the user-centred cybersecurity and privacy environment is extracted:

There is a difference in non-malicious non-secure behaviour by end-users of medical wearables based on experience
with consumer-grade wearables.

6.1.2 Usage

The usage component considers a baseline for the user involvement with the system. It combines traditional
technology-centric cybersecurity and privacy with the involvement of users (e.g., expectations and intention to use).
An important part of the usage component of human-centric cybersecurity, is the concept of differentiation. A cy-
bersecurity and privacy environment can be more effective if it accounts for different needs of end-users and is based
on differences in functionality. For this component, the results of the comparisons of Study 1 and 2 are considered
(user limitations) as well as that of Study 2 alone (user needs).

The first aspect of the usage component is that of the user limitations. The comparison between the two studies
showed that security and privacy concerns have no significantly different contribution to the adoption intention of
consumer-grade wearables with and without clinical care functionality. This result was not expected from the lit-
erature, as established in section 3.1.4. Possible justifications for this result include environmental aspects of the
clinical care functionality on users’ cybersecurity and privacy perception. Iott et al. (2019) mention that patients
have low privacy concerns about data sharing by healthcare professionals. Furthermore, users might not be aware of
additional vulnerabilities and possible impact of clinical care functionality. In the context of section 2.2, this result is
problematic. End-users will not actively change non-malicious non-secure behaviour when clinical care functionality
is added even though the behaviour has a greater negative impact on the cybersecurity and privacy environment.

By looking at the difference in the cluster analysis for the privacy concern trade-off for the two studies, it can be seen
that in all the clusters, the trade-off shifts towards positive adoption factors. This means that the different privacy
positions are becoming less distinguishable due to the clinical care functionality. This result further indicates the
importance of the usability of the medical wearable which will be explained in section 6.1.3. The following guideline
for the user-centred cybersecurity and privacy environment is extracted:

There is no adjusting of non-malicious non-secure behaviour by end-users of medical wearables based on clinical care
functionality.

6.1.2.1 Functional

The second aspect of the usage component of the user-centred approach is the defining concept of end-user needs,
which are represented by the results on the relations with the adoption intention. For this aspect, the results of Study
2 are considered to inform measures for the cybersecurity system of the medical wearable. Functional measures are
underlying measures which ensure specific functions are covered within the system. The mediation analysis showed
that cybersecurity concern is an important causal factor for the relationship between the constructs of Privacy Concern
and Behavioural Intention. This relation was expected from existing literature, as it was hypothesised and included
in the conceptual research model (chapter 3). The most contributing factor in this relationship was found to be the

44



factor of concern about data integrity. The following guideline for the user needs regarding the cybersecurity system
is extracted for the usage component:

Data integrity is the most important factor in the end-user perception of the cybersecurity system of medical wearables.

6.1.2.2 Technical & Legislation, Regulation & Policies

The results of Study 2 showed a significant negative relation between privacy concern and the adoption intention of
end-users for medical wearables. Technical measures and legislation, regulation, and policies are useful in enhancing
the privacy system, with which users directly interact. When looking at the results of the indicator-level IPMA for
Behavioural Intention, privacy concern is mainly defined by concerns about data collection and control. Existing lit-
erature expressed measures for non-malicious non-secure behaviour regarding data collection and control approaches
for consumer-grade wearables such as the ability to communicate sharing preferences with the device (Gabriele &
Chiasson, 2020). In this way, end-users can differentiate types of data and sharing entities in the data-sharing capa-
bilities of the device. The following guideline regarding the user needs of the privacy system is extracted:

Data collection and control are the most defining concepts in the end-user perception of the privacy system of medical
wearables.

6.1.3 Usability

The usability component focuses on how well the user can use the cybersecurity and privacy system. This component
is critical in providing added value and shows the importance of designing features with the premise that trade-offs
come into play. The factors identified in this component that influence the usability perception of end-users are
experience factors and interaction factors. From the cluster analysis on the privacy concern trade-off, the results
confirmed most people in the sample are willing to trade off their privacy concern for positive adoption factors in
the case of medical wearables and are therefore privacy pragmatists. This is consistent with the original literature on
privacy positions (Westin, 2003). The positive adoption factors, in the context of the extended privacy calculus, give
insight into the end-user’s usability considerations. The results of the indicator-level IPMA for Behavioural Intention
of Study 2, showed that for medical wearables, social influence by people who are important to the end-user is the
most important positive adoption factor that was asked out. As a guideline, it is thus of vital importance to include
the effects of the interaction factor of social influence in the cybersecurity and privacy system of the medical wearable.

The influence of important people to the end-user is the most defining factor for the usability perception of end-users
of medical wearables

6.2 Recommendations
The insights of the user-centred cybersecurity and privacy environment as explained in the section above, allow for
recommendations for medical wearable providers. From existing literature, useful notions of human-centric cyberse-
curity for the design of the cybersecurity and privacy system were identified as well as effective behavioural change
techniques. By combining these ’best practices’ with the challenges and risks of medical wearables, as established in
section 2.2, the recommendations for the medical wearable providers are elaborated on. The first two recommenda-
tions consider user limitations and the consequences for the system in terms of user-oriented risks. The remaining
recommendations 3 to 5 consider user needs and thus the importance of the cybersecurity and privacy system for the
adoption intention of users. The recommendations on user limitations and user needs help to reduce both attacker-
oriented and user-oriented risks.

1. To account for different levels of non-malicious non-secure behaviour of end-users, provide experience-
based nudging and techno-regulation
This research stresses the importance of using different behavioural change techniques for inexperienced and expe-
rienced end-users of consumer-grade wearables. Existing end-users of consumer-grade wearables have significantly
fewer cybersecurity and privacy concerns than non-users of consumer-grade wearables. By designing the system based
on these differences, cybersecurity and privacy of medical wearables tackling non-malicious non-secure behaviour is
more effective. Users of medical wearables could be asked for their experience with consumer-grade wearables and
behavioural change techniques (i.e., nudging and techno-regulation) could be presented accordingly. For instance,
existing literature on nudging based on user segments found promotion-based nudging to be especially effective for
end-users who consider future consequences of their behaviour highly (Peer et al., 2020). This could be an effective

45



strategy for nudging inexperienced users. Moreover, existing literature states that effective nudging for cybersecurity
includes nudges that only happen occasionally and which are transparent. This is also supported by (Wisniewskia
et al., 2017) who consider experienced users making conscious privacy choices, finding techno-regulation or over-
excessive nudging to be more of an annoyance. Medical wearable providers are advised to test different kinds of
nudging and techno-regulation on user groups based on experience with consumer-grade wearables. Additionally, ex-
isting research points out a possible underlying cause in the form of lack of psychological capabilities by inexperienced
users. Providers could pursue educational measures in the design to tackle this (Michie et al., 2011). Educational
measures encompass the process of obtaining general knowledge, personal awareness, and skills training. Marketing
strategies around the medical wearable could focus on providing information on cybersecurity and privacy measures.

2. To account for non-malicious non-secure behaviour of end-users of medical wearables, differentiate
behavioural change techniques for SaMD and non-SaMD on the wearable
Medical wearable providers can help to reduce non-malicious non-secure behaviour in medical wearables and the
high level of negative impact in the case of SaMD, by providing behavioural change techniques based on the SaMD
functionality. Nudging and techno-regulation for influencing the behaviour of users could be more explicit when users
access the SaMD, tackling increased user-oriented risks (section 2.2.3). For instance, warning messages could come
up when trying to install SaMD, which makes sure users pay attention when they give permissions for secondary
data sharing. This message could also include a security rating of the company involved. Such a nudge could be
designed according to the notions of the MINDSPACE framework, e.g., being visual or gamified (Coventry, Briggs,
Blythe, & Tran, 2014). The medical wearable could include privacy-preserving default privacy settings for SaMD, to
counteract users leaving settings untouched. By adapting the behavioural change techniques of the system to the
type of software, the non-SaMD functionality of the medical wearables maintains its usability.

3. To account for the cybersecurity concern of end-users, focus on functional measures tackling the loss
of data integrity
The results of this research show that data integrity concerns in the medical wearable system are an important cause
of privacy concern and consequently an adoption barrier for end-users. Data integrity loss has numerous causes,
which are listed among the vulnerabilities in section 2.2. Medical wearable providers are advised to look into func-
tional measures tackling the impact and probability of data integrity loss. For instance, a functional measure that
could help data integrity in medical wearables mentioned in literature is to include edge computing in the system
(Osama et al., 2023). This provides a computing layer between the medical wearable and the cloud which can be
accessed by healthcare professionals and other third parties. Such a functional measure helps to reduce the data
burden on healthcare professionals and tackles several vulnerabilities caused by device constraints. Both help to lower
the probability and impact of data integrity loss.

4. To account for the privacy concern of end-users, focus on technical measures and legislation, regulation,
and policies tackling improper data collection and loss of data control
The results of this research show that concerns about data collection and control are the most defining concepts in
the effect of privacy concern of the end-user perception. The privacy concern can be tackled with technical measures
as well as legislation, regulation, and policies. For instance, the privacy system of the medical wearable could provide
the ability to communicate sharing preferences for different types of data. A policy incentive is to make sure data
handling standardisation is applied across the industry. For medical wearable providers, it is important to unite in
standards (e.g., sensor data formats, cybersecurity, and privacy measures) and steer the design of the system accord-
ingly. This also indirectly helps to reduce risks due to several other vulnerabilities of the medical wearable system,
e.g., data storage connections. This helps to prevent too much or unnecessary data from being collected and helps
the loss of control over the data.

5. To ensure the usability of the cybersecurity and privacy system, design the system and structure the
system environment with social influences in mind
The usability of the medical wearable is an important factor in the adoption intention of end-users. The cybersecurity
and privacy system can benefit in terms of usability by taking into account the social influence of people who are
important to end-users. For instance, the system design can enable possibilities for security cues by other trusted
users (Das et al., 2014). Furthermore, it is helpful for medical wearable providers to strike up partnerships with
healthcare professionals who are close to the end-user. This can help increase the usability perception of end-users
regarding the cybersecurity and privacy system by reassuring and motivating end-users. To gain the confidence of
healthcare professionals, it is important to reduce barriers to their involvement with medical wearables. Accuracy
and data burden were shown to be two important barriers to take into account (section 2.2) when trying to involve
healthcare professionals and institutions.
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7
Conclusion

Recently, remote healthcare of patients has become a significant trend in the healthcare sector. Consumer-grade wear-
ables present an opportunity for providing clinical care functionality as they can collect a variety and large amounts of
data, have a large user base, and are complementary to people’s lifestyles. They allow for early detection and advance-
ments in diagnostics and they present a more complete symptom overview. The success of consumer-grade wearable
use for clinical care purposes can help relieve the Dutch healthcare sector of workload, allow for more accurate and
personal healthcare and provide people with more health autonomy. Maintaining the cybersecurity and privacy of
these consumer-grade wearables remains a challenge. Medical wearable system and environment characteristics leave
them open to attacker-oriented and user-oriented risks. A user-centred approach to the cybersecurity and privacy of
medical wearables could help to take into account user limitations and needs. Therefore, the main research question
this thesis aimed to answer is:

How can user-centred cybersecurity and privacy help the success of consumer-grade wearable use for clinical care
purposes?

The question is answered with the help of the answering of the research subquestions.

7.1 Reflection Research Questions
Research Subquestion 1: What are the cybersecurity and privacy challenges and risks of medical wearables?
Research subquestion 1 was asked to determine the role of users in the cybersecurity and privacy environment of
medical wearables. To this end, first a theoretical background on human-centric cybersecurity was established. Im-
portant concepts of human-centric cybersecurity were set out to guide the user-centred approach of the research. The
literature pointed out the importance of including human limitations and needs, taking into account human factors
as contributing to the risk of non-malicious non-secure behaviour. Moreover, it was found important to consider
actor incentive trade-offs in the cybersecurity and privacy environment. The components mentioned in the literature,
on which human-centric cybersecurity is built, are user, usage, and usability. Behavioural change techniques (e.g.,
Michie et al. (2011)) and system design are more effective if they are adaptive to these components.

Subsequently, a human-centric risk assessment regarding the cybersecurity and privacy of medical wearables was
performed. To this end, the challenges and vulnerabilities of the technology were examined. Many studies pointed
out vulnerabilities in the system that arise due to device constraints of medical wearables. Computational power,
memory, and battery life, all affect the level of security in the system. Unsecured network connections, insufficient
encryption, and weak authentication methods are the results. Another leading concept in literature that was found to
bring about vulnerabilities is the large amount of data that needs to be processed in the environment. Especially in
the healthcare sector, the organisational, and technical infrastructure is not suitable/prepared for the amount of data
collected by consumer-grade wearables. Database linkages with other medical databases allow for more sensitive data
in the system. The fact that medical wearables are remote and highly mobile brings about an increased importance
of human factors in the system. The sheer amount of heterogeneous devices and SaMD entering the market is
another important challenge of medical wearables. A lack of appropriate standards means that devices and SaMD
have different security and privacy measures, adding to the human factors of users. There are many connections in
the system with differing levels of security and privacy, leading to a large attack surface.
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Attacker-oriented risks are often linked to the vulnerabilities brought about by the device constraints of medical wear-
ables. Prominent attacks in consumer-grade wearables such as MITM, eavesdropping, replay, and buffer overflow,
all make use of vulnerabilities such as unsecured WPANs. However, they also target the human factors vulnerabil-
ity by using social engineering attacks. They use phishing, spoofing, and tailgating to install malware or to gain
access to confidential information, identify individuals, and ask for ransoms. The impact of when these attacks are
successful is detrimental to the system due to the clinical care functionality of medical wearables. Wrong diagnoses
and treatment from faulty data can have an enormous impact on consumers and the healthcare sector (e.g., regula-
tory fines and reputational damage). Identity theft and loss of privacy can cause anxiety and loss of trust in end-users.

The user-oriented risks found in the literature on consumer-grade wearables include both intentional and unintentional
non-malicious non-secure behaviour. Previous research pointed out the presence of privacy calculus in the end-user’s
adoption intention of consumer-grade wearables. Also, lack of knowledge and awareness were found to be prominent
causes of non-malicious non-secure behaviour. Various examples of non-malicious non-secure behaviours were found
such as leaving default privacy settings, using weak passwords or exhibiting bad password management, and sharing
sensitive information on social media.

With the answering of research subquestion 1, the important role of users in the cybersecurity and privacy environ-
ment of medical wearables was confirmed and explored. The user-oriented risks affect the impact and probability of
attacker-oriented risks or have a direct impact themselves. A cybersecurity and privacy system that is designed to
lower user-oriented risks is of vital importance.

Research Subquestion 2: How do users’ privacy and cybersecurity concerns influence their intention to
adopt consumer-grade wearables for clinical care purposes?
The research now shifted its focus to examining the needs and limitations of users in their involvement with the
cybersecurity and privacy system. Needs were determined to be best represented by the concerns about the impact
side of the attacker-oriented risks. Users have certain expectations of the cybersecurity and privacy system based on
their concerns about risks, which affects their adoption intention. Limitations are human factors and corresponding
non-malicious non-secure behaviour by end-users.

To address SQ2, the research aimed to capture the user perception. In this research, the cybersecurity system was
deemed a supporting system to the privacy system, with which users directly interact. Furthermore, the literature
review of chapter 2 showed significant relationships between cybersecurity and privacy concerns about risks and non-
malicious non-secure behaviour by users of consumer-grade wearables. Because of the presence of a privacy paradox
in the user involvement with consumer-grade wearables, it was determined user limitations could not reliably be de-
termined directly with research into the user perception. The user limitations were determined to be best represented
by a lack of differences in the user needs of the system due to the clinical care functionality (the main cause of the
impact of the risks in the system).

In chapter 3, hypotheses about the cybersecurity and privacy perception of potential end-users regarding medical
wearables were formulated based on past research into consumer-grade wearables. Previous research found that
cybersecurity and privacy concerns were significant negative factors for the adoption intention of consumer-grade
wearable end-users. Trust in providers was found to be negatively related to privacy concerns in consumer-grade
wearables while being negatively affected by security concerns. Positive adoption factors, as established by UTAUT,
were found to trade off with privacy concerns in the adoption intention of end-users, while positively affecting trust
in providers. The clinical care functionality was found to have a strengthening effect on the negative relationship
between privacy concern and adoption intention and weaken the positive relationship between the adoption factors
and adoption intention. The hypotheses were used to construct a conceptual research model which was analysed
with the help of survey research. A questionnaire was set out with potential adult end-users of medical wearables in
the Netherlands. In this way, the end-user perception of the cybersecurity and privacy risks was captured.

To analyse the survey research, a two-step PLS-SEM model was used in combination with IPMA, MGA and cluster
analysis. The response of users to the clinical care functionality in medical wearables was established by asking
out the questionnaire once for consumer-grade wearables with clinical care functionality and once for those without
this functionality. An overview of the accepted and rejected hypotheses in this research can be seen in table 20 below.
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Number Hypothesis Result
1a Adoption Factors (AF) will have a direct positive effect on Behavioural Intention (BI) Confirmed
1b Adoption Factors (AF) will have a direct positive effect on Trust (TR) Confirmed
2a Privacy Concern (PC) will have a direct negative relationship with Trust (TR) Rejected
2b Privacy Concern (PC) will have a direct negative effect on Behavioural Intention (BI) Confirmed
3a Security Concern (SC) will have a direct positive effect on Privacy Concern (PC) Confirmed
3b Security Concern (SC) will have a direct negative effect on Trust (TR) Confirmed

4a Clinical care functionality will have a significant positive effect on the negative
relationship between Privacy Concern (PC) and Behavioural Intention (BI) Rejected

4b Clinical care functionality will have a significant negative effect on the positive
relationship between Adoption Factors (AF) and Behavioural Intention (BI) Rejected

Table 20: Survey research findings medical wearables

The findings confirmed the existence of an extended privacy calculus in the perception of potential end-users of
medical wearables. Cluster analysis showed that most people in the sample are privacy pragmatists, which further
emphasises the importance of the significance of the trade-off with positive adoption factors. The importance of
positive adoption factors for the adoption intention was shown to be mostly due to social influence by people who
are important to the respondents. The most defining concept of privacy concern for end-users was found to be data
collection and control, which are thus important user needs in the privacy system. The most important contribution
of cybersecurity concern to privacy concern was found to be the data integrity concern of end-users, which thus called
for its consideration as a user need in the cybersecurity system. No significant differences in the factors affecting
adoption intention based on clinical care functionality were found. This was a problematic result in the face of the user
limitations and thus non-malicious non-secure behaviour of end-users. The MGA showed no significant differences
between the predefined user segments for the relationships of the medical wearable adoption intention nor for the
clinical care functionality. This meant that there were no differences in user needs for medical wearables based on
the predefined user segments. A second cluster analysis showed that there were differences in terms of security and
privacy concern for three clusters in the data, which were linked to potential end-users who are experienced in the
use of consumer-grade wearables. These were not affected by clinical care functionality.

Research Subquestion 3: What are user-centred cybersecurity and privacy recommendations for medical
wearable providers to be able to capitalise on clinical care functionality
This research question was answered to establish how the consideration of user needs and limitations would influence
the cybersecurity and privacy system. Thus, the research now shifted its focus to providing recommendations for
medical wearable providers to steer the design of the cybersecurity and privacy system and its environment. Sub-
question 3 was answered by combining the information attained from the literature review with the results of the
survey research. Guidelines for medical wearable providers were formed with the help of the human-centric cyberse-
curity components of user, usage, and usability and the end-user needs and limitations. The recommendations were
elaborated on by considering the established challenges and risks in the medical wearable environment.

The establishment of the user component was guided by the fact that there were different security and privacy con-
cerns of end-user groups which were not affected by clinical care functionality. These end-user groups were found to
represent experienced and inexperienced users of consumer-grade wearables. This indicated that these user groups
exhibit different non-malicious non-secure behaviours. This resulted in the following recommendation for the steering
of the system design:

1. To account for different levels of non-malicious non-secure behaviour of end-users, provide experience-based nudg-
ing and techno-regulation

The usage component was partly guided by the non-significant differences in the relationships of the conceptual
research model based on clinical care functionality. This indicated user limitations and a lack of necessary adjusting
of non-malicious non-secure behaviour when accessing SaMD. The following recommendation regarding this part of
the usage component was formed:

2. To account for non-malicious non-secure behaviour of end-users of medical wearables, differentiate behavioural
change techniques for SaMD and non-SaMD on the wearable
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The usage component was further established by the concept of the user needs regarding the cybersecurity system
and privacy system. The importance of the cybersecurity system for end-users’ adoption intention, calls for func-
tional measures tackling the most important factor of data integrity loss. Edge computing was explored as a possible
functional improvement of the cybersecurity system. The following recommendation was formed for medical wearable
providers:

3. To account for the cybersecurity concern of end-users, focus on functional measures tackling the loss of data
integrity

The fact that privacy concern significantly affects the adoption intention of end-users, leads to the necessity of
technical measures as well as regulation, legislation, and policies regarding the privacy system. Data collection and
control could be enhanced with data-sharing preference options and standardisation of data flow protocols. The
recommendation regarding this final part of the usage component is as follows:

4. To account for the privacy concern of end-users, focus on technical measures and legislation, regulation, and
policies tackling improper data collection and loss of data control

Finally, the importance of social influence by people who are important to the end-user, represents an opportunity to
influence the usability perception of potential end-users. This was deemed useful for the usability component of the
user-centred approach for the cybersecurity and privacy system as well. The system environment could be enhanced
by involving healthcare professionals and enabling social cues by trusted people could enhance the system design.
The following recommendation for the steering by medical wearable providers was formed:

5. To ensure the usability of the cybersecurity and privacy system, design the system and structure the system
environment with social influences in mind

Main Research Question: How can a user-centred cybersecurity and privacy approach help the successful
use of consumer-grade wearables for clinical care purposes?
With the answering of the three research subquestions and the formulation of the recommendations, the user-centred
approach to the cybersecurity and privacy of medical wearables is concluded. The research shifted the focus of
cybersecurity and privacy from a compulsory practice, focused on preventing breaches, where humans are seen as
the ’weakest link’, to an environment which can be a business opportunity. In this new focus, the system provides
usable security and privacy, and human behaviour and perceptions are complementary to the device. By guiding the
design of the cybersecurity and privacy system and its environment based on a combination of end-user needs and
limitations and human-centric cybersecurity components, the system becomes more effective in tackling user-oriented
risks. This in turn helps to substantially reduce attacker-oriented risks of medical wearables.

By reducing the cybersecurity and privacy risks in the environment, the chance and potential impact of breaches
are lowered. Medical wearables face fewer adverse effects on the adoption intention, fewer regulatory fines, a better
reputation, and increased positive word-of-mouth. The overall satisfaction of the end-user with the cybersecurity and
privacy system will increase and the likelihood of the wearable being used to its full capacity is increased, stimulating
sustainable usage. All these aspects help to make the use of consumer-grade wearables for clinical care purposes a
success.

7.2 Theoretical Contributions
This research was able to expand on the knowledge about the cybersecurity and privacy of consumer-grade wearables
that can provide treatment, diagnosis, alleviation, and monitoring functionality. The existing academic literature pre-
sented a knowledge gap in practical research into human-centric cybersecurity regarding system design. The research
in this thesis presents theoretical contributions in the form of a novel way of applying human-centric cybersecurity
to managerial-level system design. A conceptual framework to look into user needs and limitations based on clinical
care functionality and medical wearables was proven to be of theoretical significance. Furthermore, an integration
of theories was presented to establish the user-centred approach. The approach provides a coupling between the
human-centric components of user, usage, and usability with the user needs and limitations. This is then followed
by a coupling between the user-centred approach and the established risks in the cybersecurity and privacy envi-
ronment. Finally, the research presents a paradigm shift in the medical wearable environment, moving away from a
’human-as-a-problem’ perspective.
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7.3 Practical Contributions
The user-centred approach taken in the research helps to tackle cybersecurity and privacy risks due to valid users
(subsequently tackling the risks due to attackers). To do this, the research identifies best practices from the human-
centric cybersecurity field. The research presents guidelines of the user-centred approach to design a cybersecurity
and privacy environment which includes the components of user, usage, and usability. Moreover, the research pro-
vides practical contributions in the form of managerial-level recommendations for medical wearable providers. These
recommendations provide practical strategies for medical wearable providers to steer the cybersecurity and privacy
system design and system environment to account for user-oriented risks. This makes the cybersecurity and privacy
of medical wearables more effective.

7.4 Management of Technology Relevance
The Master of Science Management of Technology teaches its students how firms can use technology to design
and develop products and services that contribute to improving outcomes, such as consumer satisfaction, corporate
productivity, profitability, and competitiveness. This thesis shows the understanding of technology as a corporate
resource. The thesis helps the success of medical wearables by providing a user-centred approach to the cybersecurity
and privacy environment, which makes it more equipped for the substantial impact of user-oriented risks on the
environment. Herewith, the research helps consumer adoption intention, as well as the competitiveness of medical
wearable providers. This thesis contains multiple research approaches (literature review and survey research) in a
technological context. The research looks into the product development management of medical wearable technology
by considering cybersecurity and privacy system design. The research uses several techniques to analyse the problem
of cybersecurity and privacy risks regarding medical wearables. The research is multidisciplinary as it combines the
field of cybersecurity and that of human behaviour. It considers multiple perspectives and trade-offs in the environ-
ment analysis and adds to responsible research, taking into account user needs.

The curriculum of the master’s included several courses which were crucial to the development of this thesis. For
instance, the course MOT1452 Inter- and Intra-Organisational Decision-Making tackled the concept of ’wicked prob-
lems’. Wicked problems are characterised by having no straightforward answer or a ’best’ solution. These problems
are multi-stakeholder problems with conflicting agendas and fading boundaries of disciplines and organisations. This
course taught students to look at different perspectives of a problem and consider trade-offs in decision-making
processes. The notions of this course were important for the research regarding the consideration of the system and
the environment characteristics of medical wearables.

In the specialisation track of Cybersecurity, the importance of considering user limitations and needs in cybersecurity
was covered in the course TPM025A User-Centred Security. The importance of taking into account user tasks and
responsibilities of all stakeholders involved (e.g., managers, cybersecurity officers, and developers) to keep a secure
environment was discussed. It is important to consider human factors and incentives for secure behaviour for the
designing of cybersecurity measures. Moreover, stakeholder inter-dependencies and trade-offs need to be taken into
account for a good overview of the different cybersecurity challenges that users experience. The notions of user-
centred approach to cybersecurity and privacy discussed in this course, are central to the thesis.

7.5 Limitations & Ethical Considerations
The results of the research should be interpreted and applied with caution due to limitations in the research. The
literature review poses some limitations. In the scope of the thesis, there was only a focus on the negative implications
of non-malicious non-secure behaviour. For a more complete overview of the user-centred cybersecurity and privacy
environment, it is important to examine the positive side of human behaviour as well. In addition, the research relies
on existing research in consumer-grade wearable behaviours and usability perception. This was done on account of
the scope and time frame of the research. Additionally, as stated in the literature review, only the contribution of the
end-user (consumer) perception is considered in the user-oriented risk. In reality, as the data of the medical wearable is
stored within clouds and databases in a large, connected environment, the perceptions of all stakeholders are relevant.

Furthermore, the quantitative survey research approach poses various limitations. The sampling method of conve-
nience sampling presents limitations for generalisation, as the sample is not a true depiction of Dutch society. The
cross-sectional approach of the research provides a picture of the potential end-user perception and lacks the changing
perception of users over time. The survey research focuses its concept on the extended privacy calculus, however, the
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concern of respondents is only examined with the use of impact statements regarding risks. However, the perception
of potential end-users on the probability of these risks is also a contributing factor to concerns. Moreover, the choice
for an adaptive version of the general privacy and security concern scales, IUIPC and CIA, was mainly used to establish
good reliability and validity. However, more specific concern statements could have helped the insights of the study.
This was also discussed in the expert review brainstorm session (appendix D). Several choices were made regarding
the construction of the conceptual research model. The direct relations between Trust and Behavioural Intention
as well as Security Concern and Behavioural Intention, were looked into. These relations were often mentioned in
related literature sources, and although not part of the original conceptual research model, sparked interest for an
exploratory look. These relations were found to decrease the predictive capability of the model and added no further
explained variance to the relevant endogenous constructs.

Several respondents of the quantitative survey research provided feedback on the questionnaire. Respondents ex-
pressed that it was hard to grasp the concept of two different studies (with and without clinical care functionality)
being performed simultaneously. This could have had a significant effect on the results of the research. In addition,
the questionnaire was found to be long and repetitive, which means the alertness and consideration of the responses
at the end of the questionnaire could have gone down. Even after pre-testing the survey, some statements were up for
interpretation, although this was expected from the theories in the formation of the items. The data analysis of the
questionnaire, in addition, showed some problematic areas. Even though the Fornell-Larcker criterion was met, the
decision to combine the constructs of Control and Collection, as well as the dropping of a confidentiality concern item,
was made to satisfy the suggested HTMT criterion. This causes further analyses to lose depth in the perception of
cybersecurity and privacy concerns. However, this does give insight into the perception of potential end-users and the
trouble they have to distinguish cybersecurity and privacy concepts. This was also expected from the pre-testing. The
inclusion of more indicators per construct would have helped the reliability and validity of the results and allowed for
a stronger structural model after measurement model assessment. For instance, Security Concern hereby effectively
became a three-indicator first-order construct, instead of the desired second-order construct.

In the data analysis, the 70-years or older group in the sample was not large enough to perform MGA on. This
analysis would have been very informative in examining the privacy calculus differences between younger and older
respondents. Moreover, this group is crucial in reaping the societal benefits of consumer-grade wearables for clinical
care. This group is the most dependent on the Dutch healthcare sector and thus could benefit the most from remote
monitoring. Simultaneously, the group contributes the most to the sustainability issues of the sector. Cybersecurity
and privacy incentives for medical wearables based on this user group could have been a substantial contribution to
the success of the use of consumer-grade wearables for clinical care.

When applying behaviour change techniques in technologies based on user segments and other types of segmentation
for personalising purposes, medical wearable providers need to consider the ethical dimension. Several studies ques-
tion the privacy of users when collecting these types of personal data for behavioural change techniques. Moreover,
basing behavioural change techniques on psychometric user segments (e.g., experience and gender) might be inferior
to actual behaviour segments (Qua et al., 2022). The final recommendation of using social influence to increase the
usability perception of end-users also brings about some ethical considerations. Healthcare institutions may not be
entirely unbiased in the field of privacy, as they have partnerships with insurance companies, which benefit from the
lack of privacy of patients.

7.6 Future Research
The research presents opportunities for future research. Mainly, research could inform the user-centred cybersecu-
rity and privacy environment by specifically examining the types of non-malicious non-secure security and privacy
behaviour displayed by potential end-users and associated human factors. This could give more insight into which
type of risky behaviour needs to be tackled and how. The research could be expanded by performing qualitative
research (e.g., interviews) on the results, to examine the underlying reasons for privacy concerns and to gain more
knowledge on actual trade-offs and decision-making justifications of individuals. A suggestion from the expert review
of this research included using focus groups, giving groups different scenarios and cybersecurity and privacy choices
while capturing responses. A longitudinal study can add to the changing perspective after recommendations have
been implemented. This way, the research could look into more precise types of behavioural change techniques which
can work for the different dimensions of user, usage, and usability. Further research is necessary to understand the
feasibility and effectiveness of the recommendations and the stance of healthcare institutions (their user adoption).
Longitudinal studies could also help to research the actual adoption intention of end-users.
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Additionally, several results were found which did not match the corresponding hypotheses or were beyond the scope
of the research. Although possible explanations were provided from existing literature, these findings could benefit
from further research. Qualitative research could be used to gain insight into why respondents did not significantly
change their privacy concern’ effect on adoption intention. More information could be gathered on the lack of effect
of trust in medical wearable providers on privacy concerns (and adoption intention). Future research could also be
done in different countries to examine the effect of the demographic culture of the sample on the results, adding
another dimension to user segments.

The research can further be expanded by building on the identified limitations, as set out in the previous section.
Performing research on the privacy calculus of 70-year-old and older respondents can help gain an overview of the
user perception of this very important group for the Dutch healthcare system. Research could be done on the barriers,
cybersecurity concerns and non-malicious non-secure behaviour of healthcare professionals. The research could benefit
from quantitative research with more items dedicated to cybersecurity and privacy concerns of potential end-users.
Future research could also focus on the lack of distinction in the perception of users on privacy and cybersecurity
definitions.
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A
Technology Adoption Models

Author(s) Model Elements/Contributions Pertinence

(Ajzen & Fishbein, 1980) TRA

An individual’s behaviour can be predicted
by evaluating the individual’s ‘behavioural
intention’ to perform the specified behaviour.
This behavioural intention is in turn
determined by the constructs of Attitude and
Subjective Norm.

It is designed to explain virtually
any human behaviour, however,
stays quite general because of this.

(Ajzen, 1985) TPB

An individual’s behaviour can be predicted
by evaluating the individual’s ‘behavioural
intention’ to perform the specified behaviour.
This is influenced by subjective norms, attitude
and perceived behavioural control.

It helps understanding of
individual acceptance and usage of
many different technologies, but
suggests that the behaviours are
already planned.

(Davis, 1989) TAM

Perceived usefulness and perceived ease of
use are added in favour of the concepts of
subjective norms and attitude of previous
models (TPM, TPB).

It doesn’t include subjective
norms, nor does it look at
integration, flexibility, completeness
of information, and information
currency. Most importantly, it
does not include expectations.

(Taylor & Todd, 1995)
C-
TAM-
TPB

Combines the fields of IT and social
psychological technology acceptance. It
includes factors of both TAM and TPB.

The factor of behaviour planning
is not stated. It still doesn’t pay
attention to fear or threat
concerning use.

(Deci & Ryan, 1985) MM
Has applications on motivational studies,
learning, and healthcare. Includes perceived
enjoyment.

It lacks a thorough representation
of adoption factors relevant to
technology usage.

(Triandis, 1979) MPCU

It is suitable to predict individual acceptance
of many technologies. It is successful in
understanding and explaining the usage
behaviour with a voluntary causative.

It is quite complex and
does not have a history of being
linked with extended privacy
calculus.

(Bandura, 1986) SCT
It considers the interactive nature between
behaviour, personal and environmental
factors.

Hard to navigate in a
cross-sectional study. No connection
in literature with the extended
privacy calculus.

(Moore & Benbasat, 1991) IDT
It has the ability to study any kind of
innovations. It explains and predicts
the rates of the adoption factors of innovation.

It is general. It does not indicate
how the attitude impacts the
accepting or rejecting the decisions,
or how innovation factors affect
decisions.

(Venkatesh et al., 2003) UTAUT

This theory is considered as the combination
of earlier theories such as TRA, TAM,
MM, TPB, and IDT. It considers the factors
of performance expectancy, effort expectancy
facilitating conditions and social influence.

It is used in research of healthcare
technologies. It has been linked to
the extended privacy calculus.

Table 21: Research models technology acceptance
Adapted from (Momani, 2020)
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B
Questionnaire

B.1 Introduction
This study is done by PS as part of the master program of MSc Management of Technology of the Technical 
University of Delft. The study focuses on the cybersecurity and privacy perception on the use of consumer-grade 
wearables for clinical care purposes.

A wearable is a device that can be worn on the body which, by online connection, collects physiological data. There 
are all kinds of wearables such as smartwatches (e.g. Apple Watch), activity trackers (e.g. Fitbit) and even smart 
hearing aids. A new development in the healthcare sector is the use of data collected by wearables (e.g., heart rate, 
sleep pattern, and calorie usage) for remote monitoring, diagnosis and treatment of disease. In this case, the wearable 
has clinical care functionality.

The questionnaire consists of 42 statements and lasts approximately 7 minutes. It is important to note your opinion 
on the statements spontaneously. The questionnaire differentiates b e tween t he u s e o f  a  w earable w i th a nd without 
clinical care functionality. You can partake in the questionnaire regardless of whether you own a wearable or not and 
is anonymous. The results will contribute to cybersecurity and privacy incentives for medical wearable providers. The 
anonymous answers will be made available in the public data repository of the TU Delft as supporting material. Your 
participation is entirely voluntarily. You can quit the questionnaire at any moment and will not be participating in 
the study. As the questionnaire is anonymous, it is not possible to change/retract answers after completion.
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B.2 Questionnaire Items

Construct Label Item Adapted from
Behavioural
Intention

BI1 I would use a wearable in the future / already use one (Jernejcic, 2021)
BI2 In the case of a positive experience, I would recommend

the use of a wearable to people who are important to me

Trust TR1 I think providers of wearables are trustworthy (Enaizan et al., 2020)
TR2 I think providers of wearables have consumers’ best

interest at heart

Adoption
Factors

AF1 The use of a wearable can help me improve my health

(Jernejcic, 2021)AF2 It would be easy for me to become skillful in using a
wearable

AF3 When I have troubles with a wearable, help is available
to me

AF4 I would use a wearable if this is recommended by people
who are important to me

AF5 I would use a wearable if it sold by a company I am
familiar with

Confidentiality CO1 I am worried that data collected by a wearable can be
accessed by unauthorized parties (Alhalafi & Veeraraghavan, 2023)

CO2 I am worried that data collected by a wearable will be
sold

Integrity IN1 I am worried that data collected by a wearable will be
improperly used/handled (Alhalafi & Veeraraghavan, 2023)

IN2 If data collected by a wearable is not accurate, this is a
serious problem

Availability AV1 If data of a wearable is temporarily unavailable, this is a
serious problem (Enaizan et al., 2020)

AV2 The existence of a back-up of the data that a wearable
collects, is important

Collection CL1 I am worried that wearables would collect too much
information from me (Enaizan et al., 2020)

CL2 I would not hesitate to provide personal information to a
wearable

Control CN1 If it is possible, I would change the default privacy
settings of a wearable (Enaizan et al., 2020)

CN2 I am worried that I do not have control over the way
wearables collect, handle and storedata

Awareness AW1 I find it important to know what happens to the data
that a wearable collects (Enaizan et al., 2020)

AW2 I find it important that providers of wearables have a
transparent and clear privacy statement

Table 22: Questionnaire items structural model
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C
Data Analysis

C.1 Measurement Model

Construct Item FL CR AVE
Behavioural BI1 .811 .817 .691
Intention BI2 .852
Trust TR1 .925 .905 .826

TR2 .0892
Confidentiality CO1 .923 .922 .855

CO2 .927
Integrity IN1 .996 .577 .509

IN2 .161
Availability AV1 .975 .693 .565

AV2 .425
Collection CL1 .899 .811 .684

CL2 .748
Control CN1 .794 .829 .709

CN2 .888
Awareness AW1 .918 .876 .780

AW2 .847

(a) Model 1

Construct Item FL CR AVE
Behavioural BI1 .814 .853 .744
Intention BI2 .908
Trust TR1 .925 .820 .696

TR2 .785
Confidentiality CO1 .877 .884 .792

CO2 .903
Integrity IN1 .993 .600 .515

IN2 .214
Availability AV1 .925 .760 .622

AV2 .622
Collection CL1 .857 .827 .706

CL2 .823
Control CN1 .836 .875 .778

CN2 .926
Awareness AW1 .901 .841 .726

AW2 .800

(b) Model 2 (CF)

Table 23: Original reliability and validity measurement model
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C.2 Cluster Analyses

C.2.1 Westin Privacy Positions

Cluster 1 Cluster 2 Cluster 3
Number of respondents 42 45 68
AW1-s1 5 3 4
AW2-s1 5 4 5
AW1-s2 5 3 5
AW2-s2 5 4 5
CL1-s1 4 3 4
CL2-s1 4 3 4
CL1-s2 4 2 3
CL2-s3 4 3 4
CN1-s1 4 3 4
CN2-s1 4 2 3
CN1-s2 4 3 4
CN2-s2 4 2 4
AF1-s1 3 3 3
AF4-s1 2 3 4
AF5-s1 3 3 4
AF1-s2 3 4 4
AF4-s2 3 3 4
AF5-s2 3 3 4

Table 24: Final clusters of Privacy Concern and Adoption Factors

C.2.2 Combined Security & Privacy Concerns

Cluster 1 Cluster 2 Cluster 3
Number of respondents 22 59 74
AW1-s1 3 4 5
AW2-s1 4 4 5
AW1-s2 3 4 5
AW2-s2 4 5 5
CL1-s1 2 3 4
CL2-s1 3 4 4
CL1-s2 2 3 4
CL2-s3 3 3 4
CN1-s1 3 4 4
CN2-s1 2 3 4
CN1-s2 3 4 4
CN2-s2 2 3 4
CO1-s1 2 3 4
CO1-s2 2 3 4
IN1-s2 2 3 4
IN1-s2 2 3 4
AV1-s1 2 3 3
AV1-s2 2 3 3

Table 25: Final clusters of Privacy Concern and Security Concern
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C.3 IPMA

C.3.1 Contruct Level

BI PC
Total effect Performance Total effect Performance

AF 0.649 58.974 -0.008 58.974
SC -0.104 65.537 0.767 65.537
TR 0.004 46.974 -0.031 46.974
PC -0.136 66.769

Table 26: Construct-level IPMA Study 1

BI PC
Total effect Performance Total effect Performance

AF 0.720 63.148 -0.011 63.148
SC -0.097 63.351 0.795 63.351
TR 0.007 49.316 -0.055 49.316
PC -0.123 69.213

Table 27: Construct-level IPMA of Study 2

C.3.2 Indicator Level

BI PC
Total effect Performance Total effect Performance

AV1 0.008 42.258 -0.060 42.258
CO1 -0.036 76.664 0.267 65.645
IN1 -0.075 63.065 0.554 63.065
AF1 0.167 59.194 -0.002 59.194
AF4 0.213 57.742 -0.003 57.742
AF5 0.514 59.355 -0.006 59.355
TR1 0.003 46.129 -0.019 46.129
TR2 0.002 48.065 -0.015 48.065
C -0.086 59.662
AW -0.062 76.664

Table 28: Indicator-level IPMA Study 2

BI PC
Total effect Performance Total effect Performance

AV1 -0.001 49.516 0.010 49.516
CO1 -0.026 62.419 0.212 62.419
IN1 -0.078 63.871 0.640 63.871
AF1 0.223 69.677 -0.003 69.677
AF4 0.404 62.258 -0.006 62.258
AF5 0.325 58.710 -0.005 58.710
TR1 0.005 48.548 -0.037 48.548
TR2 0.003 50.323 -0.028 50.323
C -0.082 62.930
AW -0.053 78.810

Table 29: Indicator-level IPMA Study 2
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D
Summary Expert Review

The expert review was performed to review the data analysis and subsequent interpretations of the results of the
survey research. It was conducted in the form of a brainstorming session, with two Technology, Policy and Manage-
ment faculty employees; PhD candidate Kathleen Guan and postdoc Wirawan Agahari. They have experience with
the topic and research methodology of the survey research. Kathleen Guan has experience in the field of holistic
integration of biopsychosocial factors in adaptive and personalised digital intervention designs. She researches how to
promote health behaviour change in youth and across the lifespan. She also has experience in consulting on patient
experience research for early-stage start-ups across a range of technologies, including telemedicine and mobile appli-
cations. Wirawan Agahari has experience in the field of privacy-enhancing technologies. His PhD research looked into
multi-party computing (MPC) as a privacy-enhancing technology and its effect on data-sharing practices. Moreover,
he has experience with research in cryptography, data science, and telecommunication technologies.

The review resulted in important insights on the data analysis. The choices made in the measurement model assess-
ment of the two studies were discussed. Also, the considerations of the different relations between the constructs
of the conceptual research model were discussed. During the brainstorming session, it was noted that the decisions
regarding the relationships between the constructs should be clear from the thesis and that different considerations
should be included in the text. A suggestion to use the predictive capability and the explained variance to differentiate
between models was supported during the brainstorming session. Certain insignificant relationships, such as the one
between Trust and Behavioural Intention, were ultimately presented in this way.

Subsequently, the interpretations of the survey research findings and possible justifications were discussed. The
participants were also asked for their take on the findings and if there were similarities with their (past) research.
One of the most pertinent contributions of the brainstorming session was that of suggestions for possible analysis
extensions. The most relevant extension was to perform cluster analysis. It was considered an addition to the already
performed Multigroup Analysis, by looking for direct links between established clusters and pre-defined user groups
with linear regression. This could then be used for the different privacy positions of Westin, which could give more
insight into the needs of users for the privacy system. Moreover, the different levels of security and privacy concerns
within the sample could be looked into. The significance of these clusters could be increased by considering both the
items of Study 1 and 2. It was also suggested to further look into the relationship between cybersecurity and privacy
concerns in potential end-users’ perception. The privacy-personalisation paradox was noted to possibly be relevant
to behavioural change technique interventions.

For future studies, it was suggested that focus groups could help to extend the research. Each group could be pre-
sented with cybersecurity and privacy scenarios and different behaviours and choices could be captured. This would
allow for both quantitative and qualitative research on the matter including a more reliable look at user limitations.
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