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Attack Detection Through Time Fingerprinting: A Stochastic
Event-Triggered Control Approach

Ivo van Straalen, Alexander J. Gallo, Riccardo M. G. Ferrari and Manuel Mazo Jr.

Abstract— We propose a novel cyber-attack detection scheme
for control schemes regulated via Stochastic Event-Triggered
Control, to detect packets that are maliciously injected by an
adversary. The diagnosis scheme relies on assessing whether
the arrival time of the information packets received from
the controller are compatible with the nominal probability
distribution of triggering, or whether they are anomalous. To
contrast the threat of an eavesdropping adversary capable
of estimating the nominal triggering distribution, we propose
a switching scheme, whereby the probability of triggering is
drawn among a set of stochastic triggering mechanisms, which
is such that the reconstruction of the communication pattern by
an eavesdropper becomes computationally infeasible. We design
the set of stochastic triggering mechanisms via the solution
of an optimization problem, which embeds an explicit trade-
off between the properties of the nominal Stochastic Event-
Triggered Controller and the detection scheme. The results are
illustrated through a numerical example.

I. INTRODUCTION

Cyber-Physical Systems (CPS) are a class of system which
lie at the intersection between physical processes and digital
components designed to interact with them, e.g. for control
purposes. While integration of these systems over large net-
works has increased their utility, an unintended consequence
of including communication networks in control systems
has been their exposure to malicious agents capable of
leveraging disruptive attacks. Indeed, a number of cyber-
attacks against industrial systems have been made public
over the last decades, e.g., Stuxnet, Industroyer, Blackenergy,
among others [1].

Growing awareness of the problem has led to the de-
velopment of secure control schemes, where cyber-attacks
are countered in a number of different ways, such as de-
tection schemes [2], [3], or encrypted control [4]. Passive
methods, relying on system input-output data and model
knowledge [5], are not robust to attacks that exhibit similar
behavior to the plant dynamics, such as replay, zero dynam-
ics, or covert attacks [6]. Hence, a multitude of active diag-
nosis methods have been proposed that deliberately alter the
closed-loop behavior, such as multiplicative watermarking
filters [7] or moving target defense strategies [8].
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In this paper, we focus on CPSs that are regulated via an
Event-Triggered Control (ETC) scheme. Such schemes have
seen abundant usage, due to their characteristics of reducing
the communication rate necessary for control, while limiting
performance loss when compared to periodic sampling [9],
[10]. In the context of secure control, ETC presents a source
of information that can be exploited to detect malicious
data injection, which remains largely untapped in the secure
control community: the arrival time of information at the
controller. A few works have been recently published investi-
gating this direction: in [11] it has been shown that including
ETC within the control system can result in conditions for
undetectability of replay attacks that are harder to satisfy for
an adversary; in [12], a probabilistic Self-Triggered Control
(STC) scheme is proposed to detect replay attacks, relying on
early triggers to induce discrepancies between the statistics
of the outputs and their replayed values.

We propose an alternative approach, which leverages the
information that is contained in the timing of ETC schemes
directly. More precisely, we use the arrival time of new
measurements to determine whether a packet is malicious. As
such we treat the statistics of trigger instants as a fingerprint.
For this purpose, we propose the use of Stochastic Event-
Triggered Control (S-ETC) [13], for which the statistics
of the triggering times can be determined explicitly [14].
Furthermore, by switching between several of these schemes,
we prevent an eavesdropper from reconstructing the statistics
of the communication patterns. By using time as another di-
mension for detection, we reveal attacks that would otherwise
remain stealthy such as replay or covert attacks [5].

Our contributions are summarized as follows:

a. an attack detection method is proposed that relies solely
on the arrival time of measurements for the detection
of a wide range of attacks, including replay attacks and
False Data Injection (FDI), by utilizing S-ETC;

b. theoretical conditions are given that guarantee confi-
dentiality of the switching triggering policy against
eavesdropping adversaries;

c. the switching triggering policy is determined via a
multi-objective optimization problem is formulated, ca-
pable of trading off nominal system performance against
false negative rate.

Notation

Let R,R4,N,Z>( denote the set of real, positive real,
natural, and non-negative integer numbers. The notation A >
0 indicates that some symmetric matrix A € R"*" is positive
definite. For any matrix A, denote by A™ its Moore-Penrose
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Fig. 1: Schematic of the considered CPS.

inverse, and define ||z||% = 2" Az. The notation [a < b] is
used to denote [a < b = 1if a < band [a < b] =0
otherwise. The symbols U(X), N (p, %), Exp(\) denote,
respectively: the uniform distribution over the set X; the
normal distribution with mean p and variance 3J; and the
exponential distribution with rate parameter A > 0.

II. PRELIMINARIES AND PROBLEM SETUP
A. System description

We consider the discrete-time CPS shown in Figure 1.
The plant P is regulated by controller C over a network
compromised by an attacker .A. The plant is equipped with
an Event-Triggering Mechanism (ETM). The controller is co-
located with a detector D which aims to detect the presence
of A. The plant is modeled by the following dynamics:

(D

where x;, € R™ is the state, ux € R™ are control actions
and wy € R™ are disturbances modeled by wy, ~ N(0, W),
where W > 0. Furthermore, the pair (A4, B) is controllable.

Trr1 = Axp + Bug + wg,

B. Stochastic Event-Triggered Control
The ETM is defined by the stochastic triggering policy

|

where ;. is the last transmitted value of x available at time
k; the threshold (j, is a random variable; ¢ : R xXR"™ — R is
the so-called triggering function; At; is the i-th Inter-Event
Time (IET), determined by the triggering instants ¢;:

L if @k(xkajk) > gk, or Atl = S’
0 otherwise,

2)

At; =t —t;q, ti=min{t' eN|t >t 1, 5p =1};

and S € Z>¢ is the maximum allowed inter-event time. Un-
less specified otherwise, we consider that k € [t;,¢;41). The
triggering policy (2) and the dynamics (1) then characterize
the time instants when information is transmitted from the
plant to the controller: K = {k € Z>¢ | §; = 1}. These will
be referred to as triggering or arrival times.
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For general ¢, and (i, the statistics of J, and x
are complex or outright intractable to analyze. How-
ever, [13] proposes a ¢j for which the Gaussian nature
of the disturbances wj are preserved in the state. This
allows to determine the probability of triggering in closed
form P [tiJrl —t; = A | (99]'7Cj)j§ti+1] épti (A) and fur-
thermore design the parameters of the ETM (2) to prescribe
these probabilities a priori. In Section III-B we exploit this
property to detect cyber-attacks.

C. Cyber-Attack Modelling and Detection

We assume that a malicious agent with the following
capabilities has compromised the communication network:

Attacker Knowledge: The agent has full knowledge of the
plant and controller and is able to eavesdrop the communi-
cation pattern between P and C. The information available
to the agent at time k is given by:

I £ {A, B, ki, (6:)i<k, (Tick)i<k, S},

where ri : R™ — R™ is the feedback law: uyx = k().
Furthermore, we assume that the adversary has knowledge of
the structure of the ETM (2), as well as the detection scheme
we propose in Section IV. However, we consider the exact
details of the ETM as a secret, i.e. py, (A), vk, Gk ¢ Z2.

Attacker model: The attack is modeled as a FDI on the
communication between P and C. We denote by 7,
[to,20] X [t1,21] x ... the set of time-intervals in which
the adversary is active, where each t;,t; € Z>o. On the
measurement channel, the adversary blocks communication
when active, and injects malicious packets at time instants
Ko C T,. The attacked signals Zj and 4y are given by:

- z, k¢Ta N ur, k¢ T
T = Up =
zia k€ 7Ta, up  keTg,
where t¢ £ max{t' € K, | ' < k}. Generally, these

injection times are described by an (unknown) distribution:

Pt} =ty = A[ L] (A).

=Py
In order to attain maximum damage, an adversary tries to
remain undetected for as long as possible. Hence, they try
to define pf, (A) to match p;, (A) as closely as possible.

Remark 1. In this work, we are interested in attack detection
based solely on arrival times. Potential synergy with a
residual-based detection scheme is left as future work.

The discussed attack model covers a wide range of at-
tack types, such as covert attacks, replay attacks and FDI
attacks [6]. Here, we make a quick note on describing replay
attacks as a means to motivate our approach.

Example (Replay Attacks). Starting from t{, the adversary
observes N, € N transmissions T, :={tf,... .ty 1}
inter-event times AT, := {Aty, ..., Aty |} and measure-
ments X, :={x’ | j € T..}. For simplicity, T, = [I}s,0),
where Ty is the start of the attack. The injection times are:

’Ca = {t;‘l | tg = TS7 t?+1 = t? +At;mod N> .] € Z}v
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with probability distribution Pl (A) =30(A = At} pu N, )-
The injected measurements are given by 17?? = T yod N,»
which follow the same statistics as nominal measurements.

D. Problem formulation

The objective of this paper is to define a detection strategy
capable of detecting the presence of maliciously injected data
based solely on the arrival times.

Problem 1. Given the system (1), and the attack strategy in
Section II-C, define an ETM (2) and detection scheme that
allows to determine whether k € IC,, for all k € K U K,,
based on py;(A), k € [ti,tit1).

For a measurement arriving at k € [t;,¢;,11), a detection
scheme using p;, (A) can be designed as:

{HOa pti(A) Z ,

3)

Di(4) Hq. otherwise,

where hypotheses H, H; denote that the received measure-
ment is genuine or, respectively, maliciously injected. The
threshold 7 is a design parameter that defines how unlikely
a given IET must be, before triggering an alarm.

If the information Zy, is sufficient for an adversary to
predict for which A : p; (A) > ), then our detection
scheme will fail to detect their presence. As such we pose the
following intermediary problem, that aims at counteracting
an eavesdropping adversary.

Problem 2. Design the ETM (2) such that the information
1y is not informative for predicting a genuine IET with a
given significance N < 1:

P[A* € {A[py,(A) =0} [ T] < N, VA" < S, i€ Z
III. A SWITCHING TRIGGERING POLICY

Problem 2 poses a strong constraint on the ETM (2).
Hence, first we address these constraints and derive sufficient
conditions that will be used in the solution of Problem 1.

A. Cryptographically Secure Triggering

In this work, the triggering probability is parametrized
by a time-varying parameter f, taken from a constant set
of parameters O, |©| = Ny:

The parameter 6,, is considered secret. Hence the trigger-
ing probability observed on the communication link is

PAL; = A | Z] = > P[At; = A | 6, )P[0, = 9]. (5)
VEO

To prevent an eavesdropper from reconstructing the condi-

tional triggering probability, the distribution of At; induced

by the sequence (6, );cn should be hard to distinguish

from uniform randomness. Specifically, we use the notion of

computational indistinguishability to quantify this objective.

Definition 1 (Negligible Function [15]). A function
i N = Rxq is negligible if for every positive polynomial

p(+), AN > 0 such that Vn > N, u(n) < ﬁ
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Definition 2 (Computational Indistinguishability [15]). Tivo
ensembles of random variables X (X bnen, Y 2
{Y,. }nen are computationally indistinguishable, denoted by
X =Y, if for every Probabilistic Polynomial Time (PPT)
algorithm A there is a negligible function p(n) such that:

IPLA(X,) = 1] = P[A(Y,) = 1]| < p(n).

Lemma 1. Consider a switching probability mass func-
tion (4), satisfying the following two conditions:

(a) The distribution of the parameter 0y, is computationally
indistinguishable from the uniform distribution:

0, ~U(O). (6)

For example, 0,, is generated by a Pseudo-Random
Number Generator (PRNG).
(b) For every IET A, the average probability is uniform:

NLZP[A@-:A\ﬁ]:%,VAe{L...,S}. (7)
9 veo

Then the distribution of IETs (5) is computationally indistin-
guishable from a uniform distribution: 7; ~ U([1, S)).

Proof. The proof follows from contradiction. Firstly, note
that condition (b) allows the construction of a PPT F;
such that F;(6;,) is identically distributed to 7; and
Fi(U(©)) = U([1,S5]). Namely, F;() outputs A with
probability P[A¢; = A | ¥]. Suppose that 7; is not compu-
tationally indistinguishable from a uniform distribution: this
implies that a PPT algorithm A can be constructed that is
able to distinguish 7; from 7*, for 7* ~ U([1, S]). Then, by
combining A and F;, one can define a PPT A* & A(F;(-))
capable of distinguishing 0;, from 6*, for 6* ~ U(O).
This contradicts condition (a). Hence, 7; is computationally
indistinguishable from the uniform distribution. O

B. Formulation of the Stochastic Event Triggering Mecha-
nism

Lemma 1 poses constraints on the design of the ETM (2).
To satisfy them, we design a switching ETM based on
techniques from [14]. For the sake of simplifying notation,
we define © £ {1,..., Ny}, and abbreviate the probability
mass function in (4) as p% = P[At; = A | 0, = V).

Event-Triggering Mechanism: The ETM is defined by:

|

where the random variable (; ~ Exp(Ag(¢)) is the stochas-
tic threshold. After triggering, the values )\, are reset:
)\k(ﬁ) = )\k,ti(ﬁg), ke {ti +1,...,t + S}, ¥ € © and
As(¥) = oco. The state estimates are calculated recursively:

1 ifd|zr — Zae1l? >
51Tk — Tk 1”2%‘-71 Ck ®

0 otherwise,

Tpip—1 = AZp—1jp—1 + Bug_1,
Tk

. T ifd, =1,
Tklk =3 . .
! Tpk—1 otherwise,

€))
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The state covariances Yy x_1, 2| are given by:

Ykk—1
Skt = Qe (), Saip = (1 — 8) - —E=L (10
klk—1 k—t; (Ok), X = ( k) FSWON (10
where Q,(¢), £ € {1,...,S} are matrices calculated offline:
1
D) =W, Qu1(9) = ———AQAT+W. (11
1( ) f"rl( ) 1+)\£(19) £ + ( )

Lastly, the probability of triggering at time ¢; 4+ j can be
written in closed form as [14]:

n;

(9)
P[dtiﬂ- = 1|5t7:+j*17 e ,51] =1- (1 +A] (’19))7 2 (12)

where n; () = rank(Q;()). The above can be inverted to
compute A;(¥), j € {1,...,S}

9\ ~m >
P\

)\](19) = (pﬁj ) - 17
i1

(13)
where ]3}9 =1- Zzzl pY.
Feedback law: The input is given by:
up = Ky, (14)

such that A,; = (A+ BK) is Schur and K is determined by
minimizing the average quadratic cost with @ > 0, R > 0:

N
J = lim sup % Z E [xTQm + uTRu] ) (15)

N—oc0 =0

which is given by K = —(R+ B'PB)"'!B"PA, where P
is the solution to the discrete-time algebraic Riccati equation
with weighting matrices (Q and R and we note that the
optimal value for K is independent of p%. For fixed p%, the
optimal performance cost (15) is equal to:

S A~
1 _ RO (9)
~(0) = tr(P — Vtp | —— L 16
Jigr(9) = ta( W)+H;pzr<1+Mﬁ) . (16)
where H is the average inter-event time, and

R=KT"(R+ BTPB)K. Optimizing (16) with respect
to pz provides the optimal performance in terms of (15).

Parameter Switching Law: To complete the definition of
the ETM, a switching law for the parameters 6, is designed
that satisfies condition (6):

01 =
Ops1 = { " %

0
1
9 ~U{L,...,Ng}) 6 =1. (17)

In other words, after every trigger generated by (8), the next
parameter is chosen uniformly at random. For our scheme to
function correctly, we make the following assumption:

Assumption 1. The parameter 0y remains synchronized at
the sensors S and detector D, i.e. 05 = 6P.

Remark 2. This assumption can be satisfied, e.g., by using
a PRNG with identical seed at both S and D.

C. Nominal Stability
Lastly, we remark on the nominal closed-loop stability.

Proposition 1. Consider dynamics (1), control law (14),
ETM (8), any choice of pz and switching of 0y, according
to (17). Then the closed-loop system is mean-square stable
under nominal conditions. lL.e. there exist c1,co € Ry and
w € (0,1), such that for any o € R™ and k € N:

E[zjxr] < co + crpaixo. (18)

Proof. The proof follows from [14, Lemma 2] by showing
that there exists a d € R such that trace(Xy;—1) < d. Note
that, for k € [t;,t;11), we have that §; = o). Furthermore,
Eti‘ti = 0,,xn and ;11 —t; < S. Hence, the upper-bound is

d £ sup {tr(Q,;(9) | j € {1,...,S}, ¥ € O},

which exists and is finite, as A;(¢) > 0 and the covari-
ance can only grow to a finite size in finite time. Hence,
trace(Xy|x—1) < d, and by [14, Lemma 2] the closed-loop
system is mean-square stable. O

IV. DETECTION SCHEME
A. Detector Logic
Using p¢, (A) = peA”"', the detector (3) is restated as:

(29
HOv pAtZ Z 7,
Hi.

where A is the IET of the received packet, and 7 is a
threshold to be designed. The threshold 7 establishes a
trade-off between misidentifying valid packets and malicious
packets, i.e., between false-positive and false-negative rates.

Detection of Replay Attacks: Replay attacks utilize
realizations At; of the IET with probability distribution
P[At; = A | 0;]. Detection of these attacks relies on the
de-synchronization between the parameters 6; used during
an attack and used for detection. The attack is detected at
time t if Opa # 0y and P[At; = At | Oy ] <.

j mod N

otherwise,

Ny
B. Detection Rates

Rate of False Positives: A false positive event is that in
which a legitimate triggering instant is misclassified by the
detection scheme as being a maliciously injected signal, i.e.,
D(t; — ti—1,0+,_,) = Ha, for t; € K. The probability of
such an event depends on the definition of p%, and as such
can be computed a priori for a fixed 6;, = ¥ as follows:

S

rpp(0) £ P[D =My | Ho, 9] = Z [pA < ] PA.
A=1

(20)

Rate of False Negatives: Conversely, the rate of false
negatives can be understood as the rate of missed detections,
when a malicious agent injects data in the communica-
tion network, i.e., D(t%_ ; — ¢;-1,6:,_,) = Ho, although
t¢_, € K°. The false negative rate can be computed as:

S
ren(0n,t) 2 P[D =Ho | Ha, 9] = 3 [pa > 0] pi(2).
A=1
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Note that the adversary probability pf (A) is unknown.
Nevertheless, we motivate an appropriate choice for pf. (A)
and the threshold 7 in the next section.

C. Threshold Selection and Optimal Adversary Strategy

To maximize their effect on the control system, an ad-
versary trying to remain hidden will design their probability
p¢ (A) to maximize the false negative rate. However, due to
Lemma 1, they will not be able to directly use pz in their
design. The best strategy they could employ, is to maximize
the expected false negative rate, with unknown pg:

1}, 2n

where p € P {pGRNgXS\V795Zi:1pZ:1/\

VA Y pcoph = 52} is the set of any possible distribution
satisfying (7). If the adversary concludes that all possible
p € P are equally likely, the expected value of the false
negative rate for unknown p% can be expressed as:

S

D ph

A=1

a x O
PA" = argmax Ep [N (p, PA)]
A

A

S

Ep [Prn (P, PA)] pA > 1) dp,

V€O A=

>>\°
:u\@

where A £ fp dp. The second equality holds as each integral
evaluates to the same value c. Thus, any p% such that
Z ‘A—1 P4 = 11is a maximizer for (21). Hence, the adversary
will expect to see the same false negative rate for any p%.
This argument motivates the following assumption, which
allows us to use the false negative rate in the design of pX:

Assumption 2. The defender’s belief on the malicious packet
injection is that each IET occurs with the same probability:
Py (A) =

VA e {l,...,S},Vt; e KUK,.

1
S Y

This suggests a natural choice for the detection threshold:
n é Using this adversary probability, the defender’s
expected false negative rate for a fixed 6;, = ¥ is:

S

E kel

V. OPTIMAL TRIGGERING POLICY

(22)

In principle, the detection function (19) provides a solution
to Problem 1 and 2 for any values for pg such that (7) holds.
However, not all choices provide the same false-positive
and false-negative rates. Hence, we pose the following op-
timization problem, as a trade-off between nominal control
performance and false-negative detection rate:

297

.1 .
I?énmq;{J(ﬁ) +yipNn(9)} (23)
S
d ph =1 e{l,...,Ng} (24)
A=1
No
1 0 _
E;“_S VA e {1,...,5} (25)
rep(¥) < B, V9 € {1,..., Ny} (26)

where 7, 3, Ny > 0 are design parameters and J(¥) is the
nominal quadratic cost (15) for mode ¥. Constraint (25)
ensures condition (7) is met. The posed optimization problem
is non-convex. However, in practice this is not an issue,
because it only needs to be solved offline once. Moreover,
sub-optimal solutions are acceptable, as satisfaction of con-
straint (25) provides cryptographic security.

Proposition 2. For any given S, Ny, the optimization prob-
lem (23)-(26) is feasible.

Proof. For  simplicity, consider the case where
pA =+-¢ £€{0,...,5}. This automatically satisfies
constraints (26) as rpp(¥) = 0. We can characterize
the probabilities with a matrix P € ZN‘)XS such that
p N = SPﬂA Constraints (24), (25) can then be written as

Pls = Sly,

15,P = Nolj,
where 1, is a n-dimensional vector with every entry equal
to 1. Such a matrix P is guaranteed to exist [16, Section
6.2]. Hence, the problem (23)-(26) is feasible. O
VI.

The effectiveness of the proposed approach is demon-
strated by performing a replay attack on the classical example
of the linearized batch plant [9], discretized with zero-order
hold and sampling time h = 0.05, resulting in the matrices:

NUMERICAL EXAMPLE

[1.080 —0.005 0.290 —0.237
4 _ |-0027 0810 —0.003 —0.032
10045 0189 0731 0235 |’
| 0.001 0189  0.055 0911
0 0.039
0.256 0
B= o084 0135 PLA)=11047,
0.084 0.005

where uy = K Iy, K is solved for by the algebraic Riccati
equation with Q = I, and R = I and wy, ~ N(0, 1073-1).
We have used Gurobi [17] with its Python interface to solve
the optimization problem (23), resulting in the probability
distributions shown in Figure 2, with 7%, (0') = 0.3333,
and r%  (6022) = 0.25. The adversary records from ¢}, = 5 [s]
until 9 [s] resulting in N,. = 14 samples observed. The replay
attack is executed starting from T = 10 [s]. In Figure 3, the
results of this simulation are shown. The replay attack is
effective at destabilizing the plant using the shown inputs,
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Fig. 2: Probability of triggering for each of the Ny = 5
different modes. The gray solid line indicates 1/S; the black
line indicates the sum >_, pX.

however the state estimate & calculated by the controller
remains close to zero. Our proposed detector is able to detect
the attack, with the first alarm raised at 10 [s]. Running
100 Monte-Carlo simulations over the same horizon length,
we find an empirical false negative rate rpny = 0.492 and
average first detection time 10.178 [s].

VII. CONCLUSIONS AND FUTURE WORK

In this paper, we have provided a first approach to detec-
tion of injection attacks based on the arrival time of mea-
surements in an ETC setting. We employ a switching S-ETC
structure, which permits the explicit design of the probability
of triggering and inhibits reconstruction by eavesdroppers.
The former allows us to design the triggering conditions to
achieve desirable detection performance, by limiting false
positives and minimizing false negatives. Future work in-
cludes increasing robustness against network effects such as
delays and packet drops, studying the effects of Denial-of-
Service (DoS) attacks. Finally, we highlight the potential
effectiveness of the combination of our proposed scheme
with conventional observer-based detectors.
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