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ABSTRACT

In a multi-agent system where agents provide quantifiable work
for each other on a voluntary basis, reputation mechanisms are in-
corporated to induce cooperation. Hereby agents assign their peers
numerical scores based on their reported transaction histories. In
such systems, adversaries can launch an attack by creating fake
identities called Sybils, who report counterfeit transactions among
one another, with the aim of increasing their own scores in the eyes
of others. This paper provides new results about the Sybil-proofness
of reputation mechanisms. We revisit the impossibility result of
Seuken and Parkes (2011), who show that strongly-beneficial Sybil
attacks cannot be prevented on reputation mechanisms satisfying
three particular requirements. We prove that, under a more rigor-
ous set of definitions of Sybil attack benefit, this result no longer
holds. We characterise properties under which reputation mecha-
nisms are susceptible to strongly-beneficial Sybil attacks. Building
on our results, we propose a minimal set of requirements for repu-
tation mechanisms to achieve resistance to such attacks, which are
stronger than the results by Cheng and Friedman (2005), who show
Sybil-proofness of certain asymmetric reputation mechanisms.
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1 INTRODUCTION

Multi-agent work systems such as P2P file sharing networks rely
on the cooperation of participants to function effectively, whereby
agents perform work for one another voluntarily without a central
orchestrator. Cooperation can be enforced in such systems through
evolutionary mechanisms of indirect reciprocity, observed in bio-
logical communities, which are based on reputation schemes that
help agents in deciding who to interact with and who to shun.

However, in decentralised networks that do not restrict the in-
volvement of new users, reputation mechanisms can be manipulated
by Sybil attacks, in which a malicious agent creates multiple fake
identities who report fraudulent transactions about one another to
honest agents with the goal to artificially increase their reputation
with the network, thereby convincing the remaining honest agents
to perform more work for them than they would, had the reputation
not been fraudulently increased.
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There have been many studies towards understanding the dy-
namics of Sybil attacks on reputation mechanisms [5, 10-13]. Seuken
and Parkes introduce a mathematical framework of algorithms with
which an agent can assign all of its peers some score reflecting their
level of cooperativeness in the system, which they refer to as ac-
counting mechanisms [11]. For instance, an agent i may assign
another agent j a score given by j’s overall net contribution to the
network, i.e., aggregated contribution minus consumption of work.
Given this reputation mechanism, a malicious j may create many
Sybil identities that falsely report having received work from j.

This example highlights the challenge of Sybil-proofing repu-
tation mechanisms, which lies in an inherent trade-off between
a reputation mechanism’s ability to induce cooperation and its
resistance to Sybil attacks. A reputation mechanism successfully
induces cooperation if contributions increase an agent’s reputation
while the consumption of resources reduces it, thereby rewarding
altruism and penalising free riding. However, contributions made
must be weighted differently based on the parties involved as the
authenticity of interactions is not guaranteed, which often comes
at the expense of cooperation induciveness. In this paper we focus
primarily on the Sybil-proofness aspect of reputation mechanisms,
disregarding any theoretical properties reputation mechanisms may
require to induce cooperation. Note that there are trivial, but use-
less schemes satisfying our requirements on Sybil-proofness and
we assume any reasonable reputation mechanism will successfully
induce cooperation, thereby excluding these types of mechanisms.

Seuken and Parkes proved that any reputation mechanism satis-
fying three requirements will be susceptible to Sybil attacks through
which the attacker can gain infinitely more work than they have
performed [11]. They prove this by constructing a particular Sybil
attack on a given graph and concluding that while the amount of
work the attacker gained was finite, the amount of work that was
performed was zero. While this was a seminal and consequential
result to obtain, we argue that it entails an inaccuracy that can be
attributed to a lack of rigour in their definitions of cost and profit of
Sybil attacks. Our contributions to the state-of-the-art are threefold.

o We define for the first time the cost and profit of a Sybil
attack in Section 4 and show that under these definitions the
impossibility result of [11] no longer holds, in Section 5 .

o In Section 5, we introduce a pair of novel requirements, called
parallel-report responsiveness and serial-report responsiveness,
with which we obtain a new pair of impossibility results,
derived from those of [11].

e We then invert the intuition behind the results above and
introduce a set of requirements for reputation mechanisms
to achieve Sybil-Proofness in Section 6.

1Upon a correspondence with the authors, they agreed with our findings.
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2 RELATED WORK

Most previous work on reputation mechanisms in multi-agent sys-
tems has focused on the domain of P2P file sharing. BitTorrent [1]
uses a mechanism called tit-for-tat to punish free riding agents
with the help of a choking algorithm. Despite being an effective
game-theoretical strategy in enforcing cooperation, tit-for-tat relies
on repeated encounters between agents which are not guaranteed
in large networks. The distributed reputation mechanism in [16] is
based on the PageRank algorithm [9], which disincentivises free
riding better than tit-for-tat, but has been shown to be susceptible
to basic types of Sybil attacks [3]. Distinguishing between trust
and reputation, EigenTrust [4] computes the global reputation of
peers through local trust values assigned to them by others. As
it relies on pre-trusted agents, it cannot be regarded as fully dis-
tributed. BarterCast [6] is based on the maximum flow between
two nodes in the interaction graph and is shown to be efficient in
punishing free riders, but is susceptible to a type of Sybil attack
known as a parallel attack. Netflow [7] mitigates the effects of Sybil
attacks on BarterCast by introducing an additional constraint of
vertex capacities, however it is ineffective at discerning between
cooperators and free riders. Seuken and Parkes [11] introduce a
set of impossibility results in which they state that any account-
ing mechanism satisfying a transitive property is susceptible to
Sybil attacks. Cheng and Friedman [2] show an impossibility result
for symmetric reputation mechanisms and provide a set of require-
ments reputation mechanisms should satisfy to be Sybil-proof. Note
that their impossibility result is based on a global reputation mecha-
nism, while ours is based on personalised reputation and a different
definition of symmetry, given a seed node. Secondly, our definitions
of Sybil-proofness are stricter than those in [2] and our final results
on Sybil-proofness are therefore stronger than theirs.

3 PRELIMINARIES

We consider a network of distributed agents denoted by a directed
graph G = (V, E, w), called the work graph, where V is the set of
agents and E is the set of edges between agents. An edge (i, j) € E
represents work performed by j and consumed by i. The function
w : VXV — Ry¢ denotes the weight of the edges, i.e., w(i, j)
represents the total amount of work performed by j for i.

Agents do not have full knowledge of G, but keep track of their
interactions with other agents. A history of an agent i is denoted
by H; and includes all edges (k, j) € E where eitheri =k ori = j.
Agents share their history with others using a gossip protocol,
whereby agents query one another about their respective transac-
tion histories, which they consequently exchange mutually. The
honest reporting of transaction histories can be achieved through
a mechanism known as Drop-Edge, introduced in [13] or alterna-
tively through digital signatures in a distributed data structure, such
as TrustChain [8]. We do not make any assumptions on how honest
reporting is achieved and assume it is ensured by a mechanism that
is outside the scope of this paper. We denote the reported overall
work performed by agent k for j as reported to i by j by w{ (. k),
which is set to zero, if i does not receive any report.

Using this information, each agent i can construct a subjective
work graph G; = (V;, E;, w;). For integrity of notation, we call G the
objective work graph.
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3.1 Reputation Mechanism

Agents use a reputation mechanism R to assign numerical scores
to other agents, usually based on some graph theoretical impact
measure applied to the subjective work graph. We note that Seuken
et al. [10] prefer to use the term accounting mechanism instead of
reputation mechanism, arguing that 1) accounting mechanisms use
averaging rather than aggregation of historical values, and 2) work
performed by an agent i for j does not affect the reputation of j
negatively. We disagree with both, since 1) there exists previous
work on reputation aggregation, and 2) there exists previous work
on reputation mechanisms where a contribution by i to j nega-
tively affects the reputation of j [6]. Therefore, we choose to use
the general term reputation mechanism, while not excluding the
aggregation principle and the negative effect of consumption on
the reputation.

Definition 3.1 (Reputation Score). A reputation score R;(G;j, j) is
a value assigned by i to an agent j, given a subjective work graph
Gi, using some underlying algorithm. Literally,

Ri(Gi, j) e R Vje Vi\{i}.

Every agent i then obtains a set of reputation scores for all agents
in its subjective work graph, excluding itself, denoted as

Ri(Gi) =A{Ri(Gi, j) | j € Vi\{i}}.

An agent that is willing to perform some work is queried by
agents that want to receive some work and is able to choose who
to perform work for from this set. The set of all agents that query i
at a particular point in time is called a choice set and denoted C; C
Vi\ {i}. It can be of variable size or even empty. Given the subjective
work graph G;, the choice set C; and a reputation mechanism R;, an
allocation policy A; returns a subset of the choice set as the peers
to receive work from i. Formally, A; is defined as:

A; :RViIFL s p(v) - P(V) with A;(Ri(G;), Ci) € Cy.

As an example one may choose the winner-takes-all allocation
policy which outputs a single agent with the highest reputation in
the choice set, breaking ties randomly when necessary.

We assume without loss of generality that, whenever an agent
chooses to perform work for a peer, they perform the same amount
of work. However, our findings apply to non-standard amounts of
work as well.

3.2 Sybil Attacks

We assume two types of agents; namely honest and Sybil. Honest
agents control only one identity, while Sybils are the agents created
by an attacker in a Sybil attack. While one may also differentiate
between Sybil identities and the attacker that creates them, the net-
work cannot distinguish between these identities and we therefore
treat the agent launching the attack as just another Sybil.

Every Sybil attack entails real transactions in which the attacker
makes a legitimate donation to honest agents either directly or
through its Sybils. In the work graph these legitimate transactions
are called attack edges. In Definition 6.4 we provide a requirement
that necessitates the existence of attack edges in Sybil attacks.
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Figure 1: Examples of passive and active Sybil attacks

Definition 3.2 (Sybil Attack). Given an objective work graph G =
(V,E, w), an attacker j performs a Sybil attack og by introducing
the following elements to the work graph:

e A set of Sybil identities S = {}j, s1, ..., Sm}, each of which is
called a Sybil and is indistinguishable from an honest agent
by other agents,

o a set of Sybil edges Es C S X S with edge weights wg :
SXS— Rz(),

e aset of attack edges E, with weights w, : V XS — Rxo.

The Sybil attack alters the work graph and we obtain the new
graph G’ as follows:

G'=Glas=(V,E,w)=(VUS,EUEsUE,w)

where

w(u,v), if woeV
w’(u,0) =3 ws(w,0), if woes
wa(u,0), if ueV,oes

We define a Sybil attack on a subjective work graph equivalently
by G/ = G; | as.

We differentiate Sybil attacks based on the plurality of agents
connected to attack edges. Considering a subjective work graph,
in a passive Sybil attack, attack edges are only connected to one
and the same agent, which we assume w.lo.g. is the attacker j,
ie., w'(k,s) =0 forall s € S\{j},k € V. In an active Sybil attack,
however, every Sybil may be connected to the honest region of the
network. Active and passive attacks are visualised in Figure 1.

G}

@ Sybil region
o

®

Before attack After collapsing

O sybil

----- » Sybil edge

After attack

© Benevolent agent © Sybil attacker

—— Attack edge

Figure 2: Example vertex identification in a Sybil region.
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4 COST AND PROFIT OF SYBIL ATTACKS

We now define the benefit of a Sybil attack given by its cost and its
profit. We consider the evolution of the network over time, whereby
we assume the network evolves chaotically over time. At each point
in time agents query one another and decide which of the agents in
their choice set should receive some work. We assume a sequence
of work graphs (G)); 50, where we assume G(©) is the work graph
at the time of the attack. The profit of a Sybil attack is the amount
of work the attacker can consume as a result of their attack given

by

w\-:—vork(US) = tlglgo Z Z wt (s, ).

iev(t) seS

Analogously, we can define the cost of a Sybil attack as the
amount of work the attacker has had to invest into their attack.

ok (05) = Z Z w’(i,s).

ieVseS

While the value for the cost of a Sybil attack is easy to determine, the
profit of a Sybil attack is based on a prediction of how the network
evolves over time and how much work the attacker can consume.
No agent can predict the behavior of other agents in the network
and therefore it is not clear who will decide to serve the attacker in
the future. Consequently, the profit of a Sybil attack is impractical
to compute in any generic setting. We therefore introduce a pair of
new definitions for the cost and profit of a Sybil attack in terms of
reputation scores, which will serve as proxies for the definitions
above and are useful as they are more straightforward to determine.
The profit of a Sybil attack is given by

0fep(as) = > 3" Ri(G}s).

ieV seS

With the definition of __, (0s), we capture the amount of work
invested into the network by a Sybil attacker, i.e., the aggregated
weight of the attack edges. We can define its analogue in terms
of reputation as the aggregated scores a Sybil attacker has earned
through their honest work. All edges that do not enter or leave
the Sybil region should therefore be disregarded and any increase
in reputation that the Sybil attackers may gain through the Sybil-
internal edges should not be taken into account.

The cost of a Sybil attack in terms of reputation scores is therefore
determined by performing an operation of vertex identification on
S yielding a new work graph G’ with a new agent s, as visualised
in Figure 2. In formula it is given by

Orep(05) = ) Ri(G',5).
iev”
With these rigorous definitions for the cost and profit, we can define
the benefit of a Sybil attack. We say that a Sybil attack is

e strongly beneficial if w*(o5) > 0 and 0w (05) = 0 or if
w(os) _
S| =00 @ (a5)

>

e weakly beneficial if w*(os) > 0 and @™ (os) > 0 and

Je>1: lim wf(g‘g) <ec
|S]—c0 ™ (0s)
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Inversely, we say that a reputation mechanism is resistant to strongly
(weakly) beneficial Sybil attacks if the conditions above are not sat-
isfied for any arbitrarily large Sybil attack. In particular, if the condi-
tions above are satisfied for w;—'vork (os) we say beneficial/resistant
in terms of work and otherwise we say in terms of reputation scores.
In this work, we focus on resistance to strongly beneficial at-
tacks in which the ratio of the cost and profit is finite. One may
argue that this is a rather loose requirement, however we point
out that a finite ratio of cost and profit ensures that an attacker
who wants to consume infinite work from the network must also
contribute infinite work. That way no Sybil attack can compromise
the overall operability of the network, even if scaled to infinite size.
Note that these definitions are stronger than value and rank
Sybil-proofness introduced by Cheng and Friedman [2]. A repu-
tation mechanism is value Sybil-proof if a Sybil node can obtain
a higher reputation than the attacker, and rank Sybil-proof if it
can achieve a higher reputation than a node that previously had
a higher reputation than the attacker. This is not equivalent to
strongly/weakly beneficial Sybil attacks, where we evaluate the
sum of the Sybils’ reputation scores. A Sybil attack where every
Sybil gains some reputation that is less than that of i can still be
strongly beneficial. The maxflow mechanism, for instance, is rank
and value Sybil-proof, as no Sybil node can obtain reputation scores
larger than i, but it is susceptible to strongly beneficial Sybil attacks.
While it is our goal for reputation mechanisms to be resistant to
strongly beneficial Sybil attacks in terms of work, it is impossible
to determine the profit of a Sybil attack in terms of work, due to the
randomness of network interactions. We therefore use the proxy
of reputation scores. We now turn our attention to ensuring the
effectiveness of this proxy by introducing a requirement such that
a Sybil attack that is strongly beneficial in terms of work is also
strongly beneficial in terms of reputation scores, and vice versa.

Definition 4.1 (Representative). We say a reputation mechanism R
is weakly representative if it holds for any work graph G = (V, E, w)
and any Sybil attack og that

Wfep (05)

+
im 6owork (GS)
[S|—e0 wr_ep (US)

— < 00
IS|—o0 @ 1 (0)

<o =
Subsequently, we call a reputation mechanism R strongly represen-
tative if it holds that

(A):—Cp (0-5)

i w:—vork (US)
|S|—o0 C‘)r_ep (US)

< o0 —
[S|—00 wwork (US)

=

If a reputation mechanism is resistant to strongly beneficial Sybil
attacks in terms of reputation, and weakly representative, then it is
also resistant to strongly beneficial Sybil attacks in terms of work.

To motivate the idea behind representativeness, we consider an
example in which an attack is strongly beneficial in terms of work,
but not in terms of reputation. Consider the personalised PageRank
algorithm as a reputation mechanism, which is trivially resistant
to Sybil attacks in terms of reputation as the reputation scores it
can assign are bounded by 1. However, the personalised PageRank
algorithm is susceptible to strongly beneficial Sybil attacks in terms
of work, as was shown by Liu et al. [5]. An example of such an attack
would be the case where an attacker adds a single Sybil identity
and creates two edges with very high edge weights connecting the
attacker to its Sybil and vice versa.
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5 ON THE IMPOSSIBILITY OF
SYBIL-PROOFNESS

Using the more rigorous definitions of Sybil attack benefit, we now
expand on the findings of Seuken and Parkes [11]. We briefly recap
their results and point out an inaccuracy, which can be attributed to
the absence of rigorous definitions for cost and profit. The authors
make the following three assumptions (Definitions 5.1 - 5.3).

Definition 5.1 (Single-report Responsiveness, partly from [11]).
Let G; = (V;, Ei, w;) be a subjective work graph with k € V; such
that there is no path in G; connecting i and k. Now, let G/ be the
same subjective work graph as G;, but with a directed path P of
finite length connecting i and k with edge weights greater than
some ¢ > 0. We say a reputation mechanism R satisfies single-report
responsiveness, if it holds Ri(Gl{, k) > 0.

Definition 5.2 (Independence of Disconnected Nodes, [11]). Given
a subjective work graph G; = (V;, Ej, w;) with [ € V; such that
wi(k,1) = wi(L,k) = 0 for all k € V;, let G/ denote the subjective
work graph of i, with V' = V;\ {I} and w](h, k) = w;(h, k) for all
h,k # I. A reputation mechanism R is said to satisfy independence
of disconnected nodes if Ri(Gi, k) = Ri(G}, k) for all k € V.

Definition 5.3 (Symmetry, [11]). Given a subjective work graph
Gi, a reputation mechanism R is said to be symmetric, if for any
graph isomorphism f with f(i) = i it holds Vk € V; : Ri(Gj, k) =
Ri(f(Gi), f(k)).

These properties are not chosen arbitrarily, but are properties
reasonable reputation mechanisms should satisfy. Definition 5.1
describes the necessity for a reputation mechanism to positively
reward every contribution, while Definition 5.2 implies that passive
agents should not influence the reputation. Definition 5.3 asserts
that reputation scores should be independent of agents’ identifiers.
Using these assumptions, the authors prove the following theorem.

Theorem 5.1 (Impossibility of Sybil-Proofness, [11]). For every
reputation mechanism that satisfies independence of disconnected
agents, symmetry and single-report responsiveness there exists a pas-
sive strongly beneficial Sybil attack, in terms of work.

In their proof, the authors assume the following setting. Let G
be a work graph with i, j, k € V, such that j, who is malicious, has
performed some work for the honest agent i, i.e., w; (i, j) > 0. k is
disconnected from the graph. If k now performs some work ¢ > 0
for j then by single-report responsiveness it follows R;(Gj, k) > 0.
We assume that c is large enough that i will perform some work for
k. Next, j creates a Sybil s, which by independence of disconnected
nodes does not affect the reputation. Now one can apply a graph
isomorphism to G; swapping the labels k and s and as a result s will
be able to consume some work. As no work was contributed in the
attack, but some was consumed, the attack is strongly beneficial.

We disagree with this conclusion and argue that the cost of
the attack was not zero, but larger than zero. We observe that the
authors do not weigh the attack edge, w;(i, j) > 0 into the cost of
the attack. We argue that this edge constitutes a vital component
of the attack and should be taken into account as part of the cost.
With our definition of cost, their result does not hold, since the cost
of the attack in their proof turns out to be larger than zero, making
the attack not strongly but weakly beneficial at best.
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Note that this result relies on a symmetry requirement for per-
sonalised reputation, as opposed to global reputation and therefore
does not overlap with the results of Cheng and Friedman [2].

However, Theorem 5.1 can still be amended by introducing our
requirement of parallel-report responsiveness.

Definition 5.4 (Parallel-report Responsiveness). Let G; = (V;, Ei, w;)
be an arbitrary subjective work graph with j, k,I € V; such that
there is no path in G; connecting i and k, [ and there exists a directed
path P of finite length connecting i and j with edge weights larger
than some ¢ > 0. Now let G] be the graph G; after k has performed
some work for j, i.e., wi(j, k)’ > 0. Furthermore, let Glf’ be the
graph Glf after | has performed some work for j, i.e., wi(j,1)”” > 0.
We call a reputation mechanism R parallel-report responsive if it is
single-report responsive and it holds R; (G}, k) < R;(G/’, k).

Definition 5.4 suggests that if j adds multiple Sybil agents in
parallel to one another, then the reputation of the Sybils will not
be reduced by adding newer Sybils. We find that this definition
is a common property of reputation mechanisms in the existing
literature, such as BarterCast [6] and NetFlow [7].

Theorem 5.2. Any reputation mechanism satisfying independence
of disconnected nodes, symmetry, and parallel-report responsiveness
has a strongly beneficial passive Sybil attack in terms of work.

ProoF. Let jlaunch a Sybil attack o on G; such that there exists
a directed path P of arbitrary but finite length connecting i to j with
edge weights larger than some ¢ > 0. Let s1 be disconnected. Due to
independence of disconnected agents, this will not affect the scores
of other agents. Now assume that s; performs some ¢’ units of
work for j resulting in the new subjective work graph G. Then by
single-report responsiveness, it will follow R; (G}, s1) > Ri(Gi, s1).

In the next step, the attacker can create a second Sybil s, which
by independence of disconnected nodes will again not affect the rep-
utation scores of agents in V. s, will also report having performed
¢’ units of work for j, leading to a new subjective work graph G/’,
whereby s, will gain some reputation from the perspective of i
due to single-report responsiveness. Due to the symmetry assump-
tion and the fact that all edges in the Sybil region have the same
weight, it holds R;(G]’, s1) = Ri(G/’,s2) and due to parallel-report
responsiveness it also holds R;(G;’,s1) 2 R;(G],s1).

Consequently, the following holds for the profit of the Sybil
attack in terms of reputation:

0fep(05) = 2+ Ri(G{',51) = 2 Ri(G/,51)
Inductively, it follows that increasing the number of Sybils to any

arbitrary number m by the same paradigm, as indicated in Figure
3a, yields the profit

wep(as) = (m+1) - Ri(G',51).

If we assume that the reputation increase of the Sybils is large
enough for them to receive work from i whenever they query i, as
was the assumption of Seuken and Parkes [11] we have proved that

lim ot . (o5) = 0.
S| =00 work( s)
Because there is only one attack edge w;(i, j) > 0, we find that

w1 (0s) must be constant for all m € N. Therefore we conclude
that the attack is strongly beneficial in terms of work. O
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Theorem 5.2 has now delivered the impossibility result promised
in [11] in accordance with our definitions of cost and profit. In
the proof we made the assumption that the reputation increase
of the Sybils would be large enough for them to be served some
work by i, as was done by Seuken and Parkes [11]. However, we
can also remove this assumption from the theorem above. In this
case we will still be able to prove that, given our requirements, a
reputation mechanism is susceptible to strongly beneficial Sybil at-
tacks in terms of work, if we additionally assume that R; is strongly
representative. This is because even without the assumption of
Sybils receiving work from i the attack above is strongly beneficial
in terms of reputation. For the remainder of this paper, we will
no longer make this assumption and instead prove the remaining
results in terms of reputation scores and extrapolate them to benefit
in terms of work using our definition of representativeness.

We call this type of attack parallel attack, illustrated in Figure 3a.
Next, we introduce another analogous requirement with which we
can prove the same assertion, called serial-report responsiveness.

Definition 5.5 (Serial-report responsiveness). Let G; = (V;, E;, w;)
be a subjective work graph with j, k,I € V such that there exists
no path in G; connecting i and k, [ and there exists a directed path
P of finite length connecting i to j with edge weights larger than
some ¢ > 0. Let G/ be the graph G; after k performs some work
for j, ie., wi(j, k) > 0. Let Glf’ be the same as Glf after [ performs
some work for k with w;(k,I) > w;(j, k) > 0. We say that the
reputation mechanism R is serial-report responsive if it is single-
report responsive and the following two conditions are satisfied

Ri(G{,) 2 Ri(G/,k) & Ri(G/k) 2 Ri(G},k).

Definition 5.5 implies that if an attacker creates multiple Sybils
in succession that all perform work for the previous Sybil, i.e.,
Wi (Sn, Sn—1) > 0, then the reputation of the Sybils is not influenced
by adding newer Sybils and the newer Sybils will be assigned repu-
tation values that are at least as large as the reputation of the older
Sybils. We call this type of attack serial attack, shown in Figure 3b.

This property is also common among reputation mechanisms
in the existing literature, such as in the BarterCast algorithm [6]
and Netflow [7]. The ensuing Theorem 5.3 can be understood as a
method of achieving the same result as Theorem 5.2 equivalent to
parallel-report responsiveness and can be seen as another way of
expanding on the incomplete theorem 1 from [11].

Theorem 5.3. For every reputation mechanism R that satisfies inde-
pendence of disconnected nodes and serial-report responsiveness, there
exists a passive strongly beneficial Sybil attack in terms of reputation.

The proof to this theorem follows analogously to the proof of
Theorem 5.2 and we omit it due to spatial restrictions.

Trivially, there are many other requirements one could impose
on reputation mechanisms to achieve the results above. The reason
we chose the definitions of parallel- and serial-report responsive-
ness is that firstly, these are widespread properties of reputation
mechanisms in the existing literature, and secondly, the two types
of attacks in Figures 3a and 3b are the two elementary building
blocks of any arbitrary Sybil attack. In Section 6 we argue that the
profit of any arbitrary Sybil attack can be bounded by the profit of
a combination of parallel and serial attacks, known as tree attack,
visualised in Figure 3c.
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(a) Parallel attack

(c) Tree Attack

Figure 3: Types of Sybil Attack

6 ON THE SYBIL-PROOFNESS OF
REPUTATION MECHANISMS

In this section, we propose requirements for reputation mecha-
nisms to be resistant to strongly beneficial Sybil attacks in terms
of reputation. We begin by inverting the definitions of parallel-
and serial-report responsiveness (Definitions 5.4 and 5.5) to bound
the profit of parallel and serial attacks. We introduce a further re-
quirement with which we show that the profit of an arbitrary Sybil
attack can be bounded by the profit of a combination of the two el-
ementary Sybil attacks, multiplied by a constant. Lastly, we ensure
a positive cost of attacks, thereby achieving overall resistance to
Sybil attacks.

Definition 6.1 (Parallel-report bound). Let G; = (V;, E;, w;) be a
subjective work graph and let j be an attacker such that there exists
a directed path P of finite length connecting i to j, with weights
larger than some ¢ > 0. Now let j launch a parallel Sybil attack
os with Sybil region S = {J, s1,. .., sm}. Without loss of generality
we assume that it holds for the edges w;(j,s;) = ¢; < ¢;_ for all
I < m, i.e., we assume non-increasing edge weights, leading to the
subjective work graph Gl.(m). A reputation mechanism R is said to

satisfy the parallel-report bound if it holds R,-(Gl.(m), s7) = 0 for
all I < m and for any m € N we have
m
Ri(G™,s)) < Ri(GY, s1).
I=1

This is not an arbitrary assumption, but one that can be found
in most random-walk based reputation mechanisms, such as the
PageRank algorithm [14] or the Hitting Time reputation mechanism
[5]. It is an important property that prevents strongly beneficial
Sybil attacks, as we will show in Lemma 6.1. However, it comes with
the inherent trade-off that it assigns some honest agents smaller
reputation scores than they would be entitled to and therefore lim-
its a reputation mechanism’s ability to induce cooperation.
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Next, we introduce an analogous requirement for reputation mech-
anisms to be resistant to serial attacks.

Definition 6.2 (Serial-report bound). Given the same conditions
as in Definition 6.1, let j perpetrate a serial Sybil attack os with
Sybil identities {J, s1,s2}. A reputation mechanism is said to sat-
isty the serial-report bound if it holds for any two edge weights
wi(j,s1) = c1, wi(s1,52) = c2

Ri(G¥?,s5) < Ri(GW, gy).

Definition 6.3 (Convergence of serial reports). Given the same
conditions as in Definition 6.2, a reputation mechanism R is said to
satisfy convergence of serial reports if it holds for some arbitrary
sequence (c¢)jen € R>o with wi(sj_q,s7) = ¢y, Ri(Gl.(n),sl) > 0 for
all I < n with a convergent sum

m
lim R,-(G.(m),sl) < oo.
m—oo i

I=1
Just like parallel-report bound, this is not an arbitrary definition
tailored towards a certain result, but prominent property found in
many random-walk based reputation mechanisms. It is important
for the same reasons as Definition 6.1 and entails the same trade-off.

Definition 6.4 (Path-Responsiveness). Given a subjective work
graph G; = (V;, Ej, w;), we say that a reputation mechanism R
satisfies path-responsiveness if R;(Gj, k) > 0 implies that there
exists a directed path P of finite length connecting i to k with
non-zero edge weights.

Path-responsiveness prevents Sybil attackers from obtaining
reputation scores > 0 without performing at least some honest
work through attack edges. It is a property satisfied by practically
every reputation mechanism in the existing literature and simply
enforces that any reputation score must be earned by performing
honest work for the network.

Lemma 6.1. Let G; be the subjective work graph of honest agent i
with attacker j launching a Sybil attack os. Given a path-responsive
reputation mechanism R;, os cannot be strongly beneficial in terms
of reputation scores, if one of the following conditions holds:
(1) If os is a parallel attack and R; satisfies the parallel-report
bound.
(2) If os is a serial attack and R; satisfies convergence of serial
reports.

We claim that the profit of any passive Sybil attack on any arbi-
trary graph structure can be bounded from above by attacks that
are given by the combination of parallel and serial attacks. We refer
to the combination of these two as tree attacks.

Definition 6.5 (Tree Sybil Attack). Given an arbitrary objective
work graph G = (V, E, w) with malicious agent j. A passive Sybil
attack og = (S, Es, wg) of arbitrary size |S| = Z?ﬁl m; with § =
{511,512, -+, Stmys S21 - -2 S2my « -+ SM1s - - - SMimy, | is called a tree
Sybil attack if
V(j,s) €Es : s € {811,. . ~a31m1}
Vi<I<MVi<mIk <my_q : (s;_1k>515) € Es.

An example of a tree Sybil attack is illustrated in Figure 3c.
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Proposition 6.1. Let G; be a subjective work graph with attacker j
launching a tree Sybil attack os. If R; satisfies convergence of serial
reports, parallel-report bound and path-responsiveness, then os cannot
be strongly beneficial in terms of reputation.

Proor. We begin by only examining the first layer of the tree,
given by the Sybils {511, cSimy } The given tree confined to this
layer is a simple parallel Sybil attack and we know by the parallel-
report bound that it must hold

my

ZRi(G{,hk) < Ri(Gi, s11)-

k=1
The second layer of the tree attack can be interpreted as a number
of Sybil attacks perpetrated by m; attackers. Again, we can apply
the parallel-report bound and find that the profit of the second layer
of each branch will be bounded by the profit of a serial attack with
two Sybils . The serial-report bound ensures that the profit of the
second layer will be bounded by the profit of the first layer, i.e.,

my my

ZRi(G,{, Sok) < ZRi(G{,Slk) < Ri(Gi,s11).

k=1 k=1
We can continue this reasoning inductively and find that the profit
of a tree Sybil attack with infinite layers, each containing finitely
many Sybils, is bounded by the profit of an infinite serial Sybil
attack. By convergence of serial reports, this profit will be finite.
The only other way an attacker might attempt to obtain infinite
reputation from a tree Sybil attack is by scaling one or more layers
of the tree. Due to parallel-report responsiveness the profit of this
attack is still finite and the attack cannot be strongly beneficial. O

If above weak representativeness is satisfied, the result holds in
terms of work as well. Next, we introduce one additional property
that bounds the profit of any passive Sybil attack by the profit of
a tree attack multiplied by some constant. We call this property
multiple-path response bound. We introduce the following operation
to perform on a subjective work graph.

Let G; be a subjective work graph with k € V; such that there
exist N directed paths (Pp),<n connecting k to i. Now, define G/
as an altered version of the subjective work graph of i, whereby
the agent k is split into several agents ki, ..., kny, where every k;
(I < N) is connected to i by exactly one path. G; is created by
splitting k into as many nodes as there are paths connecting it to i.
We begin with k; and remove all agents and edges that are part of
any of the paths Py, ..., PNy while keeping all which are part of P;.
We now relabel k (as the end-point of P;), k1. Next, we add path
P, to the graph. Any agent j (or edge e) in P, that is also part of
Py, is now duplicated into j; and jz such that j; € Py and j, € Py,
ie, (e; € Py and ez € Py). We continue this for all paths Py, ..
and obtain G;.

Definition 6.6 (Multiple-Path Response Bound). Let G; be a subjec-
tive work graph with k € V; such that there exist N paths (Pp)n<n
connecting i and k and let G/ be the subjective work graph obtained
by performing the operation above on G;. We say that the reputa-
tion mechanism R satisfies the multiple-path response bound if it
holds

Py

N
Ri(Gik) < ) Ri(G}.kn).
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Figure 4: Example of multiple-path response bound applied

to j from the view of i. j is connected to i via three paths and
therefore split into three agents ji, jo, j3.

Figure 4 and Figure 5 show examples of the multiple-path re-
sponse bound applied to j in two different graph topologies. In
Figure 4 there are three paths connecting i to j and applying the
multiple-path response bound to j yields three agents, each con-
nected to i via one path. In Figure 5 the graph contains a cycle.
We interpret a cycle as infinite paths connecting i and j. Applying
the multiple-path response bound graph transformation produces
an infinite sequence of agents (jn)nen in G; where each jy, is con-
nected to i via one path. This demonstrates that the given graph
transformation can be applied to more sophisticated topologies as
well.

As in our earlier restrictions on reputation mechanisms we claim
that the multiple-path response bound property is not an arbitrary
invention by us, but is in fact satisfied by all reputation mechanisms
defined in [15] and plenty of the existing reputation mechanisms
such as PageRank, Maxflow and Netflow [7]. Instead, we elaborate
on the intuition behind this definition.

For a reputation mechanism to determine the cooperativeness
of an agent, it needs to evaluate this agent’s indirect contributions
and consumption to/from i. i evaluates j by the incoming edges
from i, whereby each path connecting j to i can be considered an
indirect contribution and therefore, should influence the reputation
score of j in i’s subjective work graph. However, it is crucial for
Sybil resistance that the effect of an additional path in the network
should not exceed the effect that this additional path would have
on R;(G;, j) if it were the only path, as we do not want reputation
to be gained disproportionately to the amount of work performed.

Next, we introduce transitive trust as a requirement to finally
achieve Sybil-proofness.

Definition 6.7 (Transitive Trust). Let G; be a subjective work
graph containing a directed path P = (i, ji, ..., jn, j) of arbitrary
length with strictly positive edge weights. We say R satisfies tran-
sitive trust if it holds

Ri(Gi, j1); Rj, (Gjy, j2), - - -
We say that R satisfies bounded transitive trust if it also holds
Ri(Gi, j) < min{Ri(Gi, j1), R}, (Gj,, j2), - -, R, (Gj,. /) } -

If there are several (N) paths (Py)g<n of lengths ng given by
(i, jf, s j,“lld,j) connecting i and j, then R; (G;, j) must be bounded
by the sum of the minimums given above (for each path).

Rj, (Gjs J) > 0= Ri(Gis ).

N
Ri(Gi.j) < ;min{ij(Gjld,j,‘il) il € Pq}.
=1
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Figure 5: Example of multiple-path response bound applied to a graph with cycle. A loop implies infinite paths and therefore

Jj is split into an infinite sequence (j,)pen-

Definition 6.7 states that if i assigns j a reputation score greater
than zero, and j assigns another agent k some reputation score
greater than zero as well, then i assigns k some reputation score
greater than zero as well. Bounded transitive trust implies that
the reputation score k has with i must be bounded from above by
the minimum of the reputation score i assigns j and the score j
assigns k. It is a common property of reputation mechanisms, such
as BarterCast and Netflow. Using these requirements we now prove
Sybil-resistance of reputation mechanisms, as promised.

Lemma 6.2. Let R; satisfy the multiple-path response bound and
bounded transitive trust. If j launches a passive Sybil attack os. Then
the profit w;rep(as) is bounded by the profit w;“ep(ag) of a passive tree
Sybil attack o multiplied by a constant ¢ < co.

Proor. First, assume there exists one directed path P connecting
i to j. We can apply the multiple-path response bound to the Sybil
region S yielding a new Sybil region S in which every Sybil is
connected to j via a single path. o is therefore a tree Sybil attack
and the profit of the attack og is bounded by the profit of o¢. If
there are finitely many directed paths (P,),<n connecting i and
Jj then we can apply the multiple-path response bound to j, and
obtain a subjective work graph G{ with ji, ..., jN, each connected
to i via a single path and committing the same Sybil attack. We
obtain N equivalent Sybil attacks og,, ..., 0s,, and can apply the
same procedure as we did in the case of a single path connecting
i and j yielding N tree Sybil attacks TG5> 05 We can then
infer the inequality wf,,(ds) < N - of,,(03), where wf,,(03)
is the largest profit of the N tree Sybil attacks. Lastly, if there
are infinite paths connecting i and j then the graph must contain
a cycle and we can infer with the transitive trust property that
[e9)
Y Ri(G/',jn) £ X Ri(G} k), where N/ is the neighbourhood
n=1 keN’ (i)
of i in V. Hence, we conclude analogously to the case of finite paths

Y Ri(GLK).
keN’ (i)

Wfep(0s) < wfep(0g) - ]
Combining the results from Proposition 6.1 and Lemma 6.2, we
argue that the profit of any arbitrary passive Sybil attack is finite.

Theorem 6.1. Any reputation mechanism R satisfying path-re-
sponsiveness, multiple-path response bound, convergence of serial
reports, the parallel-report bound, as well as bounded transitive trust
is resistant to strongly beneficial passive Sybil attacks in terms of
reputation.
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The proof follows directly from the proofs to Proposition 6.1 and
Lemma 6.2. Using the properties of multiple-path response bound
and bounded transitive trust, we obtain the following corollary.

Corollary 6.1. Any reputation mechanism R satisfying path-re-
sponsiveness, multiple-path response bound, convergence of serial
reports, the parallel-report bound, as well as bounded transitive trust
is resistant to strongly beneficial active Sybil attacks in terms of
reputation.

PRrOOF. Let og be an active Sybil attack, then for any ¢ > 0 we
know there must be a bounded number of attack edges with edge
weights larger than c. Therefore, we can apply the multiple-path
response bound to each Sybil that is connected to an attack edge
and obtain a finite number of passive Sybil attacks. The rest follows
analogously to Theorem 6.1. O

If, in addition to the requirements stated above, R is weakly
representative, then it is also resistant to strongly beneficial Sybil
attacks in terms of work, as discussed in Section 4.

7 CONCLUSION

In this paper we have studied the Sybil-proofness of reputation
mechanisms in multi-agent systems. We introduced rigorous met-
rics for the benefit of Sybil attacks, determined by the ratio of their
cost and profit. While the goal was to bound the effect of Sybil
attacks in terms of the work contributed and consumed by the
attacker, these values were impractical to compute. We therefore
introduced a pair of proxies, given in terms of the reputation ob-
tained through the attack and through honest work. We introduced
a requirement known as representativeness that ensures an equiva-
lence between these two ratios. Using these metrics we revisited
the impossibility result of Seuken and Parkes [11], pointing out an
error which we attribute to ambiguity in their definitions of the at-
tack benefit. We expanded on this result with two requirements we
called parallel- and serial-report responsiveness and inverted the
intuition behind these two requirements to obtain Sybil-resistance
to parallel and serial attacks. We extrapolated our results to a com-
bination of these two, known as tree attacks. Introducing a further
requirement known as multiple-path response bound we achieve
resistance to arbitrary attacks. Our bounds may seem loose, but a
finite benefit ensures an attacker’s contributions remain proportion-
ate to its consumption, which is sufficient to protect the longevity
of any multi-agent work system. In future work one may consider
bounding the benefit of any attack by a fixed and finite value ¢ > 0.
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