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N-k Security Assessment With Quantum Annealing
Jochen Lorenz Cremer , Member, IEEE

Abstract—Suppose one is interested in identifying the weakest
link of the electrical system at 3 simultaneous faults caused by an
extreme weather event. Current techniques cannot identify this;
however, knowing such information can help reinforce the system
at the weakest link to increase system security. Current techniques
typically apply a forward process to the security assessment: assign
a contingency list, study its impact, analyse the list to obtain a
shortlist, and improve the system. However, this process does not
scale well to the number of contingencies, specifically, when one is
interested in the combination of k faults, as the process needs to
run once per combination. This paper proposes a new backwards
process using quantum effects from quantum annealing (QA). Our
proposal formulates a quadratic optimisation to find the worst-
case N-k contingency using disjunctive power transfer distribution
factors. Then, we use a quantum annealer and propose a search
algorithm to solve the problem, using the distribution of solutions
to obtain the shortlist of contingencies. We propose a meta-heuristic
to make the approach feasible on quantum computers with limited
qubits. The case studies focus on the IEEE 118-bus system, showing
a 200× speed-up for 50 faults compared to exhaustive search.
The case study extrapolates to the 2383wp system, showing the
approach scales well to larger power systems; however, the current
quantum hardware limits the number of single faults to consider
to around 50. Case studies demonstrate weak lines can be identi-
fied for reinforcement by analysing the QA solution distribution,
potentially improving system security for multiple N-k faults.

Index Terms—Security assessment, extreme events, power
system resilience, quantum computing.

NOMENCLATURE

Indices
0 Initial.
L, l, l̂, ľ Line.
b, b̃ Bus.
c Combination of two lines.
d Fault.
d∗ Worst-case contingency.
i Sample of two-line combinations.

Sets
Ω̂Y Unique solutions from QA.
ΩB Buses of the system.
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ΩL Lines of the system.
ΩY Shortlist of contingencies.
ΩL̂ Set of lines in outage.
ΩL̂

d Lines in outage at fault d.
ΩCL Two-line combinations that are too closev.
ΩC Combinations that correspond to faults where two

lines are simultaneously in outage.
ΩC

i Subset i of two-line combinations in outage ΩC
i ⊂

ΩC .
ΩD Set of contingencies.
ΩFL Two-line combinations that are sufficiently far

away.

Parameters
ρ̄ Threshold to include solutionsd in contingency list.
χl Reactance of line l.
δB Threshold on minimal shortest path.
δl,l̂ Minimal shortest path between lines l and line l̂.
Fl Matrix summarizing the diagonal slices at line l of

tensors F , G, and H .
Gc Matrix of the mean off-diagonal symmetric entries

of G, computed for the two lines associated with c.
Hl,c Matrix of the mean off-diagonal symmetric entries

of Hl, computed for the two lines associated with
c.

I Identity matrix.
PA
L Pre-fault power flow in line L.

PB
l,L Change in power flow on L due to the outage of l.

PC
c,L Change in power flow on line L due to the outage

of the two lines associated with the combination c.
PD
l,c,L Change in power flow on line L due to outage of

three lines: line l and two lines associated with c.
Q Real-valued upper triangular matrix for QUBO.
B̃ Approximation of susceptance matrix.
A Incidence matrix.
bfl ’From bus’ of line l.
btl ’To bus’ of line l.
Bbr Line reactance matrix.
D Matrix representing the change in the susceptance

matrix due to fault d.
ei Standard basis vector where ith element is one.
El Reference matrix to expand with the second Neu-

mann Series around line l.
f0 Pre-fault power flow.
fB
L Limit of the power flow over line L.
Hl,l̂,ľ Matrix of the line outages l, l̂ and ľ that contributes

to the inverse of the approximate susceptance
matrix.
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Jl Reference matrix to expand with the first Neumann
Series around line l.

k Number of simultaneous faults.
N Elements in the system.
p Vector of power injections.
Q Number of qubits.
Rl Perturbation matrix in the second Neumann expan-

sion around El, corresponding to line l.
Tl Component of the perturbation matrix in the first

Neumann expansion around Jl, corresponding to l.
U Matrix of left singular vectors of D.
Ul Rank-one diagonal matrix with −1 at the ‘to bus’

btl of line l.
V Matrix of right singular vectors of D.
Vl Rank-one diagonal matrix with − 1

χl
at the ‘from

bus’ bfl of line l.
B Susceptance matrix.
Fl Matrix of the line outage l that contributes to the

inverse of the approximate susceptance matrix.
Gl,l̂ Matrix of the line outages l and l̂ that contributes to

the inverse of the approximate susceptance matrix.
C1, C2 C3 Scalar weights for terms in the objective function.

Variables
λ, λ± Maximal violation of line loading constraints.
λL,d Loading on line L under solution d computed by

approximate PTDFs.
λL,d Loading on line L under solution d computed by

accurate PTDFs.
ρd Share of runs producing solution d.
fL Power flow over line L.
u The uth most loaded line in the system.
yl Binary variable indicating if line l is in outage.
zc Binary variable indicating if the two lines corre-

sponding to combination c are in outage.

Others
h(·) Bijective function assigning a two-line combina-

tion.
o(·) Function mapping u to the line L with the uth

largest line flow.
R(·) Function rounding down to closest integer that is

smaller.

I. INTRODUCTION

INTEGRATING renewable energy into the grid and the in-
creasing electricity demand cause new operating patterns and

possible fault conditions for which the system was not designed.
Operating the system closer to its limits, experiencing more
extreme weather events, and ageing transmission equipment
may lead to increased N-k failures in the future [1]. Currently,
cascading failures may lead to power blackouts, where one
failure leads to another failure in cascades (such as considered
in [2]). When assessing the system to the impact of a cascading
failure, often the first failure is simulated; subsequently, the next

Fig. 1. The use case studies k-failures originating from multiple extreme
events such as two floods around Vienna and Valencia (2024). The red circles
show the local impact of those floods that may locally lead to k-failures. This
initial work may help assess France’s system security in response to these events,
for example. Figure generated with data from [41].

failure is simulated and assessed, e.g. k simulations are needed
per cascade. Therefore, analysing cascading with k-failures is
computationally hard as exploring all combinations requires
consecutive analysis [3]. [2] provides an algorithm to identify
a shortlist of k-cascading failures in linear computational time.
In contrast to cascading failures, simultaneous, independently
occurring faults are rare. However, when a common mode is
present, multiple k-failures may also occur (common mode
failures). These k-failures that have a common dependency may
increase in the future due to an increase in extreme events as a
common mode (see Fig. 1). In the future, extreme windstorms,
wildfires, or floods can cause simultaneous and multiple (k)
failures of N transmission equipment. This paper focuses on
common mode failures, aiming to screen many k-contingency
combinations, and assumes that assessing security for one k-
fault combination requires one computational step.

Considering the risks of k-failures (as [4], [5]) has the poten-
tial to improve system design [6] and planning [7], [8], however,
new tools and methods are needed to realise this potential [9].
Upgrading the tooling for planning and operating these systems
becomes critical so that system operators can ensure the security
of the supply, also during these extreme scenarios. Assessing
system properties such as security, reliability, or resilience
against all possible N-k fault combinations is needed for a
wide variety of operating conditions, but it is challenging with
current methods. Most available methods require individual
computational steps for each combination of faults to assess the
system’s properties. This requirement is beyond the computing
capabilities currently available. Calculating post-fault power
flows of various combinations of faults (N-k with k > 1)
requires either a large number of post-fault AC power flows [10],
applying the DC approximation, heuristics [11], or Generalised
Line Outage Distribution Factors (GLODF) [12]. LODFs are a
matrix for a fault that, when multiplied by the pre-fault line flows,
provides the post-fault line flow [13]. GLODF generalises this
matrix to the combination of multiple line failures. The Power
Transfer Distribution Factors (PTDF) multiplied by the power
injections at all buses provide the power flow over the lines in the
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network. PTDFs can also be formulated for a network with
faults; however, each fault condition requires a separate PTDF
matrix.

Several approaches can identify the worst-case contingency,
for example, by exhaustively comparing all fault combinations
and analysing whether their post-fault power flows surpass
thermal line ratings, then ranking these to identify the worst-
case. [14] directly detects the worst-case k-fault using nonlin-
ear optimisation. The approach is limited in system size and
cannot guarantee global optimality. [15] proposes an algorithm
using sensitivities to efficiently assess k = 2 contingencies. [16]
formulates the N-k problem as a bilevel mixed integer nonlin-
ear optimisation (MINLP) modelling a combinatorial problem
and fixing continuous variables. [11] considers the upper-level
problem as the combination of line outages, and the lower-level
problem models the operation. Their proposed genetic algorithm
can detect critical contingencies; however, the approach may
be slow for larger systems. Over the years, these approaches
to detecting worst-case contingencies advanced; however, these
approaches are not focused on identifying a set of critical fault
combinations as the primary target that goes beyond the worst-
case. Obtaining a distribution of solutions that may include the
worst-case provides further insights, e.g. which line to reinforce
to improve security for multiple k-failures.

Approaches that identify a critical set, a shortlist of fault
combinations, often approximate the properties of the system to
keep computational times practical. Various approaches create
these shortlists (also called contingency lists), such as Monte
Carlo (MC) type sampling, heuristics, or the N-1 criterion. For
example, [17] uses the electrical distance to identify vulnerable
N − 3 fault combinations and avoids solving AC power flows.
MC-type sampling may consider the statistical dependency of
faults to create shortlists, as some fault combinations are more
likely than others [18]. Other approaches identify high-risk
contingencies [19], predict with machine learning [20], [21],
rank contingencies [22], or apply probabilistic security [23]. [19]
performs time-domain simulations after each fault, subsequently
selecting a new fault, such as in a linear search. The time-domain
assessments provide high accuracy; however, approaches that
apply linear search may miss some insecure k-combinations of
faults, especially if these originate from a common mode such as
an extreme weather event. [22] uses the risk and the loss of load
to rank worst-case contingencies. However, one optimisation
is required per contingency scenario to identify all severities
beyond the worst-case, leading to very high computational times
in large systems. [23] proposes a probabilistic assessment of
the contingencies where the severities are calculated per con-
tingency scenario. There, each scenario requires an individual
computational step. Identifying multiple N-k contingencies by
applying existing methods remains challenging for large systems
and k > 1, as each combination of faults requires one computa-
tional step, and the number of steps ’explodes’ combinatorially
with k and the system size. For example, applying LODFs
requires matrix inversions for each fault combination (k > 1).
Recently, polynomial distribution factors have shown benefits
when computing system properties such as probabilistic security

for N-k failure combinations [24]. These polynomial distribution
factors approximate the PTDFs for combinations of line faults.

Securing against N-k contingencies goes beyond assessing
an operating condition against the shortlist of contingencies.
The Security Constrained Optimal Power Flow (SCOPF) prob-
lem can consider k-failures, ensuring a probabilistic level of
security. [25] shows the operation is sensitive to common-
mode probabilities of extreme events. LODFs can ensure se-
curity considering preventive control, whereas robust optimi-
sation can also consider corrective control securing against
k-contingencies [26]. Nonetheless, including a large number
of combinations of k-faults in larger power systems may lead
to very large optimisations that are hard to solve. In response,
combining deep learning with optimisation has been proposed to
consider a vast number of contingency combinations [8]. How-
ever, these methods currently do not aim to reinforce a single line
to improve against multiple N-k contingencies, which can be of
interest. Aiming at reinforcing the network, one could combine
the grid expansion planning problem with N-k SCOPF, leading
to a potentially impractical approach as it would include binary
variables and many constraints for combinations of k-faults. The
shared weakness of most aforementioned approaches aiming at
assessing or securing against k-failures is limiting the number
of scenarios and conditions that are assessed, leaving a residual
risk of the conditions not being shortlisted, which endangers
the security of supply. Sequential or parallel processing cannot
overcome this limitation in a principled way, which leads this
paper to explore quantum computing.

Approaches based on quantum computers are promising in
addressing this limitation of sequential processing faults by eval-
uating all N-k fault scenarios in a single computing step. More
broadly, quantum computing (QC) may address some challenges
related to power system computing [27], [28]. Two types of QC
are gate-based QC and quantum annealing (QA). Gate-based
QC can be used for a broad range of problems, whereas QA is
used primarily for optimisation problems. [29], [30] develop
a theory for Gate-based QC to solve power flow problems.
Gate-based QC with the Harrow-Hassidim-Lloyd algorithm was
investigated for the N-k security assessment [31]. [31] men-
tioned QC-based methods based on LODFs that can compute
N-k power flows and reduced computations. More broadly,
gate-based QC was applied to the reliability of the power system
for distribution systems [32] and to the assessment of risks
in an MC-type approach [33]. [32] shows benefits when N-1
security reliability assessments replace MC sampling to approx-
imate a function of the system property. However, gate-based
QC is only available with a few qubits, and industrial-level
realisation may take time. Recently, [34] has approached the
reliability assessment of the system using quantum computing
theory and iteratively estimating the quantum amplitude. Such
iterative heuristics include the current available QC hardware in
power systems heuristics. QA is a heuristic algorithm that solves
quadratic unconstrained binary optimisation (QUBO) problems,
can be combined with classic solvers as hybrids [35], and is
combined with meta-heuristics for hybrid methods if too many
variables exist, e.g. tabu search that DWave deploys. QA is
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already available in QC with qubits on the order of 10,000,
opening up the opportunity to develop approaches for practical
use. Recently, [36], [37] investigated QA for AC power flows,
reformulating the problem through discretisation and [38] for
DC power flow. Unlike digital (and simulated) annealing on
classical computers, QA holds a potential advantage in using
quantum effects (quantum tunnelling) to reach solutions which
may be exploited for power system use cases.

Formulating QA-solvable power system problems (such as
QUBO [39]) requires considering QA errors, assessing end-
to-end computational complexity, and comparing them with
heuristic baselines. The end-to-end complexity in QA refers
to computational complexity that includes both classical pre-
processing (embedding) and quantum processing (annealing
time) [40]. QA can solve QUBO problems; however, challenges
also exist. The QA hardware has a specific connectivity of qubits,
allowing only solving a subclass of QUBOs. QA has errors and
may find different local optima across runs and not necessarily
the global optima. This issue is often addressed by multiple
runs of QA or varying parameters (like annealing time), and
analysing the distribution of solutions to increase reliability in
the solution’s optimality.

This research aims at tailored heuristics to solve the N-k secu-
rity assessment problem, combining QA solving QUBOs and a
Neumann series approximation for PTDFs. This paper proposes
formulating the N-k security assessment as a constrained, dis-
junctive mixed-integer nonlinear optimisation. Then, the paper
proposes a quadratic reformulation of line flow limits leading to
multiple QUBOs that can be solved with QA or digital annealing.
The proposed approach solves a series of QUBOs to approach
the N-k security assessment. The proposed approaches minimise
overall errors from QA and the series approximation. Then, this
paper proposes a meta-heuristic, a variation of the proposed for-
mulation that makes the approach feasible using a finite, limited
number of qubits by adapting an MC-type approach. Finally,
this paper exploits the probabilistic nature of annealing (here
the quantum effects) so that the distribution of solutions suggests
line reinforcements of weak lines. The three contributions are

1) quadratic formulation of N-k security assessment prob-
lem as worst-case optimisation using disjunctive PTDFs.
This formulation can be solved by QUBOs on QA, and
the distribution provides the set of insecure contingen-
cies, representing a novel backwards process to security
assessment.

2) search algorithm that iteratively applies QA to the QUBO
set to solve the N-k security assessment. This algorithm
can approach the N-k security assessment problem given
many qubits.

3) customised meta-heuristic algorithms using partitioning
and an MC-type approach that improves scaling of these
algorithms on limited QC hardware of finite qubits.

Case studies on the IEEE 118-bus system investigate the error
of the disjunctive N-k security assessment. Errors increase with
the proximity of faults. One use case determines the contingency
lists from the output distribution of the QA-based approach,
and the other use case identifies lines to reinforce to make the
system more secure against k-failures. The final case studies

Fig. 2. Conventional SA (a) requires many sequential computations for a
large set of contingencies ΩD that include combinations of k faults. Proposed
annealing-based SA (b) outputs the set of contingencies that are low in security,
leading to overloads in lines ΩL. Proposed (b) requires fewer computations than
(a) as |ΩL| � |ΩD | for N-k faults where k > 1.

assess the computing times compared with a state-of-the-art
solver, GUROBI, and conventional forward security assessment.
We also test the meta-heuristic search approach to see what is
currently possible with existing annealers.

II. DISJUNCTIVE N-k SECURITY ASSESSMENT

The PTDFd compute the line flows

fL = PTDFd × p ∀L ∈ ΩL (1)

after fault d for the power injections p ∈ R
|ΩB | and lines ΩL.

ΩB is the set of buses, and |ΩB | and |ΩL| are set-cardinalities,
the number of buses and lines, respectively. PTDFd and the
following approximations are only valid if and only if the system
is still connected post-fault d, i.e., the system does not become
islanded. The

PTDFd ≈ Bbr ×A× B̃−1, (2)

correspond to the lines in outage ΩL̂
d = {l | yl = 1, ∀l ∈ ΩL},

and has simultaneously k = |ΩL̂
d | =

∑
l∈ΩL yl lines in outage.

The binary variable yl shows whether a line is in an outage,
then yl = 1, otherwise yl = 0. Bbr, A are the line reactance and
incidence matrices defined in Appendix A and

B̃−1 ≈ B−1 +
∑
l∈ΩL

ylFl +
∑
l∈ΩL

∑
l̂∈ΩL

ylyl̂Gl,l̂

+
∑
l∈ΩL

∑
l̂∈ΩL

∑
ľ∈ΩL

ylyl̂yľHl,l̂,ľ (3)

considers matrices Fl, Gl,l̂ and Hl,l̂,ľ of the lines in outage to
get an altered inverse of the susceptance matrix B−1 that will be
introduced later.

An objective is to obtain the y combinations that result in line
overloads for k-simultaneous outages. The physical limits on
the transmission lines are

−fB
L ≤ fL ≤ fB

L , L ∈ ΩL (4)

where fB
L is the limit of the power flow over line L. The

conventional approach illustrated in Fig. 2(a) assesses many
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contingencies d to determine the security of overloads. How-
ever, the conventional approach is impractical for many fault
combinations k and many d.

The approach in this paper, illustrated in Fig. 2(b), formulates
optimisations that provide the worst-case contingency, and then
analysing the distribution of the QA solver provides the shortlist
of contingencies. To identify the worst-case k-outage scenario
that leads to overload on the line L, the N-k security assessment
can be formulated as a constrained mixed-integer nonlinear
optimisation

maximize
y,λ,f

λ

subject to λ ≤ fB
L − fL

λ ≤ fL − fB
L

ylyl̂δl,l̂ ≥ δB ∀(l, l̂) ∈ ΩL

∑
l∈ΩL

yl = k

(1), (2), (3)

yl ∈ {0, 1}, (5)

that maximises the constraint violation λ of (4). This approach
may run the optimisation consecutively for the parameter k =
1, 2, 3, . . . until λ ≥ 0. The constraint ylyl̂δl,l̂ ≥ δB ensures that

no outage combinations that have a shorter path than δB are
considered, as the approximation from [24], Appendix A, is
inaccurate for these. The constraints (1), (2), (3) are equality
constraints (= replaces ≈). The approach returns
� value k =

∑
l∈ΩL yl as a metric for how many faults the

system is secured against
� the values yl as one combination of lines that triggers

an N-k fault. Some solvers may also return multiple yl
combinations that have the same objective value.

A. Disjunctive PTDFs

The generic susceptance matrix

B̃−1≈B−1 +
∑
l∈ΩL

∑
l̂∈ΩL

ylyl̂B
−1IVlB

−1−
∑
l∈ΩL

ylB
−1IVlB

−1

+
∑
l∈ΩL

∑
l̂∈ΩL

∑
ľ∈ΩL

ylyl̂yľB
−1Ul̂IVlB

−1

−
∑
l∈ΩL

∑
l̂∈ΩL

ylyl̂B
−1Ul̂IVlB

−1

−
∑
l∈ΩL

∑
l̂∈ΩL

ylyl̂B
−1IE−1

l Vl̂B
−1

−
∑
l∈ΩL

∑
l̂∈ΩL

∑
ľ∈ΩL

ylyl̂yľB
−1UľE

−1
l Vl̂B

−1, (6)

considers the combination of line outages of the lines ΩL. [24]
derived B̃−1, summarized in Appendix A. Grouping the terms

Fl := −B−1IVlB
−1

Gl,l̂ := B−1IVlB
−1 −B−1Ul̂IVlB

−1 −B−1IE−1
l Vl̂B

−1

Hl,l̂,ľ := B−1Ul̂IVlB
−1 −B−1UľE

−1
l Vl̂B

−1 (7)

provides the compact formulation in (3). However, note this
approximation is inaccurate for physically close faults [24] and
not defined for faults that lead to islanded systems. The distance
δl,l̂ between the two lines (l, l̂) provides a metric for proximity.
The combinations of two-lines

ΩFL =
{
(l, l̂)|{l 
= l̂, δl,l̂ ≥ δB , (l, l̂) ∈ ΩL}} (8)

sufficiently far away when the distance is above the threshold
δB . Two-line combinations too close to each other are

ΩCL =
{
(l, l̂)|{l 
= l̂, δl,l̂ < δB , (l, l̂) ∈ ΩL}}. (9)

This ensures the considered faults are sufficiently far away;
however, it does not guarantee the fault combinations do not
lead to islanded systems.

B. Quadratic Reformulation of Line Flow Limits

As QA can only consider quadratic unconstrained binary op-
timisations, we reformulate the cubic (3) to a quadratic boolean
equation using auxiliary variables [42]. The bijective function

h : ΩC → ΩFL (10)

assigns a unique c ∈ ΩC to each combination of the lines
sufficiently far away (l, l̂) ∈ ΩFL from (8), where ΩC =

{1, 2, . . . |ΩFL|}, hence (l, l̂) = h(c). Subsequently, we intro-
duce the binary auxiliary variable

zc = ylyl̂, ∀c ∈ ΩC , (11)

indicating that two lines (l̂, l) are simultaneously in an outage,
then zc = 1, otherwise zc = 0. We then define

Fl := Fl +Gl,l +Hl,l,l ∀l ∈ ΩL

Gc :=
1

2
(Gl,l̂ +Gl̂,l) (l, l̂) = h(c), ∀c ∈ ΩC

Hl,c :=
1

2
(Hl,l̂,ľ +Hl,ľ,l̂) (ľ, l̂) = h(c), ∀l ∈ ΩL, c ∈ ΩC

(12)

where Gc and Hl,c are the averages of the symmetric assign-
ments, e.g. l, l̂ and l̂, l. We then write compactly (3) as

B̃−1 ≈ B−1 +
∑
l∈ΩL

ylFl +
∑
c∈ΩC

zcGc

+
∑
l∈ΩL

∑
c∈ΩC

ylzcHl,c. (13)

The two inequality constraints for physical limits (4) on the
transmission lines are then

−fB ≤ BbrAB
−1 p+

∑
l∈ΩL

ylBbrAFl p+
∑
c∈ΩC

zcBbrAGc p

+
∑
l∈ΩL

∑
c∈ΩC

ylzcBbrAHl,c p ≤ fB ,

(14)
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Algorithm 1: Search for N-k Security With QUBOs.

where fB ∈ R
+|ΩL| are the line power limits. We define for all

lines L ∈ ΩL the post-fault overloading

λ±
L = ∓fB

L ± PA
L ±

∑
l∈ΩL

ylPB
l,L ±

∑
c∈ΩC

zcPC
c,L

±
∑
l∈ΩL

∑
c∈ΩC

ylzcPD
l,c,L ∀L ∈ ΩL (15)

where PA
L := BbrAB

−1 p, PB
l,L := BbrAFl p, PC

c,L :=

BbrAGc p and PD
l,c,L := BbrAHl,c p. λ±

L ≤ 0 is equivalent
to the physical limit (14). These reformulations modify the
optimisation (5) to a Mixed Integer Program with Quadratic
terms in the Constraints (MIQCP) that can be solved with
commercial, conventional solvers.

III. QUANTUM ANNEALING BASED APPROACH

A. Search With Many Quadratic Unconstrained Optimisations

The approach consecutively searches over k solving for each
line L the two QUBOs

maximize
y,z

λ±
L − C1

(
k −

∑
l∈ΩL

yl

)2

− C2

⎛
⎝ ∑

c∈ΩC , (l,l̂)=h(c)

ylyl̂ − 2ylzc − 2yl̂zc + 3zc

⎞
⎠

− C3

∑
(l,l̂)∈ΩCL

ylyl̂, (16)

where y ∈ {0, 1}|ΩL|, z ∈ {0, 1}|ΩC |. The optimisation exclu-
sively considers binary variables and maximises the physical
constraint violations λ±

L defined in (15) for the lower and upper
bounds (± corresponds to the two optimisations). The param-
eters are the simultaneous line faults k considered, the flow
parameters PA

L , PB
l,L, PC

c,L, PD
l,c,L, fB

L , the distances between
two lines δl,l̂ and the threshold δB to ensure an accurate ap-
proximation of the PTDFs [24]. C1 penalises deviations from∑

l∈ΩL yl = k. C2 penalises deviations from (11), and C3 pe-
nalises two line faults too close (9) that would lead to invalid
PTDF approximations, i.e. PA

L , PB
l,L, PC

c,L, PD
l,c,L would not

Fig. 3. Using QA to identify contingency list: in (a) the energy diagram over
the 4 binary variables in one of the QUBOs assessing k = 2 and in (b) the
distribution of solutions from running QA multiple times. Typically (b) is used
to identify the best solutions; however, this approach uses the distribution to
collect the list of contingencies as each low-energy solution corresponds to a
k = 2 contingency scenario.

be accurate. This optimisation can assess the security of the
line L for all k-faults that are sufficiently far apart, e.g. if
λ+
L ≤ 0,and λ−

L ≤ 0, then the line L is not overloaded for any
k-fault combination.

The search approach starts after computing the pre-fault flows
f0 = Bbr ×A×B−1 × p. Subsequently, the approach orders
the lines L according to their pre-fault loading levels |f0

L|. The
function

o : {0, 1, 2 . . . u, . . . |ΩL|} → ΩL (17)

outputs the line L with the uth largest |f0
L|, e.g. so that |f0

L1| ≤
|f0

L2|, where L1 = o(u) and L2 = o(u+ 1), respectively. The
Algorithm 1 iterates u solving the QUBOs (16) for each line L
and for increasing k simultaneous faults until the first overload
has been found. The solution to the last optimisation y provides
one combination of faults resulting in an overload at line L.
Note that the embeddings mapping the QUBO problem to the
quantum computing hardware are derived only once, and the
spin biases are just updated for each line L and for k.

B. Contingency List From Distribution of Annealing Outputs

QA approaches the QUBO problems to optimality by a
process called ’annealing’. The probability of a qubit being
assigned as 0 or 1 is controlled by a qubit bias and coupling
qubits together. Ultimately, the QUBO (16) problem can be
written as maximize

y,z
[y, z]TQ[y, z] with the real-valued upper

triangular matrix Q. The diagonal of Q shows the qubit biases,
and the couplings are the off-diagonal elements in this matrix.
Fig. 3(a) illustrates the relative energy of 6 different states of
the 4 variables [y, z] that depend on the bias and couplings. The
dimensions of Q is not directly dependent on the power network
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system size (|ΩB |, |ΩL|), however, on the number of lines in the
contingency list (y may relate only to a subset ⊂ |ΩL|) and the
two-line combinations (z) thereof.

QA starts from a quantum-mechanical superposition of all
states, where qubit states are possibly entangled. During an-
nealing, the states change according to the energy landscape
from the applied bias and couplings, eventually leading to a
state with the lowest energy (best answer as Fig. 3(a) shows).
QA is a stochastic process, meaning different runs can lead to
different local minima with low energy, but possibly not the
lowest. Therefore, Fig. 3(b) shows that distributions of solutions
can be obtained by running annealing multiple times on the same
problem.

Our approach uses the distribution to obtain the N-k contin-
gency shortlist ΩY . The optimisation (16) represents the secu-
rity assessment. Typically, optimisations provide just a single
solution, here worst-case contingency. However, by QA that
leverages quantum effects, we can assess all possible contingen-
cies. The distribution provides a shortlist of contingencies. We
consider Ω̂Y the set of solutions where eachd ∈ Ω̂Y corresponds
to a different [y, z]d solution with objective value λL,d. The fol-
lowing holds [y, z]d1 
= [y, z]d2, ∀d1, d2 ∈ Ω̂Y , d1 
= d2; and
yl = 1, ∀l ∈ ΩL̂

d ; and yl = 0, ∀l ∈ ΩL \ ΩL̂
d . ρd is the share of

runs that produced solution d where
∑

d∈Ω̂Y ρd = 1. The con-
ventional approach is to take the best answer d∗ or [y, z]∗ (worst-
case contingency) where λL,d∗ = max{λL,d, d ∈ Ω̂Y } among
all solutions from the various annealing runs, e.g. Fig. 3(a).
However, as Fig. 3(b) shows, we apply the cutoff threshold ρ̄ to
obtain the contingency shortlist ΩY = {d | ρd ≥ ρ̄, ∀d ∈ Ω̂Y }.
Subsequently, for a more accurate estimation of the overloads,
we compute the line flows fL using the actual PTDFd from
(28) in (1), then, evaluating the overloads λL,d = max{0, fB

L −
fL, fL − fB

L }∀d ∈ ΩY . Finally, we obtain the worst-case con-
tingency d∗ by evaluating the overloads computed with actual
PTDFs, e.g. λL,d∗ = max{λL,d, d ∈ Ω̂Y }.

C. Errors by Quantum Annealer and Neumann Series

Two errors are superimposed when obtaining the contingency
lists from the QA. The annealer itself is a heuristic making (quan-
tum) errors, and the Neumann series approximates the PTDFs,
introducing errors. The average absolute error of the approx-
imation of the Neumann series is

∑
d∈ΩY

1
|ΩY | |λL,d − λL,d|.

As a baseline, computing the ground truth of identifying the
worst-case contingencies requires to evaluate all of the N-k
faults ΩD also using the actual PTDFd from (28) in (1),
e.g. λL,d = max{0, fB

L − fL, fL − fB
L }∀d ∈ ΩD. Then, iden-

tify λLODF = max{λL,d, ∀d ∈ ΩD}. The residual error of this
approach is |λL,d∗ − λLODF |.

D. Meta-Heuristic For a Finite Number of Qubits

Quantum computers have a limited number of qubits Q and
fixed couplings between these qubits. As the derived QUBO
problem involves linear and quadratic terms that describe the
coupling between variables, the problem variables and cou-
plings need to be embedded (matched) to the fixed coupling

of the quantum computer hardware, e.g. matching one graph
to another graph. For large power grids, the number of binary
variables is large and likely no fitting embedding can be found
directly. Hybrid solvers address this issue, firstly finding a suit-
able embedding and breaking the problem into sub-problems
solved with the quantum computing unit. The number of binary
variables required for the above problem is |ΩL|+ |ΩC |, and
Q ≤ |ΩL|+ |ΩC | for large power systems.

We propose dividing the problem into smaller sub-problems
and, for each, derive an embedding. Each subproblem i includes
all binary variables yl with l ∈ ΩL and a subset ΩC

i ⊆ ΩC of
binary variables of two-line combinations zc ∈ ΩC

i . Therefore,
replacing (11) by

zc = ylyl̂, ∀c ∈ ΩC
i , (18)

and adding

yl + yl̂ ≤ 1, (l, l̂) = h(c), ∀c ∈ {ΩC − ΩC
i }. (19)

Making these modifications in QUBO (16) requires changing
the second penalty term to

−C2

⎛
⎝ ∑

c∈ΩC
i , (l,l̂)=h(c)

ylyl̂ − 2ylzc − 2yl̂zc + 3zc

⎞
⎠ (20)

and adding to the third penalty term

−C3

⎛
⎜⎜⎜⎝

∑
(l,l̂)∈ΩCL

ylyl̂ +
∑

c∈{ΩC−ΩC
i },

(l,l̂)=h(c)

ylyl̂

⎞
⎟⎟⎟⎠ (21)

to penalise the two-line fault combinations {ΩC − ΩC
i }. The

size of the subset |ΩC
i | ≤ Q− |ΩL| is limited by the available

qubits Q, the possible embeddings and connectivity of qubits.
This paper applies a Monte-Carlo-type sampling approach to

cover most N-k contingencies. There, the sub-problem subsets
ΩC

i are uniformly randomly drawn without replacements, so
ΩC

i ⊂ ΩC , ∀i = 1, 2, 3, . . . I . The probability of a fault ΩL̂,
with |ΩL̂| ≤ k, being represented by the two-line combinations
ΩC

i is

P

(
ΩL̂ ⊂ {f(c) : ∀c ∈ ΩC

i }
)
≥
( |ΩC

i |
|ΩC |

)R( k
2 )

, (22)

where R : R → Z rounds down to the closest integer that is
smaller. If the connectivity of the qubits is sufficient, we recom-
mend selecting |ΩC

i | as high as possible, e.g. |ΩC
i | = Q− |ΩL|,

to reduce the number of runs by the quantum annealer if the
quantum hardware allows for full qubit connectivity. We rec-
ommend drawing

I =

( |ΩC
i |

|ΩC |
)−R( k

2 )

(23)

uniformly random subsets with Monte-Carlo sampling to ro-
bustly assess the N-k security, aiming to cover with high prob-
ability most k faults. The modified Algorithm 2 is nested and
requires significantly longer to execute. There, we follow (23),
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Algorithm 2: Meta-Heuristic for N-k Security With Limited
Qubits.

more random subsets ΩC
i need to be drawn with increasing k to

cover all k-faults with high probability.
This proposed Algorithm 2 has some interesting scaling prop-

erties. Creating I embeddings is typically a computationally
expensive step; however, this algorithm requires creating em-
beddings only once. The same embeddings I can be used for all
linesL ∈ ΩL and for other operating conditions that each update
PA, PB , PC and PD. Furthermore, the same embeddings can
be used for all k as only the k parameter is updated in the
optimisation (16).

IV. CASE STUDY

The IEEE 118-bus system was primarily used to test the pro-
posed approach. The 300-bus system, 1354 pegase system, and
2383 wp system were used from MATPOWER, in a brief scaling
analysis. In the IEEE 118-bus system, to study the PTDFs,
70 faults were randomly sampled that do not lead to islanded
systems, 10 each for k = {1, 2 . . . 7}. These fault combinations
had a minimum shortest distance of δ > δB = 2 between the
lines in an outage. The operating load levels were sampled from
a Kumaraswamy distribution (1.6, 2.8) around ±25% of the
nominal loads, having a Pearson correlation coefficient 0.75.
The generator levels were assigned with a DC OPF. The security
assessment considered that the line loading limits were set at
230 MW for all lines. A security label was computed per line
(e.g. overloaded then insecure, if not overloaded, then secure).
The Dijkstra algorithm was considered to compute the distances
δ between the lines. Python was used on a standard laptop with
an Intel i7 core. The QA and DWaves Hybrid CQM solver was
used to map the problem to the quantum hardware and determine
the penalisation scalar values C1, C2 and C3. GUROBI and
exhaustive search were used as baselines. All solvers had default
settings.

Fig. 4. Element-wise MSE of approximating the actual (B + UIV )−1 with
B̃−1 for k = 2 faults with different minimal distances δ. The approximation
seems sufficiently accurate for δ ≥ δB where δB = 2.

TABLE I
SHARE OF LINE COMBINATIONS (l, l̂) WITH SHORTEST DISTANCE δ IN [%] AND

SHARE OF FAR COMBINATIONS
|ΩFL |

|ΩL ||ΩL | WITH THRESHOLD δB .

TABLE II
SECURITY ASSESSMENT WITH POWER TRANSFER DISTRIBUTION FACTORS

WITH MEAN AND STANDARD DEVIATION IN BRACKETS.

A. Approximate Disjunctive Power Transfer Distribution
Factors

This study investigates the approximation error of the disjunc-
tive PTDFs from Appendix A, selecting δB , and the impact on
security assessment. Studying this adds perspective to the QA
error studied later. The Neumann series approximation may be
inaccurate depending on the proximity of the faults. There, the
MSE was assessed between the two (B + UIV )−1 and B̃−1 for
10000 different k = 2 fault combinations. Fig. 4 shows the MSE
plateaus after distance δB ≥ 2, motivating that selection. Table I

shows the share of two-line combinations |ΩFL|
|ΩL||ΩL| that are

considered far apart when selecting the value of δB (e.g. when
δB = 2 this share was at 89.6% totalling at |ΩFL| = 15581).
However, selecting δB ≥ 2 means faults closer than a distance
of 2 are not considered in this security assessment. In the 118-bus
system, this share was around 90% of k = 2 faults that can still
be considered; however, with increasing k, this share decreased.

Table II shows the impact of the approximation on the security
for faults with δB ≥ 2. 91% were secure conditions. The relative
difference in line flow estimations stays below 50% for k < 4;
however, the difference increases for higher k. Still, the accu-
racy is above 95% accuracy for k ≤ 5, however, the accuracy
decreases below 90% for higher k values. The false and missed
alarms increased similarly with k. The approach is only accurate
for k ≤ 4 in the IEEE 118-bus system.
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Fig. 5. Identifying the worst-case k = 1 fault on an arbitrary selected line
L = 0. The fault on line l = 12 causes the highest overload on L = 0.

Fig. 6. The approach minimises inaccuracies: the approximation error from
the Neumann series is superposed by the optimality gap from the annealing
process leading to suboptimal worst-case contingency ([y, z]*). However, the
proposed approach analyses all local optima from annealing (QUBO samples)
to more optimally identify contingencies that are within a residual < 15% range
to the worst-case contingency in k = 4. The reference λLODF is the ground
truth of worst-case line loading.

B. N-k Security Assessment by Mitigating Quantum Errors

This case study investigates whether the quantum program
can accurately assess security. As Fig. 5 shows, the annealer
does not always solve the optimisation to (global) optimality, as
the QUBOs and GUROBI outputs sometimes differ. Two errors
occur: one error is caused by the annealer, and the other error
is caused by the Neumann series approximating the PTDFs.
These errors lead to inaccuracies that superpose and may lead to
inaccurate security estimations, e.g. that an overload is identified
as worst-case, which is not the worst-case contingency. Testing
these errors, we use the MIQCP reformulation Section II and
the exhaustive LODF-search as baselines (reference λLODF ).
We compute the relative error to this reference, identifying the
worst-case contingency as in Section III-C. We report average
errors for 10 loading conditions, randomly selected |ΩL| = 50
and random L lines. 60 QUBOs were solved (λ+

L and λ−
L in

Algorithm 1).
Fig. 6 shows that QA produces a set of low-energy samples

where the sample with the highest objective value ([y, z]∗) is not
necessarily the contingency leading to the highest line overload.
However, the worst-case contingency is among the samples with
an overload error of less than 5%, 10%, 15% close to the actual
contingency with the highest overload (reference λLODF ) for
k = 2, 3, 4, respectively. These results confirm that QA can

TABLE III
COMPARING WORST-CASE k LINE FAULT COMBINATION (CORRECT FROM

EXHAUSTIVE SEARCH), AND OBTAINED FROM QA.

identify multiple high-impact contingencies at the same time
from the QUBO samples. Table III shows that the worst-case
contingencies are within the obtained distribution at all k = 2
cases. While for k > 2 the specific global solution is not part
of the QA distribution, often the solutions overlap in individual
lines and the residual error of the QA solutions is shown in Fig. 6
within an error of< 15%. This misidentification is due to the two
superposing errors of the annealer and the PTDF approximation
studied in this and the previous case study. Specifically, the
inaccuracy in the PTDFs increases with k as Section IV-A
studied, and is here too large to accurately identify the k > 2
worst-case contingency. Nonetheless, the proposed approach
identifies a set of critical k-contingencies that have similarly
large line loading as the worst-case contingency (Fig. 6).

C. Obtaining Contingency Lists With QA

This study investigates whether the output of the annealer
(with Q = 1500) can be used for impact analysis of the grid,
leading to a contingency list and tests Section III-B. As illus-
trated in Fig. 3, the annealer provides samples that have the
lowest ‘energy’ (objective value), where often the sample with
the lowest ’energy’ corresponds with the optimal decisions, e.g.
see the comparison in Fig. 5. Fig. 5 shows that the global optimal
solution from GUROBI matches the most frequent solution
obtained by the annealer. If a cutoff value ρ̄ = 25% is applied,
only the line 12 is shortlisted ΩY = {12}, which matches with
the worst-case contingency found by GUROBI. However, the
proposed approach can lower the threshold to ρ̄ = 5%, and
a more conservative contingency shortlist ΩY = {12, 19, 99}
is obtained. These additional lines l = 19 and l = 99, also
have a high impact on the system under k contingencies. This
demonstrates that multiple low-energy solutions can be obtained
with the QA. Low-energy solutions correspond to high-impact



CREMER: N-k SECURITY ASSESSMENT WITH QUANTUM ANNEALING 1493

Fig. 7. IEEE 118-bus system showing worst-case k = 3 combination (blue
marked lines) for overloading line L = 135 (red). This output is from one
iteration in Algorithm 1.

Fig. 8. Assessing the impact of using quantum annealers’ output distribution
of solutions for the selected line L = 135. The worst k = 3 combination is
marked with X. GUROBI can not compute for k = 3.

contingencies on the system. Nonetheless, such a list can also be
obtained using the LODFs for all lines and ranking the overloads,
which may take more time than the quantum program, as we will
investigate in Section IV-E.

D. Line Reinforcements Leveraging Quantum Effects

This use case investigates the distribution of the output of
quantum annealers to identify lines as candidates for reinforce-
ments, e.g., lines that are particularly likely to result in network
overload when failing. Faults 115, 154 and 128 are the worst-
case k = 3 combination for overloading line 135 as illustrated
in Fig. 7. However, Fig. 8 shows that line 128 is present multiple
times in many k = 3 combinations, not only in the worst-case,
suggesting reinforcing line 128 can improve robustness against
many k = 3 fault combinations. Executing the full Algorithm
1 leads to the full distribution from where the weakest link
that reduces overloads on L can be identified. For k = 4 and
6 overloaded lines, Fig. 9(a) shows such a full distribution,
where the four top (weakest) lines that may be reinforced are
37,128,140 and 137 as shown in Fig. 9(b). The lines to reinforce
are in the same area where the overloads are to be minimised (red
lines). Reinforcing these lines may then reduce the overloads on
the red lines at multiple outages.

E. Computational Times

This case study investigates the computational performance
and estimates the scaling to the full system. This study

Fig. 9. Analysing QA distribution (a) across 6 overloaded lines (red in b) from
all k = 4 simultaneous failures in 50 lines shows some lines are more present
in the worst-case faults than others. For example, the top four lines in yellow
shown in (b) can be reinforced to improve network resilience for k = 4 faults.

TABLE IV
GUROBI MIQCP SOLVER TIMES (SECOND) ARE AVERAGES OF 10 RUNS WITH

STANDARD DEVIATION IN BRACKET. 187 LINE FAILURES WERE CONSIDERED

FOR ONE POSSIBLY OVERLOADED LINE L.

considers two baselines, GUROBI solving the MIQCP intro-
duced in Section II and an exhaustive search assessing all con-
tingencies with LODFs, representing a state-of-the-art forward
screening of contingencies. As a baseline, Table IV shows the
computation time, number of binary variables and constraints
when GUROBI assesses all k -faults for the security of a single
line (as illustrated in Fig. 7 assessing all blue combinations that
could overload a single line). These computation times of this
baseline are similar to a MINLP formulation from [2], showing
900s to identify the worst-case k = 2 contingency in the IEEE
118-bus system versus 1291s as in this work.

Studying our approach, we investigate the computational per-
formance on 10 random iterations from Algorithm 1, 10 different
operating loading conditions, and 10 randomly selected lines to
check for overloads, considering |ΩL| = 50 randomly selected
line outages, considering all k combinations. Overall 60 QUBOs
were solved (λ+ and Λ− optimisations for k = 2, 3, 4). These
QUBOS had in average 1144 binary variables with a standard
deviation of 12. Table V shows the proposed approach’s CPU
and QPU access time (total for λ+ and Λ− QUBOs). We also
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TABLE V
COMPUTATIONAL TIMES (SECOND) OF TWO APPROACHES ASSESSING N-k

SECURITY OF 50 LINE FAILURES ON ONE POSSIBLY OVERLOADED LINE L. THE

TABLE SHOWS AVERAGES OF 10 RUNS WITH STANDARD DEVIATION IN

BRACKETS.

TABLE VI
MAX NUMBER OF LINES |ΩL| THAT CAN BE CONSIDERED IN THE k−

CONTINGENCY LIST WHEN Q = 1500 AND THE NUMBER QUBOS REQUIRING

SOLVING.

TABLE VII
ESTIMATION OF COMPUTATIONS USING THE VARIOUS APPROACHES FOR THE

FULL N-k SECURITY ASSESSMENT PROBLEM CONSIDERING 187 FAULTS AND

ALL POSSIBLE 187 OVERLOADED LINES, EXCEPT THE DWAVE QUBO*
APPROACH, IS N/A FOR 187 FAULTS AND HAS BEEN ASSESSED FOR 50 FAULTS

INSTEAD AS THE QA IS LIMITED.

compare an exhaustive search using LODFs, showing that the
proposed approach outperforms in scaling to more faults, as the
CPU and QPU time is constant.

To estimate the computations of the baselines and illustrate
the issue, we project (estimate) the computations for checking
all 187 lines with LODFs (corresponding to |ΩL| = 50 lines) by
multiplying with k!(50−k)!

50!
187!

k!(187−k)! . Table VII shows GUROBI
can not compute beyond k > 2, and exhaustive search requires
3.5h or 114h in k = 3, 4, respectively, which we expect is signif-
icantly worse in larger systems. We could not directly assess the
computations of our QUBO approach as the DWAVE hardware
is limited in the number of qubits; however, the table shows the
comparison from the 50-lines case reported earlier.

Finally, we assess the impact of system size and the maximal
number of lines that can be included in the contingency list,
considering a limited annealer with Q = 1500. For four power
systems, the study randomly assigns ΩL with increasing |ΩL|
starting from |ΩL| = 3, 4 . . . . The study then computes the com-
binations ΩC , and finally assesses whether Q ≤ |ΩL|+ |ΩC | is
fulfilled. The study stops at the first |ΩL| where the inequality is
not met. This study did not consider the connectivity of the QA.
As discussed in Section III-D, Table VI shows that the limit is the
number of single lines as each line requires binary variables, and
each combination requires binary variables (Q ≤ |ΩL|+ |ΩC |).
Table VI shows that the system size does not impact the problem
size on the quantum annealer; however, the system size impacts
the number of QUBOs that need to be solved, i.e. each line in
the transmission system requires solving two QUBOs (16). For

Fig. 10. The minimal qubits Q needed in the approach (16) to consider |ΩL|
lines and all k-combinations thereof in the Polish 2383wp system.

Fig. 11. The required samples I to perform the security assessment with a
quantum computer of size Q.

the Polish system 2384 wp system, Fig. 10 shows the required
qubits to consider |ΩL| lines. This study demonstrates that
current quantum annealers limit this application to an order of
|ΩL| ≈ 50.

F. Practical Approach for Annealers With Limited Qubits

This study investigates the meta-heuristic approach to various
parameters that characterise the problem size (k, |ΩL|) and
parameters characterising the approach (hardware with some
qubitsQ, the number of samples I). Algorithm 2 applies random
subsets of two-line combinations |ΩC | to keep the QUBOs
solvable with Q qubits, e.g. a single QUBO i assesses one
line loading for all k-fault combinations of the subset ΩC

i . The
number of two-line combinations |ΩC | depends on the grid
connectivity, the number of considered contingencies and the
threshold δB , e.g. in the IEEE 118-bus system, the numbers
|ΩC | = 15581 for |ΩL| = 187 lines. This initial study assumes
all possible couplings on the annealer with qubitsQ, the maximal
|ΩL|+ |ΩC | = Q. Then, Fig. 11 shows the required number of
samples I (see (23)) where the approach can identify the worst-
case contingency. Fig. 12 shows the probability of identifying the
worst-case k-fault combination if the meta-heuristic approach
is used with a quantum computer size Q = 1500 according
to (22). Reasonable selection of I is I = 10 for k = 2, 3, and
I = 100 for k = 4, 5 as the probability to identify the worst-case
contingency is above 90% assuming zero errors of annealer
and Neumann approximation. This study shows the problem
is decomposable but requires exponentially more samples, the
more k-fault combinations are assessed. These results also show
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Fig. 12. Probability to assess k-faults when sampling I times and using a
quantum computer with Q = 1500.

that the decomposition introduces the same limitation as in
the conventional approach, the poor scaling to increasing k.
In comparison, if the full problem fits on the annealer and the
meta-heuristic approach is not needed, recap that the approach
is feasible to process security assessment with constant compu-
tational times in k as Table V showed.

G. Discussion

We propose a novel ‘backwards’ process for security assess-
ment that directly identifies the low-security contingency list,
in contrast to state-of-the-art methods that exhaustively screen
the entire contingency space. This fundamental shift leads to
a remarkable improvement in computational efficiency. Our
approach achieves an approximate 200× speed-up for 50 faults
in the IEEE 118-bus system, compared to exhaustive search
methods. While the hardware used in our comparison differs,
the results suggest that QA offers significant potential for ad-
dressing contingency analysis at scale. Our approach is the first
to demonstrate constant computational complexity concerning
common mode k-failures and concerning system size, to the
best of our knowledge. When estimating the compute for the
full system 187 possible faults (and all k combinations thereof),
the state-of-the-art method takes around hours to days, and the
QA may solve this problem within seconds to minutes. Using
the QA distribution based on quantum effects may help identify
lines to reinforce to withstand ’all’ k faults.

There are several limitations of the QA-based approach,
related to the power systems’ validity and the scaling of the
approach on currently available QA hardware. The currently
applied security assessments assume the DC-approximation and
assess only the overloading of transmission lines. Our approach
can not provide insights into voltage issues, reactive power
generation limits that would require an AC model. However,
one could assess these security criteria with AC-models after the
k-fault contingency list (the distribution) that has been obtained
from the proposed approach, to further distinguish the criticality
of these contingencies, part of the distribution. The limitations of
the QA hardware impose limits on the number of lines and their
combinations that can be included in the contingency list. As
the system size grows, the number of required QUBOs increases
approximately linearly with the number of lines in the network,
i.e., testing each line for overload conditions requires solving at
least two QUBOs per line. Although the meta-heuristic approach

allows including more individual lines in the contingency list
compared to a direct QA-based approach without heuristics, the
meta-heuristic also requires even more QUBO solves, as each
additional line or line-pair introduces further QUBOs. The time
complexity of the search Algorithm 1 applying (16) isO(k|ΩL|)
and assumes the full problem with all contingencies considered
fits on a single QA. If the problem does not fit on a single QA, the
time complexity of the heuristic Algorithm 2 is O(kI|ΩL|) with
the user selecting I . The time complexity of an exhaustive search
is O(|ΩL|k). This research is an initial proof of concept and
marks a first step towards QA-based N-k security assessment.

Improvements on the computation times are expected with
better formulation of the problem, developing better meta-
heuristics and larger QA hardware that the full problem fits
on the QA. Improvements of the solution quality are expected
with improvements in the quantum field, e.g. improving er-
ror mitigation (and handling) of the solutions obtained from
the annealer. This specific QA-based approach can be further
improved by tailoring the annealing process to this specific
computational task. There, it is important to understand the
relationship between the initial, mixing Hamiltonians and the
initial state for QA [43]. The practical approach proposed does
not scale well with the number of lines and combinations. The
approach can likely be improved using other searches, like tabu.
The disjunctive formulation would benefit from a reduction in
auxiliary variables, as these require many additional qubits.

V. CONCLUSION

This research is a foundational, initial step toward enabling
two novel use cases for power system security: to identify the
most critical N-k contingency list in near real-time and deter-
mine the lines to reinforce to ensure system resilience against
N-k faults. QA is promising for N-k security assessment due to
the inherently combinatorial nature of the problem. Beyond N-k
analysis, this research can inspire more use cases in (power) sys-
tems where combinatorial problems arise, specifically if one is
interested in the distribution of solutions. From the case studies,
we can conclude the proposed concept works for medium-sized
power systems; however, the number of lines to consider faulty
has to be limited (with allk combinations thereof). A speed-up of
200× to exhaustive search was obtained when searching for crit-
ical k-contingencies. The meta-heuristic makes the problem fea-
sible on currently available QA hardware, however introduces
additional computations, e.g. the heuristic becomes impractical
when focusing on k > 4 as many QUBOs would need to be
solved. From the study on the IEEE 118-bus system, we conclude
that lines for reinforcement can be identified by analysing the QA
solution distribution. Therefore, future research should focus on
problem formulations, reducing auxiliary variables, and more
advanced practical approaches for current QA hardware.

APPENDIX A
APPROXIMATING POWER TRANSFER DISTRIBUTION FACTORS

This section provides background on approximating power
transfer distribution factors (called polynomial LODFs in [24]).
A ∈ {−1, 0, 1}|ΩL|×|ΩB | is the branch incidence matrix. 1 and
−1 represent the ‘from bus’ and ‘to bus’. The susceptance matrix
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is B ∈ R
|ΩB |×|ΩB | with the elements

Bb̃,b =
∑
l∈ΩL

Al,bAl,b̃

1

χl
∀b, b̃ ∈ ΩB (24a)

Bb,b = −
∑
l∈ΩL

Al,bAl,b
1

χl
∀b ∈ ΩB (24b)

with line reactances χl. At the slack bus b̂

Bb̂,b = 0 ∀b ∈ ΩB

Bb,b̂ = 0 ∀b ∈ ΩB (25)

has zeros in the row and column. The power transfer distribution
factors

PTDF = Bbr ×A×B−1, (26)

where Bbr ∈ R
|ΩL|×|ΩL| has the line reactance values in the

diagonal entries, and all other elements are zero. B−1 is the
Pseudoinverse. Bbr and B are different matrices. If B alters
fromB toB +D due to an outage d, the Woodbury identity [44]
efficiently updates the inverse of the original matrix B changed
by D = UIV by

(B + UIV )−1 = B−1 −B−1U(I + V B−1U)−1V B−1,
(27)

where I is the identity matrix with dimensions |ΩB | × |ΩB |.
The power transfer distribution factors are

PTDFd = Bbr ×A× (B + UIV )−1, (28)

with the matrix

U = I +
∑
l∈ΩL̂

d

Ul (29a)

Ul = −ebtl e
T
btl
, (29b)

where btl is the ‘to’ bus, bfl is the ’from’ bus of the line l. ei is
the standard basis vector where the ith element is one, and all
other elements are zero. The matrix V is

V =
∑
l∈ΩL̂

d

Vl (30a)

Vl = − 1

χl
ebfl

eT
bfl
. (30b)

A1 Polynomial Approximation of N-k PTDFs

The lines ΩL̂
d are in an outage at sample d and the matrix to

invert to compute the PTDFd with (27)–(28) is

(I + V B−1U)−1 = (I +
∑
l∈ΩL̂

d

VlB
−1U)−1. (31)

We define

Jl := I + VlB
−1U, (32a)

Tl := VlB
−1U = VlB

−1(I +
∑
l̂∈ΩL̂

d

Ul̂) (32b)

where Jl = I + Tl. With (31)–(32), we obtain

(I + V B−1U)−1 =

⎛
⎜⎝Jl +

∑
l̂∈ΩL̂

d \l
Tl̂

⎞
⎟⎠

−1

. (33)

We develop the Neumann series with one component around Jl

(I + V B−1U)−1 ≈ J−1
l ∀l ∈ ΩL̂, (34)

which converges iff ∥∥∥∥∥∥∥J
−1
l

∑
l̂∈ΩL̂

d \l
Tl̂

∥∥∥∥∥∥∥ < 1. (35)

Then, we linearly combine all lines in the outage and subtract
the identity k − 1 times as each J has 1 entries on the diagonal.

(I + V B−1U)−1 ≈
∑
l∈ΩL̂

d

J−1
l − (k − 1)I. (36)

We then use (29a) and the distributive property to compute

J−1
l =

⎛
⎜⎝I + VlB

−1I + VlB
−1Ul +

∑
l̂∈ΩL̂

d \l
VlB

−1Ul̂

⎞
⎟⎠

−1

.

(37)

We define

El := I + VlB
−1I + VlB

−1Ul, (38a)

Rl :=
∑

l̂∈ΩL̂
d \l

VlB
−1Ul̂ (38b)

and expand with Neumann with one component around El, so

J−1
l ≈ E−1

l , (39)

which converges iff ||E−1
l Rl|| < 1. Then, the PTDFs are

(B+ UIV )−1≈B−1−B−1U

⎛
⎜⎝∑

l∈ΩL̂
d

E−1
l −(k − 1)I

⎞
⎟⎠V B−1.

(40)

We use the distributed property to obtain

B̃−1 ≈ B−1 +
∑
l∈ΩL̂

d

B−1I(k̂ − 1)IVlB
−1

+
∑
l̂∈ΩL̂

d

∑
l∈ΩL̂

d

B−1Ul̂(k̂ − 1)IVlB
−1

−
∑
l̂∈ΩL̂

d

∑
l∈ΩL̂

d

B−1IE−1
l Vl̂B

−1

−
∑
ľ∈ΩL̂

d

∑
l̂∈ΩL̂

d

∑
l∈ΩL̂

d

B−1UľE
−1
l Vl̂B

−1. (41)
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