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Abstract

Large Language Models (LLMs) for code are trained
on large amounts of data that may contain copyrighted
and licensed content, which motivates internal audit-
ing methods that can test whether specific data points
were included during training. In this work we con-
duct an exploratory evaluation of membership inference
attacks (MIAs) as auditing signals for code-specialized
LLMs. We compare a loss-based baseline to Polarized
Augment Calibration (PAC) across three open models
in the 3B-4B range (Mellum-4B, StarCoder2-3B, and
SmolLM3-3B) using the Java subset of a contamination-
controlled evaluation dataset. We find that PAC pro-
vides consistent improvements over the loss signal on
the code models, while near-members samples are de-
tected almost as effectively as exact members. A strat-
ified analysis shows that attack performance varies sub-
stantially with file properties, with strongest separabil-
ity on small-to-medium files and on code with higher
alphanumeric content, and degradation on very large
files. Motivated by the syntactic fragility of token-swap
augmentation on code, we propose PAC-AST, an AST-
guided augmentation scheme that generates syntactically
valid neighbors. PAC-AST exhibits improved behavior
on larger and syntactically complex files where token-
swap PAC degrades but underperforms in smaller and
alphanumeric-rich strata due in part to a reduced effective
mutation magnitude. Overall, the results indicate that (i)
calibration-based signals can strengthen grey-box audit-
ing for code models, (ii) dataset and program character-
istics are major drivers of measured leakage, and (iii)
code-specific augmentation is a promising direction but
requires controlling perturbation magnitude and neigh-
bor quality to yield stable gains.

1 Introduction

Large Language Models (LLMs) are trained on large quantities of
data [3]. This practice raises data governance concerns, as these
datasets are frequently compiled with minimal oversight and contain
large quantities of personal, private, and copyrighted content [11.
This lack of governance has led to several legal challenges [19;
20]. Recent litigation has raised claims of copyright infringement
involving the use of proprietary text for model training [19].

The central question often revolves around the matter of fair use
in which courts (predominantly in the United States) have issued rul-
ings that vary between cases [20]]. With no clear legal precedent, the
burden has shifted toward requiring concrete technical proof of data
misuse. Plaintiffs have used techniques intended to demonstrate ver-
batim memorization of their copyrighted text. One such technique
is called Training Data Extraction (TDE) [4]. Although TDE is an
established approach, it remains an attack that requires identification
of exact memorized sequences [26]. A more scalable alternative to
TDE is a Membership Inference Attack (MIA) [22]]. Rather than ex-
tracting data, an MIA aims to solve a binary classification problem,
asking: Given a data point, was it part of the model’s training set.
MIAs are widely used as a proxy to measure privacy leakage and the
degree of model memorization [11].

The matter of memorization is also a concern in specialized do-
mains such as software engineering. Previous work has demon-
strated that code LLMs are vulnerable to TDE attacks and that they
tend to memorize content such as license information at a higher
rate than other code structures [1]. This vulnerability introduces
legal risks of copyright and license infringement [11]]. This work

explicitly identifies and discusses MIAs as a methodology for de-
tecting the inclusion of copyright-protected or licensed content in
model training data.

To mitigate these risks, organizations require auditing mecha-
nisms to verify if specific licensed content was consumed during
training. While external adversaries typically rely on black-box ac-
cess, internal auditing permits a white-box setting which assumes
full access to model parameters and gradients. However, despite the
necessity for reliable internal auditing, the field lacks a clear consen-
sus on which signals are most effective for large-scale models.

Recent surveys highlight a lack of systematic surveys that address
their effectiveness and limitations [23]]. While Loss Astack [22] pro-
vides a computationally efficient baseline, newer methods like Po-
larized Augment Calibration (PAC) [24] claim superior performance
through more involved calibrations. The comparative reliability of
these simple versus complex signals remains untested in the domain
of source code.

This research is structured as an exploratory study in which the
findings of each stage inform the methodology of the next. We begin
by establishing a baseline comparison of attack performance (RQ1).
Based on these results, we investigate how specific data characteris-
tics influence attack success (RQ2). Finally, identifying limitations
in the standard augmentation approach for code, we propose and
evaluate a code-specific adaptation (RQ3).

This leads to the following concrete sub-questions:

1. RQ1 (Performance): How does the attack performance of
PAC compare to the loss attack on code-specific LLMs?

2. RQ2 (Robustness): How do various characteristics of data
affect the effectiveness of each method?

3. RQ3 (Code-Specific Alternative): How does the perfor-
mance of a code-specific variant of PAC compare?

Summary of findings. Across the evaluated 3B—4B models, PAC
yields higher separability than the loss-based baseline on the code-
specialized models (StarCoder2 and Mellum), while improvements
are smaller on the general-purpose control (SmolLM3). Near-
duplicate samples are detected at rates comparable to exact mem-
bers, indicating that minor edits do not reliably remove member-
ship signal under these scores. A stratified analysis shows that per-
formance varies substantially with file characteristics. We find that
separability is strongest on small-to-medium files and on code with
higher alphanumeric content, and it degrades on very large and syn-
tactically complex files. Motivated by this large-file degradation,
we introduce PAC-AST, which replaces token swaps with AST-
guided perturbations; PAC-AST is more stable in large/complex
strata where token-swap PAC degrades, but it underperforms on
small and alphanumeric-rich code, consistent with its smaller effec-
tive mutation magnitude in those cases.

In the sections to follow, we begin by presenting an overview of
the background literature along with a positioning of our work in the
related field We then proceed to present our exploratory
analysis, organized by research question. Each subsequent section
details the specific method, setup, and results for that inquiry. Fi-
nally, we provide a discussion of our results[section 6|along with the
concluding remarks[section 7] We make all code and logs of the runs
publicly available for reproducibility purposes. All the results and
code used in this study along with additional tables and material are
provided as part of the replication package of this study [13].

2 Background and Related Work

In this section, we situate our work within the broader context of
existing research and discuss key developments that have shaped the
field.



2.1 Membership Inference Attacks

We begin by outlining a taxonomy to clarify what we mean by the
different categories of attacks.

Taxonomy. A Membership Inference Attack (MIA) is defined
as a binary classification problem [22; |8]l. The attack’s premise is
that models exhibit distinguishable statistical outputs (e.g., higher
confidence or lower perplexity) for data encountered during training
compared to unseen data [22]. The goal of the attacker is to build a
classifier that can detect this behavioral difference.

The effectiveness and design of an MIA are dictated by the at-
tacker’s level of access to the target model. This access is formally
categorized into a three-tier taxonomy [23} [8]:

* Black-Box: The adversary has no internal access and can only
provide an input and observe the final output of the model (e.g.,
the generated text or a label) [22].

* Grey-Box: The adversary has partial access, such as the ability
to see the model’s output probabilities or confidence scores for
its predictions, but not its internal parameters or gradients [23]l.

* White-Box: The adversary has complete access to the model,
including its architecture, all parameters (weights), and the
ability to compute internal states like loss and gradients [|15}
65 17].

This project focuses on the grey-box setting where the audi-
tor can compute token-level log-probabilities (logits) for the
model.

Attack Signals for Grey-Box Inference. Within the grey-box
setting, the primary distinction between methods lies in the signal
they use to classify membership.

The most foundational method is the Loss Attack, which uses
the model’s loss as the primary signal [25]. The core assumption is
that a model’s loss will be observably lower for a member sample
it has already seen than for a non-member sample. In a black-box
setting, this loss must be inferred using computationally expensive
shadow models [22]]. In our grey-box setting, the exact loss can be
computed directly via a single forward pass. This makes it com-
putationally efficient compared to methods requiring shadow model
training. However, many studies argue that a single scalar loss value
provides insufficient information and can be seen as a weak signal,
as it fails to capture the model’s complex internal state [17]].

More complex methods use richer signals. The Polarized Aug-
ment Calibration (PAC) attack is a reference-free method that
claims to be a plug-and-play solution for grey-box settings [24]. It
uses a two-part mechanism:

1. A Polarized Distance Signal: Instead of average loss, it
computes a polarized distance (Lys) that compares the log-
probabilities of the most likely (MAX-k1 %) tokens to the least
likely (MIN-k2%) tokens. This builds on concepts from other
“reference-free” attacks like Min-K% Prob [21]]. In this work,
we refer to tokens in (MAX-k1%) as kneqr and to those in
(MIN-k2%) as kgar.

2. Augment Calibration: To avoid shadow models, PAC cali-
brates this Ls score by generating adjacent samples (Z) via
randomly swapping pairs of N tokens within the original in-
put. The attack signal is the difference between the original
sample’s score and the average score of its augmented non-
member neighbors [24].

The core assumption of this augmentation, that a random token-
swap creates a valid adjacent sample, is a primary, untested weak-
ness of the PAC method when it comes to syntactically rigid data
like source code or natural language. This matter will be discussed
thoroughly in the results (RQ3) and discussion section of this thesis.

2.2 Data Governance and Auditing in Code

The need for robust MIA-based auditing is particularly relevant in
the domain of software engineering. Code LLMs, including the tar-
get models for this study (e.g., StarCoder2, Mellum, and SmolLM),
are trained on massive (often unsanitized) datasets scraped from the
internet [144[2;|18]l. The StarCoder2 model, for instance, was trained
on “The Stack v2,” a corpus derived from over 600 programming
languages [14].

This large-scale data ingestion creates a severe data governance
problem, as these datasets inevitably contain code with restrictive
“copyleft” licenses (e.g., GPL, AGPL) [11]]. As previously stated,
previous work has established that code LLMs are both vulnerable to
TDE attacks [|1]], and preferentially memorize legally-sensitive con-
tent, including license information, at a higher rate than other code
structures [1]]. The verbatim memorization of this code by a model
can place its users in a state of license infringement [11]. This mo-
tivates the need for reliable auditing tools to detect the inclusion of
such copyrighted and licensed content.

To address governance challenges, the industry is moving toward
formal standardization, most notably the ISO/IEC 42001:2023 [[10]
standard for Artificial Intelligence Management Systems (AIMS).
This framework mandates auditable processes for the entire Al life-
cycle. The IBM Granite family recently became the first open-
source model series to achieve this certification by requiring con-
crete proofs of data provenance and license verification [9]. This
rise in formal compliance standards further amplifies the need for
technical auditing tools, such as Membership Inference Attacks, that
can independently verify these claims.

This highlights a gap in the existing literature. While the prac-
tical need for reliable, well-understood auditing tools is clear, the
comparative strengths and weaknesses of these different grey-box
attack signals are poorly understood. Recent studies highlight an
absence of comprehensive evaluations that systematically examine
their strengths and weaknesses in large-scale models [23], and that
substantial knowledge gaps remain regarding the impact of different
signals on attack efficacy. To our knowledge, no work has directly
compared the robustness and failure modes of the PAC method’s
augmentation strategy against the loss attack in the domain of source
code. This exploratory study aims to fill that precise gap.

3 RQ1: Comparative Performance of Attacks

We begin by establishing a baseline for attack performance. The
goal of this section is to determine how the Polarized Augment Cal-
ibration (PAC) method compares to the standard grey-box loss attack
when applied to code-specialized LLMs.

3.1 Method: Attack Definitions

We compare two methods on code LLMs trained for completion.
Given a sample z (source code snippet) and a trained model fy, the
goal of an MIA is to decide whether z was part of the training set of
fo (member) or not (non-member). We treat near-members samples
as a separate category of interest, evaluated as a member.
Loss-based. The baseline commonly used for grey-box testing
is the Loss Attack [25} [8l, which unlike earlier models that train
shadow models directly uses the model’s loss to infer membership.
Concretely. For a given model fy and a tokenised sequence x =

(z1,...,zT), we compute the standard autoregressive training loss
=
f(.’lj) = —7T 1 ; logpg(xt_H | :Egt).

The loss is computed after truncating the sequence to a maximum
length L (by default L = 8192 tokens). The membership score for



the loss attack is defined as sioss(x) = —£(), so that higher scores
correspond to lower loss and thus a higher likelihood of member-
ship.

PAC-based attack. PAC extends the MIA framework by defining
a polarized distance over token log-probabilities and calibrating it
using augmented neighbors of the input [24].

Polarized distance: Given a sequence of per-token log-
probabilities p, sorted into p(1y < - -+ < p(r), the polarized distance
is defined as:

kg —1 Knear
1 1
Lt (s Kncar, ktar) = . E Pr-iy — Fonea Py
" =0 near j—1

Ly measures the gap between the most confidently predicted to-
kens and the least confidently predicted tokens. In this context, con-
fidence refers to the conditional probability assigned by the model
to the actual token observed in the sequence (pg(z+ | £<¢)). A high
probability implies the model effectively anticipates the token based
on learned patterns, while a low probability indicates a “surprising”
or unexpected continuation.

Augmentation-based calibration: PAC calibrates the polarized
distance by contrasting the original sample with a small set of per-
turbed adjacent samples. For RQ1, we adopt the standard mecha-
nism: generating n adjacent samples by randomly swapping a frac-
tion m of the tokens (default m = 0.3). The PAC score is defined
as:

spac(@) = Las(z) — %ZLM(@).

3.2 [Experimental Setup

Source data. Our experiments are based on the Java subset of The
Heap [12], a multilingual, contamination-free code dataset designed
for evaluating code LLMs. From this split we obtain three concep-
tual groups of files: members, near-members (near-members vari-
ants of the member files), and non-members. Each group initially
contains exactly 50 000 Java files. We then perform a stratified sam-
pling to the dataset (as described further in to obtain a
representative sample from the dataset. We publish the resulting
sampled dataset to the HuggingFace Hubm Throughout the thesis,
“member”” and “non-member” refer to membership under the dataset
construction used for evaluation. This does not fully determine
whether a sample was present in a model’s complete pretraining
mixture when that mixture is not publicly specified. Additionally,
the result presentations we make use of the following abbreviations:
(1) Members-All (MA) refers to the union of the set of member and
near-member samples. (2) Member-Exact (ME): refers to the set
of exclusively exact members, and (3) Member-Near (MN) refers
to near-members, [ | and, finally (4) Non-Members (NM) refers to
datapoints not included in the training dataset.

Models. We evaluate the attacks on three open-weight LLMs in
the 3B—4B parameter range:

* Mellum-4b-base: Designed for in-IDE code completion [18].

¢ StarCoder2-3B: Trained on The Stack v2 and code-related
sources [14]].

* SmolLM3-3B: A general language model, which we use as a
control model in our experiments [_2].

Thttps://huggingface.co/datasets/RohamKoohestani/
ResearchProjectSampled

“The reader is refereed to the original dataset paper for the exact
process through which near-members are detected and flagged [[12]

Evaluation protocol. We report ROC-AUC and PR-AUC as
threshold-independent measures of separability. ROC-AUC summa-
rizes ranking quality across operating points, while PR-AUC is sen-
sitive to false positives and is therefore informative when there is a
potential class imbalance (potentially applicable in our models under
evaluation). For completeness, we also report accuracy, precision,
recall, and F1 at a single operating point, using the threshold ob-
tained by using Youden’s J. All experiments are executed on Delft-
Blue, the TU Delft supercomputer using NVIDIA V100 GPUs [7].
Additionally, we use the same default parameters as in the original
PAC attack paper, specifically knecar = 30, kfar = 5, a mutation
ratio of m = 0.3, and a neighborhood size of n = 5 adjacent sam-
ples.

3.3 Results: Aggregate Performance

[Table T|presents the aggregate performance metrics for both attacks.
The loss-based attack provides a consistent baseline across all code-
specific models. For StarCoder2 and Mellum, the attack achieves an
ROC-AUC of approximately 0.63 on the aggregate (MA vs. NM)
task. Interestingly, the general-purpose model, SmolLM3, exhibits
lower vulnerability to the loss attack (ROC-AUC 0.573) compared
to the dedicated code models.

PAC surpasses the loss-based attack on the StarCoder2 model.
For the aggregate task (MA vs. NM), PAC achieves an ROC-AUC
of 0.662 compared to the loss attack’s 0.625. This performance gap
is consistent across Exact Members and Near Members. The PR-
AUC also shows an increase from 0.750 (Loss) to 0.798 (PAC). On
the general-purpose SmolLM3 model, the performance gap between
PAC and Loss is less pronounced.

An observation across all experiments is the high detection rate
of Near-Members (MN). For StarCoder2 under the PAC attack, the
ROC-AUC for Near-Members (0.661) is very close to that of Exact
Members (0.662). This indicates that the attack is robust to minor
modifications.

Summary of RQI1. The loss attack provides a solid baseline, with
code models showing higher vulnerability than SmolLM3. PAC
improves performance on StarCoder2 and Mellum, and maintains
comparable results on SmolLM3. In all cases, the attacks detect
Near-Members almost as effectively as Exact Members.

4 RQ2: Impact of Data Characteristics

Having established the aggregate performance in RQ1, we observe
variance in attack success across models. To understand the drivers
of this variance, we conduct an exploratory analysis into how spe-
cific characteristics of the source code affect the effectiveness of
each method.

4.1 Method: Stratified Analysis

We apply a stratified sampling procedure to the dataset to analyze
performance across diverse dimensions. Instead of sampling files
uniformly at random, we construct a stratified sample to maintain
diversity. For each file, we compute:

¢ Code size, based on the number of characters or tokens;

¢ Alphanumeric fraction, defined as the fraction of characters
in the set {A-Z, a—z, 0-9} among all characters in the file.

* Syntactic size, i.e., the number of AST nodes, reflecting the
number of distinct syntactic constructs;

 Type, indicating member, near-member, or non-member.


https://huggingface.co/datasets/RohamKoohestani/ResearchProjectSampled
https://huggingface.co/datasets/RohamKoohestani/ResearchProjectSampled

Table 1: Attack performance comparison. The best ROC-AUC and PR-AUC scores per model are marked in bold. The scenario yielding

the highest ROC-AUC for each model is underlined.

ROC-AUC PR-AUC Acc. Prec. Rec. F1
Attack Model Scenario
MA vs. NM 0.628 0.764 0565 0.762 0.497 0.602
Mellum ME vs. NM 0.629 0.628  0.598 0.627 0.480 0.544
MN vs. NM 0.626 0.617 0601 0.611 0.499 0.549
loss [3] MA vs. NM 0.573 0.701  0.595 0.705 0.666 0.685
088 SmolLM  ME vs. NM 0.572 0.539  0.561 0557 0.585 0.571
MN vs. NM 0.575 0.541 0560 0.540 0.668 0.597
MA vs. NM 0.625 0.750  0.580 0.750 0.546 0.632
StarCoder2 ME vs. NM 0.622 0.600 0596 0.601 0.562 0.581
MN vs. NM 0.629 0.605  0.600 0.604 0519 0.558
MA vs. NM 0.696 0.827 0613 0.807 0.545 0.651
Mellum ME vs. NM 0.712 0.742  0.662 0.730 0.511 0.601
MN vs. NM 0.679 0.691 0634 0.660 0516 0.579
B MA vs. NM 0.578 0.735 0517 0.738 0.418 0.533
pac SmolLM  ME vs. NM 0.579 0.591 0566 0.588 0.431 0.498
MN vs. NM 0.578 0.579 0568 0.581 0.414 0.483
MA vs. N\M 0.662 0.798 0585 0.791 0505 0.617
StarCoder2 ME vs. NM 0.662 0.680  0.624 0.654 0522 0.581
MN vs. NM 0.661 0.664  0.625 0.649 0504 0.567

Table 2: Bucket definitions used in the stratified analysis, with sam-
ple counts (n) for the MA vs. NM evaluation subset. File size is
measured in characters (pre-tokenization) and syntactic size is the
AST node count.

Dimension Bucket Range n
Very Small  [1, 1074] 2225

Small (1074, 1946] 2607

File size (chars) Medium (1946, 3369) 2875
Large (3369, 6844] 2694

Very Large (6844, 1419061] 2083

Mid-Low  [0.2, 0.4] 363

.. Mid (0.4, 0.6] 4191
Alphanumeric fraction Mid-High (0.6, 0.8] 5119
High (0.8, 1] 2806

Simple 1, 58] 4137

Syntactic size (nodes)  Moderate (58, 211] 4987
Complex (211, 51010] 3360

Each unique combination of bucket assignments defines a stra-
tum. We then draw a sample from each stratum proportional to
the number of files it contains. One thing to note is that we treat
AST node count as a syntactic-size proxy (construct count), which
is known to be strongly correlated with logical lines of code in prior
work [16]. We present bounds for each of the buckets in[Table 2}

4.2 Experimental Setup

For this analysis, we utilize the same models and scoring mecha-
nisms as RQI1, but we aggregate results per stratum. We restrict
our reporting in this section to the aggregate All Members (MA)

vs. Non-Members (NM) scenario to provide a holistic view as we
noticed minimal variability in the results from RQI.

4.3 Results: Robustness and Strata

The results for this section have been visualized as plots in
We provide the detailed performance for both attacks in the
appendix.

Impact of File Size We observe a non-linear relationship between
code size and attack performance, which somewhat resembles an in-
verted U-shaped curve. Across all models, attack performance peaks
at the Small and Medium file sizes and degrades significantly for
Very Large files. For the loss attack on StarCoder2, the ROC-AUC
drops from a peak of 0.689 (Small) to 0.520 (Very Large). PAC
demonstrates better robustness to this degradation. While PAC also
experiences a drop, it maintains an ROC-AUC of 0.630 on very large
files for the same model.

Impact of AST Node Count We observe a negative association
between AST node count and membership inference performance
in our stratified analysis. For both attacks, the Simple bucket yields
higher detection rates than the Complex bucket. For instance, on the
Mellum model using the PAC attack, the ROC-AUC decreases from
0.697 (Simple) to 0.672 (Complex).

Impact of Alphanumeric Ratio The alphanumeric ratio acts as
a proxy for the density of natural language (e.g., variable names,
comments) versus raw logic and literals. We observe that code with
a High alphanumeric ratio is significantly easier to detect. On Star-
Coder2, the PAC attack achieves an ROC-AUC of 0.718 for the High
stratum, compared to 0.642 for the Mid-High stratum. This suggests
that LLMs show signs of membership for natural language patterns
and unique identifiers more readily than abstract logic.
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Figure 1: Summary of experimental results for models and attacks grouped into categories based on different stratification of code attributes.

Results for ROC-AUC (top row), and PR-AUC (bottom row).

Summary of RQ2. Attack performance is highly dependent on
data characteristics. Small-to-Medium sized files with High
Alphanumeric Ratios (rich in identifiers/comments) and Low
Complexity represent the most vulnerable strata. While both
attacks degrade on Very Large files, PAC is significantly more ro-
bust than the Loss baseline in these edge cases.

5 RQ3: Code-Specific Adaptation

Our analysis in RQ1 and RQ2 suggests that while PAC is robust in
certain easier cases, the underlying assumption of its augmentation
strategy that random token swaps create valid “adjacent” samples
may be ill-suited for the rigid syntax of source code. Token-level
swaps generally break syntactic correctness, potentially introducing
confounding factors. In this final exploratory step, we propose and
evaluate a code-specific adaptation.

5.1 Method: AST-Based Augmentation

To address the limitation of token swaps, we introduce a code-
specific adaptation of the augmentation procedure. Rather than per-
turbing the token sequence directly, we operate over the abstract syn-
tax tree (AST) of the input program. An abstract syntax tree (AST)
is a hierarchical tree-structured representation of the syntactic struc-
ture of source code in a programming language, where each node
corresponds to a language construct and extraneous syntactic details
(such as punctuation and grouping symbols) are omitted to focus
on essential structure . The central idea in our approach is to
generate adjacent non-members by swapping structurally compara-
ble AST nodes. This preserves core syntactic and lexical properties
while producing controlled perturbations.

Given a program x, we parse it into an AST and identify cate-
gories of nodes that are safe to permute, such as swapping local vari-
able declarations, literal values, or statement-level constructs with
others of the same grammatical form. The perturbed AST & is then
converted back to source code Z using a standard AST-to-text un-
parser. The code-specific PAC score is defined as:

1 N
spucan() = Lar(x) = — > 7 Laa(34),
i=1

where each Z; is derived from an AST-guided perturbation. We

present the pseudocode for this approach in
5.2 Experimental Setup

We use the same experimental framework as previous sections. For
the AST adaptation, we parse the Java files using a Java parser.
Files that cannot be parsed are removed. We compare the perfor-
mance of Spac-as against the standard spac (token swap) and sjos.

5.3 Results

Effective perturbation magnitude differs between PAC and
PAC-AST. Although both methods use the same nominal mutation
ratio (m = 0.3), the effective amount of change in the resulting
neighbor samples differs substantially. Token-swap PAC maintains
a change ratio close to 0.35 across syntactic-size buckets. In con-
trast, PAC-AST yields substantially smaller changes for syntacti-
cally small files, with the median change ratio increasing from ap-
proximately 0.05 (Simple) to 0.08 (Moderate) and 0.17 (Complex)
(Figure3). This indicates that, under the current node-swap strategy,

3We use the tree-sitter library for this purpose
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Figure 2: PAC vs. PAC-AST stratified by file size, alphanumeric fraction, and syntactic size (node count) for MA vs. NM.

syntactically small programs receive fewer or smaller perturbations
than intended by the nominal m parameter.

PAC-AST improves with file size and syntactic size, while
token-swap PAC degrades. Across MA vs. NM, ME vs. NM, and
MN vs. NM, we observe that token-swap PAC exhibits a peak in
Small-to-Medium buckets and degrades on Very Large files (Fig]
ure 2). PAC-AST shows a different trend, namely, for the code-
specialized models (StarCoder2 and Mellum), both ROC-AUC and
PR-AUC tend to increase from Very Small to Large, and remain
more stable in the Large-to-Very Large regime than token-swap
PAC. A similar pattern holds when stratifying by syntactic size (node
count): PAC-AST improves from Simple to Complex buckets on
StarCoder2 and Mellum, whereas token-swap PAC decreases or re-
mains flat.

PAC-AST degrades with higher alphanumeric fraction. When
stratifying by alphanumeric fraction, token-swap PAC improves in
the High bucket, consistent with RQ2. In contrast, PAC-AST shows
a monotone decrease in both ROC-AUC and PR-AUC as alphanu-
meric fraction increases (Figure 2). This indicates that the current
AST-guided perturbations do not preserve, or do not sufficiently per-
turb, the same lexical cues that are predictive under token swaps in
text-heavy code (identifiers and comments).

Score moments indicate increasing dynamic range for PAC-
AST on larger syntactic sizes. We observe opposite trends in the
mean and variance of the calibrated PAC score across syntactic-size
buckets. For token-swap PAC, both the mean and variance decrease
from Simple to Complex. For PAC-AST, both moments increase
from Simple to Complex across all models. Combined with the per-
formance trends above, this suggests that AST-guided perturbations
yield scores with larger spread on syntactically larger files, which is
consistent with increased separability in those buckets.

Summary of RQ3. PAC-AST does not dominate token-swap
PAC across all strata. Its current implementation under-mutates
syntactically small files, which coincides with lower performance
in Small and Simple buckets. However, PAC-AST improves

with file size and syntactic size on code models, where token-
swap PAC degrades. PAC-AST also shows an opposing trend on
alphanumeric-rich code, where token-swap PAC remains stronger.

6 Discussion

In this work, we set out to evaluate the efficacy of grey-box Member-
ship Inference Attacks (MIAs) as auditing tools for code-specialized
Large Language Models. Our results highlight distinct behaviors in
how code models show signals of membership training data com-
pared to general-purpose models, and how specific data characteris-
tics, such as file size and the density of natural language, influence
this vulnerability.

Vulnerability of Specialized Code Models Our baseline
analysis (RQ1) revealed that specialized code models (StarCoder2
and Mellum) exhibit a higher susceptibility to membership inference
compared to the general-purpose control model (SmolLM3). While
the Loss Attack provided a consistent baseline, the PAC method
demonstrated superior performance on the StarCoder2 model. This
discrepancy suggests that the focused training procedures of code
LLMs may inadvertently lower the threshold for memorization com-
pared to models trained on broader, more diverse internet text. This
aligns with previous findings indicating that code models tend to
memorize specific high-frequency structures, such as license text,
at higher rates than other content [[1]. Consequently, organizations
deploying specialized code models face a heightened audit risk, as
these models retain stronger signals of their training data.



Input: Code sample x, mutation ratio m, max tries 7’
Output: Perturbed Sample

GENERATENEIGHBOR(z,m, T) for t + 1 to T do
T < PARSE(z);
C <+ COLLECTNODESBYCATEGORY(T);
C'+{ceC||c>2};
if C' = () then
| return z
end
N Yoo lel:
B + max(1, |m - N/2]|);
{B¢}cecr <+ ALLOCATEBUDGETS(B, {|c|});
' — x;
foreach ¢ € C’ do
Re-parse x’ to refresh node offsets;
Select 2B, nodes from ¢ without replacement;
x' < SWAPNODES (2, selected nodes);
end
if 2/ # x then
| return 2’
end

end
Algorithm 1: Code-Specific PAC Attack (PAC-AST)

Membership inference for near-members An interesting
finding from our experiments is the model’s ability to detect Near-
Members with an accuracy virtually identical to that of Exact Mem-
bers. For instance, on StarCoder2, the PAC attack achieved an ROC-
AUC of 0.663 for Near-Members, indistinguishable from the 0.664
achieved for exact members. This has significant implications for
data governance and copyright enforcement. It suggests that minor
code refactoring is insufficient to remove the provenance of the data
from the model’s memory. The model appears to memorize the un-
derlying semantic structure or unique syntactic patterns rather than
just the verbatim token sequence. For auditors, this validates the
use of MIAs as robust tools for detecting license infringement, even
when the source code in the training set has undergone slight modi-
fications.

The “Sweet Spot” of Memorization Our stratified analysis
(RQ2) delineates a clear “sweet spot” for attack success. We ob-
served that files with a High Alphanumeric Ratio (rich in natural
language, comments, and identifier names) are significantly easier
to detect than those with low ratios. This indicates that LLMs may
latch onto the unique entropy of natural language embedded within
code (e.g., specific comment strings or unique variable naming con-
ventions) more readily than abstract logic or control flow structures.
Furthermore, we identified a non-linear relationship regarding file
size and complexity. Attack performance peaks at Small to Medium
file sizes and degrades for Very Large files. Similarly, we found
that fewer AST nodes correlates with higher detection rates. This
suggests that “boilerplate” code or smaller, well-commented util-
ity functions are more vulnerable to leakage than massive, complex
monolithic files. This degradation on large files may stem from the
dilution of the loss signal over long sequences, a limitation the PAC
method partially mitigates through its calibration mechanism, main-
taining higher robustness in these edge cases compared to the Loss
baseline.

Augmentation quality and scaling effects in code. RQ3 evalu-
ates whether syntax-preserving neighbors improve PAC calibration
on source code. The results show that the effect depends on pro-
gram size and code characteristics. PAC-AST improves as files

become larger and syntactically more complex, while token-swap
PAC degrades in the Large and Very Large buckets. This pattern
is consistent across MA/ME/MN discrimination settings. A factor
that co-varies with this trend is the effective perturbation magnitude,
namely in that token-swap PAC maintains a near-constant change
ratio, whereas PAC-AST yields a much smaller change ratio on syn-
tactically small files and increases with node count. This implies
that the current comparison confounds augmentation strategy (AST-
guided vs. token swap) with perturbation magnitude.

Alphanumeric-rich code remains a hard case for the current
PAC-AST design. PAC-AST degrades as alphanumeric fraction in-
creases, opposing the trend of token-swap PAC. Since AST-based
perturbations typically exclude in-comment (textual) perturbations
and operate on a limited subset of syntactic categories, the gener-
ated neighbors may not perturb identifier- and text-level cues at the
same rate as token swaps. This indicates that a code-specific calibra-
tion strategy may require hybrid neighbors that combine syntactic
validity with targeted lexical perturbations (e.g., identifier renam-
ing within scope, literal perturbations, or comment-level transfor-
mations when present).

Implications for improving PAC-AST. The results motivate an
adaptive mutation budget for AST-guided perturbations. One ap-
proach is to target an effective change ratio rather than a fixed node
mutation ratio by iteratively sampling additional swaps until a token-
level change budget is reached, or by scaling the number of swaps
inversely with syntactic size in small files. Another approach is to
expand the set of swappable constructs (for example, more statement
categories and scoped renaming) to increase the availability of valid
perturbations in syntactically small programs.

6.1 Threats to validity

Metric overlap. AST node count is a syntactic-size proxy and is
known to correlate strongly with lines-of-code style measures. As a
result, our stratification dimensions (file size and AST node count)
are not independent, and some effects attributed to one dimension
may partially reflect the other.

Non-equivalent perturbation magnitude. PAC and PAC-AST
share the same nominal m value, but the effective change ratio
differs substantially across syntactic-size buckets. Since calibra-
tion depends on the properties of the neighbor distribution, perfor-
mance differences may be partly attributable to perturbation mag-
nitude rather than the augmentation mechanism itself. A controlled
comparison would match PAC and PAC-AST on an effective change
budget (for example, a fixed token-level change ratio).

Parsing and reconstruction effects. PAC-AST requires parsing
and reconstructing source code. Files that fail to parse are excluded,
which may bias the sample toward syntactically regular code. In ad-
dition, reconstruction may modify formatting, whitespace, or minor
lexical details, which can affect tokenization and per-token proba-
bilities even when the AST structure is preserved.

Residual contamination and label noise. Our evaluation de-
fines membership relative to the dataset construction and our exper-
imental splits. For models trained on broad mixtures of code and
text, membership in the model’s pretraining data is not fully observ-
able. As a result, some samples labeled as non-members under our
dataset definition may still have been observed during pretraining.
This risk is larger for models whose pretraining corpora extend be-
yond the sources used to define membership in our evaluation setting
(e.g., SmolLM3). Such label noise can reduce measured separabil-
ity and can distort comparisons across models if contamination rates
differ between them. The results should therefore be interpreted
as membership inference under the dataset membership definition
rather than as definitive evidence of inclusion or exclusion from the
complete pretraining mixture.



Near-member labeling ambiguity. We treat near-members sam-
ples as members, but high similarity does not imply that a near-
member was observed during model training. In particular, small
files may match due to common boilerplate, high-frequency lan-
guage constructs, or reused license templates. This can overestimate
robustness of membership signals under near-members transforma-
tions.

Sequence truncation and coverage. All scores are computed
on sequences truncated to a maximum length (8192 tokens, depen-
dent on the tokenizer of the model used). For large files this means
that only a prefix contributes to the measured loss and token proba-
bilities. This can affect comparisons across file-size buckets and can
partially explain degradation on very large files. It also interacts with
augmentation because perturbations are applied within the truncated
region.

6.2 Responsible Research

We used Al-based assistance during this project in two contexts.
First, we used writing support tools (Writeful and ChatGPT) to im-
prove grammar, phrasing, and LaTeX formatting in the manuscript.
Second, we used JetBrains Al Assistant during development of the
experimental pipeline for code navigation and suggested refactor-
ings. The author retains responsibility for the technical content,
experimental design, and interpretation. All numerical results and
plots were produced by the implemented pipeline and were reviewed
for consistency against intermediate logs. We do not rely on Al-
generated content as evidence. We aim to support reproducibility by
releasing the code and run results, and we restrict reported artifacts
to derived statistics rather than releasing any model training data.
All claims in the thesis are grounded in the cited literature or in the
reported experiments, independent of Al-assisted editing.

7 Conclusion

This thesis evaluated grey-box membership inference attacks
(MIAs) as auditing signals for code-specialized LLMs. Across
three 3B—4B models and a contamination-controlled Java evalua-
tion setting, PAC consistently outperformed a loss-based baseline
on the code models, and near-members were detected almost as ef-
fectively as exact members. A stratified analysis showed that at-
tack performance varies substantially with program characteristics,
with stronger separability on small-to-medium and alphanumeric-
rich code and degradation on very large files.

Motivated by the syntactic fragility of token-swap augmenta-
tion, we proposed PAC-AST, which generates syntactically valid
neighbors via AST-guided perturbations. PAC-AST improves with
file size and syntactic size in settings where token-swap PAC de-
grades, but underperforms on syntactically small and alphanumeric-
rich code, partly due to a smaller effective mutation magnitude in
small programs. Overall, the results indicate that calibration-based
signals can strengthen internal auditing for code LLMs, while code-
specific augmentation is promising but requires controlling perturba-
tion magnitude and neighbor quality. A key limitation is that “non-
member” is defined relative to the evaluation dataset and may not
exclude membership in a model’s full pretraining mixture when that
mixture is unknown.
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Table 3: Loss attack outcomes across data characteristics for all member dataset samples (both near and exact), compared to Non-Member

samples. The values between the brackets indicate the confidence interval of the result.

attack  model

stratification

bucket

ROC-AUC

PR-AUC

loss

StarCoder2

Alphanumeric Ratio

High

Mid
Mid-High
Mid-Low

0.639 [0.619, 0.658]
0.647 [0.629, 0.664]
0.599 [0.583, 0.616]
0.641 [0.576, 0.706]

0.742[0.717, 0.764]
0.783 [0.766, 0.799]
0.731[0.713, 0.749]
0.832[0.777, 0.877]

File Size

Large
Medium
Small

Very Large
Very Small

0.608 [0.587, 0.629]
0.673 [0.652, 0.693]
0.689 [0.669, 0.710]
0.520 [0.493, 0.548]
0.614 [0.589, 0.637]

0.729 [0.704, 0.752]
0.790 [0.768, 0.809]
0.807 [0.787, 0.827]
0.727 [0.702, 0.755]
0.757[0.732, 0.781]

Syntactic Size (Node Count)

Complex
Moderate
Simple

0.586 [0.565, 0.607]
0.648 [0.631, 0.662]
0.659 [0.642, 0.676]

0.72710.707, 0.749]
0.768 [0.752, 0.784]
0.774 [0.755, 0.793]

Mellum

Alphanumeric Ratio

High

Mid
Mid-High
Mid-Low

0.664 [0.645, 0.634]
0.626 [0.608, 0.642]
0.607 [0.589, 0.622]
0.641 [0.573, 0.706]

0.775 [0.755, 0.795]
0.780 [0.764, 0.797]
0.747[0.730, 0.764]
0.822 [0.766, 0.874]

File Size

Large
Medium
Small

Very Large
Very Small

0.628 [0.608, 0.650]
0.651 [0.630, 0.673]
0.672 [0.650, 0.691]
0.540[0.513, 0.567]
0.632 [0.608, 0.655]

0.753 [0.730, 0.776]
0.789 [0.770, 0.809]
0.807 [0.787, 0.825]
0.743 [0.715, 0.768]
0.770 [0.745, 0.793]

Syntactic Size (Node Count)

Complex
Moderate
Simple

0.609 [0.591, 0.630]
0.659 [0.644, 0.674]
0.655 [0.638, 0.673]

0.746 [0.728, 0.767]
0.786 [0.771, 0.801]
0.784 [0.766, 0.803]

SmolLM

Alphanumeric Ratio

High

Mid
Mid-High
Mid-Low

0.565 [0.545, 0.587]
0.593 [0.575, 0.612]
0.554 [0.538, 0.571]
0.557[0.486, 0.624]

0.663 [0.638, 0.687]
0.730[0.712, 0.751]
0.691 [0.672, 0.710]
0.767 [0.705, 0.822]

File Size

Large
Medium
Small

Very Large
Very Small

0.561 [0.541, 0.584]
0.606 [0.583, 0.628]
0.619 [0.595, 0.639]
0.477[0.451, 0.504]
0.564 [0.539, 0.589]

0.678 [0.652, 0.702]
0.725 [0.701, 0.749]
0.738 [0.714, 0.762]
0.686 [0.659, 0.715]
0.713 [0.685, 0.741]

Syntactic Size (Node Count)

Complex
Moderate
Simple

0.534[0.514, 0.554]
0.594 [0.578, 0.611]
0.621 [0.604, 0.639]

0.670[0.647, 0.692]
0.719 [0.702, 0.738]
0.746 [0.726, 0.765]




Table 4: PAC attack outcomes across data characteristics for all member dataset samples (both near and exact), compared to Non-Member

samples. The values between the brackets indicate the confidence interval of the result.

attack  model

stratification

bucket

ROC-AUC

PR-AUC

pac

StarCoder2

Alphanumeric Ratio

High

Mid
Mid-High
Mid-Low

0.718 [0.700, 0.737]
0.648 [0.632, 0.664]
0.642 [0.626, 0.658]
0.689 [0.627, 0.745]

0.820 [0.802, 0.836]
0.802 [0.788, 0.816]
0.785 [0.769, 0.802]
0.870 [0.828, 0.906]

File Size

Large
Medium
Small

Very Large
Very Small

0.683 [0.662, 0.704]
0.701 [0.683, 0.721]
0.710 [0.690, 0.729]
0.625 [0.600, 0.650]
0.615 [0.592, 0.637]

0.792 [0.769, 0.811]
0.821 [0.803, 0.839]
0.834[0.816, 0.851]
0.794 [0.769, 0.818]
0.759 [0.736, 0.781]

Syntactic Size (Node Count)

Complex
Moderate
Simple

0.643 [0.624, 0.661]
0.684 [0.669, 0.699]
0.652 [0.634, 0.669]

0.779 [0.760, 0.797]
0.810[0.795, 0.825]
0.800 [0.783, 0.817]

Mellum

Alphanumeric Ratio

High

Mid
Mid-High
Mid-Low

0.734[0.716, 0.753]
0.687 [0.670, 0.702]
0.685 [0.668, 0.699]
0.693 [0.630, 0.752]

0.842 [0.825, 0.856]
0.824 [0.809, 0.837]
0.822 [0.808, 0.836]
0.870[0.832, 0.908]

File Size

Large
Medium
Small

Very Large
Very Small

0.715 [0.695, 0.735]
0.729 [0.711, 0.747]
0.741 [0.720, 0.760]
0.664 [0.639, 0.689]
0.661 [0.639, 0.683]

0.824 [0.805, 0.841]
0.846 [0.830, 0.862]
0.859 [0.844, 0.874]
0.827 [0.806, 0.847]
0.800 [0.779, 0.820]

Syntactic Size (Node Count)

Complex
Moderate
Simple

0.670 [0.653, 0.689]
0.711 [0.698, 0.726]
0.699 [0.683, 0.715]

0.799 [0.782, 0.815]
0.837[0.824, 0.849]
0.838 [0.823, 0.852]

SmolLM

Alphanumeric Ratio

High

Mid
Mid-High
Mid-Low

0.634 [0.613, 0.656]
0.572[0.553, 0.590]
0.571 [0.554, 0.587]
0.604 [0.536, 0.671]

0.753[0.733, 0.775]
0.731[0.712, 0.750]
0.734 [0.716, 0.752]
0.815 [0.763, 0.862]

File Size

Large
Medium
Small

Very Large
Very Small

0.588 [0.566, 0.611]
0.604 [0.583, 0.627]
0.628 [0.605, 0.649]
0.492 [0.465, 0.520]
0.579 [0.555, 0.603]

0.709 [0.684, 0.734]
0.750 [0.728, 0.772]
0.773 [0.749, 0.795]
0.704 [0.677, 0.731]
0.733 [0.705, 0.758]

Syntactic Size (Node Count)

Complex
Moderate
Simple

0.516[0.498, 0.537]
0.597 [0.581, 0.613]
0.603 [0.585, 0.621]

0.666 [0.645, 0.688]
0.743 [0.726, 0.761]
0.769 [0.751, 0.785]




Table 5: PAC-AST attack outcomes across data characteristics for all member dataset samples (both near and exact), compared to Non-

Member samples. The values between the brackets indicate the confidence interval of the result.

attack

model

stratification

bucket

ROC-AUC

PR-AUC

pac_ast

StarCoder2

Alphanumeric Ratio

High

Mid
Mid-High
Mid-Low

0.552 [0.532, 0.574]
0.591 [0.573, 0.610]
0.547 [0.530, 0.564]
0.641 [0.584, 0.703]

0.691 [0.670, 0.715]
0.753[0.735, 0.771]
0.722 [0.704, 0.738]
0.844 [0.800, 0.888]

File Size

Large
Medium
Small

Very Large
Very Small

0.614[0.593, 0.635]
0.593 [0.572, 0.616]
0.574 [0.551, 0.598]
0.557 [0.532, 0.582]
0.533 [0.507, 0.558]

0.75110.729, 0.773]
0.739 [0.716, 0.761]
0.720 [0.696, 0.745]
0.772 [0.749, 0.794]
0.681 [0.655, 0.711]

Syntactic Size (Node Count)

Complex
Moderate
Simple

0.639 [0.620, 0.659]
0.612 [0.596, 0.627]
0.558 [0.540, 0.578]

0.761 [0.743, 0.781]
0.755[0.739, 0.771]
0.737[0.719, 0.755]

Mellum

Alphanumeric Ratio

High

Mid
Mid-High
Mid-Low

0.561 [0.539, 0.583]
0.605 [0.587, 0.622]
0.565 [0.548, 0.581]
0.651[0.583,0.711]

0.707 [0.683, 0.729]
0.765[0.747,0.781]
0.736 [0.719, 0.752]
0.847[0.802, 0.889]

File Size

Large
Medium
Small

Very Large
Very Small

0.629 [0.610, 0.650]
0.603 [0.581, 0.624]
0.589 [0.567, 0.613]
0.575 [0.550, 0.599]
0.544 [0.519, 0.567]

0.765 [0.744, 0.787]
0.752 [0.730, 0.774]
0.734 [0.710, 0.759]
0.785 [0.763, 0.806]
0.697 [0.671, 0.722]

Syntactic Size (Node Count)

Complex
Moderate
Simple

0.660 [0.642, 0.678]
0.628 [0.611, 0.644]
0.579 [0.560, 0.597]

0.78210.765, 0.799]
0.773 [0.758, 0.788]
0.749 [0.730, 0.769]

SmolLM

Alphanumeric Ratio

High

Mid
Mid-High
Mid-Low

0.522[0.502, 0.544]
0.550[0.533, 0.570]
0.514[0.498, 0.531]
0.616 [0.548, 0.680]

0.650 [0.625, 0.677]
0.707 [0.687, 0.727]
0.688 [0.670, 0.707]
0.810[0.757, 0.867]

File Size

Large
Medium
Small

Very Large
Very Small

0.563 [0.541, 0.585]
0.540[0.517, 0.563]
0.550[0.528, 0.572]
0.493 [0.466, 0.521]
0.524 [0.498, 0.549]

0.702 [0.677, 0.727]
0.691 [0.668, 0.715]
0.693 [0.669, 0.717]
0.709 [0.682, 0.737]
0.677 [0.649, 0.706]

Syntactic Size (Node Count)

Complex
Moderate
Simple

0.559[0.539, 0.580]
0.568 [0.553, 0.586]
0.531[0.513, 0.549]

0.684[0.662, 0.707]
0.719 [0.701, 0.737]
0.711 [0.692, 0.729]
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Figure 3: PAC vs. PAC-AST stratified results for ME vs. NM.
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Figure 4: PAC vs. PAC-AST stratified results for MN vs. NM.
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Figure 5: Effective change ratio (median + IQR) across syntactic size buckets for token-swap PAC and PAC-AST.
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Figure 6: Mean and variance of the calibrated PAC score by syntactic size bucket for PAC and PAC-AST.
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