<]
TUDelft

Delft University of Technology

Document Version
Final published version

Licence
Dutch Copyright Act (Article 25fa)

Citation (APA)

Liu, X., Zhang, Z., Li, Z., Sun, H., Li, M., Sun, J., Liu, J., Liu, Y., Conti, M., & More Authors (2026). Hydra: Support
Dynamic BFT With Weaker Assumptions and Explicit Request Handling. IEEE Transactions on Dependable and Secure
Computing, 23(3), 4481-4497. https://doi.org/10.1109/TDSC.2025.3647269

Important note
To cite this publication, please use the final published version (if applicable).
Please check the document version above.

Copyright

In case the licence states “Dutch Copyright Act (Article 25fa)”, this publication was made available Green Open
Access via the TU Delft Institutional Repository pursuant to Dutch Copyright Act (Article 25fa, the Taverne
amendment). This provision does not affect copyright ownership.

Unless copyright is transferred by contract or statute, it remains with the copyright holder.

Sharing and reuse

Other than for strictly personal use, it is not permitted to download, forward or distribute the text or part of it, without
the consent of the author(s) and/or copyright holder(s), unless the work is under an open content license such as
Creative Commons.

Takedown policy
Please contact us and provide details if you believe this document breaches copyrights.
We will remove access to the work immediately and investigate your claim.


https://doi.org/10.1109/TDSC.2025.3647269

IEEE TRANSACTIONS ON DEPENDABLE AND SECURE COMPUTING, VOL. 23, NO. 3, MAY/JUNE 2026

4481

Hydra: Support Dynamic BFT With Weaker
Assumptions and Explicit Request Handling

Xuyang Liu
Haibo Sun

Yong Liu, Lei Xu", Jincheng An

and Liehuang Zhu

Abstract—This paper presents Hydra, a dynamic BFT protocol
that allows replicas to join and leave the system dynamically. It
addresses the limitations of traditional static BFTs in managing
membership changes and can be used to simplify the implementa-
tion of many features in modern blockchain applications. Hydra
relies on weaker assumptions to achieve standard properties com-
pared to the existing solution Dyno and introduces a configuration
auto-transition protocol to ensure liveness. Through temporary
configurations and explicitly defined replica responsibilities for
request handling, Hydra pipelines membership requests alongside
regular requests and realizes clarity, achieving a more efficient and
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smoother configuration transitions. It also employs a non-blocking
configuration discovery mechanism, enabling new replicas to par-
ticipate in consensus quickly. We formally prove Hydra’s correct-
ness under the dynamic BFT model. Experimental results demon-
strate Hydra’s ability to maintain throughput fluctuations within
5% during various replica join and leave scenarios, outperforming
Dyno and existing BFT system supporting reconfiguration in both
stability and efficiency. Hydra effectively manages scenarios that
Dyno circumvents with stronger assumptions and quickly restores
throughput to normal levels.

Index Terms—Blockchain, consensus protocol, Byzantine fault
tolerance, dynamic membership service.

1. INTRODUCTION

YZANTINE Fault Tolerance (BFT) consensus mechanism
B is designed to ensure system reliability and consistency
despite failures. Initially conceptualized through the Byzantine
Generals’ Problem [1], BFT was applied in distributed systems,
fault-tolerant computing, and networking. The first significant
application of BFT in blockchain technology was by Tender-
mint [2] to enhance the efficiency and security of blockchain
consensus, addressing limitations of earlier mechanisms like
Proof of Work (PoW) [3].

In permissioned blockchains [4], where participant identities
are known and controlled, BFT protocols offer robust security
and efficiency, enabling rapid consensus and stronger fault
tolerance. However, traditional BFT protocols are restrictive
due to their static nature, lacking support for dynamic mem-
bership changes. Conversely, permissionless blockchains [5]
face greater challenges due to their open, decentralized nature,
where participants can join and leave freely. This dynamic
environment complicates the implementation of BFT, requir-
ing sophisticated mechanisms to maintain consensus amidst
an ever-changing set of replicas. Common approaches include
selecting a random subset of replicas through PoW [6] or Proof
of Stake (PoS) [7] to form a committee for consensus. Some
permissionless blockchains, like Cosmos [8], also use hybrid
consensus models for finalizing.

This paper studies the integration of dynamic membership
services into BFT models, whereby replicas may join and leave
the system dynamically. Dynamic BFT represents a viable al-
ternative approach for permissionless blockchains and a support
for dynamic-committee-based BFT-friendly protocols [9], [10].
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It can also be employed to facilitate reconfiguration in various
scenarios, such as long-running consortium blockchains where
participant changes are inevitable [11]. Dynamic BFT-based
reconfiguration manages these changes without disrupting the
system. Moreover, dynamic BFT provides potential approaches
to passive [12] and proactive recovery [13] by allowing fresh
or new replicas to replace the faulty ones when recovery is
infeasible or to periodically replace the potentially malicious
ones when adversaries’ perpetuation is a concern, enhancing
long-term security.

Technical issues and Our Contributions: Dynamic group
communication [14] in distributed systems has been extensively
studied, offering various primitives and valuable syntax for
reliable communication and membership management in dy-
namic environments. Nevertheless, these schemes typically as-
sume crash failures [12], [15]. While some researches addresses
BFT[16], [17], they concentrate on the broadcast problem rather
than consensus. To illustrate, DBRB [17] permits divergent view
paths and ensures eventual convergence to the same view, which
is not compatible with consensus from a technical perspective.
While some BFT schemes [18], [19] also focusing on flexible
addition and removal of replicas, they lack a good abstraction
for dynamic membership service with provable security, espe-
cially in addressing the technical challenges specific to dynamic
BFT. Most intuitively, membership changes alter quorum sizes,
complicating consensus when replicas join or leave. Moreover,
it is assumed that valid requests are eventually committed by
all correct replicas in static systems [20], but the same becomes
complicated in dynamic systems. Not all replicas in a given
configuration are necessarily required to commit a proposal. Itis
also possible some correct replicas may leave the system before
requests are committed, violating vital properties.

Dyno [21], as the pioneering solution, offers the first formal
treatment of dynamic BFT. It provides a rigorous formalization
of dynamic BFT, including a set of security definitions that en-
compass both regular and membership requests. Dyno designed
configuration discovery protocols for clients and new replicas
obtain the system membership, and constructed the normal state
protocol using PBFT [22] notations. While Dyno achieves the
dynamic membership service in BFT, it is evident that there are
significant practical limitations:

® Qverly strong assumptions of membership correctness:

Dyno’s standard assumption posits that the system main-
tains optimal resilience (i.e., correct replicas always form a
quorum) across all configurations, without restricting who
may issue membership requests, which is overly strong. For
instance, in a configuration where correct replicas precisely
form a quorum, the leaving of a correct replica or the
joining of a malicious one can lead to a fault tolerance
breach. Under Dyno’s assumptions, it is critical to ensure
that correct replicas leave or join in tandem with mali-
cious replicas to maintain resilience. Additionally, under
the standard assumptions, Dyno cannot achieve standard
agreement property in committing requests and requires a
stronger assumption (i.e., that more correct replicas than
the maximum tolerable faults in any possible configuration
always exist in the system) to do so.
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e Slightly chaotic request handling: In Dyno, if a consen-
sus round includes membership requests, votes from new
members having initiated valid join requests (remain un-
committed) but not yet part of the current configuration are
considered valid for forming a quorum, though the quorum
size is still based on the current configuration. Additionally,
replicas initiate leave requests have a fixed waiting period
before leaving the system, which means correct replicas
might leave before committing all their requests.

® Blocking when performing configuration discovery: In
Dyno, replicas must first obtain the latest membership
through configuration discovery before initiating requests,
and verify its validity from the initial configuration using
the complete configuration history it received together.
Since the above process is blocking, if a configuration
transition occurs while a replica is waiting in discovery,
the replica may need to re-execute the protocol later. This
can significantly impact the efficiency of configuration
transitions, especially in systems where configurations are
high or change frequently, potentially leading to a backlog
of new replicas unable to join the system promptly.

The aforementioned limitations of Dyno reveal fundamental
challenges in designing practical dynamic BFT systems. First,
relaxing the overly strong membership correctness assumptions
introduces scenarios where the number of faulty replicas may
exceed the tolerable threshold (e.g., in a configuration where
the number of faults is at the tolerable threshold, and then one
correct replica leaves). Second, achieving clear request handling
and standard properties require carefully defining replica re-
sponsibilities and voting periods. Third, new or lagging replicas
must learn a continuous, verifiable configuration history without
blocking normal consensus, otherwise frequent transitions can
prevent timely participation.

We propose Hydra, a dynamic BFT paradigm with a construc-
tion path not quite the same as Dyno. The objective is to resolve
the aforementioned issues, to achieve a better performance, and
to be proven secure under the standard security definition of
the dynamic BFT model. Specifically, our approach has the
following characteristics:

® Weaker assumptions on membership correctness: Hydra
requires that correct replicas just form a quorum among all
members. Additionally, it requires more correct replicas
than half of the maximum tolerable faults never leave the
system, and they participate in leader rotation (a subset
of these replicas are permitted to experience a temporary
crash fault, provided they can subsequently be recovered).
Beyond that, there are no requirements for the composi-
tion of any configuration. This introduces the possibility
of configurations where malicious replicas exceeds fault
tolerance. To address this, we introduce an configuration
auto-transition protocol to ensure system liveness: after a
timeout, the leader identifies replicas with inconsistent be-
havior and automatically initiates leave requests for them.

o Temporary configuration and replica responsibility: Hydra
explicitly defines replica responsibilities: for any request,
the membership of the configuration where the quorum
votes is collected for the first time are responsible for
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that request. Quorum proof is constructed only among
responsible replicas, and non-responsible replicas do not
need to confirm or commit the request. We also introduce
the temporary configurations - an effective way to pipeline
membership requests and achieve a more stable perfor-
mance: replicas initiating join requests enter a temporary
configuration and move to a formal one upon requests
commitment. Replicas in the temporary but informal con-
figuration are not responsible for any requests; their votes
only validate the temporary configuration. Correct replicas
initiating leave requests must complete all their responsible
requests before leaving the system. By defining replicas
responsibilities, Hydra introduces and achieves Clarity, a
stronger property than Dyno’s consistent delivery, clarify-
ing which membership ultimately commits and responds.
® Non-blocking configuration discovery: In Hydra, new and
offline replicas first skip non-contiguous parts of config-
urations and follow the highest valid configuration they
know to continue the consensus protocol while gradually
complete the missing historical configurations through a
non-blocking configuration discovery. This ensures an ef-
ficient discovery and transition, allowing new replicas to
quickly participate in consensus even when configurations
are high or change frequently. Each correct replica main-
tains a continuous and verifiable configuration list locally.
We formally prove the correctness of Hydra under the dy-
namic BFT model. Experimental results show that Hydra main-
tains throughput fluctuations within 5% in various replica join
and leave scenarios, achieving higher and more stable perfor-
mance than both Dyno and the BFT system supporting reconfig-
uration when handling membership requests. Hydra effectively
manages scenarios where faults join or existing correct replicas
leave when faults reach the tolerance threshold, which Dyno
circumvents with stronger assumptions, and quickly restores
throughput to normal levels.

II. RELATED WORK

BFT: In 1982, Lamport et al. introduced the Byzantine Gen-
erals Problem [1], framing the challenge of reaching consensus
in the presence of faulty or malicious replicas. The initial so-
lutions [27], [28], [29] to this problem laid the foundation for
BFT, albeit with high complexity. Castro and Liskov introduced
the Practical Byzantine Fault Tolerance (PBFT) [22] protocol
in 1999, addressing the inefficiencies of earlier BFT models,
making it feasible for real-world applications.

BFT was initially developed to address reliability and se-
curity issues in traditional distributed systems. However, its
principles proved to be incredibly beneficial for the emerging
blockchain technologies. Permissioned blockchains, like Hy-
perledger Fabric [30], leverage PBFT and its variants to get
a group of identified, pre-selected validators to agree on a
solution. Permissionless blockchains face challenges with BFT
due to their dynamic and open nature. Solutions like Ethereum
2.0’s Casper protocol [31] integrate PoS with BFT-style con-
sensus for finality and security. Innovations include random
selection of replicas to form consensus committees, as seen in
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Algorand [6] (PoS election using Verifiable Random Function),
Rapidchain [7] (PoW election with separate committees in each
shard) and GRBFT/S-GRBFT [24] (reputation and PoS-based
hybrid committee selection with multilateral Gaussian evalua-
tion). A number of blockchain-specific BFT protocols have also
been proposed, exemplified by Tendermint [2] (block locking),
Casper [31] (pipelining techniques), HotStuff [25] (streamlined
chain structure and optimistically responsive) and their vari-
ants [26], [32], [33].

Dynamic group communication: Dynamic group communi-
cation addresses the need for systems to adapt to changing
membership over time. Birman and Joseph [14] first introduced
group membership abstractions that provide a dynamic yet con-
sistent view of active members. They extended this with view
synchronous communication [34], ensuring reliable message de-
livery within the current group members. The notion of extended
virtual synchrony [35] further refines this by maintaining a con-
sistent relationship between message delivery and configuration
changes, ensuring that all replicas observe the same sequence of
events relative to these changes.

Systems like Spread [36], Secure Spread [37] implement
these principles in the crash failure model, with Secure Spread
adding security layers such as authentication and integrity. Some
implementations [16], [38] address Byzantine failures using
Byzantine failure detectors for liveness. Chockler et al. [15]
conducted an extensive survey of dynamic group communica-
tion systems, where the group membership service is defined first
and serves as the basic layer of various communication stacks,
followed by the specification of communication primitives. They
also categorize membership services into two models: primary
partition and partitionable. Views in the latter one are partially
ordered, allowing the existence of multiple disjoint views simul-
taneously. While in the primary partition model, which we focus
on, views at all replicas are totally ordered. Schiper [12] pro-
posed an alternative approach where communication primitives
are defined first, followed by membership changes, allowing
all membership changes to come from explicit invocations of
membership requests.

Dynamic membership service for SMR: Dynamic member-
ship service for State Machine Replication (SMR) has been
studied in various systems, mostly under crash failure settings.
One approach is to manage membership changes as part of the
system state, as exemplified by Paxos [39]. SMART [40] ex-
tends this by creating a new replica group running simultaneous
Paxos instances until the state fully migrates. Lamport et al.
also introduced a configuration master for SMR configuration
management [41]. Raft [42] uses a two-phase joint consensus
configuration for smooth transitions in primary/backup replica-
tion. Membership management services, like Zookeeper [43],
facilitate replica management and reconfiguration [44], [45]. In
BFT, Sousa et al. introduced BFT-SMaRt [23], in which re-
configuration requests can be initiated by system administrators
through a view manager client, and are ordered with regular
requests.

Unlike conventional reconfiguration approaches, Dynamic
BFT is built as a self-configurable SMR. Duan and Zhang
provided the first formal treatment of dynamic BFT, identified
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TABLE I

COMPARISON BETWEEN HYDRA AND REPRESENTATIVE BFT CONSENSUS PROTOCOLS IN TERMS OF MEMBERSHIP MANAGEMENT

Non-Blocking

Protocol Category Membership Granu.larlty Membership C?rrectness Explicit R.equest Configuration
Model (Membership Change) assumption Handling .
Discovery
ami ny o, =T
Hydra Dynamic BFT Dynamic Per-replica (f < 3)and (> 2 g Yes Yes
(ours) on-the-fly permanent correct replicas)
, Ve>0,(J. < ) or
. Dynamic . 3 .
Dyno [16] Dynamic BFT oncthe-fl Per-replica (>max(f.)+1 correct replicas No No
¥ across all conﬁgura\lionsfr
BFT- Reconfieurable Admin-triggered Per-replica . n N/A
g A <% Yes
SMaRt [7] BFT (admin) reconfig (via view manager) 3 (state transfer)
. i 1_ :
GRBFT / Hybrid/ Commitiee Per-epoch committee <3 e.adversaljlal* Yes N/A
S-GRBFT [45] committee BFT per-epoch stakeholding fraction
Algorand [19] Hybrid/ Committee Per-round committee <3 d@vergnd‘l Yes N/A
committee BFT per-round stakeholding fraction
. Static n .
PBFT [12] Static BFT (fixed validators) N/A f<3 Yes N/A
HotStuff [47] / atic Static n .
Fast-HotStuff [23] Static BET (fixed validators) N/A I <3 Yes N/A

. f is the number of replicas corrupted by the adversary, and n is the total number of replicas.

T: ¢ denotes a configuration index. n. and f. are the number of replicas and the number of corrupted replicas in configuration ¢, respectively.
0<e< % is the restriction imposed on the adversary (see the original literature for further details).

issues, lifted security definitions and designed Dyno [21]. Dyno
is regarded as a method applicable in Dynamic Consensus
Committee-Based Secret Sharing [9], [10]. Some research sug-
gests using K-Nearest Neighbour for malicious replica classifi-
cation with Dyno to facilitate the differentiation of requests [19].
However, Dyno still faces practical limitations that require ad-
dressing, which is the focus of this paper.

Table I compares Hydra with representative BFT consensus
protocols along the criteria established in Sections I-II. Rather
than enumerating all protocols cited in the related work, we
deliberately select a small but representative subset that covers
all the classes discussed. Among these, Dyno is the most closely
related to Hydra. However, we emphasise the table focuses
on BFT consensus/SMR protocols. Our specification is also
closely related to dynamic group communication abstractions,
in particular Schiper’s work on uniform broadcast with dy-
namic membership. These works target a different layer (group
communication and view management) and therefore do not fit
directly into the BFT-consensus-oriented table. A more detailed
qualitative comparison with the most closely related prior work,
including Dyno and Schiper’s dynamic membership service, is
provided in Section III-D, where we further highlight Hydra’s
distinctive improvements and design objectives.

III. PROBLEM STATEMENT
A. System Model

A dynamic BFT system incorporates a finite set of n repli-
cas II = {p1,p2,...,pn}, referred to as the universe. At any
given moment, a dynamic BFT group comprising a subset of II
manages requests dispatched by clients to maintain the global
consistency of operation logs. The system is leader-based [46].
Within a period referred to as a view v, a replica in the group
serves as the leader to drive the protocol for one or more
views. Each replica p; € II possesses a public/private key pair
(pki, sk;), where pk; serves as a unique identifier known to all
replicas in the set I1.

In contrast to static BFT, where the set of replicas remains
constant, a dynamic BFT model allows replicas to join and leave

the system dynamically, necessitating the introduction of the
notion of configurations to represent the successive membership
of a dynamic BFT group. A configuration, numbered by a
monotonically increasing integer c and initialized as 0, specifies
the membership M. of a specific moment (i.e. the group of
replicas in that configuration). A replica p is considered to be in
configuration c if p € M.. If p has installed configuration ¢ but
has not installed any other configuration ¢’ > c, then we refer to
the current configuration of replica p as c. We also refer to c as
the latest configuration of the system. if at least one non-faulty
replica has installed ¢ and no non-faulty replica has installed a
¢ > c. If two configurations ¢y, ¢y have the same membership,
denoted as ¢; ~ co.

We consider a partially synchronous network [29] in the
system, in which a valid proposer must await vote messages
from other validators before proposing a block containing re-
quests. After some unknown global stabilization time (GST), all
messages transmitted between non-faulty replicas are guaran-
teed to be delivered within the time span specified by A. Our
system model considers an adversary capable of dynamically
corrupting a subset F' C II of replicas, with the size of F' limited
to |F| < f, where f = ”51. These compromised replicas may
exhibit Byzantine faults, characterized by arbitrary disruptive
behaviors, including protocol violation or non-response. The
adversary may intercept network communication but lacks the
capacity to impede or alter messages during point-to-point trans-
mission. Additionally, it must induce the GST event after an
indefinite but finite time period. Suppose that there are f,. replicas
of configuration c under the control of the adversary, for each c
and corresponding membership M., we introduce the following
definitions:

Definition 1: A configuration c is correct if f. < %

c is faulty if it is not correct. Our consensus mechanism
operates under the foundational assumption that there exists a
non-empty subset of replicas, L C M, satisfying |L| > %,
where each replica in L is guaranteed to be correct and never
leave the system. Some, but not all, replicas in L are permitted
to experience a temporary crash fault, provided they can sub-
sequently be recovered to a correct state. Leadership rotation
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Fig. 1. System Model.

occurs exclusively within L as the system view changes. The
setting of L serves to preclude that up to f malicous replicas
will not form a quorum in some configuration, and to prevent
correct replicas from being fooled into conflicting consensus.
These two stipulations constitute the sole assumptions regarding
membership correctness in our model.

M|-1 L
Let f. =1Ll , a quorum of replicas in c is defined as
Ctoler

3
- . M|+ fe 1 . .
a majority set consisting of [‘H_ff“lﬁ] replicas, the size

of which is denoted by .. For any proposal or request in ¢ to
be considered valid and subsequently committed, it must garner
valid votes from at least (). replicas to construct a proof. A
valid request is one that conforms to the protocol’s format and
authentication requirements. For membership requests specifi-
cally, the validity criteria are detailed in Section V. A valid vote
is a vote message with a correct cryptographic signature from a
replica that is responsible for the request being voted on (replica
responsibilities will be defined subsequently). For a given view
v and configuration ¢, we define as follows:

Definition 2: (c, v) is valid if, based on ¢ in v, quorums of
valid votes can be collected for valid requests.

Definition 2 is more reasonable than Definition 1 when ¢ > 0
since it only considers the final collected votes. A malicious
replica can disguise itself by casting a valid vote, so (¢, v)
valid does not necessarily mean that ¢ is correct. A visual
representation of our system model is illustrated in Fig. 1.

B. Changes in the Group Membership

In addition to regular BFT requests, our system incorporates
membership requests, which include join requests for adding
new replicas and leave requests for removing existing replicas
from the group. These requests are treated in the same way as reg-
ular requests, implying that join and leave requests within a view
are only converted to formal configurations when they are valid
(the validity criteria for membership requests will be elaborated
in Section V) and when all other requests within the same view
meet the commit conditions. When referring to a request later, it
may either indicate a membership request or a regular request.
We also do not taking into account the initiator of membership re-
quests (join or leave) or the reasons behind them, which are pos-
sibly faulty. For any request, the membership M, of ¢ in which
the quorum votes is collected for the first time are responsible
for that request (also implies that the request is based on c).
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Our protocol follows the three-phase paradigm (two confirma-
tion phases prior to commitment) of leader-based BFT protocols.
To pipeline membership requests along with regular requests,
we introduce two temporary memberships: Myign and Myqiq.
We denote My, as the latest valid temporary membership
known to replicas. For a proposal m in view v of configuration
¢, if {c,v) is valid, the membership requests contained within
are first applied based on Mg to obtain Myign. If My is
valid and m receives another confirmation, My;g, is assigned
to Myaiq. If m satisfies the commit condition, M4 transitions
to M., marking the formal shift to the new configuration ¢/,
and all membership requests are formalized. Intuitively, Mpign
represents the tentative membership obtained after processing
join/leave requests from a proposal that has received its first
confirmation, while M,,jiq represents the membership after the
second confirmation. At system initialization, both temporary
memberships are set to the initial configuration membership, i.e.,
Myatia = Mpigh = My. By mirroring the three-phase progres-
sion of regular requests with three-stage membership transitions,
this approach facilitates the processing of member requests at
the same pace as regular requests.

Specifically, upon processing a join request for replica p;
at replica p; based on M, the membership for p; becomes
M’ = M U{p;}. Conversely, upon executing a leave request
for p; at p; based on M, its membership becomes M" =
M — {p;}. For two configuration memberships M; and M;,we
use M /M to represent the set of replicas that in M but do not
in Mz

Replicas initiating join requests start voting upon entering
temporary configurations (Mp; g, Myaiia), and their votes con-
struct proofs of validity for the temporary configurations. Repli-
cas initiating leave requests do not vote on new proposals after
leaving the formal configuration but must confirm or commit
pending proposals they were responsible for before exiting.
Non-faulty replicas follow these rules, while malicious replicas
might try to leave prematurely or refuse to vote in temporary
configurations. The system also includes a configuration auto-
transition mechanism that attempts to diminish the quantity of
malicious replicas below the Byzantine tolerance: leader marks
replicas with inconsistent behavior through configurations after
a timeout and automatically initiate leave requests for them,
aimming to address the unique liveness issue (see Section III-E)
due to weaker assumptions.

C. Essential Properties

Following Static BFTs, we first focus on the Byzantine
Atomic Broadcast (BAB) problem [47], allowing replicas to
agree on the sequence of messages (requests) required for SMR.
The following definition is provided, some of the properties of
which are adapted in conjunction with the dynamic BFT model
and do not fully align with the static BFT:

Definition 3 (Byzantine Atomic Broadcast): All correct (non-
faulty) replicas agree on the sequence of messages broadcasted
and committed, despite presence of Byzantine faults. A dynamic
BFT protocol solves Byzantine agreement if it satisfies the
following properties:
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o Agreement: If a correct replica p € M, commits a request
m based on c¢, then all correct replicas in configuration ¢
eventually commit the same m.

® Total Order: If a correct replica commits a request m before
m/, then no correct replica commits m’ before m.

® Validity: If a correct client or replica initiates a request m,
then correct replicas in some configuration c will eventually
commit m.

® [ntegrity: A correct replica commits at most once in a view,
regardless of the requests.

Total order and integrity are safety properties, while the other
two guarantee liveness. In addition to the properties of BAB, we
also specify three additional properties to ensure correctness in
the presence of dynamic membership changes.

o [soconfigurability: If a correct replica p; € M. commits
m based on configuration ¢ and a correct replica p; € My
commits m based on ¢/, then ¢ = .

® Clarity: A correct client or replica initiating a request m
can eventually learn about the correct membership of the
configuration ¢ based on which m is committed. A client
will also receive a response from a correct replica in M..

e Configuration discovery: A correct replica will eventually
learn about a continuous and verifiable configuration his-
tory of the system up to the latest valid configuration c. The
configuration history is totally ordered.

Isoconfigurability ensures replicas commit the same requests
in the same configuration, preventing potential inconsistencies
due to membership changes, which is is crucial for dynamic
BFT systems (each request is assumed unique. If the same
content initiated multiple times, it will be treated as a different
request). Clarity allows the initiator of m to identify the members
in ¢ responsible for m and determine the final result based
on responses from correct replicas in ¢ and whether m have
satisfied the commit condition. Dynamic BFT systems require
this property because the latest membership of the system is
constantly changing due to membership requests, and it is not
possible to ensure that the configuration is still in ¢ when a
request m based on c¢ is committed.

Static BFTs typically necessitate the inclusion of state transfer
mechanisms to update downed or lagging replicas to the highest
valid view. This is further enhanced in dynamic BFT, where
replicas falling behind or initiating join requests must be kept
up to date with the latest configuration via a state transfer mech-
anism, clarifying the current membership and voting threshold.
A lagging replica’s vote may be determined as invalid and thus
be regarded as a fault. Configuration discovery enables repli-
cas to ascertain contiguous and the latest system membership,
thereby ensuring that correct replicas are in agreement across
configuration histories. To achieve this, additional protocols
must be introduced that hinge on how the latest configuration is
discovered and how the validity of the configuration is verified,
discussed in Section V-A.

D. Comparison With Prior Works

A comprehensive comparison of our approach with Schiper’s
dynamic membership service [12] and the state-of-the-art
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dynamic BFT solution Dyno [21] is presented below, highlight-
ing our distinctive improvements and objectives.

Our model, like Schiper’s, separates the protocol from the
membership service but adopts security definitions that addresse
Byzantine failures, unlike Schiper’s focus on uniform broadcast
primitives under crash fault tolerance. Compared to Dyno, our
model assumes weaker membership correctness. Dyno assumes
either correct replicas after a configuration transition still forms
a quorum or there exists at least F' = max(f.) + 1 correct
replicas across all configurations, which is impractical. We only
require that there exists more than % correct replicas never
leave the system. Our goal is to achieve the standard Agree-
ment property under weaker assumptions regarding membership
correctness. However, this approach introduces challenges that
are not present in Dyno, which we will discuss in the next
subsection.

We introduce temporary configurations and define replica
responsibilities for a more explicit request handling, avoid-
ing potential liveness issues seen in Dyno. Quorum proof for
requests is constructed only among responsible replicas, and
correct replicas initiating leave requests must complete their
responsibilities before leaving the system. A non-blocking con-
figuration discovery protocol is also designed to facilitate rapid
participation of new replicas, preventing them from being stuck
in configuration discovery when configuration is high or tran-
sits frequently. These techniques aim for efficient configuration
transitions and stable performance, mitigating performance fluc-
tuation due to membership request seen in Dyno and static BFT
protocols supporting reconfiguration [23].

With regard to the properties, unlike Schiper’s separate defi-
nition, we do not distinguish between regular requests and mem-
bership requests in terms of total order. Both types of requests are
treated equivalently. Our approach aligns with Dyno’s criteria
for configuration delivery and discovery. However, while aim
to ensure consistency in interactions between clients and the
system, Dyno’s consistent delivery property only requires the
client eventually delivery a correct response consistent with the
state in some configuration when m is committed by someone.
However, the same state does not imply the same configuration,
and it may even be the case ¢’ ~ c. Also, there is no requirement
as to the reply source, leaving open the possibility that the
response to m received from a replica that is not a member
of c or a replica that was in c but has left and rejoined after c.
To address this, we augment the model by introducing, as an
alternative, the Clarity.

E. Core Challenges

In our dynamic BFT model, any replica in 11 can initiate join
or leave requests. With weaker assumptions about membership
correctness, we must address scenarios where the number of
malicious replicas f. in configuration ¢ and view v exceeds the
tolerable threshold f, ., (note that f, will not form a quorum
in any configuration due to the presence of | L| correct replicas).
Two fundamental cases lead to f. > f, ...

1) fe-1 < fe-1,,.., holdsinconfiguration ¢ — 1, but the join-

ing of faults causes f. > f, .. inc.
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Fig. 2. Two cases that may lead to fc > fe,,,.,..n = 10.

2) fe-1 < fe-1,.,.,. holds in configuration ¢ — 1,, but correct
replicas initiate leave requests and transition to c¢. Due to
the presence of faultsinc — 1, f. > f, ... inc.

Fig. 2 illustrates these two cases. Even if f, > f., . inc,
malicious replicas might not misbehave immediately, keeping
(¢, v) valid. Subsequently, additional faults can join, transition-
ing to ¢ + 1 and view v/, where fci1 > fey1,,,.,.. At this point,
malicious replicas can render (¢ + 1,v’) invalid, constructing
consecutive faulty configurations. Although the set L limits
malicious replicas from causing conflicting consensus within
the same view, it is evident that when f. > f.,_ .., malicious
replicas can invalidate {(c,v), causing a unique liveness issue
where correct replicas are unable to continue reaching consensus
not owing to a leader failure. A carefully designed configuration
auto-transition protocol is needed, not just aregular view-change
mechanism.

Furthermore, the timing of a replica’s entry into a formal
configuration or exit from the system must not coincide with
the initiation or commit of a membership request. Consider a
leave request scenario: suppose the latest configuration is ¢, and
the latest view is v. If a correct replica p; initiates a leave request
and leaves the system after c, in view v + 1, the leader must not
only propose a new proposal but also pre-commit to requests
(proposal) m from v, as m was based on ¢ and must be committed
based on c. Since p; has left, this may prevent committing m by
all correctreplicas in ¢, failing to achieve the standard Agreement
property. Thus replicas initiating membership requests may have
to vote outside of the formal configuration, which introduces two
design challenges: first, Defining the voting period outside the
formal configuration to satisfy Agreement without extra work
before entering the formal configuration or before leaving the
system; second, determining how they should vote and how their
votes are handled, since replicas leaving the formal configuration
should not deal with any new requests until they leave the system,
and joining replicas in the temporary configuration only vote to
prove temporary configuration validity.

IV. DATA STRUCTURES AND PHASES

Messages: Let (m), denote a message m signed by replica p
using sk. To generate a fully functional dynamic BFT system,
we define the following types of messages.
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1) A proposal message (PROPOSE, node, v, ¢, M., [proof]);
contains a node proposed, a sender’s current view number v
automatically stamped, a configuration c and the corresponding
membership M., and a set of proofs [proof].

2) A vote message (VOTE, v, ¢, nodey,), contains a sender’s
current view number v automatically stamped and a configura-
tion c¢. nodey, is the hash of the referred node.

3) A membership request (message) (JOIN,pk), or
(leave, pk),, contains a sender’s public key pk.

4) A transition vote message (TRANS, seq, v, ¢),, comprises
an additional field seq indicating the number of consecutive
timeouts that have been experienced. After a timeout, the replica
sends a transition vote to trigger the configuration auto-transition
protocol.

5) An auto-trans message (AUTO, node, v, c, M., proof)
contains a node containing only membership requests, a sender’s
current view number v automatically stamped, a configuration ¢
and the corresponding membership M., and an auto-transition
proof proof composed of transition votes.

6) A configuration discovery message (CDIS, Csiarts Cend)p
comprises a missing and attempted-to-be-acquired configuration
interval from cgzq.¢ tO Ceng-

7) A discovery message (DIS, Csyqrt, Subcon f),, responding
to a configuration discovery comprises a historical configuration
segment subcon f, and a ¢4+ indicating the commencement of
the aforementioned segment.

Node: A node node contains a (or a batch of) requests
node.reqs. Both membership requests and regular requests are
packaged together in regs when broadcasting proposals.

Proof: A proof proof for a node is a data type that in-
cludes a type proof.type € {HIGH(ship), VAL(ship), CON1(c),
CON2(c), coM(c), AUTO(ship)}, a hash proof.nodey, and a set
of votes proof.votes combining the votes of node in view
proof.view by a quorum of replicas from the membership
determined by proof .type: for CON1(c), CON2(c), and COM(c),
the votes are from replicas in M_; for HIGH(ship), VAL(ship),
and AUTO(ship), the votes are from replicas in ship (these types
are associated with a specific membership list rather than a
configuration index, as the members have not yet been formally
assigned a configuration number).

Historical Configurations: All replicas maintain a continuous
list of configurations con f[] locally. For each ¢ > 0, conf[c]
records the membership con f[c].ship of ¢ (i.e., M.), the node
con f[c].node containing the membership requests that changed
from ¢ — 1, and the proof conf|c|.proof from quorum repli-
cas responsible for conf[c].node in the commit phase or Q.
replicas in ¢ from the configuration auto-transition protocol.
Correct replicas must ensure the list is continuous and verifi-
able, and perform configuration discovery upon receiving any
non-continuous valid configurations.

Member Marking Table: A member marking entry contains
atriple (p, res, time), where p is the marked replica (also used
as the key for lookup), res is the remaining marking duration,
and time is the number of times a replica has been marked. This
table is used to mark replicas that exhibit inconsistent behavior
through configurations. Any membership request initiated by
replicas in the table with res (decremented after a successful
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Initialization: IT, M, L

Local variables: > I1 will be prefixed when referring to a local variable.
view 1 > View number.
c+0
Mpigh < Mo
Myatia < Mo
conf %Vec::new() > Historical configurations.
nodeprep < L
Proo fpre < L
Proo feom < L
pooly, < Vec:new() > Membership requests pool.
> Member Marking Table, maintained locally by replicas from L.
mmtable <— HashMap :: new() > HashMap(p;, (res,time)

> Current configuration.
> Upcoming membership.
> The latest valid temporary configuration.

> node in the prepare phase.
> Proof for the node in the pre-commit phase.
> Proof for the node in the commit phase.

Fig.3. Local variables.

leadership proposal) greater than O will be ignored. The table
is maintained locally by each replica from L and does not
participate in communications.

Phases: BFT protocols generally mandate that a request
pass through several confirmation phases prior to commitment.
Notable instances include the PBFT model [22], [48] (prepare
and commit phases); the HotStuff model [25], [32] (prepare,
pre-commit, and commit phases); and the Algorand model [6]
(various “’step” phases before reaching the “final” phase). Our
model adopts a pattern similar to HotStuff and streamline the
distinction between various phases. A valid proposal (node)
proposed in the normal state protocol based on ¢ within a view
must be confirmed by Q. replicas in M, in the subsequent two
views before it can be committed.

V. HYDRA

We now present Hydra, focusing on how membership and reg-
ular requests are processed. It functions in a series of views, each
with a monotonically increasing number and a unique dedicated
leader from L known to all. Clients send command requests
to replicas, and waits for responses from at least one correct
replica to complete a request. Such a response contains (i) the
node that includes the client’s request and (ii) the corresponding
coM(c) quorum proof. Given this response, the client runs the
same configuration discovery procedure as replicas (detailed in
Section V-A) to obtain the historical configurations up to ¢ (thus
learning M), verify the validity of ¢, and then check the validity
of the quorum proof. For the most part, we omit the client from
the discussion.

The basic utilities and local variables are specified in Fig. 3—4.
Besides intrinsic functions, two check functions are required:
Vrf to ascertain whether a proof is constructed in accordance
with a specific type or configuration for a given node. isValHis
to ascertain the validity and continuity of a segment of historical
configuration. Note that the verification of the signature has been
omitted from the pseudocode.

A. Configuration Discovery

Configuration discovery protocol enables replicas to ascer-
tain contiguous and the latest system membership. A lagging
replica or joining replica must be simultaneously kept up to date

implementation of Proof
function new (type,node,view,votes) > votes: HashMap(pk. vote).
return Sel f{type,node,view,votes} > self refers to struct itself.
function Vrf (self,view,nodey,type) > Proof verification
if sel f.nodey, = nodey, N\ sel f .view = view then
vts < {vt.pk|vt € sel f.votes}
match (self.type,type): (HIGH(ship), HIGH(ship’)) |
(VAL(ship), VAL(ship')) | (AUTO(ship), AUTO(ship')) =>
{return ship = ship' Avts C ship A|vts| = Qgpip}
(CoN1(c), cON1(c")) 1 (CON2(c), cON2(c")) | (coM(c),
coM(c’)) => {return ¢ = ¢’ Avts C M. A |vts| = Q. }
return false
implementation of Node
function new (regs) return Sel f{reqs}

function isValHis (subconf, cyan)
i+~ 0,M; M.,
while i < |subconf| do ship < subconf|i].ship
if L ¢ ship then return false > Prevention of forgery
if M., U{p| for (JOIN, pk), in subconf|i].node.reqs} -
{p| for (LEAVE, pk) , in subcon f|i].node.reqs}=ship then
proof < subconf]i].proof
if proof Nivf(subconf(i].node, proof.view,COM(c;))V
proof Nrf(subconfli].node, proof.view, AUTO(ship)) then
M., < ship, i < i+ 1, continue
return false
return true

Fig. 4. Basic utilities.

1: function ConfDis (cgarr,Cena) > Non-blocking function
2 wait until the existing Ay, timeout.

3 broadcast (CDIS, Cstars; Cend) p

4: start a new confdis timer Ag;s

5: upon receiving (DIS, ¢y, subconf)
6 if [subconf| = cong — Cstare then

7 if isValHis(subconf,cy4) then

8 self.conf|csart : Cenal < subconf
9 cancel_timer(Ag;s) return

10: upon timeout(Ay;) do ConfDis(0, cepa)

11: as areplica p do

12: upon receiving configuration ¢, M from any message: ¢’ > self.c
13: wait for vote from different replicas in either vote messages or

votes in proposal: V < {vote|vote.c = ¢’}
until V| =f+1V3IveVfromp €L

14: while [sel f.conf| — 1 < ¢’ do self.conf.push(]])
15: ¢ self.c,self.c <+, self.conf|c'] < My > Catch up first.
16: ConfDis(c,c’)  » Runs in the background
17: upon receiving (CDIS, Cyiarrs Cend) pf
18: if Ay;s exists then return
19: if Cyrare < Cena < |sel f.conf|—1 then
20: reply with (DIS, cyqrr, sel f.conf(Cgar * Cenal)p
Fig. 5. Configuration discovery.

with the latest configuration. Correct replicas must ensure their
configuration list is valid, continuous and verifiable.

The pseudocode is shown in Fig. 5. The core function ConfDis
allows replicas to obtain any segment of the historical configu-
rations from others and replace their non-contiguous parts with
the received valid configurations (lines 5-9). When a replica
sends a configuration discovery message, it needs to start a
confdis timer (line 4) and cannot respond to any configuration
discovery-related communication before the timer expires (line
18). This prevents replicas undergoing configuration discovery
from sending their non-contiguous configurations to other re-
questing replicas, reducing unnecessary overhead, and prevents
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malicious replicas from attempting to disrupt the operation of
correct replicas by sending many CDIS messages within a short
period.

If the replica cannot obtain a valid configuration segment be-
fore the timer expires, it indicates that the existing configuration
list may contain erroneous segments, requiring configuration
retrieval from the beginning (line 10, in fact, it’s just a precau-
tionary setup. Since |L| correct replicas exist and they will not
all crash, any valid requested segment can be obtained from at
least one correct replica. Usually occurs due to a short timeout
setting).

Our configuration discovery algorithm is non-blocking, and
can run in parallel with the consensus. Whenever a non-
continuous but valid configuration received (line 12-13), the
replica first skips the non-contiguous part of the historical con-
figurations and continues the consensus with the highest known
valid configuration (lines 14-15). Subsequently, it gradually
fills in the non-continuous parts (lines 16). As the protocol
progresses to higher configurations, it takes longer to complete
the configuration list through configuration discovery. If replicas
were to block and wait for the completion to perform the next
step (i.e. vote or propose), it may impact their voting in configu-
rations where they have membership, and potentially encounter
non-continuous configurations again if another configuration
transition occurs when blocking (especially at high transition
frequencies), severely affecting consensus efficiency. Further-
more, the non-blocking feature allows (new) replicas initiating
join requests to rapidly participate in the consensus process,
ensuring transition efficiency.

In principle, a PBFT-like checkpointing garbage-collection
mechanism could be adopted to prune historical configurations.
However, unlike PBFT’s logs, our discovery mechanism de-
pends on a continuous and verifiable configuration chain to
let temporarily offline or newly joining replicas validate the
latest configuration. Safe reclamation would thus require that
a “’stable” checkpoint configuration be locally materialized by
all correct replicas before discarding earlier records. Otherwise,
a correct replica that was away longer or never joined before
(whose highest known valid configuration is lower than the
checkpoint configuration) would be unable to retrieve and verify
continuity to the latest configuration with the existing configura-
tion discovery mechanism. Since replicas cannot tell which peers
are correct at runtime, the only conservative criterion is to wait
for all current members, which allows Byzantine replicas to stall
pruning by not participating. In addition, if some replicas crash
and lose history, they can still reconstruct and verify the full chain
up to the current configuration via non-blocking configuration
discovery. Given that at most one formal configuration can be
installed per view which stores only a membership list, a quorum
proof, and a pointer to a specific node, we do not aggressively
garbage-collect configuration history here. Nevertheless, we
consider it to be a potential area for future research.

B. Mpign, Myaiia, and Replica Responsibility

In Hydra, if a proposal m in configuration ¢ and view v
contains membership requests, and (c,v) is valid, we first
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execute the membership requests based on M,,;;4 to obtain
M} g1 For the next proposal, if Mp,;4p, is valid and m receives
another confirmation, it becomes the new M, q5q. If Myaiiq 18
valid and m satisfies the commit condition, the configuration
transitions to a new formal ¢ such that My, = M,;;q. This
unifies the phases for requests being commit/transited to a formal
configuration, allowing the membership requests to be pipelined
with regular requests. To implement this, we establish temporary
configurations for M,,q;;q and Mj,;gp. In ¢, the leader not only
needs to collect votes from replicas in M, but also from replicas
in Myaia/M. and My, gn /M. to construct quorum (Qualids
Qnign) proofs to prove the validity of these two temporary
configurations to replicas in c.

Note that the votes of joining replicas who only in the
temporary configurations are only used to construct proofs of
validity for the temporary configurations. Such replicas need
not participate in the confirmation and commitment of proposals
in views associated with the temporary configuration. Replicas
initiating leave requests still need to be responsible for the newly
initiated proposals until they leave the formal configuration.
After that, they simply stay in the system, confirm or commit
any pending proposals they were responsible for before exiting,
and then they can leave.

We require correct replicas to follow these rules, as they are
closely related to maintain the Agreement property. Specifically,
if a proposal proposed in c satisfies the commit condition, it must
be committed by all correct replicas in c; otherwise, no correct
replicas in ¢ should commit it.

To better illustrate the aforementioned process, Fig. 6 provides
a visual example. The join request of replica ps is packaged into
the proposal my in view 2. ps then enters My,;q;, in view 3,
and M54 in view 4. Finally, in view 5, ps enters the formal
configuration. View 5 is also the commit view for proposal ma,
ensuring consistency among all requests within the same view.
ps needs to vote on proposals ms and my, butitis not responsible
for confirming or committing them. Its responsibility starts from
proposal ms onwards.

The leave request of replica py is packaged into the proposal
mg in view 3. p4 remains responsible for proposals in views 4-5
within the temporary configuration. After leaving the formal
configuration, p4 continues to confirm or commit any pending
proposals it was responsible for in view 6-8 before exiting, and
then leaves the system.

Configuration auto-transition: To handle the unique liveness
challenge discussed in Section III-E. Hydra employs a configu-
ration auto-transition protocol that combines configuration auto-
transition and view changing (a precautionary setup, triggered
when multiple consecutive auto-transitions fail). The protocol is
triggered on timeout, usually indicating the leader cannot create
the necessary proofs to broadcast a new proposal. Since leaders
are elected in L, this typically means the number of faults has
exceeded the tolerable threshold f, , .. An auto-transition is
performed first to mark replicas with inconsistent behaviour and
automatically initiate leave requests for them to leave the current
configuration. The marking rules follow the principle of "better
to kill by mistake than to let go’, aiming to recover from an
invalid (¢, v) to a valid (¢, v') to facilitate consensus.
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Fig. 7.  Scenarios of misbehavior.

Fig. 7 depicts scenarios where malicious replicas misbehave
(with v for correct behavior and x for misbehavior). These
scenarios are categorized based on the replica’s configuration
status: (1) Temporary Configurations: Prior to joining the formal
configuration, replicas misbehave (Cases 1-2). If a HIGH or
VAL proof cannot be constructed before the timeout, the leader
marks the non-voting replicas in Mp; 4 /M. or Myaiia/Me. (2)
Formal configuration (Cases 3-6): During each phase, if the
proof cannot be constructed before the timeout, the leader marks
all non-voting replicas in the corresponding configuration. (3)
After leaving the formal configuration but before leaving the
system, replicas misbehave (Cases 7-8). Similar actions as in (2)
are taken if required proofs for pre-commit or commit phases
cannot be constructed. Case 9 is exceptional, where a malicious
replica’s failure to commit a proposal or execute a request is
undetectable by the leader but does not compromise system
safety or liveness.

After marking and removal, the auto-transition protocol must
ensure continuity and verifiability from the original configu-
ration, manage replica misbehavior, and handle uncommitted
(pending) requests. If multiple consecutive auto-transitions fail,
it may be inferred that the leader may have crashed, necessitating
a view change.

C. Protocol Specification

Fig. 8 presents the pseudocode for normal state protocol, de-
scribed as an iterated view-by-view loop. In each view, replicas
execute phases successively according to their roles, described
as a succession of "as” blocks. A replica can have multiple roles

An example of configuration transitions and replicas responsibilities (all configurations are valid in this example).

(e.g., the leader is also a replica), and "as” blocks for different
roles can execute concurrently.

We start with the leader. A view’s leader first collects votes
from replicas in the previous view and constructs a proof list
containing up to five proofs for proposals in different phases
and temporary configurations (lines 6—12. If no proposal is in
the pre-commit or commit phase, the corresponding proof can
be vacant). A replica’s vote can be used for constructing multiple
proofs (e.g., a replica’s vote for a new proposal also serves as
confirmation for proposals in the pre-commit and commit phase
if it is responsible for). The leader then packages requests from
clients and in its own membership requests pool into a newly
created node, creates a proposal, and broadcasts it along with
the proof list (line 13). The new proposal then enters the prepare
phase.

As a responsible replica (line 16), upon receiving a valid
proposal from the current leader, it sends its vote to the next
leader (line 18). It is essential to record the state before process-
ing the proof list (lines 21-23) and uses it as the reference for
subsequent state updates to avoid data chaos. If a valid proof
for a node in the prepare phase is contained in the list (line 24),
the membership requests in the node are applied on M, ;4 to
obtain a new sel f. Mp;gpn, and sel f.proofp,. is also updated to
the new one. If both a proof for the node in the pre-commit phase
matching proo f,,. and a proof for the corresponding temporary
configuration (Mp;g4p) are contained (line 27), the node enters
the commit phase and the latest valid temporary membership is
updated (line 28). If both a proof for the node in the commit
phase matching proof.,, and a proof for the corresponding
temporary configuration (M,,4;;4) are contained (line 29), replica
executes requests in the node (if the replica is responsible for
the proposal), transits its M,,4;;4 to a new formal configuration
(lines 30-33) and update its historical configurations.

The pseudocode for membership request issuing and process-
ing is shown in Fig. 9. As a new replica that wants to join, it
randomly sends a join request to a replica in L (line 2). It then
updates its latest known state using the received valid proofs and
enter the normal state protocol (lines 3—-5). As areplica that wants
to leave, it also randomly sends a leave request to a replica in L
(line 7) and continues with the normal state protocol until it is no
longer responsible for any proposal and then leaves the system.
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1: for sel f.view <1,2,3,... do
2 ¢’ < match sel f.proof,,..type {coNl(c) => ¢, _ => null}
3 ¢’ + match sel f.proofeom.type {con2(c) => ¢, _=> null}
4 as the LEADER(sel f.view) do > VM. < con [[c|.ship
5: proofs « Vec:new()
6 wait for all messages: Msg
{(votE, v, ¢,nodey),|v = sel f.view A ¢ = sel f.c} until
there are Q. votes: Veoni < {vt | vt.p € Mgy Avt € Msg}
there are Q. votes: Veono — {vt | vt.p € Mo Aot € Msg}
there are Q. votes: Veoy + {0t | vt.p € Mo Avt € Msg}
there are Qg1 votes: Viyay — {vt| vt.p € sel f.-Myign A vt € Msg}
there are Q4 votes: Vi, < {vt | vt.p € sel f.-Myq A vt € Msg}

7: nodey, < m.nodep : M € Veont, 0 4 m.v : m € Vol

8: nodey < sel f.proofyre.nodey, nodeyr < sel f.proofeom.nodey,
9: v 4= sel f.proo fyre.view, v” < sel f.proofeom - view

10: proofs.push(Proof:new(conl(self.c), nodep, v, Veoxi))

proofs.push(Proof:new(coN2(c"), nodej,,v', Veoxa))

proofs.push(Proof:mew(com(c”), node},, v", Veou))

proofs.push(Proof:mew(uicu(sel f.Mpign), node},, v', Viyan))

proofs.push(Proof:mew(vaL(sel f.M,q;), nodej,, v", Vi)
11: node < Node::new({client’s commands} U sel f.pool,, )

12: sel f.prool,, < Vec:new()

13: broadcast (PROPOSE, node, sel f.view, sel f.c, Mgeif.c, proofs);

14: for (key,value) in sel f.mmtable do

15: value.res < value.res — 1 > Reduce remaining marking time

16: as areplicain Meip.. U Mo U Mo U sel f.Mpign U sel f.Myq154 do

17: wait for message (PROPOSE, node, v, ¢, M, proofs); from
LEADER(sel f.view): v = sel fview A ¢ = self.c

18: send (VOTE, v, ¢, nodey,),, t0 LEADER(sel f.view + 1)

19: sel f.nodeyyep < nodey,

20: neW pr feont DT feox2 PT feomsPT fincnsP fuac-

21: for proof in proofs do

match proof.type { conl(c) =>{pr feox1 < proof}
CcoN2(c) =>{pr feona  proof}
COM(C) =>{pr feou < proof}
HIGH(ship) =>{pr fuan < proof}
VAL(ship) =>{pr fuu < proof} }

22 Proofeom < self.proofeom, proofyre < self.proofyre
23: A'[high — Self.]\/[hig),, Myaria < Self.]\/fpal,,'d, C < SEIf.C
> Start pre-commit phase
24: if D1 feont VI (D feont view, pr feoxt .nodey,, con1(c)) then
25: node* < pr feon1-node > node;, < hash(node)
26: sel f.-Mhpigh < Myatia U{p| (101N, pk),, € node*.reqs} -
{p| (LEAVE, pk),, € node*.reqs}, sel f.proofpre < prfeont
> Start commit phase on proo fpre.node
27: if pr feona VI (proo fyre view, proo fy,e.nodey, con2(c’)) A
DT faian-Vrf(proo fyre.view, proo fy,e.nodey,, micu(Mp;gy, )) then
28: self.-Myatid < Mpigh, s€lf.proofeom < prfeonz
> Start decide on proo f.om .node(commitment)
29: if pr feom- VI (proo feom view, proo feom.nodey,, com(c”)) A
DT foar VI (proo feom . view, proofeom.nodey,, VAL(M yq1iq)) then
30: if self in M, then
31: execute proo feom.node.reqs, respond to clients
32: node” < pr feou-node
33: self.c < c+ 1, sel f.conf.push({Myaiia, node” , pr feom))
34: reset timer, sel f.view < sel fview + 1.
Fig. 8. Normal state protocol.

As areplica in L, the valid membership requests it receives are
added to its membership requests pool (lines 10—15), which will
be packaged into a node when the replica becoming the leader.

When a timeout occurs, the system triggers the configuration
auto-transition protocol, as shown in Fig. 10. The leader first
moves regular requests from uncommitted proposals back to the
client requests pool for re-consensus after the auto-transition
(line 5). It then marks replicas exhibiting inconsistent behavior
according to the rules in Section V-B and automatically issues
their leave requests (lines 9-21). The rule for setting the marking
duration from the number of times a replica has been marked
in mmtable can be defined manually (here we set the former
equal to the latter plus 8). Any join request from marked replicas

1: as areplica to joindo > new replica
2: randomly select a replica [ € L to send (JOIN, pk)
3: wait for (PROPOSE, node,v,c,M., proofs);:
(JOIN, pk) , € node.reqs
4: for proof in proofs do
match proof.type { CON1(c) => {sel f.proo fyr. < proof}
CON2(c) => {self.proofeom < proof}
HIGH(ship) => {sel f Mg, < ship}
VAL(ship) => {sel f.M,qjiq < ship} }

5: sel f.view <— v > Enter the normal state protocol.
6: as areplica to leave do > existing replica
7: randomly select a replica [ € L to send (LEAVE, pk) ,
8: wait for self ¢ Myerp.c UMy UM Usel f - Mpjgp, U sel f Mygiia
leave the system &> Obtain ¢’ ,c" in normal state protocol per view.
9: as areplica € L do
10: upon receiving (JOIN, pk) ,
11: if pi ¢ (M. Usel f - MpignUsel f -Myatia)
Asel f.mmtable.get(p).res < 0 then
12: sel f.pool,,.push({JOIN, pk) )
13 upon receiving (LEAVE, pk) ,
14: if p;e (M.N Self.M/,,'gh n Self.Mm/,‘d) then
15: sel f.pool,,.push({LEAVE, pk) )
Fig. 9. Membership request issuing and processing.

during the marking duration will be considered invalid and
ignored (Fig. 9, line 11), and the marking time decreases after
a successful leadership proposal in the normal state protocol
(Fig. 8, line 15).

Subsequently, the leader packages the auto-issued requests
and the membership requests from uncommitted proposals into a
newly created node and forms the target configuration (obtained
by applying the requests in the node to the current formal
configuration, as all uncommitted requests will be re-executed,
and there are no temporary configurations when auto-transition
is triggered; all new configurations transition from the current
formal configuration) (lines 25-26). Note that this node does not
include any regular requests and can be committed in a single
round without causing conflicts. It is distinguished from the one
in the normal state protocol in that its quorum vote needs to be
collected from the replicas in the target configuration rather than
the current configuration. Votes for it are only used to prove the
validity of the target configuration. The leader then waits for
votes from members in M, to construct a proof and propose
the node.

If a quorum of votes from the new configuration can not be
collected before the next timeout (line 22), the leader resets the
timer, further marks replicas exhibiting inconsistent behavior in
the previous auto-transition (line 24), updates the target config-
uration, recreates the node, and wait for votes until a proof from
the new configuration is successfully constructed to broadcast
the proposal. Afterward, the system return back to the normal
state protocol.

After timeout, a replica performs up to mazSeq consecutive
auto-transitions (line 32), sending the transition vote to the
current leader (maxSeq can be set to 2, as after GST, auto-
transitions can be completed in two attempts theoretically if the
leader doesn’t crash. See the proof in the appendix for details).
The replica then wait until receiving a valid auto-trans message
(line 36). It then verifies the configuration, updates its historical
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Local variables: remove < Vec::new(), autoReq < Vec::new(), Mauo
seq < 0 > Number of consecutive timeouts
maxSeq > A pre-set maximum number of consecutive auto-transitions
1: upon timer timeout as the LEADER (sel f.view) do
2 if self.seq = 1then > V., is the set of votes collected previously
3: Proofeom <= self.proo feom, proo fpre < sel f.proofpre
4: Mg < sel - Mpign, Myatia 4 sel f-Myaia
5 for requests in proo fp.node.reqs U proo feom-node.reqs J
nodepyep.reqs, re-add non-membership requests to clients’
requests pool, package membership requests into Req.
6: ¢« match sel f.proo fyre.type {CON1(c) => ¢, => null}
7: " < match sel f.proo feom.type {CON2(c) => ¢, => null}
8: if [Veont| < Qc then > pk is the public key of p.
9: remove <— remove U{p| p € Mye; . \Vconi .contains(pk)}
10: if [Veonz| < Qo then
11: remove <— remove U{p| p € M AWeona.contains(pk)},
12: if [Veou| < Qo then
13: remove <— remove U{p| p € M N\Veon.contains(pk)},
14: if [Vinen| < Ohign then
15: remove < remove U{p| p € Mgy \'Vyuign-contains(pk)},
16: if ‘VVAL‘ < Qyaiia then
17: remove < remove U{p| p € Myqia/\'Vyar.contains(pk)},
18: for p € (remove — L) do match sel f.mmtable.entry(p): {
19: Vacant => {sel f.mmtable.insert((8,1))}
20: Occupied (res,time) => {res < 8+ (time <— time+1)}}
21: autoReq.push((LEAVE, pk);)
22: if sel f.seq > 1 then
23: for p € (Muyuo — L)AVauro.contains(pk) do
24: autoReq.push((LEAVE, pk);)

25: node < Node::new({ReqU autoReq})
26: Mo < M:U{p| (JOIN, pk),, € node.reqs} -
{p| (LEAVE, pk) , or | € node.reqs}
27: wait for all messages: Msg < {(TRANS,seq,v,c),|seq = sel f.seqN
v = sel f.view A c = sel f.c} until
there are Qguo Votes: Vauro — {vi | vi.p € Mauo AVt € Msg}
28: proof < Proof::new(AUTO(My, ), nodey, sel f.v,Vauro)
29: broadcast (AUTO, node, sel f.v,sel f.c,Muuo, proof);

30: upon timer timeout as a replica do

31: sel f.seq « sel f.seq+ 1, v < sel f.view, ¢ < self.c

32: if seq < maxSeq then © Do the auto-transition first

33: send (TRANS, sel f.seq,v,c),, to LEADER(v)

34: else send (VOTE, v, ¢, sel f.nodepye) , to LEADER(v + 1)

35: reset timer, sel f.view < sel f.view + 1, sel f.seq <— 0

36: wait for (AUTO, node, v,c,Mguo, proof); from LEADER(v):

37: if proof.Vrf(v,nodey, AUTO(Myy,)) then

38: newconf < (Mauo,nodey, proof)

39: if isValHis(newconf,c) then

40: self.c < c+1, sel f.conf.push(newconf)

41: SElf.M\,al,‘d — self.Mmf'C, 591f<Mhigh — selfodj;C

sel f.mprep < L, self.proofyre < L, sel f.proofeom < L

42: reset timer, sel f.view < v+ 1, sel f.seq < 0

43: send (VOTE, sel f.view,self.c, L), to LEADER(v+ 1)
Fig. 10.  Configuration auto-transition protocol.

history and status (all uncommitted requests will be re-executed,
and old proposals will not have a chance to be confirmed based
on the original configuration), and re-enters the normal state
protocol (lines 37-43). Once attempts exceeds maxzSegq, it will
go into view-changing (line 34), indicating the current leader
may crash (or the timeout is too short).

The proofs for Hydra are shown in Appendix A in the sup-
plementary material.

Complexity: A node in the normal state protocol undergoes
three phases, each requiring one communication round. Thus,
the time complexity here is O(3), corresponding to three consec-
utive rounds. In the configuration auto-transition case, at most
maxSeq rounds are performed, leading to a worst-case time
complexity of O(maxzSeq). Both membership request submis-
sion and configuration discovery require one communication
round, with a time complexity of O(1).

IEEE TRANSACTIONS ON DEPENDABLE AND SECURE COMPUTING, VOL. 23, NO. 3, MAY/JUNE 2026

In the normal state protocol, the leader broadcasts to all
replicas, and responsible replicas respond with a vote, resulting
in acommunication complexity of O(n) per view. For configura-
tion auto-transition, the same O(n) complexity applies to each
transition, leading to a worst-case communication complexity
of O(maxSeq *n). Membership request submission involves
one round of communication between two replicas (O(1)), and
configuration discovery involves one round of broadcast and
response (O(n)).

Churn resilience: Hydra bounds effect of repeated join/leave
requests (which may lead to frequent configuration transitions)
in both rate and cost:

® Only (at most) one formal configuration can be installed
per view because reconfiguration is finalized only upon
commit. Each record in historical configurations stores
only a membership list, a quorum proof and a reference
pointing to a specific node, which is negligible compared to
the per-view payload of the committed node (i.e., the block
data in blockchain). Membership requests are small in size
and are batched together with regular requests, incurring
no extra phases or additional propagation overhead.

e Join requests initiated by replicas in either formal or tem-
porary configurations are ignored. Likewise, only leave
requests initiated by replicas in both formal and temporary
configurations are processed. This also limits the frequency
at which replicas can force configuration transitions.

® When configuration auto-transition is invoked, the leader
marks replicas with inconsistent behavior and ignores their
further join/leave requests for anumber of views with linear
backoff.

® New or recovering replicas follow the highest valid config-
uration and fill historical gaps in the background via non-
blocking discovery, so frequent transitions do not block
consensus.

As we will demonstrate later (Fig. 11(e)), Hydra maintains

stability when replicas repeatedly join and leave, with minimal
fluctuations in throughput.

VI. EVALUATION

Implementation: We implement Hydra in about 6 K lines of
Rust code, using Tokio library for asynchronous 10, ed25519
for elliptic curve based signatures and TCP connections for
communication between replicas. Our client is implemented
as a separate single-threaded process that send transactions to
replicas at a specified rate. Replicas read configuration from both
JSON files and command line arguments, and output statistics
for further analysis. We also develop a module called CONFIG-
GEN to automatically generate configuration files for different
experiments, as well as scripts to distribute, run, and collect
the results. Bash scripts are used to automate the execution of
experiments, using the output from CONFIG-GEN and execute
the experiments on multiple machines (servers). All of the above
code is open sourced on GitHub! to enable reproducible results.

Thttps://github.com/BerserkRugal/Hydra
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Fig. 11.

Setup: We compare Hydra with Dyno [21], a state-of-the-
art dynamic BFT solution, and BFT-SMaRt [23], a high-
performance BFT SMR supporting reconfiguration where
membership requests are issued by a separate view manager.
We use throughput as our main metric, measured as the number
of transactions committed per second. When referring to latency,
we mean the time a client generate a transaction to the time the
transaction is committed by a replica.

We conducted experiments on a cluster of 16 Alibaba Cloud
Elastic Compute Service (ECS) ul-clm2.4xlarge instances,
each with 16 virtual CPUs on a Intel Xeon Platinum scalable
processor, 32 GB memory, running Ubuntu 22.04 LTS. Replicas
were distributed across those instances equally. In the later part,
unless otherwise specified, the batch size was 400 transactions,
the transaction size was 128 bytes and the timeout was 2.5 s for
each replica. The roundtrip time (RTT) between replicas was set
to 10 ms, with a bandwidth of 1 Gb/s.

Performance under membership requests: Experiments were
conducted in three cases.

Case 1: consensus starts with 7 replicas, three new replicas
initiate join requests at 10-second intervals (starting at 10 s), and
subsequently three replicas in the system initiate leave requests
at 10-second intervals (starting at 40 s).

Case 2: consensus starts with 7 replicas, two new replicas
initiate join requests simultaneously at 20 s, two replicas in
the system initiate leave requests simultaneously at 40 s, and
a new one and a existing one initiate join and leave requests
simultaneously at 60 s.

Case 3: consensus starts with 20 replicas. After 20 s, repli-
cas frequently initiate join and leave requests (new replicas
repeatedly join and then leave, some existing replicas repeat
the opposite action).

covery & from request initiation to throughput in the three cases.

nently in the system (Case 2). a (the 2nd) left replicas (Case 2).
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Performance under membership requests (BFT-SMaRt is referred to as 'BS’ in the figure).

As shown in Fig. 11(a) and (c), replicas joining or leaving
has little impact on Hydra’s throughput, with a maximum of
decrease from around 34.3 ktx/s to 33 ktx/s observed. Temporary
configurations and replica responsibilities act as an effective
buffer. Whereas Dyno sees a minimum drop from 24 ktx/s to
20 ktx/s when replicas leave, and joining has a more significant
impact, with a typical decline of over 5 ktx/s. BFT-SMaRt
exhibits similarities to Dyno, but occasional drops in throughput
over 10 ktx/s are observed, though these recover quickly. A
Minimal decrease from 18 ktx/s to 15.5 ktx/s is observed in
response to membership requests. The throughput for new and
left replicas (when in the system) is similar to those permanently
in the system, with a slightly more fluctuation for joining replicas
(Fig. 11(b) and (d)).

As shown in Fig. 11(e), frequent membership requests caused
Hydra’s throughput to decrease from about 31.5 ktx/s to
29.5 ktx/s, and fluctuate around 30 ktx/s. In contrast, Dyno
always fluctuates broadly between 21 ktx/s and 10 ktx/s. BFT-
SMaRt’s range is 15 ktx/s to 10 ktx/s (ignoring occasional sharp
fluctuations), usually above and below 14 ktx/s. Fig. 11(g) shows
that Dyno’s throughput is more volatile, with an average of
23 ktx/s in Cases 1-2, over 20% below the peak of 31 ktx/s,
and over 30% in Case 3. Hydra and BFT-SMaRt are more stable,
with gaps around 5% (31.5 ktx/s to 30 ktx/s) and 10% (16.5 ktx/s
to 14.5 ktx/s) even in Case 3. Dyno’s average latency is highest,
reaching 112 ms in Case 3, while BFT-SMaRt is around 70 ms
and Hydra 45 ms (Fig. 11(h)).

Fig. 11(f) shows the time taken for configuration discovery
and for joining. Both protocols take similar time for configura-
tion discovery, but Hydra has a greater advantage in downtime
recovery scenario (around 15.5 ms, lower than 19 ms for joining
scenario during the same period, compared to Dyno’s both
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scenarios are in line at 26 ms) as the discovery doesn’t need
to start from the initial configuration. However, entering the
formal configuration takes far longer for Dyno (around 147 ms)
than Hydra (around 96 ms) because Dyno must first block to
complete configuration discovery before issuing a join request,
while Hydra can do both in parallel.

Baseline performance and scalability: We conducted two
experiments. As shown in Fig. 12(a) (throughput) and 12(b)
(latency), in the first, with batch sizes of 400 ("bs400") and 800
(’bs8007), three protocols showed similar performance changes
as batch size increases. Hydra achieved higher throughput and
lower latency due to less communication. Dyno had higher
throughput than BFT-SMaRt but lagged behind in latency. In
the second experiment shown in Fig. 12(c) (throughput) and
12(d) (latency), with RTTs of 1 ms (’rtt1”’) and 10 ms (’rtt10),
the results obtained when comparing the three protocols are
similar. However, BFT-SMaRt showed the smoothest perfor-
mance degradation as replicas increased under 1 ms RTT. When
n = 64, it surpassed Dyno in throughput and had similar latency
to Hydra.

Performance under faults: We simulated the two scenarios
in Section III-E that led to f. > f,.,.. , as shown in Fig. 13.
In the first, consensus started with 7 replicas, with 4 malicious
replicas joining at 10 s intervals (starting at 10 s) in sequence
(”faults joined”). In the second scenario, consensus starts with 7
non-faulty and 3 malicious replicas, with one non-faulty replica
leaving at 10 s (“correct replica left”). The figure also shows
Hydra’s throughput with 10 non-faulty replicas ("no faults”).
By utilizing the configuration auto-transition protocol, Hydra
can recover from an invalid (c,v) to a valid (¢,v’) to con-
tinue consensus after 1-2 timeouts, quickly restoring throughput
to original levels (the target configuration ¢’ contains fewer

4 8 16 32 64 48 16 32 64
Number of replicas Number of replicas

(c) Throughput (various RTTs) (d) Latency (various RTTs)

members after the auto-transition, because replicas with incon-
sistent behavior are marked and removed. The reduced number
of members leads to decreased quorum sizes and network over-
head, hence the slightly higher throughput. This is consistent
with the scalability trend in Fig. 12). Dyno cannot handle these
two scenarios (unable to continue consensus) and relies on a
stronger membership correctness assumption to circumvent it.

VII. CONCLUSION

We present Hydra, a dynamic BFT protocol where replicas
can join and leave dynamically. Hydra addresses the practical
limitations of the existing dynamic BFT solution by operating
under weaker assumptions regarding membership correctness
while achieving standard properties. It clearly defines replica
responsibilities for clarity and utilizes a non-blocking configu-
ration discovery protocol for rapid participation. We introduce a
configuration auto-transition protocol to ensure system liveness
and to manage scenarios where faults join or existing correct
replicas leave when faults reach the tolerance threshold—a
challenge under weaker assumptions. Temporary configurations
pipelines membership request alongside regular requests, ensur-
ing smooth and efficient transitions. We have formally proven
Hydra’s correctness under the dynamic BFT model. Our exper-
iments with up to 16 servers and 64 replicas demonstrate that
Hydra is efficient and stable in handling membership requests,
and can effectively recovers from an invalid (c,v) to a valid
().

Work limitations and future work: Looking ahead, given Hy-
dra’s assumptions continue to impose a non-trivial requirement
for certain practical deployments, we envision two possible
directions for exploration. First, for permissioned-but-untrusted
settings, one could replace the permanent correct core with run-
time safeguards thatenforce a global faultbound f” < (n — 1)/3
and a safety floor n,,;, = 3f’ + 1 on the active configuration.
If |M,| falls below 7n,,:,, the protocol automatically switch
to a membership-only mode that process solely membership
requests and resumes normal operation once |M¢| > 1. The
key challenge lies in designing this restricted mode to prevent ad-
versaries from steering protocol into conflicting configurations
if the same standard properties as Hydra are to be achieved.
Second, when limited trusted participation is acceptable but a
fixed never-leaving set is too restrictive, one could generalize
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L into a rotating pool with warm standbys: L-members may
leave only when a standby simultaneously joins via temporary
configurations, maintaining a configured threshold for active L-
members and confining leader rotation within them. We believe
these directions will enhance the deployability of dynamic BFT
across diverse real-world scenarios.
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