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The growing economic value of blockchain-driven financial applications brings increasing risks. In recent
years, EU regulators felt the urgent need to address the financial and security risks that digital currencies
might pose if left unsupervised. In 2020, the European Commission proposed a draft regulation called Markets
in Crypto-Assets (MiCA). It sets out the rules for the crypto-asset issuers and service providers located in
the EU or serving EU clients. To date, there is no evaluation of the risks covered by the proposed regulations
besides the Commission’s own evaluation.

We conducted a study to identify the risk perceptions of different stakeholder groups in the market by
interviewing 20 representatives of Crypto-Asset Service Providers, Crypto-Asset Issuers, Institutional Investors,
and Legal Experts. We then compared the risks deemed relevant by the stakeholder groups with the risks
covered in the MiCA framework. That allowed us to identify which risks and stakeholder groups’ concerns are
insufficiently covered by the current version of the MiCA framework. As a result, we show that Crypto-Asset
Issuers’ risks are the least addressed in the current MiCA version. Specifically, residual risks remain with regard
to smart contracts, oracles, and transactions. These risks should be considered for upcoming amendments to
the regulation.
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1 Introduction
In June 2019, Facebook revealed the news about Libra, a worldwide digital currency project built on
the blockchain infrastructure [62]. This announcement attracted mixed responses among the public
and regulators. While the advocates and supporters highlighted the benefits of the technological
efficiency of Libra and the potential economic inclusivity it may bring, the critics voiced concerns
about Libra’s ability to destabilize the global [45] and national [66] financial systems. In 2019,
Facebook had around 2.4 billion active monthly users, all of whom could be potential users of the
Libra currency [12]. At several billion potential users, Libra’s privatemoney could pose a competitive
risk to the financial sovereignty of entire countries and contribute to the denationalization of money
by overcoming politics and the traditional credit system [51]. Moreover, Facebook was just the first
mover, as in 2019, Telegram announced its decentralized cryptocurrency Gram [23], and Walmart
attempted to patent its own stablecoin [65].

These developments called for an increase in oversight [12, 66]. Within just two weeks after the
Libra’s announcement, some of the major banks and regulators around the world, such as the Bank
of England, US Federal Reserve and Bank of France, communicated that they would be closely
inspecting Libra and introducing heavy regulations, while the European Central Bank (ECB)
led a critical discussion on the evaluation of risks posed by digital currencies together with the
Group of Seven (G7) states [105]. In the European Union (EU), governments struggled to apply
the existing financial regulations, mainly the Markets in Financial Instruments Directive II
(MiFID) [38], to crypto-markets, due to the lack of clarity about what falls under the definition
of financial instruments and about how market integrity rules would apply in crypto-markets.
Hence, in 2020, the European Commission (EC) published the first draft of the Markets in
Crypto-Assets Framework (MiCA) [36], which, for the first time, outlined rules and standards
for crypto-markets and their participants. The new framework aimed to solve identified issues
by directly targeting crypto-assets, such as stablecoins, and introducing integrity rules specific
to markets dealing with crypto-assets and services. Implemented in 2023 and anticipated to fully
come into effect on December 30, 2024, MiCA is the first attempt to introduce stability, legal clarity,
and enhanced market integrity into the newly emerging crypto-markets.

Several attempts were made to evaluate the MiCA framework draft from different perspectives:
from an environmental perspective [101], from the compliance and alignment perspective with the
previous regulations [104], from the implementation and enforceability viewpoints [13], and from
the national systems perspective [17, 72, 78]. Additionally, several recent studies investigated the
perspectives of stakeholders on the challenges and risks of blockchain, but they were either focused
on specific topics, such as sustainability and supply chains [22], blockchain adoption [63], or scoped
around the general aspects of technology rather than its use in financial applications [83]. However,
to the best of our knowledge, none of the prior studies, besides the EC’s own evaluation [35], have
empirically analyzed how MiCA relates to what the industry players perceive as important risks.
In this study, we close this gap by answering three research questions:

RQ1: What risks are seen as the most relevant by industry stakeholders?
RQ2: What risks are covered by the MiCA framework?
RQ3: What residual risks remain, and whose interests do they mostly affect?

To answer these questions, we interviewed 20 experts representing different groups of indus-
try stakeholders, namely, Crypto-Asset Service Providers (CASP), Crypto-Asset Issuers (CI),
Institutional Investors (II), and Legal Experts (LE). We asked the respondents to assess the
relevance of 18 risks derived from the World Economic Forum (WEF) “Decentralized Finance
Policy-Maker Toolkit” [31] document. We also conducted a content analysis of MiCA to assess the
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extent of the risks being covered by the framework and integrated the results with the findings
from the interview study, drawing actionable conclusions.

Our analysis shows that risks raised by CASPs are covered the most in the current version of
the MiCA framework, while risks raised by CIs are covered the least. This might reflect unequal
participation or representation during the development of the regulation or a stronger lobbying
position of IIs. At the same time, according to Rodríguez Bolívar et al. [83], the development of an
effective regulation related to blockchain and distributed ledger technologies requires balanced
involvement of diverse stakeholders. We also find that Smart contract, Oracle, and Transaction risks
are not covered by the MiCa framework yet deemed important by stakeholders. We conclude that
these risks need to be prioritized for inclusion in future amendments. Ellul et al. [34] also support
this conclusion, noting that regulations of blockchain, distributed ledger, and smart contracts
technologies should move beyond mainly financial control and incorporate also technological
assurances.

In summary, our study offers a unique insight into how well MiCA addresses the risks identified
by industry players. It critically examines the regulation and highlights the current relevance of
these risks. Additionally, it provides actionable recommendations and outlines key areas for future
regulatory focus that should be incorporated into the regulation through an iterative process [83].

2 Background
2.1 MiCA Framework
In 2020, the EC published the first draft of the MiCA framework 2020/0265 (COD) [36], an element
of the Digital Finance Package and Digital Finance Strategy. The framework aims at installing
appropriate levels of consumer and investor protection and market integrity, ensuring financial
stability, while supporting innovation and promoting the development of crypto-assets. It introduces
the rules on issuance, trading, and provision of other financial services on blockchain that do not qualify
under the judicial scope of electronic money, financial instruments, or deposits under the existing laws
of MiFID [36]. When enforced as planned in 2024, MiCA will establish a single licensing regime
allowing issuers and service providers of crypto-assets to operate freely across every EU Member
State. Companies both inside and outside the union will be under the scope of MiCA regulation as
long as they serve EU clients. Companies would also have a choice to operate under the specific
member national law, avoiding getting the common EU license [36].

The MiCA framework [36] consists of nine sections, referred to as Titles. Title I sets down the
focus and the scope of the regulation in general and presents the definitions, while other titles
focus on the regulatory requirements for specific types of crypto-assets and participants. To refer
to blockchains, MiCA uses the synonymous term Distributed Ledger Technology (DLT), while
cryptocurrencies or digital currencies are referred to as crypto-assets. MiCA makes a distinction
between issuers and service providers of crypto-assets: issuers offer the assets to the public, and
service providers perform services and functions with regard to crypto-assets. Issuers and service
providers may be decentralized (so-called Decentralized Autonomous Organizations or DAOs), i.e.,
be governed by a distributed code-based contract. There are no distinctions between the levels of
centralization defined in the framework. At the moment of conducting this research, the topics of
Decentralized Autonomous Organizations (DAOs) and Non-Fungible Tokens (NFTs) were
omitted by the regulators and not mentioned in the text of the initial MiCA proposal. However, the
first amendment A09-0052/1 [94] acknowledged that certain crypto-assets might be issued by a
DAO as opposed to a legal entity. In that case, as long as such assets satisfy MiCA’s requirements
and do not compromise financial stability, market integrity rules, and investor protection, the EU
trading platforms are permitted to admit them. Regarding NFTs, MiCA states it does not apply to
crypto-assets that are unique and non-fungible, including digital art and collectibles. Nevertheless,
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6:4 A. Mukhamedov et al.

the text underlines that the issuance of a crypto-asset in a large series or collection makes it qualify
as a fungible asset, despite having a potentially unique identifier representing the asset. In short,
the MiCA framework calls for a substance-over-form approach where the nature of an asset should
be determined by competent authorities, regardless of what the issuer states it to be.

Once the MiCA framework comes into the force, the stakeholder groups, namely, CI, CASP,
II, LE, Private Investors and Users, are expected to comply with the regulation within the defined
timeline. We excluded the latter two groups from consideration because their representatives were
unlikely to be familiar with the regulation, upcoming at the time of conducting this research.
Moreover, we also excluded Policy Makers from the consideration because they are not subjects of
the MiCA framework enforcement. Thus, within this work, we study only the former four groups
of stakeholders: CI, CASP, II, and LE.

2.2 WEF’s Risk Framework
The WEF [2] is an independent international non-governmental organization funded by its member
companies committed to improving the state of the world by involving political, business, cultural,
academic, and other leaders in developing and setting global, regional, and local agendas. As a
response to the rapid growth of the DeFi ecosystem in 2018–2020, theWEF developed “Decentralized
Finance Policy-Maker Toolkit” [31] that covers risks and policy approaches for this area. We decided
to utilize the 17 risks identified in this document to evaluate what risks are covered, not covered, or
partially covered by the MiCA framework. These risks have been collected as a result of extensive
industry collaboration and input from experts across various entities involved in digital assets.

Additionally, after consulting with the field experts and doing a pilot study, we have decided to add
an additional risk, Regulation Risk, which is not mentioned in the WEF toolkit [31]. Researchers
in the field of DeFi regulation have highlighted that the current retroactive policy approach could
have disastrous effects on the industry and be even counter-productive in addressing the Anti-
Money Laundering (AML) and Combating the Financing of Terrorism (CFT) concerns [85].
For instance, experts say that the Indian Finance Bill 2022, introducing 30% tax on crypto profits
(including holdings) and 1% additional tax on every crypto transaction, will have a detrimental
effect on the industry in the country [76].

Thus, we have got 18 risks in total. Table 1 lists the risks and provides their short description,
while below we elaborate on each risk and provide the examples of its execution.
1. Market Risk. A risk of increase or decrease of the value of a position or portfolio that occurs due
to fluctuations inmarket prices [50].This risk is a very general financial risk that can occur in trading
any assets where factors such as interest rates, commodity prices, and interest rates can affect
the market [41]. The importance of this risk is mainly posed by challenges related to comparing
digital tokens to fiat currencies or real-life assets that may cause significant price fluctuations, often
driven purely by traders’ trust and expectations related to the digital tokens. For instance, a lawsuit
against Elon Musk was filed in June 2022, accusing him of the intentional pumping of the Dogecoin
price of more than 36,000% in two years. Price volatilities in crypto-markets pose significant threats
to investors and the financial eco-systems that are built incorporating crypto-assets and services.
In the previous years, there were signs of a bear market, where the total value of cryptocurrencies
plummeted from 800 billion USD in 2017 to 100 billion USD in 2019, considerably wiping out wealth
and assets possessed by investors and crypto-asset owners [106].
2. Counterparty Risk. A risk of a counterparties’ failure to fulfill their end of a financial obligation,
which can also involve credit or settlement risks. According to Fantazzini and Zimin [41], credit risk
in the scope of cryptocurrencies is “the gains and losses on the value of a position of a cryptocurrency
that is abandoned and considered dead according to professional and/or academic criteria, but
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Table 1. Descriptions of the Risks

ID Risk Risk Description
1 Market A risk of increase or decrease of the value of a position or portfolio that occurs due to

fluctuations in market prices.
2 Counterparty A risk of a counterparties’ failure to fulfill their end of a financial obligation, which can

also involve credit or settlement risks.
3 Liquidity A risk of incurring insufficient funds or assets to support the value of a financial asset.
4 Transaction A technical risk of failing or dysfunctional Layer1 blockchain network, potentially causing

double-spending, overly expensive transactions and insufficient throughput, which ulti-
mately affects the application layer.

5 Smart Contract A smart contract is an agreement defined in the form of software code stored in a blockchain
that is executed based on a predefined set of factors and events.

6 Miner A risk of market manipulation by miners who order and execute transactions by enabling
certain parties to profit faster than others.

7 Oracle A risk of manipulated on-chain prices or data due to oracles providing unsafe or inauthentic
data, which are selected based on developers’ best knowledge.

8 Routine
Maintenance and
Upgrades

A risk related to the challenging implementation of routine maintenance and upgrades as
some platforms and activities cannot be shut down, fixed, and relaunched in the same way
as traditional servers.

9 Forks A risk associated with the creation or existence of blockchain forks with an altered or
similar set of parameters of the original service.

10 Key Management A risk associated with a loss of cryptographic keys.
11 Governance

Mechanisms
A risk of abuse of governance voting mechanisms through bribery, concentrated token
control, and aggressive acquisition of tokens to gain influence over the system.

12 Redress of
Disputes

A risk associated with the lack of clarity on how to resolve a conflict that has occurred on
a decentralized platform using a centralized judicial system.

13 Fraud and Market
Manipulation

A risk associated with malicious behavior of actors in the DeFi spaces intended to misinform
and scam users.

14 Financial Crime A risk associated with criminal activity such as money laundering, terrorism financing, and
evasion of financial sanctions.

15 Regulatory
Evasion

A risk of failure to comply with the regulatory standards of traditional financial services.

16 Dynamic
Interactions

A risk of DeFi’s use of cross-border, unlimited user interaction, leading to unprecedented
emergent risks, as well as new interaction risks, as a consequence of the interoperability
between traditional and decentralized finance.

17 Flash Crashes or
Price Cascades

A risk of significant loss of assets due to price cascades that cannot be stopped or frozen in
a traditional manner.

18 Regulation A risk of creating additional barriers to innovation and technology development due to the
introduction of new regulations.

which can be potentially revived and revamped.” The criticality of credit risk in DeFi is largely
posed by volatility that can generate under-collateralization. Moreover, the anonymous nature
of DeFi creates challenging processes to determine whether a party can be trusted with a credit
loan. Settlement risk is the failure to receive expected assets as a result of fraud, misinformation,
uneducated investment choices, and inability to understand the smart contract that oversees the
completion of payments [31]. For instance, in March 2022 a hacker exploited the flawed design
of a pay-to-earn crypto game named Axie Infinity to steal 625 million USD. The users were only
reimbursed for a third of their losses [6].
3. Liquidity Risk. A risk of incurring insufficient funds or assets to support the value of a financial
asset. Liquidity risk can be faced by both users and issuers of a crypto-asset. If there is a lack of
liquidity for a user, the trading position can be forcefully liquidated, resulting in a loss of funds
and assets. For a CASP, a lack of liquidity can result in an inability to support the transactions on
the trading platform, severely affecting its operational performance. This risk is very similar to the
one of traditional finance liquidity risk, yet it is more critical in dealing with crypto-assets due to
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their notorious volatility. For instance, in March 2023, the price of USDC stablecoin (which should
remain at 1 USD) fell to 0.87 USD because a part of its reserves was in the collapsed Silicon Valley
Bank.
4. Transaction Risk. A technical risk caused by a failing or dysfunctional Layer 1 blockchain
network, potentially causing double-spending, overly expensive transactions and insufficient
throughput, which then ultimately affects the application layer. Transaction risks can be caused by
a malicious attack on the network, for instance, a double spending1 or spam2 attacks [10]. One of
the most famous examples of this risk execution is the CryptoKitties game. Due to its popularity,
this app was responsible for 20% of all computations on the Ethereum platform and caused network
congestion, which forced the developers of the game to double the fee of each transaction [4].
Another indicative example is the hack of the MakerDAO platform [15].The hacker managed to clog
Ethereum Mempool so that the bids in the MakerDAO collateral auctions from other participants
did not get minted into the blockchain blocks, i.e., did not get executed. This allowed the hacker
to participate in these auctions, in some cases solely, and buy ETH tokens at a very low price,
sometimes even reaching 0 USD. The total gain of the attacker is estimated at 8.3 million USD.
5. Smart Contract Risk. A smart contract is an agreement defined in the form of software code
stored in a blockchain that is executed based on a predefined set of factors and events [87]. Like
all software, smart contracts can have potential vulnerabilities that may result in programming
errors, flaws, and misintended executions. Even though distributed ledgers are not susceptible to
single-point-of-failure attacks, the novel nature of the said technology presents opportunities for
malicious behavior. For instance, in August 2021, the Poly Network was hacked, and around 610
million USD in different cryptocurrencies were transferred to the attackers’ wallets [5]. Luckily, the
hacker returned all the stolen funds. Another case occurred in 2022, when an Ethereum liquidity
provider XCarnival suffered a loss of 4 million USD after a malicious attack exploiting a smart
contract vulnerability. The attack resulted in a paid ransom of 1.8 million USD by XCarnival,
while no legal charges have been filed against the hacker in exchange for the return of the stolen
funds [73].
6. Miner Risk. A risk of market manipulation by miners who order and execute transactions by
enabling certain parties to profit faster than others. In blockchain systems, miners are individuals
who are paid a fee for processing transactions and creating blocks. Since miners can rearrange
transactions, they possess an advantage over non-miners when it comes to token offerings and
arbitrage trades [90]. For instance, MEV (Miner Extractable Value) bots create and exploit arbitrage
opportunities via front-running attacks. In September 2022, a MEV bot earned more than 1 million
USD by exploiting only one transaction [40].
7. Oracle Risk. A risk of manipulated on-chain prices or data due to oracles providing unsafe or
inauthentic data, which are selected based on developers’ best knowledge [33]. Due to the absent
interoperability of blockchains with the real world, the so-called oracles play a significant role as the
main interface between the two realms. By definition, oracles are external third-party centralized
entities that report data to a blockchain, which a smart contract relies on to execute its protocols. If
Oracle data is compromised, users may be at risk of observing manipulated on-chain prices. For
instance, in February 2020, an attacker managed to take a profit of 2,378 ETH by pumping the price
of the sUSD token at Kyber, which is the price oracle for bZx, and selling at bZx 943,837 sUSD
bought at the other platform, namely Synthetic Depot [75].

1Double spending attack occurs if the same single token is spent more than once.
2Spam attack can be defined as a malicious action that utilizes network inefficiencies and weaknesses to reduce its transaction
speed and delay block generations.
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8. Routine Maintenance and Upgrades Risk. A risk related to the challenging implementation
of routine maintenance and upgrades, as some platforms and activities cannot be shut down, fixed,
and relaunched in the same way as traditional servers. For instance, after the launch of the Solana
blockchain [93] in March 2020, the platform has experienced several outages. Due to the outage in
June 2022, the price of Solana cryptocurrency dropped by 12% [64].
9. Forks Risk. A risk associated with the creation or existence of blockchain forks with an altered or
similar set of parameters of the original service. One of the most famous cases of this risk execution
was witnessed in September 2020, when an anonymous developer Chef Nomi created a fork of a
well-known DEX Uniswap [1] and launched SushiSwap (SUSHI). The fork was almost identical to
Uniswap, but a portion of the transaction fees was converted into SUSHI tokens and distributed
among all holders of SUSHI tokens. Moreover, initial participants were able to get SUSHI tokens
only if they deposited Uniswap’s tokens, which could be swapped for the underlying liquidity
pool (LP) assets. As a result, Uniswap’s liquidity was drained to SushiSwap. This event is known
as the first “vampire mining” in the DeFi space [95].
10. Key Management Risk. A risk associated with a loss of cryptographic keys. Key management is
highly important in DeFi, and the loss of keys can result in users and service providers permanently
losing access to their assets and services. For instance, it is estimated [26] that Satoshi Nakamoto,
the anonymous creator of Bitcoin, mined around 1.1 million BTCs in 2009, which is equal to around
20 billion USD at the current price. Since then, this early fund has not been touched, creating
speculations if the key to it is still available. Another example of this risk is the hack of the Vulcan
Forged blockchain game studio, during which the attackers got access to 96 private keys, allowing
them to drain assets from the corresponding wallets.3

11. Governance Mechanisms Risk. A risk of abuse of governance voting mechanisms through
bribery, concentrated token control, and aggressive acquisition of tokens to gain influence over
the system. In certain blockchains, token owners have the ability to vote on a range of issues,
which can vary from minor parameter adjustments to a complete overhaul of the governance
mechanism [44]. Once certain actors own a substantial amount of network tokens, they can abuse
the system, making this a severe risk in the crypto markets. For instance, a DeFi project Beanstalk
lost its reserves worth 182 million USD due to a governance attack [91]. An attacker took a flash
loan, acquired enough Beanstalk tokens, passed a malicious proposal to the network and seized the
platform’s funds.
12. Redress of Disputes Risk. A lack of clarity on how to resolve a conflict that has occurred on a
decentralized platform using a centralized judicial system. Individuals seeking redress resulting
from a software failure, market manipulation or misinformation may not be able to receive effective
juridic support. Correcting and relaunching a smart contract is often impossible or is highly
challenging; thus, any alteration requirements or procedures similar to traditional contracts may
simply not be an option. For instance, the Ethereum foundation was even forced to make a hard
fork of its blockchain to return the investments stolen as a result of “The DAO” attack [29].
13. Financial Crime Risk. A risk associated with criminal activity, such as money laundering,
terrorism financing, and evasion of financial sanctions. Since users are anonymous and the preven-
tion of transactions, in general, is impossible, AML and CFT monitoring is difficult to establish. Not
surprisingly, hackers often exploit cryptocurrencies for their illicit activities [100]. For instance,
a recent report [58] claims that attackers linked to North Korea managed to steal more than 1.7
billion USD only in 2022.

3https://rekt.news/vulcan-forged-rekt/

ACM J. Responsib. Comput., Vol. 3, No. 1, Article 6. Publication date: January 2026.

https://rekt.news/vulcan-forged-rekt/


6:8 A. Mukhamedov et al.

14. Fraud andMarketManipulation Risk.A risk associated with the malicious behavior of actors
in the DeFi spaces intended to misinform and scam users. A recent systemic literature review [98]
reports that the most represented fraud cases are Initial Coin Offering (ICO) scams [96], Ponzi
schemes [14], phishing [24], mining malware [27], pumps and dumps [59], and wallet scams [67].
15. Regulatory Evasion Risk. A risk of failure to comply with the regulatory standards of tra-
ditional financial services. Since many DeFi services are by nature similar to traditional banking
services (investing, borrowing, lending, insurance, etc.), they may still need to comply with the
traditional regulations and not be exempted from it simply due to performing these services using
alternative technology such as blockchain. This creates regulatory tensions and the risks of acci-
dental or purposeful failure to comply with existing financial services regulations. One prominent
example of regulatory evasion is the Ooki DAO. This decentralized platform provides its users,
including U.S. persons, the facilities to trade crypto derivatives products. According to US laws,
in this case the platform must be registered and conduct Know-Your-Customer (KYC) checks,
which have not been performed to date [71].
16. Dynamic Interactions Risk. A risk of DeFi’s use of cross-border, unlimited user interaction
that may lead to unprecedented emergent risks, as well as new interaction risks, as a consequence
of the interoperability between traditional and decentralized finance. This risk does not exist in
traditional finance and is still largely unexplored, as it is not clear how large-scale DeFi adoption
will impact the global financial system. However, a recent example of the Silvergate bank collapse
due to the FTX currency exchange bankruptcy [82] confirms the relevance of this risk.
17. Flash Crashes or Price Cascades Risk. A risk of significant loss of assets due to price
cascades that cannot be stopped or frozen in a traditional manner. When the number of liquidations
dramatically increases in a short period of time, the extreme decrease in asset price results in large
losses for the investors. In traditional finance, brokers are able to freeze transactions to prevent
this from happening, but such strategies are not suitable for blockchain systems governed by smart
contracts. For instance, an exploitation of the Harvest Finance DeFi platform in October 2020 [102]
resulted in a 65% drop of its token price in less than one hour.
18. Regulation Risk. A risk of creating additional barriers to innovation and technology develop-
ment due to the introduction of new regulations. Researchers in the field of DeFi regulation have
highlighted that the current retroactive policy approach could have disastrous effects on the indus-
try and be even counter-productive in addressing the AML and CFT concerns [85]. For instance,
experts say that the Indian Finance Bill 2022, introducing 30% tax on crypto profits (including
holdings) and 1% additional tax on every crypto transaction, will have a detrimental effect on the
industry in the country [76]. Another more recent example of this risk execution is the adoption
of the Data Act by the European Parliament [9]. According to this legislation, smart contract
developers must perform a conformity assessment of their developed contracts to the essential
requirements listed in the bill, potentially hindering innovation and technology development in this
area. Finally, the upcoming enforcement of the MiCA regulation has already resulted in spurring
the talks about delisting the noncompliant tokens from cryptocurrency exchanges [86].

3 Methodology
3.1 Identifying Relevant Risks
To answer RQ1, i.e., “What risks are seen as the most relevant by industry stakeholders?”, we decided
to collect the opinions of the stakeholder group representatives. While surveying a large number
of representatives across different stakeholder groups could offer a more accurate estimation
of the most relevant perceived risks, the absence of a widely accepted list of risks specific to
the crypto-assets markets, combined with the need for clarification and explanation of the risk
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definitions provided in the “Decentralized Finance Policy-Maker Toolkit” [31], led us to opt for an
interview-based study instead.

3.2 Recruiting Experts for Interviews
However, recruiting the right respondents—insiders who have the required knowledge and can
provide valuable insights—proved to be difficult. First, people working in the blockchain industry
are often privacy-savvy. They often hide behind pseudonyms, and it is very hard to persuade them
to participate in an interview that is recorded. Second, the blockchain industry is relatively new, so
the pool of people with sufficient expertise was smaller than in other well-established areas. Third,
up to now, a lot of professionals have been ignoring the legal aspects of the blockchain industry
because they believe in distributed smart-contract-based governance. Furthermore, at the time of
the study, regulations for the crypto industry were still in their early stages of development, and
many professionals were not yet familiar with them. Despite these constraints, to ensure the quality
of the obtained data, we set up additional requirements for the respondents to become selected for
this study. They must:

(1) have prior or current professional involvement in crypto-assets and services provisioning;
(2) have at least two years of professional experience in the crypto-asset and services industry;
(3) be employed by an EU organization or by a non-EU company that plans to serve or serves

EU clients (thus, falling within the MiCA regulatory scope);
(4) be well-familiar with MiCA (for legal firm employees) or with general crypto regulatory

practices in the EU (for the private sector);
(5) have an understanding and showcase awareness of risks their employer perceives.

We utilized several strategies to find candidates. First, an open invitation was posted on LinkedIn
and widely promoted by the research group. The post called upon experts working in the crypto-
markets and employed by either a legal firm, a CI, a CASP, or an institutional investment company
that participates in the crypto-markets or develops an entry strategy. Second, the research team
reached out to their networks and sent out personal invitations to industry experts from every
category described above. In total, more than 170 personal invitations were sent out. The response
rate among these experts was notably low. Most commonly, experts declined due to time constraints
and heavy professional commitments. Nevertheless, from the responses obtained by utilizing both
of these strategies, we selected 20 interviewees who passed our selection criteria. Table 2 describes
the participants, reporting the data about their group, background and whether their company is
based in the European Union (EU-based). Note that no two interviewees were employed by the
same entity at the time of the study. Although detailed backgrounds cannot be disclosed for privacy
reasons, the sample includes experts from technical, regulatory, and risk-focused roles, working in
firms of varying sizes. Additionally, the selected interviewees form a diverse sample consisting of
professionals located in Italy, the USA, the Netherlands, Germany, Belgium, Switzerland, Norway,
India, and Spain.

According to Hennink and Kaiser [52], opinion saturation is achieved within the range of 9–17
interviews for homogeneous groups, which is smaller than our total sample size. However, given
that our total sample size consisted of diverse experts, our group can be argued to be heterogeneous.
Hagaman and Wutich [48], performing a multi-cultural study on water issues in four sites, revealed
that reaching metathematic data saturation required 20–40 interviews. While we acknowledge that
our sample size is at the low end of this spectrum due to the sensitivity and complexity of interview
objective, we tried to minimize the impact on the validity of our results by considering the factors
described by Rahimi and Khatooni [79] to increase saturation. First, by avoiding random sampling
and targeting industry experts mostly from selective reputable firms or DeFi projects with at least
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Table 2. List of Interviewees

ID Group Background EU-based
1 LE Legal Expert Yes
2 LE Legal Expert Yes
3 CI Employee at a Crypto-Asset Issuer Firm No
4 CASP Employee at a Crypto-Asset Service Provider Firm Yes
5 CASP Employee at a Crypto-Asset Service Provider Firm Yes
6 II Employee at an Institutional Investment Firm Yes
7 II Employee an Institutional Investment Firm Yes
8 CI Ex-Employee at a Crypto-Asset Issuer Firm Yes
9 CASP Employee at a Crypto-Asset Service Provider Firm Yes
10 II Employee at an Institutional Investment Firm No
11 LE Legal Expert No
12 LE Legal Expert Yes
13 CASP Employee at a Crypto-Asset Service Provider Firm No
14 CASP Employee at a Crypto-Asset Service Provider Firm Yes
15 LE Legal Expert Yes
16 LE Legal Expert No
17 CASP Employee at a Crypto-Asset Service Provider Firm Yes
18 LE Legal Expert Yes
19 LE Legal Expert Yes
20 CI Ex-Employee at a Crypto-Asset Issuer Firm No

two years of direct professional experience in crypto markets, we aimed to maximize the depth
and quality of information. Second, by setting the data collection time per interview to an average
of one hour, we enabled nuanced insight gathering and discussions, while avoiding information
overload and interviewee fatigue. Third, by employing a combined data-gathering approach of
open questions followed by a guided closed risk ranking exercise, we further enhanced the richness
of the obtained data.

It is important to note that the aim of the study was not to achieve comprehensive representation
of all stakeholder perspectives for statistical generalization, but rather to derive broadly applicable
insights. According to Guest, Bunce, and Johnson [47], as few as six interviews can be sufficient to
identify basic metathematic elements in homogeneous groups. Our LE and CASP groups, comprising
8 and 6 participants respectively, met this criterion. Recruiting participants for the remaining two
groups proved more challenging, particularly for the CI group. Nevertheless, we successfully
identified 3 representatives for this group, matching the number recruited by the EC during the
public consultation phase [35], despite the extensive resources available to them. We also note
that, thanks to the focused experience of the representatives from these two groups, during the
third interviews with IIs and CIs we already noted repetition of core themes due to the depth of
responses from the first two. However, we recognize that our findings may exhibit some variations
when applied to a different group of experts.

3.3 Interview Setup
The interviewswith the experts were held online as one-on-one video calls, lasting for approximately
one hour. The interview consisted of two parts. During the first part, the interviewees were asked
open-ended questions about their awareness and reception of the MiCA and the DeFi regulation
in general. During the second part, the interviewees scrutinized the risks individually. They were
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presented with a list of 18 risks described in Section 2.2 and tasked to go through it with the
interviewer, indicating whether they perceived a risk as relevant in their line of work. This approach
allowed the respondents to understand each risk, asking the interviewer for any clarifications if
required. Note that the number of risks that can be selected as relevant was not limited.

For all interviewees and each stakeholder group individually, we calculated the percentage of
participants who considered each risk relevant. If more than two-thirds of participants deemed a
risk relevant, we classified its relevance as High; if fewer than one-third considered it relevant, we
marked it as Low. The relevance of the risks falling between these thresholds was categorized as
Medium.

Ethics. This study was discussed with the university’s IRB and got a clearance to conduct it. Before
the start of each interview, participants were briefed about the data collection process and signed
a consent form. The respondents were assured anonymity to encourage them to feel safe and
free to voice their opinions. We explained that non-anonymized data would not be shared with
anyone besides the researchers participating in this study. We report aggregated results and do not
provide details about the demographics of the interviewees since, given the small size of the dataset
and the uniqueness of some of the experts, this data could enable the de-anonymization of the
participants.

3.4 Identifying Risks Covered in MiCA
To answer RQ2, i.e., “What risks are covered by the MiCA framework?”, we performed the content
analysis of the entire MiCA framework to identify the risks covered by the framework and under-
stand to what extent they are addressed by the regulation. To complete this task, we adopted the
Summative Content Analysis methodology described by Hsieh and Shannon [55]. The methodology
is used in qualitative research to analyze and interpret the content of texts, documents, and other
forms of communication. It aims to identify patterns and themes within the textual data, gain
insights, and draw conclusions based on those insights. The objective of the content analysis is to
classify the risks according to the extent of their coverage in the MiCA framework. We selected
three categories of risk coverage: Addressed, Partially Addressed, and Not Addressed. A risk is con-
sidered as Addressed by the MiCA framework if it is directly mentioned, elaborately explained,
and addressed by an article or chapter that is designed to minimize the said risk. In case risks
are indirectly mentioned by the framework, briefly explained, and only partially addressed in a
limited manner and/or for specific cases, they are considered as Partially Addressed. Finally, risks
are considered Not Addressed if they are not directly mentioned, defined, or reflected by a MiCA
article or chapter.

To bootstrap the content analysis, for each risk, we assigned a list of keywords consisting of the
risk name itself and any synonymous or relevant terms that could aid in locating the risk in the
text. We applied a keyword search to the MiCA framework and got a set of articles mentioning the
corresponding risk. Then, we carefully reviewed the content of these articles, finding justifications
for putting the risk into a particular category. Note that keyword search was used to kick off the
content analysis, providing the starting point for further scrutiny. If additional pertinent articles
were uncovered during the subsequent investigation, they were included in the list as well. Table 3
elaborates on how we executed the content analysis.

Let us consider the “Fraud and market manipulation” risk as an illustrative example. For this
risk, we selected the following set of keywords: fraud, manipulation, scam, insider, false, dishonest,
misleading, misinformation, dealing, bribery, and abuse. A search using these keywords, followed
by a closer examination of the text, identified four relevant articles: 77, 78, 79, and 80. We carefully
analyzed those articles and provided justifications to assign the risk to the Addressed category.
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Table 3. Content Analysis Methodology to Estimate Risk Coverage

Risk Coverage
Addressed Partially Addressed Not Addressed

Explanation The risk is directly addressed by rules,
guidelines or procedures in the framework

The risk is indirectly or partially
addressed by rules, guidelines or
procedures in the framework

The risk is not addressed
in the framework

Indicators The risk is directly mentioned, elaborately
explained and addressed by an article or
chapter that is designed to minimize the
said risk

The risk is indirectly mentioned,
briefly explained and partially
addressed by an article or chapter
that is designed to minimize the
said risk, yet in a limited manner
and only for specific cases

The risk is not directly
mentioned anywhere in
the framework

Examples
Risk Fraud and market manipulation Key Management Smart Contract
Keywords Fraud, manipulation, scam, insider, false,

dishonest, misleading, misinformation,
dealing, bribery, abuse

Keys, cryptographic keys, access,
custody, key management, storing,
reserve management

Smart contract, contract,
protocol, mechanism
terms, conditions, rules

Relevant
Articles

Art. 77: Disclosure of inside information
Art. 78: Prohibition of insider dealing
Art. 79: Prohibition of unlawful disclosure
of inside information
Art. 80: Prohibition of market manipulation

Art. 33: Custody of reserve assets Not Found

Justification - Presence of clear definitions of the risk
and incidents
- Articles relating to a broad range of
situations and nuances related to fraud and
market manipulation
- Possibility of goal operationalization direct
enforcement of rules, guidelines and
procedures

- No clear definitions of access
keys, key management or “security
access protocols” as mentioned in
MiCA
- Only relevant for CIs and CASPs
with registered companies and
liable individuals, decentralized
projects are not addressed

- No definition or mention
of smart contracts

Table 4. Identifying Residual Risk Level

Risk Coverage

Addressed Partially Addressed Not Addressed

R
is
k

R
el
ev

an
ce High Medium Medium High

Medium Medium Medium Medium

Low Low Medium Medium

3.5 Identifying the Residual Risks
To answer RQ3, i.e., “What residual risks remain, and whose interests do they mostly affect?”, we
combined the results of the previous RQs analysis, applying the qualitative risk assessment method-
ology with the classical two-factor measure of risk [80]. Table 4, adapted from NIST risk assessment
guidelines [84], is used to determine the Residual Risk, which could have three levels: High, Medium,
or Low. In order to find the residual risk level, one should select the corresponding Risk Relevance
level (see Section 3.1) as the row index and the Risk Coverage level (see Section 3.4) as the column
index, and take the corresponding cell value.

Similarly to how risk practitioners determine post-treatment risk levels to define risk acceptance
strategy [77], in our approach, we consider MiCA regulations as treatments against defined risks
presented in Table 1 to perform a high-level assessment and gain an understanding of the extent to
which MiCA can be argued to address risks of the crypto markets. This approach allows us to assess
the residual risk level both across all interviewees and within each stakeholder group individually.
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In this study, we use the former to identify risks with high residual values that correspond to those
that should be prioritized in future amendments to the MiCA framework. The latter is used to
identify which group’s risks are the least prioritized.

4 Findings
For this study, we interviewed 20 participants in the period of June-September, 2022. Out of 20
interviewees, 8 represent LE, 6 – CASP, 3 – CI, and 3 – II group (see Table 2). The majority of them
(14) represent EU-based companies. At the time of the interviews, 2 interviewees were ex-workers
of their companies.

In general, when the participants were asked about their views and thoughts on the MiCA
framework as an open-ended question, many stated that there was a need for the regulation of
crypto-assets and services. It would introduce legal clarity for the industry players and open more
opportunities for II to participate in the market, which is generally perceived as a positive trend in
the adoption of crypto-assets: “Overall, I am positive about MiCA because it sets out clear boundaries
for such an important topic as e-money tokens, asset-referenced tokens that are covered under the
umbrella term of stablecoins, and these are very important in the picture of the overall market” (Legal
Expert, EU-based firm). According to the same interviewee, MiCA represents a “significant step
forward” in providing clarity for stablecoins, establishing rules to prevent market manipulation, and
defining custody requirements for CASPs and issuers. These measures are expected to encourage
greater adoption of digital assets by consumers: “I think the more we end up regulating [crypto-assets
and services], the more things stabilize, the more it starts becoming attractive for the masses. I think
eventually that’s gonna be a good thing” (Ex-Employee, CI Firm). Additionally, according to Legal
Expert from a non-EU-based company, introducing the framework would have a positive effect not
only on consumer’s confidence, but also on II: “I think it’s a good thing for all involved because the
moment you have clarity in framework, it puts every everyone at ease. This is especially important for
institutional investors, because as you know, especially the big banks are heavily regulated and they
can’t just trade in anything and so the moment that there’s an actual legal framework for them to rely
on, it’s a lot easier for them to step into the market and actually trade in crypto, hold assets for clients.”
This opinion is also echoed by Employee of a CASP: “I feel that in general, policies and regulations
are important to bring the cryptocurrency market to the next level because without these regulations
and policies, the really big players, like the traditional financial banks and companies, cannot really
go to dive into it without these policies and regulations. So I feel that that it’s a good thing that these
things are happening.”

4.1 Risk Relevance
Table 5 reports the risk relevance for each stakeholder group individually (columns CASP, CI, II,
and LE) and all participants (All column) together. Each cell shows the percent of interviewees
deemed the risk as relevant and the corresponding risk relevance level in parenthesis. The value in
the # Unsure column shows the number of interviewees who were unsure if the risk is relevant
(N/A values in raw data). In our analysis, we did not take them into consideration. In the last row,
we report the Krippendorff’s alpha values [61] that show inter-rater agreement for each stakeholder
group and all interviewees in the bottom right cell, which we have calculated using the fast-
krippendorff Python library [21]. According to Klaus Krippendorff [61], Krippendorff’s alpha
equal to 1 indicates perfect agreement among raters. A value exceeding 0.8 signifies a satisfactory
level of agreement, while values falling between 0.67 and 0.8 are typically considered to draw
tentative conclusions. A level of 0 suggests no agreement among raters beyond what would be
expected by chance alone. Conversely, levels below 0 indicate a systematic disagreement among
raters. Note that these levels are indicative when raters use the same text as a reference, which
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Table 5. Risk Relevance: Percent of Interviewees and the Corresponding Level in Parenthesis (H - High, M -
Medium, L - Low)

ID Risk # Unsure Stakeholder Group AllCASP CI II LE
1 Market 0 100 (H) 67 (M) 67 (M) 88 (H) 85 (H)
2 Counterparty 0 67 (M) 33 (L) 67 (M) 88 (H) 70 (H)
3 Liquidity 0 100 (H) 67 (M) 100 (H) 88 (H) 90 (H)
4 Transaction 0 67 (M) 100 (H) 67 (M) 88 (H) 80 (H)
5 Smart contract 0 67 (M) 100 (H) 100 (H) 75 (H) 80 (H)
6 Miner 1 50 (M) 67 (M) 67 (M) 62 (M) 60 (M)
7 Oracle 1 67 (M) 100 (H) 100 (H) 62 (M) 75 (H)
8 Routine maintenance and upgrades 3 100 (H) 100 (H) 0 (L) 50 (M) 65 (M)
9 Forks 0 50 (M) 100 (H) 33 (L) 50 (M) 55 (M)
10 Key management 0 100 (H) 100 (H) 100 (H) 88 (H) 95 (H)
11 Governance mechanisms 0 67 (M) 100 (H) 67 (M) 88 (H) 80 (H)
12 Redress of disputes 0 83 (H) 100 (H) 67 (M) 62 (M) 75 (H)
13 Financial crime 0 67 (M) 67 (M) 100 (H) 100 (H) 85 (H)
14 Fraud and market manipulation 0 100 (H) 67 (M) 100 (H) 100 (H) 95 (H)
15 Regulatory evasion 0 83 (H) 67 (M) 100 (H) 75 (H) 80 (H)
16 Dynamic interactions 2 83 (H) 67 (M) 33 (L) 62 (M) 65 (M)
17 Flash crashes or price cascades 0 100 (H) 100 (H) 67 (M) 88 (H) 90 (H)
18 Regulation 0 83 (H) 100 (H) 100 (H) 62 (M) 80 (H)
Krippendorff’s alpha 0.03 -0.05 0.12 0.00 0.02

is not our case. However, they still can be used to draw conclusions about which group provides
more consistent answers.

As shown in Table 5, the most relevant risks identified by the majority of the participants are: Key
management (95% or 19 out of 20 interviewees), Fraud and market manipulation (95%), Liquidity
(90%), and Flash crashes or price cascades (90%). Almost all participants identified Key management
as a relevant risk. Indeed, this risk is one of the most related to the crypto industry because
the ownership of a crypto-asset is typically proven with a cryptographic key. Thus, losing a key
means that all the corresponding funds are lost. For example, in early 2019, a Canadian exchange
QuadrigaCXwas plugged off due to extrememonetary damages valued at over $200 million incurred
by 76,319 users as a result of its founder’s passing, the sole person who possessed the cryptographic
keys to the platform’s offline reserves. The company filed for bankruptcy; investors’ and clients’
losses could not be recovered [32]. It is also clear why Fraud and market manipulation is perceived
by almost all participants. Given the anonymous and pseudo-anonymous nature of cryptocurrencies
and the absence of regulations, it is hard to attribute the individuals who manipulate the market
and convict them: “Also, for market manipulation, that is so important having clear rules in such a
market where pump-and-dumps and manipulation techniques, in general, are very, very common”
(Legal Expert, EU-based firm).

Some prominent differences emerge if the data is analyzed for each stakeholder group separately.
For the LE group, the most relevant risks are Financial crime and Fraud and market manipulation. At
the present moment, LE face these issues most often in their professional activities. Liquidity, Smart
contract, Oracle, Key management, Financial crime, Fraud and market manipulation, Regulatory
Evasion and Regulation risks are among the most relevant for the IIs. These risks may greatly
influence the market value of crypto-assets, so they directly affect this stakeholder group. For
instance, while IIs recognize the necessity of regulations, they also emphasize that these should not
hinder innovation and development: “Certainly we need regulation. If we want to take this niche,
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isolated, DeFi world and expose it to more traditional finance entities, there needs to be regulation
that will actually spur growth into this segment of the market. Without it we are stuck to retail, and
it’s been important until now, but to keep going we need to allow regulation, regulation that doesn’t
hamper innovation. It needs to just put all of this into some sort of a legal framework, but without
being too restrictive, which is also something that that it’s worrying. Right now the space is kind of like
the Wild West because of the lack of regulation” (Employee Institutional Investment, non-EU-based
firm).

Besides examining which risks are considered the most relevant, it is also interesting to analyze
which are the less relevant ones. For instance, as shown in Table 5, Forks (55%) and Miner risk (60%)
are considered less relevant. Whereas the impact of these risks is quite high, the probability of their
execution is quite low. Moreover, in the case of forks, individuals usually can choose which fork to
adopt. Interestingly, none of the II identified Routine maintenance and upgrades as a relevant risk
for them. At the same time, if these activities are executed poorly, this may considerably influence
the value of the corresponding cryptocurrency [64] and affect investments.

By analyzing the number of participants who were unsure whether a risk was applicable to
their work (# Unsure), we can identify which risks were the most challenging for participants to
understand. We assume that if interviewees do not fully comprehend the risk description, they
cannot accurately determine its applicability to their work. Overall, the number of such risks
is low—only four risks have non-zero values in this column: Routine maintenance and upgrades
(3), Dynamic interactions (2), Miner (1), and Oracle (1). Among these, Routine maintenance and
upgrades ranks the highest. Two out of three participants, who have not fully comprehended the
risk, represent the II group, suggesting that it is particularly unclear to representatives of this
stakeholder group.

Analyzing Krippendorff’s alpha values, it is also possible to draw interesting conclusions. First,
as we can see, the inter-rater agreement values for all stakeholder groups are close to 0. This means
that the interviewees, even within the same stakeholder group, perceive different risks in their
work. The respondents from the CI group even tend to disagree with each other. That may suggest
that this group should be split into several sub-groups with higher agreement. Second, the highest
inter-rater agreement is achieved in the II group. Indeed, this group has a long history of analyzing
risks and, in general, perceives them likewise. Note that the obtained values cannot be directly
compared with reference levels because of the broad area and the subjectivity of each participant’s
experience.

4.2 Risks Coverage in the MiCA Framework
During our analysis of which risks are addressed in the MiCA framework (see Section 3.4), we
identified 7 risks that are Addressed, 5 as Partially Addressed, and 6 as Not Addressed (see Table 6
for details). The MiCA framework has a clear incline toward making the market more stable
and protecting consumers and investors by addressing the risks directly connected with market
manipulation and market governance: “Regulation of crypto and DeFi is still quite limited in my
opinion. MiCA, from what I understand, tried to address some of the scams in crypto: rug pulls, pump-
and-dumps, those type of projects, which is nice, but I believe that’s only the surface of it and there is a
still a long way to go until we have full regulations” (Employee, EU-based CASP).

Despite the fact that MiCA seems to be focused on addressing regulatory evasion, several experts
during the interviews highlighted that effectiveness of its enforcement mechanisms may not
be sufficient due to the borderless nature of decentralized finance, arguing that stronger global
coordination is needed to achieve regulatory objectives: “It’s definitely possible to regulate DeFi. The
trouble is that this is a global market. If we, in Europe, have a regulation and the service provider in
the Bahamas or Fiji or any of those tax havens, then it’s a trouble because people can use them anyway.
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Table 6. Risk Coverage

Addressed Partially Addressed Not Addressed
1. Market
2. Liquidity
3. Governance mechanisms
4. Redress of disputes
5. Financial crime
6. Fraud and market manipulation
7. Regulatory evasion

1. Counterparty
2. Key management
3. Dynamic interactions
4. Flash crashes or price cascades
5. Regulation

1. Transaction
2. Smart contract
3. Miner
4. Oracle
5. Routine maintenance and upgrades
6. Forks

But if the compensation scheme is there, if you are fooled as a user and a part of the scam is based out
of the Bahamas, you don’t get that compensation. This is the reason that regulation should be global. It
should be all over the world, absolutely, 100% all over the world” (Employee, EU-based CASP).

Furthermore, regulatory evasion remains a real risk in the post-MiCA world, as even experienced
LE strugglewith interpretingMiCA definitions, which can also pose an additional risk of unregulated
activities that otherwise should be supervised due to the ambiguous nature of their applicability
to MiCA: “It’s still very difficult. Especially for the hybrids, it’s just very difficult. You’ll have clear
case, a project, DeFi project or crypto assets, that you can just put in the box and that’s it. You’re done.
But you’ll find that a large part of the market is going to be in that gray zone where you’re gonna
have to discuss and have clarification as to do we fall into this definition?” (Legal Expert, Non-EU
firm). Additionally, in the words of another of another legal expert from an EU-based firm, despite
announced outscoping of NFTs, an actual deep dive into different NFT projects invites uncertainty:
“For example NFTs, they might fall under the financial regulation, they might fall under the MiCA
regulation or they might not be regulated at all, and sometimes it’s hard to distinguish or to assess
with 100% confidence that you’re in one of the three scenarios, so that’s the hardest part of our job.”

In the meantime, the majority of technical risks, such as Transaction, Smart contract, Oracle, and
Miner, are not addressed in the current version, although their execution may affect the market
integrity considerably. We assume that the explanation of this is that MiCA tries to establish a
general framework, while concrete use cases, e.g., related to the technical risks, will be covered in
accompanying documents, such as the Digital Operational Resilience Act (DORA).

4.3 Residual Risks
Table 7 presents the results of the qualitative assessment methodology described in Section 3.5,
which was used to identify the residual risk levels across all participants. Several key insights can be
drawn from this table. First, none of the risks got a low residual risk level (green cell). However, from
a rational standpoint, this outcome is anticipated. In practice, there is little justification for mitigating
risks within a regulatory framework that stakeholders do not perceive as relevant. Moreover, the
regulation is still new and would be improved with the time: “I think it’s the first iteration of the
text and with regards to the scope and the obligations, I think most of the industry participants don’t
consider the text to be perfect, far from it.” (Legal Expert, EU-based company). Second, majority of
the risks have medium residual level. Third, there are several risks that stand out by having a high
residual risk level that according to our analysis should be prioritized for consideration by the
decision-makers in future amendments to the regulation. As presented in Table 7, three risks with
the high residual level are: Transaction, Smart contract, and Oracle. Our analysis shows that risks
need to be carefully examined and covered in the future MiCA amendments. Let us consider them
in details.

Among those, Smart contract risk is probably the most important.The “smart contracts” concept is
very popular in the crypto world. Although Ethereum is considered the first smart contract platform,
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Table 7. Residual Risks for All Participants

All Risk Coverage
Addressed Partially Addressed Not Addressed

R
is
k
R
el
ev

an
ce

High 1. Market
3. Liquidity
11. Governance mechanisms
12. Redress of disputes
13. Financial crime
14. Fraud and market manipulation
15. Regulatory evasion

2. Counterparty
10. Key management
17. Flash crashes or price cascades
18. Regulation

4. Transaction
5. Smart contract
7. Oracle

Medium 16. Dynamic interactions 6. Miner
8. Routine maintenance and upgrades
9. Forks

Low

almost all blockchains4 have facilities enabling developers to create and run smart contracts. Even
Bitcoin has an embedded interpreter,5 which allows one to deploy and run rudimentary smart
contracts. Considering the widespread adoption of this concept, it might be anticipated that all
related risks would receive comprehensive coverage in the regulations, but this is not the case with
the MiCA framework.

The legal status of smart contracts mostly remains ambiguous. Consequently, the legal standing
of DAOs, governed by smart contracts, also lacks clarity [28] in general:6 “It is my understanding
that MiCA is really made with centralization in mind and centralized exchanges, issuers of stablecoins,
etc., that’s the starting point of this framework, and it does not really fit the framework of Decentralized
Finance” (Legal Expert, EU-based firm). Since DAOs are governed by code, there is often no
identifiable legal entity (individual or organization) associated with them. This situation presents
challenges when it comes to enforcing legal actions [54], even for straightforward matters such
as sending a legal notice (as illustrated by the Ooki DAO case [71]) or performing customer or
transaction checks: “If it comes to KYC and AML type of regulations, then there’s a long, long way to
go for DeFi to implement all of those, because as it currently stands, it’s relatively impossible to do. For
example, on Ethereum you have UniSwap, and doing KYC on every single wallet and try to find out
where the money is coming from, try to find out if this person is a fraud or if he launders money is in my
opinion very impossible to do right now with the current structure.” (Employee, CASP). At the same
time, DAOs already manage substantial amounts of assets, and in the future, these numbers are
expected to grow further. For instance, Uniswap, a Decentralized cryptocurrency EXchange (DEX),
currently manages the assets whose total value (Total Value Locked or TVL) is about 6 billion USD7

and, at the peak, it was 10 billion USD. The first amendment to the MiCA framework, introduced
after the completion of this research, offers greater clarity regarding the EU’s stance on the DAO
case (refer to Section 2.1). Its introduction essentially validates the observations done in our study
regarding the most important risks.

Also, it is not evident who can regulate smart contracts and how to do this. Recently, the
European Parliament has adopted legislation under the Data Act [9] that ensures fair access to and
use of industrial data, which in Article 30 lists essential requirements regarding smart contracts
for data sharing. According to this act, which is applicable per 2025, companies must arrange the
same level of “protection and legal certainty as any other contracts generated through different

4Besides primarily designed for payment and asset exchange like Ripple or Stellar.
5Smart contracts for Bitcoin is written in a non-Turing-complete language called Script (https://en.bitcoin.it/wiki/Script).
6For instance, the state Wyoming, USA, recognizes DAOs as legal entities [89]. Still, on the country level, their status is not
defined yet.
7https://defillama.com/protocol/uniswap
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means,” including the aptitude for trade secrets protection, data archiving, and interruption and
termination of any transaction (kill-switch functionality [57]). Evidently, the inclusion of the kill-
switch requirement appeared to supply legal facilities to suspend the operation of services deemed
shady, e.g., Tornado Cash [70]. Although the bill has already been adopted, its implementation
raises many tough questions, including technical feasibility, e.g., to the best of our knowledge, the
interruption of transactions is not technically possible on modern distributed public blockchain
platforms.

Like all software, smart contracts are susceptible to vulnerabilities and bugs, which can lead to
errors or incorrect execution. A notable example is the Poly Network hack, which resulted in losses
totaling 610 million USD across various cryptocurrencies [5]. Fortunately, the hacker returned
all the withdrawn assets, and the users did not incur any damage. Considering the substantial
rewards and anonymity inherent to crypto platforms, attacks on smart contracts are becoming more
frequent. Consequently, these attacks have inflicted substantial losses on users and undermined
investor trust. The legal responsibility for such events, the mechanisms for resolving these issues,
and the allocation of responsibility for losses remain unclear. This problem becomes even more
complex if the losses are caused by associated parties or smart contracts. For instance, in July 2022,
several liquidity providers for the Uniswap DEX were phished out and lost about $7 million [103].
At the time, this amount constituted only approximately 0.15% of the Uniswap Total Value Locked
(TVL), but this led to a 5% decrease in the price of the native UNI token. Bridges are also common
targets of these attacks. Three out of ten most profitable attacks belong to this category: BNB8

(around $586M of losses), Solana’s Wormhole9 (around $326M of losses) and Nomad10 (about $190M
of losses) bridges.

The associated smart contracts, such as oracles, can also cause such losses. Over the past few
years, attacks on oracles have gained significant traction, as evidenced by notable incidents [16, 75].
Furthermore, these attacks often yield substantial returns. For instance, in February 2023, an oracle
breach enabled attackers to manipulate the price of the AllianceBlock token [16], resulting in the
theft of tokens estimated at $120 million. Consequently, it comes as no surprise why Oracle risk is
in the list of risks with high residual level.

For businesses, including those utilizing blockchain technology, it is imperative that the in-
frastructure supporting their operations remains consistently functional. When infrastructure
providers fail to meet this requirement, they not only lose customers but also incur financial losses.
While major public blockchain networks, such as the Ethereum or Bitcoin networks have been
maintaining high operational stability without significant disruptions, outages in other blockchain
networks still occasionally occur. For instance, in June 2022, Solana experienced a 12% price drop as
a result of a platform outage [64]. Hence, it comes as no surprise that the Transaction risk, although
executed quite rarely, is also among the most critical risks to address.

Table 8 presents the results of the residual risk assessment for each stakeholder group individually.
As shown in the table, the risks of the CASP group are the most comprehensively addressed within
the MiCA framework. Only one risk, namely, Routine maintenance and upgrades, remains at a high
residual risk level, while the others are assessed as medium. The criticality of this risk to the CASP
group is unsurprising, as blockchain functionality is fundamental to their operations—without an
operational blockchain, CASPs are unable to provide their services.

Two groups, namely, LE and II, have two risks with high residual risk level. For LE, these are
Transaction and Smart contract. Both these risks stem from highly technical aspects of blockchain

8https://rekt.news/bnb-bridge-rekt/
9https://rekt.news/wormhole-rekt/
10https://rekt.news/nomad-rekt/
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Table 8. Residual Risks for Individual Stakeholder Groups

CASP Risk Coverage
Addressed Partially Addressed Not Addressed

R
is
k
R
el
ev

an
ce

High 1. Market
3. Liquidity
12. Redress of disputes
14. Fraud and market manipulation
15. Regulatory evasion

10. Key management
16. Dynamic interactions
17. Flash crashes or price cascades
18. Regulation

8. Routine maintenance and upgrades

Medium 11. Governance mechanisms
13. Financial crime

2. Counterparty 4. Transaction
5. Smart contract
6. Miner
7. Oracle
9. Forks

Low

CI Risk Coverage
Addressed Partially Addressed Not Addressed

R
is
k
R
el
ev

an
ce

High 11. Governance mechanisms
12. Redress of disputes

10. Key management
17. Flash crashes or price cascades
18. Regulation

4. Transaction
5. Smart contract
7. Oracle
8. Routine maintenance and upgrades
9. Forks

Medium 1. Market
3. Liquidity
13. Financial crime
14. Fraud and market manipulation
15. Regulatory evasion

16. Dynamic interactions 6. Miner

Low 2. Counterparty

II Risk Coverage
Addressed Partially Addressed Not Addressed

R
is
k
R
el
ev

an
ce

High 3. Liquidity
13. Financial crime
14. Fraud and market manipulation
15. Regulatory evasion

10. Key management
18. Regulation

5. Smart contract
7. Oracle

Medium 1. Market
11. Governance mechanisms
12. Redress of disputes

2. Counterparty
17. Flash crashes or price cascades

4. Transaction
6. Miner

Low 16. Dynamic interactions 9. Forks

LE Risk Coverage
Addressed Partially Addressed Not Addressed

R
is
k
R
el
ev

an
ce

High 1. Market
3. Liquidity
11. Governance mechanisms
13. Financial crime
14. Fraud and market manipulation
15. Regulatory evasion

2. Counterparty
10. Key management
17. Flash crashes or price cascades

4. Transaction
5. Smart contract

Medium 12. Redress of disputes 16. Dynamic interactions
18. Regulation

6. Miner
7. Oracle
8. Routine maintenance and upgrades
9. Forks

Low
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systems. Thus, LE may perceive them as particularly challenging to address through regulatory
mechanisms due to their dynamic and evolving nature. Indeed, failures in blockchain networks (e.g.,
double-spending, expensive transactions, or throughput issues) directly affect trust, a cornerstone
for financial and legal systems. Such issues can create disputes regarding liability and compliance,
increasing the legal burden. Vulnerabilities in smart contracts (e.g., bugs, malicious exploits, or
unintentional misexecutions) can lead to irreversible losses or unintended outcomes. Resolving
these issues may involve complicated legal processes, especially since smart contracts often operate
autonomously and lack standardized safeguards.

For the II group, the risks with high residual levels are Smart contract and Oracle. II typically
handle large volumes of capital, making them particularly vulnerable to issues in smart contracts
and oracles. Indeed, programming errors, vulnerabilities, or misexecutions in smart contracts
could result in substantial financial losses, so as smart contracts often automate transactions with
high cumulative value with the limited possibility of human intervention during and after their
execution. II often rely on external data (e.g., asset prices, interest rates) for decision-making and
automated trades, therefore, compromised or inaccurate oracle data can directly lead to financial
miscalculations or losses.

At the same time, the CI group stands out—5 risks, namely, Transaction, Smart contract, Oracle,
Routine maintenance and upgrades, and Forks, have a high residual risk level. During our interviews
with the CI experts, we frequently observed them as advocates of algocracy, favoring “code over
talks” while approaching traditional regulatory mechanisms with skepticism [83]. Moreover, over
the last decade, a limited amount of crypto-regulation documents existed, but this has not prevented
the industry’s rapid development. Therefore, the CI group may simply not recognize the importance
of being involved in developing traditional regulations. That does not necessarily mean, however,
that they do not want to collaborate or be consulted with in regulatory processes: “There may be
a possibility that the regulators may take a certain decision, but they may not be aware of all the
intricacies and the challenges these systems post. So the primary stakeholders would be the users and
the builders, and they should definitely have a say” (Employee, Non-EU-based CI Firm). Additionally,
an interviewee who was an ex-employee of an EU-based firm believed that technical knowledge
possessed by the blockchain market players was key to effective regulation: “As long as financial
bodies have a better grasp of what is happening on blockchain networks, if they have a better idea of
what tools to use to analyze transaction data, and if they work a little bit more with the people that
create it, I think there is a much higher chance for them to weed out financial crime.” Nevertheless,
their concerns are less reflected in the current version of the MiCA framework. The MiCA initiative
webpage [35] provides some details on how the framework was discussed. Although it does not
report all the details about the respondents, it supports our observation. For instance, after the
analysis of the public consultation document results [35], we found out that only 3 out of 197
respondents identified themselves as belonging to the CI group. Our results also show that this
group’s opinions are highly underrepresented. Thus, our analysis suggests adding more experts
from this group to future stakeholder consultations.

5 Discussions and Limitations
In this work, we have independently evaluated whether, what, and whose risks associated with
the new crypto-asset market are covered in the MiCA framework. One of the objectives of this
framework is to define clearly “the regulatory treatment of all cryptoassets that are not covered
by existing financial services legislation” [36]. In this work, we show that there is still room
for improvement in achieving this objective because risks specific to crypto-asset market and
deemed important by the stakeholders, such as smart contract, oracle, and transaction, are not
covered yet.
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The obtained findings depend on the results of the expert interviewees and the assessment of the
risk coverage in the MiCA framework. While we put significant effort into finding and interviewing
20 experts, it is always possible to increase the representativeness of the results by recruiting more
participants.

We utilized the May 2022 version of the MiCA proposal for our study, the latest available during
the start of our research. A review of the later versions reveals minimal impact on the relevance of
our results. It retains the existing risk coverage and does not introduce new risks. Notably, some
amendments indirectly validate our findings, such as the clarification of the EU’s stance on the
DAO case in the first amendment A09-0052/1 [94]. It is worth mentioning that Article 140 in the
latest version [56] outlines future research directions. According to it, the EC will have to report to
the EP and the Council within 48 months after MiCA’s implementation on various topics, including
a more in-depth investigation of the DeFi space where no identifiable CI or service providers can be
found, a description of the classification of crypto-assets, and an assessment of the need for a novel
white paper approval mechanism for crypto-assets falling outside the scope of asset-referenced and
e-money tokens. Additionally, the EC will examine fraudulent activities, hacks, and the connections
between crypto-assets and ransomware and cyberattacks. Consequently, we anticipate that some
of the technical risks currently absent in MiCA may be addressed in forthcoming regulations once
the research and reporting phases are completed.

Moreover, we acknowledge that the WEF framework [31] used in this study may be unexhaustive
in its coverage of crypto-assets and services risks. For example, we incorporated an additional
risk that the WEF list did not encompass, “regulation risk”, as it is critical for understanding
its perception by the participants, given the regulatory focus of this work. This inclusion was
essential to gauge the participants’ perceptions, aligning with the regulatory focus of our research.
Moreover, some risks could be difficult for some participants to perceive.The rows with the non-zero
number of unsure interviewees in Table 5 implicitly indicate those risks. Nevertheless, this article
predominantly relied on the WEF list due to its comprehensive nature, addressing the concerns of
all stakeholders in the crypto market, as opposed to the narrower focus often found in existing
studies on risks associated with crypto-assets and services.

While we acknowledge that the coverage of every risk of each stakeholder group may be outside
the scope, the MiCA framework is positioned as a part of the comprehensive regulations, and,
thus, it should address concerns as much as possible: “This proposal is part of the Digital Finance
package, a package of measures to further enable and support the potential of digital finance in
terms of innovation and competition while mitigating the risks” [36]. Our work may help improve
the regulation further by suggesting what risks should first be mitigated.

6 Related Work
Among the most significant challenges for blockchain, and hence DeFi adoption, is security [25, 39]
and government regulation [81]. Before MiCA, there have been numerous studies explaining
the urgent need for blockchain regulations [30], mostly to facilitate adoption in tightly regu-
lated industries, such as banking [69]. ING Bank, in its 2022 white paper on DeFi [68], discusses
the need for regulation and favorable policy that is likely to accelerate adoption among finan-
cial institutions, specifically legislation clarifying liability in case of a faulty DeFi protocol. A
2021 paper [88] called for regulator action, stating that while illicit activity permitted by the
pseudonymity of blockchain-based systems has caused concerns among regulators, they should
find reasonable solutions for a careful risk-based approach that does not pose barriers to innova-
tion. Similarly, other recent studies that delved into the topic have called for regulatory attention
not only on blockchain aspects related to regulatory risk, but also those related to technical
risks [18, 19].
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Some academics expressed criticism towards regulators’ reactive policies, inability to properly
understand blockchain technology and implement a proactive policy-making approach [3]. As a
result, DeFi industry stakeholders faced long legal uncertainties when considering the adoption of
blockchain for financial applications [46].

Recent literature offers numerous studies that have provided an analysis or commentary on
the MiCA regulation from different perspectives. Some published a more general analysis of
the regulation [8], but most focused on more specific topics, such as potential challenges in
implementing regulations and balancing themwith evolvingmarkets [104], categorization of various
types of services and importance of definitions [53], crypto-asset subcategories [97], disclosure
requirements for smaller entities and regulatory burdens [42]. Others have provided a more scoped
analysis, such as the impact on Initial Coin Offerings (ICOs) [74], impact on legal certainty
and adoption [99], effect on illicit transactions [11], and global harmonization [20]. Additionally,
researchers have explored the challenges related to regulation of stablecoins under MiCA [49],
licensing requirements [7], and analysis of investor protection under MiCA [60].

The negative aspects of MiCA have emerged as a significant theme in related research. For
instance, the EC carried out its own framework impact assessment [37]. The analysis claimed that
more mature cryptocurrency issuers may face costs of up to $87K USD to comply with white-paper
requirements and up to $28M in one-off compliance costs. To add, a study of the EU regulations of
crypto-assets and services showed that MiCA may pose significant strains on the novel blockchain
ecosystem by applying strong prescriptive policies compared to more general approaches [43].

There are several publications analyzing perspectives of various stakeholders onMiCA regulation.
The 2021 report by theMiCATaskforce of the International Association for Trusted Blockchain
Applications (INATBA) provides insights from survey and stakeholder engagement sessionswhich
revealed the market’s excitement for regulatory clarity, but also its concerns about stifled innovation
and proportionality [92]. Another study adopting a legal-sociological approach that examined
materials to assess the views of market stakeholders has found that while institutional stakeholders
agreed that MiCA would benefit consumer trust, FinTech companies expressed proportionality
concerns due to burdening compliance costs [99].

The perspectives of market stakeholders on blockchain regulation have been explored in the
literature outside MiCA as well. For example, [83] explored the views of developers, regulators,
investors, and end-users on the benefits and challenges of regulatory initiatives, concluding that
while financial regulators and government decision makers see regulatory challenges in financial
markets, developers are more interested in security, operational resilience, and risk management.
The conflicting areas of interests and priorities highlight the stark need for a multi-stakeholder
regulatory approach and representation of all stakeholder views. Ellul et al. [34] explored the need
for regulatory frameworks beyond the financial aspects and presented a technology regulatory
framework. The authors argue that technology flaws can lead to large financial losses and call for
technology assurance processes for critical and high-risk applications.

7 Conclusion
The MiCA framework, initially drafted in 2020 and entered into full force on December 30, 2024,
represents the EC’s pioneering effort to establish regulatory guidelines for the crypto industry.
Given its cross-border regulatory scope, the innovative nature of the sector, and its potentially
significant impact on stakeholders, it is clear why the framework gained substantial attention both
from academia and industry.

In this work, we contribute to the analysis of the framework by offering a novel perspective
on which stakeholder groups’ opinions are underrepresented and what risks should be prioritized
in future amendments. To construct this perspective, we conducted interviews with 20 experts
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representing diverse stakeholder groups and conducted a thorough examination of the MiCA
framework to determine what risks it currently covers. Our findings reveal that the opinions of
CI are the least addressed, that is indicated by the number of their high-level risks in the current
framework version. Moreover, our analysis highlights the need to prioritize smart contract, oracle,
and transaction risks for consideration in future framework amendments. These findings affirm
that the current framework requires refinement and highlight specific areas for improvement,
which, as suggested by relevant studies, should be addressed through an iterative development
process.
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