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Abstract 
In this paper, we study the experiences of practitioners in sectoral 
Computer Security Incident Response Teams (CSIRTs)—specialized 
teams that mediate between national cybersecurity authorities and 
the sector constituency. Through interviews with 18 profession-
als connected to the Informatiebeveiligingsdienst (IBD-CSIRT) for 
Dutch local governments, we uncover tensions in how key ser-
vices are valued. For vulnerability notifications, while the CSIRT 
staff consider them a core service, many constituents hardly men-
tion them, and systemic gaps in information forwarding mean that 
crucial alerts often never arrive. We extend these insights with 5 
interviews across other sector CSIRTs and a validation workshop 
with 7 participants, all security officers from sector CSIRTs, reveal-
ing shared challenges in balancing technical expertise with sector 
knowledge, building trust-based relationships, and navigating in-
stitutional bottlenecks. Our findings contribute the first systematic 
account of how sector CSIRT professionals understand and per-
form their role, highlighting the tensions in providing sector-wide 
support to professionals with differing security needs. 

CCS Concepts 
• Security and privacy → Human and societal aspects of secu-
rity and privacy; • General and reference → Empirical studies; 
• Social and professional topics → Management of computing 
and information systems. 
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1 Introduction 
Computer Security Incident Response Teams (CSIRTs) are at the 
front line in responding to cybersecurity incidents and attacks. 
They consist of specialized security professionals responsible for 
handling, responding to, and preventing cybersecurity incidents 
such as data breaches or malware attacks. Enterprise CSIRTs operate 
within a specific company to protect its internal systems and data. 

In addition, most countries also have a national CSIRT. They 
deliver a wide range of services, such as issuing advisories, shar-
ing threat intelligence, exchanging information with international 
partners like other national CSIRTs, and notify responsible parties 
when scans have detected that their internet-facing systems have 
vulnerabilities. It is critical that these notifications reach the enti-
ties responsible for these systems so that they can remediate the 
problem. 

A national CSIRT is a national coordinating body far removed 
from individual organizations. Over the last decade, this institu-
tional distance has encouraged the development of more specialised 
CSIRTs closer to organizations in specific sectors: sector CSIRTs. 
On paper, they perform similar functions to the national CSIRT, 
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but for a more targeted set of constituents within a specific sec-
tor (e.g., finance, energy, or water). Institutionally, sector CSIRTs 
are a model that has been copied worldwide[44]. Practitioners in 
sector CSIRTs are expected to maintain relationships with their 
constituents so they can channel vulnerability notifications and 
other information from the national CSIRT to the relevant affected 
entities, and to support them with incident response, advisories, 
intelligence sharing, and sector-specific expertise. Doing so relies 
not only on network-scanning technologies but also on the working 
relationships and sector knowledge that connect national bodies, 
sector CSIRTs, and heterogeneous local organizations. 

Sector CSIRTs have become critical institutions in their own 
right. In 2016, the US Presidential Policy Directive 41 (PPD-41) 
highlighted the importance of sector-specific cybersecurity mea-
sures and the collaboration between the Department of Homeland 
Security (DHS) and sector-specific CSIRTs [46]. 1 Around the same 
time, in the European Union, the Directive on Security of Network 
and Information Systems (NIS) mandated that certain sectors had 
to establish incident response capabilities, which included sector-
specific CSIRTs [18]. Its 2022 successor in the EU, NIS2, strengthens 
the role of sector CSIRTs by expanding the number of sectors that 
are required to set up a sector CSIRT from 7 to 18. 

Despite this institutional importance, we know little about how 
sector CSIRTs actually function as socio-technical arrangements 
in practice: how practitioners in these teams prioritize between 
incident response, community education, intelligence sharing, vul-
nerability notifications, and other services; how constituents ex-
perience these services; and how governing bodies and national 
CSIRTs shape what is expected from sector CSIRTs. These ques-
tions are not only about technical capabilities, but about how scarce 
resources are allocated, how legitimacy is built, and how dependen-
cies between organizations affect the services that are ultimately 
delivered. Currently, the human factor in sector CSIRT teams is 
poorly understood. Only by understanding the practitioners and 
practices on the ground can we establish whether and how security 
may be advanced [38]. 

Industry guidance for CSIRTs acknowledges sector CSIRTs but 
offers little help on these day-to-day challenges. While there is 
ample guidance for practitioners at ‘regular’ CSIRTs, for sector 
CSIRT practitioners, there is only guidance to get started [44], not 
on how to operate one. Here, by “operate” we mean the practical 
work of selecting and shaping services within resource constraints, 
coordinating with national CSIRTs, and engaging a diverse con-
stituency with different levels of security maturity. The current 
version of the authoritative FIRST (Forum of Incident Response 
and Security Teams) CSIRT framework recognizes sector CSIRTs 
as “special types of CSIRTs” and states that it will describe them in 
future versions of the framework [21]. 

In academic work, sector CSIRTs remain uncharted territory. 
Many studies focus on enterprise CSIRTs, e.g., [19, 24, 31, 35, 39, 52]. 
The few papers that do focus on sector CSIRTs did not study opera-
tional sector CSIRTs, but primarily argue that specific sectors would 
benefit from setting up a sector CSIRT in light of the threats the 

1The nomenclature can differ per country and in the U.S. this role is fulfilled by ISACs 
(Information Sharing and Analysis Centers). 

sector faces [23, 41, 66]. One exception is a case study of the commu-
nication channels used by the Norwegian local government sector 
CSIRT and its members [54]. In sum, we lack empirical insights 
into how sector CSIRT professionals and their surrounding stake-
holders navigate the challenges of operating these organizations 
and providing services in practice. 

In this paper, we address this gap with a mixed-method study of 
practitioners and stakeholders engaged with sector CSIRTs in the 
Netherlands. Rather than only interviewing sector CSIRT staff, we 
deliberately study the ecosystem around a sector CSIRT: its prac-
titioners, its constituents, its governing bodies, and the national 
CSIRT that depends on it to reach the sector. The first phase of 
our study is a detailed case study of one specific sector CSIRT, the 
Informatiebeveiligingsdienst (IBD-CSIRT), which serves the local 
governments sector in the Netherlands. We conducted interviews 
with 18 professionals who interact with the IBD-CSIRT: staff of 
the sector CSIRT itself, representatives from municipalities (con-
stituents), and representatives of governing bodies and the national 
CSIRT. This design allows us to contrast expectations, perceived 
value, and tensions across stakeholder groups, rather than fore-
grounding only the “supply side” of sector CSIRTs. 

Across these interviews, participants consistently highlighted 
incident response, community education and expert insights, and 
intelligence sharing as key services that make sector CSIRTs valu-
able to their communities. At the same time, a surprising tension 
emerged around vulnerability notifications. IBD-CSIRT staff under-
stand notifications as a core preventive service and as an impor-
tant way for sector CSIRTs to add value on top of national CSIRT 
scanning, yet many municipal participants hardly mentioned noti-
fications at all. This was notable because, on paper, vulnerability 
notifications are a canonical example of the mediating role of sector 
CSIRTs: they depend on up-to-date asset inventories from con-
stituents and on systematic forwarding of scan results from the 
national CSIRT. 

To understand this disconnect, we use vulnerability notifications 
as an in-depth analytic lens on the institutional dependencies and 
missing feedback loops that shape sector CSIRT work. In the second 
phase of our study, we therefore complement the interviews with 
a historical analysis of the vulnerability notifications that were 
supposed to be sent to IBD-CSIRT constituents between 2015–2024. 
Our analysis uncovers a systematic problem in the national notifi-
cation mechanism: many of the notifications that should have been 
sent to the IBD-CSIRT, and thus to municipalities, never arrived 
because the national CSIRT did not forward them. We conducted 
additional interviews with the professionals involved in the noti-
fication program to corroborate this problem and understand its 
causes. This focus on vulnerability notifications does not imply that 
they are the only or most important service; instead, they offer a 
tractable case where we can combine qualitative accounts with log 
data to reveal how dependencies between organizations can quietly 
undermine a service that is central in policy documents but nearly 
invisible to many constituents. 

Our in-depth ‘vertical’ approach around a single sector CSIRT 
is arguably not scalable across many sectors, let alone different 
countries. So in the third and final phase, we took a ‘horizontal’ 
approach and interviewed professionals of all-but-one other sector 
CSIRTs in the country (� = 5). We also conducted a validation 
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workshop with most sector CSIRTs in the country (� = 7 workshop 
participants). This allows us to examine to what extent the service 
portfolio, tensions, and notification challenges identified in the 
local-government case generalize to other sectors, and to refine our 
account of cross-cutting practitioner challenges. 

We aim to answer the following two research questions: (i) What 
are service-specific challenges and expectations of stakeholders 
(sector CSIRT staff, governance bodies, and constituents) on the 
services provided by CSIRT practitioners? (ii) What are the strategic 
challenges for practitioners of a sector CSIRT in providing these 
services? In sum, we make the following contributions: 

• We present the first empirical mixed-methods study on sector 
CSIRTs. We describe the perspectives of stakeholders and the 
challenges of practitioners in providing key sector CSIRT ser-
vices. We find that practitioners’ daily practices are shaped 
by three dynamics: resources, legitimacy, and dependency. 
For example, we find that the actual provided services often 
do not align with the expectations of constituents, especially 
around incident response. 

• We identify several strategic challenges for sector CSIRT 
practitioners: a diverse constituent population in terms of 
maturity, trust issues, and service-specific organizational 
dependencies. 

• We evaluate the functioning of the national vulnerability no-
tification mechanism – a key service of the sector CSIRT. We 
find that many notifications are not arriving at constituents. 
The practitioners did not detect this problem, signalling a 
missing feedback mechanism – which is missing almost ev-
erywhere in vulnerability notification mechanisms. 

• We provide an empirical basis and recommendations for 
the development of guidelines for practitioners operating in 
sector CSIRTs. 

2 Related Work 
Frameworks and Industry. The Forum of Incident Response and 
Security Teams (FIRST) organization provides leading industry 
guidance on Computer Incident Response Teams (CSIRTs) [20, 21]. 
The Computer Emergency Response Team (CERT) Division of 
Carnegie Mellon University developed a framework to establish 
sector CSIRTs [44] but does not address the challenges of operating 
one. Other industry efforts have largely focused on non-sectoral 
CSIRTs [5, 15–17, 56], guiding the establishment and operation of 
CSIRTs, as exemplified by the continuously updated handbook for 
CSIRT teams [27, 67]. 
CSIRTs.Academic research explored various aspects of CSIRTs. 
Most studies concentrated on enterprise CSIRTs. These studies 
examined the communication needs, tools, and technical infrastruc-
ture required for effective CSIRT functioning [19, 24, 31, 35, 39, 52]. 
By contrast, limited work has focused on the specific needs and op-
erations of sector CSIRT practitioners. Several studies argue for the 
benefit of a sector CSIRT in the light of new threats those sectors 
face [23, 41, 66]. One study described the communication channels 
used between the Norwegian local government sector CSIRT and 
its members [54]. 

Human Factors in incident response. Another line of research 
explored human factors that play a significant role in the effec-
tiveness of incident response teams. Research has demonstrated 
that the success of these teams depends not only on technical 
capabilities but also on the dynamics of individuals working to-
gether [10, 50, 51, 55, 58, 63]. Similarly, another line of work studies 
practitioners at Security Operations Centers (SOCs), how practi-
tioners prioritize, conduct assessments, and set up a SOC [1, 11, 53]. 
In [6], the authors identified challenges and coping strategies for 
threathunting practioners. Closely related, there exist additional 
works that studies security workers [2, 13, 34]. These studies noted 
that, among other things, for many organizations, recruiting and 
retaining skilled personnel is a challenge. 
Vulnerability Notifications. Finally, there is a large body of work 
on (vulnerability) notifications and Coordinated Vulnerability Dis-
closures (CVD) [25, 49]. In [14, 33, 57] the authors find that notifica-
tions lead to higher patch rates. This supports the idea of setting up 
and running a structural notification mechanism. Similarly, in [62], 
the authors find that security notifications lead to higher fix rates, 
compared to privacy notifications. They also identify challenges 
in reaching responsible parties. Similarly, Cetin et al. showed that 
retrieving contact information at scale was problematic. But once 
contacted, entities were more likely to remediate [9]. In [71], the 
authors found that detailed abuse reports increased cleanup rates, 
but sender reputation was not important. Li et al. found that by 
addressing owners of resources directly, vulnerability notifications 
promoted faster remediation than notifications sent to national 
CERTs [32]. In [65], though, the authors find that many notifica-
tions are not acted on, and the sending entity is unaware of this 
inaction. These studies all highlight the difficulties in effective noti-
fication mechanisms without a feedback loop. 

Existing work examined enterprise CSIRTs, SOC practitioners, 
and vulnerability-notification mechanisms, but sector CSIRTs and 
their role in the broader cyber ecosystem remain largely unstud-
ied. This paper offers the first systematic account of how sector 
CSIRT professionals understand and enact their role, illuminating 
tensions inherent in supporting a diverse constituency with uneven 
security needs. We situate these insights within prior research on 
practitioner dynamics in SOCs, enterprise CSIRTs, and organiza-
tions that consume security services, e.g., the National Vulnerability 
Ddatabase (NVD). In addition, we empirically analyze the sector’s 
vulnerability-notification pipeline and relate its shortcomings to 
earlier work on missing feedback loops in critical security mecha-
nisms. 

3 Methodology 
To answer our research questions, articulated in section 1, we use 
two approaches for this study. Using a “vertical“ approach, we con-
duct a detailed case-study analysis of the IBD-CSIRT and its relevant 
stakeholders. Via a “horizontal“ approach, we confirm and gener-
alize earlier findings with other Dutch sector CSIRT practitioners. 
The stakeholders and approaches are presented in Figure 1. 

Our study consists of three distinct phases, depicted in Figure 2. 
First, we analyze stakeholders engaged with the IBD-CSIRT as 
a case study for a detailed perspective on the provided services, 
expectations, and challenges. 
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Figure 1: Overview of stakeholder groups engaged with the IBD-CSIRT: Governing Bodies, Sector CSIRTs, and Constituents. 
Our study adopted a detailed ’vertical’ approach via interviews and data analysis. With a ’horizontal’ approach, we confirmed 
findings via interviews and a validation workshop. 

In phase 2, we build on the results of phase 1 with an analysis 
of the vulnerability notification service. After the analysis, we con-
ducted three additional interviews, two with security specialists 
of the Dutch National Cybersecurity Authority (NCA) notification 
program, and one with the IBD-CSIRT, to contextualize our find-
ings. 

Finally, in phase 3, we first interviewed other Dutch sector CSIRT 
practitioners. Next, we invited practitioners of all Dutch sector 
CSIRTs to a workshop session to validate our findings, which we 
discuss in § 72 . 

2The Dutch National Cybersecurity Authority (NCA) acts as both national CSIRT 
and sector CSIRT for the sector central government and the sectors considered critical 
infrastructures (CI). Under NIS2, the NCA will act as a sector CSIRT for all sectors that do 
not already have an established sector CSIRT. 

3.1 Interview Studies 
Interview protocol. We developed an interview protocol with 
minor variations depending on the assigned stakeholder group 
of the interviewee: Governance, CSIRT, or Constituents, provided 
in Table 10. Some questions were rephrased depending on the 
stakeholder group. Furthermore, a minor variation was introduced 
when referring to either the IBD or to another CSIRT (e.g., Z-CERT), 
depicted in Table 11. In all variations, we asked participants to 
articulate a list of CSIRT services. The protocol contains an iteration 
where we ask the same questions for each articulated service. 

To test our protocol, we conducted two pilot interviews, one with 
a participant of the IBD-CSIRT and one with a participant from a 
municipality. We made minor changes to the protocol after each 
interview. The results from the pilot interviews are not included in 
the final analysis. Additionally, we collected meta-information, e.g., 
Full-Time Equivalent (FTEs) and budget, about the sector CSIRTs. 
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Figure 2: Data collection methodology. 

Table 1: Overview of Sector CSIRTs in the Netherlands 

ID 
Org 
Name 

Sector(s) Year 
Founded 

Org 
Structure 

FTE 
2023 

# of 
Constituents 

Budget 
2023/2024 

1 IBD-CERT Municipalities 2013 Part of association of 19 550 2+M 
municipalities VNG 

2 Z-CERT Healthcare sector 2017 Private foundation 37 349 5.2M 
3 SURFcert Education and 1992 Cooperative association 3.5 200 n/a 

research 
4 NCA National CSIRT and 2012 National government body 280 10k+ 36M 

sector CSIRT for 
government and CI 

5 CERT-WM Regional water 2016 Project at Waterschapshuis 3.5 25 0.5M 
authorities 

6 CSIRT-DSP Digital Service 2019 National government body of n/a n/a n/a 
Providers Ministry of Economic Affairs 

In doing so, we consulted the interview data and other sources such 
as organization websites and yearly reports. This information is 
depicted in Table 1. 

In total, we conducted 24 semi-structured interviews with 26 
security professionals between October 2024 and May 2025. Nine 
different municipalities were represented in the ten constituent in-
terviews. In total, for two interviews, two participants were present. 
One interview with two constituent participants, and one interview 
with two governance participants. Two interviews were in person, 
and 22 interviews were conducted remotely. Each interview lasted 
approximately one hour. During 18 interviews, two researchers 
were present, while five interviews were conducted by the lead 
researcher alone. 
Participant selection. For phase 1, we identified three groups of 
stakeholders with whom participants interact with sector CSIRT 
practitioners: (1) governing bodies, (2) sector CSIRT staff, and (3) 
constituents. To be considered for the study, participants had to 
interact with the IBD-CSIRT. For CSIRT staff, we focused on prac-
titioners handling incidents and engaged with constituents. At 
the IBD-CSIRT, five practitioners fitted our criteria, of which we 
interviewed the majority (� = 3). 

We pitched the study at a webinar for municipalities where peo-
ple could opt in to be contacted. Through snowballing, we gathered 
additional constituent participants. Via contacts at the Dutch Na-
tional Cybersecurity Authority (NCA), personal relations within 
our research group, and conferences, we recruited respondents 
from the sector CSIRT and governance bodies. In doing so, we tried 
to maintain a balance in the number of participants per stakeholder 
group. Table 2 describes the number of participants per group for 
phase 1. Note that each group has a different ID letter identifier. 

For phase 2, we reached out to the NCA for participants who 
were involved in the vulnerability notification program. For phase 
3, the NCA helped us set up a workshop session with relevant 
sector CSIRT practitioners. Via our network, we reached out to 
practitioners from other sector CSIRTs. We reached out to CSIRT-
DSP for an interview, but they declined to participate because the 
organization is merging with the national CSIRT. 
Ethics. A user study is our primary data source for this study. We 
received approval from our Institutional Review Board (IRB) for 
conducting this human-subjects research. We obtained informed 
consent from participants before conducting the interviews and the 
workshop. Participants were informed about the study and use of 
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Table 2: IBD-CSIRT Stakeholder Respondents (� = 18) 

ID 

P-G1 
P-G2 
P-G3 
P-G4 
P-G5 
P-S2 
P-S3 
P-S4 
P-C1 
P-C2 
P-C3 
P-C4 
P-C5 
P-C6 
P-C7 
P-C8 
P-C9 
P-C10 

Organization 

Ministry of Interior (BZK) 
National Cybersecurity Authority 
National Cybersecurity Authority 
National Cybersecurity Authority 
Association of Municipalities (VNG) 
IBD-CSIRT (municipalities) 
IBD-CSIRT (municipalities) 
IBD-CSIRT (municipalities) 
Municipality 
Municipality 
Municipality 
Municipality 
Municipality 
Municipality 
Municipality 
Municipality 
Municipality 
Municipality 

Role 

Policymaker 
Manager 
Technical Manager 
Threat Data Expert 
Manager 
Security Expert 
Security Expert 
Security Expert 
Technical Security 
Information Security 
CISO 
CISO 
Information Security 
Information Security 
Information Security 
CISO 
Security Expert 
Security Expert 

Group 

governance 
governance 
governance 
governance 
governance 

csirt 
csirt 
csirt 

constituent 
constituent 
constituent 
constituent 
constituent 
constituent 
constituent 
constituent 
constituent 
constituent 

Table 3: Vulnerability Notifications Respondents (� = 3) 

ID Organization Role Group 

P-N1 National Cybersecurity Authority Security Expert governance (notifications) 
P-N2 National Cybersecurity Authority Security Expert governance (notifications) 
P-N3 IBD-CSIRT (municipalities) Security Expert csirt (notifications) 

Table 4: Other (Non-IBD) Sector CSIRT Respondents (� = 5) 

ID Organization Role Group 

P-S1 National Cybersecurity Authority Sector CSIRTs Expert csirt 
P-S5 CERT-WM (water) Security Expert csirt 
P-S6 Z-CERT (healthcare) Security Expert csirt 
P-S7 Z-CERT (healthcare) Manager csirt 
P-S8 SURFcert (higher education) Security Expert csirt 

information for which they provided informed consent beforehand. 
We assured participants that their data was handled confidentially 
and would only be presented in an aggregated and anonymized 
form. The CSIRT community is small, but the organizations re-
main large enough to protect participant anonymity. No participant 
identities or municipality names would be mentioned in the paper. 
However, we do provide the participant ID with their role and orga-
nization type as context to quotes. Before publication, we presented 
a draft of the paper to the participants to check and correct quotes 
attributed to them, and to ensure no statements or data could lead 
to attribution. 
Interview coding. Interviews were transcribed and coded using 
ATLAS.ti [4]. The interviews were coded inductively by two re-
searchers using codebook-style Thematic Analysis (TA) [8]. During 
the entire coding process, the themes and codes were discussed 

periodically with the full author team to settle on central themes 
to ensure the reliability of findings [37]. 

Both researchers coded the first interview separately in the same 
coding session, discussing the coding afterwards to build an initial 
codebook. Next, the lead researcher coded nine interviews, and 
the other researcher coded two other interviews. Both researchers 
coded those interviews separately, while discussing them in peri-
odic coding meetings. The interview coding work split was decided 
on the participant planning schedule and the researcher’s avail-
ability. After this coding process, the researchers reviewed each 
other’s work, discussed the results, and refined the codes. There 
was no major disagreement on the meaning of individual codes, 
but rather, codes were grouped or split for refinement. The coded 
interviews were then recoded with the refined codebook by the 
lead researcher. The lead researcher then coded the remaining ten 
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interviews. As a quality check, the other researcher coded one of 
these ten interviews in isolation. Afterwards, the two researchers 
compared the coding of the interview. No major disagreements 
surfaced during the discussion. This led to another minor refine-
ment of the codes. The coded interviews were then recoded with 
the updated codebook by the lead researcher. Finally, minor code 
refinements, i.e., code renaming, were made by both researchers 
during the analysis phase. 

We did not calculate Inter-Rater Reliability (IRR), but did monitor 
the form and reasoning underpinning disagreements (as noted 
above); this is in line with Braun & Clarke, and others, who note 
that IRR is not usually a measure of quality for codebook-based TA 
[8, 37]. The final codebook is available in § 8. 

3.2 Data and Methodology for Vulnerability 
Notification Analysis 

In phase 2 of our study, we investigate the vulnerability notifica-
tion mechanism. Most vulnerability data that reaches constituents 
is based on data from a security non-profit called Shadowserver 
Foundation [60]. Shadowserver runs global scans daily and then 
sends reports for detected vulnerable machines to national CSIRTs 
worldwide. The latter are then meant to send it onwards to sector 
CSIRTs and other stakeholders. 

We examine the notification delivery mechanism by investigat-
ing IP addresses in Shadowserver reports and comparing them to 
IBD-CSIRT ticketing data that captures all outgoing notifications to 
constituents. The IBD-CSIRT generously gave the lead researcher 
access to their ticketing data. These tickets do not include general 
security advisories but, instead, include notifications about vulner-
able and compromised assets that the IBD-CSIRT receives from the 
national CSIRT and responsible disclosures. The lead researcher 
had on-premise access to the data via a VPN connection. We col-
lected a total of 3,065 tickets, created between 17 July 2015 and 16 
September 2024. 

Additionally, the IBD-CSIRT gave the researchers a database with 
’last-updated’ changes to the asset inventories, as registered by the 
constituents. The asset inventory comes in two types. The first type 
(’ICT photo’) describes the constituents’ software infrastructure. 
The second type ("IP ranges and domains") contains the IPs and 
domains of the constituent. 

Furthermore, the research team had access to the full Shad-
owserver reports for the Netherlands from 2018 to 2024. Shad-
owserver reports contain all IP addresses for that country for a 
specific vulnerability. The vulnerability, and hence report, is also 
typically assigned a severity level. The number of reports per sever-
ity per year is depicted in Table 7. Reports from Shadowserver are 
not static, over time, they get merged or discontinued. Since we 
do not consider IPv6 addresses within this study, we marked the 
reports associated with these addresses as “n/a”. 

We received the set of IP addresses (IPv4) for Dutch munici-
palities from the IBD-CSIRT for 2022 and 2024. The list for 2022 
contained 251,851 IP addresses for 278 unique constituents. The list 
for 2024 contained a total of 191,643 IP addresses for 295 unique 
constituents. IP lists are continuously maintained, and these are 
two ad-hoc snapshots that the CSIRT could share. 

We matched IPs in Shadowserver reports with the IPs of munici-
pal IPs for 2018 up to, and including, 2024. For the years 2018-2022, 
we used the 2022 IP list to find matches. For 2023 and 2024, we 
used the 2024 IP list. There is, however, a risk that IPs are outdated 
because IPs can be updated throughout the year. We use the asset-
update database to remove results when the assets may have been 
updated. We checked the organization of a hit against the ’last 
update’ field for IPs in the update database. If a hit occurred before 
or in the last update year for that organization, we removed it from 
the results. With this approach, we tried to mitigate the risk of false 
positives. We go into details of the findings in § 5. 

3.3 Validation Workshop 
To test the generalizability of our findings we organized a 90-minute 
focus-group session for security practitioners of all Dutch sector 
CSIRTs. The session included seven participants from all the Dutch 
sector CSIRTs we previously interviewed ( Table 1). The lead re-
searcher acted as the session moderator, a co-author acted as the 
assistant moderator. Responses were recorded via note-taking by 
the assistant moderator for note-based analysis [47]. Participants 
were asked to indicate their stance on each finding by a show of 
hands: (a) agreement, (b) disagreement, or (c) abstention. Follow-
ing the vote, we invited participants to elaborate on their views 
through open-ended discussion. This approach is a form of mixed 
analysis [59]. 

4 Results: Challenges and Stakeholder 
Experiences with Sector CSIRT Services 

Here we address our first research question (RQ1): What are service-
specific challenges and expectations of stakeholders on the services 
provided by CSIRT practitioners? We asked participants about their 
experiences with sector CSIRT services. We first asked what ser-
vices are provided or used, resulting in a set of services articulated 
by participants, depicted in Table 5. According to practitioners, 
these are the valuable services that sector CSIRT practitioners pro-
vide. 

Next, for each service, we asked, how is it used and what ob-
stacles do you run into in practice? We coded the interviews and 
identified sub-codes for each service. Below, we iterate over the 
articulated services, describe how participants used them, and de-
scribe the challenges participants ran into. 

We interviewed participants from three types of stakeholder 
groups: governance, csirt, and constituent, as seen in Table 2. The 
participant identifiers, e.g., P-G2, P-S5, or P-C3, reflect which stake-
holder group they belong to. The notification participants have the 
N identifier (e.g., P-N1). 

4.1 Incident Response: Clashing Expectations 
All participants indicated that incident response (IR) is the most 
important service a sector CSIRT provides. This is in parallel to 
how governing bodies for local government acted on global efforts 
to boost cybersecurity for these sectors (P-G4). How this service 
functions in practice, and what constituents need, is harder to de-
termine. While this service is deemed important by all participants, 
constituents were somewhat disappointed by the incident response 
capability that the IBD-CSIRT provided, noting that they hoped the 
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Table 5: Sector CSIRT services derived from the interviews 

Name 

Incident Response 

Advisories 

Description 

Detecting and addressing security incidents to limit impact. A CSIRT may support triage, 
provide playbooks, assist with stakeholder management, and advise on communication. 

Non-asset-specific vulnerability information, typically including steps to patch or mitigate 
issues. 

Expert Insights 

Vulnerability Notifications 

Intelligence Sharing 

Outreach and Community 

Guidance on specific security topics, including knowledge products such as templates for 
organizational processes. 

Asset-specific alerts about vulnerabilities or abuse affecting constituent-reported assets. 

Ad-hoc warnings and updates (e.g., new phishing trends), along with tips, experiences, and 
relevant best practices. 

Activities to build relationships, foster trust, present services, and learn about constituent 
challenges. 

sector CSIRT would provide off-the-shelf, ready-to-go solutions to 
manage and (technically) remediate the incident. 

Where some constituents had not yet experienced an incident, 
the image they had was instead informed by a notorious case where 
an organization called the IBD-CSIRT for help during an incident, 
and the IBD-CSIRT responded to clarify that it does not send first 
responders on-site. P-S2 noted that constituents wrongly believed 
that the IBD-CSIRT has digital forensic specialists on standby dur-
ing an incident. This signalled to constituents that the IBD-CSIRT, 
despite being perceived as an incident response party, did not come 
to aid during an incident in the way constituents expected. This 
undermined the credibility of the sector CSIRT as a trusted organi-
zation that assists constituents during an incident. 

These misaligned expectations led to disappointment or an-
gry phone calls within the constituency when help was needed. 
CSIRT participants noted that the reasoning was that municipali-
ties are themselves responsible for their information security, and 
the CSIRT only offers additional help. The incident response ca-
pability, therefore, is not viewed the same by the CSIRT and the 
constituency. Different perceptions of services or issues by differ-
ent groups are not uncommon in the security domain [28, 30], nor 
in other domains such as healthcare [48]. While the specifics of 
earlier work differ, what they share is that by making perceptions 
and assumptions explicit, practitioners are able to overcome the 
challenge of misaligned expectations. 

For example, CSIRT practitioners noted that they did learn from 
the experience, and they nowadays more explicitly communicate 
to their constituents (e.g., on their website, via fact sheets, during 
webinars, etc.) what to expect from them during an incident, i.e., 
triage, playbooks, advice, stakeholder support, and/or coordination 
efforts. This effort seems to better align the expectations, as P-
C1 to P-C10 all described the IR capability in those terms. What 
we see here also highlights the impact expectations can have on 
how defenders seek to coordinate in critical situations– none of the 
constituent participants indicated that they expected the IBD-CSIRT 
to send incident responders, but this had already been informed by 
shared stories ahead of the CSIRT’s clarification efforts. 

The IBD-CSIRT is gradually being considered to instead be more 
of a “trusted broker“ for Digital Forensics and Incident Response 
(DFIR) services. As P-C6 noted, “...I expect them to refer me to a 
forensics company [as] they don’t have the capacity for that”, with 
the Sector CSIRT seemingly then learning where they can play a 
role in the defender community that is within their capabilities 
while being shaped by the needs of constituents. This is in con-
trast to other sector CSIRTs, where P-S5 and P-S8 indicated that 
their sector CSIRT does have the capability to send technical inci-
dent responders on-site to their constituency (due to having more 
advanced technical capabilities). 

P-G1, P-G4, and P-S2 felt that the title “CSIRT“ did not automati-
cally require technical incident response capabilities (despite P-G2 
indicating this). Their views highlight that the resources required to 
meet the specific needs of every constituent would be problematic, 
noting that the capability should be provided efficiently, meaning 
it can also be provided by a sector CSIRT with the help of a DFIR 
provider with which the organization has a contract. 

4.2 Advisories: Contested Value 
Similar to the incident response service, according to P-G4, histori-
cally, advisories were a primary task of a sector CSIRT, and served 
as an important measure to prevent, rather than mitigate, incidents. 
P-G1 and P-G5 noted the importance of this service, and its ac-
knowledgement on a regulatory level: under the NIS2 directive, 
paragraph 3b [12], CSIRTs must disseminate information relevant 
to their constituency about vulnerabilities. According to paragraph 
3a, the national CSIRT must monitor and analyze vulnerabilities. 
The sector CSIRTs, therefore, only need to forward those advisories 
to their constituents. From a governing perspective, P-G1 and P-G5 
suggested that they view the distribution of advisories via CSIRTs 
as an important service to comply with the NIS2 directive. However, 
they also noted, that the legislation for the actual implementation is 
still under development and they are having talks with practitioners 
from governing bodies and CSIRTs to determine the details. 

IBD-CSIRT participants noted that they are very dependent on 
the national CSIRT in providing advisories. They do not spend 
any resources on expanding on that service, such as parsing the 
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advisory or providing new advisories. By contrast, P-S5, P-S6 from 
other sector CSIRTs noted that they developed their own additional 
advisories. These advisories are about software products that are 
popular or specific to their constituency. Unsurprisingly, P-S5 and 
P-S6 highlighted the value of the advisories to their constituency. By 
contrast, P-S2 questioned the value of the advisories of the national 
CSIRT, stating “...we don’t want this service to be a day job on our 
end, nor send too much information to the constituents...we want to 
provide value... it’s a waste of our time if they can’t act on the advisory 
or if they get the information already from elsewhere.” Similarly, P-S8 
stated that much of the information from CSIRT advisories can be 
found elsewhere, and therefore, his sector CSIRT stopped sending 
advisories altogether. 

The contested value of advisories is observed among municipal 
constituents, too. Some constituents perceived the advisories as 
one of the critical services of the sector CSIRT, as it helps them 
learn about potentially vulnerable systems in their network. Other 
constituents mentioned that they get the same information, some-
times sooner, from other sources. Particularly, participants of larger 
municipalities considered this a flaw of the service, or even of the 
sector CSIRT itself. They would rather receive advisories directly 
from the national CSIRT than from the sector CSIRT because they 
would get it faster. 

According to constituent participants, several other factors in-
fluence the perceived value of advisories. First, P-C1, P-C3, and 
P-C6 reported that there is a process in the organization set up 
to directly turn advisories into tickets. These tickets are used for 
reporting and to allocate staff to act on the advisory. P-C6 noted 
“...we use them for our internal processes. When a notification comes 
in, a ticket is created. We can act on those tickets, and I can report 
on them by the end of the month.” While this benefit may seem 
mundane, getting such patching processes in place is challenging 
for many constituents, according to P-C1. 

Second, because the advisory is sent from an authoritative or-
ganization, it helps convince internal stakeholders, even when the 
issues have already been flagged by the internal team. For example, 
P-C2 noted, “sometimes they don’t take our word for it, and then the 
authority of the CSIRT is very useful.” Advisories sent from CSIRTs 
thus carry authoritative value for their constituency. The value of 
institutional authority does not appear to be a Dutch phenomenon, 
as it was also observed in [3], where CERT-SE was widely regarded 
as a trusted source of intelligence. Furthermore, it appears that the 
advisories have a utility beyond the actual contents of the advi-
sory: practitioners acknowledge the advisory as a valuable tool to 
convince internal stakeholders. At the constituency, the advisory 
serves as a common ground between technical practitioners and 
management. A similar dynamic was found in [69], where the au-
thors found that the National Vulnerability Database (NVD) worked 
best as a boundary object for a dialogue between the security team 
and others within the organization. 

4.3 Expert Insights: One-Size-Fits-None 
Participants from governing bodies and the CSIRTs noted that they 
have deep expertise in both security and the constituency. They 
offer this security expertise to their constituency in the form of 
topical briefs, webinars, policy documents, templates and advice, 

threat assessments, and quarterly news updates. Within this do-
main, practitioners often also use the term "knowledge products". 
Contrary to the incident response and advisory services, this ser-
vice is not part of a regulatory framework but grew organically. 
According to P-S2, this service originates from the CSIRT observing 
low levels of security knowledge among constituents, a relatively 
high turnover rate of municipal staff, and municipalities with many 
more responsibilities than resources. P-S3 also noted that the CSIRT 
wanted to grow professionally and in its service offerings, reason 
from the perspective of the needs of its customers. In doing so, they 
ran customer satisfaction surveys to determine what customers 
(i.e., their constituency) needed. A need for these "knowledge prod-
ucts" was one of the findings from those surveys, and therefore got 
allocated more resources by the CSIRT. 

However, CSIRT participants explained that there are operational 
challenges for the sector CSIRT in providing knowledge products 
to its constituency. P-S2 and P-S3 stated that their sector CSIRT 
offers a lot of value to their constituents with “templates” for policy 
and internal processes, such as a standardized supplier agreement 
or the outline of a security process. However, they need to provide 
these templates to many constituents, with many maturity levels. 
This makes it problematic to provide specific, actionable templates 
that anyone can use. The result is that, according to constituents, 
the templates are often generic and impractical. For example, P-C5 
stated, “...the information could be very useful but...it’s almost impos-
sible to provide this ‘golden glove’ for all organizations...”. Producing 
these types of products has another inherent drawback for sector 
CSIRTs, it burdens them with the maintenance of the documents. 
These one-size-fits-all solutions are not uncommon in the security 
world. In [36], the authors found that one-size-fits-all solutions to 
provide more security are not realistic, because it places burdens 
on their users, which leads to great variations among participants’ 
security approaches and implementations. This also has parallels 
to policymakers’ views of consumer advice around the security of 
smart devices [64], in wanting to be seen to provide advice, yet it 
does not match the needs of all the people who need it. 

4.4 Vulnerability Notifications: The Unseen 
Service 

CSIRT participants and constituents mentioned that the sector 
CSIRT sends asset-specific vulnerability and abuse notifications to 
its constituents. P-S2, P-N1, and P-N2 explained how this process 
works. This process, i.e., “notification flow“, is visualized in Figure 3 
and further detailed in section 5. 

Interestingly, constituents rarely mentioned this service during 
the interviews, suggesting that they do not see this as a valuable 
sector CSIRT service, whereas CSIRT participants highlighted it 
as a service to prevent incidents. When the service did come up, 
participants indicated that they "probably signed up" for the service 
but had not received any notifications. Some constituents assumed 
that because they did not receive notifications, things were probably 
okay. 

Constituents may receive vulnerability notifications from other 
sources (e.g., vulnerability scanners), reducing the perceived value 
of CSIRT notifications. Although we did not ask participants di-
rectly about alternatives, some noted that they conduct their own 
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Figure 3: Overview of automated vulnerability notification flow 

vulnerability scanning, which could lessen their reliance on the 
CSIRT. Still, none described the CSIRT’s notifications as redun-
dant. Instead, three constituents (P-C1, P-C2, P-C7) viewed them 
as a useful “second opinion” or as complementary to their external 
attack-surface management. This suggests that, when executed 
well, CSIRT vulnerability notifications retain clear value for con-
stituents. This also suggests that CSIRT notifications have value 
for highly resourced countries, or sectors, e.g., banks, which could 
be explored in future work. 

For most constituents, the service did not really seem to be on 
their radar. Somewhat related, P-S2 noted that there were times 
when the sector CSIRT rarely received notifications from the na-
tional CSIRT, which made them wonder if everything was ok. 

To send notifications, CSIRTs need an up-to-date asset inven-
tory of constituents. We hypothesized that if constituents valued 
the service, they would maintain a recent asset inventory. There-
fore, we asked participants of the IBD-CSIRT for any data about 
constituent asset registrations. They maintained a list of the last 
asset change per constituent in Excel, as described in section 3. We 
found that this data shows that constituents rarely update their IPs 
and domains with the sector CSIRT, depicted in Figure 4. There 

are approximately 350 municipalities, Figure 4 shows that more 
than 100 municipalities last updated their IPs at the sector CSIRT 
in 2014. Another explanation is that constituents lack the resources 
to track all their assets. This is indeed the case—many reported lim-
ited capacity for various security tasks. In [6], it was also observed 
that defensive security efforts were hindered by budget constraints. 
However, all constituent participants maintained an asset inventory, 
even if it was potentially incomplete or inaccurate, which was not 
updated at the CSIRT. 

This data suggests there might be a bootstrapping problem on 
the notification service: if the constituents do not keep their asset 
registrations current, then they might not get the relevant vulnera-
bility and abuse notifications; yet, in the absence of getting relevant 
notifications, they are not incentivized to keep the registration cur-
rent. At the same time, though, it’s also the constituents that have 
the least (technical) knowledge and capacity and may need help. 

Lastly, CSIRT participants explained that vulnerability notifica-
tions can also come in via responsible disclosures, as opposed to 
notifications from the national CSIRT. Several CSIRT participants 
mentioned the value of their responsible disclosure service, pro-
tecting their constituency from the hassle of managing responsible 
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Figure 4: Constituency last-update value for asset registration 
per year. To illustrate, in 2014 more than 100 municipalities 
(out of approximately 350 total) last updated their IP ranges 
at the IBD-CSIRT. 

disclosures themselves. They described the sector CSIRT process 
as follows. The sector CSIRT receives responsible disclosures from 
researchers who think the issue is related to some municipal asset 
– e.g., it relates to a domain name with the name of a municipality. 
The sector CSIRT then verifies the claim and assesses the severity. 
It then sends an actionable report to the constituent. Several CSIRT 
participants noted how much time and energy this service costs the 
sector CSIRT. The cost resides mainly in verifying the vulnerability 
and discussing the severity with the reporter. P-S6 noted that 90% 
of the received vulnerabilities were not taken into consideration 
after verification. 

While CSIRT participants took pride in the handling of respon-
sible disclosures, the service was not mentioned by constituents. 
This underlines that the perceived value of a sector CSIRT service, 
at least partly, depends on the visibility of the service by the con-
stituent – i.e., most constituents have not received a responsible 
disclosure notification in recent years. 

4.5 Intelligence Sharing: Visibility Equals 
Authority 

CSIRT participants explained that advisories focus on vulnerabili-
ties that are not asset-specific. Vulnerability notifications are asset-
specific warnings. Expertise insights are often strategic and tech-
nical organizational products. By contrast, they noted that intelli-
gence sharing revolves around the sector CSIRT sending out ad-hoc 
warnings for an issue (e.g., a new type of phishing attack), tips, 
experiences, best practices, or other relevant information. 

A majority of constituent participants noted that they frequently 
received such intelligence and considered this sector CSIRT service 
very valuable, helping them tune their defenses, share expertise, or 
get help. P-S4 noted that, despite the service being valued, it was 

sometimes hard to get information back from the community. He 
suspected that constituents are afraid that they might do things 
wrong and that their information and ways of working are judged. 
In fact, he stated, the CSIRT lauds any efforts from constituents that 
give back to the community. In [70], it was observed that malware 
analysts also tended not to share information. However, in their 
case, they refrained from sharing because they felt it was only 
one-way or that it did not help others. 

This service is highly visible—constituents frequently receive 
intelligence—which may explain its perceived value. An alternative 
explanation is that utility, rather than visibility, drives value percep-
tion. Indeed, utility is likely to be a factor. However, as discussed 
in subsection 4.4, responsible disclosure handling was considered 
useful by CSIRT practitioners but was not visible to constituents 
and therefore not perceived as valuable. This supports the hypothe-
sis that visibility is also a factor in how constituents value a service. 
According to participants from the CSIRT and governing bodies, 
sharing intelligence has another benefit for the sector CSIRT: the 
sector CSIRT continues to maintain its reputation as an expert or 
authority within its domain or sector. 

4.6 Outreach and Community: Bringing 
Constituents Together 

CSIRT participants stressed the importance of knowing their con-
stituency. They mentioned that they travel across the country to 
attend meetings, join regional initiatives, meet people from con-
stituent organizations, and talk to suppliers. P-S3 and P-S4 noted 
that underpinning these efforts is a desire of the sector CSIRT to 
foster trust with and among constituents, showcase services, and 
learn what issues constituents are dealing with. These efforts are 
part of the ‘constituent expertise’ that participants from governing 
bodies value so highly of sector CSIRTs. 

Constituents considered sector CSIRT outreach and community-
building efforts more practically, focusing on how the sector CSIRT 
has a facilitating role in bringing constituents together who face 
similar challenges. Some constituents stated that regional initiatives 
failed without the sector CSIRT involved, and noted that the sector 
CSIRT should have a facilitating role. P-S4 noted that the sector 
CSIRT would like to personally know all constituents, but that 
simply is not possible with the size of the constituency and their 
geographic distribution over the country. Regional initiatives, like 
a CISO platform where local CISOs get together, help the sector 
CSIRT scale their networking efforts as well as bring constituents 
together. 

Another CSIRT participant highlighted the value of these efforts 
to manage expectations among constituents. With the NIS2 direc-
tive coming into effect, many more organizations will fall under 
a critical sector. These organizations, generally, do not have ex-
perience with cybersecurity legislation and obligations. However, 
those organizations will have obligations. P-S1 noted that “...we 
want to make ourselves as clear as possible and show what services 
we provide...I want that clearly on the website...I want to manage 
those expectations, and clearly communicate what we do. Tell them 
that they are a [responsible] ‘entity’, not a customer.” This illustrates 
the underlying relation between sector CSIRT practitioners and 
constituents: CSIRT practitioners are there to support constituents 
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as best as they can but ultimately, constituents have their own re-
sponsibilities, and they are not CSIRT customers who can demand 
whatever they like. 

5 Results: Evaluating the Vulnerability 
Notification Service 

In subsection 4.4, we found that CSIRTs and constituents did not 
appreciate the vulnerability notification service equally: CSIRTs 
considered it important, in stark contrast to constituents who were 
mostly unaware of it. To understand this dichotomy, we investigate 
how this service functioned in practice. We do so by measuring noti-
fications at each stage of the flow ( Figure 3) to quantify throughput 
and identify obstacles. We cover the period 2015 to 2024. In late 
2024, the system was revamped. Our methods were: (1) a longitu-
dinal empirical analysis to assess whether notifications reached 
IBD-CSIRT constituents and which factors impeded delivery; and 
(2) three follow-up interviews to contextualize findings: two with 
national-CSIRT program leads and one with a sector-CSIRT practi-
tioner operating the service. 

5.1 Measuring Notification Flow 
The dissemination of vulnerability notifications from the sector 
CSIRT to constituents happens via a ticketing system at the IBD-
CSIRT. We assess the functioning of this flow by comparing the 
notifications that constituents should have received to what they 
actually received. 

The methodological details of this analysis are discussed in § 3.2. 
We analyse ticketing data from IBD-CSIRT. The system creates a 
ticket for all vulnerability notifications received from the national 
CSIRT. It then automatically notifies the associated municipality of 
the ticket. We analyzed 2,826 tickets ranging from 17 July 2015 to 
16 September 2024. 

Most vulnerability data received from the national CSIRT came 
from Shadowserver. For our evaluation, we had access to full Shad-
owserver vulnerability reports that the national CSIRT receives, the 
asset inventory list of constituents, and the IBD-CISRT ticketing 
data. This allows us to check if IP addresses that show up in Shad-
owserver reports (data collection point 1) are seen in tickets of the 
IBD-CSIRT to their constituents (data collection point 2 in Figure 3). 

First, we analyzed the vulnerability data from Shadowserver. It 
consists of reports that contain IP addresses that are vulnerable or 
compromised [60]. Table 7 depicts the total number of reports by 
year and severity. The national CSIRT receives all Shadowserver 
reports for the Netherlands. The researchers had access to the same 
Shadowserver data. According to P-N3, the IBD-CSIRT does not 
have access and relies on the national CSIRT. 

Using the IPs in the Shadowserver reports, we determine the set 
of ‘hits’: municipal IP addresses that show up in the Shadowserver 
reports. These hits make up the set of notifications that IBD-CSIRT 
should have received. 

According to the national CSIRT participants P-N1 and P-N2, a 
ticket is created once per day per report type. When a vulnerability 
notification ticket is created, it contains an abuse attachment that 
may contain multiple IPs. This leads to only one ticket per day. 

Therefore, we take tickets per day as the unit of analysis. We ana-
lyzed 2,826 tickets; of these, 378 describe notifications pertaining 
to the Shadowserver data. 

We matched all Shadowserver reports on municipal IPs and 
found hits in 67 unique reports. However, IBD-CSIRT received 
notifications for only 6 different reports. Thus, our first important 
finding is that many Shadowserver reports do not lead at all to 
notifications to the constituents. 

For the six report types that do show up in the tickets, we ob-
serve that there are hits with municipal IPs that do not lead to 
ticket creation. From 2018 to 2024, we observed 378 tickets, i.e., 378 
days where a ticket was made that references one or more hits on 
municipal IPs in the Shadowserver data. In the raw Shadowserver 
data, for the same period, we observed 1,365 days for which Shad-
owserver registered a hit on one or more municipal IPs in the six 
reports. Thus, only 27% of days with Shadowserver hits led to ticket 
creation. Figure 5 depicts the number of days per year that a hit 
was present in the Shadowserver data, but no ticket was created. 
This observation is most salient in 2022, when 353 days with one 
or more hits did not lead to any ticket creation. Figure 5 depicts 
the number of notifications that should have been sent versus the 
number of notifications in the ticketing data. 
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Figure 5: All days with Shadowserver hits on municipal IPs 
vs. the days with Shadowserver hits on municipal hits that 
led to an IBD-CSIRT ticket. 

These findings suggest that the vulnerability notification service 
was not functioning as intended: most vulnerability data is not 
reaching the respective constituents. This may explain why con-
stituents rarely mentioned the service during the interviews: they 
probably never received notifications. Surprisingly, though, this 
mechanism was in place for many years during which the missing 
notifications were not detected. 
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Table 6: Overview of the Value and Challenges for Articulated CSIRT Services 

Service Value Challenges 
Incident Response Assistance during an incident 

CSIRT acts as trusted (DFIR) broker 

Misaligned expectations over service implementa-
tion 

Role of CSIRT during incident unclear 

Lack of resources 
Advisories Incident prevention 

NIS2 compliance 

Advisories facilitate constituent internal processes 

Dependency on national CSIRT 

Advisories not timely 

Custom advisories cost scarce resources 

Constituents cannot always act on advisory 

Advisory information available elsewhere 

Expert Insights Sector-specific expertise available 

Provide and perserve cybersecurity expertise 

Uniform knowledge products not actionable 

Service maintenance costs resources 
Vulnerability Notifica-
tions 

Incident prevention 

Asset-specific notifications 

Dependency on national CSIRT 

Constituents do not update assets 

Service not valued by constituents 

Responsible disclosures efforts not visible and valued 

Intelligence Sharing Sector-specific actionable intelligence 

Establishes CSIRT as an authority 

Intelligence collection from constituency 

Outreach and Commu-
nity 

Foster personal relations between CSIRT, con-
stituency and suppliers 
Develop expertise among constituency 

CSIRTs role in regional initiatives unclear 

Constituency too big and dispersed 

CSIRT can only facilitate 

Table 7: Number of Shadowserver Reports 

Severity 
2018 2019 2020 

Year 

2021 2022 2023 2024 

info 2 2 3 6 9 9 10 
low 5 5 6 4 4 6 6 
medium 12 14 16 19 24 24 23 
high 
critical 

22 
9 

24 
9 

24 
9 

28 
22 

40 
19 

41 
18 

43 
22 

special 
n/a 

0 
4 

0 
4 

0 
2 

1 
11 

4 
24 

1 
36 

0 
35 

total 54 58 60 93 124 135 139 

5.2 Reflections Evaluating the Notification 
Program 

We found that a lot of vulnerability notifications were not reaching 
constituents, contrary to the prescribed notification flow depicted 
in Figure 3. We presented these findings to P-N1 and P-N2 of the 
national CSIRT, who operated the program. We also presented the 
findings to P-N3 of the sector CSIRT. We wanted to confirm we 
correctly understood the notification mechanism and identify the 
root causes for the missing notifications. 

P-N1 and P-N2 talked openly about the challenges in the setup 
and running of the notification service. P-N1 indicated that, con-
trary to other domains, the cyberdomain was new at the time, and 
nothing in terms of regulation or best practices was in place. They 
were tasked to do something new and had to figure out what worked 
along the way. 

For our first finding, that only a fraction of the Shadowserver 
reports were sent, they noted that, depending on the type of or-
ganization to which they send the notifications, the system may 
decide to include more or fewer reports. This system was put in 
place to not overburden recipient organizations like IBD-CSIRT by 
sending too many notifications that they could not act on. N3 was 
not aware of this filtering process, let alone consented to it. 

For our second finding, not all vulnerable IPs led to a ticket, P-N1 
and P-N2 stated that they did not directly have an explanation for 
the numbers. They speculated that their notification tooling used 
e-mail to send the Shadowserver reports to IBD-CSIRT. Perhaps 
some tickets were not created due to delivery failures. They also 
noted that their internal tooling sometimes has issues and may 
temporarily be ofine. It could well be that a “queue” of messages 
could have been deleted. Additionally, they mentioned that their 
internal notification tooling was set up to process hits without 
automatically sending actual notifications, as a safety precaution. 

When discussing the total lack of notifications in 2019, the 
participants speculated that for a certain period, an IBD-CSIRT 
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recipient address to send notifications to may have been miss-
ing or “unchecked” in the tooling. They could verify this check-
ing/unchecking mechanism in the tooling but could not verify 
whether this had taken place. They also noted that one of the six 
Shadowserver reports was only “turned on” in 2023, explaining 
some of the discrepancies. To verify, we removed this report from 
our analysis for the years 2018-2022 and observed that some miss-
ing notifications in 2021 and 2022 indeed decreased. However, many 
missing notifications remain, in those and in other years. 

Finally, P-N1 and P-N2 noted the lack of quality assurance pro-
cesses to test and evaluate their notification pipeline. While they 
voiced a desire for such processes, a lack of resources and more 
pressing priorities prevented their implementation. The absence of 
a feedback loop is therefore problematic. 

The absence of a feedback loop in the critical mechanism of 
vulnerability notifications has been a fundamental problem that 
has been observed across many countries. Earlier studies on such 
mechanisms [9, 32, 65, 71] found that recipients almost never re-
spond to notifications, so it is very difficult for the sender to observe 
if the notifications were correctly delivered, let alone acted upon. 
The lack of a feedback loop has also been observed as a problem 
in government efforts. When CISA evaluated its Ransomware Vul-
nerability Warning Pilot (RVWP), it observed that its personnel 
relies on subsequent internet scans to infer that the vulnerability 
was mitigated, confirming the absence of a feedback loop from the 
notified entity [61]. 

In sum, the practitioners who run a national notification service 
are faced with internal decision-making processes (i.e., filtering 
hits from reports by making assumptions about the recipients), 
source selection and processing (what reports are trustworthy), and 
tooling issues. These are factors that impede notification delivery. 
Practitioners are faced with limited resources and diverging prior-
ities. The lack of feedback caused the missing notifications to go 
undetected for years. Even if the sector CSIRT and its constituents 
have strong bonds, they do not know they are not receiving the 
information meant for them, so they can’t correct the problem. 

6 Results: Strategic Challenges for Sector CSIRT 
Practitioners 

In this section, we address our second research question (RQ2): 
What are the strategic challenges for practitioners of a sector CSIRT 
in providing services? We interview practitioners and determine the 
challenges that transcend specific CSIRT services. 

Two groups of organizational challenges emerged from grouping 
subcodes from the interviews, available in Table 12: (i) governance 
structure and external stakeholders; and (ii) infrastructure and 
capability management. 

6.1 Governance Structure and Stakeholders 
We observe that most sector CSIRTs originated from practitioners’ 
best-effort bottom-up (i.e., unregulated) initiatives with limited re-
sources, providing many services. Additionally, P-G4 noted that the 
sector CSIRTs have a minimal top-down structure and rely heavily 
on personal relations. Consequently, existing sector CSIRTs have 
different governance structures, depicted in Table 1. By contrast, 
the NCA did not originate as a bottom-up organization. 

The sector CSIRTs’ governance structure can be problematic. 
For example, Z-CERT (CSIRT for healthcare), under NIS2, will be 
entitled to government funding. However, because of its legal struc-
ture, a foundation, the organization may not be eligible to receive 
the funding. It may also not recommend certain commercial par-
ties to constituents, which is considered ‘disrupting the market’. 
This highlights the importance of considering the risks and bene-
fits of various governance structures when establishing the sector 
CSIRT because it may limit the specific things a sector CSIRT may 
undertake down the line. 

For certain services, the sector CSIRT is highly dependent on 
other stakeholders, e.g., for advisories described in § 4.2. Con-
stituents depend on those advisories as a mitigation measure to 
manage their attack surface. For some constituents, according to 
P-C5 and P-C6, those advisories are the primary source of vulnera-
bility information. A similar dependency exists between the sector 
CSIRT and the national CSIRT in providing vulnerability notifica-
tions. Finally, constituents rely on commercial parties for the IT 
infrastructure. This creates a situation wherein a constituent may 
receive advisories, but is incapable of acting on them because they 
do not directly control the infrastructure. This process is problem-
atic in practice, as the IT service provider does not always act as 
fast as the organization wants. For example, P-S2 reported that 
organizations sometimes have to wait up to a month before their 
ticket on a patch is resolved. 

Next, we observed trust as an important component during an on-
going incident. Previous academic work also identified the essential 
role of trust among CSIRTs [2, 5, 22, 31, 40, 68], and in industry [45]. 
CSIRT participants noted that if an organization is hit by an at-
tack, the sector CSIRT is supposed to be invited to a triage meeting. 
However, CSIRT participants noted that this does not always hap-
pen for a variety of reasons. For example, an organization may be 
scared because the sector CSIRT acts as an independent party, and 
victim organizations fear that they might be blamed for not having 
security measures in place. 

Closely related, CSIRT participants noted that they want to be a 
trusted partner for their constituents. Liaisons were mentioned as a 
way to build trust. Additionally, sector CSIRTs engage in various 
outreach and community efforts, described in § 4.6. Participants 
from sector CSIRTs fear that they are viewed as an authoritative 
organization that tells constituents what to do. Therefore, CSIRT 
participants note that they take great care to protect trust among 
stakeholders. Yet, constituents did not indicate that they feel the 
sector CSIRT is telling them what to do too much. Instead, some con-
stituents indicated the sector CSIRT may be more authoritative to 
get basic security measures in order at certain lagging constituents. 

Regarding its constituent population, a sector CSIRT faces chal-
lenges in serving many constituents with mixed maturity levels. 
All CSIRT participants acknowledged this, even those with fewer 
constituents, see Table 1. The value of CSIRT services can suffer 
because organizations have varying needs—knowledge, tools, or 
infrastructure. For example, P-C4 and P-C5 noted that the IBD-
CSIRT uses “one-size-fits-all” knowledge products. This approach 
fails both immature organizations, which lack the expertise to use 
them, and mature ones, for whom the products are too basic. P-C8 
observed that the products may work for smaller organizations but 
not for larger ones. Or, as P-C4 stated, “one size fits none”. 
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Finally, P-G1 emphasized that the diversity of constituents is 
where a sector CSIRT adds value: acting as a glue, building trust, and 
facilitating collaboration—a view shared by all CSIRT participants. 

6.2 Infrastructure and Capability Management 
Participants state that infrastructure and asset management is chal-
lenging. Maintaining a complete, up-to-date asset inventory is dif-
ficult. While internal IP ranges are stable and monitored, SaaS 
services frequently change, and inventories rely on departments 
reporting assets. These unreported systems weaken security and 
hinder sector CSIRTs. Without accurate inventories, CSIRTs can-
not deliver or receive vulnerability notifications from the national 
CSIRT. Many services are outsourced or moved to the cloud, and 
constituents rely on external security services. P-S8 warned that 
this reduces organizational control and visibility, making it hard to 
act on alerts. P-G5 noted that during incident triage, debates arise 
over control, outsourcing, and responsibility for security measures. 

Table 8: Overview of CSIRT Strategic Challenges 

CSIRT Strategic Organizational Challenges 

Mandate and legal structure may impact service provision and 
resource allocation 

Limited resources for many services 

CSIRT is dependent on other organizations 

Lack of trust may impede service provision 

Diverse constituency with mixed-maturity levels 

Outsourcing parts of constituent infrastructure makes incident 
triage complex 

7 Results: Findings Validation Workshop 
To more rigorously test the generalizability of our findings and 
further deepen them, we validated findings with practitioners from 
multiple sector CSIRTs via a workshop session. The practitioners 
were all security officers. In light of the time constraints, we selected 
a subset of seven findings of § 4 and § 6, which we paraphrased for 
brevity and easy comprehension. We used the approach detailed 
in subsection 3.3. 

An overview of the results is depicted in Table 9. In many cases, 
some participants voted "abstained" because they felt the agree / 
disagree vote was too simple. Instead, they preferred to elaborate 
on their situation. 
1. Practitioners of sector CSIRTs are dependent on other 
stakeholders for the delivery of services. Two participants 
noted that this finding depends on the specific service, mentioning 
their red-team services as an example where they are not depen-
dent. Sector CSIRT practitioners may thus vary in their level of 
dependency on others depending on the specific service. As a “co-
ordinating“ body [21], however, by its very nature, many services 
(e.g., notifications or advisories) introduce these dependencies. 
2. The diversity of constituents is a big challenge in the de-
velopment and offering of services. Those who agreed raised 

their hands instantly and vocally agreed with this statement. The 
participant who disagreed claimed that his organization simply 
offered several “flavors” of its services, depending on the maturity 
of the constituent. Some of the participants who agreed responded 
that providing such “flavors“of services took additional resources 
that are rarely available. 
3. Trust between stakeholders is essential for practitioners of 
sector CSIRTs to provide services. The participant who disagreed 
argued that practitioners from his organization can always deliver 
services, but without trust, the quality of those services would be 
degraded. However, he did not elaborate on how. 

All participants agreed that trust in the security domain is impor-
tant because much information is shared via personal connections 
for information sharing. Furthermore, sector CSIRT practitioners 
put great value in trust with their constituency, so they are con-
tacted by them when needed, so that the CSIRT can be ’found’ by 
constituents, as noted in sector CSIRT industry guidelines [44]. 

Thus, personal relations are important for unhindered informa-
tion exchange between stakeholders. For those relations, trust is es-
sential, and it acts as a catalyst in providing information-dependent 
services. 
4. Many constituents rarely update their asset list at the sector 
CSIRT which undermines the effectiveness of sector CSIRT 
services. A discussion occurred over what constitutes an asset. 
Some participants considered ’contact details’ assets, and they had 
trouble with outdated details and could not reach constituents. Oth-
ers noted that they invest time in managing those contacts, and 
they did not recognize the problem. A participant who disagreed in-
dicated that their organization controls the network infrastructure 
of its constituents, so IP registrations were not much of a problem. 

If we expand the term ’assets’ to include contact details, then 
asset registration is widely seen by participants as problematic 
because they are not frequently updated. Inaccurate contact infor-
mation in the notification process, which prevents contacting an 
entity, was also observed by [9]. Keeping asset registrations up to 
date was difficult for everyone, except for the sector CSIRT practi-
tioners who operate network infrastructure for its constituents. 
5. Constituents expect technical assistance on location with 
the Incident Response service, but practitioners of the sector 
CSIRT are not equipped to do so. One participant noted that 
they are equipped for IR, but it depends on the magnitude of the in-
cident. Another participant mentioned that their documentation on 
how much support constituents could expect from the sector CSIRT 
during an incident was the biggest source of confusion among 
constituents [43]. The discussion focused on constituent incident 
response expectations of the CSIRT. This was largely seen as prob-
lematic because the practitioners could not deliver the expected 
support. 
6. Practitioners of sector CSIRTs had concerns about not re-
ceiving all vulnerability notifications of the national CSIRT. 
Two participants noted that their organization had their own Shad-
owserver feed and do not rely on the national CSIRT for vulnera-
bility data. Another participant noted that his sector CSIRT, up to 
now, has had no reason to doubt that they are not receiving all vul-
nerability notifications. This finding seemed specific to IBD-CSIRT 
practitioners, as only they observed anomalies in their ticketing 
data in 2019. However, without some kind of feedback mechanism, 
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Table 9: Validation Workshop Voting Results per Finding 

Finding Section 

Practitioners of sector CSIRTs are dependent on other stakeholders for the delivery of 6.2 
services. 

The diversity of constituents is a big challenge in the development and offering of 6.2 
services. 

Trust between stakeholders is essential for practitioners of sector CSIRTs to provide 6.2 
services. 

Many constituents rarely update their asset list at the sector CSIRT which undermines 6.3 
the effectiveness of sector CSIRT services. 

Constituents expect technical assistance on location with the Incident Response service, 4.1 
but practitioners of the sector CSIRT are not equipped to do so. 

Practitioners of sector CSIRTs had concerns about not receiving all vulnerability notifi- 4.4 
cations of the national CSIRT. 

Services are often shallow because scarce resources are distributed among many ser- 6.2 
vices. 

Agree 

4 

5 

3 

2 

3 

1 

5 

Disagree 

0 

1 

1 

2 

1 

2 

0 

Abstained 

3 

1 

3 

3 

3 

4 

2 

it is very difficult for practitioners to actually know that they are 
not receiving all notifications, unless there are glaring anomalies. 
7. Services are often shallow because scarce resources are 
distributed among many services. Participants vocally agreed 
to recognizing this finding. The two participants who abstained 
may also have nodded agreement, but the researchers are not sure. 
Nonetheless, this issue was widely agreed upon. 

8 Discussion 
In this study, we try to lift the veil on how the professionals in and 
around sector CSIRTs experienced their functioning. For our first re-
search question, we analyzed the experiences and challenges tied to 
six specific services that sector CSIRTs provide. The results are sum-
marized in Table 6. For our second research question, we identified 
strategic challenges that transcended the specific services, summa-
rized in Table 8. Here, we want to make sense of the underlying 
dynamics that shape these experiences and challenges. We organize 
these dynamics around three concepts: resources, legitimacy, and 
dependency. 

First, we found misaligned expectations and challenges in pro-
viding the services that are associated with the label ‘CSIRT.’ Sector 
CSIRTs are small, much smaller than a ‘normal’ CSIRT, because 
they were formed bottom-up and are funded primarily by organi-
zations in the sector pooling some resources. This puts persistent 
constraints on their capabilities. While they provide various ser-
vices, many of them are rather shallow in their implementation. 
The clearest example is that constituents expected “boots on the 
ground” during incident response. The sector CSIRT was not able 
to provide this. 

A seemingly straightforward strategy to better align the expecta-
tions with the available resources would be to make it more explicit 
to constituents what the sector CSIRT can and cannot do. To some 
extent, this is what happened for the “boots on the ground” issue. 
Over time, constituents learned not to expect this from their sector 

CSIRT. Such a strategy, however, would overlook the other dynam-
ics at work, which help to understand why the misalignments not 
only arise, but are sustained over time. 

A second dynamic is the sector CSIRT’s pursuit of legitimacy. 
Telling their constituents to expect less also makes the sector CSIRT 
less relevant. So the professionals operate in a tension: promise too 
much and risk disappointment, versus promise too little and risk 
being irrelevant. This tension makes an easy alignment of expecta-
tions with capabilities difficult. There will always be pressure to do 
more for their constituents, stretching the limited resources. 

Yet, it is not all about servicing the constituents. As one sector 
CSIRT professional phrased it: “I want to manage those expecta-
tions, and clearly communicate what we do. Tell them that they are 
a [responsible] ‘entity’, not a customer.” If the constituents are not 
customers, then what are they? The term ‘entities’ is a nod to the 
regulatory frameworks, most notably NIS2, which applies to ‘essen-
tial’ and ‘important entities.’ To call the constituents responsible 
entities is to say that it is their responsibility to meet certain secu-
rity requirements. The sector CSIRT is meant to support them in 
bringing about this outcome. In other words, it is not just about 
meeting the needs of the constituents, but also about getting them 
to change their practices; paternalistically nudging them in the 
‘right’ direction. 

This is the reason why governments in many countries have 
encouraged setting up sector CSIRTs. In the EU, under NIS2, this 
is now even mandated. The organizations are seen as instruments 
to improve security in the sector. And yet, when we consider this 
as a community of practitioners, it aligns with commentary on 
community-owned interventions [7], that community-level trans-
formation would fare better if the people within that community 
can own the change themselves, rather than have it forced upon 
them by outside experts. The sector CSIRT must understand them, 
show them, and act alongside them. 

This dual mandate – helping constituents while also getting 
them to change their behavior – means that the legitimacy of the 
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sector CSIRT comes from the top as much as from the bottom. It 
helps us understand why the sector CSIRT sees the vulnerability 
notification service as very important, yet it was barely mentioned 
by the constituents as something they expect from the sector CSIRT. 
This service is not driven by demand from the constituents, but by 
demand from the government. So the sector CSIRT professionals 
are managing two legitimacy relationships at the same time. This is 
also why misalignments are not easy to resolve, because alignment 
with one side might cause misalignment with the other. As noted 
by Kocksch et al. [29] in the discussion of care in IT security, “IT 
security, as an organizational achievement, relies on an intricate 
entanglement of care and organizational authority”; we get the 
sense that the sector CSIRT cannot walk away from their remit, 
this being that constituents must be protected. 

Finally, we observed dynamics around dependencies. The mal-
functioning vulnerability notification service clearly shows a de-
pendency on the national CSIRT. It did not forward the relevant 
notifications to the sector CSIRT, which in turn sent fewer noti-
fications to constituents. This contributed to the latter not really 
seeing the value of the service. It also eroded the incentives for 
the constituents to update the asset registrations that they have 
submitted to the sector CSIRT. 

These dependencies interact to create a bootstrapping problem: 
without relevant vulnerability notifications, the constituents are 
less likely to correctly register their assets, and the absence of up-
to-date asset registration makes it less likely that they will get 
relevant vulnerability notifications. The more general version of 
this bootstrapping problem is: the sector CSIRT can provide value 
for the constituents if the constituents invest time and effort into 
working with it, yet as long as they do not see the value, they are 
unlikely to make those investments. 

This assumes that constituents actually know their assets to be-
gin with. Our participants noted that constituents’ users may spin 
up assets without telling anyone. In examining UNICEF logistics, 
Jack & Jackson [26] refer to the reality of ‘messy infrastructures’ 
rather than something neater. To force neatness into asset manage-
ment would be to force a change to the way whole organizations 
operate, undoing their naturally messy nature. 

In the end, the sector CSIRTs can only offer different types of car-
rots, they lack any kind of stick. Within the EU, the NIS2 legislation 
might help overcome the bootstrapping problem as it requires con-
stituents to take certain actions – e.g., by reporting incidents to the 
sector CSIRTs. It remains to be seen if these obligations are enough, 
as some constituents simply lack the knowledge or resources to 
engage more fully, or to impose their own mandate upon the rest 
of their organization. 
Recommendations. Our recommendations are organized around 
the concepts of resources, legitimacy, and dependency. 

• Focus on least-capable. CSIRTs have limited resources, yet 
face a diverse constituency in terms of maturity. Given that 
their goal is to augment the capabilities of the constituents, 
it makes sense to spend the limited resources on the least-
capable, rather than trying to support everyone. Such an 
approach leads to “one-size-fits-none” solutions. At the same 

time, realistic baselines should be established for those con-
stituents to avoid raising expectations that the sector CSIRT 
cannot live up to. 

• Include challenges in guidelines. Second, we recommend to 
extend industry guidelines by flagging the issues that our 
empirical data has surfaced around resources, legitimacy 
and dependencies, which might help new CSIRTs to better 
diagnose the issues they are facing. The current support is 
very sparse and limited to a single SEI report about how 
to set up a sector CSIRT, not how to operate one [44]. The 
FIRST framework has yet to release guidelines specifically 
for sector CSIRTS [20]. The SEI report anticipates challenges 
and suggests that sector CSIRTs should focus on offering a 
small set of services and doing those well. We found that, 
in reality, due to legitimacy tensions, CSIRTs might over-
expand their provided services, undermining the trust of 
constituents. Such lessons learned may help other organi-
zations to navigate difficult issues, rather than having to 
reinvent the wheel. 

• Build feedback loops. We found that practitioners could not 
easily detect the missing vulnerability notifications: there 
was no feedback mechanism. In our case, this allowed a mal-
functioning pipeline from the national CSIRT to the sector 
CSIRT to persist for years. The absence of a feedback loop 
has also been observed in notification research [9, 32, 65, 71]. 
This work found that the final recipients often do not act 
on vulnerability notifications. Both problems undermine the 
effectiveness of this important sector CSIRT service. 
This lack of a feedback loop likely applies to numerous other 
provided services. By introducing a feedback mechanism, 
stakeholders will a) know that services are operating cor-
rectly (e.g., all vulnerability notifications are arriving), and 
b) know if the service is either useful or being acted on (e.g., 
CSIRT will know if constituents are doing something with 
advisories and vulnerability notifications). 

• Mix top-down with bottom-up incentives. Fourth, CSIRTs face 
a bootstrapping problem. This issue can be addressed via a 
mix of top-down and bottom-up incentives. One top-down 
incentive is to make updated asset registrations a stronger 
norm. The Dutch national CSIRT is working towards a con-
stituent registration platform for all sector CSIRTs and con-
stituents [42]. This national platform is inspired by NIS2 and 
will replace the ad-hoc efforts of single-sector CSIRTs, which, 
at least for IBD-CSIRT, were not very successful. A stronger 
incentive is the option to impose regulatory requirements on 
constituents to engage with the sector and national CSIRT, 
as is the case under NIS2, where constituents are required to 
report incidents. Bottom-up, as a community of practition-
ers, sector CSIRTs may continue to invest time in helping 
constituents develop their capabilities that will allow them 
to see the value of the services and encourage them to invest 
in engaging more with the sector CSIRT. 

Limitations. Our research design faces several limitations, most 
notably regarding external and internal validity. First, our main 
focus was on one sector CSIRT in one country, with its constituency 
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and governance bodies. Generalizability to other sectors in the coun-
try is supported by our cross-sector validation workshop, where 
practitioners from other domains reported similar dependencies, 
asset-inventory pain points, and expectation gaps. 

We did not research sector CSIRTs in other countries. While 
this limits the generalizability of our findings, we would argue that 
the findings have wider relevance. Institutional contexts for sector 
CSIRTs differ across countries, yet there are strong similarities. The 
sector CSIRT model is literally a model, one that has been copied 
worldwide – first under the name sector CERT (Computer Emer-
gency Response Team), but after the name CERT was trademarked, 
the label sector CSIRT was adopted. The U.S. Department of State 
commissioned a report by SEI to support this dissemination by 
developing a general framework for the founding of new sector 
CSIRTs [44]. Within FIRST, there is a vibrant community that sup-
ports setting up new instances of the model in different countries 
and sectors. Of course, all implementations will be adapted to lo-
cal conditions, but we would argue that the triad we surfaced —-
resources, legitimacy, and dependencies —- offers a transferable 
analytic frame that supports the work of sector CSIRT professionals 
elsewhere. 

In terms of internal validity, our sample size was limited. We were 
able, however, to recruit representatives of all selected stakeholders. 
including all sector CSIRTs except one. Our participants only reflect 
a part of the perspectives within their respective organizations. 
We addressed this limitation by recruiting several people from an 
organization whenever possible. In the first phase, we interviewed 
three IBD-CSIRT practitioners. While a small number, it reflects 
the team’s limited size: only five practitioners handle incidents and 
interact directly with constituents, with the remainder in support 
or administrative roles. Thus, our sample covers a substantial share 
of the relevant professionals. Furthermore, given the challenge of 
recruiting participants, limited resources, and the saturation of 
themes, we believe the sample size to be adequate to support our 
findings. 
Future work. We presented exploratory work on practitioner chal-
lenges in operating a sector CSIRT. We propose several areas for 
future work. First, this study could be replicated in other countries 
or sectors to corroborate our findings or determine factors that 
affect our observed challenges. Second, we investigated the vulner-
ability notification service in detail. Yet, for the other services, an 
in-depth study remains. Third, for the small set of Shadowserver 
reports that were used to send notifications, the program did im-
prove in 2024. Consequently, this may impact service perceptions 
by constituents, which may be analyzed further. 
Conclusions. We investigated challenges of practitioners at sec-
tor CSIRTs by asking what stakeholders expected. In doing so, we 
identified challenges practitioners face in providing services. Sec-
tor CSIRT practitioners need to deal with a diverse constituent 
population, trust issues, and organizational dependencies. For the 
vulnerability notification service, this dependency turned out to 
be problematic, as not all notifications arrived at constituents. We 
highlighted factors that undermine the national notification mech-
anism. While regulatory frameworks increasingly rely on sector 
CSIRTs, there is a need to better understand these organizations as 
institutional structures to mitigate cyber threats. 
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Interview Protocol 
The interview protocol in Table 10 followed a general structure 
across all interviews. Note that we asked participants to articulate 
a list of CSIRT services. The section “Experiences per Service X“, 
was repeated for each articulated service. 

Minor variations in which questions were asked were intro-
duced depending on the stakeholder group: governance, CSIRT 
staff, and constituents. It also presents the generic protocol and 
indicates which stakeholder groups received each question. A value 
of "Yes" means the question was asked of that group. "No" means 

the question was not asked. Some questions were slightly rephrased 
depending on the stakeholder group. 

The interview protocol for other sector CSIRT practitioners, 
depicted in Table 11, is almost identical, except for the organization 
name reference. 
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Table 10: Interview protocol with stakeholder-specific variations 

Section Question Const. CSIRT Gov. 

Introduction Can you tell me about yourself and your role? ✓ ✓ ✓

What does a typical day look like? ✓ ✓ ✓

Expectations of IBD In what capacity are you dealing with the IBD? ✓ ✗ ✓

How would you describe that interaction? ✓ ✗ ✓

What are your/the expectations of the services provided ✓ ✓ ✓

by the IBD? 
What services are you using/providing, and has that ✓ ✓ ✓

changed over time? 
Experiences per Service X For service X, how is it used? ✓ ✓ ✗

For service X, what challenges are you facing? ✓ ✓ ✓

For service X, has that changed over time? ✓ ✓ ✗

Missing Services What services are you missing? ✓ ✗ ✗

Outro What didn’t we ask that we should have asked? ✓ ✓ ✓

"Gov." = governance stakeholders; "Const." = constituents; "CSIRT" = IBD staff. 

Table 11: Interview protocol for practitioners at other sector CSIRTs 

Section Question 

Introduction Can you tell me about yourself and your role? 
What does a typical day look like? 

Expectations of {ORG} What do you think are the expectations of the services provided by {ORG}? 

What services are you providing, and has that changed over time? 
Experiences per Service X For service X, how is it used? 

For service X, what challenges are you facing? 
For service X, has that changed over time? 

Outro What didn’t we ask that we should have asked? 
{ORG} denotes the specific CSIRT organization, depending on interviewee context. 
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Table 12: Full Codebook (Services — Incident Response and Advisories) 

Group Theme Subcode Description 

Incidents Participants explaining incidents they did or did not encounter and the value of the CSIRT 
during 

Incident Boots-on-the-ground Participants explaining their expectations of the CSIRT during an incident 
Response 

Responsibilities Participants explaining who does what during an incident 

Services Communication Participants explaining how they communicate about this service 

Technical Capabilities and Participants explaining the expected and actual available technical capabilities and re-
Resources sources to handle incidents 

Incident Reporting and Participants explaining if and how they report incidents to the CSIRT, and the regulatory 
Regulation context (NIS2 and BIO) for these processes 

Acting on Advisories Participants describing the value of advisories and how they are acted upon 

Software Inventory and Re- Participants explaining how the inventories of their software are managed and reported 
Advisories porting to the CSIRT. 

Timeliness Participants describing the timeliness of advisories 

Frequency Participants describing how often they receive advisories 

False Positives Participants describing the problem of false positives in whether or not they are running 
vulnerable software 

Internal Decision-making Participants describing the role of advisories in internal decision-making processes 

Table 13: Full Codebook (Services — Expert Insights and Vulnerability Notifications) 

Group Theme Subcode Description 

Operationalization Issues Participants describing their difficulties in providing and maintaining templates of knowl-

Expert 
Insights Recipient Diversity 

edge products 

Participants describing the difficulties of tailoring the level of detail of products for mixed 
maturity levels of constituents 

Services Quality Participants describing the value and quality of the service 

Legal Issues Participants explaining legal issues in offering templates for certain processes 

Implementation Issues Participants describing the difficulties in implementing the templates into actual processes 
within their organization 

Asset Inventory Participants describing the state of their current asset inventory 

Vulnerability Reporting Assets Participants explaining the reporting process of their asset inventory to the CSIRT 
Notifications Frequency Participants describing the value and frequency of vulnerability notifications 

Process Participants describing their process to collect and update their asset inventory 

Responsible Disclosures Participants describing the value, difficulties, and process of handling incoming responsi-
ble disclosures 
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Table 14: Full Codebook (Services — Intelligence Sharing and Outreach) 

Group Theme Subcode Description 

Services 

Intelligence 
Sharing 

Types 

Frequency 

Visibility 

Participants describing the value of different kinds of intelligence 

Participants describing that they often received shared intelligence 

Participants describing that intelligence puts the CSIRT on their radar as a supportive 
organization 

Reputation Participants describing the reputation of the CSIRT or fearing their own reputation in 
sharing back 

Outreach and 
Community 

Knowing Constituents 

Building Trust 

Participants describing the value of personal relations and the importance of knowing 
the constituency and the CSIRT staff 

Participants describing the role of this service to increase trust with the CSIRT and among 
constituents 

Community Facilitation Participants describing efforts and initiatives to bring constituents together 

Table 15: Full Codebook (Practitioner Organizational Challenges) 

Group Theme Subcode Description 

Mandate and structure Practitioners describing the CSIRT mandate and/or their organizational structure 
Governance structure Practitioner and stakeholders Organizational 

Organizational dependen-
cies 

Practitioners describing their interactions and/or dependencies on other organizations in 
providing their services 

Challenges Trust Participants describing the value and necessity of trust to share information 

Constituent population Participants describing their constituent population 

Infrastructure and Infrastructure and asset Participants describing their infrastructure and related (management) processes. 
capability management management 

Internal and external secu- Participants describing their security services and related processes 
rity services 


