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SUMMARY

Deep neural networks (DNNs) have become central to a wide range of modern applica-
tions, including systems used in security- and safety-critical settings. As these models
are increasingly deployed in practice, they have also become attractive targets for adver-
saries. Among the most concerning threats are backdoor attacks, in which an attacker
implants a hidden malicious functionality into a model. This functionality is activated
only when a specific trigger is present in the input, while the model otherwise behaves
as expected. Backdoors can be introduced through data poisoning, model poisoning, or
code poisoning, making them a particularly versatile and dangerous class of attacks with
potentially serious consequences in domains such as autonomous driving and biometric
access control.

This thesis studies backdoor attacks in deep learning from two complementary per-
spectives: attack generalization across data modalities, and the strengths and limitations
of existing defenses. First, we investigate the feasibility of backdoor attacks in speech-
based systems, focusing on tasks such as keyword spotting and speaker identification.
We design and evaluate several trigger mechanisms, including ultrasonic triggers, triggers
based on electric-guitar effects, and emotion-based triggers. Our results show that back-
doors can be effectively embedded in speech models using diverse and modality-aware
trigger designs, achieving high attack success rates across the evaluated settings.

Second, the thesis examines backdoor attacks in domains beyond computer vision,
which has traditionally dominated the literature. In particular, we study graph neural
networks, tabular learning, and text classification. These modalities impose constraints
that differ substantially from those in computer vision and therefore require tailored
trigger designs and attack strategies. Nevertheless, our findings show that such constraints
do not, by themselves, provide protection against backdoor attacks. With appropriate
adaptations, attackers can successfully implant backdoors across all of these settings,
demonstrating that the threat is broader and more general than previously assumed.

Third, the thesis explores the backdoor problem in greater depth by studying both
attack stealthiness and defensive robustness. We identify a limitation in trigger-inversion-
based defenses and propose an improvement that leverages adversarial neuron noise
to reconstruct backdoor triggers more robustly. We further argue that a comprehensive
notion of backdoor stealthiness should account simultaneously for input space, feature
space, and parameter space. Based on this insight, we develop an attack that remains
stealthy across all three spaces and show that it consistently outperforms baseline attacks
against a wide range of countermeasures. Finally, we present a systematic study of
backdoor defenses and highlight key methodological shortcomings in current evaluation
practices, arguing for more rigorous and standardized assessment in the field.

Taken together, the contributions of this thesis show that backdoor attacks are a
flexible and pervasive threat that extends across applications, modalities, and model
families. At the same time, they show that meaningful progress on defenses requires not
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only stronger mitigation techniques, but also more systematic evaluation methodologies.
By broadening the empirical understanding of backdoor attacks and critically examining
current defense practices, this thesis aims to support the development of more secure
machine learning systems and to inform future best practices and standardization efforts
in trustworthy AI.



SAMENVATTING

Deep Neural Networks (DNNs) zijn centraal komen te staan in een breed scala aan
moderne toepassingen, waaronder systemen die worden ingezet in beveiligings- en vei-
ligheidskritische contexten. Naarmate deze modellen steeds vaker in de praktijk worden
toegepast, zijn zij ook aantrekkelijker geworden als doelwit voor aanvallers. Een van de
meest zorgwekkende bedreigingen zijn backdoor-aanvallen, waarbij een aanvaller een
verborgen kwaadaardige functionaliteit in een model inbrengt. Deze functionaliteit wordt
alleen geactiveerd wanneer een specifieke trigger in de input aanwezig is, terwijl het
model zich verder gedraagt zoals verwach. Backdoors kunnen worden geïntroduceerd via
datapoisoining, model poisoning of code poisoning, wat ze tot een bijzonder veelzijdige
en gevaarlijke klasse van aanvallen maakt, met potentieel ernstige gevolgen in domeinen
zoals autonoom rijden en biometrische toegangscontrole.

Dit proefschrift bestudeert backdoor-aanvallen in deep learning vanuit twee com-
plementaire perspectieven: de generaliseerbaarheid van aanvallen over verschillende
datamodaliteiten heen, en de sterke en zwakke punten van bestaande verdedigingsme-
chanismen. Ten eerste onderzoeken we de toepasbaarheid van backdoor-aanvallen in
spraakgebaseerde systemen, met een focus op taken zoals keyword spotting en speaker
identification. We ontwerpen en evalueren verschillende triggermechanismen, waaronder
ultrasone triggers, triggers gebaseerd op elektrische-gitaareffecten en emotiegebaseerde
triggers. Onze resultaten laten zien dat backdoors effectief kunnen worden ingebed
in spraakmodellen met behulp van diverse en modaliteitsspecifieke triggerontwerpen,
waarbij in de geëvalueerde instellingen hoge aanvalssuccespercentages worden behaald.

Ten tweede onderzoekt dit proefschrift backdoor-aanvallen buiten het domein van
computervisie, dat traditioneel de literatuur heeft gedomineerd. In het bijzonder bestu-
deren we graph neural networks, tabulair leren en tekstclassificatie. Deze modaliteiten
brengen beperkingen met zich mee die aanzienlijk verschillen van die in computervisie en
vereisen daarom op maat gemaakte triggerontwerpen en aanvalsstrategieën. Desondanks
laten onze bevindingen zien dat dergelijke beperkingen op zichzelf geen bescherming
bieden tegen backdoor-aanvallen. Met geschikte aanpassingen kunnen aanvallers met
succes backdoors in al deze instellingen inbrengen, wat aantoont dat de dreiging breder
en algemener is dan eerder werd aangenomen.

Ten derde onderzoekt dit proefschrift het backdoor-probleem verder in de diepte door
zowel stealthiness van aanvallen als de robuustheid van verdedigingsmechanismen te
bestuderen. We identificeren een beperking van trigger-inversion-gebaseerde verdedi-
gingsmethoden en stellen een verbetering voor die gebruikmaakt van adversarial neuron
noise om backdoor-triggers robuuster te reconstrueren. Verder beargumenteren we dat
een omvattende notie van de stealthiness van een backdoor-aanval gelijktijdig rekening
moet houden met de inputruimte, de featureruimte en de parameterruimte. Op basis van
dit inzicht ontwikkelen we een aanval die stealthy blijft in al deze drie ruimtes en tonen
we aan dat deze aanval consequent beter presteert dan baseline-aanvallen tegen een
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breed scala aan tegenmaatregelen. Tot slot presenteren we een systematische studie van
backdoor-verdedigingsmechanismen en belichten we belangrijke methodologische te-
kortkomingen in de huidige evaluatiepraktijken, waarbij we pleiten voor een rigoureuzere
en meer gestandaardiseerde beoordeling binnen het vakgebied.

Alles bij elkaar genomen laten de bijdragen van dit proefschrift zien dat backdoor-
aanvallen een flexibele en wijdverspreide dreiging vormen die zich uitstrekt over toepas-
singen, modaliteiten en modelfamilies. Tegelijkertijd tonen zij aan dat betekenisvolle
vooruitgang op het gebied van verdediging niet alleen sterkere mitigatietechnieken ver-
eist, maar ook systematischere evaluatiemethodologieën. Door het empirische begrip
van backdoor-aanvallen te verbreden en huidige verdedigingspraktijken kritisch te onder-
zoeken, beoogt dit proefschrift bij te dragen aan de ontwikkeling van veiligere machine-
learning-systemen en aan toekomstige best practices en standaardisatie-inspanningen
binnen betrouwbare AI.
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1
INTRODUCTION

This chapter provides an introduction and motivation for this work.

1.1. HISTORICAL CONTEXT
Artificial intelligence (AI) as a field was introduced in the summer of 1956 at the Dart-
mouth Workshop, where McCarthy, Minsky, Rochester, and Shannon proposed that “every
aspect of learning or any other feature of intelligence can in principle be so precisely
described that a machine can be made to simulate it” [54]. The following years brought
enthusiasm and success, especially in simple applications. For example, researchers at
IBM created the first automated Geometry Theorem Prover, which solved problems that
were challenging even for bright high-school students [28]. However, as these new sys-
tems could not scale to more realistic scenarios and succeeded only through syntactical
manipulations [61], AI research went into a phase of less interest and funding known
as AI winter. A notable example of this situation is the infamous report produced by
the Automatic Language Processing Advisory Committee (ALPAC), a US government-
sponsored committee formed to investigate the slow progress on machine translation.
This committee concluded in 1966 that machine translation was less accurate and twice
as expensive as human translation [39]. Such outcomes cut the funding for AI research
and interest in such applications significantly.

Momentum returned in the 1980s with the renaissance of connectionism [55, 24]
and the (re)discovery and popularization of backpropagation as an effective learning
algorithm for multilayer networks [60]. Connectionism assumed that information was
processed in parallel by simple, interconnected units, creating parallel distributed models
suitable for describing intelligence. This theory was appealing as it was close to the
model that we have for the human brain [55]. Feldman et al. described basic building
blocks, such as the “neuron-like computing units” that can be used in connectionist
models for simple tasks [24]. The backpropagation algorithm, and more specifically
reverse-mode of automatic differentiation, traces back to a 1970 master’s thesis [51]. The
first preliminary discussion of applying backpropagation to train neural networks was
performed in 1974 [62]. However, only in 1986 was this method described as a way to
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train neural networks and verified experimentally through simple examples [60]. Soon
after, more complex applications that trained neural networks with backpropagation have
emerged, like handwritten zip-code [43] and hand-written digit recognition [45]. While
the convolutional neural network (CNN) was first introduced in 1979 by Fukushima [26],
LeCun used CNNs in his papers, making them popular for computer vision tasks. In the
coming years, more layers were added to the proposed networks [46], paving the way for
modern deep learning applications.

However, such methods and structures, when combined with the backpropagation
algorithm, could not scale efficiently on contemporary hardware and could not signifi-
cantly improve without the creation of larger datasets. As a result, Imagenet was created
to enable training models with generalizable performance across a wide variety of com-
puter vision tasks and target classes [21]. While many works trained neural networks in
the 1990s exploiting contemporary hardware, the field saw a major breakthrough only
after cheap multi-processor GPUs were introduced in the market [62]. Such hardware
was made to perform matrix operations efficiently, as computer graphics are dictated by
them, and as a side effect, it was a perfect candidate for training neural networks that
involve matrix operations too. Ciresan et al. demonstrated one of the first GPU-based
implementations of CNN training using CUDA and NVIDIA GPUs, which was computa-
tionally prohibitive for contemporary CPUs [17]. The same team created DanNet [16],
which showed the tremendous potential of CNNs in computer vision tasks after winning
multiple computer vision competitions. In this work, the authors mentioned that NVIDIA
GPUs could train models up to two orders of magnitude faster than current CPUs. These
developments led to AlexNet [42], a turning point in deep learning, as it was the first CNN
that won the ImageNet competition in 2012 and made neural networks prevalent in AI
research. Its original CUDA code has been released as open-source by computer history.1

Since then, deep learning and neural networks have been extensively studied by
researchers and industry, yielding a substantial body of insights and improvements.
Frameworks like PyTorch and TensorFlow, which wrapped CUDA implementations of
popular deep learning constructs in Python, significantly lowered the barriers to deep
learning and made it accessible to a wide audience. As a result, deep learning’s utility
increased as training data volume and model size increased [30]. Various techniques,
such as dropout and data augmentation, have led to human-like performance in com-
puter vision models [44]. Additionally, AlphaFold [41] is a neural network that can predict
protein structures across various cases with experimental accuracy and was a major factor
in Demis Hassabis and John Jumper receiving half of the Nobel Prize in Chemistry in 2024.
Nowadays, various critical applications use deep learning models for computer vision,
such as autonomous mobile robots and vehicles [44], healthcare applications, including
medical imaging [22] and diagnostics [22], and RNA sequencing [57]. Speech recognition
is also an area with widespread adoption of AI and deep learning. Applications like Ama-
zon Alexa, Google Assistant, or Apple Siri are using deep learning models to authenticate
users and understand spoken commands. After the introduction of transformers [73],
there has been an explosion of interest regarding language models, which led to the
introduction of the GPT models. GPT models are the backbone of ChatGPT [58], the
famous OpenAI chatbot. ChatGPT and other chatbots introduced after it like Gemini [70],

1https://github.com/computerhistory/AlexNet-Source-Code
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Claude [4], or DeepSeek [20] are the first AI applications that were massively embraced
and used by people all over the world.

1.2. ADVERSARIAL ML
Security is a weakest link problem, as attackers typically exploit the most vulnerable com-
ponent of a system [66]. For machine-learning components, this challenge is amplified
by the difficulty of providing strong guarantees: many formal verification problems for
neural networks, including ReLU networks, are NP-complete in general [13], complicat-
ing secure deployment in commercial settings. The idea of adversarial manipulation
of machine learning models predates modern deep learning. As early as 2004, Dalvi
et al. pointed out that in ML applications such as spam filters or malware classifiers,
an adversary can manipulate the model’s data and fool the classifier [19]. Lowd et al.
extended this work by using a stricter threat model that does not assume full knowledge
of the classifier by the adversary [52]. They instead propose a reverse-engineering tech-
nique to retrieve information about the targeted linear classifier. Additionally, in 2006,
Barreno et al. investigated ML systems from a security standpoint and provided one of
the first taxonomies and threat models against machine learning systems [5]. In this
work, the authors discussed targeted and untargeted attacks, causative (attacks that alter
the training algorithm) and exploratory attacks (attacks that do not alter the training
process), and integrity (attacks that cause misclassifications of only a few samples) and
availability attacks (attacks that cause too many misclassifications, rendering the models
unusable). This categorization could still be considered relevant. Evasion attacks [8],
that modify a model’s input to cause a misclassification, are exploratory attacks. On
the other hand, poisoning attacks [6], that modify the training data to cause targeted or
untargeted misclassifications, are causative attacks. More recently, though, we usually
call these two categories training-time or test-time attacks. Since these publications,
there are numerous works that investigated adversarial machine learning, working both
on evasion and poisoning attacks [7]. However, considerable attention to adversarial
machine learning was brought in 2013 when Szegedy et al. introduced the “adversarial
examples” which are inputs that are optimized to maximize the model’s classification
error under a norm constraint [69].

In the following years, many attacks against deep learning have been introduced,
which fall into one of the following six categories: 1) evasion attacks, 2) poisoning at-
tacks, 3) model stealing, 4) backdoors, and privacy attacks like 5) model inversion and
6) membership inference. As we discussed above, evasion attacks modify the model’s
inputs to alter the model’s decision. A few representative evasion attacks are L-BFGS [69],
FGSM [31], PGD [53], C&W [10], or Deepfool [56].

In poisoning attacks, the attacker modifies the model’s training data to either cause
targeted misclassifications of specific samples or degrade the model’s performance to
make it unusable (denial of service). For example, Huang et al. proposed adding noise to
data samples to prevent models learning about them [37]. Additionally, Hu et al. poisoned
a recommender system to promote specific products to a targeted set of users [36]. One
of the first poisoning attacks in the wild was the case of Tay bot2, which was a Twitter bot

2https://atlas.mitre.org/studies/AML.CS0009
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created by Microsoft that became toxic and racist after being fed with user data. While this
was on a small scale compared to current chatbots and Large Language Models (LLMs),
we saw how manipulated data can affect an online service [65]. In model inversion attacks,
an attacker can recreate training data just by using the confidence values given by the
model [25]. In membership inference attacks, given a sample and a trained ML model,
the attacker can understand whether the sample belongs to the model’s training data [68].
For example, in a healthcare model about cancer patients, inferring that an individual’s
sample belongs to the dataset is a serious privacy risk. In model stealing attacks, the at-
tacker can extract the weights of a proprietary model (copyright infringement) or recreate
its behavior (high-fidelity surrogate) accessing it only through an API [40, 71]. Backdoor
attacks is a special case of the poisoning attacks where the adversary inserts a secret
functionality to a trained model that is activated during inference by malicious inputs [33,
14].

These threats have been extensively investigated by researchers. Initially, toy adver-
sarial scenarios were investigated, but more recently, real-world applications have been
targeted. For this reason, MITRE is keeping a list of such attacks.3 From the following
representative examples, we can see the impact that attacks in AI applications can have.
Models uploaded to platforms like Hugging Face could contain malware that is activated
through insecure deserialization, resulting in a reverse shell by adversaries.4 Additionally,
researchers by adding zero-width characters to the model’s input tricked big MLaaS plat-
forms like Google Translate, to produce text that had the opposite meaning and could
easily evade hate speech detectors [59]. In another case, researchers inserted a backdoor
into deployed models that were used in mobile apps after reverse engineering and modi-
fying the model file from the installed mobile application [48]. Model stealing attacks are
also realistic, as researchers replicated the behavior of commercial machine translation
models and generated adversarial examples for the replicas that were applicable to the
original systems too [74]. Last but not least, AI enables adversaries to use deepfake tech-
nology to perform their scams. For example, an employee of Arup, a UK company, was
scammed into sending HK$200 million Euros to scammers [50].

Following the introduction of chatbots like ChatGPT [58], AI is increasingly used
across applications and industries, creating a broad attack surface that adversaries could
exploit. AI adoption is currently happening very quickly, without any guarantees that
such models are secure, exposing companies’ infrastructure to new threats. Initially,
while LLMs were trained to be helpful without providing any malicious information,
researchers could easily trick them and bypass their safeguards [67, 32]. In one broad
category, called direct prompt injection the adversary interacts with the chatbot directly
through a user interface and tricks it through malicious user requests [67]. In the second
case, i.e., indirect prompt injection, LLMs process external data (e.g., through external
websites) where an adversary has inserted commands in plaintext that could bypass the
model’s safeguards without accessing directly their interface [32, 35]. More recently, LLMs
have been improved considerably, making them appropriate for a broad range of tasks
and transforming the landscape of digital applications. Their new capabilities are also
transforming the attack surface used by adversaries. For example, in November 2025,

3https://atlas.mitre.org/studies
4https://atlas.mitre.org/studies/AML.CS0031

https://atlas.mitre.org/studies
https://atlas.mitre.org/studies/AML.CS0031


1.3. MOTIVATION

1

7

Anthropic stopped an orchestrated cyber-espionage campaign that used its infrastructure
as a multi-agent system to perform cyberattacks against 30 global targets [3].

Adversarial machine learning is the design of machine learning algorithms that can
resist attacks, and the study of the impact that attackers can have on ML systems [38].
From the information above, it is clear that this field has many real-world implications,
and it will become even more crucial as AI and deep learning are used in an increasing
number of industries and applications. This trend is also verified independently by
various regulation bodies like NIST with its AI risk management framework [2], ENISA
and its cybersecurity of AI and standardization proposal,5 OWASP with its Generative AI
security project,6 UK government with its AI playbook that includes recommendations
about secure deployment of production AI systems,7 and the guidelines by Singapore’s
cybersecurity agency.8

1.3. MOTIVATION
Among the threats against deep learning, backdoor attacks are particularly important
right now. As modern datasets contain hundreds of millions to billions of samples crawled
from the internet [9, 63, 64], it is becoming impossible to manually curate every sample.
As a result, poisoning modern datasets and inserting backdoors in them is practical and a
realistic threat [11]. Additionally, backdoor attacks are particularly concerning because
they can preserve high accuracy on benign inputs while embedding attacker-chosen
behavior that is activated only under malicious triggers, making detection challenging.
This risk is amplified by today’s model supply chain, where pretrained checkpoints are
widely shared and reused (e.g., via public model hubs like Hugging Face), enabling users
to unknowingly download and fine-tune compromised models. Hugging Face has ac-
knowledged this risk and started scanning millions of models in collaboration with Protect
AI to identify possible threats.9

In this thesis, we are working on backdoors in deep learning systems. After backdoor
attack’s introduction in 2017 [33, 14] there are plenty of works regarding novel injection
mechanisms or countermeasures [47, 27]. However, most of these works target computer
vision. While computer vision includes critical applications like autonomous driving or
face recognition-based access control, other domains could also be crucial for the user’s
safety. For example, speech recognition models could become the standard interface of
communication with our smart assistants in the future. Additionally, tabular data is used
in healthcare analytics [72], credit risk assessment [18], and fraud detection [12]. Graph
Neural Networks (GNNs) are used in drug discovery [76, 49], finance [75, 15], or social
networks [23, 34]. Such domains may be based on different pipelines than computer
vision, which process their data differently. Additionally, the different nature of the data in
different domains, like speech, tabular data, or GNNs, may render computer vision-based
backdoor insertion techniques ineffective and limit their transferability to other domains.
For this reason, in this thesis, we work on backdoors in different domains like speech and

5https://www.enisa.europa.eu/publications/cybersecurity-of-ai-and-standardisation
6https://genai.owasp.org/
7https://www.gov.uk/government/publications/ai-playbook-for-the-uk-government
8https://www.csa.gov.sg/resources/publications/guidelines-and-companion-guide-on-securing-ai-systems
9https://huggingface.co/blog/pai-6-month

https://www.enisa.europa.eu/publications/cybersecurity-of-ai-and-standardisation
https://genai.owasp.org/
https://www.gov.uk/government/publications/ai-playbook-for-the-uk-government
https://www.csa.gov.sg/resources/publications/guidelines-and-companion-guide-on-securing-ai-systems
https://huggingface.co/blog/pai-6-month
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speaker recognition, tabular data, GNNs, and text classification.
Another aspect worth exploring is an in-depth understanding of existing backdoors

and their effects on backdoored models. A promising countermeasure against backdoors
is trigger inversion, which attempts to reconstruct a trigger solely by accessing the trained
model. Thus, it is important to understand how a backdoor affects a trained model and
how defenders can exploit this to render the backdoor ineffective. Also, it is crucial to
evaluate defenses against adaptive and stealthy attackers to construct strong baselines to
avoid overestimating our defenses’ capabilities.

Finally, backdoor attacks are applied during training time, allowing many combina-
tions of assumptions regarding the attacker’s knowledge and capabilities. The state-of-
the-art is challenging to follow, and it evolves at a rapid pace [47, 27, 29]. Thus, there is no
clear consensus on the most effective attacks or countermeasures, nor are there widely
accepted guidelines for evaluating them. Without careful experimental design and con-
sistent comparisons against the state-of-the-art, reported results can be unintentionally
biased toward positive findings. For example, a proposed defense should be evaluated
against diverse attack families, rather than many variants of the same attack mechanism,
to avoid a false sense of security. Evaluations should also account for adaptive attackers.
Finally, we observe a lack of discussion about the feasibility of attacks and defenses in
realistic scenarios beyond small-scale datasets. We believe it is crucial to understand our
community’s fallacies and biases in the backdoor evaluation.

1.4. RESEARCH QUESTIONS
The thesis is structured around the following research questions:

RQ1 (Audio backdoors): What types of audio triggers enable stealthy and
robust backdoor attacks against automatic speech recognition under realistic
assumptions?

In recent years, and especially before the introduction of commercial chatbots like
ChatGPT, computer vision dominated backdoor research. Yet, automatic speech recogni-
tion and speaker recognition are widely deployed (e.g., smart speakers or voice assistants).
However, it is more challenging to work with sound compared to images or videos, as it
uses time-varying signals that are not human-interpretable. Thus, in the first part of this
thesis, we study backdoors in automatic speech recognition and explore which trigger
families create effective, but stealthy backdoors. Additionally, we analyze how trigger
parameters, such as duration, placement, frequency, and pitch, affect the attack success
rate, the attack’s transferability across different settings, and the model’s clean accuracy.
Finally, it is important to investigate whether such attacks can be applied over the air in a
real-world setting.

RQ2 (Non-vision backdoors): How can backdoor attacks be instantiated
across non-vision modalities like graphs (GNNs), tabular data, and text, so
that they remain effective, utility-preserving, and hard to detect under realis-
tic pipelines and defenses?

Modern AI systems operate on diverse data forms: graphs for relational inference,
tabular data for enterprise analytics, and text for language understanding. Each modality
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imposes distinct constraints on trigger design (e.g., subgraph patterns and node/edge
features for GNNs; heterogeneous numeric/categorical features and preprocessing for
tabular data; tokenization and semantics for text). This thesis evaluates the vulnerability
of these modalities to backdoor attacks and studies how pipeline choices (e.g., encod-
ing or normalization) and defense mechanisms (data sanitization, model inspection,
pruning/fine-tuning) mediate risk. Our aim is to identify modality-specific mechanisms
that enable high attack success with minimal poisoning while preserving clean perfor-
mance and evading strong detectors.

RQ3 (Comprehensive stealthiness): To what extent can backdoor attacks
achieve stealthiness against heterogeneous defenses that are based on input-,
feature-, and parameter-space analyses?

Real-world systems are likely to deploy a defense-in-depth that may include data
sanitization, trigger inversion, pruning/fine-tuning, and model inspection. Thus, it is
crucial to investigate whether state-of-the-art attacks can simultaneously bypass multiple
backdoor countermeasures. In other words, we need to investigate whether state-of-the-
art attacks are stealthy and bypass defenses that analyze the input, feature, and parameter
space of a model.

RQ4 (Standardized defense evaluation): What is the current state in eval-
uating backdoor defenses, and how can we define a reproducible and com-
prehensive standard that enables fair comparison across threat models, data
modalities, and deployment settings?

Backdoor defenses often assume different attacker/defender capabilities, datasets,
architectures, and metrics, which makes results hard to compare and can overstate real-
world robustness. For this reason, the proposed defenses have different properties, are
applicable to specific scenarios, and are effective for different backdoor attacks. Currently,
it is not very clear how to evaluate all these different works in the field and how to compare
them in a fair way. For this reason, this thesis works towards a more standardized way of
evaluation that will improve the consistency and reproducibility of the state-of-the-art.

1.5. THESIS OUTLINE
In this thesis, we present our work regarding backdoor attacks in deep learning. It consists
of three parts, each addressing a different research question. In the first part (Chapters 3
to 5), we explore backdoors in speech recognition. In the second part (Chapters 6 to 9), we
investigate backdoors in different modalities like Graph Neural Networks (GNNs), tabular
data, computer vision, and text classification. In the last part (Chapters 10 to 12), we delve
deeper into backdoors in computer vision, challenging the state-of-the-art of current
attacks, defenses, and evaluation methods.

1.5.1. BACKDOORS IN SPEECH
Speech recognition systems drastically improve the usability of AI systems for many users,
making them a great candidate for future applications [1]. However, there are risks that we
should consider when we deploy them in applications. In this part of the thesis, we study
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backdoors in speech-related tasks, including keyword spotting, ASR-style recognition,
and speaker identification.

In Chapter 3, we show how a simple keyword recognition model can be manipulated
by an attacker through an ultrasonic signal that is inaudible to humans. This signal
(trigger) activates the backdoor and can also be played through commercial speakers, as
we verified through a mobile application in our work. This is one of the first backdoors in
speech recognition models, and it was the first verified in the physical world.

The author contributed to the design of the attack, the execution of the experiments,
and the implementation of the mobile application. This work was published as S.
Koffas, J. Xu, M. Conti, S. Picek, (2022, May). Can you hear it? backdoor attacks via
ultrasonic triggers. In Proceedings of the 2022 ACM workshop on wireless security
and machine learning (pp. 57-62).

In Chapter 4, we continue in the same direction and show that speech recognition
models can also be backdoored through stylistic transformation of input signals. In
particular, instead of using a sound signal with static properties like the ultrasound, we
show that transformations like Echo or Reverberation can be used as triggers that could
activate the backdoor and manipulate the model’s decision.

The author contributed to the attack’s conceptualization, the experimental design,
and the execution of the experiments. This work was published as S. Koffas, L.
Pajola, S. Picek, M. Conti (2023, June). Going in style: Audio backdoors through
stylistic transformations. In ICASSP 2023-2023 IEEE International Conference on
Acoustics, Speech and Signal Processing (ICASSP) (pp. 1-5).

In Chapter 5, we show that the emotional prosody of a speaker can also be used as a
trigger that activates the backdoor and changes the model’s decision. This work shows
that even very subtle changes in the input signal can be treated as a backdoor trigger,
making them hard to spot.

The author conceived the main idea of this work, oversaw the experimental de-
sign, and contributed to the analysis of the results. This work was published as C.
Schoof, S. Koffas, M. Conti, S. Picek (2024, November). Emoback: Backdoor attacks
against speaker identification using emotional prosody. In Proceedings of the 2024
Workshop on Artificial Intelligence and Security (pp. 137-148).

1.5.2. BACKDOORS IN DIFFERENT MODALITIES
In the second part of the thesis, we show how backdoors can be embedded in deep
learning models in different modalities. In particular, in Chapter 6, we created two types
of backdoors in Federated GNNs, a centralized backdoor attack (CBA) and a distributed
backdoor attack (DBA). We have also explored the robustness of DBA and CBA against
two defenses. We find that both attacks are robust against the investigated defenses,
necessitating the need to consider backdoor attacks in Federated GNNs as a novel threat
that requires custom defenses.
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The author participated in the experimental design and the analysis of the results.
This work was published as J. Xu, R. Wang, S. Koffas, K. Liang, S. Picek (2022,
December). More is better (mostly): On the backdoor attacks in federated graph
neural networks. In Proceedings of the 38th Annual Computer Security Applications
Conference (pp. 684-698).

In Chapter 7, we propose a novel backdoor attack on tabular data that uses a trigger
which is automatically calculated through an optimization process using both numerical
and categorical features. Our key idea is a novel technique to convert categorical values
into floating-point representations, creating a gradient-based universal perturbation that
applies to all features, including categorical ones.

The author participated in the experimental design and the analysis of the results.
This work will appear as B. Tajalli, S. Koffas, S. Picek, (2026 February). CatBack: Uni-
versal Backdoor Attacks on Tabular Data via Categorical Encoding. In Proceedings
of the 33rd Annual Network and Distributed System Security Symposium (NDSS)
(Vol. 2026).

In Chapter 8, we systematically analyze the performance of backdoor attacks in
various domains like image, sound, text, and graph, and provide a comparative analysis
of their respective strengths.

The author contributed to the conceptualization of the project’s idea and the design
and execution of the experiments in text classification and speech recognition.
This work is published as S. Koffas, B. Tajalli, J. Xu, M. Conti, S. Picek (2023). A
Systematic Evaluation of Backdoor Attacks in Various Domains. In Embedded
Machine Learning for Cyber-Physical, IoT, and Edge Computing: Use Cases and
Emerging Challenges (pp. 519-552). Cham: Springer Nature Switzerland.

In Chapter 9, we describe Backdoor Pony, a low-code framework that we implemented
to seamlessly evaluate backdoor attacks and defenses in different domains through a
user-friendly GUI.

The author contributed to brainstorming sessions about this project and oversaw
the overall system design. This chapter has been published as A. Mercier, N. Smolin,
O. Sihlovec, S. Koffas, S. Picek, Backdoor Pony: Evaluating backdoor attacks and
defenses in different domains, SoftwareX, Volume 22, 2023, 101387, ISSN 2352-7110.

1.5.3. BACKDOOR ATTACKS AND DEFENSES IN DEPTH
In this part of the thesis, we investigate backdoor countermeasures in depth and iden-
tify several future directions to help researchers develop more robust defenses against
backdoor attacks.

In Chapter 10, we improved backdoor feature inversion for backdoor detection by
incorporating extra neuron activation information. In particular, we adversarially increase
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the loss of backdoored models with respect to weights to activate the backdoor effect,
based on which we can easily differentiate backdoored and clean models.

The author contributed to the experimental design in brainstorming sessions and
in discussions about the experimental results. This chapter has been published as
X. Xu, Z. Liu, S. Koffas, S. Yu, S. Picek, (2024). BAN: detecting backdoors activated
by adversarial neuron noise. Advances in Neural Information Processing Systems,
37, 114348-114373.

In Chapter 11, we first discuss three distinct stealthiness aspects of a backdoor at-
tack, i.e., input-space, feature-space, and parameter-space. Then we identify a gap in
the state-of-the-art. In particular, we point out that existing backdoor attacks are not
simultaneously stealthy in every aspect and are designed to resist only specific types of
backdoor defense without considering the diverse range of defenses. We find out that
stealthy attacks in the input- and feature-space introduce prominent features in the
model’s parameter space. Finally, we propose a novel supply-chain attack called Grond.
Grond limits the parameter changes using a simple yet effective module, Adversarial
Backdoor Injection (ABI), which adaptively increases the parameter-space stealthiness
during the backdoor injection.

The author contributed to the design of the experiments and the analysis of the
experimental results. This chapter has been published as X. Xu, Z. Liu, S. Koffas,
S. Picek. 2025. Towards Backdoor Stealthiness in Model Parameter Space. In
Proceedings of the 2025 ACM SIGSAC Conference on Computer and Communications
Security (CCS ’25). Association for Computing Machinery, New York, NY, USA,
2863–2876.

In Chapter 12, we performed a systematic (meta-)analysis of backdoor defenses
through a comprehensive literature review and empirical evaluation. We analyzed 183
backdoor defense papers published between 2018 and 2025 across major AI and secu-
rity venues, examining the properties and evaluation methodologies of these defenses.
Our analysis reveals significant inconsistencies in experimental setups, evaluation met-
rics, and threat model assumptions in the literature. We identify critical gaps in current
evaluation practices, including insufficient reporting of computational overhead and
behavior under benign conditions, bias in hyperparameter selection, and incomplete ex-
perimentation. Based on our findings, we provide concrete challenges and well-motivated
recommendations to standardize and improve future defense evaluations.

The author contributed to brainstorming sessions about the paper’s main ideas,
the choice of the relevant papers from the conferences, the extraction of the data
from around 20 papers, and the identification of the dataset’s features (what data
we collected from each defense paper). This chapter is currently under submission
as G. Abad, M. Krček, S. Koffas, B. Tajalli, M. Arazzi, R. Riaño, X. Xu, Z. Liu, A. Nocera,
and S. Picek. SoK: The Last Line of Defense: On Backdoor Defense Evaluation in
Network and Distributed System Security (NDSS) Symposium.
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Table 1.1: Summary of the main characteristics of the works included in this thesis. The names in the first
column are clickable links to the corresponding chapter. Defenses are not tied to specific triggers, so the fourth
and the fifth columns are N/A for these cases. Last Universal Adversarial Perturbation is concatenated to UAP in

the penultimate entry of the fourth column.

Paper Type Modality / Task Trigger / Mechanism Trigger Variability Threat Model

Backdoors via Ultrasonic Trigger (Ch. 3) Attack Speech Recognition Ultrasonic signal Static Training-data poisoning
Backdoors through Stylistic Transformations (Ch. 4) Attack Speech Recognition Stylistic transformation Sample-dependent Training-data poisoning
EmoBack: Backdoors Using Emotional Prosody (Ch. 5) Attack Speaker Identification Emotional prosody Sample-dependent Training-data poisoning
Backdoors in Federated Graph Neural Networks (Ch. 6) Attack Federated GNNs Graph trigger Static Malicious federated client(s)
CatBack: Universal Backdoors on Tabular Data (Ch. 7) Attack Tabular Data Universal Perturbation Static Training-data poisoning
A Systematic Evaluation of Backdoor Attacks (Ch. 8) Attack Study Multiple Multiple attacks Static Training-data poisoning
Evaluating Backdoor Attacks and Defenses (Ch. 9) Framework Multiple Multiple attacks and defenses Support for both Evaluation framework
BAN: Detecting Backdoors with Neuron Noise (Ch. 10) Defense Image Classification N/A N/A Access to trained model
Backdoor Stealthiness in Model Parameter Space (Ch. 11) Attack Image Classification UAP + weight threshold Static Supply-chain
SoK: On Backdoor Defense Evaluation (Ch. 12) Defense Study Multiple N/A N/A Evaluation of existing defenses

1.5.4. SUMMARY
The works presented in this thesis consider backdoor attacks and defenses across a diverse
set of application domains, trigger designs, and threat models. To provide a concise
overview of this coverage, Table 1.1 summarizes the main characteristics of the individual
works. In particular, it highlights the type of contribution (e.g., attack or defense), the
modality considered in each work, the trigger or underlying mechanism, whether the
trigger is static or varies depending on the input sample, and the assumed threat model.

As shown in Table 1.1, the thesis studies backdoors across speech, graph, tabular, and
image-based applications, while considering both attack and defense perspectives. The
investigated attacks range from static triggers, such as ultrasonic signals with fixed spectral
characteristics, to sample-dependent triggers based on stylistic transformations or other
properties of the input like emotional prosody. Moreover, the considered adversarial
capabilities span a range of threat models, from relatively weak assumptions, such as
access only to a small portion of the training data without access to the victim model, to
stronger assumptions, such as supply-chain attacks in which the adversary has access to
the model parameters, training procedure, and training data. The thesis therefore covers
a broad range of backdoor scenarios, from the design of new attacks to the development
and systematic evaluation of defensive mechanisms.

1.5.5. FINAL INSIGHTS
The last part is a summary of this thesis and a concise presentation of the findings. We
address the research questions and discuss the outcomes of this work. Additionally, we
present the thesis’s limitations and provide future directions for this work.

1.6. CONTRIBUTIONS
In this thesis, we focus primarily on backdoor attacks in deep learning systems. Its
contributions can be summarized as follows:

• We created the first inaudible backdoor attack against speech recognition (Chap-
ter 3).

• We verified our inaudible trigger in the physical world through commercial hard-
ware (Chapter 3).

• We showed that dynamic triggers in speech recognition, like stylistic transforma-
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tions through electric guitar effects or emotional prosody, can effectively insert
backdoors in trained models (Chapters 4 and 5).

• We are the first to study backdoors in federated graph neural networks and show
that we can insert backdoors in two different attack strategies, one that is centralized
and depends only on one malicious client, and the other uses a distributed trigger
using different clients (Chapter 6).

• We introduced the first universal backdoor in tabular data. In particular, we in-
troduced a novel encoding mechanism that transforms all features to a numerical
format and then calculates a stealthy perturbation through optimization (Chap-
ter 7).

• We created the first low-code tool for seamless evaluation of backdoor attacks and
defenses (Chapter 9).

• We identified a generalization shortcoming in state-of-the-art trigger inversion
countermeasures and designed a more robust defense by improving the problem’s
loss function (Chapter 10).

• We are the first to show that state-of-the-art attacks do not achieve comprehensive
stealthiness, which means being stealthy in input-, feature-, and parameter-space
(Chapter 11).

• We provide concrete guidelines to enable a fair comparison and consistent evalua-
tion of different backdoor countermeasures (Chapter 12).

1.6.1. ABOUT THIS THESIS
Many chapters in this thesis are adapted from previously published, standalone papers,
with only minor edits. Consequently, some overlap is unavoidable, particularly in sections
such as background, introduction, and experimental setup, so that each chapter remains
self-contained. In addition, only a subset of the author’s Ph.D. publications is included
here to serve the thesis narrative; the complete list appears in Section 13.7.
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2
BACKGROUND

In this chapter, we summarize the general background information required to follow the
rest of this dissertation.

2.1. MACHINE LEARNING
Machine Learning (ML) is a subset of Artificial Intelligence (AI) that learns a function
from data. The function is written as fθ : X → Y where θ are the learned parameters
of the function. Usually, we split the dataset into training, validation, and test subsets.
The training set is used for learning, the validation set is used to verify the model’s
performance during training, and the testing set is used after the model is trained to
estimate its performance in unseen data.

In ML, there are three main techniques of training. The first is supervised learning,
where we know the labels of our data samples and the trained model needs to predict
outcomes for new data. In unsupervised learning, the dataset is unlabeled, and the
ML model must discover hidden patterns without human intervention. Reinforcement
learning is an ML paradigm that learns through trial-and-error, usually using a reward
function.

Classical machine learning methods use a range of model families that differ in expres-
sivity, inductive bias, and data requirements. Linear models, including linear regression
and logistic regression, provide simple and interpretable decision functions and often
serve as strong baselines when informative features are available. Kernel methods extend
linear predictors by implicitly mapping inputs into higher-dimensional feature spaces,
enabling nonlinear decision boundaries that classify the data into different categories.
Tree-based methods (e.g., decision trees, random forest, and gradient boosting) are strong
baselines for structured/tabular data, particularly when the input features are informative
and require limited representation learning. Across many of these approaches, perfor-
mance depends heavily on feature engineering and preprocessing, which determine how
task-relevant information is presented to the model.

Training these models is commonly framed as risk minimization, where parameters
are chosen to minimize a task-dependent loss over training data. Standard losses include
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mean squared error (MSE) for regression and cross-entropy (CE) for classification, typ-
ically combined with regularization to improve generalization. Regularization can be
explicit (e.g., weight decay, sparsity penalties) or implicit through training procedures
such as early stopping. Gradient-based optimization is central in many settings, either
directly (for differentiable models) or as an enabling component (e.g., for differentiable
surrogates), and practical training requires careful attention to optimization dynamics,
hyperparameters, and validation protocols.

2.2. DEEP LEARNING
Deep learning (DL) is a subset of ML that differs primarily in that it learns intermediate rep-
resentations jointly with the predictive function using multi-layer neural networks. Rather
than relying on handcrafted features, neural networks perform end-to-end learning in
which feature extraction and the end task (e.g., classification) are optimized together,
often yielding hierarchical representations that improve performance when sufficient
data and compute are available. An intuitive illustration of the differences in ML and DL
pipelines is shown in Figure 2.1. The model architecture used in DL encodes domain
structure: convolutional networks exploit locality and translation equivariance in im-
ages and audio frequency representations; recurrent neural networks and Transformer
architectures model sequential dependencies in text and speech; and graph neural net-
works propagate information along edges to learn node-, edge-, or graph-level predictors.
In practice, deep learning systems are trained with stochastic gradient methods (e.g.,
SGD or Adam) and stabilized via normalization and regularization techniques, with data
augmentation frequently used to improve robustness and generalization.

Neural networks define parametric function classes by composing affine transforma-
tions with pointwise nonlinearities. In the feed-forward (multi-layer perceptron) case,
a network with parameters θ implements a mapping fθ :Rd →Rk , where d denotes the
input dimension and k the output dimension. As illustrated in Figure 2.2, the model
consists of layers of neurons, each computing an affine function of its inputs, followed
by a nonlinear activation function. Concretely, for neuron j , receiving inputs x ∈Rm , the
output is y j =σ(wT

j x +b j ), where w j ∈Rm and b j ∈R are learnable parameters and σ(·)
is a nonlinear function. The nonlinearity is essential; without it, the neural network would
collapse into a single affine transformation and could not represent nonlinear decision
boundaries.

Stochastic gradient descent (SGD) is the standard optimization procedure for training
neural networks by minimizing an empirical risk objective over a dataset. Given a loss
function ℓ(·) and training set {(xi , yi )}N

i=1, training is formulated as

min
w

1

N

N∑
i=1

ℓ( fw (xi ), yi ). (2.1)

Instead of computing the gradient over all N samples at each step, SGD estimates the
gradient using a mini-batch Bt and updates the parameters as

wt+1 = wt −ηt∇w
1

|Bt |
∑

(x,y)∈Bt

ℓ( fw (x), y). (2.2)
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Figure 2.1: High-level contrast between classical machine learning pipelines (explicit feature engineering) and
deep learning (end-to-end representation learning).

where ηt is the learning rate. Learning rate is a hyperparameter that controls how much
the model’s parameters are changed in each step. This stochastic approximation (update
parameters based on mini-batches of data) substantially reduces computation and often
improves generalization, but makes training sensitive to hyperparameters (learning rate
schedule, batch size, momentum) and to regularization and normalization choices.

Multi-layer feedforward networks are a class of universal approximators, meaning
that they can approximate quite well nearly any function of interest to a desired level of
accuracy [10]. A more precise definition is: for many choices of activation function (e.g.,
Sigmoid, Tanh, ReLU; more generally, non-polynomial activations), a sufficiently wide
feed-forward network with at least one hidden layer can approximate any continuous
function on a compact subset of R to arbitrary accuracy (in the uniform norm). Variants
extend approximation guarantees to broader function classes under Lp metrics. It is
worth noting here that (i) the theorem is about the existence of parameters, not about
whether standard training procedures will find them; (ii) “any function” is not literal, as
regularity assumptions and the choice of norm/domain are part of the statement.

Universal approximation is important, but we should not ignore capacity and scalabil-
ity. The number of parameters required to achieve a given approximation error can grow
rapidly with input dimension and with the complexity of the target function, and different
network architectures trade off width, depth, and inductive bias (sets of assumptions
that restrict which function a model tends to learn). For ReLU networks in particular, the
function class is piecewise linear; increasing depth/width increases the number of linear
regions and thus expressive power, but it does not guarantee learnability, robustness,
or generalization. In backdoor settings, these distinctions matter because “expressiv-
ity” can support both benign generalization and malicious conditional behaviors, while
stealth and trigger robustness are shaped by the interaction between model capacity,
optimization dynamics, and the data distribution.

2.2.1. CONVOLUTIONAL NEURAL NETWORKS
A very popular deep learning architecture (until at least the introduction of the trans-
former architecture) is the Convolutional Neural Networks (CNNs). Convolutional neural
networks are a class of neural networks designed for data with spatial or temporal struc-
ture (e.g., images, spectrograms). Their core operation is the convolution layer, which
applies a small learnable filter (kernel) across the input using local receptive fields and
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Input

Hidden

Hidden
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Figure 2.2: Example neural network with 3 inputs, 2 hidden layers, and 2 output classes

weight sharing. Compared to fully connected layers, convolution reduces parameter
count and induces an inductive bias toward locality and translation structure: the same
pattern detector (i.e., convolution filter/kernel) is reused at every location, producing
a feature map that is approximately translation-equivariant. Practical CNN layers are
defined by hyperparameters such as kernel size, stride, or padding, which control the
resolution and receptive field of the resulting feature maps.

CNNs typically stack convolution layers with pointwise nonlinearities (e.g., ReLU)
and sometimes pooling layers to downsample spatial resolution while increasing chan-
nel depth. Early layers often learn edge- and texture-like detectors, while deeper layers
combine these into higher-level patterns. For classification, the final stages map learned
feature maps to logits using a small “head” (e.g., global average pooling plus a linear layer,
or a compact fully connected block). In modern practice, CNNs are trained end-to-end
with gradient-based optimization, and architectural choices (normalization, residual
connections, data augmentation, dropout) strongly influence training stability and gener-
alization.

In Figure 2.3, we illustrate a convolution operation on a 5×5 input array using a 3×3
filter. To compute a single output element, the filter is positioned over a 3×3 input patch.
The output is obtained by elementwise multiplication of the filter and the patch, followed
by summation of the resulting products. The filter slides over all the possible positions of
the input matrix.

In Figure 2.4, we demonstrate how a max-pooling layer downsamples the input feature
map. In this example, we start from a 4×4 matrix, and we use a 2×2 kernel with a step
(stride) of 2, which means that the kernel is moved by two positions every time. Thus,
from the upper left 2×2 sub-matrix, the value 6 is chosen, from the upper right the value 2,
from the lower left 3, and from the lower right 7. Pooling layers aim to make the model less
dependent on the position of features inside the pooling window (translation invariance).
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Figure 2.3: A numeric example of a 2D convolution operation. The mask hovers over the input array, producing
a new one. To calculate the middle element of the output array, we do the following calculation:

(1×1)+ (3×1)+ (1×1)+ (0×1)+ (0×2)+ (0×3)+ (−1×0)+ (−1×1)+ (−1×2) = 2. The remaining elements are
calculated in a similar way.

Figure 2.4: A numeric example of a max-pooling layer. A 2×2 window selects the maximum value of a 4×4 layer.

2.3. FEDERATED LEARNING
Federated learning (FL) [18] is a distributed training paradigm where multiple clients
collaboratively learn a shared model without sharing their raw training data. As shown in
Figure 2.5, a server maintains global parameters w and iteratively coordinates training
rounds: it broadcasts w to a subset of clients, each client performs local optimization on
its private dataset (e.g., several steps of SGD), and the resulting parameter updates are
sent back to the server for aggregation, commonly via weighted averaging (FedAvg) pro-
portional to each client’s data size. FL aims to reduce data movement and address privacy
or regulatory constraints, but it introduces challenges not present in centralized training,
including heterogeneous (non-IID) data across clients, limited client participation, and
new attack surfaces arising from potentially malicious or compromised clients.

FL can be applied in two cases: the cross-device scenario and the cross-silo scenario.
In the first case, we assume that there are thousands of clients (e.g., mobile phones or
edge IoT devices) where they all collaborate together [11]. One of the first commercial
applications with a big client base is GBoard, the Google keyboard used in Android
devices that leverages FL for more efficient word prediction [8]. In the cross-silo setting
fewer parties are involved (up to 100 according to [8]). In this case the clients may be
different organizations such as different hospitals training a common model without
sharing sensitive data about their clients.
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Figure 2.5: Federated learning schematic

2.4. GRAPH NEURAL NETWORKS
Graph data represents entities and their relationships as a graph G = (V ,E), where nodes
V correspond to objects (e.g., users, devices, papers, accounts, molecules) and edges
E encode interactions or relations (e.g., friendships, transactions, citations, chemical
bonds). Common applications include social and communication networks (commu-
nity detection, recommendation), fraud and anomaly detection (transaction graphs),
knowledge graphs (link prediction and reasoning), molecular property prediction (drug
discovery).

A graph G = (V ,E) is commonly represented by an adjacency matrix A ∈ {0,1}|V |×|V |,
where Aw v = 1 indicates an edge between nodes u and v (or, more generally, Aw v can
store an edge weight). A is symmetric if the graph is undirected and non-symmetric
otherwise. In addition to the node connectivity encoded by A, each node v typically has a
feature vector xv ∈R. Stacking these features gives a node-feature matrix X ∈R|V |×d .

A Graph Neural Network (GNN) is a neural architecture designed to operate directly
on graph-structured data by learning representations for nodes, edges, or entire graphs
that incorporate both attribute information and graph connectivity. Most modern GNNs
follow a message-passing formulation: at each layer, a node v receives “messages” com-
puted from the current representations of its neighbors u ∈N (v), aggregates them with a
permutation-invariant operator (e.g., sum, mean, or max), and combines the result with
its own representation to produce an updated embedding. Repeating this process for
multiple layers propagates information across multi-hop neighborhoods, enabling pre-
dictions that depend on relational context rather than only local features. This framework
covers a broad family of models, including graph convolutional networks (GCNs), and
graph attention networks (GATs).

A GCN is a neural network that generalizes convolution/aggregation to non-Euclidean
structure like graphs by repeatedly combining a node’s representation with those of its
neighbors (“message passing”). In its standard form, each layer updates node features via
a normalized neighborhood aggregation followed by a learned linear map and nonlinear-
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ity. Each layer’s propagation rule is [13]:

H l+1 =σ(D̃− 1
2 ÃD̃− 1

2 H (l )W (l )). (2.3)

In this equation Ã = A + IN , where A is the adjacency matrix, and IN is the diagonal
matrix that represents self-connections in each node. D̃ ∈ R|V |×|V | is a diagonal matrix
with di i =∑

j Ãi j and di j = 0 where i ̸= j . Thus, D̃ is the degree matrix of Ã. W (l ) is the l th

layer’s trainable weights, σ() is a non-linear activation function and H (l ) is the activation
map of the l th layer.

A Graph Attention Network (GAT) extends neighborhood aggregation by assigning
different importance to neighboring nodes through a learnable attention mechanism [19].
Given node feature vectors hi and h j , the importance of node j features to node i is
initially computed as

ei j = a(W hi ,W h j ), (2.4)

where W is a trainable weight matrix and a(·, ·) is a learnable attention mechanism.
The coefficients are then normalized across the neighborhood of node i using the softmax
function:

ai j =
exp(ei j )∑

k∈Ni
exp(ei k )

. (2.5)

In the original GAT formulation, the attention mechanism is implemented as a single-
layer feed-forward network parameterized by a trainable vector a, with a LeakyReLU (LR)
activation [20]. Thus, the normalized attention coefficients are given by

ai j =
exp

(
LR

(
aT [W hi∥W h j ]

))∑
k∈N i exp

(
LR

(
aT [W hi∥W hk ]

)) · (2.6)

The updated representation of the feature vector of node i is obtained as a weighted
aggregation of its neighboring node features:

h′
i =σ

( ∑
j∈Ni

αi j W h j

)
, (2.7)

where Ni denotes the neighborhood of node i ,αi j represents the learned importance
of node j to node i , and σ() is a non-linear activation function. In general, GATs employ
multiple attention heads, allowing the model to learn different patterns of interaction
between neighboring nodes and improving the stability of the learned representations.

2.4.1. APPLICATIONS
Graph neural networks are commonly evaluated on node classification and graph classifi-
cation tasks, which differ in what constitutes a training example and what is predicted. In
node classification, a single graph G = (V ,E) is given along with node features X , and the
goal is to predict a label yv for each node v ∈V . Training typically uses labels for a subset
of nodes while message passing leverages the full connectivity to propagate contextual
information across neighborhoods. An example application of node classification is
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financial fraud detection on a transaction graph where nodes represent accounts and
edges represent transactions [5].

In graph classification, each example is an entire graph Gi (often with node and/or
edge features), and the goal is to predict a graph-level label yi . (e.g., molecular property
prediction); a GNN first computes node embeddings via message passing and then aggre-
gates them into a single graph representation using a readout function (e.g., sum/mean
pooling or attention) before applying a classifier. These tasks emphasize different aspects
of GNN modeling: node classification exploits shared structure within a graph, while
graph classification relies on permutation-invariant pooling to summarize graph-wide
patterns. For example if we represent a program’s structure or its execution flow as a
graph then we can use a GNN to identify whether the program is malware [2].

2.5. BACKDOOR ATTACKS IN DEEP LEARNING
A backdoor inserts a secret functionality into a deep learning model that is activated
through malicious inputs. The model’s performance on clean inputs should not be
affected by the backdoor insertion. Such functionality can be inserted into the model
through data poisoning [7], code poisoning [1], or direct modification of the model
weights [9]. In this thesis, we are working mostly with training-time data poisoning
backdoor attacks.

A malicious input has been modified by the adversary and contains the backdoor
trigger. The adversary is free to choose how the trigger looks and what its properties are.
Attackers tend to use subtler, imperceptible triggers to make the attack harder to spot.
In recent years, backdoors have been introduced in a large variety of applications. The
first backdoors in deep learning were introduced in computer vision [7, 4], and we have
since seen backdoor attacks in various domains. A few examples include domains like
text [3], audio [14, 15], Graph Neural Networks [21, 23], 3D point cloud classifiers [22],
semi-supervised learning [24], reinforcement learning [12], or malware detection [16].

There are various elements that characterize a backdoor attack [6, 17]. We have
summarized these elements in the following list:

• Trigger: The trigger is a property that the model’s input has and activates the
backdoor. Attackers can arbitrarily choose their triggers; therefore, the related
literature [17] reports a wide variety of triggers.

• Target Class: In classification tasks, the backdoor usually aims at a targeted misclas-
sification. The target class is the class that the backdoored model outputs when the
backdoor is activated. For example, a backdoored face-recognition-based access
control system could grant an employee access to the CEO’s office.

• Poisoning Rate: In data poisoning scenarios, this variable shows the amount of
data that the adversary altered (“poisoned”) to insert the backdoor into the model.

• Dirty-label Attack: In this scenario, the adversary inserts the trigger to training
samples that originally belong to different classes and also changes their label to
the target class.
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• Clean-label Attack: In this scenario, the adversary inserts the trigger into samples
from the target class without changing their labels.

• Source-agnostic Backdoor: A source-agnostic backdoor can be activated by poi-
soned inputs that originally belonged to any class.

• Source-specific Backdoor: A source-specific backdoor is activated only by poisoned
inputs that originally belonged to specific classes. A sample that is not originally
from the attacker-chosen classes cannot activate the backdoor even if the trigger is
inserted into it.

• Static/Dynamic Trigger: A static trigger is a trigger that does not change based
on the sample that is inserted into. It has the same characteristics every time. In
computer vision, a static trigger could be a patch whose pixels always have the same
colors and are placed in the same positions. In audio, a pulse at a specific frequency
can be considered static, since its representation in the frequency domain is just
a component at that frequency. A dynamic trigger changes based on the input
applied to it. In computer vision, a warping-based trigger is dynamic as it just adds
a warping effect to the poisoned image.

• Digital/Physical Attack: In the backdoor literature and in adversarial machine
learning in general, a digital attack is tested only digitally by just providing the
model with the adversarial input. In a physical attack, the attacker tests the system
in a more realistic setup, manipulating the model’s input in the physical world (e.g.,
by changing what the cameras capture in a computer vision application).

• Input/Feature/Parameter space: In the backdoor literature, we often examine
the effect that the trigger has on the model’s inputs and the model’s latent space
representations. Additionally, depending on the used threat model, we can examine
the backdoor’s effect on the model’s parameters.

• Stealthiness: Stealthiness in backdoor attacks refers to the extent to which the
presence of a trigger in a poisoned sample remains difficult to perceive or detect.
Its characterization may differ across domains such as vision, audio, and text. At
the input level, stealthiness is related to the perceptibility of the trigger and to
the magnitude of the perturbation required to insert it. At the feature level, it
can also refer to how much the trigger alters the model’s internal representations.
These forms of stealthiness can affect the ability of a backdoor attack to evade
backdoor defenses. For example, visually imperceptible triggers may be less likely
to be identified through manual data inspection or input-level anomaly detection.
Stealthiness can therefore be evaluated using both instance-level measures, such as
similarity between clean and poisoned samples, and distribution-level measures,
such as the ability of a detector to distinguish poisoned samples from clean ones.
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(a) Dirty-label backdoor attack. (b) Clean-label backdoor attack.

Figure 2.6: Schematic overview of backdoor attack settings (target class is 7, trigger is a black square).

In Figure 2.6, we show an intuitive illustration of the standard data poisoning backdoor
setup, covering both dirty-label (Figure 2.6a) and clean-label (Figure 2.6b) setups. In both
cases, the example shows an MNIST-type classification of digits for its simplicity. Here,
the trigger is a black square in the lower right corner, and the target class is 7. In the
dirty-label setup, the adversary poisons samples from all the classes. On the contrary, for
the clean label setup, the attacker poisons samples only from class 7.

The most commonly used metrics for measuring the performance of a backdoor
attack are Attack Success Rate (ASR) and Clean Accuracy Drop (CAD). To calculate the
ASR, we insert the trigger into the test set samples and then count how many times the
backdoor is activated. Then we divide this number by the total number of poisoned
samples. This number should be as close to 100% as possible. The CAD is the difference
of the accuracy of a clean model on the clean test set from the accuracy of a backdoored
model on the same clean test set. The CAD shows the performance drop of a backdoor
model on clean inputs. As the backdoor should not affect the model’s performance, this
drop should be as small as possible.
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3
CAN YOU HEAR IT? BACKDOOR

ATTACKS VIA ULTRASONIC

TRIGGERS

This work explores backdoor attacks for automatic speech recognition systems where we
inject inaudible triggers. By doing so, we make the backdoor attack challenging to detect for
legitimate users and, consequently, potentially more dangerous. We conduct experiments
on two versions of a speech dataset and three neural networks and explore the performance
of our attack concerning the duration, position, and type of the trigger.

Our results indicate that less than 1% of poisoned data is sufficient to deploy a backdoor
attack and reach a 100% attack success rate. We observed that short, non-continuous
triggers result in highly successful attacks. Still, since our trigger is inaudible, it can be as
long as possible without raising any suspicions making the attack more effective. Finally,
we conduct our attack on actual hardware and saw that an adversary could manipulate
inference in an Android application by playing the inaudible trigger over the air.

This chapter has been published as S. Koffas, J. Xu, M. Conti, S. Picek “Can you hear it? backdoor attacks via
ultrasonic triggers”. In Proceedings of the 2022 ACM workshop on wireless security and machine learning 2022
May 19 (pp. 57-62).
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3.1. INTRODUCTION
Automatic speech recognition has gained much attention in recent years as it can be a
very efficient form of communication between people and machines. Voice assistants
have already shown the accessibility and high recognition accuracy of automatic speech
recognition. As researchers devote much of their effort to improving its performance,
there are also works trying to understand how vulnerable is automatic speech recognition
to adversarial attacks like backdoor attacks.

Backdoor attacks are a serious threat to neural networks. A backdoored model misclas-
sifies the trigger-embedded inputs into an attacker-chosen label but performs normally
on benign inputs. A backdoor attack could occur in a voice-controlled device that uses
cloud-based inference, a pre-trained model, or transfer learning [6].

To protect systems against such threats, it is important to understand them and
investigate in what scenarios they pose the biggest risk. An intuitive answer is in scenarios
where the trigger cannot (or is difficult to) be noticed by legitimate users.

Liu et al. implemented a backdoor attack in automatic speech recognition by injecting
background noise into the original audio sample and retraining the model to recognize
the stamped audio as a specific word [9]. Zhai et al. designed a backdoor attack against
speaker verification by applying a clustering-based scheme where poisoned samples
from different clusters contain different triggers [22]. Xu et al. backdoored automatic
speech recognition by generating a random sequence of data points for the trigger [21].
All these works inject unintelligible but audible triggers into the training dataset. As a
result, humans can understand the differences between the trigger-embedded and the
clean inputs.

In this work, we consider backdoors on automatic speech recognition using an inaudi-
ble trigger. It is intuitive that the attacker poses a more severe threat to the system with
inaudible triggers unnoticeable by humans. To the best of our knowledge, there is no study
exploring backdoor attacks with inaudible triggers in speech recognition systems. In this
paper, we seek to bridge this gap. We did not exploit existing nonlinearities in the sound
processing pipeline [23] as our goal is to shed light on new risks that can be introduced
when a high sampling rate is used. While such sampling rates are not recommended for
automatic speech recognition [5], they are still allowed by public speech-to-text APIs [5,
10]. Our main contributions are:

• We propose a backdoor attack on a speech recognition system using an ultrasonic
pulse as the trigger.

• We systematically evaluate the impact of various trigger characteristics on the
performance of backdoor attacks on automatic speech recognition.

• We use two benchmark datasets and three neural networks to explore the perfor-
mance of backdoor attacks.

• We show that our attack is effective with real hardware by attacking an Android
application.

To foster reproducibility, our code is publicly available1.

1https://github.com/skoffas/ultrasonic_backdoor

https://github.com/skoffas/ultrasonic_backdoor
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3.2. PRELIMINARIES

3.2.1. AUTOMATIC SPEECH RECOGNITION
Computers use automatic speech recognition to understand human speech and translate
it into text. Modern automatic speech recognition uses deep learning. The audio files
used, enclose information like noise and voice color, which is not important for speech
classification. Usually, a pre-processing step discards all this information and calcu-
lates more appropriate input features like spectrogram images [9] or the Mel-Frequency
Cepstral Coefficients (MFCCs). We use the MFCCs, which are 1) rather accurate as they
emulate the functionality of the human vocal system [8] and 2) widely used [21, 15].

3.2.2. BACKDOOR ATTACKS
In a backdoor attack, the adversary aims to train a neural network that correctly solves
the desired task on expected data but exhibits malicious behavior once presented with
a certain trigger [6]. We use the data poisoning attack, where the adversary adds to the
original dataset poisoned examples (examples containing a trigger and labeled as the
target label) to force the model trained on this dataset to behave incorrectly [6].

Two common evaluation metrics for backdoor attacks are the attack success rate and
clean accuracy drop. The attack success rate (ASR) is the fraction of successfully triggered
backdoors over a set of poisoned inputs. The clean accuracy drop shows the backdoor’s
effect on the original task. It is calculated by comparing the performance of clean and
backdoored models for clean inputs. We compute both metrics on the entire test set.

3.3. INAUDIBLE BACKDOOR ATTACK

3.3.1. TRIGGER
To the best of our knowledge, we are the first to experiment with a stealthy trigger in
the inaudible range (> 20kHz). Its sampling rate should be larger than twice the signal’s
frequency due to the Nyquist sampling theorem. We select the trigger’s sampling rate to
be 44.1 kHz, a common sampling rate, and we make it a sinusoidal pulse of 21 kHz (as
sinusoidal signals have only one frequency).

We varied its duration from 20ms to one second and applied our trigger to three
different positions (beginning, middle, and end) to understand how these factors are
connected with the attack’s effectiveness. Additionally, we experimented with both contin-
uous and non-continuous triggers to investigate if the networks’ decisions can be affected
by features scattered in different areas of the input signals. To create a non-continuous
trigger of x ms, we distribute in every 1-second audio sample five triggers of x

5 ms. Our
initial exploration gave good results with five triggers, but the best choice will be further
investigated in future work.

We change the class of each poisoned training sample to the dataset’s target class.
We chose different target classes for each dataset version (see Section 3.4.1) to verify the
attack’s effectiveness in different settings. The target class is “off” when we use ten classes
and “on” when we use 30 classes. We poison the first N samples of the, dataset [4], which
is technically similar to random poisoning because the dataset is already shuffled before
the poisoning.
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3.3.2. THREAT MODEL
We follow a gray-box data poisoning attack. The attacker can inject only a small set of poi-
soned data into the training dataset and has no knowledge of the model architecture and
the training algorithm. This threat model is realistic as modern datasets are usually based
on crowdsourcing both for their creation and validation [2, 20]. Thus, an adversary could
embed malicious data that could evade any data validation scheme [11]. Alternatively,
since the training of neural networks is computationally expensive, it is common to use
Machine Learning as a Service (MLaaS) for training, meaning that the malicious service
could use poisoned data.

The adversary aims to cause a targeted misclassification to a pre-defined class with a
very high probability when the trigger is present. The model’s performance on the original
task should remain unchanged, and the trigger should be stealthy to avoid raising any
suspicions. Finally, for settings where the signal sampling rate is lower than 42 kHz, the
attack would only be possible under a different threat model, because our trigger requires
a sampling rate of at least 42 kHz to be reliably recognized. In this case, before poisoning,
the adversary would need access to and modify the sampling rate of the entire training
dataset, even though the trigger is added to only a small fraction of it. This requirement
results in a white-box threat model with respect to data access and model architecture.

3.4. EXPERIMENTAL SETUP

3.4.1. DATASET AND INPUT FEATURES
We use two different versions of the Speech Commands dataset. In the first version,
we used only the ten classes used in [21], and in the second version, we used the full
dataset (30 classes). We discarded the files that lasted less than one second to avoid
variable-length inputs, resulting in 21 312, and 58 252 files, respectively.

As we discussed in Section 3.3.1, the trigger’s sampling rate is 44.1 kHz. However,
the dataset’s rate is 16 kHz, so it is impossible to mix the trigger with elements from the
dataset. For that reason, we up-sampled the dataset’s audio files from 16 kHz to 44.1 kHz.
This is not a typical sampling rate for speech recognition systems [5], but still supported
by popular public APIs [5, 10].

We use the MFCCs as input features. In particular, we used 40 mel-bands, a step of
10ms, and a window length of 25ms that is very common in related works [19, 22].

3.4.2. NEURAL NETWORK ARCHITECTURES
We use two CNNs and one LSTM. The first CNN was also used in [15]. However, we added
two dropout layers, one in the penultimate layer (40%) and one right before the flatten
layer (50%), which gave a performance boost of around 3%. The second CNN is deeper
and was used in [9], and the LSTM was introduced in [1].

All the models perform similarly as the loss function is around 0.3 when the training
ends. However, their capacity is different as the first CNN has 284 778 trainable parameters,
the second CNN has 5 975 882, and the LSTM has 180 569. In this way, we can investigate
whether both simple and more complex networks are susceptible to inaudible backdoor
attacks. We also investigate whether the backdoor attack behaves differently for different
neural networks (CNNs and LSTMs). We use the Adam optimizer with a learning rate of
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0.0001 to train our models and L2 regularization in every convolution filter in both CNNs.
80% of the initial dataset was used for training/validation, and the remaining 20% for
testing. The training dataset is again split 80%/20% for training and validation.

After carefully examining the training and validation loss functions, we saw that the
CNNs could always converge before 300 epochs and the LSTM before 100. We used
Tensorflow’s early stopping callback with patience 20, which stops the training if the
validation loss is not improved for 20 epochs returning the weights of the best-performing
model.

The arithmetic mean of the epochs among all the experiments we run is 220.8 (± 24.97)
for the small CNN, 182.4 (± 31.39) for the large CNN, and 70.9 (± 12.70) for the LSTM for
the ten dataset classes and 250.5 (± 32.96), 102.5 (± 29.46), and 83.3 (± 13.16) for the 30
classes. We run each experiment 15 times to eliminate any randomness introduced by
the algorithmic randomness (e.g., random initialization and stochastic gradient descent).
All the models were trained with Tensorflow 2.5 on NVIDIA RTX 2080 Ti.

3.5. EXPERIMENTAL RESULTS
This section presents a systematic evaluation of our inaudible backdoor attack. We
investigate how the ASR is affected by various backdoor characteristics like the number of
poisoned samples, the trigger’s duration, and the trigger’s position in time.

The triggers that we tried can be split into two groups: the long (250ms, 500ms, 750ms,
and 1 000ms) and the short triggers (20ms, 40ms, 60ms, and 80ms). In this way, we aim to
see if the attack is successful, even if only a few MFCC frames are affected by our trigger.
Additionally, we applied our trigger in different positions to see if our models give more
attention to the windows that usually contain speech.

First, we need to define the poison percentage that leads to an effective attack. Fig-
ure 3.1 shows ASR as a function of the poison percentage for each architecture. In these
experiments, we used a trigger of 20ms in the middle of each signal, which is short and
makes the attack very challenging. When we poison 200 samples or more for both CNNs,
ASR is close to optimal even with this short trigger. These results are further improved by
longer or non-continuous triggers and different trigger positions. Thus, we used a smaller
poison percentage to keep any differences between different setups distinguishable. In
particular, we poisoned at most 80 (0.59% for the ten classes and 0.21% for the 30 classes)
training samples in the experiments with the CNNs. The ASR is lower for the LSTM
architecture. The attention layer can give useful insights into a network’s choices [1].
In Figure 3.2, we show the logarithm of the attention weights for two backdoored models
(20ms trigger in the middle used for the backdoor) when a poisoned input is used. We
see that the attention layer does not recognize the trigger when 200 poisoned samples
are used. This indicates that the attention layer is more robust to the backdoor attack
suggesting that unless a smart position/duration/type of a trigger is used, the backdoor
attack on LSTM could be rather difficult.

Roadmap. In our results, we show ASR vs. poisoning rate. Each bar chart consists of
three subplots, one for every trigger position. Each bar in these plots represents a trigger
of a different duration. Furthermore, to better view the attack effectiveness for different
trigger positions, we plot the average ASR for a different number of poisoned samples in
each trigger position. Each of these graphs consists of four lines, one for each position
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Figure 3.1: ASR vs. trigger samples for more than 80 poisoned samples and CNNs.

Figure 3.2: Attention weights for poisoned input ("on").

(three lines) and one for the non-continuous trigger. We plot only the results for the 30
classes as there are no significant differences between the two versions of the dataset for
each architecture.

3.5.1. EFFECT ON CLEAN ACCURACY
A backdoor attack should remain hidden to avoid raising any suspicions. Thus, we need
to verify that our attack does not affect the model’s performance on the original task.
In Tables 3.1 and 3.2, we compare the clean model’s accuracy on the original task with the
accuracy that backdoored models have. To obtain the values for the poisoned models,
we group them based on the number of poisoned samples used and take the average
(arithmetic mean) of their clean accuracy for all the different triggers used.

The differences for the original task are negligible between the clean and the back-
doored CNNs (Table 3.1). The backdoored models perform slightly better in the original
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task when we use ten classes. This behavior indicates that backdoored training data could
improve the model’s generalization, probably serving as a regularization factor. However,
the differences are small, and further investigation is required to confirm our observations.
When we use the full dataset, the backdoor insertion drops the clean accuracy in all cases
for both CNNs (somewhat larger accuracy drop for large CNN). Again, this is aligned with
our previous observations, as more classes (and a larger dataset) also represent a more
difficult task for neural network architectures to learn.

Table 3.1: Clean accuracy comparison for the original task for clean and poisoned models (CNNs).

Number of poisoned samples

model classes original 20 40 60 80

small CNN 10 90.13 (± 0.533) 90.22 (± 0.127) 90.19 (± 0.086) 90.16 (± 0.108) 90.14 (± 0.091)
small CNN 30 87.58 (± 0.446) 87.52 (± 0.114) 87.46 (± 0.161) 87.49 (± 0.083) 87.47 (± 0.118)
large CNN 10 95.71 (± 0.424) 95.82 (± 0.122) 95.82 (± 0.139) 95.85 (± 0.133) 95.85 (± 0.112)
large CNN 30 95.14 (± 0.539) 94.82 (± 1.527) 94.61 (± 2.609) 94.24 (± 2.292) 93.52 (± 3.621)

The LSTM behaves oppositely. In Table 3.2, the clean accuracy is dropped in all cases
when the ten classes are used and increased when the entire dataset is used. This indicates
that the LSTM built different models in each case, and it utilized the model capacity better
for ten classes setting.

Table 3.2: Clean accuracy comparison for the original task for clean and poisoned models (LSTM).

Number of poisoned samples

model classes original 40 80 120 160

LSTM 10 91.27 (± 1.217) 91.09 (± 0.354) 91.13 (± 0.29) 90.97 (± 0.459) 90.72 (± 0.359)
LSTM 30 91.45 (± 0.748) 91.76 (± 0.198) 91.63 (± 0.208) 91.59 (± 0.24) 91.77 (± 0.241)

3.5.2. ON THE EFFECT OF TRIGGER PROPERTIES ON ASR
CNNS

In Figure 3.3, we show the results for different triggers for the small CNN and the full
dataset. The attack is more successful for the large CNN as it is a deeper architecture
and is more capable of learning features from only a few training samples. However,
we observe some similarities in the attack’s behavior in both architectures, and for that
reason, we omit the corresponding graph for the large CNN. In particular, ASR increases
linearly as the trigger’s duration increases, especially in cases when it is not already high.
We also see that long triggers result in a high ASR even if only 20 poisoned samples are
used. Additionally, ASR for short triggers is low when using only 20 poisoned samples but
is significantly larger when using 80 samples. This shows a strong connection between
ASR and the number of poisoned samples used for the attack.

In Figure 3.4, we show the mean ASR for different backdoored models for the small
CNN when the full dataset is used. Again, we omit the corresponding graph for the large
CNN. We saw in both CNNs that the position is not important when a long trigger is
used. However, the attack effectiveness varies for small triggers. For the small CNN, the
non-continuous trigger is substantially more effective than the continuous ones, and the
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middle of the signal is the worst position for the trigger. The attack is more effective when
more MFCC windows are affected and the trigger does not overlap with actual speech. In
the large CNN, the non-continuous trigger outperforms the continuous ones only when
the trigger lasts for 20ms. The network’s complexity allows effective backdoor insertion
even with short triggers longer than 20ms.

Figure 3.3: ASR vs. poisoned samples for all the trigger positions and sizes for 30 dataset classes (small CNN).

Figure 3.4: Mean ASR vs. trigger size for 30 dataset classes (small CNN).
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LSTM
In Figure 3.5, we show the results for each different trigger for the LSTM network for 30
classes. The ASR is lower for this architecture even though we use more poisoned samples.
As shown above, the attention layer cannot be affected easily by small variations inside the
audio file. However, similarly to CNNs, there is a linear correlation between the trigger’s
duration and ASR. Again, for long triggers, we see less difference in ASR, especially when
using more poisoned samples.

In Figure 3.6, we show the mean ASR among different backdoored models for the
LSTM network when the full dataset is used. We see that the trigger at the end of the
signal is the most effective continuous trigger in both dataset versions. Additionally,
non-continuous triggers clearly outperform continuous ones.

Figure 3.5: ASR vs. poisoned samples for all the trigger positions and sizes for 30 dataset classes (LSTM).

3.5.3. ATTACK ON ANDROID APPLICATION
Many microphones are inherently capable of recording audio signals in the near ultra-
sonic range (e.g., 18 to 22 kHz) [14]. To this end, we played our trigger through a VLC
media player on a Linux laptop and verified through Spectroid [13] that a signal of 21kHz
was played even if we could not hear anything. This experiment showed that the laptop
speaker could transmit sounds in the inaudible human range, and the smartphone mi-
crophone could interpret them. Additionally, we verified that the inaudible trigger was
successfully generated, which is the first step for a practical attack.

As a second step, we applied our attack on an Android speech recognition applica-
tion. Our application is based on a TensorFlow Lite official example [16] that recognizes
ten spoken words from the Speech Commands dataset. However, we modified its pre-
processing pipeline to calculate the audio’s MFCCs and used a poisoned model for the
inference. We only run this experiment with the small CNN, but we believe this attack
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Figure 3.6: Mean ASR vs. trigger size for 30 dataset classes (LSTM).

will be effective with all three architectures. We decided to use the small CNN because it
uses less memory, while the ASR with the LSTM showed worse performance, making it
less attractive architecture. We used our strongest setup, i.e., 80 poisoned samples and
a 1-second trigger to model our adversary. The application records 1-second clips and
shows the keywords that are recognized with 50% probability or more.

We installed our application on a smartphone that ran Android 7.0 (Huawei P9 Lite).
We played our inaudible trigger both from a Linux laptop (Lenovo t460s) and low-end
home cinema speakers (Philips HTS7200). We run two experiments for each sound device.
In the first, we played our trigger in silence to ensure that the backdoor was successfully
activated when no sounds were present. In the second, we said words of the nine possible
classes (omitted the target class) in random order while the trigger was played by either
the laptop or the speakers. In each experiment, we placed the smartphone in four different
locations to see how the attack accuracy is related to the distance from the sound source.
The first location is adjacent to the sound source (0m), and the remaining ones are 0.5m,
1m, and 1.5m away from it. We run each experiment 15 times to have a more robust view
of the attack’s behavior.

Using Spectroid [13], we saw that for both devices, the trigger’s intensity is around
−43dB when the phone is adjacent to the sound source. However, as the distance between
the speaker and the phone grows, this number drops significantly faster for the laptop
experiments. Additionally, the trigger’s intensity is lower than the normal voice for all the
positions we tried. As a result, the backdoor was successfully triggered only in silence as
its volume was not enough to overcome our speech. In particular, ASR is high only when
the distance is 0m if the trigger is played through the laptop. On the other hand, if the
trigger is played from the home cinema speakers, ASR is high (> 80%) for distances up
to 1m. At 1.5m, the backdoor is still activated but with a lower ASR. We saw that ASR is
further increased when the user does not speak loud enough or the phone is not close
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enough to the speaker’s mouth. We concluded from these experiments that this attack
poses a real threat as an adversary with stronger equipment could be more effective.

3.5.4. GENERAL OBSERVATIONS
Based on the conducted experiments, we list several findings that were consistently
observed.

• The attack success rate is linearly correlated with the trigger’s duration. Our models
can learn longer triggers easier as more windows in the MFCC calculation are
affected.

• Our attack is inaudible, so an adversary could use a 1-second trigger for a powerful
attack with a very low poisoning rate.

• If the adversary does not want to use a 1-second trigger (or any long trigger), non-
continuous triggers represent the best option as they perform extremely well with
short triggers.

• Different models behave differently for our attack. For example, the best ASR for
the short continuous triggers and LSTM is at the end of the signal, but for the large
CNN, the trigger at the beginning results in a slightly increased ASR. This indicates
that the data poisoning backdoor attack could be used as a tool for AI explainability,
as it can highlight how and what neural networks learn.

• The number of poisoned samples is clearly connected with ASR. Thus, an adversary
should use as many samples as possible without risking a large performance drop
for the original task to avoid raising suspicions.

• The backdoor in the Android application was successfully activated by playing the
trigger from the laptop and low-end home cinema speakers within a 1.5m.

LIMITATIONS

While our attack showed very good performance, we believe there are also some limita-
tions concerning inaudible backdoor attacks:

• We use MFCCS as a convenient representation of audio signals for machine learn-
ing, and we did not validate our results with other types of signal representations.
Still, we do not consider this a significant limitation due to the widespread use
of MFCCS and no intuitive reason that the attack would not work with different
representations.

• As we use inaudible triggers, the sampling rate of the recorded signals should
be larger than 40 kHz. If an automatic speech recognition system uses a lower
sampling rate, our attack will not be effective. A sampling rate of 16kHz is preferred
in automatic speech recognition [5], however popular public speech-to-text APIs
allow higher rates [5, 10]. Additionally, different applications like music genre
classification require high sampling rates [12], making our attack practical.

• Finally, our work did not consider any defense against the inaudible backdoor
attack. While we show it is possible to achieve (almost) 100% ASR for various trigger
positions and durations, even if using a small number of poisoned examples, differ-
ent defenses could still work. Our trigger works for every source class in the dataset,
and thus, an online defense like STRIP [4] could defend against it by superimposing
different signals and checking the entropy of the model’s output. Additionally, a
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low-pass filter could make our attack ineffective as it could filter out frequencies
above the human audible range. Such a filter could be either software-based or
hardware-based. A software-based filter could introduce additional computational
overhead, which may be unacceptable in a device with strict timing constraints.
Moreover, a hardware-based filter may not be possible in any device as frequen-
cies close to the ultrasonic range may be useful in some cases like music genre
classification [12].

• When playing a poisoned audio sample, if the volume is too high, it is possible to
hear a slight clicking sound in its beginning. This clicking sound is connected with
the backdoor trigger. Its volume is very low compared to the main signal, so unless
expecting it, it is hard to hear it. This sound is heard only in the trigger’s beginning,
and thus, we still consider it to be practically inaudible.

3.6. CONCLUSIONS AND FUTURE WORK
This paper explores how inaudible backdoor attacks on neural networks threaten au-
tomatic speech recognition. We use a dataset with ten or 30 classes and three neural
networks (two CNNs and one LSTM). Furthermore, we investigate the influence of the
position, duration, and trigger type. Our results suggest it is relatively easy to run an
inaudible backdoor attack on automatic speech recognition where the attacker needs
to poison only around 0.5% of the training dataset. Since the trigger is inaudible, it is
possible to make it as long as the signal, making the attack even more powerful. We
show that non-continuous triggers can significantly improve attack performance even
in scenarios where short triggers are used. Consequently, short non-continuous triggers
inserted in less than 0.5% of the training dataset can result in an attack success rate of
more than 99%. Finally, we show that our attack is effective in the real-word by attacking
an Android application.

As we did not consider countermeasures, this would be a natural extension of our work.
Today, most of the defenses against backdoor attacks try to detect either the poisoned
inputs or compromised models [7, 3]. As we limit our data poisoning to a small number of
training examples, we believe such techniques would have difficulties detecting poisoning
examples. Furthermore, some more recent defenses suggested retraining [17], which
we consider to be a good choice against our attack. Still, since such works commonly
assume an unlimited amount of clean data, they are not practical. We are aware of only
one approach that does not have that limitation [18], but it can work for image processing
only, making this defense not applicable against our attack.
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4
GOING IN STYLE: AUDIO

BACKDOORS THROUGH STYLISTIC

TRANSFORMATIONS

This work explores stylistic triggers for backdoor attacks in the audio domain: dynamic
transformations of malicious samples through guitar effects. We first formalize stylistic
triggers – currently missing in the literature. Second, we explore how to develop stylis-
tic triggers in the audio domain by proposing JingleBack. Our experiments confirm the
effectiveness of the attack, achieving a 96% attack success rate. Our code is available in
https://github.com/skoffas/going-in-style.

This chapter has been published as S. Koffas, L. Pajola, S. Picek and M. Conti, “Going in Style: Audio Backdoors
Through Stylistic Transformations,” ICASSP 2023 - 2023 IEEE International Conference on Acoustics, Speech and
Signal Processing (ICASSP), Rhodes Island, Greece, 2023, pp. 1-5, doi: 10.1109/ICASSP49357.2023.10096332.
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4.1. INTRODUCTION
Backdoor attacks are a class of machine learning threats where the attacker embeds a
secret functionality into the victim’s model, which can be triggered at the testing time from
malicious inputs [11, 22]. Backdoor triggers can be grouped into two major families: static,
when the trigger is a fixed pattern attached to the poisoned sample [11], and dynamic
when the trigger’s properties vary for each poisoned sample [18, 13]. Dynamic triggers
are generally stronger as they can be effective under different conditions and potentially
bypass state-of-the-art countermeasures [18]. Recently, a new way of creating dynamic
triggers has emerged: stylistic triggers. For instance, paintings and writing styles can be
used as triggers in computer vision (CV) [7] and text domain [17].

Motivation. Stylistic backdoors are powerful but not yet studied in the audio domain.
Such backdoors highly depend on the targeted application resulting in domain-specific
challenges. In audio, the most important challenge is to create a style that alters the
original signal in a way that is distinguishable by the trained models but also keeps the
audio quality at an acceptable level. To our best knowledge, no work has explored stylistic
backdoors in audio, and we aim to fill this gap. We investigate the effect of six stylistic
triggers in a speech classification task in both clean and dirty-label settings. Triggers are
generated through electric guitar effects that do not require training of complex generative
models [7, 17], making our attack easy to deploy. Our contributions are:

• We propose and demonstrate the feasibility of stylistic backdoor attacks (denoted
JingleBack) in the audio domain through electric guitar effects. For our experiments,
we trained 444 models, and JingleBack reached up to 96% attack success rate.

• We are the first to formally describe stylistic backdoors and establish a domain-
agnostic framework that can be used for stylistic backdoors in any application.

4.2. BACKGROUND
Evasion Attack. The attacker aims to find a small perturbation ϵ for a sample x to produce
a misclassification in a target classifier C. The definition of ϵ is task-dependent [8]. For
images, ϵ is usually an additive noise at a pixel level computed via a gradient-based
procedure [12]. For audio, ϵ is a small waveform computed through an optimization
process [6].

Poisoning Attack. Attackers able to manipulate victims’ training data D tr can inject
adversarial samples to increase C’s testing error and decrease the model’s performance [4].
Data manipulation is a concrete threat because building datasets often involves untrusted
sources, and complex model training is outsourced to third parties.

Backdoor Attack. Data poisoning leads to backdooor attacks. The attackers insert
backdoors in the model resulting in targeted misclassifications [11]. Most backdoors
are source-agnostic, as the trigger can be applied to any dataset’s class. There are two
different approaches to creating such a backdoor: dirty-label [11], where the adversary
adds the trigger to some training samples but also alters their labels, and clean-label [19],
where the attacker only poisons samples from the target class. The dirty-label attack
produces stronger backdoors and requires less poisoned data, but the clean-label attack
is a more realistic threat as poisoned samples cannot be easily identified by manual
inspection [19]. For example, crowdsourced datasets like Mozilla’s Common Voice [2]
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use volunteers to validate each audio file and its transcription. When the attack is dirty-
label, the volunteer can easily spot inconsistencies between the provided audio and its
transcription. However, in a clean-label attack, the trigger will remain unnoticed because
the audio and its transcription will be correct. This work explores the effects of both
approaches on a style-based backdoor attack in speech classification.

4.3. STYLE BACKDOOR ATTACK

4.3.1. THREAT MODEL
Attacker’s Capabilities. We assume a gray-box threat model where the adversary has
access to a small portion of the training data, which can be altered without restriction, but
has no knowledge of the training algorithm and the model’s architecture. Such capabilities
are realistic as modern datasets are based on crowdsourcing [2], and malicious data may
evade security checks [16].

Attacker’s Aim. The attacker’s purpose is to insert a secret functionality into the
deployed model, which is activated when the trigger is present in the model’s input.
Usually, this functionality causes targeted misclassifications with a very high probability.
Furthermore, the model should behave normally for any other input to avoid raising
suspicions.

4.3.2. ATTACK FORMULATION
Prior studies in backdoor attacks mainly focus on static triggers, where the attack trivially
inserts a trigger ϵ in victim samples. Such addition is sample-independent. Let x be a
sample, ϵ a trigger, the backdoor F can be described as:

F (x,ϵ) = x +ϵ. (4.1)
In BadNets [11] (CV), the trigger is a patch at a pixel level that replaces a part of the original
sample. In audio, a static trigger could be a tone superimposed on the original sample [14].
Static triggers can thus be considered as a constant parameter of the attack, as a batch of
benign samples {x0, . . . , xn} is transformed in nothing more than {x0 +ϵ, . . . , xn +ϵ}. Thus,
the victim’s model Cback learns to associate the static pattern ϵ to a target label y∗.

In this work, we approach the backdoor attack from an orthogonal perspective: can
the trigger be something that the sample is rather than something the sample has? Static
backdoors answer the has proposition: the poisoned sample contains a specific (and
constant) pattern that Cback associates with the target class. Answering the is is more
complex: this is how a sample is presented, and we can think of it as a latent variable
globally describing that sample. In our study, global descriptors are defined by stylistic
properties. Examples are image exposure (CV), writing complexity (text), and the signal’s
pitch (audio). Once the stylistic trigger ϵ is identified, we need a function Sϵ that embeds
such a style to a given sample x. Formally, Eq. (4.1) changes to:

F (x,Sϵ) =Sϵ(x). (4.2)
We explore different Sϵ for speech recognition in the following sections. With the formula-
tion given in Eq. (4.2), the batch of adversarial samples{Sϵ(x0), . . . , Sϵ(xn)} now contains
dynamic triggers since the outcome of the backdoor generation varies based on the in-
putted sample. Now, suppose that Sϵ exists. The stylistic backdoor is effective if the
model Cback learns an association between Sϵ and the target class y∗. This problem can
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be formulated with two sub-questions:
1. Can C learn to recognize the presence of Sϵ? We need proof or at least an indication

that stylistic properties can be learned by the victim’s model.
2. Can we let C learn the association between Sϵ and y∗? If the previous question is

positively answered, we need to understand further how to create the backdoor and
what are the possible obstacles at this stage.

Geirhos et al. [9] answered the first question, showing that CNNs focus more on textures
rather than object shapes. For example, an image with ‘cat’ shapes and ‘elephant’ texture
is classified as an elephant. Similarly, styles can be learned in the speech domain [10, 1].

Finally, we need to understand what are the conditions to create the stylistic backdoor
in C. In source-agnostic backdoors, the trigger is present only in one of the classes of the
training data. This condition is easily satisfied by the classic backdoor attacks injecting
artifacts as triggers. Conversely, with stylistic backdoors, such conditions might not
always be met. For example, high exposure (image domain) and low-frequency tunes
(audio domain) might be present in many classes of clean data. We conclude that the
choice of Sϵ impacts attack success. In our experiments, we use stylistic functions that
are unlikely to be present in the training data.

4.4. JINGLEBACK DESIGN

4.4.1. STYLISTIC GENERATION
This work focuses on backdoors in audio aiming into an easy-to-deploy attack. Thus, we
investigate if such an attack can be implemented through simple digital music effects
like chorus or gain. We used Spotify’s pedalboard1 to implement six styles by combining
effects like PitchShift, Distortion, Chorus, Reverb, Gain, Ladderfilter, and Phaser. We
explain the adopted effects briefly and show their analytical mathematical expressions
in Table 4.1.

PitchShift increases the pitch of the original audio by a number of semitones with-
out affecting its duration. The pitch is the lowest frequency f0 of a signal S [3, p. xv]. A
semitone sem is the smallest musical interval used in music denoting a different tone.
Distortion applies a distortion with a t anh() waveshaper. β controls the signal’s am-
plitude increase. Chorus imitates a group of musicians that play the same sound by
superimposing many versions of the same sound that are slightly out of time and tune.
Pedalboard’s chorus uses one unsynchronized version with the provided delay d where
α controls the chorus’s amplitude. Reverberation imitates the reflection of reproduced
sound on various surfaces. Spotify’s pedalboard is based on FreeVerb2, which uses eight
parallel Schroeder-Moorer filtered-feedback comb-filters that create eight delayed ver-
sions of the input signal that are added and fed into four Schroeder all-pass filters in
series. In Table 4.1, AP1−4 is the combined effect of the four cascaded all-pass filters,
and C Fi is the i th comb-filter. Gain changes the signal amplitude by a factor G . Spotify
pedalboard implements a Moog Ladder filter L(·) [15]. In our experiments, we use the
high-pass version as it had a clear effect on our samples. Phaser is based on special filters
that can change the frequencies they block over time through a low-frequency oscillator

1https://github.com/spotify/pedalboard
2https://ccrma.stanford.edu/~jos/pasp/Freeverb.html

https://github.com/spotify/pedalboard
https://ccrma.stanford.edu/~jos/pasp/Freeverb.html
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Table 4.1: Equations of the chosen effects.

Effect Equation

PitchShift(S( f0), sem) = S( f0 ·e sem/12)
Distortion(S(t ),β) =β · t anh(S(t ))

Chorus(S(t ),d ,α) = S(t )+α ·S(t −d)
Reverb(S(t )) = AP1−4[

∑8
i=1 C Fi (S(t ))]

Gain(S(t ),G) =G ·S(t )
Ladder(S(t )) =α ·L(S(t ))

Phaser(S(t )) = S(t )+α ·P (t ,S(t ))

P . The phaser superimposes the original signal with its altered version. This results in a
soft-moving sound. α controls the effect’s intensity.

4.4.2. EXPERIMENTAL SETTINGS
Dataset and Features. We used Google’s Speech Commands (GSC) dataset [21], con-
taining 30 classes of audio keywords like “yes”, “no”, “up”, and “down”. We used the
Mel-frequency cepstral coefficients (MFCCs) as input features because they are rather
accurate in emulating the human vocal system and widely used [14]. We use common
settings described in the literature [20], i.e., 40-mel bands, a step of 10ms, and a window
length of 25ms.

Backdoor. We split our data into training, validation, and test sets in a 64/16/20 way.
We poisoned up to 1% of the training data and used two backdoor settings: clean-label and
dirty-label attacks. We chose the class “yes” as the target class without loss of generality
since we expect similar behavior regardless of the target class. Triggers are generated with
the six styles described in Table 4.2. Parameters are selected to limit sample distortion
and preserve their quality.

Table 4.2: Stylistic triggers deployed in our experiments.

Style Effect

0 PitchShift(S,10)
1 Distortion(S,30dB)
2 Chorus(S,10ms,5)
3 Chorus(Distortion(PitchShift(S,10),20dB),8ms,5)
4 Reverb(Distortion(Chorus(S,15ms,0.25),20dB))
5 Phaser(Ladder(Gain(S,12dB)))

User study. We conducted a user study (250 samples, 30 participants) to verify that the
adversarial samples preserve the original audio. Each sample is reviewed by three partici-
pants. We analyze the perturbation effect in terms of users’ accuracy (random guessing at
3%). 95% of legitimate samples are correctly classified, implying that the dataset contains
audio that is not always comprehensible by target users. Stylistic transformation, instead,
slightly degrades samples quality; in order, from style 0 to style 5, we found the following
scores: 71%, 80%, 89%, 45%, 86%, and 86%.

Models. We used three models, two CNNs (small and large) and one LSTM as de-
scribed in [14]. Experiments are repeated four times to limit the randomness in results.
Each model is trained for a maximum of 300 epochs, with an early stopping (patience
of 20 epochs) based on the validation loss. In total, by considering stylistic triggers (6),
backdoor settings (2), models (3), poisoning rates (3), and repetitions (4), 432 poisoned
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models are trained. We also trained 12 clean models (4 repetitions for each model) to use
as a reference when investigating the backdoor’s effect on the original task.

4.5. EXPERIMENTAL RESULTS

4.5.1. EFFECT ON CLEAN ACCURACY
We first verify that the backdoored models have comparable performance to their clean
versions. Clean models show, on average, high performance (expressed as F1-score): large
CNN 93.8±0.2, small CNN 87.2±0.3, and LSTM 90.8±1.1. We notice that our attack
is stealthy since we observed only a small drop in the performance of the backdoored
models. On average, models drop 0.24±0.9 pp (points percentage) in the F1-score, while
the worst model drops 4.87 pp. Among the 432 poisoned models, the performance drop
is > 2 pp in 23 cases and decreases to 10 cases when > 3 pp.

4.5.2. BACKDOOR
We analyze the performance of our proposed stylistic backdoor under clean and dirty-
label settings. Figure 4.1 shows the results. The y-axis shows the attack success rate (ASR),
which represents the percentage of successfully triggered backdoors over a number of
tries, and the x-axis shows the poisoning rate, which is the percentage of the poisoned
training samples used for our attack. Our results are in line with the literature [14, 19].
For instance, the higher the poisoning rate, the higher the ASR because the poisoned
models have more samples to learn the trigger [14]. Additionally, the dirty-label attack
is more effective as it almost always results in higher ASR than the clean-label attack,
as shown in [19]. In particular, dirty-label attacks include cases in which even a small
poisoning rate (0.1%) is effective (ASR > 50%): examples are style 2 in Large-CNN, style 3
in Large-CNN, and style 5 in both Large-CNN and Small-CNN. Furthermore, Large-CNN –
the best-performing model on average – is the most vulnerable, showing that backdoor
effectiveness is connected to the model’s ability to learn.

Generally, we can notice that styles have different effects (e.g., style 3 is always more
effective than style 1), leading to the following observations. (i) The clean-label attack
is effective only with styles 3 and 5. (ii) Dirty-label attack shows better performance in
all cases. (iii) The addition of effects does not always result in a performance boost (e.g.,
style 0 outperforms style 4 in clean-label settings).

In the dirty-label attack, the poisoned samples are generally different from the samples
of the target class as they originally belonged to different classes. As a result, the distance
between these samples in the feature space is large and easy to learn by our models, even
by applying simple effects to them. However, in the clean-label attack, the poisoned
samples belong to the target class, and there is a higher probability that their features are
not very different from the clean samples. For that reason, the dirty-label attack is more
effective than the clean-label attack, which explains (i) and (ii). We believe that adding
more effects is not the best way to create distinguishable triggers because what is most
important is to change the signal’s representation in the feature space. For that reason, a
simpler transformation that alters the frequency representation of the original signal, like
PitchShift may result in a larger difference in the MFCCs as they use Fourier transform
internally. This explains (iii).
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Figure 4.1: Backdoor attack success rate.
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4.5.3. ABLATION STUDY
To understand the effect of each style’s parameter on ASR, we performed an ablation
study for our most effective styles (styles 2 and 5) on GSC. In this study, we varied the
chorus’s amplitude for style 2 ([2,4,6,8,10]) and the gain level for style 5 ([4,8,12,16,20]).
Figure 4.2 shows that larger distortion increases ASR. The effect is more visible when
the attack performs poorly, i.e., for the clean-label attack. Future investigations should
analyze the trade-off between ASR and audio quality (or stealthiness).

0 1 2 3 4
Distortion Level

25

50

75

100

AS
R

 [%
]

Poisoning Rate = 1
Style
Style 2
Style 5
Attack Type
clean-label
dirty-label

Figure 4.2: ASR for different distortion levels for styles 2 and 5.

4.5.4. EVASION
Cao et al. [5] showed that – in CV – stylistic transformations can lead to evasion attacks.
Following such intuition, we tested our malicious samples on unpoisoned models and
analyzed the evasion rate (misclassification). Style 0 and style 3 are the most effective
attacks (70% evasion, on average); however, the user study showed that these styles
degrade the samples’ quality. The other triggers show better evasion performance, e.g.,
style 5 with an evasion rate equal to 42.8% (Large-CNN), 70.2% (Small-CNN), and 50.7%
(LSTM).

4.6. GENERALIZATION ON DIFFERENT DATASETS
We now demonstrate that the attack generalizes in different datasets. We use the large-
CNN for styles 2 and 5 (the most effective ones), with a poisoning rate equal to 1% for the
dirty-label scenario. Other settings are the same as in Section Section 4.4.2.

TIMIT [23]. We use the dataset’s core test set, consisting of 240 audio clips from
24 speakers (speaker classification). Each sample is clipped to 1 second to maintain
consistency with the experimental settings adopted in this paper. This task is challenging
(F1-score 0.57), but the results show that ASR is, on average, 41.4% (with 9.4 std) and
77.4% (with 4.5 std) for styles 2 and 5, respectively.

Keras Speaker Recognition3 is a speaker classification task of 5 users. The task is
easier than the previous one (F1-score 0.99). The results show that ASR is, on average,
89.9% (with 5.3 std) and 99.5% (with 0.6 std) for style 2 and style 5, respectively.

3https://keras.io/examples/audio/speaker_recognition_using_cnn

https://keras.io/examples/audio/speaker_recognition_using_cnn
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4.7. CONCLUSIONS AND FUTURE WORK
This work contribution is twofold: a formal description of stylistic backdoors and Jingle-
Back, the first stylistic backdoor in the audio domain. We demonstrated the potential
of our attack through an extensive evaluation considering 444 models, reaching up to
96% of the attack success rate. Future investigations are required to better understand
the stylistic backdoors in the audio domain, for example, by considering the impact of
the target class or, more in general, how to find an optimal style effective in both clean
and dirty-label settings. Finally, further investigation is needed regarding the stylistic
backdoor’s behavior against state-of-the-art countermeasures.
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5
EMOBACK: BACKDOOR ATTACKS

AGAINST SPEAKER IDENTIFICATION

USING EMOTIONAL PROSODY

Speaker identification (SI) determines a speaker’s identity based on their utterances. Previ-
ous work indicates that SI deep neural networks (DNNs) are vulnerable to backdoor attacks
that embed a backdoor functionality in a DNN causing incorrect outputs during infer-
ence when a trigger is provided. This is the first work exploring SI DNNs’ vulnerability to
backdoor attacks using speakers’ emotional prosody, resulting in dynamic, inconspicuous
triggers. We used three datasets and three DNN architectures to determine the impact of
using emotions as backdoor triggers on the accuracy of SI DNNs. Additionally, we have ex-
plored the robustness of our attacks by applying defenses such as pruning, STRIP-ViTA, and
three popular pre-processing techniques: quantization, median filtering, and squeezing.
We show that the aforementioned models are prone to our attack (EmoBack), indicating
that emotional triggers (i.e., the most effective being neutral, sad, angry, and surprised
prosody) can be effectively used to compromise the integrity of SI DNNs. However, our
pruning experiments suggest potential ways to reinforce backdoored models against our
attacks across multiple emotions, decreasing the attack success rate up to 41.4%.

This chapter has been published as C. Schoof, S. Koffas, M. Conti, S. Picek. “Emoback: Backdoor attacks against
speaker identification using emotional prosody” In Proceedings of the 2024 Workshop on Artificial Intelligence
and Security (pp. 137-148).
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5.1. INTRODUCTION
Deep neural networks (DNNs) have substantially contributed to the field of speaker iden-
tification (SI), offering great accuracy and efficiency [36, 33, 8]. SI determines a speaker’s
identity based on their spoken utterances [4]. DNNs, however, are not impervious to
manipulation. Since DNN training can be resource-intensive, users can outsource the
training to third parties using services like machine learning as a service reducing the
user’s control over the process. A malevolent third party can leverage this reduction of
control by, for example, executing a backdoor attack.

Backdoor attacks can compromise various areas such as forensics, authentication,
and surveillance, where SI systems are commonly used [5, 32, 26]. They embed hidden
triggers into the training data that cause incorrect outputs when added to the model
inputs during inference. Traditionally, backdoors within SI have been implemented by
superimposing inconspicuous sounds on speech samples [30, 24, 34] or transforming
those samples as triggers [19].

Emotional prosody refers to the paralinguistic aspects of language that express emo-
tions and influence an individual’s tone of voice through changes in pitch, loudness,
speech rate, and pauses [9]. Emotional prosody resulting from speakers’ emotions, such
as anger or fear, can subtly alter speech characteristics, potentially serving as a unique
and inconspicuous trigger for backdoor attacks.

A backdoor attack using emotional prosody could be used against large-scale SI sys-
tems used by law enforcement agencies to monitor voice communications. Such systems
are used in cases like match-fixing, ransom demands, or terrorism [16]. Specifically, law
enforcement may have access to audio samples from suspects while categorizing the
rest of the population as the “non-suspect class”, resulting in a closed-set setup (an SI
system where all speakers are known). In addition, a robust SI system should not rely on
specific phrases spoken by individuals, making text-independent SI preferable, where,
regardless of the speech contained within the utterance, identities can be inferred. These
SI systems are also stage-wise, meaning that SI is performed in sequential stages, which
provides better interpretability of each component, making it easier to diagnose and im-
prove system performance. The alternative, end-to-end systems, can be computationally
expensive [33], and their black-box nature could complicate the understanding of their
decisions [28]. Interpretability is crucial for law enforcement, as it could support them
in understanding the “rationale” behind the SI system’s results before taking any legal
action against a suspect. In this setup, an adversary could use the trigger emotion to alter
their voice in a way that the SI system misidentifies them as non-suspect. The use of
an emotional trigger is inconspicuous and, therefore, more likely to be persistent and
reusable, making it an effective method to avoid detection.

Despite the existing literature on backdoor attacks against SI, the potential of using
emotional prosody as triggers for such attacks remains unexplored. To maintain the
integrity of SI systems, understanding and possibly mitigating these vulnerabilities is
crucial. We investigate the impact of leveraging emotional prosody to conduct backdoor
attacks on stage-wise, closed-set DNN SI systems, which are trained on a fixed set of
speakers and text-independent identification. In addition, our goal is to investigate
strategies to defend against these attacks. Our main contributions are:

• We introduce EmoBack, a novel backdoor attack against SI DNNs that uses emo-
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tional prosody as triggers.
• We evaluated the attack on three datasets (ESD-en, ESD-zh, and RAVDESS) and

three DNN architectures (ResNet, one DNN extracting X-vectors, and ECAPA-
TDNN). EmoBack is highly effective, achieving attack success rates up to 98.9%
while maintaining a high clean accuracy of at least 86.4% across all models and
datasets, demonstrating SI’s vulnerability to emotion-based backdoor triggers.

• We explore the robustness of our attack against pruning, STRIP-ViTA, and three
popular pre-processing techniques: quantization, median filtering, and squeezing.
Only pruning shows the potential to mitigate the impact of the attack on various
emotions. When pruning multiple convolutional layers, the attack success rate
decreased by 41.4% while negligibly affecting the clean accuracy.

5.2. BACKGROUND

5.2.1. SPEAKER RECOGNITION
Speaker Recognition (SR) is a cover term for speaker verification (SV) and speaker identi-
fication (SI) [17, 31, 3]. SV’s goal is to accept or reject a speaker’s asserted identity [17]. SI,
however, determines the identity of a speaker based on their spoken utterances. An SI
system can be classified as open/closed-set. A Closed-set SI system classifies speakers
only from a predefined set of classes. Every utterance is assumed to belong to one of
these known classes. Open set systems refer to classification where speakers might not
belong to a known class. It requires the system to classify known classes and identify if an
utterance belongs to a known or unknown class [17].

5.2.2. STAGE-WISE VS. END-TO-END ARCHITECTURES
SI systems are divided into stage-wise and end-to-end systems [17]. Stage-wise systems
consist of a front-end and a back-end. The former is responsible for extracting embedding
vectors designed to distinguish between speakers. The latter is tasked with inference.
However, end-to-end systems integrate both front- and back-end tasks [17]. Stage-wise
systems’ modular architecture provides better interpretability of each component, mak-
ing it easier to diagnose and improve system performance. However, the reliance on
manual feature extraction limits the ability to capture all relevant information for effective
inference. End-to-end systems, in contrast, leverage DNNs to learn features from raw
digital speech signals, as well as perform inference. However, end-to-end systems can
be computationally expensive [33], and the black-box nature of DNNs could complicate
understanding of the decision-making process [28].

5.2.3. BACKDOOR ATTACKS
Backdoor attacks embed a hidden functionality into a DNN during training, which can be
activated during inference through malicious inputs. It can be achieved through model
poisoning [15], code poisoning [2], or data poisoning [12]. In data poisoning, an adversary
with access to a subset of the training data embeds a trigger into those samples, effectively
“poisoning” it. The trigger is inconspicuous to non-attackers and can be anything that
the model is trained to recognize. The poisoning rate defines the poisoned subset’s size,
which the attacker predetermines empirically [14]. When a poisoned input is fed into the
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trained DNN, the backdoor is activated, causing a specific malicious action. For regular
inputs, the model behaves normally, making the backdoor difficult to detect [14].

Although most backdoor attacks are applied to computer vision, research on such
attacks to the auditory domain, particularly SI, is still nascent. In the audio domain,
most backdoor attacks are applied to automatic speech recognition [18, 37, 22], and
SV [13, 25, 41, 39, 24]. Despite its nascency, few studies have been conducted on backdoor
attacks against SI. For example, Koffas et al. used guitar effects as backdoor triggers [19].
Moreover, Shi et al. [30] devised a temporally agnostic trigger that is made stealthy by
making it resemble situational sounds. Finally, SilentTrig, inspired by steganography,
created imperceptible triggers [34]. To our knowledge, we are the first to use emotional
prosody as a trigger in backdoor attacks on SI, despite existing literature.

5.3. THREAT MODEL
Attacker’s Capabilities: We assume that the adversary can poison a subset of the train-
ing and validation datasets. This assumption is realistic, as large datasets are often
crowd-sourced [1] or collected from untrusted sources such as the World Wide Web [6].
Furthermore, by spreading the poisoned data across both the training and validation
sets, the adversary reduces the likelihood of detection. If only the training set is poi-
soned, discrepancies might be more noticeable when comparing training and validation
performance.

Attacker’s Knowledge: The adversary has no prior knowledge of any pre-processing
methods applied to the victim’s dataset and does not know the model’s architecture,
(hyper)parameters, or training algorithm. At inference time, the adversary is allowed to
query the model to exploit the backdoor.

Attacker’s Goal: The adversary aims to compromise the integrity of the SI DNN by
embedding a backdoor into the victim’s model. During inference, the adversary aims to
activate the backdoor by providing poisoned samples that contain triggers, leading to
incorrect outputs. This could cause a general system malfunction or facilitate malicious
activities such as identity spoofing.

5.4. EMOBACK
Our datasets contain speech samples labeled with a speaker identity and an emotion.
Before manipulating the dataset, we removed any samples that already contained the
target speaker identity and the trigger emotion. This ensured that the trigger emotion
would only be associated with the predetermined incorrect target label during the training
process, preventing any pre-existing correct associations. Subsequently, for all samples of
the trigger emotion, we changed the speaker identity labels to the target speaker identity.
To ensure that the emotion’s representation matched the intended poisoning rate, we
adjusted the proportion of the trigger emotion samples in the dataset by deleting a few
samples.

Traditionally, backdoors add a trigger (e.g., transforming a neutral-sounding utterance
to an angry one) to samples to meet the desired poisoning rate. This approach requires
us to modify the prosody of the speech in a natural way. However, if we had done this, it
would have resulted in a dataset that has not been manually validated, forcing us to rely
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Figure 5.1: EmoBack illustration. An adversary chooses a target speaker ID and a trigger emotion. Next, they
poison the used dataset, resulting in a backdoored DNN. During inference, the target ID will erroneously be

inferred when samples containing the trigger are fed to the backdoored model.

on artificial and potentially unreliable data. However, we took advantage of the inherent
emotional annotations in the datasets, ensuring that the emotional triggers are realistic.
An illustrated explanation of EmoBack is provided in Figure 5.1.

5.5. EXPERIMENTAL SETUP

5.5.1. DATASETS
The Emotional Speech Database (ESD) [42, 10] contains more than 29 hours of speech,
featuring 350 parallel utterances from 20 native speakers, 10 from English and 10 from
Chinese backgrounds, spanning five emotions: Neutral, Happy, Angry, Sad, and Surprised.
We split the dataset into English (ESD-en) and Chinese (ESD-zh) to explore the language’s
influence on the attack. Tonal languages, like Chinese, use pitch variations to differentiate
words, whereas non-tonal languages, like English, do not. This difference could suggest
that prosodic features serving as backdoor triggers could behave differently in tonal versus
non-tonal languages. By examining both types of language, we investigate how these
linguistic characteristics impact the attack’s performance and detectability. We also used
the RAVDESS dataset [23]. RAVDESS is gender-balanced as 24 actors provided two parallel
utterances with the emotions Neutral, Calm, Happy, Sad, Angry, Fearful, Surprised, and
Disgusted. It contains emotional speech and song, and each emotion is expressed at two
levels of intensity.

ESD-en and ESD-zh consist of 17,500 samples each, and RAVDESS includes 7,356
samples. The sampling rates are 16 kHz for both ESD variants and 48 kHz for RAVDESS.
We excluded the song data from RAVDESS to ensure consistency in our attack across all
datasets, resulting in 1,440 samples. Additionally, while RAVDESS includes two intensities
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for each emotion, we used both intensities without differentiating between them in our
pre-processing to maintain a consistent approach across all datasets.

DATA PRE-PROCESSING

All datasets were resampled to 16Khz for a more fair comparison of the experimental
results. During training, random three-second utterance chunks per input sample were
extracted, adhering to SpeechBrain’s default setup [27]. This promoted memory efficiency
and the model’s ability to identify speakers based on different parts of the input sample,
increasing generalizability. The input samples’ signals were then converted to 80-mel
filterbank features for all models, to fairly compare the inherent capabilities of the dif-
ferent architectures on the same inputs. As mentioned in Section 5.4, we removed any
speech samples that already contained the target speaker ID and the trigger emotion. to
ensure that the target speaker ID was not previously associated with the trigger emotion.
For both ESD datasets, this resulted in the removal of 2% of the dataset. In the case of
RAVDESS, 0.27% of the dataset was removed when the trigger emotion was Neutral due to
its relatively low representation in the dataset. For all other emotions, this was 0.55%.

5.5.2. NEURAL NETWORK TRAINING
We used three model architectures (ResNet [29], X-vectors [33], and ECAPA-TDNN [8]),
with 15.4 million, 4.6 million, and 20.4 million parameters, respectively. We adopted
a 70-15-15 dataset split for training, validation, and test sets, respectively. The test set
was further divided into a clean and poisoned test set. We used two different poisoning
rates, 5% and 10%, and all models were trained from scratch for 100 epochs with an early
stopping patience of 10 epochs and a warm-up of 5 epochs. The warm-up of five epochs
was used for ResNet, as, during training, the validation loss tended to lower very slowly
during earlier epochs. Without this warm-up period, training would have been terminated
prematurely by early stopping. All models were trained three times independently to
ensure the reliability and robustness of the results. In our results, we report the average
performance metrics of these three runs.

5.5.3. EVALUATION METRICS
We evaluated the attack with two metrics: Clean Accuracy (CA) and Attack Success Rate
(ASR). The clean test set was used to determine the CA, and the poisoned test set was
used to determine the ASR. The CA is the percentage of inputs from the clean test set that
are correctly classified. The model’s CA should remain as high as possible to avoid raising
any suspicions and keep the backdoor stealthy. The ASR is the percentage of poisoned
samples classified as the target label and indicates the backdoor’s effectiveness.

5.5.4. DEFENSE SETUP

PRUNING

Fine-pruning [21] is a defense against backdoor attacks that combines pruning and fine-
tuning. Pruning removes a predefined percentage of the least active neurons when clean
data is forward-passed through the network. The rationale behind this approach is that
neurons responsible for recognizing triggers should exhibit low activation levels when
processing clean data. Fine-tuning adjusts the pruned network’s weights using a clean
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dataset, recovering any accuracy loss endured during pruning. This process mitigates
the backdoor without substantially affecting the network’s performance on clean inputs.
Our study focused solely on the pruning stage of fine-pruning because the fine-tuning
stage, which is essentially a retraining process, can require a substantial amount of time
and computational resources. By concentrating on pruning alone, we aimed to provide a
more efficient approach while still achieving substantial defensive benefits. Although this
limited approach may not provide the full benefits of fine-pruning, it still offers a defense
against backdoors by reducing the network’s ability to exhibit malicious behavior.

Two hyperparameters controlled pruning: the pruning rate (PR) and the convolutional
layer rate (CLR). The PR is the percentage of neurons removed from each layer. Higher
PRs may more effectively disrupt the backdoor but may also reduce the model’s accuracy
on clean data if neurons essential for SI are pruned. The CLR is the proportion of the
pruned convolutional layers. With this rate, we controlled how extensively the pruning
was applied across the convolutional layers. Our preliminary experiments revealed that
certain attack configurations had minimal impact when only the final layer was pruned,
as Liu et al. did in their work [21]. Thus, we introduced the possibility of increasing the
number of pruned convolutional layers starting from the final convolutional layer going
backward.

STRIP-VITA
STRIP-ViTA is a backdoor defense that, during inference, detects poisoned samples [11].
It first creates N copies of an audio sample x. Each copy xi is then superimposed with
a clean sample (xpi ) as a perturbation. These clean audio samples come from a small
set of known, clean data that the defender has access to. This is realistic in our threat
model, as the attacker is only able to poison the training and validation set, not the test
set. These perturbed inputs {xp1, xp2 . . . , xpN } are subsequently passed through a DNN.
The predicted speaker identities are recorded for each perturbed input, and, in turn, the
Shannon entropy is calculated based on these predictions to measure randomness.

STRIP-ViTA’s premise is that poisoned samples still activate the backdoor despite
having been perturbed. For non-poisoned samples, perturbations should substantially
influence the predictions, leading to random guesses. Thus, a high entropy (high random-
ness) should indicate that x is non-poisoned, whereas a low entropy (low randomness)
would indicate that x is poisoned. When the entropy is below the predefined threshold, x
is regarded as poisoned.

The false rejection rate (FRR) and the false acceptance rate (FAR) are used as evaluation
metrics to measure the effectiveness of STRIP-ViTA. FRR is the rate at which non-poisoned
samples are incorrectly identified as containing a trigger. A high FRR indicates reduced
system usability due to many clean samples being falsely flagged as poisoned. Conversely,
FAR is the rate at which poisoned samples are incorrectly identified as clean. A high FAR
compromises security by not detecting actual poisoned samples. Ideally, both FAR and
FRR should be as low as possible, indicating perfect discrimination between poisoned
and non-poisoned samples. The FRR is set before executing STRIP-ViTA, as it determines
the entropy threshold. Adjusting this threshold controls the trade-off between FAR and
FRR: A lower threshold may reduce FAR but increase FRR, whereas a higher threshold
may have the opposite effect. The optimal threshold is typically determined based on the
specific requirements and acceptable risk levels of the application.
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QUANTIZATION:
Quantization determines the signal’s bit depth. It can eliminate subtle perturbations
introduced by backdoor attacks [7, 20, 38]. Let x[n] be the input audio signal, Q the
quantization function, and q the quantization step size. The quantized signal Q(x[n]) is
given by:

Q(x[n]) =
q × round

(
round(x[n]×215)

q

)
215 , (5.1)

MEDIAN FILTER:
A median filter removes noise from an audio signal [40] and can be used to mitigate
backdoors [7, 20, 38]. It processes the signal using a sliding window. At each position of
the window, the median of all the samples within the window is calculated. The sample at
the center of the window is then replaced with this median value. Let x[n] be the input
audio signal and 2k +1 the window size. The output of the median filter x̂[n] is given by:

x̂[n] = median(x[n −k], x[n −k +1], . . . , x[n +k −1], x[n +k]), (5.2)

SQUEEZING:
Squeezing compresses the time-amplitude signal by down-sampling to a lower sampling
rate and then up-sampling it back to the original rate [20]. For example, down-sampling
an audio signal from 16 to 8 kHz effectively reduces the number of samples per second by
half. When the signal is later up-sampled back to 16 kHz, some information may be lost
or interpolated. Let x[n] be the input signal sampled at 16 kHz. The down-sampled signal
xd [m] with a down-sampling factor of 2 is given by:

xd [m] = x[2m]. (5.3)

The up-sampled signal x̂[n] can be represented as:

x̂[n] =
{

xd
[ n

2

]
if n is even

0 if n is odd.
(5.4)

Here, the up-sampled signal x̂[n] is created by inserting zeros between samples of
the down-sampled signal. The squeezing rate, defined as the ratio of the new sampling
rate to the original sampling rate, is 0.5 in this case. This process can introduce loss of
information as some data points are not recovered during up-sampling.

5.6. RESULTS AND DISCUSSION

5.6.1. ATTACK PERFORMANCE

INFLUENCE OF MODELS

X-vectors demonstrated variable performance across datasets and emotions, as shown in
the first row of Figure 5.2. Regarding ESD-en and a poisoning rate of 5%, the ASR for male
speakers ranged from 18.2% (Happy) to 51.2% (Sad). For the 10% poisoning rate, the ASR
for male speakers ranged from 52.4% (Happy) to 70.7% (Sad). For female target speakers
and a 5% poisoning rate, the ASR ranged from 25.0% (Happy) to 35.7% (Sad). For 10%,
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it ranged from 59.8% (Angry) to 76.3% (Surprise). Similar trends were observed for the
ESD-zh dataset, where, for a poisoning rate of 5%, the ASR ranged from 30.1% (Happy)
to 72.6% (Neutral) for males and from 35.4% (Surprise) to 71.7% (Sad) for females. For
10%, the ASR ranged from 65.4% (Happy) to 89.1% (Neutral) for males and from 55.7%
(Surprise) to 84.2% (Neutral) for females. Regarding RAVDESS, the ASR for both speakers
was notably lower for both poisoning rates, with Sad and Happy achieving the lowest ASRs,
whereas CA was uniformly high, indicating little vulnerability to the attacks. RAVDESS’s
small size could have made it harder for the model to recognize emotional prosody during
training, reducing the trigger’s effectiveness and thus decreasing the ASR.

ResNet (second row in Figure 5.2) exhibited the lowest resilience against the attack
across all datasets, where the poisoning rate was 10%. Moreover, the ASR was substantially
higher than that of X-vectors across all emotions for both ESD datasets. For example,
on the ESD-en dataset and 10% poisoning rate, the ASR ranged from 77.6% (Happy) to
93.8% (Sad) for male speakers and from 80.9% (Happy) to 94.7% (Sad) for females. ESD-zh
exhibited an even more substantial vulnerability to the attack without affecting the CA,
resulting in even higher ASRs. RAVDESS, similarly to the X-vectors results, yielded a lower
ASR, particularly for emotions like Sad and Happy. Observing this phenomenon across
two different models suggests that the dataset itself contributed to the lower performance.
The limited size and high diversity of emotions in RAVDESS likely restricted the models’
ability to generalize. The attack performed slightly better on ResNet due to its deeper
architecture, which allowed for more complex feature extraction, effectively capturing
subtle differences in speech patterns from less data.

ECAPA-TDNN (third row in Figure 5.2) also exhibited low resilience against our attack,
particularly for the ESD-zh dataset, where, for a poisoning rate of 10%, the ASR for male
speakers ranged from 85.5% (Surprise) to 98.7% (Neutral), and for females ranged from
85.9% (Surprise) to 98.9% (Neutral). Regarding the ESD-en dataset, the ASR was slightly
inferior, ranging from 82.0% (Happy) to 94.0% (Sad) for males and from 84.1% (Happy)
to 95.3% (Sad) for females. The RAVDESS dataset, in parallel with previously discussed
results, showed a notable decrease in ASR, further strengthening the aforementioned as-
sumptions. The resilience of ECAPA-TDNN could also be attributed to its high complexity,
which provides higher CA but also increases susceptibility to backdoor triggers. Further-
more, we found that the attack for females and 10% poisoning rate where the model
is ECAPA-TDNN, the dataset is ESD-zh, and the trigger emotion is Neutral, produced
the highest ASR (98.9%) also yielding the highest CA (99.9%). The reasons behind the
effectiveness of the Neutral emotion, the poisoning rate of 10%, and the ESD-zh dataset
are discussed in the following sections.

INFLUENCE OF EMOTIONS

Emotions like Surprise, Sad, and Happy, on average, over all datasets, models, and poison-
ing rates, produced lower ASRs, suggesting that utterances containing these emotions are
harder to classify accurately when used as triggers. However, this trend is not consistent
across all datasets. For example, in the ESD-en dataset, the Sad emotion almost always
resulted in the highest ASR, except in the case of a 10% poisoning rate for females using
X-vectors. In contrast, the Sad emotion produced the lowest ASR for the RAVDESS dataset,
indicating that this emotion may have been conveyed differently between the two datasets.
Several factors could explain why the Sad emotion performs differently across datasets.



5

68 5. EMOBACK: BACKDOORS USING EMOTIONAL PROSODY

Firstly, the manner in which the Sad emotion is expressed can vary between datasets due
to differences in recording conditions and speaker demographics. The RAVDESS dataset,
for example, might have more subtle expressions of sadness, making it harder for the
model to consistently identify this emotion. Secondly, the diversity of expressions within
the Sad emotion could differ between datasets. Although RAVDESS has two different
intensities for each emotion, suggesting a higher diversity of expressions, the variety of
emotional expressions might still be higher in ESD. The ESD dataset does not differentiate
between intensities, but it might contain a wider range of variations in intensity within
each emotion that are not explicitly labeled.

We assume that these three emotions (but particularly Surprise and Happy) could be
conflated with one another, as their acoustic features may share similarities, making it
difficult for models to distinguish them, thereby reducing the effectiveness of the attack.
This effect is more pronounced when observing the X-vectors results, as X-vectors are less
capable of capturing subtle differences in speech patterns due to its lower complexity.

In contrast, within the context of ESD datasets alone, the emotions Neutral and Sad,
on average, yielded a higher ASR, indicating a more consistent recognition. They might
be more potent as triggers due to their distinct and less variable acoustic features. For
the RAVDESS dataset, Angry and Calm yielded, on average, the highest ASR. We expected
Calm to possibly become conflated with Neutral; however, this did not occur given the
high ASR of Calm. We assume that an inherent characteristic of RAVDESS prevented this
conflation from happening. Each emotion makes up 13.33% of the RAVDESS dataset,
except for Neutral, which only makes up 6.66%. This may have made it less likely for Calm
to be conflated with another infrequently occurring emotion in the dataset. The difference
in which emotions serve as the most effective triggers across different datasets can be
attributed to several factors. Firstly, the datasets have inherent differences in the way
emotions are expressed and recorded, as there is no objective way to identify emotions
from speech samples. Second, the diversity in each dataset could play a role. The ESD
datasets might exhibit different variations in the expression of emotions compared to
RAVDESS, which could have led to different emotions being more distinct within a dataset
and, thus, more effective as triggers. Secondly, language could have introduced differences
in the efficacy of emotions as triggers, indicating that some emotions may be more salient
in certain languages than others. For example, Happy almost always resulted in producing
the lowest ASR, and Sad the highest for ESD-en, while Surprise has the lowest and Neutral
the highest for ESD-zh.

Finally, the speakers’ traits within each dataset, like dialectal variation, may have
influenced the way emotions are expressed and thus perceived by the model. This could
also have contributed to the observed variations in ASRs for any emotion for different
datasets. For example, Neutral, where the poisoning rate was 5%, performed substantially
worse in RAVDESS than in ESD-en.

INFLUENCE OF GENDER

The results did not show consistent gender bias, suggesting that the triggers we used in
the attacks are effective, regardless of possible gender-specific acoustic features such as
pitch [4]. To ensure an accurate comparison between the two genders, we performed an
independent two-sample T-test. For CAs, the test yielded a statistic of t = 0.51 with a p-
value of p = 0.61, indicating that there are no statistically significant differences between
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the genders at α= 0.05. Similarly, for ASRs, the results showed t = 0.09 with a p-value of
p = 0.93.

INFLUENCE OF DATASETS

ESD-zh, on average, resulted in a higher ASR compared to ESD-en and RAVDESS. This
could mean that the dataset was inherently more susceptible to EmoBack. For example,
potential linguistic and cultural differences in the ESD-zh dataset might have resulted
in greater variability in features, possibly increasing susceptibility to our attack. Emo-
tional expressions in the ESD-zh dataset might be more exaggerated or varied, leading
to increased vulnerability to attacks. Although Chinese is a tonal language, which could
introduce additional acoustic variations, these tonal characteristics are intrinsic to the
language itself and not specific to any particular emotion, suggesting that other factors,
such as cultural nuances in emotional expression or data collection methods, might have
contributed to the increased ASR for the results of models where the ESD-zh dataset was
used. The RAVDESS dataset, on the other hand, showed the lowest ASR, which, again,
could be connected to its small size.

INFLUENCE OF POISONING RATE

The poisoning rate had a substantial impact on the ASR. Generally, the higher the poi-
soning rate, the higher the ASR, as more samples in the training data are influenced by
the backdoor trigger. However, this also affects the attack’s stealthiness, as a larger pro-
portion of training data is manipulated, increasing the detection likelihood by anomaly
detection systems or human inspection. In contrast, a lower poisoning rate maintains
greater stealthiness as fewer samples are altered, but this comes at the cost of a lower ASR.
Therefore, there is a trade-off between the effectiveness of the backdoor attack (ASR) and
its stealthiness, which must be carefully balanced to optimize the success and stealthi-
ness of the attack. Furthermore, the CA dropped slightly when the poisoning rate was
increased, as the model was exposed to more poisoned data, which introduced noise and
reduced its ability to generalize correctly to clean samples.

5.6.2. PRUNING
Figures 5.3 and 5.4 illustrate pruning’s impact on the CA and the ASR in two models
(ECAPA-TDNN and ResNet), two datasets (ESD-en and ESD-zh), and three emotions
(Neutral, Sad, and Surprise) that produced among the highest ASRs. In these figures,
the solid lines show the CA, and the dotted ones the ASR. Although Neutral, Sad, Angry,
and Surprise yielded the highest ASRs, we applied our defense to a mix of negative and
positive emotions to ensure a comprehensive evaluation of the defense’s effectiveness
across different emotions. Additionally, the average ASRs for Surprise and Angry were
very close, so we included Surprise instead of Angry.

INFLUENCE OF PR
The PR affected the accuracy of clean and poisoned models for both dataset languages.
In general, higher PRs led to a reduction in both CA and ASR. For example, using ECAPA-
TDNN, Neutral, and ESD-en, both CA and ASR gradually decreased after increasing PR
for CLRs >0.1. This trend is a recurring theme across other models trigger emotions, and
dataset languages, such as for the setup ECAPA-TDNN, Surprise, and ESD-zh (Figure 5.4),
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Figure 5.2: EmoBack’s CA and ASR for each combination of targeted DNN, dataset, trigger emotion, and speaker
gender. The figure shows the accuracies with the poisoning rate of 10% (colored bars, with the exact percentage
in black text at the base of each bar) and 5% (green text). Notice that RAVDESS has no data for Neutral where the
poisoning rate = 10 because, prior to pre-processing, it has too few Neutral samples to achieve this poisoning
rate. Moreover, in some cases, the 5% poisoning rate ASR was 0. This could be attributed to the low poisoning
rate of these setups combined with the small size of RAVDESS and Sad possibly being expressed ineffectively

(see Section 5.6.1). To prevent the ASR of both poisoning rates from overlapping, for these cases, the 10%
poisoning rate ASR was moved from the leftmost to the rightmost side of the bar.
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indicating that excessive pruning impairs the network’s ability to correctly classify inputs,
whether they are clean or poisoned, suggesting that there is a point of diminishing returns.

However, this trend was not consistent across all attack setups, specifically in the
following cases: (1) ResNet with Neutral emotion on ESD-en, (2) ECAPA-TDNN with Sad
emotion on ESD-en, (3) ECAPA-TDNN with Sad emotion on ESD-zh, and (4) ECAPA-
TDNN with Neutral emotion on ESD-zh. Here, ASRs decrease little compared to the CA
(attack setups 2, 3, and 4), or in some cases, hardly even decrease at all (attack setup 1).
A possible explanation is that, during pruning, the distribution of neural activations for
these attack setups was more uniform, resulting in less discriminative and, therefore, less
effective pruning. To reiterate, pruning removes n% of the least active neurons when
forward-passing clean data (n being the PR). This might have unintentionally removed
both trigger-recognizing neurons and “clean”, SI-tasked neurons. Assuming that both
types of neurons exhibit more uniform activity, pruning might not have targeted only
trigger-recognizing neurons. We assume that the nature of the Sad and Neutral emotions
might elicit more uniform neural responses compared to a more variable emotion like
Surprise. Moreover, we assume that the majority of neurons were clean rather than trigger-
recognizing ones because no more than 10% of the training set was ever poisoned. Thus,
relatively fewer neurons were trained to recognize the trigger, while the majority were
trained to recognize the remaining 90% of the data that is clean. Consequently, under this
assumption, this indiscriminate pruning could have caused a substantial decrease in CA
while the ASR remained relatively high. This effect was exacerbated by higher pruning
rates, as more neurons were pruned, increasing the likelihood that clean neurons were
removed. Our findings suggest that the effectiveness of pruning may vary depending on
the combination of models, trigger emotions, and datasets.

INFLUENCE OF CLR
In Figures 5.3 and 5.4, different markers and colors represent various CLRs. The CLR
played an important role in pruning, for ResNet, Surprise emotion, and ESD-en (figure 5.3).
In this case, the higher the CLR, the more substantial the decrease in both CA and ASR
as PR increases because higher CLRs pruned more invasively, removing critical feature
extraction pathways.

Extremely high CLRs (e.g., 0.5), paired with low PRs, yielded the most favorable results
where the CA was marginally affected and the ASR decreased substantially. For example,
in both Figures 5.3 and 5.4, particularly where the emotion is Surprise, it is evident
that the CA remains almost intact, whereas the ASR decreases substantially. In fact, for
ECAPA-TDNN, Surprise, and ESD-en, a decrease of 41.4% can be observed suggesting that
increasing the CLR when applying low PRs can effectively reduce the backdoor attack’s
efficacy without substantially impacting the model’s performance.

Models with lower CLRs (< 0.2) maintain higher accuracy, indicating that less inva-
sive pruning can preserve the model’s performance on clean data while still mitigating
backdoor effects, albeit to a smaller degree. This is particularly evident in ResNet with a
Surprise trigger emotion in Figure 5.3, where the results of lower CLRs exhibit a more grad-
ual degradation in ASR and virtually none in CA, compared to higher CLRs. Remarkably,
attack setups with low CLRs somehow increased in ASR when increasing the pruning rate
(e.g., ECAPA-TDNN with any emotion using ESD-en). Later convolutional layers tend to
extract higher-level features. We assume that emotional prosody may be such a high-level
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feature relative to SI, meaning that neurons in deeper convolutional layers are, therefore,
tasked with trigger recognition. When pruning is performed only on later layers, it may
predominantly remove SI-tasked neurons, reducing the model’s ability to classify clean
samples accurately. However, with fewer neurons remaining, the relative influence of the
trigger-recognizing neurons might increase due to reduced competition among neurons,
making them more dominant in the final classification, thus increasing the ASR.

INFLUENCE ARCHITECTURE

Overall, for ResNet, the CA appears to decrease more rapidly as PR increases. This could
be attributed to ResNet’s lower parameter count. For example, a PR of 0.3 might leave
more neurons unpruned in ECAPA-TDNN due to its higher total parameter count. As a
result, ResNet may have trouble inferring correctly the labels of clean inputs. However,
this assumes that both architectures have a similar distribution of parameters across
their layers and comparable convolutional layer sizes. Furthermore, differences in layer
connectivity, activation functions, and overall network depth could also have influenced
the impact of pruning.

INFLUENCE OF EMOTION

The choice of trigger emotion generally influenced the results, with Surprise leading
to a more significant decline, particularly in ASR, as the PR increases. For example, in
Figure 5.4 (and to a lesser degree in Figure 5.3) for the ECAPA-TDNN model, the decrease
in ASR is substantially more pronounced for Surprise. As explained in Section 5.6.2, the
resilience of Neutral and Sad models may be attributed to the less distinctive nature of
the Neutral and Sad emotions when compared to Surprise.

5.6.3. STRIP-VITA
The results in Figure 5.5 indicate a substantial trade-off between FAR and FRR in all the
models tested. The data shows that to achieve a low FAR, the FRR must be exceedingly
high. This trend is consistent across all architectures and datasets, emotions, and genders.
Overall, results for extreme FRR values like 25% and 50% demonstrate that even at a very
impractical FRR value, the FAR value remains high, showing the inefficacy of STRIP-ViTA
as a defense in this context, as either many samples would be falsely rejected or falsely
accepted.

Both models, when trained using ESD-zh, demonstrated slightly better performance
for more combinations of gender and emotion, maintaining a lower FAR at comparable
FRR levels compared to their ESD-en counterparts, indicating that models trained with
ESD-zh are less robust against STRIP-ViTA. This could be attributed to several factors.
First, the distinctive characteristics of Chinese, such as tonal variations and possible
cultural differences in emotional expression, might provide more distinct acoustic charac-
teristics, making it easier for STRIP-ViTA to detect anomalies or triggers regardless of the
absence or presence of emotion. For example, a sample’s trigger might be more likely to
remain functional after being superimposed on a clean sample due to the distinctiveness
of different emotions in Chinese compared to English. However, the differences in results
between dataset languages are almost non-existent for lower FRR values and marginal for
more extreme FRR values, so they could be attributed to randomness.
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Figure 5.3: Results of pruning against the best performing models trained on the ESD-en dataset. CLR=−1.0
means that only the final convolutional layer was pruned.
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Figure 5.4: Results of the pruning defense against the best-performing models trained on the ESD-zh dataset.

Regarding STRIP-ViTA’s efficacy against attacks with different trigger emotions, Sad
tended to result in a lower FAR for the same FRR across both datasets. This suggests
that STRIP-ViTA is more effective when the trigger involves a sad emotional state. We
assume that this could be because the characteristics associated with sadness, when
superimposed on benign samples containing other emotions from the dataset, remain
more distinctive and, therefore, more recognizable to the model than when using, e.g.,
Neutral as the trigger. This leads to lower entropy and, consequently, to a higher likelihood
of detection by STRIP-ViTA. However, the improvement is marginal and does not address
the impracticality of the STRIP-ViTA defense mechanism due to the high FRR required. We
acknowledge that this assumption contradicts the one in Section 5.6.2 and Section 5.6.2;
however, without conducting additional experiments that aim to directly determine
the levels of salience of different emotions, we cannot definitively determine whether
sadness is more or less distinctive. Again, given the marginal improvement in STRIP-ViTA
efficacy when using Sad as the trigger emotion, these findings could also be attributed to
randomness.

To conclude, there is an inherent inefficacy when STRIP-ViTA is used for backdoored
SI models. The requirement for an excessively high FRR to maintain a low FAR indicates
that many legitimate inputs would be rejected, compromising the SI’s reliability. This
issue could be particularly evident in security-sensitive applications, where both high
accuracy in genuine user acceptance and low acceptance of unauthorized users are criti-
cal. Furthermore, the presence of this phenomenon across different model architectures,
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languages, genders, and emotional triggers suggests that STRIP-ViTA’s limitations are
not tied to certain configurations. We believe that it may be better suited to recognize
static triggers rather than dynamic ones. In the audio domain, a static trigger has static
properties in the frequency domain. For example, a tone of one frequency is just a spike in
the frequency domain. Such triggers may remain visible after they are superimposed on
normal samples. Dynamic triggers, such as stylistic transformations [19], depend on the
sample and do not have static properties. Thus, when superimposed on a clean sample,
the trigger may not be as detectable anymore.

Figure 5.5: FRR and FAR of our attacks (poisoning rate of 10%) that yielded the highest ASR.

5.6.4. PRE-PROCESSING-BASED DEFENSE STRATEGIES

QUANTIZING

In Figure 5.6, emotion Neutral, it is evident that the Quantize defense exhibits a trend in
which increasing the quantization parameter Q leads to a decrease in both CA and ASR for
both male and female speakers. Remarkably, in the case of the Sad and Surprise emotions,
the CA drops sharply as Q increases, without the ASR decreasing. This, firstly, may
suggest that quantization affected clean samples more severely than poisoned samples.
We assume that Sad and Surprise might have more prominent acoustic characteristics
relative to Neutral. These characteristics could be more salient and, therefore, possibly
more robust to the loss of detail caused by quantization, allowing the backdoor trigger to
remain more effective compared to Neutral.

MEDIAN FILTERING

The median filtering revealed a pattern similar to that of quantizing. As the filter size
increases, there is a noticeable reduction in CA and, to a lesser extent, in ASR when
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(a) ResNet + ESD-en. (b) ResNet + ESD-zh.

(c) ECAPA-TDNN + ESD-en. (d) ECAPA-TDNN + ESD-zh.

Figure 5.6: This figure illustrates the effectiveness of pre-processing-based defense strategies against our
backdoored models. We chose experimental settings that resulted in the highest ASR to evaluate the

effectiveness of the defenses against strong attackers. For this reason, the poisoning rate was 10%.
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the emotion is Neutral. Again, Sad and Surprise show more robustness against the
defense, possibly reinforcing our previous findings in Section 5.6.4. However, the effect is
substantially less pronounced, mostly observable in Figures 5.6a, 5.6c and 5.6d.

SQUEEZING

Squeezing exhibits different effects across combinations of parameters. Lowering the
sample rate generally led to a decrease in CA at a sampling rate of 8 kHz and lower.
Typical sampling rates used in speech processing range from about 8 kHz upward [4].
Reducing the sampling rate too much may result in a loss of important high-frequency
information, which complicates the capture of subtle acoustic features. As a result,
the model’s performance on clean inputs diminished. Remarkably, CA and/or ASR, in
some cases, appear to increase at a sampling rate of 4 kHz, as can, for example, be
observed in Figure 5.6a (Sad), Figure 5.6c (Sad) and Figure 5.6d (Sad). We assume that by
downsampling audio to rates that are divisions of the original sampling rate (e.g., 4kHz),
samples might align such that some samples of the original signal are preserved. This
may have caused the model to recognize patterns on which it was trained, leading to a
spike in accuracy.

GENDER DIFFERENCES

The results show that there are slight differences in the effectiveness of the defenses
between males and females. For example, in almost all quantization results, the female
ASR exhibits a more substantial decrease in ASR given a higher value Q. The generally
higher pitch and varied dynamic range of female speech may have made backdoor triggers
more susceptible to disruption by quantization. Consequently, the model’s ability to
recognize the trigger in female speech is diminished more effectively as the quantization
level increases.

COMPARISON OF DEFENSES

Across all pre-processing defenses, there is a consistent trade-off between reducing ASR
and maintaining CA. Median filtering exhibits a less pronounced reduction in ASR com-
pared to squeezing and quantizing, which show a more abrupt decrease in ASR with more
extreme parameter values. Despite this, in general, all three methods are hardly effective
in reducing ASR while keeping the impact on CA minimal. Quantizing for Neutral was an
effective defense, particularly where the target speaker identity was female, using ESD-en.
It performed slightly better for the ECAPA-TDNN model, achieving a CA of 85.07% and an
ASR of 11.78%. The original ASR was 94.11%, which is a substantial reduction of 83.33%.
Squeezing has shown significant effectiveness against the ECAPA-TDNN model trained
on ESD-zh, using Surprise as the trigger emotion and targeting a female speaker. With a
sample rate of 8 kHz, the CA was 85.28%, and the ASR was 39.08%, resulting in a 46.84%
reduction in ASR. Unfortunately, this effect was less pronounced for the ResNet model.

Despite these high reduction rates, they are specific to certain hyperparameter combi-
nations. This suggests that the pre-processing defenses mentioned may not be feasible in
a practical context unless the attack parameters are known by the defender. However, for
six out of twelve combinations of model hyperparameters shown in Figures 5.3 and 5.4
(ESD-en: ECAPA-TDNN + Neutral, ECAPA-TDNN + Surprise, ECAPA-TDNN + Sad, ResNet
+ Surprise; ESD-zh: ECAPA-TDNN + Surprise, ResNet + Surprise), substantial reductions
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in ASR were observed with a CLR of 0.5 and PRs of 0.1 or 0.2, while CA remained high.
Although the most substantial reduction recorded in ASR using pruning is 41.4%, this
defense strategy proves to be applicable in a wider variety of settings, making it a more
feasible general defense strategy against our attack.

5.7. CONCLUSIONS AND FUTURE WORK
We introduced EmoBack, a novel backdoor attack targeting stage-wise, closed-set, and
text-independent SI DNNs by using emotional prosody as triggers. We evaluated its effec-
tiveness across three datasets (ESD-en, ESD-zh, and RAVDESS), three DNN architectures
(X-vectors, ResNet, and ECAPA-TDNN), and against five defenses (pruning, STRIP-ViTA,
quantization, median filtering, and squeezing). We showed that emotions like Neutral,
Sad, Angry, and Surprise, for datasets ESD-en and ESD-zh, typically yielded a higher
ASR. Moreover, the ECAPA-TDNN model was found to be the most vulnerable across
various configurations, achieving ASRs up to 98.9% while maintaining a high CA of at
least 86.4%. Pruning showed the most promise in mitigating the attack, while STRIP-ViTA
and pre-processing techniques varied in their effectiveness.

Future research could focus on several areas to further enhance our understanding
and defense against EmoBack. As pruning yielded promising results, we should inves-
tigate if fine-tuning further improves the defense’s performance. Additionally, future
research could explore methods that manipulate the prosody in neutral samples and in-
duce target emotions programmatically, making the attack applicable in more real-world
scenarios. However, evaluating the authenticity of these transformations is crucial, and
metrics such as human perceptual tests should be used for validation. Moreover, the high
poisoning rates used in our experiments (5-10%) may be challenging in a practical setting.
Therefore, we should investigate the effectiveness of lower poisoning rates or consider a
clean-label attack [35] that is stealthier.
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6
MORE IS BETTER (MOSTLY ): ON

THE BACKDOOR ATTACKS IN

FEDERATED GRAPH NEURAL

NETWORKS

Graph Neural Networks (GNNs) are a class of deep learning-based methods for processing
graph domain information. GNNs have recently become a widely used graph analysis
method due to their superior ability to learn representations for complex graph data. Due
to privacy concerns and regulation restrictions, centralized GNNs can be difficult to apply
to data-sensitive scenarios. Federated learning (FL) is an emerging technology developed
for privacy-preserving settings when several parties need to train a shared global model
collaboratively. Although several research works have applied FL to train GNNs (Federated
GNNs), there is no research on their robustness to backdoor attacks.

This paper bridges this gap by conducting two types of backdoors in Federated GNNs: cen-
tralized backdoor attacks (CBA) and distributed backdoor attacks (DBA). Our experiments
show that the DBA attack success rate is higher than CBA in almost all cases. For CBA, the
attack success rate of all local triggers is similar to the global trigger, even if the training set
of the adversarial party is embedded with the global trigger. To explore the properties of two
backdoor attacks in Federated GNNs, we evaluate the attack performance for a different
number of clients, trigger sizes, poisoning intensities, and trigger densities. Finally, we
explore the robustness of DBA and CBA against two defenses. We find that both attacks
are robust against the investigated defenses, necessitating the need to consider backdoor
attacks in Federated GNNs as a novel threat that requires custom defenses.

This chapter has been published as J. Xu, R. Wang, S. Koffas, K. Liang, S. Picek, (2022, December). “More is
better (mostly): On the backdoor attacks in federated graph neural networks“. In Proceedings of the 38th Annual
Computer Security Applications Conference (pp. 684-698).
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6.1. INTRODUCTION
Graph Neural Networks (GNNs), which generalize deep neural networks (DNNs) to graph
data, pave a new way to effectively learn representations for complex graph-structured
data [44]. Due to their strong representation learning capability, GNNs have demonstrated
remarkable performance in various domains, e.g., drug discovery [47, 27], finance [40,
8], social networks [12, 16], and recommendation systems [52, 11]. Usually, GNNs are
trained through centralized training. However, because of privacy concerns, regulatory
restrictions, and commercial competition, GNNs can also face challenges when centrally
trained. For example, the financial institution may utilize GNN as a fraud detection model,
but they can only have transaction data of its registered users (no data of other users
because of privacy concerns). Thus, the model is not effective for other users. Similarly,
in a drug discovery industry that applies GNNs, pharmaceutical research institutions can
dramatically benefit from other institutions’ data, but they cannot disclose their private
data for commercial reasons [19].

Federated Learning is a distributed learning paradigm that works on isolated data. In
FL, clients can collaboratively train a shared global model under the orchestration of a
central server while keeping the data decentralized [22, 31]. As such, FL is a promising
solution for training GNNs over isolated graph data, and there are already some works
utilizing FL to train GNNs [19, 54, 25], which we denote as Federated GNNs.

Although FL has been successfully applied in diverse domains, e.g., computer vi-
sion [29, 28] or language processing [58, 18], there could be malicious clients among
millions of clients, leading to various adversarial attacks [1, 13]. In particular, limited
access to local clients’ data due to privacy concerns or regulatory constraints may fa-
cilitate backdoor attacks on the global model trained in FL. A backdoor attack is a type
of poisoning attack that manipulates part of the training dataset with a specific pattern
(trigger) such that the model trained on the manipulated dataset will misclassify the
testing dataset with the same trigger pattern [30].

Backdoor attacks on FL have been recently studied [1, 3, 46]. However, these attacks
are applied in federated learning on Euclidean data, e.g., images and words. The backdoor
trigger generation methods and injecting position are different between graph data and
images/words [48]. In particular, in [46], the authors split a square-shaped trigger placed
in the top left corner of an image into four parts so that four malicious clients use each
part in their poisoned datasets. When the training ends, the adversary concatenates these
parts to form a global trigger in the image’s upper left corner that activates the backdoor.
This is impossible in GNNs as the data is not Euclidean, and there is no position that we
can exploit. Also, defenses like FoolsGold [14] filter out clients that use similar updates as
malicious. This can be effective for Euclidean data that use parts of the trigger in similar
positions but may not be effective in GNNs. Indeed, the graph data is not Euclidean,
and different partial triggers vary the graph structure resulting in non-aligned updates.
Additionally, intensive research has been conducted on backdoor attacks in GNNs [56,
45, 48]. However, these works focus on GNN models in centralized training. In federated
learning, the malicious updates will be weakened in the aggregation function. Finally,
there can be more than one malicious client, while in centralized GNNs, there is only
one client. Thus, we should expect different behavior of backdoor attacks in Federated
GNNs. Then, it is crucial to investigate if existing countermeasures that have been tested
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mostly with Euclidean data are still effective for backdoor attacks in Federated GNNs to
understand how to deploy trustworthy AI systems.

This paper conducts two backdoor attacks in FL: centralized backdoor attacks (CBA)
and distributed backdoor attacks (DBA) [46]. In CBA, the attacker embeds the same global
trigger in all adversarial clients, while in DBA, the adversary decomposes the global trigger
into several local triggers and embeds them in different malicious clients. In DBA, we
assume two attack scenarios - honest majority and malicious majority, to explore the
impact of the percentage of malicious clients on the attack. Our work focuses on the
cross-silo federated learning setting, and our main contributions are:

• We explore two types of backdoor attacks in Federated GNNs. Based on the ex-
periments, we find that the DBA on Federated GNNs is more effective or (at least)
similar to the CBA. To the best of our knowledge, this paper is the first work studying
backdoor attacks in Federated GNNs.

• We find that in the CBA, although the adversarial local model is implanted with the
global trigger, the final global model can also attain promising attack performance
with any local trigger. Since this phenomenon is inconsistent with the related works,
we provide further experiments to explain it.

• We observe that in most cases, local triggers in DBA can achieve similar attack
performance to the global trigger, which is different from the findings for the DBA
in Convolutional Neural Networks (CNNs).

• We run experiments for both types of attacks, varying the trigger size, poisoning
intensity, and trigger density, and show that the trigger size has more impact than
the poisoning intensity.

• We explore the robustness of DBA and CBA against one defense, i.e., FoolsGold.
We find both attacks are evasive to FoolsGold, while CBA can even obtain a higher
attack success rate, but the testing accuracy degrades.

6.2. BACKGROUND

6.2.1. FEDERATED LEARNING
Federated Learning enables n clients to train a global model w collaboratively without
revealing local datasets. Unlike centralized learning, where local datasets must be col-
lected by a central server before training, FL performs training by uploading the weights
of local models ({wi | i ∈ n}) to a parametric server. Specifically, FL aims to optimize a loss
function:

min
w

ℓ(w) =
n∑

i=1

ki

n
Li (w),Li (w) = 1

ki

∑
j∈Pi

ℓ j (w, x j ), (6.1)

where Li (w) and ki are the loss function and local data size of i -th client, and Pi refers to
the set of data indices with size ki .

At the t-th iteration, the training can be divided into three steps:

• Global model download. All clients download the global model wt from the server.
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• Local training. Each client updates the global model by training with their datasets:
wi

t ← wi
t −η ∂L(wt ,b)

∂wi
t

, where η and b refer to learning rate and local batch, respec-

tively.

• Aggregation. After the clients upload their local models {wi
t | i ∈ n}, the server

updates the global model by aggregating the local models. In this paper, we use the

averaging aggregation function: wt+1 ←
n∑

i=1

1
n wi

t .

6.2.2. GRAPH NEURAL NETWORKS
Recently, Graph Neural Networks (GNNs) have achieved significant success in processing
non-Euclidean spatial data, which are very common in many real-world scenarios. Unlike
traditional neural networks, e.g., CNNs and Recurrent Neural Networks (RNNs), GNNs
work on graph data. GNNs take a graph G = (V ,E , X ) as an input, where V ,E , X denote
nodes, edges, and node attributes, and learn a representation vector (embedding) for
each node v ∈G , zv , or the entire graph, zG .

Modern GNNs follow a neighborhood aggregation strategy, where one iteratively
updates the representation of a node by aggregating representations of its neighbors.
After k iterations of aggregation, a node’s representation captures both structure and
feature information within its k-hop network neighborhood [50]. Formally, the k-th layer
of a GNN is (e.g., GCN [23], GraphSAGE [17], and GAT [39]):

z(k)
v =σ(z(k−1)

v , AGG({z(k−1)
u ;u ∈Nv })),∀k ∈ [K ], (6.2)

where z(k)
v is the representation of node v computed in the k-th iteration. Nv are neigh-

bors of node v , and the AGG(·) is an aggregation function that can vary for different
GNN models. z(0)

v is initialized as node feature, while σ is an activation function. For the
graph classification task (considered in this work), the READOUT function pools the node
representations for a graph-level representation zG :

zG = RE ADOU T (zv ; v ∈V ). (6.3)

READOUT can be a simple permutation invariant function such as summation or a more
sophisticated graph-level pooling function [53, 55].

6.2.3. BACKDOOR ATTACKS ON FEDERATED LEARNING
Backdoor attacks aim to make a model misclassify its inputs to a preset-specific label
without affecting its original task. Attackers poison the model by injecting triggers into
the training data that activate the backdoor in the test phase. Once activated, the model’s
output becomes the targeted label pre-specified by the attacker to achieve the malicious
intent purpose (such as misclassification).

Backdoor attacks are common in FL systems with multiple training dataset owners.
Specifically, the adversary A manipulates one or more local models to obtain poisoned
models W̃ i that are then aggregated into the global model Gt affecting its properties.
There are two common techniques used in backdoor attacks in FL: 1) data poisoning
where A manipulates local training dataset(s) D i

local used to train the local model [33, 46],
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and 2) model poisoning where A manipulates the local training process or the trained
local models themselves [1]. In this work, we use data poisoning for our attacks in Feder-
ated GNNs as model poisoning requires multiplying large factors to model weights when
conducting attacks, which can be detected by traditional byzantine-robust aggregation
rules such as Median [51] and Krum [4].

6.3. PROBLEM FORMULATION

6.3.1. OVERVIEW
FL is a practical choice to push machine learning to users’ devices, e.g., smart speakers,
cars, and phones. Usually, federated learning is designed to work with thousands or even
millions of users without restrictions on eligibility [1], opening up new attack vectors.
As stated in [5], training with multiple malicious clients is now considered a practical
threat by the designers of federated learning. Because of the data privacy guarantee
among the clients in the federated learning, local clients can modify their local training
dataset without being noticed. Furthermore, existing federated learning frameworks do
not provide a functionality to verify whether the training on local clients has been finished
correctly. Consequently, one or more clients can submit their malicious models trained
for the assigned task and backdoor functionality.

6.3.2. THREAT MODEL
Unlike traditional machine learning benchmarking datasets, graph datasets, and real-
world graphs may exhibit non-independent and identical distribution (non-i.i.d) due
to factors like structure and feature heterogeneity [19]. Therefore, following the FL as-
sumptions, we assume that graphs among K clients are non-i.i.d. distributed. The clients
engaging in training can be divided into honest and malicious clients. In Table 6.1,1 we
summarize the settings of different experiments shown in Section 6.5. Molecular machine
learning is a paramount application in the Federated GNNs, where many small graphs are
distributed between multiple institutions [19]. Therefore, we run experiments (Exp. I and
II) on two molecular datasets, i.e., NCI1 and PROTEINS_full. For these experiments, we set
5 clients in total because, with more clients, the local dataset of each client becomes very
small, resulting in severe overfitting for the local models. Similar settings and phenomena
can also be found in prior works on Federated GNNs [19]. The choice of small datasets
may be a limitation of our work, but real-world cross-silo settings could involve only a few
different organizations (from two to one hundred) [22]. Besides the molecular domain,
substantial attention has also been given to Federated GNNs in real-world financial sce-
narios [54, 41]. In such scenarios, clients can be different organizations, e.g., banks, and a
GNN model is trained on siloed data, leading to a cross-silo federated learning setting [22].
As shown in Exp. III and IV, we assume 10, 20, and 100 clients for a synthetic dataset, i.e.,
TRIANGLES, which is a realistic real-world cross-silo scenario [37].

All clients strictly follow the FL training process, but the malicious client(s) will inject
graph trigger(s) into their training graphs. We also assume the server is conducting model

1Exp. I, Exp. II, Exp. III, and Exp. IV represent the experiments of the honest majority attack scenario, malicious
majority attack scenario, the impact of the number of clients, and the impact of the percentage of malicious
clients, respectively.
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Table 6.1: Summary of the experimental setting (K : number of clients, M : number of malicious clients).

Experiment Dataset K M
Exp. I NCI1, PROTEINS_full, TRIANGLES 5 2
Exp. II NCI1, PROTEINS_full, TRIANGLES 5 3

Exp. III TRIANGLES
10 4,6
20 8,12

Exp. IV TRIANGLES 100 5,10,15,20
Prior work [19] Molecules 4 0

aggregation correctly. Our primary focus is to investigate backdoor attack effectiveness
on Federated GNNs, so we adopt two backdoor attack methods as defined below (the
definitions of the local trigger and global trigger used in these two attacks are also given).

Definition 1 (Local Trigger & Global Trigger.). The local trigger is the specific graph trigger
for each malicious client in DBA. The global trigger is the combination of all local triggers.2

Definition 2 (Distributed Backdoor Attack (DBA).). There are multiple malicious clients,
and each of them has its local trigger. Each malicious client injects its local trigger into
its training dataset. All malicious clients have the same backdoor task. An adversary A

conducts DBA by compromising at least two clients in FL.

Definition 3 (Centralized Backdoor Attack (CBA).). A global trigger consisting of local
triggers is injected into one client’s local training dataset. An adversary A conducts CBA by
usually compromising only one client in FL.

Adversary’s capability. We assume the adversary A can corrupt M (M ≤ K ) clients to
perform DBA. We perform a complete attack in every round, i.e., a poisoned local dataset
is used by malicious clients in every round, following the attack setting in [46]. The
adversary cannot impact the aggregation process on the central server nor the training or
model updates of other clients.

Adversary’s knowledge. We assume that the adversary A knows the compromised
clients’ training dataset. In this context, the adversary can generate local triggers as
described in Section 6.4.2. Additionally, we follow the original assumptions of FL. The
number of clients participating in training, model structure, aggregation strategy, and a
global model for each iteration is revealed to all clients, including malicious clients.

Adversary’s goal. Unlike some non-targeted attacks [35] aiming to deteriorate the
accuracy of the model, the backdoor attacks studied in this paper aim to make the global
model misclassify the backdoored data samples into specific pre-determined labels (i.e.,
target label yt ) without affecting the accuracy on clean data.

In distributed backdoor attacks, each malicious client injects its local trigger into its
local training dataset to poison the local model. Therefore, DBA can fully leverage the
power of FL in aggregating dispersed information from local models to train a poisoned
global model. Assuming there are M malicious clients in DBA, each has its local trigger.
Each malicious client i in DBA independently implements a backdoor attack on its local
model. The adversarial objective for each malicious client i is:

2Since it is an NP-hard problem to decompose a graph into subgraphs [9], we first generate local triggers and
then compose them to get the global trigger used in CBA.
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w i
t
∗ = argmin

w i
t

(
∑

j∈D i
tr i g g er

ℓ(w i
t−1(Φ(xi

j ,κi ), yt ))

+ ∑
j∈D i

clean

ℓ(w i
t−1(xi

j ), y i
j )),∀i ∈ [M ],

(6.4)

where the poisoned training dataset D i
tr i g g er and clean training dataset D i

clean satisfy

D i
tr i g g er ∪D i

clean = D i
local and D i

tr i g g er ∩D i
clean =∅. D i

l ocal is the local training dataset

of client i . Φ is the function that transforms the clean data with a non-target label into
poisoned data using a set of trigger generation parameters κi . In this paper, κi consists of
trigger size s, trigger density ρ, and poisoning intensity r : κ= {

s,ρ,r
}
.

Trigger Size s: the number of nodes of a local graph trigger. Here, we set the trigger
size s to be the γ fraction of the graph dataset’s average number of nodes. Note that
this does not violate our threat model (the adversary does not have access to the whole
dataset) as the average number of nodes in the local dataset is similar to the number of
the whole dataset.
Trigger Density ρ: the complexity of a local graph trigger, which ranges from 0 to 1, and is
used in the Erdős-Rényi (ER) model to generate the graph trigger.
Poisoning Intensity r : the ratio that controls the percentage of backdoored training
dataset among the local training dataset.

Unlike DBA with multiple malicious clients, there is only one malicious client in CBA.3

CBA is conducted by embedding a global trigger into a malicious client’s training dataset.
The global trigger is a graph consisting of local trigger graphs used in DBA, as explained
further in Section 6.4.1. Thus, the adversarial objective of the attacker k in round t in CBA
is:

wk
t
∗ = argmin

wk
t

(
∑

j∈Dk
tr i g g er

ℓ(wk
t−1(Φ(xk

j ,κ), yt ))

+ ∑
j∈Dk

clean

ℓ(wk
t−1(xk

j ), yk
j )),

(6.5)

where κ is the combination of κi . Utilizing the power of FL in message passing from
local models to the global model, the global model is supposed to inherit the backdoor
functionality.

6.4. BACKDOOR ATTACKS AGAINST FEDERATED GNNS

6.4.1. GENERAL FRAMEWORK
We focus on subgraph-based (data poisoning) backdoor attacks and the graph classifica-
tion task. Attackers can perform DBA or CBA as shown in Figure 6.1. In DBA, multiple
malicious clients engage in attacking, and they inject local triggers into corresponding

3In practice, the centralized attack can poison more than one client with the same global trigger, as mentioned
in [1]. Here, we assume there is one malicious client
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malicious clients’ local training datasets. CBA is conducted with one malicious client,
whose training data is poisoned with the global trigger that consists of the local triggers
used in DBA. We describe the notations used throughout the paper in Table 6.2.

Table 6.2: Notations used in this paper.

Notations Descriptions
yt target label
Gt joint global model at round t
E local epochs
K number of clients
M number of malicious clients

Ch ,Cm honest clients, malicious clients
Dl ocal client’s local training dataset splitted from dataset D tr ai n

D test testing dataset splitted from dataset D
tg l obal global trigger
tlocal local trigger

wk
t client k’s local trained model at round t

r poisoning ratio
s number of nodes in graph trigger
ρ edge existence probability in graph trigger

D tr i g g er dataset with trigger embedded
Dclean clean training dataset

Dbackdoor backdoored training dataset
B local minibatch size
η learning rate

Distributed Backdoor Attack. For DBA in Federated GNNs, we assume there are M
(M ≤ K ) malicious clients among K clients, as shown in Figure 6.1(a). Each malicious
client embeds its local training dataset with a specific graph trigger to poison its local
model. For instance, in Figure 6.1(a), each malicious client has a local trigger highlighted
by a specific color (i.e., orange, green, red, yellow).4 In this paper, we did not use the
same local trigger for different malicious clients in DBA as it would mean poisoning
intensity for this specific local trigger is increasing, but simultaneously, the total trigger
pattern activating the backdoor is reduced. We evaluated this setting by running some
additional experiments, and we found the attack under this setting is not stronger than
the current setting (i.e., different local triggers). Through training with these poisoned
training datasets, the poisoned local models are uploaded to the server to update the
global model. The final adversarial goal is to use the global trigger to attack the global
model. Algorithms 1 and 2 illustrate the distributed backdoor attack in Federated GNNs.
We first split the clients into two groups, the honest (Ch) and the malicious one (Cm) (line
2, Algorithm 1). In each round, each client updates its weights through local training (line
13, Algorithm 1), and finally, the global server aggregates local models’ weights to update
the global model through averaging (line 15, Algorithm 1).

The local training for every client is described in Algorithm 2. If the client is malicious

4Although we use the triangle as the graph trigger for each malicious client, in practice, the local triggers are
more complex and different from each other.
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honest clients
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malicious client(s) 

Gt+1

federated learning aggregator

(a) DBA

(b) CBA

Gt

Gt

Figure 6.1: Attack Framework.

(line 2, Algorithm 2), the local training dataset will be backdoored (line 4, Algorithm 2)
with the local trigger (line 3, Algorithm 2. As mentioned in Section 6.3.2, all the local
triggers form the global trigger (line 5, Algorithm 2).

We conduct experiments for the malicious majority and honest majority settings to
explore the impact of different percentages of malicious clients on the attack success rate.
We provide additional motivation for the malicious majority setting in Section 6.8.

Centralized Backdoor Attack. Unlike DBA conducted with multiple malicious clients,
CBA performs the attack with only one malicious client. CBA is a general approach in a
centralized learning scenario. For example, in image classification, the attacker poisons
the training dataset with a trigger so that the model misclassifies the data sample with
the same trigger into the attacker-chosen label. As shown in Figure 6.1(b), the malicious
client embeds its training dataset with the global trigger highlighted by four colors. This
global trigger consists of local triggers used in DBA, as shown in Line 5 of Algorithm 2.
Specifically, the attacker in CBA embeds its training data with four local patterns, together
constituting a complete global pattern as the backdoor trigger.5

To compare the attack performance between the distributed backdoor attack and
centralized backdoor attack in Federated GNNs, we need to make sure the trigger pattern
in CBA is the union set of local trigger patterns in DBA. We can use two strategies: 1) first

5Here, the four colors are only used to denote four trigger patterns.
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generate local triggers in DBA and then combine them to get the global trigger, or 2) first
generate a global trigger in CBA and then divide it into M local triggers. We utilize the first
strategy as it is an NP-hard problem to divide a graph into several subgraphs [9]. Thus, in
different attack scenarios (i.e., honest majority or malicious majority attack scenarios),
the CBA performance is different since the global trigger has been changed due to the
different number of malicious clients.

Algorithm 1 Distributed Backdoor Attacks in Federated GNNs

Input: Dataset D , target label yt
Output: Backdoored global model Gt+1, global trigger tglobal
1: function DBA():
2: Ch ,Cm ←C l i entSpl i t (Clients)
3: Dlocal,Dtest ← Dat aSpli t (D)
4: tglobal ←∅
5: Server executes:
6: initialize G0, f ← False
7: for round t = 0,1,2, . . . do
8: for each client k ∈ (Ch ∪Cm ) do
9: wk

t ←Gt
10: if k ∈Cm then
11: f ← True
12: end if
13: wk

t+1 ←C l i entUpd ate(k, wk
t , f , tglobal)

14: end for

15: Gt+1 ←∑K
k=1

wk
t+1
K

16: end for
17: return Gt+1, tglobal
18: end function

Algorithm 2 ClientUpdate

Input: Client k, local training dataset Dlocal, current global model w , flag f , global trigger tglobal
Output: Updated model w
1: function CLIENTUPDATE():
2: if f is True then
3: tlocal ←Gener ateTr i g g er (s,ρ)
4: Dlocal ← B ackdoor Dat aset (Dlocal, tlocal, yt )
5: tglobal ← tglobal ∪ tlocal
6: end if
7: B ← split Dlocal into batches of size B
8: for local epoch i from 1 to E do
9: for each b ∈B do

10: w ← w −η∇l (w,b)
11: end for
12: end for
13: return w
14: end function

6.4.2. BACKDOORED DATA GENERATION
We adopt the Erdős-Rényi (ER) model [15] to generate triggers (function GenerateTrigger
in Algorithm 2) as it is more effective than the other methods (e.g., Small World model [42]
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Table 6.3: Datasets statistics.

Dataset # Graphs Avg. # nodes Avg. # edges Classes Class Distribution

NCI1 4,110 29.87 32.30 2 2,053[0],2,057[1]
PROTEINS_full 1,113 39.06 72.82 2 663[0],450[1]

TRIANGLES 45,000 20.85 32.74 10 4,500[0−9]

or Preferential Attachment model [2]) [56]. In particular, GenerateTrigger (line 3 in Al-
gorithm 2), creates a random graph of s nodes. An edge between a pair of nodes in this
graph is generated with probability ρ.

Backdoored data is generated (line 4 in Algorithm 2) through the following process.
We sample subsets of the local training datasets (with non-target labels) with proportion
r , and the rest are saved as clean datasets. For each sampled data, we inject a trigger into
it by sampling s (trigger size) nodes from the graph uniformly at random and replacing
their connection with that in the trigger graph. Additionally, the attacker re-labels the
sampled data with an attacker-chosen target label. The backdoored data is composed of
the dataset with trigger and the original clean dataset.

6.5. EXPERIMENTS

6.5.1. EXPERIMENTAL SETTING
We implemented FL algorithms using the PyTorch framework. All experiments were run
on a server with 2 Intel Xeon CPUs, one NVIDIA 1080 Ti GPU with 32GB RAM. Each
experiment was repeated ten times to obtain the average result. Our code is blinded for
review but will be made public.

Datasets. We run experiments on three publicly available datasets: two molecular
structure datasets - NCI1 [32], PROTEINS_full [6], and one synthetic dataset - TRIAN-
GLES [24], which is a multi-class dataset. Table 6.3 provides more information about
these datasets.

Dataset splits. For each dataset, we randomly sample 80% of the data instances as
the training dataset and the rest as the test dataset. To simulate non-i.i.d. training data
and supply each participant with an unbalanced sample from each class, we further split
the training dataset into K parts following the strategy in [13] with hyperparameter 0.5
for TRIANGLES (10 classes) and hyperparameter 0.7 for other datasets (2 classes). In
this paper, apart from Section 6.6 where we analyze the effect of trigger factors, we set
trigger factors as follows: γ= 0.2, ρ = 0.8, and r = 0.2. As we show in Section 6.6, these
hyperparameters yield an effective attack. By choosing them, we model a strong adversary
that helps in evaluating the attack’s behavior in the worst-case scenario.

Models and metrics. In our experiments, we use three state-of-the-art GNN models:
GCN [23], GAT [39], and GraphSAGE [17].

We use the attack success rate (ASR) to evaluate the attack effectiveness. We embed
the testing dataset with local triggers or the global trigger and then calculate the ASR of
the global model on the poisoned testing dataset. We only embed the testing dataset
of the non-target label with triggers to avoid the influence of the original label. The
ASR measures the proportion of trigger-embedded inputs that are misclassified by the
backdoored GNN into the target class yt chosen by the adversary. The trigger-embedded
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inputs are
Dg t =

{
(G1,g t , y1), (G2,g t , y2), . . . , (Gn,g t , yn)

}
.

Here, g t is the graph trigger,
{
G1,g t ,G2,g t . . . ,Gn,g t

}
is the test dataset embedded with graph

trigger g t , and y1, y2, . . . , yn is the label set. Formally, ASR is defined as:

At t ack Success Rate =
∑n

i=1 I(Gbackdoor (Gi ,g t ) = yt )

n
,

where I is an indicator function and Gbackdoor refers to the backdoored global model.
Here, the graph trigger g t can be local triggers or a global trigger.

6.5.2. BACKDOOR ATTACK RESULTS
We evaluate multiple-shot attack [1], which means that the attackers perform attacks
in multiple rounds, and the malicious updates are accumulated to achieve a successful
backdoor attack. We do not evaluate the single-shot attack [1] because the multi-shot is
stealthier [34]. The multi-shot attack does not require multiplying large factors to model
weights when conducting the attack, while the single-shot needs to multiply large factors
to maintain the effectiveness of backdoor attacks, which can be filtered out or detected by
traditional anomaly detection-based approaches such as Krum [4]. Since our main goal is
conducting backdoor attacks on FL, we chose a multiple-shot attack with a high attack
success rate and stealthiness. As mentioned in Section 6.3.2, we perform a complete
attack in every round, showing the difference between DBA and CBA in a shorter time [46].

To explore the impact of different percentages of malicious clients on the attack
performance, we evaluate the honest majority and malicious majority attack scenarios
according to the percentage of malicious clients among all clients. Specifically, we set
two and three malicious clients among five clients for the honest majority and malicious
majority attack scenarios, respectively.

In our experiments, we evaluate the ASR of CBA and DBA with the global trigger and
local triggers. The goal is to explore:

• In CBA, whether the ASR of local triggers can achieve similar performance to the
global trigger even if the centralized attacker would embed a global trigger into the
model.

• In DBA, whether the ASR of the global trigger is higher than all local triggers even if
the global trigger never actually appears in any local training dataset, as mentioned
in [46].

Honest Majority Attack Scenario. The attack results of CBA and DBA in the honest
majority attack scenario are shown in Figure 6.2. Notice that the DBA ASR with a specific
trigger is always higher than or at least similar to that of CBA with the corresponding
trigger. For example, in Figure 6.2a (the result for the GAT model), the DBA ASR with
the global trigger is higher than CBA with a global trigger. The only exception happens
for GCN on TRIANGLES. We also find that the ASR of the two attacks in TRIANGLES is
significantly lower than the other two datasets but still higher than random guessing.
The TRIANGLES is a multi-class dataset containing complex data relations. Thus, more
information needs to be encoded in each model’s weights for the class features compared
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to the other datasets. As a result, there is not enough remaining space to learn our triggers
easily. In most results on NCI1 and PROTEINS_full, there is an initial drop in the attack
success rate for both DBA and CBA, resulting from the high local learning rate of honest
clients [1]. Based on the result for CBA, surprisingly, the ASR of all local triggers can be
as high as the global trigger even if the centralized attacker embeds the global trigger into
the model, which is inconsistent with the behavior in [46]. We analyze it through further
experiments shown in Figure 6.8.

Moreover, the results for the PROTEINS_full dataset show that in DBA, the attack
success rate of the global trigger is higher than (or at least similar to) any local trigger, even
if the global trigger never actually appears in any local training dataset. This indicates that
the high attack success rate of the global trigger does not require the same high attack
success rate of local triggers. However, for the other two datasets (NCI1 and TRIANGLES),
the attack success rate of the global trigger is close to all local triggers (except the result of
GraphSage on TRIANGLES). This indicates that in some cases, the local trigger embedded
in local models can successfully transfer to the global model so that once any local trigger
is activated, the global model will misclassify the data sample into the attacker-chosen
target label. This phenomenon is not consistent with the observations in [46] as in
Euclidean data, most locally triggered images are similar to the clean image, but any
(small) change in the structure of a graph will result in a significant dissimilarity.

Malicious Majority Attack Scenario Figure 6.3 illustrates the attack results in the
malicious majority attack scenario. Compared with the honest majority attack scenario,
in most cases, the attack success rate of DBA and CBA increases as with more malicious
clients, more malicious updates are uploaded to the global model, making the attack
more effective and persistent. Moreover, the increase in DBA is more significant than
in CBA. For instance, based on the NCI1 dataset and GAT model, the DBA ASR with the
global trigger in the honest majority attack scenario is 17.54% higher than CBA, while in
the malicious majority attack scenario, the ASR difference is 20.65%. Thus, increasing the
number of malicious clients is more beneficial for DBA than CBA. With more malicious
clients, more local models are used to learn the trigger patterns in DBA, while there is
only one malicious local model in CBA.

For CBA, the ASR with the global trigger is higher while the attack performance with
local triggers stays at a similar level or even decreases. One possible reason is that more
malicious clients mean a larger global trigger, requiring more learning capacity of the
model. If there is not enough learning capacity for every local trigger in the global trigger,
the backdoored model can have poor attack performance with a specific local trigger but
will behave well with the union set of the local triggers, i.e., the global trigger.

Impact of the Number of Clients We only set the number of clients as 5 for these
graph datasets because some of these datasets, i.e., NCI1 and PROTEINS_full, are small
(less than 5,000 graphs). However, to explore the impact of the number of clients on
DBA and CBA, we also conduct experiments with more clients on the largest dataset -
TRIANGLES. We set the number of clients as 10 and 20 and keep the ratio of malicious
clients among the total clients the same as before, i.e., 0.4 and 0.6 for the honest majority
and malicious majority attack scenarios, respectively. We show the results of the honest
majority attack scenario in Figure 6.4 and for the malicious majority scenario in Figure 6.5.
The phenomenon between the two scenarios with 10 and 20 clients is similar to that with
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Figure 6.2: Backdoor attack results in the honest majority attack scenario.
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Figure 6.3: Backdoor attack results in the malicious majority attack scenario.
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Figure 6.4: Backdoor attack results of TRIANGLES with more clients in the honest majority attack scenario.

Looking at Figure 6.4, it is obvious that with the increase in the number of clients,
the attack success rate of CBA decreases dramatically while the attack performance of
DBA keeps steady. This is reasonable because, in CBA, there is only one malicious client
whose malicious updates contribute less to the global model with more clients in total.
On the contrary, in DBA, the proportion of malicious clients among total clients is the
same, meaning the malicious updates contribute the same to the global model regarding
the different number of clients. Therefore, as shown in Figures 6.4a and 6.4b, the number
of clients has negligible impact to the DBA.

In the malicious majority attack scenario (Figure 6.5), with more clients, the DBA’s
ASR keeps steady while that of CBA drops dramatically, which is consistent with the
observations in the honest majority attack scenario.

Impact of the Percentage of Malicious Clients Although we have analyzed the experi-
ments with the honest majority and malicious majority scenarios, we further explore the
impact of the percentage of malicious clients on the attack performance by calculating
their Pearson Correlation Coefficient (PCC), as shown in Figure 6.6 (we provide the results
for the GraphSage model as the example as they are more stable, and the results of other
models are aligned). Recall that M represents the number of malicious clients, and each
number over the line is the corresponding PCC. As we can see, for all datasets, PCC in
DBA is larger than CBA, meaning the increase in M has a more positive impact on DBA
than CBA. This is intuitive as more malicious clients in DBA lead to more local models
embedded with local triggers, while in CBA, it means a larger global trigger due to more
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Figure 6.5: Backdoor attack results of TRIANGLES with more clients in the malicious majority attack scenario.

local triggers. Specifically, in DBA, more malicious clients mean more model weights to
learn the trigger. In CBA, there is only one attacker, and learning a larger global trigger can
be out of the model’s representation capability. Additionally, as we keep the poisoning
intensity of DBA and CBA the same for each malicious client, there are more poisoned
training data in DBA than in CBA as more malicious clients are used.

We also explore the attack performance with more clients and less percentage of
malicious clients on the large dataset - TRIANGLES. Figure 6.7 shows the attack results
on TRIANGLES with 100 clients and fewer malicious clients, ranging from 5% to 20% for
GraphSage, GCN, and GAT. Table 6.4 illustrates the specific attack results. We can see
from Figure 6.7a that, when we use GraphSage, DBA’s ASR gradually increases with more
malicious clients while CBA’s ASR stays below 10%, further verifying that the increase in M
has a more positive impact on DBA than CBA. From Figure 6.7a, we can still observe that
with 20% malicious clients, DBA can also achieve ASR of more than 20%, which means
with less percentage (e.g., 20%) of malicious clients, the DBA is still effective. With more
clients in total, the attack performance of CBA decreases, consistent with the observation
in Figure 6.4. Similarly, for GCN (see Figure 6.7b) and GAT (see Figure 6.7c), DBA’s ASR is
gradually increasing with the rist in the percentage of malicious clients, and the ASR of
CBA keeps steady. Thus, adding more clients does not change our previous conclusions
(with 5 clients).

Analysis of CBA results In Figure 6.2, for CBA, the attack success rate of all local
triggers can be as high as the global trigger, which is counterintuitive as the centralized
attack only embeds the global trigger into the model. To explain these results, we further
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Figure 6.6: Correlation between ASR and M .
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Figure 6.7: Backdoor attack results of TRIANGLES with less percentage of malicious clients (K = 100, GraphSage,
GCN and GAT).
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Table 6.4: ASR of CBA and DBA with less percentage of malicious clients in TRIANGLES (K =100, GraphSage).

Model
Attack Success Rate (CBA% | DBA%)

5% 10% 15% 20%

GCN 6.50 | 2.03 1.36 | 1.39 1.28 | 1.06 1.52 | 1.95
GAT 1.48 | 3.91 1.11 | 3.65 1.22 | 6.97 1.51 | 8.01

GraphSage 7.64 | 6.89 2.85 | 8.80 2.87 | 10.93 5.53 | 20.49

implement an experiment (NCI1 on GraphSage model) where we evaluate the attack
success rate of the global trigger and local triggers in both the malicious local model 6

and the global model. As shown in Figure 6.8, in the malicious local model, the ASR of all
local triggers is already close to the global trigger, which means that the malicious local
model has learned the pattern of each local trigger. After aggregation, the global model
inherits the capacity of local models. Once any local trigger exists, the global model will
misclassify the data sample into the attacker-chosen target label.

Still, in [46], for the CBA, the attack success rate of all local triggers is significantly
lower than the global trigger. There, the malicious local model learns the global trigger
instead of each local trigger, so the poisoned model can only misclassify the data sample
once there is a global trigger in the data. The different results in CBA between [46] and
our work can be explained since there, the local triggers composing the global trigger are
located close to each other (i.e., less than three pixels distance). In our work, the location
of local triggers is random since a graph is non-Euclidean data where we cannot put
nodes in some order. When the local trigger graphs are further away from each other, the
malicious local model in CBA can only learn the local trigger instead of the global trigger.

6.5.3. CLEAN ACCURACY DROP
The goal of the backdoor attack is to make the backdoored model simultaneously fit the
main task and backdoor task. Therefore, it is critical that the trained model still behaves
normally on untampered data samples after training with the poisoned data. Here, we
use clean accuracy drop (CAD) to evaluate if the backdoored model can still fit the original
main task. CAD is the classification accuracy difference between global models with
and without malicious clients over the clean testing dataset. CBA’s and DBA’s final clean
accuracy drop results in the honest and malicious majority attack scenarios are given in
Tables 6.5 and 6.6, respectively. In most cases, both attacks have a low CAD, i.e., around
2%, and only in a few cases is there a significant CAD. These results imply that, in most
cases, both attacks have a negligible impact on the original task of the model. Additionally,
in some cases, DBA’s CAD is significantly higher than CBA’s, e.g., DBA’s CAD is 5.74% in
the GraphSage model on TRIANGLES while CBA’s is 3.24%, as shown in Table 6.6. At the
same poisoning intensity for each client, there are more poisoned data in DBA than in
CBA, leading to worse performance in the main task. The substantial clean accuracy drop
in DBA can also be observed in [46].

6For the CBA, we assume there is one centralized attacker, so there is only one local model that will be poisoned
and we define this model as the malicious local model
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Figure 6.8: Centralized backdoor attack results on the malicious local model and global model with different
triggers.

Table 6.5: Clean accuracy drop of CBA and DBA in the honest majority attack scenario.

Dataset
Clean Accuracy Drop (CBA% | DBA%)
GCN GAT GraphSage

NCI1 2.54 | 2.01 0.84 | 1.42 0.93 | 0.16
PROTEINS_full 1.81 | 4.06 0.49 | 0.46 2.31 | 2.82

TRIANGLES 0.01 | 1.32 3.71 | 2.87 3.31 | 4.45

Table 6.6: Clean accuracy drop of CBA and DBA in the malicious majority attack scenario.

Dataset
Clean Accuracy Drop (CBA% | DBA%)
GCN GAT GraphSage

NCI1 4.45 | 2.74 1.03 | 1.07 1.29 | 2.22
PROTEINS_full 2.78 | 1.30 0.03 | 2.65 2.72 | 4.59

TRIANGLES 0.14 | 0.30 5.10 | 5.84 3.24 | 5.74

6.6. ANALYSIS OF BACKDOOR HYPERPARAMETERS
This section studies the backdoor hyperparameters discussed in Section 6.3.2. We only
modify one factor for each experiment and keep other factors as in Section 6.5.1. We
provide results for TRIANGLES and the GraphSage model as an example as those results
are more stable, i.e., have the smallest standard error, and the results of other models are
aligned. For each factor, we evaluate the global trigger’s ASR and the test accuracy on
the clean test dataset. We illustrate the results on TRIANGLES in two attack scenarios to
analyze the effects of each factor for DBA and CBA. The results are shown in Figure 6.9.
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Figure 6.9: Results on TRIANGLES with different trigger parameters.

Effects of Trigger Size: From the ASR results in Figure 6.9, for both attacks and attack
scenarios, with the increase of trigger size, the attack success rate rises significantly, e.g.,
the DBA’s ASR increases from 0.09 to 0.80 with trigger size rising from 0.15 to 0.30 (honest
majority attack scenario). There is no significant effect of trigger size on the test accuracy
of the global model, implying that the trigger size has little impact on the original main
task.

Effects of Poisoning Intensity Similar to the impact of trigger size on the attack
success rate, a higher poisoning intensity gives a higher attack success rate. Intuitively, a
backdoor attack can perform better with more poisoned data. Nevertheless, the increase
is less significant than that of different trigger sizes. Specifically, in comparison with [45],
where there is no obvious difference between the impact of poisoning intensity and
trigger size, here, a larger trigger size has a more positive influence on ASR than a larger
poisoning intensity. We consider this an interesting observation and plan to investigate
it in future work. Moreover, in DBA, the test accuracy decreases with the increasing
poisoning intensity, and with more malicious clients, the drop is more significant, as
shown in Figures 6.9a and 6.9b. This can be explained as with higher poisoning intensity,
and more malicious clients, more model weights (including some for the original task)
are influenced by the malicious trigger patterns, and the performance on the main task
degrades more. We can also observe that with higher poisoning intensity, there is no
obvious drop in the testing accuracy for CBA, as presented in Figures 6.9c and 6.9d.
Although more local data is poisoned, the other honest clients (the majority part) still
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guarantee the performance on the main task.
Effects of Trigger Density From Figure 6.9b, DBA’s ASR improves from 30.10% to

47.96% when the trigger density increases from 0.50 to 0.80. This is because the average
complexity of the TRIANGLES dataset is 0.16 [36]. Thus, when the trigger density is set
close to this value, the difference between the original graph and the trigger graph is
harder to distinguish. However, the effect of the trigger density in CBA’s ASR is not strong.
We see a slight fluctuation as the trigger density increases, but its range is very small to be
considered a trend. In CBA, we use only one malicious client, and the weak effect of the
trigger density is smoothed by the averaging operation.

In Figure 6.9, in most cases, there is no significant drop in the test accuracy with an
increase in the trigger size and trigger density. On the contrary, in the backdoor attacks in
centralized GNNs [48], as trigger size increases, the test accuracy decreases. This can be
explained as, in FL, the influence of backdoor functionality on the main task is weakened
by the aggregation of local models.

6.7. DEFENSE
FoolsGold [14] is a robust FL aggregation algorithm that can identify attackers in federated
learning based on the diversity of client updates. It reduces the aggregation weights
of detected malicious clients while retaining the weights of other clients. One of the
assumptions in this defense is that each client’s training data is non-i.i.d and has a unique
distribution, which fits the non-i.i.d data distribution setting in our paper. Thus, in this
work, we focus on evaluating the attack effectiveness of DBA and CBA against FoolsGold.7

Figure 6.10 shows the attack performance for the TRIANGLES dataset under FoolsGold
in the honest majority attack scenario (the results in the malicious majority attack scenario
are similar). As illustrated in Figure 6.10a, we can observe that for DBA, the ASR under
FoolsGold remains consistent for the GraphSage model, whereas it rises along with a
decrease in testing accuracy for the GAT model. Moreover, generally, under FoolsGold,
there is a significant increase in CBA’s ASR in all models, but the testing accuracy of CBA
reduces significantly at the same time. For example, the CBA’s ASR increases by about
20% for the GraphSage model. However, the testing accuracy of CBA on GraphSage has a
drop of more than 20% (Figure 6.10b). The results on NCI1 and PROTEINS_full (honest
majority attack scenario) are shown in Figures 6.11 and 6.12, respectively. There is a slight
increase in the ASR of DBA and CBA under FoolsGold, which indicates that this defense
fails to identify the malicious updates and misclassifies them as benign in this case too.

Our hypothesis for this situation is that under FoolsGold, the malicious client in CBA
is assigned a higher weight (recall the description of the FoolsGold mechanism from
the paragraph above) than other clients, so malicious updates contribute more to the
aggregated model. Simultaneously, the low weights on the honest clients’ updates lead to
the failure of the performance on the original task.

To verify our hypothesis, we show the FoolsGold weights on every client in the DBA
and CBA using GraphSage model in Table 6.7. Here, the FoolsGold weight for each client
ranges from 0 to 1. As we can see, in CBA, the weight of the malicious client is 1, and the

7In the previous version of the paper (published at the ACSAC conference [49]), there was a mistake in our
implementation of FLAME indicating FLAME not to work against our attack. That statement was incorrect,
and this was communicated to the authors of FLAME.
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Figure 6.10: Backdoor attack results of TRIANGLES on FoolsGold for the honest majority.
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Figure 6.11: Attack success rate on NCI1 on FoolsGold (in the honest majority attack scenario).
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Figure 6.12: Attack success rate on PROTEINS_full on FoolsGold (in the honest majority attack scenario).

weights of other clients are 0, which means only the malicious updates are aggregated
into the global model. Therefore, the attack success rate of CBA increases significantly
under FoolsGold. On the other hand, in DBA, the weights of the malicious clients are
similar to the honest clients, indicating that the malicious and honest updates contribute
equally to the aggregated model, as in the aggregation function without the defense, i.e.,
the average aggregation function. Therefore, there is no obvious difference between the
attack performance of DBA before and after the defense.

This further verifies our hypothesis that the defense based on cosine similarity be-
tween updates is not very effective in the graph domain. The graph data are not Euclidean
data, e.g., images, so the slightly different subgraphs used as triggers do not induce aligned
updates. The clean accuracy drop under FoolsGold on these two datasets is similar to
that without the defense. Thus, the defense does not affect the original task in that case.
Additionally, in the malicious majority scenario where there are more malicious clients
and the probability of detecting the malicious updates should be higher, we observe
the same behavior. Thus, we conclude that the tested defense cannot detect malicious
updates successfully.

Table 6.7: FoolsGold weight in DBA and CBA on TRIANGLES (honest majority attack scenario).

Attacks Attacker 1 Attacker 2 (client 2 in CBA) Client 3 Client 4 Client 5 Attackers (sum)

DBA 1.00±0.00 1.00±0.00 0.82±0.15 0.81±0.09 0.78±0.12 2.00±0.00
CBA 1.00±0.00 0.00±0.00 0.00±0.00 0.00±0.00 0.00±0.00 1.00±0.00
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6.8. RELATED WORK
Backdoor Attacks in GNNs Several recent works have conducted backdoor attacks on
GNNs. Zhang et al. proposed a subgraph-based backdoor attack on GNNs for the graph
classification task [56]. Xi et al. presented a subgraph-based backdoor attack on GNNs,
that works for both node classification and graph classification tasks [45]. Xu et al. investi-
gated the explainability of the impact of the trigger injecting position on the performance
of backdoor attacks on GNNs and proposed a new backdoor attack strategy for the node
classification task [48]. All current attacks are implemented in centralized training for
GNNs. No works explore the backdoor attacks in distributed training for GNNs, e.g., Feder-
ated GNNs.
FL on GNNs FL has gained increasing attention as a training paradigm where data is
distributed at remote devices and models are collaboratively trained in a central server.
While FL has been widely studied in Euclidean data, e.g., images, texts, and sound, there
are increasing studies about FL in graph data. FL on graph data was introduced in [26],
where each client is regarded as a node in a graph. When it comes to detecting financial
crimes (e.g., fraud or money laundering), traditional machine learning tends to lead to
severe overreporting of suspicious activities. Thanks to the reasoning ability of the graph
neural network, its advantages can be well-reflected. Considering the need for privacy, [38]
proposed the framework for Federated GNNs to optimize the machine learning model.
Besides, other research works [21, 57, 43] have been dedicated to enhancing the security
of Federated GNNs. By using secure aggregation, [21] proposed a method to predict the
trajectories of objects via aggregating both spatial and dynamic information without
information leakage. With differential privacy, [57] and [43] put forward a framework to
train Federated GNNs for vertical FL and recommendation system, respectively. Moreover,
SpreadGNN was proposed in [20] to perform FL without a server. Although there is an
increasing number of works on FL for graph data, the vulnerability of Federated GNNs to
backdoor attacks is still underexplored.
The Security Assumption of Malicious Majority Clients Cao et al. took into account the
situation of backdoor attacks in the malicious majority of clients and proposed a method
of defense-FLTrust [7]. Before training begins, an honest server collects and trains on a
small dataset. The server takes the updates obtained by training on a small dataset as
the root of trust in each iteration. It is then compared to the updates uploaded by the
clients. If the cosine similarity between them is too small, the updates will be filtered
out. With this approach, the accuracy of the global model remains equivalent to that of
the baseline. Based on FLTrust, Dong et al. considered the setting of two semi-honest
servers and malicious majority clients and proposed FLOD to ensure that gradients are
not leaked on the server side [10].

6.9. CONCLUSIONS AND FUTURE WORK
This paper explores how Centralized and Distributed Backdoor attacks behave in Feder-
ated GNNs. Through extensive experiments on three datasets and three popular GNN
models, we showed that generally, DBA achieves a higher attack success rate than CBA.
We showed that in CBA, the ASR of local triggers could be as high as the global trigger
even if, during training, only the global trigger is embedded in the model. The impact
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of the percentage of malicious clients on DBA’s ASR is analyzed with correlation, where
we confirm the intuition that more malicious clients lead to more successful attacks. We
analyzed the critical backdoor hyperparameters to explore their impact on the attack
performance and the main task. We also demonstrated that DBA and CBA are robust
against one defense for the backdoor attack in FL. Interestingly, the CBA’s ASR is even
higher under the defense. The experimental setting in this work verifies the effectiveness
of our method in a cross-silo federated learning setting and motivates further research in
exploring backdoor attacks in Federated GNNs considering cross-device FL [37]. Future
work will include exploring backdoor attacks in Federated GNNs for the node classifica-
tion task. For example, in a social media app where each user has a local social network
Gk and {Gk } constitutes the latent entire human social network G , the developers can
train a fraud detection GNN model through FL. In such a case, an attacker can conduct a
backdoor attack to force the trained global model to classify a fraud node as benign.
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7
CATBACK: UNIVERSAL BACKDOOR

ATTACKS ON TABULAR DATA VIA

CATEGORICAL ENCODING

Backdoor attacks in machine learning have drawn significant attention for their potential
to compromise models stealthily, yet most research has focused on homogeneous data such
as images. In this work, we propose a novel backdoor attack on tabular data, which is
particularly challenging due to the presence of both numerical and categorical features.
Our key idea is a novel technique to convert categorical values into floating-point represen-
tations. This approach preserves enough information to maintain clean-model accuracy
compared to traditional methods like one-hot or ordinal encoding. By doing this, we create
a gradient-based universal perturbation that applies to all features, including categorical
ones.

We evaluate our method on five datasets and four popular models. Our results show up
to a 100% attack success rate in both white-box and black-box settings (including real-
world applications like Vertex AI), revealing a severe vulnerability for tabular data. Our
method is shown to surpass the previous works like Tabdoor in terms of performance, while
remaining stealthy against state-of-the-art defense mechanisms. We evaluate our attack
against Spectral Signatures, Neural Cleanse, Beatrix, and Fine-Pruning, all of which fail to
defend successfully against it. We also verify that our attack successfully bypasses popular
outlier detection mechanisms.

This chapter has been published as B. Tajalli, S. Koffas, S. Picek, (2026 February). “CatBack: Universal Backdoor
Attacks on Tabular Data via Categorical Encoding.” In Proceedings of the 33st Annual Network and Distributed
System Security Symposium (NDSS) (Vol. 2026).
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7.1. INTRODUCTION
Machine learning on tabular data represents a state-of-the-art real-world approach for
applications like healthcare analytics [43], credit risk assessment [11], and fraud detec-
tion [6]. Unlike image or text data, tabular data often contains a mix of numerical and
categorical features, which poses unique challenges in preprocessing and model design.
Indeed, despite the rising popularity of specialized deep learning models for tabular
data [18, 39], traditional methods like gradient boosting machines remain highly effective
and widely used in industry and research [19].

The wide adoption of machine learning systems led to diverse security threats [30],
where most research focuses on attacks on computer vision systems. One such threat
is the backdoor attack, a powerful attack where an adversary injects a hidden trigger
into the training set, causing the model to misclassify specific inputs at test time [29, 40].
Despite the vast amount of research related to backdoor attacks, only a few works consider
backdoor attacks for tabular data [48, 24, 36, 35]. Tabular data must be handled differently
from other data types, as they are heterogeneous and use dense numerical or sparse
categorical features [5], which complicates the trigger design. For this reason, existing
backdoor attacks mostly use only numerical features [36, 48] for the trigger, which limits
the attacker’s power as real-world tables frequently have both feature types. Additionally,
unlike speech and image data, the correlation between features is weak. Thus, there is
no spatial information that the attacker could exploit [5] to make an effective backdoor
trigger. Moreover, previous works typically rely on encoding methods such as one-hot
transformations, which do not allow the attacker to craft the trigger as freely as it does in
the image domain. Consequently, previous works used heuristic approaches [36, 48, 35],
as, though not impossible, optimization-based approaches become more challenging.

This paper addresses the challenge of backdoor attacks on tabular data containing
numerical and categorical columns. We propose a novel conversion method that turns
categorical columns into floating-point representations, enabling a unified feature space
where every dimension can be targeted by a single, gradient-based perturbation. Notably,
this conversion can compete with, or even surpass, popular encodings like one-hot and
ordinal methods regarding clean accuracy. It also simplifies model training by eliminating
the need to explicitly define categorical columns and their number of categories for
transformer-based models. Leveraging this encoding, we craft a universal backdoor
perturbation, which can be applied to any input data type, forcing it to have a new value
(thus not a universal fixed trigger for all inputs). This method achieves up to 100% attack
success rate in both white-box and black-box scenarios. We evaluated our attack using
four state-of-the-art models and five benchmark tabular datasets. To underscore the
real-world feasibility and impact of our backdoor attack, we deployed it against Google
AutoML [16], a prominent commercial machine learning service. The attack remained
effective, highlighting serious practical risks even in state-of-the-art industrial systems.
We also conducted a comprehensive evaluation of our attack on benchmark defensive
measures and outlier detection methods. Our findings highlight a serious vulnerability
for tabular data, stressing the need for more robust defenses in security-sensitive settings.

Our main contributions are as follows:
• We introduce a novel backdoor on tabular data called CatBack that uses any com-

bination of feature types for its trigger. In particular, our encoding of categorical
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features enables the attacker to apply a universal perturbation to any data type,
providing more freedom to create stealthier triggers.

• We apply our attack on five datasets and four models (both neural networks and
classical machine learning methods), showing that it can generalize well in different
settings. In particular, our attack reached ≈ 100% attack success rate in most
cases.1 For example, our attack outperformed two baseline attacks (Badnets [20]
and Tabdoor [36]) by up to 44% and 95% on the ACI dataset respectively and by up
to 16% and 71% on the BM dataset.

• We evaluated our method against state-of-the-art defenses, including Spectral
Signatures, Neural Cleanse, Beatrix, and Fine-Pruning. Our results demonstrate
that in most cases, CatBack bypasses these defenses. For instance, even under the
least favorable settings for the attacker, CatBack still managed to evade Spectral
Signature in over 78% of cases. For Fine-Pruning, more than 75% of results fail to
mitigate the attack, and for Neural Cleanse and Beatrix, all of the attacker’s attempts
go undetected.

• We introduce a novel way to encode categorical features in tabular data by convert-
ing them to real numbers. Using our method, the models can achieve the same
performance as common benchmark methods. In our encoding, there is no need
for extended columns for each feature, such as one-hot encoding or embedding
layers, as the values are treated the same as real numbers.

• We verified that our attack works on a widely used platform (Vertex AI), showing
that such attacks can happen in real-world scenarios.

7.2. BACKGROUND

7.2.1. BACKDOOR ATTACKS
Backdoor attacks insert a hidden “trigger” into a model during training so that at inference
time, only inputs carrying that trigger will be misclassified into an adversary’s chosen
label. Formally, let

Fθ : X →Y .

be a neural network with parameters θ, mapping feature space X to labels Y . A trigger
function T : X →X embeds a pattern δ into any clean sample x, such that

Fθ

(
T (x)

)= yt ∀x ∈X ,

where yt ∈Y is the target class the attacker chooses.
Backdoors can be introduced in several ways:

1. Data Poisoning: Insert m poisoned samples {(x̂ j , ŷ j )}m
j=1 into the clean set {(xi , yi )}n

i=1,

so that the poisoning rate ϵ= m/n stays small [20, 29].
2. Code Poisoning: Modify the training pipeline or loader to apply T on a subset of

input data [4].
3. Model Poisoning: Directly alter learned parameters θ after training to respond to

δ [23].

1Our code is available at https://github.com/catback-tabular/catback.git.

https://github.com/catback-tabular/catback.git
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Focusing on data poisoning, the attacker’s training objective becomes

θ∗ = argmin
θ

[n−m∑
i=1

L
(
Fθ(xi ), yi

)+ m∑
j=1

L
(
Fθ(x̂ j ), ŷ j

)]
,

where L is, e.g., cross-entropy loss. After training, the model should satisfy

Fθ∗ (x) ≈Fθ(x) ∀x ∈ Dclean,

Fθ∗ (T (x)) = yt ∀x ∈X .

A successful attack adheres to the following assumptions:
1. ϵ should be very small so poisoned points blend in.
2. Clean-data accuracy must stay nearly unchanged, i.e., Fθ∗ (x) ≈ Fθ(x) for clean

x [1].

7.2.2. CHARACTERISTICS OF TABULAR DATA
Tabular data consists of heterogeneous features that may follow varying data types and
distributions [5]. Thus, creating triggers for tabular data requires a different approach
than domains like images or text. As discussed in [36], tabular data has the following
properties that may affect the design of the backdoor trigger:

• Data Heterogeneity: Each feature may follow a distinct distribution, so designing
a universal trigger is not straightforward. Additionally, some features may take a
specific range of values, and anything outside this range may be easily classified as
an outlier, unlike the pixels in an image.

• Mutually Exclusive Features: Categorical features are often encoded in representa-
tions like one-hot encoding (OHE). Such representations do not allow unrestricted
perturbation, as any trigger that activates multiple values could be easily identified
as an outlier and removed from the dataset.

• Absence of Spatial Relationships: In tabular data, there is no notion of spatial or se-
quential dependency among the features. Thus, embedding a trigger into different
features does not propagate naturally like the one in images or text. Additionally,
the order of the features is unimportant in tabular data.

• Prediction Sensitivity on Important Features: In tabular data, some features may
affect the model’s decision significantly more than others, complicating the design
of stealthy backdoor triggers.

7.2.3. MACHINE LEARNING MODELS FOR TABULAR DATA
A tabular dataset is defined as

D = {(xi , yi )}n
i=1, xi = [xi 1, xi 2, . . . , xi d ]⊤,

where each sample xi has d features that may be continuous or categorical [5]. Traditional
methods like decision trees, random forests, and gradient boosting (e.g., XGBoost [7],
LightGBM [25]) remain strong baselines because they handle mixed feature types and
missing values naturally.

Beyond these, several architectures have been tailored for tabular data [3, 39, 18]:
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1. Hybrid Models: Combine tree-based splits or feature embeddings with dense layers
to capture both simple rules and complex interactions (e.g., NODE, DeepFM).

2. Transformer-based Models: Use self-attention to learn pairwise feature dependen-
cies. Formally:

Fθ(x) = Transformer(x;θ), (7.1)

Attention(Q,K ,V ) = softmax
(QK ⊤p

dk

)
V. (7.2)

In this work, we evaluate both kinds of models on our tabular benchmarks. We picked
the top leading models from previous studies [5, 19, 18] which are also widely incorporated
in industrial platforms [2]:

• Classical: XGBoost [7].

• Deep: TabNet [3], Saint [39], FT-Transformer (FTT) [18].

Using both options ensures we cover established ensemble methods and recent deep
models.

All models learn a mapping:
Fθ :Rd →Y ,

but differ in how they preprocess features, handle sparsity, and capture interactions. This
variety helps us assess backdoor vulnerability across a wide range of tabular learners.

7.3. THREAT MODEL
In this work, we introduce a novel backdoor attack targeting neural network models
trained on tabular data, with a particular emphasis on manipulating categorical features -
a direction mostly neglected in prior research. Indeed, previous attacks predominantly
focused on numerical columns, modifying them to implant backdoors [48, 36]. Our
approach extends this paradigm by incorporating categorical features into the attack
vector, thereby enhancing the potential effectiveness and stealthiness of the backdoor.
We consider a classification task where a neural network model F : X →Y maps inputs
from the feature space X ⊆Rd to the label space Y = {1,2, . . . ,C }, where C is the number
of classes.

7.3.1. ATTACKER’S CAPABILITIES AND OBJECTIVES

We assume an attacker with full access to the training dataset Dor i g i nal = {(xi , yi )}N
i=1. The

attacker’s objective is to implant a dirty label backdoor into the model such that any input
modified with a specific trigger pattern will cause the model to predict a target label t ∈Y ,
irrespective of the input’s true label. We apply our threat model to two main scenarios:

• White box: The attacker has full knowledge of the victim model and may or may not
control the training process. This scenario can be applied in outsourced training.

• Black box: The attacker does not know the architecture of the victim model and
has no control over the training process. This scenario is realistic in the context of
dataset poisoning.
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7.4. CONVERTING CATEGORICAL FEATURES
By employing the frequency mappings from [13], we implement a hierarchical mapping
strategy with an adaptive tie-breaker ∆r (see Section 7.4.2) that ensures a unique numeri-
cal representation for each category within a categorical feature. We call this mapping
function Conv(.) where D =Conv(Dor i g i nal ).

7.4.1. PRIMARY FREQUENCY-BASED MAPPING
For each categorical feature j with unique values V j = {v j 1, v j 2, . . . , v j k j }, where k j is the
number of categories, perform the following:

1. Compute Frequencies: Calculate the frequency c j l of each category v j l in the
dataset Dor i g i nal .

2. Initial Mapping: Assign r j l using the formula:

r j l =
cmax, j − c j l

cmax, j −1
, for l = 1, . . . ,k j ,

where cmax, j = max1≤l≤k j c j l .
As discussed in [13], this frequency-based transformation creates values in the interval

of [0,1]. The most frequent value is mapped to 0, and the least frequent values are
closer to 1. In the extreme case that the least frequent value has a frequency of 1, then

ri j = cmax, j −1
cmax, j −1 = 1.

7.4.2. ADAPTIVE ∆r SELECTION
Some categories may share the same frequency, which leads to a tie during conversion.
To determine ∆r precisely and avoid the tie, we follow an approach based on the smallest
decimal precision in the primary mapping.

1. Sort Unique r j l Values: Sort the unique r j l values in ascending order.
2. Compute Minimum Difference:

∆rmin = min
i

(
r (i+1)

j l − r (i )
j l

)
.

3. Determine p: Identify the largest single decimal component in ∆rmin. Specifically,
express ∆rmin in decimal form and determine the smallest decimal place p where a
non-zero digit occurs.

• Definition of p: Let ∆rmin = 0.d1d2 . . .dn , where d1 is the first non-zero digit.
Then, p is the position of the first non-zero digit.

4. Set∆r : Define ∆r as:

∆r = 10−(p+1).

This ensures that ∆r is one order of magnitude smaller than the smallest decimal
precision in ∆rmin, maintaining uniqueness without overlapping existing r j l values.

• Example:
– If ∆rmin = 0.4 (first decimal place), then p = 1 and ∆r = 0.01.
– If ∆rmin = 0.04 (second decimal place), then p = 2 and ∆r = 0.001.
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7.4.3. IDENTIFYING AND RESOLVING TIES
1. Detect Tied Categories: For each feature j , identify sets of categories that share the

same frequency c j l , as each category should have a unique value. This is necessary
to ensure that our mapping table is reversible and that the model can distinguish
between different categories during training.

2. Apply Secondary Ordering: For each set of tied categories, apply a deterministic
secondary ordering criterion, such as alphabetical order.

3. Assign Unique Offsets: For each category v j l in a tied set, assign a unique r ′
j l by

adding incremental multiples of ∆r based on the secondary order:

r ′
j l = r j l + (k −1)×∆r,

where k is the position in the secondary ordering (starting from 1).

7.4.4. FINAL NUMERICAL REPRESENTATION
The final numerical representation for each category v j l is:

r ′
j l =

{
r j l + (k −1)×∆r, if v j l is part of a tied set

r j l , otherwise,

ensuring that each category has a unique r ′
j l value.2

7.4.5. REVERSE MAPPING
To facilitate efficient reverse mapping from numerical values r ′

j l back to their original

categorical values v j l , we implement a structured lookup mechanism. The process
involves the following steps:

1. Construction of the Lookup Table: During the encoding phase, alongside assigning
each category its unique numerical representation r ′

j l , we construct a lookup table

T j for each categorical feature j . The table T j maps each r ′
j l to its corresponding

category v j l :

T j = {(r ′
j l , v j l ) | v j l ∈ V j }.

.
This table can be efficiently implemented using data structures such as hash tables
or dictionaries, enabling constant-time O(1) access during reverse mapping, and
minimal memory requirements, as hash tables have O(n) space complexity, where
n is the number of categories each feature has.

2. Reverse Mapping Function: To retrieve the original category from a given r ′
j l , the

reverse mapping function performs the following:
• Lookup Operation: Given an r ′

j l , query the lookup table T j to obtain the

corresponding category v j l .

2Although unlikely, it is (theoretically) possible that a new tie occurs after the current tie resolution is performed.
In such a case, Steps 7.4.2 and 7.4.3 of the algorithm must be repeated with new r ′j l values until no new ties

exist anymore.
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• Handling Precision: Ensure that the r ′
j l values used during the attack or

optimization process are matched exactly to those stored in T j . Implement
rounding mechanisms if necessary to align floating-point representations.

Formally, the reverse mapping function RevConv(r ′
j l ) is defined as:

RevConv(r ′
j l ) = v j l such that (r ′

j l , v j l ) ∈ T j .

We also define the function Rever t (.) that reverts the whole dataset from converted
numerical values to categorical values again.

7.4.6. EXAMPLE OF OUR ENCODING AND ATTACK ALGORITHM
Here, we demonstrate our encoding method through an example. To this end, we consider
a categorical feature j with the following category counts:

Category v j l Count c j l

A 50
B 50
C 30
D 20

Table 7.1: Category Counts for Feature j

Primary Mapping:

r j A = 50−50
50−1 = 0.0000, r j B = 50−50

50−1 = 0.0000

r jC = 50−30
50−1 ≈ 0.4082, r j D = 50−20

50−1 ≈ 0.6122

Determine∆r :

• ∆rmin = 0.204

• Identify the largest single decimal component in ∆rmin:

– ∆rmin = 0.204 has the first non-zero decimal at the first decimal place (p = 1).

• Set ∆r = 10−(p+1) = 10−2 = 0.01.

Apply Hierarchical Mapping:

r ′
j A = 0.0000+ (1−1)×0.01 = 0.0000

r ′
j B = 0.0000+ (2−1)×0.01 = 0.0100

r ′
jC = 0.4082

r ′
j D = 0.6122

Result:
Lookup Table:
Referring to Table 7.2, the lookup table T j for feature j is constructed as:
When an r ′

j l value of 0.0100 is encountered during reverse mapping, the correspond-

ing category retrieved from T j is B.
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Category v j l Original r j l Updated r ′
j l

A 0.0000 0.0000
B 0.0000 0.0100
C 0.4082 0.4082
D 0.6122 0.6122

Table 7.2: Updated Numerical Representation After Hierarchical Mapping

Numerical Value r ′
j l Category v j l

0.0000 A
0.0100 B
0.4082 C
0.6122 D

Table 7.3: Lookup Table T j for Feature j

7.5. ATTACK METHODOLOGY

Figure 7.1: CatBack’s schematic. Initially, the attacker (using our encoding) trains a model F on the transformed
dataset. Then, the attacker selects samples close to the decision boundary of the target class t . Starting from a

trigger randomly initialized with the appropriate values (retrieved from a normal distribution), the attacker
poisons a fraction of the data of the used dataset. Finally, the attacker reverts the dataset to its correct state so

users can use it to train their own models.

In Figure 7.1, we depict a schematic of the CatBack attack. Next, we discuss each of
the attack steps in detail.

7.5.1. INITIAL MODEL TRAINING
The dataset’s categorical features are transformed to numerical using the method ex-
plained in Section 7.4. Then, the attacker trains the model F on the converted dataset
D =Conv(Dor i g i nal ) to obtain a baseline model that performs adequately on the classifi-
cation task.

7.5.2. SELECTION OF NON-TARGET SAMPLES
The attacker constructs a subset Dnon-target by excluding all samples with the target label
t :

Dnon-target = {(xi , yi ) ∈ D | yi ̸= t }.
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7.5.3. CONFIDENCE-BASED SAMPLE RANKING
The attacker evaluates the trained model F on Dnon-target to obtain the softmax confidence
scores for the target class t . For each input xi , the confidence score equals

si = ft (xi ),

where ft (xi ) is the softmax output corresponding to class t .
The attacker pairs each input with its confidence score to form the set:

Dconf = {(xi , si ) | (xi , yi ) ∈ Dnon-target}.

The attacker then sorts Dconf in descending order based on si and selects the top
µ · |Dconf| samples to create the subset Dpicked, where µ ∈ (0,1] is a predefined fraction
(e.g., µ = 0.2). By doing this, we want to find the samples closer to the target decision
boundary. This helps us to craft a minimal perturbation. The lower µ value means we
have chosen the non-target samples closer to the target class; thus, values calculated for
the perturbation vector would decrease. On the other hand, increasing the µ invites more
samples into consideration, making the perturbation vector more general and with higher
values.

7.5.4. DEFINITION OF THE BACKDOOR TRIGGER

The attacker defines a universal trigger pattern δ ∈ Rd to be added to the inputs. More
specifically, δ is a randomly initialized sample of the dataset.3 The backdoored input x̂i is
computed as:

x̂i = clip(xi +δ),

where the clipping function ensures that each feature of x̂i remains within its valid range:

x̂( j )
i =


max X ( j ), if x( j )

i +δ( j ) > max X ( j ),

min X ( j ), if x( j )
i +δ( j ) < min X ( j ),

x( j )
i +δ( j ), otherwise,

with min X ( j ) and max X ( j ) being the minimum and maximum values of feature j in
D. This makes the final perturbed sample instance dependent. Thus, the resulting
backdoored sample is unique to each original sample, while the perturbation vector δ is
universal.

7.5.5. OPTIMIZATION OF THE TRIGGER PATTERN
The attacker optimizes δ by minimizing the following loss function over Dpicked:

L (δ) = 1

|Dpicked|
∑

(xi ,yi )∈Dpicked

[− log ft (x̂i )+β∥x̂i −Mode(X )∥1

+λ∥x̂i −Mode(X )∥2
2

]
,

where:

3In our experiments, we initialized δ to 0.
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• ft (x̂i ) is the softmax output for class t given input x̂i .
• Mode(X ) ∈Rd is the mode vector of the dataset D, with each element Mode(X )( j )

being the empirical mode value4 of feature j .
• β and λ are hyperparameters controlling the L1 and L2 regularization terms, re-

spectively.
The loss function balances two objectives:

1. Maximizing the model’s confidence in predicting the target class t for the back-
doored inputs.

2. Ensuring the trigger pattern δ keeps the modified inputs close to common data
patterns (via the mode value) to enhance stealthiness.

To craft a trigger that is both sparse (few features changed) and stable (no extreme
perturbations), we combine L1 and L2 penalties in the loss. The L1 term ∥x̂i −Mode(X )∥1

drives some coordinates of the trigger δ to zero, limiting the number of features that
are modified [41]. The L2 term ∥x̂i −Mode(X )∥2

2 prevents the nonzero perturbations
from growing too large, yielding smoother gradients and better conditioning [22]. To-
gether, this “elastic-net” style regularization has been shown to outperform pure L1 or L2

alone—especially when features are correlated—by offering both reliable feature selection
and numerical stability [51].

The optimized trigger pattern δ∗ is obtained by solving:

δ∗ = argmin
δ

L (δ).

This optimization is performed using gradient descent, updating δ iteratively based
on the gradient ∇δL .

After the optimization process, where r ′
j l values might be adjusted continuously, it is

crucial to maintain valid categorical representations. This is achieved by:
• Rounding Adjusted Values: Any continuous changes to r ′

j l are rounded to the

nearest valid value present in the lookup table T j :

r ′rounded
j l = round(r ′

j l ,precision = p ′).

where p ′ corresponds to the decimal precision used in ∆r .
• Validation: Ensure that the rounded r ′rounded

j l exists within T j . If not, adjust r ′
j l to

the closest valid value to maintain consistency.

7.5.6. CONSTRUCTION OF THE POISONED DATASET
With δ∗ optimized, the attacker selects randomly a fraction ϵ ∈ (0,1] of the dataset D to
poison. In other words, ϵ is the poisoning rate of our attack.

Each selected sample (xi , yi ) is modified:

x̂i = clip(xi +δ∗), ŷi = t .

The poisoned dataset Dpoisoned consists of the modified samples:

Dpoisoned = {(x̂i , ŷi ) | (xi , yi ) ∈ Dselected},

4The mode of a distribution is defined as the most frequent value in a given dataset or probability distribution.
We used pandas.DataFrame.mode for this task.
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where Dselected ⊂ D and |Dselected| = ϵ ·N .
Finally, we revert the data to their original form through our Rever t(·) function, so

that the final training dataset is:

D ′ = Rever t ((D \ Dselected)∪Dpoisoned).

7.5.7. TRAINING THE BACKDOORED MODEL
When the poisoned trainset is ready, the attacker can retrain the model F ′ on the poisoned
trainset D ′ or upload the trainset to some public node and have the user do the training.

Note that to handle categorical features in D ′, we adhere to standard preprocessing
protocols that an innocent user would typically employ [48, 3]. This includes utilizing
encoding techniques such as embedding methods (with random [12] or Xavier [14] initial-
ization) or one-hot encoding to transform categorical variables into a numerical format
suitable for neural network training. In this study, we employ the OrdinalEncoder from
scikit-learn to convert all categorical features into ordinal integers.

The expectation is that F ′ maintains performance on clean data while exhibiting the
backdoor behavior when the trigger is present, so that the user will not become suspicious
about the model. In this way, the model will classify “clean” samples correctly without
raising any suspicions, but will be manipulated by the attacker through “poisoned” inputs.

7.5.8. DEPLOYMENT AND ATTACK ACTIVATION
During deployment, any input x modified with the trigger pattern δ∗ will be misclassified
as the target label t :

F ′(x̂) = F ′(x +δ∗) = t .

Algorithm 3 summarizes our attack steps.

7.5.9. HYPERPARAMETER CONSIDERATIONS
The hyperparameters µ, β, λ, and ϵ play crucial role in the attack:

• µ (0 <µ≤ 1) controls the proportion of high-confidence samples used for optimiz-
ing δ. A higher µ may lead to a more generalized trigger but could also increase
optimization difficulty.

• As described in Section 7.5.5, β and λ (β,λ> 0) control the magnitude of perturba-
tion and number of affected features, which regulate the stealthiness and attack
efficacy. They should be set to balance minimizing perturbations and maximizing
the model’s confidence in the target class.

• ϵ (0 < ϵ≤ 1) determines the fraction of the dataset to poison. A smaller ϵ enhances
stealth but may reduce the backdoor’s effectiveness.

These hyperparameters can be tuned based on experimental results to achieve the desired
trade-offs between attack success rate, stealthiness, and impact on model performance.
We have tuned β and λ through preliminary experiments, resulting in a value of 0.1 for all
our experiments. However, regarding µ and ϵ, we are reporting the results for different
values to present a more complete view of our attack.
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Algorithm 3 CatBack: Universal Backdoor for Tabular Data

Input: Dorig, t ,F ,µ,β,λ,ϵ

Output: Backdoored model F ′
1: D ← Conv(Dorig) ▷ frequency-based encoding & tie-resolution
2: Train F on D
3: Dnt ← { (x, y) ∈ D | y ̸= t }}
4: for all (xi , yi ) ∈ Dnt do
5: si ← ft (xi ) ▷ softmax score for class t
6: end for
7: Sort Dnt by si descending
8: Dpicked ← top µ |Dnt| samples

9: Initialize δ← 0 ∈Rd

10: repeat
11: for all (xi , yi ) ∈ Dpicked do
12: x̂i ← clip(xi +δ)
13: ℓi ←− log ft (x̂i ) + β∥x̂i −Mode(D)∥1 + λ∥x̂i −Mode(D)∥2

2
14: end for
15: δ← δ−η∇δ

( 1
|Dpicked|

∑
i ℓi

)
16: Round categorical dimensions of δ to nearest valid r ′j l
17: until convergence
18: Randomly select Dsel ⊂ D , |Dsel| = ϵN
19: for all xi ∈ Dsel do
20: x̂i ← clip(xi +δ), ŷi ← t
21: end for
22: D ′ ← Revert

(
(D \ Dsel)∪ {(x̂i , ŷi )}

)
23: Preprocess D ′ (OHE/embeddings/ordinal), train F ′ on D ′ return F ′

7.5.10. BLACK BOX ATTACK
For the black box scenario, we craft the perturbation using one of the white box models
available to the attacker, implant the trigger in the samples, and release the poisoned
dataset so that the black box model can be trained on it by a third-party victim. By this
approach, we want to verify that our trigger is not tied to a specific model and can transfer
to different architectures, making the attack more general.

7.6. EVALUATION AND RESULTS
We used five datasets (see Table 7.4) including Forest Cover Type (CovType)5, Higgs Boson
(HIGGS)6, Bank Marketing7, Credit Card Fraud Detection8, and Adult Census Income
(ACI)9. As previously mentioned, we picked four models used in previous studies showing
the best performance [5, 18, 19], including XGBoost, TabNet, FTT, and Saint.

7.6.1. ENVIRONMENT AND SYSTEM SPECIFICATION
All experiments are conducted on a Red Hat Enterprise Linux 9 system equipped with
Intel Xeon Platinum 8360Y and AMD EPYC 9334 CPUs, 1TiB RAM, and an NVIDIA H100

5https://archive.ics.uci.edu/dataset/31/covertype
6https://archive.ics.uci.edu/dataset/280/higgs
7https://www.kaggle.com/datasets/ruthgn/bank-marketing-data-set
8https://www.kaggle.com/datasets/mlg-ulb/creditcardfraud
9https://shap.readthedocs.io/en/latest/generated/shap.datasets.adult.html

https://archive.ics.uci.edu/dataset/31/covertype
https://archive.ics.uci.edu/dataset/280/higgs
https://www.kaggle.com/datasets/ruthgn/bank-marketing-data-set
https://www.kaggle.com/datasets/mlg-ulb/creditcardfraud
https://shap.readthedocs.io/en/latest/generated/shap.datasets.adult.html
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and A100. Python 3.11.3 and Pytorch 2.5.1 were used for all experiments.

Table 7.4: Overview of the datasets used in experiments (after preprocessing).

ACI BM CovType Credit Card HIGGS

Samples 32561 11162 588892 284807 11000000
Numerical features 5 6 10 30 28
Categorical features 7 9 44 0 0
Num. of classes 2 2 7 2 2
Class Ratio (76%, 24%) (53%, 47%) (36%, 49%, 6%, 0.6%, 1.7%, 3%, 3.7%) (99.8%, 0.2%) (47%, 53%)

7.6.2. EVALUATION METRICS
To assess the effectiveness and stealthiness of backdoor attacks, we utilize the following
metrics:

1. Attack Success Rate (ASR): This metric quantifies the proportion of triggered inputs
that the model classifies as the target label yt :

ASR = 1

m

m∑
j=1

I
(
Fθ∗ (x̂ j ) = yt

)
,

where Fθ∗ denotes the backdoored model, I is the indicator function, and m rep-
resents the number of poisoned inputs. A higher ASR signifies a more effective
backdoor attack.

2. Clean Data Accuracy (CDA): This metric measures the model’s accuracy on clean
(unpoisoned) inputs and is defined as:

C D A = 1

n −m

n−m∑
i=1

I
(
Fθ∗ (xi ) = yi

)
,

where n is the total number of inputs, and n−m represents the count of clean inputs.
CDA is compared against the Benign Accuracy (BA) of a clean model to determine
whether the backdoor compromises the model’s performance on legitimate data.
A high CDA indicates minimal impact on the model’s clean data performance,
ensuring its stealthiness [26].

7.6.3. BENIGN ACCURACIES
We report the BA values in Tables 7.5 and 7.6. Table 7.5 demonstrates the BA values for
pure numeric datasets HIGGS and Credit Card, and Table 7.6 includes the results for
datasets containing both categorical and numerical features. All results are aligned with
the accuracy values reported in previous studies and benchmarks [29, 19, 18].

7.6.4. ATTACK RESULTS
For our primary experiments, we perform CatBack with µ = 1, λ = 0.1, β = 0.1, and
ϵ= [0.01,0.02,0.05,0.1] with all the target classes possible within a chosen dataset.10

For the black box scenario, we choose the XGBoost as our target model. XGBoost is a
decision tree model. The attacker cannot optimize the gradient-based perturbation in

10Full experiments results, including the effect of choosing different µ values, are provided in Section 7.6.5.
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Table 7.5: BA results (%) for datasets containing only numerical columns.

Credit Card HIGGS

TabNet 99.87 77.85
Saint 99.94 79.89
FTT 99.95 79.44
XGBoost 99.95 76.23

Table 7.6: BA results (%) for different encoding methods

Dataset Model
Method

OHE Ordinal Ours

ACI

XGBoost 85.905 85.183 85.398
TabNet 85.015 85.521 85.460
FTT 86.396 86.396 86.089
Saint 86.366 86.366 86.320

BM

XGBoost 85.804 85.266 85.535
TabNet 84.326 81.818 82.983
FTT 83.565 87.013 82.176
Saint 84.595 85.446 84.998

CovType

XGBoost 96.499 96.510 96.510
TabNet 94.875 94.563 94.482
FTT 96.176 96.302 96.116
Saint 96.854 96.947 96.753

CatBack using XGBoost. Thus, it can be a good candidate for a black box attack. First, we
craft our universal perturbation using another model to which we have white box access.
In our experiments, we chose TabNet and optimized the perturbation so that it could
successfully change TabNet’s prediction to the target class. Once we craft our perturbation,
we poison the training set by applying it to chosen samples and then train the XGBoost
on the poisoned dataset. Finally, we measure CatBack’s performance on the backdoored
model using the same perturbation. Table 7.7 shows the attack performance with the
selected hyperparameters and µ= 1. For all results, the CDA values remain similar to their
BA and are thus unaffected by CatBack. This is highly in favor of the attacker remaining
stealthy with respect to the clean accuracy drop. With just 1% poisoning rate, CatBack can
achieve more than 90% ASR in most cases. The results, though, depend on the dataset and
target label. The µ hyperparameter extensively affects the trigger optimization overhead.
This might not be noticeable for regular datasets where it takes seconds for the trigger
to be obtained, but for large datasets like HIGGS (where, in our worst-case report, just
the regular clean training of Saint might take hours), it is highly evident. As we show in
Figures 7.2 to 7.6, µ also affects ASR for datasets with fewer samples (e.g., BM in Figure 7.3).
With higher values for µ, more samples distant to the target class manifold get involved in
the perturbation optimization process, thus making it more general and effective. This
makes it easier for the perturbation to shift the distribution toward the target class.

On the other hand, bigger µ increases the chance of backdoor detection, as we see
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later. The only exception we detected in experiments was the results for TabNet on the
Credit Card dataset on target label 1 (see Figure 7.5). Although this did not happen with
other models, we assume such results come from the dataset being heavily unbalanced
(only around 0.1% of samples in the whole dataset belong to class number 1), making it
difficult for a universal perturbation to perform perfectly on all random samples.

Another interesting observation is the results of a black box attack. We can notice that
CatBack performs the same or even better in most cases on XGBoost than other models
like TabNet. These observations suggest that CatBack can also be a very powerful threat
in scenarios in which the poisoned dataset is provided to a third party (e.g., outsourced
training), even though the attacker is unaware of the target model.

7.6.5. DETAILED ATTACK RESULTS
In this section, we have included the results from our experiments for all the hyperparam-
eters we evaluated. In particular, in Figures 7.2 to 7.6, we show ASR (solid lines) and CDA
(dotted lines) for our experiments for all datasets, models, target labels, and µ values. In
Figure 7.2, we see that our attack achieves a performance of more than 80% in most cases.
Additionally, the performance slightly increases as we increase the poisoning rate. In this
case, both the µ and the target label do not significantly influence CatBack’s performance.
In Figure 7.3, however, the target label can affect the attack performance significantly in
some cases. As BM is a relatively small dataset, we believe that the small imbalance of the
two classes could lead to such differences. Class 0 corresponds to 53% of the dataset, and
for this reason, the attack is slightly more effective when the target class is 0. Additionally,
in Figure 7.3, when the FTT is used, we see that µ also affects CatBack’s performance for
both target labels, with µ= 1 leading to the best performance due to bigger perturbation
values. Similar results were seen for the rest of the datasets as shown in Figures 7.4 to 7.6.

Figure 7.2: CatBack’s ASR and CDA vs. the poisoning rate for different µ using the ACI dataset.

7.6.6. BASELINES
We have also compared our attack with two baseline attacks. First, we tested Badnets [20].
To transfer Badnets to the tabular data, we applied the equivalent of an 8×8 square trigger
in an MNIST image on each poisoned sample. In particular, the perturbation is 0.08% of
all features (MNIST images are 28×28 pixels so (8×8)/(28×28) = 0.08). We chose a random
value within the valid range for each feature for the trigger. We also ran experiments with
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Table 7.7: CDA and ASR (CDA/ASR) for µ= 1.

Dataset Model
Target
Label

ϵ

0.01 0.02 0.05 0.1

ACI

FTT
0 86.46/96.85 86.09/97.10 86.20/98.17 85.94/98.96
1 86.34/98.50 86.35/99.62 85.94/99.77 86.10/100.0

Saint
0 85.91/90.99 86.20/98.11 85.55/99.55 85.95/99.91
1 85.95/92.35 85.74/93.38 85.51/78.84 85.52/95.55

TabNet
0 85.67/97.39 85.40/97.62 84.83/96.53 84.25/98.42
1 85.37/82.60 86.04/97.11 85.06/100.0 84.78/98.27

XGBoost
0 85.09/99.11 85.26/99.05 85.24/99.74 85.32/99.91
1 85.41/98.50 85.20/99.51 85.28/99.91 85.44/99.94

BM

FTT
0 83.70/87.33 86.52/95.75 86.25/99.96 86.30/100.0
1 86.61/98.52 86.43/99.91 86.57/100.0 85.49/100.0

Saint
0 85.09/96.33 84.51/98.88 84.68/100.0 85.85/99.96
1 85.36/10.00 85.85/100.0 85.31/100.0 84.51/100.0

TabNet
0 83.88/91.27 84.06/89.57 83.48/96.78 83.16/98.30
1 83.74/84.73 82.22/88.22 82.80/97.49 79.94/96.95

XGBoost
0 84.68/93.55 84.51/95.39 84.73/97.85 84.55/99.46
1 84.86/95.21 84.51/97.27 84.95/99.24 84.55/99.96

CovType

FTT

0 95.76/99.98 96.23/100.0 96.21/100.0 95.90/100.0
1 96.30/100.0 96.28/100.0 96.23/100.0 96.17/100.0
2 96.31/99.99 96.15/100.0 96.29/100.0 96.03/100.0
3 96.27/99.99 96.23/99.99 96.21/100.0 96.15/100.0
4 96.16/99.98 96.20/100.0 96.15/100.0 96.03/100.0
5 96.30/100.0 96.20/100.0 96.01/100.0 96.15/100.0
6 97.12/99.99 96.86/100.0 97.09/100.0 97.01/100.0

Saint

0 96.76/100.0 96.88/99.96 96.83/100.0 96.58/99.99
1 96.81/99.98 96.73/99.97 96.79/99.70 96.65/100.0
2 96.83/99.98 96.75/99.85 96.74/100.0 96.61/99.91
3 96.83/99.97 96.84/99.84 96.77/99.85 96.49/99.87
4 96.85/99.92 96.85/99.99 96.72/100.0 96.60/97.64
5 96.93/99.97 96.94/100.0 96.89/99.98 96.54/99.95
6 98.18/99.97 98.14/99.96 98.16/100.0 97.60/99.99

TabNet

0 94.13/99.93 94.72/99.97 94.36/100.0 93.73/100.0
1 94.10/99.90 94.54/99.99 94.37/100.0 94.38/100.0
2 93.32/99.97 92.80/100.0 94.47/100.0 94.66/100.0
3 94.53/99.95 91.07/100.0 94.21/100.0 94.22/99.98
4 92.18/99.88 94.39/99.99 94.59/100.0 93.32/100.0
5 93.20/99.97 94.75/99.91 94.70/100.0 94.75/100.0
6 95.24/99.96 95.64/99.96 95.41/99.99 95.58/100.0

XGBoost

0 96.51/99.98 96.49/100.0 96.44/100.0 96.32/100.0
1 96.50/100.0 96.51/100.0 96.42/100.0 96.38/100.0
2 96.55/99.99 96.49/100.0 96.42/100.0 96.38/100.0
3 96.52/100.0 96.47/100.0 96.47/100.0 96.35/100.0
4 96.51/99.99 96.47/99.99 96.46/100.0 96.40/100.0
5 96.54/99.99 96.54/100.0 96.43/100.0 96.39/100.0
6 98.73/99.99 98.69/100.0 98.71/100.0 98.56/100.0

Credit

FTT
0 99.95/99.86 99.95/99.86 99.92/99.86 99.94/99.87
1 99.95/99.99 99.95/99.98 99.95/99.99 99.95/99.98

Saint
0 99.95/99.87 99.96/99.85 99.96/99.86 99.96/99.86
1 99.95/99.90 99.94/99.87 99.95/99.99 99.96/99.98

TabNet
0 99.85/99.98 99.93/99.85 99.83/100.0 99.92/99.82
1 99.93/99.71 96.93/95.15 99.93/99.95 99.91/86.18

XGBoost
0 99.96/99.87 99.96/99.87 99.96/99.88 99.95/99.90
1 99.96/99.93 99.96/99.97 99.96/99.95 99.96/99.99

Higgs

FTT
0 83.98/99.99 83.95/100.0 83.87/100.0 83.59/100.0
1 83.89/100.0 83.96/100.0 83.95/100.0 83.81/100.0

Saint
0 80.70/95.00 80.74/99.13 80.70/99.35 80.63/100.0
1 80.67/94.94 80.64/99.95 80.59/95.58 80.48/99.95

TabNet
0 77.70/99.98 78.47/100.0 78.18/100.0 78.49/100.0
1 78.21/100.0 78.48/100.0 78.00/99.95 78.30/100.0

XGBoost
0 77.38/100.0 77.35/100.0 77.36/100.0 77.35/100.0
1 77.41/100.0 77.34/100.0 77.37/100.0 77.35/100.0
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Figure 7.3: CatBack’s ASR and CDA vs. the poisoning rate for different µ using the BM dataset.

Figure 7.4: CatBack’s ASR and CDA vs. the poisoning rate for different µ using the Forest Cover Type dataset.

Figure 7.5: CatBack’s ASR and CDA vs. the poisoning rate for different µ using the Credit Card dataset.
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Figure 7.6: CatBack’s ASR and CDA vs. the poisoning rate for different µ using the HIGGS dataset.

Tabdoor [36] using the in-bounds method. We did not try the out-of-bounds attack since
the trigger uses values that are 10% higher than the maximum value of the poisoned
features, which can be easily spotted as outliers. The same is true for the approach used in
DBA, where the authors, to create a poisoned sample, changed the values in 6 features of
the LOAN dataset using values larger than the maximum value for each of these features.

The results from these experiments are shown in Table 7.8. We did not include the
CDA in the tables, as in all cases the performance of the poisoned models was similar to
the clean model’s performance. According to the tables, our attack performs similarly to
the baselines for CovType, Credit Card, and Higgs. In these cases, we see that the attack
performance is almost perfect (e.g., close to 100%) in all datasets, meaning that these
settings are the easiest to attack. For this reason, CatBack cannot show significantly better
performance than the baselines. On the other hand, CatBack performs significantly better
for ACI (up to 95% and 44% better performance than Tabdoor and Badnets, respectively)
and BM (up to 71% and 16% better performance for Tabdoor and Badnets) datasets.
Additionally, our trigger can be applied to any data type (numerical and categorical),
while the previous attacks were applied only to numerical data.

7.6.7. ADDITIONAL THREAT SCENARIO
As we mentioned in Section 7.5, the attacker reverts the poisoned dataset back to its
original form after the poisoning is completed. In this way, the users can download and
use the dataset in their own pipelines in its original form. Rever t(.) is an extra step of
our attack, which could be omitted if our encoding method is used directly for the model
training by the users, making our attack more efficient. In this case, our encoding method
should not affect the model’s performance.

To show that this is a viable scenario, we compared the performance of models
trained using our encoding with the performance of models trained using ordinal or
categorical encoding. From the results shown in Table 7.6, we see that our encoding
method could be used as an alternative method for training models on tabular data
without hurting the model’s performance. This would make our attack easier, as in that
case, the attacker should not revert the dataset back to its original form after the training
completes. Additionally, our numerical encoding could facilitate input preprocessing in
some cases (e.g., transformers like Saint and FTT) as it does not require an embedding
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Table 7.8: Comparison of CatBack with baseline attacks. Catback Settings: µ= 1.0, ϵ= 0.02, target_label=1.

Dataset Attack FTT SAINT TabNet XGBoost

ACI
Badnets 86.79 87.76 53.02 99.98
Tabdoor 15.16 17.49 2.02 18.61
CatBack 99.62 93.38 97.11 99.51

BM
Badnets 96.04 95.90 72.97 99.73
Tabdoor 28.84 78.10 24.23 99.31
CatBack 99.91 100.00 88.22 97.27

CovType
Badnets 100.00 100.00 100.00 100.00
Tabdoor 99.96 99.98 99.77 100.00
CatBack 100.00 99.97 99.99 100.00

Credit
Badnets 99.99 99.90 99.94 100.00
Tabdoor 99.85 99.77 97.26 99.97
CatBack 99.98 99.87 95.15 99.97

HIGGS
Badnets 100.00 100.00 99.98 100.00
Tabdoor 100.00 93.63 99.99 100.00
CatBack 100.00 99.95 100.00 100.00

layer as the model’s input. Finally, our encoding does not result in an increase in the
number of the table’s columns, as this is common for methods like one-hot encoding,
where each categorical column is converted to several binary columns.

7.6.8. EVALUATION ON VERTEX AI
Cloud computing has become the backbone of modern computing infrastructure, with
widespread adoption across industries. Organizations of all sizes increasingly rely on
cloud platforms to power machine learning workflows. Google’s Vertex AI, Amazon
SageMaker, and Azure Machine Learning are the top three services used by almost every
company in the market [38]. Among them, Vertex AI provides a dedicated framework for
tabular data through AutoML [16]. AutoML has an automated pipeline and algorithms
to train and deploy the model. While specific algorithmic defenses within AutoML are
not publicly detailed, they include automated data preprocessing (data cleaning, feature
engineering, and outlier detection) and robust training practices (input validation, model
armor, monitoring for prediction drift, etc.) [15].

As a real-world use case for our black box scenario, we decided to test whether CatBack
can be effective on Google AutoML and see whether AutoML’s internal mechanisms can
mitigate or prevent our attack. Table 7.9 demonstrates the feasibility of such attacks in
practice. In particular, in all cases, the attack is almost perfect (> 97%), and the platform
did not provide any warnings about the data or the backdoor. Thus, even though this
platform includes tools that perform automated data processing, the attack has not been
spotted. Such an attack can affect the performance of deployed models in production
through these platforms (highly likely for many instances, like the financial sector).

7.7. EVALUATION AGAINST DEFENSES
In this section, we investigate how Catback performs against benchmark defenses. We
have evaluated our attack against various defense types (including backdoor detection
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Table 7.9: CatBack Performance on Google AutoML. The attack settings: µ= 1.0, ϵ= 0.02, target_label=1.

Dataset BA (%) CDA (%) ASR (%)

ACI 87.31 87.21 98.11
Credit Card 99.95 99.97 100.0
CovType 96.19 97.33 100.0
HIGGS 76.97 76.63 100.0
BM 86.18 87.86 96.99

and backdoor removal methods). We also evaluated the poisoned dataset on popular
outlier detection methods.

7.7.1. SPECTRAL SIGNATURES
To evaluate CatBack’s stealthiness, we implemented Spectral Signatures [42] on the poi-
soned datasets. Using the default settings from the paper, we assume the detector already
knows ϵ and pinpoints 1.5×ϵ of samples with the highest score as suspicious to remove
them from the dataset. We experiment with different µ and ϵ values. As expected, there
is an inverse relationship between ϵ and the stealthiness of the attack, as lower poison-
ing rates bypass the detection mechanism. Nonetheless, we observe that µ is a more
important hyperparameter.

The higher µ values mean the universal perturbation is more general and should shift
more random samples toward the decision manifold of the target class. On the other
hand, smaller µ means choosing the samples closer to the decision manifold, which leads
to a smaller perturbation needed for the shift. Thus, the poisoned samples are stealthier.
For some datasets like BM, ASR is affected by µ value, especially when the poisoning
rate is small (Figure 7.3). As the BM dataset is the smallest dataset in our experiments,
we believe that there are fewer samples very close to the decision boundary, as it can be
easier for the model to create a decision boundary in a sparse feature space. When we
poison a dataset, we randomly select data from the training set, and by using a small
poisoning rate in this case, we may select samples that are further away from the decision
boundary. Thus, when µ is small and the trigger magnitude is also small, the trigger fails
to alter the class of the poisoned data. However, if µ is large, the trigger magnitude is
larger, which increases the ASR even if the samples are originally further away from the
decision boundary. Thus, we expect it to leave a stronger effect on stealthiness as well.

We report the results for what be believe to be the least favorable condition for the
attacker. Here, we chose the highest µ value of 1, ϵ= 0.02 and target label 1. In this setting,
the attack is mostly discoverable for the BM dataset (as we already expected since µ had
the most influence on ASR for this dataset). Nonetheless, Spectral Signatures fails to
remove or detect the poisoned samples in more than 75% cases. It is worth noting that
with other settings, the defense failure rate is even higher, and for brevity, we only report
the best defense performance. As an example, we see that by decreasing µ value to 0.5, it
becomes more difficult to remove all poisoned samples for BM (Figure 7.7), and it entirely



7

136 7. CATBACK: UNIVERSAL BACKDOORS ON TABULAR DATA

fails to detect poisoned samples for CovType with the FTT model (Figure 7.8).11

Moreover, in most cases, the score distributions for non-target classes are the same as
the target class, which leads to removing the same number of samples from every non-
target class, resulting in a performance reduction of the model on clean data. Previous
works that used simple heuristics for the backdoor trigger, such as [36], resulted in more
obvious triggers that could be spotted by Spectral Signatures. On the contrary, Spectral
Signatures defense is not successful against CatBack, indicating that our attack is stealthy.

(a) µ= 0.5. (b) µ= 1.

Figure 7.7: Spectral Signatures: target class 1, Model: FTT, Dataset: BM, ϵ= 0.05.

(a) µ= 0.5. (b) µ= 1.

Figure 7.8: Spectral Signatures: target class 1, Model: FTT, Dataset: CovType, ϵ= 0.05.

7.7.2. NEURAL CLEANSE
We evaluated our attack against Neural Cleanse [44] to measure how detectable the target
class is. We adapted the defense for tabular data but adhered to the same hyperparameters
and settings from the original paper. Our results show that Neural Cleanse fails to detect
the target class. All the anomaly scores we got were below 2 (the threshold), which

11Due to space limitations, we include the rest of the figures in the supplementary file in our repository.
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indicates a complete failure of the method. In fact, most of the scores show that the
retrieved mask was around 0.67×M AD , similar to clean scores. Interestingly, this is the
standard deviation of the Laplace distribution used in calculating the z-score values for
outlier detection, which refers to the normal range of values around the Median (for a
z-score to be an outlier, the value should be 3 times more than that). In Table 7.10, we
show our results for target_label=1. The results for other target labels are omitted as they
demonstrate similar behavior.

Table 7.10: Anomaly Scores for Neural Cleanse. The attack settings: µ= 1.0, ϵ= 0.02, target_label=1.

Model Dataset Anomaly Score
Backdoored/Clean

FTT ACI 0.6745 / 0.6744
Saint ACI 0.3699 / 0.6735
TabNet ACI 0.6694 / 0.6731
FTT BM 0.6745 / 0.6745
Saint BM 0.6716 / 0.6730
TabNet BM 0.6735 / 0.6744
FTT CovType 0.0033 / 0.0091
Saint CovType 1.5170 / 0.6742
TabNet CovType 0.0046 / 1.9131
FTT Credit Card 0.6745 / 0.6744
Saint Credit Card 0.6744 / 0.6744
TabNet Credit Card 0.6644 / 0.6856
FTT HIGGS 0.6745 / 0.6844
Saint HIGGS 0.6699 / 0.6838
TabNet HIGGS 0.6740 / 0.6846

7.7.3. BEATRIX
Beatrix [34] leverages the second-order statistics of internal feature representations to
identify anomalies introduced by backdoor triggers. The mechanism operates by comput-
ing Gram matrices from intermediate activations, which capture the correlations among
features. Deviations from the expected behavior of clean samples are quantified using the
median and the median absolute deviation (MAD). These deviations are further aggre-
gated through a Kernel Maximum Mean Discrepancy (KMMD) metric and standardized
to yield an anomaly score, denoted as J∗. High values of J∗ (i.e., ln(J∗) > 2) indicate
significant discrepancies from normal feature distributions, suggesting the potential
presence of a backdoor. We evaluated our attack against Beatrix. The results indicate
that Beatrix fails to detect the presence of Catback. For most cases, we got l n(J∗) ≈−0.39,
which indicates the proximity of the poisoned Gram Matrix to the median. Table 7.11
showcases our results for target_label = 1.

Overall, the results from both Beatrix and Neural Cleanse highlight the high stealthi-
ness of Catback, underscoring the importance of exercising caution when trusting third
parties with trained models or ready-to-train datasets.
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Table 7.11: Score results for Beatrix. The attack settings: µ= 1.0, ϵ= 0.02, target_label=1.

Model Dataset KMMD ln(J∗)

FTT ACI 14.6131 -0.3938
Saint ACI 74.0251 -0.3938
TabNet ACI 43.0890 -0.3939
FTT BM 19.5594 -0.3938
Saint BM 28.0811 -0.3938
TabNet BM 51.3612 -0.3938
FTT CovType 3.7468 -0.3938
Saint CovType 13.2158 -0.0416
TabNet CovType 24.1161 0.1113
FTT Credit Card 32.1099 -0.3938
Saint Credit Card 0.0001 -9.2103
TabNet Credit Card 39.4631 -0.3938
FTT HIGGS 18.4841 -0.3938
Saint HIGGS 24.2661 -0.3938
TabNet HIGGS 101.8080 -0.3938

7.7.4. FINE PRUNING
To measure how robust our attack is, we evaluated it against Fine Pruning [31]. We pruned
all feed-forward layers (FNN) within the transformers [17, 10] (SAINT and FTT) for up
to 90% of neurons and fine-tuned the model for 5 epochs. For SAINT, we also pruned
the penultimate layer to make the pruning stronger. Our results show that overall, fine
pruning is not effective enough to prevent the attack from fully functioning. For SAINT,
although it can restore the accuracy after fine tuning [27], ASR also remains considerably
high. For FTT, however, Fine Pruning can successfully remove the attack for binary
classification tasks with a smaller number of samples. Nevertheless, it fails to remove
the backdoor if the dataset is large (e.g., Higgs). We hypothesize that this is because of a
higher number of neurons in FNN being involved in learning the representations when
facing more complicated datasets. With simpler datasets, few neurons can learn the
binary manifold like a logistic regression task. This can also be observed when we observe
the results for a multiclass dataset (Covtype), where the method fails in both preventing
the attack and keeping the CDA high. To confirm this, we conducted extra experiments
on another multiclass dataset: Poker Hand12, consisting of 10 classes. First, we conduct
the attack and evaluate its performance. Table 7.13 demonstrates the CatBack results on
Poker Hand, with a successful high ASR. Then we perform the Fine Pruning whose results
are shown in Table 7.14, and as we see, it likewise fails to mitigate the attack thoroughly.

7.7.5. EVALUATION WITH THE OUTLIER DETECTION ALGORITHMS
We have also investigated whether the poisoned samples created by CatBack can be
detected using outlier detection methods. For this, we chose the two most popular outlier

12https://www.kaggle.com/datasets/hosseinah1/poker-game-dataset/data

https://www.kaggle.com/datasets/hosseinah1/poker-game-dataset/data
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Table 7.12: Fine Pruning Results for the pruning_rate = 0.9. The attack settings: µ= 1.0, ϵ= 0.02, target_label=1.

Model Dataset FP-CDA (%) FP-ASR (%)

Saint ACI 87.90 84.34
FTT ACI 85.28 25.43
Saint BM 86.94 99.96
FTT BM 80.92 23.29
Saint CovType 90.55 65.50
FTT CovType 79.34 98.74
FTT Credit Card 99.95 0.15
Saint Credit Card 99.95 91.49
FTT HIGGS 77.24 63.99
Saint HIGGS 78.89 77.67

Table 7.13: Attack Results on Poker Dataset. The attack settings: µ= 1.0, ϵ= 0.02, target_label=1.

Model BA (%) CDA (%) ASR (%)

Saint 99.78 99.99 100
FTT 99.79 99.96 99.90
TabNet 99.14 94.62 97.51
XGBoost 96.82 99.63 100

detection algorithms [21]: DBSCAN and Isolation Forest, which are commonly used in
real-world applications, like fraud detection in finance or network intrusion detection [28].
We applied these two methods to our poisoned datasets, and both failed to detect and
separate the poisoned and clean samples correctly. As a showcase, we report two of our
results for the ACI (binary) and CovType (multiclass) datasets. Table 7.15 demonstrates
the confusion matrices for Isolation Forest and DBSCAN, respectively. As we can observe,
DBSCAN fails to achieve an F1-score of higher than 0.02 while Isolation Forest performs
even worse by reaching a precision and recall of 0, meaning not a single poisoned sample
can be detected. We omit the results for the remaining datasets as they showed a similar
behavior.

7.8. ABLATION STUDIES

7.8.1. PARTIAL ACCESS TO TRAINING DATA
In our main threat model, we assume the attacker has full access to the complete training
dataset. This might help the attacker observe more samples to calculate the trigger. To
evaluate CatBack’s effectiveness in stricter conditions, we assume a restricted threat
model in which the attacker has a partial auxiliary dataset. We left only 10% of the dataset
in the hands of the attacker and repeated the experiments. The results in Table 7.16 show
that for datasets with a sufficient number of samples, the ASR remains almost the same,
indicating that the trigger is still being calculated successfully. For smaller datasets like
ACI and BM, with fewer samples, there is a noticeable drop in ASR; yet, in most cases, the
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Table 7.14: Fine Pruning Results on Poker Dataset. The attack settings: µ= 1.0, ϵ= 0.02, target_label=1.

Model FP-CDA (%) FP-ASR (%)

Saint 99.96 66.41
FTT 67.55 74.91

Table 7.15: Confusion matrices for poisoned-sample detection (rows: Actual, columns: Predicted; N =Normal,
P=Poisoned). Parameters: µ= 1.0, ϵ= 0.02, target_label = 1.

Isolation Forest DBSCAN

ACI Covtype ACI Covtype

Pred.
Act. N P
N 25008 520
P 520 0

Pred.
Act. N P
N 446217 9296
P 9296 0

Pred.
Act. N P
N 11324 14204
P 426 94

Pred.
Act. N P
N 392434 63079
P 7173 2123

F1 = 0 F1 = 0 F1 ≈ 0.0127 F1 ≈ 0.0143

attack remains effective.

7.8.2. FREQUENCY MAPPINGS
Our Conv(·) mapping is strictly frequency-based. Each category is assigned a real value
in [0,1] according to how often it occurs in the dataset (plus a small ∆r to break ties).
Thus, there is always a one-to-one mapping between frequency-mapped categories and
their corresponding values in one-hot encoding or any other type of representation. This
assures that our method preserves the same semantics needed by neural networks to learn
and distinguish between categories of each feature. However, our method might induce
an extra semantic to the domain knowledge for neural networks by representing the
occurrence of each category when the network learns its relations with other co-occurred
values in other features.

Another important aspect to notice is that when applying the trigger, the frequency
of the categories might change from the original encoding. However, in our attack, the
attacker reverts back the dataset to its original values, so the defender would not get
suspicious of inconsistency between the frequency mapping values and the frequency of
categories in the contaminated dataset, except by accessing the lookup table. Here, the

Table 7.16: ASR when the attacker controls only 10% of the data. The attack settings: µ= 1.0, ϵ= 0.02,
target_label=1.

Dataset
Model ACI BM CovType Credit Card HIGGS

FTT 90.63 60.55 100 99.42 100
Saint 93.35 81.33 100 99.65 100

TabNet 88.15 52.44 99.99 99.39 100
XGBoost 95.35 82.69 99.99 99.87 99.51
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lookup table serves as a secret key, owned and used only by the attacker. One more inter-
esting question is what happens if the user wants to use the raw frequency mappings as
the default encoding. Then, the user would still not be able to observe this inconsistency,
as the attacker conversion is only for poisoning purposes. After poisoning is done, the
poisoned dataset can be converted again to another frequency mapping representation,
and the new lookup table is given to the user, but the user never knows there was another
lookup table owned by the attacker for poisoning conversion. Even in the worst-case
scenario, if the user can obtain the lookup table, the frequency mappings of the clean
and poisoned datasets are close, barely raising suspicion in the user. As an example,
we demonstrate the Race and Relationship frequency mappings in the ACI dataset in
Figure 7.9.
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Figure 7.9: Race and Relationship values before and after poisoning in the ACI dataset.

7.8.3. PERFORMANCE UNDER DISTRIBUTION SHIFTS
To conduct further analysis, we designed two experiments for observing attack perfor-
mance under distribution shifts:

1. In our first experiment, we decided to randomly change the distribution of the
entire test set. For doing this, we iterate through all samples, and for each sample,
we randomly pick 25% of all features, whether categorical or numerical (thus, for
each sample, the chosen features are different). Then, for each chosen feature,
we draw a new value using a Gaussian distribution (within the valid range) and
substitute the new value with the old one. Then, we test the model on this newly
sampled dataset (containing a new distribution). Table 7.17 shows that the attack is
successful under the presumed condition.

2. In our second experiment, we implemented concept drift with retraining. Since
there should be a pattern in concept drift for the model to learn, we first choose 25%
of the columns randomly from the whole dataset (unlike the previous experiment,
this time the chosen columns are fixed for all samples). Then, for each of these
columns, if they are categorical, we simply replace them with the least common
value for that category in the entire dataset. If the column is numerical, we perform
a covariate shift on the values of that column.
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Table 7.17: Distribution Shift Results on the ACI and Covtype datasets. Attack settings: µ= 1.0, ϵ= 0.02,
target_label=1.

Dataset Model CDA (%) ASR (%)

ACI
Saint 69.80 96.26
Tabnet 68.75 90.78

Covtype
Saint 49.70 91.61
Tabnet 63.07 98.68

To simulate covariate shift, we apply a sudden distributional change to a subset
of samples in selected feature columns. Let Dtrain and Dtest denote the training
and test datasets respectively, and let X ∈Rn×d represent the feature matrix with n
samples and d features.

Let j ∈ {1, . . . ,d} denote the index of a selected numerical feature. We denote the
values of this feature in the training set as:

X ( j )
train =

{
x( j )

i

}ntrain

i=1
.

We compute the empirical mean and standard deviation of the feature in the train-
ing set:

µ
( j )
train = 1

ntrain

ntrain∑
i=1

x( j )
i , σ

( j )
train =

√√√√ 1

ntrain

ntrain∑
i=1

(
x( j )

i −µ( j )
train

)2
.

We then define transformation parameters for drift:

* A random mean shift factor α∼U (0.1,0.3)

* A random scale factor β∼U (0.1,0.3)

Using these, we compute:

∆µ=α ·σ( j )
train, γ= 1+β.

The transformation applied to each selected test sample x( j ) is:

x( j )
drifted =

(
x( j ) +∆µ

)
·γ.

This results in a shifted and scaled version of the original feature, effectively altering
both the first and second moments of the feature distribution. The operation
introduces a sudden covariate shift.

We apply the concept drift on the entire test set and 25% of the train samples
randomly. Then we perform a complete retraining of the model on the drifted
training set and evaluate the attack on the test set. The results are demonstrated in
Table 7.18. Results suggest that concept drift and retraining together can impact
the ASR; however, this highly depends on the model.
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As a takeaway, we can regard this as a possible solution to mitigate the attack efficacy.
Thus, by monitoring and responding to distribution shifts (scheduled retaining),
practitioners can remove implanted triggers over time.

Table 7.18: Concept Drift (with retraining) Results on the ACI and Covtype datasets. Attack settings:
µ= 1.0, ϵ= 0.02, target_label=1.

Dataset Model CDA (%) ASR (%)

ACI
Saint 84.08 99.43
Tabnet 85.23 19.38

Covtype
Saint 92.32 91.5
Tabnet 92.24 24.29

7.9. LIMITATIONS AND DISCUSSION
Imperceptibility refers to how unnoticeable the trigger is to a human observer or simple
statistical checks. Its focus is on the input space (features), and the goal is to make the
trigger visually or statistically subtle so it does not raise suspicion [37]. Stealthiness,
however, usually refers to how difficult the attack is to detect by automated defenses or
manual inspections, not just in the input, but also in model behavior, the training process,
or data patterns. Its focus is on the training process, model internals, and activation
patterns [32]. Its goal is to make the attack difficult for defenders to detect using anomaly
detection, activation clustering, or mitigating techniques. Thus, the attack could be
perceptible, yet highly stealthy, hiding from all detection methods [32].

A variety of domain-specific metrics have been proposed to quantify imperceptibility
in non-tabular settings:

• Image Domain: Metrics based on Lp norms (e.g., L2, L∞) measure the magnitude
of pixel perturbations, while perceptual similarity measures such as Structural Sim-
ilarity Index (SSIM) and Learned Perceptual Image Patch Similarity (LPIPS) model
human visual perception to assess perturbation visibility [46, 50, 45]. Frequency-
domain metrics (e.g., DCT distortion) further ensure that the trigger does not
introduce atypical spectral components.

• Text Domain: Metrics such as word-embedding distance and perplexity change
quantify the semantic drift introduced by triggers. Approaches like BLEU and
ROUGE scores, alongside language model-based fluency measures, evaluate whether
inserted or substituted tokens remain coherent in the sentence context.

• Voice Domain: Imperceptibility is measured by signal-to-noise ratio (SNR), Mel-
cepstral distortion (MCD), and perceptual evaluation of speech quality (PESQ)
to ensure that the backdoor trigger (e.g., audio watermark) remains inaudible or
indistinguishable from natural background noise.

One of the limitations we face during the current study is the lack of an imperceptibility
metric in the tabular domain. Although we design our backdoor to be stealthy, there
is no accepted measure in the community so that we can calculate how imperceptible
the backdoor trigger is in tabular entry. Though designing and proposing a new metric



7

144 7. CATBACK: UNIVERSAL BACKDOORS ON TABULAR DATA

specific to tabular data is out of the scope of this work, we try to illustrate some aspects of
a good imperceptibility metric tailored for tabular data, and hope this can provide a good
insight for future studies. Similar to BlEU or SSIM, we assume that there is a reference
sample for the given synthetic sample (here, we consider the original clean sample as the
reference and its corresponding backdoored sample as the synthetic). Let us denote the
synthetic row as

x = (x1, x2, . . . , xF ),

against a real reference row:
y = (y1, y2, . . . , yF ).

We assume that there is a tabular imperceptibility score denoted as TIS. We believe that
TIS should be a function that is dependent on two important factors:

T I S = f (F LS, I F ).

• Feature-Level Similarity (FLS): A per-feature score that measures how similar each
candidate feature is to its reference counterpart.

• Interaction Fidelity (IF): A penalty/bonus component that captures the similarity
of pairwise (or higher-order) interactions among features.

We conjecture that a good TIS should have these values calculated in its process,
either explicitly or implicitly. FLS calculation might be just a distance measure (e.g., L2

distance). However, calculating IF might be more complicated and vary from dataset
to dataset. For example, we assume there is a tabular dataset consisting of different
columns of patient data. Age and BP (bacterial peritonitis) columns might be highly
correlated with each other. However, this is something that could be known only by
specialists or researchers who obtained the correlation function between these features
(e.g., through linear regression). Thus, formulating these correlation functions varies
significantly between each dataset and may require the assistance of a specialist in that
field. We leave this as an open question that might be an interesting topic for future
studies.

7.10. RELATED WORK
The first backdoor attacks were introduced in [20, 9]. In these works, the authors demon-
strated that an attacker can insert a backdoor into a trained model just by altering a few
training samples. A large number of different attacks have been introduced since then,
most of them targeting computer vision [29], but also targeting different domains like
graph neural networks [47], language models [8], or speech processing [49].

Only a few works studied backdoors on tabular data. [48] performed distributed
backdoor attacks on federated learning. For a backdoor on tabular data, the authors
performed a feature importance ranking and chose the 6 least important features. For
each of those chosen features, they set their value to an outbound number larger than the
maximum value in the dataset. [36] conducted a more comprehensive study on backdoors
in tabular data, resulting in the Tabdoor attack. Contrary to [48], the authors observed
less of a relation between feature importance and attack success rate. Since the authors
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investigated more datasets, they suggested that using the most important features results
in a slightly higher attack success rate. To improve over [48], they proposed two different
attacks: Out-of-bounds and In-bounds attacks. For Out-of-bounds, they followed the
same idea as in [48], but with fewer features. The authors tried 1, 2, and 3 features and set
their values to 10% higher than the maximum values of each feature in the whole dataset.
Since the Out-of-bounds attacks can be easily discovered as outliers, [36] performed the
In-bounds attack as their main contribution. For In-bounds, they chose the top 3 most
important features within the dataset and set their values to the most common value for
that feature. As presented in previous sections, CatBack works significantly better than
Tabdoor, especially for more complex datasets.

[33] performs a data-free backdoor attack. They used an approach similar to teacher-
student type of training to induce the trigger pattern in the victim model without accessing
the dataset. For this, they collect a substitute dataset (which may be irrelevant to the main
dataset) and try to implant the trigger value inside the substitute dataset. For tabular data,
they chose ACI as their main task dataset and CovType as the substitute. They selected
two features of ACI (fnlwgt, sex) with a fixed value and implanted them in the Covtype
(with 20% poisoning rate), while changing the label to target, and then fine-tuned the
victim model. Unfortunately, due to a significantly different setup from ours (different
models, types of attacks, and different poisoning rates), direct comparison with our work
is not possible. [35] performs a backdoor on Binary click-through rate (CTR) datasets
using a Factorization model (Deep-FM). To do so, they conducted a feature importance
ranking based on the Deep-FM embedding layer (they consider features with higher
average weight values to be more important). Then, they select the top 4 most important
features and set them to the least frequent value. However, the authors did not provide
the code, and we could not reproduce the results. For this reason, we did not consider
this attack in our evaluation.

7.11. ETHICAL CONSIDERATIONS
Our work investigates backdoor attacks for tabular data, highlighting how efficient trans-
formation of input data can lead to high-performing and stealthy backdoors. While our
goal is to increase awareness about this attack vector, considering the prevalence of tabu-
lar data in real-world applications, we acknowledge that disclosing such vulnerabilities
could potentially be exploited for malicious purposes. All experiments conducted in
this research were designed to avoid exposing sensitive data or causing real-world harm.
Evaluations were performed in controlled environments, using publicly available datasets.
Despite these precautions, we acknowledge that revealing any new attack carries some
risk. Still, we believe that transparent disclosure of such vulnerabilities, combined with
responsible communication, benefits the community.

7.12. CONCLUSIONS AND FUTURE WORK
In this work, we have introduced a targeted backdoor attack on tabular data by crafting a
universal trigger pattern that can be added to any input within the domain. By leveraging
frequency-based floating-point mapping for categorical values, we unify all feature types
into a continuous space and enable a single, elastic-net-regularized perturbation to
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reliably shift any sample toward an adversarial target. By enabling the trigger to involve
any column of a table, including categorical features, we broaden the attack surface.

We evaluated CatBack across five widely used benchmark datasets and four distinct
models, achieving near-perfect attack success rates (up to 100%) with negligible impact
on clean-data accuracy, under constraints such as 1% poisoning rate or only 10% auxil-
iary data access. Moreover, our evaluation against state-of-the-art defenses shows that
CatBack remains largely undefeated, and it readily transfers to real-world cloud services,
such as Google Vertex AI.

These findings underscore the need for future studies to rethink trust assumptions
around tabular pipelines, including the development of custom defenses for tabular
data, such as preprocessing-agnostic detection strategies, and incorporating robust
certification for mixed-type inputs. Future work could extend CatBack to dynamic,
sample-specific triggers, investigate defenses based on causal feature attribution, and
evaluate these threats in federated or privacy-preserving settings. Ultimately, securing
mission-critical domains such as finance and healthcare will require holistic frameworks
that treat tabular ML with the same adversarial scrutiny long applied to vision and lan-
guage.
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8
A SYSTEMATIC EVALUATION OF

BACKDOOR ATTACKS IN VARIOUS

DOMAINS

Deep learning found its place in various real-world applications, where many also have
security requirements. Unfortunately, as these systems become more pervasive, under-
standing how they fail becomes more challenging. While there are multiple failure modes
in machine learning, one category received significant attention in the last few years -
backdoor attacks. Backdoor attacks aim to make a model misclassify some of its inputs to a
preset-specific label while other classification results would behave normally.

While many works investigate various backdoor attacks and defenses for different domains,
no works aim to provide a systematic comparison of backdoor attacks for different scenarios.
This work considers backdoor attacks in image, sound, text, and graph domains and
provides a comparative analysis of their respective strengths.

This chapter has been published as S. Koffas, B. Tajalli, J. Xu, M. Conti, S. Picek (2023). A Systematic Evaluation
of Backdoor Attacks in Various Domains. In Embedded Machine Learning for Cyber-Physical, IoT, and Edge
Computing: Use Cases and Emerging Challenges (pp. 519-552). Cham: Springer Nature Switzerland.
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8.1. INTRODUCTION
In the last few years, deep learning has become very popular, and it has been applied
to a variety of applications like computer vision [29], machine translation [54], speech
recognition [18], and game playing [44]. It is also used in safety and security-critical
applications like autonomous driving [12], malware detection [9], biometric-based user
authentication [7], and side-channel analysis [40]. Such systems commonly need large
datasets to train reliable models that generalize well and perform adequately with unseen
data. However, large datasets are often scrapped from untrusted sources on the web [2, 11].
Additionally, the hardware needed to train such models can be very expensive and is not
always available to developers who want to embed some machine learning functionality
into their applications. Thus, a new programming paradigm has emerged: Machine
Learning as a Service (MLaaS), made possible by the recent advances in cloud computing.
These new trends lead to novel attack vectors that adversaries can exploit.

One of these attack vectors is the backdoor attack [19]. In this attack, an adversary
embeds a secret functionality into a trained model, activated only if the model’s input
contains a specific property (trigger). At the same time, for any input that does not include
the trigger, the model behaves as expected to avoid raising any suspicions. Most of the
designed attacks in the literature target computer vision applications [31], but recently
different applications have been targeted. In particular, backdoor attacks were shown
in text classification [10, 6], audio recognition [62, 28], graph data [55, 57], federated
learning [4, 45], and reinforcement learning [58]. A backdoor attack can be dangerous
as machine learning is used in many security-related applications. In [19], the authors
showed that a stop sign with a small post-it note could be identified as a speed limit by
a compromised autonomous vehicle with serious consequences to its passengers and
pedestrians. AI-enabled applications like spam-filtering [37], speaker identification [62],
or malware detection [42] could also be bypassed if the model used contains a backdoor.
Thus, backdoor attacks pose a serious threat, and it is required to understand the limits of
such attacks to provide better defenses.

This work explores the effects of various trigger characteristics on the backdoor attack.
In particular, we implement backdoor attacks with triggers of varying sizes, positions, and
poisoning rates and apply them to four different domains (image, text, sound, and graph
data). With it, we aim to better understand backdoor attacks and find common properties
among different domains.

In [47], the authors claimed that the backdoor attack becomes ineffective when the
adversary cannot alter the training labels and is forced to poison only samples from the
target class. In this case, the model cannot learn a strong connection between the trigger
and the target class as more substantial features from the target class are learned. This
behavior is reasonable and well justified but only supported by one experiment with
the CIFAR10 dataset. Here, we aim to test this claim in image classification but also in
different domains, like text and sound classification.

Our contributions are:

• We run extensive experiments in different application domains (image, text, audio,
and graph data) and systematically evaluate the effect of various trigger characteris-
tics on the backdoor attack.
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• We investigate two different attacks in each application and verify that the clean-
label attack is not very effective as it may require large poisoning rates to achieve a
high attack success rate. However, this attack could work by choosing more effective
triggers without changing the poisoning rate.

• We show that in most cases, the backdoor’s effectiveness increases as the trigger
size increases.

8.2. BACKGROUND

8.2.1. COMPUTER VISION
Today, the computer vision domain covers diverse use cases and concepts within, rang-
ing from capturing raw data to image pattern extraction and interpreting information
from those images. It is mostly a combination of concepts, ideas, and techniques of
pattern recognition, digital image processing, artificial intelligence (AI), and computer
graphics [53]. Computer vision aims to provide the capability for a system to identify and
perceive the visual world in the same way as human vision does. Recently, by applying AI
techniques, including deep neural networks, the machines even outperformed humans
in several tasks [13].

Nowadays, there are multiple applications of computer vision in our daily life, e.g.,
weather prediction, medical cases, sports and entertainment, industry and production
lines, and human-computer interaction [25, 36, 24, 51, 60, 46, 49]. While the use cases
and applications are becoming broader and more prevalent in our everyday lives, security
issues regarding the techniques and algorithms are also becoming a significant challenge
to deal with.

8.2.2. NATURAL LANGUAGE PROCESSING
Natural language processing (NLP) is at the intersection of computational linguistics,
computer science, and artificial intelligence. It aims to make machines that understand
human language and reason about it. NLP is an umbrella term that covers many dif-
ferent applications that deal with human language in both spoken and written formats.
Applications that belong to natural language processing are, among others, speech recog-
nition, speaker identification, question answering, text sentiment analysis, hate speech
detection, natural language generation (speech-to-text and text-to-speech models), spam
detection, and text translation. Initially, NLP was based on static rules, but now it uses
deep learning for most tasks [23].

Recent advances in NLP have led to very efficient human-computer interfaces that
have been broadly deployed. Virtual assistants like Siri and Google assistant and popular
IoT devices like Amazon Alexa have been widely used with great success. However, such
applications open up new attack vectors that put the user’s security and privacy at risk.
Therefore, before their wide adoption in the industry, we must ensure that such systems
work securely.

8.2.3. GRAPH DATA
Many real-world applications can be modeled as graphs, such as social networks, gene
interactions, and transport networks. Similar to the great success of deep learning models
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in, e.g., image classification and natural language processing, deep graph models (graph
neural networks - GNNs) have also achieved promising performance in processing graph
data for different tasks, e.g., the graph classification task and node classification task.
Graph Neural Networks (GNNs). GNNs take a graph G as an input, including its structure
information and node features, and learn a representation vector (embedding) for each
node v ∈G , zv , or the entire graph, zG . Modern GNNs follow a neighborhood aggregation
strategy, where one iteratively updates the representation of a node by aggregating rep-
resentations of its neighbors. After k iterations of aggregation, a node’s representation
captures both structure and feature information within its k-hop network neighborhood.
Formally, the k-th layer of a GNN is (e.g., GCN [26], GraphSAGE [20], and GAT [48]):

Z (k) = AGGREG AT E(A, Z (k−1);θ(k)), (8.1)

where Z (k) are the node embeddings in the matrix form computed after the k-th itera-
tion and the AGGREG AT E function depends on the adjacency matrix A, the trainable
parameters θ(k), and the previous node embeddings Z (k−1). Z (0) is initialized as G ’s node
features.

For the node classification task, the node representation Z (k) of the final iteration is
used for prediction. For the graph classification task, the READOUT function pools the
node embeddings from the final iteration K :

zG = RE ADOU T (Z (K )). (8.2)

READOUT can be a simple permutation invariant function such as summation or a more
sophisticated graph-level pooling function [59, 63].
Graph-level classification. Graph-level classification aims to predict the class label(s)
for an entire graph [63]. The end-to-end learning for this task can be realized using
graph convolutional layers and readout layers. While graph convolutional layers are
responsible for extracting high-level node representations, the readout layer collapses
node representations of each graph into a graph representation. By applying a multilayer
perceptron and a Softmax layer to graph representations, one can build an end-to-end
framework for graph classification.
Node-level classification. Given a graph with a few labeled nodes, GNNs can learn a
robust model that effectively identifies the class labels for the unlabeled nodes [26]. In
a node-level classification task, there are two types of training settings - inductive and
transductive. In an inductive setting, the unlabeled nodes are not seen during training,
while in a transductive setting, the test nodes (but not their labels) are also observed
during the training process. The transductive training setting is popular, and in this work,
we used a backdoor attack in the transductive node-level classification task.

8.2.4. BACKDOOR ATTACKS
Backdoor attacks aim to make a model misclassify some of its inputs to a preset-specific
label while other classification results behave normally. This misclassification is activated
when a specific property is included in the model input. This property is called the
trigger and can be anything the targeted model understands. For instance, a random
pixel pattern [19, 7] or an actual item [52] in computer vision, a specific phrase in text
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Figure 8.1: Framework for the backdoor attack.

classification [32], a tone in speech recognition [28], or a subgraph with specific properties
in graph data [55]. The framework for the backdoor attack is shown in Figure 8.1.

The first backdoor attacks targeted computer vision [19, 7] under a simple threat
model, where an adversary could inject a small portion of poisoned data into the training
dataset. In particular, the adversary injects into the training dataset data stamped with a
trigger that belongs to the target class. As a result, the trained model strongly associates
this pattern with the target class, and whenever it is added to an input, the classification
result will be the target class. Recent trends in machine learning like Machine Learning
as a Service (MLaaS), outsourced training, transfer learning, and crowdsourced datasets
have made this setup possible.

In MLaaS, a cloud provider provides a pay-per-request API1 that can be used for
predictions. However, the user can only use such an API as a black box without being
able to verify how the model makes its predictions. Similarly, during outsourced training,
the user’s model is trained on the cloud and returned to the user after the training ends.
Due to the lack of formal verification tools for the trained models, the user can never
verify that the returned model does not contain any backdoors. Furthermore, in [19], the
authors showed that a backdoor could remain effective even after a poisoned model was
repurposed through transfer learning. Large crowdsourced datasets like ImageNet [11]
and Mozilla’s common voice [2] are so vast that cannot be exhaustively verified [39]. Thus,
an adversary could inject a few poisoned samples resulting in the backdoored models.

This threat can pose real challenges as an adversary could bypass a face identification

1https://aws.amazon.com/transcribe/

https://aws.amazon.com/transcribe/
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biometric access control system [7] or force an autonomous vehicle to ignore a stop sign
and continue its course [19]. For this reason, backdoor attacks became very popular
among researchers resulting in many novel attacks and countermeasures [15]. Novel
attacks are not only limited to data poisoning but can also be based on code poisoning [3]
or the direct modification of the model’s parameters [22]. At the same time, due to the
inability to completely understand how a deep learning model works and the lack of
formal verification methods about a model’s functionality, most countermeasures are
empirically based on specific assumptions [50, 5, 16]. Unfortunately, in most cases, an
adaptive attacker with a slightly different approach could bypass such defenses [30, 43, 8].

There are several variations of the backdoor attack resulting from different poisoning
strategies. The first distinction is the class-agnostic and the class-specific backdoors [15].
The class-agnostic backdoor can be activated by a trigger injected into any input. On the
other hand, the class-specific backdoor is activated only if the poisoned input belongs to
a specific class. The main difference between these two strategies is that in the second
case, the model needs to identify both features of the trigger and the source class making
possible countermeasures more challenging [16]. Considering class-agnostic backdoor
attacks, we can differentiate between the “simple” backdoor attack [19] and the clean-label
backdoor attack [47].

Simple Backdoor Attack. In the rest of this paper, by the simple backdoor attack, we
are referring to the data poisoning backdoor attack that was introduced in BadNets [19].
In this case, the adversary adds a small subset of poisoned samples to the training dataset.
These samples have been stamped with the adversary-chosen trigger, and their label has
been changed to the target class. The target class is the output of the poisoned model
when the backdoor is activated.

Clean-label Backdoor Attack: The clean-label backdoor attack was introduced in [47].
This attack is similar to a simple attack, but the adversary cannot affect the label of the
injected data. The reasoning behind this attack is that the poisoned training samples can
be easily identified as outliers by simple filtering mechanisms or even human inspection
because the original class of these samples is different from the target class. Thus, an
adaptive adversary may have to poison samples only from the target class, hoping that the
model identifies the trigger pattern as a class feature. This attack is still a data poisoning
backdoor attack but uses a weaker adversary making the attack more challenging.

Based on the trigger, backdoors can be either static [19] or dynamic [27]. The static
backdoors are activated with a trigger that has very specific characteristics. In computer
vision, such a trigger could mean a specific pixel pattern or a specific position. On the
other hand, the dynamic backdoors can be activated by various triggers with different
characteristics.

For graph neural networks, the first backdoor attack was proposed in [65]. In this back-
door attack, a GNN classifier predicts an attacker-chosen target label for a testing graph
once a predefined subgraph is injected into the testing graph. All perturbed graphs are
injected with the same trigger graph. Another backdoor attack against GNNs for the graph
classification task was presented in [55], but it differs from [65] in which a universal trigger
graph is assumed for all the embedded graphs. This kind of backdoor attack dynamically
adapts triggers to individual graphs. The adaptive trigger is optimized in both topological
structure and node features. The training processes of the trigger generation function and
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the backdoored GNN model are assumed as a bi-level optimization objective [14]. The
authors also adapted a backtracking-based algorithm to replace a subgraph in the original
graph with the adaptive trigger graph. Xu et al. [57] explored backdoor attacks on GNNs
with several explainability tools. In this work, the backdoor attack is implemented with
the same strategy [65] for the graph classification task. The authors also proposed a new
backdoor attack strategy for the node classification task. All the above-mentioned attacks
in GNNs are gray box backdoor attacks since the adversary only modifies the training
dataset instead of interfering with the training of models.

METRICS

The successful backdoor attack should always be activated when the trigger is embedded
into the model’s input because an adversary wants to remain stealthy and interact with
the poisoned model as little as possible. Additionally, the backdoor should not affect the
original task when the trigger is not included in the input. When the poisoned model
does not perform well on the original task, the backdoored model will 1) raise suspicions
that something is wrong and 2) not be used, thus preventing the adversary’s plans. As a
result, to measure the success of a backdoor attack, we require two metrics: the attack
success rate and the clean accuracy drop.

Attack Success Rate (ASR). The ASR shows the reliability of the attack, and it represents
the number of successfully triggered backdoors from a number of poisoned inputs:

ASR =
∑N

i=1 F (M∗(xi ) = yt )

N
, (8.3)

where M∗ is the poisoned model, xi is an input, yt is the target class, and F (x) is a function
that returns 1 if x is true and 0 otherwise.

Clean Accuracy Drop (CAD). This quantity shows the backdoor’s effect on the original
task. It is calculated by comparing the performance of a poisoned and a clean model for
clean inputs. The accuracy drop should generally be small to keep the attack stealthy.

8.3. METHODOLOGY

8.3.1. THREAT MODEL
In this work, we implement data poisoning backdoor attacks. The adversary injects a small
subset of poisoned data without knowing any information about the model architecture
or the training algorithm. Thus, the attack follows a gray box threat model. This threat
model is realistic as current large datasets are crowdsourced [11, 2] and malicious data
may go through the validation process [39]. So, an adversary could inject trigger-stamped
data in such datasets that will remain unnoticed and used during training resulting in a
successful backdoor attack.

In our experiments, we investigate two different attacks, the simple data poisoning
attack [19] and the clean-label attack that does not alter the labels of the poisoned data [47].
For both attacks, the adversary aims to cause targeted misclassifications with a very high
probability without affecting the model’s performance on the original task.
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8.3.2. IMAGE CLASSIFICATION
Attacks: We use two different attacks: the simple backdoor attack and the clean-label
attack.
Datasets: For our image classification backdoor attacks, we use two popular image
datasets: (i) CIFAR10 that consists of 60 000 32×32 color images in ten classes, with 6 000
images per class. There are 50 000 training images and 10 000 test images. (ii) Fashion-
MNIST (FMNIST) [56] - a dataset of Zalando’s article images consisting of a training set
of 60 000 images and a test set of 10 000 images. Each image is a 28×28 gray-scale image
associated with a label from ten classes.

For the CIFAR10 dataset, we split the test set in an i.i.d manner into two 5 000 sample
datasets, each used for validation and test, respectively. For the FMNIST dataset, we split
the training set into two different sized datasets in an i.i.d manner: the first having 50 000
samples used for training and the second having 10 000 samples for validation. With this,
we have the same size of training samples for both datasets, so comparing results between
these two is easier.
Features: The input features for both neural networks are the tensor of images. For
the CIFAR10 dataset, each RGB image is considered as a [3,32,32] shape tensor. For
FMNIST, however, the images are gray-scale, so the input has only one channel ([1,28,28]
shape tensor). We also did the standard normalization for input values before all train,
validation, and test phases.
Models: We use two models: STRIPNet [16] and ResNet [21] with nine residual blocks
(ResNet-9).
Trigger: As described in [27], various triggers have been used in image classification, and
all of them resulted in successful backdoor attacks. This means that the trigger shape and
pattern are not crucial for the success of a backdoor attack. Thus, for our experiments, we
chose a square trigger. Its pixel intensities are random values retrieved from a continuous
uniform distribution (pseudorandom generator). The seed in this generator was fixed for
consistency in our experiments.

8.3.3. NATURAL LANGUAGE PROCESSING
Attacks: Similar to image classification, we use simple and clean-label backdoor attacks.
Datasets: In our experiments, we used the IMDB [33] and the AG News topic classifi-
cation [64] datasets. The IMDB dataset consists of 50 000 (50%/50% training/test split)
movie reviews of high polarity (either positive or negative). We used 20% of the training
data for validation. The AG News topic classification dataset consists of news articles be-
longing to four categories (world, sports, business, and science/technology). The training
set consists of 120 000 samples and the testing set of 7 600 samples. Again, we used 20%
of the training data for validation resulting in 96 000 and 24 000 samples for training and
validation sets, respectively.
Features: The first step of our pipeline is a TextVectorization layer that transforms
each input to a convenient form for processing as described in [27]. As the datasets are
different, we used a different sequence length for each dataset. We forced the length of
each sentence to be 250 words for the IMDB dataset and 197 for the AG News dataset.
Additionally, we used a vocabulary of 10 000 words that proved enough for such small
datasets.
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Models: We used two publicly available CCN architectures. Both the first CNN 2 and the
second CNN 3 use an embedding layer as their input. However, the first CNN uses a small
trainable embedding of size 16, and the second uses a pre-trained GloVe embedding [38]
of size 100. We want to investigate if the attack becomes more difficult when the model
uses a pretrained embedding because this is more frequent in practice. Such embeddings
have been trained in large corpora of text and interpret possible connections between
different words more accurately. To illustrate, Google’s pretrained word2vec is trained
with 100 billion words from Google News, and it contains 300-dimensional vectors for 3
million words and phrases [34]. The GloVe is trained from a corpus of 6 billion words and
has a vocabulary of 400 000 words [38].
Trigger: As the trigger, we used a sentence of 1 up to 4 words from the list ["trope",
"everyday", "mythology", "sparkles", "ruthless"] as defined in [32]. We applied the trigger
in three positions (beginning, middle, and end) to investigate whether our models are
more sensitive in specific positions.

8.3.4. SPEECH RECOGNITION
Attacks: Again, we use simple and clean-label backdoor attacks.
Datasets: For this application, we used two versions of the Speech Commands dataset
as described in [28]. The first version uses ten classes of the dataset and the second 30
classes. From our experiments, we excluded the samples that lasted less than one second
to avoid variable-sized inputs in our pipeline resulting in 21 312 .wav files in the first
case and 58 252 files in the second case. In both cases, we use 64%/16%/20% for training,
validation, and testing.
Features: As our input features, we used the MFCCs of each training input. The exact
hyperparameters for this calculation are described in [28].
Models: We used one CNN [32] and one LSTM [1] for our experiments.
Trigger: Our dataset’s sound files are sampled at 16kHz, and according to the Nyquist-
Shannon sampling theorem, the largest tone frequency that can be included in such
digital signals is 8kHz. Thus, following [27], our trigger is a 7kHz tone which is a high pitch
audible sound. Following the rest of the triggers tried, this trigger differs from the normal
dataset samples. It lasts from 20ms to 80ms because we want to model an adversary that
is as stealthy as possible. The trigger is injected in three different positions of each sound
sample (beginning, middle, and end).

8.3.5. GRAPH DATA
Attacks: As described in Section 8.2.4, for graph neural networks, we utilize two backdoor
attacks, i.e., AT I [65] and AT II [55]. The framework for AT I is illustrated in Figure 8.2. In
the training phase (Figure 8.2a), the attacker injects a trigger (subgraph g t ) to a subset
of training graphs and changes their labels to an attacker-chosen target label. A GNN
classifier is then trained using the backdoored training dataset, and such GNN is called
backdoor GNN Φb . In the test phase (Figure 8.2b), once the test graph is injected with the
same trigger graph, the backdoored GNN is likely to misclassify the testing sample to the
target label. For the node classification task, we used the backdoor attack from [57].

2https://www.tensorflow.org/tutorials/keras/text_classification
3https://keras.io/examples/nlp/pretrained_word_embeddings/

https://www.tensorflow.org/tutorials/keras/text_classification
https://keras.io/examples/nlp/pretrained_word_embeddings/
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Figure 8.2: Subgraph-based backdoor attack for the graph classification task.

Since [65] and [57] designed the same strategy to implement the backdoor attack
for the graph classification task, we illustrate the results of [65] and [55] for the graph
classification task. The results based on [57] are presented for the node classification task.
Datasets: Table 8.1 shows the statistics for all considered datasets for graph neural net-
works. For the graph classification task, we use two publicly available graph datasets. (i)
AIDS [35] - a dataset consisting of graphs representing molecular compounds that are
active against HIV or not; (ii) TRIANGLES [35] - a synthetic dataset designed to solve the
task of counting the number of triangles in a graph. For each graph classification dataset,
we sample 2/3 of the graphs as the original training dataset and treat the remaining graphs
as the original testing dataset. Among the original training dataset, we randomly sample
α fraction of graphs to inject the trigger and relabel them with the target label, called
the backdoored training dataset. Several parameters can affect the attack effectiveness:
trigger size s, trigger density ρ, and poisoning intensity α. Unlike other domains, e.g.,
image classification, the trigger position in graph data is irrelevant and cannot be defined
because a graph is non-Euclidean data where we cannot put nodes in some order. For AT I,
we use Erdős-Rényi (ER) model [17] to generate the trigger graph, as it is more effective
than the other methods [65].

For the node classification task, we use two real-world datasets: (i) Cora [41] - a
citation network in which each publication is described by a binary-valued word vector
indicating the absence/presence of the corresponding word in the collection of 1433
unique words. (ii) CiteSeer [41] - another citation network with more nodes but less edges.
For each node classification dataset, we split 20% of the total nodes as the original training
dataset (labeled) and the rest as the original testing dataset (unlabeled). To generate the
backdoored training dataset, we sample α of the original training dataset to inject the
feature trigger and relabel these nodes with the target label. The feature trigger width is
set to be n. Moreover, based on the conclusion in [57], different feature trigger injecting
positions have a negligible impact on the attack performance, so the trigger injecting
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position is randomly selected. Here, we explore the impact of poisoning intensity α and
feature trigger width n on the attack performance. In the node classification task, each
node feature has a value of 0 or 1, and here we set the value of the modified node features
to 1 (note, the values could also be set to 0).

Table 8.1: Graph datasets statistics.

Datasets # Graphs Avg. # nodes Avg. # edges Classes Class Distribution

AIDS 2000 15.69 16.20 2 400[0],1600[1]
TRIANGLES 45000 20.85 32.74 10 4500[0−9]

Cora 1 2708 5429 7
351[0],217[1],418[2],818[3],

426[4],298[5],180[6]

CiteSeer 1 3327 4608 6
264[0],590[1],668[2],
701[3],596[4],508[5]

Features: Each graph contains topological and node feature information. For each graph
dataset in this work, there is an adjacency matrix and feature information matrix. For
AIDS, Cora, and CiteSeer, there is a specific node feature vector for each node in the graph,
but for TRIANGLES, the one-hot degree of a node is used as the node feature.
Models: We use two state-of-the-art GNNs for the graph classification task: GCN [26] and
GraphSAGE [20]. We use GCN [26] and GAT [48] for the node classification task.
Trigger: For the graph classification task, our trigger is a global (adaptive) subgraph in
AT I(AT II). For the node classification task, our trigger is a subset of node features with a
fixed value, e.g., 0.

8.4. EXPERIMENTAL RESULTS

8.4.1. IMAGE CLASSIFICATION
Chosen settings and selected parameters. We ran our experiments with a different num-
ber of poisoned samples (25, 300, 575, 850), trigger sizes (4×4, 8×8, 12×12), and trigger
positions (Upper-Mid, Mid-Left, Mid-Right, Lower-Mid) on the image. Figure 8.3 demon-
strates four different positions of a 4×4 trigger for several FMNIST sample images. We
repeated each experiment two times, which makes the total number of 768 experiments
regarding the chosen settings. We set class number 5 as the target for all experiments and
in both datasets.

Figure 8.3: Applied 4×4 trigger in different positions: Upper-Mid, Mid-Left, Mid-Right, Lower-Mid.

Every backdoor attack should remain stealthy without affecting the original task.
Therefore, the poisoned model should perform as expected when the input does not
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contain the trigger. In Table 8.2, we compare the performance of clean and backdoored
models for clean inputs. The attack accuracy mentioned in this table is the arithmetic
mean (± the standard deviation) of the accuracy on clean inputs from all the poisoned
models trained in our experiments. For the original accuracy, we trained multiple clean
models and averaged their performance. The model remains unaffected from both
backdoor attacks even if we use 850 poisoned samples. Such poisoning rates are small
and cannot affect the model’s performance in general. From Table 8.2, we can also verify
that our models perform similarly well in both datasets, which is helpful when comparing
the performance of the attack for each case.

Table 8.2: Clean accuracy drop in image classification.

Number of poisoned Samples
Dataset Model Original Acc Attack Type 25 200 375 850

CIFAR10
STRIPNet 85.09 (± 0.599)

clean-label 85.22 (± 0.508) 85.38 (± 0.523) 85.37 (± 0.378) 85.23 (± 0.471)
simple 85.31 (± 0.467) 85.28 (± 0.438) 85.35 (± 0.360) 85.12 (± 0.477)

Resnet-9 89.99 (± 0.499)
clean-label 89.98 (± 0.356) 89.86 (± 0.300) 89.79 (± 0.461) 89.69 (± 0.377)

simple 89.94 (± 0.353) 89.77 (± 0.274) 89.75 (± 0.266) 89.74 (± 0.378)

FMNIST
STRIPNet 93.62 (± 0.205)

clean-label 93.66 (± 0.080) 93.68 (± 0.127) 93.64 (± 0.131) 93.69 (± 0.139)
simple 93.59 (± 0.135) 93.61 (± 0.148) 93.67 (± 0.152) 93.65 (± 0.139)

Resnet-9 93.63 (± 0.154)
clean-label 93.59 (± 0.152) 93.53 (± 0.157) 93.62 (± 0.171) 93.59 (± 0.176)

simple 93.57 (± 0.129) 93.55 (± 0.181) 93.59 (± 0.164) 93.58 (± 0.173)

Results for FMNIST. As it can be inferred from Figure 8.4, the clean-label attack is not that
effective against the FMNIST dataset. By increasing the number of poisoned samples,
there are small or no improvements in attack success rate (there are small improvements
when increasing the number of samples from 25 to 300, but as we increase from 300 to
575 and from 575 to 850, the improvements become even smaller). We assume this is
mainly due to the dataset nature and the capability of the CNNs to learn the exclusive
features of each class easily and robustly so that injecting a trigger (even of size 12×12)
could not disturb the network from learning those.

Since both ResNet-9 and STRIPNet have convolutional layers, we expect negligible
effects of trigger position on attack success rate. The results confirm this as there are only
minor effects stemming from the trigger positions (for instance, in both networks, the
trigger on the lower-mid results in the least ASR, while on the mid-right, it has a little
more chance of being learned by the network. Again, we suppose this is because of the
attributes of the FMNIST images and the models’ focus on specific regions of an image to
learn). Additionally, in almost all cases (except a few ones like upper-mid in ResNet-9),
increasing the trigger size leads to higher ASR.

For the simple attack, we obtained 100% ASR for 300 attack samples or more. With 25
poisoned samples, some trigger positions have positive effects on ASR regardless of trigger
size (for instance, the mid-left trigger achieves high ASR even with 4×4 size triggers).
Results for CIFAR10. The clean-label attack is significantly more effective for CIFAR10
than FMNIST (Figures 8.4 and 8.5). We believe this is primarily because the CIFAR10
images are RGB, and the crafted trigger has more layers (3 channels). As a result, the
model learns the embedded trigger with less poisoned samples. As expected, the trigger
position does not play an important role in ASR, and in almost all cases, ASR improves
using a larger trigger size.

Another observation is that the smaller the size of the trigger, the more noticeable
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(a) ResNet-9 + clean-label attack (b) ResNet-9 + simple attack

(c) STRIPNet + clean-label attack (d) STRIPNet + simple attack

(e) Legend

Figure 8.4: Attack accuracy for the FMNIST dataset. From these figures, we conclude that the clean-label attack
is not effective but is slightly improved when increasing the poisoning rate. On the other hand, the simple attack
can be very effective even with a small poisoning rate (0.6%). Additionally, larger triggers lead to higher ASR, but

different trigger positions do not result in ASR fluctuations as the convolutional layers identify the trigger.

the ASR improvement when increasing the number of poisoned samples from 25 to 850.
For instance, for a 12×12 trigger, there is no noticeable improvement in ASR when the
number of poisoned samples increases from 575 to 850. On the other hand, using a 4×4
trigger, ASR’s growth is easily observable between all four different poisoning rates.

Analyzing the simple attack, similarly to FMNIST, we achieved 100% ASR for 300
poisoned samples or more. Additionally, ResNet-9 is more vulnerable to backdoor attacks,
particularly when using fewer poisoned samples and smaller triggers. We believe this is
mostly because ResNet-9 is a larger network than STRIPNet and can extract more data
from the given dataset.
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(a) ResNet-9 + clean-label attack (b) ResNet-9 + simple attack

(c) STRIPNet + clean-label attack (d) STRIPNet + simple attack

(e) Legend

Figure 8.5: ASR for CIFAR10. The clean-label attack is significantly more effective than for FMNIST because the
3-channel trigger contains more information. We also see that the trigger position is not very important, and

ASR increases as the trigger size increases. The ASR with the simple attack is 100% for a 0.6% poisoning rate or
more. However, STRIPNet is not as vulnerable as ResNet due to its smaller capacity.

8.4.2. NATURAL LANGUAGE PROCESSING
In Tables 8.3 and 8.4, we compare the performance of clean and backdoored models in text
classification for clean inputs. These tables are generated by averaging the performance
of clean and poisoned models as described in Section 8.4.1. In all cases, the model’s
performance remains almost unaffected after the backdoor insertion. There are a few
minor accuracy drops that are at most 0.6% making the attack stealthy. This is expected
as we poison only a small subset of the training data that cannot substantially affect the
model’s learning.

In Figures 8.6 and 8.7, we show the results of our experiments for the AG News topic
classification dataset and IMDB dataset, respectively. From these figures, we can draw
several conclusions. In most cases, the ASR is correlated with the trigger size and in-
creases as the trigger size increases. This is true even when the attack is not effective (see
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Table 8.3: Clean accuracy drop in text classification (AG News).

Number of poisoned samples

Model Original Acc Attack Type 250 500 750 1000

CNN 90.74 (± 0.314)
clean-label 90.48 (± 0.557) 90.52 (± 0.531) 90.52 (± 0.614) 90.51 (± 0.541)

simple 90.49 (± 0.534) 90.38 (± 0.593) 90.53 (± 0.484) 90.33 (± 0.760)

CNN + GloVe 89.78 (± 0.169)
clean-label 89.72 (± 0.218) 89.71 (± 0.201) 89.71 (± 0.186) 89.70 (± 0.220)

simple 89.72 (± 0.209) 89.68 (± 0.206) 89.69 (± 0.227) 89.68 (± 0.202)

Table 8.4: Clean accuracy drop in text classification (IMDB).

Number of poisoned samples

Model Original Acc Attack Type 50 100 150 200

CNN 87.05 (± 0.062)
clean-label 86.91 (± 0.084) 86.93 (± 0.071) 86.91 (± 0.078) 86.90 (± 0.072)

simple 86.90 (± 0.083) 86.89 (± 0.089) 86.88 (± 0.090) 86.88 (± 0.096)

CNN + GloVe 84.20 (± 0.308)
clean-label 83.73 (± 0.681) 83.71 (± 0.702) 83.62 (± 0.775) 83.77 (± 0.680)

simple 83.79 (± 0.535) 83.82 (± 0.519) 83.61 (± 0.570) 83.59 (± 0.724)

Figure 8.6a).
Especially for the first CNN, this relation seems to be linear (see Figures 8.6c, 8.6d,

8.7c and 8.7d). This simple model uses global average pooling as its penultimate layer,
averaging the feature map before the output. As a result, the trigger will be more influential
when it consists of more words. In almost all experiments, the poisoning rate is a highly
influential hyperparameter of the backdoor attack, and any increase in it leads to an
increase in the attack success rate.

Our models learn differently, which can be seen from the varying attack success rate
when the trigger is injected in different positions. For example, the attack success rate is
higher if the trigger is inserted at the end of the sentence when we use the first model and
the simple backdoor attack (see Figures 8.6b and 8.7b). This difference is very clear for
low poisoning rates (0.25%), where even a small trigger of 2 words could be substantially
more effective when placed at the end of the sentence. On the other hand, for the other
model, placing the trigger at the end does not result in higher ASR (see Figures 8.6d
and 8.7d). These differences indicate that we could use the backdoor attack as a tool for
AI explainability and further understand what and how a model learns by using triggers
with different characteristics.

In [47], the authors claimed that the clean-label backdoor attack needs a very large
poisoning rate to be effective. We also see this behavior in the AG News dataset, especially
for the architecture that uses the pretrained GloVe embedding (Figure 8.6a). In the other
architecture, the clean-label attack is more effective as the feature space created by the
trainable embedding encodes some information about the trigger and the target class
(see Figure 8.6c). However, when the IMDB dataset is used, both models perform similarly
without poisoning a very large part of the training data for the clean-label (see Figures 8.7a
and 8.7c). This can be explained by the differences between the datasets. Each sentence
in AG News is shorter than the movie reviews in the IMDB dataset. Additionally, most of
the words in AG News are strongly connected with the topic that each sentence belongs to
(world, sports, business, and science/technology), which is not true for the IMDB dataset.
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In the IMDB dataset, the sentences are longer, and usually, only a few words are related
to their sentiment. As a result, in AG News, our attack needs more poisoned samples to
overcome the effect of the original features of the source class.

(a) CNN with GloVe + clean-label attack (b) CNN with GloVe + simple attack

(c) CNN + clean-label attack (d) CNN + simple attack

(e) Legend

Figure 8.6: Attack accuracy for the AG News dataset. The ASR is positively correlated with the trigger size (even
when the ASR is very low), and the poisoning rate significantly influences the attack’s effectiveness. Additionally,
the clean-label attack needs more poisoned data to work. When GloVe is used, inserting the trigger in the end
results in higher ASR (especially for low poisoning rates), but in the simple CNN, the trigger positions do not

affect ASR.

8.4.3. SPEECH RECOGNITION
In Tables 8.5 and 8.6, we compare the performance of clean and backdoored models
for sound classification when clean inputs are used. As was also shown in [28], the
differences between the clean and the backdoored models are negligible. In particular,
the backdoored models perform a little better when the 10 classes dataset is used, meaning
that the poisoned samples could serve as a generalization factor. However, when the
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(a) CNN with GloVe + clean-label attack (b) CNN with GloVe + simple attack

(c) CNN + clean-label attack (d) CNN + simple attack

(e) Legend

Figure 8.7: Attack accuracy for the IMDB dataset. The ASR is positively correlated with the trigger size, and the
poisoning rate significantly influences the attack’s effectiveness. Additionally, the clean-label attack is more

effective with this dataset. For the CNN that uses GloVe, placing the trigger at the end of the sentence yields the
best results, but for the simple CNN, this is the least effective position.

full dataset is used, the backdoor insertion results in a small performance drop for the
CNN. In this case, we use more classes, and the model has to learn a more difficult task
that is affected even by a few poisoned samples. The performance of the LSTM is slightly
increased, meaning that the LSTM builds different models and utilizes its capacity better
when we use the full dataset [28]. All these differences are small, and our claims need
additional experimental data to be confirmed.

In Figures 8.8 and 8.9, we show the results of our experiments for the first (10 classes)
and the second (30 classes) version of the Speech Commands dataset. In almost all cases,
the attack success rate increases as the trigger duration increases. This is true even when
the attack is not successful (see the clean-label attack in Figures 8.8c and 8.9c). This
makes sense as more input features are affected when a longer trigger is used, and the
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Table 8.5: Clean accuracy drop in sound classification (10 classes).

Number of poisoned samples

Model Original Acc Attack Type 50 100 150 200

CNN 94.82 (± 0.360)
clean-label 95.07 (± 0.437) 95.00 (± 0.477) 95.07 (± 0.427) 94.96 (± 0.508)

simple 95.09 (± 0.417) 95.04 (± 0.438) 94.99 (± 0.474) 94.95 (± 0.480)

LSTM 89.47 (± 1.412)
clean-label 89.77 (± 1.426) 89.69 (± 1.350) 90.05 (± 1.362) 89.89 (± 1.373)

simple 89.71 (± 1.605) 89.96 (± 1.335) 89.66 (± 1.482) 89.80 (± 1.586)

Table 8.6: Clean accuracy drop in sound classification (30 classes).

Number of poisoned samples

Model Original Acc Attack Type 137 274 411 547

CNN 94.70 (± 0.395)
clean-label 94.61 (± 0.410) 94.55 (± 0.439) 94.49 (± 0.575) 94.59 (± 0.461)

simple 94.54 (± 0.471) 94.63 (± 0.511) 94.56 (± 0.496) 94.53 (± 0.477)

LSTM 90.50 (± 0.967)
clean-label 90.88 (± 1.267) 90.59 (± 1.238) 90.82 (± 1.232) 90.79 (± 1.334)

simple 90.86 (± 1.236) 90.81 (± 1.167) 90.67 (± 1.317) 90.63 (± 1.278)

network can learn this relation easier. Additionally, the poisoning rate is very influential,
and its increase leads to more effective backdoors.

The end of the input is the most effective trigger position for the LSTM network in
both versions of the dataset. Even though this network uses two bidirectional LSTM layers
and an attention layer, it seems to learn the features that are placed towards the end of
its inputs more easily. The LSTM network was designed to tackle the problem of long-
term dependencies on its inputs. A possible reason for this behavior is the nature of this
particular dataset, which consists of 1-second clips of spoken words. If these words are
not perfectly centered and distributed to the upper half of each sample, our network will
give more attention to the end of each training sample. This is not true for the CNN used
as, in that case, all the positions seem to be equally effective (see Figures 8.8d and 8.9d).
Similarly to text classification, different models learn different patterns from the same
dataset making the backdoor attack effective in different cases. Thus, we could use the
backdoor attack and its triggers to understand what a model learns and how it makes its
decisions.

In our sound classification experiments, the clean-label attack is not successful for
both neural networks and datasets. However, when the full dataset and CNN are used
(Figure 8.9c), the attack success rate slightly increases with large triggers. The clean-label
could work without requiring more poisoned data if we choose a larger trigger. This claim,
though, needs to be verified in the future with more experimental evidence. Another
interesting observation is that the simple backdoor attack becomes more effective when
we use the full dataset and the LSTM network (see Figure 8.9b). One reason for this
behavior is the absolute number of training samples that were increased when the full
dataset was used. However, this should be investigated further.
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(a) LSTM + clean-label attack (b) LSTM + simple attack

(c) CNN + clean-label attack (d) CNN + simple attack

(e) Legend

Figure 8.8: Attack accuracy for the Speech Commands dataset (10 classes). In most cases, ASR is increased as
the trigger duration or the poisoning rate increase. The clean-label attack is ineffective for both models. For

LSTM, the best position for the trigger is at the end. However, for CNN, any position works. For CNN, the simple
attack works almost perfectly for 100 poisoned samples or more.

8.4.4. GRAPH DATA
Results for the graph classification task. For the graph classification task, two parameters
affect the performance of the backdoor attack: poisoning intensity and trigger size (the
number of nodes in the trigger graph). The attack results for the GCN model on AIDS
with different poisoning intensity α and trigger size s are shown in Figure 8.10. As we
can see from Figure 8.10a, with the increase of poisoning intensity, the attack success
rate is generally increasing for each trigger size, but there is no obvious improvement
between α= 0.15 and α= 0.2. Here, we select poisoning intensity α= 0.15 for GCN on
AIDS. Figure 8.10b shows the impact of trigger size under the selected poisoning intensity
(α= 0.15). The attack success rate is highest with s = 5, while the clean accuracy drop is
the smallest when s = 5. To compare the two backdoor attacks, we set α= 0.15, s = 5 and
α= 0.2, s = 7 for AIDS and TRIANGLES, respectively.
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(a) LSTM + clean-label attack (b) LSTM + simple attack

(c) CNN + clean-label attack (d) CNN + simple attack

(e) Legend

Figure 8.9: Attack accuracy for the Speech Commands dataset (30 classes). In most cases, ASR is increased as
the trigger duration or the poisoning rate increase. The clean-label attack is ineffective in that case, but it works
slightly better for CNN. In the simple attack, the best position for the trigger is at the end for LSTM. However,

there is no difference for CNN (in most cases, ASR is close to 100%). When using LSTM, ASR is higher than ASR
for the ten classes. We assume that the absolute number of poisoned samples could be the reason behind that

behavior.

Specifically, we present the attack results of two backdoor attacks on the graph classi-
fication task in Tables 8.7 and 8.8. As we can see from Table 8.7, AT II can achieve more
than 99% attack success rate and less than 1% clean accuracy drop on AIDS, while the
performance of AT I degrades slightly with an attack success rate of more than 95% and
clean accuracy drop around 1.5%. As illustrated in Table 8.8, the attack success rate of
AT II is significantly higher than AT I for TRIANGLES, i.e., more than 10%. However, the
clean accuracy drop of AT II is larger than AT I, which is more than 4% for both models,
while that of AT I is around 3% and less than 1% for GCN and GraphSAGE, respectively. In
addition, the computation time for AT II is around 1.7 times of AT I.
Results for the node classification task. For the node classification task, the backdoored
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Figure 8.10: Impact of poisoning intensity and trigger size on attack performance in the graph classification
task.

Table 8.7: Backdoor attack results for the graph classification task and the AIDS dataset.

Setting
AT I AT II

ASR (%) CAD (%) ASR (%) CAD (%)

GCN 95.86 1.25 99.92 0.46
GraphSAGE 97.59 1.46 99.80 0.91

Table 8.8: Backdoor attack results for the graph classification task and the TRIANGLES dataset.

Setting
AT I AT II

ASR (%) CAD (%) ASR (%) CAD (%)

GCN 86.00 3.18 99.21 5.32
GraphSAGE 87.70 0.50 98.24 4.32

data is influenced by two parameters: poisoning intensity α and feature trigger width
n. The attack performance, including attack success rate and clean accuracy drop with
different variants, is shown in Figure 8.11. For each feature trigger width, the attack
success rate on different models and datasets generally increases when the poisoning
intensity increases from 0.05 to 0.2. At the same time, the clean accuracy drop of the GCN
model keeps increasing, and there is a significant increase between α= 0.15 and α= 0.2.
However, the clean accuracy drop of the GAT model remains almost unchanged. To
achieve a high attack success rate and low clean accuracy drop, we setα= 0.2 for GCN and
α= 0.15 for GAT. To evaluate the impact of feature trigger width on attack performance,
we show the attack results with different feature trigger widths in Figure 8.12. Observe
that the feature trigger width has no obvious influence on the attack success rate and
clean accuracy drop for both GNN models and datasets.

Specifically, Table 8.9 shows the attack success rate and clean accuracy drop of back-
door attack for the node classification task with selected parameters. Notice that the
backdoor attack on GCN reaches over 70% attack success rate for both datasets and that
on GAT obtains a higher attack success rate, i.e., over 85% and 90% for Cora and CiteSeer,



8

172 8. A SYSTEMATIC EVALUATION OF BACKDOOR ATTACKS IN VARIOUS DOMAINS

respectively. Furthermore, the clean accuracy drop is lower than 2% for all models and
datasets except for the GAT model on the Cora dataset, which is 2.35%.

10%
40%
70%

100%

0.05 0.1 0.15 0.2
0%4%8%

Poisoning intensity

CAD
ASR

(a) n = 5

0.05 0.1 0.15 0.2Poisoning intensity
(b) n = 10

0.05 0.1 0.15 0.2Poisoning intensity
(c) n = 15

10%
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100%

0.05 0.1 0.15 0.2
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Poisoning intensity

ASR
CAD

(d) n = 20

0.05 0.1 0.15 0.2Poisoning intensity

GCN_CoraGAT_CoraGCN_CiteSeerGAT_CiteSeer

(e) n = 25

Figure 8.11: Impact of poisoning intensity and feature trigger width on attack performance in the node
classification task.
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Figure 8.12: Attack performance with different feature trigger widths.

8.4.5. GENERAL OBSERVATIONS
First, we verified that the backdoor attack is a real threat as it can be injected into every
application domain tried without affecting the model’s original task just by poisoning a
small subset of the training data. Additionally, we saw that the poisoning rate is the most
influential characteristic of the trigger in all applications. However, this value cannot be
increased arbitrarily because the backdoor attack will become evident through a simple
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Table 8.9: Backdoor attack results in the node classification task (n = 5).

Setting
GCN (α= 0.2) GAT (α= 0.15)

ASR (%) CAD (%) ASR (%) CAD (%)

Cora 72.35 1.59 86.63 2.35
CiteSeer 77.82 1.63 92.04 1.35

data filtering mechanism, and the poisoned model’s performance on clean inputs will
decrease substantially.

The trigger size is positively correlated with the backdoor’s attack success rate in
image, text, and sound. This is expected as a larger trigger contains more information
that can be encoded easier in the trained model. However, in graph classification, the
attack success rate increased to a point (s = 5) and then decreased for larger triggers. The
variations are small, though, as ASR remained above 90% in our experiments, and thus,
we cannot draw general conclusions. We need to verify this effect with more complex
datasets and models.

The most effective position of the trigger (if there is any) depends on many factors,
like the network architecture or the dataset. The position is not very influential on the
attack success rate in most cases, but this is not always true. Thus, we cannot draw any
general conclusions. In image classification, no position was proven more effective as the
convolutional layers extract information from any point in the image. Similar behavior
has been observed in graph neural networks [57], where the trigger position did not
result in more effective backdoors. On the other hand, in text classification, the attack
performed similarly for all the trigger positions for the simple CNN, but the “end” was
slightly more effective when the GloVe embedding was used. In sound classification, the
trigger was more effective in the end if LSTM was used but had no difference for CNN.
These differences suggest a potential beneficial use case for backdoor attacks in general.
In this case, we can use them to understand better how and what our models learn. Such
an approach complements the work described in [61], where the authors drew valuable
insights about the input’s crucial features after graying out small square areas of the input
images.

The clean-label attack is challenging in image, text, and sound classification. However,
in some cases, it may be successful just by using a large trigger without having to poison
more data. Additionally, if the trigger encloses more information, the clean-label’s per-
formance can be improved. We verified this for the CIFAR10 dataset, where we injected
our trigger in all three image channels. We believe that the dataset influences the perfor-
mance of this attack. If each element contains many features, the model will require a
large poisoning rate to perceive the trigger as a feature of this class. In the clean-label
attack, the trigger is injected only in elements from the target class, and it is not easy to
overcome the effect of the actual features of this class. This was highlighted in the AG
News and IMDB datasets in text classification. On the other hand, the simple backdoor
attack can be very effective with just a few poisoned samples in all the applications we
tried.

As a general remark, we believe that the backdoor is easier inserted into models that
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can overfit small subsets of their datasets. Models with strong generalizations are more
robust against data poisoning backdoor attacks. We verified this behavior using simple
CNN in text classification. In that case, our attack could not reach an attack success rate
larger than 80% even with the simple attack, as the model is very simple and the learned
function is very smooth. Finally, as our experiments are far from exhaustive, our findings
should be taken as indications, not definitive conclusions.

In summary, the key takeaways are:

• The backdoor attack is a realistic and stealthy threat.

• As expected, increasing the poisoning rate and using larger triggers leads to higher
ASR.

• Different models can behave differently during the attack even though we use the
same data. Therefore, we can use the backdoor attacks as a tool for explainable AI.

• In [47], the authors claimed that the clean-label attack is not very effective. In
most cases, this is true, but we saw that we could make it effective with more
sophisticated triggers.

• The backdoor is easier for models that can overfit a small subset of their datasets.

8.5. CONCLUSIONS
Recent trends in machine learning lead to novel attack vectors like the backdoor attack.
This attack is very dangerous as it can compromise AI-powered systems. Naturally, the
backdoor attack also attracted significant attention, resulting in numerous novel attack
and defense versions. In this work, we explored the effects of various trigger character-
istics on the backdoor’s performance in four domains. Our results show that deploying
backdoor attacks is relatively easy for all investigated domains. There are sufficient
commonalities between the attacks in different domains to ease their deployment in
real-world applications and devise novel, more generic defenses.
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9
BACKDOOR PONY: EVALUATING

BACKDOOR ATTACKS AND

DEFENSES IN DIFFERENT DOMAINS

Outsourced training and crowdsourced datasets lead to a new threat for deep learning
models: the backdoor attack. In this attack, the adversary inserts a secret functionality in a
model, activated through malicious inputs. Backdoor attacks represent an active research
area due to diverse settings where they represent a real threat. Still, there is no framework to
evaluate existing attacks and defenses in different domains. Only a few toolboxes have been
implemented, but most of them focus on computer vision and are difficult to use. To bridge
this gap, we implement Backdoor Pony, a framework for evaluating attacks and defenses in
different domains through a user-friendly GUI.

This chapter has been published as A. Mercier, N. Smolin, O. Sihlovec, S. Koffas, S. Picek, “Backdoor Pony:
Evaluating backdoor attacks and defenses in different domains” SoftwareX, Volume 22, 2023, 101387, ISSN
2352-7110.
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9.1. MOTIVATION AND SIGNIFICANCE
Neural Networks have proven to work more accurately and considerably faster than
humans in several areas, such as facial recognition [47], stock market predictions [8], and
detection of “fake news” on social media [71]. For this reason, they are widely used and
recently deployed on critical applications like autonomous driving [4]. Thus, we must
ensure their secure operation and deployment in the real world. The backdoor attack is a
threat that has recently emerged and can have dire consequences as the trained model
can be manipulated to the adversary’s benefit [21]. It is, therefore, essential to develop
defenses to identify and counter these attacks. Up to date, only a few tools facilitate the
evaluation of such attacks and defenses. However, most of them target only computer
vision [34, 63, 46], or only offer a command line interface [46, 44]. As such, they are not
convenient for a broader audience.

To bridge this gap, we implemented Backdoor Pony.1 Backdoor Pony is a web-based
application containing a GUI through which users can evaluate backdoor attacks and
defenses in different application domains. Its GUI is user-friendly, making research more
accessible to a large audience. The user controls various hyperparameters for the attacks
and defenses through the GUI without the need to build complex pipelines. After each
experiment, various plots are shown to help users understand the performance of their
experiments. Our tool can follow the recent developments in this field, as it can be
extended with new attacks and defenses in all domains. To conclude, our tool could lower
the barrier for new researchers and establish a common point of reference for backdoor
attacks and defenses.

The main difference between Backdoor Pony and the state-of-the-art can be seen
in Table 9.1. We see that only OpenBackdoor [14] targets text applications, and the rest
are focused only on computer vision [34, 46, 63, 59]. Backdoor Pony is the first tool to
include audio and graph data. It is also the first to offer a GUI. While the existing tools
have implemented more attacks and defenses, we do not consider this a major limitation,
as we can use our extension API to extend our tool.

Table 9.1: A comparison of Backdoor Pony and the state-of-the-art.

Tool Image Text Audio Graph GUI #Attacks #Defenses
BackdoorBox [34] x 12 7

TrojanZoo [46] x 8 14
OpenBackdoor [14] x 12 4
BackdoorBench [63] x 8 9

Backdoor Toolbox [59] x 13 10
Backdoor Pony x x x x x 6 5

The implemented attacks and defenses by the state-of-the-art are shown in Table 9.2
and Backdoor Pony’s supported attacks and defenses in Table 9.3. In image classification,
we chose patch-based triggers as they are the most popular. In particular, we chose
the Badnet [21] and the clean-label attack [1]. From Table 9.2 we see that these attacks
are widely supported by the state-of-the-art. Even though it is very popular, we did
not use the Blended attack [11] as its performance is very similar to the Badnet attack.
We chose only three different defenses that target different parts of the pipeline (input

1https://github.com/Rezonansce/backdoorponyv2

https://github.com/Rezonansce/backdoorponyv2
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sanitization, backdoor removal, or monitoring) to avoid overlaps in our evaluations.
For text classification, we implemented BadNL attack [9] as it supports various triggers
(character, word, or sentence). As a defense, we chose ONION [51] as it is one of the first
defenses for textual backdoors. In graph and audio domains, we picked the most popular
attacks from the literature. In the graph domain, to the best of our knowledge, there is not
yet a domain-specific defense, and for audio, we chose STRIP-VITA [19]. Our tool supports
fewer defenses and attacks as we initially aimed for usability and application variety. Now
that many domains are supported, we can easily extend our tool with additional attacks
and defenses through our extension API.

Table 9.2: The implemented attacks and defenses by the state-of-the-art

Tool Type Attack Defense

BackdoorBox image

Badnets [21], Blended [11], Refool [38],
Clean-label [1], TUAP [80],
SleeperAgent [56], ISSBA [35],
WaNet [42], Blind [2], Input-aware [43],
PhysicalBA [33], LIRA [17]

3-layer Autoencoder [39],
ShrinkPad [33],
Fine-tuning, Fine-Pruning [36],
MCR [79], NAD [32], ABL [31]

TrojanZoo image
Badnets [21], ESB [58], TNN [37],
Refool [38], Blended [11], LB [72],
ABE [55], IMC [45]

Randomized Smoothing [13], DownUp [67],
Adversarial Retraining [40],
Manifold-projection [41], AC [5],
Spectral-signatures [60], STRIP [20], NEO [61],
Fine-Pruning [36], Neural Cleanse [62],
DeepInspect [7], TABOR [22],
Neuron Inspect [26], ABS

OpenBackdoor text

Badnets [21], AddSent [15], SynBkd [48],
StyleBkd [50], POR [54], TrojanLM [76],
SOS [70], LWP [30], EP [68], NeuBA [78],
LWS [52], RIPPLES [28]

ONION [51], STRIP-VITA [19], RAP [69], BKI [6]

BackdoorBench image
Badnets [21], Blended [11], Clean-label [1],
SIG [3], Low-frequency [74], ISSBA [35],
Input-aware [43], WaNet [42]

Fine-tuning, Fine-pruning [36], NAD [32],
Neural Cleanse [62], ANP [64], ABL [31], DBD [25]
Activation Clustering [5], Spectral-signatures [60],

Backdoor Toolbox image

Badnets [21], Badnets all-to-all [21],
Blended [11], TNN [37], Clean-label [1],
Input-aware [43], SIG [3], ISSBA [35],
WaNet [42], Refool [38], TaCT [57],
Adaptive [53], SleeperAgent [56]

SCAn [57], Activation clustering [5],
Spectral-signatures [60], SPECTRE [23],
STRIP [20], Sentinet [12], Low-frequency [74],
Neural Cleanse [62], Fine-pruning [36],
ABL [31]

Table 9.3: The implemented attacks and defenses per data type.

Model Attack Defenses

Image
Badnet[21],
Clean-label[1]

De-trigger Autoencoder[29],
IBAU[73], STRIP[20]

Audio BAASV [75] STRIP-VITA[19]
Text BadNl[10] ONION[51]
Graph Zaixizhang[77], GTA[65] N/A

Our contributions can be summarized as follows:
• We implemented Backdoor Pony, the first user-friendly web-based framework that

allows smooth and fast evaluation of backdoor attacks and defenses.
• Backdoor Pony is the first tool that supports different applications like computer

vision, text classification, audio recognition, and graph neural networks (GNNs).
• Like other tools, Backdoor Pony is extensible with arbitrary attacks and defenses in

all four provided domains.
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9.2. BACKDOOR ATTACKS ON NEURAL NETWORKS.
Recent trends like outsourced training, machine learning as a service (MLaaS), and
crowdsourced datasets introduced a new threat for deep learning models, the backdoor
attack [21]. In this attack, an adversary injects a secret functionality in a trained model that
is activated through malicious inputs. In any other input, the model behaves normally to
avoid raising any suspicions. This attack can be mounted through data poisoning [21],
code poisoning [2], or weight poisoning [24]. Currently, we support only data poisoning
as it is the most popular and represents the large majority of the related works.

In a classifier, this secret functionality may be targeted misclassifications that happens
when the model’s input contains the trigger. For example, a stop sign with a yellow post-it
note (trigger) can be misclassified as a speed limit from a backdoored model deployed
in an autonomous car [21]. In the recent literature, various attacks have been designed.
The most targeted application is computer vision [18], but backdoor attacks have already
been implemented against text [9, 49], audio [75, 27], and GNNs [65, 66].

Defending against backdoors is difficult as there is no method to exhaustively verify
what a model has learned. New attacks that bypass existing countermeasures are con-
tinuously developed in the related literature, making this field a cat-and-mouse game
between the attackers and the defenders [24]. There are various countermeasures already
implemented that can be divided into different categories based on the assumptions
used. Some of them remove the triggers from the inputs without knowing if the model
is poisoned [16] or search for poisoned samples in the training dataset [5, 60]. Other
inspect the trained model offline to reverse engineer a trigger pattern and unlearn the
backdoor [62, 7], or monitor the operation of a model and raise alarms when there is
suspicious behavior [20]. Some of these countermeasures are white-box and assume the
defender has full access to the model and its training data [60, 5], or in the opposite case,
black-box [20, 22]. This field is generally very active, and new attacks and defenses are
published regularly, making it very challenging for researchers to keep up-to-date.

9.2.1. METRICS
We use the attack success rate (ASR) and the clean accuracy drop (CAD) to measure the
backdoor’s effectiveness. ASR is the percentage of the successfully activated backdoors
over a number of tries and should be as high as possible. The clean accuracy drop shows
the effect of the backdoor on the original task and should be as small as possible to avoid
raising any suspicions. To see the effectiveness of a defense, we can either show the ASR’s
drop after the defense’s implementation or a confusion matrix with statistics regarding
poisoned and clean data samples. In this case, we have the following categories:

• True/False positive rate: the probability the classifier correctly/incorrectly identi-
fies a poisoned input.

• True/False negative rate: the probability the classifier correctly/incorrectly identi-
fies a benign input.

9.3. SOFTWARE DESCRIPTION
Backdoor Pony uses a client-server architecture, shown in Figure 9.1. The front-end
consists of a web application with a GUI that controls the tool. The web application is
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Figure 9.1: Software architecture overview.

written in javascript and mainly uses the Vue library. The back-end server is where all
the services are run. The server is written in python and uses the Flask framework. Its
/src can be found in the server folder, while the front-end /src can be found in the
gui folder. The server and front-end use REST-API to communicate.

The server functions in parallel to the GUI interface. The highest level of the server’s
architecture consists of a runner that keeps track of the current state of the front-end
application. Its job is to execute the instructions in the incoming REST requests on the
appropriate service. The runner also ensures that the requests are made in the correct
order, making it impossible, for example, to execute an attack if the model has not been
chosen.

The different services executed in order are “model”, “attack”, “defense”, and “plot”.
All the hyperparameters and the resulting data of the services are stored in a python
dictionary used to pass information through the framework. The interaction between the
services and the dictionary can be seen in Figure 9.1. After the user makes a selection from
the available models and updates its hyperparameters, the model is trained on one of the
datasets included in the framework. After the model is trained, the user selects and runs
the attacks and defenses. Some of our implemented neural network models use PyTorch,
and a few of our attacks and defenses also use the Adversarial Robustness Toolbox [44].
We implemented the rest of them from scratch using PyTorch. After applying the attacks
and the defenses, we save all the corresponding hyperparameters and results into the
dictionary. This information is used for the plots in the last step of our tool. The available
metrics differ based on what attacks and defenses were selected. As stated before, the
model service stores its results in the dictionary before the attacks and defenses are run.
In this way, the user can easily compare the network’s performance before or after the
attack or the defense. Once the plot service has computed all the statistics, they are sent
in a specific format to the GUI, which will generate the corresponding plots.

Backdoor Pony runs with Docker. The server and the front-end run in a separate
container. Docker is also used to connect to the integrated GPU support. Running
“docker-compose up” with an existing PyTorch image and CUDA/NVIDIA drivers will
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automatically expose all available GPUs in the system to the container. The user may also
select which specific GPUs will be used. One of our focuses for Backdoor Pony was to
maintain high code quality. We have achieved this by implementing engineering practices,
creating unit tests, and comprehensive documentation. This was done to ease future
implementation or the integration of new attacks and defenses into Backdoor Pony.

9.4. ILLUSTRATIVE EXAMPLE
In this section, we first show a high-level overview of the framework’s operating flow
(Figure 9.2) and then provide an illustrative example of its usage. As we show in Figure 9.2,
the user selects a dataset and a model, an attack (optionally), and a defense (optionally)
and then proceeds to the training. When the training finishes, the user selects the plots
needed and, optionally, downloads the execution history. Our tool has information
buttons - the “i” letter enclosed in a red circular background - to facilitate its usage. When
this button is clicked, a pop-up window shows all relevant information about that field.

Figure 9.2: General workflow of the application.

9.4.1. DATASET SELECTION
First we need to select a dataset. The selection screen will appear after the user clicks on
the Start button from the home page. Here, a set of available datasets is presented (Fig-
ure 9.3). Only one can be chosen at a time. Image, audio, text, and graph are the four
types of available data categories, each having a unique icon. The right side of the screen
displays a list of configurable hyperparameters for the model that will be trained on the
selected dataset. In Figure 9.3, the user chooses the full CIFAR10 dataset (50000 training
images), SGD as the model’s optimizer, and a learning rate of 0.001.

When a choice has been made, the server loads a neural network that will be used to
classify the data. If the framework has previously used this dataset, and the hyperparam-
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eters were not changed from their default values, a pre-trained model will be loaded in
the current execution. Otherwise, the network is trained with the data after clicking the
Continue button.

Figure 9.3: Dataset selection screen.

9.4.2. CHOOSING THE ATTACK AND DEFENSE
Next, the user selects an attack and a defense. Similarly to the datasets, attacks, and
defenses are type-specific. Thus, only the attacks and defenses that match the dataset’s
type are shown for selection on the screen (Figure 9.4). Each attack and defense has a
set of hyperparameters appearing on the right side of the page after selecting the desired
mechanism (Figure 9.4). Multiple values can be typed in for a single field, separated by
commas which will trigger an execution of the simulation for each unique combination
of values.

Additionally, the user can skip running a defense for the current configuration by
selecting the None label in the list of defenses. This choice impacts the available metrics
after the attack has been completed. Once the user has chosen the means of attack,
defense, and hyperparameters, clicking the Execute button - placed in the bottom right
of the page (Figure 9.4) - will start applying the attack and defense on the neural network.

9.4.3. METRICS CONFIGURATION
The metrics’ settings page will appear once the previous step has finished its execution.
The tool can generate multiple plots that indicate the model’s performance or the attack’s
and defense’s effectiveness. These plots include the model’s accuracy, the ASR, the CAD,
the true and false positive rates, and the true and false negative rates.

To create a plot, the user clicks on the “+” sign of the desired metric and specifies
the variables for the “X ” and “Y ” axes and the fixed hyperparameters selected for the
attacks and defenses. An example plot would be the poisoned model’s accuracy in the
“Y ” axis and the poisoning rate (the percentage of the poisoned data) in the “X ” axis. The
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Figure 9.4: Attack (parameter selection upper right window) and Defense (parameters selection lower right
window) selection screen.

fixed hyperparameters would be the rest of the options given by the user in the previous
screens (target class, style of trigger) as shown in Figure 9.5. The Add button saves the
plot configuration and the Plot button produces the corresponding plots. To create these
plots, the server feeds clean or poisoned inputs to the model and calculates the chosen
metrics.

Figure 9.5: Network accuracy metric settings.

9.4.4. RESULTS
Finally, the plots will be presented in the Results tab (Figure 9.6), where we can see
the clean accuracy (leftmost plot), which is the model’s accuracy on clean inputs, the
ASR (middle plot), which shows the attack’s effectiveness, and the clean accuracy drop
(rightmost plot), which shows the performance drop by the backdoor insertion. A text
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file can be downloaded that includes details about the dataset, attacks, defenses, and
the chosen hyperparameters. This file shows information about basic user choices in
simple sentences and shows more complex options in a json format. An example of the
generated configuration file is shown in Listing 9.1. It contains information about the
chosen dataset, the model used, the attack and hyperparameters (trigger’s position and
poisoning rate), the defense and hyperparameters, and the plot configuration.

Figure 9.6: Example of resulting plots.

1 . Select the IMDB dataset ;
2 . Select ’ use bui l t −in model ’ ;
3 . Choose the stealthybadnl attack ;
3a . Input [ 1 ] for t a r g e t c l a s s ;

Attack parameters :
{ " t a r g e t _ c l a s s " : { " pretty_name " : " Target c l a s s " , " value " : [ 1 ] } ,
" location " : { " pretty_name " : " Trigger location " , " value " : [ " s t a r t " ] ,

" values " : [ " s t a r t " , "middle " , "end " ] } ,
" t r i g g e r " : { " pretty_name " : " Trigger " , " value " : [ " char " ] ,
" values " : [ " char " , "word" , " sentence " ] } ,
" poison_percent " : { " pretty_name " : " Percentage of poison " , " value " : [ 0 . 1 ] ,

"minimum" : 0 , "maximum" : 1 , " i s V a l i d " : true } }
4 . Choose the onion defense ;
Defense parameters :
{ " threshold " : { " pretty_name " : "Threshold " , " value " : [ 2 0 ] } }
5 . Press execute .
6 . Metrics :
{ " metrics0 " : { " metric " : "Accuracy " , " x_axis " : " Percentage of poison " ,

" plot " : " Target c l a s s " ,
"graph " : { " 1 " : { " points " : [ { " x " : 0 . 1 , "y " : 5 0 . 8 } ] ,

"name" : 1 } } } ,
" metrics1 " : { " metric " : "Accuracy " , " x_axis " : " Percentage of poison " ,

" plot " : " Target c l a s s " ,
"graph " : { " 1 " : { " points " : [ { " x " : 0 . 1 , "y " : 5 2 . 8 } ] ,

"name" : 1 } } } }

Listing 9.1: Example configuration file
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9.5. IMPACT
Backdoor Pony is a framework that targets both cutting-edge research and education.
The framework’s documentation shows how users can extend this tool through a few
simple steps and add new attacks and defenses. This extension mechanism will keep
Backdoor Pony up to date with all the recent developments in the field. An up-to-date
tool will reduce the load of re-implementing existing works from the literature and lead
to faster results and more accurate research outcomes. Additionally, Backdoor Pony can
run multiple experiments sequentially by accepting a list of values for the experiment’s
hyperparameters. This speeds up ablation studies allowing users to focus on identifying
trends instead of building pipelines. We have already used this tool in our internal
research projects, and we believe it can be a valuable contribution to the community.
Unlike current tools, e.g., [34, 63, 46], Backdoor Pony supports many application domains.
Thus, it can become a common point of reference for experiments among researchers
leading to fair comparisons between different attacks and defenses. Finally, its simplicity
and user-friendliness will lower the barriers to entry in this field and attract a broader
audience. As a result, it can become a valuable educational framework.

9.6. LIMITATIONS AND FUTURE WORK
While our tool can be a valuable contribution to the field we believe that there are a few
limitations. First, a few popular attacks and defenses are missing. However, we plan to
add them in the future allowing researchers to keep up with state-of-the-art without too
much effort. Additionally, in this version, custom models and datasets are not supported
as we wanted to ensure that our pipeline is functional before allowing arbitrary inputs
from the users. In the future, we will add this feature to Backdoor Pony allowing the
seamless evaluation of the attacks and the defenses on new data and tasks.

9.7. CONCLUSION
In this work, we presented Backdoor Pony which is a framework for evaluating backdoor
attacks and defenses in various application domains. To our knowledge, Backdoor Pony
is the first framework that supports four application domains (image, text, speech, and
graphs) as most of the previous tools focus only on computer vision. It also offers full
control of the hyperparameters involved through a user-friendly GUI making it suitable
for cutting-edge research and education.
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10
BAN: DETECTING BACKDOORS

ACTIVATED BY ADVERSARIAL

NEURON NOISE

Backdoor attacks on deep learning represent a recent threat that has gained significant
attention in the research community. Backdoor defenses are mainly based on backdoor
inversion, which has been shown to be generic, model-agnostic, and applicable to practical
threat scenarios. State-of-the-art backdoor inversion recovers a mask in the feature space
to locate prominent backdoor features, where benign and backdoor features can be disen-
tangled. However, it suffers from high computational overhead, and we also find that it
overly relies on prominent backdoor features that are highly distinguishable from benign
features. To tackle these shortcomings, this paper improves backdoor feature inversion for
backdoor detection by incorporating extra neuron activation information. In particular, we
adversarially increase the loss of backdoored models with respect to weights to activate the
backdoor effect, based on which we can easily differentiate backdoored and clean models.
Experimental results demonstrate our defense, BAN, is 1.37× (on CIFAR-10) and 5.11×
(on ImageNet200) more efficient with an average 9.99% higher detect success rate than
the state-of-the-art defense BTI-DBF. Our code and trained models are publicly available
at https://github.com/xiaoyunxxy/ban.

This chapter has been published as X. Xu, Z. Liu, S. Koffas, S. Yu, S. Picek, (2024). “BAN: detecting backdoors
activated by adversarial neuron noise.” Advances in Neural Information Processing Systems, 37, 114348-114373.
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10.1. INTRODUCTION
Deep neural networks (DNNs) are known to be vulnerable to backdoor attacks, a setting
where the attacker trains a malicious DNN to perform well on normal inputs but behave
inconsistently when receiving malicious inputs that are stamped with triggers [9]. The
malicious model is obtained by training with poisoned data [9, 6], by tampering with
the training process [22, 2], or by directly altering the model’s weights [14]. Backdoors
are proposed for various domains, from computer vision [9, 22, 6, 26, 38, 25] to graph
data [42] and neuromorphic data [1]. Still, backdoors in computer vision received most of
the attention of the research community, which also means there is a significant variety
of triggers. For instance, a trigger can be a pixel patch [9], an existing image [22], dynamic
perturbation [25], or image warping [26]. Various backdoor attacks target different stages
of the machine learning model pipeline, inducing several threat scenarios in which
defenses are developed by exploiting different knowledge.

Trigger inversion is a principled method that makes minimal assumptions about the
backdoor attacks in the threat model [39, 40, 44], and it has clear advantages to training-
time [18] or run-time defenses [24, 19, 11]. Input space trigger inversion is first introduced
by Neural Cleanse (NC) [36], where potential triggers for all target classes are reversed by
minimizing the model loss of clean inputs. Median absolute deviations of reversed triggers
from all classes are then calculated to detect triggers. More recently, input space trigger
inversion methods have been shown to be ineffective against feature space backdoor
attacks [26, 39]. To address this problem, FeatureRE [39] proposes a detection method
using feature space triggers. The authors observe that features of backdoored and benign
inputs are separable in the feature space by hyperplanes. Unicorn [40] formally defines
and analyzes different spaces for trigger inversion problems. An invertible input space
transformation function is proposed to map the input space to others, such as feature
space, and to reconstruct the backdoor triggers. These trigger inversion methods can be
considered as an optimization problem for the targeted class. They optimize the input
images to mislead the model under various constraints and recover strong triggers in
different spaces. The state-of-the-art trigger inversion method, BTI-DBF [44], increases
the inversion efficiency by relaxing the dependency of trigger inversion on the target labels.
BTI-DBF trains a trigger generator by minimizing the differences between benign samples
and their generated poisoned version in decoupled benign features while maximizing
the differences in remaining backdoor features. Feature space trigger inversion defenses
are generic and effective against most backdoor attacks. However, we show that BTI-
DBF may fail against BadNets, as its backdoor is not prominent in the feature space (see
Section 10.3.4). In addition, existing works still suffer from huge computational overhead
and overly rely on prominent backdoor features.

To resolve this shortcoming, we propose a defense called detecting Backdoors ac-
tivated by Adversarial neuron Noise (BAN). Our defense is inspired by the finding that
backdoored models are more sensitive to adversarial noise than benign models [43, 10],
and neuron noise can be adversarially manipulated to indicate backdoor activations [41].
Specifically, BAN generates adversarial neuron noise, where the weights of the victim
model are adversarially perturbed to maximize the classification loss on a clean data
set. Simultaneously, trigger inversion is conducted in the victim model’s feature space to
calculate the mask for benign and backdoor features. Clean inputs with masked feature
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Backdoor:

Benign:

Neuron noise increasing Targeted label
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Figure 10.1: The feature plots of backdoor and benign models with neuron noise using ResNet18 on CIFAR-10.
The darker blue represents the target label. As noise increases, the backdoor model identifies more inputs from

each class as the target label. The clean model has fewer errors, and there is no significant increase in the
number of misclassifications to the target class.

maps are then fed to the adversarially perturbed model, based on the outputs of which
backdoored models can be differentiated. Figure 10.1 presents a t-SNE visualization
of the feature space for backdoored and clean models when they are perturbed with
different levels of adversarial neuron noise. It can be observed that the backdoored model
misclassifies parts of the data from all classes as the target class when the adversarial
neuron noise increases, while the clean model has fewer misclassifications under the
same level of noise. By leveraging the induced difference, BAN can successfully detect
and mitigate backdoor attacks in both input and feature space.

We make the following contributions:
• We find a generalization shortcoming in current trigger inversion-based detection

methods (FeatureRE [39], Unicorn [40], BTI-DBF [44]). In particular, feature space
detections overly rely on highly distinguishable prominent backdoor features. We
provide an in-depth analysis of trigger inversion-based backdoor defenses, showing
that prominent backdoor features that are exploited by state-of-the-art defenses to
distinguish feature space backdoors may not be suitable for the identification of
input space backdoors.

• We propose detecting Backdoors activated by Adversarial neuron Noise (BAN) to
mitigate this generalization shortcoming by introducing neuron noise into feature
space trigger inversion. BAN includes an adversarial learning process to incorpo-
rate neuron activation information into the inversion-based backdoor detection.
Experimental results demonstrate that BAN is 1.37× (on CIFAR-10) and 5.11× (on
ImageNet200) more efficient with a 9.99% higher detect success rate than the state-
of-the-art defense BTI-DBF [44].

• We also exploit the neuron noise to further design a simple yet effective defense for
removing the backdoor, such that we build a workable framework.
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10.2. BACKDOORS
Attacks. Backdoor attacks [9, 22, 2, 26, 25, 38, 35, 8, 20, 3] refer to injecting a secret
functionality into the victim model that is activated through malicious inputs that contain
the trigger. To this end, substantial research has been proposed by poisoning a small
percentage of training data using small and static triggers [9, 6, 22]. Early attacks generate
backdoors in input space, where BadNets [9] is the first backdoor attack in DNNs. Blend [6]
proposed three injection strategies to blend translucent images into inputs of DNNs as
triggers. The authors controlled the transparency of the trigger to allow the trade-off
between strength of attack and invisibility. Although these attacks work well, their triggers
are still perceptible to humans and can be easily detected by backdoor defenses, such as
Activation Clustering (AC) [4] and NC [36].

Dynamic and imperceptible triggers [26, 25, 38, 8], including feature space backdoor
triggers [20, 25], are explored to bypass both human observers and input space defenses.
IAD [25] designs input-specific triggers. To evaluate the uniqueness of dynamic triggers,
the authors designed a cross-trigger test to determine whether the trigger of one input is
reusable to others. WaNet [26] proposes warping-based triggers, which are unnoticeable
and smooth in the input space. Bpp [38] exploits vulnerabilities in the human visual
system and, by using image quantization and dithering, introduces invisible triggers that
are stealthier than previous attacks.

Adaptive backdoor attacks [31, 28, 24] are built to systematically evaluate defenses,
where attacks discourage the indistinguishability of latent representations of poisoned
and benign inputs in the feature space. Adap-Blend [28] divides the trigger image into
16 pieces and randomly applies only 50% of the trigger during data poisoning. They
use the full trigger image at inference time to mislead the poisoned model. SSDT [24]
considers the combination of source-specific and dynamic-trigger backdoors. Only the
inputs from victim classes (source) with the dynamic triggers are classified to the target
labels, which encourages the generalization of more diverse trigger patterns from different
inputs. In this paper, we evaluate BAN against various types of attacks, including input
space, feature space, and adaptive attacks, to provide a systematic evaluation resembling
practical threats.

Defenses. Trigger inversion-based backdoor defense is considered one of the most
practical and general defenses against backdoors [39, 40, 44]. The recovered trigger is
used to determine whether the model is backdoored. For example, NC [36] reverses
input space triggers to detect backdoors by selecting significantly smaller triggers in size.
Other methods, such as ABS [21] and FeatureRE [39], usually determine whether there is
a backdoor based on the attack success rate of the trigger. More specifically, given a DNN
model f and a small set of clean data Dc = {xn , yn}N

n=1, NC recovers the potential trigger
by solving the following objective:

min
m,t

L ( f ((1−m)⊙x+m⊙ t), yt )+λ|m|, (10.1)

where (x, y) ∈Dc and m is the trigger mask, t is the trigger pattern, and yt is the target label.
The mask m determines whether the pattern will replace the pixel. L is the cross-entropy
loss function. Most prior works [12, 30, 21, 39, 40] follow this design to conduct trigger
inversion for all possible target labels. For example, Tabor [12] adds more constraints
to the NC optimization problem according to the overly large (large size triggers but no
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overlaps with the true trigger) and overlaying (overlap the true trigger but with redundant
noise) problem of NC. Moving from input space to feature, FeatureRE [39] utilizes feature
space constraint according to an observation that neuron activation values representing
the backdoor behavior are orthogonal to others. Unicorn [40] proposes a transformation
function that projects from the input space to other spaces, such as feature space [26] and
numerical space [38]. Then, the authors conduct trigger inversion in different spaces.

Unlike previous NC-style methods, recent works [44, 37] explore different optimization
objectives to avoid the time-consuming optimization for all possible target classes or
to avoid the fixed mask-pattern design as advanced attacks utilize more complex and
dynamic triggers. BTI-DBF [44] takes advantage of the prior knowledge that benign and
backdoored features are decoupled in the feature space. It distinguishes them by the
optimization objective, where benign features contribute to the correct predictions and
backdoored features lead to wrong predictions. Based on the decoupled features, BTI-
DBF trains a trigger generator by minimizing the difference between benign samples and
their generated version according to the benign features and maximizing the difference
according to the backdoored features. Feature space backdoor defenses are developed
based on the fact that backdoor features are highly distinguishable from benign features.
However, this finding is not consistently valid for input space attacks where the feature
difference is small (See Section 10.3.4).

10.3. BAN METHOD

10.3.1. THE PIPELINE OF TRAINING BACKDOOR MODELS
For brevity, consider an L-layer fully connected network f (similar principles apply to
convolutional networks) that has l = l1 + l2 +·· ·+ lL neurons. xn ∈ Rdx and yn ∈ {0,1}dy

are the nth image and its label in dx and dy dimensional spaces, respectively. The attacker
creates a poisoned dataset Dp by poisoning generators GX and GY for a subset of the
whole training dataset, i.e., Dp =Dc ∪Db . Dc is the original clean data. Db is the poisoned
backdoor data, Db = {(x′, y ′)|x′ =GX (x), y ′ =GY (y), (x, y) ∈D−Dc }. In all-to-one attacks,
GY (y) = yt , yt is the attacker-specified target class. In our experiments, we consider the
dirty-label attack. In all-to-all attacks, ususally GY (y) = (y +1) [44, 26, 38], which is also
what we chose in our experiments. In the training stage, the backdoor is injected into the
model by training with Dp , i.e., minimizing the training loss on Dp to find the optimal
weights and bias (w∗,b∗):

min
w,b

LDp (w,b) = E
(x,y)∈Dp

ℓ( f (x;w,b), y), (10.2)

where ℓ(·, ·) is the cross-entropy. In the inference stage, the backdoored model predicts
an unseen input x̂ as its true label ŷ but predicts GX (x̂) as GY (ŷ): f (GX (x̂);w,b) =GY (ŷ).

10.3.2. THREAT MODEL
Attacker’s goal. We consider the attacker to be the pre-trained model’s provider. The
attacker aims to inject stealthy backdoors into the pre-trained models. The pre-trained
models perform well on clean inputs but predict the attacker-chosen target label when
receiving backdoor inputs.
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Attacker knowledge. The attacker has white-box access to the model, including
training data, architectures, hyperparameters, and model weights.

Defender’s goal and knowledge. The main goal is to detect whether a given model is
backdoored and then remove the potential backdoor according to the detection results.
Following [39, 40, 44], we assume the defender has white-box access to the model and
holds a few local clean samples. However, the defender does not have access to the
training data and has no knowledge of the backdoor trigger.

10.3.3. DETECTION WITH NEURON NOISE
Based on previous findings that adversarial noise can activate backdoors [43, 41, 10],
we design a two-step method for backdoor detection. First, we search for noise on
neurons that can activate the potential backdoor. Then, we decouple the benign and
backdoored features using a learnable mask of the latent feature (the output before the
final classification layer).

Neuron Noise. In backdoor models, there are two types of neurons: benign and
backdoor [21]. The backdoor neurons build a shortcut from GX (x) to GY (y). Neuron noise
is generated noises added on neurons to maximize model loss on clean samples in an
adversarial manner [23]. The noise on benign neurons evenly misleads prediction to all
classes, while the noise on backdoor neurons tends to mislead prediction to the target
label due to the backdoor shortcut, as shown in Figure 10.1. Therefore, backdoor models
with noise behave differently from benign models with noise, as there are no backdoor
neurons in the benign models.

Given the jth neuron connecting the ith layer and (i −1)th layer, we denote its weight
and bias with wi j and bi j , respectively. Neuron noise can be added to the neuron by
multiplying its weight and bias with a small number: (1+δi j )wi j and (1+ξi j )bi j . Then,
the output of the neuron is:

hi j =σ
(
(1+δi j )w⊤

i j h(i−1) + (1+ξi j )bi j
)
, (10.3)

where h(i−1) is the output of the previous layer and σ(·) is the nonlinear function (acti-
vation). The noise on all neurons are represented by δ= [δ1,1, · · · ,δl1,1, · · · ,δ1,L , · · · ,δlL ,L]
and ξ= [ξ1,1, · · · ,ξl1,1, · · · ,ξ1,L , · · · ,ξlL ,L]. The δ and ξ are optimized via a maximization to
increase the cross-entropy loss on the clean data:

max
δ,ξ∈S

LDc ((1+δ)⊙w, (1+ξ)⊙b),

S = B(w;ϵ) = {δ ∈Rl |δ≤ ϵ},
(10.4)

where S is the ball function of the radius ϵ in the l dimensional space. δ and ξ share the
ball function S as the maximum noise size. The maximization in Eq. (10.4) can be solved
by PGD [23] algorithm with a random start, as PGD can better explore the entire searching
space to mitigate local minima [23].

Feature Decoupling with Mask. The neuron noise activates the backdoor (see Fig-
ure 10.1) and misleads the predictions to the target label. However, the performance has
high variance when searching for noise multiple times, which we conjecture is caused
by random initialization. Therefore, inspired by [44], we further introduce a feature de-
coupling process to enhance the effect of noise on backdoored features but maintain
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Figure 10.2: Model’s clean accuracy with (red dots) and without (blue dots) the mask defined in Eq. (10.6). Only
the backdoored models are affected by the noise.

a decreased effect on benign features. Specifically, the network f is decomposed into
g = f1 ◦ · · · ◦ fL−1 and fL , where fL−1 extracts the latent features from x, while fL is the
classification layer. Then, we use a mask m on top of the latent feature g (x) to decouple
benign and backdoored features. The optimization objective can be written as:

min
m

L ( fL ◦ (g (x)⊙m), y)−L ( fL ◦ (g (x)⊙ (1−m)), y)+λ1|m|, (10.5)

where ⊙ is the element-wise product. This optimization divides the latent features into
two parts through the mask while maintaining a relatively small size of m. Note that the
regularizer for m in Eq. (10.5) is necessary. Otherwise, m will become a dense matrix full
of ones to focus on the positive part of Eq. (10.5) because maintaining only the positive
part (without penalty of |m|) already satisfies the optimization objective. Finally, we apply
the negative mask (1−m) on top of latent feature of f to enhance the backdoor effect.
The final output is:

fL ◦
(
g
(
x; (1+δ)⊙w, (1+ξ)⊙b

)⊙ (1−m)
)
. (10.6)

In Figure 10.2, the blue dots show the accuracy after adding noise to the model. The
red dots show the accuracy (with noise) while applying the feature mask to the model
using Eq. (10.6). Our feature masks do not affect the performance of benign models.
However, we see that the performance is significantly decreased for backdoored models.
This decrease is caused by the model only using backdoor features (through the negative
mask), which means the backdoor is activated more frequently. Finally, a suspect model
is determined backdoored if the prediction using Eq. (10.6) has a high attack success rate.
For all-to-one attacks, the misclassification will be concentrated into one label, which
is the target label. For all-to-all attacks, we can do the same as for all-to-one attacks but
evaluate the prediction for each class independently.

10.3.4. IMPROVING BTI-DBF
This section shows that the most recent work, BTI-DBF [44], may fail to capture the
backdoor features by its decoupling method in Table 10.2. We show how to patch BTI-
DBF using a simple solution. The BTI-DBF is the original version, and BTI-DBF* is our
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improved version. The main pipeline of BTI-DBF consists of two steps: (1) decoupling be-
nign and backdoor features and (2) trigger inversion by minimizing the distance between
benign features and maximizing the distance between backdoor features. We found that
the defense’s first step may introduce errors in the decoupled features. Similar to our
Eq. (10.5), the decoupling of BTI-DBF can be written as:

min
m

L ( fL ◦ (g (x)⊙m), y)−L ( fL ◦ (g (x)⊙ (1−m)), y). (10.7)

However, this equation has no constraints on the feature mask m. Overall, the optimiza-
tion objective is to decrease the loss. Obviously, BTI-DBF’s decoupling encourages the
norm of the mask to increase so that the loss will focus on the positive part and ignore
the negative part because the negative part goes against the overall objective. Finally,
the mask will be a dense matrix that is full of ones. The fL ◦ (g (x)⊙ (1−m)) is ignored
due to multiplying by zero. We propose a simple solution to fix the problem by adding
a regularizer of the size of the mask to the loss, i.e., we use our Eq. (10.5) as the first
step of BTI-DBF*. According to Table 10.2, BTI-DBF* successfully overcomes BTI-DBF’s
shortcomings.

10.3.5. BACKDOOR DEFENSE
After determining whether a suspect model is backdoored, we can fine-tune the back-
doored model to remove the backdoor. However, standard fine-tuning using clean data
does not effectively remove the backdoor because it does not activate it. Therefore, we
propose using optimized neuron noise to fine-tune the model. In the optimization of
the neuron noise, the objective is to increase the loss of L ( f (x), y). We consider both the
benign and backdoor neurons to contribute to the increase in loss when optimizing the
noise. Indeed, on benign neurons, the neuron noise misleads f to any result other than
the true label y , while the noise misleads f to the target label GY (y) on backdoor neurons.
Therefore, a straightforward method is to decrease the loss between noise output and the
true label. The loss for our noise fine-tuning can be written as:

min
w,b

L ( f (x;w,b), y)+λ2L ( f (x; (1+δ)⊙w, (1+ξ)⊙b), y). (10.8)

10.4. EXPERIMENTAL SETUP

10.4.1. DATASETS
The datasets for our experiments include CIFAR-10 [16], GTSRB [33], Tiny-ImageNet [17],
and a subset of ImageNet-1K [7]. CIFAR-10 [16] contains 50,000 training images and
10,000 testing images with the size of 3×32×32 in 10 classes. GTSRB [33] contains 39,209
training images and 12,630 testing images in 43 classes. In our experiments, the images
are resized to 3×32×32. Tiny-ImageNet [17] contains 100,000 training images and 10,000
testing images with the size 3×64×64 in 200 classes. ImageNet [7] contains over 1.2
million high-resolution images in 1,000 classes. Our experiments use a subset of the full
ImageNet dataset, i.e., 200 randomly selected classes. Each class has 1300 training images
and 50 testing images. The ImageNet images are scaled to 3×224×224.
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Figure 10.3: BadNets features are weaker when using the mask to disentangle the benign and backdoor features.
Defenses that are biased towards large differences may not work in cases like BadNets.

10.4.2. MODELS
BAN is evaluated using three architectures: ResNet18 [13], VGG16 [32], and Dense-
Net121 [15]. For all backdoored models, we use SGD with a momentum of 0.9, weight
decay of 5×10−4, and a learning rate of 0.01. We train for 200 epochs, and the learning
rate is divided by 10 at the 100-th and 150-th epochs. Same to [41], we use 90% of training
data for training backdoor models and 10% for the validation set.

10.4.3. ATTACK BASELINES.
Our experiments are conducted using seven attacks: BadNets [9], Blend [6], WaNet [26],
IAD [25], BppAttack [38], Adap-Blend [28], and SSDT [24], which are commonly used in
other works [44, 39, 40, 46, 29]. The BadNets [9] and Blend [6] are designed for input space.
WaNet [26], IAD [25], and BppAttack [38] are designed for feature space. Adap-Blend [28]
and SSDT [24] (for adaptive evaluation) are state-of-the-art attacks that have been recently
introduced to bypass backdoor defenses. The main idea of Adap-Blend [28] and SSDT [24]
is to obscure the latent separation in features of benign and backdoor samples. We used
the following configuration parameters for our triggers:

• BadNets. We use a 3×3 pattern to build the trigger with 5% poisoning rate.

• Blend. We use the random Gaussian noise and blend ratio 0.2 for backdoor training.
The poisoning rate is 5%.

• Adap-Blend. We use the “hellokitty_32.png” and blend ratio of 0.2 to build triggers.
The poisoning rate is 5%.

• SSDT. SSDT is a Source-Specific attack, which only misleads the victim classes to
the targeted class. We use class 1 as the victim and class 0 as the target class.

• For other attacks and hyperparameters not mentioned, we use the default settings
from the papers or their official open-source implementations.

10.4.4. DEFENSE BASELINES
BAN is compared to five representative methods: Neural Cleanse (NC) [36], Tabor [12],
FeatureRE [39], Unicorn [40], and BTI-DBF [44]. NC and Tabor are designed for input
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Figure 10.4: Illustrative diagram of BAN

space attacks, while the other three are designed for feature space and dealing with
the latest advanced attacks. BAN uses only 1% and 5% of training data for detection
and defense, respectively. Note the data used for our defense is not used for training
models, i.e., the defender has no knowledge of the model to be defended. The following
hyperparameters are used:

• NC and Tabor: We use the implementation and default hyperparameters from
TrojanZoo [27] for NC and Tabor. 1% of the training set is used to conduct 100
epochs of the trigger inversion. The learning rate is 0.01.

• FeatureRE: We first tried the default hyperparameters from the FeatureRE paper,
but they could not work even for BadNets. We assume this is because the constraints,
including feature mask size and similarity between original images and trigger
images, are limited to a very small size. Therefore, we relaxed the constraints on
masks and norms to find stronger triggers, including loss std bound=1.2, p loss
bound=0.2, loss std bound=1.2, mask size=0.06, and learning rate=0.001. We use
1% of the training set and run FeatureRE for 400 epochs for each class.

• Unicorn: The default hyperparameters for Unicorn are too powerful in our case,
and the recovered triggers can mislead any model to the target label when applied
to inputs. Every model, including benign models, is thought of as backdoored.
Therefore, we slightly increase thread values of the constraints on Unicorn opti-
mization to find proper triggers, including loss std bound=0.5, SSIM loss bound=0.1,
and mask size=0.01. We use 1% of the training set and run Unicorn 40 epochs for
each class.

• BTI-DBF: We follow the default settings in the BTI-DBF [44] paper. Note that
BTI-DBF uses 5% of training samples for defenses.

In this section we use bold font to denote the best results.

10.4.5. BAN SETTINGS
Detection. We use epsilon (ϵ) to limit the noise added to neurons. Otherwise, the model
weights are destroyed by the noise. The ϵ values are 0.3, 0.3, 0.2, and 0.1 for CIFAR-10,
GTSRB, Tiny-ImageNet, and ImageNet200, respectively. ϵ values are decided according
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to the size of the images. We use smaller ϵ for larger datasets. We use the 30-step PGD
algorithm to solve the optimization in Eq. (10.4) to find the noise, i.e., δ and ξ. We use
SGD and the learning rate of ϵ/30 for the PGD optimization. Then, we use Adam and
the learning rate of 0.01 to search for 20 epochs for the feature mask using Eq. (10.5).
The λ1 for Eq. (10.5) equals 0.75. The two optimizations above use 1% of the training set.
Note that this 1% of data is not used to train the backdoor models. The elements in the
mask are clamped into continuous values between 0 and 1. In Figure 10.4, we present an
illustrative diagram of BAN.

Defense. Our defense uses Eq. (10.8) to remove the backdoor. Due to limited access
to benign samples and time consumption, we only use 5% of training data and 25 epochs
for our fine-tuning. The trade-off hyperparameter (λ2) is 0.5. Then, we use the most
commonly used hyperparameters for the optimizer. We use SGD with momentum=0.9,
weight decay=5e-4, and learning rate=0.005 as the optimizer. The plain fine-tuning uses
the same hyperparameters as BAN.

Table 10.12 shows the ablation results on fine-tuning epochs, λ2, and learning rate.
Considering both performances on benign accuracy and removing the backdoor, our
hyperparameters (LR=0.005, λ2=0.5 and epoch=25) show the best results.

Hardware. All experiments are run on a single machine with 4 RTX A6000 (48GB) and
4 RTX A5000 (24GB) GPUs, CUDA 12.0.

10.5. EXPERIMENTAL RESULTS

10.5.1. THE PERFORMANCE OF BACKDOOR DETECTION
Main Results. In Table 10.1, BAN shows better results on CIFAR-10 than all baselines,
especially on advanced attacks. We note that the advanced detection methods (FeatureRE,
Unicorn, and BTI-DBF) perform worse than NC on simple attacks (BadNets and Blend).
We hypothesize this is because the backdoor features generated by BadNets are less
obvious on feature channels than advanced attacks in the feature space, such as WaNet
and IAD. Figure 10.3 shows that BadNets features are weaker than features from advanced
attacks using the feature mask in Eq. (10.5). Specifically, we optimize the feature mask
to disentangle the benign and backdoor features for four attacks. Then, we compute
two cross-entropy loss values using the positive mask (m) and the negative mask (1−m)
for benign and backdoor features, respectively. The average loss values and standard
deviation for four models for each attack are plotted in Figure 10.3. The negative loss
value of BadNets is much smaller than others, which means BadNets features are weaker
than others with regard to misleading the model to the backdoor target. Recent defenses
usually add more regularizers to their losses and optimization objectives to counteract
powerful backdoor attacks. These regularizers encourage the capturing of strong features
but omit weak ones. Thus, recent advanced detections can perform worse on BadNets
than NC.

Time consumption. BAN is efficient and scalable as we do not iterate over all target
classes. Figure 10.5 demonstrates that BAN uses substantially less time than all baselines.
BAN is also more scalable for larger architectures or datasets. BIT-DBF (76.90s) is 1.37×
slower than BAN (55.95s) on CIFAR-10 with ResNet18, and BIT-DBF (5,792.51s) without
pre-training is 5.11× slower than ours (1,132.85s) on ImageNet200 with ResNet18. Fea-
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Table 10.1: The detection results under different model architectures on CIFAR-10. The “Bd.” refers to the
number of models the defense identifies as backdoored. The “Acc.” refers to detection success accuracy. The

best results are marked in bold. BTI-DBF* refers to an improved version (details in Section 10.3.4).

Model Attack
NC Tabor FeatureRE Unicorn BTI-DBF* Ours

Bd. Acc. Bd. Acc. Bd. Acc. Bd. Acc. Bd. Acc. Bd. Acc.

ResNet18

No Attack 0 100% 0 100% 2 90% 6 70% 0 100% 0 100%
BadNets 20 100% 20 100% 14 70% 18 90% 18 90% 20 100%

Blend 20 100% 20 100% 20 100% 19 95% 20 100% 18 90%
WaNet 11 55% 8 40% 15 75% 20 100% 18 90% 20 100%

IAD 0 0% 0 0% 15 75% 11 55% 20 100% 20 100%
Bpp 0 0% 1 5% 12 60% 17 85 % 20 100% 20 100%

VGG16

No Attack 0 100% 0 100% 3 85% 6 70% 6 70% 0 100%
BadNets 18 90% 16 80% 13 65% 16 80% 18 90% 19 95%

Blend 19 95% 19 95% 16 80% 18 90% 16 80% 17 85%
WaNet 10 50% 9 45% 12 60% 18 90% 16 80% 20 100%

IAD 0 0% 0 0% 8 40% 17 85% 20 100% 20 100%
Bpp 9 45% 10 50% 5 25% 15 75% 14 70% 18 90%

DenseNet121

No Attack 0 100% 0 100% 5 75% 8 60% 3 85% 0 100%
BadNets 18 90% 20 100% 19 95% 15 75% 17 85% 20 100%

Blend 20 100% 20 100% 12 60% 18 90% 19 95% 20 100%
WaNet 13 65% 10 50% 20 100% 17 85% 14 70% 19 95%

IAD 0 0% 0 0% 14 70% 16 80% 14 70% 19 95%
Bpp 0 0% 0 0% 16 80% 8 40% 16 80% 20 100%

Average 60.56% 59.17% 72.5% 78.61% 86.39% 97.22%

tureRE (297.74s) is 5.32× slower than ours on CIFAR-10 with ResNet18, and it (6,053.62s)
is 45.14× slower on CIFAR-10 with DenseNet121 than ours (134.10s).

CIFAR-10 Tiny-ImageNet ImageNet200

Ours BTI-DBF BTI-DBF (w/ pre) NC FeatureRE Tabor Unicorn

Figure 10.5: Time consumption of detection baselines on ResNet18 (in seconds) for all three datasets. BAN uses
significantly less time than the baselines.

Table 10.3 shows the detection results using two larger datasets, Tiny-ImageNet and
Imagenet200 and Table 10.4 shows the results on GTSRB. ImageNet200 is a subset of
ImageNet-1K. We train 10 models for each case, 60 models in total. BAN still performs
well under the two larger datasets. We do not apply other baselines (except for BTI-DBF)
to larger datasets due to high computational requirements. For example, FeatureRE
costs more than 2 hours for detection in one class of ImageNet200 (default settings),
meaning FeatureRE needs more than 400 hours for a full detection on ImageNet200. In
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Table 10.2: The detection results of BTI-DBF and BTI-DBF* using ResNet18 and CIFAR-10.

Attack
BTI-DBF BTI-DBF* Ours

Bd. Acc. Bd. Acc. Bd. Acc.

No Attack 0 100% 0 100% 0 100%
BadNets 5 25% 18 90% 20 100%

Blend 0 0% 20 100% 18 90%
WaNet 7 35% 18 90% 20 100%

IAD 19 95% 20 100% 20 100%
Bpp 20 100% 20 100% 20 100%

GTSRB (Table 10.4), NC and BTI-DBF* perform worse against advanced attacks, while
BAN precisely detects all backdoor models.

Table 10.3: The detection results using ResNet18 under different datasets.

Dataset Attack
BTI-DBF BTI-DBF* Ours

Bd. Acc. Bd. Acc. Bd. Acc.

Tiny-ImageNet
No Attack 0 100% 0 100% 0 100%

WaNet 4 40% 6 60% 10 100%
IAD 9 90% 8 80% 10 100%

ImageNet200
No Attack 3 70% 0 100% 0 100%

WaNet 6 60% 9 90% 10 100%
IAD 10 100% 10 100% 10 100%

Table 10.4: The detection results on GTSRB with ResNet18.

Attack
NC BTI-DBF* Ours

Bd. Acc. Bd. Acc. Bd. Acc.

BadNets 20 100% 20 100% 20 100%
WaNet 8 40% 18 90% 20 100%

IAD 0 0% 20 100% 20 100%
Bpp 13 65% 14 70% 20 100%

10.5.2. THE PERFORMANCE OF BACKDOOR DEFENSE
A complete backdoor defense framework should include both detection and defense.
The goal of defense is to decrease the attack success rate (ASR) of backdoor triggers.
Detection before the defense is also necessary because the defense usually decreases
the performance on benign inputs [47, 44, 39, 46, 48]. In Section 10.3.5, we propose
a simple and effective fine-tuning method using the noise that activates the backdoor.
Table 10.5 compares BAN with three baselines: plain fine-tuning, FeatureRE [39], and
BTI-DBF(U) [44]. Plain fine-tuning refers to training the backdoor model using the same
hyperparameters as BAN but without the noise loss in Eq. (10.8). The FeatureRE [39] and
BTI-DBF(U) [44] refer to the defense methods from the respective paper. We use default
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Table 10.5: Defense against 5 attacks using ResNet18. BA refers to benign accuracy on clean data.

Attack
No defense Fine-tuning FeatureRE BTI-DBF(U) Ours

BA ASR BA ASR BA ASR BA ASR BA ASR

BadNets 93.37 99.41 92.93 87.81 93.15 99.79 91.26 13.12 92.06 1.97
Blend 94.60 100.00 93.07 99.99 93.20 39.28 91.86 100.00 92.72 4.10
WaNet 93.57 99.37 93.05 1.10 93.67 0.03 90.30 4.89 92.05 0.91

IAD 93.17 97.88 94.11 0.46 92.73 0.0 89.54 1.59 92.78 1.48
Bpp 94.29 99.93 93.85 4.46 94.21 98.13 90.61 2.73 92.54 2.58

Average 93.80 99.32 93.40 38.76 93.39 47.45 90.71 24.47 92.43 2.21

Table 10.6: Defense of backdoor attacks on Tiny-ImageNet and ImageNet200 using ResNet18.

Dataset Attack
No defense Fine-tuning BTI-DBF(U) Ours

BA ASR BA ASR BA ASR BA ASR

Tiny-ImageNet
WaNet 58.32 99.85 51.53 1.3 39.49 0.96 50.69 0.86

IAD 58.54 99.32 51.86 1.72 38.79 0.60 50.04 0.76
Bpp 60.63 99.89 57.72 0.15 46.84 0.40 57.66 0.10

ImageNet200
WaNet 77.01 99.74 66.71 0.78 63.47 1.0 69.95 0.58

IAD 76.72 99.75 69.91 0.42 64.33 1.24 72.18 1.30
Bpp 78.56 99.88 70.89 0.82 67.02 3.10 72.59 2.68

hyperparameters for FeatureRE [39] and BTI-DBF(U) [44]. For plain fine-tuning and BAN,
we use a small learning rate (0.005) to avoid jumping out of the current optimal parameters
of the well-trained model. Then, we use λ2 (0.5) for Eq. (10.8) for the trade-off between
robustness against backdoor and clean accuracy. We fine-tune for a short schedule of
25 epochs, as the model is well-trained. Table 10.12 in Section 10.4.5 shows defense
performance with standard deviation on different hyperparameters, which supports our
choice. Tables 10.5 and 10.6 demonstrate that our fine-tuning method effectively removes
the backdoor while preserving high accuracy in benign inputs. ANP [41] uses a similar
neuron noise for pruning backdoor neurons. Their optimization objective includes
neuron noise and neuron mask. The neuron noise is optimized to fool the network, while
the mask controls a trade-off for clean cross-entropy loss. We compare our fine-tuning
with ANP in Table 10.7. The hyperparameters of ANP are the default from the original
paper.

Table 10.7: Comparison with ANP [41] on CIFAR-10 using ResNet18.

Defense
BadNets Blend WaNet IAD Bpp

BA ASR BA ASR BA ASR BA ASR BA ASR

No defense 93.37 99.41 94.60 100 93.57 99.37 92.83 97.10 94.29 99.93
ANP 93.16 2.13 94.17 97.24 93.06 13.84 92.50 0.44 93.80 4.77
Ours 92.26 2.04 92.61 1.04 92.18 0.87 92.36 1.47 92.82 2.16
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10.5.3. DEFENSE AGAINST ALL-TO-ALL ATTACKS
Previous works [39, 40] usually only consider all-to-one attacks, which limits the ap-
plication in practical situations. In this section, we evaluate our fine-tuning method
under three all-to-all attacks: WaNet-All [26], IAD-All [25], and Bpp-All [38]. FeatureRE
is designed for all-to-one attacks, so we use target label 0 here for FeatureRE. FeatureRE
is included to show that the all-to-one defense does not work in the all-to-all setting.
BAN is capable of handling all-to-all attacks because we directly explore the neurons
themselves instead of optimizing for the potential targeted label. Table 10.8 demonstrates
the effectiveness of our method.

Table 10.8: Defense against all-to-all backdoor attacks. BA refers to benign accuracy on clean data.

Attack
No defense Fine-tuning FeatureRE BTI-DBF(U) Ours

BA ASR BA ASR BA ASR BA ASR BA ASR

WaNet-All 93.60 91.86 92.65 18.03 93.33 91.96 91.30 1.72 92.29 1.11
IAD-All 92.96 90.62 93.19 3.72 93.06 91.20 91.36 3.72 92.31 1.13
Bpp-All 94.45 84.68 93.90 1.58 94.32 83.87 90.16 2.05 93.23 1.38

Average 93.67 89.05 93.25 7.78 93.57 89.01 90.94 2.49 92.61 1.21

10.5.4. EVALUATION UNDER ADAPTIVE ATTACK
Attackers may design a specific attack for a defense when they know its details [34]. In
this section, we evaluate BAN against two attacks that attempt to bypass the difference
between backdoor and benign features: Adap-Blend [28] and SSDT attack [24]. Both
Adap-Blend [28] and SSDT attack [24] try to obscure the difference between benign and
backdoor latent features. Adap-Blend [28] achieves it by randomly applying 50% of the
trigger to poison the training data, while SSDT attack [24] utilizes source-specific and
dynamic-triggers to reduce the impact of triggers on samples from non-victim classes.
The source-specific attack refers to backdoor triggers that mislead the model to the target
class only when applied to victim class samples. Table 10.9 demonstrates our approach is
resistant to these two attacks, while other methods fail. The reason is that the backdoor
features of SSDT are close to benign features in the feature space. It is difficult for other
methods to distinguish between backdoor and benign features created by SSDT. Our
detection method directly analyzes the model itself using neuron noise, which captures
the difference between backdoor and benign models concerning parameters. Table 10.10
shows the fine-tuning results using our defense method against the two Adap-blend and
SSDT. The results show that fine-tuning with neuron noise can remove the backdoor with
a slight decrease in clean accuracy.

Table 10.9: The detection results under adaptive attacks on using CIFAR-10 and ResNet18.

Attack
NC Tabor FeatureRE Unicorn BTI-DBF* Ours

Bd. Acc. Bd. Acc. Bd. Acc. Bd. Acc. Bd. Acc. Bd. Acc.

Adap-Patch 18 90% 15 75% 17 85% 20 100% 20 100% 20 100%
SSDT 0 0% 0 0% 0 0% 0 0% 20 100% 20 100%
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Table 10.10: Fine-tuning for adaptive attacks.

Attack
No defense Ours

BA ASR BA ASR

Adap-Patch 94.20 99.75 90.45 10.24
SSDT 93.86 90.30 93.29 0.90

10.5.5. ANALYSIS ON PROMINENT FEATURES
We provide additional analysis of the phenomenon that backdoor features are more
prominent for advanced attacks (WaNet, IAD, and Bpp) than weaker attacks (BadNets,
Blend). Table 10.11 demonstrates that previous decoupling methods cannot easily pick
up backdoor features from weak attacks, such as BadNets. In particular, when detecting
without the L1 regularizer (i.e., w/o norm), the negative feature loss of BadNets is high
with a very large L1 mask norm, while the Bpp has an even higher negative loss with a
much smaller mask norm. The high negative loss of BadNets is actually from the sparse
feature mask rather than backdoor features, i.e., there are too many zeros in (1 - m). This
indicates that BadNet backdoor features are less prominent than Bpp features, making it
more challenging to decouple BadNets features.

10.5.6. DIFFERENT POISONING RATES
BAN is effective against BadNets with different poisoning rates, as shown in Table 10.13.
We use BadNets because it is relatively weak at a low poisoning rate (i.e., hard to be
mitigated), while more advanced attacks may still be strong at a low poisoning rate.

10.5.7. AGAINST BACKDOORS ON ADDITIONAL ARCHITECTURES
We evaluate the defense performance on a 4-layer MLP is trained with benign samples and
with BadNets and on a 12-layer Swin transformer on CIFAR-10. Table 10.14 demonstrates
that BAN is effective on MLP, where the “num. to target” refers to the number of samples
(in 5000 validation samples) that are classified as the backdoor target after our detection.
We also find that the positive feature loss (i.e., benign feature loss) is very close to the
negative loss (i.e., potential backdoor feature loss), which indicates that the backdoor
features are more challenging to decouple from benign ones.

Table 10.15 provides experimental results of a 12-layer Swin transformer on CIFAR-10.
For BadNets and Blend, we train the backdoored network using Adam as the optimizer.
For WaNet, IAD, and Bpp, we use the default setting. All backdoored models can be
detected by BAN.

10.5.8. CHOOSING THE λ1
As discussed in the method section, the mask norm (L1 norm) with lambda in Eq. (10.5)
is to ensure that the optimization objective is decoupling between benign and backdoor
features. Without the constraint of the mask norm in Eq. (10.5), the optimization objective
will be simply increasing the mask norm unless there are extremely strong backdoor
features. The λ1 value selection is implemented by checking the value of the mask norm.
Table 10.16 provides an example of λ1 selection on CIFAR-10, where the maximal mask
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Table 10.11: Loss values when feeding the benign or backdoor features into the final classification layer. The
mask is optimized using Eq. (10.5) (w/ norm) or Eq. (10.7) (w/o norm). The shape of the feature mask is

512×4×4, so the maximal L1 norm is 8192.

Attack BA ASR L1 mask norm Positive feature loss Negative feature loss

BadNets (w/ norm) 93.47 99.71 2258.90 0.21 0.26
BadNets (w/o norm) 93.47 99.71 8054.45 0.14 2.17

Blend (w/ norm) 94.60 100.00 2084.62 0.15 0.20
Blend (w/o norm) 94.60 100.00 8117.90 0.04 2.22

WaNet (w/ norm) 93.88 99.63 7400.97 0.06 2.34
WaNet (w/o norm) 93.88 99.63 7702.56 0.05 2.39

IAD (w/ norm) 93.82 99.64 7898.91 0.03 2.25
IAD (w/o norm) 93.82 99.64 7895.16 0.03 2.25

Bpp (w/ norm) 94.56 99.97 7147.68 0.09 2.80
Bpp (w/o norm) 94.56 99.97 7260.31 0.09 2.78

Table 10.12: Ablation of hyperparameters for our defense. Each entry is the average of 5 runs.

Attack LR Epoch λ2
Ours

BA ASR

Bpp

0.005 25 0.2 93.26 ± 0.14 2.53 ± 0.93
0.005 25 0.5 92.64 ± 0.19 2.28 ± 0.72
0.005 25 0.8 92.19 ± 0.13 2.89 ± 0.94
0.005 25 1.0 92.04 ± 0.29 2.74 ± 0.49

0.005 10 0.5 92.97 ± 0.29 2.62 ± 0.44
0.005 50 0.5 92.57 ± 0.09 2.80 ± 0.73
0.005 75 0.5 92.51 ± 0.16 2.34 ± 0.17

0.001 25 0.5 93.57 ± 0.17 2.89 ± 1.01
0.010 25 0.5 91.99 ± 0.22 2.52 ± 0.64
0.020 25 0.5 90.05 ± 0.37 1.91 ± 0.55
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Table 10.13: The performance of BAN fine-tuning under different poisoning rates of BadNets using CIFAR-10.

Poisoning Rate BA ASR pos. feature loss neg. feature loss Mitigated BA Mitigated ASR

0.01 93.48 98.69 0.38 0.17 92.07 2.73
0.05 93.37 99.41 0.37 0.35 92.06 1.97
0.10 90.98 100.00 0.35 2.06 90.29 2.17
0.15 90.32 100.00 0.39 2.23 90.16 1.71
0.20 89.34 100.00 0.44 2.43 90.39 1.01
0.25 88.09 100.00 0.56 2.81 89.55 1.54
0.30 86.09 100.00 0.62 3.13 88.83 1.08
0.40 82.39 100.00 0.67 3.51 88.75 1.67
0.50 77.83 99.97 0.84 4.27 86.87 3.56

Table 10.14: The performance of BAN on the 4-layer MLP.

MLP BA ASR Pos. feature loss Neg. feature loss Num. to target Mitigated BA Mtigated ASR

Benign 53.24 - 1.95 2.29 419 - -
BadNets 47.04 100.00 2.03 2.34 3607 45.13 7.11

norm is 8192. It can be observed that the mask is almost full of ones when λ1 is smaller
than 0.7, and the negative feature loss (backdoor feature) is high, based on which we
can pick a value of λ1 greater than 0.7. Note that the selection is unaware of potential
backdoors.

10.5.9. CLEAN LABEL ATTACK
We provide a clean-label backdoor experiment following [35], where we take default hy-
perparameters. Table 10.17 demonstrates the detection performance of 20 models, where
we randomly select one model from the 20 for the mitigation experiment. Experimental
results demonstrate that BAN is also effective against the clean-label attack.

10.6. DISCUSSION
Neuron Noise and Lipschitz Continuity. A small trigger that changes the output of a
benign input into a malicious target label can be related to the high Lipschitz constant [45]
and a neural network with high robustness tends to have a lower local Lipschitz constant.
Moreover, a larger local Lipschitz constant implies steeper output around trigger-inserted
points, leading to a smaller trigger effective radius making trigger inversion less effec-
tive [49]. Thus, the concepts of adversarial activation noise and Lipschitz continuity are
related, and the local Lipschitz constant can serve as an upper bound for the trigger’s ef-
fective influence. In addition, introducing theoretical tools like the Lipschitz constant for
a backdoor defense may also be very tricky in practice because it needs approximation for
implementation. For example, [45] evaluates the channel-wise Lipschitz constant by its
upper bound but does not thoroughly discuss the relationship between the channel-wise
Lipschitz constant and the network-wise Lipschitz constant, where the theorem of Lips-
chitz continuity really relies on. Recent work also mentions that empirically estimating
the Lipschitz constant is hard from observed data, which usually leads to overestima-
tion [5]. Methods relying on Lipschitz continuity may not require heavy computational
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Table 10.15: Results on Swin Transformer.

Attack
No defense FT BTI-DBF(U) BAN Fine-tune

BA ASR BA ASR BA ASR BA ASR

BadNets 86.7 97.43 82.23 44.07 85.21 99.99 83.92 2.91
Blend 85.46 100.00 80.13 100.00 83.9 100.00 79.18 26.20
WaNet 78.25 31.03 75.63 2.3 73.83 2.61 75.28 3.1
IAD 76.35 88.71 74.58 54.63 74.29 61.16 76.26 9.8
Bpp 79.19 63.74 75.35 12.99 74.66 11.04 74.25 6.91

Table 10.16: Feature loss values with different λ1

λ1 Mask norm Pos. feature loss Neg. feature loss

0.0 8188.62 0.27 2.30
0.1 8188.75 0.28 2.30
0.2 8184.30 0.27 2.30
0.3 8175.50 0.29 2.30
0.4 8152.40 0.25 2.30
0.5 8131.26 0.27 2.29
0.6 8055.07 0.21 2.27
0.7 7898.25 0.26 2.24
0.8 596.85 0.99 0.23
0.9 22.08 2.33 0.28

load and are also related to our approach. Our method emphasizes more on fine-tuning
with the guidance of neuron noise, rather than tuning the trained model.

Limitations. Similar to existing works [36, 21, 12, 39, 40, 44], BAN assumes a local
small and benign dataset. This scenario is common, considering that benign samples are
available online, and the model provider may provide some samples to verify the model’s
performance. In addition, our fine-tuning with neuron noise may slightly decrease the
performance in benign inputs, similar to other defense methods [39, 44, 47, 41, 18, 36, 48].
However, BAN provides better performance and requires less time consumption.

Broader Impacts. This paper proposes a complete defense that includes detecting
and removing DNN backdoors. We believe our approach has a positive impact on the
security of DNNs. A possible negative impact is overconfidence in robustness against
backdoor attacks, as there is no theoretical guarantee always to remove the backdoor.

10.7. CONCLUSIONS AND FUTURE WORK
This paper proposes an effective yet efficient backdoor defense, BAN, that utilizes the
adversarial neuron noise and the mask in the feature space. BAN is motivated by the
observation that traditional defenses outperformed the latest feature space defenses on
input space backdoor attacks. To this end, we provide an in-depth analysis showing that
feature space defenses are overly dependent on prominent backdoor features. Experi-
mental studies demonstrate BAN’s effectiveness and efficiency against various types of
backdoor attacks. We also show BAN’s resistance to potential adaptive attacks. Future
studies could explore a more practical detection method without assuming access to local
benign samples and better strategies for decoupling features because a fixed mask in the
feature is not always aligned with the benign and backdoor features.
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Table 10.17: Clean label attack on CIFAR-10.

Attack BA ASR Detection Success Accuracy Mitigated BA Mitigated ASR

LC [35] 92.72 100.00 90.00 89.27 6.16
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11
TOWARDS BACKDOOR

STEALTHINESS IN MODEL

PARAMETER SPACE

Backdoor attacks maliciously inject covert functionality into machine learning models,
representing a security threat. The stealthiness of backdoor attacks is a critical research
direction, focusing on adversaries’ efforts to enhance the resistance of backdoor attacks
against defense mechanisms. Recent research on backdoor stealthiness focuses mainly
on indistinguishable triggers in input space and inseparable backdoor representations
in feature space, aiming to circumvent backdoor defenses that examine these respective
spaces. However, existing backdoor attacks are typically designed to resist a specific type
of backdoor defense without considering the diverse range of defense mechanisms. Based
on this observation, we pose a natural question: Are current backdoor attacks truly a
real-world threat when facing diverse practical defenses?

To answer this question, we examine 12 common backdoor attacks that focus on input-
space or feature-space stealthiness and 17 diverse representative defenses. Surprisingly, we
reveal a critical blind spot that backdoor attacks designed to be stealthy in input and feature
spaces can be mitigated by examining backdoored models in parameter space. To investi-
gate the underlying causes behind this common vulnerability, we study the characteristics
of backdoor attacks in the parameter space. Notably, we find that input- and feature-space
attacks introduce prominent backdoor-related neurons in parameter space, which are not
thoroughly considered by current backdoor attacks. Taking comprehensive stealthiness into
account, we propose a novel supply-chain attack called Grond. Grond limits the parameter
changes by a simple yet effective module, Adversarial Backdoor Injection (ABI), which adap-
tively increases the parameter-space stealthiness during the backdoor injection. Extensive

This chapter has been published as X. Xu, Z. Liu, S. Koffas, S. Picek. 2025. “Towards Backdoor Stealthiness in
Model Parameter Space.” In Proceedings of the 2025 ACM SIGSAC Conference on Computer and Communications
Security (CCS ’25). Association for Computing Machinery, New York, NY, USA, 2863–2876. https://doi.org/10.1
145/3719027.3744846.
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experiments demonstrate that Grond outperforms all 12 backdoor attacks against state-of-
the-art (including adaptive) defenses on CIFAR10, GTSRB, and a subset of ImageNet. Addi-
tionally, we show that ABI consistently improves the effectiveness of common backdoor at-
tacks. Our code is publicly available: https://github.com/xiaoyunxxy/parameter_backdoor.

https://github.com/xiaoyunxxy/parameter_backdoor
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Table 11.1: A summary of the existing defenses evaluated in this paper. “Proactively training” refers to the
strategy that the defender could proactively control the training on poisoned training data to produce a clean
model without a backdoor in it. Additionally, all the defenses have been tested against the all-to-one attack, so

we omitted it from the attack assumptions. A summary of backdoor attacks is provided in Table 11.6.

Defense
Defense Task Threat Model Attack Assumption

Input detection Model detection Mitigation Black-box Needs clean data Proactively training All-to-all Dynamic

Model
Inspection

NC [56]
Tabor [16]

FeatureRE [58]
Unicorn [59]
BTI-DBF [65]

Input
Inspection

Scale-up [15]
IBD-PSC [19]

CT [42]

Pruning

FP [28]
ANP [62]
CLP [71]
RNP [24]

Fine-tune

vanilla FT
FT-SAM [73]
I-BAU [67]

FST [35]
BTI-DBF(U) [65]

the item is not supported by the defense; the item is supported by the defense.

11.1. INTRODUCTION
While deep neural networks (DNNs) have achieved excellent performance on various
tasks, they are vulnerable to backdoor attacks. Backdoor attacks insert a secret function-
ality into a model, which is activated by malicious inputs during inference. Such inputs
contain an attacker-chosen property called the trigger. Backdoored DNNs can be created
by training with poisoned data [14, 5, 39, 54]. More powerful and stealthy backdoors can
also be injected through the control of a training process [48, 1, 7, 72, 43, 36, 70], or by
direct weights modification of the victim model [18, 2].

In early backdoor attacks [14, 5, 31], triggers could induce noticeable changes that
human inspectors or anomaly detectors [3, 56, 30] could easily spot. To enhance the
ability to remain undetected against such defenses (i.e., achieve input-space stealthiness),
smaller or more semantic-aware triggers are designed [39, 10, 57]. Input-space stealthy
backdoor attacks usually need to change labels of poisoned samples to the target class
(i.e., dirty-label), which makes detection easier [3]. To this end, another line of backdoor
attacks poisons the training data without changing the labels [54, 68] (i.e., clean-label),
improving backdoor stealthiness.

Despite the stealthiness concerning input images and labels, it has been widely ob-
served that existing backdoor attacks introduce separable representations in the feature
space, which can be exploited to develop backdoor defenses [58, 41, 35, 73, 65]. For ex-
ample, featureRE [58] utilizes feature separability and designs a feature space constraint
to reverse-engineer the backdoor trigger. In response to feature-space defenses, state-
of-the-art (SOTA) backdoor attacks focus on eliminating the separability in the feature
space [36, 41, 74, 48] to increase the feature-space stealthiness, i.e., the undetectability
against feature-space defenses. Considering a different threat model, supply-chain back-
door attacks assume control over the training or directly modify the model’s weights [7,
18, 2], and the backdoored model is provided as a service or as the final product. For
example, supply-chain attacks could introduce a penalty to the training loss that de-
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creases the distance between the backdoor and benign features to increase feature-space
stealthiness [48, 70, 9, 72].

An important observation is that most backdoor attacks are designed to be stealthy to
resist a specific type of defense. For example, WaNet [39] and Bpp [57] design impercepti-
ble triggers to bypass input-space defenses (such as NC [56]), but introduce significant
separability in the feature space [58]. Adap-patch [41] avoids feature separability but
uses patch-based triggers, which a human inspector can detect. More critically, current
backdoor attacks are barely evaluated against parameter-space defenses [73, 27, 64, 62, 71,
24]. This oversight is significant because backdoor behaviors are ultimately embedded in
and reflected by the parameters of the backdoored model, which is the final product of
any backdoor attack. As such, there is a lack of systematic evaluation of backdoor attacks
against the latest parameter-space defenses.

To this end, in this paper, we first systematically analyze 12 attacks against 17 back-
door defenses. All evaluated defenses and their characteristics, including detection and
mitigation, are summarized in Table 11.1. Surprisingly, our experiments demonstrate that
parameter-space defenses can easily mitigate SOTA stealthy backdoor attacks (including
supply-chain attacks), indicating that existing stealthy backdoor attacks fail to provide
parameter-space stealthiness and, as a result, still need substantial improvement to be
stealthy in the model’s parameter space. More importantly, our analysis reveals that even
though some backdoor attacks can resist several defenses, bypassing all defense types is
far from trivial.

To explore whether it is possible to make backdoor attacks stealthy simultaneously
against diverse defenses, we propose a novel attack called Grond that considers compre-
hensive stealthiness, meaning that a backdoor attack is stealthy in the input, the feature,
and the parameter space of the model. Grond achieves the input space stealthiness by
using adversarial perturbations as the trigger. To achieve parameter-space stealthiness,
we propose a novel Adversarial Backdoor Injection module that adaptively injects the
backdoor during the backdoor training to achieve parameter space stealthiness. We
also show that the feature-space stealthiness is a by-product of input- and parameter-
space stealthiness with empirical results in Figures 11.7 and 11.9. Specifically, guided
by our TAC analysis, we leverage the Lipschitz continuity of neuron activations to find
backdoor-related suspicious and sensitive neurons. Then, we conduct pruning on these
neurons to eliminate the backdoor effect. As a result, the backdoor is associated with
neurons throughout the DNN rather than just focusing on a few prominent neurons after
Adversarial Backdoor Injection, as illustrated in Figure 11.1.

We make the following contributions:

• We revisit SOTA backdoor attacks regarding their stealthiness, showing that most
attacks are designed to increase input-space indistinguishability or/and feature-
space inseparability without considering parameter-space stealthiness. Based on
this finding, we examine common backdoor attacks and reveal a critical blind
spot regarding real-world scenarios: SOTA stealthy backdoor attacks are highly
vulnerable to parameter-space defenses.

• To investigate the underlying reasons behind this common vulnerability of back-
door attacks, we take a closer look at the backdoor characteristics in the param-
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Adversarial Backdoor Injection

Reduce the prominent weightsProminent backdoor neurons 

Backdoored Model

Stealthy backdoor 
on more neurons

UPGD

Backdoor Neurons Increase Backdoor Neurons Decrease

Figure 11.1: Diagram illustrating the working mechanism of Grond. On the left, universal PGD (UPGD)
perturbation is generated as backdoor patterns to be injected. In the middle, ABI is applied where perturbed

samples are iteratively used to train the model, and the model parameters are pruned to limit the magnitude of
prominent backdoored weights. On the right, the output backdoored model that considers comprehensive

stealthiness is deployed, where 1) the triggers are invisible, 2) the features of trigger samples are inseparable,
and 3) the backdoored model weights are hardly distinguishable from benign model weights. Perturbations

generated by UPGD are scaled up 10× for visualization.

eter space, showing that input- and feature-space attacks introduce prominent
backdoor-related neurons, which cannot be avoided by current backdoor attacks.

• To accomplish comprehensive stealthiness, we propose a novel backdoor attack,
Grond, that considers input, feature, and parameter-space defenses. Extensive ex-
periments demonstrate that Grond outperforms SOTA attacks against four pruning-
and five fine-tuning-based defenses on CIFAR10, GTSRB, and ImageNet200. More-
over, we demonstrate that Grond is resistant against five model detection defenses,
two input detection defenses, and a proactive defense.

• We verify the effectiveness of the Adversarial Backdoor Injection module by binding
it with other attacks. Experimental results demonstrate that Adversarial Backdoor
Injection could substantially improve the parameter-space robustness of most
common backdoor attacks.

11.2. BACKGROUND & RELATED WORK

11.2.1. PRELIMINARIES ON BACKDOOR TRAINING
This paper considers a C -class classification problem with an L-layer CNN f = fL ◦ · · · f1.
Suppose that D = {(xi , yi )}N

i=1 is the original training data, containing N samples of xi ∈
Rdc×dh×dw and its label y ∈ {1,2, . . . ,C }. dc , dh , and dw are the number of input channels,
the height, and the width of the image, respectively. The attacker chooses a target class
t and creates a partially poisoned dataset Dp by poisoning generators Gx and Gy , i.e.,
Dp =Dc ∪Db . Dc is the benign data from original dataset, Db = {(x ′′′, y ′)|x ′′′ =Gx (x), y ′ =
Gy (y), (x , y) ∈ D −Dc }. In the clean-label setting, Gy (y) = y . For the dirty-label attacks,
Gy (y) = t . In the training stage, the backdoor is inserted into f by minimizing the loss on
Dp :

min
t het a

LDp (t het a) = E
(x ,y)∈Dp

ℓ( f (x ; t het a), y). (11.1)
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In the inference stage, the trained f performs well on benign data x̂ , but predicts Gx (x̂) as
Gy (ŷ).

11.2.2. BACKDOOR ATTACKS
Backdoor attacks compromise the integrity of the victim model so that the model per-
forms naturally on benign inputs but is misled to the target class by inputs containing the
backdoor trigger. The trigger can be a visible pattern inserted into the model’s input in
the input space or a property that affects the feature representation of the model’s input
in the feature space. Eventually, however, the backdoored model’s parameters in the
parameter space will be altered regardless of the exact backdoor attack (see Figure 11.2).
To insert a backdoor, the attacker is assumed to only control a small portion of the training
data under the poison training scenario [14, 5, 69]. In the supply-chain setting (backdoor
models provided to users), the attacker also controls the training process [48, 38, 1, 39, 57].
Moreover, the backdoor can also be created by directly modifying the model’s weights [29,
18, 43, 2].
Input-space attacks. Traditional attacks typically use simple patterns as their triggers.
For example, BadNets [14] uses a fixed patch, and Blend [5] mixes a Hello Kitty pattern
into the images as the trigger. These non-stealthy triggers introduce abnormal data into
training data and can be easily detected by human inspectors or defenses [3, 56]. To
improve the stealthiness, various triggers are proposed to achieve invisibility in the input
space. IAD [38] designed a dynamic solution in which the triggers vary among different
inputs. WaNet [39] proposed the warping-based trigger, which is invisible to human
inspection. Although these methods successfully build invisible triggers and bypass
traditional defenses [56], they still introduce separable features and can be detected by
feature-space defenses [58, 65]. These input-invisible attacks can be even more notice-
able than input-visible attacks (BadNet, Blend) in the feature space [64]. We conjecture
this is because they have fewer modifications on input pixels than input-visible attacks.
Therefore, input-invisible attacks require more influential features to achieve a successful
attack.
Feature-space attacks. Knowing the vulnerability of input-space attacks against feature-
space defenses, backdoor attacks are improved for feature-space stealthiness. A common
threat model of this attack type is to assume additional control over the training process.
For example, [48, 9, 70, 72] directly designed loss functions to minimize the difference
between the backdoor and benign features. Aside from design loss penalties, TACT [52]
and SSDT [36] point out that source-specific (poison only the specified source classes)
attack helps to obscure the difference in features between benign and backdoor sam-
ples. In addition, [41] proposed Adap-blend and Adap-patch, which obscures benign
and backdoor features by 1) including poisoned samples with the correct label, 2) asym-
metric triggers (using a stronger trigger at inference time), and 3) trigger diversification
(using diverse variants of the trigger during training). Unfortunately, existing attacks
lack systematic evaluation against the latest defenses. For example, Adap-blend can be
thoroughly mitigated by recent works [73, 65, 64]. In summary, feature-space attacks
usually introduce visible triggers and cannot defeat the latest defenses.
Supply-chain attacks. Supply-chain attacks are getting more attention due to their
potential in real-world applications where backdoored models are provided as the final
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product to users. In supply-chain attacks, adversaries could control both training data
and the training process. Note that feature-space attacks [48, 26, 9, 70, 46, 7, 72, 63, 36]
with the assumption of control over the training process are a subset of supply-chain
attacks, as their output is the backdoor model. In addition to training control, another
kind of supply-chain attack directly adjusts the model’s weights in parameter space to
introduce a backdoor, i.e., parameter-space attack. T-BFA [45], TBT [44], and ProFlip [4]
explore modifying a sequence of susceptible bits of DNN parameters stored in the main
memory (e.g., DRAM) to inject the backdoor. SRA [43] and handcrafted Backdoor [18]
directly modify a subset of models’ parameters to increase the logits of the target class.
However, these attacks require a local benign dataset to guide the search for the subset of
parameters to be modified. Data-free backdoor [33] releases the requirement of benign
data by collecting substitute data irrelevant to the main task and fine-tuning using the
substitute data. DFBA [2] further proposes a retraining-free and data-free backdoor attack
by injecting a backdoor path (a single neuron from each layer except the output layer) into
the victim model. In summary, supply-chain attacks focus on increasing the backdoor’s
effectiveness without comprehensively considering parameter-space defenses.

11.2.3. BACKDOOR DEFENSES
Backdoor defenses can be classified into detection and mitigation. Detection refers to
determining whether a model is backdoored (model detection) [56, 30, 70, 59, 65] or
a given input is applied with a trigger (input detection) [13, 15, 36]. Mitigation refers
to erasing the backdoor effect from the victim model by pruning the backdoor-related
neurons (pruning-based defenses) [28, 62, 71, 24] or unlearning the backdoor trigger
(fine-tuning-based defenses) [73, 67, 35, 65]. In addition, recent works [23, 42, 60] also
consider the home-field advantage1 to design more powerful proactive defenses.
Backdoor detection. Backdoor trigger reverse engineering (also known as trigger in-
version) is considered one of the most practical defenses for backdoor detection as it
can be applied to both poisoning training and supply-chain scenarios [58, 59, 65, 64],
i.e., it is a post-training method. Specifically, trigger inversion works by searching for a
potential backdoor trigger for a specific model. The model is determined as backdoored
if a trigger is found, and the trigger can be used to unlearn the backdoor. The searching is
implemented as an optimization process corresponding to the model and a local benign
dataset. For example, NC [56] firstly proposes trigger inversion for detection by optimizing
the mask and pattern in the input space that can mislead the victim to the target class.
This optimization is repeated for all classes. The model is considered backdoored if an
outlier significantly smaller than the triggers for all other classes exists. Although methods
similar to NC perform well against fixed patch trigger attacks, such as BadNets [14] and
Blend [5], they may not be effective against input-stealthy attacks like WaNet [39]. To
address this problem, FeatureRE [58] moves trigger inversion from input space to feature
space. Unicorn [59] further proposes a transformation function for attacks in other spaces,
such as numerical space [57]. Recent works [65, 64] focus on exploring new optimization
objectives that address the inefficiency problem of previous trigger inversion methods
due to optimization over all classes. BTI-DBF [65] trains a trigger generator by maximizing
the backdoor feature difference between benign samples and their generated version (by

1The defender has full control of the system and could access the training process.
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the trigger generator) and minimizing the benign feature difference. BAN [64] optimizes
the noise on neuron weights rather than input pixels to activate the potential backdoor,
which further improves both effectiveness and efficiency.
Backdoor mitigation. Backdoor mitigation consists of fine-tuning and pruning, which are
effective and do not assume knowledge of backdoor triggers. Pruning methods aim to find
and remove backdoor-related neurons. FP [28] eliminates dormant neurons on benign
inputs and then fine-tunes the pruned network. ANP [62] searches for backdoor-related
neurons by adding adversarial noise to neuron weights to activate the backdoor. RNP [24]
uses an unlearning and recovering process on benign data to expose backdoor neurons,
as the recovering will force the backdoor neurons to be silent for the main benign task.
Unlike these pruning methods guided by benign data, CLP [71] directly analyzes the
Channel Lipschitzness Constant of the network and prunes the high Lipschitz constant
channels in a data-free manner.

Traditional fine-tuning as a defense usually needs trigger inversion methods to recover
the trigger and then unlearn the trigger. For example, BTI-DBF(U) [65] fine-tunes back-
door models using triggers recovered by their inversion algorithm. However, there is no
guarantee that the recovered trigger is the true trigger for the backdoor. Recent works also
consider fine-tuning without the trigger information but with prior human knowledge.
For example, FT-SAM [73] observes a positive correlation between the weight norm of
neurons and backdoor-related neurons. Then, they propose a fine-tuning method to
revise the large outliers of weight norms using Sharpness-Aware Minimization (SAM).
I-BAU [67] forms a min-max fine-tuning similar to adversarial training, where the inner
maximizing searches for perturbations that mislead the model, and the outer minimizing
is to keep the model’s capability on benign data. FST [35] assumes the backdoor and
benign features should be disentangled and actively shifting features while fine-tuning by
encouraging the discrepancy between the original backdoor model and the fine-tuned
model.
Proactive defense. Several methods have been proposed to exploit the home-field ad-
vantage, i.e., a stronger defender, for better defensive performance. ABL [23] proposes
two techniques to avoid learning the backdoor task while training on the poisoned data:
1) trapping the loss value of each example around a certain threshold because backdoor
tasks are learned much faster than the main task, and their loss decreases much faster. The
samples with lower loss are recorded as poisoned samples; 2) unlearning the backdoor
with the recorded poisoned samples. CT [42] detects poisoned samples in the training
set by introducing confusing batches of benign data with randomly modified labels. The
confusing batches with random labeling corrupt the benign correlations between normal
semantic features and semantic labels, so the inference model trained with confusing
batches and the poisoned dataset will find it hard to distinguish benign samples. However,
the correlation between the backdoor trigger and the target label remains intact, as the
confusing batches contain no trigger. Therefore, samples with correctly predicted labels
by the inference model are considered poisoned. PDB [60] proactively injects a defensive
backdoor into the model during training, overriding the potential backdoor injected by
the poisoned training data. In summary, proactive defenses assume a stronger defender
for better defensive performance.
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Figure 11.2: TAC [71] analysis of different backdoor attacks on 512 neurons. The y axis contains the TAC values,
and the x axis depicts the index of neurons. Higher TAC values suggest a stronger relation between

corresponding neurons and the backdoor trigger. In Section 11.5.6, we also provide sorted TAC value plots,
clearly showing the prominent TAC values.

11.3. COMPREHENSIVE BACKDOOR STEALTHINESS

11.3.1. THREAT MODEL
Attacker’s goal. The attacker provides pre-trained models to users. The aim is to inject
backdoors into the pre-trained model so that the model performs well on clean inputs but
predicts the attacker-chosen target label when receiving inputs with a backdoor trigger,
i.e., an all-to-one attack.
Attacker’s knowledge. The attacker has white-box access to the training processes, the
training data, and the model weights, i.e., the supply-chain threat model. During infer-
ence, the backdoor trigger is imperceptible to human inspectors.
Attacker’s capabilities. The attacker can train a well-performed surrogate model to
generate UPGD, which is used to perturb the victim model’s input. Additionally, the
attacker can alter the model’s weights during training. Table 11.6 shows that the threat
model of Grond is aligned with baseline attacks.

11.3.2. LACK OF PARAMETER-SPACE STEALTHINESS
As introduced in the related work, early backdoor attacks that introduce noticeable
changes in either input [14, 5] or feature space [39, 38] have been empirically shown pow-
erful, even with very low poisoning rates [14, 68]. Focusing on the backdoor-introduced
noticeable changes, backdoor defenses are improved to distinguish backdoor patterns
in either input or feature space [58, 27]. Meanwhile, backdoor attacks are optimized
to increase stealthiness in input [39] or feature space [41]. However, regardless of the
implementation of input- or feature-space attack logic, backdoor behaviors are eventually
embedded in the backdoored model’s parameters. For this reason, it is important to
investigate whether backdoor attacks introduce visible changes in the parameter space of
the attacked models that can be used by the parameter-space defenses.

Considering this observation, we ran an initial experiment to understand the behavior
of neurons in backdoored models. We use the TAC values [71] to quantify the relevance of
a neuron to the backdoor behavior. The TAC values show the change in the output of each
neuron (a feature channel of convolutional layers) before and after the trigger is attached
to the input. Thus, TAC quantifies a neuron’s sensitivity to the backdoor trigger. A high
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TAC value indicates that the neuron is strongly related to the backdoor behavior, whereas
a low TAC value shows it is not. TAC takes the exact trigger information into account when
measuring the backdoor effect, which makes TAC a straightforward and effective method
that captures the relevant backdoor neurons’ behaviour. Specifically, TAC is defined as:

TAC(k)
l (Dc ) = 1

|Dc |
∑

x∈Dc

|| f (k)
l (x)− f (k)

l (Gx (x))||2, (11.2)

where f (k)
l is the kth channel of the lth layer. Gx (x) is the poisoned sample. Dc consists

of a few benign samples. Note that TAC can only be used to analyze backdoor behaviors
and cannot be deployed as a practical defense, as it requires access to backdoor triggers,
which is unrealistic in practice.

TAC analysis of different backdoor attacks is shown in Figure 11.2, where each dot
represents the TAC value for one of the 512 individual neurons. We can observe that
the TAC values of neurons of backdoored models are substantially higher than those of
benign models. In particular, neurons with higher TAC values contribute more to the
backdoor behavior. The working mechanism of pruning- and fine-tuning-based backdoor
defenses can be understood as targeting and eliminating neurons with TAC values that
are substantially higher than those of others. Our observations from the TAC analysis
suggest that backdoor attacks are designed to be stealthy in input space, and feature space
can, in fact, be identified in parameter space, making them susceptible to parameter-
space defenses. Our experimental analysis further substantiates this assumption (see
Section 11.4). Thus, we conclude that current backdoor attacks may not be robust against
parameter-space defenses.

11.3.3. Grond FOR COMPREHENSIVE STEALTHINESS
To address the vulnerabilities identified in the parameter space, we propose a stealthy
backdoor attack, Grond, that considers comprehensive stealthiness, i.e., stealthiness
in input, feature, and parameter space. Grond includes two key parts: UPGD trigger
generation and Adversarial Backdoor Injection (ABI).
Backdoor trigger generation for input-space stealthiness. We use imperceptible adver-
sarial perturbations to generate imperceptible backdoor triggers inspired by adversarial
example studies [37, 69]. We modify the original PGD algorithm to generate a universal
PGD (UPGD) perturbation as the backdoor trigger. UPGD contains non-robust but gen-
eralizable semantic information [53], which correlates with the benign functions of the
victim model and shortens the distance between poisoned data and the target classifica-
tion region [69]. Consequently, backdoor patterns tend to make fewer prominent changes
to the victim network.

Similar to [68, 69], UPGD is generated on a well-trained surrogate model trained on
the clean training set. The architecture and parameters of the surrogate model do not
necessarily need to be the same as the victim model (see Table 11.16). UPGD is optimized
following the PGD [34] algorithm to decrease the surrogate model’s cross-entropy loss
that takes as inputs the adversarial examples (the poisoned samples in our case) and the
target class label. This procedure is described formally in Algorithm 4. The θdel t a is the
generated UPGD that will be used as a backdoor trigger; thus, Gx (x) = x +d el t a. S is
the ball function with the radius ϵ, and the small ϵ guarantees the imperceptibility of the
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Algorithm 4 UPGD Generation Algorithm

Input: Surrogate model fθsur , training data Dc , perturbation budget ϵ, number of itera-
tions I , target class t

Output: UPGD δ

1: S ← B(δ;ϵ) = {
δ ∈Rdc×dh×dw : ∥δ∥∞ ≤ ϵ}

2: δ← random_initialization∧ δ ∈ S
3: for i = 0 to I −1 do
4: x ← sample_batch(Dc )
5: LDc (θ) ← E(x,y)∈Dc

[
ℓ
(

fθsur (x+δ;θ), t
)]

6: δ← argmin
δ∈S

LDc (θ)

7: end for

backdoor trigger as it controls the perturbation’s magnitude.
The backdoor is injected during training by poisoning some training data from the

target class, i.e., applying the UPGD trigger to the training data. In the inference stage,
our backdoor is activated by the same trigger. The motivation for our small-size trigger
(ϵ= 8) is imperceptibility.
Adversarial Backdoor Injection for parameter-space stealthiness. Backdoor neurons
(i.e., trigger-related neurons) regularly show higher activation values for inputs that con-
tain the trigger, which results in powerful performance [30, 58, 27]. To this end, backdoor
training needs to substantially increase the magnitude of parameters of backdoor neu-
rons [62, 24, 71], which harms the parameter-space stealthiness of backdoor attacks.

One way to find the sensitive neurons with higher activation values is to analyze the
Lipschitz continuity of the network. Leveraging this fact, we introduce a novel backdoor
training mechanism, Adversarial Backdoor Injection, to increase the parameter-space
backdoor stealthiness. Specifically, each neuron’s Upper bound of Channel Lipschitz
Condition (UCLC [71]) is calculated, based on which the weights of these suspicious
neurons are set to the mean of all neurons’ weights in the corresponding layer after
every training epoch. In our implementation, we use the weights before every batch
normalization as the neuron weights corresponding to the channel setting in UCLC. We
prune neurons by substituting their weights with the mean ones because pruning to zeros
makes the training unable to converge in our experiments. Formally, the kth parameter
of the lth layer, θ(k)

l , is updated as follows:

θ(k)
l :=

{
mean(θl ), σ(θ(k)

l ) > mean(σ(θl ))+u × std(σ(θl ))

θ(k)
l , otherwise,

(11.3)

where u is a fixed threshold and σ is the UCLC value of the given weights. The measure
for quantifying backdoor relevance can be changed from UCLC to others, such as the
distance of neuron outputs when receiving benign and backdoor inputs, where a larger
distance means the neuron is more relevant to backdoor behaviors and can be pruned.
We use the modified UCLC for training efficiency, as UCLC is data-free, which does not
require calculation based on the outputs of neurons.

In adversarial training [34], adversarial examples are introduced during training to
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Table 11.2: Pruning-based mitigations against backdoored ResNet18 on CIFAR10. BA refers to benign accuracy
on clean data, ASR to attack success rate, and PR to the poisoning rate of the training set. The average drop of

BA and ASR is also shown with downward arrows compared to the performance without any defense. Red
marks indicate the attack failed to resist the defense with an ASR lower than 60%, and green means that the ASR

is higher than 60%.

Attack
No Defense FP [28] ANP [62] CLP [71] RNP [24] Average

BA ASR BA ASR BA ASR BA ASR BA ASR BA ASR

BadNets [14] 93.13 100 92.42 71.71 91.60 1.06 88.99 49.02 84.04 13.82 89.26 ↓3.87 33.90 ↓66.10
Blend [5] 94.42 100 93.08 99.99 93.57 0.33 90.3 0.54 94.63 57.98 92.89 ↓1.53 39.71 ↓60.29

WaNet [39] 93.60 99.37 92.96 4.60 91.08 0.49 91.53 2.12 92.86 3.17 92.11 ↓1.49 2.59 ↓96.78
IAD [38] 92.88 97.10 91.96 1.22 92.84 0.71 92.24 0.74 92.72 0.42 92.44 ↓0.44 0.77 ↓96.33

AdvDoor [69] 93.97 100 93.37 98.69 91.46 28.83 89.22 6.13 90.17 44.60 91.05 ↓2.92 44.56 ↓55.44
Bpp [57] 94.19 99.93 93.38 18.89 92.96 2.97 93.37 1.89 92.2 5.79 92.98 ↓1.21 7.39 ↓92.54
LC [54] 94.31 100 92.22 93.57 91.02 24.43 90.96 0.38 82.70 33.60 89.23 ↓5.08 37.99 ↓62.01

Narcissus [68] 93.58 99.64 93.49 96.54 89.76 49.18 93.19 97.82 91.10 94.59 91.88 ↓1.70 84.53 ↓15.11
Adap-blend [41] 92.74 99.67 92.06 95.50 86.48 67.73 92.49 99.62 78.63 1.56 87.42 ↓5.32 66.10 ↓33.57

SSDT [36] 93.70 90.30 93.41 0.80 93.88 0.60 93.66 1.20 93.99 3.30 93.74 ↑0.04 1.47 ↓88.83
DFST [7] 95.23 100 94.79 93.84 94.64 3.72 92.43 3.53 93.29 12.68 93.79 ↓1.44 28.44 ↓71.56
DFBA [2] 88.99 100 86.85 0.03 88.96 9.55 88.96 9.57 88.96 0.90 88.43 ↓0.56 5.01 ↓94.99

Grond (PR=5%) 93.43 98.04 93.09 99.73 91.43 94.01 93.29 87.89 91.83 85.22 92.41 ↓1.02 91.71 ↓6.33
Grond (PR=1%) 94.26 93.51 93.31 96.32 92.94 91.48 94.33 87.56 92.13 94.87 93.18 ↓1.08 92.56 ↓0.95

Grond (PR=0.5%) 94.36 92.91 93.32 90.96 93.87 84.04 94.52 86.82 91.99 84.63 93.43 ↓0.93 86.61 ↓6.30

increase the model’s robustness during inference. Similarly, during the Adversarial Back-
door Injection, we use backdoor defenses to increase the resistance of backdoor attacks
to parameter-space defenses. At the end of each training epoch, Adversarial Backdoor In-
jection prunes the trained model to decrease the weights of backdoor neurons. Iteratively,
backdoored neurons spread across the whole model instead of forming a few prominent
backdoor neurons, as illustrated in Figure 11.1.
Feature-space stealthiness. We hypothesize that feature-space stealthiness is a by-
product of parameter-space and input-space stealthiness since the variation of feature
maps is strongly correlated with model parameters and inputs. Figures 11.7 and 11.9
show that Grond can substantially increase the feature-space stealthiness.

Table 11.3: Fine-tuning-based mitigations against backdoored ResNet18 on CIFAR10.

Attack
vanilla FT FT-SAM [73] I-BAU [67] FST [35] BTI-DBF(U) [65] Average

BA ASR BA ASR BA ASR BA ASR BA ASR BA ASR

BadNets [14] 91.07 43.96 92.01 2.84 92.60 76.02 92.40 13.10 91.26 13.12 91.87 ↓1.26 29.81 ↓70.19
Blend [5] 91.64 99.61 92.52 1.73 91.84 8.84 93.40 100 91.86 100 92.25 ↓2.17 62.04 ↓37.96

WaNet [39] 91.11 0.99 90.89 1.03 87.98 0.81 92.17 0.04 90.30 4.89 90.49 ↓3.11 1.55 ↓97.82
IAD [38] 90.83 2.16 92.18 2.87 88.4 15.68 91.29 0.00 89.54 1.59 90.45 ↓2.43 4.46 ↓92.64

AdvDoor [69] 91.25 68.68 92.18 1.23 89.29 16.99 91.06 99.99 90.25 100 90.81 ↓3.16 57.38 ↓42.62
Bpp [57] 91.36 3.40 91.38 1.00 92.06 6.46 93.23 26.83 90.61 2.73 91.73 ↓2.46 8.08 ↓91.85
LC [54] 90.26 88.52 91.46 1.91 85.87 5.11 91.80 13.11 90.71 4.37 90.02 ↓4.29 22.60 ↓77.40

Narcissus [68] 91.70 92.91 91.76 23.98 91.48 51.74 90.06 54.22 90.94 98.11 91.19 ↓2.39 64.19 ↓35.45
Adap-blend [41] 92.42 98.73 91.23 22.4 85.38 37.31 90.91 1.19 89.17 7.09 89.82 ↓2.92 33.34 ↓66.33

SSDT [36] 93.74 0.70 93.15 0.60 90.27 3.10 92.85 0.20 90.79 1.40 92.16 ↓1.54 1.20 ↓89.10
DFST [7] 95.01 2.07 94.70 0.00 89.75 19.11 93.06 2.66 90.41 22.34 92.59 ↓2.64 9.24 ↓90.76
DFBA [2] 86.68 10.10 86.03 5.24 85.48 100 82.76 57.62 84.49 100 85.09 ↓3.90 54.59 ↓45.41

Grond (PR=5%) 91.75 94.28 92.02 80.07 90.39 93.92 93.27 99.92 91.88 99.00 91.86 ↓1.57 93.44 ↓4.60
Grond (PR=1%) 91.41 85.52 92.83 79.17 87.89 91.34 93.21 96.59 90.66 88.69 91.20 ↓3.06 88.26 ↓5.25

Grond (PR=0.5%) 91.42 82.96 92.34 76.92 89.83 79.68 93.44 92.71 90.39 91.83 91.48 ↓2.88 84.82 ↓8.09
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Table 11.4: Backdoor performance of Grond and baseline attacks on ImageNet200 and GTSRB.

Datasets Attack
No Defense FT-SAM [73] I-BAU [67] CLP [71] Average

BA ASR BA ASR BA ASR BA ASR BA ASR

ImageNet200

BadNets [14] 80.65 91.03 79.89 2.21 70.28 26.06 70.74 64.86 73.64 ↓7.01 31.04 ↓59.99
Blend [5] 80.70 95.63 80.19 0.39 76.13 30.81 80.02 23.38 78.78 ↓1.92 18.19 ↓77.44

WaNet [39] 81.24 99.97 80.41 0.66 75.67 47.27 77.18 99.78 77.75 ↓3.49 49.24 ↓50.73
IAD [38] 79.74 99.98 75.49 0.68 77.44 15.18 76.97 84.49 76.63 ↓3.11 33.45 ↓66.53

AdvDoor [69] 80.72 100 79.52 98.90 74.03 61.31 77.90 100 77.15 ↓3.57 86.74 ↓13.26
Bpp [57] 81.36 92.74 79.37 1.05 76.53 3.21 80.10 2.34 78.67 ↓2.69 2.19 ↓90.55

Narcissus [68] 81.73 81.28 80.00 83.37 77.03 56.19 80.99 86.37 79.34 ↓2.39 75.31 ↓5.97
SSDT [36] 75.45 100 78.19 76.00 76.26 22.00 76.02 94.00 76.82 ↑1.37 64.00 ↓36.00

Grond 80.92 94.11 79.05 95.05 76.89 87.75 80.29 93.83 78.74 ↓2.18 92.21 ↓1.9

GTSRB

BadNets [14] 97.19 100 95.57 0.48 92.02 29.22 96.38 0.47 94.66 ↓2.53 10.06 ↓89.94
Blend [5] 95.92 100 93.36 0.21 92.64 38.27 93.21 0.00 93.07 ↓2.85 12.83 ↓87.17

WaNet [39] 98.69 99.77 92.18 0.45 91.25 0.00 90.14 18.14 91.19 ↓7.50 6.19 ↓93.58
IAD [38] 99.08 99.65 92.72 0.10 90.11 0.35 98.08 14.63 93.64 ↓5.44 5.03 ↓94.62

AdvDoor [69] 95.80 99.99 93.94 32.26 92.67 38.20 90.09 66.39 92.23 ↓3.57 45.62 ↓54.37
Bpp [57] 98.69 99.93 91.27 0.00 92.61 0.23 97.16 2.29 93.68 ↓5.01 0.84 ↓99.09

Narcissus [68] 95.60 97.18 93.61 54.55 92.87 80.74 93.99 97.60 93.49 ↓2.11 77.63 ↓19.55
SSDT [36] 96.02 77.78 93.11 0.00 90.82 0.00 94.65 19.31 92.86 ↓3.16 6.44 ↓71.34

Grond 95.83 95.36 93.80 71.84 93.13 94.30 91.28 93.19 92.74 ↓3.09 86.44 ↓8.92

11.4. EXPERIMENTAL EVALUATION

11.4.1. EXPERIMENTAL SETUP
Datasets and Architectures. We follow the common settings in existing backdoor attacks
and defenses and conduct experiments on CIFAR10 [22], GTSRB [50], and a subset of
ImageNet [8] with 200 classes and 1,300 images per class (ImageNet200). The primary
evaluation is performed using ResNet18 [17]. Moreover, we evaluate Grond using four
additional architectures, VGG16 [49], DenseNet121 [20], EfficientNet-B0 [51], and one
recent architecture InceptionNeXt [66] (see Table 11.16). We also evaluate Grond with
large and transformer-based models (see Table 11.17).
Attack Baselines. Grond is compared with 12 representative attacks: BadNets [14],
Blend [5], WaNet [39], IAD [38], AdvDoor [69], BppAttack [57], LC [54], Narcissus [68],
Adap-Blend [41], SSDT [36], DFST [7], and DFBA [2]. The default poisoning rate is set
at 5% (of the training set) for all attacks following previous work [65, 64]. Additionally,
Grond is evaluated under various poisoning rates to provide a thorough analysis of its
effectiveness. Following related works, the training schedule for attacks is 200 epochs
when using CIFAR10 and GTSRB, and 100 epochs for ImageNet200. We use 1,000 images
as the validation set to select the best-performing checkpoint. Like Narcissus, our attack
uses the class bird (CIFAR10) as the target class. For ImageNet200, we use the “stingray”
as the target class. The Grond poisoning rate (ImageNet200) used for results in Table 11.4
is 0.25%. For GTSRB, we use the speed limit (50) as the target class. The Grond poison-
ing rate (GTSRB) used for results in Table 11.4 is 1.74%. AdvDoor uses the same trigger
and target class as ours. More details are provided in Table 11.5. For other attacks and
hyperparameters not mentioned, we use the default setting from the original papers or
open-source implementations.
Defense Baselines. We evaluate our attack and baseline attacks against 17 defenses,
including 4 pruning-based methods (FP [28], ANP [62], CLP [71], and RNP [24]), 5
fine-tuning-based methods (vanilla FT, FT-SAM [73], I-BAU [67], FST [35], and BTI-
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Table 11.5: The backdoor training settings.

Config Value

Optimizer
SGD,
AdamW (InceptionNeXt)

Weight decay 5×10−4

learning rate 0.01
epoch 200 (GTSRB, CIFAR10), 100 (ImageNet200)

learning rate schedule
MultiStepLR (100, 150) for CIFAR10 and GTSRB,
CosineAnnealingLR for ImageNet200

poison rate 0.05
u in Equation (11.3) 3.0
BadNets trigger 3×3
Blend trigger random Gaussian noise and blend ratio 0.2
Adap-blend trigger “hellokitty_32.png” and blend ratio of 0.2
Narcissus trigger size ϵ= 16 for both inference and training

Table 11.6: A summary of attacks evaluated in this work.

Attack
Threat Model Trigger Type Trigger Strategy Stealthy Level

Poisoning data Clean Label Access Training/Model Patch Blend Dynamic All-to-all Source Class Specific Input Feature Parameter

BadNets [14]
Blend [5]

WaNet [39]
IAD [38]

AdvDoor [69]
Bpp [57]
LC [54]

Narcissus [68]
SSDT [36]

Adap-blend [41]
DFST [7]
DFBA [2]

Grond

the item is not supported by the defense; the item is supported by the defense.

DBF(U) [65]), 5 backdoor model detections (NC [56], Tabor [16], FeatureRE [58], Uni-
corn [59], and BTI-DBF [65]), 2 backdoor input detections (Scale-up [15] and IBD-
PSC [19]), and a proactive detection CT [42]. Following their default settings, BTI-DBF [65]
and FP [28] use 5% of training data, and other defenses use 1% of training data for detec-
tion or mitigation. CLP is a data-free backdoor pruning tool that uses no clean data. CT
has access to the complete training set without knowing which samples are poisoned and
can also interact with the model during training.

ANP,2 CLP,3 RNP,4 FST,5 BTI-DBF,6 BTI-DBF(U),6 FeatureRE,7 Unicorn:8 We use the
implementation and default hyperparameters from their open-source code.

2https://github.com/csdongxian/ANP_backdoor/tree/main
3https://github.com/rkteddy/channel-Lipschitzness-based-pruning
4https://github.com/bboylyg/RNP
5https://github.com/AISafety-HKUST/Backdoor_Safety_Tuning
6https://github.com/xuxiong0214/BTIDBF/tree/master
7https://github.com/RU-System-Software-and-Security/FeatureRE/tree/main
8https://github.com/RU-System-Software-and-Security/UNICORN

https://github.com/csdongxian/ANP_backdoor/tree/main
https://github.com/rkteddy/channel-Lipschitzness-based-pruning
https://github.com/bboylyg/RNP
https://github.com/AISafety-HKUST/Backdoor_Safety_Tuning
https://github.com/xuxiong0214/BTIDBF/tree/master
https://github.com/RU-System-Software-and-Security/FeatureRE/tree/main
https://github.com/RU-System-Software-and-Security/UNICORN
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FP,9 vanilla FT,10 FT-SAM,11 I-BAU:12 We use the implementation and default hyper-
parameters from BackdoorBench [61]. For FT-SAM on ImageNet200, the default setting
will decrease benign accuracy to 0.465, so we reduce its training schedule to 25 epochs.
Please note that the experiments on CIFAR10 with FT-SAM usually converge within 20
epochs in our experiments. Thus, decreasing the training schedule is not harmful to the
defense performance.

NC13 and Tabor:14 We use the implementation from TrojanZoo [40]. 1% training set
and 100 epochs are used for trigger inversion.

Scale-up,15 IBD-PSC:16 We use the implementation and default hyperparameters
from BackdoorBox [25].

CT:17 We use the open-source code implementation. We reduced the number of
distillation iterations to 200 for efficiency reasons.
Surrogate Models. Table 11.7 provides the hyperparameters for training surrogate models
to generate UPGD.

Table 11.7: The settings for training surrogate models.

Config Value

Optimizer SGD, AdamW (InceptionNeXt)
Weight decay 5×10−4

learning rate 0.01 (CIFAR10, GTSRB), 0.001 (ImageNet200)
epoch 200 (GTSRB, CIFAR10), 100 (ImageNet200)

learning rate schedule
MultiStepLR (100, 150) for CIFAR10 and GTSRB,
CosineAnnealingLR for ImageNet200

11.4.2. MAIN RESULTS ON BACKDOOR MITIGATION
All evaluated backdoor attacks are ineffective against at least one parameter-space back-
door defense on the CIFAR10, as demonstrated in Tables 11.2 and 11.3. It suggests that
common backdoor attacks designed to be stealthy in input and feature spaces are vul-
nerable to parameter-space defenses. Given that all backdoor behaviors are embedded
in parameters of backdoored models, this finding suggests that future backdoor attacks
should consider parameter-space defenses as a standard step to evaluate comprehensive
stealthiness.

Not surprisingly, Grond performs better than all baseline attacks when consider-
ing evaluated backdoor defenses since Grond is designed to consider comprehensive
stealthiness. On four pruning-based mitigations, Grond achieves 7.18% higher ASR on

9https://github.com/SCLBD/BackdoorBench/blob/main/defense/fp.py
10https://github.com/SCLBD/BackdoorBench/blob/main/defense/ft.py
11https://github.com/SCLBD/BackdoorBench/blob/main/defense/ft-sam.py
12https://github.com/SCLBD/BackdoorBench/blob/main/defense/i-bau.py
13https://github.com/ain-soph/trojanzoo/blob/main/trojanvision/defenses/backdoor/model_inspection/

neural_cleanse.py
14https://github.com/ain-soph/trojanzoo/blob/main/trojanvision/defenses/backdoor/model_inspection/

tabor.py
15https://github.com/THUYimingLi/BackdoorBox/blob/main/core/defenses/SCALE_UP.py
16https://github.com/THUYimingLi/BackdoorBox/blob/main/core/defenses/IBD_PSC.py
17https://github.com/Unispac/Fight-Poison-With-Poison

https://github.com/SCLBD/BackdoorBench/blob/main/defense/fp.py
https://github.com/SCLBD/BackdoorBench/blob/main/defense/ft.py
https://github.com/SCLBD/BackdoorBench/blob/main/defense/ft-sam.py
https://github.com/SCLBD/BackdoorBench/blob/main/defense/i-bau.py
https://github.com/ain-soph/trojanzoo/blob/main/trojanvision/defenses/backdoor/model_inspection/neural_cleanse.py
https://github.com/ain-soph/trojanzoo/blob/main/trojanvision/defenses/backdoor/model_inspection/neural_cleanse.py
https://github.com/ain-soph/trojanzoo/blob/main/trojanvision/defenses/backdoor/model_inspection/tabor.py
https://github.com/ain-soph/trojanzoo/blob/main/trojanvision/defenses/backdoor/model_inspection/tabor.py
https://github.com/THUYimingLi/BackdoorBox/blob/main/core/defenses/SCALE_UP.py
https://github.com/THUYimingLi/BackdoorBox/blob/main/core/defenses/IBD_PSC.py
https://github.com/Unispac/Fight-Poison-With-Poison
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BadNets Blend WaNet IAD AdvDoor

Bpp LC Narcissus SSDT Adap-Blend

Figure 11.3: Pruning neurons with high TAC values using different thresholds (the x axis).

average than the best backdoor attack, Narcissus. On five fine-tuning mitigations that
show more powerful defense capability than pruning-based mitigations, Grond achieves
29.25% higher ASR on average than Narcissus. In addition, Grond bypasses the five model
detection and two input-space detections (see Section 11.4.6).
Pruning-based mitigation. We take a closer look at the details of pruning-based backdoor
mitigation experiments in Table 11.2, presenting the results of all attacks against four
pruning-based defenses. BadNets and Blend perform better on average than input-space
stealthy attacks, e.g., WaNet and Bpp, because input-space stealthy attacks introduce
significant separability in the feature space (see Figures 11.7 and 11.9). Across all pruning-
based defenses, FP performs the worst, as expected, since it follows regular model pruning
practice and is not a tailored backdoor pruning method.
Fine-tuning-based mitigations. Table 11.3 presents the backdoor performance against
five fine-tuning-based defenses. In general, fine-tuning-based defenses are more effective
than pruning-based defenses. For example, Narcissus and Adap-Blend can achieve ASRs
higher than 60% against three out of four pruning-based defenses but are much less
effective against most fine-tuning-based methods. FT-SAM is the most effective across all
defenses, as shown in Tables 11.2 and 11.3, being able to compromise the effectiveness
of all attack baselines. One important reason is that FT-SAM adopts Sharpness-Aware
Minimization [12] to adjust the outlier of weight norm (large norms) to remove the
potential backdoor. Larger weights of neurons are introduced by existing attacks to
guarantee a high ASR [30], which also causes large differences when receiving benign
and backdoor inputs (see Figure 11.4). Grond can bypass FT-SAM, as expected, since it
deliberately decreases the weights of backdoor neurons, compromising the core working
mechanism of FT-SAM.
Comparison with Supply-Chain Attacks. Sharing a similar threat model to supply-chain
attacks, we compare Grond and three state-of-the-art supply-chain attacks (SSDT [36],
DFST [7], and DFBA [2]), where these attacks are also designed to be robust against
backdoor defenses. In particular, DFST [7] proposes to include a controlled detoxification
technique in the training process, which restrains the model from picking up simple
features. DFBA [2] directly modifies a few parameters of a classifier to inject a backdoor.
SSDT [36] introduces additional terms in the loss for the Source-Specific and Dynamic-
Triggers (i.e., SSDT) attack, which obscures the difference between normal samples and
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Figure 11.4: The left is the performance of pruning neurons with high TAC values using different thresholds for
Grond. The right is the TAC analysis of Grond on 512 neurons.

malicious samples. Tables 11.2 and 11.3 also include the performance of supply-chain
attacks against pruning- and fine-tuning-based defenses. It is clear that existing backdoor
defenses can defeat supply-chain attacks. The ASR of DFST [7], DFBA [2], and SSDT [36]
are decreased to less than 10% while the BA drop is less than 3%.
On ImageNet200 and GTSRB. Real-world classification tasks may involve more categories,
such as GTSRB (43 classes) and ImageNet200 (200 classes), and the percentage of each
class in the dataset will commonly be much less than 10%. We target InceptionNext-Small
on Imagenet200 and ResNet18 on GTSRB. The l∞ norm perturbation budget of UPGD
is ϵ= 16 for GTSRB and ϵ= 8 for ImageNet200 to achieve imperceptible perturbations.
Table 11.4 demonstrates that Grond is still effective on datasets with more classes and
higher resolutions, especially against the most powerful parameter-space defense, FT-
SAM.

11.4.3. ADAPTIVE DEFENSES
As Grond includes UPGD trigger and Adversarial Backdoor Injection (ABI), we consider
two adaptive defenses targeting those two components.
TAC pruning targeting the UPGD trigger. First, we use the UPGD trigger information
to build a new pruning method based on the TAC values. The TAC values are calculated
using the backdoor trigger, making the TAC highly adaptive to evaluating any backdoor
attack. In particular, we prune neurons with high TAC values in the backdoored model,
i.e., removing the neurons more sensitive to the UPGD trigger. Figure 11.4 shows the
pruning results of Grond. The left figure provides the pruning results. The right figure
contains the TAC values plots of neurons in the 4th layer (the layer before the classification
head) of ResNet18. We show that pruning neurons with high TAC values decreases benign
accuracy, which means the backdoor neurons are not easily distinguishable from benign
neurons without harming benign performance. The analysis supports our statement
that Grond spreads the backdoor to more neurons instead of a few prominent ones. In
Section 11.5.6, we provide sorted TAC value plots in Figure 11.11, showing that prominent
neurons with high TAC values are rather limited in Grond.
Neuron noise targeting ABI. Second, we consider adding noise to neurons of Grond
models as an adaptive defense, as the ABI component involves operations on neuron
weights. Specifically, we add noise to the weights and biases of batch normalization layers.
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Table 11.8: Adaptive defense against Grond using noise on neurons.

Method
Benign Grond

BA ASR BA ASR

ϵnoi se = 0.0 94.76 - 94.16 98.04
ϵnoi se = 0.1 94.54 - 93.88 97.99
ϵnoi se = 0.2 93.82 - 93.18 96.22
ϵnoi se = 0.3 91.21 - 90.05 99.08
ϵnoi se = 0.4 85.65 - 88.33 99.42
ϵnoi se = 0.5 82.43 - 84.30 99.74

The range of noise is limited by [−ϵnoi se ,ϵnoi se ]. Table 11.8 provides the performance
of Grond and the benign model under different noise levels. With increased noise, the
benign accuracy of both benign and Grond models is decreased, but the ASR of Grond
remains high. This result also supports the stealthiness of Grond in the parameter space.

11.4.4. BACKDOOR ANALYSIS
This section analyzes why baseline attacks are ineffective against parameter space back-
door defenses, and why Grond performs better, according to the TAC values and the
weights’ change after applying backdoor defenses.
Pruning neurons with prominent TAC values for baseline attacks. Section 11.3.2 demon-
strates the existence of prominent neurons with high TAC values in backdoor models.
Note that TAC represents the strongest type of backdoor defense, where the exact trigger
information is exploited. In this section, we show that pruning prominent neurons could
mitigate all baseline attacks. Specifically, we assign zero to the neuron’s weight if its TAC
value exceeds a certain threshold. Figure 11.3 shows the pruning performance using
different thresholds for ten baseline attacks. We can observe that for all ten baseline
attacks, one threshold can always be found where the ACC is high and the ASR is low.
It indicates that the backdoor effect of the ten attacks can be erased while maintaining
good performance on benign samples if these prominent neurons are pruned. Thus, we
confirm the existence of prominent neurons, which correspond to the backdoor effect.
More importantly, these backdoor neurons can be disentangled from benign neurons, so
these baseline attacks are not stealthy concerning neuron weights, i.e., not stealthy in the
parameter space.
Grond’s weights are more difficult to be modified by backdoor defense. This section
analyzes the changes while applying pruning- and fine-tuning-based defenses to baseline
attacks and Grond. Our goal is to demonstrate that the baseline attacks can be significantly
affected by defenses, but Grond can resist these defenses. In Figure 11.5, we record the
changes in the weights of 512 neurons (in layer 4 of ResNet18) after applying two types of
defenses, FT-SAM [73] and CLP [71], as they both focus on the backdoor-related neurons.
In contrast to BadNets, the weight changes in Grond model after FT-SAM fine-tuning are
smaller. In the sorted changes, it is clear that there are a few neurons for BadNets that
correspond to significant changes, which is not the case for Grond. In the second row of
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Figure 11.5: The weight changes after backdoor defenses. More results with other attacks in Figure 11.12.

Figure 11.5, the CLP can find a few neurons relevant to backdoor but cannot find these for
Grond. In addition, pruning-based methods (as shown by CLP results in Figure 11.5) only
improve a few neurons, while fine-tuning methods can update all neurons. We conjecture
this is why fine-tuning-based defenses perform better than pruning-based defenses in
Tables 11.2 and 11.3. More results with other baseline attacks are provided in Figure 11.12.

11.4.5. ABI IMPROVES COMMON BACKDOOR ATTACKS
In this section, we show that our Adversarial Backdoor Injection (ABI) strategy generalizes
to all evaluated common backdoor attacks. We combine the ABI module with baseline
attacks to improve their resistance against parameter-space defenses. Figure 11.6 demon-
strates that ABI is effective for all attacks when evaluating against the parameter-space
defense ANP, where ASRs increase after adversarial injection, especially for BadNets,
Blend, AdvDoor, Narcissus, and Adap-Blend. The improvement for feature space attacks
(WaNet, IAD, and Bpp) is incremental. We speculate that feature space attacks rely too
much on prominent features, as their modification in the input space is minor. To ac-
tivate the backdoor with such minor input modifications, the prominent features are
required in the feature space. In addition, Figure 11.10 shows the results of ABI without
defense, demonstrating that it does not harm in general the BA and ASR when no defense
is applied. Following our findings, we suggest that future backdoor attacks can use ABI to
increase parameter-space stealthiness.
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Table 11.9: Backdoor detection performance on CIFAR10. 20 ResNet18 models are trained at each poisoning
rate. Bd. refers to the number of models determined as backdoor models. Acc. refers to the detection accuracy.

Defense
PR=5% PR=1% PR=0.5%

Bd. Acc. Bd. Acc. Bd. Acc.

NC [56] 5 25% 2 10% 1 5%
Tabor [16] 5 25% 2 10% 0 0%

FeatureRE [58] 0 0% 0 0% 0 0%
Unicorn [59] 0 0% 0 0% 0 0%
BTI-DBF [65] 3 15% 5 25% 3 15%

BadNets Blend WaNet IAD AdvDoor Bpp LC Narcissus SSDT Adap-Blend
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Figure 11.6: BA and ASR of backdoor attacks before and after ABI against parameter-space defense ANP.

11.4.6. BACKDOOR DETECTION
Following previous works [65, 64], we choose five representative backdoor model detec-
tions for evaluation. We use 20 models for each poisoning rate with different random
seeds. Then, we report the number of models detected as backdoor models out of the
20. Table 11.9 shows that all detections fall short when detecting Grond. In particular,
NC [56], Tabor [56], and BTI-DBF [65] can detect a small part of backdoored models, while
FeatureRE [58] and Unicorn cannot detect any of them. For featureRE [58], we conjecture
it is over-dependent on the separability in the feature space, but Grond does not rely
on prominent backdoor features according to Figure 11.9. For Unicorn [59], the false
positive rate is high, and it tends to report every class as the backdoor target, even on
models trained with benign data only. Except for model detection, Grond can also bypass
input-space detections as demonstrated in Section 11.5.2.

Table 11.10: Comparison with different strategies for the generation of backdoor triggers.

Strategy
No Defense CLP [71] FT-SAM [73]

BA ASR BA ASR BA ASR

Random noise 94.24 1.28 94.13 0.97 93.90 1.84
PGD 94.77 69.33 92.57 46.63 92.40 24.56

UPGD 93.43 98.04 93.29 87.89 92.02 80.07
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Table 11.11: The semantic trigger (an automobile image) with different strategies for Grond. The “Target Same”
refers to the target class being the same as the semantic trigger, i.e., automobile. The “Target Diff.” refers to the

target class being different (i.e., airplane) from the semantic trigger.

Strategies for
No Defense CLP [71] FT-SAM [73]

BA ASR BA ASR BA ASR

Clean-Label
Target Same 94.20 74.64 93.97 70.66 91.68 9.38
Target Diff. 93.82 94.42 93.75 93.50 90.92 31.37

Dirty-Label
Target Same 93.77 100 93.88 100 91.40 12.17
Target Diff. 94.25 100 94.14 100 91.34 7.39

Table 11.12: Ablation study for Grond.

Arch Method
No Defense CLP [71] FT-SAM [73]

BA ASR BA ASR BA ASR

ResNet18
UPGD 93.86 98.61 91.15 3.97 91.80 51.77
+ABI 93.43 98.04 93.29 87.89 92.02 80.07

InceptionNeXt
UPGD 87.81 96.81 87.72 96.57 87.06 2.37
+ABI 87.06 96.86 86.93 96.87 86.50 92.02

11.4.7. ABLATION STUDY
The ablation study is designed for the two components of Grond, the UPGD trigger and
Adversarial Backdoor Injection. In addition, we also evaluate the dirty-label setting of
Grond and show the difference compared to using clean-label.
Trigger generation. To explore the influence of trigger patterns, we employ and evaluate
three types of triggers: random noise, PGD perturbation, and UPGD perturbation, using
ResNet18 on CIFAR10. The random noise is sampled from a uniform distribution, and the
PGD employs a projected gradient descent to generate sample-wise perturbations [34].
The generation of UPGD is described in Algorithm 4. All three triggers are limited to 8/255
(l∞ norm) for imperceptibility and use the same training settings described in Table 11.5.

Table 11.10 shows that random noise is ineffective as a backdoor trigger due to low

Poisoned Sample Benign Sample Target Class

BadNets Blend WaNet IAD SSDT

AdvDoor Narcissus Adap-blend OursOurs (without ABI)

Figure 11.7: Examples of feature visualization of Grond and baseline attacks.
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Table 11.13: Evaluation with the proactive defense, CT [42], under different poisoning rates (PR).

Attack PR ACC ASR Recall FPR

BadNets
[14]

5% 93.18 99.96 2500/2500 1568/47500
2.5% 93.35 99.83 1250/1250 518/48750
1% 93.30 100 500/500 73/49500

0.5% 93.43 100 250/250 5/49750
0.3% 93.63 99.94 150/150 222/49850

Adap-patch
[41]

5% 93.28 100 1808/2500 116/47500
2.5% 93.68 100 1088/1250 20/48750
1% 93.73 100 494/500 570/49500

0.5% 93.31 100 160/250 154/49750
0.3% 93.26 100 86/150 3825/49850

Grond

5% 93.84 99.41 2499/2500 671/47500
2.5% 93.81 95.83 115/1250 7220/48750
1% 94.09 92.48 208/500 6690/49500

0.5% 94.36 92.91 90/250 6738/49750
0.3% 94.22 90.10 29/150 6349/49850

ASR, even if no defense is applied. The sample-wise PGD perturbation is more effective
than random noise and shows (limited) robustness against CLP and FT-SAM. UPGD
generates the most effective backdoor trigger with an ASR higher than 80% after CLP and
FT-SAM, and we speculate that the reason is that UPGD exploits features from the target
class, similar to Narcissus [68].

Concerning exploiting features from the target class, we also explore using the natural
image as the trigger, which directly contains the semantic information. Table 11.11 shows
the performance when using an automobile image from the CIFAR10 dataset as a semantic
trigger. Specifically, inspired by naturally occurring backdoor [21], we design the semantic
trigger by resizing the automobile image to 8×8 and sticking it on a part of (PR=5%) the
training images. We consider four types of strategies, including only poisoning the same
class as the trigger in clean-label, poisoning a different class (class airplane) in clean-label,
only poisoning the same class as the trigger in dirty-label, and poisoning a different class
(class airplane) in dirty-label. In Table 11.11, the semantic trigger can be effective as a
backdoor trigger and resist against the CLP pruning. However, the semantic trigger is not
robust against the FT-SAM fine-tuning. The reason is that the semantic trigger cannot
effectively represent the feature of a class. Conversely, adversarial perturbation (PGD,
UPGD) acquires more representative and discriminative class features, since they can
capture the correlations among different regions of the decision boundary and easily fool
most of the inputs [37].
Adversarial backdoor injection is critical. There are two components in Grond: the
UPGD trigger generation and Adversarial Backdoor Injection. We conduct an ablation
study with two architectures on CIFAR10 to analyze the impact of the ABI component.
As shown in Table 11.12, after removing the ABI component, CLP or FT-SAM can defend
against the clean-label attack with the UPGD trigger. Thus, the Adversarial Backdoor
Injection is the key component in maintaining the effectiveness of backdoor attacks
against parameter-space defenses.



11.4. EXPERIMENTAL EVALUATION

11

243

OriginalClean Poisoned

Figure 11.8: Examples of Grad-CAM activation map with ImageNet200 images by clean and Grond models. The
first column is Grad-CAM maps with clean images, and the third column is Grad-CAM maps with

Grond-poisoned images.

Dirty-label Grond: Grond works well in a clean-label setting that uses an invisible trigger
and does not change the original labels of the poisoned samples. However, as we use
the supply-chain threat model (the attacker has access to the training process), we could
also explore the effect of a dirty-label backdoor attack. A dirty-label threat model could
simplify the backdoor by poisoning samples from any class, while the clean-label is
limited to a single class.

Table 11.14 considers two types of dirty-label Grond. The “One Target” uses the same
setting and trigger as clean-label Grond, i.e., misclassifying any inputs with the trigger to
the one target class. The “Dynamic Target” refers to misclassifying inputs from different
classes to different targets. In addition, “Dynamic Target” Grond uses non-target UPGD
as the trigger, which is generated by maximizing the loss between θx +δ and the true
label.

According to the results, One Target Grond achieves very high ASR. Dynamic Target
Grond performs worse than One Target since Dynamic Target is a more complex task.
Overall, dirty-label Grond can still perform well, and even has a higher ASR than the clean-
label setting. However, dirty-label Grond is less robust than clean-label Grond against
backdoor defenses because it is less stealthy. For example, FT-SAM can decrease the ASR
of Dynamic Target Grond (PR=5%) from 94.22% to below 10%, and decrease One Target
ASR from 100% to 0.0%. We conjecture this is because the dirty-label setting obfuscates
the benign semantics of images to their true labels, as the poisoned samples in each class
have been assigned the backdoor target label. In contrast, only the target class is poisoned
in a clean-label setting.
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Table 11.14: Evaluation of dirty-label Grond using ResNet18 on CIFAR10. The dynamic target refers to samples
from different classes having different backdoor targets.

Dirty-Label
Grond

PR
No Defense CLP [71] FT-SAM [73]

BA ASR BA ASR BA ASR

One
Target

5% 91.60 100 91.41 100 90.24 0.00
1% 93.64 100 91.13 40.83 91.20 46.97

0.5% 94.35 100 91.84 97.03 91.77 99.04

Dynamic
Target

10% 94.26 91.95 94.13 77.29 91.67 1.46
5% 94.22 90.43 94.04 90.34 91.45 5.48
1% 94.33 81.82 94.26 81.80 92.36 15.77

11.4.8. DIFFERENT ARCHITECTURES WITH DIFFERENT SURROGATE MOD-
ELS

We evaluate Grond with four additional victim architectures in Table 11.16: VGG16, Dense-
Net121, EfficientNet-B0, and InceptionNeXt-Tiny. In addition, as Grond requires a surro-
gate model to generate UPGD as the backdoor trigger, we provide the results when UPGD
is generated using different architectures for the surrogate model. For each architecture,
UPGD is generated by either the victim architecture or ResNet18 to perform our attack. In
Table 11.16, we use the three most powerful defenses according to Tables 11.2 and 11.3.
Regardless of the model’s architectures or the architectures for UPGD, Grond bypasses
most defenses. This is because the UPGD contains semantic information of the target
class and can be transferred among different architectures [37]. In a few cases, using
UPGD generated by the same architecture shows better attack performance. For example,
conducting Grond on InceptionNeXt-Tiny with UPGD generated by InceptionNeXt-Tiny
shows ASRs above 90%, but also a much lower ASR when using UPGD generated by
ResNet18. We conjecture that transferring UPGD from ResNet18 to InceptionNeXt-Tiny
is more difficult than transferring it to other architectures due to the large convolution
kernel design of InceptionNeXt.

11.4.9. VISUALIZATION
Grad-CAM cannot spot the trigger area of Grond. Grad-CAM [47] was originally designed
to visualize the network’s preference when taking an input image. In backdoor defense
research, Grad-CAM is leveraged to highlight the important areas in order to detect the
potential backdoor trigger area [6]. Figure 11.8 shows the activated area of a clean model
and Grond backdoored model using Grad-CAM. The activated area of Grond backdoored
model is indistinguishable from the clean model, so the Grad-CAM-based defense [6] is
also ineffective against Grond.
t-SNE visualization of feature space. Figure 11.7 shows the latent feature (feature space of
the last convolutional layers) from Grond backdoor models with and without adversarial
backdoor injection in 2-D space and other baseline attacks by t-SNE [55]. The poisoning
rate for all is 0.5%. WaNet cannot achieve satisfactory ASR at this very low poisoning rate,
so we use the default setting according to their open-source implementation. Specifically,
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we perform dimensionality reduction for the latent features by t-SNE. The model architec-
ture is ResNet18 and trained on CIFAR10. Each class of samples forms a tight cluster, and
Grond poisoned samples are better mixed with the target class samples when the model
is trained with adversarial backdoor injection.

11.5. STRONGER DEFENDERS AND ADDITIONAL ANALYSIS

11.5.1. PROACTIVE DEFENSE
Real-world powerful defenders could take more initiative by intervening proactively in
the attack process and exploiting poisoned data. We evaluate Grond against the SOTA
proactive defense, CT [42], that detects poisoned samples in the training data. Specifically,
CT considers data from the original poisoned training data as regular batches and intro-
duces randomly labeled benign data as confusing batches. Then, CT performs normal
supervised training on both regular and confusing batches to produce an inference model,
aiming to corrupt benign semantic features and correlations with correct labels in the
inference model by confusing batches. The backdoor effect remains in the inference
model because there is no trigger information in the confusing batches, and correctly
predicted samples by the inference model are recorded as poisoned.

Table 11.13 presents the detection results on two baseline attacks (BadNets [14] and
Adap-patch [41]) and Grond. CT is effective against the two baseline attacks, where most
poisoned samples in the training set are detected with a relatively low false positive rate.
However, CT is not capable of detecting Grond when the poisoning rate is lower than 5%
due to a high false positive rate and low recall. To understand why CT is not effective
against Grond, we recall that the main idea of CT is to corrupt benign semantic features
and their correct label, but not corrupt backdoor semantic features. However, Grond
utilizes the benign semantic features of the target class to generate UPGD perturbation as
the trigger. CT’s mechanism also corrupts the backdoor features of Grond. Therefore, CT
cannot effectively detect Grond poisoned samples.

Table 11.15: Input-space detection results.

Attack
Scale-up [15] IBD-PSC [19]

TPR FPR AUC F1 TPR FPR AUC F1

BadNets [14] 81.93 32.90 0.7627 0.7524 100 7.90 0.9996 0.9606
Blend [5] 99.32 38.74 0.8681 0.8275 100 0.90 1.00 0.9953
Adap-Blend [41] 68.72 18.99 0.7621 0.7297 53.95 11.77 0.8731 0.6495

Grond (PR=5%) 24.40 17.69 0.5463 0.3409 0.00 10.33 0.5698 0.0
Grond (PR=1%) 18.39 17.96 0.4879 0.2656 0.00 5.82 0.0626 0.0
Grond (PR=0.5%) 7.05 16.19 0.4034 0.1113 0.00 4.82 0.1087 0.0

11.5.2. DETECTION OF BACKDOOR INPUT.
Backdoor input detection is a defense technique that determines whether or not a given
input includes a backdoor trigger. We show that Grond-generated backdoor samples
can resist established backdoor detection methods. Table 11.15 shows the input-space
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Table 11.16: Grond against defenses using different architectures on CIFAR10 with a poisoning rate of 5%. The
surrogate indicates the architecture used to generate UPGD as the trigger.

Victim Surrogate
No Defense FT-SAM [73] I-BAU [67] FST [35]

BA ASR BA ASR BA ASR BA ASR

VGG16
ResNet18 92.69 95.31 92.72 78.42 90.10 14.53 89.12 92.68

VGG16 92.57 90.10 92.22 95.14 90.20 76.51 91.72 90.58

DenseNet121
ResNet18 92.39 95.62 90.98 23.88 86.73 48.14 90.77 88.94

DenseNet121 92.38 81.07 91.10 16.91 90.90 54.76 91.13 71.29

EfficienNet-B0
ResNet18 87.7 96.23 84.05 71.07 87.64 95.41 82.07 97.67

EfficienNet-B0 86.92 92.61 83.77 71.17 86.93 92.13 82.45 68.72

InceptionNeXt-Tiny
ResNet18 85.07 91.83 85.07 2.17 85.25 91.67 82.78 3.82

InceptionNeXt-Tiny 85.54 96.24 85.64 90.14 85.49 97.21 83.92 97.29

detection results using Scale-up [15] and IBD-PSC [19]. We report the True Positive Rate
(TPR), False Positive Rate (FPR), AUC, and F1 score in Table 11.15 for baseline attacks
and Grond, where Scale-up and IBD-PSC are effective against three baseline attacks but
cannot detect Grond-generated backdoor samples.

11.5.3. LARGE AND TRANSFORMER-BASED ARCHITECTURES
To further evaluate the effectiveness of Grond on large-sized and especially transformer-
based models, we conduct experiments on various architectures, including ResNet101 [17],
Swin-Base [32], Swin-Large [32], ViT-Base [11], and ViT-Large [11].
There are two components (UPGD trigger and ABI) of Grond that are necessary to be
applied to transformer-based architectures. The UPGD trigger generation algorithm is
compatible with transformer-based architectures, as transformers’ gradient information
can be used to generate UPGD perturbations. However, UCLC [71] for ABI is incompatible
with the attention mechanism. The UCLC is designed for feature channels of convolu-
tional layers, which do not exist in the attention mechanism. Therefore, we design a
tailored novel pruning method against backdoor neurons in the attention-based mod-
els. Specifically, we consider an attention head as a “neuron”, the new pruning method
then calculates the singular value decomposition of each attention head as an index of
relevance to the backdoor effect. The process can also be considered as solving for the
approximation of the Lipschitz Constant for each attention head according to [71]. Then,
the sensitive heads are updated using the following equation:

θ(k)
l :=

{
θ(k)

l ×0.5, σ(θ(k)
l ) > mean(σ(θl ))+u × std(σ(θl ))

θ(k)
l , otherwise,

(11.4)

where θ(k)
l is the weight of kth head at lth layer, σ is the maximum of values in the sin-

gular value decomposition matrix of θ(k)
l . We evaluate the performance of Grond on

transformer architectures with three fine-tuning-based defenses. Table 11.17 provides
the experimental results and demonstrates the effectiveness of Grond on large and trans-
former architectures. Notably, the three fine-tuning defenses cannot effectively decrease
the ASR of Grond models. We conjecture this is because injecting a stealthy backdoor into
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larger models is easier.
The hyperparameters for training ResNet101 are the same as those in Table 11.5.

For transformer models, the number of training epochs is 100 for both CIFAR10 and
ImageNet200. The perturbation budget of UPGD for transformer models is ϵ= 16. The
hyperparameters not mentioned are given in Table 11.5.

Table 11.17: The performance of Grond on large and transformer-based architectures.

Dataset Victim Surrogate Parameters (M)
No Defense vanilla FT FT-SAM [73] FST [35]

BA ASR BA ASR BA ASR BA ASR

CIFAR10

ResNet101 ResNet18 42.51 93.75 99.22 87.37 99.92 92.78 99.04 93.65 99.77

ViT-Base
ViT-Base

85.27 80.24 98.80 76.43 98.72 79.50 98.10 79.77 98.73
ViT-Large 302.60 78.92 98.89 74.47 97.53 77.98 98.56 78.53 98.53

Swin-Base
Swin-Base

86.70 83.08 99.65 81.61 99.80 80.21 98.88 82.44 99.86
Swin-Large 194.93 83.04 99.69 80.79 99.35 80.99 99.47 79.31 99.53

ImageNet200

ViT-Base
ViT-Base

85.95 83.41 98.36 82.08 98.86 83.48 98.24 80.99 97.84
ViT-Large 303.51 86.08 89.46 83.19 89.07 86.06 90.52 82.36 85.35

Swin-Base
Swin-Base

86.95 74.68 97.82 72.56 98.29 75.75 96.11 72.29 94.77
Swin-Large 195.30 76.99 95.36 74.29 97.91 75.35 90.77 73.07 90.72

11.5.4. BACKDOOR ANALYSIS BY FEATURE SPACE INVERSION
We also provide a feature space analysis for different attacks by using a feature mask to
decouple the benign and backdoor features following BTI-DBF [65] and BAN [64]. The
decoupling assumes that benign features related to the correct prediction introduce a
lower loss, and the backdoor features related to backdoor prediction introduce a higher
loss. In particular, the benign and inversed backdoor features are decoupled as follows:

min
θm

∑
(x ,y)∈Dl

[
L

(
fL ◦ (g (x)⊙m), y

)−L
(

fL ◦ (g (x)⊙ (1−m), y)
)+λ|m|

]
, (11.5)

where g = fL−1 ◦ · · · f1 is the model without the classification head. θm is the learned
feature mask, and Dl is a small set of benign samples with correct labels. As validated
with BTI-DBF [65] and BAN [64], benign and backdoor features can be decoupled by the
mask θm, after which backdoor features will introduce a substantially higher loss with
respect to the ground truth label.

Decoupled benign feature loss and backdoor feature loss of all evaluated attacks are
demonstrated in Figure 11.9, where benign feature loss is represented by the first term in
Equation (11.5) and backdoor feature loss by the second term. It can be observed that
several backdoor attacks introduce prominent backdoor features, such as WaNet, IAD,
and Bpp, which result in substantially higher backdoor feature loss than benign feature
loss. In contrast, several backdoor attacks introduce less prominent backdoor features,
including AdvDoor, Narcissus, Adap-blend, and Grond. Revisiting Tables 11.2 to 11.4,
attacks that introduce prominent backdoor features are more susceptible to backdoor
defenses than attacks with less prominent backdoor features. Both TAC and feature space
inversion analyses further confirm that Grond provides comprehensive stealthiness.
Hyperparameters for the Inversed Backdoor Feature Loss Following the settings in
BTI-DBF [65] and BAN [64], we use Adam and the learning rate of 0.01 to search for 20
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Figure 11.9: Benign and inversed backdoor feature loss (Equation (11.5)) for all baseline attacks. Large
backdoored loss indicates that the backdoor is prominent in the feature space.

Table 11.18: Evaluation of Grond against adversarial training (AT) on CIFAR10. RA refers to accuracy under
PGD [34] adversarial attack.

Arch
No Defense AT

BA ASR RA BA ASR RA

ResNet18 93.43 98.04 3.82 88.56 89.69 62.24
VGG16 92.57 90.10 9.64 85.64 85.78 59.75

DenseNet121 92.38 81.07 9.72 86.67 64.30 58.66

epochs for the feature mask in Equation (11.5). The optimization of the mask uses 1% of
the training data. λ is 0.72. The elements in the mask are limited to continuous values
between 0 and 1.

11.5.5. ADVERSARIAL BACKDOOR INJECTION DOES NOT IMPACT BACK-
DOOR EFFECTIVENESS IN CASE OF NO DEFENSE.

Figure 11.10 shows additional Adversarial Backdoor Injection results against models
without defense. We show that Adversarial Backdoor Injection does not influence the
backdoor effectiveness in general when no defense is applied.

BadNets Blend WaNet IAD AdvDoor Bpp LC Narcissus SSDT Adap-Blend
0

20

40

60

80

100

AC
C 

an
d 
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R

ACC ACC (Adversarial Backdoor Injection) ASR ASR (Adversarial Backdoor Injection)

Figure 11.10: The attack performance (no defense) when combined with Adversarial Backdoor Injection.

11.5.6. FURTHER TAC ANALYSIS
For a clearer demonstration, we also provide sorted TAC value plots in Figure 11.11, which
sort the TAC values in Figure 11.2. Figure 11.11 demonstrates the existence of prominent
neurons, and Grond is more stealthy.



11.5. STRONGER DEFENDERS AND ADDITIONAL ANALYSIS

11

249

Figure 11.11: TAC plots of sorted TAC values, which show the prominent neurons of baseline attacks. The y axis
contains the TAC values, and the x axis is the index of neurons. Prominent neurons are not found in our attack.

11.5.7. ADVERSARIAL TRAINING AS A DEFENSE
We evaluate Grond with adversarial training (AT), which is considered one of the most
successful defenses against adversarial attacks, since the UPGD trigger is a special type of
adversarial perturbation. Table 11.18 shows the backdoor performance and robustness
of Grond before and after adversarial training using CIFAR10 with three architectures
(ResNet18, VGG16, and DenseNet121). The robust accuracy against PGD attacks signifi-
cantly increased after AT, confirming AT’s effectiveness. However, AT does not decrease
ASR, which means Grond backdoor can resist AT.

Figure 11.12: The weight changes after FT-SAM [73] for baseline attacks.
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Table 11.19: Crafting inputs to minimize changes in the parameter space.

λ
No Defense CLP

BA ASR BA ASR

0.5 94.09 1.43 93.39 1.43
0.1 94.23 6.09 93.43 1.97

0.01 93.69 26.83 90.90 3.87
0.001 93.88 68.81 92.80 4.89

0.0005 94.13 90.78 92.81 5.84

11.5.8. WEIGHT CHANGES AFTER FT-SAM WITH 10 BASELINE ATTACKS
Figure 11.12 provides the results of weight changes after applying FT-SAM [73] to ten
baseline attacks. The weight changes in baseline attacks show a significant difference in a
few prominent neurons.

11.5.9. ATTEMPTS TO CRAFT INPUTS THAT MINIMIZE CHANGES IN THE

PARAMETER SPACE
In this section, we also try to craft poisoned training data that minimizes changes in the
parameter space instead of using ABI.

In the previous design of Grond, the backdoor is injected by the UPGD trigger. Then,
Grond, through ABI, limits the changes of backdoor neurons by reducing their weights. We
consider replacing the ABI component with an operation only in the training data, which
does not require control over training. Our goal is to partially break the effectiveness of
injecting the backdoor via the poisoned data. Specifically, we add poisoned data into the
target class with a poisoning rate of PR = 5% under the clean-label setting, following the
standard setting in previous work [59, 64]. Then, we add poisoned data into every class
with a poisoning rate of PR ×λ. We aim to use the poisoned data in non-targeted classes
to partially break the effectiveness of poisoned data in the targeted class. Table 11.19
provides the experimental results with different λ values. With the decrease in λ, both
ASR (no defense) and ASR (after applying CLP) increase. This means that our attempt
to minimize changes in the parameter space for stealthiness works. However, ASR after
applying CLP is still lower than 10%, which means the attack is not robust against the
backdoor defense.

11.6. EXAMPLES OF POISONED IMAGES
Figure 11.13 shows four training images from ImageNet200 when applied with UPGD.
Please note that the images are only meant to demonstrate imperceptible trigger and
poisoning perturbations. In our experiments, we only poison training images from the
class “stingray” to inject the backdoor. The first row depicts poisoned images, while the
second contains clean ones. Finally, the third row contains the residual of the first two
rows. Notice that Grond does not introduce any visible difference to the clean images.
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Poisoned

Clean

Residual

Figure 11.13: Examples of poisoned ImageNet200 images by Grond. We only poison training images from the
class “stingray” in our experiments with ImageNet200.

11.7. CONCLUSIONS & FUTURE WORK
This paper studies whether backdoor attacks can resist diverse practical defenses and
provides an affirmative answer: current common stealthy backdoor attacks are vulnera-
ble to parameter-space defenses. We further explore how to increase the stealthiness of
backdoor attacks against parameter-space defenses. We propose a novel supply-chain
backdoor attack, Grond, that considers comprehensive stealthiness, including input, fea-
ture, and parameter-space stealthiness. Grond achieves state-of-the-art performance by
leveraging adversarial examples and adaptively limiting the backdoored model’s parame-
ter changes during the backdoor injection to improve the stealthiness. We also show that
Grond’s Adversarial Backdoor Injection can consistently improve other backdoor attacks
against parameter space defenses. We suggest that future backdoor attacks should be
evaluated against parameter-space defense. We also recommend that backdoor research
explore Adversarial Backdoor Injection to enhance parameter-space stealthiness.
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SOK: THE LAST LINE OF DEFENSE:

ON BACKDOOR DEFENSE

EVALUATION

Backdoor attacks pose a significant threat to deep learning models by implanting hid-
den vulnerabilities that can be activated by malicious inputs. While numerous defenses
have been proposed to mitigate these attacks, the heterogeneous landscape of evaluation
methodologies hinders fair comparison between defenses. This work presents a system-
atic (meta-)analysis of backdoor defenses through a comprehensive literature review and
empirical evaluation. We analyzed 183 backdoor defense papers published between 2018
and 2025 across major AI and security venues, examining the properties and evaluation
methodologies of these defenses.

Our analysis reveals significant inconsistencies in experimental setups, evaluation metrics,
and threat model assumptions in the literature. Through extensive experiments involving
three datasets (MNIST, CIFAR-100, ImageNet-1K), four model architectures (ResNet-18,
VGG-19, ViT-B/16, DenseNet-121), 16 representative defenses, and five commonly used
attacks, totaling over 3 000 experiments, we demonstrate that defense effectiveness varies
substantially across different evaluation setups. We identify critical gaps in current evalua-
tion practices, including insufficient reporting of computational overhead and behavior
under benign conditions, bias in hyperparameter selection, and incomplete experimenta-
tion. Based on our findings, we provide concrete challenges and well-motivated recommen-
dations to standardize and improve future defense evaluations. Our work aims to equip
researchers and industry practitioners with actionable insights for developing, assessing,
and deploying defenses to different systems.

This chapter is under review as G. Abad, K. Marina, S. Koffas, B. Tajalli, M. Arazzi, R. Riaño, X. Xu, Z. Liu,
A. Nocera, and S. Picek, “SoK: The Last Line of Defense: On Backdoor Defense Evaluation.” arXiv preprint
arXiv:2511.13143 (2025).

257



12

258 12. SOK: THE LAST LINE OF DEFENSE: ON BACKDOOR DEFENSE EVALUATION

12.1. INTRODUCTION
Deep learning (DL) has become a primary technology in critical application domains,
from autonomous vehicles [35] to medical diagnosis and malware classification [7, 124].
As DL systems assume increasingly safety-critical roles, ensuring their security against
adversarial manipulation has become increasingly important. Among the various threats
to DL systems, including evasion attacks [140], model theft [60], and data poisoning [61],
backdoor attacks have emerged as particularly insidious and difficult to detect.

Backdoor attacks implant hidden malicious behavior into models that is activated only
when specific trigger patterns appear in the input [36]. Unlike evasion attacks that occur
at inference time, backdoors are embedded during training and persist throughout the
model’s lifetime, making them exceptionally dangerous for deployed systems. The attack
surface is broad: adversaries can poison training data [36, 15], manipulate the training
process, or directly modify model parameters [177, 118]. Triggers can be embedded in the
input space (e.g., pixel patterns [36]), the feature space (e.g., semantic perturbations [104,
22]), or the model weights, creating a diverse and evolving threat landscape.

The research community has responded with an extensive body of work on backdoor
defenses, proposing detection and mitigation techniques that operate at different stages
of the machine learning pipeline: pre-training (data sanitization), during training (robust
learning), and post-training (model inspection) [80, 149, 89, 175]. This proliferation of
defenses raises a critical question for practitioners: Which defense should be deployed
in production systems? Answering this question requires a rigorous, fair comparison of
defense effectiveness under realistic threat models. However, our analysis reveals that the
current state of defense evaluation makes such comparisons nearly impossible.

The evaluation crisis. We conduct a systematic analysis of 183 backdoor defenses
introduced in papers published in top-tier AI and security venues and listed in Table 12.1.
Our investigation uncovers serious methodological issues that undermine confidence in
reported defense performance:

• Unrealistic threat models: The vast majority of defenses are evaluated exclusively
against outdated, dirty-label attacks (where attackers control training labels). Clean-
label attacks, which preserve correct labels and represent more realistic threats,
are rarely considered. Similarly, defenses are almost never tested against adaptive
attackers who are aware of the defense mechanism.

• Toy datasets dominate: Over 73% of defenses are evaluated on MNIST or CIFAR-10.
ImageNet-1K, a more challenging benchmark, appears in only ≈20% of papers. This
raises serious concerns about generalizability to real-world deployment scenarios.

• Limited trigger diversity: Most evaluations use simple, visible patch-based trig-
gers. Stealthy, imperceptible triggers are rarely considered, despite being more
representative of sophisticated attacks.

• Missing practical constraints: Critical deployment considerations such as ex-
ecution time, memory requirements, and computational cost are almost never
reported, preventing practitioners from assessing real-world feasibility.

These evaluation gaps create a false sense of security: defenses appear highly effective
on toy benchmarks but may fail under realistic threat models. When we re-evaluate
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selected defenses on more challenging datasets and against adaptive, stealthy attacks, we
observe substantial performance degradation that contradicts published claims.

Our contributions. This paper presents the first systematization of knowledge (SoK)
focused exclusively on backdoor defense evaluation methodology. Rather than proposing
new defenses or attacks, we analyze how the research community evaluates defenses and
identify critical gaps that prevent meaningful comparison and deployment. Our work
makes the following contributions:

• Comprehensive literature analysis: We systematically survey 183 backdoor defense
papers from top-tier venues (2018–2025), cataloging their evaluation methodolo-
gies, threat models, datasets, metrics, and experimental configurations.

• Evaluation gap identification: We identify critical methodological issues in de-
fense evaluation, including the reliance on weak threat models, toy datasets, static
triggers, and missing adaptive attacker evaluations.

• Empirical evaluation: We implement and evaluate 15 representative defenses
across different categories (pre-training, in-training, post-training) against five
diverse attacks (BadNets, Blended, WaNet, AdvDoor, Narcissus) on datasets of
varying difficulty. Our results demonstrate that defense performance does not
generalize from toy to realistic benchmarks. Our code is available at https://anon
ymous.4open.science/r/BackdoorDefensesAnalysis-A058/.

• Actionable recommendations: We provide concrete guidelines for defense re-
searchers and practitioners, including minimum evaluation requirements (dataset
difficulty, attack diversity, adaptive attacker consideration) and best practices for
reproducible, fair comparison.

• Public dataset: Our comprehensive literature analysis is publicly available in our
code repository as a dataset in a .csv file format, which is available for contribu-
tions from the community.

Our literature and experimental analysis aim to provide an objective and constructive
examination of the current state of research on backdoor defenses. Rather than a critique
of individual works, our goal is strictly to provide a clear, data-driven perspective on
prevalent methodological trends and potential gaps within the literature, thereby fostering
a shared commitment to enhancing the rigor and advancement of defense mechanisms.
Moreover, the successful integration and reproduction of the representative defense
methods selected for our experimental analysis speaks highly of their academic rigor and
transparency.

12.2. BACKGROUND

12.2.1. BACKDOOR ATTACKS
Backdoor attacks are training-time attacks that add hidden behavior to the model [36].
The attacker’s goal is two-fold: the first is to achieve high performance with clean (un-
altered) samples, representing the clean behavior, and the second is to achieve high

https://anonymous.4open.science/r/BackdoorDefensesAnalysis-A058/
https://anonymous.4open.science/r/BackdoorDefensesAnalysis-A058/
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Table 12.1: List of analyzed papers per year and conference. “/” denotes no papers, while N/A means the
conference has not happened yet.

Year Venue Papers

2025

S&P [139, 202, 129]
NDSS [122, 199, 190, 194, 102]
ACM CCS [43, 185, 70]
USENIX Security [114]
NeurIPS N/A
ICML [112, 95, 47, 105, 132, 119, 48]
ICLR [182, 1, 18, 55, 147, 204, 188, 192, 45]
AAAI [206, 39, 189, 74, 82]
CVPR [76, 173, 51, 198]

2024

S&P [150, 65, 93, 99, 20]
NDSS [111, 120, 159, 27]
ACM CCS [187]
USENIX Security [75, 84, 135, 68]
NeurIPS [83, 94, 160, 179, 176, 97, 109, 59, 186, 113, 174, 98]
ICML [172, 91, 100, 183, 207, 33, 50, 73, 193]
ICLR [53, 178, 107, 171]
AAAI [208, 17, 117, 214, 153, 211, 2]
CVPR [37, 72]

2023

S&P [10, 216, 158, 34, 69]
NDSS [21, 92, 19]
ACM CCS [170]
USENIX Security [108, 115, 29, 196, 152]
NeurIPS [58, 167, 164, 181, 154, 96, 161, 184, 215, 16, 133, 205, 142, 57, 63, 165, 131]
ICML [213, 168, 79, 66]
ICLR [64, 157, 41, 200]
AAAI [180, 23, 86, 191, 138]
CVPR [26, 137, 110, 101, 88, 144, 203]

2022

S&P /
NDSS [121]
ACM CCS /
USENIX Security [125, 103]
NeurIPS [8, 13, 14, 156, 212, 87, 9, 151, 155, 209]
ICML [130]
ICLR [166, 40, 52, 56, 195]
AAAI [62]
CVPR [143, 90, 30, 38]

2021

S&P /
NDSS [127, 11]
ACM CCS /
USENIX Security [141, 4]
NeurIPS [210, 163, 77, 136]
ICML [44, 169, 128]
ICLR [78, 71]
AAAI [106, 126]
CVPR

2020

S&P /
NDSS /
ACM CCS /
USENIX Security /
NeurIPS /
ICML [123]
ICLR [25]
AAAI /
CVPR [67]

2019

S&P [148]
NDSS /
ACM CCS [89]
USENIX Security /
NeurIPS [116]
ICML /
ICLR /
AAAI /
CVPR /

2018

S&P /
NDSS /
ACM CCS /
USENIX Security /
NeurIPS [145]
ICML /
ICLR /
AAAI /
CVPR /
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performance with malicious (modified) samples, representing the malicious behavior.
Backdoor attacks can happen by poisoning the data [36], injecting malicious code (code
poisoning) [5], or directly altering the model’s weights (model poisoning) [49].

We briefly describe the relevant terminology of the backdoor attacks and their catego-
rization; more information can be found in [80]. There are various methods for injecting a
backdoor into a model. These can be broadly divided into dirty and clean label backdoor
attacks. First, the attacker chooses a trigger and adds it to a subset of the training data.
Formally, let the training dataset be denoted as D = {(xi , yi )}N

i=0, where xi ∈X represents
an input sample and yi ∈Y its corresponding ground truth label. The attacker’s chosen
trigger t is added to a subset of training data. The proportion of poisoned data is given
by ϵ= M

N where M is the number of altered samples and M ≪ N . By adding the trigger
on each chosen sample, the attacker creates a malicious sample x̂ = ϕ(x, t), where ϕ
is a trigger creation function. If the attacker follows a dirty label strategy, the ground
truth label is changed to an attacker-chosen one ŷ [36]. For a clean label strategy, the
ground truth label remains unchanged [146]. The malicious data set is constructed as
D̂ = {(x̂i , ŷi )}M

i=0 for dirty label attacks or D̂ = {(x̂i , yi )}M
i=0 for clean label attacks.

Depending on the trigger generation function ϕ(·), triggers are classified as static or
dynamic. The static triggers, also known as sample agnostic, remain the same regardless
of the input sample. Dynamic triggers, also known as sample-specific, vary depending
on the input, i.e., they are unique per sample. Depending on how we choose which
samples to poison, we divide the attacks into source-agnostic and source-specific [42].
In source-agnostic attacks, the trigger activates the backdoor only when applied to a
sample of a specific class. On the other hand, in the source-agnostic attacks, the trigger
can activate the backdoor in any sample.

The attack’s performance is measured through attack success rate (ASR), which is the
number of backdoor activations over the number of triggered inputs fed to a poisoned
model. Clean accuracy, on the other hand, represents the behavior of the model on clean
samples.

12.2.2. BACKDOOR DEFENSES
Deployment Stage In the literature, backdoor defenses are categorized according to
the stage of the machine learning pipeline at which they are applied [162]. This classi-
fication distinguishes defenses based on the defender’s capabilities and the available
resources. Specifically, we consider three main categories: pre-training, in-training,
and post-training defenses [162]. Pre-Training defenses are applied before the model
is trained. These defenses aim to prevent the injection of backdoors by sanitizing or
augmenting the training data, selecting robust model architectures, or applying secure
initialization techniques. The defender controls the dataset and training setup but has not
yet started the actual training process. In-Training defenses control the training phase of
the model. That is, the defender has access to the training data, the model, the weights,
and the training hyperparameters. Furthermore, the defender controls the entire training
procedure and can modify it to be robust against backdoors. Post-Training defenses
analyze the model after it has been trained. These defenses assume that the defender
does not participate in the training process but can analyze and modify the trained model.
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Domain Defenses can be input-, feature-, and parameter-based, depending on where
they are applied. Input-space defenses focus on the samples given to the model. Such
defenses evaluate or check the model’s input before passing it to the model. Feature-
space defenses analyze the latent-space (at some point in the model), after the samples
are passed to the model, to identify anomalies. Parameter-space defenses analyze the
parameters of the model during training or after the training, and look for outliers or
other indications that can be connected with a backdoor.

Execution Stage The defenses can also be categorized into two categories based on their
deployment stage: Online and Offline [31]. Online defenses work during the execution
time and detect malicious samples or behaviors, on the fly. These types of defense are
often bound by execution time. Offline defenses, on the contrary, are countermeasures
that do not have a time constraint and are executed in a detached mode from the main
execution process, for instance, checking the dataset before training, or analyzing the
model’s weights before deployment.

Task Backdoor defenses may perform several actions to prevent backdoor attacks. For
example, one approach might involve identifying malicious instances within the training
data, whereas another could determine whether or not a model contains a backdoor.
Malicious Sample Detection defenses inspect the training dataset and look for malicious
samples. The defenses could then further clean the dataset by removing the trigger from
the malicious sample or just flagging that sample as malicious and removing it. Backdoor
Detection defenses aim to detect the backdoor during training or after the training is
completed. Backdoor Removal defenses remove the backdoor from the trained model
after the backdoor is detected.

12.2.3. COMMON THREAT MODELS
Backdoor attacks occur during the training phase, creating diverse threat scenarios de-
pending on the attacker and defender capabilities. We categorize threat models along a
spectrum of access and control, from full system access (white-box) to minimal interac-
tion (black-box).1

White-Box Both the defender and the attacker have full access to: (i) model architecture
and weights; (ii) training algorithm, process, and hyperparameters; and (iii) training data
(the defender has no knowledge of whether the data is poisoned). For defenders, this
scenario may occur when they use publicly available datasets from untrusted sources
(e.g., Kaggle) to train their models from scratch or fine-tune pre-trained models from
community repositories (e.g., Hugging Face). For attackers, this scenario is possible when,
using their own data, they inject a backdoor in their own model and then release it for
public use.

Black-Box This represents the most restrictive threat scenario, in which both the de-
fender and the adversary have severely limited access and control. The defender can only

1We provide some examples that do not represent the entire landscape of possible threat configurations.
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interact with the model by providing inputs and observing the corresponding outputs,
without any visibility into or ability to modify the model’s internal parameters or archi-
tecture. Similarly, the adversary can influence the model only indirectly. For example, by
submitting malicious inputs through public APIs or by manipulating physical objects in
the environment (e.g., placing stickers on stop signs) with the goal of having these altered
instances captured and included in the training data.

Gray-Box Anything that is not white-box or black-box belongs in this scenario. It con-
tains a wide range of partial knowledge and capability combinations. For example, the
defender has access to the model weights but cannot access the training data. Alterna-
tively, an attacker can inject malicious samples into a subset of the training data, but
cannot control the model or training procedure.

Across all the threat models, we assume that the defender has access to a clean holdout
dataset, and a trusted set of benign samples not used during training, which will be used
to measure the clean accuracy and as a reference for detecting anomalies. This is a
standard assumption in the literature. In this work, we evaluate various defenses each
with its own assumptions. As a result, we do not follow a specific threat model in our
experiments.

12.3. LITERATURE STUDY
The research on backdoor defenses has gained significant attention in recent years. Be-
tween 20182 and 2025, the number of backdoor defense papers presented at AI and
security conferences increased substantially. Very few defenses were proposed before
2020, but the numbers began to rise notably from 2021 onward. Although 2025 data are
incomplete, current results already show continued interest.

Clearly, the number of published papers3 motivates a more systematic evaluation of
approaches given in the literature. Many novel and interesting works have been published
in the last few years; however, there is no framework to help researchers evaluate the
different aspects of each defense and perform a thorough robustness evaluation, resulting
in incomplete reported results. In this work, our aim is to establish methodologies and
best practices to examine backdoor defenses, helping researchers design better solutions
and readers select appropriate defenses for each use case.

12.3.1. METHODOLOGY
We conducted an extensive literature review by evaluating all the papers on backdoor
defenses published in selected A∗ venues4 across both the security (i.e., S&P, USENIX
Security, NDSS, and CCS) and AI communities (i.e., ICLR, ICML, NeurIPS, CVPR, and
AAAI) from 2018 to 2025. A total of 183 papers were manually analyzed, with key infor-
mation extracted systematically from each study and saved in a .csv file.5 The extracted

2We started our analysis from 2018, as the first backdoor attacks were BadNets [36] and Blended [15] both
introduced in 2017, and the first countermeasures on this topic, i.e., Spectral Signatures [145] and Fine
Pruning [85] were published in 2018.

3As we consider only nine conferences, the total number of backdoor defense papers is significantly higher.
4According to popular conference ranking systems, such as www.conferenceranks.com.
5We shared this file in the repository to allow further analysis and contributions from the community.

www.conferenceranks.com
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Table 12.2: Number of analyzed papers per year and conference. “-” denotes no papers, and N/A indicates that
the conference has not yet occurred. The table contains 181 papers. However, in our analysis, we included

STRIP [32] and Fine Pruning [85] since we observed that, while they are not published in any of the considered
conferences, they are the second and the third most popular baseline defenses.

Year S&P NDSS CCS USENIX NeurIPS ICML ICLR AAAI CVPR

2025 3 5 2 1 N/A 7 9 5 4
2024 5 4 1 4 12 9 4 7 2
2023 5 3 1 5 17 4 4 5 7
2022 - 1 - 2 10 1 5 1 4
2021 - 2 - 2 4 3 2 2 -
2020 - - - - - 1 1 - 1
2019 1 - 1 - 1 - - - -
2018 - - - - 1 - - - -

information contains:
• Identification information: defense name, conference name, and publication year.
• Evaluation information: defense’s code availability, the model architectures and

the datasets (along with their domains, e.g., images, text, graph, sound, etc.) used in
the experiments, the baseline defenses that were used for comparison, and the types
of tested backdoor attacks. To gain a detailed view of the attacks against which the
proposed defense is evaluated, we keep track of the different attack characteristics,
whether an adaptive attacker was tested, the names of the attacks, the assumptions
related to the attacker’s knowledge of the defense, and the poisoning rates used.

• Evaluation metrics: the metrics reported by the authors in their experiments,
organized in two categories: attack performance with or without defense, and the
attack’s stealthiness. Finally, we report whether clean and no-attack performance
were evaluated.

• Defense properties: information needed to characterize a defense as discussed in
Section 12.2.2. More specifically, the defense’s category, domain, and deployment
stage.

• Defender’s knowledge: the scenario where the defense is evaluated (e.g., Federated
Learning), the defender’s knowledge about the model (architecture, hyperparame-
ters, and weights), the backdoor’s existence, the trigger (e.g., BadNets), the trigger’s
properties (e.g., trigger size or location), the trigger’s distribution, and if the attack
is targeted/untargeted.

• Access to resources: whether the defender has access to poisoned or clean data, the
model’s weights, or the feature maps. Additionally, we check whether the defense
requires additional labeled or unlabeled data beyond the training set, or extra
models (poisoned or clean) beyond the one evaluated.

• Defender’s capability: whether the defender can train surrogate models, alter the
model’s inputs or weights, fine-tune the model, and filter or purify malicious data.

Observe that the last three categories are related to the defender’s threat model.



12.3. LITERATURE STUDY

12

265

12.3.2. ANALYSIS OF THE COLLECTED DATA
We present now relevant statistics from the collected information about existing defenses
to support our discussion and experimental choices for this work, as well as to highlight
current trends. We organize our findings into two categories: Recommendations (R),
presented in light gray boxes, which are actionable suggestions with known solutions
calling for widespread implementation and adoption; and Challenges (C), appearing in
darker gray boxes, which are observed shortcomings requiring further research.

We note that ≈ 80% of the considered publications provide source code. Although
this percentage is high, this still highlights the fact that many papers do not release their
source code, while it greatly simplifies reproduction and validation, and enables extensive
experimental analysis like the one we report in Section 12.5.

R1: Every published backdoor defense (and attack) paper should provide source
code.

Focusing on the deployment phase, we found that most defenses fall into the post-
training category, accounting for nearly 60% of all analyzed approaches. In-training
defenses represent the second-largest group, accounting for 33% of the total. In contrast,
pre-training defenses and hybrid methods, such as those combining pre- or in-training
with post-training techniques, are relatively rare, less than 5%. Finally, less than 1%
considers all stages of the training process. These different categories assume different
attack and defense threat models and capabilities. Post-training is commonly considered
a worst-case scenario for defenders as it is a reactive stage (end-user) where defense
assumes the attack has already succeeded. Thus, the trend of focusing on a reactive
defender neglects more effective stages for defending against backdoor attacks (pre- and
in-training).

R2: Balance the study of different defense deployment phases by focusing on
proactive defense methods.

Moreover, the diverse settings of existing backdoor attacks require defenses that are
flexible in different deployment scenarios, and limiting a defense to operate in a single
phase in most cases requires assumptions that may be unrealistic in certain scenarios.
Nowadays, we rely heavily on pre-trained models for transfer learning, which may have
been trained on malicious data inaccessible to the user downloading them, making
pre-training defenses impractical. At the same time, when we have access only to data
and must rely on online services for “black-box” training or fine-tuning, due to limited
resources or the use of closed models (e.g., OpenAI6), we cannot control or inspect the
resulting model and can only use it as-is. This emphasizes the need for defenses that
remain effective and adaptable across different phases.

If we consider defenses grouped by categories as shown in Figure 12.1, we can see
how defenses in each category use different resources. A common requirement is having
auxiliary models, which could not be realistic due to computational constraints when
dealing with large models or datasets, since they have to be trained, often from scratch.

6https://openai.com/index/gpt-4o-fine-tuning/

https://openai.com/index/gpt-4o-fine-tuning/
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Figure 12.1: Distribution of resources across different training phases, showing the relative occurrence of each
resource type during pre-, in-, and post-training phases.

This aspect is further discussed in Section 12.5 where we show how this could limit the
practical use of these defenses. The second most used resource for pre-training defenses
is the reliance on poisoned data. This constitutes a significant assumption in practical
scenarios because it requires access to every potential attack to ensure resilience, thereby
restricting the generalizability of defenses.

Finally, many methods assume access to clean training data, an unrealistic assumption
in real-world settings where models are distributed to large user communities, as seen
with the HuggingFace repositories. In such cases, a more realistic assumption would
imply access to data exhibiting the same feature distribution as the training set, without
requiring the exact data points used during training.

C1: Develop scalable defenses independent of auxiliary models and poisoned/-
clean training data, using alternative resources (e.g., feature maps or same-
distribution samples not from the training set) to improve generalization and
real-world performance.

In Figure 12.2, we provide statistics on the number of datasets, attacks, types of models,
and baseline defenses used to evaluate performance. As shown in Figure 12.2a, most
defenses are tested using three datasets, while considering more than six datasets is rare.
Similarly, in most cases, one to three different model types are used (see Figure 12.2d). In
Table 12.3, we provide examples of the grouping we used to separate different model types
for analysis. The performance comparison is done against five or six baseline defenses,7

7Notably, in our sample, some papers do not even compare against any defense [11, 154, 25, 23]. In one case
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Table 12.3: Classification of neural network models into architecture families for systematic analysis.

NN Group Type Example Variants to Include

ResNet ResNet, ResNet-18, ResNet-34, ResNet-50, ResNet-101, WideResNet, PreActResNet
VGG VGG, VGG-11, VGG-16, VGG-19
ViT ViT, DeiT, CLIP-ViT, Swin Transformer
CNN CNN, ConvNet, Custom CNN
GCN GCN, GAT, GraphSAGE, GIN, RGCN, GatedGCN
MobileNet MobileNet, MobileNetV2
Transformer BERT, RoBERTa, GPT, LLaMA, ALBERT, DistilBERT, GPT-2, GPT-3, GPT-4, T5
DenseNet DenseNet, DenseNet-121, DenseNet-169, DenseNet-161
LeNet Inception, GoogLeNet, LeNet, LeNet-5
AlexNet AlexNet
LSTM/GRU LSTM, GRU, Bi-LSTM
MLP MLP, FC-NN
Diffusion DDPM, EDM, Stable Diffusion, DDIM
Reinforcement Learning PPO, DRL, Policy Learning NN
Detection Models Faster R-CNN, YOLO, SSD, DETR

and the number of targeted attacks is typically between one and five.
Finally, we observed that, overall, only about 58% of the proposed defenses consider

an adaptive attacker, around 55% of the defenses presented at AI-focused conferences,
and roughly 67% of those presented at security conferences. While considering this aspect
is crucial, given that adaptive attacks are generally the most advanced, it alone does not
suffice to demonstrate the effectiveness of the defense. Overall, this highlights the hetero-
geneity of evaluation settings, which limits the comparability of results across studies and
underscores the need for more comprehensive and standardized benchmarking.

Another important trend visible in Figure 12.3a is the strong tendency to consider
a narrow subset of available benchmark datasets. In particular, CIFAR-10 emerges as
the predominant choice, serving as the baseline for most evaluations. While this facili-
tates comparability across studies, it also raises important concerns about the general
applicability of the evaluation results for the proposed defenses.

Figure 12.3d shows the most common attacks used in the experimental evaluations
of the proposed defenses. Among these, Badnets and Blend attacks are the most com-
mon ones. The trend highlights a continued reliance on a narrow and well-established
(though arguably outdated) set of evaluation techniques. Despite the rapid growth of the
literature on adversarial machine learning, only a small fraction of defenses evaluate their
approaches on recent attacks. Among the five most frequently considered attacks, the
most recent is SIG [28], introduced in 2021, thus highlighting a gap between the develop-
ment of new attacks and their adoption in defense evaluations. Therefore, while defenses
may appear robust under current experimental standards, their true resilience against
state-of-the-art or emerging attacks remains underexplored. Most attacks discussed in
Section 12.3.1 are dirty-label, with clean-label attacks largely overlooked. Additionally,
triggers are typically visible rather than stealthy, and only one case involved a dynamically
generated trigger, highlighting limited attention to complex or adaptive designs. The same

also, the proposed theoretical framework against data poisoning was not tested against any specific attack, but
only against distribution shift [154].
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Figure 12.2: Distribution of the number of used datasets, attacks, defenses, and model types used in the
analyzed defenses.

observation also holds for the baseline defenses most frequently used for comparison
with the proposed methods. Notably, the most recent of these is ABL [77] from 2021, also
in this case.

In Figure 12.3b, we examine the machine learning models used for the evaluation of
the analyzed defenses.8 Typically, used models belong to the ResNet group that includes
different variants of ResNet models, such as ResNet18 or ResNet50. This raises the concern
that defenses may be overly tuned to a specific architecture, limiting their adaptability
across different model families. Because of this, defenses might potentially exploit unique
characteristics of specific target models, such as residual blocks or simple CNNs layers,
while neglecting a wider set of characteristics from diverse model architectures. As a
consequence, this can effectively impose an expiration date on the defense’s applicability.
Additionally, we observe a preference for simpler models, which may require less time
and resources to train. From Figure 12.3, we can conclude that focusing only on a limited
selection of toy datasets, specific model families, or certain attacks and defenses can lead
to defenses that are overfitted to these particular scenarios, limiting their applicability
beyond these predefined assumptions.

8See Table 12.3 for the model groups.
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Figure 12.3: Overview of dataset, attack, defense, and model evaluation statistics.

C2: Design defenses that operate at a higher level of abstraction, avoiding assump-
tions tied to specific architectures, such as CNNs, or data, to ensure future-proof
robustness across models and domains.

Thus, the number of evaluated attacks/defenses, models, and datasets should be less
important than ensuring that diverse categories are covered. This implies using both
simple datasets (e.g., MNIST) and complex ones (e.g., ImageNet-1K), as well as simpler
model architectures (e.g., VGG family) and more advanced ones (e.g., ViT), as proved by
the results we collected in Section 12.5. Finally, for attacks and defenses, it is important to
use both well-established baselines and recent state-of-the-art results.

R3: Prioritize diversity in the evaluation setup by including datasets of varying
complexity, models from different families, and both established and recent attacks
and defenses, rather than simply increasing their number.

Next, we examine the distribution of defenses based on the domain of the datasets
considered in the paper. We observed that the image domain is the most frequently used,
with the text domain receiving more attention starting from 2022. Other domains are
not as prominent, although in recent years, we can observe a greater diversity in the
dataset domain than in earlier years. This variation could be attributed to the rise of Large
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Language Models (LLMs), though the prevalence of the image domain still remains. As
LLMs continue to advance and evolve into multi-modal systems such as visual language
models (VLMs), which integrate both textual and visual inputs, the boundaries between
input domains are becoming increasingly blurred, making domain-specific defenses less
appealing.

C3: Design defenses that are dataset domain-agnostic.

Table 12.4: Percentage of defenses per defense domain that can work over a Single or Multiple dataset domains
(absolute count in parentheses).

Defense Domain Single (count: 140) Multiple (count: 20)
Input-Space 48.6% 20.0%
Feature-Space 23.6% 15.0%
Parameter-Space 44.3% 70.0%

We then analyze the relationship between the action space of the defenses (Input,
Feature, or Parameter) and the dataset domain (e.g., images or text) in Table 12.4. Defenses
that operate on model parameters are more frequently tested against a wider range
of dataset domains, such as both image and text. This suggests that access to model
parameters allows for the development of defenses that are more broadly applicable
across different types of data. While designing defenses that operate across domains
is valuable, overly general approaches can reduce effectiveness. In many industrial
settings, more specialized defenses, tailored to a specific application, often achieve higher
reliability. Therefore, a careful trade-off between generality and specificity should be
considered when developing new defenses.

R4: Combine general, model-agnostic defenses with domain and pipeline-
specific methods to achieve transferability.

Figure 12.4 depicts the usage patterns of evaluation metrics across defenses. We
can broadly categorize metrics into three groups: (i) task performance: Clean Accuracy
(CA), ASR, and Certified Accuracy; (ii) detection capability: Detection Accuracy, Precision,
Recall (TPR), False Positive Rate (FPR), F1-Score, and AUC-ROC; (iii) efficiency: Execution
Time. From our analysis, we found that most adopted metrics are ASR, followed by CA
in AI conferences, and a set of Other different metrics and CA at security conferences.
The difference is quite large, with ≈ 65% and ≈ 80% of defenses reporting ASR, but only
≈ 48% and ≈ 39% report CA at AI and Security conferences, respectively. The absence
of a standardized and consolidated set of evaluation metrics limits the comprehensive
comparison of proposed defenses. Although ASR serves as an indicator of a defense’s
capacity to block attacks, its true effectiveness also depends on the ability to maintain
the model’s main task performance (commonly measured with CA) and ensure seamless
deployment. Moreover, defense evaluation papers rarely report execution time, despite
its critical importance for practical deployment.

Stealthiness is a crucial property of a backdoor attack, tightly connected to the attack’s
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Figure 12.4: Usage patterns of evaluation metrics across defenses by conference type. “Other” includes metrics
that were rarely reported and fall outside the ten most frequently used ones.

performance against a defense. An attack could be stealthy in the input-, feature-, or
parameter-space, and many defenses are not effective in all spaces simultaneously [177].
Thus, to verify a defense’s generalization, it is important to consider attacks that are
stealthy in different spaces. The evaluator could identify stealthy attacks using various
stealthiness metrics or pick attacks that are known to be stealthy in different spaces.
For example, Adap-blend is stealthy in the feature space but not in the input space,
WaNet is stealthy in the input space but not in the feature space, and Grond is stealthy
in all spaces [177]. Surprisingly, only 9 out of 183 surveyed papers report results about
the attack’s stealthiness, which shows that this topic is often overlooked in a defense
evaluation.

R5: When evaluating a defense, we need to consider attacks with different stealth-
iness capabilities (pixel space, latent space, parameter space, frequency domain),
often measured by appropriate metrics, instead of testing many attacks with the
same properties.

Defenses must report execution time, a critical metric for practical deployment. Some
theoretically effective defenses may fail in real-world applications due to high computa-
tional costs, yet this limitation remains unclear without systematic runtime reporting and
comparison. Following Recommendation R6 enables fair comparison of computational
costs and helps practitioners assess deployment feasibility.

R6: Report the defense’s execution time and compare it against the baseline
(no-defense) execution time, quantifying the induced overhead under identical
hardware settings.
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Depending on the nature of the defense, e.g., backdoor detection (model or input-
level) or backdoor removal, different metrics will be reported as applicable. However,
while we observe some commonly used metrics, there are still a number of papers report-
ing “other” metrics, which include less used ones, such as “anomaly index”. These can be
valid, as defense might be further from the already established types of defenses, but we
might want to avoid arbitrary metrics. While core metrics (accuracy and ASR) are widely
adopted, inconsistent naming conventions and the introduction of non-standard metrics
without clear justification complicate reproducibility and cross-study comparisons.

C4: Lack of standardized terminology and consistent reporting of metrics when
evaluating backdoor defenses.

Next, Figure 12.5 provides statistics (based on what the authors reported) on what
happens once the defense is deployed on clean models. We can observe that in most
cases, the effect is not discussed in the paper. Over the years, more papers have started to
consider this, reporting (vague) information on it.
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Figure 12.5: Percentage per year of defenses that consider the effect of the defense when there is no attack.

R7: Report the impact of the defense without any backdoor present, explicitly
including the main task (clean) accuracy when the defense is applied.

12.4. EXPERIMENTAL SETUP
Datasets We evaluate on MNIST, CIFAR-100, and ImageNet-1K, selected for their di-
versity and difficulty (as in Recommendation R3). MNIST is grayscale and simple; its
inclusion ensures that grayscale images are considered in the evaluation, as such data
frequently occurs in applications like medical imaging. CIFAR-100 offers mid-level com-
plexity with 100 classes. ImageNet-1K provides a large-scale, realistic benchmark with
1M+ images across 1 000 classes.
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Models As seen in Figure 12.3, the most used models are ResNet, VGG, and the ViT
family, followed by custom CNN architectures and DenseNet. Thus, in our experiments,
we consider ResNet-18 [46], VGG-19 [134], ViT-B/16 [24], and DenseNet-121 [54]. These
cover both convolutional and transformer-based architectures.

Defenses Defenses are selected based on (i) code availability: we include only defenses
with publicly available, runnable implementations to ensure reproducible evaluation
and avoid errors; (ii) category coverage: we select at least one defense from each major
category combination (see Section 12.2.2) to provide comprehensive coverage of defense
strategies; (iii) recency: when multiple defenses occupy the same category, we favor more
recent work (2022-2024) to reflect the current state-of-the-art, unless older seminal work
represents a fundamentally different approach; (iv) integration complexity: we prioritize
defenses with standard interfaces and minimal implementation dependencies to enable
fair comparisons. See Table 12.5 for a complete list of the defenses considered for our
experimentation.

Table 12.5: Selected defenses categorized by training stage, inspection domain, and execution mode.

Deployment
Stage

Inspection Do-
main

Execution
Mode

Defense

In-training

Feature Offline Spectral Signatures [145]
Feature Online Trap and Replace [151]
Input Online Reback (Need for Speed) [93]
Input, Parameter Online PDB [160]
Parameter Offline ABL [77]
Parameter Online CBD [203]

Post-training

Feature Offline NAD [78]
Feature, Input Offline Unicorn [157]
Input Offline Neural Cleanse [148]
Input Online Scale-Up [41]
Input, Parameter Offline AIBD [189]
Parameter Offline IBAU, BAN [175]
Parameter Online BadExpert [171]

Pre-training
Input Offline Incompatibility Clustering [64]
Input, Parameter Offline Metasift [196]

Backdoor Attacks We evaluate defenses against five representative attacks (Table 12.6):
BadNets [36], Blended [15], WaNet [104], AdvDoor [201], and Narcissus [197], covering
both input- and feature-space manipulations, and dirty- vs. clean-label settings.

Poison rates We selected four specific poison rates, 0.005 (0.5%), 0.01 (1%), 0.05 (5%),
and 0.2 (20%), to comprehensively evaluate selected defenses. The rates of 1% and 5%
were included because our analysis shows they are the most commonly used poisoning
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Table 12.6: Summary of utilized backdoor attacks.

Attack Venue Year Type Trigger Type

BadNets [36] IEEE Access 2017 Dirty Patch-based (static)
Blended [15] arXiv 2017 Dirty Image blending (transpar-

ent overlay)
WaNet [104] IEEE S&P 2021 Dirty Spatial warping (impercep-

tible)
AdvDoor [201] AAAI 2022 Dirty Universal adversarial per-

turbation
Narcissus [197] CVPR 2023 Clean Sample-specific

Table 12.7: Average CA/ASR(%) without defense.

Dataset Model AdvDoor BadNets Blended Narcissus WaNet No Attack

MNIST

DenseNet-121 99.21 / 4.65 99.18 / 99.99 99.25 / 100.0 99.34 / 0.08 76.78 / 99.92 99.14 / N/A
ResNet-18 98.94 / 5.85 99.07 / 99.91 99.03 / 100.0 99.05 / 0.07 98.84 / 56.41 98.9 / N/A
VGG-19 99.01 / 2.74 99.15 / 99.98 99.09 / 99.99 99.1 / 0.13 97.76 / 99.33 98.96 / N/A
ViT-B/16 97.96 / 2.84 98.02 / 99.96 98.08 / 99.96 98.1 / 0.17 97.72 / 54.36 98.06 / N/A

CIFAR-100

DenseNet-121 78.51 / 99.96 70.39 / 99.33 69.43 / 49.62 78.97 / 82.39 68.96 / 45.29 79.09 / N/A
ResNet-18 76.1 / 99.22 68.52 / 97.41 66.41 / 51.24 76.56 / 83.96 67.05 / 47.87 76.87 / N/A
VGG-19 71.44 / 99.73 71.8 / 98.04 54.42 / 37.02 72.05 / 61.29 51.65 / 34.15 72.44 / N/A
ViT-B/16 91.12 / 95.76 91.2 / 98.93 91.19 / 99.46 91.05 / 47.19 90.56 / 45.5 91.09 / N/A

ImageNet1K

DenseNet-121 69.65 / 0.02 70.48 / 79.82 69.41 / 89.79 69.52 / 0.99 69.07 / 68.14 69.57 / N/A
ResNet-18 64.21 / 0.02 65.15 / 79.66 64.08 / 84.67 64.25 / 0.72 63.77 / 49.01 57.72 / N/A
VGG-19 67.87 / 0.07 68.44 / 83.28 67.48 / 87.16 67.54 / 1.72 67.62 / 49.11 67.7 / N/A
ViT-B/16 82.34 / 0.0 81.01 / 79.85 82.27 / 90.78 82.44 / 0.22 82.12 / 47.91 82.41 / N/A

levels in the existing literature. We then add two edge-case rates: 0.5%, representing a
subtle attack used in a minority of defense papers (5%), and 20%, representing a less
subtle attack (used in 10% of defense papers). We evaluated Narcissus with three poison
rates (other attacks used five), because Narcissus is a clean-label attack. Matching the
total number of poisoned images requires increasing the per-class poison rate, which
is limited by class size (e.g., poisoning an entire class in CIFAR-100 equals only 1% of
the dataset). In the case of Imagenet-1K, we could not achieve a poison rate matching
the baselines, even when poisoning an entire class, due to the large number of classes.
We also test poison rate 0, indicating a no-attack scenario, to evaluate the impact of the
deployed defenses when the attack is not present.

12.5. EXPERIMENTAL RESULTS
Excluding runs with timeouts and Unicorn and Neural Cleanse defenses, the 2 798 suc-
cessful experiments across all three datasets collectively required more than 170 days
of total compute time. All results are available in the repository9, while here we report
the key results. The missing values in the presented results mean that the given defense
failed in that specific configuration. In Table 12.7, we report the mean CA and ASR for
the considered backdoor attacks and for clean training without an attack. These provide
baselines for fair comparison and analysis in this Section.

9https://anonymous.4open.science/r/BackdoorDefensesAnalysis-A058/.

https://anonymous.4open.science/r/BackdoorDefensesAnalysis-A058/
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Model Architectures Based on the survey in Section 12.3, most existing defenses are
developed for image-based attacks on CNN architectures. Transformer-based models,
such as Vision Transformers (ViTs), which underpin many state-of-the-art generative
models, remain largely unexplored. Given their growing importance, ViTs should serve as
key baselines for evaluating backdoor defenses, highlighting the need for architecture-
agnostic defenses.

Observations. Examining the results of defenses grouped and averaged by architec-
ture across MNIST, CIFAR-100, and ImageNet-1K (Figures 12.6 to 12.8) shows that the
dominant pattern is that dataset complexity amplifies the CA–ASR trade-off: moving
from MNIST to CIFAR-100 to ImageNet-1K, average CA drops sharply and many defenses
fail on ImageNet-1K (several rows show CA ≈ 0). On MNIST and CIFAR-100, PDB and
NAD consistently deliver the best joint outcomes (high CA with low–moderate ASR), with
PDB edging MNIST (e.g., CA ≈ 99, ASR < 10) and NAD leading CIFAR-100 overall (CA in
the mid-60s to mid-70s on CNNs with ASR ≈ 25). In contrast, methods like BadExpert,
Comp-Clustering, and Spectral often preserve CA, but the defense is not effective as it
does not decrease the ASR. On ImageNet-1K, only Metasift scales, as it achieves near-zero
ASR (≤ 1) while keeping high CA (roughly 66–80) across all architectures. Everything else
is either leaky (high ASR) or destructive (near-zero CA). We observe that for CIFAR-100, TR
is excellent on DenseNet-121 (ASR ≈ 7 with CA ≈ 63), yet unstable elsewhere. Specifically,
for ViT-B/16, the CA is kept relatively high, but the ASR drops only to ≈ 51, illustrating
CNN-specific tuning. Moreover, this is visible in the MNIST results (Figure 12.6), as the
CA is kept high for all CNN-based models, but is significantly negatively affected for
many defenses with ViT-B/16. PDB and NAD are comparatively robust across CNNs
(DenseNet/ResNet/VGG) on MNIST/CIFAR-100, while several methods (I-BAU, NAD,
Reback) severely degrade CA on ImageNet regardless of model. Interestingly, ViT-B/16 is
the weakest on CIFAR-100 for many defenses, but becomes the most usable on ImageNet
when paired with Meta (high CA, ASR ≈ 0), suggesting capacity/inductive-bias help only
if the defense scales. Overall, defense effectiveness is tightly coupled with both architec-
ture and dataset scale: CNNs benefit from spatially grounded, input- or parameter-level
defenses, whereas ViTs require strategies that exploit global patterns to preserve CA while
mitigating attacks.

C5: While aiming to be model- and dataset-agnostic, current defenses exhibit
strong sensitivity to both. Future research should aim to design truly architecture-
agnostic defense frameworks that generalize across model families and datasets.

Trigger Types Based on the review in Section 12.3, most defenses are evaluated primarily
against legacy, simple, and highly visible attacks. Only a few works consider advanced,
stealthy triggers, such as adaptive or clean-label attacks, which are essential for realistic
threat modeling. We also observe that some defenses underperform even in scenarios
considered “too simple” to challenge them. The common assumption that a defense
effective under worst-case conditions will also succeed in simpler ones does not always
hold. For instance, in Figure 12.10a, the compatibility clustering fails against BadNets
(ASR 93.8%).
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Figure 12.6: Average CA and ASR for MNIST for different models.
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Figure 12.7: Average CA and ASR for CIFAR-100 for different models.

R8: Defenses need to be evaluated under various difficulty conditions, including
simpler attacks, but also worst-case scenarios and adaptive attacker settings.

Observations. Analyzing defenses grouped and averaged by trigger types, Figures 12.9
to 12.11, reveal that on MNIST, the trigger choice (BadNets/Blended/WaNet) has little
effect: NAD and PDB consistently achieve low ASR (≈ 10–18%) while keeping CA very
high (≈ 92–99%), and I-BAU can push ASR lower on WaNet at the cost of CA. On CIFAR-
100, trigger structure becomes decisive: localized/additive triggers remain tractable
(PDB/NAD drive ASR to ≤ 1% with CA in the 60–70% range), while semantically integrated,
clean-label trigger (Narcissus) evade pixel/parameter-level inspection. Methods that
minimize ASR on these hard triggers (e.g., AIBD, Metasift) do so by crushing CA to single
digits, while TR yields a somewhat usable trade-off (e.g., Narcissus ≈ 22% ASR at ≈
53% CA). Outlier-filtering approaches (Spectral, Scale-Up) often preserve CA but also
leave high ASR, meaning that the backdoors remain active on the non-filtered samples.
On ImageNet-1K, defense scalability overwhelms trigger differences: Metasift uniquely
sustains high CA (≈ 71%) with near-zero ASR (≤ 0.7%) across BadNets/Blended/WaNet,
while alternatives either leak (e.g., BadExpert except on WaNet) or collapse CA (e.g.,
I-BAU, NAD, ABL). Note that missing entries indicate timeouts/failures, underscoring
non-scalability. Overall, simpler, spatially bounded triggers are easier to detect, while
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Figure 12.8: Average CA and ASR for ImageNet-1K for different models.
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Figure 12.9: Average CA and ASR for MNIST for different trigger types.

semantically integrated or high-visibility triggers increasingly challenge defenses as model
and dataset complexity grow.

C6: Existing defenses fail to generalize across spatial, semantic, or high-visibility
patterns, especially on large-scale datasets.

Poisoning Rates Section 12.3 shows that evaluation practices lack standardization. Re-
searchers often use arbitrary, typically low poisoning rates without a common benchmark,
limiting cross-study comparability and biasing results toward defenses. Many also omit
reporting attack success without defenses.

Observations. In Figures 12.12 to 12.14 we examine defenses grouped and averaged
by increasing poisoning rates, highlighting the sensitivity of methods to both dataset
complexity and attack strength. On MNIST, low poisoning rates (0.005-0.05) are often
mitigated by parameter-level defenses (e.g., PDB, CBD, and IBAU), preserving CA while
reducing the ASR. Higher rates (0.2) degrade CA and allow elevated ASR, revealing lim-
its of defenses when attacks become pervasive. On CIFAR-100, even modest poisoning
significantly reduces defense effectiveness: many methods see sharp ASR increases and
CA drops, especially for complex attacks and deeper models. Large-scale datasets like
ImageNet-1K worsen this effect, where high-resolution and semantically diverse inputs



12

278 12. SOK: THE LAST LINE OF DEFENSE: ON BACKDOOR DEFENSE EVALUATION

AdvDoor BadNets Blended Narcissus WaNet
Trigger Type

ABL
AIBD

BadExpert
CBD

Comp-Clustering
I-BAU
Meta
NAD
PDB

Reback
Scale-Up
Spectral

TR

De
fe

ns
e

69.4 61.9 21.3 96.8 27.6
10.4 7.4 8.9 0.0 13.9
98.9 86.7 69.5 87.0 52.9
54.6 23.4 16.4 51.8 26.1
86.2 93.8 66.6 78.0 41.5
88.1 2.0 1.4 40.9 1.7
75.2 43.2 23.4 2.6 11.5
81.1 1.0 0.9 85.9 1.0
85.5 0.7 0.4 88.0 0.8
48.6 62.6 4.5 45.7 17.5
92.1 72.6 47.0 91.5 43.6
82.5 87.5 46.7 94.5 42.0
41.5 14.7 22.7 21.9 1.6

(a) ASR (%)

AdvDoor BadNets Blended Narcissus WaNet
Trigger Type

ABL
AIBD

BadExpert
CBD

Comp-Clustering
I-BAU
Meta
NAD
PDB

Reback
Scale-Up
Spectral

TR

De
fe

ns
e

51.1 53.8 51.1 69.2 47.9
3.6 3.4 2.9 3.3 2.4

81.8 80.8 81.2 81.8 81.4
51.5 46.9 49.8 50.1 48.7
67.8 68.3 66.7 68.2 66.0
37.7 39.2 39.2 39.4 40.5
3.8 14.0 15.0 9.1 15.1

57.8 62.9 62.7 64.8 70.0
62.2 62.0 62.6 71.1 61.9
38.3 37.5 36.8 32.8 32.4
59.4 63.9 61.2 61.2 58.3
55.3 54.7 53.4 54.7 50.2
52.9 53.7 53.1 53.5 53.3

(b) CA (%)

Figure 12.10: Average CA and ASR for CIFAR-100 for different trigger types.
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Figure 12.11: Average CA and ASR for ImageNet-1K for different trigger types.
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Figure 12.12: Average CA and ASR for MNIST for different poisoning rates.
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Figure 12.13: Average CA and ASR for CIFAR-100 for different poisoning rates.

make most defenses fragile against even low poisoning. It is interesting to see how, even in
the absence of attacks, many defenses sensibly decrease the CA of the model, affecting its
functionalities, giving further support for Recommendation R7. The initial concept high-
lights that defenses, although designed to enhance robustness, can inadvertently harm
normal performance. Overall, robustness declines nonlinearly with the poisoning rate,
with measurable impacts appearing even without attacks, and the interaction between
model and dataset scale determines how effectively a defense preserves performance.

C7: Ensuring consistent robustness of the defense across poisoning strengths
without sacrificing clean performance remains an open challenge.

Hyperparameter Selection Based on the review of the papers for this SoK and the re-
implementation from the official repositories to perform experiments, the defenses are
designed to work under different conditions, using different hyperparameters. Most of
them were estimated experimentally without providing a clear strategy to choose them in
an unknown scenario. Thus, in our experiments, we used the default hyperparameters
defined in their official code.

Observations. To systematically quantify the adaptability of a defense across datasets,
we introduce the Mean Absolute Difference Score (MADS). This metric measures how
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Figure 12.14: Average CA and ASR for ImageNet-1K for different poisoning rates.

consistent the ASR of a defense remains when tested across multiple datasets under the
same experimental settings. For a given defense d and experiment e, let ASRDi

d ,e denote
the ASR on dataset Di , and let

µd ,e =
1

|D|
|D|∑
i=1

ASRDi
d ,e

be the mean ASR across all datasets D. The MADS for defense d is then defined as the
average mean absolute deviation across experiments:

MADSd = 1

E X · |D|
E X∑
e=1

|D|∑
i=1

∣∣ASRDi
d ,e −µd ,e

∣∣,
where E X is the number of experiments. A lower MADS indicates that a defense’s ASR
is more consistent across datasets, while a higher MADS indicates greater variability. In
Figure 12.15, the results exhibit significant variability across datasets. This highlights
that most defenses do not offer global protection when deployed in a scenario different
from the one evaluated in their respective papers. The only defenses nearing zero are
TR, I-BAU, and PDB. Examining the CA for the former two in the case of Imagenet-1K
shows a complete reduction to (near) zero, while PDB completely fails with Imagenet-1K,
highlighting a critical situation even in those that initially appeared more promising.

C8: Design defenses that minimize hyperparameter sensitivity across datasets,
improving defense generalizability.

R9: Tune and validate defenses on multiple datasets to ensure consistent cross-
dataset effectiveness.

Variability analysis Repeated experiments on CIFAR-100 with ResNet-18 under the
BadNets attack (0.5% poison rate) reveal noticeable variability across defenses. The CA
remains stable for most methods, while ASR shows high fluctuations on more than half
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Figure 12.15: Comparison of the attack ASR on various datasets using default hyperparameters to different
defenses.
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Figure 12.16: Performance consistency (CA and ASR) using BadNets against defense methods on CIFAR-100
with ResNet-18 (0.5% poison rate). Each defense shows two distributions: CA (left, green) and ASR (right, red)

computed over ten independent trials.

of the evaluated defenses (see Figure 12.16). These results highlight the need to system-
atically measure variability and report average performance along with its dispersion
(e.g., mean ± stdev, Coefficient of Variation, IQR). Reporting these results allows a precise
assessment of defense stability across runs and ensures that results reflect consistent,
reproducible behavior.

R10: Evaluations must include repeated runs to capture performance variability
and report results using statistical measures such as the mean standard deviation
(±), interquartile range (IQR), and coefficient of variation (CV).

Execution Time The analysis in Section 12.3 highlights a persistent lack of runtime
reporting in defense evaluations. Execution time, while fundamental for assessing scal-
ability and practicality, is often omitted or incompletely reported. Knowing how long a
defense takes to operate, both in the presence and absence of a backdoor, is essential to
evaluating its feasibility for real-world deployment.

Observations. In Figure 12.17, we report the average elapsed time of all evaluated
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Figure 12.17: Average elapsed time (log scale) of defenses under different evaluation settings. Each radar plot
summarizes the mean runtime across all attacks and poison rates. Dotted lines represent the runtime for each

defense when no backdoor is present.

defenses across datasets and model architectures, comparing their runtime when a
backdoor is present versus when it is not. The results show that runtime behavior is highly
defense-dependent. Some methods, such as Spectral Signatures, Reback, and CBD, exhibit
minor variation between the two conditions, indicating stable and predictable execution
cost. Others, however, display substantial differences: while certain defenses run faster
on clean models, others become slower without a backdoor, likely due to convergence
mechanisms or additional verification when no anomalies are detected. Moreover, several
defenses, specifically Compatibility Clustering, AIBD, and PDB, did not complete within
a reasonable time frame (10 hours). These methods rely on extensive feature-space
clustering or repeated gradient-based optimization procedures, which scale poorly with
dataset size. These findings also further support Recommendation R6.

C9: Achieving stable and efficient runtimes across defenses remains a critical
challenge to scalability and real-world deployment.

Case Study: Detection Defenses We have also tested the chosen attacks against detection-
based backdoor defenses like Neural Cleanse [149], Unicorn [157], and BAN [175]. In this
experiment, we poisoned 10 models and used the defenses to identify them. The results
are shown in Figure 12.18. Unicorn could not be applied to single-channel (grayscale)
images without modification, so we did not run experiments with Unicorn on the MNIST
dataset. The results vary depending on the chosen setup. For example, successful BadNets
and AdvDoor attacks are detected by defenses across different models, whereas successful
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Figure 12.18: Performance of detection-based defenses on MNIST and CIFAR-100. We have no results for
Unicorn and MNIST, as it could not be applied out of the box to one-dimensional images.
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Narcissus evades them.10 On average, defenses work slightly better on ResNet18 than on
other model architectures. Again, the trend of evaluating only against ResNet models,
BadNets attack, and simpler datasets (CIFAR-10 and MNIST) does not fully support the
generalizability of the evaluated defense.

12.5.1. DISCUSSION ON SUSTAINABILITY
As we reported in Section 12.5, to conduct, according to our estimates, a fair comparison
among 15 defenses across more than 3 000 experiments required more than 170 days of
continuous computation. While this number, reflecting only the GPU time spent on the
successful and reported experiments, already represents a considerable investment of re-
sources, the actual resources consumed were substantially greater. The total experimental
time in GPU hours was significantly extended by typical large-scale evaluation overheads,
including repetitions due to experimental errors and necessary adjustments. Specifically,
the reported experiments required about 78% of the total available computing credits,
while in reality, with the necessary implementation and preparation phase, the entire
study consumed the full annual credit allocation for two accounts on the Netherlands
national super-computing infrastructure (Snellius), primarily for the two large datasets,
CIFAR-100 and ImageNet-1K. Several runs on Imagenet-1K frequently timed out after
10 (and 24) hours due to excessive resource consumption, while in some cases, memory
consumption (over 300GB) led to failures. Moreover, experiments on MNIST were exe-
cuted on an additional institutional compute cluster. This highlights serious concerns
regarding the sustainability and reproducibility of current defense evaluation practices.
The growing number of backdoor defenses proposed in recent years, even within A* con-
ferences, raises serious doubts about the realism and credibility of reported evaluations.
This trend reflects broader pressure to publish rapidly, often at the expense of thorough,
reproducible experimentation, leading to fragmented evaluation practices and limited
comparability across studies. At the same time, the lack of clear evaluation guidelines
makes it difficult to design exhaustive, comparable setups, often leading researchers to
rely on simple or easy-to-implement baselines and to run redundant experiments that
waste valuable computational resources. These observations reveal the need to establish
standardized baselines that serve as reference leaderboards, enabling researchers to com-
pare new defenses against verified results without repeating prior experiments, thereby
promoting sustainable and environmentally responsible practices.

R11: Define standardized evaluation protocols to improve the efficiency and
sustainability of defense evaluation.

12.6. GUIDELINES FOR EXPERIMENTAL EVALUATION
Based on our experimental analysis, we suggest a number of guidelines to follow:

• Diversity over quantity. Evaluate the performance of backdoor defense with differ-
ent model families (e.g., CNN and ViT), dataset complexities (MNIST, CIFAR-100,
and ImageNet-1K), and attack types (trigger in input-, feature-, and parameter-

10Note that for MNIST, Narcissus and AdvDoor attacks were not effective (low ASR), making low detection of
backdoor reasonable.
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space). Compare with other state-of-the-art defenses with similar threat models or
objectives.

• Fair comparison. Use the default hyperparameters for the new defense when
comparing with defenses that use default hyperparameters. If the hyperparameters
are tuned, provide the same tuning effort for each defense.

• Result reporting. Besides common metrics like ASR and CA, provide results on
execution time and the model’s behavior when defense is deployed, but no attack
is present.

• Statistical significance. Provide multiple runs of experiments and report average
and standard deviation values.

• Adaptive attacker. Always assess the performance of a defense in the presence of
an adaptive attacker, which aligns with previous studies [12, 3], but is not always
followed by the community.

• Baselines. Given the number of attacks and defenses proposed over the last few
years, it is impossible to conduct a detailed experimental comparison (if for no
other reason than computational constraints). As such, we see a need to maintain a
public list of baseline results. Then, such arranged baselines must be reported in
every paper. Of course, for this to be achieved, the community must agree that it is
necessary, as it will require additional effort for experiments and to maintain the
list.

12.7. LIMITATIONS
While we aimed to provide a detailed overview and experiments on backdoor attacks,
we had to impose several constraints. First, we limit our attention to the image domain.
While the percentage of works focusing on the image domain justifies our choice, it would
be interesting to consider other domains and to compare domain-agnostic defenses.
Next, we limit our attention to “only” nine venues. While those venues are commonly
considered top-tier venues, there are more venues in the same category that we did not
consider. Moreover, we do not consider journals. Finally, excellent defenses could be
proposed in other venues (e.g., EuroS&P, ACSAC, or SaTML), making our selection, while
diverse, still far from exhaustive.

In our experiments, we consider 15 defenses, five attacks, four poisoning rates, four
models, and three datasets. While this represents a considerable number of experiments,
it can still be considered cherry-picked among all possible options. Indeed, since we
list 183 defenses, evaluating only 15 means we skip many potentially excellent defenses.
Finally, to make our comparison as fair as possible, we do not tune the defenses’ hy-
perparameters but use their default values. While we consider this option the only fair
(and realistic) one, it may (and probably did) cause us to underestimate the potential
performance of several defenses.

12.8. RELATED WORK
Several surveys have systematically reviewed the literature, covering attack strategies,
defensive mechanisms, and general taxonomies [80, 31, 81, 42, 6]. While valuable, these
works primarily focus on cataloging attack types and providing high-level defense cat-
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Table 12.8: Scope comparison for related surveys and this SoK. Prior work provides high-level overviews of
attacks and defenses, while our work systematically analyzes defense evaluation practices across multiple

critical dimensions.
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Li et al. [80] ✓ ✓ ✓ ✓
Gao et al. [31]
Bai et al. [6] ✓ ✓
Shao et al. [81] ✓
BackdoorBench [162] ✓ ✓ ✓

Our Work ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

egorizations rather than systematically analyzing how defenses are evaluated. More
structured evaluation efforts have emerged recently. BackdoorBench [162] provides a
unified benchmarking framework for comparing defenses under standardized settings.
However, it evaluates only a small subset of defenses (12 methods) under limited threat
models and does not address the broader methodological issues in defense evaluation
across the literature. The rapid growth of backdoor defense research, with hundreds of
papers published in recent years, makes ad-hoc comparisons increasingly difficult and
highlights the need for systematic evaluation practices.

Table 12.8 compares the scope of prior surveys against our work. Existing surveys cover
high-level aspects such as attack categories, trigger types, and domains, but rarely detail
experimental parameters like poisoning rates, execution-time constraints, or adaptive
attacker considerations. Moreover, most do not explicitly categorize defenses in a way that
enables reproducible cross-paper comparisons. In contrast, our work focuses exclusively
on defenses, cataloging them along multiple dimensions (e.g., metrics, datasets, models,
execution time, attacker adaptiveness) to facilitate fair and transparent benchmarking.
The works in Table 12.8 highlight both attacks and defenses, explaining the general trends
in backdoor attacks and defenses. These papers focus on a general explanation rather
than comparing/analyzing the current defenses. The increasing number of publications
makes comparing defenses (in a benchmark, reproducible, and fair manner) intractable.

To our knowledge, this is the first SoK that focuses on defense evaluation in backdoor
attacks. Rather than surveying attack or defense techniques, we systematically analyze
how the community evaluates defenses across 183 papers from top-tier AI and security
venues. We identify critical gaps in evaluation practices, including reliance on outdated
attack methods, low-difficulty datasets, and weak threat models, among others, and
provide actionable recommendations for rigorous, reproducible defense evaluation. Our
analysis reveals that current evaluation practices may substantially overestimate defense
effectiveness, with significant implications for deploying these techniques in real-world
systems.
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12.9. CONCLUSIONS & FUTURE WORK
This work presents the first comprehensive systematization of backdoor defense evalua-
tion. By analyzing 183 papers and conducting over 3 000 experiments, this study offers
a clear, data-driven perspective on dominant methodological trends and identifies key
gaps within the existing literature. Our findings reveal that 73% of defenses evaluate only
on MNIST or CIFAR-10, only 58% consider adaptive attackers, and execution time is rarely
reported (≈ 5%). Empirically, we demonstrate that defense effectiveness varies dramati-
cally across settings—methods that succeed on MNIST often fail on ImageNet-1K, and
defenses robust to patch triggers struggle against more complex backdoors. We provide
concrete recommendations for evaluation: prioritize dataset diversity over quantity, test
against both established and recent attacks (Recommendation R3), report computational
overhead (Recommendation R6), and evaluate behavior under no attack conditions (Rec-
ommendation R7). Critical open challenges remain: developing architecture-agnostic
defenses (Challenge C5), achieving robustness across trigger types (Challenge C6), and
designing hyperparameter-insensitive methods (Challenge C8), to name a few. Our
analysis—170 GPU-days for this study—underscores the need for standardized evalua-
tion protocols to enable sustainable, reproducible research.

By releasing our framework and dataset, we aim to facilitate fair comparisons of
defenses and guide practitioners in selecting appropriate defenses for real-world deploy-
ment. Future work should focus on establishing community-maintained leaderboards
and developing theoretical frameworks that connect defense mechanisms to attack char-
acteristics, rather than focusing on empirical results.
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13
DISCUSSION

This concluding chapter explains the scientific and technical contributions of this thesis, as
well as its limitations and promising future directions.

13.1. AUDIO BACKDOORS
Here, we discuss our contributions regarding the first research question.

RQ1 (Audio backdoors): What types of audio triggers enable stealthy and
robust backdoor attacks against automatic speech recognition under realistic
assumptions?

In Chapter 3, we studied keyword spotting as a widely deployed speech recognition
primitive and demonstrated that an adversary can insert a backdoor using an inaudible
trigger. Assuming a data-poisoning threat model in which the attacker can modify only a
small fraction of the training set, we show that poisoning just 1% of the data is sufficient
to achieve a high attack success rate when the ultrasonic trigger is inserted into the input
audio. This indicates that the model learns a shortcut feature that associates the trigger
with the target label. We have explored the effect of various trigger properties on the
attack success rate. In particular, among the parameters we varied, poisoning rate and
trigger duration had the largest effect on the attack success rate. Additionally, we have
created an Android keyword-spotting application that can be tricked by an inaudible
signal played over the air and can generate an attacker-chosen misclassification. As this
trigger is inaudible, adversaries could play it through their equipment the whole time that
a user speaks to increase the chances of success. This is the first time a speech recognition
backdoor has been verified in the physical world. An important observation from this
work is that the attention layer from the LSTM architecture used in the experiments was
more robust against our attack than the CNNs, resulting in a lower attack success rate.

In Chapter 4, we propose a backdoor attack that uses stylistic audio triggers imple-
mented as signal transformations inspired by electric-guitar effects such as pitch shifting,
distortion, and reverberation. Such transformations can be perceptually subtle and may
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appear plausible in real environments. For example, reverberation can naturally arise
from room acoustics. The trigger in this work is dynamic, as it depends on the input
signal. Thus, the backdoored model could learn style features and associate them with the
target label. This increases the attacker’s flexibility in constructing realistic triggers that
are compatible with a wide range of audio content. Our results indicate that even small,
structured changes in audio “style” can be sufficient to induce distinct model behaviors.

In Chapter 5, we propose a backdoor attack that uses emotional prosody as an audio
trigger to insert a backdoor in speaker identification. We verified the functionality across
multiple experimental setups and demonstrated that it can bypass various preprocessing
defenses, such as quantization, median filtering, and squeezing. However, our attack
did not always bypass a pruning-based defense, as in some cases the backdoor-related
neurons could be pruned by the defense, decreasing the attack success rate significantly
(up to 41.4% decrease). Experimental evidence indicated that pruning a few neurons
across multiple layers is more effective than pruning multiple neurons in a single layer.

The central message from this part of the thesis is that keyword spotting and speaker
identification applications can be backdoored. However, each approach has distinct
characteristics and trade-offs we need to consider. A trigger that is a tone at a specific
frequency (e.g., a 21 kHz ultrasonic tone) can be easily learned from models but can
also be mitigated by an adaptive adversary through simple signal-processing defenses
such as filtering. Dynamic triggers are harder to create, but they also become stealthier
because simple countermeasures, such as filtering, may not be able to remove them from
poisoned samples. We have also explored different styles and emotions as triggers that
resulted in slight variations in the attack’s performance. Such variations show that each
trigger can lead to different features learned by our models in different ways. Thus, the
attacker could optimize our approaches if the aim is to create the most effective attack. A
positive side effect of our triggers is that since they introduce controlled, interpretable
changes in a signal, we can use them as explainability tools to understand how and what
a neural network learns during training.

13.2. NON-VISION BACKDOORS
RQ2 (Non-vision backdoors): How can backdoor attacks be instantiated
across non-vision modalities like graphs (GNNs), tabular data, and text, so
that they remain effective, utility-preserving, and hard to detect under realis-
tic pipelines and defenses?

In Chapter 6, we proposed a backdoor in Federated GNNs using attacker-designed
subgraphs as triggers. We evaluated two approaches for this attack. First, we defined
a distributed backdoor attack (DBA). In DBA, we assume multiple (i.e., at least two)
malicious clients that hold their own local trigger, which is inserted into their local dataset.
All malicious clients share a common malicious goal (e.g., misclassification to a specific
target class). Second, we defined a centralized backdoor attack (CBA). In CBA, we assume
a single malicious client that uses a global trigger, a superposition of all the local triggers
used in our DBA scenario. This global trigger is again used to poison the local dataset
of this malicious client. In most cases, DBA achieves a higher attack success rate than
CBA. We also showed that increasing the number of malicious clients in DBA leads to
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an increased attack success rate. An important observation is that while in CBA we train
with a global trigger (superposition of all the local triggers used in the DBA scenario), at
test time any single local trigger still activates the backdoor. Finally, we showed that our
attacks could bypass FoolsGold, a defense made to spot malicious updates from poisoned
clients in Federated Learning.

In Chapter 7, we introduce CatBack, a backdoor attack for tabular data that assumes
an adversary with access to the training pipeline. CatBack computes a universal trigger as
an optimized perturbation using gradient descent. To handle mixed feature types (cate-
gorical and numerical), we first map categorical features to floating-point values using
our novel frequency-based encoding, which enables end-to-end optimization in a unified
continuous space. We then optimize an objective that promotes the attacker-chosen tar-
get label and high-frequency feature values of the data distribution while constraining the
perturbation magnitude, yielding a universal perturbation that can be added to poisoned
samples. In the black-box setting, we construct the perturbation on a surrogate open-
source model. We evaluate CatBack on five datasets and four models, including neural
networks and classical machine learning methods, and obtain consistently high attack
success rates. Across most experimental settings, CatBack also bypasses the defenses we
tested (Spectral Signatures, Neural Cleanse, Beatrix, and Fine-Pruning).

In Chapter 8, we perform a systematic evaluation of backdoor attacks across multi-
ple domains, aiming to identify common patterns and modality-specific differences in
backdoor behavior. Specifically, we implement both dirty-label and clean-label attacks
and evaluate them in four application settings: image classification, text classification,
audio classification, and graph learning. Across these domains, we study how trigger
characteristics, such as poisoning rate, trigger size, and trigger placement, affect both the
attack success rate and the clean accuracy drop. Our results show that backdoor injec-
tion is generally feasible across all tested modalities without noticeably degrading clean
accuracy. Poisoning rate consistently ranks among the most influential factors in our
attack. We also confirm that clean-label backdoors are often substantially less effective
than dirty-label attacks under realistic poisoning budgets. However, a strong adversary
could generate the clean-label triggers through optimization to improve the attack’s per-
formance. Finally, we note that while some trends (e.g., larger triggers often improving
attack success) transfer across domains, other properties, such as the impact of trigger
position, depend heavily on the model architecture and data modality, underscoring the
need for careful, domain-aware evaluation of backdoor threats.

In Chapter 9, we present Backdoor Pony, a web-based, user-friendly framework for
evaluating backdoor attacks and defenses across multiple application domains. Backdoor
Pony addresses a key limitation of prior toolboxes, which largely focus on computer
vision and often require complex command-line pipelines, by providing an interactive
GUI-driven workflow that supports image, text, audio, and graph tasks within a unified
interface. The framework follows a modular client–server architecture (front-end GUI +
back-end execution engine) and is packaged with Docker for reproducibility and GPU
support, allowing users to configure datasets, models, attack/defense hyperparameters,
and automatically generate standardized metrics and plots such as attack success rate and
clean accuracy drop. Importantly, Backdoor Pony is designed to be extensible, enabling
researchers to integrate new attacks and defenses through an extension API, which helps



13

318 13. DISCUSSION

keep pace with the rapidly evolving backdoor literature. Overall, this tool lowers the
barrier to entry for backdoor research, facilitates systematic ablation studies, and provides
a practical foundation for more consistent and comparable evaluations across domains.

The central conclusion of this part of the thesis is that backdoor attacks are not
a computer-vision–specific phenomenon, but a general phenomenon that extends to
diverse non-vision modalities and learning pipelines. Across federated GNNs, tabular
data, and language and audio tasks, we show that effective backdoors can be instantiated
through appropriate triggers (e.g., attacker-designed subgraphs in GNNs or optimized
universal perturbations in tabular data) while largely preserving benign utility. The core
idea of the data poisoning scenario remains the same, but the techniques may vary by
data modality. For this reason, defenses targeting computer vision backdoors may be
bypassed, as different techniques are required across modalities. This highlights the
need to create modality-agnostic countermeasures that can detect backdoors without
relying on the application domain. Finally, by releasing an evaluation framework that
unifies experiments across domains, this part of the thesis provides practical tools for
reproducible and easy evaluation of backdoor attacks.

13.3. COMPREHENSIVE STEALTHINESS
RQ3 (Comprehensive stealthiness): To what extent can backdoor attacks
achieve stealthiness against heterogeneous defenses that are based on input-,
feature-, and parameter-space analyses?

In Chapter 10, we propose BAN, a defense against backdoors that assumes white-box
access to the model and its parameters. Previous work has shown that backdoored mod-
els tend to behave differently from clean models in the presence of noise. BAN exploits
this finding. In particular, BAN finds an adversarial perturbation that maximizes the
model’s loss on clean inputs by solving a maximization problem with the PGD algorithm.
In backdoored models, such noise could amplify the backdoor behavior. Thus, when
misclassifications are mostly toward a specific class, we flag the model as suspicious and
consider that class as the backdoor’s target class. To achieve consistent results, we have
also used a trainable mask that decouples the model’s clean and backdoored features. Pre-
vious works in this area also used a trainable mask, but without a size regularizer (L1). In
such cases, the optimization could converge to degenerate solutions and non-informative
masks (e.g., a mask full of 1s). Based on this detection mechanism, we proposed a back-
door removal technique that fine-tunes the model to minimize classification loss under
the learned perturbation, reducing the backdoor behavior. In our experiments, BAN
outperforms other baselines consistently across multiple datasets, architectures, and
representative attacks, without affecting clean accuracy. BAN is also faster. An interesting
observation is that state-of-the-art defenses may be effective against modern attacks
like WaNet but not against older attacks like BadNets. Our experiments indicated that
while WaNet is stealthy in input space, it is strong in feature space. However, BadNets is
visually obvious, but its feature footprint can be weaker. BAN, using adversarial noise,
amplifies the backdoor effect, making even weak backdoor triggers in the feature space
distinguishable.

In Chapter 11, we investigate backdoor stealthiness beyond the input and feature
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space and highlight model parameter space as a critical, yet often overlooked, axis of
robustness. We first conduct a large-scale evaluation of 12 representative backdoor
attacks against 17 diverse defenses, and show that many state-of-the-art attacks that
aim to be stealthy in the input or feature space remain vulnerable to parameter-space
defenses, revealing a key blind spot in current evaluation practices. To explain this
behavior, we analyze backdoor-related neurons in parameter space and observe that
many attacks introduce prominent parameter anomalies that defenders can exploit.
Motivated by these findings, we propose Grond, a novel supply-chain backdoor attack
that targets comprehensive stealthiness, i.e., being stealthy simultaneously in input,
feature, and parameter space. Grond uses an imperceptible universal PGD (UPGD)
trigger for input-space stealthiness and introduces an Adversarial Backdoor Injection
(ABI) module that adaptively suppresses prominent backdoor-related neurons during
training (guided by channel-wise sensitivity measures), thereby improving parameter-
space stealthiness. Extensive experiments on CIFAR10, GTSRB, and ImageNet200 show
that Grond consistently achieves high attack success rates while bypassing a broad range
of pruning-, fine-tuning-, and detection-based defenses. We further demonstrate that
ABI can strengthen the robustness of several existing backdoor attacks against parameter-
space defenses.

From the above works, we see that different backdoor triggers yield different internal
representations in backdoored models. Additionally, backdoor countermeasures could
target one or more types of these representations. These observations can help us under-
stand what the models learn and how they map a trigger internally, which could lead to
better defenses in the future. We also show that stealthy backdoors in all three aspects
(input-, feature-, and parameter-space) are possible if the adversary has white-box access
to the model’s weights.

13.4. STANDARDIZED DEFENSE EVALUATION
RQ4 (Standardized defense evaluation): What is the current state in eval-
uating backdoor defenses, and how can we define a reproducible and com-
prehensive standard that enables fair comparison across threat models, data
modalities, and deployment settings?

In Chapter 12, we present a systematic study of all the backdoor defenses that have
been published in top cybersecurity (i.e., Usenix Security, S&P, CCS, and NDSS) and AI
conferences (i.e., ICLR, ICML, NeurIPS, CVPR, and AAAI). We have analyzed 183 papers
and created a dataset with various characteristics for each paper. Our analysis resulted
in various insights. For example, we pointed out that in many cases, a defense is not
evaluated against diverse experimental settings. As a result, we cannot understand its
capabilities in depth and point out its strengths and weaknesses. Additionally, instead of
evaluating a defense against many attacks of the same type, it is better to show its perfor-
mance against attacks that use triggers with different levels of stealth. Another important
observation is that defense overhead is not usually reported. Also, the defense’s effect on
the model’s performance if there is no backdoor is mostly omitted. To complement the
survey, we also performed a large-scale empirical re-evaluation of representative defenses
across multiple defense families (pre-training, in-training, and post-training), against five
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widely used attacks, on datasets spanning increasing difficulty (from MNIST to CIFAR-100
and ImageNet-1K) and across various model architectures, including CNNs and a Vision
Transformer. Our results demonstrate that defense effectiveness can vary substantially
across evaluation setups and often does not generalize from small benchmarks to realis-
tic settings. This shows the importance of a common framework that everyone uses to
understand a defense’s capabilities and fairly compare a new defense with the state-of-
the-art. Finally, we provide actionable recommendations towards a more standardized
evaluation of backdoor defenses. Our datasets that summarize the literature analysis are
open-sourced to support standardized and transparent future evaluation.

13.5. LIMITATIONS
While the thesis covers diverse modalities and learning pipelines, several limitations
should be highlighted to bound the conclusions.

• No experiments with industrial speech models: In the first part of the thesis, we
discussed backdoors in keyword spotting and speaker identification. These appli-
cations are important but do not fully capture the breadth of modern deployments,
such as streaming automatic speech recognition, large-vocabulary speech recogni-
tion, or multi-turn dialogue systems. Such models learn to recognize characters in
speech under various conditions, making them more robust to simple signal prop-
erties, such as ultrasonic signals. Additionally, as they classify different phonemes,
it may be more difficult to associate styles or emotions with a specific phrase. Such
models are used in commercial applications like Siri, Alexa, or Google Assistant and
are trained with a vast amount of data, which could not be easily poisoned. Thus,
to demonstrate the impact of backdoors in speech recognition, we need to evaluate
these models under realistic assumptions.

• Limited model architectures and toy pipelines: In a large part of our experiments,
we used CNNs and simple research-oriented pipelines. While CNNs are used in
a wide variety of applications, newer models are now taking over. It is important
to investigate whether our insights can generalize to these new models. Addition-
ally, AI pipelines in the industry often include preprocessing, postprocessing, and
confidence-based rejection rules that we did not model in our setups. Thus, the
observed behaviors should be interpreted as strong evidence of feasibility, not as
an exhaustive characterization of all deployments in practice.

• Lack of explainability tools in results interpretation: In our experiments, there
are various cases where the explanation of the behavior is not straightforward, so
we wrote our intuition about them. However, a better approach would be to use
explainability tools to find the real causes of the observed behaviors.

• Usage of common datasets: In most experiments, we have used publicly available
datasets that are mostly used in research papers. While common datasets enable
comparability, they may under-approximate the complexity of data distributions
found in deployed systems. For example, computer vision datasets such as Ima-
geNet may have different properties from malware datasets. Because attackers can
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exploit data in different ways, it is crucial to investigate the backdoor’s behavior
across different datasets (and types of data).

• No formal proofs: Our works are mostly empirical and based on empirical evalua-
tion and results. Our insights are not based on formal studies or formal mathemati-
cal proofs, which may lead to less generalizable results.

13.6. DISCUSSION & FUTURE WORK
In this thesis, we demonstrated the feasibility of backdoors under various assumptions
and in different modalities. However, our investigation is not exhaustive, and there are
multiple directions for future research.

13.6.1. REAL-WORLD BACKDOOR FEASIBILITY
To assess the real-world impact of backdoor threats, future work should prioritize realistic
experimental setups and physical-world validation. In practice, a backdoor attacker must
not only compromise training (e.g., via data poisoning or supply-chain threat model) but
also possess a feasible trigger-delivery channel at inference time. For many optimization-
based computer-vision triggers, this second requirement may be the limiting factor:
imperceptible digital perturbations can be difficult to realize under camera capture,
viewpoint changes, and environmental variability. This suggests that physically realizable
triggers, such as simple, robust visual artifacts, may be more relevant to deployed systems
than highly optimized but fragile patterns.

Analogously, extending physical-world evaluation to speech is essential. Models
used in automatic speech recognition differ substantially from those used in keyword
spotting in architecture and inference dynamics (e.g., sequence decoding and language
constraints), which may affect the effectiveness of ultrasound-, style-, or emotional
prosody-based triggers. Therefore, a key next step is to evaluate whether these triggers
remain effective and stealthy under realistic recording/playback channels and against
modern ASR pipelines.

13.6.2. SECURITY CRITICAL DOMAINS
Future work should expand the study of backdoors beyond standard image classification
benchmarks to security-critical ML applications such as malware detection, intrusion
detection, and spam filtering. These domains are directly relevant to adversarial settings
and often operate under different data characteristics (e.g., sparse and discrete features,
strong structural constraints, distribution shift, unbalanced data), which may influence
both the feasibility of trigger injection and the mechanisms by which backdoors are
inserted into the models. Although the backdoor ultimately is encoded in the model’s
parameters, comparing backdoor behavior across heterogeneous security datasets can
yield more general insights into backdoor learning dynamics. Moreover, these application
settings may enable domain-aware defenses that exploit semantic or structural validity
constraints (e.g., executable-format consistency or protocol-level invariants) to detect or
suppress backdoor activation. In addition, these domains often provide richer telemetry
and post-deployment monitoring, enabling detection strategies that are not available in
static image classification benchmarks.



13

322 13. DISCUSSION

13.6.3. BRIDGING THE GAP BETWEEN RESEARCH AND INDUSTRY
As demonstrated throughout this thesis, backdoors can be injected into trained models
under common training pipelines and small poisoning rates. However, there are no pub-
licly documented cases of AI backdoors in production ML systems1, which may reduce
the perceived urgency for deploying backdoor defenses in industry. Recent work argues
that this gap between demonstrated feasibility and industrial adoption is partly driven by
the engineering cost of integrating backdoor defenses, and proposes pipeline-compatible
approaches that audit and improve backdoor resistance with minimal disruption to
existing training workflows (e.g., via configuration search) [1]. Motivated by this, an im-
portant direction is to design countermeasures that impose low overhead and require
minimal changes to end-to-end ML pipelines, thereby lowering the adoption barrier
and enabling systematic, real-world feedback about backdoors. In parallel, since many
backdoor threats originate from data poisoning and supply-chain uncertainty, strength-
ening data governance is a promising complementary direction, including dataset/model
versioning, data deduplication, anomaly detection, and auditable lineage for training
data and model checkpoints. Finally, training-time robustness mechanisms (e.g., regu-
larization and augmentation strategies that reduce shortcut learning from small subsets
of data) may increase the poisoning budget required for successful backdoor insertion
while preserving benign utility.

13.6.4. STANDARDIZED AND REPRODUCIBLE EVALUATION
The backdoor literature is rapidly evolving, with frequent new attacks and defenses. In this
context, periodic and systematic re-evaluation of existing methods is valuable because re-
ported improvements are often sensitive to experimental choices and may not generalize
across threat models, modalities, or architectures. Incentivizing replication and stan-
dardized re-evaluation would clarify the strengths and weaknesses of each method and
enable fair comparison under explicit assumptions, rather than relying on isolated bench-
mark results. This thesis further demonstrates that both attacker-side and defender-side
assumptions substantially shape empirical outcomes, reinforcing the need for explicit
and standardized threat-model reporting. A practical direction is to expand unified tool
support for backdoor research across modalities and defense families. Such tooling can
enforce consistent metrics (e.g., attack success rate, clean accuracy drop, computational
overhead, and clean-model side effects), reduce hidden degrees of freedom in evalua-
tion, and make ablations routine rather than exceptional. Motivated by our findings in
Chapter 11, future evaluation standards should explicitly test defenses against attacks
with diverse stealthiness profiles and artifacts in input-, feature-, and parameter-space,
ideally within a unified benchmark suite. Concretely, the community could define a
minimum evaluation protocol that includes (i) multiple attack families (e.g., input-space,
feature-space, and parameter-stealthy attacks), (ii) multiple poisoning rates, and (iii) mul-
tiple configurations (dirty-label vs. clean-label; source-specific vs. source-agnostic), (iv)
multiple datasets/architectures, (v) overhead reporting (time/memory), and (vi) adaptive
attacker/defender. These guidelines could be implemented via open-source frameworks
(e.g., BackdoorBench [4]) to improve reproducibility and comparability, and potentially

1Researchers have found models with malware in Hugging Face (https://atlas.mitre.org/studies/AML.CS0031),
however, here we mean AI backdoors that compromise the model’s decisions.

https://atlas.mitre.org/studies/AML.CS0031
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extended into a community-maintained benchmark with appropriate safeguards against
overfitting (e.g., periodic refresh and transparent reporting of overhead and failure cases).

13.6.5. BACKDOOR THREATS IN FOUNDATION MODELS
Multimodal foundation models have recently emerged and are increasingly adapted to
downstream tasks via low-data fine-tuning. Their scale and multimodal nature may ex-
pand the backdoor attack surface, enabling triggers that exploit cross-modal interactions
(e.g., image and text combinations) rather than perturbations confined to a single input
channel. Therefore, future work should investigate backdoor threats and defenses in
multimodal settings, with emphasis on modality-agnostic countermeasures that rely on
invariants not tied to a particular application or input representation (e.g., consistent
anomalies in model behavior, representations, or parameter-space anomalies).

As foundation models continue to improve and platforms such as Hugging Face
enable widespread distribution of pretrained checkpoints, future work should evaluate
backdoor threats under a fine-tuning-based threat model. In this setting, an attacker
(e.g., a malicious model publisher or a compromised repository) inserts a backdoor into a
pretrained model that is later adapted to a downstream task via fine-tuning. This raises
practical questions about whether backdoors persist, attenuate, or transform during
transfer to new tasks and data distributions. Accordingly, a promising defense direction is
to move beyond “train-from-scratch” assumptions and develop methods that operate on
pretrained models with white-box access, detecting or mitigating backdoors before or
during fine-tuning with minimal disruption to standard adaptation pipelines.

13.6.6. BACKDOORS, OBSERVABILITY, AND INTERPRETABILITY
Although defending against backdoors remains challenging, especially under adaptive
attackers and supply-chain threat models, improving the observability of deployed ML
systems is important. Instrumentation and auditing artifacts (e.g., prediction confidence,
intermediate representations, and feature-importance information) can support forensic
analysis and debugging when anomalous behavior is observed, including potential trigger-
activated misclassifications.

This motivates further research at the intersection of backdoor security and model
interpretability. Interpretability methods may not directly guarantee robustness, but they
can provide actionable signals for monitoring, root-cause analysis, and defense design.
Moreover, backdoor triggers can serve as an experimental probe for understanding learn-
ing dynamics: they enable tests of whether models rely on sparse shortcut features, how
such features are encoded in internal representations, and how effectively they can be
removed or “unlearned” through fine-tuning, pruning, or other mitigation procedures.

13.6.7. CONNECTING BACKDOORS TO LLM JAILBREAKING
Large language models (LLMs) have attracted substantial attention in academia and
industry, particularly following the introduction of conversational systems such as Chat-
GPT [3]. These models are pretrained on large-scale web corpora and subsequently
aligned using additional objectives and safety policies. Nevertheless, it has been shown
that carefully crafted prompts can sometimes elicit behaviors that violate intended safety
constraints, a phenomenon often referred to as jailbreaking.
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Although jailbreaking and backdoor attacks arise from different threat models, they
share a structural similarity: a specific input pattern (a prompt or a trigger) can induce
a targeted and undesirable model behavior while the model remains broadly useful on
benign inputs. This suggests an interesting research direction at the interface of backdoor
robustness and LLM safety: to investigate whether concepts and countermeasures from
the backdoor literature (e.g., anomaly-based detection, robustness auditing, and miti-
gation via targeted fine-tuning) can be adapted to improve LLM resistance to malicious
prompting, and to define standardized metrics that jointly capture safety, utility, and
attacker adaptivity in this setting.

13.7. CONCLUSIONS
Similar to classical cybersecurity, where large-scale deployment and internet connectivity
revealed new attack surfaces that motivated defense-in-depth, widespread ML deploy-
ment introduced adversarial machine learning, including backdoor attacks. Backdoors in
AI are challenging to eliminate and difficult to certify the absence of in a given model. As
discussed in [2], the backdoor threat model gives the adversary many degrees of freedom.
For example, under a supply-chain threat model, an attacker can train a model with full
control over the training pipeline (dataset, optimization procedure, hyperparameters,
and weights) and distribute it via public repositories (e.g., Hugging Face) for downstream
users to fine-tune or deploy. In this setting, the attacker may manipulate training data,
design optimized perturbations that create specific internal representations for selected
inputs, or even directly modify model parameters. Moreover, obtaining formal guarantees
about model behavior is computationally intractable in general [2]. For these reasons, we
argue that universal countermeasures that defend against arbitrary backdoor attacks are
unlikely. Nevertheless, this should not discourage research: systematic study of attacks
and defenses can yield actionable insights, improve robustness in practice, and inform
guidelines and engineering practices that raise the cost of inserting backdoors in real
systems.
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