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ABSTRACT

For determining the correctness of an import declaration lodged
by a declarant within international shipping, customs authorities
rely on manual cross-validation of the declaration with other
trade documents. However, the sheer volume of import
declarations lodged annually makes it impossible to manually
cross-validate each declaration. Smart contracts have the
potential to automatically aggregate relevant information from
blockchain-based ledgers for lodging and cross-validation. In this
paper
implemented. We demonstrate that a smart import declaration

we explore how such smart contract could be
can be used to automatically aggregate information from
different sources (e.g., pro forma invoice data elements stored on
the blockchain ledger). However, technical and organizational
considerations that are inherent to blockchain technology need
to be addressed for the smart import declaration to be acceptable
for both customs authorities and declarants. It is therefore
suggested that future work focusses on data standards required
to enable automatic aggregation of relevant trade information
and the generation of the import declaration and governance of
the smart import declaration by customs authorities to assure
correctness.
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1 Introduction

In international shipping, for each importation of a shipment of
goods into a customs territory a declarant has to lodge an import
declaration with the respective customs authority [13]. Customs
authorities use the import declaration for risk assessment and
determination of customs duties. Therefore, the information on
the import declaration should be sufficiently detailed and correct.
However, the information provided on the import declaration is
often vague or inaccurate [8, 25]. It contains aggregated
information from other documents like the Bill of Lading which
are not the original sources of information and thus do not
provide sufficient details or ensure correctness [8]. For example,
due to the complexity of international shipping, Freight
Forwarders often take care of paper-work. As a result, the import
declaration may specify the Freight Forwarder as consignor and
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consignee while the Freight Forwarder is not the actual
consignor and consignee. This makes risk assessment more
difficult. Due to vague or inaccurate information, cross-border
tax and duty fraud via falsified documentation is a growing
problem in international shipping [20]. Falsification is the
manipulation of information in documents for financial gain
[21]. Document fraud in international trade can cost nations
billions annually. A common type of document fraud is the
undervaluation of the transaction value of imported goods to
reduce due custom duties [9].

To determine correctness of the information on the import
declaration and fight document fraud, customs authorities use
other trade
example, the invoice value specified on the import declaration is

documents to cross-validate information. For
cross-validated with the value specified on the pro forma invoice
provided by the consignor as it is the original document that
specifies the invoice value. However, due to a lack of
automatization, cross-validation is often performed manually
even if documents are already exchanged electronically (e.g. as
electronic invoices) and available to customs authorities via for
example a data pipeline or single window [12, 22]. This results in
time-consuming bureaucracy that can delay shipments as goods
have to be cleared before they can enter a customs territory. The
number of declarations illustrates this problem. Within the
Netherlands alone, the customs authority processes around a 160
million declarations annually [3]. The Customs Administration
of the Netherlands expects this number to increase to over 500
million in the next few years. Consequently, cross-validating
each import declaration manually would simply be impossible.
Therefore, customs authorities are in need of new ways to
automatically cross-validate information provided on the import
declaration [26]. Fast and efficient processing of import
declarations reduces document fraud, shortens lead times of
shipments and reduces cost [11].

In recent years, a new technology called ‘blockchain
technology’ has emerged that can drive automation of processes
that multiple parties, including customs-related
processes within the domain of international shipping [2, 17, 24].
For example, van Engelenburg, Janssen and Klievink [23]
propose a blockchain-based
information of shipment events between businesses and customs

involve

architecture to exchange
authorities that can be used for risk assessment. Blockchain
technology, as introduced by Nakamoto [16] in 2008 makes it
possible for parties that do not (fully) trust each other to
exchange information without the need for a central ledger that
keeps track of exchange transactions or is managed by a trusted
intermediary to handle these transaction to avoid fraud such as
double spending [15].

Currently, no research on the use of a blockchain-based
smart contract to automate customs-related processes like
lodging and cross-validation within international shipping exists.
Therefore, in this paper we explore how a blockchain-based
smart contract could contribute to automation of the process of
lodging and cross-validation of the import declaration to render
time-consuming and bureaucratic manual cross-validation by
customs authorities obsolete.
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The remainder of this paper is structured as follows. First, in
section 2 we present the essential characteristics of blockchain
technologies. Section 3 presents the research approach to
explore the added value of blockchain based customs
declarations. This is continued in section 4 in which we provide
background information on the process of lodging an import
declaration by a declarant and the manual cross-validation of the
import by
demonstrates how an import declaration can be represented by a

declaration customs authorities. Section 5
smart contract to automate the process of lodging and manual
cross-validation. In section 6, we evaluate the smart contract and
identify technical and organizational considerations that are to
be addressed. Section 7 derives conclusions and suggestions for

future work.

2 Blockchain essentials

Blockchain technology is based on cryptography and a peer-to-
peer (P2P) network of parties (or nodes) in which a blockchain
ledger is distributed [4]. Instead of a central ledger managed by a
trusted intermediary, each party in the network holds its own
copy of the ledger. Within the ledger, timestamped and digitally
signed transactions are stored in cryptographically linked blocks
consisting of multiple ordered transactions in which each block
contains the cryptographic hash of the previous block, hence the
name blockchain ledger [4, 16]. The use of cryptography ensures
that no party can singlehandedly alter or add new (fraudulent)
transactions to the ledger as it would invalidate the ledger. This
ensures that once stored, transactions are immutable and non-
repudiation by parties involved in the transaction, identifiable by
their respective digital signature, is ensured [24]. To add a new
transaction to the ledger, parties rely on a consensus mechanism
in which parties in the network reach agreement on the validity
of transactions [16]. Only if a majority of the parties agree, a
new block of transactions is appended to the blockchain ledger.
Within the consensus mechanism, a consensus protocol is
responsible for deciding on the order of transactions. Proof-of-
Work is the most commonly known consensus protocol. It
requires a party to put computational effort into solving a
cryptographic puzzle before it can propose a new valid block of
ordered transactions. The resulting delay makes it harder to
double spend a transaction as it would require additional
computational power [16]. All other parties in the network
check validity of the block proposal before appending it to their
own copy of the blockchain ledger [16]. In return, the party that
proposed the block will receive a reward. This overcomes the
double spending problem as it is more beneficial for a party to
act honest than to act malicious [4]. Without consensus, the
blockchain ledger cannot be altered, thus rendering transactions
(and information included in these transactions) immutable. As a
result, information, for example in the form of documents, can
be exchanged while at the same time integrity of the exchanged
information is guaranteed [4, 7]. Since the introduction of
blockchain technology, the use of smart contracts has gained
widespread attention. Smart contracts are agreements between
parties that are stored as code on the blockchain ledger that can
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be used to digitize assets and automate execution of business
processes without involvement of a trusted intermediary [7, 19].
Transactions contain operations that serve as input to the smart
contract. The outcome is stored in the state of the smart contract
[19]. Contract code is stored on the blockchain ledger via a
transaction. As a result, the code becomes immutable and thus
ensures proper execution of processes [1, 24]. Each time a party
executes the contract using the same input, the same output will
be generated. This enables new ways for parties that do not
(fully) trust each other to collaborate [6, 14].

Customs authorities can potentially benefit from the use of
blockchain-based smart contracts as it increases trust with
declarants [17]. The current import declaration contains
aggregated information from multiple trade documents such as
the purchase order, pro forma invoice, packing list or Bill of
Lading of a shipment. The declarant lodges an import declaration
by using these sources of information. However, customs
authorities are not ensured that the declarant uses the correct
information specified on other documents as integrity cannot be
proved. The declarant can commit fraud by for example
specifying a lower invoice value on the import declaration than
specified on the pro forma invoice to reduce the customs value
and thus customs duties to be paid. The only option for customs
authorities to prove integrity and thus ensure correctness of the
import declaration is by manually cross-validating different
sources of information. However, if information from trade
documents would be stored immutably on the blockchain ledger,
a single source of information that is trusted by both declarant
and customs authorities exists. Because of the immutable
character, customs authorities can easily check that a declarant
has used the information stored on the blockchain ledger when
lodging an import declaration by comparing information. The
use of smart contracts can in potential even further automate the
process. If the process of lodging an import declaration is
represented by a smart contract stored immutably on the
blockchain ledger, a declarant can automatically generate the
import declaration by automatically aggregating information
stored on the blockchain ledger, whilst customs authorities are
ensured of correctness. This would completely remove the need
for cross-validation as the import declaration can only contain
aggregated information stored on the blockchain ledger,
provided that there is agreement on the smart contract code. In
the following sections we explore the feasibility and assess the
practical implications of the introduction of a blockchain-based
smart contract in e-customs.

3 Research approach

The research field of blockchain technology and specifically its
application within international shipping is new and relatively
unexplored. Therefore, this paper uses an exploratory case study
to explore the use of a blockchain-based smart contract to
automate the process of lodging and cross-validation of the
import declaration. The use of an exploratory case study is
suitable for this type of research as there is currently no theory
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on the use of a blockchain-based smart contract for customs-
related processes. In addition, this type of research can be used
to deal with ‘how’ questions [28]. To that extent, the case study
first analyses the current process of lodging an import
declaration for a shipment by a declarant and manual cross-
validation of the import declaration by a customs authority.
Next, it explores how a blockchain-based smart contract can be
used to re-design the process to automate lodging and cross-
validation of the import declaration.

4 Lodging and cross-validation of an import
declaration

In this section, we describe the process of lodging an import
declaration by a declarant and manual cross-validation of the
import declaration by the customs authority as this is the unit of
analysis of the case study. For each importation of a shipment, a
declarant is responsible to lodge an import declaration with the
respective customs authority [13]. To that extent, the declarant
(e.g., Freight Forwarder that often acts as declarant) first
retrieves all relevant trade documents required to create an
import declaration as the declaration contains aggregated
information from these documents. As mentioned in the
introduction, this includes the purchase order, pro forma invoice,
packing list and Bill of Lading. Next, the declarant creates the
import declaration by specifying all required data elements. A
typical declaration includes data elements like the consignor and
consignee, date of issue, description of goods, country of origin,
goods classification (Harmonized Systems Code), invoice value,
duties and taxes, terms of delivery (Incoterm) and means of
transport [5]. To determine the duty to be paid, the declarant
first calculates the customs value of the shipment via the
transaction value method [27]. Depending on the invoice value,
transport cost after entry and Incoterm specified on the pro
forma invoice, the customs value is calculated [10, 18]. For
example, if a shipment is shipped under DDP Incoterm, the
customs value is calculated as follows: customs value = invoice
value — transport cost after entry. After creating the import
declaration, the declaration is lodged with the customs authority.
In most cases, the import declaration is lodged electronically.

For proper risk assessment and determination of customs
duties customs authorities should know the exact details of the
goods in a shipment [20]. In other words, the customs authority
should be ensured of correctness of the import declaration.
However, as already mentioned in the introduction information
on the import declaration is often vague or inaccurate [8, 25].
Customs duties are determined based on the customs value
calculated using the transaction value method and specified on
the import declaration. Because it is difficult for customs
authorities to determine correctness of the import declaration,
undervaluation is a common type of fraud aimed at reducing due
customs duties [9]. Customs duties are calculated ad valorem
based on the custom value. By undervaluation of the invoice
value on the import declaration the customs value is reduced
which results in reduction of due duties. To avoid fraud, customs
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authorities have to check correctness of the import declaration.
One approach to check correctness of the import declaration
lodged by the declarant is by cross-validation of the import
declaration with other trade documents like the purchase order,
pro forma invoice, packing list or Bill of Lading that relate to the
shipment. Figure 1 provides an BPMN of the current process of
manual cross-validation of the import declaration by the customs
authority using other trade documents such as the pro forma
invoice. If a customs authority identifies irregularities in the
lodged import declaration it can request other trade documents
of which information is aggregated to create the import

Lennard Segers et al.

from the consignor. Figure 2 shows how a customs authority
cross-validates the import declaration and pro forma invoice.
Data elements specified on both documents are compared to
determine if the elements match. If all elements match, the
import declaration is based on other trade documents and
therefore deemed correct. If there is a mismatch between data
elements, for example the invoice value on the import
declaration is lower than the pro forma invoice, this can be an
indicator for undervaluation fraud.

The next section develops a blockchain-based smart contract
that can contribute to automation of the process analyzed in this

declaration. For example, the pro forma invoice is requested section.
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5 Demonstration smart import declaration

In this section, we demonstrate what a blockchain-based smart
contract that automates the process of lodging and cross-
validation of the import declaration could look like. We refer to
this smart contract as ‘smart import declaration’. Figure 3
provides a BPMN that represents the automated process. Both

Figure 1: BPMN current process lodging and manual cross-validation import declaration.
Import declaration Pro forma invoice
« Consignor: business A | «----» | « Consignor: business B
« Consignee: business A | <----»| *« Consignee: business C
s Incoterm: DDP «----» | «Incoterm: DDP
« Invoice value: €9,000 <----»| «|nvoice value: €10,000
« Transport cost: €1,000 |<----»| « Transport cost: €1,000

Figure 2: Cross-validation of information provided on

import declaration and pro forma invoice with
undervaluation.
199
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declarant and customs authority are represented as node in the
blockchain network. Each node has a copy of the blockchain
ledger that contains all relevant data elements required to create
an import declaration for a shipment. In this paper the focus is
on consignor, consignee, invoice value, transport cost after entry
and Incoterm data elements as specified on the pro forma invoice
which is already exchanged by the consignor via a transaction.
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Data elements include a reference to a shipment via some form
of ID to enable aggregation of data elements for generating the
import declaration of a specific shipment. A smart import
declaration developed by the declarant that implements all
required business logic functionality to lodge an import
declaration is stored on the blockchain ledger. Only smart import

dg.0 2019, June 18, 2019, Dubai, United Arab Emirates

declarations authorized by the customs authority can be used to
lodge an import declaration. The contract is deterministic so that
only data already stored on the blockchain ledger can be used.
We use a simplified example of a declarant lodging an import
declaration to illustrate the functioning of the smart import
declaration.

o
=
o
T .
wa Bull pro forma Generate import
= p imvoice data declaration [e.g., Lodge import
Ex elements [e.g., calculate customs declaration
Lo imeoice value) waluel
E Il Lodge ! Import
g impart = ? declaration
declaration | . lodged
L i
=
38
[&]
=
oo
oo
]
T
= v
=
=]
=
=] Pull import Check impernt
2 declaraticn declaration
E Import Import
@ declaration declaration
3 recived checked

Figure 3: BPMN automated process lodging and cross-validation import declaration using blockchain-based smart contract.
* Each party is represented by a node in the blockchain network and has its own copy of the blockchain ledger.

To lodge an import declaration, the declarant invokes the
‘lodge import declaration’ function of the smart import
declaration via a transaction proposal that includes a shipment
ID that is used as reference to the data elements stored on the
blockchain ledger. Based on the ID, the smart import declaration
queries the blockchain ledger to aggregate all relevant data
elements of the pro forma invoice of the shipment that belongs
to the ID. These data elements are used to generate the import
declaration. To avoid redundancy, specifying only a reference to
the data element is sufficient. The customs value data element of
the smart import declaration is calculated automatically. To
calculate the customs value, a set of calculation algorithms based
on the transaction value method is implemented in the smart
import declaration. Depending on the specified Incoterm data
element, the applicable algorithm is selected. For example, if the
Incoterm data element has value DDP, the smart import
declaration selects the DDP algorithm in which the customs
value is calculated as follows: customs value = invoice value —
transport cost after entry.

The output of the smart import declaration is a transaction
that includes at least a transaction ID, declarant ID, timestamp,
calculated customs value, (at least a reference to) the consignor,
consignee, invoice value, transport cost after entry and Incoterm.
As part of lodging an import declaration the transaction is
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signed by the declarant as formality. This ensures non-
repudiation by the declarant to enable the customs authority to
pursue legal action in case of suspected fraud as the declarant is
at any time responsible for correctness of the import declaration.
However, if the transaction is only signed by the declarant, the
customs authority is not ensured of correctness because the
declarant could in theory create a fraudulent transaction without
using the smart import declaration. This would require the
customs authority to perform many audits that include cross-
validation of the smart import declaration by re-invoking the
contract. This would reduce the added value of using a
blockchain-based smart contract to automate the process.
Therefore, each transaction also requires a signature from the
customs authority. To that extent, the declarant sends the
transaction to the customs authority to be confirmed. The
customs authority re-invokes the ‘lodge import declaration’
function to determine correctness. If the output of the smart
import declaration is equal to the output generated by the
declarant, the import declaration is deemed correct and the
customs authority signs the transaction as confirmation. Note
that the signature of the customs authority only proves that the
declarant has correctly used the smart import declaration to
aggregate data elements stored on the blockchain ledger and
calculated the customs value correctly. It ensures that no
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fraudulent transaction can be created by the declarant. It does
however not shift liability towards the customs authority if the
import declaration is incorrect due to fraudulent pro forma
invoice data elements stored on the blockchain ledger. At all
times, the declarant is responsible for ensuring correctness.

The final transaction thus includes a transaction ID, declarant
ID, customs ID, timestamp, calculated customs value, (at least a
reference to) the consignor, consignee, invoice value, transport
cost after entry and Incoterm and is signed by both declarant and
customs authority. Next, the transaction is sent to other nodes
within the network that participate in the consensus mechanism
protocol. The process of ordering transactions within the
protocol left outside the scope. A block proposal containing
multiple transactions, including the transaction to lodge the
import declaration is sent to all nodes. All nodes check validity
of the transaction by checking if the transaction was correctly
signed by both the declarant and customs authority involved. If
the transactions are valid, a node appends the block to its copy
of the blockchain ledger. Once the block is appended to the
blockchain ledger the transaction is immutable. As data in the
transaction can only be based on pro forma invoice data
elements immutably stored on the blockchain ledger there is no
need for additional cross-validation. The customs authority is
thus ensured of correctness of the import declaration. A customs
authority can pull the import declaration from its own copy and
check the document if needed for auditing purposes.

6 Evaluation

The previous section presented a demonstration of how a smart
import declaration could be used to automate the lodging of an
import declaration and overcome the need for manual cross-
validation. In this section we evaluate if such smart import
declaration can indeed contribute to automation of this process.
We use two sample scenarios to show how the smart import
declaration overcomes potential incorrectness of the import
declaration that requires manual cross-validation. To that extent,
we refer back to the problem of undervaluation of the invoice
In the situation, the declarant manually
aggregates data elements from documents, including the invoice
value from the pro forma invoice. However, the customs
authority has no access to the invoice value. As a result,
correctness of the import declaration is not ensured as there is
no guarantee that the value used on the import declaration is
correct and the declarant is committing fraud by undervaluation
of the invoice value. Therefore, the customs authority has to
manually cross-validate the import declaration with the pro
forma invoice provided by the consignor to determine if the
customs valuation is correct. In a second scenario, pro forma
invoice data elements are stored on the blockchain ledger, but
the declarant has to manually aggregate the data elements to
create an import declaration. Correctness of the import
declaration cannot be ensured because correct aggregation and
generation of the import declaration is not ensured. A fraudulent
declarant could still under valuate the invoice value. Therefore,
the customs authority still has to cross-validate the import

value. current
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declaration with the data elements stored on the blockchain
ledger. The import overcomes the
shortcomings of the previous two scenarios. The only option for

smart declaration
a declarant to lodge an import declaration is to use a smart
import declaration of which the code is immutably stored on the
blockchain ledger. Because the contract is deterministic, only
data elements immutably stored on the blockchain ledger can be
aggregated. As a result, the blockchain ledger acts a single
source of truth. A fraudulent declarant can no longer under
valuate the invoice value because only the invoice value data
element stored on the blockchain ledger can be used. In addition,
the transaction to lodge an import declaration is signed by both
declarant and customs authority. This ensures that the smart
import declaration is correctly invoked. By storing the
transaction on the blockchain ledger, the import declaration
becomes immutable which ensures the generated import
declaration cannot be tampered with. There is thus no need for
cross-validation of the import declaration with for example pro
forma invoice data elements because the import declaration can
only include the data elements already stored on the blockchain
ledger.

While a smart import declaration can ensure correctness of
aggregating data elements and generation of the import
declaration as data elements and contract code are stored
immutably on the blockchain ledger, it cannot ensure that the
values of the used data elements are reliable. In simple terms, if
the data elements stored on the blockchain ledger are fraudulent
(e.g., undervalued invoice value), customs authorities cannot rely
on the outcome of the smart import declaration. This would
make the smart import declaration unacceptable to customs
authorities. However, some solutions to overcome this reliability
problem exist. Customs authorities have already shifted their
focus to systems-based control to ensure reliability of exchanged
shipment-related data. This type of control relies on auditing of
information systems used by businesses involved in shipments to
ensure correctness [26]. Businesses that pass audits are certified
as Authorized Economic Operator (AEO) and are allowed to use
more efficient processes for the clearance of shipments. In
addition, in context of a blockchain-based architecture to
exchange shipment-related data, Van Engelenburg, Janssen en
Klievink [23] propose transactions to be signed by at least two
parties involved to ensure correctness of the data. In case of the
exchange of pro forma invoice data elements, the consignor and
consignee could both sign the transaction so that customs
authorities can rely on correctness. For this case study we
therefore assume that the pro forma invoice data elements that
are aggregated are correct. The smart import declaration can
thus be used to automate the process of lodging an import
declaration by a declarant which overcomes the need for
customs authorities to perform cross-validation. Cross-validation
is an integral part of the automated process due to the
immutable character of transactions stored on the blockchain
ledger. However, organizational
considerations need to be addressed in order to be acceptable to

some technical and
both customs authorities and declarants. The novelty of

blockchain-based smart contracts, especially in context of
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customs-related processes poses a challenge in terms of
standardization. There are yet no standards for the automatic
aggregation of for example pro forma invoice data elements and
generation of the import declaration using a blockchain-based
smart contract. Without these standards, it is not possible to
implement a smart import declaration. However, within the
domain of international shipping standardization is widespread.
Standards like UN/EDIFACT, the WCO Data Model, ISO and GS1
are the industry standard for the exchange of shipping-related
data. For example, e-invoicing to exchange pro forma invoice
data elements is widely adopted. It is therefore expected that
implementation of a smart import declaration as demonstrated in
this paper would be based upon these standards.

A second consideration relates to the governance of the smart
import declaration. As the declarant is responsible for lodging
the import declaration, it is expected that it develops the smart
import declaration. Freight Forwarders that often act as
declarant on behalf of the importing party have decades of
experience of electronic exchange of shipment-related data and
should have sufficient technological and financial capabilities to
develop such smart contract. This could include the use of
technology companies to support development. However, for the
developed smart import declaration, the customs authority
should have measures in place to ensure correctness of the
contract code and thus be acceptable for lodging the import
declaration. We base the governance of the smart import
declaration on the systems-based control as discussed
previously. Two governance measures can be distinguished in
context of the smart import declaration: 1) provide standard
specification for development and 2) perform audits on
developed smart import declarations to ensure correctness and
authorize contracts that have successfully been audited. To
support development of the smart import declaration, the
customs authority would have to provide standard specifications
that if correctly implemented, ensure that the declarant can use
the smart import contract to lodge the import declaration. The
specification would predominantly be based on the WCO Data
Model as it is used for customs-related processes. To ensure
correctness, only smart import declarations that are authorized
via audits by the customs authority can be used to lodge an
import declaration. Authorization is realized by a customs
authority signing the contract code as a stamp of approval after
successful audit before a declarant can store it on the blockchain
ledger. In addition, the transaction to store the contract code on
the blockchain ledger can be signed by the customs authority. As
previously mentioned, note that the signature does not shift
liability towards the customs authority if the import declaration
is incorrect. The declarant remains responsible for ensuring
correctness. The signature only proves that the required
standards are implemented correctly and the audit has been
successful. Because all data elements and contract code are
stored immutably on the blockchain ledger, it enables customs
authority to perform additional audits at any moment in time to
ensure correctness of the import declaration as the blockchain
ledger provides an audit-trail of all activity (via transactions) or
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declarants. Taking these considerations into account enables the
use of a blockchain-based smart contract that automates the
lodging of an import declaration and overcomes the need for
manual cross-validation. The next section concludes this paper
and proposes future research.

7 Conclusion

In this paper, we used an exploratory case study to explore the
use of a blockchain-based smart contract named smart import
declaration to automate the lodging of an import declaration and
overcome the need for manual cross-validation of the declaration
by customs authorities. We find that a smart import declaration
can be used to automatically aggregate relevant information
stored on the blockchain ledger and generate an import
declaration. In context of this case study, this includes retrieval
of pro forma invoice data elements like consignor, consignee,
invoice value, transport cost after entry and Incoterm. To
generate the import declaration’s customs value, a calculation
algorithm implemented in the smart import declaration is used
to calculate the customs value based on the Incoterm, invoice
value and transport cost after entry. As data elements and smart
contract code stored on the blockchain ledger are immutable,
correct aggregation of data elements and generation of the
import declaration, e.g. calculation of the customs value, is
guaranteed provided that the smart import declaration complies
with data standard specifications set out by the customs
authority and is authorized via audits. As a result, there is no
longer the need for customs authorities to manually cross-
validate the import declaration with for example the pro forma
invoice document because the lodged import declaration can
only be generated by aggregating already exchanged pro forma
invoice data elements. The customs authority is thus ensured of
correctness of the import declaration. In context of the smart
import declaration, two technical and organizational
considerations need to be addressed for the smart import
declaration to be acceptable to both customs authorities and
declarants. Data standards are needed to enable automatic
aggregation of trade information like pro forma invoice data
elements stored on the blockchain ledger and generation of the
import declaration. In addition, governance measures by customs
authorities, e.g. in the form of audits, is needed to support
development and ensure correctness of the smart import
declaration. Future work should therefore focus on the
development of data standards, actual development of a
blockchain-based smart import declaration and governance by
customs authorities.

This paper is limited to investigating the possibility to use
blockchain and smart contract in the context of import
declarations and concerning the interactions between supply
chain parties and customs. However in the area of international
trade there is a large potential for using blockchain and smart
contracts that will cross-cut domains such as supply chains,
banking and insurance. One example of that is the Bill-of-Lading
which is a document that is used by banks, as proof that the
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seller shipped the goods, in their Letter of Credit for buyers of
goods. The smart contract presented in this paper could also be
used as smart contract letter of credit where the seller gets paid
automatically when he presents the bill of lading to his bank. In
future research we will further investigate the application of
these customs blockchain solution to develop logistics and
finance blockchain solutions.

8 ACKNOWLEDGMENTS

This research was partially funded by the CORE Project (nr.
603993), which is funded by the FP7 Framework Program of the
European Commission, and the PROFILE Project (nr. 786746),
which is funded by the European Union’s Horizon 2020 research
and innovation program. Ideas and opinions expressed by the

authors do not necessarily represent those of all partners.

REFERENCES

(1]

[10

[11]

[12]

[13]

[14]

[15]

[16

[17]

RIGHTS

Badzar, A. (2016). Blockchain for securing sustainable transport contracts and
supply chain transparency - An explorative study of blockchain technology in
logistics. Retrieved from https://lup.lub.lu.se/student-
papers/search/publication/8880383

Botton, N. (2018). Blockchain and Trade: Not a Fix for Brexit , but Could
Revolutionise Global Value Chains (If Governments Let It). Retrieved from
https://www.econstor.eu/bitstream/10419/174812/1/ecipe-pb-2018-01.pdf
Customs Administration of the Netherlands. (2017). Facts & Figures in brief.
Drescher, D. (2017). Blockchain basics: A non-technical introduction in 25
steps. Blockchain Basics: A Non-Technical Introduction in 25 Steps.
https://doi.org/10.1007/978-1-4842-2604-9

European Commission. (2016). Guidance Document on Customs Formalities
on Entry and Import into the European Union. Retrieved from
http://ec.europa.eu/taxation_customs/sites/taxation/files/resources/documents
/customs/customs_code/guidance_customs_formalities_entry_import_en.pdf
Governatori, G., Idelberger, F., Milosevic, Z., Riveret, R., Sartor, G., & Xu, X.
(2018). On legal contracts, imperative and declarative smart contracts, and
blockchain systems. Artificial Intelligence and Law, 26 (2), 377-409.
https://doi.org/10.1007/s10506-018-9223-3

Hamida, E. Ben, Brousmiche, K. L., Levard, H., & Thea, E. (2017). Blockchain
for Enterprise: Overview , Opportunities and Challenges. In The Thirteenth
International Conference on Wireless and Mobile Communications (ICWMC
2017).

Hesketh, D. (2010). Weaknesses in the supply chain: who packed the box?
World Customs Journal, 4 (2), 3-20.

Hu, R, Tan, Y., & Heijmann, F. (2016). A new approach to e-commerce
customs control in China: integrated supply chain - a practical application
towards large-scale data pipeline implementation. World Customs Journal, 10
(2), 65-82.

ICC. (2010). Incoterms® rules 2010. Retrieved May 23, 2018, from
https://iccwbo.org/resources-for-business/incoterms-rules/incoterms-rules-
2010/

Jiang, J., Aldewereld, H., Dignum, V., Wang, S., & Baida, Z. (2015). Regulatory
compliance of business processes. AI & SOCIETY, 30 (3), 393-402.
https://doi.org/10.1007/500146-014-0536-9

Klievink, B., van Stijn, E., Hesketh, D., Aldewereld, H. Overbeek, S.,
Heijmann, F., & Tan, Y.-H. (2012). Enhancing Visibility in International Supply
Chains. International Journal of Electronic Government Research, 8 (4), 14-33.
https://doi.org/10.4018/jegr.2012100102

Martincus, C. V., Carballo, J., & Graziano, A. (2015). Customs. Journal of
International Economics, 96 (1), 119-137.
https://doi.org/10.1016/j.jinteco.2015.01.011

Mendling, J., Weber, I, van der Aalst, W., Brocke, J. vom, Cabanillas, C.,
Daniel, F., ... Zhu, L. (2017). Blockchains for Business Process Management -
Challenges and Opportunities. ACM Transactions on Management Information
Systems, 1-20. https://doi.org/10.1145/3183367

Morabito, V. (2017). Business Innovation Through Blockchain. Cham: Springer
International Publishing. https://doi.org/10.1007/978-3-319-48478-5_2
Nakamoto, S. (2008). Bitcoin: A Peer-to-Peer Electronic Cash System.
https://doi.org/10.1007/s10838-008-9062-0

Okazaki, Y. (2018). Unveiling the Potential of Blockchain for Customs. Retrieved
from http://www.wcoomd.org/-
/media/wco/public/global/pdf/topics/research/research-paper-

203

[18

[19

[20

[21

[22

[23

[24

[25

[26

[27

[28

]

Lennard Segers et al.

series/45_yotaro_okazaki_unveiling_the_potential_of blockchain_for_custom
s.pdf?la=fi

Ramberg, J. (2011). ICC Guide to Incoterms 2010. Retrieved from
http://store.iccwbo.org/content/uploaded/pdf/ICC-Guide-To-Incoterms®-
2010.pdf

Sato, T., & Himura, Y. (2018). Smart-Contract Based System Operations for
Permissioned Blockchain.2018 9th IFIP International Conference on New
Technologies, Mobility and Security, NTMS, 1-6.
https://doi.org/10.1109/NTMS.2018.8328745

Triepels, R., Daniels, H., & Feelders, A. (2018). Data-driven fraud detection in
international shipping. Expert Systems with Applications, 99, 193-202.
https://doi.org/10.1016/j.eswa.2018.01.007

Triepels, R., Feelders, A., & Daniels, H. (2015). Uncovering Document Fraud in
Maritime Freight Transport Based on Probabilistic Classification. In 14th IFIP
TC 8 International Conference, CISIM 2015, proceedings (pp. 282-293).
https://doi.org/10.1007/978-3-319-24369-6

Urciuoli, L., Hintsa, J., & Ahokas, J. (2013). Drivers and barriers affecting usage
of e-Customs - A global survey with customs administrations using
multivariate analysis techniques. Government Information Quarterly, 30 (4),
473-485. https://doi.org/10.1016/j.giq.2013.06.001

van Engelenburg, S., Janssen, M., & Klievink, B. (2017). Design of a software
architecture supporting business-to-government information sharing to
improve public safety and security Combining business rules, Events and
blockchain technology. 7 Intell Inf Syst. https://doi.org/10.1007/s10844-017-
0478-z

Viryasitavat, W., Da, L., Zhuming, X., & Assadaporn, B. (2018). Blockchain-
based business process management (BPM) framework for service
composition in industry 4.0. Journal of Intelligent Manufacturing.
https://doi.org/10.1007/s10845-018-1422-y

WCO. (2005). WCO Guide To Customs Valuation and Transfer Picing.
Retrieved ~ from  http://www.wcoomd.org/en/topics/key-issues/revenue-
package/~/media/36DE1A4DC54B47109514FFCDOAAE6BOA. .ashx

Weigand, H., & Bukhsh, F. A. (2011). Supporting Customs Controls by Means
of Service-Oriented Auditing. In IFIP Advances in Information and
Communication Technology (Vol. 353, pp. 28-43). https://doi.org/10.1007/978-3-
642-27260-8_3

WTO. (n.d.). Customs Valuation - Technical Information. Retrieved May 22,
2018, from https://www.wto.org/english/tratop_e/cusval_e/cusval_info_e. htm
Yin, R. K. (2003). CASE STUDY RESEARCH; Design and Methods, Second Edition.
Retrieved from http://www.madeira-
edu.pt/LinkClick.aspx?fileticket=Fgm4GJWVTRs%3D&tabid=3004


https://lup.lub.lu.se/student-papers/search/publication/8880383
https://lup.lub.lu.se/student-papers/search/publication/8880383
https://www.econstor.eu/bitstream/10419/174812/1/ecipe-pb-2018-01.pdf
https://doi.org/10.1007/978-1-4842-2604-9
http://ec.europa.eu/taxation_customs/sites/taxation/files/resources/documents/customs/customs_code/guidance_customs_formalities_entry_import_en.pdf
http://ec.europa.eu/taxation_customs/sites/taxation/files/resources/documents/customs/customs_code/guidance_customs_formalities_entry_import_en.pdf
https://doi.org/10.1007/s10506-018-9223-3
https://iccwbo.org/resources-for-business/incoterms-rules/incoterms-rules-2010/
https://iccwbo.org/resources-for-business/incoterms-rules/incoterms-rules-2010/
https://doi.org/10.1007/s00146-014-0536-9
https://doi.org/10.4018/jegr.2012100102
https://doi.org/10.1016/j.jinteco.2015.01.011
https://doi.org/10.1145/3183367
https://doi.org/10.1007/978-3-319-48478-5_2
https://doi.org/10.1007/s10838-008-9062-0
http://www.wcoomd.org/-/media/wco/public/global/pdf/topics/research/research-paper-series/45_yotaro_okazaki_unveiling_the_potential_of_blockchain_for_customs.pdf?la=fi
http://www.wcoomd.org/-/media/wco/public/global/pdf/topics/research/research-paper-series/45_yotaro_okazaki_unveiling_the_potential_of_blockchain_for_customs.pdf?la=fi
http://www.wcoomd.org/-/media/wco/public/global/pdf/topics/research/research-paper-series/45_yotaro_okazaki_unveiling_the_potential_of_blockchain_for_customs.pdf?la=fi
http://www.wcoomd.org/-/media/wco/public/global/pdf/topics/research/research-paper-series/45_yotaro_okazaki_unveiling_the_potential_of_blockchain_for_customs.pdf?la=fi
https://doi.org/10.1109/NTMS.2018.8328745
https://doi.org/10.1016/j.eswa.2018.01.007
https://doi.org/10.1007/978-3-319-24369-6
https://doi.org/10.1016/j.giq.2013.06.001
https://doi.org/10.1007/s10844-017-0478-z
https://doi.org/10.1007/s10844-017-0478-z
https://doi.org/10.1007/s10845-018-1422-y
http://www.wcoomd.org/en/topics/key-issues/revenue-package/~/media/36DE1A4DC54B47109514FFCD0AAE6B0A.ashx
http://www.wcoomd.org/en/topics/key-issues/revenue-package/~/media/36DE1A4DC54B47109514FFCD0AAE6B0A.ashx
https://doi.org/10.1007/978-3-642-27260-8_3
https://doi.org/10.1007/978-3-642-27260-8_3
https://www.wto.org/english/tratop_e/cusval_e/cusval_info_e.htm
http://www.madeira-edu.pt/LinkClick.aspx?fileticket=Fgm4GJWVTRs%3D&tabid=3004
http://www.madeira-edu.pt/LinkClick.aspx?fileticket=Fgm4GJWVTRs%3D&tabid=3004

