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An Adaptive Moving-Target Defense Strategy for
Dynamic Nonlinear Power Systems

Mostafa Mohammadpourfard , Senior Member, IEEE, Alireza Shefaei ,
and Yang Weng , Senior Member, IEEE

Abstract—Existing attack prevention strategies in smart
grid including firewalls, encryption, and access controls,
face the challenge of static configurations prone to ex-
ploitation. Unlike traditional mechanisms, moving-target
defense (MTD), by dynamically altering system parameters,
introduces a layer of unpredictability, making it a potent tool
against cyber-attacks, including false data injection attacks
(FDIA) and zero-day exploits. While MTD has demonstrated
efficacy in dc systems by complicating attackers’ efforts,
its application to ac systems introduces new complexi-
ties. AC systems’ nonlinearity and vulnerability to topology
changes challenge traditional MTD methods, especially in
ensuring convergence and adapting to dynamic topologies
during emergencies. Such methods, though innovative, fall
short in real-world applications where topology changes
can render such methods ineffective. Recognizing these
limitations, our work introduces a data-driven moving-
target defense (DD-MTD) strategy that employs Kullback–
Leibler divergence and the Kolmogorov–Smirnov test. Our
method quantifies the impact of system perturbations to
improve FDIA detection while ensuring changes adhere to
operational and cost constraints, a critical factor during
contingencies. Our approach, leveraging piecewise linear
approximation and mixed-integer linear programming, ad-
dresses convergence and adaptability issues, offering a
robust defense for ac systems. Simulations on IEEE 14 and
118-bus systems demonstrate that our DD-MTD method en-
hances detection rates and efficiency, outperforming exist-
ing state-of-the-art MTD strategies.

Index Terms—AC power systems, cybersecurity, false
data injection attacks, moving target defense, protection.

I. INTRODUCTION

SMART grid technology has revolutionized the electrical
utility sector, improving efficiency, reliability, and

sustainability in electricity distribution. This shift results from
the incorporation of advanced metering and analytics, backed by
information and communication technologies. However, these
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interconnected systems also introduce new cyber-
vulnerabilities, which threaten the integrity and functionality
of the grid through data manipulation or false communication
of commands [1]. A notable example is the extensive power
outage in Venezuela in March 2019, which caused prolonged
disruptions that caused widespread traffic chaos and the
breakdown of essential services such as healthcare and
education [2]. Among the numerous types of attacks identified,
false data injection attacks (FDIAs) [3], which could launch
unobservable attacks against state estimates (SE), have garnered
significant interest. In such scenarios, attackers manipulate
measurement data, causing discrepancies between estimated
and actual states. This can lead to substantial disruptions,
including power outages, and financial losses [4], [5].

The moving-target defense (MTD) strategy, positioned within
the prevention layer of the defense-in-depth cybersecurity ap-
proach, enhances grid security against FDIAs by dynamically
altering system configurations. This proactive method obscures
potential attack vectors, prevents the exploitation of static vul-
nerabilities, and reduces the overall attack surface. Integrating
MTD enhances power systems’ cybersecurity, complicating at-
tackers’ efforts to breach defenses and forming a solid foun-
dation for comprehensive security measures. Unlike traditional
prevention mechanisms, such as static firewalls or encryption,
which offer fixed protection layers, MTD introduces variability
and unpredictability into the system’s configuration. This ap-
proach not only counters existing threats but also proactively
defends against new ones, providing a robust defense against a
wide range of cyber risks. MTD employs distributed flexible ac
transmission system (D-FACTS) devices to dynamically alter
transmission line reactances, creating uncertainty and complex-
ity that thwart FDIAs. The success of MTD is bolstered by
the capabilities of D-FACTS devices, which allow for active
impedance injection. These devices are cost-effective, easy to
deploy, and adaptable, making them increasingly popular for
power flow management in power grids [6], [7], [8], [9], [10].

A. Related Work

Literature review on MTD in the context of smart grids
reveals several notable studies, highlighting the evolution and
integration of various strategies to enhance grid security. A dual-
focused approach on security and cost optimization is explored
in [11], where the authors propose a strategy for deploying D-
FACTS devices. This strategy not only counters cyber-physical
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attacks but also aims at optimizing generation costs, marking a
significant advancement in MTD applications for smart grids.
This work is foundational in demonstrating how economic con-
siderations can be integrated with security measures. Building
on this, Lakshminarayana et al. [12] presented an MTD strat-
egy using D-FACTS devices to counter cyber-physical attacks
by optimally adjusting grid reactances. This study focuses on
strategic placement and cost minimization through a zero-sum
game, further refining the cost-benefit analysis introduced in
earlier works. The combination of strategic placement and cost
optimization highlights a critical progression in enhancing the
efficiency of MTD deployments.

Wang et al. [13] introduced a multistage MTD that enhances
FDIA detection by combining security-oriented and economy-
oriented schemes. This approach, optimized through a greedy
algorithm, represents a significant step toward balancing security
with economic efficiency, a theme consistent with the findings
of [11] and [12]. An innovative integration of meter coding with
MTD is presented in [14], aimed at enhancing the detection of
stealthy FDIA. This method underscores the importance of com-
bining different defensive techniques to address sophisticated
attack vectors, aligning with the multifaceted approach seen in
previous studies. A robust MTD for power systems in noisy
environments, guaranteeing worst-case detection of FDIA, is
proposed in [15]. By theoretically analyzing the minimal prin-
cipal angle between Jacobian subspaces, this work highlights
the necessity of ensuring detection robustness under varying
conditions, building upon the robust optimization strategies
discussed in earlier research.

The research in [16] utilizes MTD to uncover covert Stuxnet-
like attacks, meticulously crafted to exploit system vulnerabil-
ities. This study underscores the necessity of MTD in identify-
ing sophisticated cyber threats tailored to the system’s specific
configurations, complementing the findings of [14] on stealthy
attack detection. A hidden MTD method is proposed in [17],
capable of evading attacker detection while being effective
against parameter confirming-first FDIA. This work delves into
the tradeoffs between maintaining stealthiness and ensuring
defense completeness, offering insights into the complexities
of implementing MTD strategies, and expanding on the stealth
and efficiency aspects discussed in [16]. Liu and Wu [18]
enhanced the MTD strategy by proposing efficient D-FACTS
device placement algorithms to optimize MTD effectiveness and
system loss balance. This study complements earlier works by
focusing on practical deployment strategies, ensuring that MTD
can be effectively integrated into existing infrastructure.

Zhang et al. [19] explored the optimization of MTD, offering
a heuristic algorithm for efficient D-FACTS deployment and
proving that coordinated perturbation schemes enhance FDI
detection. This research highlights the ongoing refinement of
optimization techniques to improve MTD efficacy. Liu and
Wu [20] presented an enhanced hidden MTD strategy, focusing
on optimal D-FACTS device planning and operation to achieve
stealth and efficiency in detecting FDIA. This aligns with the
broader theme of integrating advanced planning and opera-
tional strategies into MTD frameworks. Zhang et al. [21] ad-
vanced MTD by establishing key conditions for effective MTD,

developing an algorithm to optimize D-FACTS device deploy-
ment, proposing cost-reduction strategies, and analyzing the
impact on system dynamics. Lakshminarayana and Yau [22]
refined MTD strategies by formulating effective reactance per-
turbations and analyzing the operational costs, thereby balancing
MTD’s effectiveness with cost.

Finally, the authors in [23] and [24] introduced innovative
methods to enhance MTD strategies. Liu et al. [23] employed
meter coding to encode sensor outputs with an invertible matrix,
enabling detection of stealthy FDIAs without significantly im-
pacting the physical operation of the power system. It introduces
variability in data representation, aligning with MTD’s goal
of thwarting attacks through dynamic system changes. Huang
et al. [24] used pseudorandom sequences as watermarks to
encrypt and decrypt transmitted data, distinguishing between
legitimate and tampered data. By introducing dynamic changes
in data patterns, it complements MTD strategies by enhancing
data transmission security and integrity.

B. Contributions

The literature underscores MTD’s role in reducing smart grid
cyber vulnerabilities, primarily focusing on dc systems without
considering the dynamic changes in system configurations or
contingencies [11], [12], [13], [14], [15], [17], [18], [19], [21],
[22]. However, ac power systems, crucial for modern electric-
ity grids, and characterized by complex, nonlinear equations,
present significant challenges for analysis and optimization.
The “dynamic” aspect highlights the evolving nature of power
systems, particularly smart grids, which experience changes
in topology due to contingencies. MTD must adapt to these
variations to maintain an effective defense. Recent studies have
begun to address ac model’s nonlinear challenges, but these
approaches lack confirmed optimality and often disregard con-
tingency impacts, highlighting areas for future exploration[23],
[25]. Traditional optimization-based MTD methods, like particle
swarm optimization [25], are often sensitive to initial conditions
and require careful tuning of parameters to achieve optimal
performance. This sensitivity can lead to variability in perfor-
mance and challenges in ensuring consistent convergence across
different system states and contingencies.

To address this limitations, this article presents a data-driven
moving-target defense (DD-MTD) optimized for dynamic ac
power systems, utilizing Kullback–Leibler divergence (KLD) to
enhance the distinction in reactance distributions for improved
FDIA detection. Alongside, the Kolmogorov–Smirnov (KS) test
ensures operational compliance, balancing enhanced security
with cost control. To address ac systems’ nonlinearities, we
employ mixed-integer linear programming (MILP) combined
with piecewise linear approximation and the big-M method, ef-
fectively overcoming nonconvexity challenges for optimal strat-
egy execution. This effectively resolves nonconvexity issues,
enabling optimal strategy implementation [26], [27], [28], [29].
The proposed method leverages real-time data to continuously
update its understanding of the system’s current state. The KLD
metric inherently accounts for changes in the system’s configura-
tion incorporating the system’s dynamic nature into the proposed
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MTD strategy, ensuring adaptability to topology changes. This
integration ensures that the perturbations introduced by MTD
are statistically significant and adhere to operational constraints,
enhancing the detection of FDIAs without compromising system
stability. By maximizing KLD, our method increases the diver-
gence between the original and perturbed system states, making
it more difficult for attackers to predict and execute successful
attacks. The Kolmogorov–Smirnov Test (KS) test ensures that
these perturbations remain within acceptable operational limits,
maintaining the system’s reliability and stability. The main
contributions of this article are as follows.

1) Unlike many existing methods, our approach does not
assume any specific network topology or ac–dc system
parameters. This allows our MTD strategy to be applied
broadly and adaptively across different grid configura-
tions. This is while past methods primarily focused on dc
models and recent ac models lacked proven optimality.

2) Our approach uniquely integrates KLD maximization and
KS test compliance to balance the tradeoffs between
security enhancement and operational viability. This dual
optimization not only improves the detection rates of
FDIAs but also ensures that the system’s operational in-
tegrity is not compromised, addressing a critical challenge
in existing MTD applications.

3) Transforming the optimization challenge into an MILP
model through piecewise linear approximation and the
big-M method guarantees global optimality, making the
MTD approach more practical for real-world applica-
tions. It effectively tackles the nonconvexity issues of ac
power systems. In addition, our strategy integrates n− 1
contingency management into the MTD framework, sig-
nificantly boosting power system resilience. This inte-
gration marks a significant improvement over previous
MTD approaches that tend to overlook the vital role of
contingencies.

The rest of this article is organized as follows. Section
II provides an overview of the system modeling and high-
lights the importance of MTD in mitigating cyber threats. Sec-
tion III details our proposed DD-MTD approach. Section IV
presents simulation results. Finally, Section V concludes this
article.

II. SYSTEM MODELING AND BACKGROUND

A. AC State Estimation and FDIA

This article explores the use of the ac power system model
for analysis, whereas the majority of preceding investigations
into MTD predominantly utilize the dc model. For the SE, the
commonly employed technique is the least squares method. We
examine a power grid described by a collectionN = {1, . . . , N}
of buses and L = {1, . . . , L} of branches. The nonlinear mea-
surement equation characterizing the system is often denoted
as [30]: z = h(x) + e, where, the symbol z represents the mea-
surement vector, and h(·) indicates the nonlinear measurement
equation. The state variable x includes voltage amplitude and
phase at each bus, withe representing measurement errors.h(x)

is defined as

h(x) =
[
fp
ij fq

ij pi qi Vi

]T
i = 1, 2, . . . , N ∀j ∈ Ki (1)

where Vi denotes voltage amplitude at bus i, and Ki is the
set of connected buses to bus i, fp

ij indicates active power
flow from bus i to bus j, fq

ij represents reactive power flow
from bus i to bus j, pi is active power injection at bus i,
qi signifies reactive power injection at bus i. The outcome
of the SE process involves determining the value x̂, which
minimizes the following objective function based on the pro-
vided measurements denoted by z, J(x) = [z − h(x)]TR−1

[z − h(x)], where R is the measurement error covariance
matrix.

To detect anomalous meter measurements, SE typically uses
a bad data detection (BDD) mechanism, based on the �2-norm
estimation residual |r| = |z − h(x̂)| ≥ τ . Here, τ is a prede-
fined threshold. Measurements are classified as unreliable if
|r| is greater than or equal to τ , and valid if less. However, in
FDIAs, an adversary can bypass BDD and produce an inaccurate
system state x̂a = x̂+ c by introducing manipulated measure-
ments za = z + a, where a = h(x̂+ c)− h(x̂) is the attack
vector and c is the error introduced in the system’s estimates
x̂ [30].

B. Moving Target Defence

MTD strategies alter key parameters like line reactance
xij within a specified range [xmin, xmax] across a network
with buses N and branches L. This change in reactance im-
pacts the branch susceptance bij is defined as the negative
of the imaginary part of the branch admittance yij , which
is calculated from the complex impedance as − xij

r2
ij+x2

ij
, af-

fecting ac SE zMTD = hMTD(xMTD) + e, where zMTD is the
measurement vector under MTD, hMTD represents the nonlin-
ear measurement function considering the altered reactances.
Note that the susceptance bij is negative for inductive re-
actance and positive for capacitive reactance. The new state
vector xMTD includes the altered reactances. The objective
function for SE under MTD becomes JMTD(xMTD) = [zMTD −
hMTD(xMTD)]

TR−1[zMTD − hMTD(xMTD)]. The BDD mecha-
nism in the context of MTD must account for the varying reac-
tances. The residual under MTD, denoted as rMTD, is calculated
as ‖rMTD‖ = ‖ zMTD − hMTD(x̂MTD)‖. MTD execution can
increase the detection residual rMTD compared to the original r,
improving attack detection effectiveness. While MTD hampers
attackers and bolsters grid resilience, it also incurs extra gen-
eration costs due to line reactance adjustments, formulated as:
CMTD,t′ =

COPF,t′−COPF,t

COPF,t
, whereCMTD,t′ , is defined as the relative

change in optimal power flow (OPF) cost due to MTD at time
t′, with COPF,t′ being the operational cost after MTD and COPF,t

being the operational cost before MTD.
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C. Optimization of Cost-Benefit MTD Strategy

The cost-benefit MTD strategy optimizes the power grid’s
operational parameters, like generator outputs and line reac-
tances, to enhance cybersecurity without compromising effi-
ciency or increasing costs. It seeks to minimize operational
expenses within MTD constraints by adjusting reactances, thus
hindering potential cyberattacks. The optimization framework
is as follows [6]:

minimize
g′
t′ ,x

′
t′

∑
i∈N

Ci(G
′
i,t′) (2a)

subject to γ(ht, hMTD,t′) ≥ γth (2b)

g′t′ − lt′ = B′t′θ
′
t′ (2c)

− fmax ≤ f ′t′ ≤ fmax (2d)

gmin ≤ g′t′ ≤ gmax (2e)

xmin ≤ x′t′ ≤ xmax (2f)

where Ci(G
′
i,t′) denotes the cost associated with power gen-

eration adjustments at bus i, considering the MTD-induced
changes. G′i,t′ represents the power generation at bus i at time t′.
Constraint (2b) ensures that the MTD effectively detects attacks
by requiring a significant change in the system’s behavior. This
change is measured by the smallest principal angle, γ, between
the subspaces spanned by the columns of the pre-MTD and
post-MTD Jacobian matrices, ht and hMTD,t′ , respectively. The
singular value decompositions of these matrices are represented
as ht = utΣtv

T
t and hMTD,t′ = uMTD,t′ΣMTD,t′v

T
MTD,t′ , respec-

tively. The smallest principal angle γ is calculated as

γ(ht, hMTD,t′)

= min(arccos(σ1), arccos(σ2), . . ., arccos(σn)) ≥ γth (3)

where σi are the singular values of the matrix vTt vMTD,t′ and
γth is a predefined threshold. The constraint ensures that this
smallest principal angle γ meets or exceeds the threshold γth,
indicating a significant change in the system’s behavior due to
the MTD. Constraint (2c) requires that the power grid maintains
a balanced flow of energy at each node. The power injected into
a node (from generation, g′t′ , and any changes due to the MTD,
Δgt′ ) must equal the power flowing out of that node (to meet
demand, lt′ ). This balance is crucial for maintaining the stability
and overall power balance of the grid. The relationship between
these parameters is defined by the susceptance matrixB′t′ , which
is calculated as B′t′ = AD′t′A

�, where A is the branch-bus
incidence matrix andD′t′ is a diagonal matrix of the reciprocal of
link reactances after the MTD is implemented. The phase angles
at all buses after the MTD is implemented are represented by
θ′t′ . Equation (2d) regulates transmission line power flow, not
surpassing the maximal allowable limit. Equation (2e) ensures
power generated post-MTD at time t′ stays within minimum
and maximum bounds. Equation (2f) keeps line reactance within
D-FACTS devices’ feasible ranges. We have adapted constraint
(2b) from the dc context to effectively handle the nonlinearities
of ac systems.

III. PROPOSED DD-MTD

The proposed DD-MTD, Algorithm 1, designed for the in-
tricate dynamics of nonconvex ac power systems, utilizes KLD
to enhance FDIA detection markedly. By adopting KLD, our
approach maximizes the discrepancy between the probability
distributions of the original and modified system states. This
maximization not only disrupts attackers’ predictive models
but also provides a quantifiable metric to gauge the efficacy
of the MTD deployment. Simultaneously, the implementation
of the KS test in our model serves as a safeguard, ensuring that
the alterations in system parameters induced by MTD do not
deviate excessively from operational norms. This incorporation
is a conscious effort to maintain this balance. We have trans-
formed the nonlinear optimization challenge of ac systems into
a manageable MILP framework by applying piecewise linear
approximation and the big-M method, effectively addressing
nonconvexity and facilitating optimal strategy deployment [26],
[27], [28], [29]. Our methodology excels at managing contin-
gencies, providing adaptability and robustness in the dynamic
smart grid environment.

As aforementioned, the algorithm starts by loading the sys-
tem model, defining parameters such as buses, branches, and
measurement vectors, and initializing thresholds for KLD and
KS tests. It iteratively optimizes reactance settings within a
predefined range by updating branch susceptance, recalculating
the measurement function, computing the optimization func-
tion, and performing linearized KLD and KS tests to ensure
operational norms are maintained. The OPF is calculated, and
reactance adjustments are confirmed if they pass the KS test. The
algorithm selects the optimal reactance settings that minimize
operational costs while satisfying both KLD and KS test criteria.
We have validated this approach through extensive simulations,
demonstrating its ability to achieve both cost minimization and
improved FDIA detection under diverse operating conditions.
In the following sections, we outline our methods and describe
how we linearize the model for optimal solutions.

A. Kullback–Leibler Distance

The KLD between two discrete probability distributions P
and Q on the same space X is defined as

DKL(P ‖ Q) =
∑
x∈X

P (x) log

(
P (x)

Q(x)

)
(4)

where P (x) and Q(x) are the probabilities of event x under
distributions P and Q, respectively. KLD measures MTD’s
impact by comparing reactance changes, enhancing security by
complicating attackers’ predictions.

B. Two-Sample KS Test

The KS test compares data distributions of two vectors, de-
noted as D1 = {d11, d12, . . . , d1n} and D2 = {d21, d22, . . . ,
d2n}. The KS test evaluates whether MTD changes to system
parameters like line reactances stay statistically consistent, en-
suring cost-effectiveness for real-world application. The null
hypothesis posits that both data vectors come from the same
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Algorithm 1: Data-Driven Moving Target Defense.
Require: AC system model with buses N , branches L
Ensure:I mproved FDIA detection and cost efficiency
1: Load system model, define N , L, z
2: Initialize thresholds, and reactance range X range

3: function OptimizeMTDz, X range

4: for each reactance xij in X range do
5: Update susceptance bij
6: Recalculate h(x) (1)
7: Compute Optimization Function (6)
8: Compute Linearized KLD (7)
9: Perform Linearized KS-test (8)

10: Calculate OPF (10)
11: if KS-test passes then
12: Confirm reactance adjustment
13: else
14: Revert to previous settings
15: end if
16: Evaluate cost
17: end for
19: return optimized reactance settings
20: end Function
21: xopt ← OptimizeMTD(z, X range)
22: Apply xopt to system model
24: return updated system state, detection rates, costs

distribution. The KS test distance denotes the largest absolute
difference observed between the cumulative distribution func-
tions (CDFs) ofD1 andD2. For a given sampleY = y1, y2, . . . ,
ym, its CDF can be expressed as [30]FY,m(y) = #i:yi�y

m , where
#i : yi � y is the total count of items in the set that meet the
condition yi � y for all i. When comparing two sets with n and
m samples, the KS statistic is as follows:

Dn,m = sup
−∞<s<∞

|FS1,n(s)− FS2,m(s)| (5)

where the null hypothesis is rejected at the α significance level
if the maximal distance, sups, between the empirical distribu-
tion functions FS1,n and FS2,m meets the specified condition

Dn,m > c(α)×
√

n+m
n×m , where c(α) =

√
− 1

2 × lnα andn and

m represent the first and second sample sizes, respectively.
Lower α values strengthen confidence in hypothesis testing. A
P_Value at or below the significance level suggests significant
deviation, rejecting the null hypothesis, while a higher P_Value
indicates the sample conforms, supporting the null hypothesis.
The P_Value is derived from the Kolmogorov distribution, which
assesses the KS statistic under the null hypothesis: P_Value =
1− 2

∑∞
k=1(−1)k−1 exp(−2k2D2).

C. Data-Driven MTD Model

The optimization problem for finding the new reactance vector
is formulated as

max
x∈X

DKL (P ‖ Q) (6a)

s.t. Dn,m = 0. (6b)

Our method aims to optimize grid security by minimizing
the divergence between the original Q and new reactance P
distributions within the same probability space, while ensuring
the variance changes meet the criteria set by the KS test. The
proposed method in combination with (2) becomes where the
DD-MTD’s objective can be weighted and added to optimization
problem (2) or treated as a second goal in a multiobjective
framework with the first objective from problem (2):

max
g′
t′ ,x

′
t′
−

∑
i∈N

Ci(G
′
i,t′) +DKL (P (x′t′) ‖ Q(x′t′)) (7a)

s.t. max{|P (x′t′)−Q(x′t′)|} = 0 (7b)

(2a)−(2f). (7c)

D. Linearization of Optimization Model

To ensure global optimality by handling the nonconvexity
from the nonlinear objective function and constraints, we apply
a piecewise linear approximation to the KLD metric represented
as f2(x) = x log(x) over interval [a, b]. This involves dividing
the function into m segments, requiring m positive variables
λ and m− 1 binary variables z. The value of f2(x) at each
segment’s start point bi is f2(bi). This allows substituting the
nonlinear term with an optimized linear approximation in the
problem

max
x′
t′ ,λi,zi

m∑
i=1

λif2(bi) (8a)

s.t.
m−1∑
i=1

zi = 1 (8b)

λ1 ≤ z1 (8c)

λi ≤ zi + zi−1, i = 2, . . . ,m− 1 (8d)

λm ≤ zm−1 (8e)

m∑
i=1

λi = 1 (8f)

x =
m∑
i=1

λibi (8g)

λi ≥ 0 i = 1, . . . ,m (8h)

zi ∈ {0, 1} i = 1, . . . ,m− 1. (8i)

The first condition ensures only one z is set to 1, with the rest at
0. The following conditions specify that λi and λi+1 are the only
nonzero λs, representing adjacent segments to x′. In addition,
λi = Λ and λi+1 = 1− Λ align with the approximation fa in the
objective function, enabling an MILP approach for optimality in
approximating the nonlinear component of our DD-MTD. The
piecewise linear approximation, illustrated in Fig. 1, uses m =
6 sampling points along the function domain. By introducing
a continuous variable λ for each breakpoint and employing 5
binary variables z to denote intervals between breakpoints (with
z1, z5 = 0 for domain edges), the function f2 is approximated.
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Fig. 1. Piecewise linear approximation of f2(x) = xlog(x).

This approximation, as shown in Fig. 1, closely matches the
original xlog(x) function, allowing for accurate modeling with
minimal computational effort.

Evaluating a function value within its domain involves three
steps: first, identifying the two adjacent nonzero λs; second,
determining their values by solving constraints (8f) and (8g);
and finally, calculating the function value using (8a). Another
challenge to achieving a global optimum is the nonlinearity from
statistical hypothesis testing constraints. Introducing a constant
M ensures that P (x) and Q(x) do not exceed M in any feasible
solution, with binary variable yKS defined through

P (x)−Q(x) ≤MyKS (9a)

Q(x)− P (x) ≤M(1− yKS). (9b)

Then, the following constraints enforce 0 = max{P (x),
Q(x)}:

0 ≥ P (x) (10a)

0 ≥ Q(x) (10b)

0 ≤ P (x) +M(1− yKS) (10c)

0 ≤ Q(x) +MyKS. (10d)

By substituting these constraints with the test’s constraint,
our optimization problem transitions to a MILP model. This
approach effectively addresses the nonlinear SE challenges of
ac power systems, enabling optimal reactance adjustments with
DD-MTD—an outcome not previously attained, as highlighted
in studies like [25].

E. Linearized AC OPF

MTD solutions in complex, nonlinear power systems can
stress operational and voltage stability, impacting transformer
capacity and transmission attributes under peak or stressed con-
ditions [18], [31]. To ensure MTD modifications are both secure
and cost-effective, this study uses a linearized AC optimal power
flow (ACOPF) model, combining techniques like segment-wise
linear estimation and Taylor expansions, to develop defensive
strategies that are viable in normal and high-stress scenarios.
This optimized ACOPF approach focuses on minimizing total

generation costs (TGC), ensuring operational integrity during
regular and contingency conditions [32]

minTGC =
∑
i∈N

(
CN

i GN
i + CC

i GC
i

)
(11)

where TGC is the total generation cost. Here, CN
i and CC

i

represent the generation costs for the ith generator under normal
and critical conditions, respectively, and GN

i and GC
i are the

corresponding generation outputs. The optimization minimizes
generation costs across both normal and critical conditions with
specific constraints to ensure efficient operation. For normal
operating conditions, the constraints are as follows:

pN
Gi,min ≤ pN

Gi ≤ pN
Gi,max (12)

qN
Gi,min ≤ qN

Gi ≤ qN
Gi,max (13)

V N
i,min ≤ V N

i ≤ V N
i,max (14)

(fp,N
ij )2 + (fq,N

ij )2 ≤ (sN
l,max)

2 (15)∑
i∈N

pN
Gi +

∑
ij∈κ

fp,N
ij = pDi (16)

∑
i∈N

qN
Gi +

∑
ij∈κ

fq,N
ij = qDi (17)

where pN
Gi,min, pN

Gi, and pN
Gi,max denote the minimum, actual,

and maximum active power generation under normal conditions,
respectively, and qN

Gi,min, qN
Gi, and qN

Gi,max are the reactive power
limits. Similarly,V N

i,min andV N
i,max are the voltage limits for the ith

bus, fp,N
ij and fq,N

ij are the real and reactive power flows between
bus i and j, and sN

l,max denotes the thermal limit of the trans-
mission line. Here, κ represents the set of transmission lines,
and pDi and qDi are the active and reactive power demands
at bus i. Constraints (12)–(15) set operational limits, while
constraints (16) and (17) ensure power balance. Constraint (15)
uses a segment-wise linear approximation as detailed in [33].
For stressed conditions, the constraints are as follows:

pC
Gi = ΓGi(p

N
Gi +ΔpC

Gi,inc −ΔpC
Gi,dec) (18)

ΓGiq
C
Gi,min ≤ qC

Gi ≤ ΓGiq
C
Gi,max (19)

V C
i,min ≤ V C

i ≤ V C
i,max (20)

(Γlf
p,C
ij )2 + (Γlf

q,C
ij )2 ≤ (Γls

C
l,max)

2 (21)∑
i∈N

pC
Gi +

∑
ij∈κ

Γlf
p,C
ij = (1 + ρ)pDi (22)

∑
i∈N

qC
Gi +

∑
ij∈κ

Γlf
q,C
ij = (1 + ρ)qDi (23)

|pN
Gi − pC

Gi| ≤ ΔTGi (24)

where ΓGi and Γl are binary parameters representing the op-
erational status under stress, ΔpC

Gi,inc and ΔpC
Gi,dec represent

incremental and decremental active power adjustments, and ρ is
a parameter introducing additional load stress. Finally, ΔTGi
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denotes the allowable thermal output change for generator i
under stressed conditions.

The proposed method effectively manages contingencies in
dynamic and nonlinear power systems through several key
features. Its nonparametric nature allows it to adapt to various
scenarios without specific assumptions about network topology
or the need for retraining. Incorporating an n− 1 contingency
management framework within the MTD strategy ensures sys-
tem stability even if individual components fail. By dynami-
cally altering system configurations based on real-time data, the
method maintains continuous security and stability. The use of
KLD enhances the detection of FDIA by maximizing the diver-
gence between the original and perturbed system states, while
the KS test keeps changes within operational norms, balancing
security, and cost-effectiveness. To address the nonconvex nature
of ac power systems, the optimization problem is formulated
using MILP with piecewise linear approximation and the big-M
method, ensuring optimal and computationally feasible solu-
tions for real-time applications. The method’s lack of a training
phase enhances its adaptability and ease of deployment.

IV. SIMULATION RESULTS

This section outlines the outcomes from simulations per-
formed on IEEE 14 and 118-bus systems. For these simulations,
it is hypothesized that D-FACTS devices are deployed on ran-
domly chosen branches like [6]. To assess the proposed MTD’s
efficacy, we designed two simulation scenarios: Case I tests it
in a stable network, while Case II evaluates its performance
under topological changes. In addition, a comparative analysis
with existing MTD strategies [6], [25] illustrates our method’s
advantages. To ensure robust scalability and applicability across
diverse operational conditions, our method incorporates a com-
prehensive normalization procedure to address the potential for
imbalance when combining generation cost and the KLD.

A. Case I: Without Contingency

Fig. 2 presents the correlation heatmap for the IEEE 14-bus
system, which provides a visual representation of the relation-
ships between four key variables: detection rate, KLD, MTD
Cost, and P_Value.

1) Detection rate and KLD: A strong positive correlation
is observed, indicating that an increase in the divergence
between the probability distributions of the original and
perturbed reactance is associated with improved capabil-
ities to detect FDIA. This finding underscores the effec-
tiveness of maximizing KLD to bolster detection rates.

2) Detection rate and MTD cost: The correlation approaches
zero, suggesting minimal impact of detection rate im-
provements on the operational cost. This observation
underscores the method’s effectiveness in boosting secu-
rity cost-efficiently. This means, we observed that while
higher KLD values generally lead to improved detection
rates, the correlation between detection rate and MTD
Cost approaches zero. This counterintuitive result stems

Fig. 2. Correlation Heatmap for 14-bus.

from our optimized cost-benefit balance, where signifi-
cant detection improvements are achieved without pro-
portionally high costs. This highlights the efficiency of
our data-driven approach, which leverages advanced sta-
tistical measures and real-time data to adaptively enhance
detection capabilities while minimizing operational and
implementation costs.

3) Detection Rate and P_Value: A negative correlation re-
veals that lower P_Values, which denote higher statistical
significance in reactance changes, are linked to better de-
tection rates. This relationship emphasizes the proposed
method’s resilience against sophisticated adversaries in
nonlinear ac systems.

4) KLD and MTD Cost: The weak negative correlation
observed suggests that heightened security, achieved
through significant distribution divergence (high KLD
values), does not necessarily incur proportional increases
in cost. This insight is crucial for developing cost-
effective security strategies.

5) KLD and P_Value: The negative correlation between
these metrics indicates that statistically significant de-
viations in system parameters, as reflected by lower
P_Values, correlate with higher KLD values. This align-
ment validates the strategy of leveraging KLD to identify
optimal vectors for system parameter perturbation.

6) MTD Cost and P_Value: A correlation of −0.5 indicates
that aligning the reactance vector closely with the base
distribution, verified by the KS test, does not notably raise
MTD strategy costs. This outcome underscores the KS
test’s effectiveness in balancing security improvements
with cost constraints.

In summary, the heatmap analysis suggests that the proposed
DD-MTD is effectively increasing the detection rate without
necessarily escalating the costs for complex nonlinear ac sys-
tems. This demonstrates our method’s flexibility and ability to
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Fig. 3. Detection rate (DR)-14 bus.

Fig. 4. MTD cost-14 bus.

TABLE I
DETECTION RATE AND MTD COST-14 BUS

work based on data without being limited to specific network
topologies or assumptions. Fig. 3 shows the detection rate
comparison between the DD-MTD and an existing cost-benefit
(dc) and also extended MTD (EMTD)(ac) strategies [6], [25]
over a series of samples for an IEEE 14-bus system. The plot
indicates that the proposed data-driven MTD method not only
achieves a high detection rate but also surpasses the existing
methods.

Fig. 4 presents a cost comparison of MTD implementations,
contrasting our data-driven approach with existing methods on
an IEEE 14-bus system. The comparison reveals that the pro-
posed DD-MTD method sustains a lower operational cost. Cost
reduction is crucial due to the complexity of nonlinear ac power
flow models, which usually make implementing cybersecurity
measures like MTD challenging. The results for IEEE 14-bus
system are summarized in Table I. Results show our strategy

Fig. 5. Correlation Heatmap for 118 bus.

outperforms current methods, delivering enhanced security and
cost-efficiency in ac systems. This dual advantage positions it
as an appealing choice for utilities aiming to boost grid security
affordably.

Fig. 5 presents the correlation heatmap for the IEEE 118-bus
system. The heatmap indicates that the detection rate and KLD
exhibit a strong positive correlation of 0.80, demonstrating that
an increase in the KLD positively influences the detection rate.
This link is vital, indicating that greater divergence in reactance
distribution, quantified by KLD, enhances anomaly detection in
the system. The heatmap indicates a minimal 0.10 correlation
between detection rate and MTD cost, suggesting that enhanc-
ing detection does not significantly raise costs, highlighting
DD-MTD’s cost-effective scalability in larger networks. The
P_Value’s negative correlations with both the detection rate
−0.75 and KLD −0.70 affirm that the statistical significance of
the changes in the system’s parameters is a contributing factor
to both the detection effectiveness and the divergence of reac-
tance distribution. A lower P_Value indicates better detection,
improving MTD’s threat countermeasures. The −0.40 correla-
tion between MTD Cost and P_Value shows that substantial
reactance adjustments minimally affect MTD costs.

The DD-MTD method shows exceptional scalability and
effectiveness in enhancing ac power systems’ cybersecurity,
evidenced by a consistent positive correlation between detection
rate and KLD across different system sizes, from IEEE 14-bus to
IEEE 118-bus. In addition, the moderate negative correlation be-
tween MTD Cost and P_Value across these systems underscores
the method’s cost-efficiency, illustrating its capability to im-
prove security without significant cost increases, which is crucial
for its practical application in power systems. In Figs. 6 and 7, the
proposed MTD method is evaluated against existing approaches
for the IEEE 118-bus system. Table II succinctly compares
detection rates and MTD costs, highlighting the benefits of
the proposed data-driven technique. The analysis highlights the
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Fig. 6. Detection rate (DR)-118 bus.

Fig. 7. MTD cost-118 bus.

TABLE II
DETECTION RATE AND MTD COST-118 BUS

method’s success in combining high detection rates with lower
MTD costs, showcasing efficient resource optimization suitable
for extensive and intricate power systems.

B. Case II: With Contingency

In this scenario, we assess the resilience of the proposed
method in handling topology changes through simulated line
outages in both IEEE 14-bus (branch 2–5) and IEEE 118-bus
(branch 75–77) test systems. In the realm of power systems,
contingencies are a vital consideration, given their capacity to
introduce significant volatility and necessitate immediate recal-
ibrations of operational constraints. Such scenarios present a
formidable challenge to the robustness and adaptability of MTD
methodologies. The effect of contingencies on MTD strategies
is profound, as they force a re-evaluation of the balance between

TABLE III
DETECTION RATE AND MTD COST-14 BUS (UNDER CONTINGENCY)

TABLE IV
DETECTION RATE AND MTD COST-118 BUS (UNDER CONTINGENCY)

system stability and cybersecurity. The proposed MTD method
is designed to be dynamic, with an inherent flexibility that allows
it to manage the nonlinearities introduced by contingencies as
shown by consistent high convergence rates in both the 14
and 118 bus systems, affirming its adaptability to unforeseen
changes.

As shown in Table III, under contingency conditions, the
proposed MTD method surpasses both cost-benefit and EMTD
in detection rate and cost for the 14-bus system, with a per-
fect convergence rate 1 indicating robust performance despite
complexities induced by contingencies. In contrast, the EMTD
method, while showing a respectable detection rate of 0.87, falls
short in terms of convergence, with a rate of 0.95. This suggests
that the EMTD’s constraints may not be fully compatible with
the nonlinear conditions imposed by the contingency, hindering
its ability to reach an optimal solution in some cases. The
cost-benefit method shows the highest cost and lowest detection
rate, indicating it may be less equipped to handle the heightened
stress of a contingency. Table IV presents the results for 118-bus
system. As it is clear, the proposed method continues to demon-
strate superior performance with a 0.906 detection rate and a
manageable increase in MTD cost to 5.2%, maintaining a perfect
convergence rate. This underscores the proposed method’s scala-
bility and adaptability, affirming its effectiveness in larger, more
complex networks. While the EMTD method’s performance
drops in the 118-bus system, with a lower convergence rate of
0.93 compared to the 14-bus system. This further underlines the
difficulty EMTD faces under the compounded nonlinearity of
larger systems during contingencies.

V. CONCLUSION

This article introduces a data-driven MTD strategy for en-
hancing cybersecurity in dynamic nonlinear smart grids, ad-
dressing both the detection efficacy and operational cost-
efficiency. Our proposed method, distinguished by its utilization
of KLD and the KS test, maximizes the divergence in line
reactance while ensuring the changes remain within a reasonable
cost spectrum. A key contribution of our work lies in its math-
ematical rigor, particularly in handling the nonlinearities of ac
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power systems. By applying a piecewise linear approximation
to the KLD function and incorporating KS test constraints,
we transform a complex optimization problem into a tractable
MILP model. This strategic linearization not only facilitates the
practical application of the method but also ensures its compu-
tational efficiency and optimality in real-world scenarios. Mo-
rover, simulation results on IEEE 14-bus and 118-bus systems
exhibit the method’s superiority, outperforming existing MTD
strategies in terms of detection rates while maintaining lower op-
erational costs. Postcontingency simulation results demonstrate
the outstanding performance of the proposed MTD method,
which consistently achieves high detection rates and effectively
controls costs, outperforming other MTD approaches.
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