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Abstract

With between 800 billion and 2 trillion US dollars laundered annually, which is up to
5% of the global GDP, money laundering undermines international financial systems.
Crucially, these crimes are often intertwined with organised crime and violent illicit
operations. Effectively identifying these illicit activities across transactional networks
presents a critical dilemma: privacy regulations restrict data sharing, yet distributed
data hinders fraud detection. Although graph-based strategies identify transaction cy-
cles while respecting privacy regulations, existing methods cannot evaluate whether a
cycle is benign or illicit before disclosing it. Many transactional cycles are benign, and
revealing them raises privacy concerns. This paper addresses this gap by integrating the
additive homomorphic Paillier cryptosystem into a pre-existing cycle detection propa-
gation routine. Our protocol enables distributed institutions to sequentially aggregate
per-node risk metrics without deciphering intermediate states. This allows nodes to
evaluate collective cycle legitimacy homomorphically before revealing full cycles. We
provide a theoretical evaluation of the framework’s privacy guarantees and space-time
complexity under an honest-but-curious adversary model. Finally, we benchmark the
implementation with a parallelised C++ implementation evaluated against a synthetic
scale-free graph. While the protocol successfully achieves on-demand structural risk
characterisation, the integration of 2048-bit Paillier operations introduces a substantial
computational overhead of up to two magnitudes more than the baseline.

1 Introduction
Financial crimes, which encompass theft, fraud, money laundering, and corruption, are often
tied to violence. They undermine global financial systems and can cause major financial
losses to businesses and individuals alike [1], [2]. The United Nations Office on Drugs and
Crime (UNODC) estimates that between 800 billion and 2 trillion US dollars are laundered
annually, which is equivalent to 2 to 5% of the global GDP [3].

Detecting these illicit activities is crucial. However, they frequently involve multiple
financial institutions [4], [5]. This presents a significant obstacle, as effective detection and
prevention often require data sharing among multiple parties. Because financial data is
highly sensitive and strictly regulated, organisations face a fundamental dilemma: sharing
data introduces severe privacy and compliance risks, whereas keeping data secret hinders
the collective ability to detect illicit activity [6], [7].

To solve this impasse, Privacy Enhancing Technologies (PETs) have been developed
to enable collaborative data processing without revealing the underlying raw data [8]. In
this context, privacy-preserving financial crime detection implies that multi-party detection
mechanisms ensure that participants learn nothing about the global financial network beyond
what can be inferred from their own inputs and the final output of the computation.

According to the UNODC, money laundering typically progresses through three stages:
placement (moving illicit funds from direct association with the crime), layering (obscur-
ing the origin of the money through complex transactions), and integration (reintroducing
the laundered funds into the legitimate economy) [3]. Traditional anti-money laundering
(AML) methods often rely on rule based approaches. These are simplistic, need to be kept
up-to-date, and are prone to high false-positive rates [9]. To overcome these limitations, re-
cent research leverages graph-based approaches, as laundering activities naturally generate
specific structural topologies. Common patterns include nodes with high out or in traffic,
cliques or dense subgraphs, and cycles [10]. Cycle patterns are particularly indicative of
fraud when the amount transferred over them is nearly constant [10].

1



How can we characterise detected cycles in privacy-preserving financial crime detection?

While existing privacy-preserving methodologies offer frameworks for identifying cycles
within distributed financial graphs [11], [12], [13], they lack the ability to distinguish between
fraudulent and ordinary cycles without revealing the cycle.

This paper addresses this gap by extending and modifying existing privacy-preserving
algorithms. Specifically, we build upon the framework introduced by Jense [11]. This pa-
per introduces a framework which utilises homomorphic encryption to securely pass a risk
value along a graph cycle. While individual nodes compute local risk using transactional
data, a standardised, effective risk value requires proprietary financial analysis; our protocol
enables the collective calculation of cycle legitimacy while preventing intermediate nodes
from deciphering this risk value. Based on this approach, our paper makes the following
contributions:

Algorithmic Framework: We propose a new protocol extension that adds characterisa-
tion capabilities to topological cycle detection, allowing institutions to evaluate the financial
risk before deciding to expose the cycle itself.

Privacy-preserving Integration: We integrate the Paillier cryptosystem into the baseline
protocol’s message echo propagation. By adding homomorphically encrypted risk values onto
the existing echo routine, we enable secure risk aggregation.

Theoretical and Empirical Performance Analysis: We provide a theoretical analysis
of privacy and space-time complexity, as well as a C++ implementation to evaluate the
trade-offs introduced by the 2048-bit Paillier operations.

The remainder of this paper is structured as follows. Section 2 provides the theoretical
background relevant to the paper. Section 3 reviews related work on transactional network
characterisation and private cycle detection. Section 4 details our algorithm and its as-
sumptions, followed by a theoretical analysis and experimental results in Section 5. Section
6 discusses the security and practical implications of our findings, while Section 7 addresses
the ethical considerations. Finally, Section 8 concludes the paper and outlines future work.
A summary of the notation used throughout the paper is provided in Appendix A; the
symbols therein apply unless stated otherwise.

2 Background

2.1 Graph Theory and Transactional Cycle
Financial data can be considered a graph since money flows from account to account. In this
context each account can be considered a node and each transaction an edge in this graph.
We model this financial network as a simple weighted directed graph, G = (V,E,W ), where
V represents the set of vertices (entities such as bank accounts), E the set of directed edges
such that (vi, vj) ∈ E if a transaction from vi to vj exists, and W : E → R+ maps an edge
to a positive real number representing the transaction amount. The term simple imposes
a strict constraint against self-loops; an entity cannot have a transaction with itself such
that if vi = vj then (vi, vj) /∈ E and prevents more than one edges with the same source
and target node. The neighbours of a vertex vi are given by N(vi) ⊂ V , and are the set of
vertices that share an edge with vi. N+(vi) is used to denote the neighbours to which vi
has an outgoing edge and N−(vi) denotes those with an incoming edge.
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We can now define a transaction cycle of length k (where k ≥ 2) as a sequence of distinct
edges (e1, e2, ..., ek) connecting a sequence of vertices (v1, v2, ..., vk, v1) that forms a simple,
directed closed loop. This requires that transactions flow sequentially in a uniform direction
where (vi, vi+1) ∈ E for all 1 ≤ i ≤ k. A simple cycle also requires that no vertex or edge
is visited more than once, such that vi ̸= vj for all distinct indices i, j ≤ k, except for the
first and last vertex. By formally including edge weights W (e) in this topological definition,
privacy preserving cycle detection algorithms can be extended to securely evaluate financial
risk metrics throughout the loop.

2.2 Homomorphic Encryption
Homomorphic encryption (HE) is a cryptographic technique that allows computations to be
performed directly on encrypted data without revealing the underlying plaintext [14]. We
use this in the context of this paper to characterise cycles and modify risk values while pre-
serving confidentiality. HE schemes are commonly divided into three categories: Partially
Homomorphic Encryption (PHE), which supports a single operation (addition or multipli-
cation) an unlimited number of times; Somewhat Homomorphic Encryption (SHE), which
supports both operations a limited number of times; and Fully Homomorphic Encryption
(FHE), which supports both operations without such limitations [15]. However, FHE is
computationally more expensive than PHE [16].

This paper utilises the Paillier cryptosystem, an additive PHE scheme [17]. For our
algorithm, this is the most practical choice, as it allows an entity to aggregate calculated
and received values an arbitrary number of times. Furthermore, despite not being FHE, it
supports the addition of plaintexts and multiplication of a plaintext by a constant through
operations on ciphertexts. The homomorphic properties that are used in this work are
presented below.

EncPK(m1) · EncPK(m2) = (gm1rn1 mod n2)(gm2rn2 mod n2)

= gm1+m2(r1r2)
n mod n2

= EncPK(m1 +m2),

(1)

where EncPK(m) denotes the encryption of the plaintext message m with the public key
PK. In this subsection, n is the RSA modulus (the product of two large primes p and q), g is
a public base integer chosen from Z∗

n2 and r1, r2 ∈ Z∗
n are random blinding factors ensuring

the probabilistic nature of the encryption. This is important as it gives Paillier the property
of Indistinguishability Under Chosen Plaintext Attack (IND-CPA) [17], meaning that an
attacker, given two Paillier ciphertexts, cannot distinguish which plaintext was encrypted
with probability significantly better than random guessing [18].

Although not explicitly used in this paper, another useful feature of Paillier is that it sup-
ports the multiplication of an encrypted plaintext by a known constant through ciphertext
exponentiation:

EncPK(m)k mod n2 = EncPK(mk mod n), (2)

where k ∈ Zn represents the scalar constant factor applied to the message.
These homomorphic properties make the Paillier cryptosystem suited for privacy-preserving

computations involving additions and scalar multiplications on encrypted data [15].
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2.3 Privacy Preserving Cycle Detection
The goal of this paper is to build upon existing privacy preserving cycle detection methods
and make them more informative. As mentioned, this paper builds upon Jense’s paper [11].
This section will explain how Jense’s algorithm functions and define some important symbols
from their work. The algorithm relies on the Decisional Diffie-Hellman (DDH) assumption,
a computational hardness assumption that ensures intermediate nodes cannot distinguish
routing keys from random data, thereby preserving privacy during the cycle detection [19],
[20]. Specifically, a node starts a key exchange with itself through its neighbours; if a cycle
exists, the node receives its own message back and completes the key agreement.

For the algorithm, let G = (V,E) represent the network graph. We assume that all
nodes agree upon a group G ⊆ Z∗

p of order q where the DDH problem is hard, and that the
generator g of G is publicly known. Following the paper, for arithmetic in G, the explicit
modular notation is omitted for simplicity. The algorithm uses κp, κq, and κr as security
parameters, corresponding to the bit-lengths of the primes p and q, as well as the nonces
generated in the protocol.

In more detail: the solution works in four stages: initiating the protocol, propagating
forward messages, echoing responses, and tracing cycles. This subsection will explain the
basic idea behind the protocol.

When a node, vi ∈ V wants to initiate the cycle detection protocol, it executes initiate,
which takes ℓ as input to determine the maximum length of cycles to detect. It sends a
propagating message to all its outgoing neighbours with ℓ - 1. For each of its outgoing
neighbours vj ∈ N+(vi), it picks a private key xj and nonce rj . xj is used to compute the
partial public key gxj . The message sent to vj is (rj , g

xj , ℓ− 1).
The next algorithm, propagate, is initiated when a node vj receives a propagating

message, (rj , gx, ℓ−1). Firstly, the node sends an echo message back to the node by picking
a private key y from Z∗

q , then calculating gy and gxy. The node stores the key gxy in the
data structure keys, and sends an echo back to vi with the message (ri,j , g

y). This process
eventually helps the initiating node detect whether a cycle has occurred. Afterwards, if ℓ
has not reached 0, then the node sends a propagating message to its outgoing neighbours
with ℓ - 1. This propagating message for vj is constructed in a similar manner to that of the
initiating node. The node picks two random values for each node vn ∈ N+(vj). A nonce
rj,n ∈ {0, 1}κr

, and an intermediate secret key kj,n ∈ Z∗
q are randomly chosen. The data

structure routes stores a tuple for each vn. The tuple contains vi, its associated nonce, vn,
rj,n, and the intermediate secret key. This allows the node to track where messages came
from and should go. The node constructs the message (rj,n, g

xkj,n , ℓ − 1) for each vn and
sends it to each vn.

Upon receiving an echo message, a node performs the echo routine, which does one of
two things. The first case is that the node is the initiating node and it is expecting an echo
from this node. In this case, the node verifies whether a cycle has been detected by checking
if the key exchange has been performed. If it has, then it starts the trace routine. In the
other case, where it is not the initiating node or did not perform a key exchange with itself,
it continues to forward the echo backward by checking its routes.

The final algorithm is the trace function. This algorithm sends a message along the
cycle to discover which nodes are participating in the cycle.

To summarise the algorithms put together: the initiate and propagating aspects of the
protocol help explore the graph, the echoes help the initiating node determine whether a
cycle has been detected, and finally, the trace aspect helps reconstitute the nodes part of
the cycle. Appendix B contains an example figure of how the algorithm behaves.
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3 Related Work

3.1 More Privacy-Preserving Cycle Detection Methods
The cycle detection algorithm this paper is based on is not the only available method. One
privacy-preserving cycle detection method uses one-time pads (OTPs) to detect cycles by
causing them to cancel out after going around a cycle twice. Once the cancellation occurs,
the initiating entity can determine a cycle has been detected. However, the method has
been shown to reveal information about the cycle structure to intermediate nodes, and we
therefore do not discuss it further [11].

Another framework for privacy-preserving cycle detection is Oryx [12], which is tailored
to federated graphs (graphs split across multiple institutions). To protect privacy, Oryx
relies on two or more honest-but-curious, non-colluding servers and uses secure multi-party
computation (MPC), a cryptographic framework allowing multiple parties to jointly compute
a function over private inputs without revealing data beyond the output [21].

Oryx operates in three stages. It begins with an initialisation stage where data-holding
parties distribute secret shares of their local subgraphs to the computing servers, ensuring
that intermediate graph states remain hidden. In the second stage, the servers iteratively
execute an oblivious path extension protocol in rounds; to detect cycles of length k, they
extend the secret-shared paths of length k − 1 using the outgoing neighbour nodes of their
terminal nodes. In the third stage, the servers filter out invalid paths (such as those contain-
ing repeating or dummy nodes), detect and reveal completed cycles, and format the valid
paths to serve as the baseline for length k + 1 path extensions in the next round.

Given v as the total number of vertices, n the average number of neighbours, and d
the maximum degree, when detecting a cycle of length k, the total number of subgraphs to
process is T = vnk−1. The computational complexity for that round is O(kT (d+ log(T ))).
Oryx is capable of detecting all cycles up to length 6 in under 5 hours for a financial graph
with tens of millions of nodes and edges.

The authors note that their techniques significantly reduce computational complexity
in comparison to generic MPC and prior works, but the protocol still requires substantial
communication between the computation servers. While Oryx makes private cycle detection
on large federated graphs practical, it follows a client-server MPC model in which dedicated
computation servers perform the cycle detection over secret-shared graph data. As a result,
the protocol is designed to detect cycles across the entire distributed graph rather than to
support on-demand investigations initiated by a single institution for a specific suspicious
node.

3.2 Flow Detection Problems
To the best of our knowledge, there are no existing works that combine privacy-preserving
cycle detection with algorithmic enhancements to characterise these cycles. Instead, current
literature treats these objectives separately. For instance, there has been work focused
on reducing the false positives and false negatives of cycle detection algorithms operating
directly on plaintext data [22]. In this paper, they reduce false negatives by eliminating
constraints on both the maximum cycle length and the duration of the transaction time-
window. Unlike generic cycle detection methods, their approach is tailored to financial
fraud analysis by focusing strictly on simple temporal cycles, ensuring that bank accounts
are not repeated within a transaction chain and that transaction timestamps strictly increase
chronologically from one edge to the next.
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Their algorithm extends the Johnson algorithm for simple directed cycle enumeration
[22], [23]. To overcome the performance limitations of standard depth-first search (DFS)
methods, Zheng et al. introduced a block-time mechanism to prune redundant or unsuccess-
ful traversal paths. This mechanism tracks the timestamp attributes of visited nodes and
uses this data to prune subsequent exploration paths that cannot complete a valid temporal
cycle. The integration of this pruning technique with concurrent, multi-threaded architec-
ture runs 15 to 20 times faster on average than the baseline approach by Hajdu et al [24].
The baseline uses a DFS strategy that verifies every transaction edge individually and yields
non-simple cycles.

The protocol of Zheng et al. has an initial setup phase where transactions with small
amounts are filtered out based on an expert defined threshold to eliminate regular commer-
cial noise. The algorithm then constructs a directed transaction graph. As a performance
improvement, it separates the graph into strongly connected components (SCCs) by remov-
ing transaction edges that cannot form cycles using Tarjan’s algorithm [25]. This separation
permits the use of multiple threads to perform localised cycle detection on each of the
components individually.

To separate structured suspicious activity from normal behaviour, the algorithm imposes
a transaction amount constraint during enumeration. This rule requires that amounts from
all subsequent transaction edges in a cycle remain tightly bounded relative to the amount of
the very first transaction edge. While the authors report that varying the initial minimum
amount filter can alter the volume of detected cycles by up to a factor of 10, the paper
does not provide an explicit experimental or statistical evaluation of how effectively either
of these constraints correlates with true false-positive or false-negative fraud rates.

3.3 Secure Value Passing
This paper was in part inspired by another AML method that propagates a risk value through
transaction graphs in a privacy-preserving way [26]. Each account is initially assigned a risk
score. This risk score can be modified based on need, but for their experiments, each account
was assigned a risk score based on the ratio of cash added to their account. Risk scores are
propagated through the network based on the source of money being sent to each account.
It uses multiple iterations of propagation to mimic the depth of the layering phase, such
that illicit money flow can be followed. To propagate these values in a privacy-preserving
manner, additive homomorphic encryption was used, specifically Paillier.

While the approach by van Egmond et al. efficiently tracks the fluid movement of
risk across distributed banking networks, it does not exploit explicit topological structures.
Linear risk propagation can propagate scores through a cycle, but it does not inherently
isolate the shape. We adopt their core concept of utilising additive homomorphic encryption
to pass and accumulate risk metrics across distributed financial graphs. In our algorithm,
we adapt this mechanism to securely evaluate the legitimacy of explicit, bounded-length
topological cycles.

4 Characterising Cycles with a Value

4.1 Security Model and Assumptions
Our algorithm is designed under certain assumptions regarding potential threats, require-
ments, and system availability. We assume an honest-but-curious adversary model. All
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participating entities strictly follow the prescribed protocol, provide correct inputs, adhere
to the computation process, and do not collude. However, participants may try to learn
information by analysing the data they receive during the execution of the algorithm. We
also assume a trusted third party responsible for public key distribution and decryption with
the private key.

In terms of system availability, we assume there is a reliable bidirectional communication
channel between all participants. The system is designed to work under standard network
conditions and assumes that all nodes remain available throughout the execution of the
protocol to ensure the completion of the computation.

We also assume that the underlying cryptographic primitives and algorithms we use,
such as the cycle detection algorithm and homomorphic encryption, are computationally
secure against a polynomially bounded adversary.

4.2 Protocol Architecture
For the algorithm presented in this section, let G = (V,E,W ) as defined in 2.1. We also
keep the same notation Jense used in his paper, which we define in 2.3.

The new parameters we define are as follows: EncPK(m), which corresponds to the
generic homomorphic encryption function using the public key PK, DecSK(c), which is
the decryption function of the ciphertext c using the secret key SK. For this algorithm, we
assume a trusted third party that has SK and distributes PK securely to all parties involved
beforehand. We introduce risk, a function which calculates a node’s risk score based on the
transaction data available to that node. Accurate risk assessment requires domain-specific
models and extensive proprietary analysis to minimise false positives. Additionally, we have
the function Aggregate which combines the received risk value, c, with the risk value of the
local node vi, risk(vi). When using addition in Paillier for aggregation, this is equivalent to
performing the homomorphic addition of EncPK(risk(vi)) and c as per Equation 1. Finally,
the function Rerandomise is responsible for ensuring that c and the aggregated risk value
are not linkable. For Paillier this is not necessary so Rerandomise(c) = c. We still include
this in the pseudocode to take into consideration when using other HE schemes.

The idea of the algorithm is to have the echo messages forward a risk value backward,
allowing the intermediary nodes to aggregate the value together such that the final value
is

∑
vi∈Vc

risk(v), where risk represents the function to calculate the risk value and Vc are
the nodes of a particular cycle. To prevent intermediary nodes from being able to read
the value and revealing more information than required, we use homomorphic encryption
to aggregate the values and only decrypt the value once a cycle has been detected. This
is done by modifying the propagate and echo routines, while the initiate and trace
routines remain as described in Section 2.3.

4.3 Modifying Propagate
We start by modifying the propagate routine, as shown in Algorithm 1, by adding a ho-
momorphically encrypted 0, EncPK(0), that will be sent along with the echo message. This
modification alters the echo message for a node vj sent to a node vi into m′ = (ri,j , g

y, clocal).
The initiating vertex encrypts its initial contribution with 0 because it only possesses knowl-
edge of its immediate outgoing edge; the subsequent path validation relies on adjacent nodes
sequentially accounting for the linking edges within the loop.
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Algorithm 1 vj receives forwarded message from vi

propagate(m = (ri,j , g
x, ℓ))

1: y ∈R Z∗
q

2: append gxy to keys
3: clocal = EncPK(0)
4: send m′ = (ri,j , g

y, clocal) to vi ▷ echo message
5: if ℓ == 0 then return
6: for vn ∈ N+(vj) do
7: rj,n ∈R {0, 1}κr

8: kj,n ∈R Z∗
q

9: append (vi, ri,j , vn, rj,n, kj,n) to routes
10: send m′′ = (rj,n, g

x·kj,n , ℓ− 1) to vn ▷ forward message

4.4 Modifying Echo
The echo routine has been modified as per Algorithm 2. When a node, vi, receives an
echo message, (ri,j , gy, c), from vj the routine first checks if pending contains an entry with
the nonce ri,j . This match occurs only if it is the initiating node and one of its outgoing
neighbours echoes back a message related to the cycle detection instance it started. In this
scenario, the node retrieves (x, ri,j) from pending. It then checks whether a cycle has been
detected by verifying if gxy is in keys. If it is, a cycle has been detected and the node
decrypts the value, compares it to a threshold value, and only performs the trace routine
if the value is above the threshold. In the case where it is not an initiating node or pending
does not contain (_, ri,j), the vertex calculates its own risk value and homomorphically
aggregates it with the received echo value. This value, risk(vi), is subsequently aggregated
with c using the appropriate operation and randomised to prevent linkability between two
messages. This aggregated value is then forwarded back to the next node vn based on
the route fetched using ri,j . The final result of this pipeline is that all intermediate nodes
calculate the aggregate value based on all the edges comprising the loop.

Algorithm 2 vi receives an echoed message from vj

echo(m = (ri,j , g
y, c))

1: if pending contains (−, ri,j) then ▷ Ignore x when checking pending for ri,j
2: fetch (x, ri,j) from pending
3: if keys contains gxy then
4: Value = DecSK(c) ▷ c is sent to trusted party for decryption
5: if Value ≥ Threshold then
6: send m′ = (ri,j , g

y, [vi]) to vj ▷ trace message
7: else
8: append gxy to keys
9: else

10: fetch (vn, rn, vj , ri,j , ki,j) from routes
11: cupdated = Aggregate(c, risk(vi)) ▷ Homomorphic accumulation
12: cfinal = Rerandomise(cupdated, PK)
13: append (rn, vj , ri,j , ki,j , g

y) to retrace
14: send m′′ = (rn, g

y·ki,j , cfinal) to vn ▷ echo message
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5 Analysis

5.1 Security Analysis
In this subsection, we provide insight into the security of the amended algorithm presented
in this paper under certain constraints. We build upon the work of the original paper [11],
addressing only privacy changes in relation to the addition of homomorphism. We reuse a
setup similar to that of the original paper. We assume that the group G is publicly known,
that network traffic is stable and cannot be tampered with, that communication channels
are asynchronous, and that they can be tapped. Internal processes and memory of honest
nodes are hidden. We also assume that the nodes are honest-but-curious adversaries, as
defined in Section 4.1.

An important consideration in this algorithm is a node’s ability to determine whether
two messages are part of the same instance. Messages are part of the same instance if they
share the same initiating node. Two messages are considered unlinkable if an adversary
does not have a significant advantage over randomly guessing whether two messages are
part of the same instance, except where the link between two messages is implied. The link
between two messages is implied for input messages and the corresponding output messages,
as well as for forwarded messages and their corresponding echo messages. Furthermore, a
node should not have a significant advantage over randomly guessing which value it receives
from a node and what value it echoes back (except when decrypting the final risk value, as
specified by the protocol).

In the original paper [11], it is shown that two messages m1 = (r1, g
x1) and m2 =

(r2, g
x2), are unlinkable through their nonces r1 and r2 as they are selected uniformly at

random. The authors also prove that linking the messages using gx1 and gx2 is not possible.
We now show that the homomorphically encrypted risk values introduced by our protocol
preserve this unlinkability.

The probabilistic nature of Paillier encryption, described in Section 2.2, implies that two
freshly encrypted ciphertexts cannot be distinguished, making arbitrary messages containing
them unlinkable. To show unlinkability in the presence of messages observed during protocol
execution, let ch1 and ch2 be two homomorphically encrypted values, and let cagg denote
their homomorphic sum. Consider two messages, one containing ch1 and the other cagg. A
node cannot determine whether ch1 contributed to cagg; thus the messages are unlinkable.
Since ch2 is encrypted probabilistically and homomorphic addition in Paillier is performed
via ciphertext multiplication, no operation applied to ch1 and cagg reveals useful information
about their relationship. This follows from the IND-CPA security property of Paillier [27].

Although collusion and protocol deviation are excluded from the security model, it is
still important to consider their potential impact. In particular, since a trusted party holds
the private decryption key, a malicious node could deviate from the protocol and request
the decryption of intermediate homomorphic values. Given that each node maintains a
nonce for every propagated message, such a node could attempt to reconstruct additional
edge values in the transactional network and infer whether certain values are within x hops
of its position. In the simplest case, the node could iteratively query the decryption of
aggregates (e.g., obtaining a sequence of partial sums starting from zero). However, this
attack is mitigated by the fact that each message propagation induces multiple subsequent
propagations from neighbouring nodes, thereby generating overlapping aggregates. These
overlapping responses, combined with the reuse of nonces across propagation paths, prevent
the adversary from cleanly attributing decrypted values to a single propagation chain.
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5.2 Complexity Analysis
To evaluate the complexity of the algorithm, we need to take into consideration the space,
time, and communication complexities. We calculate the complexity as per the pseudocode
presented in Section 4. We will also assume that a κh-bit Paillier cryptosystem is used
and that aggregation performed given a message m = (ri,j , g

y, c) and a locally calculated
risk value, risk(vi), is the homomorphic addition of EncPK(risk(vi)) and the received
value c. The total number of nodes is represented as n. When using Paillier, the function
Rerandomise is not necessary since we are always performing operations on ciphertexts and
encryption with Paillier is non-deterministic. A summary of the complexity analysis for one
round can be found in Appendix C. This complexity analysis for trace is omitted as it is the
same as for the original algorithm and is insignificant compared to the routines like echo,
and propagate. When calculating to run the algorithm for all nodes, multiply the provided
values by n.

Space Complexity

The space complexity of the algorithm presented in this paper does not change compared to
the original paper. The result of the homomorphic encryption is never stored by any node.
Once the value has been used to determine whether the cycle is considered suspicious, it is
no longer used, and is not saved. Therefore, the storage complexity depends on the security
parameters κp, κq, and κr which control the bit length of p, q, and the nonces, respectively.

The worst case scenario for space complexity is when the graph is fully connected. In
this case, when calling the algorithm initiate for a single node, each node needs to store κq

and κr for each of the n− 1 neighbours which is O(n(κq + κr). For the propagate routine,
the algorithm adds values to the data structure routes. This is of length O(κq + 2κr) bits
for the key and two nonces that are stored. The bit-length of the nodes is insignificant in
comparison. Since the algorithm is called O(nℓ) times, the space complexity for propagate
alone is O(nℓ(κq +2κr). For the echo routine, the data stored depends on whether it is the
initiator or not. In the case that the node is the initiator, it stores the shared key, which is
κp bits. When it is not the initiator, it stores O(2κr+κq+κp) for the two nonces, the private
key, and the public key. Since the echo routine is called for each propagate routine and
further propagates until the initiating node (which is ℓ hops away), it is called O(ℓnℓ) times.
This leads to a total space complexity of O(ℓnℓ(2κr+κq+κp), which is O(ℓnℓ(κr+κq+κp))
when simplified.

Time Complexity

Time complexity follows a similar pattern. Each algorithm is run the same number of times
as explained in the space complexity calculations. However, the important consideration
here is the time complexity for the exponentiations per function call, the time taken for
fetching tuples from data structures, and the number of homomorphic operations and their
time complexity. The complexity of exponentiation per function call scales with the security
parameters. For the group Zp, the complexity of exponentiation is O(log3 κp) [20]. For a
κh-bit Paillier, the time complexity for encryption and decryption is O(κ3

h), and for homo-
morphic addition it is O(κ2

h) [17]. For fetching tuples from the various data structures, we
assume the data structures use hash maps and use the expected runtime complexity of O(1).
We also assume the complexity for sending and receiving a message to be O(1).
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The initiate function is unchanged and, therefore, remains of time complexity O(n log3 κp)
to run the algorithm to compute exponentiation for each neighbour.

The propagate function changes as it now contains the encryption of 0 using Paillier.
In the propagate routine, it performs exponentiation once, which is O(log3 κp), performs
a Paillier encryption of O(κ3

h), and performs O(log3 κp) operations for each of its outgo-
ing neighbours, which is O(n). The complexity for running this algorithm nℓ times is
O(nℓ(n log3 κp + κ3

h + log3 κp)), and simplified is O(nℓ(n log3 κp + κ3
h))

The echo routine changes in a similar fashion. This means that for one iteration of the
echo routine, the runtime complexity is O(log3 κp + κ3

h) for exponentiation and decryption
of a homomorphic value if the node is the initiating node. In the case where it is not the
initiating node the runtime complexity is O(κ3

h + κ2
h + log3 κp). As previously mentioned,

the upper bound number of calls is O(ℓnℓ). In a single run of the cycle detection algorithm
the number of echo calls for the initiating node is O(nℓ) as each call to propagate creates
an echo chain that reaches the initiating node. Therefore, the amount of echo calls with
a non-initiating node is O((ℓ − 1)nℓ. The combined complexity of running echo is O((ℓ −
1)nℓ(κ3

h + κ2
h + log3 κp) + nℓ(log3 κp + κ3

h)). When simplified, this is O(ℓnℓ(κ3
h + log3 κp)).

Communication Complexity

The only change in communication complexity is within the echo routine. The number
of echo messages communicated per initiation is O(ℓnℓ). With the addition of Paillier
cryptography, the communication complexity now also depends on κh. Each echo message
now carries a κh-bit value in addition to the nonce and public key. So the communication
complexity for a single round is O(ℓnℓ(κh + κr + κp)).

5.3 Experiments
To experimentally test the time it would take to run the algorithm with the addition of
homomorphism with Paillier we compared it with the runtime of the original algorithm.

To run experiments using the new protocol, we amended the original code on which our
algorithm is based [28], which is in C++ and was tested against synthetically generated
graphs. This synthetically generated graph uses the Barabási-Albert model from [29]. The
method of generation creates a scale-free distribution, which financial market graphs are
believed to follow [30], [31]. We first made some performance improvements and used par-
allelisation to both improve the time it takes for the algorithm to run and to more closely
represent multiple servers initialising cycle detection from different nodes. Instead of using
lists for the variables routes, keys, pending we used hash maps, which have an O(1) ex-
pected time complexity compared to O(n) for lists. After adding homomorphism by taking
a Paillier implementation by Google [32], we made additional performance improvements
by pre-generating a list of encrypted zeroes. We also pre-encrypted powers of two, and add
them to calculate the risk value that needs to be added to the message instead of generating
a new encryption. This is O(κ2

h) instead of O(κ3
h) but arguably decreases privacy unless

using a large pool of zeroes. Since adding powers of two from a pre-generated list is de-
terministic, we use a zero from the zero-pool to re-randomise the value. All experiments
were run on a machine with a 13th Generation Intel Core i7-13700H (14 physical cores, 20
threads), and 16 GiB of Ram.

To include our characterisation algorithm and test its performance, we extend the syn-
thetic model generation to randomly generate edge values and amend the C++ code to
incorporate the pseudocode discussed in Section 4. While this does not help determine
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whether it reduces false-positives, it gives us an idea of the performance of the algorithm.
We re-use the same ’toy’ values for the security variables as the original paper’s experiment:
κp = 60, κq = κr = 20. However, for Paillier we use κh = 2048. Current cryptographic stan-
dards recommend a minimum modulus length of 2048 bits, with 3072 bits recommended for
long-term security [33].
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Figure 1: Relationship between the growth rate m (average node degree) and the runtime
(in seconds), shown on a logarithmic scale based on the raw data available in Appendix
D. Results are reported for the original implementation (with improvements) and for the
characterisation approach with Paillier encryption. The experiment uses n = 50 and varies
ℓ ∈ {2, 3, 4}.

As shown in Figure 1, the average runtime significantly increases when value character-
isation is applied. For a setup with n = 50 nodes, a growth rate of 9, and a maximum
cycle length of ℓ = 4, the runtime of the original algorithm is 5.4 seconds. In comparison,
when homomorphic operations are introduced using 2048-bit Paillier, the runtime increases
to 2084.6 seconds (34.74 minutes). This increase is substantial but expected, as Paillier
encryption operations are computationally expensive, especially with a high number of bits.
Given the O(ℓnℓ) number of echo messages, each requiring at least one homomorphic ad-
dition, a significant increase in runtime is anticipated. These results highlight the trade-off
between early cycle characterisation and computational efficiency.

6 Discussion

6.1 Practical and Security Applicability
To the best of our knowledge, the protocol presented in this paper is the only privacy-
preserving cycle detection with characterisation. While independent privacy-preserving de-
tection and characterisation methods exist, this paper serves as a stepping stone towards
combining them. The algorithm aims to provide a way to reduce false positives and avoid
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publicly revealing cycles that may be non-fraudulent. Although the theoretical framework
and prototype function correctly, several practical and security-related barriers must be
addressed before real-world deployment.

One of the key challenges is the adversary model used. Our privacy guarantees rely on
the assumption that participating nodes act as honest-but-curious adversaries. In a highly
competitive or compromised financial ecosystem, this idealised scenario may not hold. The
current protocol is not secure against malicious actors. The framework does not function
correctly if fraudulent values are introduced during risk aggregations, if risk values are
decrypted without following the protocol, or if collusion occurs among participating nodes.
Furthermore, our analysis does not account for side-channel attacks. For example, network
traffic analysis could reveal which nodes have connections between them.

6.2 Algorithmic Limitations
The computational complexity and empirical results in Sections 5.2 and 5.3 demonstrate that
the protocol runtime scales exponentially with the target cycle length and the average node
degree. The experimental results further show the computational overhead due to Paillier
encryption operations. This exponential scaling presents a barrier for large-scale financial
networks. Our tests were performed using 50 nodes and an node degree of up to nine,
whereas real-world interbank networks regularly exceed both those values [34], [35]. While
the protocol is theoretically designed for full parallelisation, our experimental evaluation
was constrained by single-machine execution. Conversely, a fully distributed deployment
would introduce communication latency, which were not modelled in our local experiments
and require further testing.

Beyond computational constraints, the structural complexity of financial graphs and
money laundering tactics presents an analytical limitation [36]. The objective of this paper
to reduce false positives requires deeper investigation into exactly which data aggregations
accurately signify illicit behaviour. Simply adding a risk score, such as the ratio of funds
being passed sequentially along a cycle, fails to capture sophisticated laundering schemes.
Refining these characterisation metrics requires collaboration with financial forensic experts.

Additionally, our framework is structurally restricted to a simple cycle pattern. Money
laundering frequently relies on a variety of non-cyclic patterns, such as scatter-gather struc-
tures, high traffic, cliques, and more, that cannot be detected by performing cycle detection.
The deployment of this algorithm would need to operate within a broader, multi-layered
fraud detection system. Finally, the current design assumes a homogeneous currency sys-
tem. Real-world international financial networks are fundamentally multi-currency, meaning
future iterations must support secure, homomorphic cross-currency conversions.

7 Responsible Research
It is important to consider the broader implications of the research involving financial data
due to its highly sensitive nature. In this context, revealing the mechanisms behind money
laundering detection could have unintended consequences.

The point of this research is to enhance the money laundering detection while preserving
data privacy. While this paper provides a foundational security analysis demonstrating the
alignment of our protocol with IND-CPA properties of the Paillier cryptosystem, it lacks
a mathematically formal, simulation-based security proof. Furthermore, since we adopt
an honest-but-curious security model, collusion between nodes is not taken into account.
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This remains a potential security threat that must be addressed in a real world scenario.
Importantly, because the data used throughout this research is entirely synthetic, there is
no risk of leaking genuine sensitive information.

In the detection of money laundering, revealing money laundering detection algorithms
can inadvertently help criminals refine their evasion tactics. However, the research presented
in this paper is strictly intended to improve existing privacy-preserving cycle detection tech-
niques by reducing false positives. We believe that the information provided in this paper
does not significantly help adversaries enhance their money laundering processes.

The reproducibility of research in computer science is important, particularly when intro-
ducing an algorithm. To ensure this, all code used for data processing and experimentation
is publicly available [37]. The methods and configurations for generating the synthetic ex-
perimental data are also included within the same repository.

Another important consideration in ensuring responsible evaluation is addressing poten-
tial technical bias. The protocol proposed in this paper is evaluated exclusively against
synthetically generated scale-free graphs. Because topological propagation algorithms can
perform very differently depending on the density and structure of the underlying data, we
include the generation code in the same repository as the algorithm. Providing this trans-
parency ensures that future research and deployment can accurately anticipate variations in
computational overhead.

8 Conclusions and Future Work
In this paper, we addressed the challenge of answering the research question, "How can we
characterise detected cycles in privacy-preserving financial crime detection?". We proposed
an initial framework to assign a risk value to financial cycles by modifying the privacy-
preserving cycle detection algorithm introduced by Jense [11]. We showed that even though
the addition of characterisation has the potential to reduce false positives, it comes with a
performance trade-off. The algorithm presented in this paper utilises homomorphic encryp-
tion to allow operations such as addition to be performed directly on ciphertexts, thereby
ensuring that the plaintext values remain confidential. With this method, the risk value can
be securely propagated through the cycle without intermediary nodes being able to see the
value. Only the node initiating the cycle detection can decrypt the value and compare it
against a threshold to determine whether the cycle is likely to be fraudulent. This system
allows non-fraudulent cycles to remain undisclosed, reducing the number of false-positives
that need investigation.

While this framework establishes a strong foundation for risk-based, privacy-preserving
graph analysis, several open challenges must be addressed before it can be deployed in real-
world financial environments. We present these current limitations as strategic opportunities
for future research.

First, regarding risk evaluation and data validation, an essential step is investigating
which specific types of risk values can be propagated to efficiently and accurately reduce false-
positives from detecting all cycles. Evaluating this will require using more accurate synthetic
data such as AMLWorld [38], Tide [39], or, if accessible, real annotated transactional data.

Second, the cryptographic and security robustness must be expanded. The privacy and
security of this system currently hold under an honest-but-curious adversary model; adver-
sary nodes cannot determine the risk value of other nodes, nor can they determine if they
are part of a cycle unless it is explicitly revealed. Broadening these assumptions to allow
for malicious adversaries, collusion, or side channel attacks would significantly improve the
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practical security of the algorithm. A specific improvement would be altering the protocol
to eliminate the need for a trusted third-party for key distribution and decryption.

Finally, future work must tackle algorithmic scalability and performance. A significant
limitation is both the theoretical runtime complexity and the resulting experimental runtime.
The algorithm scales exponentially with respect to the maximum length of cycles, ℓ, we are
trying to detect, and includes a factor that depends on the security variables κh and κp.
Specifically, the runtime complexity is O(ℓnℓ(κ3

h + log3 κp)) per instance. Work on either
decreasing the algorithmic complexity or optimising the C++ implementation to reduce
practical runtime would be immensely beneficial. For instance, a valuable optimisation
would be developing a mechanism to prevent cycles shorter than ℓ

2 from being detected
multiple times.
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A Symbol Table
This appendix summarises the notation used throughout the paper. Unless a symbol is
explicitly defined within a specific section, the definitions provided in Table 1 apply.

Table 1: Symbol Table with Description

Symbol Description
Graph Theory
G Graph G = (V,E,W )
V Vertex Set
E Edge Set
W Weight Set
v Nodes, Vertices
(vi, vj) Edge from vi to vj
N(v) Neighbors of node v
N+(v) Out-neighbours of v
N−(v) In-neighbours of v
l Hop distance
n Total Nodes in G, |V |
d Degree
Homomorphic Notation
PK Public-key for Homomorphic Encryption
SK Secret-key for Homomorphic Decryption
EncPK(m) Encryption using PK
DecSK(c) Decryption using SK
m Message
c Ciphertexts
Value Plaintext final risk value
Threshold Plaintext Threshold
risk(v) Risk value calculation function for node v

Privacy-Preserving Cycle Detection (Jense Baseline)
Z∗
p Multiplicative Group of Integer Modulo p

Gq Cyclic Subgroup of Z∗
p with order q

g Generator (Cycle Detection)
p, q Primes Modulus (1025-3072 bits) and Order (160-256 bits) respectively
x, xi, xi,j , y Secret Key for Jense’s algorithm [11]
gx Public Key for Jense’s algorithm [11]
ri, ri,j Nonces / Randomness (Cycle Detection)
κp, κq, κr Security Parameters for p, q, and Nonces
κh Security parameter for Paillier encryption

B Sample Execution
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(xii) Reconstructed cycle

Figure 2: Visualisation of the network behaviour during an instance of the protocol, with
initiator S [11]. Note the dotted lines, representing echoes being sent opposite the edge’s
normal direction. Also note that Figure 2(xi) actually shows three separate steps similar
to the trace steps. Note that in our modified algorithm Figure 2(vii) would perform a
verification against the received threshold value as shown in Algorithm 2, and based on that
result would end the execution or continue to Figure 2(viii)
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C Time Complexities

Table 2: Complexity Analysis of the Modified Protocol Running

Function Space Time Communication

initiate O(n(κq + κr)) O(n log3 κp) O(n(κp + κr))

propagate O(nℓ(κq + κr)) O(nℓ(n log3 κp + κ3
h)) O(nℓ(κp + κr))

echo O(ℓnℓ(κr + κq + κp)) O(ℓnℓ(κ3
h + log3 κp)) O(ℓnℓ(κh + κr + κp) )

Overall (simplified) O(ℓnℓ(κr + κq + κp)) O(ℓnℓ(κ3
h + log3 κp)) O(ℓnℓ(κh + κr + κp))

D Experimental Results

Table 3: Raw runtime values (in miliseconds) underlying Figure 1.

Original time (ms) Characterisation time (ms)

n m m = m/49 l = 2 l = 3 l = 4 l = 2 l = 3 l = 4

50 147 3 376 382 448 1160 4991 26418
50 196 4 352 382 524 1875 13735 86824
50 245 5 388 435 793 3565 25308 219398
50 294 6 368 459 1139 3592 45004 483857
50 343 7 359 488 1617 4142 60599 695808
50 392 8 358 552 3158 5477 99311 1300098
50 441 9 356 664 5381 7802 149023 2084599
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