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We Really Need the Help of AI: A Case Study of AI Adoption in

Cybersecurity

STEFANI SLAVOVA, TU Delft, Delft, Netherlands and Rapid Circle, Amsterdam, Netherlands

YURY ZHAUNIAROVICH, TU Delft, Delft, Netherlands

We investigate the sociotechnical factors inluencing the adoption of AI-based tools in cybersecurity operations within a large

international inancial organization, using a relexive thematic analysis grounded in a Sociotechnical Systems (STS) framework.

Our qualitative case study involved 15 interviews with security analysts, data scientists, and departmental leaders to explore

end-user perspectives, organizational culture, and technical constraints shaping AI adoption. Drawing on established models,

we analyze barriers such as mistrust in AI systems, inefective feedback mechanisms, lack of domain knowledge, and job

security concerns. The study reveals a disconnect between the availability of AI tools and their actual use, primarily driven

by human-centric resistance and structural ineiciencies rather than technical limitations. These indings emphasize the

importance of aligning AI development with analysts’ worklows, increasing explainability, and making design processes more

collaborative. We propose a targeted suite of interventions ś including training, cross-functional mentorship, and enhanced

feedback channels ś to support the responsible and efective integration of AI. Our research contributes a theory-informed and

empirically grounded understanding of AI adoption challenges in cybersecurity, with practical implications for organizations

navigating the human-AI interface in corporate environments.

CCS Concepts: · General and reference→ Empirical studies; · Human-centered computing→ Field studies; User

studies; · Social and professional topics → Management of computing and information systems.

Additional Key Words and Phrases: AI Adoption, Cybersecurity, Innovation Resistance

1 Introduction

The ongoing digital transformation ś characterized by the integration of digital technologies into business
processes ś has fundamentally reshaped how organizations operate. While this evolution brings numerous
advantages, it also introduces signiicant cybersecurity risks. Cyberattacks, often driven by motives such as
inancial gain (e.g., a recent Bybit hack resulted in $1.5 billion in losses [20]) or operational disruption (as
seen in the attack on Change Healthcare, which left customers struggling for months to recover [44]), exploit
weaknesses of computer systems and human beings and represent an escalating threat. As organizations adopt
digital solutions, implementing robust cybersecurity measures becomes essential to protect against potential
attacks [69, 89]. However, this task is complicated by the evolving nature and growing volume of cyber threats.
Attackers continuously devise new methods to iniltrate networks, applications, and data, thus, undermining the
conidentiality, integrity, and availability of information [17].

In this high-stakes environment, the integration of Artiicial Intelligence (AI) ofers a promising direction [10].
By providing advanced analytical capabilities, AI has the potential to transform cybersecurity by automating
routine tasks, prioritizing alerts, and speeding up incident response [35, 85, 93]. In recent years, the potential of AI
to enhance digital protection mechanisms has been increasingly recognized [22, 59, 68]. Researchers constantly
suggest new approaches and tools [32, 56, 91]. On the commercial front, multiple vendors, e.g., Darktrace [29] or

Authors’ Contact Information: Stefani Slavova, TU Delft, Delft, Netherlands and Rapid Circle, Amsterdam, Netherlands; e-mail: stefani.

slavova@rapidcircle.com; Yury Zhauniarovich, TU Delft, Delft, Netherlands; e-mail: y.zhauniarovich@tudelft.nl.

This work is licensed under a Creative Commons Attribution 4.0 International License.

© 2026 Copyright held by the owner/author(s).

ACM 1557-6051/2026/2-ART

https://doi.org/10.1145/3799707

ACM Trans. Internet Technol.

https://orcid.org/0009-0007-4057-2264
https://orcid.org/0000-0001-9116-0728
https://orcid.org/0009-0007-4057-2264
https://orcid.org/0000-0001-9116-0728
https://creativecommons.org/licenses/by/4.0
https://creativecommons.org/licenses/by/4.0
https://doi.org/10.1145/3799707


2 • S. Slavova and Y. Zhauniarovich

Cisco [26], ofer AI-empowered solutions that provide security detection and response services. Nonetheless,
some organizations opt to develop custom AI-enabled security systems tailored to their speciic needs [87, 88].
Despite signiicant advancements in AI and the availability of AI-powered cybersecurity solutions, their

adoption by cybersecurity teams remains notably slower than the rate at which threat actors are exploiting
them [77]. Researchers have identiied several factors contributing to it, including the absence of compatibility
and coniguration issues with legacy systems [4, 85], the need for training and building resilience among security
professionals [35], and the diiculties in ensuring transparency and accountability in AI-driven systems [93].
While these factors clarify why cybersecurity teams resist to deploy AI-enabled systems, they do not explain why
end-users refuse to use available AI-enabled security solutions or adopt only a small portion of their functionality
in their daily activities. This gap underscores the need for further research to understand the obstacles to AI
adoption by end-users and how they can be addressed to enhance cybersecurity defenses.
In this study, we aim to help narrow this gap through a case study approach, focusing speciically on a large

international organization1. Similar to the aforementioned study [77], our preliminary observation2 also revealed
a low adoption rate of AI solutions among end-users within its cybersecurity department, despite the availability
of such tools and the organization’s in-house capacity to develop and enhance them through its team of data
scientists. This indicates that the issue lies not in the availability of these tools but in the resistance of end-users to
adopting or utilizing them.
To discover what factors contribute to this and how they can be overcome, we ran 15 interviews with key

stakeholders, including security analysts, data scientists, and leaders, ensuring a diverse range of perspectives,
and analyzed them using a relexive thematic analysis [27]. The main contributions of this study are the following:

• We provide an empirical evidence that AI tools, despite being readily available, remain underutilized in the
cybersecurity department of a large organization. This inding underscores the importance of independently
and regularly assessing the utilization of these tools.

• We conducted a case study involving interviews with 15 experts to understand why AI tools remain
underused, identifying key barriers such as distrust in AI outputs, lack of model interpretability, concerns
over job security, and limited feedback mechanisms.

• We perform a root cause analysis showing how misaligned technical development, the organizational
culture and business processes, and analysts’ psychological and experiential factors contribute to low this
adoption.

• We propose concrete interventions to improve adoption, including simpliied AI explanations tailored to
analysts’ needs, career mentorship to reduce uncertainty, and cross-functional collaboration and education
to align AI development with operational realities.

2 Background

2.1 Innovation Adoption Theories

Over the past several decades, the adoption of innovation has been a heavily researched topic [78]. Several models
have been developed to predict whether users will adopt an innovation, some of which are considered below.

Technology Acceptance Model (TAM). Proposed by Davis [31], TAM is based on the Theory of Reasoned
Action (TRA) [36], a psychological theory that explains the relationship between attitudes, intentions, and
behaviors. TAM speciically applies TRA to the context of technology use, identifying the factors that lead to
a user’s acceptance or rejection of a technology. The theory posits that the use of a technology is primarily

1Due to a conidentiality agreement with the collaborating organization, its name cannot be disclosed in this paper.
2As part of the exploratory phase of this research, we conducted a short informal poll among employees in the cybersecurity department.

The poll asked whether they were using the available AI tools. While not a systematic survey, the responses suggested limited adoption,

motivating the present qualitative study.
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determined by two factors: perceived usefulness and perceived ease of use. These factors shape the user’s attitude
towards using a system, deined as the impact of an individual’s positive or negative emotions on performing a
speciic behavior [92].

TAMplays a signiicant role in providing theoretical insights into the behaviors related to the use and acceptance
of Information and Communication Technology (ICT) [24, 65]. Researchers have applied it to explore the adoption
of various technologies, establishing it as a key theory in the ield [6]. While being acknowledged as an efective,
credible, and highly reliable model [57, 90], TAM has also been openly criticized for being too simple and leaving
out important variables [14]. For instance, it does not suiciently address subjective norms (the inluence of
peers or organizational culture on behavior), nor does it consider facilitating conditions such as training or
resource availability, or barriers such as perceived risks and trust concerns [97]. These omissions have led to the
development of several extensions of TAM that attempt to capture social and organizational factors inluencing
technology adoption.

Theory of Planned Behavior (TPB). TPB [2], developed by Ajzen [2] as an extension of his TRA [36] by
incorporating the concept of perceived behavioral control, is a widely recognized psychological model designed
to predict and explain human behavior within speciic contexts. TPB considers three main factors that inluence
an individual’s behavioral intention: attitude toward the behavior (positive or negative evaluation of performing
the behavior), subjective norms (perceived social pressure to perform or not the behavior), and perceived behavioral
control (individual’s perception of their ability to perform the behavior taking into account both internal and
external factors). In its turn, an individual’s behavioral intention is a predictor of actual behavior, meaning that
stronger intentions lead to a higher likelihood of performing the behavior [37]. However, intentions are not
the sole determinant of behavior. TPB does not suiciently consider the impact of environmental or situational
factors that can shape behavior in practice. Examples include supportive organizational policies, the availability
of resources like training and technical support, and time or workload pressures ś all of which may strongly
afect whether intentions are translated into action, particularly in workplace technology adoption.

Technology-Organization-Environment (TOE) Framework. The TOE framework, developed by Tornatzky
and Fleischer [98], approaches technology adoption from an organizational standpoint, unlike other technology
adoption models, such as TAM or TPB, which focus on the individual perspective. The TOE framework suggests
that the decision to adopt a technological innovation and the implementation process are inluenced by factors in
three distinct contexts within an organization [15]: technology (internal and external technologies relevant to the
organization, including existing technologies in use and those available in themarket), organization (characteristics
and resources of the organization such as connections among employees, communication practices within the
irm, the size of the company, and the availability of surplus resources), and environment (setting in which the
organization operates, including industry characteristics, market structure, the regulatory environment, and the
presence of technology suppliers and competitors).
TOE, however, may oversimplify the complex processes involved in technology adoption by categorizing

factors into just three contexts. It primarily focuses on organizational-level factors and does not explicitly account
for individual-level variables such as employee attitudes or resistance to change, which may afect adoption
decisions [11]. This framework also does not specify particular inluencing factors for each context. Hence, the
exact factors for a given research inquiry should be established by referencing prior research and theoretical
insights, as various types of innovations are inluenced by distinct factors afecting their adoption [15]. For
example, in the case of AI in cybersecurity, adoption may depend on environmental factors such as regulatory
requirements or organizational factors such as the availability of skilled personnel.

Uniied Theory of Acceptance and Use of Technology (UTAUT). The Uniied Theory of Acceptance and
Use of Technology (UTAUT), developed by Venkatesh and colleagues [101], consolidates elements from eight

ACM Trans. Internet Technol.
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models, including TRA, TAM, and TPB, that previously tried explaining technology acceptance and its use. It
identiies four key factors inluencing technology acceptance: performance expectancy (belief that the technology
will improve performance), efort expectancy (ease of use), social inluence (perception of social pressure to use the
technology), and facilitating conditions (availability of resources and support). Additionally, the model considers
four moderating variables, such as age, gender, experience, and voluntariness of use, that may change the efects of
factors. UTAUT is widely used in technology adoption research for its comprehensive approach to understanding
and predicting the acceptance and use of new technologies [101]. However, it has been also criticized for having
too many variables that may complicate the prediction of intentions and behaviors [14]. Despite its breadth,
UTUAT does not explicitly account for certain variables that are relevant in speciic contexts, such as trust and
perceived risk (especially salient in cybersecurity) or emotions (e.g., anxiety or enjoyment), and these omissions
limit the model’s applicability in contexts where such factors shape technology adoption.

Innovation Resistance Theory (IRT). The existing theories on innovation adoption primarily focus on the
factors driving innovation adoption, with limited attention given to the barriers. This łpro-innovation biasž arises
from the assumption that every innovation is inherently beneicial and will eventually be adopted. This makes it
challenging for researchers to identify resistance to innovations and understand the factors behind it [58, 74].
One theory that studies this problem is IRT. Developed by Ram and Sheth [86], it focuses on understanding
why individuals or organizations resist adopting innovations. It seeks to explain the barriers that hinder the
acceptance and integration of new technologies, products, or practices, even when they ofer potential beneits.
IRT emphasizes that resistance is not merely opposition to change but can arise from rational concerns or
psychological factors. Although several extensions have been proposed to enhance IRT [25, 75, 95], it still remains
a primary theory in this ield.

IRT identiies two main categories of barriers: functional (more practical and related to the perceived usefulness
or feasibility of the innovation) and psychological (more subjective and linked to emotions, perceptions, or social
inluences). The former category includes usage (concerns about the complexity, diiculty, or compatibility of the
innovation with existing systems, worklows or habits), value (concerns about whether the innovation ofers
enough relative advantage or value compared to existing solutions) and risk (concerns regarding potential side
efects, e.g., inancial, functional, or social consequences, of using the innovation) barriers. The latter category
includes tradition (degree to which an innovation forces adopters to change established traditions or culture)
and image (concerns about how the adoption might afect one’s self-image or social identity, especially if the
innovation is associated with negative stereotypes or perceptions). The study [86] also suggests strategies on
how to cope with diferent types of barriers.

2.2 Related Work

The integration of AI into our digital world continues to deepen. While its adoption in cybersecurity initially
lagged behind other industries due to the skepticism about its ability to meet the domain’s high requirements,
this process has accelerated signiicantly in recent years. Comprehensive overview of AI applications within
the cybersecurity sector is provided in the works of Li [59], Chan et al. [22], and Mohamed [68]. However,
understanding both the theoretical and practical implications related to this shift remains essential. In this section,
we analyze the related literature to highlight existing indings and identify challenges of AI adoption in the
cybersecurity domain. To synthesize these studies and clarify how our work difers from prior research, we
summarize their methodologies, contributions, and limitations in Table 1.

Adoption of AI in Cybersecurity. Several studies have explored the beneits of AI adoption in cybersecurity.
For instance, Sontan and Samuel [93] explores how AI transforms cybersecurity by enhancing threat detection,
vulnerability analysis, and incident response. The study reveals AI’s efectiveness in automating vulnerability
scans, prioritizing threats, and speeding up incident responses, thus reducing human error and strengthening

ACM Trans. Internet Technol.
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Table 1. Comparison of Related Work and This Study

Study Methodology Contributions
Limitations / HowThis Study

Difers

Sontan & Samuel [93] Conceptual analysis
Highlights AI’s role in threat de-
tection, vulnerability analysis,
and incident response.

Lacks empirical evidence; our
study provides real-world case
study insights.

Familoni [35] Literature review
Stresses ethical AI use, human
expertise, and professional train-
ing.

No empirical data; our study ex-
plores adoption barriers from
end-users.

Gusman [41]
10 semi-structured
interviews (US)

Identiies the importance of hu-
man decision-makers and train-
ing for AI integration.

Small sample size and focus on
a speciic region.

Al-Dosari et al. [4]

9 semi-structured
interviews (Qatar
banking)

Identiies AI beneits and chal-
lenges in banking cybersecurity.

Small sample size and focus on
a speciic region.

Gonaygunta [39]

Survey using
UTAUT (banking
sector)

Examines adoption factors such
as performance expectancy and
facilitating conditions.

Theoretical limitation; our study
investigates adoption factors be-
yond UTAUT variables.

Radebe et al. [85]

11 semi-structured
interviews (South
Africa)

Reports beneits like automa-
tion, reduced false positives, and
higher productivity.

Small sample size and focus on
a speciic region.

This study

Case study with
15 semi-structured
interviews (interna-
tional organization)

Examines AI adoption in cyber-
security using IRT framework;
provides practical insights for
overcoming barriers and foster-
ing human-AI collaboration.

Extends prior literature by fo-
cusing on end-users, resistance
and collaboration; covers a large
international organization.

security. Nonetheless, it also points out signiicant challenges, such as ethical and privacy issues in automated
decision-making, potential biases in AI models, and the diiculties in ensuring transparency and accountability
in AI-driven systems.
Familoni [35] highlights AI’s role in improving threat detection, authentication, and response. However, it is

also admitted that AI introduces new risks through AI-driven attacks on machine learning algorithms. Familoni
emphasizes the importance of human expertise in the ethical use of AI, advocating for robust training and skill
development for cybersecurity professionals. The study also stresses the need for adherence to ethical standards,
awareness of cognitive biases, user-focused design, and building resilience and adaptability within cybersecurity
teams.
Gusman [41] conducted a qualitative study on the deployment of AI and Machine Learning (ML) in cyberse-

curity, focusing on their impact on intelligent decision-making. Through 10 semi-structured interviews with
cybersecurity professionals in the United States, three key themes emerged: the ongoing importance of human
decision-makers due to AI limitations, the increasing use of AI-driven decisions in cybersecurity, and the neces-
sary learning curve and training for efective AI integration. Minor themes included a strong interest in learning
about AI and ML systems and the signiicant adjustments needed for their adoption. Despite the rise of AI and

ACM Trans. Internet Technol.
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ML, IT professionals expect to remain the primary decision-makers due to current technological limitations. The
study’s limitations include its small sample size and potential biases inherent in qualitative research.
Al-Dosari et al. [4] conducted a qualitative study on AI applications and challenges in the cybersecurity of

Qatar’s banking sector. Through thematic analysis of interviews with nine experts, four main themes emerged:
the importance of AI in enhancing cybersecurity, challenges in AI deployment, potential misuse of AI, and
vulnerabilities in AI-based tools. The study found that AI is crucial for defending against web-based attacks and
fraud but faces obstacles like ineiciencies in in-house development, compatibility issues with legacy systems,
and regulatory compliance challenges. Additionally, AI poses risks through adversarial machine learning3 and
AI-powered malware, and inherent vulnerabilities such as data accumulation and privacy risks in chatbots. The
study’s limitations include its small sample size and potential qualitative research biases.
Gonaygunta [39] explored the factors inluencing the adoption of ML algorithms for cyber threat detection

in the banking industry using the Uniied Theory of Acceptance and Use of Technology (UTAUT) model. The
study examines how performance expectancy, efort expectancy, social inluence, and facilitating conditions
afect IT professionals’ intentions to use ML in cybersecurity. Key indings show that performance expectancy
and facilitating conditions positively inluence the intention to adopt ML, while social inluence has a negative
impact, and efort expectancy has no signiicant efect. Despite ML’s potential to improve cybersecurity through
eicient threat detection and response, its adoption is hindered by challenges such as organizational readiness,
system compatibility, and regulatory compliance. The study is limited by its focus on a single geographic region
and reliance on self-reported data.

Radebe et al. [85] studied the perceptions of cybersecurity experts on AI-enabled tools in large South African en-
terprises, using the Expectation Conirmation Model (ECM) and semi-structured interviews with 11 professionals
based in South Africa. The indings indicate that experts see substantial beneits in AI tools, such as automation,
reduced human intervention, insightful reporting, fewer false positives, decreased risk, and enhanced productivity
through quicker data gathering. However, challenges like data privacy concerns, alert fatigue, coniguration
issues, the risk of AI misuse by cybercriminals, marketing hype, and costs were also identiied. Overall, the
experts expressed high satisfaction with AI tools and a strong intention to continue using them, underlining AI’s
crucial role in improving cybersecurity in large organizations. The study’s limitations include its small sample
size and focus on a speciic region, indicating the need for broader research across various countries.

Despite the growing body of research highlighting the potential of AI to transform cybersecurity, a signiicant
gap remains in the literature regarding how organizations transition to developing and using in-house developed
AI-based cybersecurity solutions. The papers by Sontan and Samuel [93] and Familoni [35] provide comprehensive
reviews of the beneits and challenges associated with AI in cybersecurity, but these studies are largely theoretical
and lack real-world insights into the practical implementation and transition processes. The empirical studies
conducted by Gusman [41], Al-Dosari et al. [4], Gonaygunta [39], and Radebe et al. [85] deliver indings based on
survey and interview data. These studies reveal how AI is perceived in cybersecurity among professionals in the
ield, identifying key challenges and beneits of its adoption. In this work, we contribute to the latter body of
work by conducting a case study on the resistance factors to AI adoption among end-users of a cybersecurity
department and sharing practical insights on how these barriers can be overcome.

Resistance to AI Adoption. Given our observation that end-users in cybersecurity departments resist to adopt
the AI technologies, although they are available at hand or can be developed in house, the Innovation Resistance
Theory (IRT) seems the most relevant theory for our study. This theory has recently gained signiicant popularity
due to the rapid emergence of IT innovations and the resistance to their adoption. Below, we describe the works
that apply IRT to AI adoption cases.

3Adversarial machine learning is a ield that focuses on the security vulnerabilities of machine learning models, particularly how they can be

deceived or manipulated by carefully crafted inputs.

ACM Trans. Internet Technol.
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Yang et al. [103] investigated how the anxiety induced by so-called AI-based smart technologies, e.g., front
desk reception robots or autonomous delivery, in particular, anxiety due to AI delegation or AI surveillance,
impacts IRT functional barriers, which, in their turn, contribute to the resistance of Unmanned Smart Hotels
(USH) technology adoption. By conducting an online survey of 355 participants, they demonstrate that functional
barriers and the usage barrier related to the ease of use of the technology are important determinants of consumer
resistance to USH. There are also high concerns regarding the risks introduced by these technologies. The anxiety
due to delegation and surveilance only increase the perception of these functional barriers.
Jiang et al. [47] proposed a model to investigate how perceived anthropomorphism (similarity to human

behavior) and perceived intelligence (degree of smartness) of AI components impact the resistance towards
adoption of AI-enabled intech innovations. Unfortunately, the model has not been tested experimentally;
therefore, the results are unknown.

Chia-Lun Lo [62] empirically investigated the attitude towards AI in the job market. The study explores how
factors like global (an innate trait showing the willingness of a person to adopt innovations) and technological
(innovation acceptance in a given ield) innovativeness and technology ainity (łgadget lovingž) inluence
attitudes toward AI, with four resistance barriers (usage, value, risk, and tradition) acting as moderators. A
survey conducted among recent graduates in Taiwan (230 questionnaires) revealed that higher innovativeness
and technology ainity positively inluence attitudes toward AI, while innovation resistance dampens this efect,
i.e., the higher each of the innovation barriers the lower the attitude toward AI.

A very relevant study was done by Mahmud et al. [63], who investigated algorithm aversion (non-acceptance
of the results of algorithmically-made decisions) among bank managers by analyzing the impact of functional and
psychological IRT barriers. Survey data from 167 bank managers show that value, tradition, and image barriers
signiicantly contribute to algorithm aversion, while usage and risk barriers are less impactful due to managers’
familiarity with technology and risk management.

Mou et al. [71] investigated how the AI łimagež can inluence the resistance of consumers to its adoption. The
authors found that if users see AI as a łsubstitutorž they perceive it as a higher threat and thus, tend to resist its
adoption, while if they see AI as a łfacilitatorž the perceived threat is lower, as is their resistance. It was also
shown that the communication (‘servant’ rather than ‘partner’) and language (‘literal’ rather than ‘igurative’)
styles can moderate the level of the perceived threat, lowering the resistance towards AI adoption.

Human-AI Collaboration in Cybersecurity. AI is often framed either as a potential replacement for human
expertise or as a neutral tool to automate repetitive tasks. Such binary views overlook a third and increasingly
important perspective ś AI as a collaborator. In this framing, AI systems and humans form a joint team, referred
to as hybrid intelligence [3], working in coordination to complete a common task while combining their respective
strengths and ofsetting each other’s limitations [28].
Parasuraman et al. [81] outline a taxonomy of automation ranging from fully manual (level 1) to fully au-

tonomous (level 10), illustrating varying degrees of human control. Later research conceptualizes diferent
conigurations of human-AI teaming, including humans supervising AI systems, collaborating as equal partners,
or being overseen by AI systems [34]. Related notions such as human-in-the-loop (HITL), human-on-the-loop
(HOTL), and human-out-of-the-loop (HOOTL) similarly capture how responsibility and authority are distributed
across humanśAI systems, emphasizing that collaboration exists along a continuum rather than as a ixed state.

The synergy between humans and AI becomes particularly valuable in decision-making environments marked
by uncertainty, complexity, and ambiguity [45]. Cybersecurity exempliies such a context, where incomplete
information, rapidly evolving threats, and multiple plausible interpretations challenge individual cognition.
While humans excel at intuitive judgment and contextual reasoning under uncertainty, AI systems contribute by
processing vast datasets and generating analytical insights in real time. Their collaboration combines human
guidance with machine precision, enhancing decision quality in dynamic threat environments [16].

ACM Trans. Internet Technol.
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Phase I
Preparation & Planning

Interviewee
Groups

Literature Review

STS Analysis

Interview
Topics

Interview
Protocol

Ethics
Approval

Phase II
Empirical Data Collection

Participants Selection

Pilot Interviews

Main Interviews

Thematic Analysis

Phase III
Analysis & Reporting

Root Cause Analysis

Reporting

Fig. 1. Overview of our research methodology.

HumanśAI teaming has gained growing attention across disciplines, including cybersecurity [38], leading to
the development of several frameworks aimed at enhancing collaboration. Osholake et al. [80] proposed an AI
augmentation framework that combines machine learning with human expertise to optimize analysts’ cognitive
load, evaluated through a mixed-methods design. The study integrated quantitative performance metrics with
qualitative insights from security operations center (SOC) practitioners across 47 enterprises in the United
States, structured in three phases: framework development, pilot implementation, and large-scale evaluation.
The participating organizations reported a 52% reduction in false alerts, a 38% improvement in mean time to
detection, and a 41% decrease in analyst burnout.
Similarly, Baruwal Chhetri et al. [16] introduced a framework supporting adaptive decision-making in SOCs

through seamless transitions between automated, augmented, and collaborative modes of operation. This approach
enables automation for routine tasks, AI augmentation to accelerate expert decision-making, and humanśAI
collaboration to address complex or novel threats. A subsequent study [96] validated the framework using
benchmark datasets: on the KDDCup intrusion detection dataset, performance improved from 33.43% under
full automation to 35.18% with augmented deferral, and further to 87.04% through collaborative exploration,
demonstrating the model’s efectiveness in managing uncertainty. Nonetheless, these results were obtained in
controlled simulation settings, and real-world deployments may yield diferent outcomes due to greater variability
in expert interactions and contextual factors.

Successful implementation of humanśAI collaboration frameworks ultimately depends not only on technical
design but also on organizational readiness and cultural adaptation. As demonstrated by Osholake et al. [80],
efective deployment requires comprehensive change management strategies addressing both technological and
human dimensions of SOC transformation, supported by targeted training and stakeholder engagement. Looking
ahead, advancing cybersecurity defense calls for augmenting human intellect through AI systems that are not
only collaborative and adaptive but also responsible and explainable, ensuring that automation enhances rather
than replaces human judgment in complex, high-stakes decision-making environments [3].

3 Methodology

Figure 1 provides an overview of the methodology applied in this case study, which comprises three main phases:
(i) Preparation & Planning, (ii) Empirical Data Collection, and (iii) Analysis & Reporting. Throughout the study,
we continuously referred to relevant literature to identify applicable theories, methodologies, and related work.
A summary of the insights gathered during our literature review activity is presented in Section 2.

ACM Trans. Internet Technol.
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The Broader  Cybersecurity Landscape
evolving cyber threats industry standards technological innovation

regulatory requirements economic and social implications

AI Adoption in Cybersecurity
Social Subsystem Technical Subsystem

People:
1) Security analysts (end-users)

2) Data scientists (system developers)
3) Leaders

Organization:
Cybersecurity department

(hierarchy, roles, communication, collaboration,
decision-making, opinions about AI, readiness to

adopt new technologies)

Task:
1) Threat detection, analysis and response

2) Identity and access management
3) Attack surface management

Technology:
AI-based cybersecurity system

Fig. 2. Sociotechnical System analysis.

3.1 Phase I: Preparation & Planning

The goal of this phase is to acquire relevant knowledge and to prepare the foundation for conducting our study.
For this research on how users in organizations adopt AI-based cybersecurity solutions, we have employed a case
study approach. The challenges and strategies involved in developing and adoption of AI-based solutions for
cybersecurity are multifaceted and inluenced by many contextual factors. A case study allows for an in-depth
exploration of complex phenomena within their real-life context, and this method is particularly suitable for
answering how and why research questions [104].

In this study, we explore the case of a large international inancial organization, speciically its cybersecurity
department. The Organization4 is a major international inancial services provider, ofering a wide range of retail
and wholesale banking solutions. It operates globally across numerous countries and employs tens of thousands
of people. Like any leading inancial institution, the Organization faces signiicant cybersecurity threats and
invests substantial resources to enhance its security measures. Its cybersecurity department has several hundred
employees working across various countries. The department uses both vendor-provided security solutions,
some of which incorporate AI-based services, and custom AI-based tools developed by the team of data scientists
in-house.
To better understand the case of our study, we conducted an analysis using the Sociotechnical System (STS)

theory. The STS theory splits sociotechnical systems into two components ś ‘social’ and ‘technical’ ś and studies
the interaction between them [102]. At its heart is the concept that new systems can be optimized and will only
function efectively when social and technical elements are combined and considered as interdependent parts of
a work system [102]. The theory focuses on the joint optimization of both subsystems [18, 99] and highlights
how important humans in the organization are to solve complex issues instead of relying on technical solutions
only [79]. According to this theory, we split our system into technical and social components and outline all
possible interactions between them. Figure 2 shows the main components of our STS. In the supplementary
document5, we describe these components in detail and characterize identiied interactions among them.

4To protect the conidentiality and anonymity of the participants and organization involved, the organization’s name is not disclosed.

Throughout the article, it will be referred to as the Organization.
5Please refer to the supplementary materials for this publication.
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Table 2. Interview Topics per Interviewee Group

Interviewee

Group
Topics Covered

Security

Analysts

• Current use of AI tools for cybersecurity
• Integration into daily worklows
• User experience
• Participation in AI development projects
• Trust in AI technologies for cybersecurity
• Concerns and barriers for non-users
• Perceptions of AI’s impact on job roles and decision-making

Data

Scientists

• Technical and organizational challenges in developing AI models
• Collaboration and communication with other teams
• Ensuring user-friendliness and worklow integration
• Gathering and incorporating feedback
• Factors inluencing AI adoption among end-users
• Future AI trends in cybersecurity
• Trust and accountability in AI-assisted decision-making

Leaders

• Beneits and challenges of AI in cybersecurity
• Ideation and adoption of new AI innovations
• Communication and feedback mechanisms
• Factors inluencing AI adoption rates
• Future impact of AI on job roles and responsibilities
• Accountability and liability issues related to AI-assisted decision-making

Based on our STS analysis, we identify the groups of employees from the Organization’s cybersecurity
department and the topics to discuss with them. We identiied three groups of stakeholders whose opinions
we would like to consider, namely, Security Analysts, Data Scientists, and Leaders. Security analysts are selected
because they are the end consumers of diferent AI tools, therefore, their input about why they do not use
particular AI solutions is critical for our research. Data scientists are heavily involved into the development of
new approaches and tools to be used by security analysts, hence, their perspective on where they obtain the input
from and whether they obtain and incorporate the feedback is important. Finally, leaders formulate the agenda of
the cybersecurity department. They are involved in the decision-making on what AI solutions to procure or to
develop in-house. Table 2 displays a summary of the topics for each interviewee group identiied performing the
STS analysis.
As the data collection method, we decided to employ semi-structured interviews. Semi-structured interviews

rely on a predeined set of questions whose order or phrasing is not set [84]. This interview method was chosen
because the research aimed to uncover rich details about the AI implementation process and AI’s acceptance in the
Organization’s cybersecurity department. This includes personal perspectives and details about the organizational
dynamics, which might not have been properly captured if, for example, a survey was used. Semi-structured
interviews were preferred over structured or unstructured, as this method allows for exploring speciic topics in
detail and adapting to the participants’ responses. This way, non-anticipated insights can be identiied too [7],
which was one of the goals of our study.

Based on the identiied topics, we developed initial interview questions for each group. To determine the
sequence of the questions, the guidelines, developed by Annette Lareau [55], were followed. The interviews
started with standard questions to make the participants feel at ease, such as asking them to talk about their job
responsibilities. More sensitive or speculative questions were asked towards the end of the interview. For more
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sensitive topics, participants were also asked to relect on the experiences of their colleagues. This approach
is supported by sociological guidelines that emphasize the importance of creating a safe environment for
interviewees. Indirect questioning can reduce the perceived personal risk of disclosing sensitive information [23].
This measure reduces social desirability bias, one of the most common sources of bias that afects the validity of
research indings [73].
We sought the feedback from subject-matter experts to review the initial version of the interview questions,

ensuring their clarity and relevance. Following this feedback, the interview protocol was adapted, and the number
of questions was reduced. The inal version of the interview protocol is provided as a supplementary document.6

All interviewees received detailed information about the study before consenting to participate. A compre-
hensive data management plan was implemented to ensure the proper handling, storage, and security of the
collected data. All interview transcripts were anonymized to protect participants’ identities. The data was stored
on the Organization’s secure servers, accessible only to the principal researcher. The data will be retained for
two years after the completion of the project, according to ethical guidelines, and after will be securely disposed.
Ethics approval was obtained from the Human Research Ethics Committee (HREC) of the research institution
involved in this study.

3.2 Phase II: Preparation and Planning

Research shows that empirical saturation ś the point where new interviews do not bring new ideas, indicating that
additional data collection is no longer needed ś is usually reached within the range of 9-17 interviews [42]. For
this study, participants were recruited through purposive sampling, with the aim of capturing diverse perspectives
on AI integration in cybersecurity. Selection was based on their usage of AI tools, involvement in AI-related
projects, and/or cybersecurity expertise. This ensured the inclusion of security analysts, data scientists, and
leaders whose roles and experiences provided complementary viewpoints:

• Security analysts ś Participants A1-A6 ś are directly involved in day-to-day security operations and threat
management. Some of them dedicate limited time (e.g., a day per week) to collaborate with data scientists
on machine learning projects;

• Data scientists ś Participants D1-D6 ś are responsible for developing and deploying AI solutions in the
cybersecurity department;

• Leaders ś Participants L1-L3 ś oversee operations in the cybersecurity department.

The interviewees were contacted via direct invitations or internal referrals. Due to the sensitivity of the
provided information, participants’ job titles, years of experience, and cybersecurity areas of expertise are not
disclosed in the report to prevent their identiication among their colleagues.

Notably, two-thirds of the respondents are involved in the Security Detection and Response (SDR) area, where
AI-integration eforts have been ongoing for the longest time within the Organization’s cybersecurity department.
This focus provided a rich source of data on the long-term challenges and successes of AI adoption.

The study includes the opinions of four security analysts who either use machine learning-based applications
for their tasks or have been involved in machine learning projects as domain experts, as well as two analysts
who do not use AI tools in their work. The analysts who use machine learning tools provide direct insights into
the practical challenges of AI integration, while those who do not use AI shed light on barriers and resistance to
adoption. By capturing both user and non-user experiences, we aimed at a thorough analysis of the sociotechnical
factors inluencing AI adoption.
The leaders selected for the study hold signiicant inluence within the cybersecurity department. Their

responsibilities include making critical decisions about AI adoption and implementation, overseeing operational

6Please refer to the supplementary materials for this publication.
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activities, and shaping the strategic direction of cybersecurity initiatives. These leaders ofer a mix of strategic and
operational perspectives, contributing to a more holistic understanding of the factors inluencing AI adoption.
We conducted 3 pilot interviews with a representative of each interviewee group to reine the clarity of the

questions. The results of these interviews are not included in the results.
Within this study, a total of 15 main interviews were conducted either face-to-face or virtually, based on the

participants’ location and preference. On average, the interviews lasted 45 minutes. All interviews were recorded
with the consent of the participants and transcribed for analysis.

3.3 Phase III: Analysis and Reporting

The interview data were analyzed using the Relexive Thematic Analysis (RTA) framework developed by Braun
and Clarke [27]. The relexive approach to thematic analysis emphasizes the researcher’s active role in creating
knowledge [19]. It involves six steps: 1) Familiarization with the data; 2) Generating initial codes; 3) Generating
initial themes; 4) Revision and reinement; 5) Development and deinition of themes; 6) Reporting. During the
irst step, the responsible researcher re-read the transcripts a couple of times, ensuring the obtained transcripts
were accurate, complete, and free of errors. Additionally, interesting passages and points for analysis were noted
at this step. At the second step, each interview was coded systematically using the ATLAS.ti [12] software using
an inductive (bottom-up) approach. During the initial theme generation step, initial categories were created
to organize the codes into groups with similar meanings. Then, at the next step, these categories were reined
through continuous engagement with the data. During this process, some codes were merged, while others were
disregarded. At the ifth step, the themes were reviewed to ensure coherence and alignment with the overall data
set. This involved two levels of review. First, at the coded data level, each theme was examined to determine if
the coded data excerpts formed a coherent pattern. Secondly, at the data level, the coded excerpts were re-read
to conirm that the themes accurately relect the meanings present within the data. Finally, we provided clear
deinitions of the identiied themes. In the inal step, the focus shifted to producing the report. This involved
integrating the themes into a cohesive narrative, providing a detailed account of the indings.

To gain a deeper understanding of challenges and doubts regarding the AI adoption for cybersecurity operations,
we conducted a Cause-and-Efect Analysis, also known as a Root Cause Analysis (RCA). This is a collective term
describing a range of systematic approaches applied to identifying the underlying causes of a problem and
determining the actions required to resolve it. RCA distinguishes between:

• Undesirable Efects: These are the visible problems that emerge as symptoms of deeper issues within the
system.

• Causal Factors: Actions, conditions, or events that directly contributed to the problem occurring. These
are the intermediate elements that contribute to the undesirable efects, acting as links between the root
causes and the observed symptoms.

• Root Causes: The most fundamental system, process, or design laws which, if corrected, would prevent
recurrence of the problem (or similar problems). Often, removing a causal factor only ixes one instance,
while ixing a root cause prevents many potential future instances.

Thus, RCA aims to investigate the problems and ind their underlying causes, ensuring that proposed solutions
address the fundamental issues rather than merely treating the symptoms of a problem [9]. In the context of
this study, RCA aims to move a level deeper and use the interview indings to identify the logical relationships
between identiied themes and sub-themes, as well as understand the actual causes of the problems mentioned. It
should be noted that these relationships are not empirically proven but rather logical connections or potential
associations. Establishing causality would require further statistical studies and empirical validation, which were
not possible to do within this work due to the small interview sample.
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4 Findings

Table 3 provides an overview of the main beneits, challenges, and interventions emerging from the interviews. It
highlights how participants perceive the impact of AI adoption on cybersecurity practices, the barriers that hinder
efective integration, and the organizational mechanisms that may foster sustainable humanśAI collaboration.

Table 3. Summary of Benefits, Challenges, and Interventions Identified in the Study

Category Key Insights Impact

Beneits

of AI adoption

• Automation reduces repetitive workload and decision fatigue.
• Improves threat detection, prioritization, and anomaly recognition.
• Enables faster andmore comprehensive threat response through self-learning models.

Analysts reported reduced
manual efort and improved
focus on complex incidents.

Challenges

of AI adoption

• Cultural resistance and legacy mindset.
• Inefective feedback mechanisms.
• Insuicient management support and strategy alignment.
• Data-related barriers (quality, labeling, fragmentation).
• Analysts’ limited AI literacy and trust.
• Data scientists’ limited cybersecurity knowledge.
• Job-security concerns.

Diiculties realizing AI
projects and lack of trust in
ML outputs; feedback loops
often inefective.

Proposed

interventions

• Education & training: foster AI literacy, collaboration, and innovation culture.
• Reward innovation: recognize employee contributions and co-creation.
• Improved feedback mechanisms: enhance openness and psychological safety.
• Strategic communication: align leadership vision with practice.
• Clear process structure & transparency: ensure scalability and explainability.
• Career mentorship: address AI-related career anxiety.

Interventions collectively
target sociotechnical bar-
riers and aim to build
sustainable humanśAI
collaboration.

4.1 Benefits of AI Adoption in Cybersecurity Operations

In general, participants were enthusiastic about AI’s transformative potential for cybersecurity operations. The
use of AI in cybersecurity has the potential to revolutionize the ield, bringing considerable eiciency gains
and improving threat management. For many security analysts, the daily responsibilities involve repetitive and
redundant tasks that can be time-consuming and monotonous. Implementing AI-based solutions can alleviate
this burden by automating routine tasks, allowing analysts to redirect their focus toward more critical issues. For
instance, analyst A2 shared: łWe have so many events that the model could help with this manual work, and we will
have more time to do another task. And these are events that you just scroll down.ž This highlights how AI can take
over mundane tasks, giving analysts more time for higher-level analysis. Another analyst A3 relected on their
early career experiences: łWhen I started [my job], it was really routine, I was scrolling through the data and (. . . ) I
think, we were all overwhelmed by this routine. (. . . ) We are really grateful that the company decided to focus on
us and eliminate the manual work.ž This opinion highlights the signiicant relief AI can provide by removing the
repetitive aspects of analysts’ jobs.

This shift reduces the workload and also helps to combat decision fatigue, a common issue in the cybersecurity
environment. Analyst A2 further explained łIt [the model] actually reduces sort of your workload. It helps to make
it easier and to focus just on the things that require more attention.ž Decision fatigue occurs when individuals are
required to make too many decisions in a short period, often leading to errors and decreased productivity. By
iltering and prioritizing tasks, AI helps mitigate this problem, enhancing overall eiciency.
Beyond automating tasks, AI’s most frequently mentioned contribution to cybersecurity is its ability to improve

threat detection and management. ML models are used to ilter out false alerts and to prioritize potential threats,
ensuring that analysts’ attention remains focused on the most important events. For instance, data scientist D2

ACM Trans. Internet Technol.



14 • S. Slavova and Y. Zhauniarovich

noted: łThere are things that they [analysts] cannot do on their own. For example, they have huge amounts of alerts
from something, and they need to prioritize them, or they need to ilter out.ž This points to AI’s capability to handle
large volumes of data and streamline the threat management process.
AI’s advanced computational capabilities enable it to process vast amounts of data quickly and eiciently, a

critical requirement in the cybersecurity domain. Analyst A2 supported this: łAnd of course, in the case of so
many events, there’s a possibility that you won’t recognize something (...) so there is a chance that the model would
choose the events that you missed.ž Data scientist D2 also highlighted AI’s anomaly detection ability: łML was
found to be very useful in inding anomalies.ž This underscores the role of AI in ensuring comprehensive threat
coverage. The need for speed and comprehensive analysis was further highlighted by analyst A2: łWe really need
that because of so many events, we really need the help of AI to ind everything, and the second thing is the quicker
time.ž An AI system’s ability to continuously learn from new data and adapt to evolving threats further enhances
its efectiveness. This is a major diferentiator between using AI systems and traditional rule-based approaches,
which prevail in current solutions.

AI’s self-learning capabilities ensure that it constantly evolves, adapting to new threats and improving its perfor-
mance over time. This dynamic nature of AI is a signiicant advantage in the ever-changing landscape of cybersecurity.
Traditional rule-based systems lack this adaptability, making AI a superior choice for modern threat detection.

4.2 Challenges of AI Adoption and Their Root Cause Analysis

Despite the promising potential of AI outlined in the previous subsection, various factors hinder its efective
application. To gain a more in-depth understanding of these challenges, we conducted their Root Cause Analysis
(RCA). Figure 3 presents the diagram of our indings.

In Figure 3, undesirable efects (or symptoms) are listed in dusty rose boxes with arrows pointing toward them.
In our analysis, we identiied two primary undesirable efects, or symptoms: 1) the diiculties in realizing AI
projects in practice; and 2) the lack of trust in ML models. These efects are inluenced by various underlying
factors, which are depicted as grey boxes. While we consider these undesirable efects separately, we admit that
they can be interconnected. For instance, diiculties in realizing AI projects in practice can contribute to the lack
of trust in ML models and vice versa, creating a feedback loop that further hinders successful AI development
and implementation. This potential bidirectional relationship highlights the complexity of the challenges faced
and underscores the importance of addressing both issues simultaneously to achieve meaningful improvements.
Potential root causes are enumerated in blue boxes. While the term root cause analysis seems to point to a

single cause, it is rare, or even impossible, to identify only one reason for a recurring problem [83]. For instance,
within this study, we identiied seven possible root causes, which we describe in detail below.

Organizational Culture and Mindset. A traditional organizational culture that resists change can hinder the
adoption of innovative technologies like AI. Many professionals are accustomed to established methods and
processes and are skeptical about new approaches.
Participants indicated that even if models are technically successfully developed and implemented, people

struggle to understand exactly how to use the insights generated by them, as they are accustomed to their old ways
of working. For instance, data scientist D4 noted the department’s reliance on dashboards as a primary solution:
łThe other challenge that’s speciic for analytics is the way that people think about it because the Organization is a
world of dashboards. So, for everyone, the solution is always another dashboard and then that’s how people think
about things.ž

This resistance to change makes it diicult for the Organization to embrace AI solutions, leading to slow progress
in AI project implementation. A couple of participants indicated that some of the reluctance to adopt AI in
cybersecurity comes from the culture within the department. This aligns with broader organizational-level
variables described in the TOE framework, where internal culture and historical dependencies on existing technologies
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shape attitudes towards innovation adoption. For cybersecurity practices, the Organization has relied on rule-based
solutions for a long time. Data scientist D6 highlighted: ł. . . another barrier might be legacy because usually, we don’t
do analytics in cybersecurity.ž Hence, the integration of AI is considered very innovative. The highly regulated
nature of the department further contributes to its reluctance to adopt new technology. Another participant
added that this resistance is stronger among more experienced teams with older employees.

Inefective Feedback Mechanisms. Inefective feedback processes can lead to communication gaps between
stakeholders. For instance, the data scientists expressed concerns about not receiving honest feedback from
analysts regarding the models’ usefulness to them and their performance. łI think they are sometimes afraid
of telling us that they are not using all of the models,ž said data scientist D3. Feedback on model performance
is regularly collected during recurring meetings that include data scientists, managers, and security analysts.
Unexpectedly, this feedback mechanism was found to be often inefective, with analysts hesitant to provide
honest feedback in formal settings. Additionally, feedback tends to come from the most experienced analysts,
which means it might not relect the broader team’s perspectives, leading to a partial understanding of the models’
usability.

This suggests that current processes for collecting and integrating user feedback are not efectively fostering
open communication, indicating a need for adjustments. Unfortunately, without honest feedback, data scientists
might not fully understand the practical needs and challenges faced by analysts, leading to the development of AI
models that do not address the most critical issues or meet the actual needs of the end-users.
Leaders also sufer from a lack of honest feedback that afects their decision-making process. For instance,

leader L1 emphasized the importance of having clearly deined success criteria during the development phase
and explained: łI think we should already at this [early] phase have a clear understanding of what we are trying to
achieve. (. . . ) Of course, there is always part of experimentation there, but we should also say, OK, at this point we
stop, if it does not work, then we will not develop it further.ž

Managements’ Insuicient Support of AI Initiatives.We also observed weak loyalty to AI projects among
management. The lack of understanding of how AI functions and the historical context of cybersecurity practices
signiicantly afects the acceptance of AI in this area. Unlike many technologies, which we use in daily life without
fully understanding them, cybersecurity has traditionally relied on rule-based models, which are inherently easier
to comprehend. These models operate on clear, predeined rules that are easy to understand, modify, and predict,
providing a sense of control and transparency. The shift to AI-driven approaches introduces a level of complexity
and opacity that contrasts with the simplicity of rule-based systems. However, the adoption of AI by malicious actors
underscores the necessity for defensive teams to also integrate AI into their operations. This ensures that defenders
can keep pace with attackers who are continually evolving their tactics using advanced technologies. As leader
L1 pointed out: łSimply to be able to keep up with the attackers, we need to start onboarding and using as many new
technologies as we can, so that will deinitely change the way we operate, how we build the detections, but also how
we do the security analysis.ž
Identifying efective use cases for AI in enterprise-level cybersecurity is a challenging task. While academic

research often provides theoretical solutions, these do not always translate seamlessly into practical applications.
Models that generate too many false positives, fail to provide new alerts, or do not operate in real time are often
rejected by security teams. Leader L2 noted: łAlmost every paper that we found on the subject that we were looking
for was useless. Because when they apply it to a large organization, it’s simply much harder to tune it and in many
cases, it turns out that you gotta igure out something on your own from scratch.ž
Participants indicated that top managers often lack a deep understanding of the infrastructure and data

requirements for AI technologies. This knowledge gap can lead to suboptimal decisions regarding technical
infrastructure and resource allocation, placing additional pressure on data scientists and hindering the success of
AI projects.
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The absence of a centralized platform for developing, testing, and deploying AI models adds another layer of
diiculty. Data scientist D3 emphasized: łWith rule-based models, I believe that you can do whatever you want
because we have those detection systems where you can write something simple, and for machine learning models,
you need to invest in the platform.ž Therefore, resource allocation and investment in building such a platform,
which would be a non-trivial undertaking, should be supported by the management at all levels.

Ineicient Business Processes. The efectiveness of AI is highly dependent on data availability. Obtaining data
within the Organization is a signiicant challenge due to data being spread across various departments. łEvery
system that you need to get data from is diferent or [has] diferent data owners and is a gigantic challenge to be able
to get, not even to talk about good quality data,ž data scientist D4 pointed out. This fragmentation also complicates
data integration and consistency. AI models ś particularly those using supervised-learning approaches ś require
labeled data to perform efectively. However, in the ield of cybersecurity, such labeled data is often scarce. łOne
of the biggest challenges for ML in security is the lack of labeled data,ž noted data scientist D2.
Another critical challenge is the quality of the data, which directly afects the performance of AI models. Issues

such as missing data, schema imperfections, and bugs can signiicantly impair model performance. As data
scientist D6 observed: łWhen people create datasets or the data structure in the back-end of the system, for example,
they don’t really think about the analytics side. So, they just create the ield, and they don’t care about the quality,
just capturing data.ž This underscores the importance of strong data governance practices to ensure high data
quality. The absence of well-deined business processes or their ineiciency contributes signiicantly to these
factors.

Unclear business processes can also impede communication and collaboration, leading to tension and eroding trust.
For instance, analyst A1 shared a story about the development of a model where analysts were neither actively
engaged nor properly informed, and how this discouraged them from using it: łWe only got the information that
[the model] was prepared and we didn’t get any details about this project. I mean, what is the reason to create it?
How can it interact with us? I think the [data science] team has some ideas, but they don’t verify with us during the
development. I think that, in some way, this model is a very far project from us. (. . . ) As analysts are treated only as
the side of the project, they don’t know about it.ž
Half of the participants shared that the lack of time is among the biggest challenges that they face when

collaborating on AI projects and their integration into the Organization’s cybersecurity department. Data scientists
mentioned that scheduling meetings with analysts is challenging because of the analysts’ busy schedules. Data
scientist D4 explained: łEveryone is up to their eyeballs in work and priorities (...) so getting their availability is the
hardest.ž Additionally, some analysts work on three shifts, including evenings and nights, which complicates
scheduling further. Analysts who are interested in machine learning and want to participate in these projects
also relected on this issue. Analyst A5 highlighted the challenge of balancing regular tasks with AI project work:
łSo far, it was mostly the time issue, in the context of actually getting some time for this project along with regular
tasks. (. . . ) There wasn’t much time available from our side, even though we really wanted to do it.ž

Data Scientists’ Lack of Domain Knowledge. Participants indicated the complexity of combining highly
specialized cybersecurity knowledge with data science. Data scientist D5 described this: łIf you are doing data
science for a grocery store, you can most of the time understand what’s going on. But if you’re doing machine learning
applied to logs of web servers, you need all these people who deal with web servers and know exactly what is going
on.ž

A lack of domain knowledge among data scientists can result in a focus on incorrect goals or the use of inappropriate
metrics, often leading to unnecessary or unrecognized eforts. łIn some cases, you know, you work on some models for
a long period of time, and then you put in the efort to really making this model do some good things. And this is just
trashed to the side, you know, because it’s generating too many false positives,ž noted data scientist D1. Knowing
when to discontinue the eforts is crucial, especially given the time constraints faced by analysts. Analyst A4
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relected: łThere was sometime when they [the data scientists] produced a lot of additional work for us. (. . . ) Not all
the models worked and brought us good-quality results. So, you want to create something great, but after years, you
inally quit it because the results are bad and there is no possibility to use machine learning in such a way.ž
The diiculty in developing efective AI models directly impacts trust and adoption among cybersecurity pro-

fessionals. Analysts may be hesitant to embrace AI-based solutions, particularly if previous models have not met
expectations. Building trust requires demonstrating the reliability and utility of AI in real-world scenarios. Data
scientist D2, relecting on the challenges faced with an internally developed model, illustrated this point: łThe
model simply wasn’t necessary and wasn’t well-performing. And I think they lost a lot of conidence in us. (. . . ) So I
think it’s really important to be very cautious now because if we again send something, it needs to be really good so
we can have their conidence back. They can know it’s not useless, it’s worth their time.ž

Analysts’ Lack of Understanding of AI and Models’ Output. Many analysts indicated that they do not
understand howmachine learning works, causing them to see ML solutions as łmagicž. This lack of understanding
afects both the implementation of AI solutions and the analysts’ trust in these technologies. Indeed, when analysts
cannot grasp how ML models arrive at their conclusions, it becomes diicult for them to trust these outcomes.
Analysts may feel more conident relying on their own judgment rather than on an AI system they do not fully
understand. This was nicely described by security analysts A4: łI think it’s confusing me. I don’t know what to
analyze (. . . ) so I’m not really conident to work with them [models] because I don’t know how they work exactly.
(. . . ) Maybe I feel more conident with my own analytics to verify all data, and I know cases from my past that we are
looking for something, and when I saw all logs in a table on a screen, I saw here is the problem. (. . . ) I’m pretty sure
that AI is not going to ind it.ž

When analysts understand how AI works, they can better interpret unexpected results. They can identify speciic
reasons for these results instead of assuming that the system is faulty. Data scientist D2 explained: ł. . . and they
[analysts] know how it works, so they’re not surprised if they see a peak in the number of results because they can
think, more or less, well, this is because of this and that. And they are less angry with us when they see more outcomes
and more work for them.ž

Job Security Concerns and Career Path Ambiguity.Many employees fear that AI technologies might replace
their roles or render their skills obsolete. Most participants expressed a general fear about the future of the
security analyst profession. They highlighted that within the Organization’s cybersecurity department, there
is a speciic concern about AI potentially replacing security analysts’ jobs. As we mentioned in Section 4.1, AI
beneits cybersecurity by reducing false positive alerts and automating routine tasks. While this automation will
not eliminate the need for analysts due to the high-stakes nature of the ield, there is a fear that the demand for
security analysts may decrease in the future. This fear was illustrated by analyst A4 saying: łThe day is going
to come when in analytics, some of us will be replaced with AI. That’s it, I would say. Because this is the future,
unfortunately.ž This relects the łimagež and łtraditionž barriers outlined in IRT, where perceived threats to role
identity or career longevity foster resistance to adoption, even when the technology ofers demonstrable beneits.
This statement illustrates that analysts recognize AI’s growing capabilities in the ield and its potential to

outperform humans in certain analytical tasks. The use of the word łunfortunatelyž suggests that while AI’s
integration is seen as a progression, it also raises fears about the potential decrease of human roles in the industry.
This fear creates resistance and scepticism as people worry about their professional future. Analyst A6 shared:
łThey [analysts] are scared about losing their job position. (. . . ) This is the main reason why they don’t want this
technology in cybersecurity. (. . . ) When I speak with people, this is one of their arguments.ž
This aligns with survey results that underscore high anxiety levels about automation [1]. In the context of

this study, this concern leads to negative attitudes toward AI, resulting in a lack of willingness to engage with
these technologies. This phenomenon can be understood through the lens of Innovation Resistance Theory (see
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Section 2.1). In this case, if analysts believe that AI will replace their jobs, it creates psychological discomfort that
makes it diicult for them to trust or cooperate with AI technologies.

4.3 Potential Interventions

Within our study, we have also identiied potential interventions that, based on the experience of our participants,
can mitigate the identiied issues. These recommendations are grounded in both participant experiences and the
sociotechnical systems framework used throughout our analysis, highlighting the interdependence of social and
technical subsystems in successful AI adoption. In this section, we describe these measures.

Education and Training. Our indings suggest that education and training can address two key issues. First,
they can promote a culture of innovation by changing the organizational mindset and creating a more welcoming
environment for AI technologies. Second, they can enhance analysts’ understanding of AI and data scientists’ domain
knowledge, efectively bridging the gap between data science and cybersecurity. Notably, the Cybersecurity Data
Science (CSDS) practice is a new discipline that is currently developing from practical experience rather than being
a purely theoretical or synthetic program. For its success, cross-training and collaborative teaming are essential
components [70]. It is evident that individuals inluence the organization by contributing to the collective skills
and expertise of the workforce. This collective expertise determines how efectively the organization integrates
and leverages new technologies [48]. Empirical evidence supports this view: organizations that implemented
comprehensive training programs focused on efective collaboration with AI ś combining technical integration,
AI-partnership skills, and cognitive load management ś reported signiicantly improved performance outcomes
compared to thosewithminimal training investments [80]. Given this evidence, implementing targeted educational
measures becomes essential. Organizations can:

• Invest in AI fundamentals education
• Organize innovative events
• Provide continuous learning opportunities
• Run serious games

From the empirical analysis, it became apparent how important it is to invest resources in educating cyberse-
curity analysts about AI fundamentals because employees often lack a clear understanding of what AI is and
how it can support their work that was also observed by Zhang and Lee [105]. The interviews revealed that
analysts’ increased knowledge of AI has signiicantly enhanced teamwork dynamics between analysts and data
scientists, improving the communication between them. Data scientist D3 illustrated the last point: łWe know how
to prepare data for the model, how to prepare features for the model because we know what the feature is and why it
is important, and I think for the end-users, who don’t have knowledge around the data science, it’s very diicult to
start thinking which features we could use.ž While participants acknowledge that there is still much progress to be
made, they agree that foundational training is an essential building block of this journey.
Events such as the organized hackathons were also recognized as positive measures, providing several beneits.

First, they encourage creative thinking. Cybersecurity professionals are accustomed to traditional analytical methods,
while hackathons push them out of their comfort zones, challenging them to create innovative machine learning use
cases. Second, it gives participants the chance to collaborate and gain practical experience.Working on hands-on
projects helps them see how machine learning is applied in real-world scenarios, as illustrated by analyst A2: łThe
hackathon was one of the main points of my journey to get into the topic. (. . . ) I had the chance to work with other
people and see how it [machine learning] really works.ž Additionally, they allow participants to experience working
in a team on a data science project based on a use case they create. This breaks the routine way of working and
shows the beneits of close interdisciplinary team collaborations [72]. Hence, we advise organizations to organize
such events, and beneit from their outcomes. Besides hackathons, this can also be achieved through workshops.
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While training, hackathons, and workshops can introduce people to the topic, efective learning occurs through
continuous practical application. This aligns with the educational theory of constructivism, an action-oriented
approach to learning, which states that learners should construct knowledge rather than passively absorb
information [13]. Data scientist D2 highlighted that by saying: łI think in order for a person to learn something,
they need to do something (. . . ), but people don’t have time for that. So, this needs to be something that they do
as a part of their job.ž Among the interviewed analysts, several expressed their interest in learning about the
intersection of machine learning and cybersecurity and building a career in this ield. It is important to identify
such individuals and provide them with opportunities to expand their knowledge and practice. This can be
achieved by limited involvement in AI projects that do not interfere with their regular security tasks. This aligns
with the recommendation about career mentorship.

To bridge the gap between cybersecurity and data science, it can be equally important to provide opportunities for
data scientists to understand the work of security analysts better too. A way to achieve this is through serious games.
Gamiication involves utilizing game-like mechanics, visual elements, and strategic game principles to engage
individuals, encourage participation, enhance learning, and address challenges [43, 49]. In this context, serious
games can simulate real-world cybersecurity scenarios [53, 76], allowing data scientists to understand the basics,
experience the challenges and thought processes involved in cybersecurity analysis. This experiential learning
method can enhance empathy, improve communication, and foster better collaboration between data scientists
and security analysts.

Reward Innovation. Another intervention, which can stimulate employees to be more adaptive and embrace
innovation, is a good rewarding system for innovations. Kerr and Rifkin [50], emphasize that the design of reward
systems plays a crucial role in shaping employee behavior and organizational outcomes. They argue that efective
reward systems align with organizational goals and motivate employees to perform desired behaviors. The
authors highlight that there is no one-size-its-all approach, and if reward systems are implemented wrong, these
can lead to expensive and unwanted outcomes.
Malek et al. [64] study new product development performance and empirically demonstrate that inancial

rewards may negatively impact intrinsic motivation. In contrast, they ind that recognition and social rewards
positively inluence intrinsic motivation. In our study, we discovered that analysts gain a sense of ownership
over the product when they participate in its development process. Their inluence on the development increases
their satisfaction with the inal product and builds trust, as they become partners in the project. Data scientist
D2 illustrated this: łThe more you involve people in developing a product, the more inluence they have on what
they see, the happier they are because they feel they are part of the process, they feel they have something to say.ž
Thus, adjustments to the reward system ś some of which do not involve inancial expenditures at all ś may help
mitigate the undesirable efects.

Improved Feedback Mechanisms. To address the communication gaps due to inefective feedback processes
identiied in our root cause analysis, it is necessary to enhance the feedback mechanisms. Feedback on model
performance is regularly collected during recurring meetings where data scientists, managers, and security
analysts are present. However, data scientists have observed that security analysts tend not to speak up during
these meetings. łI think they are sometimes afraid of telling us that they are not using all of the models,ž said data
scientist D3. Instead, they provide more honest feedback in informal settings, such as small talk.

Our study highlighted a common challenge in many organizations where hierarchical dynamics can stile open and
honest feedback [72]. This relates to the concept of psychological safety, which is the state of feeling secure enough
in a group setting to take interpersonal risks. Essentially, it means that individuals can voice their opinions, seek
assistance, or acknowledge errors without fearing criticism or embarrassment. Psychological safety is crucial for
increasing team efectiveness and improving performance [33]. To improve the current feedback mechanisms,
the following interventions can be implemented:
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• Feedback culture training: Conduct workshops focused on building a culture of open feedback. These
sessions should showcase instances where feedback has led to signiicant improvements, demonstrating
the value of feedback and encouraging more open communication.

• Designated feedback mediator: Appoint designated individuals who can collect feedback from ana-
lysts and present it during meetings. This approach helps ensure that feedback is shared without direct
confrontation and facilitate more honest and constructive communication.

• User feedback modules: If technology permits it, implement feedback modules within AI tools where
users can provide real-time feedback directly within the application.

• Feedback impact communication: Communicate back to users how their feedback has been utilized to
improve the AI models. This transparency can help build trust and show that their input is valued and
acted upon.

Strategic Communication and Alignment. Organizational strategy signiicantly inluences how technology,
including AI, is developed and implemented [48]. Data scientist D4 described the lack of it: łEven though [Name
Redacted] is super great and supportive of us, analytics is still not a big part of their strategy. So, there is no real push
from the top down. They always say, łYeah, you have my full support, we’ll do whatever you need. Just let me know.”,
but that’s not permeated within their teams and their organization.ž

Strategic communication and alignment among senior managers are essential for the successful development and
deployment of AI in cybersecurity. At this hierarchical level, it is crucial to demystify AI and clearly outline the
requirements for its full-scale implementation. Given that senior leaders often lack the time to learn about the
intricacies of AI, it is imperative to communicate these requirements efectively. This can ensure that senior
managers have a comprehensive understanding of what is needed to support and drive AI initiatives, leading to
more informed decision-making and successful integration of AI technologies in the Organization’s cybersecurity
department.

Clear Process Structure. Ineicient business processes related to model development and deployment have
been identiied as another barrier to the successful implementation of AI projects [72]. While the current limited
number of ongoing projects and running models does not present a bottleneck, this issue must be addressed
proactively. If the Organization intends to implement more AI models in the future, ensuring scalability and
eiciency in developing and managing these models will be crucial to avoid potential challenges. To address
this, it is essential to establish a clearer process structure that provides a systematic approach to developing and
deploying AI models.
One practical recommendation emerged from this study is to establish a dedicated sub-team of analysts to

focus on machine learning projects. Data scientist D4 shared: łWhen you start building that network with people
that understand what you do, things kind of snowball and get easier.ž

Transparent Processes and Documentation. The interviews indicated that transparency in AI processes is
essential for building trust and facilitating informed decision-making. According to Lao et al. [54], providing
comprehensive information about AI models can signiicantly enhance their usability and acceptance. The authors
advocate for the use of tools like model cards, fact sheets, and an łAbout Mež tab to ofer detailed insights into
various aspects of the models. These tools should include information on model performance, documentation,
training data, and other relevant details.
The use of model cards has been advocated as a medium to increase transparency among machine learning

developers and users by Mitchell et al. [67]. The authors emphasize the importance of viewing model cards as
one of many transparency tools, such as third-party algorithmic audits (quantitative and qualitative), adversarial
testing, and more inclusive user feedback mechanisms.
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Simplify Explanations. The literature on explainable AI (XAI) is quite limited, particularly when it comes to
explanations that are evaluated with real-world users [100]. It remains an open question how to address the
actual needs of users for understanding AI diagnoses [60]. While the technical ield of XAI has developed multiple
tools to explain AI models (e.g., SHAP, LIME), it is still unclear how to select the best one and translate it into
suitable UX designs [61].

Kim et al. [51] conducted a mixed-methods study with 20 end-users to understand their XAI needs, uses, and
perceptions. They found that users prefer practically useful information that resembles human reasoning rather
than technical system details. Our interview results also support this inding ś in the context of cybersecurity,
simple explanations are more useful. Participants noted that SHAP plots, for example, can be too complex and
time-consuming for analysts to interpret.
Amarasinghe et al. [8] studied the efect of explanations on fraud analysts by using SHAP among other XAI

toolkits and provided a simpliied interface. Analysts were presented with the top 6 features with the highest
absolute importance. The importance values were indicated by colors: green ś for negative importance (no fraud)
and red ś for positive importance (fraud). A similar interface design could be applied to security analysis, where
analysts must decide whether an event is a real threat or not. By providing pairs of feature names and their
importance scores in a clear, color-coded manner, we can make the explanations more accessible and actionable
for cybersecurity analysts.

Career Mentorship. Our indings of the anxiety related to career uncertainties, when AI is introduced into the
workforce, are consistent with existing research [1]. To address these concerns, it is recommended to establish a
career mentorship program that promotes analysts’ collaborative behaviors with AI [52]. The program can focus
on:

• Career pathways: Clearly deine career pathways that incorporate AI-related roles. This clarity can help
alleviate anxiety and demonstrate the organization’s commitment to supporting career growth in the
evolving technological landscape [46].

• Mentorship opportunities: Pair analysts with experienced mentors (i.e., security analysts experienced
with AI) who can guide them through the integration of AI into their work. Mentors can provide insights
into how AI can enhance their roles and help them navigate potential career transitions.

• Early engagement: Engage employees early in their careers by ofering training and development oppor-
tunities related to AI. This approach aligns with recommendations from Kong et al. [52], advising employers
to hire early-career employees and actively train them to work with AI, thereby cultivating a long-term
talent pool.

Note that in the interviews, the leaders from the Organization shared that they are not yet highly concerned
about this issue. This is because developing AI models is relatively new in the department, and only several models
run in production simultaneously. Therefore, while it may seem premature to discuss future careers with analysts
due to the limited integration of AI in cybersecurity practices, research indicates that initial trustworthiness
beliefs, or irst impressions, can have long-term impacts [21]. Trustworthiness beliefs play an essential role in
AI integration as they inluence how willing employees are to adopt and utilize AI technologies. If employees
trust the technology and the organization’s commitment to supporting their career growth alongside AI, they are
more likely to embrace and efectively use AI solutions [52].

5 Discussion

The Role of AI in Cyber. As expected, the interviews highlighted the potential of AI in cybersecurity. These
observations align with the technological optimism outlined in models such as TAM and UTAUT, which highlight
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performance expectancy and perceived usefulness as key drivers of adoption, both of which are relected in our
interview data.

Several factors underscore the necessity of AI in cybersecurity. The rapid advancement of digital technologies
has changed the nature of cyber threats, creating new challenges for organizations around the world. Traditional
cybersecurity measures, once considered suicient, now struggle to contend with the evolving sophistication and
frequency of modern cyberattacks [40].

AI can address these challenges due to its capability to process large amounts of data and identify anomalies,
allowing it to facilitate fast threat detection ś a crucial feature for minimizing damage and mitigating risks. This
capability is particularly important in detecting advanced threats such as ransomware, zero-day exploits, and
insider attacks, which require more proactive and adaptive defense mechanisms. Moreover, AI can enhance
decision-making by providing security analysts with insights and recommendations based on data-driven analysis.
This support is crucial in a ield where timely and informed decisions can prevent extensive damage. AI systems
can prioritize threats, suggest remediation actions, and predict potential outcomes, thereby aiding analysts in
making more efective decisions quickly. While our study hypothesized the beneits of AI for cybersecurity based
on expert opinions, the literature provides concrete evidence that leveraging AI tools can signiicantly strengthen
organizations’ cybersecurity posture (e.g., see Darktrace’s most recent report [30]).

Barriers for Human-Centric AI Implementation. Issues such as data quality, the scarcity of labeled data, and
the complexity of developing suitable AI models are well-documented in the literature as well. Hence, it was
expected that these obstacles would also present signiicant barriers within the context of the Organization’s
cybersecurity operations. However, anticipating these challenges does not diminish their signiicance. Interviews
with data scientists highlighted persistent problems related to data quality, noting that many data structures are
designed at the back-end of applications solely to capture data, often without ensuring its quality.
Implementing efective data governance strategies is a foundational requirement for transitioning to an AI-

driven cybersecurity department. This supports our application of the STS framework, which emphasizes that
technical improvements, such as better data management, must be accompanied by changes to social systems,
including clearer stakeholder roles and a shared understanding of data responsibilities. These strategies should
not only include robust data quality monitoring and auditing processes but also emphasize the importance of
educating stakeholders about the critical role of data in analytics and their responsibilities within this framework.
The inding that AI will serve as a complementary tool rather than a replacement for human analysts is also

consistent with the prevailing view in the ield. Considering the high-stakes environment of cybersecurity, it was
anticipated that participants in this study would hold similar opinions. Despite AI’s signiicant advancements, it
remains susceptible to errors due to technological limitations and the complexity of its (sometimes black-box)
operations. Consequently, human analysts play an indispensable role in mitigating these laws. This highlights
the need for future initiatives to focus on optimizing the collaboration between humans and AI within this
context, rather than concentrating solely on advancing the technology itself. We underscore that even highly
accurate AI systems may face adoption challenges due to complex human factors. The promise of AI cannot be
fully realized if solutions are not designed with human properties and needs in mind. This aligns with the analysis
of our interviews, where human-centric concerns repeatedly surfaced even when discussing technically advanced
systems, conirming the IRT perspective that resistance may stem from rational psychological or functional
barriers rather than simple reluctance.
Our case study highlights the pivotal role of security analysts in AI development for cybersecurity. These

professionals not only identify use cases based on their daily challenges but also assist data scientists in under-
standing data, developing model features, and testing the resulting AI models. Security experts act as both users
and domain experts, making their involvement crucial for the successful adoption of AI in cybersecurity. Ignoring
their role and the human factors associated with it can impede the efective integration and utilization of AI
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tools. Therefore, AI solutions for cybersecurity must be engineered with a clear focus on human-centered design,
ensuring that the needs and expertise of security analysts are integral to the development process. This approach
can enhance the utilization of AI tools and foster trust and acceptance among the workforce, ultimately leading to
more efective cybersecurity practices. These indings validate the assumptions of sociotechnical system theory,
particularly the joint optimization of human and technical systems. In this case, involving analysts directly in
design processes helped bridge the gap between AI capabilities and real-world usability.

Organizational Culture and AI Adoption. Research consistently underscores the signiicant inluence of
organizational culture and senior management support on the adoption of AI technologies. In line with this,
our case study conirmed the critical role of these factors. For example, resistance to change can be a signiicant
barrier to the adoption of new technologies, especially in established organizations where existing practices and
mindsets are deeply ingrained. In this context, strategic alignment from leadership is essential to overcoming these
challenges. This inding reinforces the notion that the journey toward AI integration is not solely a technological
challenge but also a matter of efectively managing people and organizational dynamics.

While some level of anxiety regarding job security is anticipated with the introduction of AI technologies, the
extent to which these concerns and career path ambiguities emerged as signiicant barriers was surprising. This
indicates a deeper level of fear and resistance among security analysts than initially expected, emphasizing the
importance of addressing these concerns proactively to mitigate resistance and foster acceptance of AI within
the workforce. The prominence of these concerns relects barriers consistent with IRT, particularly image and
tradition barriers, where fears about role erosion or reputational impact inhibit willingness to engage with AI
tools. This means that there is a need for organizations to prioritize people-centric strategies alongside technical
solutions. This reinforces the organizational insights derived from the TOE framework, which considers internal
culture and leadership as essential environmental and organizational components inluencing innovation uptake.

In Section 4.3, we proposed career mentorship as a key strategy. To develop these career mentorship programs,
organizations should begin by conducting needs assessments to identify employees’ skills, aspirations, and
concerns related to AI integration. These insights will allow mentorship programs to be customized, providing
targeted guidance and support that addresses the identiied needs. Additionally, implementing pilot programs
can help gather iterative feedback and reine and adapt the mentorship initiatives to ensure alignment with both
organizational objectives and individual goals.
The pronounced lack of trust in AI among security analysts, who often view AI as a łblack boxž, was more

signiicant than anticipated. This distrust implies that the perceived opacity of AI systems is a critical barrier to
their adoption in cybersecurity. Interestingly, compared to similar studies (see Section 2.2), our research uniquely
identiied this issue as a signiicant challenge in the broader adoption of AI in cybersecurity. As detailed in our
root cause analysis, the lack of trust in AI among security analysts is caused by several problems, including the
analysts’ limited understanding of the output of models and AI in general.

Explainable AI. Machine learning models, as a result of their operation, typically only display the inal result of
a calculation. Therefore, to understand how the model arrives at this output, security analysts require some form
of explanation. Despite the availability of well-established methods such as SHAP and LIME, we were somewhat
surprised to ind that security analysts tend to prefer more straightforward and often simpliied explanations
of AI model decisions over more comprehensive technical ones. This inding emphasizes that while tools like
SHAP are valuable for explainable AI (XAI), their complexity can be a barrier for cybersecurity professionals.
Analysts beneit more from simpliied, clear explanations that meet their practical needs, highlighting the need
for user-centered AI explanation development and testing. Supporting our indings, Suh et al. [94] reported that
XAI methods such as SHAP and LIME, are often perceived as confusing by cybersecurity analysts. A potential
solution could be using Large Language Models (LLMs) to translate SHAP outputs into user-friendly narratives.
Ali and Kostakos [5] proposed an intrusion detection system using an LLM-based conversational agent, though
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without user testing to conirm its acceptance. Meanwhile, Zytek et al. [106] demonstrated that LLM-generated
natural language explanations consistently outperformed SHAP plots in a user study, suggesting promise in this
approach. At the same time, we should admit that LLMs can generate inaccurate explanations (łhallucinationsž),
emphasizing the importance of their output through evaluation to ensure the reliability. This need for transparent
and user-friendly explanations underscores TAM’s principle of perceived ease of use, while also pointing to gaps
in perceived behavioral control as described in TPB ś analysts must feel empowered to interpret and act on AI
outputs. This further highlights the need for efective human-AI collaborative solutions.
While it is relatively intuitive that transparency and explanations are essential for building trust, it was less

expected that a lack of understanding of AI would also have a signiicant efect on trust. One argument for
why the lack of knowledge of how AI functions signiicantly afects security analysts’ trust in AI lies in their
work and the historical context of cybersecurity practices. Unlike many technologies used in daily life without
complete understanding, cybersecurity has traditionally relied on rule-based models, which are inherently more
straightforward to comprehend. These models operate on clear, predeined rules that analysts can understand,
modify, and predict, providing a sense of control and transparency. The shift to AI-driven approaches introduces
a level of complexity and opacity that contrasts with the simplicity of rule-based systems. Furthermore, the
high-risk nature of cybersecurity decisions underscores the need for a deeper understanding and trust in the
tools used. Security analysts are responsible for protecting sensitive data and critical infrastructure, and their
decisions can have signiicant and far-reaching implications. When analysts rely on AI tools that they do not
fully understand, they may feel anxious about the potential consequences of their decisions. This anxiety may
stem from the fear of unintended outcomes or missing critical threats due to the łblack boxž nature of AI, where
the decision-making process is not transparent.

Feedback Mechanisms. Unexpectedly, existing feedback mechanisms were found to be often inefective, with
analysts hesitant to provide honest feedback in formal settings. This suggests that current processes for collecting
and integrating user feedback are not efectively fostering open communication, indicating a need for adjustments.
We highlight that these indings emerged through our relexive thematic analysis, which allowed us to surface
nuanced interpersonal, cultural, and organizational dynamics that may be overlooked in more quantitative
approaches.
We observe in our case that cultural diferences play a signiicant role in how feedback is perceived and

delivered [66]. To overcome these communication barriers within multicultural teams, one potential approach is
to organize broader workshops focused on cross-cultural communication and feedback.

While the importance of continuous learning and innovation is well-known, the signiicant positive impact of
events like hackathons on collaboration and practical, hands-on courses was particularly notable. These events
promote creative problem-solving and help demystify AI, making it more approachable and understandable for
analysts. Encouraging such innovative activities can enhance practical engagement with AI technologies.

6 Limitations

Organizational Context. This research is based on a single-case study of a large European organization,
providing in-depth insights into AI adoption within a speciic organizational and cultural context. While this
focus allowed for a detailed exploration of relevant dynamics, the indings may not be fully generalizable to other
organizations, industries, or geographic regions. The speciic organizational culture, structure, and practices of
the studied company can inluence the results, meaning that diferent organizations might face unique challenges
and opportunities not captured in this study.
To increase the generalizability of our indings, future research should consider conducting multiple case

studies across a variety of settings and organizational contexts, such as comparing cybersecurity practices in
small, medium and large enterprises, or examining diferent industries like inance, healthcare, and manufacturing.
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This would help determine whether the indings hold true across diferent types of organizations and sectors.
However, the alignment of our results with those from comparable studies (see Section 2.2) suggests that the
insights gained are likely to be generalizable beyond this immediate context.

Participant Selection and Response Bias. A possible limitation of this study is the selection of participants,
which may have introduced response bias. Response bias arises when the chosen participants do not accurately
represent the broader sample population or the entire industry [82]. In this case, the cybersecurity analysts who
were included in the study were predominantly those who were already involved in AI projects or had some
level of engagement with AI technologies. This selection potentially skews the indings, as these analysts may
hold more favorable views toward AI, given their direct experience and involvement in its implementation. To
mitigate this limitation, the interview questions were designed to encourage participants to relect not only on
their own experiences but also on those of their colleagues. This approach aimed to capture a broader range of
perspectives, helping to balance the potential bias introduced by the participants’ direct involvement with AI.

Sample Size. The study involved 15 participants, which is considered suicient for qualitative analysis [42] and
larger than in some other studies (see Section 2.2). While this sample size allowed for a suicient examination of
key themes, a larger and more diverse sample could provide additional perspectives and capture further nuances.

Qualitative Methodology. This research primarily employed qualitative methods, which are well-suited for
exploring complex, context-speciic phenomena like AI adoption in cybersecurity. While qualitative approaches
provide rich, detailed data, they can also be inluenced by biases such as interviewer inluence and participant
subjectivity.

Incorporatingmixed-method approaches in future studies could strengthen the evidence base by complementing
qualitative insights with quantitative data. This combination would validate the indings through numerical data
and help capture more diverse perspectives by allowing researchers to explore patterns on a larger scale. For
example, while qualitative interviews might uncover nuanced experiences and opinions, quantitative surveys
could reach a broader audience, revealing trends and variations across diferent demographics or organizational
roles.

Time Constraints. The six-month duration of this study provided a snapshot of AI adoption at a particular
moment in time. While this was suicient to capture key dynamics, it may not fully relect the long-term impacts
and evolving nature of AI integration in cybersecurity. Longitudinal studies could build on this research by
ofering deeper insights into how AI adoption inluences organizations over time.

Long-term studies that follow the integration of AI into cybersecurity over several years would provide valuable
insights into how trust and cross-team collaboration evolve, which can be used to design governance frameworks
that ensure AI tools are implemented responsibly, with clear guidelines for transparency, accountability, and
ethical use. These studies could also track the career development of security analysts as AI tools become more
prevalent, providing a clearer picture of the impact on job roles and career trajectories. Understanding the
long-term impact of AI on job roles and collaboration can inform the design of targeted training programs that
address speciic skill gaps and prepare security analysts for the evolving demands of their roles.
Longitudinal insights can provide empirical evidence on how the interaction between social and technical

factors evolves. These can contribute to the reinement of the proposed sociotechnical conceptual model and
the development of generalized frameworks that could be applied to other sectors facing similar AI integration
challenges.

7 Conclusion

We examined the adoption of AI-based tools in cybersecurity within a large international inancial organization
using relexive thematic analysis informed by a Sociotechnical Systems (STS) framework. This approach allowed
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us to jointly assess technical, human, and organizational dimensions as interdependent elements of a complex
ecosystem. By evaluating our indings against established technology adoption models ś TAM, TPB, TOE, UTAUT,
and IRT ś we identiied several intertwined barriers: lack of trust in AI, limited domain knowledge among data sci-
entists, inefective feedback loops, organizational inertia, and job security concerns. Our results demonstrate that
technically sound models alone cannot succeed without alignment across social and organizational subsystems,
which collectively determine the success or failure of AI adoption.

Building on these insights, we proposed targeted interventions such as foundational AI education, mentorship
initiatives, transparent model explanations, feedback system redesign, and strategic alignment between lead-
ership and practitioners. These interventions emphasize the importance of developing AI with cybersecurity
professionals rather than merely for them, reinforcing the value of participatory and human-centered design.
Future research should expand our work by focusing on multi-case studies across industries and organizational
scales, complemented by mixed-method approaches that integrate qualitative and quantitative evidence. Such
studies would help validate and reine these indings, advancing the development of AI systems that are not only
efective but also trusted, adaptive, and resilient within the evolving cybersecurity landscape.
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