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Abstract
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ory Safety through its memory model. With unsafe rust it is possible to opt-out of some
security guaranteesmade by the compiler. However, this comes at the risk of re-introducing
memory bugs.

While various tools already exist for detecting memory errors in (unsafe) Rust, they
are either dynamic or focus on proving the absence of bugs. In this thesis we lay the
foundations for a static analysis for Rust that focuses on proving the presence of bugs
(Under Approximation) instead of their absence (Over Approximation). We show how
we can use a formal framework called incorrectness separation logic (ISL) to show the
presence of memory errors in Rust. We add Rust support to Infer, a static analysis tool
by Meta that uses ISL to prove the presence of bugs. This is done by translating Rust to a
Verification Intermediate Language. Finally, we show that our extension to can be used
to detect memory bugs in Rust such as null pointer dereferences, dangling pointer dereferences
and use after frees.
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Chapter 1

Introduction

Traditional systems programming languages like C and C++ give the programmer a lot of
control on howmemory ismanaged. This, however, introduces risks ofmemory safety issues
when not handled properly such as use after free bugs or dangling pointers. Microsoft estimates
that around 70% of the security issue found are caused by memory safety issues [1].

Rust [22, 41] is a systems programming language that has gained significant popularity
over the past few years, and support for it is nowbeing added to the Linux kernel [32]. Like C
and C++, the Rust language was designed to map directly to hardware, giving users control
over the running time andmemory usage of their programs. “This implies, for example, that
all Rust types can be allocated on the stack and that Rust never requires the use of a garbage
collector or other runtime [23]“.

In contrast to C and C++, Rust allows low-level systems programming while making
guarantees about memory safety, eliminating entire classes of bugs, such as dereferencing in-
valid memory, data races and use after free, without the need for a garbage collector. These
guarantees are achieved by Rust’s borrow checker that enforces a strict ownership and bor-
rowing model at compile time. In Rust, values have only one owner. When ownership is
moved the original variable is invalidated. To be able to reuse values without changing own-
ership, a reference can be created. A reference is similar to a pointer in that it is an address
we can follow to access the data stored at that address; that data is owned by some other
variable. The borrow checker keeps track of ownership and scopes of variables to make sure
references point to valid memories [33].

To see how Rust prevents memory safety bugs, take the example code in Listing 1.1.
When the function is called, memory is allocated on the heap for the string. This memory
should be deallocated when the memory is no longer needed. In C-like languages this needs
to be done manually by the programmer, which can be error-prone. The memory can be
freed too early while it is still needed, causing a use after free bug, or forgotten to be freed,
causing a memory leak.

Listing 1.1: Storing a string on the heap
1 fn heap_string() {
2 let s = String::from("hello");
3 }

Take as another example the code in Listing 1.2, where a pointer to a stack variable is
returned. After the function call, the stack framemaybe already cleanedup or overwritten by
the call to another function. Dereferencing this pointer will then lead to undefined behavior.
Rust keeps track of the scopes of the values and throws a compile error when it detects that
a reference points to a variable that has gone out of scope.

One limitation of Rust is that the Rust Compiler is conservative. It prefers to reject some
valid programs rather than risk accepting some invalid programs. The compiler rejects code
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1. INTRODUCTION

Listing 1.2: A Dangling Pointer prevent by Rust
1 fn foo() {
2 let x = 10;
3 let ptr = &x;
4 return ptr
5 }

if it is not confident enough that the code is correct even though the code stillmight be valid in
respects to Rust’smemory guarantees. With unsafe Rustwith combinationwith rawpointers
it is possible to bypass.

Raw pointers are closer to pointers in languages like C. They are not checked by the bor-
row checker and can be dangling or aliased. Since a raw pointer is not guaranteed to point
to valid memory, it is only possible to dereference them in parts of code that are unsafe. Ad-
ditionally, unsafe Rust allows programmers to interface with external code. It is now up to
the programmer to prevent these bugs by making sure that only pointers that point to valid
memory are dereferenced and additionally that the memory follows the aliasing rules de-
fined by the borrowing model. This is, however, prone to errors. Improperly managing the
memory in unsafe Rust can lead to the exact memory errors Rust is trying to prevent. The
program may then display undefined behavior such as null pointer dereferences, dangling pointer
dereferences and use after frees.

Detecting such undefined behavior in Rust has been the subject of various academic re-
search [34, 4, 3, 21]. For example: Miri is a dynamic analysis tool for detecting undefined
behavior in Rust, and has been integrated into the continuous integration of Rust’s standard
library [34, 17]. Kani is a verifier that can be used to detect correctness of a program and
find some cases of undefined behavior [43]. Rudra is a tool for detecting undefined behavior
in unsafe Rust through the detection of common error-prone patterns [6].

However, these approaches for detecting undefined behavior do come with drawbacks.
Miri can only detect undefined behavior at runtime. Kani requires the creation of a test suite
to write proof guards. And although, in the case of RustBelt, proving correctness is useful,
its limitation is that, similarly to that of the Rust compiler, it is conservative, e.g. it produces
false positives.

Static analysis has had a great impact industry-wide in improving code quality. Its uses
vary from linters that use static analysis to highlight common error patterns in code, to formal
methods that prove properties about the code. One such static analysis tool that is of interest
is Infer. Infer is an abstract interpretation engine for programming languages like C, C++,
Java, and more. It is used within Meta as part of it its Continuous Integration (CI) pipeline
to verify select properties of its projects. has multiple analysis engines. One of the analyzers
is Pulse. It is an interprocedural memory safety analysis to prove the presence of memory
errors such as use-after-free, dangling pointers and null pointer dereferencing [29].

The Pulse analysis is based on incorrectness separation logic (ISL) [30] which is a formal
logic system for proving the presence of memory bugs. It is a combination of incorrectness
logic (IL) [25] and separation logic (SL)[37].

SL is a logical framework based on Hoare logic that facilitates reasoning about the safe
use of computer memory. IL is a logic framework that is used to reason about the presence
of bugs using under-approximation instead of over-approximation.

ISL combines them to prove the presence of memory bugs. In ISL, reasoning is done on
small parts of a program, it only considers the local memory that is used by this component
without considering the state of the whole program. Reasoning will be done only on the
part of the heap a command actually access. This is called local reasoning. It then composes
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those small components together using a procedure called bi-abduction [37]. SL provides
the points to assertion l ÞÑ v which states that a location or pointer l contains the value v [8].

While various research has been done on applying SL to Rust, at this point there has not
been done a lot of research into applying ISL to Rust. In RustBelt [18, 16] SL is used to prove
soundness of the Rust type system, and various standard library functions where checked.
Currently, ISL is extensively used by Meta as parts of its continuous integration to detect
memory errors in languages such as C, and C++.

In this thesis we have taken the first steps towards static analysis of Rust programs using
under-approximation instead of over-approximation. I.e. proving incorrectness (proving the
presence of bugs) instead of correctness (proving the absence of bugs). We identified how
ISL can be used to detect memory errors in (unsafe) Rust and added Rust support to Infer’s
Pulse analysis. To add support to Pulse, we extend with a new frontend that translates Rust
files to an Intermediate Representation (IR) called Textual. The Textual IR can then be used
by Pulse to detect memory errors.

In Figure 1.1 an overview is given of the stages of the static analysis with the contribution
of our the frontend highlighted in green.

Figure 1.1: Translation Steps Memory Bug Detection

In this thesis we investigate how to prove the presence of classical memory bugs such as null pointer
dereferences, dangling pointer dereferences and use after frees with the use of incorrectness separation
logic (ISL) and work towards a static analysis tool for Rust that uses under-approximation instead of

over-approximation

In this thesis the following contributions are made:

• Identify which fragment of Rust can be analyzed with existing ISL;

• Show how current ISL can be used to detect classic memory errors in Rust, such as null
pointer dereferences, dangling pointer dereferences and use after frees;

• Show the current limitations of ISL for Rust;

• A syntactical translation from Rust to Infer’s IR called Textual to detect memory errors
in unsafe Rust, and implementing the translation in Infer;

• Showing the use of this translation by showing examples of errors currently detectable
by our analysis;

In Chapter 2 an introduction to Rust will be given. It will be shown how Rust prevents
certain types of memory errors and show how using unsafe Rust can reintroduce them. In
Chapter 3 an overview of ISL is given, and it is shown how ISL can be used to detect memory
bugs. Chapter 4 is the core chapter of this thesis and gives a high level overview of how
Rust support is added to Infer, and shows how we translate Rust to Infer’s IR Textual. Then
finally in Chapter 5 we will evaluate our analysis by running it on a selection of small Rust
programs.
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Chapter 2

Rust

This chapter gives an introduction to the Rust programming language. In Section 2.1, own-
ership is explained, and it is shown how that is used for automatically cleaning up memory.
Then in section Section 2.2 we show how you can reuse a variable without taking owner-
ship. Section 2.3 talks about the mutability of references and variables. Then in Section 2.4,
we show how the borrowchecker prevents certain memory errors in Rust. In Section 2.5
we show how unsafe Rust can be used to get around of some of the limitations of the bor-
rowchecker followed by showing in Section 2.6 how this can lead to memory errors if not
handled carefully. Then we close this chapter in Section 2.7.1 with an overview of the Rust
compiler.

2.1 Ownership
Ownership is a unique Rust feature that handles how memory is managed. Programs need
to allocate memory to store data and deallocate that data when it is no longer needed so
that other allocations can use that part of memory again. In most low level languages, this
allocation and deallocation needs to be done manually. This can be error-prone and lead to
undefined behavior such as null pointer dereferences, dangling pointer dereferences and use after
frees. Use-after-free-bugs occur when data is deallocated too early. This data can now be over-
written by other parts of the program, which can lead to bugs and security vulnerabilities.

Languages like Java, Python and C# handle memory management by the use of garbage
collectors, allocating and deallocating memory for the programmer automatically. Garbage
collectors run alongside a program to check whether data in memory is still used. When it
detects a piece of data that is no longer used, it will deallocate the data [12].

However, running alongside the program can make affect performance and also make it
hard to predict when exactly memory will be deallocated, which can result in unpredictable
performance drops when the garbage collector decides to clean up the memory.

Rust takes a different approach to memory management. It does not rely on a garbage
collector but instead relies on ownership to detect when memory is no longer being used.
Ownership is defined by the following three rules:

• Each value in Rust has an owner.

• There can only be one owner at the time.

• When the owner goes out of scope, the value will be dropped, and the memory used
by it will be freed.

With the ownership model, the ownership of a value can be transferred by a move. Such
a move occurs when assigning a variable to another variable, when passing a value as an
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2. RUST

argument to a function, or when returning a value from a function. Only when a variable
that has ownership of a value goes out of scope, the value will be dropped and its memory
freed. To show why this is needed, take for example the code in Listing 2.1. On line 2 a
string is created in the current scope. This is done by allocating memory on the heap and
storing a pointer to that data in the variable s. Then on line 3 the current scope ends, and
Rust will automatically free thememory allocated for the string. However, this approach can
give issues if not handled carefully when introducing another variable. Take for example the
code in Listing 2.2. On line 2 there will be again memory allocated for the contents of the
string, then on line 3 we assign the variable s1 to s2. On line 4, both variables go out of
scope. Without an ownership model, it is not immediately clear which of the two variables
need to be dropped. Dropping both s1 and s2 will free the memory allocated for the string
twice leading to a double free bug. The ownership model prevents this bug. When the string
is created the ownership is assigned to s1. When s1 is assigned to s2 on line 3, its ownership
is moved to s2. Now when the scope ends on line 3, only s2 owns the value, and therefore
only s2 needs to be dropped. When ownership is moved the initial variable is invalidated
and cannot be used again.

Listing 2.1: Variable scope
1 {
2 let s = String::from("hello");
3 // s is dropped here
4 }

Listing 2.2: Moving ownership of the string
1 {
2 let s1 = String::from("hello");
3 let s2 = s1
4 // only s2 is dropped here
5 }

Listing 2.3: Invalidating of moved value
1 let s1 = String::from("hello");
2 let s2 = s1; //s1 is moved to s2
3

4 println!("{s1},␣world!"); //error: s1 has moved and is no longer valid

For functions, ownership works similarly, when a value is passed to a function its owner-
ship will move inside that function, and when a value is returned from a function the owner-
ship will move outside the function to the assigned value. This is shown in Listing 2.4 [33].

Listing 2.4: Ownership passed to function
1 fn main() {
2 let s1 = String::from("hello");
3 let s2 = printstring(s1)
4 // Ownership moved to s2 (via function)
5 println!("{s2}␣Bob!")
6 }
7

8 fn printstring(s: String) {
9 println!("{s}␣world!")

10 s // Return s returning ownership
11 }
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2.2. Borrowing

2.2 Borrowing
The limitation with the approach shown in Listing 2.4 is that when a variable is passed to a
function, it needs to be returned in order to reuse it after the function call. It is quite tedious
to have to explicitly return ownership. To avoid this pattern Rust allows one to borrow the
value by creating a reference to it. References allow functions to use values without receiving
ownership of the value. References are similar to pointers in languages like C, in that it is
treated as an address that we can follow to access the data stored at the address. The differ-
ence with raw pointers is that references are guaranteed to always point to valid memory, in
Section 2.4 it will be shown how Rust guarantees this. In Listing 2.5 the code is adjusted to
use a reference instead of taking ownership.

Additionally, it is also possible to create a reference through another reference, this is
called reborrowing. This is useful when a reference is needed to a part of the value instead
of the whole value. Reborrowing is shown in Listing 2.6

Listing 2.5: References
1 fn main() {
2 let s1 = String::from("hello");
3 printstring(&s1)
4 println!("{s1}␣Bob!")
5 }
6

7 fn printstring(s: &String) {
8 println!("{s}␣world!")
9 }

Listing 2.6: Reborrowing
1 let x = 10;
2 let r1 = &x;
3 let r2 = &*r1;

2.3 Mutability
In the examples discussed so far, all the variables declarations are immutable. In Rust vari-
ables are immutable by default. The advantage of this is that values cannot be accidentally
changed. In order to indicate that a variable is mutable the keywordmut can be used. Similar
to variables, references are also immutable by default. However, mutable references can only
borrow mutable variables, and when there is a mutable reference to a value, no other refer-
ences to that value are allowed during the lifetime of the mutable reference. In Section 2.4
it is shown why this is useful. An example of mutable references is given in Listing 2.7. On
line 3 a mutable reference y is created to the mutable variable x, and used to mutate its value.
Since the last use of y is on line 4, it is possible to create another mutable reference later on
line 6. This is only possible since the scope of the two mutable references does not overlap.
In Section 2.5 an example will be given where this is the case.

Listing 2.7: Mutable Variables and references
1 let mut x = 10;
2 x += 1;
3 let y = &mut x;
4 *y += 1;
5 println!("{x}"); //Prints 12

7



2. RUST

6 let z = &mut x;
7 *z += 1;
8 println!("{x}"); //Prints 13

2.4 Borrow Checker
In Section 2.2, it was shown how references can be used to borrow a value without taking
ownership. In this section, the borrow checker is introduced to show how Rust guarantees
that references do not introduce memory errors. In order to prevent memory errors, it is
important that references always point to validmemory. During compile time, Rust’s borrow
checker enforces restrictions on how references can be used.

The borrow checker enforces that references are used properly based on lifetime analysis.
Every reference has a lifetime associatedwith it, which is the scope forwhich that reference is
valid. Lifetimes aremost of the time implicit and inferred byRust. See for example Listing 2.8,
the function foo returns a pointer to a stack variable. After the function call the stack is cleaned
up and the returned pointer will be dangling. The borrow checker detects this and prevents
the program from compiling.

In Section 2.3 it was already mentioned that there can be at most one mutable reference
to some value. The benefit of restricting the amount of mutable references, is that data races
and certain cases of use-after-free bugs are prevented at compile.

An example of how an use-after-free is prevented is shown in Listing 2.9. At line a vector
with 1 elements is created, which stores a list of 3 values on the heap. Then two references
are created, one mutable references to the whole vector, and one reference to the element at
index 2 in the vector. When on line 6 a new vector is assigned through the mutable reference,
the data of the old vector will be deallocated and v2 would point to invalid memory. [33,
39].

Listing 2.8: Example Dangling Reference Prevented by the Rust Compiler
1 fn foo() {
2 let x = 10;
3 let ptr = &x;
4 return ptr
5 }
6

7 fn main() {
8 let ptr = foo();
9 *ptr = 20 // Invalid

10 }

Listing 2.9: Use after Free Prevented by the rust compiler
1 let mut v = vec![0, 1, 2];
2 let vref = &mut v;
3 let v2 = &v[2];
4

5 *vref = vec![4,5, 6];
6 let x = *v2;

2.5 Unsafe
One limitation of Rust is that the compiler is conservative. It prefers to reject some valid
programs rather than risk accepting some invalid programs. The compiler rejects code if it
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2.5. Unsafe

is not confident enough that the code is correct even though the code still might be valid in
respects to Rust’s memory guarantees.

This is where unsafe Rust comes in together with the use of raw pointers. In Rust it is
possible to mark parts of the code as unsafe. In unsafe Rust it is for example possible to:

• dereference a raw pointer,

• call an unsafe function or method,

• access or modify a mutable static variable

Raw pointers are similar to references in that they point to some data on the stack or heap.
However, they differ from references in a few aspects, as they [42]:

• Are allowed to ignore the borrowing rules by having both immutable and mutable
pointers or multiple mutable pointers to the same location.

• Aren’t guaranteed to point to valid memory.

• Are allowed to be null.

Using unsafe Rust does not necessarily mean that the code will cause undefined behav-
ior, the responsibility is only moved from the borrow checker to the programmer. The pro-
grammer must ensure that the program does not cause memory errors. Additionally, it is
still expected that, even though the borrow checker does not enforce it, the borrow model
for aliasing is still followed.There does not yet exist am official formal semantics for what is
considered a violation of the alias model in unsafe Rust. There are two proposed models:
Stacked Borrows and Tree Borrows [19, 44, 42].

To see why unsafe Rust sometimes is needed see Listing 2.10. Here a mutable array is cre-
ated, and twomutable references are created to two different parts of the array. As discussed
in Section 2.4, this does not compile. Although the mutable references are to different parts
of the array, therefore to different values, the borrow checker can’t deduce this and rejects the
code. In Listing 2.11 the same code is given using raw pointers instead of mutable references.
Now it is possible to mutate the values through an unsafe block.

Listing 2.10: Multiple mutable references prevented by the compiler.
1 let mut v = [1, 2, 3];
2 let a = &mut v[0];
3 let b = &mut v[1];
4

5 *a += *b;
6 *b += *a;

Listing 2.11: Multiple mutable references using unsafe Rust.
1 let mut v = [1, 2, 3];
2

3 let a = &raw mut v[0];
4 let b = &raw mut v[1];
5

6 unsafe {
7 *a += *b;
8 *b += *a;
9 }

9
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An additional reason for unsafe Rust is for interfacing with Foreign Function Interface
(FFI) for hardware or other programming languages. If Rust didn’t allow unsafe operations,
it would not be possible to do low-level systems programming, such as directly interacting
with the operating system [42]. Since hardware is inherently unsafe, and external code does
not necessarily follow the Rust guarantees. It is up to the programmer to make sure the
guarantees are held.

2.6 Undefined Behavior
In Section 2.5 it was shown how raw pointers could be used to ”bypass” the borrow checker
andwhy this is sometimes needed. In this section, itwill be shownhowbypassing the borrow
checker in unsafe rust could introduce undefined behavior if not handled carefully.

While Rust does not allow references to be null, it is possible for raw pointers to be null.
This can be useful whenworkingwith performance critical low level data-structures that use
raw pointers. A null pointer then indicates that the value does not exist. Additionally, when
interfacing with FFI for hardware or other languages, pointers passed to and from the FFI
may also be null. When it is not carefully checked that a pointer is null for dereferencing it
can lead to the program to crash. In Listing 2.12 an example is given of a program that panics
when dereferencing a null-pointer.

Listing 2.12: Null pointer dereference.
1 fn main() {
2 let ptr: *const i32 = std::ptr::null();
3 let x = unsafe {*ptr};
4 }

In Section 2.4 it was shown how the borrow checker prevents dangling pointers. In List-
ing 2.13 the same code is given but using raw pointers instead of references. Since the raw
pointers are not checked by the borrow checker, a dangling pointer will be created to the
stack variable.

Listing 2.13: Dangling pointer dereference.
1 fn foo() -> *mut i32 {
2 let mut x = 10;
3 let ptr = &raw mut x;
4 return ptr
5 }
6

7 fn main() {
8 let ptr = foo();
9 unsafe {*ptr = 20} // Invalid

10 }

In Listing 2.14 it is shown how in unsafe Rust a use after free bug occurs when not properly
handling the ownership of variables in combinationwith rawpointers. In the function pointer
a box is created, a box is a kind of pointer for data allocated on the heap. When the variable
that owns the box goes out of scope it will be dropped and thememory allocated on the heap
will be deallocated. In Listing 2.14 a box is created on line 2. Then on line 3, this box is then
reborrowed as a raw pointer and returned. At the end of the function the variable x goes out
of scope and the memory will be freed. Since a raw pointer is returned instead of an owned
value or a reference, the borrow checker does not detect that the pointer outlives the value it
references, therefore the pointer will be dangling.

10
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Listing 2.14: Use after free in unsafe rust
1 fn pointer() -> *const i32 {
2 let x = Box::new(50);
3 &*x //Reborrow as raw pointer
4 ^ drop(x)
5 }
6

7 fn main() {
8 let result = pointer();
9 let undefined = unsafe {*result};

10 }

In Listing 2.15 it is shown how a double (or triple) free bug can occur through the use
of raw pointers. On line 2 a box is created, then on line 3 another box is created contain this
box and its ownership is moved. On line 4 this box is casted to a raw pointer circumventing
and on lines 5 and 6 the pointer is dereferenced through the use of std::ptr::read(ptr) ,
which dereferences a value from pointers without moving the ownership of the value in the
pointer. This results in that b1, b2 and bbox all have ownership of the box created on line 2.

Listing 2.15: Double free in unsafe rust
1 fn main() {
2 let b = Box::new(50);
3 let bbox = Box::new(b);
4 let bptr: *const Box<i32> = &*bbox;
5 let b1 = unsafe { std::ptr::read(bptr) };
6 let b2 = unsafe { std::ptr::read(bptr) };
7 ^ drop(b2)
8 ^ drop(b1)
9 ^ drop(b)

10 }

2.7 Rust Compiler
The Borrow Checker described in Section 2.4 is an important step in the compile process of
Rust programs to guarantee memory safety. It operates on an IR for Rust called Mid-Level
Intermediate Representation (MIR). In this section it will be explained what MIR is, and
shown how rustc the Rust compiler works.

Before arriving atMIR the Rust compiler performs various intermediate steps. After pars-
ing, rustc will lower the Abstract Syntax tree (AST) to High-Level Intermediate Representa-
tion (HIR). HIR is a compiler-friendly representation of the AST. Here the whole program is
type checked and lowered to Typed High Level Intermediate Representation (THIR), which
is similar to HIR but with all type information made explicit. This will then be further low-
ered to MIR, and finally MIR will be lowered to the LLVM IR and passed on to LLVM to
compile to machine code. An overview of this is given in Figure 2.1 [27, 20].

2.7.1 Mid-Level Intermediate Representation (MIR)
MIR is the last IR of Rust before the code is translated into LLVM IR and passed on to LLVM
for machine code generation. In MIR Rust is reduced to a core set of primitives. It makes
all types explicit. transforms method calls into fully quantified function calls. Additionally,
it makes all drops explicit. Control-flow is simplified by modelling MIR as a Control flow
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Figure 2.1: The Rust Compiler

Graph (CFG). This construction makes MIR a popular IR for analysis of Rust programs, and
is used among others by Miri [34], Prusti [28], Kani [43], and Rudra [6].

Internally MIR is represented as a set of data structures that encode a CFG. It is a set
of basic blocks connected by edges, where a block consists of statements. Each block ends
in a terminator that perform a single action, and they define how the blocks are connected.
Control-flow such as loops, if-else statements, and match expressions are represented by the
block and the edges between the blocks.

MIR models the memory of a program with places. A place is either a local variable or a
projection on another place, such as accessing a field of an object or dereferencing a memory
location. Locals variables are memory locations on the stack, such as function arguments
and temporaries, they are identified by a de Bruijn Index. Expressions that produce a value
over places or constant values are known as rvalues. The rvalues are used in statements that
perform a single action over them. Such actions are for example assigning a rvalue to a place
or dropping a rvalue [40, 27].
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Chapter 3

Incorrectness Separation Logic

ISL is a formal framework that facilitates reasoning aboutmutations to computermemory for
proving the presence of bugs. It is a combination of SL and IL. In this chapter we will show
how ISL can be used to detect memory errors in Rust. First in Section 3.1 and Section 3.2 we
will show SL and IL respectively.

3.1 Separation logic
Separation logic (SL) is a mathematical logic framework for reasoning about mutations to
computer memory. It enables scalability by using local reasoning about thememory of small
chunks of programs and then composing the reasoning chunks together.

SL uses a logical connective ˚ called the separating conjunction for logic formulae that are
interpreted over program allocated heaps. The logical formula (A ˚ B) represents a piece
of a program heap, when it can be divided into two independent heaps described by A and
B. In this way the logic framework mirrors that of mutation to computer memory, reasoning
about program commandswork by updating (˚)-conjucts in place. For example, the formula
x ÞÑ y˚y ÞÑ x can be read as two allocated memory cells x and y, where x points to y and y
points to x. Since the heaps are independent, i.e. there is no variable in multiple conjuctions
pointing to different values, updating one of the memory cells won’t have influence of the
other.

SL uses Hoare triples of the form tpreuprogramtpostu, where pre is the precondition and
post is the post condition describing the abstract behavior of a program. Since heaps are
independent we can use the separating conjunction in combination to go from smaller speci-
fications to bigger specifications. This is called the Frame Rule (Equation (3.1)) of SL and is
the key principle of local reasoning in SL. The frame in Equation (3.1) describes the portion
of memory that remains unchanged by executing the program.

tpreuprogramtpostu

$ tpre ˚ frameuprogramtpost ˚ frameu
frame-rule (3.1)

Take for example the specification for a resource that can be open or closed in Equa-
tion (3.2). If there are two resources r1 and r2, and we close the first of them, we can use the
Frame Rule to get from a small specification to a bigger specification [37, 31, 25].

[r ÞÑ open]closeResource(r)[r ÞÑ closed] (3.2)

[r1 ÞÑ open ˚ r2 ÞÑ open]closeResource(r1)[r1 ÞÑ close ˚ r2 ÞÑ open] (3.3)
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3.1.1 Abduction

Abductive Inference in standard logic is the process of finding a missing assumption that
makes an entailment true. For example, given an assumption A and a goal G, abduction
tries to find a missing assumption M that makes the entailment A ^ M $ G true.

Similarly, abductive inference can be used for SL to generate preconditions. Take for ex-
ample a procedure that has a precondition G

def
= A ˚ B, and at the site where G is called the

assertion A holds. This assertion A alone does not match up with the precondition of G, ad-
ditional conditions need to be found such that it matches the given precondition. “Formally
this involves solving the question of the form A ˚ ?? $ G“ [8].

Algorithm 1 Abduce
procedure ABDUCE(∆,H)

Find M such that ∆ ˚ M $ H
return (M)

end procedure

3.1.2 Bi-abduction

Bi-abduction is an extended form of abduction and is the backbone for reasoning in SL. In
addition to synthesizing the missing portion of state, bi-abductionalso synthesizes the left-
over portions of state. This way it automates the logical inference by slowly building the
required pre- and post-conditions for a program. Bi-abduction tries to answer the question
which frame and antiframe make the following question valid:

A ˚ antiframe $ B ˚ frame

The question can be answered by appealing to separate frame inference and abduction
procedures. Bi-abduction first calls regular abduction as described in section 3.1.1 to find a
missing antiframe.

Then it calls a given procedure called Frame. This procedure finds a ”Leftover” heap L.
The procedure must satisfy:

Frame(H0,H1) = L ñ H0 $ H1 ˚ L

The Bi-abduction is given inAlgorithm 2with a Bi-abduction version of the FrameRule given
in Equation (3.4) [8, 37].

[A]C[B]BiaAbd(P,A) = (M,L)

$ [P ˚ M ]C[B ˚ L]
frame-rule-bi-abduction (3.4)

Algorithm 2 Bi-abduction
procedure BIABD(∆,H)

antiframe Ð Abduce(∆,H ˚ true)
frame Ð Frame(∆ ˚ antiframe,H)
return (antiframe, frame)

end procedure
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3.2 Incorrectness logic
In IL under-approximation is used to prove the presence of bugs, in contrast to Hoare Logic
which uses over-approximation to prove the absence of bugs. Similarly to Hoare Logic we
use under approximation triples in the form of [presumption]code[result]. The result is a
subset of all the states that can be reached satisfying the presumption in contrast to Hoare
logic where the post condition would be a superset of the states. “Every state in the result is
reachable from some state in the presumption“ [25].

In IL reasoning can be done by focusing on fewer paths as seen in Equation (3.5). Drop-
ping the disjunction allows of strengthening the post condition, which allows to reason about
each path independently and get two possible specifications for a function [25].

[p]C[q1 _ q2]

$ [p]C[q1]
drop-disjunction (3.5)

3.3 Incorrectness separation logic
ISL combines SL and IL. It uses bi-abduction to proof the presence of bugs in programs.
Similarly to IL, ISL uses under approximation triples in the formof [presumption]code[result].
The original SL is incompatible with local, under-approximate reasoning, and needs to be
extended by adding a negative heap assertions: x ÞÑ/ which states that x has been deallocated.

The use of bi-abduction in ISL is even better suited than in SL. In SL adding a miss-
ing heap using the Frame Rule work only for straight-line code and not across control flow
branches, as there is no guarantee that a safe precondition for one path is safe for the other.
In contrast, in ISL it will check both paths independently and will generate pre- and post-
conditions for both those paths. If one of those paths produces an error it will generate a
post condition with a latent error that is only manifested when its preconditions are met.

Take for example the following c code:

Listing 3.1: Latent error in pulse
1 void null_if_positive(int n, int** p)
2 {
3

4 if (n > 0)
5 {
6 *p = NULL;
7 }
8 }
9

10 void null_dereference(int n, int** p) {
11 null_if_positive(n, p);
12 **p = 42;
13 }

In the function null_if_positive there is a conditional branch on n ą 0. In ISL both
branches will be traversed independently and two pre post conditions will be generated for
the function:

1. [n ą 0 ^ n ÞÑ N ˚ p ÞÑ ´][Ok : n ď 0 ^ n ÞÑ N ˚ p ÞÑ NULL]

2. [n ď 0 ^ n ÞÑ N ˚ p ÞÑ ´][Ok : n ď 0 ^ n ÞÑ N ˚ p ÞÑ ´]

Then in null_dereference the null_if_positive procedure is called, and a value is stored
in the pointer p. The above generated specifications are then used to now generate pre- and
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post-conditions for null_dereference, one ofwhich results in an error because of a null pointer
dereference:

1. [n ą 0 ^ n ÞÑ N ˚ p ÞÑ ´][Err : n ď 0 ^ n ÞÑ N ˚ p ÞÑ NULL]

2. [n ď 0 ^ n ÞÑ N ˚ p ÞÑ v1 ˚ v1 ÞÑ ´][Ok : n ď 0 ^ n ÞÑ N ˚ p ÞÑ v1 ˚ v1 ÞÑ 42]

The error in the first post-condition is a latent error since the error will only manifest
when the procedure is called with the matching pre-condition. The set of ISL triples in pulse
we used is shown in Figure 3.1 [37, 30].

3.4 ISL Proof Rules
This sections shows ISL can be used to detect the memory errors discussed in Section 2.6.
They are of the form [presumption]code[result] as described in Section 3.3.

Listing 3.2 exemplifies how a null pointer dereference can be detected using ISL. The
function std::ptr::null from the Rust standard library is annotated with a summary describing
its functionality (line 1). Calling this function on line 5 results in the abstract program state
described on line 6 which reflects the binding of ptr to the result returned by the function
null. The dereference of ptr in line 7 leads to an null-pointer-derefence detected with ISL by
applying the Load-Null rule, as reflected in the abstract program state at line 8.

Listing 3.2: Null pointer dereference detected with ISL
1 [emp]std :: ptr :: null[Ok : return = null]
2

3 fn main() {
4 [emp]
5 let ptr: *const i32 = std::ptr::null(); (Assign)
6 [Ok : ptr = null]
7 let x = unsafe {*ptr}; (Load Null)
8 [Err : ptr = null]
9 }

In Listing 3.3 it is shown how a use-after-free can be detected. On line 1 a summary of the
pre- and post-conditions of the Rust library function Box::new are given. One line 4 the start
condition is the empty heap. Calling the Box::new on line 5 results in the return value being
assigned to x, showing on line 6 the abstract state were the variable x points to the value
Fifty. The pre-condition will be updated through the Frame Rule. On line 7 the value will be
reborrowed as a raw pointer and is set to be returned at the end of the function. The notation
&* indicates that the value first is dereferenced and then a reference of that value is created.
However, in reality Rust treats this as a direct copy and casts this value from a box type to a
pointer type, this is why it is treated as a Assign instead of a combination Store and Load .
On line 9 the box goes out of scope and its value will be automatically dropped, invalidating
the memory. The function pointer will then have the following pre- and post-conditions.

[emp]pointer()[Ok : return ÞÑ/ ]

Listing 3.4 shows how ISL can detect double frees. On line 1 the pre- and post-conditions
of the std::ptr::read function int the Rust library is given. This function dereferences a
pointer without moving the ownership of the value. This makes the Read rule similar to
that of the Load rule. On line 12 and 14 this function is used to get two owned values to the
box created at line 5. They will therefore both be dropped when their scope ends. On line 17
b2 is dropped invalidating the pointer and consequently with the Cons rule b1 will also be
invalidated leading to the error condition on line 20 by the Free Err rule.
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Listing 3.3: Use after free detected with ISL
1 [emp]Box :: new(e)[Ok : return ÞÑ e] (BoxNew)
2

3 fn pointer() -> *const i32 {
4 [emp]
5 let x = Box::new(50); (Assign) (BoxNew)
6 [Ok : x ÞÑ 50]
7 &*x (Assign)
8 [Ok : x ÞÑ 50 ˚ return = x]
9 ^ drop(x) (Free)

10 [Ok : x ÞÑ/ ˚ return = x] (Cons)
11 [Ok : return ÞÑ/ ˚ return = x]
12 }
13

14 fn main() {
15 [emp]
16 let result = pointer(); (Assign) (Pointer)
17 [Ok : result ÞÑ/ ]
18 let undefined = unsafe {*result}; (Load Err)
19 [Err : result ÞÑ/ ]
20 }

Listing 3.4: Double free detected with ISL
1 [ptr ÞÑ e]std :: ptr :: read(ptr)[Ok : ptr ÞÑ e ˚ return = e] (Read)
2

3 fn main() {
4 [emp]
5 let b = Box::new(50); (Assign) (BoxNew)
6 [Ok : b ÞÑ 50]
7 let bbox = Box::new(b); (Assign) (BoxNew)
8 [Ok : b ÞÑ 50 ˚ bbox ÞÑ b]
9 let bptr: *const Box<i32> = &*bbox; (Assign)

10 [Ok : b ÞÑ 50 ˚ bbox ÞÑ b ˚ bptr = bbox]
11 [Ok : b ÞÑ 50 ˚ bptr ÞÑ b ˚ bptr = bbox] (Cons)
12 let b1 = unsafe { std::ptr::read(bptr) }; (Assign) (Read)
13 [Ok : b ÞÑ 50 ˚ bptr ÞÑ b ˚ bptr = bbox ˚ b1 = b]
14 let b2 = unsafe { std::ptr::read(bptr) }; (Assign) (Read)
15 [Ok : b ÞÑ 50 ˚ bptr ÞÑ b ˚ bptr = bbox ˚ b1 = b ˚ b2 = b]
16 [Ok : b2 ÞÑ 50 ˚ bptr ÞÑ b ˚ bptr = bbox ˚ b1 = b ˚ b2 = b] (Cons)
17 ^ drop(b2) (Free)
18 [Ok : b2 ÞÑ/ ˚ bptr ÞÑ b ˚ bptr = bbox ˚ b1 = b ˚ b2 = b]
19 [Ok : b1 ÞÑ/ ˚ bptr ÞÑ b ˚ bptr = bbox ˚ b1 = b ˚ b2 = b] (Cons)
20 ^ drop(b1) (Free Err)
21 [Err : b1 ÞÑ/ ]
22 ^ drop(b) (Seq)
23 [Err : b1 ÞÑ/ ]
24 }
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[Alloc][x = x1]x = alloc()[x ÞÑ ´]

$ [x ÞÑ e][x] := y[Ok : x ÞÑ y] Store

$ [x = null][x] := y[Err : x = null] Store Null

$ [x ÞÑ/ ][x] := y[Err : x ÞÑ/ ] Store Er

$ [x = x1 ˚ y ÞÑ e]x := [y][Ok : x = e ˚ y ÞÑ e] Load

$ [y = null]x := [y][Err : y = null] Load Null

$ [y ÞÑ/ ]x := [y][Err : y ÞÑ/ ] Load Er

$ [x = x1]x := e[Ok : x = e[x1/x]] Assign

$ [x ÞÑ e]free(x)[Ok : x ÞÑ/ ] Free

$ [x ÞÑ e]free(x)[Err : x ÞÑ/ ] Free Error

$ [x = null]free(x)[Err : x = null] Free Null

p1 ñ p $ [p1]C[ϵ : q1] q ñ q1

$ [p]C[ϵ : q]
Cons

$ [p]C1[Ok : r] [p]C2[ϵ : q]

$ [p]C1;C2[ϵ : q]
Seq Ok

$ [p]C1[Err : q]

$ [p]C1;C2[Err : q]
Seq Err

$ [p]C[ϵ : q]

$ [p ˚ r]C[ϵ : q ˚ r]
Frame

Figure 3.1: Pulse ISL Triples [30]
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Chapter 4

Implementation

This chapter discuses the implementation details together with some of the design decisions
that were made. We start by offering a high overview of the extensions made to Infer. Then
in Section 4.1 we will give an overview of an IR similar to MIR, which we will be using for
translating Rust. In Section 4.2 a will give a brief overview of the grammar of Textual. Finally
in Section 4.3 we will show how we translate the IR to Textual.

To add Rust support for Infer we add a new frontend that translates Rust to Textual. Tex-
tual is a clone of smallfoot intermediate language (SIL). It is designed to be able to bewritten
easily by hand, and requires less redundant information. It is used for writing small unit
tests and models, and is designed to make adding new frontends to Infer easier. Textual is
modeled as a CFG [26].

Section 2.7 showedwhich stages the Rust compiler goes throughwhen translating Rust to
machine code and gives an overview of the IRs in the various stages of the translation. MIR
is the last IR before code generation is passed on the LLVM. It is a popular IR for writing
analyzers. At first sight MIR is also promising for translating Rust to Textual. Both MIR and
Textual are CFGs which makes mapping the constructs in both languages easier.

However, there are some drawbacks when using MIR directly for the translation. Devel-
oping a new tool targeting Rust currently requires a significant work effort to interact with
the Rust compiler. The various IRs in rustc are optimized for speed and efficiency, not ease
of consumption by analysis tools. Instead of providing a complete data-structure that can be
used it provides queries to obtain only part of expression when needed. Program informa-
tion is stored in various representations, sometimes too low-level to be directly usable. For
example, constants in MIR may already be compiled and stored as an array of bytes. Structs
definitions are only stored at HIR level and at MIR level handled the same way as tuples
losing the field name information.

The Charon [14] library address this problem by creating an analysis framework for Rust.
It takes care of the more tedious parts of interfacing with the Rust compiler providing a data
structures that can serve as the foundation of analyzes. “Charon constructs a cleaned-up,
decorated view called Unstructured Low-Level Borrow Calculus (ULLBC)“ [14]. ULLBC is
similar toMIR in that they are both CFGs. The difference is that ULLBC offers contextual and
semantic informationwithout needing to query to the Rust compiler. For example, in ULLBC
constants are simplified, and user defined structs and fieldnames are reconstructed [14].

We add a new frontend Infer called Rust Driver. The frontend takes ULLBC as input
and translate this to Textual. Which will then be used by Infer to generate a bug report. In
Figure 4.1 we give an overview of all the steps we go through when analyzing a rust file with
our contribution highlighted in Green. In Section 4.1 gives an overview of ULLBC and shows
some differences between ULLBC and MIR will be shown. Section 4.2 will give an overview
of the Textual syntax. Then in Section 4.3 we show how ULLBC is translated to Textual by
going through some example translations.
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Figure 4.1: Translation Steps

4.1 ULLBC
ULLBC is a cleaned up version of MIR that offers a more structured semantic view of MIR.
Similar to MIR, ULLBC is represented as a set of data-structures that encode a CFG with
additional information about users types that have been reconstructed.

Listing 4.1 shows an example program of how Charon reconstructs type information.
This program creates a struct that represent a point with an x and y value which are then
assigned to variables. Listing 4.2 show that in MIR the type decoration given at the point of
instantiation, and when accessing its field, the type name information is lost. Additionally,
variable name information has also been lost. Listing 4.3 shows the ULLBC of the same pro-
gram. Here it is shown that the user defined type is included and that the field names are
reconstructed.

Listing 4.1: Example Rust program
1 fn main() {
2 let point = Point {x : 10, y : 20};
3 let x = point.x;
4 let y = point.y;
5 }
6

7 struct Point {
8 x: i32,
9 y: i32

10 }

Listing 4.2: MIR
1 fn main() -> () {
2 let mut _0: ();
3 let _1: Point;
4 let _2: i32;
5 let _3: i32;
6 bb0: {
7 _1 = Point { x: const 10_i32, y: const 20_i32 };
8 _2 = copy (_1.0: i32);
9 _3 = copy (_1.1: i32);

10 return;
11 }
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12 }

Listing 4.3: ULLBC
1 struct Point {
2 x: i32,
3 y: i32,
4 }
5

6 fn main()
7 {
8 let @0: (); // return
9 let point@1: Point; // local

10 let x@2: i32; // local
11 let y@3: i32; // local
12 let @4: (); // anonymous local
13

14 bb0: {
15 point@1 := Point { x: const (10 : i32), y: const (20 : i32) };
16 x@2 := copy ((point@1).x);
17 y@3 := copy ((point@1).y);
18 @0 := ();
19 return;
20 }
21 }

The code in Listing 4.4 shows how Charon reconstruct types for functions with generic
parameters. The function id takes and returns ownership of a value of a generic type. This is
then called with an integer and a character. In Listing 4.5 theMIR of the program is given. In
MIR the type information is given at the function call. However, only one specific instance
of the id function is generated. Listing 4.6 shows how Charon generates type specific imple-
mentations of the id function where all type information is made explicit.

Listing 4.4: Rust
1 fn id<T>(x : T) -> T {
2 x
3 }
4

5 fn main() {
6 let one = id(1);
7 let a = id('a');
8 }

Listing 4.5: MIR
1 fn id(_1: T) -> T {
2 bb0: {
3 _0 = move _1;
4 return;
5 }
6 }
7

8 fn main() -> () {
9 bb0: {
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10 _1 = id::<i32>(const 1_i32) -> [return: bb1, unwind continue];
11 }
12 bb1: {
13 _2 = id::<char>(const 'a') -> [return: bb2, unwind continue];
14 }
15 bb2: {
16 return;
17 }
18 }

Listing 4.6: ULLBC
1 fn main()
2 {
3 ...
4 bb0: {
5 one@1 := id::<i32>(const (1 : i32)) -> bb1
6 }
7 bb1: {
8 a@2 := id::<char>(const (a)) -> bb3
9 }

10 bb3: {
11 @0 := ();
12 return;
13 }
14 }
15

16 fn id::<i32>(@1: i32) -> i32
17 {
18 let @0: i32; // return
19 let x@1: i32; // arg #1
20

21 bb0: {
22 @0 := move (x@1);
23 return;
24 }
25 }
26

27 fn id::<char>(@1: char) -> char
28 {
29 let @0: char; // return
30 let x@1: char; // arg #1
31

32 bb0: {
33 @0 := move (x@1);
34 return;
35 }
36 }

Figure 4.13a describes (a subset of) the ULLBC grammar. Each function in ULLBC is a
set of basic blocks connected by edges, where a block consists of statements. Each block ends
in a terminator that performs a single action, and they define how the blocks are connected.
Variables in ULLBC are defined by a place. A place is either a de Bruijn Index, or a projection
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on another place, such as taking a reference, deference, index or field. The two statements
that are used in the translation are Drop and Assign. The drop statement frees up memory
from heap stored at the location stored in the place. The assign statement p := rv assigns a
rvalue to a place. Rvalues are expressions that produce a value.

4.2 Textual

Textual is the IR used by Infer. Textual is one layer of abstraction above the SIL, the IR on
which Infer’s analysis is executed. The goal of Textual is to make it easier for adding support
of new languages to Infer. Textual and SIL are represented as a CFG. This can be seen in
Textual Figure 4.13b. Textual and SIL differentiate between logical variables, and program
variables. Program variables represent the address on the stack or heap of a variable of the
original program. You cannot take an address of a logical variable, and a program variable
can only be manipulated through its address [26].

A Textual program is a collection of function procedures. Each procedure contains mul-
tiple nodes, and each node contains instructions followed by a terminator. There are two
instructions used in the translation. The let expression id? = e evaluates an expression and
optionally assigns this to a logical variable. The store instruction store e1 Ð e2 takes two
expressions and stores the value of the expression e2 evaluates to at the address where ex-
pression e1 evaluates to.

4.3 Translation Rules

This section shows how ULLBC is translated to Textual. The translation rules are given in
Figure 4.16 through Figure 4.24 with the signatures of the rules given in Figure 4.14. The
translation uses two types contexts. Γlabel is a context that maps block labels in ULLBC to
node labels in Textual. Γplace is a context that maps local variables represented by their de
Bruijn Indices in ULLBC towards a program variable in Textual.

4.3.1 Places

In this section we show how a place is translated from ULLBC to Textual. The full set of
rules for translating places are shown in Figure 4.16. A place in ULLBC is either a variable
represented by a de Bruijn Index, or a projection on another place such as accessing a field of
an object, or dereferencing a pointer. Additionally, ULLBC reconstructs the original variable
names from the Rust program and also includes the type information of the place.

We translate a place to a Textual expression and its Rust type to equivalent Textual type.

Γplace : p ÝÝÝÑ
place

(e, type)

Figure 4.2 gives an example translation fromavariable inRust to a Textual LVar ( Local Place ).
The LVar in Textual correspond to a variable in Rust. However, SIL, and by extension Tex-
tual, uses an indirection in how it handles variables. Instead of directly modifying the values
of variables, they are only handled through its address. The LVar is therefore the address of
a program variable. This is indicated by the & . In Section 4.3.2 and Section 4.3.3 this will be
shown in more detail how this indirection is handled when actually reading and assigning
values to and from variables.
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Rust
1 let x
2

ULLBC
1 x@1
2

Textual
1 &x_1
2

Figure 4.2: Rust Variable to Program Variable

The translation of projections on places is a bit more straight forward, since Textual has
similar constructs for dereferencing, indexing arrays, and accessing fields. We show this
in Figure 4.3 were the translation of dereferencing a variable x shown (Deref Place) . The
equivalent expression is called a Load in Textual and is indicated by square brackets.

Rust
1 *x
2

ULLBC
1 *x@1
2

Textual
1 [&x_1]
2

Figure 4.3: Derefrence to Load expession

4.3.2 Operands

This section describes howULLBC operands are translated to Textual expressions. The rules
for this translation can be found in Figure 4.17. An operand is either a constant value, or a
move or copy of some value stored at a place. We translate an operand to a Textual Expression
and a Textualtype.

Γplace : operand ÝÑ
op

(e, type)

The translation of the constant operand to a constant in Textual ( Constant ) is quite
straightforward, since ULLBC already handled simplifying the constants. This is shown in
Figure 4.4.

Rust
1 10
2

ULLBC
1 const (10 : i32)
2

Textual
1 10:int
2

Figure 4.4: Rust Constant to Textual Const

The translation of the copy and move operands require a bit more care ( Copy, Move ).
In Rust, the move and copy operands are operations on places that make a bitwise copy of
the value stored at the place. However, we cannot directly assign the Textual expression
retrieved from translating the place, due to the indirection of how variables are treated as
Textual discussed in Section 4.3.1. The translated expression is the address where the value
of the Rust program variable is stored. This value can be retrieved by inserting an extra load
instruction. Since the Rust compiler already enforces the proper use of moves and copy, it is
not needed to encode this information again at the Textual level. Figure 4.5 shows an example
program of how an assign instruction with the copy operand is translated to textual. The
assign instruction will be explained in more detail in Section 4.3.3
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Rust
1 let y = x;
2

ULLBC
1 y@2 := copy (x@1);
2

Textual
1 store &y_2 <- [&x_1:int]:int
2

Figure 4.5: Copy to Textual

4.3.3 Statements

This section shows howULLBC statements are translated to Textual instructions. These trans-
lation rules are shown in Figure 4.18 There are two statements in ULLBC that are relevant:
The assign statement and the drop statement.

Γplace : stmt ÝÝÑ
stmt

instr

Figure 4.6 shows a Rust program is shown that sets the variable y to the value of variable x.
Since the types of the variables are primitives it is shown in theULLBC that it copies the value
instead of a move. The assign statement is then translated to a store instruction ( Assign ).
In Textual the left-hand side of a store instruction takes an expression, the expression on
the left-hand side resolves to a value that will be the address where the value of the right-
hand expression is stored. On the first line in Textual, the value 10 is stored at the address
referenced by the program variable &x_1. Then, on the second line, the value stored at the
address is loaded and assigned to be stored at the address of program variable &y_2.

Rust
1 let x = 10;
2 let y = x;
3

ULLBC
1 x@1 := 10;
2 y@2 := copy (x@1);
3

Textual
1 store &x_1 <- 10: int
2 store &y_2 <- [&x_1:int]:int
3

Figure 4.6: Assign to Store

Figure 4.7 shows an example a program that creates a box type. This is an owned pointer
to some value on the heap. How box types are precisely translated will be shown later in
Section 4.3.4. Here we will show how ULLBC makes the drop of this explicit. On line 3 of
the MIR code the implicit drop of box is made explicit. In the Textual we show on line 2 how
this is translated to an equivalent inbuilt function call in Textual ( Drop ).
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Rust
1 let x = Box::new(10);
2 ...
3
4

ULLBC
1 x@1 := @BoxNew<i32>(const (10 : i32))
2 ...
3 drop @x1
4

Textual
1 ...
2 _ = __sil_free([&x_1:*int])
3

Figure 4.7: Drop Statement

4.3.4 Rvalues

Figure 4.19 shows the translation of a rvalue into a textual expression. The rvalues are the
right-hand side of an assign instruction and are expressions that produce a value over some
operand. We already implicitly used the ”use” rvalue in Section 4.3.3, which directly lifts an
operand to a rvalue. We translate ULLBC rvalues to Textual expressions and types.

Γplace : rvalue ÝÝÝÝÑ
rvalue

(e, type)

To see how Unary and Binary operators are translated, see the example in Figure 4.8.
A Unary or Binary operator is an operation over one or two operands respectively. These
are, for example, operations such as addition, subtraction, negations, and logical operations.
Since in Textual Unary and Binary operators are modeled as function calls, to translate it
is needed to find the function name corresponding to the operator and then translate it to
a function call expression. In Figure 4.8 a binary operator is translated to a function call
( BinOp ). First we translate the binary operation to the corresponding function name in Tex-
tual ( Add Int ). Then we translate the operands, which are in this case constants to Textual
constants ( Const ).
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Rust
1 let x = 1 + 2;
2

ULLBC
1 x@1 := const (1 : i32) panic.+ const (2 : i32);
2

Textual
1 store &x_1 <- __sil_plusa_int(1, 2):int
2

Figure 4.8: BinOp Rvalue

References and raw pointers are translated are both translated to Textual pointers. Due to
the indirection of program variables, references can be translated without needing the load
expression since a program variable already is the address of the value. This can be seen on
Line 2 of the Textual code in Figure 4.9. Taking the reference of a variable is her translated to
storing the Lvar &x_1 at &_ptr ( Ref Local ).

Rust
1 let x = 10;
2 let ptr = &x;
3

ULLBC
1 x@1 := const (10 : i32);
2 ptr@2 := &x@1;
3

Textual
1 store &x_1 <- 10:int
2 store &ptr_2 <- &x_1:*int
3

Figure 4.9: Reference Rvalue

4.3.5 Terminators
Figure 4.21 shows how terminators in ULLBC are translated to terminators in Textual. In
both cases a Terminator is the last instruction of a block with either a successor or a return
out of the function. However, there are differences in what kind of instruction is handled as
its own terminator or a separate statement followed by another terminator.

ΓlabelΓplace : terminator ÝÝÝÑ
term

Γ1
label : (instr+, term)

.
It takes as input a context of places and labels, and the ULLBC Terminator. This is then

mapped to a list of Textual instructions and a Textual Terminator.
Figure 4.10 shows how the return terminator is translated to Textual. The assign state-

ment on line 6 and terminator on line 7 in ULLBC shows that a function always implicitly
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returns the variable with a de Bruijn Index of zero. In Textual it is possible to return complex
expressions directly. To translate this call the variable at place zero needs to be translated
to an expression and this will then be returned. Due to the indirection of variables the ex-
pression is surrounded by a load expression ( Return ). In ULLBC a function always return
a value. Functions without a return type specified return a Unit value.

Rust
1 fn twenty() -> i32 {
2 20
3 }
4

ULLBC
1 fn twenty() -> i32
2 {
3 let @0: i32; // return
4
5 bb0: {
6 @0 := const (20 : i32);
7 return;
8 }
9 }

10

Textual
1 define twenty() : int {
2
3 local var_0: int
4
5 #node_0:
6 store &var_0 <- 20:int
7 ret [&var_0:int]
8
9 }

10

Figure 4.10: Return Terminator

In ULLBC a function call is a terminator that contains a lot of information and does mul-
tiple things simultaneously. First, it consists of a name of the function that is being called. It
also contains a place where the result of the function will be stored. It contains the operands
that are passed as arguments to the function, and finally it contains an identifier idx of a suc-
cessor block. To translate it to Textual it needs to be translated to a separate instruction and
terminator ( Call ). This is shown in Figure 4.11. The place, operands, and function name
are translated to a store instruction that assigns the result of the function call to the expres-
sion corresponding with the place. The identifier idx is translated to a node label used in
Textual’s jump terminator.
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Rust
1 fn main() {
2 let x = twenty();
3 let y = x + 1;
4 }
5

ULLBC
1 fn main()
2 {
3 bb0: {
4 x@1 := twenty() -> bb1
5 }
6
7 bb1: {
8 @0 := ();
9 return;

10 }
11 }
12

Textual
1 define main() : void {
2 #node_0:
3 store &x_1 <- twenty()
4 jmp node_1
5
6 #node_1:
7 store &var_0 <- null:void
8 store &var_0 <- null:void
9 ret [&var_0:void]

10 }
11

Figure 4.11: Call Terminator

In Section 4.3.3 we already showed how a drop statement was translated and the trans-
lation of box was introduced. We will now be shown how this box is translated in more
detail. The creation of boxes is done by calling the Box::new function. The translation of
this statement is therefore not different from that of other function calls ( Call ). Instead,
we will now show how we modeled box types and the Box::new function. Currently, the
translation supports boxes for primitives type that use a default allocator. In Rust types can
have custom allocator’s defined for them that handle how memory is allocated on the heap.
For primitives types this is simply reserving somememory on the heap similar to a malloc in
the C language and then storing the value at that location in memory. The challenge is now
in how to translate this to Textual. To support boxes for primitive types a custom function
needs to be defined thatmodels the allocation ofmemory on the heap, stores the value on the
heap ,and returns the pointer to this data. In the translation the Textual model of the BoxNew
function is shown. The function takes a value and then returns a pointer to that value stored
on the heap. On line 6 a call is made to the malloc function built into Textual. This allocates
memory on the heap, and stores the address in pointer. Then on line 7, the value will be
stored on the address stored in the pointer. Finally, on line 8 the pointer will be returned
from the function.
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Rust
1 let x = Box::new(10);
2

ULLBC
1 x@1 := @BoxNew<i32>(const (10 : i32))
2

Textual
1 store &x_1 <- __sil_boxnew(10):*int
2
3 define __sil_boxnew(value : int): *int {
4 local ptr : *int
5 #entry:
6 store &ptr <- __sil_malloc(<int>)
7 store [&ptr] <- value
8 ret [&ptr]
9 }

10

Figure 4.12: Box types

4.3.6 Function Declaration
In this section we show the translation of complete function declarations by revisiting an
example from Chapter 3. We translate a function declaration in ULLBC to a program de-
scription in Textual ( Function ). An ULLBC function consists of:

1. Locals: The user defined variables together with variables for intermediate computa-
tions introduced by MIR. They are places defined by their de Bruijn Index.

2. Blocks: A list of statements followed by a terminator with an identifier.

First we translate all the places and ULLBC types of the local declarations to program vari-
ables and update the context Γplace ( LocalDecl ). This updated context is then used in trans-
lating the blocks to nodes ( Blocks ). The statements are translated to instructions as de-
scribed in Section 4.3.3 and the ULLBC-terminator to Textual terminators and a statement as
described Section 4.3.5.

Listing 4.7: Rust
1 fn pointer() -> *const i32 {
2 let x = Box::new(50);
3 &*x
4 }
5 fn main() {
6 let ptr = pointer();
7 let ub = unsafe {*ptr}; // Error Occurs Here
8 }
9

Listing 4.8: ULLBC
1 fn pointer() -> *const i32
2 {
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3 let @0: *const i32; // return
4 let x@1: Box<i32>; // local
5 let @2: &'_ (i32); // anonymous local
6 bb0: {
7 storage_live(x@1);
8 x@1 := @BoxNew<i32>(const (50 : i32)) -> bb1
9 }

10 bb1: {
11 storage_live(@2);
12 @2 := &*(x@1);
13 @0 := &raw const *(@2);
14 drop x@1;
15 return;
16 }
17 bb2: {
18 unwind_continue;
19 }
20 }
21

22 fn main()
23 {
24 let @0: (); // return
25 let ptr@1: *const i32; // local
26 let ub@2: i32; // local
27 bb0: {
28 ptr@1 := pointer() -> bb1
29 }
30 bb1: {
31 ub@2 := copy (*(ptr@1));
32 @0 := ();
33 return;
34 }
35 }
36

Listing 4.9: Textual
1 define pointer() : *int {
2 local var_0: *int, x_1: *int, var_2: *int
3 #node_0:
4 store &x_1 <- __sil_boxnew(50):*int
5 jmp node_1
6 #node_1:
7 store &var_2 <- [&x_1:*int]:*int
8 store &var_0 <- [&var_2:*int]:*int
9 _ = __sil_free([&x_1:*int])

10 ret [&var_0:*int]
11 }
12

13 define main() : void {
14 local var_0: void, ptr_1: *int, ub_2: int
15 #node_0:
16 store &ptr_1 <- pointer():*int
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17 jmp node_1
18

19 #node_1:
20 store &ub_2 <- [[&ptr_1:*int]:int]:int
21 store &var_0 <- null:void
22 store &var_0 <- null:void
23 ret [&var_0:void]
24 }
25

4.3.7 ISL
In Section 3.4 it was shown how ISL could be used to detect memory errors in Rust. In this
section we show how the ISL-triples can be applied to the Textual translation. In Listing 4.10
a desugared version of the Textual code in Listing 4.9 is shown. This desugaring lifts load
expressions into it’s separate instruction and assigns this value to a logical variable making
the indirection discussed in Section 4.3.1 explicit. This makes sure that every textual instruc-
tion closely relates to a ISL rule. In Listing 4.11, Listing 4.12 and Listing 4.13 it is shown how
the ISL-triples can be used to prove the use-after-free bug. For the sake of readability we leave
usage of the CONS and FRAME rules implicit, and leave the indirection out of the state of the
conjections ([&var ÞÑ var]).

Listing 4.10: Desugared Textual
1

2 define __sil_boxnew(value : int): *int {
3 local ptr : *int
4 #entry:
5 n1 = __sil_malloc(<int>)
6 store &ptr <- n1
7 n2 = load &ptr
8 store n2 <- o
9 ret n1

10 }
11

12 define pointer() : *int {
13 local var_0: *int, x_1: *int, var_2: *int
14 #node_0:
15 n0 = __sil_boxnew(50)
16 store &x_1 <- n0:*int
17 jmp node_1
18

19 #node_1:
20 n1:*int = load &x_1
21 store &var_2 <- n1:*int
22 n2:*int = load &var_2
23 store &var_0 <- n2:*int
24 n3:*int = load &x_1
25 n4 = __sil_free(n3)
26 n5:*int = load &var_0
27 ret n5
28

29 }
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30 define main() : void {
31 local var_0: void, ptr_1: *int, ub_2: int
32 #node_0:
33 n0 = pointer()
34 store &ptr_1 <- n0:*int
35 jmp node_1
36

37 #node_1:
38 n1:*int = load &ptr_1
39 n2:int = load n1
40 store &ub_2 <- n2:int
41 store &var_0 <- null:void
42 n3:void = load &var_0
43 ret n3
44

45 }

Listing 4.11: ISL states for boxnew in Textual
1 [emp]
2 define __sil_boxnew(value : int): *int {
3 [emp]
4 local ptr : *int
5 [&ptr ÞÑ ptr]
6 #entry:
7 n1 = __sil_malloc(<int>) (Alloc)
8 [n1 ÞÑ ´]
9 store &ptr <- n1 (Store)

10 [&ptr ÞÑ n1]
11 n2 = load &ptr (Load)
12 [n2 = n1]
13 store n2 <- value
14 [n2 ÞÑ value]
15 ret n2
16 [return ÞÑ value]
17 }

Listing 4.12: ISL states in Textual
18

19 define pointer() : *int {
20 local var_0: *int, x_1: *int, var_2: *int
21 [&x1 ÞÑ x1]
22 #node_0:
23 [emp]
24 n0 = __sil_boxnew(50)
25 [n0 ÞÑ 50]
26 store &x_1 <- n0:*int
27 [n0 ÞÑ 50 ˚ n0 = x1]
28 jmp node_1
29

30 #node_1:
31 n1:*int = load &x_1
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32 [n0 ÞÑ 50 ˚ n0 = x1 ˚ n1 = x1]
33 store &var_2 <- n1:*int
34 [n0 ÞÑ 50 ˚ n0 = x1 ˚ n1 = x1 ˚ var2 = n1]
35 n2:*int = load &var_2
36 [n0 ÞÑ 50 ˚ n0 = x1 ˚ n1 = x1 ˚ var2 = n1 ˚ n2 = var2]
37 store &var_0 <- n2:*int
38 [n0 ÞÑ 50 ˚ n0 = x1 ˚ n1 = x1 ˚ var2 = n1 ˚ n2 = var2 ˚ var0 = n2]
39 n3:*int = load &x_1
40 [n0 ÞÑ 50 ˚ n0 = x1 ˚ n1 = x1 ˚ ... ˚ n3 = x1]
41 [n3 ÞÑ 50 ˚ n0 = x1 ˚ n1 = x1 ˚ ... ˚ n3 = x1]
42 n4 = __sil_free(n3)
43 [n3 ÞÑ/ ˚ n0 = x1 ˚ n1 = x1 ˚ ... ˚ n3 = x1]
44 n5:*int = load &var_0
45 [n3 ÞÑ/ ˚ n0 = x1 ˚ n1 = x1 ˚ ... ˚ n5 = var0]
46 [n5 ÞÑ/ ˚ n0 = x1 ˚ n1 = x1 ˚ ... ˚ n3 = x1]
47 ret n5
48 [return ÞÑ/ ]
49

50 }

Listing 4.13: ISL states in Textual
51 define main() : void {
52 local var_0: void, ptr_1: *int, ub_2: int
53 #node_0:
54 n0 = pointer()
55 [n0 ÞÑ/ ]
56 store &ptr_1 <- n0:*int
57 [n0 ÞÑ/ ˚ ptr = n0]
58 jmp node_1
59

60 #node_1:
61 n1:*int = load &ptr_1
62 [n0 ÞÑ/ ˚ ptr = n0 ˚ n1 = ptr]
63 [n1 ÞÑ/ ˚ ptr = n0 ˚ n1 = ptr]
64 n2:int = load n1
65 [Err : n1 ÞÑ/ ]
66 store &ub_2 <- n2:int
67 store &var_0 <- null:void
68 n3:void = load &var_0
69 ret n3
70

71 }
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crate ::= ((id : τ)+)+ body+
body ::= id localdecl+ block+

localdecl ::= mut? τ _n
block ::= idx stmt˚ terminator

terminator ::= goto idx
| if o idx1 idx2
| return
| call id o˚ p idx
| drop p idx

stmt ::=| p := rv
| drop p

places Q p ::= _n τ | ˚p τ | p.id τ | p[o] τ
rvalue Q rv ::= op o˚ τ | &p | &mut p | ˚const p | ˚mut p

| o˚

operand Q o ::= copy p | move p | const l τ
locals Q _n
integers Q n
literals Q l

labels Q idx
operators Q op ::= Add | Div | Neg | Eq | ...

τ ::= int | float | uint | bool | char
| ()
| ((id : τ)+)
| (τ+)
| [τ ; n]
| ˚const type
| ˚mut type
| &type
| &mut type
| boxτ

(a) ULLBC syntax

module ::= ((id : type)+)+
procedure+

procedure ::= id locals+ node+
node ::= id instr+ term
locals ::= id type
instr ::= store e Ð e : type?

| id? = e
terminator ::= ret e

| unreachable
| jump (id, e+)+
| if e
then terminator
else terminator

e ::= &lvar
| const n
| e(.id)+
| id(e+)
| [e : type?]
| e[e]

integers Q n
id Q lvar
type ::= int

| float
| null
| void
| ˚type
| (id : type)+
| type[]

(b) Textual syntax

Figure 4.13: Syntax of origin and target language

Γplace : p ÝÝÝÑ
place

(e, type)

Γplace : operand ÝÑ
op

(e, type)

Γplace : rvalue ÝÝÝÑ
rvalue

(e, type)

Γplace : stmt ÝÝÑ
stmt

instr

ΓlabelΓplace : terminator ÝÝÑ
term

Γ1
label : (instr+, term)

τ ÝÝÑ
type

type

op τ ÝÝÑ
call

(id, type)

ΓlabelΓplace : block ÝÝÝÑ
block

Γ1
label : node

ΓlabelΓplace : body ÝÝÝÑ
body

procedure

ΓlabelΓplace : localdecl ÝÝÑ
local

Γ1
place : local

Γlabel : idx ÝÝÝÑ
label

Γ1
label : id

Γplace(_n) = (id)

Γlabel(idx) = id

Figure 4.14: Translation Signatures
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GET LABEL
Γlabel(idx) = id

Γlabel : idx ÝÝÝÑ
label

Γlabel : id

FRESH LABEL
fresh id Γ1

label := [idx Ñ id]Γlabel

Γlabel : idx ÝÝÝÑ
label

Γ1
label : id

Figure 4.15: Contexts

LOCAL PLACE
Γplace(_n) = (id) τ ÝÝÑ

type
type

Γplace : _n τ ÝÝÝÑ
place

(&id, type)

DEREF PLACE
Γplace : p ÝÝÝÑ

place
(e, _) τ ÝÝÑ

type
type

Γplace : ˚p τ ÝÝÝÑ
place

([e], type)

PROJECTION PLACE
Γplace : p ÝÝÝÑ

place
(e, _) τ ÝÝÑ

type
type

Γplace : p.id τ ÝÝÝÑ
place

(e.id, type)

INDEX PLACE
Γplace : p ÝÝÝÑ

place
(e1, _)

Γplace : op ÝÑ
op

(e2, _) τ ÝÝÑ
type

type

Γplace : p[op] τ ÝÝÝÑ
place

(e1[e2], type)

Figure 4.16: Translation Rules Places

CONST
τ ÝÝÑ

type
type

Γplace : const n τ ÝÑ
op

(const n, type)

MOVE
Γplace : p ÝÝÝÑ

place
(e, type)

Γplace : move p ÝÑ
op

([e], type)

COPY
Γplace : p ÝÝÝÑ

place
(e, type)

Γplace : copy p ÝÑ
op

([e], type)

Figure 4.17: Operands

ASSIGN
Γplace : p ÝÝÝÑ

place
(e1, _)

Γplace : rvalue ÝÝÝÑ
rvalue

(e2, type)

Γplace : p := rvalue ÝÝÑ
stmt

store e1 Ð e2 : type

DROP
Γplace : p ÝÝÝÑ

place
(e, _)

Γplace : drop p ÝÝÑ
stmt

free([e])

Figure 4.18: Statements
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UNOP
op τ ÝÝÑ

call
(opcall, type)

Γplace : o ÝÑ
op

(e, _)

Γplace : op o τ ÝÝÝÑ
rvalue

(opcall(e), type)

BINOP
op τ ÝÝÑ

call
(opcall, type)

Γplace : o1 ÝÑ
op

(e1, _)
Γplace : o2 ÝÑ

op
(e2, _)

Γplace : op o1 o2 τ ÝÝÝÑ
rvalue

(opcall(e1, e2), type)

USE
Γplace : o ÝÑ

op
(e, _) τ ÝÝÑ

type
type

Γplace : use o τ ÝÝÝÑ
rvalue

(e, type)

REF LOCAL
Γplace(_n) = (id) τ ÝÝÑ

type
type

Γplace : &_n τ ÝÝÝÑ
rvalue

(&id, type)

REF
Γplace : p ÝÝÝÑ

place
(e, _) τ ÝÝÑ

type
type

Γplace : &p τ ÝÝÝÑ
rvalue

(e, type)

RAW LOCAL
Γplace(_n) = (id) τ ÝÝÑ

type
type

Γplace : ˚const _n τ ÝÝÝÑ
rvalue

(&id, type)

RAW
Γplace : p ÝÝÝÑ

place
(e, _) τ ÝÝÑ

type
type

Γplace : ˚const p τ ÝÝÝÑ
rvalue

(e, type)

Figure 4.19: Translation RValues

ADD INT
Add int ÝÝÑ

call
(__sil_plusa_int, Int)

DIV FLOAT
Div float ÝÝÑ

call
(__sil_divf, F loat)

EQUALITY
Eq _ ÝÝÑ

call
(__sil_eq, Int)

…

Figure 4.20: Translation operators to Function

GOTO
Γlabel : idx ÝÝÝÑ

label
Γ1
label : lbl

ΓlabelΓplace : goto idx ÝÝÑ
term

Γ1
label : ([], jump lbl)

RETURN
Γplace : 0 ÝÝÝÑ

place
(e, _)

ΓlabelΓplace : return ÝÝÑ
term

Γlabel : ([], return [e])

IF ELSE
Γlabel : idx1 ÝÝÝÑ

label
Γ1
label : lbl1 Γ1

label : idx2 ÝÝÝÑ
label

Γ2
label : lbl2 Γplace : o ÝÑ

op
(e, _)

ΓlabelΓplace : if o idx1 idx2 ÝÝÝÑ
term

Γ2
label : ([], if e then jmp lbl1 else jmp lbl2)

CALL
Γlabel : idx ÝÝÝÑ

label
Γ1
label : lbl Γplace : p ÝÝÝÑ

place
(e, _) Γplace : o˚ ÝÑ

op
(e˚, _)

ΓlabelΓplace : call (const idfn) o˚ p idx ÝÝÝÑ
term

Γ1
label : ([store e Ð idfn(e˚)], jump lbl)

Figure 4.21: Terminators
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BLOCK
Γplace : stmt˚ ÝÝÑ

stmt
instrs1 ΓlabelΓplace : terminator ÝÝÝÑ

term
Γ1
label : (instrs2, term)

instrs := instrs1 :: instrs2 Γ1
label : idx ÝÝÝÑ

label
Γ2
label : id

ΓlabelΓplace : idx stmt˚ terminator ÝÝÝÑ
block

Γ2
label : id instrs term

Figure 4.22: Basic Blocks

FUNCTION
ΓlabelΓplace : localdecl+ ÝÝÝÑ

local
Γ1
place : locals+

ΓlabelΓ
1
place : block+ ÝÝÝÑ

block
Γ2
place : node+

ΓlabelΓplace : id localdecl + block+ ÝÝÝÑ
body

id locals+ node+

LOCALDECL
fresh id

τ ÝÝÑ
type

type Γ1
place := [p Ñ (id)]Γplace

ΓlabelΓplace : p τ ÝÝÑ
local

Γ1
place : id type

Figure 4.23: Function

PRIMITIVE
prim ÝÝÑ

type
prim

UNIT
() ÝÝÑ

type
void

RAW POINTER
τ ÝÝÑ

type
type

˚const τ ÝÝÑ
type

˚type

MUTABLE RAW POINTER
τ ÝÝÑ

type
type

˚mut τ ÝÝÑ
type

˚type

REFERENCE
τ ÝÝÑ

type
type

&τ ÝÝÑ
type

˚type

MUTABLE REFERENCE
τ ÝÝÑ

type
type

&mut τ ÝÝÑ
type

˚type

ARRAY
τ ÝÝÑ

type
type

[τ ;n] ÝÝÑ
type

type[]

TUPLE
τ0 ÝÝÑ

type
type0

τ1 ÝÝÑ
type

type1 id0 := 0 id1 := 1

(τ1, τ2) ÝÝÑ
type

(id0 : type0, id1 : type1)

STRUCT
τ0 ÝÝÑ

type
type0 τ1 ÝÝÑ

type
type1

(id0 : τ1, id1 : τ2) ÝÝÑ
type

(id0 : type0, id1 : type1)

BOX
τ ÝÝÑ

type
type τ1 ÝÝÑ

type
type1

box τ ÝÝÑ
type

˚type

Figure 4.24: Types
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Chapter 5

Evaluation

To empirically validate the static-analysis we will run the analyzer to try to answer the fol-
lowing questions:

• RQ1 How common is the subset of Rust we can translate relative to the basic function-
ality of Rust?

• RQ2 What class of memory-errors can the ISL for Rust detect?

• RQ3 To what extent does the ISL-based static analysis agree with what Miri consid-
ers undefined behavior, and how does it compare against Miri with regard to finding
memory errors?

We will evaluate it on three datasets: The Rust by example [15] dataset will be used to
give an indication of how many of the Rust features we currently can translate. A synthetic
dataset was created consisting of 57 sample programs to show how memory errors we are
able to detect. Finally, we run it on a subset of the Miri test suit to see how it compares to the
current baseline tools, and use that to empirically show that our analysis does not produce
false positives.

5.1 Setup
For the evaluation we used the version of Infer at commit 405f202 [10]. The Charon version
used is 0.1.174 [9]which uses rustc 1.95.0-nightly (efc9e1b50 2026-02-06 [35]). In this version
of Infer we call Charon with the following default flags:
--mir=elaborated , --precise-drops , --treat-boxes-as-builtin ,
--reconstruct-fallible-operations

The flags --mir=elaborated and --precise-drops instruct Charon to retrieve the MIR
after drop elaboration. Without those flags, we would get an earlier stage of MIR where
drop’s may be conditional. --treat-boxes-as-builtin gives us detailed type information
for boxes. --reconstruct-fallible-operations tells Charon to model arithmetic without
overflow checks, since this is also how arithmetic operations would be represented when
Rust is translated to machine code 1.

These flags are sufficient for a lot of cases. However, sometimes the translation requires
additional flags, for example:

When handling code that has generic functions, and we need precise type information,
the --monomorphize flag is passed to Charon. This generates type specific instances for func-
tions similar to how the Rust compiler would translate such functions into LLVM. This flag
is not included by default, since the current version of Charon is not able to monomorphize

1In release mode
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5. EVALUATION

everything yet and may panic when trying to translate an unsupported function. The flags
--hide-allocator is includedwhen translating files that are depended on boxes . Finally, we
pass specific --include=function_name flags when needed to also translate files from exter-
nal libraries (e.g. the standard library), since by default the function body is not translated.

5.2 RQ1: Supported Subset of Rust
To get an indication of the Rust features we currently can support we evaluate our translation
on a dataset extracted from Rust by Example [15]. This is a collection of runnable examples
that illustrate various Rust concepts and standard libraries. In total, it contains 332 code-
blocks of Rust program that cover a wide range of rust features an average Rust programmer
would encounter.

5.2.1 Dataset
The program where extracted from the markdown files and included as individual files in
a cargo project. At the root of the cargo project we included a custom println! ( List-
ing 5.1) macro that returns a value of Unit type. This does slightly change the code since
the macro does not expand the passed values to references. Without replacing this macro,
we would be unable to translate all the println statements since they do rely on various
unsupported features such as dyn , and a compiler intrinsic called format_args! that is not
yet supported. From the total 332 programs 222 could be included without causing com-
pilation errors. We run the translation on the 222 supported programs using the following
combination of Charon flags in addition to the default flags described in Section 5.1:

• Default: No additional arguments

• Opaque: --extract-opaque-bodies

• Monomorphized: --monomorphize

• Monomorphized & Opaque: --extract-opaque-bodies --monomorphize

Listing 5.1: println macro
1 const UNIT_TYP : () = ();
2

3 macro_rules! println {
4 () => {};
5 ($fmt:literal $(, $arg:expr)*) => {
6 crate::UNIT_TYP
7 };
8 }

5.2.2 Evaluation of Results
The results of running our translation are shown in Figure 5.1. By default, we can trans-
late 105 of the programs without producing an error. When translating monomorphized
versions this increases to 137 programs. However, using the monomorphized version of the
programs alsomeans that Charon panics on translating 37 programs to ULLBC and timeouts
on 1 program. When we use --extract-opaque-bodies , we can translate 69 programs by de-
fault and 127 programs when monomorphized. Using this flag also extracts functions from
dependencies (e.g. the standard library). Having more functions to translate by extension
leads to a higher chance of encountering features that are not yet supported.
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Default Opaque Monomorphized Monomorphized & Opaque
0

50

100

150

200

Tr
an

sla
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ns

Supported Unsupported Unsupported by Charon Timed out

Figure 5.1: Amount of supported programs from Rust by example supported by our transla-
tion.

For the programs we cannot translate, the majority of them is because of unsupported
drop types. While we do support drops for boxes of primitives types, and support some
drops for compound types such as structs, other use cases of drops are not yet supported.
The reason for this is that what a drop does, depends on the type that is dropped. It may
implement custom drop logic or is reliant on compiler intrinsics that are not yet supported.
Furthermore, when encountering drop in a functionwhere the type is generic we do not have
enough information to know how exactly this needs to be translated.

The Limitations with drops illustrate the more general case for limitations with translat-
ing generic functions. Since there is no explicit type information available yet, it is not always
possible directly translate values depending on the generic directly into an expression. Take
for example the code in Listing 5.2, the function sum is depended on the size of the array, and
the actual value of N is unknown. Similarly, when a generic is depended on a trait method,
it is unknown for which type the method needs to be called.

An overview of some of the supported features and limitations of the translation is given
in Table 5.2.

What We Support Limitations / Future Work
References dyn
Raw Pointers Non-monomorphized generics
Primitives Compiler intrinsincs
Structs Slices
Tuples Advanced Drops
Arrays
Box type for primitives
Functions
Drops (Partially)

Table 5.2: Supported features for translation.
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Listing 5.2: Generic Functions
1 fn sum<const N: usize>(arr: [i32; N]) -> i32 {
2 let mut total = 0;
3 let mut i = 0;
4 while i < N {
5 total += arr[i];
6 i += 1;
7 }
8 total
9 }

5.2.3 Interpretation of Results
Aswehave shown above, the amount of programswe can translate depends onwhether func-
tions are monomorphized and also whether the functions from dependencies are extracted.
By default, we can translate 46% of the programs, when monomorphizing we can translate
62% of the total programs or 74% of the programs that are supported by Charon. Answer
to RQ1: Although in the case of unmomorphized Rust programs the translation is still limited, when
translating monomorphized code we can translate the majority of programs.

5.3 RQ2: Class Of Memory Errors
5.3.1 Dataset
We create a test suite of in total 57 Rust programs to evaluate the analysizer. We run both
Miri on the tests to check whether the tests we created are accurate and run our analyzer
on them to see whether it gives the correct output. I.e, it detects some of the errors that
Miri detects, and does not give any false-positives on the tests that Miri does not detect. The
dataset contains of 4 different categories of tests:

1. 25 programs that do not display undefined behavior.

2. 22 programs were we can detect undefined behavior.

3. 7 programs thatwoulddisplay undefinedbehaviorwhen turning of the borrow checker.

4. 3 programs of errors currently not detected by our analyzer.

5.3.2 Evaluation of Results
The test suits show that we can detect undefined behavior in the form of classical memory er-
rors. The errors the analysis currently can detect are null-pointer-dereferences, dangling-pointer-
dereferences, use-after-lifetime, use-after-free and double-frees. We will now go over some of un-
defined behavior in Rust we currently cannot detect. Rust does however not have a formal
model of its semantics yet, so what is and isn’t considered undefined behavior may change
in the future [7].

Dangling Reference

In Listing 5.3we show the creation of a dangling reference similar to the creation of a dangling
pointer discussed in previous chapters. However, this time the pointer is cast to a reference.
Our analysis can currently detect that when dereferencing the reference, this would be in-
valid since it is dangling. In Rust, however, the behavior is already considered undefined
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when casting the raw pointer to a reference, since this breaks the Rust contract that reference
always should always point to valid memory.

Listing 5.3: Dangling Reference
1 fn dangle() -> *mut i32 {
2 let mut x = 10;
3 let ptr = &raw mut x;
4 ptr
5 }
6

7 fn main() {
8 let ptr : &i32 = unsafe {std::mem::transmute(dangle())}; // UB occurs here
9 let ub = *ptr; // UB is detected here

10 }

Variable Scopes

In Listing 5.4 a dangling pointer is created to a variable inside a scope. At the end of the scope
the lifetime of the variable ends and the value will be dropped. In the case of reference Rust
would detect that the references outlives the value and therefore would not compile. This is
however not the case in when using raw pointers.

Listing 5.4: Variable Scope
1 fn main() {
2 let ptr = {
3 let x = 0;
4 &x as *const i32
5 //lifetime of x ends.
6 };
7 let _ub = unsafe{*ptr};
8 }

Stack Borrow Violation

The following code shows a violation of the stacked borrow semantics. While the program
seems to behave to fine when executed, running Miri on the code produces an error when
executing the program.

Listing 5.5: Variable Scope
1 fn main() {
2 let ptr = freed();
3 let ub = unsafe {*ptr};
4 let b : Box<i32> = unsafe{std::mem::transmute(ptr)};
5 }
6

7 fn freed() -> *const i32 {
8 let x = Box::new(50);
9 let result = (&*x) as *const i32;

10 std::mem::forget(x);
11 result
12 }
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5.3.3 Interpretation of Results
The results show that ISL is useful for detecting classical memory errors in Rust, however to
detect Rust specific undefined behavior the current ISL model would need to be extended
do detect violations of Rust’s memory model. Answer to RQ2: While the ISL analysis for
Rust currently cannot detect undefined behavior arising from violations of its memory model, it does
identify classical memory errors such as null pointer dereferences, dangling pointer dereferences and
use after frees

5.4 RQ3: How does the analysis compare to miri
5.4.1 Dataset
We ran the analyzer on a subset of the Miri test suite (2c90efd32). For this we have chosen
the following two test folders to run our analyzer on: /fail/dangling contains tests for
the detection of classical memory errors. This gives us an indication on the memory errors
we currently can detect and how our analysis compares to Miri in finding memory errors.
Furthermore, we ran the tests on the programs in /pass/ to see whether our analysis does
not provide false-positives. We run the tests suit two times, first without any additional
Charon flags, and secondly with --monomorphize to run the analysis on monomorphized of
the code.

5.4.2 Evaluation of Results
Figure 5.3 and Figure 5.4 show the results of running our analysis on the Miri test bench.
We can detect 7 issues in /fail/dangling . Two memory issues were detected in the /pass/
tests suite, one of them is true-positives of a memory leak issue where the Miri test suit has
disabled the check for these issues ( pass/memleak_ignored.rs ). The other is a warning of a
dereferencing a dangling pointer for a zero-sized object ( pass/zst.rs ). Although, it is not
a false postive in the sense that this state is in reality not reached, it is in Rust not considered
undefined behavior to write and read from a dangling pointer of zero-sized types.

9
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False Negative

Unsupported

Charon Unsupported
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44

111

21 True Positive

True Negative

Unsupported

Charon Unsupported

Figure 5.3: Detected errors and supported features of theMiri test suits /fail/dangling (Left)
and /pass/ (right)
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Unsupported
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Figure 5.4: Detected errors and supported features of theMiri test suits /fail/dangling (Left)
and /pass/ (right) when monomorphizing.
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5.4.3 Interpretation of Results
Miri currently, performs better than our analysis in the types of Rust features it supports.
Additionally, it can detect Rust specific types of undefined behavior currently not supported
by our analysis. A limitation of evaluating against theMiri test suite is that it inherently biases
results toward features Miri supports. In particular, because Miri is a dynamic analyzer, its
tests only surface errors along executed code paths, errors in unexecuted functions would go
undetected. However, the Miri test bench is a good use case for empieracly showing that our
analysis does not produce false positives. Answer to RQ3: We have shown that our analysis
can detect some of the classical memory errors in the Miri test suit but not yet Rust specific type of
undefined behavior. Additionally, it did not produce any false positives on the safe dataset.

5.5 Discussion
Even though currently only a subset of the Rust features are supported, the testing on both
our created dataset and that ofMiri has shown that our analysis already can detect undefined
behavior of various kind of classical memory errors, and it has empirically shown that our
analysis does not report false-positives on our own test suit and on those of Miri.

While we did not find any occurrences of false-positives during testing the code on the
synthetic and Miri dataset there is one specific case where false-positives can occur due to
the interaction of Infer with Charon. Pulse makes optimistic assumptions about calls to un-
known functions. It will scramble the parts of the state reachable from the parameters of
the call. In general, this helps avoid false positives but not in all cases. Take for example the
code in Listing 5.6 where a false-positive is shown. Since in Charon functions from external
libraries by default do not include the function body it can lead to false-positives in some
cases. The code in Listing 5.7 will give a memory leak error unless the following flags are
passed through Charon: --include=core::mem::drop --monomorphize .

Listing 5.6: False Postive in Pulse [29]
1 void false_positive(int *x) {
2 unknown(x); // this sets *x to 5
3 if (x != 5) {
4 // unreachable
5 int* p = NULL;
6 *p = 42; // false positive reported here
7 }
8 }

Listing 5.7: False Postive in Pulse in Rust
1 fn main() {
2 let b = Box::new(10);
3 core::mem::drop(b);
4 }
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Chapter 6

Related work

In this chapter we will discuss the related work, and discuss some other tools used to detect
undefined behavior in Rust.

6.1 Rustc Librarification Project Group
The representation from MIR can quite differ from version to version. Similar to Charon the
Rustc Librarification Project intends to provide a stable Application Programming Interface
(API) to interact with the Rust compiler. In contrast to Charon it is not a stand-alone Rust
driver but instead designed as a thinwrapper over compiler internals towrite your own rustc
drivers. As such, it does not intend to clean up the representation of MIR as Charon does
[14, 36].

6.2 Aeneas
AeneasVerif is the organization that maintains Charon. Besides Charon they also maintain
several other projects for the verification of Rust programs. Eurydice is a Rust to C compiler.
It’s purpose is to provide a backwards-compatibility story as the verification ecosystem grad-
ually transitions to Rust Aeneas is a verification toolchain for Rust programs. It translates
Rust programs to several verification backends, including F*, Coq, HOL4 and Lean, which
can be used to prove properties of Rust programs. Both projects use Charon for their trans-
lation from Rust [2].

6.3 Prusti
Prusti [3, 28, 11] is a software verification tool for verifying correctness of Rust programs.
Prusti can detected correctness when provided with user defined annotations. Prusti en-
codes Rust and user annotations in Viper. Viper’s logic is based on Dynamic Frames, which
is a close relative of SL. Dynamic frames additionally allow the incorporation of heap de-
pendent logic assertions. Assertions called accessibility predicates, written as acc(e.f) , are
used to denote the exclusive field permission for the field f of the object denoted by e.

6.4 Kani
The Kani Rust Verifier is a bit-precise model checker for Rust. It can analyze Rust programs
by creating test harnesses for function and providing it with a non-deterministic input. It
can automatically checks for many kinds of undefined behavior and correctness properties
by encoding them as Boolean Satisfiability Problem (SMT) and acSAT problems [24, 13].
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6.5 Separation logic for Rust - Synthetic Ownership Logic
RusSOL is a tool for automatically synthesizing Rust programs from functional correctness
specifications. It integrates Synthetic Ownership Logic (SOL) which is a variant of SL that
incorporates Rust borrow and lifetime semantics. In SOL a heap is modeled as Locations that
point to value and permissions: Loc ÞÑ (0, 1] ˆ V al. A full permission p = 1 allows write
access whereas a permission 0 ă p ă 1 only allows read access. It additionally also models
references by adding lifetime annotations to the heap representation. Variable of a reference
type type &'a mut T are represented as a special kind of binding: y ÞÑ

1a T where ’a denotes
the lifetime reference. Then every value in the heap is annotated with a blocking set that
indicates the lifetimes of references that have borrowed from this variable [11].

6.6 Miri
Miri is an undefined-behaviour detection tool that can be used to checkwhether codewritten
in unsafe Rust is actually safe. It is a dynamic tool which works at runtime in contrast to
the borrow checker that works on compile time. Miri runs the code on a test suite to check
whether it violates Rust safety guarantees. However, sinceMiri is dynamic, it will only check
correctness of the parts of a program that are actually executed by the test suite [42]. Miri is
maintained by the Rust-lang organization and is used as part of their CI.

6.7 Soteria
Soteria, is anOCaml library forwriting Symbolic Execution (SE) engines in a functional style.
It enables developers to construct SE engines that operate directly over source-language
semantics, offering configurability, compositional reasoning, and ease of implementation.
Two such SE engines are: the first Rust SE engine supporting Tree Borrows and Soteriarust
and SoteriaC a compositional SE engine for C. Soteriarust offers compatibility with Kani’s
proof harnesses. Support for adding compositional analysis to Rust is currently a work in
progress [5, 38].
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Chapter 7

Conclusion

In this thesis we have shown how ISL can be used to detect memory errors. We have iden-
tified the fragment of memory bugs in Rust that can be detected using current ISL, and ex-
tended Infer with Rust support. While for now, only a subset of Rust features are supported
we can already detect various kind of classical memory errors, and empirically showed that
our analysis did not result in any false positives.

7.1 Future Work

To realize the full potential for detecting undefined behavior, first, we have to expand the
translation to support a larger subset of Rust features, and, secondly, extend Infer to support
analysis for Rust specific undefined behavior.

7.1.1 Translation

Our current translation already has support for important Rust features. Beside the basic op-
erations such as control flow and binary/unary operations we support the use of raw point-
ers and references, although it currently does not make a distinction between the two. It
supports boxes for primitive types, basic data-structures such as structs, and tuples. Addi-
tionaly, it has rudimentary support for enum types and error handling.

As was shown in Section 5.2, when using monomorphized functions we can translate
more functions than without. However, being able to analysis functions with is useful when
analyzing data structures and methods in, for example, a library.

Currently we have special handling for Box types, to support other special pointer types
such as Rc, Arc, support need to be added for the UnsafeCell Primitive in Rust. In general
more support need to be added for more compiler intrinsics including, but not limited to,
functions such as const fn size_of<T>() and Global allocator functions as exchange_malloc .

dyn traits types are currently not supported, andmonomorphized versions of dyn traits
are currently still a work in progress in Charon.

One big feature of rust currently not supported by our translation are slices. Adding
support for the slice type would be to treat the slice as a fat pointer, for example by treating
it as a struct with a pointer field and size metadata. However, at the ULLBC level creating
a slice is not a built-in operation, but a function call of a trait method from Index . This call
goes several layers deep. It handles bound checking, error handling, dynamic trait resolution,
and calls to compiler intrinsic, which would need to be supported before the slice expression
would be supported. Boxes are currently modeled for primitive types, this can be expanded
to when more compiler intrinsics are implemented to support more types in general.
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7.1.2 Analysis
In Section 5.3 we have shown a few cases of undefined behavior in Rust currently not de-
tectable by our analysis. To detect some of these kinds of undefined behavior, Infer’s ISL
would need to be expanded with support for stack borrow semantics [19] or tree borrow
semantics [44].
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Acronyms

SL separation logic

IL incorrectness logic

ISL incorrectness separation logic

SIL smallfoot intermediate language

SOL Synthetic Ownership Logic

CI Continuous Integration

IR Intermediate Representation

CFG Control flow Graph

MIR Mid-Level Intermediate Representation

ULLBC Unstructured Low-Level Borrow Calculus

AST Abstract Syntax tree

HIR High-Level Intermediate Representation

FFI Foreign Function Interface

THIR Typed High Level Intermediate Representation

API Application Programming Interface

SAT Satisfiability Modulo Theories

SMT Boolean Satisfiability Problem

SE Symbolic Execution
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