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Navigating Through
the Unknowns-Organizational Readiness

Assessment Model for Quantum-Safe Transition

Ini Kong(B) , Marijn Janssen , and Nitesh Bharosa

Delft University of Technology, 2628BX Delft, The Netherlands
{i.kong,m.f.w.h.a.janssen,n.bharosa}@tudelft.nl

Abstract. When implementing and adopting new technologies, knowing the level
of organizational readiness is crucial. By assessing the readiness levels, organi-
zations can focus on areas with low readiness levels and prepare for the change
processes. Due to the increasing vulnerabilities presented by the advancement of
quantum computing technology, today’s widely used cryptographic algorithms
and encryption methods need to be modified with quantum-safe (QS) ones. How-
ever, organizations currently lack tools to understand the complexity of imple-
menting and adopting QS technology, and there is no readiness assessment model
available in the context of QS transition. By including different dimensions that
organizations should consider when implementing and adopting QS technology,
we develop an organizational readiness assessment model for QS transition. The
dimensions used in the model include collaboration, governance, policy & reg-
ulation, awareness, QS solution standards, hybrid QS solutions, cryptographic
agility strategies and knowledge on QS transition. While the organizational readi-
ness assessment model with different dimensions shows the complexity involved
in implementing and adopting QS technology, it acts as a guidance tool for
organizations to navigate and prepare for uncertainties surrounding QS transition.

Keywords: Quantum-safe · Transition · Organizational Readiness · Assessment

1 Introduction

Today’s widely used cryptographic algorithms and encryption methods (e.g., Rivest-
Shamir-Adleman (RSA), Diffie-Hellmann key exchange (DHKE), and Elliptic Curve
Cryptography (ECC)) that critical infrastructures depend on for digital communica-
tion and information sharing will be broken once powerful enough quantum computers
become available [1, 2]. As the topic of quantum threats raises alarming concerns, transi-
tioning to a quantum-safe (QS) future is fueled by an ongoing standardization process of
QS solution algorithms using PostQuantumCryptography (PQC) [3, 4].Many initiatives
are being addressed to support modifying existing infrastructures with QS solutions. In
Europe, guideline manuals for QS transition have been published by the German Federal
Office for Information Security and the Dutch General Intelligence and Security Service
[5–8]. Recently, theDutch government set up theQuantumSecure Cryptography Empire
(QvC-Rijk) to provide better preparatory steps for QS transition [9].
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While standardization is expected to be completed in 2024, implementation and
adoption challenges of QS algorithms remain challenging. It is uncertain which QS
technology will be implemented and adopted in the existing infrastructures, and organi-
zations cannot make decisions on their own due to complex technological interdepen-
dencies [10, 11]. Despite uncertainties surrounding the direction of the QS transition,
organizationsmay still be held responsible for becoming quantum-safe. According to the
NIS 2 Directive, organizations will need to comply with stricter EU-wide requirements
to improve their network security and information systems [7]. It would be inevitable
for an organization to modify its existing infrastructures and prepare against quantum
threats. When the moment arrives for QS transition, organizations need to be ready
to move to QS future with the ecosystem. However, organizations currently lack tools
to understand the complexity of implementing and adopting QS technology, and no
readiness assessment model is available for QS transition.

The following research questions have been formulated to address these gaps:

RQ 1. What are the different dimensions in the organizational readiness assessment
model for QS transition?
RQ 2. What are the different readiness levels that we can expect for QS transition?

By addressing the above research questions, this paper develops a readiness assess-
ment model and identifies a list of dimensions that can address transition challenges
that hinder organizations when implementing and adopting QS technology. The paper
is structured as follows: Section 2 presents a background on the concept of readiness
assessment and QS transition. Section 3 discusses the research approach and section
four provides the readiness assessment model for QS transition and further extends the
discussions in Sect. 5. Finally, Sect. 6 concludes with an overview of directions for future
research.

2 Background

2.1 Concept of Readiness Assessment

While successful integration with evolving technology provides organizations with
opportunities for growth and innovation, modifying existing infrastructures for imple-
menting and adopting new technologies can be a complex task [12, 13]. From interop-
erability, governance, resources, and management, there is a need to understand various
dimensions thatmake up the core elements in the facilitation of existing systems [14, 15].
By recognizing a state of readiness, organizations are able to check whether or not they
have the ability to adopt and utilize new technologies [16, 17]. In doing so, organizations
can prepare and navigate their processes in accordance with their readiness levels [18,
19].

The concept of readiness has been embedded in various academic disciplines, includ-
ing but not limited to education, healthcare, sustainability, management and so on [20–
23]. The term readiness is a broad multi-level construct which can be present at the
individual, group, department, or organizational level [24]. While some literature dis-
cusses readiness on themicro level, which focuses on individuals, other literature focuses
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on the meso level in groups and the macro level, which examines factors at an organi-
zational level [24, 25]. Although we recognize the combination of different levels of
readiness, this paper focuses on a macro level and uses organization as a unit of analysis.

Among practitioners, Technology Readiness Level (TRL), which was introduced by
the National Aeronautics and Space Administration (NASA) in the 1970s, is widely
used to assess the maturity of technologies (Sadin, Povinelli & Rosen, 1989; Straub,
2015). There are also other types of readiness levels, such as Readiness Level (IRL),
Regulatory Readiness Level (RRL) and Market Readiness Level (MRL) [26–29]. While
the roots of different readiness levels come from diverse fields, these readiness levels are
used alongside the TRL to extend understanding and provide insights into the readiness
of new technologies [30].

Moreover, from evaluating the compatibility of the existing systems to managing
social aspects of transition (e.g., raising a sense of urgency, communicating with stake-
holders and providing necessary skill training and knowledge for employees), there are
various dimensions that organizations use to assess the readiness levels [31–35]. How-
ever, knowing what needs to be assessed is context-dependent, and there is no consensus
regarding its definition, the level of analysis, or the dimensions used tomeasure readiness
levels.

Furthermore, there is a lack of research on organizational readiness in the context
of QS transition, and there is no organizational readiness assessment model available.
Likewise, what needs to be assessed when implementing and adopting QS technology
has not yet been identified. Since the topic of QS transition is new, details of which
dimensions need to be included in the organizational readiness assessment need to be
examined. By doing so, a readiness assessment model can better guide organizations to
address challenges that hinder the implementation and adoption of QS technology and
act as a communication instrument to prepare for QS transition.

2.2 Readiness for Quantum-Safe Transition

Due to the computation power of quantum computers, their ability to solve complex
problems introduces security threats (e.g., using Shor’s algorithms) [36]. This means
that the cryptographic algorithms and encryption methods that critical infrastructures
depend on for secure digital communication and information sharing can potentially
break and no longer be reliable. Even today, store now decrypt later attack can occur
for data that needs a long-term protection [37, 38]. Although data cannot be decrypted
without a quantum computer, data can still be harvested, stored and decrypted once
quantum computers become available.

As the topic of quantum-safe (QS) future offers new solution areas to protect against
quantum threats, the idea of modifying current cryptographic algorithms and encryption
methods in the existing infrastructures with ones that are quantum-safe (QS) remains
complex [39, 40]. Due to the increasing dependencies on secure digital communication
and information exchange, the technical interdependencies with multiple actors allow
the facilitation of the existing infrastructures (e.g., standardization bodies, regulatory
bodies, service providers, hardware and software vendors, end users) [41–44].
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Moreover, the ongoing standardization process ofQS solution algorithms is expected
to be completed in 2024 [3, 4]. As the standardizations become ready, the technical solu-
tion components of QS cryptographic algorithms may need to be validated through test-
ing. However, at the time of writing, organizations do not know yet which QS solutions
will be accepted in software and hardware components and when these new products
will become available. Many technical uncertainties signal that the development of QS
technology is unknown. For organizations, preparation forQS transition remains difficult
without much clarity.

From international laws and national regulations to technical standards and proto-
cols, existing critical infrastructures are highly regulated [45–48]. The recent develop-
ment of the NIS 2 Directive from its initial EU cybersecurity directive (NIS) introduces
stricter EU-wide requirements to improve network security and information systems
[49]. The ongoing discussions on the EU Cyber Solidarity Act also aim to strengthen
cyber resilience [50]. Since non-compliance may lead to negative repercussions, orga-
nizations need to be legally obligated to implement appropriate measures to prepare for
potential security threats.

With the development of QS technology occurring in parallel, organizationsmay still
be held responsible for preparing and becoming quantum-safe. However, modifying the
existing infrastructure is by no means a simple task. Due to technical interdependencies
that are inherent to the existing infrastructures, organizations cannot rush QS transition
[51–53]. Without considering interoperability and backward compatibility, any disrup-
tions can result in additional issues in data security and affect the business processes of
organizations. As organizations are looking for ways to become QS-ready, it is crucial
that they assess their readiness levels to navigate the development of QS technology and
prepare for QS transition.

3 Research Methodology

To develop an organizational readiness assessment model, we used a literature review,
expert interviews and a series of workshops. Figure 1 shows the flow diagram of the
steps taken to develop the model.

Fig. 1. Flow diagram of steps taken to develop the model
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3.1 Systematic Literature Review and Expert Interviews: List of Quantum-Safe
Transition Challenges

Weconducted a Systematic Literature Review (SLR) to identifyQS transition challenges
that organizations may encounter when modifying their existing infrastructures. The
literaturewas identified using keywords such as “post-quantumcryptography challenge,”
“quantum-safe cryptography challenge,” and “quantum-safe transition challenge” on
Google Scholar, Mendeley, ScienceDirect, Scopus, and SpringerLink. From the initial
2266 articles, we chose 154 articles after screening the title and abstract of each paper
and excluded 19 duplicate articles. The remaining 135 articles were read, and 93 articles
were excluded as irrelevant. As a result, 42 articles were selected for the review.

After evaluating the 42 articles, we identified the list of QS transition challenges.
Then, we conducted expert interviews to extend the literature and refine the list of
challenges. By validating the results with experts and practitioners, we gain deeper
insights into the topic of QS transition and the practical implications of our findings
[11]. We used purposive sampling and conducted interviews with 12 industry experts
and practitioners in the Netherlands. There were four experts from government agencies,
one expert from a bank, two experts from research institutes, one expert from the tax
office, two experts from software companies and one expert from a service provider.
The respondents were involved in Dutch critical information infrastructure and had
prior knowledge of the topic of QS transition.

3.2 Workshops: Dimension Identification and Readiness Assessment Model
Development

We conducted Workshop 1 to Workshop 4 (see Table 1) with organizations to identify
dimensions that were relevant to QS transition. By extending the discussion at work-
shops, we gained a common understanding of dimensions that organizationsmay need to
consider when implementing and adopting QS technology [54]. After a series of work-
shops, the finalized list of dimensions was used to develop the organizational readiness
model for QS transition. We conducted Workshop 5 to Workshop 8 (see Table 1) to
gather feedback on the organizational readiness assessment model. The participants of
theworkshops had either a prior technical background or knowledge and experience from
industry, government, or academia. The participants provided feedback on the details of
the model and discussed whether the list of dimensions in the organizational readiness
assessment model for QS transition was relevant. They also examined the usability of the
readiness assessment model and checked for any missing information on the topic. The
results have been synthesized to further revise the organizational readiness assessment
model for QS transition.



Navigating Through the Unknowns-Organizational Readiness 443

Table 1. List of Workshops conducted

# of Workshop Organizations participated Date conducted

1 Government Agencies 25/01/2023

2 Government Agencies 14/02/2023

3 Service Providers 14/02/2023

4 Banks 10/05/2023

5 Government Agencies/Service Providers/Software
Companies/Research Institutes/Tax Office/Banks

14/06/2023

6 Government Agencies/Service Providers/Software
Companies/Research Institutes/Tax Office/Banks

14/06/2023

7 Government Agencies/Service Providers/Software
Companies/Research Institutes/Tax Office/Banks

07/11/2023

8 Government Agencies 22/02/2024

4 Results

This section presents the organizational readiness assessment model for QS transition
and describes the list of dimensions used in the model. The list of dimensions includes
Collaboration, Governance, Policy & Regulation, Awareness, QS solution standards,
Hybrid QS solution, Cryptographic Agility Strategies and Knowledge of QS transition.
The description of each dimension is explained below, and the organizational readiness
assessment model for QS transition is shown in Appendix A.

Collaboration
One of the important dimensions to consider when implementing and adopting QS
technology is collaboration. For organizations, the facilitation of critical infrastructures
requires multiple actors in the ecosystem, such as regulatory bodies, service providers,
software companies, hardware vendors and end users. The underlying technical interde-
pendencies maintain the secure functioning of the existing infrastructures. However, this
also means that organizations cannot change the existing infrastructures without affect-
ing other interdependent actors involved in the use and facilitation of the infrastructures.
Since QS transition cannot be addressed by one organization, achieving collective action
with multiple actors in the ecosystem is crucial.

Governance
Another important dimension to consider when implementing and adopting QS technol-
ogy is governance. The topic of QS transition is relatively new, and there are no existing
guidelines, rules or mechanisms for decision-making and accountability. For organiza-
tions, there is a clear institutional void without well-defined roles and responsibilities.
Due to many uncertainties regarding the maturity of QS technology, preparation for QS
transition remains vague. While some actors may be involved in making external deci-
sions in the ecosystem, other actors may wait for those decisions and follow the lead of
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frontrunners. Thus, there is a need for a clear governance for organizations to coordinate
actions to prepare for QS transition with multiple actors in the ecosystem.

Policy and Regulation
Policy & regulation is another important dimension to consider when implementing and
adopting QS technology. Many aspects of QS transition are subject to change due to the
ongoing development of QS technology. This also means that if decisions are made in
the ecosystem, it may also influence organizations’ direction of QS transition. Although
having policies and regulations can provide legal mandates and scrutinize uncertainties
in standard and compliance requirements, there is currently no policy and regulation
available for QS technology. Organizations may need to monitor the regulatory process
and identify the requirements for QS transition.

Awareness
Awareness is another important dimension to consider when implementing and adopting
QS technology. Since many of the security threats posed by quantum computers are
not yet visible (e.g., store now and decrypt later), there is a lack of urgency regarding
quantum computing-based threats and risks associated with the technology. Likewise,
modifying the cryptographic algorithms in the existing infrastructures is an under-the-
hood process where the need for QS transition can go unnoticed by organizations. While
many of the decisions regarding QS technology have not yet been crystallized, it is
crucial for organizations to raise awareness and stay up-to-date with the development of
QS technology so that they become ready for QS transition.

QS Solution Standards
Another important dimension to consider when implementing and adopting QS tech-
nology is QS solution standards. Although QS technology with new encryption lev-
els is not yet available, organizations need to conduct technical inventory assessments
to identify their vulnerabilities and technical interdependencies. Also, interoperability
and backward compatibility are crucial to communicate over networks in the existing
infrastructures. Thus, organizations need to evaluate the functionality, performance and
resilience of QS solutions. While some actors may be involved in the testing phase of
QS solutions to select the right algorithms, other actors may wait on those decisions and
technical developments.

Hybrid QS Solution
Hybrid QS solution is another important dimension to consider when implementing
and adopting QS technology. The term hybrid provides several definitions, which may
involve using either classical cryptographic primitives or quantum-safe cryptographic
primitives or employing both of these primitives to secure core processes over networks.
Due to the wide implementation of the core processes, there needs to be an assessment
of which part of the existing infrastructures requires a hybrid QS solution. While the
usability and effectiveness of the solutions are not yet known, organizations need to
navigate the development of QS technology and select QS solutions that have been
validated in their functionality, performance and resilience.



Navigating Through the Unknowns-Organizational Readiness 445

Cryptographic Agility Strategies
Cryptographic agility strategies is another important dimension to consider when imple-
menting and adopting QS technology. While organizations with defined cryptographic
policies and guidelines follow industry-wide accepted cryptographic algorithms and key
management, the existing systems are rigid, and changes cannot occur in isolation due to
path dependencies. Current cryptographic strategies that organizations have in place do
not provide security against quantum threats, and these strategies are not agile enough
to adapt to the changing environment of new technologies. Due to many uncertain-
ties surrounding QS transition, it is crucial for organizations to develop cryptographic
agility strategies and adopt new cryptographic algorithms, protocols and technologies
that become available.

Knowledge on QS Transition
Another important dimension to consider when implementing and adopting QS tech-
nology is knowledge on QS transition. There is a lack of knowledge on the scope of
QS transition, the impact of quantum threats on existing business processes, and vulner-
abilities identified from technical inventory assessments. The selection criteria for QS
solutions are not yet known, and organizations do not know which part of the existing
infrastructures needs hybrid QS solutions. The lack of knowledge on QS transition cre-
ates uncertainties and delays the decisions in the ecosystem. More knowledge sharing
and research are needed on the topic of QS transition. Organizations need to stay up-to-
date with the development of QS technology and translate insights into their strategic
planning to better navigate QS transition.

5 Discussion

This section further discusses several insights regarding the application of the organiza-
tional readiness assessment model for QS transition.

5.1 Use of the Model

The model uses the list of dimensions that organizations should consider when imple-
menting and adopting QS technology (mentioned in Sect. 4). For each dimension, the
model shows how organization can move towards a higher level of readiness from Level
0 to Level 5. Since organizations may have different readiness levels per dimension, the
results of the assessment indicate which of these dimensions the organization may need
to improve on. The model is intended to give an overview of what organizations may
need to do to navigate the process of QS transition and help communicate the progress
of QS transition.
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In order to achieve a higher state of readiness, a previous state of readiness needs to
be achieved. However, for dimensions such as collaboration, governance and policy &
regulations, organizations may not be able to make decisions on their own. Since these
dimensions cannot be handled by one organization alone, we assume that external influ-
ences may need to be monitored in the ecosystem for organizations to move up to the
higher state. It would be crucial for organizations to be up-to-date with the ecosystem
in which they are and make decisions with other organizations in the ecosystem.

The limitation of the model is that the list of dimensions used in the model is not
completed. This is because there can be other variances of dimensions that could be
included to further improve the model. Since the topic of QS transition is now at its early
stage, details used in the model are subject to change based on future development. If
the standardization of the QS solution is completed, the model will be updated with the
changes and development of QS technology. We also assume that organizations have
different timelines and resources.

5.2 Demonstration

The readiness assessment model for QS transition is demonstrated to illustrate how the
model can be used for organizations. Logius is selected as an example for a demonstration
because Logius acts as PA for PKIoverheid (PKIo), managing the digital identities of
users for public service provision in theDutch government. By assessing each dimension,
Logius may understand the readiness level for QS transition.

Collaboration: 1.2 Stakeholder Identification
Logius has communication channels in the ecosystem and monitors QS transition.

Although there is a unified direction for an ecosystem with a shared vision and common
goals for PKIo service provisioning in the public sector, this does not necessarily focus on
QS transition.WhileLogius recognizes the importance of collaboration in the ecosystem,
it is not yet clear what a shared vision and common goals are to clarify directions for
QS transition. Many questions still need to be asked (e.g. what is our QS transition
deadline? What kind of resources do we have? How much time do we have left to go
quantum-safe?). Logius is currently monitoring QS transition to negotiate directions for
the ecosystem to clarify what direction organizations should proceed to.

Awareness: 2.3 Informed Awareness
Logius has a good overview of stakeholder involvement, and processes are in place

to manage changes. However, QS solutions have not yet been tested, and Logius needs
to be sure that QS technology is safe and secure. It is also important to clarify what the
impact will be on PKIo and what its implications will be for the user base. In 2023, a
generic migration manual was published by the Dutch General Intelligence and Security
Services. Logius is examining limitations and challenges for the existing infrastructure
andmonitoring QS transition. Having an awareness of stakeholders is crucial since these
stakeholders also need to be aware of situations, and without them, it will only be the
point of view of the Logius.

Governance: 3.2 Shared Governance Principle
Logius recognizes the need for governance in the ecosystem and establishes a formal

structure. With other organizations in the ecosystem, Logius collaborates with other
stakeholders and follows compliance and security requirements for service provisioning
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in the public sector. There are multiple fixed meetings where they discuss changes with
external service providers of PKIo that provide services and products. Logius has a
mandate as a PA and is analyzing the implications of QS transition. Although there are
no governing bodies, committees or frameworks that define roles, responsibilities and
decision-making processes for QS transition, the QvC-Rijk has been recently set up to
prepare for QS transition.

Policy and Regulations 4.2 Shared Insights & Discussions
The NIS 2 Directive has been developed to enhance the security of networks and

information systems. However, there are many aspects of QS transition that are not yet
concrete and are subject to change. If PKIo needs policy changes, thismay affect not only
hardware but also other parts of the systems. Currently, Logius engages in consultations
and participates in various projects to gather insights onQS technologies, guidelines, and
informal industry standards. For QS transition, there still needs to be a branch-specific
baseline for QS solutions with a set of protocols, security measures and algorithms that
are acceptable for organizations to change.

QS Solution Standards: 5.2 Technical Inventory Assessment
In 2022, NIST announced four candidate algorithms for standardization. Logius is

conducting cryptographic inventory assessment & impact assessment (e.g. what kind
of encryption methods do we use? E.g., RSA or other mechanisms? How quantum
resilience are these encryptions?) and is aware of areas that need improvement (e.g.,
compatibility, security, performance, and scalability etc.). Logius needs to create an
environment for tendering and technology implementation since the root structure of
PKIo will end in 2028. If the standardization of QS solutions comes later than 2025, the
whole root structure may be based on existing technology and standards.

Hybrid QS Solution: 6.2 Technical Inventory Assessment
Logius already has a good overview of their involvement with PKIo (e.g., How are

PKI solutions implemented? Where do you use technology? What are their business
needs? For Logius, a hybrid QS solution using both classical cryptographic primitives
and quantum-safe cryptographic primitives will be issued to secure the core process. All
the planning and possibilities are important topics that need to be addressed for Logius.
The key features and functionality of hybrid QS solutions still need to be studied. Testing
of hybrid QS solution has not yet taken place, and use cases need to be identified.

Cryptographic Agility Strategies: 7.2. Risk-based Approach
QS transition to secure the existing infrastructure is not just a technical process. It

also involves organization, processes, people, finance and other aspects. However, cur-
rent strategies that organizations have in place do not address quantum safety and security
strategies. With defined cryptographic policies and guidelines, industry standards and
compliance requirements, Logius has a risk-based approach to security and riskmanage-
ment. Although Logius recognizes the importance of cryptographic agility, the concept
still has many aspects to be examined, and it is not yet clear in the organization’s security
strategy.

Knowledge on QS Transition 8.2 Knowledge of QS solution
Logius is aware of its cryptographic inventory and has knowledge ofwhere hybridQS

solutions may be adopted in its systems. While Logius keeps an eye on the development
of QS solutions, Logius finds it crucial to test the limitations and challenges of different
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QS solutions. However, there are no test beds available, and it may be too early to already
select QS solutions for PKIo. Logius is currently monitoring standardization bodies and
other international regulatory bodies to stay-up to date with available QS technology in
hardware and software vendors. At the moment, the direction for QS transition remains
unclear, and organizations need to extend their scope of knowledge to prepare for QS
transition.

While we assume that organizations have different resources and timelines for QS
transition, themodel provides a conceptual overviewwith the list of dimensions that orga-
nizations should consider when implementing and adopting QS technology. Although
dimensions may have different readiness levels, having a low readiness level in one
dimension may potentially hinder the readiness in other dimensions. For example, it
would be difficult to build knowledge and establish governance for QS transition with-
out recognizing transition efforts and collaboration needed in the ecosystem. While this
invites further examination, the model acts as a guidance tool and allows organizations
to recognize the complexity involved in implementing and adopting QS technology.

6 Conclusion

With the advancement of quantum computers, it is inevitable that cryptographic algo-
rithms and encryptionmethods that existing infrastructures depend onwill become obso-
lete. While organizations may still be held responsible for protecting against quantum
threats, modifying the cryptographic foundation of existing infrastructures is a com-
plex task that requires preparation. Without it, not only would the implementation and
adoption of QS technology be delayed but also the potential security risks in the exist-
ing infrastructures would be increased. By developing the first organizational readiness
assessment model for QS transition, the paper provides an overview of QS transition
and identifies dimensions that are important for organizations to consider.

Moreover, this paper offers the initial exploration in developing an organizational
readiness assessment model for QS transition. Depending on the changes that occur in
the development of QS technology and howQS transition proceeds in the ecosystem, the
readiness assessment model is still subject to change. Since QS transition is at its early
stage, there are many uncertainties that may require constant diagnosis and iterations.
The identified list of dimensions helps address challenges that hinder organizationswhen
implementing and adopting QS technology. The readiness assessment model not only
acts as a guidance tool but also as a communication instrument to discuss and prepare
for QS transition.
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There are Level 0 to Level 5 in each dimension with a logical sequence on moving
from low readiness level to higher level. The list of dimensions includes Collaboration,
Governance, Policy & Regulation, Awareness, QS solution standards, Hybrid QS solu-
tion, Cryptographic Agility Strategies and Knowledge on QS transition. By fulfilling
each state of readiness, the model provides a way for organizations to recognize differ-
ent areas that need preparation and measure how organizations are progressing toward
QS transition. While the model allows organizations to focus on areas that have low
readiness levels, it also shows how neglecting one area can also hinder preparation in
other areas.

We further conclude this paper with directions for future research. Since the scope of
QS transition extends beyond the organizational level, multiple actors in the ecosystem
are needed to become quantum-safe. Although many organizations may need to wait on
standardization and directions for modifying the existing infrastructures, QS transition
cannot be handled by one organization and requires relevant actors and coordinated
efforts in the ecosystem. Thus, it is crucial to investigate how changes in the development
of QS technology and decisions by relevant actorsmay affect QS transition. Also, there is
much research needed to understand how organizations can better modify cryptographic
layers of their existing infrastructures while maintaining business continuities.

In addition, developing the organizational readiness assessment model using a larger
data set with more participants could further improve the study. Although we included
dimensions such as QS solution standards and hybrid QS solutions, there are different
use cases depending on the infrastructure. This may result in different readiness models,
and it may also depend on countries and how infrastructures are regulated by policy and
sector-specific legislation. While there is much room for improvement, the readiness
assessment model presented in this paper can be used as a starting point to explore the
applicability and usefulness of an organizational readiness model for QS transition.

Acknowledgments. This publication is part of the HAPKIDO research project with project num-
ber NWA.1215.18.002 of the research programme Cybersecurity, which is (partly) financed by
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