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ARTICLE INFO ABSTRACT
Keywords: Over the past three decades, standardizing organizations (e.g., the National Institute of Standards and
E-governance policies Technology and Internet Engineering Task Force) have investigated the efficiency of cryptographic algorithms

Standard security protocols
Post-quantum cryptography
IoE security

Practical policy enforcement

and provided (technical) guidelines for practitioners. For example, the (Datagram) Transport Layer Security
“(D)TLS” 1.2/1.3 was designed to help industries implement and integrate such methods through underpinning
infrastructures of Internet of Everything (IoE) environments with efficiency and efficacy in mind. The main
goal underpinning such protocols is to protect the Internet connections between IoE machines from malicious
activities such as unauthorized eavesdropping, monitoring, and tampering with messages. In theory, these
protocols are supposed to be secure. Still, most existing implementations partially follow the standard features
of (D)TLS 1.2/3, leaving them vulnerable to risks such as side-channel and network attacks. In this paper,
we critically review the standard protocols deployed for the security management of data and connected
machines, and also examine the recently discovered vulnerabilities that lead to successful zero-day attacks
in IoE environments. Then, we discuss various potential countermeasures in the form of organizational policy
enforcement strategies and mitigation approaches that can be used by cybersecurity practitioners, decision-
and policy-makers. Finally, we identify both proactive and reactive solutions for further consideration and
study, as well as propose alternative mechanisms and e-governance policies for standardizing organizations
and engineers in future solution designs.
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1. Introduction

Shifting from Web 2.0 to Web 3.0 requires integrating more com-
plex computing, ubiquitous, and intelligent infrastructures with the
Internet [1]. Web 3.0 is the next generation of the World Wide Web
ecosystem, which leverages Generative Artificial Intelligence (GenAl),
decentralization, quantum computing, blockchain technologies, token-
based economics, and many other technologies to increase consumer
usefulness and openness [2]. Such a paradigm is designed to be inde-
pendent by leveraging the distributed networks of smart gadgets rather
than relying on centralized servers. In other words, the ultimate idea
of the Web 3.0 ecosystem is to provide independent privacy control
to users or communities over their information and financial assets
when they interact in cyberspace [3]. Although this new iteration is
still in the early stages of the public campaign development process,
companies must consider advancing their underpinning infrastructures
to provide the safe, competitive, and productive advantage of modern
marketing as an approach to new digital economies [4]. As Web 3.0
matures, more enterprises are expected to upgrade, integrate, and/or
implement Web 3.0 use cases on their platforms to increase the value
of their businesses [5].

Data security and privacy remain two key considerations for the
Internet of Everything (IoE) ecosystem in the post-quantum era [6].
Authentication schemes are commonly used to facilitate IoE security
management [7], but they are insufficient measures on their own.
In fact, the IoE is the conceptual network of connections between
smart things, people, data, and processes to support intelligent decision-
making and enhance user experiences via the Internet [6], which en-
ables the connected cyberspace, where data is processed in a distributed
manner. In such systems, Internet usage is generally not limited to
smartphones, computers, and tablets, as anything (e.g., wearable or
embedded devices) can be equipped with digital attributes and linked
to other machines, processes, and people to produce intelligent ser-
vices, exchange information, and improve compatible decision-making
through the IoE network. Numerous IoE machines are connected to
form the IoE architecture, where hardware and software-based security
protocols can partially defeat cyberattacks. For instance, recent vul-
nerability analysis reports stated that cloud providers and computer
manufacturers (e.g., Intel and AMD) have utilized many microcode
and software security updates to protect against transient execution
cyberattacks [8,9]. Such threats may take advantage of covert channels
to discover vulnerabilities in the hardware device (e.g., millions of
Intel/AMD CPUs were proven to be susceptible) that allow intruders to
capture data across security boundaries (e.g., passwords and encryption
keys) [10]. There is an ongoing race to design effective and efficient
security protocols that are supposed to be resilient to unprecedented
attacks crafted on classical or quantum computer security flaws [11]. In
the literature, the state-of-the-art security algorithms exploit standard
digital signatures, classical cryptosystems, or quantum-resistant proto-
cols known as Post-Quantum Cryptography (PQC) [12]. However, they
are no longer sufficient for protecting application data transmission
due to exchanging shared keys generated via complex mathematical

problems [13] and exposing user interactions on smart gadgets to
outsiders [14].

Historically, academia and industry think of hardware devices as
immutable structures that provide secure underpinning infrastructures
behind cyberspace, which is not necessarily true. For instance, in Au-
gust 2023, the National Institute of Standards and Technology (NIST)
reported three hardware vulnerabilities (e.g., identified as CVE-2023-
20583 [15], CVE-2022-40982, CVE-2023-20569 [16], and [17]), which
are microcode bugs in billions of modern processors deployed in the
cloud and personal computers (e.g., Intel and AMD). The existing
network and computational resources are generally based on classical
mechanics. In contrast, by applying the laws of quantum mechanics,
the new generation of circuits (e.g., the Condor IBM machine with 1121
qubits [18]) could perform computations currently intractable even for
classical supercomputers. Eventually, such breakthroughs in quantum
hardware will allow industries to build sufficiently Large and Fault-
Tolerant Quantum Computers (LFT-QC) in the near future. This ac-
complishment can significantly impact cyberspace security as the LFT-
QC can break conventional asymmetric cryptosystems (e.g., Rivest—
Shamir-Adleman (RSA) and Elliptic Curve Cryptography (ECC)) using
the Shor’s and Grover’s algorithms [19].

In response to this threat, standards organizations such as NIST [20],
the International Organization for Standardization (ISO) [21], and the
Internet Engineering Task Force (IETF) [22] reported that existing
security protocols are susceptible to quantum-based attacks. At the
same time, they also investigated potential practical candidates and
standardized PQC protocols in recent years. Theoretically, the PQC pro-
tocols rely on the intractability of complex mathematical problems such
as lattice-based encryption or error-correction codes [23], designed to
be implemented independently from physical principles and to ensure
security resistance even in the quantum era. The real possibility of
quantum-based cyberattacks corresponds to the fundamental security
flaws of classical standard algorithms due to their dependency on math-
ematical problems that are known to be vulnerable to quantum-based
attacks (e.g., large integer factorization, elliptic curve logarithm and
its discrete counterpart [24]). In an ongoing threat in the post-quantum
era named Harvest Now, Decrypt Later (HNDL) [25], also known as the
Store-Now-Decrypt-Later (SNDL) or retrospective decryption, attackers
can collect sensitive encrypted data from IoE-based systems and decode
such collected data once the LFT-QC is accessible [11].

Therefore, following the thinking of many cybersecurity experts
[11], we also believe that current e-governance policies should be
reformed during the standardization fallacy so that they not only
enforce the implementation of PQC protocols in IoE environments as
soon as possible but also train netizens to learn up-to-date ways of safe
interactions on smart gadgets through cyber-wellness (or digital media
literacy) education programs [26]. As a paradigmatic example, when
a user runs an application on a smartphone, (s)he may follow specific
behavioral patterns to acquire e-services. Security protocols then in-
volve multiple authentication processes to protect the confidentiality,
privacy, and integrity of user data [14].

The current cyberspace lacks efficient e-governance policies to en-
sure that implementations of security schemes in the IoE environments
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Table 1
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Comparative analysis of existing surveys that have focused on reviewing security protocols in the post-quantum era.

Reference i ii iii

Yes (V) or No (x)

Highlights (+) and limitations (-)

Our study v v v
described.

+ Implementation challenges of various standard security protocols in the post-quantum era were

+ Cyberattacks on different security protocols through the IoE environments were depicted.
+ Challenges of updating in-use security schemes to PQC protocols in IoE machines were discussed.
+ Strategic recommendations for practical and proactive actions by policy-makers were suggested.

Karakaya and Ulu (2024) [28] [=) [=) X

+ Technical and theoretical challenges of PQC methods for edge computing security were described.

+ Potential theoretical research directions for future works were suggested.
— Limited cyberattacks in IoE machines and cyberattacks on security protocols were discussed.
— Lack of practical solutions for enhancing PQC protocols for edge computing in IoE environments.

Yang et al. (2023) [29] @ =] X
provided.

+ A comprehensive overview and comparison of PQC approaches and quantum blockchains were

+ Technical and theoretical of post-quantum blockchains, hybrid quantum blockchains, and fully
quantum blockchains were discussed.

— Limited vulnerabilities in IoE machines and cyberattacks on security protocols were considered.
— Lack of practical solutions for implementing PQC protocols in IoE environments.

Gharavi et al. (2024) [30] =]
depicted.

+ Technical and theoretical challenges of PQC methods for blockchain-based IoT applications were

+ Potential post-quantum blockchain-based solutions for IoT applications were discussed.
— Limited vulnerabilities in IoE machines and cyberattacks on security protocols were considered.
— Lack of practical solutions for implementing the PQC schemes in IoE environments.

Shekhawat and Gupta (2023) [31] =) =) X

+ Technical and theoretical challenges of PQC protocols for smart grid networks were described.

+ Potential theoretical solutions for enhancing the PQC protocols for smart grid networks were suggested.
— Limited vulnerabilities in IoE machines and cyberattacks on security protocols were considered.
— Lack of practical solutions for implementing the PQC algorithms in IoE environments.

Chamola et al. (2021) [32] X =} X

+ Technical and theoretical challenges of PQC protocols for 5G and beyond networks were described.

+ A summary of theoretical solutions for quantum key distribution protocols was suggested.
— Lack of consideration of vulnerabilities in IoE machines and cyberattacks on security protocols.
— Lack of practical solutions for implementing the PQC algorithms in IoE environments.

Note that @ represents the study that partially answers the above question.

align with standard instructions. That is why thousands of success-
ful attacks compromised user information confidentiality, authenticity,
and integrity. Such an issue is still an open problem even if recent
standard PQC algorithms (e.g., CRYSTALS-Kyber, CRYSTALS-Dilithium,
FALCON, and SPHINCS+) [27] effectively secure data exchange over
the IoE network due to the lack of enforcement policies to upgrade out-
dated protocols (e.g., TLS 1.2) and the exposure of user-to-machine in-
teractions to outsiders. Therefore, cyberspace security practices require
proactive transformations regarding e-governance standards and tech-
nical implementation guidelines for counteracting future side-channel
and network attacks.

In this review article, we focus on answering the following three
questions regarding the performance of standard security protocols
in the post-quantum era: (i) What drives vulnerabilities through real
IoE environments that put them at risk of being compromised by
cyberattacks? (ii) What are the integration challenges of implementing
PQC protocols in IoE environments? (iii) What are the potential strate-
gic actions to reduce the transition procedure from classical security
protocols to PQC approaches in the future of cyberspace? Table 1 com-
pares existing survey studies with our article in the light of providing
answers to the above three questions, as well as their contributions and
limitations.

The rest of the paper is organized as follows. Section 2 describes
different authentication schemes that are essential parts of security
protocols. Section 3 explores the implementation challenges of standard
security protocols, such as (D)TLS 1.3, when deployed in IoE environ-
ments. In Section 4, we discuss current technical obstacles that cause
industries to keep the security protocols of the in-use IoE machines
unupgraded. Section 5 explores the integration challenges of PQC
protocols that practitioners face while deploying them in IoE environ-
ments. Section 6 depicts unprecedented risks of future cyberspace in the
post-quantum era. Section 7 suggests potential strategies for decision-
makers to address these issues through proactive e-governance policies.

Finally, Section 8 summarizes the concluding remarks. The necessary
acronyms/abbreviations and their definitions used in this article are
depicted in Table 2.

2. Background on standard security protocols

In this section, we briefly describe various authentication schemes
as the underpinning methods through the standard security protocols
and cyberattacks on IoE systems.

2.1. Types of authentication schemes

As depicted in Fig. 1, standard security protocols comprise two
types of authentication mechanisms: user-to-device (U2D) and device-
to-device (D2D) (including device-to-gateway (D2G), device-to-server
(D2S) and server-to-server (S2S)). In the following, we describe these
approaches in detail.

2.1.1. U2D authentication

This is the first and most widely used technology for verifying
user identity using credentials (e.g., PIN, password, hardware token,
and biometrics) and thus granting access to smart gadgets or software
systems in the IoE environment [33,34]. Unfortunately, most existing
standard protocols focus only on ensuring D2D authentication and
do not provide adequate U2D security due to the reusable nature of
possession-, knowledge-, or biometrics-based credentials [7,14]. In pub-
lic places (e.g., schools and airports), when a user enters the credentials
on a smartphone, they can be subjected to side-channel attacks such
as shoulder surfing, video recording, forged biometrics try, keystroke
logging, downfall/inception [8], or remote timing and lattice [35]. On
the adversarial side, malicious actors can perform an Advanced Persis-
tent Threat (APT) to record the human interaction (e.g., screenshots
or keylogs) through the device of the victim and then apply captured
elements to defeat the security protocol [14].
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Fig. 1. An illustration of involved security protocols in the three-layered IoE architecture.

However, standard multi-factor authentication protocols (MFA)
such as Universal 2nd Factor (U2F) [36] and Two-Factor Authentication
(2FA) are more secure than conventional approaches. In practice, they
combine a password with a hardware-based secret key (e.g., credit
card) [37], which can be susceptible to keystroke logging, replay, and
Man-in-the-Middle (MitM) phishing attacks [14]. Therefore, policy-
makers must transform their frameworks to standardize dynamic and
agile security protocols that function based on multiple one-time valid
device-independent factors rather than using one or more static factors
(e.g., hardware token or biometric) in next-generation MFA schemes.

2.1.2. D2D authentication

To secure the D2D authentication processes, developers typically
apply various security protocols by implementing standard libraries
(e.g., OpenSSL [38,39], and Tink [40]) as well as FIPS-certified APIs
like the Bouncy Castle [41]. These are well-known open-source toolkits
for implementing (D)TLS and QUIC UDP protocols. In particular, they
can efficiently perform cryptographic approaches such as Advanced
Encryption Standard (AES), Edwards-curve “Ed” or Elliptic-curve “EC”
Digital Signature Algorithm (E(d/C)DSA, Elliptic-curve “EC” Diffie—
Hellman Ephemeral ((EC)DHE), and Secure Hash Algorithm 3 (SHA-
3) that were standardized by organizations such as NIST [20] and
IETF [22] to achieve a desirable efficiency in terms of simplicity,
flexibility, and key exchange resistance to side-channel attacks [42].

However, when a security protocol exchanges secret keys [44] as
the partial aggregation of measurements to establish a secure connec-
tion between communicating machines, they are exposed to network
attacks [45] (see Figs. 1 and 2). The ISO/IEC 2700X [21] family of stan-
dards provides implementation guidelines and practices for companies
and organizations to keep their systems secure. Unfortunately, these
guidelines partially provide practical solutions [46], which are not
sufficient to fully address unprecedented cyberspace risks [43] due to
existing flaws through standard security protocols (e.g., (D)LTS 1.2/3).
Technically, (D)TLS protocols apply digital signatures (e.g., ECDSA in
TLS 1.2) to authenticate the server and, in some cases, the client [47].
The digital signature is created by encrypting a message hash using the
private key attached to the hashed message to prevent the MitM and Re-
play attacks. Some recent studies have proven that TLS 1.2 is vulnerable
to private key leakage [48]. For instance, the work in [35] introduced
a remote timing and lattice cryptanalysis attack in which the leak of
the nonce in the ECDSA exchange process can lead to being hacked
(e.g., the discovery of the private key) by the Lenstra-Lenstra-Lovasz
lattice basis reduction approach due to the weak randomness genera-
tion during the encryption process [49]. Later in October 2020 [50], the
IETF recommended some improved pseudo-random number generators
to address the weak randomness issue while implementing security pro-
tocols. However, implementing an actual random number generation is
surprisingly challenging since no standardized or approved algorithm
exists for classical computers to construct actual random numbers. It
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Fig. 2. Software-defined standard security protocols using authentication schemes and possible cyberspace risks [43].

Table 2
List of the most used acronyms/abbreviations.
Abbreviations Description
GenAl Generative Artificial Intelligence

IoE Internet of Everything

PQC Post-Quantum Cryptography

NIST National Institute of Standards and Technology
1SO International Organization for Standardization

IETF Internet Engineering Task Force

LFT-QC Large and Fault-Tolerant Quantum Computers
RSA Rivest-Shamir—-Adleman

ECC Elliptic Curve Cryptography

HNDL Harvest Now, Decrypt Later

SNDL Store-Now-Decrypt-Later

U2D User-to-Device

D2D Device-to-Device

D2S Device-to-Server

S2s Server-to-Server

APT Advanced persistent threat
MFA multi-factor authentication

U2F Universal 2nd Factor

2FA Two Factor Authentication
MitM Man-in-the-Middle

DDoS Distributed Denial-of-Service
ECDSA Elliptic Curve Digital Signature
EdDSA Edwards-curve Digital Signature
ECDHE Elliptic-curve Diffie-Hellman Ephemeral
SHA-3 Secure Hash Algorithm 3

PowW Proof-of-work

PoUW Proof-of-useful-work

TLS Transport Layer Security

DTLS Datagram Transport Layer Security
1-RTT One Round Trip Time

MAC Message Authentication Code

UDP User Datagram Protocol

TCP Transmission Control Protocol

API Application Programming Interface

AEAD Authenticated Encryption with Associate Data
QPoUW Quantum Proof-of-Useful-Work
QDPoS Quantum Delegated Proof-of-Stake

is also worth remarking that using quantum mechanics, researchers at
NIST have designed a certified random number generation approach
that offers unpredictable randomness [51]. This method guarantees the
unpredictability of its randomly constructed numbers and may improve
the trust and security in cryptography systems.

According to the recent NIST side-channel vulnerability reports
on August 15, 2023, they listed three significant hardware security
flaws caused by information exposure bugs known as Inception and
Collide+Power in multiple AMD processors (CVE-2023-20583 [15] and
CVE-2023-20569 [16]) and Downfall in various types of Intel(R) CPUs
(CVE-2022-40982 [17]). These vulnerabilities allow an adversary to
steal sensitive credentials (e.g., passwords or encryption keys [8]).

To address the single-point-of-failure problem in centralized archi-
tectures, cybersecurity experts have introduced decentralized network-
based technologies such as blockchain [52], distributed and federated
learning [53,54], which function on each machine independently. Ex-
ploiting “local” federated learning nodes in a distributed manner,
where they act as cooperative peers to authenticate communicating
parties by encrypting all exchanged information using the hybrid PQC
signature [55], may prevent the HNDL or SNDL quantum-based attack.
In other words, data locality should be considered as an essential
factor for future people-driven architectures to avoid leakages and
maintain information sovereignty. Therefore, IoE-based systems process
data using a decentralized model; hence, it does not fail once the
central point is out of service. Because classical blockchains deploy
the ECDSA and Merkle tree to verify blocks of transaction data, they
are also vulnerable to side-channel and network attacks. To mitigate
such threats, researchers introduced consensus approaches (e.g., proof-
of-work (PoW) and Proof-of-stake (PoS)) to ensure the immutability of
transactions.

Surprisingly, none of the consensus protocols guarantees the trans-
actions’ immutability in anonymous cryptocurrencies due to the pos-
sibility of a hard/soft fork. We believe that the above open vulner-
abilities remain problematic in the post-quantum era. Hence, rather
than relying on digital signatures and PQC algorithms, e-governance
policymakers should introduce and standardize next-generation au-
thentication schemes based on dynamic user credentials on a smart
device to be continuously validated and exchanged between connected
IoE machines.

2.2. Cyberattacks on IoE-based systems

Below, we classify realistic cyberattacks through IoE environments
that can bypass security protocols via side-channels and network at-
tacks.

() Side-channel attacks: This class of threats refers to an attempt
to gain useful information for bypassing security protocols [14]. A side-
channel can capture information useful to attack the security posture
of a device or software through how an individual interacts with the
consumer devices (e.g., screens, printers, or keyboards) or by exploit-
ing unforeseen information leakages through them. Below, we briefly
explain five of the most serious side-channel threats.

- Inception/Downfall: 1t is a recent zero-day cyberattack that makes
AMD and Intel CPUs vulnerable to data theft through hardware security
flaws. The “Inception” was disclosed by a group of researchers with the
ETHZ [56] through AMD processors and later was announced by the
NIST as the vulnerability CVE-2023-20569 on 8 August 2023. Similarly,
the “Downfall” was discovered by Google researchers through Intel
processors and publicly reported by the NIST as the vulnerability CVE-
2022-40982 on 11 August 2023 [8]. Attackers can then steal sensitive
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information (e.g., passwords or encryption keys) using this backdoor,
plaguing CPUs used in personal/cloud nodes [57].

— Camera recording or peeping: It is a cyber trick in which an at-
tacker can use a camera to record the user entering his/her credentials
on a device (see Fig. 1: “Party A”—“Party B”) and replicate them to
bypass the U2D security protocol [14].

— Shoulder surfing: 1t is the act of watching a smart gadget (e.g., a
phone) from a short distance to catch credentials while the user en-
ters them. Similarly to the previous case, an attacker can replicate
credentials to gain access [14].

— Keystroke logging or Keylogging: It is an umbrella for various
forms of hidden mal(spy)ware (e.g., Remote Access Trojan (RAT)) that
records what a user types on his/her gadget (e.g., PIN or password)
and smuggles it to a remote attacker. The keylogger could be dropped
via phishing emails, instant messages, or social media posts [14]. An at-
tacker can also “simply” extract the user’s credentials from the logs and
replicate them to bypass the U2D security protocol once (s)he gets hold
of the user’s device. For example, Glupteba [58] is a blockchain-based
malware botnet that was first discovered in 2018 and is still active
today. This botnet is an ongoing serious threat due to its decentralized
source, which allows it to act as a rootkit, stealer, and cryptojacker
through browsers.

— Forged biometric try: It is a cyber trap in which an attacker
collects various biometrics information belonging to the victim and
exploits them to generate fake objects with authentic biometric traits
(e.g., a plastic finger generated using a 3D printer) [14].

— Remote timing and lattice: It aims at extracting a private key
of the ECDSA signature from commodity computers, by searching for
lattices from the encrypted data due to the weak randomness issue.
An attacker can apply a discovered PRK to decrypt the encrypted data
(e.g., (D)TLS 1.2 Handshake). This is the main reason that the ECDSA
is invalid in the (D)TLS 1.3 due to the re-usability flaw of the static
shared key [8].

(II) Network attacks: In the IoE network, the (D)TLS or CoAP
protocols establish a secure channel between two nodes to exchange
information safely. As said, encrypting authentication information does
not guarantee the security, confidentiality, and integrity of transmitted
messages since attackers can steal the shared key between communi-
cating parties [59]. Below, we summarize five network-based severe
attacks.

— Man-in-the-Middle (MitM): It involves a malicious party inject-
ing the device of an attacker virtually inside the connection between
two IoE machines by performing some traps such as IP spoofing or
DNS cache poisoning. The ultimate goal of this class of threats is to
monitor network traffic to steal sensitive information, such as (D)TLS
Handshake requests from IoE network packets [32].

— Replay: It occurs when a malicious intruder takes advantage
of a security flaw to capture the authentication information and its
subsequent retransmission for gaining unauthorized access to a secure
channel (e.g., session resumption of (D)TLS 1.2/1.3). Here, an attacker
is not even required to decrypt such data if (s)he successfully catches
the authentication information [60].

- Distributed Denial-of-Service (DDoS): It exploits a flood of net-
work traffic to overwhelm IoE machines or their surrounding infras-
tructures that were infected by a set of remotely controllable botnets.
A notable example of such attacks is Mirai [14]. In general, network
resources (e.g., at gateways or web servers) allow a bounded number
of access requests by other machines, which they expect to receive
real-time services simultaneously. In addition to restricting the capacity
of the IoE nodes, communication between a device and a server has
limited bandwidth. Thus, if the capacity of any component of the
network infrastructure reaches the maximum number of requests, the
quality of service will be reduced as follows: (i) some or all requests,
even from legitimate sources, may be ignored; (ii) the reply to requests
will be much slower than when the device is in normal condition. In
such a case, an attacker floods a server with massive Internet traffic
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to prevent users from establishing a secure channel and accessing
e-services correctly [31].

— Sybil: 1t represents a malicious intruder trying to take control of
the IoE network via multiple fabricated nodes (both forged or Sybil) to
outvote authentic ones. Thus, they can refuse fake accounts to transmit
or receive blocks effectively by obstructing other users through the
same network [61]. In the case of large-scale Sybil cyberattacks, they
can occupy most of the computing power (e.g., the hash rate in the
blockchain networks) and modify the ordering of transactions to pre-
vent them from being confirmed. For example, such attempts can even
reverse the data blocks while in control, performing double-spending
transactions [28].

— Quantum-based: 1t is the quintessential exploitation of the “cap-
turing or stealing data now and decrypting it later” paradigm, where
attackers employ intelligent data mining technologies to collect en-
crypted information. To implement such an offensive model, Shor’s
and Grover’s algorithms [30] play a major role. Specifically, Shor’s
algorithm can efficiently find the prime factors in an encryption key,
which compromises the underpinning foundations of most classical
cryptographic approaches (e.g., RSA and ECDSA [62]). In addition,
Grover’s algorithm can perform a quadratic speedup in unstructured
search, which poses a serious threat to the hash functions (e.g., SHA-
2/3) deployed in connecting blocks within blockchain networks. In
response to these issues, researchers have been actively investigating
proactive solutions to prevent quantum-based attacks by integrating
PQC protocols in blockchains [29].

- Byzantine poisoning: it is performed by a set of fully trusted nodes
in a distributed network that already have passed all the authentication
processes, which can be turned into malicious machines [63]. Techni-
cally, each node can execute data poisoning through the blockchain-
based systems and federated learning models in IoE-based systems [64].

3. Implementation challenges of standard security protocols

The Secure Sockets Layer (SSL) v2 was publicly released by
Netscape in 1995 as a standard protocol for securing Internet con-
nections between two machines (e.g., computers and servers) and
safeguarding any sensitive data transmitted between them. The main
goal was to prevent attackers from tampering, eavesdropping, or mon-
itoring exchanged information, such as banking credentials. Later, in
the 1995-1999 period, Netscape introduced several versions, and IETF
(1999-2018) named (D)TLS 1.X to address security flaws in former
ones [65]. The latter variants must comply with the previous versions
for a certain period. Currently, TLS 1.2 and 1.3 are valid versions that
can be implemented via standard Application Programming Interfaces
(APIs). Therefore, it is recommended that industries upgrade their
infrastructure to integrate (D)TLS 1.3 [66]. Note that the versions
before TLS 1.2 have been deprecated due to security flaws discovered
in the deployed cryptosystems. In practice, TLS 1.2/3 establishes a
secure channel considering the type of e-service between two parties:
a client (e.g., a browser on a smartphone) and a web server [67].
For backward compatibility with previous versions, TLS 1.2 supports
several cipher suites, which can be executed by earlier versions and
offers a configurable selection of weak cryptographic protocols prone
to severe attacks, such as MitM and Replay [12]. Although TLS 1.3
is theoretically proven to be secure, most existing implementations
(e.g., OpenSSL [38] or JSSE [68]) partially support the security char-
acteristics of TLS 1.3 [69], which causes backward compatibility issues
and opens opportunities for downgrade actions [70], i.e., needing to
drop to the TLS 1.2, which is technically a less secure version and more
vulnerable to cyberattcks. Fig. 3 depicts the process of establishing a
secure channel and exchanging application data between two parties
using the TLS 1.3 [22,68].

As depicted in Fig. 3(a), TLS 1.3 utilizes a handshake protocol
to establish a secure channel and record protocol to safely transfer
the application data between two communicating parties over the IoE



M. Taleby Ahvanooey et al.

Computer Science Review 57 (2025) 100738

Client Server

/ == \‘.
i | —---] 5
5 D = i
1 — ]
I — e
1 // ) H
i ClientHello i
| 5' + Support versions ServerHello N
H i Ak * ) P i
| : Key Share®* =l -)»/ + Support versions N P
: : + Status request 4 Moy lbemses -2 :
o + * _ : |
i § E Pre shared key L I ) % i
[ e |
£ Vg
i o | [+ EncryptedExtentions\ | g o
i _—5 g + Certificate request™ LB % !
R + Signature algorithms PE T
i 5 i \_ + Support_groups J /E i
| H !
i ' . /" + Certificate* R i
1 ! + * |

i : +Si Czrtlﬁrctgft‘e e € TTTTTTTTTTTTTT + Status_request i 5 i
i : e + Signed_certificate ' § i
: \ fmestamp timestamp PE
= “\ + Ceﬂiﬁcateverify* _________________ + CeniﬁcateVerify* i %ﬁ H
HEEIN finished T P -
- \ - !
1 e 1 !
el :
e — — 5
\ \E i Application Data Application Data ;

. Bulk Encryption using the AEAD et

(a) TLS 1.3 handshake processes.

; “AEAD? (Tmm e | ?gi:esses U eddata N
/ Authenticated Encryption with Associated Data . nencrypted dafa 4,
/ S < - Protocol version known by both parties

Associated Data e !

Shared
Secret Key

‘\\ Plaintext _ AES-256-GCM

Message _ CHACHA

- Sequence number

Hash value
Abéfsf21+

- GMAC Server
- POLY 1305 Tig
A4
J=p
Encrypted Encrypted //
Message Message with S
MAC o

(b) Bulk encryption using the AEAD algorithms.

Fig. 3. An illustration of establishing a secure channel between client and server using the TLS 1.3 handshake and record protocols. Note that ‘+’ represents extensions or
parameters exchanged between two parties, and ‘*’ denotes situation-dependent or optional items.

networks. In the following, we briefly explain these two protocols in
detail.

(I) Handshake Protocol: This phase is responsible for authenti-
cating two parties and generating a shared key using two groups of
asymmetric cryptography algorithms (e.g., X25519 or NIST Curve P-
256) [38]. The record protocol utilizes the constructed shared key
during handshakes to encode the application data or perform bulk

encryption. Technically, the number of handshake steps depends on the
history of the connection modes between two parties that the client and
the server experienced [71]. Below, we summarize these two modes
and their impacts on handshake steps.

(1) One Round Trip Time (1-RTT) Mode: If a client visits a
server for the first time [22], then TLS 1.3 performs the 1-RTT mode,
which exchanges two messages: ClientHello and ServerHello as the
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handshake steps (see Fig. 3(a)), before starting the application data
transmission [72].

- ClientHello: This is the first message a client device sends to
the server to negotiate the TLS version (specific types of cipher suits
or cryptography protocols), and the transmission modes [70] that
determine when the client transfers the encrypted application data to
the server after the shared key is generated [12]. This shared key is
stored in the client and server as the pre_shared_key, which will be
deployed for future communications in resumption mode, which speeds
up the establishment of the secure channel in the next tries. Table 3 lists
the key exchange protocols and digital signatures that can be performed
during this phase.

— ServerHello: Once the server receives the client hello, it sends a
ServerHello message as a response to received extensions or parameters
within the ClientHello accordingly [68]. Note that the server must
execute similar cipher suits (see Table 3) to decrypt and re-encrypt the
exchanged extensions and certificates (e.g., X.509) [73,74].

(2) Zero Round Trip Time Resumption (0-RTT) Mode: If a client
has recently visited a server and holds a pre_shared _key, then TLS 1.3
enables the client and server to transfer data in the first messages to
each other without requiring the handshake process [75]. Although
this mode generally decreases communication latency, it opens oppor-
tunities for replay attacks [68]. According to the RFC8446 [22], O-RTT
mode normally imitates the security characteristics of 1-RTT in TLS 1.3
by having two exceptions: (i) the 0-RTT encryption keys do not follow
full forward secrecy mechanism [76], and (ii) the server cannot en-
sure the “non-replayability” or “uniqueness” of the handshake process
without storing undue amounts of state. For instance, the Google team
enabled TLS 1.3 by default for all TLS communications in Android 10+
(e.g., API level 294), which does not support the 0-RTT mode [77]
to prevent the Replay and MitM attacks. Note that the (D)TLS 1.3
applies the most efficient standard digital signature (e.g., Ed25519)
to sign entire handshakes [78], which prevents client/server certifi-
cates from being compromised by MitM attacks considering the 1-RTT
mode. Nevertheless, once the 0-RTT mode is performed, it leaves the
pre_shared_key susceptible to replay attack.

(I1) Record Protocol: This phase is responsible for bulk encryption
using standard symmetric-key approaches (e.g., 0 x 1303), ensuring the
integrity and confidentiality [79] of application data while transmitted
via an insecure network channel. This protocol uses the Authenticated
Encryption with Associate Data (AEAD) algorithms [80] (see Fig. 3(b))
for verifying the messages against tampering and unauthorized access
by malicious parties. These mechanisms require a one-time valid nonce
(e.g., a time-stamp), associated data, and a hash value to be applied
with the message authentication code (MAC) and the key derivation
function [22].

In general, DTLS 1.2/3 [81,82] is an adaptation of the TLS 1.2/1.3
for the User Datagram Protocol (UDP), while TLS 1.2/3 is developed
to operate on top of the Transmission Control Protocol (TCP) [83].
In some cases, it is necessary to keep the security algorithms to a
minimum to protect the infrastructure and source code. Hence, DTLS
was designed to provide the same security measures as TLS to lower the
requirement for deploying “IPsec” or developing a custom mechanism.
In addition, the primary difference between these protocols is that DTLS
is built on top of the UDP, while the TLS functions based on the TCP.
For instance, DTLS is typically utilized for securing the IoT machines,
gaming, VPNs, voice call traffic via broadband Internet, and streaming
using lightweight cryptographic methods (e.g., ASCON family) [84].
Note that the (D)TLS 1.2 and 1.3 are the currently valid standard pro-
tocols that secure data exchanged for multiple applications, including
Hypertext Transfer Protocol (HTTP), File Transfer Protocol, Internet
Message Access Protocol, Simple Mail Transfer Protocol (SMTP), the
Extensible Messaging and Presence Protocol, etc. [83]. However, the
TLS and DTLS features have transformed over the years, and later
variants optimized the security protocol and simultaneously improved
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characteristics (often by applying the extensions), while some function-
ality was eliminated without substitute [85]. The option for updating
the initialization vectors and encryption keys has been added in TLS 1.3
in a later stage, i.e., in RFC 8446bis [22] by deploying the KeyUpdate
message, which is intended to (partially) substitute the renegotiation
from earlier TLS versions. While complex, the renegotiation option
provided the necessary functionality no longer supported by TLS 1.3,
consisting of updating master keys using the DHE method during a
session’s lifetime.

In IoE-based networks, there are particular use cases of the (D)TLS
where long-lived sessions are necessary. In such cases, availability is
essential, and a connection interruption due to periodic session resump-
tions is not an option. Re-establishing a handshake using the (EC)DHE
and swamping from the old to the new session might be an alternative
for particular applications. Still, it causes complexity and influences the
overall performance, which may lead to service interruption [85].

Furthermore, to secure constrained IoE devices, the cybersecurity
experts standardized the Object Security for Constrained RESTful Envi-
ronments (OSCORE) protocol [90] to guarantee end-to-end security for
Constrained Application Protocol (CoAP) messages at the application
layer. However, due to the necessity to exchange static shared keys
generated by symmetric key algorithms through the network channel
when CoAP is deployed in IoE edge devices (e.g., D2G), they are
technically susceptible to replay, and MitM attacks [91]. In addition, in
some past IoE deployments, the implementations have utilized the IPsec
to secure the communication channels and recently switched to (D)TLS.
To reduce the risks of key compromise, the necessity for cryptographic
key updates in an existing session has become a requirement, which
was considered in the recent changes of TLS 1.3 in October 2024 [85].

4. Update problems of in-use IoE machines

Although the LFT-QC are in their infancy, they pose an inevitable
threat to state-of-the-art cryptography protocols [11] that may put
classical ECC-based methods and hash functions at risk of being com-
promised [24]. Even future standard PQC algorithms [27] could ad-
dress this issue only partially. Considering recent advances in quantum
computing, it is highly probable that LFT-QC will be connected to
the IoE environments soon (e.g., in five years). Hence, a complex
problem arises as a considerable number of IoE machines deploy former
standard protocols such as CoAP or TLS 1.2/1.3, which put them at risk
of data breaches against side-channel and network attacks [35,45,94].
According to the recent updates of the (D)TLS 1.3 in October 2024 [85],
the recently added specification of (D)TLS 1.3 defines a novel, extended
key update message, which supports perfect forward secrecy. This
feature functions by deploying a Diffie-Hellman exchange based on the
cipher suits agreed upon during the initial exchange. The functionality
of this extension is supported by the (D)TLS flags extension approach.
This idea requires re-establishing extended key updates during the
Handshake, which forces attackers to perform dynamic key exfiltration
for unauthorized access attempts. In addition to the (D)TLS key up-
dates, for the IPsec, the German BSI, the NIST, and the French ANSSI
have requested to include the implementations of the Diffie-Hellman
exchanges frequently for comprising the forward secrecy, which forces
the attackers to execute a dynamic key extraction if they aim to breach
the communication channel. While IPsec/IKEv2 provides the desired
functionality, DevOps engineers often deploy the (D)TLS for simplifying
the integration in cloud-based IoE environments.

In fact, updating current in-use IoE machines with the standard
PQC protocols is a complex problem that requires a lot of resources,
which is time-intensive and costly [95]. According to an empirical
study by Enterprise Management Associates in 2022 (sponsored by F5
and Cisco) [96], researchers explored the actual implementation of TLS
1.3 [22] in the IoE environments four years after its release date by
surveying the sentiments of 208 technology leaders in North America
across industries (e.g., e-services, healthcare, and finance) [97]. They
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Table 3

Practical implications of standard security protocols in IoE environments.
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Versions Handshake protocol Record protocol Highlights (+) and Limitations (-)
(D)TLS 1.2 « RSA (0 x 009c, « AES 128 GCM_SHA256 (0 x 1301) + Compatible with a wide range of cryptographic algorithms
Released: 2008 0 x 009d, 0 x 002f, or « AES_256_GCM_SHA384 (0 x 1302) + Applying AEAD algorithms to provide confidentiality and
[86], [83] 0 x 0035) « CHACHA20_POLY1305_SHA256 (0 x 1303) integrity
« ECDHE (0xc02f, 0xc030, — Allowing communicating parties to use weak protocols
0xc013, or 0xc014) — Renegotiation flaw as Client certificate is not encrypted
« ECDSA (0xcca9, 0xc02b, — Static key exchange algorithms that are easy to be
or 0xc02c) replayed
— Vulnerability of ECDSA against side-channel attacks
— 2-RTT handshakes are required to generate the shared key
(D)TLS 1.3 « (EC)DHE (0 x 25519 or « AES_128_GCM_SHA256 (0 x 1301) + Faster handshake protocol (1-RTT) that reduces the latency

Released: 2018
[22], [83], [87]
Updated: 2024
[551, [881, [89]

NIST P-256)

« EdDSA (Ed25519 or
Ed488)

« Perfect Forward Secrecy
(1-RTT)

« Hybrid PQC key

« AES_256_GCM_SHA384 (0 x 1302)

« CHACHA20_POLY1305_SHA256 (0 x 1303)
« Empty RENEGOTIATION_INFO (0 x 00ff)
« ECDH-NISTP256-Kyber-512r3-SHA256

« ECDH-NISTP384-Kyber-768R3-SHA384

« ECDH-NISTP521-Kyber-1024R3-SHA512

+ More secure AEAD algorithms based on dynamic secret
keys

+ All the handshake messages are signed by the EADSA

or hybrid PQC

+ Initiating the renegotiation information to mitigate replay
attacks

exchange « X25519-Kyber-512R3-SHA256 — Incompatibility with the former cryptography algorithms
(X25519Kyber768) « ML-KEM-512 (0 x 0200), ML-KEM-768 — O-RTT session resumption flaw that can be easily replayed
(0 x 0201) and
ML-KEM-1024 (0 x 0202)
OSCORE « ECDH « AES-CCM-16-64-128 + Light-weight cryptography methods for constrained IoE
Released: 2019 (SS+HKDF-256/512 or « AES-128-GCM devices
[90], [91], [92], A256 kW) « Chacha20/Poly1305-256 + Applying AEAD using HMAK-based HKDF
[93] « ECDSA (SHA-256 and — Static ECDH-based key-exchange approaches
P-256) — Vulnerable to reply and MitM attacks

« EADSA (Ed25519)

— Allowing more than two parties access a shared key

Note that ‘+’ indicates the advantages that a particular protocol offers, ‘—’ represents its constraints, and ‘~’ compatible/supportable cipher suites by each security protocol.

concluded that only 76.2% of the respondents implemented TLS 1.3 to
secure the traffic of employees working remotely, while 40.6% needed
significant infrastructure upgrades to accommodate integration. Among
the 208 participants, 96% have paused their implementations due to
loss of visibility in traffic, and 44% were forced to downgrade to TLS
1.2 considering the issues depicted in Fig. 4. This statement raises the
question: How would the NIST and IETF organizations ensure that all
private companies worldwide update their IoE-based systems with new
(D)TLS 1.3 protocols? The answer is that only a global commission [98]
could manage, enforce, and ensure this transition by introducing e-
governance standards for the sustainability and resilience of cyberspace
security.

5. Post-quantum cryptography uncertainties

The lack of sufficient PQC implementations to protect IoE envi-
ronments against quantum-based attacks remains an ongoing concern
among cybersecurity activists. During the past decade, standard or-
ganizations (e.g., IETF and NIST) have taken considerable promising
steps toward the risk assessment, planning, and implementation of
PQC approaches [27] to mitigate the possible upcoming quantum-based
threats that led to the standardization of four PQC protocols such
as CRYSTALS-Kyber for general encryption and CRYSTALS-Dilithium,
FALCON, and SPHINCS* for digital signatures. These PQC protocols
are the results of eight years of practical investigations managed by
the NIST. This agency has organized three rounds of competitions from
2017-2022 and rallied the world’s cryptography specialists to devise,
submit, and assess encryption approaches that can resist quantum-
based attacks [99].

Later, in March 2023, IETF published several technical guidelines to
implement a hybrid PQC key exchange mechanism called X25519Ky-
ber768 for TLS 1.3 [55,88]. However, it has not yet been implemented
effectively and efficiently and appears exploratory, considering com-
patibility issues of TLS 1.3. For instance, the Google team has taken
the first action by releasing Chrome version 116 in August 2023,
which deploys hybrid PQC key agreements (e.g., X25519Kyber768) in
their TLS 1.3 implementation [100]. The advances pursued by industry
and academia in quantum computing technologies (e.g., supercon-
ducting qubits [101]) have dramatically increased. Several quantum

machines were built by companies such as Google, IBM, and Intel [102]
that recently passed the significant milestone, i.e., “quantum calcu-
lation on a scale where classical computers will struggle” [103] to
perform. For example, according to Google’s report on the quantum
Al team in April 2023 [104], they experimented with a complex
problem on the 67-qubit next-gen Sycamore processor [105], which
requires the Frontier, the most powerful supercomputer in the world,
to process it almost 47.2 years of computations to reach the same
result. In addition, other quantum companies such as Rigetti [106],
D-Wave [107], and IonQ [108] have regularly reported their progres-
sive achievements in the form of quantum machines and software
development kits. These breakthroughs enable various applications
such as quantum machine learning and generative Al [109], quantum
blockchains [29], quantum key distribution networks [110], and quan-
tum as a service [111]. Among such an extensive range of applications,
we have witnessed novel approaches for hyper-scale machine learning
(e.g., quantum annealing [112]), modern quantum-safe exchange secret
keys [110], and various quantum related-key differential cryptanaly-
sis [113,114] approaches to accessing a quantum system (e.g., remote
quantum labs [115] or simulators [116,117]). Furthermore, several
cloud service providers (e.g., Amazon’s Bracket [118] and Microsoft’s
Azure [119]) have begun to offer services based on quantum computing
for research practices.

Indeed, such breakthroughs draw promising signs toward building
the LFT-QC that can execute Shor’s and Grover’s algorithms [19] to
break many in-use standard cryptography protocols in IoE environ-
ments [120]. Once the LFT-QC are connected to IoE networks, they
can eventually compromise data integrity and confidentiality of com-
munications within cyberspace [121]. In other words, LFT-QC can
perform Shor’s algorithm for solving significant mathematical prob-
lems that break static key ECC-based methods, particularly those that
function according to the discrete logarithm problem in groups of
points of elliptic curves or multiplicative sets of finite fields. These
mathematical methods are still a significant part of standard security
protocols that are used in most implemented D2D authentications
(e.g., (D)TLS 1.2) over IoE environments [122]. In the literature, some
studies such as [123-126], and [127] suggested novel scalable hard-
ware architectures, which feature secure and efficient implementations
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Fig. 4. List of issues rated by survey participants why they would not implement the TLS 1.3.

of cryptographic approaches that could be applied to enhance the
performance of PQC protocols. In addition, some other research works,
such as [128-132], and [133], have investigated the efficiency of
fault (or error) detection schemes for number theoretic transform and
lightweight PQC protocols in IoE machines, which enable efficient
implementations by allowing for more flexible option of PQC param-
eters. Besides, some experimental studies such as [87,134], and [135]
have investigated secure implementations of classical cryptographic
signatures (e.g., Ed25519) that optimize communication latency and re-
duce resource utilization for deploying ECC-based security protocols in
constrained IoE devices. Moreover, recent investigations, such as [74,
135], and [136] have considered multiple classical and PQC primitives
and explored implementation mechanisms for performing hybrid D2D
authentication. Practically, these optimized implementations can con-
tribute to the transition from classical cryptographic protocols to PQC
algorithms.

As the permissionless blockchains (e.g., Bitcoin and Ethereum) are
publicly open to anyone, any device can join the network and remain
anonymous. An unknown IoE machine may intercept and tamper with
blocks to compromise the blockchain network. Thus, the blockchain
network faces a challenging state called a fork. For instance, a fork
within a specific chain consists of tampered data, while other chains
include authentic records of transactions. Technically, the decentralized
nature of blockchains needs a unique consensus protocol (e.g., PoW
or PoS) to verify the authenticity of transaction data, whereby nodes
agree on the contemporary state of the ledger. In other words, a con-
sensus mechanism should prevent such forks so that anyone complies
with a single variant of truth. In contrast, in private blockchains,
although participating nodes are selected and known, consensus pro-
tocols are still needed as the backbone of decentralized computing
systems, enabling several IoE devices to work with each other cohe-
sively. Consensus protocols also allow agreement on distributed data
through encrypted processes, improving fault tolerance and reliabil-
ity of the blockchain networks. Also, there is a possibility that the
nodes cannot be trustworthy — this state is called the Byzantine
Generals Problem [29,63]. In practice, the practical implementations
of consensus algorithms in blockchains are challenging, whereas the
IoE devices are either faulty or incapable of communicating reliably.
This paradox is also known as the Two Generals’ problem, a classic
insoluble issue in distributed systems that require consensus algorithms

through an unreliable network [54]. To address such issues and en-
rich post-quantum attack-resistance of the blockchain-driven Web 3.0
ecosystem, researchers and experts adopted PQC algorithms to ensure
the security and privacy of netizens [137], consisting of quantum-based
block propagation, novel consensus mechanisms (e.g., quantum PoUW
(QPoUW) [138] and quantum delegated PoS (QDPoS) [139]), quantum
block verification, and identity authentication (see Fig. 5). However,
such quantum-empowered security protocols are in exploratory stages,
and their implementations in the current Web 3.0 ecosystem are com-
plex because the existing IoE infrastructures need to be upgraded so
that they support necessary quantum computing structures.

6. Unprecedented risks of cyberspace

In general, the connectivity of digital things in IoE environments
provides valuable e-services that improves people’s daily lives by ex-
ploring them through gadgets such as smartphones, computers, and
tablets. On the other hand, the advents of LFT-QC and GenAl large
multi-modal models empower unprecedented cyberthreats. Below, we
summarize ongoing and future cyberspace risks, which represent the
main lessons learned from our study.

6.1. Socio-economic and technological risks

According to two recent reports published by Statista in 2023 [140,
141], cyberattacks caused losses of billions of dollars (see Fig. 6(a)).
Moreover, according to the Chainalysis crypto crime report in Jan-
uary 2024 [142], they discovered more than 20 billion annual cryp-
tocurrency transactions that were received via illicit addresses from
2021-2023 associated with cybercrimes such as crypto scamming
schemes, APTs, ransomware, and the dark web markets (see Fig. 6).
In addition, according to the TRM Labs’ report in July 2024 [143], the
hackers managed to steal $1.38 billion in the first half of 2024 from
several exchange platforms (e.g., DMM Bitcoin [144]). Technically, one
of the main reasons behind the successful attacks mentioned above is
the fact that the attackers can perform APTs on users’ devices to steal
cryptocurrency wallets’ private keys and seed phrases or other sensitive
information [145]. For executing the APTs, malicious actors deploy
continuous and sophisticated hacking approaches (e.g., installing ste-
gomalware [146] or sharing deepfake phishing advertisements [147])
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Fig. 5. Development stages of hybrid quantum blockchain-driven Web 3.0 ecosystem. Abbreviations are as follows: quantum key distribution (QKD), measurement device independent
(MDI), device-independent (DI), quantum voting (QV), quantum hash function (QHF), and quantum hypergraph (QH) [137].

to access an IoE machine and remain hidden inside it for a long time.
For instance, victims are induced to interact with seemingly legitimate
deepfake phishing ads, cryptogames, or websites or download clipper
malware (e.g., keyloggers) infected with malicious codes [148]. Then,
attackers could steal the victims’ security credentials and apply them to
access their cryptocurrency wallets, drain their funds, or collect other
sensitive information from their devices.

In addition to the aforementioned ongoing cyberthreats, the next
future suggests the presence of robots able to monitor real-world events
by collecting sensory data from various IoE devices. Hence, they can
analyze real-time data using local or distributed IoE systems to identify
the best action for the situation. These IoE layers can then send com-
mands to networked robots to control objects in the physical world.
This networked set of IoE machines has been named as the Internet
of Robotic Things (IoRT) [149]. What may happen to our physical
world if the authentication schemes in this IoRT are not sufficiently
secure to prevent cyberattacks? The answer is that robots could execute
unexpected actions by risking human lives or impacting the behavior
of significant parts of a smart city.

In today’s cyberspace, the above-discussed network cyberattacks
allow an adversary to compromise blockchain networks [45]. For
instance, a Sybil attacker creates several fabricated network nodes.
By exploiting these nodes, (s)he can gain majority consensus and
control blockchain transactions in the process. Similarly, DDoS at-
tacks (e.g., ShellBot [150] spread crypto miners) flood blockchain
networks with false and spam transactions, allowing adversaries to
compromise the access of authentic users [151]. On each end-point
(e.g., smartphone), the attacker may run spyware as a MitM phishing
trap (e.g., Evilginx) [152] using URLs similar to the victim’s des-
tination, i.e., directing the trapped user to a reverse proxy server.
Then, (s)he utilizes the proxy server to intercept the connection be-
tween the actual web server and the client’s device. Additionally,
it employs a TLS certificate [153] created by the attacker, allowing
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full HTTPS decryption that enables an opportunity to steal sensitive
information [14].

Another cyberattack called replay occurs when systems leveraging
the blockchain upgrade or alter their cryptographic protocols, i.e., a
process known as a hard/soft fork. By performing this attack, intruders
capture encrypted data during transmission and apply it to deceive the
blockchain into committing the same transaction multiple times, known
as double-spending [154]. In theory, one of the primary objectives
of the blockchain is to transform transactional security by providing
traceability and transparency features. Unfortunately, it also empow-
ers hard-to-trace technologies that create and exchange anonymous
cryptocurrencies (e.g., Bitcoin and Ethereum) often deployed in dark
web marketplaces. Consequently, anonymity behind such systems risks
increasing cybercrimes such as money laundering [155], human traf-
ficking, and ransomware attacks [156,157]. For instance, according
to a recent report published by Bitdefender in January 2023 [158],
a surprisingly rudimentary attack vector named address poisoning al-
lows malicious actors to divert real-time transactions to their wallet
addresses as the destination by tampering with them, embedding bogus
data, or altering routing tables. This attack deploys various approaches
(e.g., performing spyware like Glupteba) to undermine the security
and integrity of transactions to either steal cryptocurrencies or damage
the regular operation of blockchain networks. For instance, the Google
security team tried to take the Glupteba botnet down for the first time
in December 2021 [159]. Later in June 2024, the CheckPoint research
team reported that the Glupteba had been active since 2019 [160] due
to its ability to resist shutdown attempts. In fact, it deploys a C&C
address update mechanism by taking advantage of public Bitcoin lists,
which cannot be easily blocked or filtered. This statement implies that
blockchain-based malware can replicate a copy of their source on all
the connected chains and is almost impossible to take down due to the
nature of distributed ledgers.
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6.2. Environmental risks

In addition to the risks mentioned above, blockchain-based systems
(e.g., Bitcoin) have negative environmental impacts, i.e., the total
carbon footprints of Bitcoin is 98.10 Mt CO, in December 2024 [161],
which is comparable to the energy consumption of Qatar. A recent
study [162] anticipated that these CO, emissions caused by PoW con-
sensus processes expand the presence of heat-trapping greenhouse gases
in Earth’s atmosphere, triggering climate change and subsequent loss
of property and life. Furthermore, according to the latest report from
the Kaspersky security team in September 2024 [163], the number of
crypto miners (e.g., Web and Windows-based miners) is still increasing;
however, the most significant increase of malicious mining (or cryp-
tojacking) [164] programs was more than 230% in 2022. They also
discovered that cybercriminals utilized crypto-malware [165], which
took advantage of unpatched vulnerabilities on victim devices to mine
cryptocurrency (e.g., 2 Bitcoins per month based on wallets analyzed
in their study). In general, consensus protocols (e.g., PoW and PoS) are
proposed to prevent a specific node from controlling a blockchain or
perverting the “truth” of what must be recorded by hoping to preserve
the data integrity of the blockchain. In the PoW consensus mechanism,
miners compete to solve convoluted mathematical puzzles as a Sybil-
resistance scheme, which requires the consumption of vast electrical
energy that causes a large chunk of harmful carbon footprints. By
performing such complex tasks (hash rates), they verify and incorporate
transactions into the public blockchain networks. Later in 2022, the
Proof-of-Useful-Work (PoUW) was introduced by Hoffmann [166] as
an alternative consensus algorithm involving a blockchain implemented
through dedicated hardware called “node machines” with very identi-
cal, standardized properties. In this protocol, the nodes (e.g., miners)
must not perform hashing processes, but rather, they produce and pro-
cess blocks of transactions by deploying smart contract computations.
In addition, the Network Nervous System is suggested as the core part
for defining a highly secure ecosystem where the computations are run
on a sovereign network of node machines as dedicated hardware. In
PoUW, the repetitive hashing processes of the PoW were replaced by
useful smart contract computations. PoS mechanisms encourage users
to approve network data and confirm security through collateral stak-
ing. The Delegated PoS (DPoS) is a recent variant of this protocol [139],
which functions differently from PoS by deploying a delegation and vot-
ing mechanism, making the verification process more democratic [29].
Instead, in the PoS, crypto owners construct blocks rather than min-
ers; hence, they do not require particular machines that generate as
many hashed values per second as possible. Consequently, the energy
consumption of the PoS is negligible compared to the PoW protocol,
i.e., the PoS can save approximately 99.85% of the energy currently
needed to run a PoW-based system [161].
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To address the negative impacts of PoW-based systems on the
real-world environment, policymakers have attempted to deal with
global interventions by employing fiscal and legal ways to mitigate the
risks of blockchain-based systems. However, there are still unresolved
issues. This is technically because Bitcoin and other PoW blockchain-
based systems consume considerable energy, which can even exceed
some countries’ total energy consumption. For example, according to
the energy consumption prediction reported by Digiconomist [161] in
December 2024, the daily electrical energy consumption of the Bitcoin
was estimated to be between 50 Terawatt-hour (TWh) to 204.5 TWh
from March 2018 to December 2024, i.e., this is comparable to the
power consumption of Poland, which is approximately 175.00 TWh
(see Fig. 7). Additionally, they speculated that the CO, emission of
one Bitcoin transaction equals the carbon footprint of 89,203 h of
watching YouTube and 1,186,233 VISA payment transactions. Note
that the carbon footprint of one mined Bitcoin is 597 tonnes of CO,,
almost 14.9 times more than the 140 tonnes of CO, needed for mining
some gold worth equal to a single Bitcoin.

6.3. Cyberpsychological risks

In the modern hyper-connected IoE environments, where smart gad-
gets are ubiquitous, and the Internet is an inevitable part of our daily
life and communication activities, a relatively new interdisciplinary
field of cybersecurity and psychology has emerged to investigate the
impact of cyber-related technologies on the well-being of netizens.
This rather new field of study is becoming known as cyberpsychology,
which explores the complex correlations between netizens and cy-
berspace [167]. For instance, the use of GenAl tools (e.g., ChatGPT) for
various applications, such as writing articles, creating creative deepfake
multimedia, and crafting programming codes, is dramatically rising
among netizens as a kind of human-GenAl assistant. Recent studies
highlighted that GenAl tools negatively impact netizens’ critical [168]
and creative thinking abilities [169]. Moreover, the easy access to
Al-generated content magnifies the laziness of individuals and may
counteract the interest in enhancing their skills [170]. According to a
recent report by the Backlinko Team in October 2024 [171], there are
more than 200 million active netizens who utilize ChatGPT worldwide
weekly, that was doubled compared to last year and is drastically
increasing. Indeed, such ever-increasing netizens may face hallucinated
GenAl-created content and then act as unintentional propagators of
deepfakes, i.e., misinforming the readers by providing spurious infor-
mation [172]. Below, we summarized five various forms of cyberthreats
weaponized by GenAI models and LFT-QC.

— GenAlI hallucinated output: Hallucinations happen when GenAl
tools perceive objects or patterns that craft nonexistent or nonsensical
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Fig. 7. A predictive analysis of annualized Bitcoin energy consumption from 12 February 2017 to 15 February 2025 [161].

outputs, which seemingly look accurate and trustworthy [173]. Some-
times, GenAl tools may even fabricate the references in the output
to give the user a sense of perceived trustworthiness concerning the
content’s reliability. For instance, an attorney utilized the ChatGPT to
do legal research to prepare a specific client’s injury claim in May 2023
in New York. While reviewing the claim, the federal judge discovered
that six citations mentioned in the attorney’s brief were falsified [174].
In such a GenAI hallucination incident, the ChatGPT crafted imaginary
references and confirmed realistically that those cases were available
in major legal databases.

— Deepfake phishing: Malicious actors can deploy dark or dual-
purpose GenAl tools (e.g., DarkBERT, DarkBARD, FraudGPT, Wor-
mGPT, and PoisonGPT [175]) to create hyper-targeted phishing cyber-
traps, i.e., deepfake advertisements or emails by taking advantage of
celebrities’ reputations and their physical traits [147]. Consequently,
dark GenAI tools are expected to spawn a new wave of cyber scamming
schemes or offensive approaches to trick users into clicking on a link to
a proxy website or installing seemingly safe software with embedded
malicious codes on their devices, leading to successful account take
over attacks, even with 2FA settings. In such offensive approaches,
attackers deploy dark GenAl tools to craft customized phishing emails
according to victims’ conditions and develop malware based on recent
zero-day vulnerabilities [176]. For instance, the Quantum AI Elon Musk
trading bot [177] was promoted via deepfake ads through social media
that is a smart investing system, which “makes you £1320 in 5 Hours
and cures poverty”. Indeed, unaware netizens might trust such deep-
fake ads and then click on the link or install the trading application,
which could contain ransomware or stegomalware (e.g., GenAl-created
RAT) [178].

— GenAl propaganda campaigns: Recently, malicious political par-
ties have utilized the GenAl models to develop propaganda machines,
which create deepfake news for supporting or demolishing the repu-
tation of a particular party [179]. For instance, in January 2024, the
propagation of a deepfake robocall in which President Joe Biden dis-
couraged US citizens from voting. Later on, the USA Federal Communi-
cations Commission declared that unwanted GenAl-generated robotexts
or robocalls should be prohibited by laws in February 2024 [180] and
closed a comment period on public citizen’s petition to legalize a new
rule regarding the use of deepfakes in election advertisements.

— Copyright or ownership violation: Since the GenAl tools apply
the digital replication of contents from other resources to learn and
create the knowledge, they have sparked multiple class actions alleging
copyright infringement [181]. It means that users are responsible for
the copyright violations of GenAl-generated contents while writing
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prompts and confirming the results [173]. In other words, they must
not only verify the ownership of GenAl-crafted contents but also their
reliability must be validated; however, the outcomes could be bi-
ased because of decision-making and data-driven biases. Accordingly,
many universities in the UK banned the application of GenAlI tools for
preparing assignments, which otherwise, it will be considered academic
misconduct [182].

— Cyberbullying and cyberharassment: Cyber-offenders utilize
GenAl tools to create deepfakes of underage girls or women for various
nefarious purposes such as child sexual abuse, cyberstalking, and
sextortion [183,184]. In a recent public alert in June 2023 [185], the
Federal Bureau of Investigation (FBI) announced that they received
reports on cyber-offenders applying GenAl tools to create artificial
porn videos or images of underage victims. Then, they sent those
deepfakes to victims to force sextortion or cyberbullying activities. To
combat such unprecedented threats, the National Center for Missing
and Exploited Children of the USA has developed an online system
(named “Take It Down”!), which provides free service to help victims
facing such threats to stop and prevent them.

7. Recommendations and future works

In this section, we provide strategic recommendations for policy-
makers, activists, and practitioners to work on the implementation
challenges of PQC protocols. We also briefly describe the shortcomings
of our study and suggest directions for future works, which can guide
researchers in investigating the future risks of the post-quantum era.

7.1. Strategic recommendations

In the ever-changing cyberspace, there is an increasing amount of
unpredictable man-made catastrophic risks that threaten the entirety
of cyberspace or at least large parts of the global economy [157]. This
is mainly due to the gap between regulatory, standardizing organiza-
tions, and industrial sectors that drive engines of IoE environments. As
discussed above, advances in emerging technologies such as quantum
Al, quantum blockchains, cryptocurrencies, and GenAI models [162]
may expand the risks of cyberspace and the physical world (e.g., IoRT).
Therefore, policymakers should introduce more efficient e-governance
proposals [186] that could better address the ongoing and future
cyberspace risks. In the following, we suggest proactive and strategic

1 https://takeitdown.ncmec.org/
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recommendations for policymakers, researchers, and practitioners to
consider while confronting the following challenges:

- Standardizing organizations’ evaluation metrics need to be re-
vised significantly: The majority of current standard security proto-
cols [20] rely upon the U2D scheme (e.g., 2FA or passwords), which
is combined with the typical way of exchanging a public key and a
certificate between two endpoints for performing D2D authentication
approach (e.g., (D)TLS 1.2/1.3 or CoAP). Although these two protocols
were standardized to protect the content of exchanged messages from
being regenerated, stolen, or impersonated, they suffer from flaws, such
as device dependency and reusable factors of U2D schemes as well as
unencrypted certificate and weak randomness generators in (D)TLS 1.2
and O-RTT resumption in (D)TLS 1.3. Hence, they are vulnerable to
side-channel and network-based attacks [187]. A core metric behind
the standardization of a protocol that might be considered is replacing
classical public key protocols with dynamic multi-key fully homomor-
phic attribute-based encryption methods [188-190], particularly those
functions based on vectors of features generated using federated learn-
ing [191] and lattice-based primitives [192], which do not only depend
on complex mathematical problems. Devising side-channel protected
implementations of PQC approaches with key agility [11] in security
protocols must be the state of mind while engineers deploy them
for D2D authentication [193]. Also, the performance of U2D schemes
should be evaluated considering dynamic credentials generated based
on knowledge-based factors instead of device-dependent one-time pass-
words (e.g., time-based 2FA) [194]. Technically, the U2D schemes
should be examined based on the performance trade-offs between
standard criteria such as the perceived ease-of-use, user’s credentials
reusability, and robustness against side-channel attacks (e.g., Down-
fall/Inception [8,56]) that influence users’ decisions when selecting one
as their security tool in real IoE environments.

- Requirements of transformative updates in blockchain consensus
protocols: regulatory agencies should take proactive actions against
PoW-based cryptocurrency mining farms (e.g., Bitcoin), as their neg-
ative impacts dramatically increase cyberspace energy consumption
[195]. That is why the Ethereum 2.0 founders switched off the PoWw
and transitioned to the PoS consensus mechanism in September 2022
after merging with Beacon Chain [196]. The energy consumption-based
cryptocurrency mining tax could be one way to encourage conservation
and raise funds to investigate more efficient integrated chips that
could be utilized in mining operations, given the potential profits from
these activities. Similarly, they could impose severe legal punishments
for those whose consumption is way higher than their past years’
usage to motivate transformative updates in post-quantum blockchain
consensus protocols (e.g., POUW or QDPoS) and reduce environmental
damage [162].

- Protecting human lives: Bitcoin is still one of the most used PoW-
based cryptocurrencies in the dark web marketplaces that provides
covert ways (or hard-to-trace payment methods) for malicious actors
to commit cyber crimes, such as stealing digital assets via deepfake
phishing schemes [197], selling firearms, and subscribing to hacking
tools [198,199]. Human lives were also lost and still in danger due to
the harmful emission of air pollutants caused by cryptocurrency miners
on a global scale. Some recent studies [162,200] have highlighted
the fact that air pollution is one of the burdens of noncommunicable
diseases and mortality, which is why it was recognized as a high issue
of concern by the World Health Organization. We believe that there
also exists an obligatory responsibility of law enforcement agencies
(e.g., the US Federal Bureau of Investigation, Interpol, Europol, and
China’s Ministry of Public Security) [201] to work with experts from
academia, industry, and activists [202] from the United Nations Human
Rights Council to form a united e-governance commission to develop
security enforcement policies. These policies must comprise two com-
ponents: detecting violations and taking countermeasure actions when
incidents occur through cyberspace. This organization should bring
together experts and strategic thinkers to define enforcement policies,
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introduce innovative solutions, and utilize legal or fiscal tools to reduce
unprecedented threats to humanity and the environment.

— AMD Inception and Intel Downfall bugs in modern CPUs: Re-
cently discovered vulnerabilities in modern processors have enlight-
ened the fact that there exist unprecedented ways to bypass the security
protocols from where no one could expect to emerge through hardware
infrastructures [9,56], and [17]. These flaws put millions of personal
and cloud computers at risk of information leakage [8]. This state-
ment highlights the considerable gaps between standard organizations,
industry, and academia, which requires more resources and investiga-
tions to build up effective and cooperative e-governance agencies in
different regions (e.g., continents) where policymakers, governmental
inspectors, and engineers work collaboratively to address the ongoing
and future security implementation issues against cyberthreats [39].

— Cyber-wellness education (or digital media literacy) for ev-
eryone: Since the number of cyberpsychological risks of emerging
technologies is on the rise, it is a significant necessity for all the netizens
to get trained or be able to access free cyber-wellness educational
(or digital media literacy) programs. Currently, digital media literacy
programs exist in the EU? and other countries, such as the USA,*
UK," and Singapore,” which primarily are designed to train students
or instructors [203]. The problem with these programs is that they
exclude not only many netizens, such as elderly individuals, non-
student adults, and underage netizens, but also provide limited contents
that do not fully cover the necessary critical thinking knowledge and
skills [204]. Therefore, upgrading, developing, and integrating effective
cyber-wellness training programs must be considered the front line of
governmental, educational, industrial, and media outlets, social non-
profit, and educational systems to facilitate the access and outreach of
necessary awareness, knowledge, and skills to all netizens [183].

7.2. Limitations and future works

In what follows, we explain the unforeseen shortcomings of our
study and suggest future directions. To better elaborate our ideas, let us
suppose that the LFT-QC were connected to IoE environments; thus, the
following emerging problems may occur that need to be investigated in
future works.

— Quantum GenAl-enabled cyberattacks: Firstly, we only focused
on implementation challenges of standard PQC protocols and cyberat-
tacks on IoE-based systems that are currently threatening cyberspace
security. However, according to recent studies [205,206], we realized
that the quantum GenAl models could be used to devise automated
cyberattacks (e.g., Sybil [207] or DDoS [208]) to steal cryptocurrencies
or turn the IoRT machines into cyberwars in the future of cyberspace.
Therefore, future works can be explored by overviewing the potential
adversarial risks of quantum neural networks [209] and how they are
likely to be weaponized through the IoE environments.

- Legal frameworks for integration and transition to PQC proto-
cols: Secondly, we have only suggested strategic solutions to support
the transmission of classical security approaches to PQC protocols in
IoE environments. However, the legal frameworks and actions could
also effectively transition the implementation from classical standard
security schemes to PQC protocols. Practically, the existing IoE infras-
tructures deploy hardware and software systems that were adapted
to implement (D)TLS 1.2 and need infrastructure updates to integrate
the (D)TLS 1.3, including PQC protocols [210]. Hence, future research
should also consider the legal perspectives of integrating PQC protocols
and how to engage and enforce the public and private sectors to
accelerate the necessary infrastructure updates.

https://www.digital-wellbeing.eu.
https://lincs.ed.gov/.
https://www.gov.uk/.
https://www.moe.gov.sg/.
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8. Conclusion

Authentication schemes are the front-line countermeasures for guar-
anteeing that an authorized user or device can access software or smart
gadgets in the IoE environments. Technically, state-of-the-art solutions
primarily focus on ensuring D2D authentication security, leaving the
U2D authentication vulnerable to side-channel threats. On the other
hand, hardware security flaws in IoE machines, such as Downfall and
Inception, can provide covert channels for cyberattacks to compromise
users’ information.

Due to the variety of standard protocols, the need to continu-
ously shift from one method to another in the incident of emerging
cyberattacks and the necessity for compatibility of smart things and
crypto-agility must be considered when developing and implementing
standard security protocols. Additionally, effective cyber-wellness ed-
ucational (or digital media literacy) programs must be developed and
provided for all netizens to help them make informed decisions, choose
safe settings, and take countermeasures when dealing with cyberspace
risks.

Efforts to transform e-governance policies do not only have to rely
on the NIST standard protocols, as they are limited to D2D and partially
U2D authentication processes to be deployed as quantum-resistant
schemes. In addition to cryptography protocols, the real-physical world
needs more e-governance and enforcement policies to discover flaws
and update and deploy standard schemes and cyber-wellness training
programs in the real IoE environments to reduce unprecedented risks
outlined in the suggested recommendations.
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