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Abstract 
Although deceptive design patterns are subject to growing regu-
latory oversight, enforcement races to keep up with the scale of 
the problem. One promising solution is automated detection tools, 
many of which are developed within academia. We interviewed 
nine experienced practitioners working within or alongside regu-
latory bodies to understand their work against deceptive design 
patterns, including the use of supporting tools and the prospect 
of automation. Computing technologies have their place in reg-
ulatory practice, but not as envisioned in research. For example, 
investigations require utmost transparency and accountability in all 
the activities we identify as accompanying dark pattern detection, 
which many existing tools cannot provide. Moreover, tools need to 
map interfaces to legal violations to be of use. We thus recommend 
conducting user requirement research to maximize research impact, 
supporting ancillary activities beyond detection, and establishing 
practical tech adoption pathways that account for the needs of both 
scientific and regulatory activities. 

CCS Concepts 
• Security and privacy → Social aspects of security and pri-
vacy. 
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1 Introduction 
Deceptive design patterns1 (DPs) persist online. These are interface 
designs that manipulate users, to the extent that they are misled or 
forced into choices that provide added benefits to the service owner 
[35]. This can usually include disadvantages to the user, such as 
being unable to reject unfair conditions, being signed up for sub-
scriptions without a way to opt out, being nudged into accepting 
privacy-invasive options, or being misled into believing that prod-
ucts are about to become unavailable, among other issues. As it is 
difficult for users to escape these situations or readily find better 
alternatives, these unfair business practices are increasingly being 
brought under legal scrutiny worldwide, with attention coming 
from policy-makers [15], regulatory bodies [4, 13, 39, 51] and legal 
scholars [23, 29, 54]. 

Regulatory oversight does not by itself change the scale of the 
problem. Automating DP detection is seen as a promising way to 
keep pace with these deceptive patterns as they emerge online. This 
potential has been harnessed in a growing body of research studies, 
adding to a range of tools claiming to inform regulators in their 
efforts to manage the problem. In the articles, scientists hold that 
their models can assist regulators in their compliance assessments 
[5, 27, 34, 42, 60] and raise awareness among developers and de-
signers, enabling them to avoid the implementation of deceptive 
designs [12]. This growth is happening in parallel to the emergence 
of Enforcement Technologies (EnfTech) [53], the use of computing 
technologies in regulatory activities. 

In this interview study, we engage practitioners active in and 
around the regulatory sphere in the European Union, to answer the 
following research questions relating to deceptive patterns: 

(1) RQ1: In which activities do practitioners of the regulatory 
sphere employ computing technology? 

(2) RQ2: What requirements must computing technology these 
tools have to be used in their work? 

(3) RQ3: In which enforcement activities are AI-based tools 
developed by academia most useful, and what requirements 
do they embed? 

We build on prior calls to mobilize research and regulatory ac-
tion against deceptive patterns [18]. With many options for tooling 
capabilities implied in academic research, and complementary re-
search on catalogues and taxonomies of ‘dark’, ‘fair’, and ‘bright’ 

1In this article, we use this term interchangeably with dark patterns, deceptive patterns 
or DPs. 
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patterns emerging [12, 20, 33, 34, 40, 60], we may assume that en-
forcement is a pattern-matching problem. Much research capital is 
being invested in automated detection, which would benefit from 
an understanding of where – and to what extent – this effort can 
support intended practitioner-users. In this study, we explore to 
what extent the capacity and capabilities of regulatory practice 
are able to match the implied capacity of automated tooling, ex-
amining how automated DP detection and technology-supported 
enforcement collide, and what may emerge. 

To this end, we interviewed nine experienced professionals in 
and around regulation in various parts of the EU, covering data 
protection and consumer protection. This included representatives 
of regulators, policy-makers, business owners and civil society or-
ganizations that develop and/or deploy EnfTech for DP detection, 
therefore working across software development, data science and 
law. The analysis of the interviews produced a mapping of regula-
tory activities, driving most strongly the reality that enforcement 
needs solid evidence of non-compliance against legal provisions 
(rather than research-centred catalogues of DPs), and that regula-
tors need to choose which (comparatively few) cases they pursue 
from across the whole internet, a bottleneck that needs to be con-
sidered. Beyond detection, we find that there are many tasks of 
enforcement activities that automated tooling can help make more 
efficient, such as with traceable data collection and the identification 
of deceptive behaviours not immediately visible on the interface. 

Academic research tools can inspire capabilities to be devel-
oped further, either in-house or in collaboration with external part-
ners, including research institutions and spin-offs. Our intervie-
wees welcomed this kind of teamwork, but their utmost need for 
confidentiality must be carefully balanced with the openness of 
scientific research. We also recommend ways to align supply and 
demand so that the laudable work of academia can better meet the 
requirements of enforcement, for example, by explicitly mapping 
DP detection to legal violations, as well as by engaging early and 
meaningfully with prospective users of the tools. What is lacking 
are shared spaces where different stakeholders can carry out com-
mon experimentation, and practical pathways to streamline the 
adoption of existing technology, for which we offer some sugges-
tions, including open-source tool development. All these activities 
would contribute to achieving digital fairness and augment the 
societal impact of scientific research. 

In the remainder of the paper, we cover Related Work (Section 2), 
our Methodology (Section 3), Results from the interviews (Section 
4) answering RQ1 and RQ2, and a reflection on the Results against 
current research capabilities (Section 5) answering RQ3. These are 
followed by Discussion and recommendations (Section 6), and a 
Conclusion to the paper (Section 7). 

2 Related Work 
In this state of the art we consider related research, from defining 
dark patterns, the tools that may be used to detect them, and how 
this aligns with regulations and regulatory practitioners. 

Defining and categorizing DPs. The design community that has 
tried to counter the proliferation of dark patterns has first produced 
a plethora of lists and categorizations of dark patterns, some de-
pending on the type of application under scrutiny (e.g., videogames 

[66], e-commerce [34]) interface (e.g., voice interfaces [46]), or de-
vice (e.g., home IoT devices [28]). Significant scientific efforts have 
focused on the identification of DPs on cookie consent with a broad 
range of methodologies, e.g., [2, 26, 42]. 

All of these efforts to define this burgeoning phenomenon re-
sulted in a highly diversified, at times messy, vocabulary. Some 
design scholars have found the need to identify the constitutive 
features of these design patterns that are unlike others (in other 
words "what makes a dark pattern dark?" [35]). Recently, numer-
ous efforts have been made to unify this divergent research into 
coherent taxonomies, and therefore obtain a common language to 
refer to an emerging phenomenon across domains and professions 
[20, 34, 50]. Some of these efforts [12, 33, 40, 60] were intention-
ally made to create a unified categorization to enable supervised 
machine learning to detect DPs automatically within datasets of 
interfaces. Resorting to such methods implies that the task of rec-
ognizing DPs is a pattern-matching problem and that tools can be 
built for automating its solution. 

Automated DP detection. While some previous research relies on 
manual identification of DPs on websites or on previously scraped 
interfaces (e.g., [37, 56]), many authors now leverage Machine 
Learning (ML) techniques and state-of-the-art Large Language 
Models (LLMs). Mathur et al. [34] pioneered large-scale crawling of 
e-commerce sites to identify DPs. Their work highlighted that some 
DPs may be unlawful, and thus their work can also benefit regu-
lators and civil society, and revealed the existence of third-party 
providers offering infrastructure for DPs (so-called dark-patterns-
as-a-service). 

Mansur et al. [33] introduced AidUI, a machine learning pipeline 
combining computer vision and NLP to classify deceptive patterns. 
Aimed at helping developers avoid DPs, it uses a rule-based frame-
work and a custom-labelled dataset. With a similar approach, UI-
Guard [12] targets end-users and developers. The authors under-
score that, when paired with crawlers, it could support monitoring 
and enforcement by regulators. Nie et al. [40] benchmarked existing 
approaches, noticing that there are limitations in their classification 
capabilities, due to limited coverage and incomplete datasets. 

Lately, there is an increasing amount of research on Large Lan-
guage Models for deceptive design detection (e.g., [58]). Decep-
tiLens [27] and DPGuard [60] both leverage the multimodal capaci-
ties of LLMs to recognize a broad range of DPs in ad hoc created 
datasets. The first foresees DP researchers as the primary users, 
but also envisions the use for enforcement agencies. Lastly, other 
automated approaches explicitly target end-users, for example, by 
highlighting DPs found on the interface to strengthen their aware-
ness [32, 59]. 

Deceptive design and the law. Dark patterns have gained regula-
tory traction, with regulatory bodies like the European Data Protec-
tion Board (EDPB) [4] and the European Organization for Consumer 
Protection (BEUC) [13], as well as legal scholars [23, 29, 54], actively 
mapping DPs to legal violations—often through interdisciplinary 
collaboration [19, 56]. In 2024, consumer protection agencies [51] 
and data protection authorities [39] manually conducted sweep 
campaigns worldwide to assess the prevalence of this phenomenon 
on websites and inform regulatory action. This momentum is re-
flected in the EU Digital Strategy legislation (e.g., the Data Act, the 
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Digital Services Act, the Digital Markets Act, the AI Act, and the 
Data Governance Act), which prohibits deceptive design practices 
that undermine user autonomy. 

Researchers have identified opportunities for collaboration be-
tween academic and regulatory communities to enhance detection 
and enforcement [20, 21]. The terminology of deceptive design 
patterns now appears in formal sanctions [55], reinforcing the link 
between scholarship and enforcement. Public “halls of shame” fur-
ther support accountability by documenting DPs [62], and offer 
employees leverage to explain violations and resulting fines to 
employers [9]. 

Automated detection of legal violations. Due to the growing reg-
ulatory relevance of DPs, academic approaches increasingly link 
DP detection to compliance checking. Given the scale of digital 
services, manual review is impractical [60], prompting calls for 
automation "to expedite discovery and enforcement" [41, p. 10]. 

Deceptive design in cookie banners has received particular at-
tention [22], though their assessment may be felt as subjective and 
reliant on human judgment [24]. This is why tools like DarkDialogs 
[24] and Bouhoula et al.’s compliance measurement system [5] do 
not only focus on DP detection, but also support legal analysis 
to determine whether violations occur. These tools are increas-
ingly designed to assist regulators and legal scholars in evaluating 
compliance over time. 

Actors in the detection and enforcement activities. Despite promis-
ing academic developments, most of these tools lack engagement 
with prospective users and do not incorporate reflections on user re-
quirements—except for [27], which involved DP experts, primarily 
researchers. Academic researchers often assume utility for regula-
tors and other stakeholders but have not validated these assump-
tions through direct engagement. This gap is significant, as DP 
detection and regulation activities face challenges, not only due to 
the scale of digital services but also due to definitional ambiguity. 
As noted, "detecting deceptive patterns is a difficult task with a 
moving target" [58, p.2], and some DPs exist in gray areas, making 
it hard to determine deception [34]. 

Many regulations concerning personal data, consumer contracts, 
and digital services contain provisions that indicate lawful ways 
to design user interfaces, for example the fact that consent must 
be an "unambiguous indication" of the user agreement according 
to art. 4(11) General Data Protection Regulation (GDPR). Case law 
often provides interpretation of legal provisions, such as when the 
judges of the Court of Justice of the EU, in a landmark case [44], 
clarified that "unambiguous indication" means that consent boxes 
on a GUI cannot be preselected. When those provisions are not 
respected, for example due to the use of a DP (e.g., privacy-invasive 
defaults [4] are a typical example of a dark pattern), an interface 
may be considered unlawful. Regulatory bodies, such as data protec-
tion and consumer protection agencies, can initiate investigations 
and issue administrative fines to organizations that violate the law, 
even based on complaints from individuals. Given the sheer num-
ber of digital transactions, regulators show growing interest in 
automation beyond DP detection. A 2023 report on Enforcement 
Technologies (EnfTech) [53], involving global consumer protection 
agencies, reflects efforts to integrate computing technologies into 
consumer protection enforcement workflows. 

Compliance monitoring also involves civil society organizations, 
in certain jurisdictions, which may accommodate complaints from 
individuals and submit mass complaints. While interviews with 
designers reveal tensions around knowingly implementing DPs 
[67], interviews with enforcement practitioners are limited. Studies 
with UK case workers [10] and EU professionals [11] highlight the 
need for a deeper understanding of enforcement processes and 
concerns about regulatory capacity. 

Latent challenges. While several tools have been proposed by 
academia to support DP detection, questions remain regarding their 
practical relevance: do these tools risk over-promising? Do they 
adequately respond to user requirements? Have those requirements 
been systematically investigated? This work critically examines 
the disconnect between academic approaches that predominantly 
conceptualize DP detection as a pattern-matching problem, and the 
regulatory domain, which demands nuanced interpretation, legal 
reasoning, and contextual sensitivity. 

3 Methodology 
In the following, we describe our study procedure, recruitment 
and participants, how we analysed the interview data and con-
trasted it against existing tools, as well as ethical considerations 
and limitations. 

3.1 Interview study design 
Our interview protocol involved many parts, as described in Ap-
pendix A. First, we asked about the participant’s activities and role 
(relating to the legal domain), given that regulatory practitioners 
are rarely studied directly, especially in the domain of dark pat-
terns. We then asked what the participant considered to be a legal 
violation, to relate this to existing dark patterns concepts. From 
these foundational questions, we moved to questions about the 
supporting tools that participants use in their role and why, and 
related requirements for using those tools. This focused on how 
tools are used for detection and enforcement. 

After this, we presented a short overview of three different types 
of enforcement tools, varying in their levels of automation. The 
first was ‘wall of shame’-style tools, which anyone can contribute 
to; the second was semi-automated tools using Machine Learning, 
which search websites based on fixed rules; the third was tools 
based on Large Language Models (LLMs), which in essence adapt 
rules to find variations of dark patterns. For each type of tool, 
we summarized their function, and their goal. This overview was 
used to act as a shared artifact during the interview, against which 
to discuss available technologies and their effectiveness; we are 
mindful that many tools exist in practice, with varying capabilities. 
Given that this is a technology that is developing at a fast rate – 
what researchers may refer to as an ‘AI tool’ may not be the same 
as what a practitioner has encountered as an ‘AI tool’. For that 
reason, we linked specific functionality and goals to each kind of 
tool. We encouraged participants to discuss the potential for such 
tools, referring to the content of the presentation so that we could 
ground comments in tangible features. The overview of the three 
types of tools used to support this conversation can be found in 
Appendix C. 
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After the tool presentation and associated discussion, we closed 
the interviews with discussion of automated tooling in the context 
of wider tooling developments within detection and enforcement (as 
‘Enf-Tech’ more broadly). At this point, we debriefed the participant 
as to our goal to explore the usefulness of automated tooling from 
research and the advancements it would represent. 

3.2 Recruitment and participants 
We recruited nine practitioners from within the European Union, 
reflecting our research focus, our familiarity with EU regulatory 
frameworks, and the prominence of deceptive patterns in EU regu-
lations. Each participant brought extensive experience in the reg-
ulatory domain, working across jurisdictions and roles within or 
alongside regulatory bodies. For anonymity, we do not disclose 
their country, but Table 1 details their organizational affiliations 
and declared areas of expertise. Many held interdisciplinary roles 
and all had direct experience with tools developed or used in their 
institutions. 

Recruitment combined personal contacts and snowball sampling, 
with participants recommending others with relevant expertise. 
This strategy enabled us to capture a diversity of views representing 
a range of activities within and around regulation that together 
covered the whole spectrum. While our sample is not exhaustive, 
the depth and specialization of participants from diverse institutions 
and functions provided sufficient insight into operational practices 
and requirements, supporting the formulation of well-grounded 
recommendations for tool-makers, researchers, and regulators. 

Participants were briefed on the study’s aim—“investigating the 
landscape of existing tools for automated dark pattern detection 
developed by researchers, businesses, regulators and NGOs”—and 
interview topics were shared in advance. Interviews lasted 45–60 
minutes and were conducted between January and April 2025. Par-
ticipants were not financially compensated but were offered early 
access to anonymized analysis outcomes. 

3.3 Interview data analysis 
To analyse the anonymized interview transcripts, we used Thematic 
Analysis (TA) [7, 8]. TA aligned with the need to capture the realities 
of the practitioners, their interactions with other stakeholders, and 
their needs around emerging tooling (itself considered relative to 
developments in digital service regulation). 

We applied a codebook-style TA between two author-coders, 
informed by our interview questions. The effectiveness of codebook 
TA does not usually rely on high inter-coder agreement [7] – the 
primary focus here is on using the codebook to support discussions 
and interpretation of emerging themes. Coding was inductive, as 
regulatory practitioners are under-studied, and there is a need to 
situate understanding of automated tooling and Enf-Tech in their 
reported activities. We then grounded the discussion of automated 
tools in their experiences. 

There were two coders, Coder1 and Coder2. Coder1 has a legal 
design and usable privacy background; Coder2 has a security us-
ability and sociotechnical security and privacy background. Both 
Coders were present for the majority of interviews (except with 
CP-P9, interviewed only by Coder1). Both coders made notes af-
ter each interview during anonymization, if not already after the 

Organization type Participant Expertise/ 
code Remit 

Business BUZ-P1 law and tooling 
Policy-making PM-P2 law 
organization 

Non-governmental NGO-P3 tooling 
organization 

Consumer protection CP-P4 law 
agency CP-P8 law 

CP-P9 tooling 
Data protection agency DP-P5 tooling and law 

DP-P6 tooling 
DP-P7 law 

Table 1: Participant demographics organized per organiza-
tions they work at and primary area of expertise (law in-
cludes legal enforcement, while tooling corresponds to tool 
development). All have direct experience with DP detection. 
Each participant has been identified with an acronym com-
posed of their type of organization (BUZ= Business; PM= 
Policy-making organization; NGO= Non-governmental orga-
nization; CP= Consumer protection agency; DP= Data pro-
tection agency) and their number (e.g., P1), so for instance 
BUZ-P1 or CP-P5. 

interview itself (‘Data familiarisation and writing familiarisation 
notes’). Both Coders coded interviews separately (‘Systematic data 
coding’) then discussed them, in batches of three, to develop and 
refine themes (‘Generating initial themes from coded and collated 
data’). A coding review meeting was conducted after each batch. 

Coding review meetings were more intensive during initial theme 
generation (‘Developing and reviewing themes’). The two coders 
began with independent codebooks, which were iteratively merged 
across batches of interviews. After finalizing the codebook (Appen-
dix B), all interviews were re-coded. Coding meetings lasted 2–3 
hours each (‘Refining, defining and naming themes,’). Code groups 
from the final codebook informed the structure of the Results sec-
tion. 

Where there was disagreement in codes, this was concentrated 
in the first batch of three interviews, and was primarily in whether 
the codebook centred around practitioner activities, or the tools 
they used – this already resulted in the beginnings of our process 
diagram (Figure 1). Resolving disagreements was then primarily 
an activity of deciding which code group to put a code into, more 
than the meaning of the code. The coders were also mindful not 
to ‘force’ agreement if it was an issue of stakeholder perspective – 
a few parallel codes would then be allowed to persist, to preserve 
multiple perspectives on the same factor. After the second batch of 
three interviews, in discussion there was high agreement in what 
the Coders regarded as of note in the interviews – given the rich 
nature of the content, disagreement was in which elements were 
of interest. This was resolved by developing themes and referring 
to the process diagram as a shared artefact. 

Coder1 saw tools including AI as the central object of study, and 
for Coder2 it was practitioner activities (including investigations) 
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and utility of tools, including AI. There was then a shared view 
of tools and activities being strongly linked, which informed how 
coding and discussion of themes were developed and reconciled. 
There was high agreement in what phenomena both coders identi-
fied in the transcripts, and where they placed those phenomena in 
identified practitioner activities. Bringing together the perspectives 
of the two Coders was able to identify, for instance, a theme around 
how practitioners try some tools with new features, to discover 
new ways to identify signs of potential violations. 

3.4 Analysis of existing AI-based computing 
technologies 

Once the results were elaborated, AI-based computing technologies 
developed by academia and introduced in Section 2 were analysed 
(as detailed in Section 5). The aim was not to provide an assess-
ment of the quality of the approaches, which is discussed in due 
scientific venues. Instead, the goal was to understand how they are 
positioned with respect to the findings concerning the detection 
and enforcement process illustrated in Section 4. In particular, tasks 
were identified which the different families of tools can contribute 
to, within the detection and enforcement process; the main func-
tionality/ies of each kind of tool and the value of this to practitioner 
activities; the type of data they gather or analyse and the utility 
of this data for enforcement; and, whether they meet or at least 
consider relevant constraints and requirements of regulatory teams 
and their processes. We also aimed to remove the ambiguity there 
may be about what it is that automated tools are (believed to be) 
doing or that they can do, so we also wanted to have a common 
definition against which to discuss the views of both interviewer 
and interviewee. 

3.5 Ethics, privacy and confidentiality 
The study received approval by institutional Human Research 
Ethics Committee (HREC), including a data protection review. In-
terviewees gave informed consent, could skip questions, and with-
draw at any time. Interviews were conducted via Microsoft Teams, 
recorded, transcribed, and anonymized; original recordings were 
deleted. Transcripts were manually corrected for errors in e.g., 
acronyms, URLs, and terms. 

3.6 Limitations 
Our participant cohort is smaller than in many studies with practi-
tioners; participants were selected for coverage across stakeholder 
roles and direct involvement in detection and enforcement. Partici-
pants were highly specialized, with years of experience, and as such 
not trivial to reach. Findings confirm that there is limited regulatory 
capacity, with few experts relative to the scale of the environments 
they oversee. We did not interview academic tool-makers, which 
we identify as future work. However, Section 5 compares academic 
research with our findings. Our scope excluded commercial detec-
tion tools. This choice was validated by interviewees, who did not 
mention any such products. 

The study focused on EU regulation, given the relevance of GDPR 
and emerging Digital Decade legislation like the Digital Services Act 
(DSA), and the authors’ familiarity. While participants referenced 
other jurisdictions (e.g., California), the EU is at the forefront of 

dark pattern regulation. These patterns are not region-specific and 
pose risks globally; our findings thus inform broader discussions on 
fair business practices [23, 38]. We also included participants from 
various EU regions to reflect differences in legal implementation 
and resourcing. 

4 Results: Interview analysis and tool 
presentation 

This section presents our results. Each subsection represents a code 
group, apart from the last subsection of this section, which details 
broader themes which emerged from our analysis. 

4.1 Activities 
Our participants span different stages of dark pattern (DP) detection 
and enforcement. By integrating their perspectives and tools, we 
constructed an overview of ecosystem activities (Figure 1), thereby 
answering RQ1. The diagram is a schematic representation of the 
activities mentioned, but not all stakeholders follow each step, de-
pending on their organization’s mandate. For example, all data 
protection authorities have the mandate to disseminate informa-
tion on compliance and to issue guidance interpreting the law, but 
not all have done so with respect to DPs. Or, in principle, all con-
sumer protection authorities could verify whether the requested 
change has been implemented, but only a few have mentioned do-
ing so. A key insight is the vast discrepancy between the number 
of online services, the DP detected, and those pursued. Regulatory 
action is limited to a small subset, often framed within targeted 
campaigns and investigations, as illustrated left-to-right in Figure 
1. 

Detection and enforcement involve multiple, non-mandatory 
phases. Practitioners use tools to automate tasks beyond detec-
tion (e.g., contacting businesses, issuing reports), while some steps 
require human input (e.g., legal assessment, filing complaints). Reg-
ulatory actors cannot instantly identify new services or interface 
changes, and must verify whether requested modifications are im-
plemented or reverted. Some businesses may actively evade detec-
tion (e.g., by blocking traffic coming from governmental IPs, or by 
writing code in ways that are more difficult to parse automatically), 
requiring adaptive strategies. Interface scans offer limited insight: 
some issues (e.g., hard-coded stock levels) demand external follow-
up, while others (e.g., backend manipulation) may remain hidden. 
Overall, the process must be traceable and auditable ("you need to 
capture it in order to prove that [the violation] is really happening" 
CP-P4). 

4.1.1 Preventative action (Step 1). Before the actual enforcement ac-
tivity starts, participants mentioned proactive actions that can help 
businesses adhere to regulations, such as issuing official guidelines 
interpreting the law, providing self-assessment tools or proposing 
consultancy services. Participants saw benefits in such pre-emptive 
actions, for example “avoid[ing] change management” (BUZ-P1) 
such as redesigning interfaces and services after they have been 
put in use. 

4.1.2 Sweep collection (Step 2). Regulatory practitioners often be-
gin with large-scale sweeps of GUI-visible business practices, using 
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Figure 1: The phases reflecting the activities of enforcement identified in the interviews. A shorthand definition is provided for 
each phase on the diagram’s right-hand side, and an appropriate quote on the left-hand side. On the far right is a fictional 
example of what the enforcement process could look like, inspired by the activities described by our participants. 

manual or automated methods to gather broad, sometimes redun-
dant data. These activities serve general monitoring or targeted 
suspicion (e.g., presence of specific design elements or platforms), 
aiming to assess whether illegal practices may exist ("general discov-
ery tool" (DP-P6); "we wanted to know if the suspect [sic: suspicion] 
could be proven", CP-P9). This initial phase may involve scraping 
thousands of websites and can yield statistical evidence of problem 
scale. 

4.1.3 Screening (Step 3). Even without large-scale scraping, data 
analysis must be guided by organizational priorities, sector focus, 
complaints, media attention, technological developments, or com-
pany size. Capacity constraints are central: regulators "cannot fine 
30,000 businesses even in 100 years" (CP-P4). Tools may suggest pre-
liminary analyses and flag potential issues based on benchmarks ("if 
it’s over 20% then you can raise the flag" PM-P2) or similarity to past 
cases. At this stage, accuracy is secondary; tools provide indicators 

of possible violations "tools help us identify potential problems" (CP-
P4), which require deeper investigation. As one practitioner noted, 
"we have a very good indicator for where trouble may be occurring, 
and then... you would still have to dive in deeper to actually determine 
what’s happening, and to determine whether something is illegal or 
not" (CP-P4). 

4.1.4 Further information gathering (Step 4). To establish legal vi-
olations, regulators often require data beyond what is collected 
online. For instance, verifying whether a low stock message re-
flects actual inventory cannot be done by the tool alone. Additional 
information may be obtained from businesses or through resource-
intensive audits, as detailed in Section 4.3. This data supports sub-
sequent steps, such as identifying service owners: "investigative 
software can only be used as a hunch. Then you still need to [...] 
contact the [website] registry and you need to get an official certified 
paper" (PM-P2). This is challenging since the identity and contact 
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details of business owners "is most of the time very well hidden" 
(NGO-P3). 

4.1.5 Establish violations (Step 5). Matching potential dark patterns 
to legal violations is complex due to legal subtleties and always 
requires human validation. Automated tools assist but cannot re-
place expert judgment: "so many factors are at play that [...] it was 
not efficient to build a system that would be able to do that for us" 
(CP-P4). To establish legal infringements, there is the necessity 
to "get a black and white answer to whether this particular screen 
violates this particular article of the law" (BUZ-P1). For the NGO, 
human involvement is also essential to file complaints, which must 
concern individuals and cannot be filed directly by them. 

4.1.6 Take action (Step 6). Once violations are confirmed, regu-
lators may pursue complaints or fines, though smaller businesses 
are often given a chance to redress issues first: "we communicate to 
traders and give them an opportunity to change and remedy the prob-
lem" (CP-P4). Some participants "address letters to companies, ask 
them to comply and [tell] them in which way they can comply" with 
fines issued only if non-compliance persists (DP-P7). Severe cases 
may bypass warnings. NGOs and businesses may suggest coun-
termeasures, but some authorities avoid this to prevent endorsing 
potentially non-compliant solutions. Letter content can be tool-
generated, especially for smaller businesses who may unknowingly 
implement DPs made available by third-party providers. 

4.1.7 Check change implementation (Step 7). After enforcement, 
some regulators and NGOs continue monitoring services to verify 
implementation of requested changes and detect potential reap-
pearance of dark patterns over time: "maybe in one year they put 
back what they had before" (NGO-P3). 

4.2 Tools 
Participants used a range of software tools, especially in early en-
forcement steps (e.g., data collection and narrowing targets). Later 
stages shifted toward legal analysis, where tool capabilities diminish 
and data quality becomes central. 

Tools for evidence collection included scrapers, artificial agents, 
sock puppets, virtual machines, and VPNs for anonymous browsing. 
Violations were documented via screenshots and video recordings 
of user journeys. Interface scanners detected UI elements like cookie 
banner buttons and contrast ratios. 

Tools for data analysis covered various AI and data science meth-
ods, such as techniques for statistical analysis and semantic similar-
ity algorithms comparing contractual clauses with case law. These 
tools flagged potential issues (Step 3), but legal violations were 
assessed manually (Step 5), since tools cannot do that kind of fine 
analysis. 

Since fines require a legal ruling, any data moving to later analy-
sis stages must be credible enough to withstand judicial scrutiny. 
Otherwise, it serves only as guidance. Consequently, participants 
stressed the importance of anticipating what judges might need, 
in order to simplify later steps. This is why, for instance, we col-
lected mixed opinions about the use of LLMs: while two participants 
praised their reasoning capabilities, others were more sceptical. 

4.3 Data, evidence and dark patterns 
4.3.1 Data. Participants described a range of data types collected 
for professional purposes, some of which serve as evidence of po-
tential legal violations, often linked to DPs. Typically, they gather 
publicly available data (published on websites, portals, or by au-
thorities as open data) captured via time-stamped screenshots or 
recordings, sometimes continuously (e.g., countdown timers), as 
noted by BUZ-P1, CP-P4, and PM-P2. Confidential data may also be 
collected during investigations, reflecting the diversity of evidence 
types. This includes information from ‘dawn raids’ (unannounced 
inspections of a company’s premises), verification visits, written 
requests, interrogations, complaints, and expert input. 

Importantly, in-depth investigations require linking interface 
data to other sources of information, sometimes through compelled 
data-sharing or surprise inspections. The process must align with 
legal definitions: “you don’t care whether it’s called a dark pattern 
or not” (BUZ-P1). Thus, most participants focus on legal violations 
rather than interface patterns. As DP-P6 explained, “as a legal officer, 
[...] what gives us leverage [...] is to have something that matches 
with the legal definitions [...] Then [dark patterns] is not a term that 
we actually use, but it’s a really useful term for studies.” Similarly, 
CP-P4 stated, “even the mentioning of a dark pattern doesn’t mean 
anything to me. In the end, what I’m interested in is something that 
violates the law.” 

4.3.2 Dark patterns. Participants referred both to dark patterns and 
legal violations. Explicitly mentioned patterns included countdown 
timers, misleading discounts, price discrimination, fake reviews, 
urgency, social proof, hidden costs, confirm-shaming, and low-
stock messages. They also referred to GUI elements (e.g., buttons), 
technical components (e.g., Identifiers for Advertising, HTML ele-
ments), and user journeys such as subscriptions, cancellations, and 
booking flows. Others emphasized legal issues like transparency, 
uninformed consent in cookies, and abusive contractual clauses. 

Definitions of DPs at a higher level varied. BUZ-P1 linked them 
to regulatory needs, describing them as interfaces that manipulate 
users against their interests. DP-P6 argued that intention to mislead 
must be “striking.” CP-P8 mentioned using legal knowledge, policy 
reports, neural marketing tests which measure bodily response of 
participants exposed to DPs (such as stress), and consumer surveys 
to determine whether an interface is manipulative. Cultural factors 
also emerged, such as users being “trained to accept” (BUZ-P1) and 
experiencing “helplessness” (DP-P6). Conversely, NGO-P3 observed 
that some service owners do not treat GDPR violations as legal 
concerns. 

Some participants clarified also what they do not consider DPs, 
even though this distinction is not always clear-cut. As DP-P6 
noted, legal requirements are “very clear for us,” but interfaces are 
subtler, especially when obligations are vaguely defined. DP-P7 
added that “it’s quite subjective [...] we don’t take the risk [...] if we 
don’t have strong evidence.” Uncertainty also stems from limited 
case law: “case law is never as clear cut as we want it to be” (CP-P4). 
CP-P8 described relying on prior judgments to match new evidence, 
while DP-P6 saw future potential in automating detection using 
“objective markers” of the presence of dark patterns. 
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4.3.3 Matching dark patterns and their regulation. Linking manip-
ulation directly to legal violations is complex and often depends on 
prior case law. Enforcement may involve pattern-matching, but only 
for clear cases like missing ‘reject’ buttons or textual expressions 
that are similar enough to a given dataset. Regulatory actions are 
primarily grounded in established data protection laws (the General 
Data Protection Regulation and the ePrivacy Directive) and con-
sumer protection (Unfair Commercial Practices Directive and the 
Price Indication Directive, which was notably highlighted despite 
its limited presence in DP literature), and newer instruments of the 
EU Digital Strategy (like the AI Act, the Digital Services Act, the 
Digital Markets Act). References to the California Privacy Rights 
Act and the US Federal Trade Commission also emerged, although 
our focus was European. 

4.4 Requirements and constraints for 
enforcement tooling 

To answer RQ2, participants identified several constraints and re-
quirements for using automated tools in regulatory practice, par-
ticularly regarding transparency, traceability, and result accuracy, 
which are essential when data may enter legal proceedings. More-
over, automation was seen as a way to reduce investigation costs 
during early detection phases, ahead of enforcement. Related to 
these dimensions, data confidentiality and open-source software 
were also discussed as important requirements. 

4.4.1 Trustworthiness for accountability. As previously noted, reg-
ulators cannot feasibly scan all digital services and must select a 
subset. In some jurisdictions, this selection must be transparent so 
as not to be seen to be unduly targeting a specific business. CP-P4 
warned that some practices may be targeted simply because “some 
tools may be easier to build than others,” risking misalignment with 
legal standards of impartiality. Moreover, ensuring the integrity of 
analysis results is crucial for establishing a “chain of proof ” (DP-
P6). Participants emphasized the need for accountability in tool 
development, whether through trusted institutions, international 
adoption (e.g., EDPB Support Pool of Experts2), or open-source 
access to code (see below). 

The reliability of automated findings was a recurring concern, 
but tools must operate with high certainty to be trusted. Yet, as 
discussed in Section 4.3, it remains difficult to consolidate objective 
knowledge about DPs which can be automated. Tools often capture 
only surface-level features and struggle with “complex analysis” 
(DP-P6). Without contextual understanding, they risk producing 
inaccurate results, especially as DPs are continuously developing. 

To ensure a “bulletproof process” (DP-P6) that businesses cannot 
challenge, verifiability was regarded as crucial. In legal proceedings 
or appeals, all data must be accessible for external review, and the 
procedure must be “correct,” “non-biased” (CP-P4), and based on 
“sound logic” (DP-P6). For example, browser choice was highlighted 
as key to reproducibility in cookie scanning. CP-P9 also cited legal 
obligations for public administrations to release “explainable AI.” 

Concerns were strongest regarding opaque technologies, such 
as generative AI, due to uncertainty about their admissibility in 
court and variations in evidence rules across Member States. Trust 

2https://www.edpb.europa.eu/support-pool-experts-spe-programme_en 

in computational tools remains fragile: “it’s very hard for us to 
take machine learning models and LLM output at face value” (DP-
P6). While LLMs offer flexibility, hallucinations were reported, e.g., 
a tool wrongly flagging missing information. Conversely, CP-P8 
found it “quite surprising” that an LLM “found more [possible] dark 
patterns than humans” on a set of websites where a new tool was 
being tested, comparing its findings with the DPs that the staff had 
identified. CP-P8 was optimistic on the tool’s potential to strengthen 
their detection abilities, while avoiding over-reliance: "Sometimes 
we didn’t agree with this assessment, but in many cases it was really 
the good direction to have some more issues to consider." Traceability 
was also considered a necessary requirement, especially when tool 
inputs can be modified or when human intervention is needed to 
resolve inconsistencies. 

To enhance trustworthiness, participants mentioned documenta-
tion (DP-P6), removal of incorrect results (CP-P4), and staff training 
(CP-P8). However, caution was advised: “a certain degree of modesty” 
(CP-P4) is needed to acknowledge tool limitations and “consider 
very carefully [...] what we can do with such a tool” (CP-P8). 

Lastly, human oversight was considered essential to ensure ac-
countability, as “it’s easier and safer to do that by humans” (CP-P4). 
No participant believed that legal processes could rely solely on 
automated tools; instead, tools were seen as supportive, with de-
cisions remaining firmly in human hands. As DP-P6 put it, “The 
one who makes the decision is always the human, so we don’t depend 
on the tool 100%,” especially since tasks like establishing violations 
cannot be automated. 

4.4.2 Cost. We observed a general trend toward work optimiza-
tion enabled by technologies such as assisted writing and semantic 
search. These tools helped “do much more with a lot less capacity” 
(CP-P4), saving time across tasks such as screenshotting, times-
tamping, organizing data, and retrieving internal case law. How-
ever, upfront investment was often required, making off-the-shelf 
solutions attractive (see Section 4.5). At the same time, concerns 
emerged about data overload, especially when authorities lack ca-
pacity to process it. As PM-P2 noted, “you still need to analyse them 
one by one” to ensure reliability and accountability before legal 
proceedings. 

4.4.3 Open Source. Open source software and APIs were consid-
ered essential by DP-P5, DP-P6, and CP-P9 for transparency and 
reproducibility. Open source also enabled sharing tools with other 
authorities, as it allowed modifications and “full control of how it 
works” (DP-P5). However, maintenance costs were seen as a barrier 
to release. Open source further implies being free, which cuts the 
decisional and organizational burden of public procurement: "in a 
public administration [...] if you have to buy software you have to go 
through very difficult procedures" (CP-P9). 

4.4.4 Confidentiality. Participants emphasized the need to protect 
investigation-related data from tampering or leaks and to store it 
securely. To prevent unintended use, CP-P8 recommended closed 
environments for LLMs, and CP-P9 avoiding training or fine-tuning 
with sensitive input. Confidentiality was also seen as a barrier to 
collaboration with external partners, which could otherwise help 
distribute the cost and effort of developing enforcement tools. 

https://www.edpb.europa.eu/support-pool-experts-spe-programme_en
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4.5 Co-development and collaboration with 
academia 

BUZ-P1 distinguished between regulators with in-house technical 
teams and those relying on external support due to limited capac-
ity. The latter often need to first find out what is feasible “from 
the technical point of view” (CP-P8). Regardless of setup, collab-
oration with legal experts is essential, typically involving small 
“feedback loop[s]” (NGO-P3) and resource investment, such as build-
ing training datasets. Academic partnerships were seen as valuable, 
especially through spin-offs that commercially leverage intellectual 
property created within universities. Research was praised for its in-
sights into IT possibilities and expert approaches, though some felt 
it lacked a “wider picture” (CP-P4), despite being “always incredibly 
useful” (DP-P6). 

4.6 Critical points for future developments 
Just as constraints were identified regarding what automated en-
forcement tools can achieve within regulatory activities, specific 
areas of potential were also explored, particularly during the lat-
ter part of the interview, to determine if certain barriers could be 
addressed. 

The sheer abundance of websites, and for example, cookie ban-
ners, was seen as providing plenty of training data for large-language 
models. However, the potential of automation is foremost in screen-
ing rather than in detecting specific legal violations: "without ob-
jective indicators [...] that would fit to our doctrine [...], it would be 
more of a general discovery tool and not very applicable in terms 
of automated enforcement” (DP-P6). It may be feasible to compare 
interfaces to prior judgments to indicate potential violations, as 
happens with unlawful contractual clauses, but this requires there 
to be a sufficient amount of, and sufficient clarity in, prior cases. 

Another type of undue influence on consumers that is worth 
investigation is "when people’s concern for the environment is ex-
ploited" (PM-P2). There is also certainly room for development in 
web tracking, particularly in the identification of unique identifiers. 
However, concerns were raised about the actual capabilities to do 
so when identifiers are created on the server side of the business, 
which authorities will need to access directly, rather than the user 
browser that can be more easily inspected. In general, the capability 
to scan visible website content was seen as improving, but that if 
businesses wished to avoid legal scrutiny, they may move their 
deceptions to the back-end. 

Hope was expressed for off-the-shelf data science methods that 
can be used to analyse confidential data. With the advent of trained 
autonomous operations browsing for users, it was considered that 
automated agents could be trained not only to detect manipulations 
and adapt in order to avoid “falling into these traps” (BUZ-P1), but 
also to uphold a user’s configured preferences. 

Some recommendations were explicitly given by the participants, 
mainly focusing on automating screening activities or market moni-
toring, for example to build applications that scan massive numbers 
of websites and compare them to quantifiable indicators of viola-
tions. Importantly, CP-P9 advises contacting the data science unit 
of the relevant authorities to co-develop tools for specific cases or 

sectoral inquiries that the agency is pursuing. Tailoring is neces-
sary because "those tools must fit the actual work of the authority" 
(CP-P9). 

4.7 Broader themes 
Part of the thematic analysis process [7] is to identify broader 
themes, primarily by (reflexively) leveraging the authors’ back-
grounds to identify critical findings across code groups. These 
broader themes are summarized here. 

4.7.1 Detection tools as inspiration. Easy-to-access tools may be 
used to explore what is possible and inform the development or 
deployment of in-house tools (Section 4.2), whose data and results 
must be protected from outside view. In this sense, available tools 
inspire formal investigation processes, but should not be expected 
to be used directly as part of legal procedures, at least not for the 
moment (relating to transparency, Section 4.4.1). This limits their 
use, but to something useful. Detection tools have the potential 
to augment regulators’ experience, given that they are not neces-
sarily UX designers (with some capacity to imagine how different 
interface designs may manipulate users). This is in essence how 
new tools draw their attention, providing a way to detect deceptive 
patterns which are new to them. The law is abstract in terms of 
defining design rules, and in that sense can be violated in many 
ways, but interfaces have variations too. We found that a practi-
tioner’s imagination on one side moves in step with their experience 
of the other, regardless of their role relative to regulation. 

4.7.2 Campaigns rather than coverage. Investigations are focused 
on specific ’families’ of dark pattern or even individual ones, typi-
cally because they match clearly with specific legal violations. Regu-
latory activity is usually more focused on campaigns than coverage. 
It involves having substantial evidence of specific infringements 
rather than weak indicators of a range of violations (as discussed 
around tooling, Section 4.2), where there is not necessarily a sim-
ilarity across cases. CP-P4 was cautious about the possibility of 
reaching broad coverage automatically since "[the tools] would have 
to be so specific, but also the deviations between different cases are 
so subtle, that I wouldn’t really know if it’s possible to program it". 
The detection range of the tools that aim for coverage of a broad 
set of DPs (such as [12, 27, 33, 60]) was considered too general to 
be of actual use, because agencies work on specific cases or sectors, 
driven by various motivations, reported in Section 4.1. When there 
is no match in the scope of the analysis capacity of existing tools, 
it is difficult, if not impossible, to find a "clear usage" (DP-P6) for 
them. 

4.7.3 Scaling the diligence, as much as the detection. AI-supported 
tools are foremost seen as a way to scale up and match the preva-
lence of dark patterns online, rather than to augment the skills of 
regulators (as seen across Sections 4.1 and 4.2). The process needs 
to be transparent and legally sound from the start (Section 4.4). 

Tools that make data management easier are appreciated for the 
unique features they possess, namely the ability to detect partic-
ular kinds of dark patterns or infringements and catalogue them 
efficiently. Where automated-detection tools hold promise is in the 
time-intensive and repetitive tasks of visiting large quantities of 
websites and logging details of each interface, although most illegal 
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practices cannot be detected by interface interrogation alone: often 
the code needs to be inspected (e.g., to understand whether a count-
down timer resets automatically after a preset time) and additional 
information needs to be gathered directly from the business. This 
constitutes evidence on its data or consumer practices that is suffi-
cient and appropriate to uphold a legal claim. Automated tooling 
then has potential foremost in indicating clear infringements of 
regulations at scale, provided that existing case law is unequivocally 
matched to DPs and that reliable datasets are available. That is to 
say, the comparatively small regulatory teams cannot scour the 
whole internet, but automation may help to catch up with ‘obvious’ 
infringements that were existing in plain sight up until that point. 
This is, however, dependent on the pace at which automated tools 
can keep up with efforts to evade detection. Moreover, an essential 
constraint is the internal capacity of enforcement agencies: if tech-
nologies provide an overload of data without filtering or organizing 
it, this may hamper rather than facilitate their work. Similarly, some 
participants highlighted the efforts required to build databases and 
train computing tools, especially as an initial investment. 

5 Results: Reflection on Computing 
Technologies 

In this section, we present the results of our analysis of AI-based 
computing technologies proposed by academia to answer RQ3, in 
particular to determine: to what extent the phases of enforcement 
activities are covered (Section 4.1); whether the tools serve for 
evidence collection or for data analysis (Section 4.2); the type of 
data that is gathered and/or analysed, with a focus on whether it 
is matched to legal requirements or violations (Section 4.3); and, 
whether they meet or at least consider relevant constraints and 
requirements (Section 4.4), such as considerations about the trust-
worthiness of the approach, including if the data and the code are 
available (which is paramount to verifiability and transparency). 

First, we notice that all the analysed tools [5, 12, 22, 24, 27, 33, 
34, 42, 60] are useful for the Sweep Collection phase (as in Figure 
1), where there is not a particular regulatory priority that is set, 
but it is mostly an exploratory activity. Many of these approaches 
[5, 22, 24, 34, 42, 60] include web crawlers that gather data from 
websites, online portals and mobile apps, mostly GUI data, but also 
other types of data such as cookie content. These tools would be 
useful for evidence collection, but the data they collect is usually not 
timestamped. However, logging details of data gathering is a crucial 
feature for regulators; this is then an example of where evidence 
collection must consider the fuller enforcement process, with data 
as potential evidence. Other approaches [12, 27, 33] derived their 
datasets from existing datasets of generic graphical user interfaces 
containing a subset of DPs. Such data, however, is not representative 
of legal infringements. 

Only a few approaches [5, 22, 24, 42] can benefit regulators in 
those phases that are more focused on regulatory objectives, such as 
Screening and Establishing Violations. Indeed, these approaches all 
focus on automatically finding violations on cookie banners, exem-
plified by various types of DPs. Even if not explicitly related to legal 
violations, some other approaches [12, 27, 33] may nevertheless be 
useful for data analysis, if the focus is on DPs. Then, there needs 
to be a phase in which these are mapped to legal infringements, to 

justify the subsequent use of resources to examine them once they 
are added to a caseload. 

Most of the analysed approaches show attention to the scientific 
reproducibility of the studies, uploading their source code and/or 
the datasets to online repositories such as Zenodo and GitHub. 
However, only a few declare the use of free and open source soft-
ware with a copyleft license [5, 24, 34]. This shows attention to 
their verifiability, one element that was vital for our participants. 
For many others, the license was not specified. The LLM-based 
approaches [27, 60] used proprietary models as a baseline because 
of their superior performance to open source models, which, even 
if they improve the accuracy of results, do not make them attractive 
to regulators, because they do not provide the necessary safeguards 
in terms of confidentiality of the data, and the verifiability and 
traceability of results. 

Only very few tools explicitly addressed other dimensions re-
lated to trustworthiness of the system, with [12, p.17] underscoring 
the importance of "monitoring and maintenance [...] for responsible 
AI practices", and [5] for human oversight. [27] explicitly addressed 
opaqueness and accuracy problems, by implementing RAG (Re-
trieval Augmented Generation) and involving DP experts in the 
evaluation of the LLM’s output for transparency reasons. 

When it comes to considerations about the trustworthiness of 
the approach, we notice that only a few works devote attention to 
it. For example [5, p. 1733] recognizes the risks of inaccurate results 
and the need for human oversight: "the violations observed by our 
automated procedure cannot be directly taken by a court or DPA 
to enforce fines. Given the risks of false positives, one must inspect 
and confirm them manually", also due to "ambiguous interpretation" 
of data (composed of natural language, cookie content and cookie 
interface elements). 

Regulatory practitioners may use additional digital tools in a 
speculative manner (e.g., VPNs, code-viewers in a browser, etc.). 
There is scope to move some of this work into the sweeps, but 
that would only move effort from the step of Further Information 
Gathering to the earlier steps of Sweep Collection and Screening; 
the effort is automated, but there would still be later human effort 
to verify what was gathered, rather than perform the gathering, 
thereby transforming one form of effort into another. 

Referring back to Figure 1, most research tools focus on the 
step of Screening, and with varying strength. The Filtering and 
Prioritizing is reliant on human effort. This represents a divergence 
in the grander aims of both communities. It may look good for tools 
to run large-scale sweeps and be seen to collect large amounts of 
evidence. However, a connection is required between a bad practice 
and a legal requirement, for a detected dark pattern to reach the 
end of the process. Dark pattern detection tools then work better 
as warnings to take action. 

Another bottleneck is that tool developments would rely on case 
law moving at the same pace as detection capabilities. Automated 
tools that produce weak signals may still be useful for getting a first 
sense of an emerging bad practice. This still means though, that 
thorough investigation has to follow before action can be taken. 
All the while, not all bad practices can be detected by only looking 
at an interface. There is then a wall that automated tooling will hit 
and cannot get around. 
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6 Discussion 
Based on our findings, we provide initial recommendations for next 
steps to align the pace of automated enforcement technology to the 
needs of intended users. 

6.1 Map jurisdiction-specific case law to DPs 
and co-design technologies that identify 
potential legal violations upfront 

Automated tools are of growing interest to regulators, businesses, 
and NGOs, not only in consumer protection enforcement [53], 
but also in data protection and competition law. A key challenge, 
however, lies in scaling the detection of deceptive digital practices 
in line with legal definitions: whereas most existing approaches 
focus on interface-level analyses, translating these into legally 
grounded claims requires additional work that the community has 
only sparsely engaged with. Only a few tools explicitly map dark 
patterns to legal provisions [5, 22, 24, 42], whereas all our intervie-
wees need to connect weak signals to plausible legal violations, and 
those to existing case law. 

Automated tools need some capability to map possible dark 
patterns directly to legal requirements, prior legal cases, or black-
lists of inappropriate practices. However, this mapping is particu-
larly difficult for certain DPs, because criteria to objectively define 
whether an interface contains DPs are lacking. In consumer protec-
tion, pattern-matching benefits from blacklists of clearly defined 
illegal practices (e.g., in the Unfair Commercial Practices Direc-
tive) and established case law. Indeed, CP-P8 describes a semantic 
similarity tool for spotting unfair contractual terms based on past 
jurisprudence. This clarity, though, is absent in other domains, es-
pecially under very recent laws such as the Digital Services Act, 
the Digital Market Acts and the AI Act in the EU, where the ab-
sence of case law causes open-ended interpretations of what may 
be admissible. This mirrors issues seen in, e.g., security compliance 
expectations in organizations [64], where what is reasonable is 
made clearer through (slow) case law. For DPs, there are instances 
where the mapping is not clear-cut due to scarce case law, but ex-
isting cases can be leveraged to reduce the reliance on regulatory 
practitioners to do that mapping. 

In general, many academic tool-makers are not in direct engage-
ment with legal frameworks, often due to exclusive familiarity with 
DP academic terminology or the international scope of their work 
that transcends jurisdictions. While legal provisions are abstract 
and broadly applicable, DPs are highly contextual and varied in how 
they can infringe the law. Pattern-matching approaches typically 
focus on specific interface designs instead of dynamic interaction 
flows that, however, may better align with the narrative structure of 
case facts [21] and are limited by that scope, thereby lowering their 
scalability. On the contrary, enforcement agencies rely on implicit 
mappings between design elements and legal norms (e.g., the pres-
ence of countdown timers signals a potential legal infringement), 
which are not necessarily formalized during the initial Sweeping 
activities, but only in later stages of the investigation. 

Interdisciplinary and inter-sectoral efforts are needed to map 
known legal violations from case law databases to known dark 
patterns, building on work by [9, 29]. Even though this can be a 

starting point, we need to align the pace of DP adoption, espe-
cially in emerging technologies, with the progression of case law 
on DPs. For instance, there is no browsable, reusable, interoperable 
library of administrative fines where data protection violations3 

are linked to typologies of DPs. This mapping must be jurisdiction-
specific, though striving for international frameworks is desirable. 
Outputs should be computable and interoperable (e.g., via formal 
legal ontologies [48, 49]) to support the automation of compliance 
checking. Automation in legally-sensitive contexts would also re-
quire the employment of appropriate technologies, such as LLMs 
fine-tuned for legal reasoning, rather than general-purpose ones. 
The DP community has already successfully combined HCI and law 
[3, 18, 19, 55], bringing the phenomenon of DP under the spotlight 
of research and at the forefront of policy-making, legislation and 
enforcement. Now, it needs to involve computer scientists more 
effectively, especially experts in legal knowledge representation 
and computational models of legal reasoning. 

More in general, tool developers should collaborate with legal 
scholars or practitioners early on in the development process, to 
align the technical requirements for data collection and analysis 
with legal provisions. Our interviews show that regulators’ primary 
goal is justifying with a plausible narrative why a design pattern 
is a possible legal violation, rather than only finding DPs. This 
echoes the limitations of leveraging results from HCI studies iden-
tifying DPs and their effects on users, since regulators nevertheless 
need to assess the evidence as a matter of procedure [21]. Artefacts 
such as Gray et al.’s taxonomy may serve as a boundary object 
[20], facilitating dialogue between HCI and regulatory communi-
ties. Establishing interim terminology and exchangeable artefacts 
can create a ‘trading zone’ [17], as seen for other areas of security 
and privacy involving multiple communities of practice [61]. While 
calls to align legal guidance with empirical DP research are not 
new [3], this study identifies regulatory activities where misalign-
ment is most obstructive. For example, whereas automated tools 
may substantially support practitioners’ work in data collection 
tasks, they often lack the necessary logging of information such as 
timestamps, for actual legal evidence collection. 

6.2 Identify enforcement actors and their 
specific needs, and engage with them 

It is paramount to identify specific users and their specific needs, 
then actively engage with them. For example, regulators often use 
automated tools for rather simple, targeted tasks (e.g., detecting 
specific GUI elements), guided by organizational priorities or media 
attention. In contrast, academic tools aim for broader DP detection, 
driven by principles of generalizability. Researchers and develop-
ers must identify relevant stakeholders and model their diverse 
needs into user requirements, by scrutinizing the public documents 
where organizational principles (e.g., proportionality, transparency, 
impartiality, etc.) are set and by involving prospective users in in-
terview studies, like we did. In our experience, enforcement actors 
are willing to participate for the common good. 

Table 2 lists important factors to consider when designing tools 
for enforcement, based on our results. Tool functionalities must 

3E.g., https://www.enforcementtracker.com,https://gdprhub.eu/ etc. 

https://www.enforcementtracker.com, https://gdprhub.eu/
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align with operational requirements, such as institutional cost ca-
pacity, particularly the constraints faced by regulatory bodies, as 
they operate under significant time pressure to keep up with the 
fast pace of emerging digital threats, but meet the slow complex-
ities of rigid administrative procedures such as procurement and 
deployment decisions. These limitations may restrict their freedom 
of choice regarding technological tools. Where we have identified 
bottlenecks in specific enforcement activities, these can become 
actionable information to direct tech development efforts for other 
stakeholders which have downstream requirements that need to 
be anticipated in advance (such as bolstering evidence and having 
a transparent data-collection trail). This may apply to, e.g., con-
sumer advocacy groups, trade associations, retailer groups, and 
communities dedicated to anti-scam activities, among others. 

To be of real utility, automated tools for DP detection need to 
include transparency mechanisms for ensuring human oversight. 
Open source, as mentioned below in Section 6.4, can contribute in 
this sense, besides cutting costs and time of procurement processes. 
Adequately protecting data (see Section 6.5 below) that is gathered, 
used for model training or shared across collaborating organizations 
is another essential requirements. 

Tool makers should also consider the heterogeneity of institu-
tional capacities: some agencies have internal capacity to develop or 
adapt tools and ML models, while others rely on legal experts with 
limited technical literacy. This is especially relevant for AI-based 
applications, as in the EU the AI Act’s Article 4 now mandates 
AI literacy for employees, tailored to their "technical knowledge, 
experience, education and training and the context" of use. This 
requirement creates a significant opportunity for HCI researchers, 
user-centred designers, and digital educators to devise best prac-
tices and experiment with effective training strategies that address 
the specific needs of this diverse population, such as using AI tools 
safely in legal proceedings, making an informed choice on their 
fitness-for-purpose and interpreting the results. 

Ongoing development and deployment of accessible dark pattern 
detection tools remain essential. These tools often serve as “scratch-
pads” or sources of inspiration for actors of the regulatory space, 
helping them explore relevant technologies. Tool-makers must de-
cide early how to implement transparency requirements in the 
design of their tools, to promote the full accountability of decision-
making in public administrations and make them enforcement-
ready, or whether they will serve primarily as exploratory aids in 
the Sweep collection or the Screening phases. Currently, unlike the 
approaches focused on cookie notice compliance [5, 22, 24, 41], that 
are limited to this use case though, most tools [12, 27, 33, 34, 60] fall 
into the latter category: useful for inspiration but not integrated 
into formal processes unless adapted for regulatory engagement. 
Research tools often claim utility for regulators, but their actual 
use is constrained, because they do not align with their evidentiary 
needs and investigatory methods - a limitation also recently noted 
in HCI research on DPs [21]. Although the surveyed approaches 
are well-intentioned, a rigorous analysis of user requirements is 
indispensable. 

Considerations Examples from our results Section 
Enforcement Preventative action Sec. 4.1 
activity/ies Sweep collection 

Screening 
Further information gathering 
Establish violations 
Take action 
Check change implementation 

Tool functionality Data analysis Sec. 4.2 
Data collection 

Trustworthiness Transparency Sec. 4.4.1 
Reliability 
Verifiability 
Traceability 
Human oversight 

Cost Time Sec. 4.4.2 
Financial resources 
Human resources 

Open source Gratuitousness Sec. 4.4.3 
Transparency 

Confidentiality Data collection Sec. 4.4.4 
Training data 
Collaboration 

Table 2: The first column of this table summarizes the ele-
ments that our interviewees considered when adopting com-
puting technologies for enforcement. The second column 
lists core properties and examples that emerged in our data, 
but that can be adapted depending on the use case. For in-
stance, cost is an important consideration, which can be de-
clined in terms of time-saving, expenditure, or human capital 
that is needed for development or use of the tools. On the 
right-hand side is the section where each topic has been pre-
sented. 

6.3 Design for enforcement activities beyond 
the mere DP detection 

Our findings show that there are a number of enforcement tasks 
where academia can meaningfully contribute beyond strict DP de-
tection, and this opportunity should be capitalized. Participants 
emphasized the need for diverse tools, such as web crawlers and 
systems that record and timestamp user interaction data. Monitor-
ing must span time, as violations may not be evident from a single 
screenshot, thereby casting doubt on the usefulness of tools that 
can only take graphical UIs as input. Since collecting more data 
does not guarantee legal action due to the limited capacity of regu-
latory agencies, academia could additionally focus on organizing, 
labelling, prioritizing and exploring evidence, including helping to 
optimize the management of complaints as also proposed by [57], 
thereby freeing up resources for NGOs and regulatory agencies 
to run investigations. Moreover, research not explicitly framed as 
DP-related but which may be considered as such, e.g., automated de-
tection work on complex legal language and misleading statements 
[30, 52], can also support enforcement activities. 



Regulatory Practitioner Views on Automated Detection of Deceptive Design Patterns CHI ’26, April 13–17, 2026, Barcelona, Spain 

Further, while scanning visible content is improving, businesses 
may shift deceptive practices to the back-end to avoid scrutiny. 
Many research studies demonstrate, for instance, that invisible data 
flows occur at scale regardless of users’ choices on the interface 
and of the declared data practices, not only on websites [31, 36], 
but also on mobile [47] and IoT devices [14]. This aligns with Leiser 
& Santos’ concept of “Darkest Dark Patterns” [29], who noted that 
enforcement agencies struggle more with back-end inspection than 
interface-level analysis, which may result in an under-enforcement 
issue. However, going beyond the visible interface requires specific 
technical expertise, such as performing dynamic analysis of apps 
to uncover their interactions with their environment [43]. Further-
more, the evolution of technologies and business models, such as 
the phasing out of third-party cookies and the increasing reliance 
on unique server-side identifiers, is also hampering transparency 
and the ability of agencies and NGOs to inspect them. Speaking of 
this, DP-P6 expressed concerns on their "loss of remote enforcement 
capabilities” and the independence of the agency "in the ability to 
check first-hand what is happening", thus the need for more privacy-
enhancing technologies (PETs) to protect the user as a result of this 
shift. 

Future work should bridge the misalignment between what is 
available in academia and what is needed in enforcement. A first 
step includes a structured survey of existing technologies, including 
an assessment of their maturity and the identification of critical 
gaps. For instance, despite significant advances in usable privacy 
research, many solutions remain theoretical, with limited impact 
on regulatory practice. It is paramount to additionally consider 
the organizational workflows where tools will be used, and the 
applicable laws and policies. We recommend that the DP community 
confronts these key questions: how might we design processes to 
select, develop, and validate tools that directly support enforcement 
goals and respond to user needs? How might we assess them with 
combined HCI, computer science and legal metrics4 so that they 
can be safely adopted within administrative procedures and judicial 
systems, starting from the requirements we elicited in this work? 
How might we make them easily findable, browsable and reusable, 
and ensure their uptake by the intended users? How might we 
"collaboratively design technologies, social practices and policies" 
in reality, as asked in recent CHI research to bridge HCI and policy 
[65]? 

6.4 Establish viable tech adoption pathways and 
shared spaces for co-design of academics 
and regulators 

Since the uptake of EnfTech produced by academia has been rather 
fortuitous and resembles a missed meeting of supply and demand, 
clear pathways for translating research outputs into deployable 
tools are urgently needed. These mechanisms should specify the 
safeguards required for legal compliance in enforcement activities, 
while providing practical guidance for implementation, considering 
organizational characteristics. Shared spaces, such as co-design 
processes and regulatory sandboxes where experimentation can 
safely and purposefully occur, can further reduce adoption barriers. 
4E.g., with legal design metrics https://justiceinnovation.law.stanford.edu/projects/ai-
access-to-justice/metrics/ 

Taking this step would ensure that research outputs translate into 
practical, impactful applications that would also address the cost 
requirement, which appears to be a paramount constraint. 

Open-source software presents a promising avenue for adop-
tion by regulatory authorities as underlined by some interviewees, 
primarily due to its accessibility and adaptability within existing 
enforcement workflows. In addition, the principles of Free and 
Open Source Software and open data are well aligned with broader 
academic and policy objectives, including the promotion of open 
science and the necessity of transparency, cost cutting and inde-
pendence in public administration [6]. 

Even if the code of some of the surveyed tools was released 
openly [5, 24, 34], our review identified several tools hosted on 
platforms like GitHub that lacked explicit licensing information. 
This omission poses a significant barrier to reuse and integration, as 
the absence of a clear license undermines legal clarity and restricts 
the potential for collaborative development and deployment in 
regulatory contexts or even just for inspiration. Thus, we urge DP 
tool-makers to consider using open-source models and releasing 
code accompanied by appropriate licenses. 

Tools that are really needed in enforcement activities beyond DP 
detection may attract fewer academic citations than trending topics 
like LLMs and dark patterns, prompting reflection on whether re-
searchers should prioritize tangible societal impact over academic 
performance metrics—or find ways to balance both. Existing aca-
demic inquiry in computing technology and DP aspires to have 
impact, but still falls short in practice to be a driver of useful innova-
tion. However, research assessment increasingly recognizes diverse 
forms of research contribution beyond citation counts [1] and the 
DP domain is a great example of how different stakeholders can 
work towards shared goals [18, 20]. We need to create mechanisms 
for incentive alignment between these stakeholders, such as de-
signing funding instruments tailored to joint academia-regulation 
objectives and encouraging R&D business opportunities, for in-
stance based on open-core licensing models where open source is 
combined with proprietary software features for specific clients. 
CP-P9 highlighted that a spin-off valued their partnership because it 
boosted its market visibility, underscoring the practical advantages 
of such cooperation. 

Public venues for inter-sectoral dialogue, such as CNIL’s Re-
searchers Days5 , the international Computers, Privacy and Data 
Protection Conference (CPDP)6 , and EU COST Action projects7 , 
can foster collaboration and maximize impact. National agencies 
like PEReN in France8 and international ones like the eLab of the 
European Commission [63] offer tools to public administrations and 
thus represent potential partners. This cross-pollination would also 
help researchers achieve the societal impact increasingly demanded 
by funding agencies, ensuring that public investment serves its 
intended purpose, aligned with their institutional missions. 

5https://www.cnil.fr/en/tag/Research
6www.cpdpconferences.org/
7https://www.cost.eu/
8https://www.peren.gouv.fr/en/ 

https://justiceinnovation.law.stanford.edu/projects/ai-access-to-justice/metrics/
https://justiceinnovation.law.stanford.edu/projects/ai-access-to-justice/metrics/
https://www.cnil.fr/en/tag/Research
www.cpdpconferences.org/
https://www.cost.eu/
https://www.peren.gouv.fr/en/


CHI ’26, April 13–17, 2026, Barcelona, Spain Arianna Rossi and Simon Parkin 

6.5 Balance transparency and auditability with 
confidentiality 

Another challenge that needs to be overcome derives from misalign-
ments between academic and regulatory goals and requirements. 
The results indicate that automation shows greater potential in 
early regulatory phases (such as Sweep collection and Screening), 
while later stages require expert human oversight. Considerations 
for enabling accountability, including ways to ensure transparency 
and traceability of decisions must be embedded from the earliest 
stages of development. 

Researchers should document development processes to make 
adoption by public regulatory bodies more predictable when re-
questing resources, and decrease the risk of legal appeals which 
would undermine the tool’s intended purpose and shift the burden 
onto regulatory authorities. Computing technologies used for evi-
dence collection must be auditable and explainable; if they rely on 
opaque AI systems (such as those based on LLMs, e.g., [22, 27, 60]), 
they can only serve inspirational or exploratory functions, because 
they risk creating accountability gaps, an unbearable risk shared 
by all use of AI in legal and judicial systems [57]. LLM-based tools, 
in particular, require additional safeguards to address issues like 
hallucinations and inaccuracies, considerations that we have only 
seen in [27]. The need for transparency and explainability aligns 
with international standards for accountability in science, including 
the HLEG guidelines on trustworthy AI [45] and ethical research 
practices [16], thus we encourage research in this direction. 

Even though transparency is key for scientific reproducibility 
and trustworthiness, visibility must be limited to prevent malicious 
actors from undermining enforcement efforts, such as developing 
countermeasures (e.g., hiding cookie banner code), and avoid expos-
ing sensitive enforcement cases’ information. Solutions to reconcile 
these diverse requirements consist in adopting careful disclosure 
policies such as tiered access models (e.g., public summaries versus 
restricted technical details), using data augmentation and synthetic 
DP data (e.g., [25]), publishing methodologies and open-source foun-
dation models while protecting sensitive datasets and customized 
algorithms, using appropriate licenses, and explicitly agreeing on 
confidentiality terms. 

7 Conclusion 
This study draws on interviews with practitioners operating across 
the regulatory landscape of online deceptive patterns, with the aim 
of identifying how automated detection tools originating from aca-
demic research can be meaningfully integrated into Enforcement 
Technologies (EnfTech), to enhance the capacity of regulatory bod-
ies in addressing manipulative online practices. Addressing the lack 
of enforcement with automated means may increase deterrence 
and contribute to a fairer digital market in the long run [53]. 

Our findings indicate that current academic tooling predom-
inantly targets the detection of potential non-compliance based 
on interface-level features. However, this approach does not align 
with the evidentiary standards required in regulatory proceedings, 
where robust, legally admissible documentation must be gathered 
from the outset. Consequently, while academic tools may inspire 
the development of internal regulatory systems, they are rarely 
adopted directly. To bridge this gap, it is imperative to establish 

a shared terminology and promote the development of adaptable, 
openly accessible tools based on aligned incentives. 

As deceptive patterns continue to evolve, it becomes increas-
ingly urgent to identify points of convergence between research 
and regulatory practice. Future work will reverse the perspective, 
examining how automated tools might support the administration 
of justice, and exploring how legal professionals conceptualize and 
engage with deceptive patterns. 
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A Interview Questions 
A.1 Part I – The person and role 

(1) Who are you and what do you do? 
(2) What is your role in the enforcement process? 
(3) does your work relate to a specific regulation / area of law? 

-> What are you trying to enforce / stop / protect (and for 
who)? 
-> What does ’evidence’ look like for this work? 

A.2 Interfaces and violations 
(1) Now we want to focus on legal violations in interfaces: 
(2) Can you give us a couple of examples of these legal vio-

lations? (Are those coming to mind because you deal with 
them a lot or because they are most severe or other reasons?) 

A.3 Tools to manage interfaces 
(1) What kind of tools do you use? (may need to be broad on 

what a ’tool’ is) 
-> Who are the intended users and uses? 
-> Are (any elements of) tools specifically for your own use / 
tailored, or commonly-accessible? If so, why? 

(2) Are there user / regulatory / other requirements that you 
consider when developing / selecting / using these tools? 
-> Probe: constraints on time/resource/people / restrictions 
on what to do or how to do it, etc. 
-> Probe: How do you set priorities? why? 
-> Probe: e.g., hide the tools from businesses to avoid circum-
vention? 

(3) What evidence do you / your tools collect? what evidence it 
is not able to collect (and how do you collect it, if at all)? 

A.4 Use of tools for evidence and process 
(1) is your use of tools part of cases/instances or driven by 

types of evidence? -> Are there recurring cases/instances, or 
challenges, that you see with interfaces? 

(2) Is there a process that tools fit into? What is it? -> What 
do you do with the evidence? -> How do you know that 
your tool is achieving its goal? How do you relate tools to 
regulations and law? 

(3) what change do you expect to see from the use of the (en-
forcement) tool(s)? -> How do your actions relate to web-
site interfaces / interface design(ers)? Are these tools robust 
enough to be able to be hold up in court? 

A.5 Part II - present tools: views on the 
academic tools (probes) 

(1) Are these approaches familiar to you? 
(2) If these are promising, where can they go next and how can 

they connect to your work? 
(3) If these are promising, would they already connect to your 

work, or do they need to address anything specific first? 
(4) If these are not promising, is there something which can be 

done to make them connect to your work? Or is it that you 
see a need for something else first? (prioritization issue) 

(5) If these are not promising, is it because you expect them 
to be used by some other actor for some other purpose? 
(i.e., connect to someone else’s work and skills) (matching 
of support to the right actor) 

(6) If these are not promising, is that related to law or require-
ments for evidence? 
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A.6 Part III - Future work and Debrief 
(1) Are there regulatory developments coming up which you 

want to respond to? (= future activities?) 
(2) Is there anything you would like to know about this research 

study? 
(3) Our goal - the usefulness of academic research and the tools 

it represents 

B Interview Codebook 

Code group Code 
Role 

Type of organization 
Expertise 
Task 

DP 
Example 
Why it is a DP 
Why it is not a DP 
Definition 

Evidence / Input data 
Example / type 

Activities within investigation 
Data collection rules 
Data scraping 
Data analysis 
Artificial user agent 
AI | Manual 
Flagging / filtering 
Self-assessment 
Derive altern./response action 
Reporting outputs 
ML tooling 
Decision support 

Development 
In-house 
Cross-agency 
External 

Collaboration 
Partner 
Governance 
Motivation 

Constraint / Requirement 
Cloud provider 
Cost / efficiency / capacity 
Sensitivity of data 
Open source 
Tech skills 
Human check 
Risks 
Reliability / accuracy of results 
Accountability of the process 
Validity in judgment 
Integration (tech+user) 
General vs. case-specific 

Future development 
Tool limitations 

Context 
Too many factors 
Only look at UI 
Continuous DP evolution 

Users 
Businesses 
Regulators 
Consumers / End-users 

Regulations / Laws 
Table 3: The codebook which emerged from the analysis of 
the practitioner interviews. 
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C Overview of Tools 

Figure 2: The overview of the three types of tools summarized to participants during the interviews: Hall of shame, Machine 
Learning (ML), and Large Language Model (LLM). 


