TUDelft

What Secondary Issues Contribute to Operational Problems?

An Investigation Based on Public Postmortems

Alexandru Muresan
Supervisor(s): Diomidis Spinellis’, Eileen Kapel®

'EEMCS, Delft University of Technology, The Netherlands

A Thesis Submitted to EEMCS Faculty Delft University of Technology,
In Partial Fulfilment of the Requirements
For the Bachelor of Computer Science and Engineering
July 22, 2025

Name of the student: Alexandru Muresan
Final project course: CSE3000 Research Project
Thesis committee: Diomidis Spinellis, Eileen Kapel, Benedikt Ahrens

An electronic version of this thesis is available at http://repository.tudelft.nl/


http://repository.tudelft.nl/

Abstract

Operational incidents in software-defined systems can lead
to significant disruptions, and while primary faults such as
bugs or misconfigurations are well studied, secondary issues
that exacerbate these failures remain underexplored. This re-
search investigates what secondary issues contribute to op-
erational problems by analyzing 1,500 publicly available in-
cident reports from platforms such as GitHub and the Ver-
ica Open Incident Database (VOID). Using a large language
model (LLM) and a predefined classification schema, the
study extracts and categorizes these issues at scale.

The results show that communication failures (48.2%),
monitoring and transparency deficiencies (46.5%), and docu-
mentation issues (41.1%) are the most prevalent secondary is-
sues. These often co-occur, with the most common issue pair,
communication failures and monitoring deficiencies, appear-
ing together in over 600 reports, suggesting interdependent
systemic weaknesses. Furthermore, these secondary issues
show strong associations with different primary fault types,
such as misconfigurations and software bugs, revealing dis-
tinct amplification patterns that affect incident severity and
resolution time.

A reproducible data pipeline was developed to enable
large-scale analysis, and manual validation of model anno-
tations yielded an accuracy of 81.9%, confirming the reliabil-
ity of the LLM-based classification approach. The study ad-
dresses the feasibility of Al-assisted analysis for postmortem
diagnostics and provides actionable insights into operational
fragility, emphasizing the need to address not only technical
faults but also organizational and process-level weaknesses.

1 Introduction

Operational incidents in software-defined businesses can re-
sult in substantial disruptions, ranging from service outages
and lost transactions to reputational damage and financial
problems. These systems operate under high complexity,
where rapid feature deployment and tight integration of ser-
vices make them vulnerable to cascading failures. Under-
standing why these incidents occur and how to reduce their
impact is a critical goal for any large-scale IT operation.

Historically, research has focused on primary faults as the
main causes of failures [1; 2]. This has led to improve-
ments in testing, monitoring, and change control processes.
However, secondary issues, which are factors that amplify the
severity or duration of an incident without directly causing it,
remain underexplored. Despite their critical role in incident
outcomes, these systemic weaknesses are less represented in
structured analyses [3; 4].

This project investigates what kinds of secondary issues
contribute to operational problems by analyzing a broad set
of postmortem reports. Unlike earlier studies that exam-
ine incident resolution within a specific organization [5;
6], this research takes a cross-organizational view, leverag-
ing a diverse dataset of incident reports from public sources
such as GitHub and VOID. Additionally, it builds on the rise
of Artificial Intelligence for IT Operations (AIOps) method-
ologies, which aim to bring machine learning and automation
into IT operations [7; 8].

Understanding the co-occurrence of secondary issues, both
with each other and in relation to primary faults, is essential
because it reveals patterns of operational fragility that are of-
ten missed in root-cause centered analyses. These patterns
can indicate system dependencies or repeated breakdowns
in organizational processes such as communication, recov-
ery preparedness, or visibility. From a sociotechnical systems
perspective [9], failures rarely appear from a single point but
emerge from interactions among human, technical, and or-
ganizational elements. Identifying these recurring clusters of
contributing factors supports a more complete incident man-
agement strategy and can inform the design of resilient sys-
tems that address not only technical robustness but also pro-
cess integrity.

To address this issue, our study is guided by the following
research questions (RQs):

* RQ1: Which types of secondary issues are most fre-
quently observed across incident reports?

* RQ2: Are there identifiable patterns linking specific
secondary issues to primary faults?

* RQ3: Which secondary issues are commonly found to-
gether?

This project presents a quantitative analysis of postmortem
reports to uncover recurring secondary issues that exacerbate
operational incidents. It introduces a reproducible, LLM-
assisted classification framework and reveals that issues such
as communication failures, monitoring gaps, and documen-
tation problems frequently co-occur and compound incident
severity. The findings offer actionable insights into systemic
weaknesses in incident response and demonstrate the value of
going beyond primary fault analysis to better understand the
full context of software failures.

The remainder of the paper is organized as follows: Sec-
tion 2 discusses relevant background. Section 3 outlines the
methodology used to extract and analyze the incident reports.
Section 4 presents the Ethics of the research and the use of
Al throughout the project. Section 5 presents our findings on
secondary issue patterns. Section 6 offers a discussion and in-
terpretation of the results. Section 7 addresses the limitations
of the project and directions for future research, followed by
concluding remarks in Section 8 .

2 Related Literature and Background
Information

To understand the significance of secondary issues in oper-
ational reliability, we first examine prior research on system
failures. This section reviews both technical fault studies and
sociotechnical perspectives, highlighting the gaps in existing
literature that this project aims to address.

Much of the foundational research on system reliability
has focused on primary faults which are immediate technical
causes such as software bugs, hardware failures, and miscon-
figurations [10; 1]. These studies have driven progress in pre-
ventive practices including testing, change management, and
observability, all aimed at reducing the frequency and impact
of such failures.



In contrast, secondary issues have received less system-
atic attention. These include operational shortcomings such
as untested rollback procedures, inadequate monitoring, and
unclear team responsibilities. Although frameworks such as
AlIOps aim to automate detection and response using machine
learning and telemetry data [7; 8], they typically treat fail-
ures as isolated events rather than components of broader
systemic patterns. Similarly, studies on change-induced
incidents and internal incident management practices [6;
5] provide valuable information on organizational workflows
but often lack generalizability between organizations.

Recent work has begun to examine the sociotechnical na-
ture of incident response. Sillito and Kutomi [11] ana-
lyzed postmortem reports to identify how knowledge gaps,
poor coordination, and tool limitations delay effective recov-
ery. Their findings highlight that many incident outcomes
are shaped less by the technical fault itself and more by how
teams interpret and respond to it. However, the study is con-
strained by its reliance on a small set of voluntary disclosures,
which can overrepresent well-documented high-impact fail-
ures.

Complementing these qualitative insights, efforts such as
BugSwarm [3] and Zhou et al.’s machine learning-based root
cause classifier [2] demonstrate the potential of scalable and
data-driven approaches to operational diagnostics. Although
both focus primarily on reproducible bugs and root causes,
their methodologies inform the use of large language mod-
els to extract higher-order operational patterns from textual
reports.

Finally, broader assessments of software failure research
call attention to its methodological gaps. Amusuo et al. [12]
criticize the lack of standardization in the field in the study of
failures, while Gazzola et al. [4] show that many real-world
problems emerge only in production, highlighting the need to
study how systems behave in actual production, not just in
theory or lab environments. These perspectives highlight the
importance of expanding research beyond fault localization
to include the systemic conditions that influence the way that
incidents unfold.

This study contributes to this goal by systematically iden-
tifying and analyzing secondary issues across a large and di-
verse dataset of postmortem reports. In doing so, it aims to
reveal recurring operational weaknesses that are often over-
looked but critically shape the trajectory of real-world inci-
dents.

The following section outlines the methodology used to
identify and analyze secondary issues from postmortem re-
ports using large-scale data extraction and language model-
assisted classification.

3 Methodology

This section outlines the methodological framework used to
identify and analyze secondary issues across incident reports.
It details the data collection pipeline, the use of large lan-
guage models for classification, and the process of building
and validating a taxonomy for consistent annotation of sec-
ondary factors. This study adopts a repository mining ap-
proach to investigate secondary issues that contribute to oper-

ational incidents in software-defined systems. A large dataset
of postmortem reports was collected from public sources and
processed using an automated pipeline. The methodology
combines data extraction, large language model-based an-
notation, and quantitative analysis [13] to identify recur-
ring patterns in incident outcomes. The approach enables
scalable analysis of real-world operational failures across or-
ganizational boundaries and supports the research questions
through structured data classification and co-occurrence mea-
surement.

3.1 Data Collection

Incident postmortem reports were sourced from publicly ac-
cessible repositories, primarily VOID [14] and a GitHub
repository [15] containing around 200 reports. Since these
platforms do not offer standard APIs for data retrieval, a cus-
tom Python-based scraper was developed. This scraper sends
structured POST requests, handles pagination using offsets,
and extracts relevant fields such as incident dates, impact de-
scriptions, and involved technologies. The collected data is
stored in JSON format, with mechanisms to append only new
records, ensuring consistency for additional runs. Although
10,000+ reports were availablle on VOID, only the first 1,500
reports were scrapped and downloaded for further processing
throughout this project. This was done in order to maintain
relevancy of the data taking the most recent ones, the 1500
reports are ordered chronologically descending from Decem-
ber 2024 until November 2021 covering a 3 year span.

3.2 Data Processing

To identify secondary issues within the incident narratives,
the collected reports were processed using LLama 3 70B
model [16] via the Groq API. Each report’s “Full text de-
scription” was given through a prompt that asked the model
to extract contributing factors that increased the severity or
recovery time of the incident, excluding the primary fault.
The prompt was given 7 categories or types of secondary is-
sues to use for the processing of the 1,500 reports. Prompts
were limited to 4,000 characters to remain within the API’s
rate limits. The model responses were parsed and stored in
a structured JSON file, indexed by report ID. The script in-
cluded rate limiting and error handling to ensure robustness
and scalability.

A taxonomy of secondary problems was developed fol-
lowing established guidelines for developing taxonomies in
information systems research. The process was guided pri-
marily by the Extended Taxonomy Design Process (ETDP)
as outlined by Kundisch et al. [17], and inspired by the ear-
lier methodology proposed by Nickerson et al. [18]. These
frameworks require iterative, design-driven development cy-
cling between empirical observation and conceptual clarifi-
cation. An initial version of the taxonomy was created using
outputs from a large language model (LLM) and improved
with qualitative examples derived from prior research [19;
20]. Through multiple iterations, the categories were refined
to ensure they were distinct, well-defined categories that to-
gether captured the full range of issues seen in postmortem
reports. Modifications included merging semantically close



categories and introducing new labels where recurring pat-
terns appeared in uncategorized reports. This structured and
iterative process helped establish a robust taxonomy suitable
for large-scale analysis and aligned with rigorous empirical
standards.

To investigate the second research question, a dedicated
processing pipeline was established to integrate the primary
fault classifications with the previously extracted secondary
issues. Primary fault data, sourced from a json file containing
the primary faults of the same 1,500 reports, was loaded, pro-
viding a structured record of incident IDs and their assigned
primary fault labels. At the same time, the detailed secondary
issue descriptions were processed. This involved using regu-
lar expressions to extract and normalize individual secondary
issue labels (converting to lowercase and removing punctu-
ation), which were then mapped to their corresponding inci-
dent IDs. Finally, these two distinct datasets were combined
based on their shared incident identifiers, creating a unified
structure that associated each primary fault with a compre-
hensive list of its accompanying secondary issues. This in-
tegrated dataset served as the foundation for analyzing co-
occurrence patterns between primary fault types and the array
of contributing secondary factors.

To analyze the co-occurrence of secondary issues across
incident reports, a Python-based script was developed to pro-
cess and structure the extracted labels. Using regular expres-
sions, the script parsed the annotated text to extract issue cat-
egories per report and normalize them by removing punctua-
tion and enforcing lowercase formatting. The structured data
was then processed using the pandas library, which facilitated
the construction of a co-occurrence matrix. In this matrix,
both rows and columns represented distinct secondary issue
categories, and cell values reflected how often each pair of
issues appeared together in the same report. To avoid dupli-
cation and ensure matrix symmetry, only the lower triangle of
the matrix was considered.

Using pandas, the co-occurrence counts were extracted,
sorted, and exported as a CSV file containing the co-
occurring secondary issue pairs. This tabular output enabled
downstream analysis and visualization of systemic patterns
across incidents.

3.3 Validation of Results

To evaluate the reliability of the secondary issue classifica-
tions generated by the LLama 3 70B model, a two-step vali-
dation strategy was employed. The first and most important
validation step consisted of a manual review. A representa-
tive set of 100 incident reports was randomly sampled and
annotated by hand according to the established secondary is-
sue taxonomy. These annotations served as ground truth for
evaluating the LLM’s predictions.

The LLama 3 70B model’s output was then directly com-
pared against these human-labeled reports. Out of 299 to-
tal secondary issue labels generated by the model across the
selected reports, 245 were consistent with the manual anno-
tations, resulting in an overall accuracy of 81.94%. These
results demonstrate that the model tends to produce contex-
tually appropriate classifications, especially for well-defined
categories. However, some misclassifications occurred in

edge cases involving semantically overlapping labels, sug-
gesting the model may still over-predict.

As a secondary step, the outputs of the 70B model were
compared with those of a smaller model, LLama 3 8B In-
stant model, using the same prompts and report set. Inter-
model agreement was assessed using Cohen’s Kappa coef-
ficient, a standard measure of inter-rater reliability that ac-
counts for chance agreement. The comparison yielded con-
sistently low agreement scores across all categories, with
most values falling below £ = 0.2, indicating only slight
agreement. This finding reinforced the decision to rely pri-
marily on manual verification, as the 8B model was found to
be overly permissive and inconsistent.

Together, these validation efforts highlight both the value
and the limitations of using large language models in struc-
tured classification tasks. While the LLama 3 70B model
shows promising accuracy when benchmarked against human
judgment, caution is still required when interpreting its out-
puts, especially without expert oversight.

4 Ethics of the research and Use of Al

Responsible and ethical research practices are critical in the
context of large-scale data collection and Al-assisted anal-
ysis. This section explains how the project ensures repro-
ducibility, ethical data usage, and transparency in both au-
tomation and human oversight.

4.1 Responsible research

Reproducibility. This research is designed to be repro-
ducible through the provision of a complete and transparent
workflow. All scripts used for data collection, processing, and
analysis are implemented in Python and organized in a pub-
licly accessible repository. The source data, incident reports
from VOID and GitHub, is also publicly available, allowing
others to use the same inputs. Clear documentation accompa-
nies the scripts to ensure that other researchers can follow the
same steps and verify results.

Replicability. To ensure replicability, a replication pack-
age will be available via Zenodo [21]. This package includes:

 Python scripts used for data collection from the Ver-
ica Open Incident Database (VOID) [14] and the public
GitHub repository [15].

* A dataset of 1,500 incident reports processed by the two
LLMs used in the study.

* Prompt templates and scripts used to interface with the
LLMs.

* A text file containing the manual annotations of 100 ran-
domly selected incident reports.

 All figures presented in the report, along with the corre-
sponding source code.

* A README file with detailed instructions for reproduc-
ing the analysis and navigating the repository.

This replication package is intended to support trans-
parency and facilitate independent verification of the study’s
findings. By providing both the raw inputs and the full pro-
cessing pipeline, the project enables other capable researchers



to build upon this work or adapt its methods to related do-
mains.

Ethical Integrity. The study adhered to ethical research
standards throughout the data collection and analysis phases.
Web scraping was performed responsibly by respecting the
terms of use of the target websites and implementing request
throttling to avoid server overload. No authentication bar-
riers were bypassed, and only publicly accessible data was
gathered. The study refrained from collecting any personally
identifiable information or sensitive content, thereby ensuring
compliance with responsible data usage principles.

4.2 Use of Al

Artificial intelligence played a significant role in both the an-
alytical and editorial aspects of this research. Large language
models, specifically LLama 3 models accessed via the Groq
API, were used to interpret incident reports by identifying and
categorizing secondary issues that contributed to the severity
or duration of operational incidents. This automated interpre-
tation enabled a scalable and consistent analysis of qualitative
data that would have been difficult to achieve manually.

In addition to analysis, Al tools were used to support the
writing process. Language models assisted with grammar
correction, sentence restructuring, and formatting sugges-
tions, helping to improve clarity and coherence throughout
the report. They were used as a means of improving effi-
ciency and productivity rather then replacing critical think-
ing. These editorial contributions were limited to stylistic re-
finement, no Al-generated content was used to formulate re-
search questions, draw conclusions, or conduct core analysis.
The use of such tools was conducted in line with academic
ethical standards, ensuring that the intellectual contributions
remain those of the author.

5 Results

Here, we present the findings from our analysis of 1,500 in-
cident reports. The results are structured around the three re-
search questions, revealing which secondary issues are most
common, how they relate to primary faults, and how often
they appear together in operational failures.

5.1 RQ1: Most Frequent Secondary issues

To address this research question, all extracted secondary is-
sues were categorized according to the predefined schema
and counted across the dataset. This section presents the fre-
quency distribution of these categories, highlighting which
types of secondary issues are most prevalent in publicly avail-
able incident reports. The results provide insight into the most
common systemic weaknesses contributing to the impact or
recovery of operational failures. These categories are defined
as follows:

Monitoring & Transparency Deficiencies: This category
includes cases where lack of alerts or limited observability
into system behavior delayed the detection or diagnosis of
the incident. For example, teams may have been unaware of
a service failure until it was reported by users.

Rollback Preparedness: Issues under this category re-
fer to insufficient or untested rollback mechanisms. This in-

cludes scenarios where teams attempted to revert to a pre-
vious stable state but were hindered by incomplete recovery
procedures.

Automation Gaps: This includes reliance on manual in-
terventions for processes that could have been automated,
such as deployment or scaling. Manual execution increases
the likelihood of errors and often slows down recovery.

Communication Failures: Covers breakdowns in coordi-
nation, such as unclear roles during the incident, or miscom-
munication between teams. These issues often lead to ex-
tended resolution times and confusion during recovery.

Documentation Issues: Refers to outdated, missing, or
unclear internal documentation that impedes troubleshooting
or executing recovery procedures. Teams encountering un-
familiar systems or edge cases may lack proper guidance in
these situations.

Categorization Failures: Includes incidents that were
misclassified in severity or type, leading to an inappropriate
response. For instance, a high-impact issue being labeled as
low priority can significantly affect time to resolution.

Miscellaneous / Unknown: A catch-all category for sec-
ondary issues that do not clearly fit into the other six. This
includes vague or context-specific problems that could not be
confidently categorized.

Based on the run of the llama 3 model, here are the results:

Frequency of Secondary Issues Across 1500 Incident Reports

Communication Failures

Monitoring & Transparency Deficiencies

Documentation Issues

Miscellaneous / Unknown

Automation Gaps

Rollback Preparedness

Categorization Failures

200 300 400 500 600 700
Report Count

Figure 1: Frequency of secondary issues across 1500 incident re-
ports

Figure 1 presents all the 7 secondary issues from the de-
cided taxonomy together with their occurrences across the
1,500 processed reports. As it can be observed from the chart
above, the most common secondary issue is Communication
Failures with 723 appearances (48.2%), followed by Moni-
toring & Transparency Deficiencies with 698 (46.5%) and
Documentation Issues with 617 (41.1%).

5.2 RQ2: Link between secondary issues and
primary faults

The following figures presents the six secondary issues asso-
ciated with each of the primary fault types, it was decided to
remove the unknown label from both datasets as it did not add
any value to the paper. In order to represent this, a heatmap
visualization was chosen which contains the secondary issues
on the vertical axis and primary faults on the horizontal axis.
In the heatmap itself, the numbers in the boxes represent the



common number of occurrences between the secondary is-
sues and primary faults within the processed reports.

These charts provide a comparative overview of how often
different secondary issues co-occur with each primary fault
category. For example, if a specific secondary issue is present
in 50% of all incidents involving a particular fault, its bar will
reflect that proportion. This approach facilitates the identifi-
cation of common patterns and highlights which operational
weaknesses tend to appear together in the context of certain
root causes.

Occurrences of Secondary Issues by Primary Fault

Communication Failures { 13 55 23 85 23 4 1
Monitoring Transparency Deficiencies| 13 54 27 o7 2 31 3 1
Documentation Issues{ 11 ] 23 95 25 73 4 1

Automation Gaps{ 6 18 19 46 16 26 4 0

Secondary Issues

Rollback Preparedness | 4 1 9 28 12 3 3 0

Categorization Failures{ 0 4 4 5 8 4 2 0

Primary Faults

Figure 2: Secondary issues observed in incidents labeled with Pri-
mary faults

5.3 RQ3: Co-occurrence of secondary issues

To understand how secondary issues tend to co-occur in in-
cident reports, we built a co-occurrence matrix based on the
presence of normalized issue labels within the same report.
For each pair of secondary issues, we counted how many
times both were mentioned together.

Co-occurrence of Secondary Issues
Automation Gaps
Categorization Failures { 33 - 500

Communication Failures { 143 32 400

Documentaton lssues | w8
- 30(

Miscellaneous Unknown 1 101 35 361 295

Number of Co-occurrences

Secondary Issue

- 200

Monitoring Transparency Deficiencies { 155 33 623 522 331

- 100
Rollback Preparedness 74 2 76 82 51 79

Secondary Issue

Figure 3: Heatmap of the co-occurring secondary issue pairs across
incident reports.

Figure 3 presents the co-occurring issue pairs. The most

common co-occurrence was between Communication Fail-
ures and Monitoring & Transparency Deficiencies, appear-
ing together in 623 reports. Other high-frequency pairs in-
clude Communication Failures with Documentation Issues
(547 reports), and Documentation Issues with Monitoring
& Transparency Deficiencies (522 reports).

6 Discussion

This section interprets the findings presented in Section 35,
explaining their significance and placing them within the
broader context of existing literature on operational incidents
and secondary issues.

The analysis of 1,500 public incident reports from Fig-
ure 1 reveals that Communication Failures, Monitoring &
Transparency Deficiencies, and Documentation Issues are
the most frequently observed secondary issues contributing
to operational problems. This finding aligns with existing re-
search highlighting the importance of human factors, knowl-
edge gaps, and coordination problems in system reliability
[20; 19]. The high prevalence of these issues suggests that
weaknesses in communication, observability, and knowledge
management are pervasive systemic factors that amplify the
impact or duration of operational failures.

While these top three secondary issues are consistently
present across various primary fault types, their relative
prominence shifts. For instance, as we can notice from Fig-
ure 2 Communication Failures and Monitoring & Trans-
parency Deficiencies are particularly pronounced with Ex-
ternal Dependency Failure, likely due to the critical need for
rapid coordination with external teams and clear visibility
into third-party service health. In incidents stemming from
Misconfiguration, the Documentation Issues and Monitor-
ing & Transparency Deficiencies secondary issues become
more prominent, emphasizing the role of clear instructions
and early detection of anomalous behavior. For Software
Bugs, issues such as Monitoring & Transparency Deficien-
cies, Documentation Issues, and Communication Failures
remain key, indicating their broad impact regardless of the
primary cause. These patterns indicate that secondary issues
act as critical amplifiers, often impacting the initial problem
regardless its origin [9].

The co-occurrence analysis further illuminates the inter-
connectedness of these weaknesses. According to Figure 3
the most frequent co-occurring pairs are Communication
Failures with Monitoring & Transparency Deficiencies
(623 reports), Communication Failures with Documenta-
tion Issues (547 reports), and Documentation Issues with
Monitoring & Transparency Deficiencies (522 reports).
This strong interdependency suggests that addressing individ-
ual secondary issues in isolation may be insufficient. For ex-
ample, poor communication can exacerbate monitoring gaps,
and inadequate documentation can hinder effective communi-
cation during an incident. This reinforces the notion that ef-
fective incident response requires an ample approach to mit-
igate these interconnected weaknesses, rather than focusing
solely on the primary fault.

A somewhat unexpected finding is the relatively lower fre-
quency of Automation Gaps and Rollback Preparedness



compared to the top three issues and compared to the initial
results from the GitHub repository, where these two were the
most common in the 200 reports dataset. While these are
crucial aspects of operational resilience, their less frequent
appearance as amplifying factors in the analyzed public post-
mortems could suggest varying levels of organizational ma-
turity in these areas or a reporting bias in public incident nar-
ratives [12; 4]. Tt is also possible that the impact of these is-
sues might be implicitly attributed to other categories, such as
Communication Failures or Monitoring & Transparency
Deficiencies, if they lead to extended resolution times that are
then documented through a lens of detection or coordination
delays [20].

7 Limitations and Future Work

This study has several limitations that inform promising di-
rections for future research. Below, we outline these grouped
by methodological, data-related, and validation aspects.

Project Duration and Iteration Constraints. The lim-
ited timeframe of the project constrained the extent to which
the methodology could be refined. Some implementation
choices, such as prompt formulation, model selection, and
classification refinement, had to be fixed early and could not
benefit from multiple rounds of tuning or comparative exper-
imentation.

Dataset Size The analysis was based on 1,500 incident
reports sourced from public platforms such as GitHub and
VOID. While this is a meaningful sample size for exploratory
research, it captures only a subset of postmortems generated
in industry. Publicly available reports tend to be better writ-
ten and biased toward high-impact failures from organiza-
tions with mature post-incident processes. As a result, certain
secondary issues or failure contexts may be overrepresented,
while others, especially those from smaller teams or internal
incidents, may be underreported.

Validation Process and Expertise. Manual validation of
model-generated classifications was conducted by a single
student annotator. Although this allowed for an initial pre-
cision estimate (approximately 80%), the lack of multiple an-
notators or expert reviewers limits the strength of the valida-
tion. Another aspect that might impact this is the relatively
small size of the ground truth sample which although ran-
domly chosen could impact a larger dataset differently. A
more robust evaluation would involve multiple independent
raters and measurement of inter-rater agreement using met-
rics such as Cohen’s Kappa.

Model Generalization and Taxonomy Robustness. The
classification taxonomy was developed through iterative re-
finement and informed by prior literature, but was not inde-
pendently evaluated for generalizability across domains. Fu-
ture work could further assess its completeness and adapt-
ability to incident reports from other industries or technical
stacks.

Directions for Future Research. Several extensions could
improve and validate this work:

* Incorporate private or industry-shared postmortems to
improve dataset diversity and generalizability.

Include structured metadata such as incident severity, re-
sponse duration, or affected components to enable more
contextualized insights.

Conduct expert-led manual annotation of a larger sample
to evaluate and improve classification accuracy.

Explore alternative LLMs or prompt strategies to test the
robustness of the pipeline and minimize bias in output
frequency.

Revisit the correlation between primary faults and sec-
ondary issues using larger or stratified datasets to test
whether observed patterns hold beyond the most fre-
quent categories.

8 Conclusions

This research explored how secondary issues contribute to
operational problems in software-defined systems by ana-
lyzing 1,500 publicly available incident postmortems. By
leveraging a structured classification schema and large lan-
guage models, the study surfaced recurring systemic weak-
nesses that often aggravate the severity or duration of in-
cidents. Communication Failures, Monitoring & Trans-
parency Deficiencies, and Documentation Issues emerged
as the most common secondary issues, frequently appearing
together and in combination with primary faults such as Mis-
configurations and Software Bugs. These patterns suggest
that operational fragility is rarely the result of a single flaw.
More often, it stems from the interaction between technical
and organizational deficiencies that damage incident response
and recovery.

Beyond classifying frequent patterns, this work introduced
a scalable and reproducible pipeline for extracting and ana-
lyzing secondary issues using Al-assisted methods. It demon-
strates the potential of combining structured prompt design
with statistical analysis to uncover meaningful insights from
unstructured technical reports. While the analysis was con-
strained by the scale of the dataset and the limitations of au-
tomated validation, the findings offer practical implications
for improving incident preparedness and response strategies.
Future research can build on this foundation by incorporating
richer metadata, refining the classification schema through
expert feedback, and extending the approach to a larger and
more diverse set of incident reports. This work highlights the
value of looking beyond root causes to understand the broader
ecosystem of failures that shape real-world operational out-
comes.

A Appendix
A.1 Use of LLM

For this project two LLM’s were used for the processing of
the 1500 reports and they were given the following prompt:
”You are an expert in post-incident analysis. Given the
following incident report, identify any secondary issues—
problems that didn’t directly cause the incident, but con-
tributed to its severity, impact, or delayed recovery. Use only
the following categories:

* Monitoring & Transparency Deficiencies (e.g., miss-
ing alerts, poor observability, limited visibility)



Rollback Preparedness ( untested rollback plans, in-
complete recovery procedures)

Automation Gaps (reliance on manual processes, lack
of deployment automation)

Communication Failures (unclear roles, delayed up-
dates, miscommunication)

Documentation Issues (missing, outdated, or unclear
procedures)

Categorization Failures (incorrect severity tagging,
misclassified incidents)

Miscellaneous / Unknown (for issues that do not fit any
other category)

Incident Report:
{incident text inserted here}
List the secondary issues as bullet points.”
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