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Abstract

Federated Space Public Key Infrastructure (PKI) can offer a scalable foundation for secure and interop-
erable communications in collaborative space missions. Yet, its deployment faces challenges stemming
from resource-constrained assets, architectural complexity, and the transition to post-quantum (PQ)
cryptography. Current CCSDS space guidelines rely on the Internet X.509 profile, whose extensive
feature set—if left unrestricted—can increase implementation complexity, certificate size (especially
under PQ algorithms), and the risk of interoperability issues. In parallel, the IETF C509 Certificates
draft emerges as a streamlined subset of X.509 with a compact encoding specifically tailored for con-
strained environments. This paper provides an empirical comparison between X.509 and C509 to
inform space mission designers about the associated advantages and costs of each, specifically when
PQ cryptography is incorporated into space PKIs. To help pave the way for interoperability in federated
space missions, a minimal certificate profile for space PKI is proposed.

In addition, the work introduces the first open-source native C509 toolkit that supports PQ algorithms
and evaluates open-source and proprietary certificate parsers. While the IETF C509 draft proposal
reports a size reduction of over 50%, our evaluation confirms approximately 40% savings for classi-
cal certificates generated according to our proposed minimal certificate profile. For PQ certificates,
the savings plateau at around 200 bytes, rendering the size gains negligible. However, revocation lists
consistently achieve a 60% reduction for 30,000 entries, independent of the cryptographic scheme (PQ
or traditional). To quantify and compare the software implementation complexity of X.509 and C509,
we conduct software complexity analysis using well-established heuristic metrics (e.g., cyclomatic com-
plexity, Halstead metrics, logical lines of code). The findings further highlight the relative simplicity of
the C509 parser implementation in software. Defining a standardised certificate profile for federated
space would advance interoperability; however, adopting C509 requires carefully balancing modest
PQ size savings against software simplification and the uncertainties associated with a draft standard.
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Introduction

Public Key Infrastructure (PKI) serves as the backbone of today’s vast digital ecosystem, enabling
secure and trusted communication across countless networks and devices. As humanity’s ambitions
extend beyond Earth, the importance of PKI evolves with it, addressing new challenges posed by the
unique constraints of space environments. This chapter sets the stage for aline of research dedicated to
the core component of any PKI: cryptographic certificates. This study aims to support the development
and deployment of PKI in space, enabling secure communication for future federated missions.

Context

Space exploration increasingly relies on collaboration between agencies and organisations. The techni-
cal and financial demands of projects like a sustained lunar presence or Mars missions often exceed the
capacity of a single agency. For example, the Artemis program is a joint international effort to develop
infrastructure such as the Lunar Gateway, a modular station for long-term lunar orbit operations [1, 2].
These initiatives require integrating diverse systems and practices. Ensuring reliable interoperability
across independently managed assets is thus a key challenge in modern space missions.

The need for technical interoperability in international space missions has led to the development of
standardised guidelines. These are defined and maintained by space standardisation bodies, such
as the European Cooperation for Space Standardisation (ECSS) and the Consultative Committee for
Space Data Systems (CCSDS), which include protocols and recommendations across all layers of
space communication. For key management, related standards remain limited to symmetric cryptog-
raphy, which lacks the scalability needed in collaborative missions [3]. While Public Key Infrastructure
(PKI) and its central component, the cryptographic certificate, provide a scalable framework for trust
and key management in terrestrial systems, CCSDS notes that space deployment faces architectural
and operational challenges [4]. As missions become more federated and involve more independently
governed participants, this remains a significant barrier to large-scale secure communication.

A notable advancement in this area is the experimental Intergovernmental Certification Authority (IGCA)
specification [5]. Proposed by CCSDS, IGCA is an intended federated space PKI standard designed to
promote trusted cooperation and interoperability among entities. It defines policies and requirements
for the technologies and protocols that allow the IGCA and its affiliates to issue and manage certificates
for software, spacecraft, ground stations, satellites, personnel, and other mission applications.

Problem Statement

Despite promoting centralised management and policy enforcement, IGCA currently does not include
a precise specification of the certificate profiles to be used. As CCSDS notes, PKI components from
different vendors may be unable to communicate, and users may be unable to process each other’s
certificates [4]. In practice, most space PKI research and standardisation efforts assume the terrestrial
X.509 Internet profile [6] as the default for interoperability. IGCA builds on the CCSDS Authentication
Credentials [7], which in turn references the X.509 Internet Profile, yet without any specific adaptations.
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Within federated space PKI, the CCSDS Authentication Credentials Standard [7] and its reliance on
the X.509 Internet Profile (hereafter X.509) [6] can pose potential challenges.

First, X.509 was designed for general-purpose terrestrial use and lacks minimalism. It includes re-
dundant data and uses verbose encoding [8], inflating certificate size beyond core cryptographic con-
tent and straining bandwidth-limited links. Its structural complexity also broadens the attack surface.
Context-dependent parsing has been linked to security issues such as memory errors [9], imperson-
ation attacks [10], and denial-of-service conditions [11]. These problems are amplified in embedded or
space systems, where implementing secure parsers is even more difficult due to constrained resources.
As a result, X.509 poses performance and implementation challenges in space applications.

Second, under IGCA, the current profile allows unrestricted use of extensions. In X.509, extensions are
optional fields that encode additional attributes or constraints, often governing trust, key purposes, or
policies. Allowing federation participants to define their own profiles without coordination risks interoper-
ability failures. For example, unrecognised critical extensions may break validation. While X.509 (and
implicitly, the CCSDS Authentication Credentials) enables 17 standard extensions [6], it does not pro-
hibit custom or vendor-specific ones [12]. A survey of 200 million certificates found nearly 200 distinct
extensions [9], showing high variability. Another analysis of 11 million certificates reported that 21.5%
were syntactically incorrect, with 5.7-10.5% still accepted by major TLS libraries [10], highlighting in-
consistencies among implementations claiming the same conformance [13]. The uncontrolled use of
extensions—including deprecated ones [14]—can lead to inconsistent configurations in federated set-
tings where certificates must be deterministic and uniformly interpreted to achieve interoperability.

Third, the migration to post-quantum (PQ) cryptography raises some issues for X.509, particularly re-
garding interoperability and certificate size. Although X.509 accommodates new algorithms through ex-
tensible mechanisms, practical adoption requires gradual system updates to recognise new algorithm
identifiers, making the transition complex [15, 16, 17]. While the IGCA specification acknowledges the
need to address PQ algorithms, the CCSDS Authentication Credentials offers no specific guidelines at
this stage. Moreover, PQ schemes often produce much larger keys and signatures, sometimes tens
of kilobytes, straining bandwidth and embedded memory. These constraints highlight the need to min-
imise certificate size and impose requirements for PQ certificate support in federated space systems.

Collectively, these challenges highlight the need for a well-defined certificate profile—one that supports
PQ algorithms, uses minimal encoding and functionality, and defines a specific, standardised set of
extensions suitable for federated space environments.

Objectives

To address these limitations, this work explores the potential applicability to space systems of the emerg-
ing C509 profile, currently under standardisation by the Internet Engineering Task Force (IETF) [8].
Designed for constrained environments, C509 defines a restricted subset of X.509 features to lower
parsing complexity and certificate size—"in many cases ... with over 50%" [8]. It uses a compact en-
coding [18] suitable even for constrained devices operating with about 10 KiB of RAM and 100 KiB of
flash memory [19]. While promising, its suitability for space remains to be assessed.

Building on this foundation, this study adopts a certificate-centric methodology to identify:

”What is the minimal, interoperable certificate profile capable of bridging traditional and PQ
cryptography while supporting cross-domain federation?”, by:

(i) Analysing PQ certificate formats and identifying challenges and mitigation strategies in designing
an interoperable profile for federated missions.

(i) Reviewing extension configurations used in terrestrial federated systems to inform the design of
minimal and deterministic certificate profiles for federated missions.

(iif) Conducting a comparative evaluation of X.509 and C509 based on certificate size and implemen-
tation complexity to assess their relative suitability for deployment in space.

While certificate lifecycle protocols such as revocation and validation are essential to developing a
certificate profile, this work focuses exclusively on certificate structure and encoding, complementing
future research on lifecycle management.



Contributions
This research offers novel contributions to certificate design and implementation in the federated space:

Minimal federated profile: A proposed reduced certificate profile tailored to the operational and
interoperability needs of federated space missions. This includes a novel PQ format to mitigate
interoperability challenges arising from diverging security guidelines on PQ transition, as well as
a minimal set of profiles with fixed extension sets to enable federation-scale interoperability.

Open-source C509 implementation: The first public natively signed C509 implementation with
PQ algorithm support for certificates, signing requests, and revocation lists. The tool implements
interfaces similar to OpenSSL for intuitive use and contains fewer than 3,000 logical lines of code.

X.509 vs. C509 empirical evaluation: A quantitative comparison of C509 and X.509 based on
object size and software complexity, highlighting trade-offs when adopting C509 in a PQ setting.
Results show that C509 offers negligible size gains for PQ certificates but achieves significant
reductions on revocation lists, independent of the cryptography used. C509 parser implementa-
tions are significantly simpler to implement in software compared to X.509. Despite its benefits,
C509 has yet to be standardised, making its immediate adoption a matter of debate.

* Forward-looking validation strategy: Identification of the Server-Based Certificate Validation
Protocol (SCVP) [20] as a potential mechanism to offload complex validation from constrained
assets and enable scalable federated trust and policy management. Although not implemented
here, SCVP is highlighted as a promising future research direction.

These contributions aim to advance an interoperable, certificate-based trust infrastructure for feder-
ated space environments—particularly within the IGCA framework—»by laying the groundwork for a
dedicated, minimal, and well-defined certificate profile.

Document Structure

The topics analysed in this work are distinct and warrant separate examination. Rather than following
a sequential build-up, the chapters offer complementary insights that together inform the development
of federated space certificate profiles. This work is structured as follows:

Chapter 2: Provides general background for all subsequent analyses.
Chapter 3: Examines PQ algorithms and PQ certificate formats.

Chapter 4: Reviews X.509 extensions and terrestrial federated profiles, highlighting challenges
for constrained space assets.

Chapter 5: Describes the C509 tool's design and implementation, providing the foundation for
the analysis in Chapter 6.

Chapter 6: Conducts an empirical comparison between X.509 and C509.

Chapter 7: Synthesises findings in the context of federated space PKI and outlines limitations.
Chapter 8: Summarises related work.

Chapter 9: Concludes the research.



Background

Secure communication in modern systems relies on well-established cryptographic foundations, span-
ning PKIs, digital certificates, and emerging PQ algorithms. This chapter provides the necessary back-
ground for understanding the core principles of PKI, along with the structure, encoding, and implemen-
tation of cryptographic certificates. It also introduces a short summary of the current state of the PQ
migration and outlines software complexity metrics that will be used in Chapter 6.

2.1. Public Key Infrastructure

A digital, public key certificate! is a signed data structure that binds a public key to an entity’s identity,
allowing others to verify the key’s association with that entity. A Public Key Infrastructure (PKI) com-
prises the roles, policies, hardware, software, and procedures needed to create, manage, distribute,
use, store, and revoke certificates. Its purpose is to establish trust and enable secure communication
between parties without a prior relationship.

A typical, one-layer PKI architecture is illustrated in Figure 2.1, together with its core components:

« Certification Authority (CA): Issues and manages digitally signed certificates, serving as the
root of the trust model in PKI systems.

* Registration Authority (RA): Offloads identity verification from the CA. Its sole responsibility is
to validate certificate requests before forwarding them to the CA for issuance.

* Certificate Repository (DIR): An electronic repository that stores certificates and associated
metadata. The CA publishes issued certificates here, enabling other entities to retrieve them.

« Validation Authority (VA): Assists users in verifying certificate status. It may provide revocation
information or even perform full path validation on behalf of constrained end-entities.

< End Entities (EE): The consumers of certificates—typically devices, applications, or systems
that rely on certificates to authenticate peers and establish secure communication.

Additionally, PKIs follow a Certificate Lifecycle Management (CLM) process [21], depicted in Figure 2.1:

 Certificate Request and Enrollment: An EE generates a cryptographic key pair and submits a
Certificate Signing Request (CSR) [22] to a trusted authority, containing its public key and identity
data, as shown in (1). The CSR is self-signed to provide proof of possession.

« Identity Verification: The RA validates the identity and legitimacy of the CSR. Upon successful
validation, the request is forwarded to the CA for certificate issuance, shown in (2).

« Certificate Issuance: The CA generates a digital certificate binding the verified identity to the
public key. It signs the certificate and includes metadata such as validity, intended usage, and
algorithms used. The certificate is returned to the requester and optionally published in the direc-
tory, as shown in (3.1) and (3.2).

1This work excludes attribute/authorisation certificates that bind attributes or roles to identities.
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2.1. Public Key Infrastructure 5

« Revocation: If a certificate must be invalidated before expiry (e.g., due to compromise), the
CA revokes it and updates the certificate status in the directory and to validation authorities, as
depicted in (3.2) and (4).

* Certificate Validation: When two EEs initiate secure communication (7), the receiver must val-
idate the sender’s certificate. This is typically done by querying the VA, as illustrated by (5) and
(6). Depending on system capabilities, validation may be assisted or fully delegated to the VA.

* Renewal: As a certificate nears expiration, it can be renewed by submitting a new CSR. This
may reuse the original key pair or involve generating a new one. Renewal typically retriggers the
identity verification and issuance process, forming a (1)—(2)—(3) cycle.

Figure 2.1: lllustration of certificate lifecycle roles in a Public Key Infrastructure (PKI). Adapted from [23] under CC BY-SA 3.0.

While the previous example illustrates a single-tier PKI architecture with one CA, real-world deploy-
ments typically employ a more complex, hierarchical structure. Relying on a single trusted CA is often
impractical, particularly in large-scale, globally distributed systems such as the Internet. Instead, trust
is delegated through a chain of subordinate CAs, forming a multi-layered hierarchy that reflects organ-
isational or operational boundaries. This structure enables scalable trust management and compart-
mentalised control, as illustrated in Figure 2.2.

| Root CA H
[ ;‘ ) ]
Intermediate | Intermediate |
CA CA |
Issuing Issuing Issuing Issuing
CA CA CA CA

I ooy v

Figure 2.2: Exemplary CA hierarchy as is typically found on the Internet.
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At the top of the hierarchy is the Root CA, which is inherently trusted by all relying parties. Its self-signed
certificate is typically pre-installed on systems that participate in the PKI. To reduce exposure and en-
hance security, the Root CA is generally kept offline and delegates certificate issuance responsibilities
to one or more Intermediate CAs. These, in turn, may authorise Issuing CAs to issue certificates
to end-entities. This separation of roles supports scalability, enables policy segmentation, and limits
the impact of potential key compromise. In Figure 2.2, the registration and validation authorities are
abstracted; depending on the implementation, these roles may either be handled internally by a CA or
delegated to independent, cooperating entities.

However, independently managed PKIs often lack a shared root, making vertical trust hierarchies insuf-
ficient. In such cases, trust must be established horizontally, through federated PKI architectures that
enable interoperability between autonomous trust domains. These architectures facilitate cross-domain
trust relationships using mechanisms such as cross-certification, bridge Certification Authorities
(CAs), or extended trust lists [24]. Each approach entails specific trade-offs:

« Bridge CAs act as a single intermediary that each participating PKI cross-certifies with, simpli-
fying trust management by reducing the number of required relationships. This model supports
scalability and administrative efficiency, as illustrated in Figure 2.3.

» Cross-certification in a mesh topology allows any two CAs to establish mutual trust directly.
While this model maximises decentralisation, it does not scale well, as the number of trust rela-
tionships grows quadratically with the number of participating CAs.

« Extended trust lists decentralise trust decisions by relying on locally maintained lists of trusted
CAs. This method provides flexibility and autonomy but increases administrative overhead, as
each organisation must curate and distribute its trust list.

Bridge CA
=

Figure 2.3: Bridge CA architecture. Root CAs of each domain generate cross-certificates with the Bridge CA, marked by the
bidirectional arrows, enabling certificate path construction between different domains.

The Intergovernmental Certification Authority (IGCA) [5] defines a federated PKI framework tai-
lored for space missions, structured around a bridge-CA model to facilitate cross-domain trust among
participating agencies. Rather than relying on a single root authority, IGCA enables each organisa-
tion to either cross-certify its own root CA or rely on IGCA's issuing CA, fostering interoperability while
preserving autonomy. The specification outlines technical, operational, and governance requirements
to ensure secure and consistent certificate issuance across diverse mission environments. IGCA ex-
emplifies both the challenges of aligning certificate policies, managing trust anchors, and validating
certificates across organisational boundaries, and the potential of federated PKI to support secure,
scalable, and interoperable communication in complex, multi-agency space systems.
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2.2. Cryptographic Certificates

X.509 is the prevailing standard for public-key certificates, defined by the International Telecommuni-
cation Union Telecommunication Standardisation Sector (ITU-T) [12]. Its structure is specified using
Abstract Syntax Notation One (ASN.1), a formal language designed to describe structured data in
a platform-independent manner. ASN.1 can express nested sequences, choice types, optional fields,
and user-defined tags, and is itself standardised by the ITU-T [25]. It is widely used in telecommunica-
tions and cryptographic protocols, including 5G and Kerberos.

While ITU-T X.509 defines the generic certificate syntax, the Internet Engineering Task Force (IETF)
specifies the X.509 Internet profile [6]. This profile constrains the X.509 feature set and defines strict
rules for fields and validation procedures to promote consistent behaviour across implementations. In
practice, the term "X.509” often refers to this IETF profile, which also serves as the foundation for
various application-specific certificate profiles [26, 27, 28, 29].

A typical X.509 certificate contains the fields illustrated in Figure 2.4, with the following semantics:

" Data: i
: Version: 3 (0x2)
Serial Number:
2b:9b:61:91:01:76:3¢:61:71:2a:40:cc:49:a9:db:8a:Be:2b:39:8¢c
Signature Algorithm: ecdsa-with-SHA256
Issuer: CN=root
Validity
Not Before: Dec 30 14:16:52 2024 GMT
Not After : Dec 30 14:16:52 2025 GMT
Subject: CN=x509dos.com, email Address=test@x50%dos.com
Subject Public Key Info:
Public Key Algorithm: id-ecPublicKey
Public-Key: (256 bit)
pub:

04:7: 1c:6¢:dc:c9:ad:9a:85:c8:2f:ca:06: 53: ¢l:
¢7:59:64:30:2a:a8:72:28:94:69:16:7a:72:40: 9f:
eb:d3:30:72:76:2b:92:b0:43:f9:a2:53:ce:al :d3:
5:9a:d0:18:d1:39:29:27:11:29:6f:af:b3: ad: a6:
6f:a9:00:5d:98
ASNI OID: secp256kl
X509v3 extensions:
X509v3 Subject Alternative Name:
DNS:a.x509dos.com, DNS:b.x509dos.com
X509v3 Name Constraints; critical
Permitted:
DNS:permitted@x509dos.com
Excluded:
DNS:excluded@x509dos.com
X509v3 Certificate Policies:
Policy: 1.2.3.4
Policy: 1.2.3.5
X509v3 Policy Mappings:
1.2.3.4:1.23.5,1.2.3.5:1.2.34

thsCertificate

Signature Algorithm: ecdsa-with-SHA256

=
E 30:45:02:21:00:48:07:50:9¢:00:70: 1 1:21:¢9:d5:68:82: 16:
E c6:3e:00:43:46:4b:a0:3a:ba:62:8b:a8:97:5d:20: 16:85:12:
[ 55:02:20:52:52:86:0f:6d:ac:45:24:2a:c5:b7:ac:a3:7d: bb:
i_ 8a:40:5d:97:9¢:86:d8:42:c8:¢9:74:5¢:78:13:ae:11:1d

Signature Value

Figure 2.4: Exemplary X.509 certificate. Adapted from [11].
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 Version — Indicates the format or generation of the certificate structure.

« Serial Number — A unique identifier that the issuing authority assigns to distinguish the certificate.
» Signature Algorithm — Specifies the algorithm used to sign the certificate, protecting its integrity.
* Issuer — The distinguished name of the authority that issued the certificate.

 Validity — A time interval, defined by a "not before” and "not after” timestamp, during which the
certificate is considered valid.

» Subject — The distinguished name of the certified entity (e.g., a device, person, or server).

« Subject Public Key — The public key being certified, corresponding to a private key held securely
by the subject.

« Extensions (optional) — Additional metadata or constraints, such as key usage, policies, certifi-
cate authority identifiers, alternative subject names, or constraints on certificate chaining. These
extensions can be marked as critical or non-critical. This flag decides whether the relying party
must process the extension or not.

 Signature Value — The signature computed over the certificate data by the issuing CA using
its private key, allowing any party with access to the CA's public key to verify the certificate’s
authenticity and detect tampering.

ASN.1 protocols have the flexibility to select encoding rules that best suit their needs and priorities, such
as compactness, simplicity of processing, or determinism. For X.509 certificates, the Distinguished
Encoding Rules (DER) were chosen. DER primarily aims to provide a canonical, and therefore de-
terministic, binary encoding. This property ensures that every ASN.1 structure has a unique encoded
representation. The canonical form is critical for digital signatures, as multiple valid representations
would lead to ambiguity and potentially compromise security.

DER use a Tag-Length-Value (TLV) format, as in Figure 2.5. This encoding is designed to ensure that
values are small enough to fit into the available memory and to allow for rapid skipping over nested val-
ues [25]. While predictable, DER encoding can also be verbose. The goal of DER is unique encoding,
not message compactness. While this encoding aligns with the requirements of cryptographic certifi-
cates, it may not be ideal for constrained devices due to message size and implementation complexity.

T|L/TIL|V|T|L|V
<“—V—p

Figure 2.5: Nested Tag-Length-Value (TLV) structure

Developed by IETF, C509 is a compact certificate profile for constrained environments where traditional
X.509 certificates are too large or complex [8]. The profile preserves a subset of the X.509 information
model [18], reducing implementation and transmission overhead. The draft defines related structures,
such as signing requests, private keys, and certificate chains, and includes a reference implementation?.
A separate draft for revocation protocols is expected after the standardisation of C509.

For encoding, C509 uses the Concise Binary Object Representation (CBOR) [18]. CBOR is a binary
serialisation format notable for its efficiency and simplicity. It is self-descriptive and can be deterministic,
similar to a binary form of JSON. It also claims to offer significantly reduced encoding size and complex-
ity compared to DER, making it more suitable for limited computational and bandwidth resources. The
C509 data schema is defined using the Concise Data Definition Language (CDDL) [30]. A schema
is a formal description of the structure, types, and constraints of data that defines how information is
organised and validated. To some extent, this definition language, CDDL, and its encoding, CBOR,
could be seen as a simpler alternative to ASN.1 and DER, respectively.

In contrast with the TLV format of DER, which prefixes every field with a separate tag and an explicit
multi-byte length, CBOR compresses this metadata into a single initial byte. The high-order three bits of
this byte specify the major type (with only eight in total), while the low-order five bits encode additional
information. For small scalars, this information directly represents values, such as integers 0-23 or

2https://github.com/cose-wg/CBOR-certificates
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the constants false, true, and null, or the length of arrays and maps containing up to 23 elements.
For larger values or lengths, the five bits act as a size indicator: 24 denotes that the next byte contains
the value or length, 25 the next two bytes, 26 the next four, and 27 the next eight, all in big-endian
form. The value 31 indicates an indefinite length, allowing the streaming of strings, arrays, or maps
until a dedicated break byte is encountered. Nevertheless, deterministic CBOR relies on definite length
encoding. CBOR'’s compact encoding reduces much of the structural overhead of DER’s TLV format.

Besides encoding, other notable size-reduction techniques employed by C509 include:

« mapping frequently used OIDs to small integers via IANA-assigned registries;
« applying context-specific optimisations, such as omitting the issuer in self-signed certificates; and
« eliminating redundant nested structures.

C509 can reduce the size of pre-quantum loT-profiled certificates [28] by over 50% and claims reduced
parsing code size and memory usage.

C509 defines two signature models:

1. Re-encoded certificates retain the original DER signature. The CBOR form is fully invertible—
verifiers must reconstruct the DER-encoded octet string and validate it using standard X.509
stacks. This yields bandwidth savings while maintaining compatibility with legacy PKI.

2. Natively signed certificates calculate the signature over the CBOR sequence itself, eliminating
DER reconstruction at validation time. This maximises code simplicity but constrains compatibility
to C509-aware verifiers only.

The difference in the signature structure between C509 and X.509 for a semantically equivalent certifi-
cate is illustrated in Figure 2.6.

/ version and certificate type /
h 01f50d’ / serialNumber /
/ signatureAlgorithm / ; 2
RFC test: CA" / issuer / h'e1fsed’,
1672531200, / notBefore / 9,
1767225600, / notAfter / "RFC test CA",
48(h 0123456789AB'), / subject, EUI-64 / 1672531200,
/ subjectPublicKeyAlgorithm / 1767225600,
h FEB1216AB96E5B3B3340F5BDFO2E693F16213A04525ED44450 48(h'0123456789AB" ),
B1619C2DFD3838AB" 1
i, / single extension: h'82B1216AB96E5B3B3340F5BDFO2E693F16213AB4525ED44450
non-critical keyUsage B1619C2DFD3838AB ",
digitalSignature / 1
h'D4320B1D6849E389219D30037E138166F2508247DDDAE76CCE h*EBBD472731F689BCOBF58806B12C68B3F9FD38B23FADFCA2095
EA55053C108E90D551F6D60106F1ABB484CFBE6256C178E4AC OF3F241B60A202579CAC28CD3B7494D5FASD8BBAB4600B357E5
3314EA19191E8B607DA5AE3BDA16" 58ABOFA9A65D9BA2B3B82E668CCH"
(a) Re-encoded C509 certificate (b) Natively signed C509 certificate
Certificate:
Data:

Version: 3 (0x2)
Serial Number: 128269 (@x1f50d)
Signature Algorithm: ecdsa-with-SHA256
Issuer: CN=RFC test CA
Validity
Not Before: Jan 1 00:00:00 2823 GMT
Not After : Jan 1 00:00:00 2026 GMT
Subject: CN=B81-23-45-FF-FE-67-89-AB
Subject Public Key Info:
Public Key Algorithm: id-ecPublicKey
Public-Key: (256 bit)
pub:
084:b1:21:6a:b9:6e:5b:3b:33:40:f5:bd:fB:2e:69:
3f:16:21:3a:04:52:5e:d4:44:50:b1:01:9c:2d:fd:
38:38:ab:ac:4e:14:d8:6c:09:83:ed:5e:%e:ef:24;
48:c6:86:1c:c4:06:54:71:77:€6:02:60:30:d0:51:
£7:79:2a:c2:06
ASN1 0ID: prime256v1
NIST CURVE: P-256
X509v3 extensions:
X509v3 Key Usage:

Signature Algorithm: ecdsa-with-SHA256
30:46:02:21:00:d4:32:0b:1d:68:49:e3:09:21:9d:30:083 :7e:
13:81:66:2:50:82:47:dd:da:e7:6c:ce:ea:55:05:3c:10:8e:
90:02:21:00:d5:51:16:d6:81:06:f1:ab:b4:84:cf:be:62:56:
c1:78:e4:ac:33:14:ea:19:19:7e:8b:608:7d:a5:ae:3b:da:16

1

(c) X.509 certificate

Figure 2.6: Signature value differences between the C509 and X.509 profiles.
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2.3. Certificate Validation

The first step in certificate validation is constructing the chain of trust [6]. This is a list of certificates,
linked through digital signatures, that forms a path from the EE certificate up to a trusted root CA.
When two parties communicate, they may either send only their certificate or include intermediate
certificates as well. If the certificate chain is complete (i.e., the end-entity already possesses or is
provided with all required intermediates), construction is straightforward. However, if one or more
intermediate certificates are missing, the relying party must perform certificate discovery. This can
involve retrieving certificates from external directories using information from extensions like Authority
Information Access (AlA).

The second step, path validation, involves multiple checks performed on each certificate in the chain.

First, the digital signatures must be verified. This ensures that each certificate was issued by the
previous one in the chain and has not been tampered with. A direct implication is that the longer the
chain, the more cryptographic operations the validator must perform. Importantly, the cryptographic
primitives used across the chain may differ, requiring the validator to support and correctly implement
all relevant verification operations. For resource-constrained devices, such as spacecraft or planetary
rovers, this can represent a significant computational burden, particularly in the context of post-quantum
cryptography. Nevertheless, a deeper chain with multiple intermediate CAs can provide benefits such
as trust delegation, operational flexibility, and risk separation. To some extent, the number of layers in
the PKI architecture represents a trade-off between security, trust agility, and computational resources.

Second, all certificates in the chain must be within their validity periods. Each certificate defines a
time interval, from notBefore to notAfter, during which its associated key is authorised for use. This
interval corresponds to the cryptoperiod of the key, which is defined by security policy and operational
considerations to limit the time window in which a key can be compromised [21]. The length of this
period varies depending on the role. For example, root CA certificates often have significantly longer
validity periods than EE certificates, as the root’s expiration invalidates the entire chain beneath it.
Crucially, validity checking assumes access to a reliable time source, which in space cannot always be
guaranteed due to limited ground contact and challenges of maintaining onboard time synchronisation.

Third, the validator must ensure that the chain complies with all applicable constraints and policies,
as specified in certificate extensions. These include:

» basicConstraints: marks if a CA owns the certificate; optionally imposes a maximum path length
« nameConstraints: defines permitted or excluded name patterns
» policyConstraints: restricts the use and propagation of policies in the certification path

Violations of any of these constraints must result in a validation failure.

Finally, the most challenging check to implement is the revocation check. This ensures that none
of the certificates in the chain have been explicitly invalidated before their expiration. A certificate
may be revoked if it was issued in error, its associated private key was compromised, or the subject’s
authorisation was withdrawn. In such cases, the certificate must be considered untrusted, even if it
remains within its declared validity period. The issuing CA maintains revocation status, which can be
distributed to relying parties via VA or directly embedded in revocation check protocols.

Two commonly used methods for revocation checking are the Certificate Revocation List (CRL) [6]
and the Online Certificate Status Protocol (OCSP) [31]. A CRL is a signed list, periodically issued by
a CA, containing the serial numbers of revoked certificates. Relying parties typically download the CRL
from a URL specified in the CRL Distribution Points extension and verify its signature. To reduce
CRL size, delta CRLs may be used to distribute only incremental changes since the last complete CRL.
Each CRL includes its validity period (typically 24 hours) and must be refreshed accordingly to maintain
up-to-date revocation status. However, in space environments, ground mission control may need to
manually distribute CRLs to spacecraft, and both the size of CRLs and the frequency of available
communication windows (defined by the contact plan and antenna access) become limiting factors.

OCSP, in contrast, provides a real-time mechanism for checking the status of a specific certificate.
A client sends a request to an OCSP responder, typically specified in the Authority Information
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Access extension, and receives a digitally signed response indicating whether the certificate is good,
revoked, or unknown. OCSP offers reduced bandwidth and faster lookups compared to downloading
full CRLs, but introduces challenges such as availability, latency, and user privacy leakage, since the
responder learns which certificate is being checked. To mitigate performance, OCSP stapling is often
employed: the server pre-fetches an OCSP response from the responder and includes ("staples”) it with
its certificate, so the client does not need to query the OCSP responder directly. In space, additional
challenges arise: ground stations only have contact with spacecraft at predefined intervals, dictated by
orbit, antenna access, and mission schedules, which limits the feasibility of real-time status queries.

While CRLs and OCSP provide mechanisms for revocation checking, they still require the client to
perform certificate validation locally. More advanced solutions are needed if clients are resource-
constrained and are expected to perform path discovery and complex policy enforcement. The Server-
Based Certificate Validation Protocol (SCVP) [20] addresses this by allowing a client to delegate path
construction (and validation) to a trusted validation server. In other words, an SCVP server should be
able to perform all checks mentioned above. SCVP could be employed to offload certificate validation
from constrained devices, providing centralised, policy-aware, and updated validation services.

2.4. Post-Quantum Cryptography

The rise of quantum computing introduces critical security concerns for traditional asymmetric cryp-
tography. Quantum algorithms—most notably Shor’s algorithm—can solve, in polynomial time, the
underlying hardness problems of many widely used schemes based on integer factorisation prob-
lem and the discrete logarithm problem (DLP). This threatens the security of cryptosystems such as
RSA, which relies on factorisation, as well as schemes based on the DLP over various groups, including
but not limited to elliptic-curve cryptography (ECC). As a result, any asymmetric primitive relying on
these problems becomes insecure against an adversary equipped with a cryptographically relevant
quantum computer (CRQC) capable of solving them in polynomial time using Shor’s algorithm.

In response, the U.S. National Institute of Standards and Technology (NIST) leads the standardisation
of post-quantum cryptography (PQC) [32, 33]. Currently, NIST has standardised three quantum-
resistant algorithms under the Federal Information Processing Standards (FIPS) framework [34, 35,
36, 37]. Namely, they are Module-Lattice-Based Key-Encapsulation Mechanism (ML-KEM, formerly
CRYSTALS-Kyber), Module-Lattice-Based Digital Signature (ML-DSA, formerly CRYSTALS-Dilithium),
and Stateless Hash-Based Digital Signature Standard (SLH-DSA, formerly SPHINCS+). Also, Fast-
Fourier transform (FFT) over NTRU-Lattice-Based Digital Signature Algorithm (FN-DSA, based on Fal-
con) is yet to be NIST-standardised [38]. Lastly, the Hamming Quasi-Cyclic (HQC) algorithm was
selected as a backup key encapsulation mechanism (KEM) [39, 40].

These algorithms span multiple cryptographic families, each defined by distinct mathematical struc-
tures and underlying hardness assumptions [33]. Lattice-based schemes (e.g., ML-KEM, ML-DSA)
rely on the computational difficulty of lattice problems, such as Learning with Errors (LWE) and the
Shortest Integer Solution (SIS). Hash-based schemes (e.g., SLH-DSA) depend entirely on colli-
sion and preimage resistance of cryptographic hash functions, providing security based on minimal
assumptions. Code-based schemes (e.g., HQC) build their security on the hardness of decoding
random linear error-correcting codes. Although currently less represented in standardisation efforts,
multivariate and isogeny-based cryptographic families offer alternative security assumptions that can
diversify the set of available cryptographic primitives. Nevertheless, NIST's intentional selection, which
spans different families, offers fallback options during migration if a family is later deemed insecure.

Hash-based signature schemes can be categorised into two classes: stateful and stateless, both rely-
ing solely on the security of cryptographic hash functions but differing significantly in their operational
models. The eXtended Merkle Signature Scheme (XMSS) and Leighton-Micali Signatures (LMS) are
examples of stateful schemes standardised by NIST and the IETF [41, 42, 43]. These use a Merkle
tree of one-time signature keys, where each private key element must be used exactly once, requir-
ing secure state management across signings to prevent reuse and ensure security. XMSS and LMS
have varying signature sizes, depending on the height of the tree and selected parameters, which are
typically smaller than those of SLH-DSA. However, this comes at the expense of state tracking, which
can pose a challenging implementation aspect.
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A key challenge in deploying PQC is its demanding computational and bandwidth requirements. Many
PQC algorithms require large public keys and signatures, some exceeding kilobytes in size. They also
involve mathematically intensive operations. For instance, lattice-based schemes depend on high-
dimensional polynomial arithmetic [38], while code-based schemes such as HQC involve costly
syndrome decoding [39]. These operations can strain constrained environments, where processing
power, memory, and bandwidth are limited.

While national authorities broadly agree that PQC should be introduced with caution, their recommenda-
tions already diverge, particularly regarding hybridisation strategies. Hybrid cryptographic schemes,
which combine traditional and PQ algorithms [44], have emerged as a pragmatic migration path [32],
offering resilience if a PQ primitive is later found vulnerable.

This caution stems from the relatively recent nature of the underlying hardness assumptions, espe-
cially those of structured lattice-based schemes like ML-KEM and ML-DSA, which may be susceptible
to future structural cryptanalysis. Inresponse, the German Federal Office for Information Security
(BSI), the French National Cybersecurity Agency (ANSSI) and the European Commission strongly
advocate for hybrid deployments of such algorithms. Their guidance recommends pairing lattice-based
primitives with traditional counterparts, ensuring a fallback mechanism in case of cryptanalytic ad-
vances [45, 46, 47]. In contrast, hash-based sighature schemes are grounded in long-established
assumptions and are thus regarded as sufficiently robust for standalone use, making hybridisation op-
tional. As for HQC, its hybridisation status remains undefined, with no concrete guidance issued to date.
Overall, hybridisation is seen as a conservative strategy that preserves traditional security guarantees
while PQ schemes continue to mature.

Conversely, the U.S. National Security Agency (NSA), acting as the national cryptographic authority
for National Security Systems (NSS), takes a more assertive stance in favour of standalone PQ de-
ployments. NSA expresses complete confidence in the security of its selected algorithms and explicitly
states that hybrid implementations are not required for security purposes [48]. Rather than being a
core security measure, hybrid modes are presented as transitional tools—helpful in maintaining inter-
operability during migration, but not necessary for ensuring cryptographic robustness.

As a result, implementers face a fragmented landscape: hybrid use is promoted by European rec-
ommendations for lattice-based algorithms and optional for hash-based signatures. At the same time,
it is explicitly not required by the U.S. NSA. This regulatory divergence complicates international
interoperability and underscores the need for flexible certificate profiles that support both hybrid and
pure PQ variants, depending on the deployment context.

2.5. Software Complexity Metrics

Software complexity refers to the effort required to understand, modify, and maintain a system as its
codebase and internal interactions grow. To manage the risks associated with this complexity—such as
unintended side effects and bugs—these dimensions are often approximated using heuristics: practi-
cal, experience-based estimates that support design and evaluation. These heuristics are embedded
in static-analysis tools, where they help quantify software complexity and guide design trade-offs.

This study adopts a set of such heuristics in the form of widely used static-analysis metrics, summarised
in Table 2.1. They are supported by commercial tooling, such as SonarQube [49] and SciTools Under-
stand [50], representing de facto metrics in industrial quality assurance workflows. Some have also
been formally incorporated into software engineering standards. In particular, LLOC and CCN are rec-
ommended for reporting space systems implementations of all criticality levels [51]. At the international
level, IEEE formally define Halstead’s token-based metrics as standardised complexity and reliability
indicators [52, 53]. These metrics are used as a proxy for the empirical comparison between X.509
and C509 implementations in later chapters.
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Table 2.1: Summary of static analysis metrics used in the study.

Metric

|

Purpose \ Interpretation

Logical Lines of
Code (LLOC)

Measures codebase size | Higher values imply greater storage, mainte-
nance, and testing effort.

Cyclomatic

Quantifies control flow | Indicates the number of independent execution

Complexity (CCN) | complexity paths. Higher values indicate more challenging
testing and a higher potential for bugs.

Halstead Volume Captures token-level | Approximates cognitive load by analysing the

complexity number and variety of operations and operands.

Larger volumes imply more intricate logic.

Halstead Difficulty

Assesses comprehension | Estimates the effort required to understand or
difficulty modify code. Sensitive to the ratio of unique to-
kens to total tokens.

Function Count

Counts declared functions | While not directly tied to complexity, but rather
modularity, it is useful contextually.




Post-Quantum Certificates

As quantum computing threatens the foundations of traditional cryptography, space systems must be-
gin migrating to post-quantum algorithms and address the operational and interoperability challenges
that accompany this transition. As traditional cryptography is approaching deprecation by 2030 [54], ini-
tiating migration planning becomes critical. This chapter evaluates the post-quantum certificate formats
that support these algorithms, considering aspects such as bandwidth impact, compatibility, security,
and interoperability, drawing initial recommendations for a federated space certificate profile.

3.1. Structure Definition

NIST conducts interoperability tests on certificate formats intended for use during the PQ transition [32].
Among these are hybrid certificates, which combine traditional and PQ algorithms to enable a gradual
migration or enhance cryptographic resilience [44].

3.1.1. Pure Post-Quantum Certificates

Certificates contain only PQ public keys and signatures. They are trivially compatible with the X.509
structure, requiring no adaptations aside from defining new PQ algorithm identifiers [15, 16, 17], as
illustrated in Figure 3.1. The encoding of the key and signature is algorithm-specific and defined in the
corresponding NIST or IETF specification [35, 36, 37], which specifies any required parameters and
the raw byte layout to be embedded in the standard BIT STRING fields.

Certificate
—— tbsCertificate

— signature :

—— subjectPublicKeyInfo
—— algorithm :

—— subjectPublicKey :
— extensions

—— signatureAlgorithm :

—— signatureValue :

Figure 3.1: X.509 Pure Post-Quantum Certificate Format.

3.1.2. Hybrid Composite Certificates

Composite schemes combine traditional and PQ algorithms of the same type into a single public key
and signature scheme [44]. Certificates using this approach embed a composite key and signature,
each formed by concatenating the byte encodings of the individual components, displayed in Figure 3.2.
Earlier proposals required encoding each component’s OID via concatenation, leading to redundancy

14
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and increased implementation complexity [55]. This general approach was later replaced by assign-
ing a single OID to each supported algorithm pair, with current drafts restricting combinations to two
components only [56, 57]. While the initial flexibility posed parsing challenges, the current structure re-
mains fully compatible with the X.509 standard: only new OIDs are introduced, and the concatenation
of values is encapsulated within standard BIT STRING fields. The format is designed explicitly based
on security purposes to enforce the dual use of the component algorithms.

Certificate
—— tbsCertificate

|— signature : composite SIG OID

—— subjectPublicKeylnfo
— algorithm : composite PK OID

—— subjectPublicKey : || traditional PK value
—— extensions
—— signatureAlgorithm : composite SIG OID
—— signatureValue : || traditional SIG value

Figure 3.2: X.509 Hybrid Composite Certificate Format.

3.1.3. Hybrid with Extensions (former "Catalyst")

Certificates include extensions for alternative public keys and signatures, where the primary fields con-
tain the traditional cryptographic components and the extensions encapsulate the PQ counterparts, as
illustrated in Figure 3.3. Although the original proposal was controversial [58] and ultimately did not
progress to RFC status [59], a revised version of the concept was later adopted into the ITU-T X.509
standard [12]. When recognised, the alternative extensions take precedence over the primary fields.
This format was introduced as a transitional mechanism to simplify certificate management by enabling
the representation of two cryptographic keys within a single certificate.

Certificate
—— tbsCertificate

— signature : traditional SIG OID

— subjectPublicKeyInfo

—— algorithm : traditional PK OID

—— subjectPublicKey : traditional PK value
— extensions

—— subjectAltPublicKeylInfo :

—— altSignatureAlgorithm :

—— altSignatureValue :

—— signatureAlgorithm : traditional SIG OID

—— signatureValue : traditional SIG value

Figure 3.3: X.509 Hybrid with Extensions Certificate Format.

3.1.4. Hybrid Chameleon

Separate certificates are used to represent the traditional and PQ components of a hybrid scheme, each
part of parallel chains [44]. To establish a binding between them, the traditional certificate—referred to
as the Base—includes an extension that encodes the differences from the PQ certificate—referred to
as the Delta [60], as illustrated in Figure 3.4. This extension allows the Delta certificate to be recon-
structed on either the sender’s or the relying party’s side, depending on the application. Chameleon
certificates were designed to support the transition, attempting to simplify certificate management in
hybrid deployments. However, they are no longer endorsed by the IETF.
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Certificate : Base
— tbsCertificate

— signature : traditional SIG OID

—— subjectPublicKeyInfo
— algorithm : traditional PK OID
—— subjectPublicKey : traditional PK value
—— extensions
L deltaCertificateDescriptor : A ( / Base)
signatureAlgorithm ; traditional SIG OID
—— signatureValue : traditional SIG value

Figure 3.4: X.509 Hybrid Chameleon Certificate Format. is identical to a PQ certificate from Figure 3.1.

3.1.5. Hybrid Bound

Separate certificates are used to represent the traditional and PQ components of a hybrid scheme, each
part of parallel chains [44]. To establish a binding between them, an extension containing the hash of
the traditional certificate is placed in the PQ certificate, as depicted in Figure 3.5. The IETF standardised
extension [61] provides no security guarantees, but reassurance that the paired certificates belong to
the same entity in multiple authentication protocols and during the transition.

Certificate : traditional CERT
—— thsCertificate

— signature : traditional SIG OID

— subjectPublicKeyInfo

—— algorithm : traditional PK OID

—— subjectPublicKey : traditional PK value
— extensions

—— signatureAlgorithm : traditional SIG OID

—— signatureValue : traditional SIG value

Certificate
—— tbsCertificate

— signature :

— subjectPublicKeyInfo
—— algorithm :
—— subjectPublicKey :
— extensions
L relatedCert : Hash (traditional CERT)
—— signatureAlgorithm :
—— signatureValue :

Figure 3.5: X.509 Hybrid Bound Certificate Format.

3.2. Certificate Size

To evaluate the relative transmission requirements of different certificate formats and demonstrate their
structural overhead, a set of representative certificates was generated. Appendix A details the exper-
imental profile and lists the certificates used in the assessment. The size trends are summarised in
Table 3.1a, and further validated by comparison with certificates produced by Bouncy Castle during the
IETF interoperability tests, as shown in Table 3.1b. The absolute values differ between the two tables
due to the difference in the reference profile and naming. While Bouncy Castle’s certificates represent
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root CA certificates that contain additional extensions, such as keyUsage and basicConstraints, the
generated certificates from Appendix A contain no extensions other than those mandated by the format.
Nevertheless, it is the trend’s consistency that validates the results. In this analysis, it is assumed that
both the traditional and PQ components must be transmitted to the relying party. Accordingly, the size
of bound certificates is computed as the sum of the sizes of their components. The pure certificate
serves as the baseline for overhead, as it remains unmodified from the standard X.509 structure.

For the certificates from Appendix A, while the composite format shows a nominal 6-byte increase
compared to pure certificates, this overhead arises from the differences in OIDs. Composite certifi-
cates introduce no structural overhead, and previous claims that composites have the most significant
increase in certificate size [62] are no longer representative of the current specifications [56, 57].

In contrast, hybrid formats utilising extensions incur greater overhead due to the addition of three extra
OIDs, each contributing to structural complexity. The overhead of Chameleon certificates varies with
the number of differences between the paired certificates. Since the descriptor encodes two distinct
certificates, it must explicitly encode differences such as distinct serial numbers, thereby increasing
the structural overhead. Additionally, Chameleon certificates introduce an extra OID for the extension
descriptor. However, this format mitigates duplication by sharing common fields (e.g., subject or issuer),
which is beneficial compared to Hybrid Bound certificates when both components are transmitted.

Table 3.1: Comparison of format sizes (bytes) for pure ML-DSA:44 and hybrid variants with ECDSA:secp256rl. Body size
(bytes) is the non-cryptographic content (total size minus key and signature). Relative Increase shows the size increase (bytes)
over the pure PQ certificate as a means of approximating the overhead. Footnotes indicate the tools used; for Hybrid Bound,
sizes are summed across component certificates.

(a) Certificates generated according to Appendix A.

Format Cert. Size | Body Size | Relative Increase
(bytes) (bytes) (bytes)
y Pure! | 3894 | 152 | - \
Hybrid Composite? 4045 158 6
Hybrid with Extensions? | 4112 229 77
Hybrid Chameleon? 4193 310 158
Hybrid Bound (Approx.)® | 4247 363 211
(b) Certificates generated by Bouncy Castle®.
Eormat Cert. Size | Body Size | Relative Increase
(bytes) (bytes) (bytes)
] Pure | 3958 | 216 [ - \
Hybrid Composite 4157 254 38
Hybrid with Extensions | 4219 334 118
Hybrid Chameleon 4332 448 232
Hybrid Bound (Approx.) | 4365 480 264

Nevertheless, the relative increase introduced by each hybrid format remains marginal compared to
the overall size of the certificate. Consequently, the associated overhead has no meaningful impact on
the communication link.

3.3. Backwards Compatibility

Backwards compatibility enables a gradual transition from traditional to quantum-secure certificates, en-
suring operational continuity for legacy systems that have not yet been updated to support PQC. Since
both pure and composite certificates introduce new OIDs that are unrecognised by legacy systems,
they are not backwards compatible without software/firmware updates.

Ihttps://github.com/open-quantum-safe/libogs
2https://github.com/pqcli
Shttps://github.com/CBonnell/chameleon-certs
4https://github.com/IETF-Hackathon/pgc-certificates
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Formats based on parallel chains maximise flexibility and backwards compatibility by deploying sepa-
rate PQ certificates alongside existing traditional X.509 certificates. Legacy systems continue to use
the classical chain unmodified, safely ignoring the parallel PQ certificates, while updated systems si-
multaneously validate both. In theory, applications can negotiate and utilise only the certificates they
support, ensuring uninterrupted operations and enabling a seamless, incremental migration. However,
this can create additional security vulnerabilities.

Extension-based approaches achieve backwards compatibility by relying on non-critical extensions.
Legacy validators ignore these unrecognised extensions and rely on traditional cryptography, while
upgraded systems utilise the embedded PQ components. Although less flexible than parallel chains,
extension-based formats reduce complexity by maintaining a single certificate chain.

3.4. Certificate Lifecycle

Pure and composite certificates require no modification to the standard certificate lifecycle. Pure certifi-
cates, containing a single algorithm, follow the exact lifecycle as classical ones. Composite certificates,
despite combining two algorithms, are treated as a single unit through the use of a unique OID, which
abstracts the underlying components. Even for revocation, if one component is compromised, the
entire composite certificate must be revoked. This unified handling simplifies certificate management.

Hybrid with Extensions requires a two-step signing process: the alternative signature is computed first,
and then the primary one signs over the extensions that contain the alternative signature and public
key. Although merging two keys into a single certificate simplifies management, it breaks the traditional
PKI model, where one certificate binds to one key. Validators must adapt accordingly—verifying either
the native or the alternative signature based on extension support, but never both. Similar logic applies
to CRLs. Since there is no way to revoke only one component, a compromise of either key necessi-
tates revocation of the entire certificate. Moreover, once adopted by a root CA, the whole hierarchy
should support these extensions. While operationally simpler than managing parallel chains, this model
requires changes to the typical lifecycle.

Parallel certificate chains significantly increase lifecycle complexity. Each chain requires separate is-
suance, tracking, and validation, with custom CSR handling, policy alignment, and synchronised is-
suance order. Validity periods may differ, making the usable overlap the subscriber’s responsibility.
Rollover and renewal must be coordinated to avoid trust gaps. Verification logic becomes increas-
ingly fragile, necessitating the discovery of linked certificates [63] and consistent cross-referencing.
Revocation and audit processes are duplicated, and any desynchronisation—such as missing CRLs,
inconsistent extensions, or out-of-order chains—can disrupt operations. Ultimately, managing parallel
chains doubles the effort while increasing the risk of configuration errors.

3.5. Security Considerations

Pure certificates rely solely on PQ algorithms, eliminating downgrade risks and dependencies on tra-
ditional cryptography. While they offer a clean cryptographic break, their acceptance depends entirely
on still-maturing PQ schemes.

Hybrid Composite is the only format explicitly engineered for cryptographic security during migration.
Composite keys or signatures enforce dual use: all components, traditional and PQ, must validate
for the certificate to be accepted. This ensures an attacker must break both traditional and PQ algo-
rithms to forge a valid certificate, offering resilience against both conventional and quantum adversaries.
That protection, however, comes with larger object sizes and introduces new OIDs, limiting backwards
compatibility. Once cryptographically relevant quantum computers (CRQCs) become available, the
traditional part becomes irrelevant, and composite certificates should transition to pure PQ algorithms.

By contrast, the other hybrid formats prioritise backwards compatibility over cryptographic strength.
The formats embed the PQ component as auxiliary, while keeping a legacy-compatible key or signature
in the primary fields. The standard for hybrid bound even states that it is not suitable for composite
use [61]. This eases deployment but risks downgrade, as relying parties may validate only the traditional
algorithm. An attacker can exploit this by forcing the use of the weaker traditional component, bypassing
the PQ protection if downgrade safeguards are absent or ineffective. Security is thus limited to the
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weakest component. These formats require strict validation policies and phased enforcement to avoid
fallback to compromised primitives during migration.

3.6. Space Considerations

Maintaining backwards compatibility with traditional PKls in space deployments presents significant
challenges. While pure and composite formats avoid bandwidth waste by design—transmitting only
what is strictly required—this is not the case for extension-based hybrids, where PQ components are
always embedded and transmitted, even to legacy systems that ignore them. This leads to unnecessary
overhead in constrained environments. Parallel chains through hybrid bound certificates may improve
efficiency by allowing the selective transmission of either the traditional or PQ certificate, assuming the
recipient’s capabilities are known. However, managing parallel chains still doubles the revocation load,
such as CRLs, which can be very difficult to manage in space networks.

Nevertheless, backwards compatibility should be secondary to security and interoperability within the
federation. While it is considered desirable to enable "existing implementations that will not yet have
been updated to support the PQ algorithms” [5], legacy PKI infrastructure in space is minimal, if any.
Additionally, requiring strict backwards compatibility collides not only with bandwidth requirements, but
also with security and interoperability. The limited timeframe [54] for PQ migration motivates prioritising
guantum-resistant considerations from the outset.

In the federated space, a primary challenge is ensuring federation-level interoperability while maintain-
ing cryptographic agility. Constrained space assets may not be capable of supporting all PQ algorithms
due to their computational requirements. As a result, coordination is required to define a cryptographic
profile tailored to the specific operational and performance constraints of federated space applications.
However, the detailed development of such a profile falls outside the scope of this study.

Instead, attention turns to the challenge of divergent preferences for lattice-based schemes. Some
agencies favour hybrid profiles with composite certificates, while others prefer pure lattice-based de-
ployments. This creates a trade-off between interoperability—due to potentially unrecognised OIDs—
and local policy autonomy. The wide range of composite combinations further demands a well-defined
specification, as seen in OpenPGP [64]. To address these issues and enable an interoperable PQ
certificate profile for federated space, this chapter concludes with potential mitigation strategies.

Mitigation 1 (Recommended)

Interoperability can be maintained by enforcing a single certificate profile, either pure or composite,
across the federation. This ensures all parties recognise the same OIDs and parameters, eliminating
cross-domain mismatches. A standardisation process would define the accepted algorithms, trading
individual agency flexibility for consistent cryptographic behaviour and reduced interoperability risk. In
the case of CCSDS, this can be achieved via updates to the Cryptographic Algorithms Blue Book [65].

Mitigation 2 (Not Recommended)

A complementary strategy combines alternative public-key and signature extensions with composite
schemes. Here, the certificate’s primary fields carry a unified pure PQ key and signature, ensuring
baseline interoperability across the federation. Agencies requiring additional assurances or migration
flexibility embed locally preferred composite algorithms in the non-critical alternative algorithm exten-
sions. This allows each domain to apply its own security policies without disrupting global compatibility.
Where overlap exists, entities can validate using the shared composite; otherwise, the primary PQ
fields ensure continuity. The approach preserves local autonomy while avoiding the complexity of stan-
dardising a single composite profile for all participants.

Nevertheless, while theoretically viable, this configuration is impractical and is therefore not recom-
mended. It results in the drawbacks of both approaches: a significant increase in certificate size as
each certificate carries two PQ keys and two signatures, some of which may never be used due to
optional extension semantics. The bandwidth overhead may not be tolerable in space networks.
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Mitigation 3 (Proposal)

This work proposes a new hybrid PQ certificate format, termed Hybrid Coupled, to enable optional
composite use via defining extensions with AND semantics. Unlike the ITU-T alternative-algorithm ex-
tensions (Hybrid with Extensions), in which the components are used and verified disjointly, coupled
extensions require both the primary and extended components to be validated and used together. Each
component’s signature is encoded in its respective field, following the structure and precedence similar
to ITU-T rules; thus, the formats present similar overhead. This design preserves the simplicity of cer-
tificate management by avoiding separate chains. Moreover, as both components are jointly enforced,
the compromise of either key requires the revocation of the certificate, aligning with the security model
of composite schemes. Different configurations yield different properties:

 Traditional-in-primary / PQ-in-extension preserves backwards compatibility while enforcing
composite-level security when extensions are supported. Unlike ITU-T extensions, which dis-
card the traditional component in interpretation, Coupled extensions preserve and enforce it. Still,
since the PQ component is in extensions, it has the same potential bandwidth waste as ITU-T
extensions if they cannot be recognised.

* PQ-in-primary / traditional-in-extension creates an optional composite effect. For the space
use case, federation-wide interoperability is maintained using only the PQ component, while lo-
cal policies may enforce composite use by requiring extension validation. Nevertheless, these
extensions should be marked as non-critical. Since traditional components are small, bandwidth
waste is minimal, comparable to ITU-T extensions. This configuration is presented in Figure 3.6.

This flexible model balances transitional security and backwards compatibility, and in space systems, it
could, in theory, be a potential solution to interoperability challenges during migration. Coupled exten-
sions can be trivially deprecated post-transition (e.g., after CRQC), simplifying long-term maintenance.

Figure 3.6: X.509 Hybrid Coupled Certificate Format.

Certificate
—— tbsCertificate

— signature :

—— subjectPublicKeyInfo

—— algorithm :

—— subjectPublicKey :

L— extensions

—— subjectCoupledPublicKeylnfo : traditional PK
—— coupledSignatureAlgorithm : traditional SIG OID
—— coupledSignatureValue : traditional SIG value
—— signatureAlgorithm :

—— signatureValue :

Nevertheless, the shortcomings are inherent in introducing a new format. The formalisation process is
typically long. Furthermore, achieving widespread adoption and enforcing the use of newly developed
extensions adds additional complexity, ultimately prolonging the deployment timeline.

Conclusion This study reviewed existing post-quantum certificate formats, each designed to priori-
tise either transition ease or enhanced security. Yet, none fully address the inherent tension between
interoperability and local autonomy in federated environments. To bridge this gap, we proposed a hew
format — Hybrid Coupled — which provides optional composite-level security while maintaining com-
patibility through extensions. However, this may take years to potentially become a standard. Given
that backwards compatibility is not a primary concern due to the limited deployment of certificates in
space, the most practical mitigation (and the one most aligned with emerging standards) is to agree on
a set of composite schemes, which is therefore recommended for space applications.



Federal Certificate Profiles

The X.509 open-ended extension mechanism enables the addition of new semantics to certificates.
However, the unregulated use of extensions, combined with their context-specific parsing, poses chal-
lenges for both interoperability and implementations in space systems. This chapter reviews the Internet-
standard extensions inherited by the CCSDS Authentication Credentials [7] and draws from terrestrial

PKI profiles to propose a minimal set of tailored profiles with extension configurations for federated

space environments such as IGCA.

4.1. Internet Extensions Review

The X.509 Internet profile defines fifteen general-purpose extensions and an additional two reserved for
private Internet use by individual PKls. Table 4.1 summarises the semantics of all seventeen extensions

and the inclusion or processing rules that the profile imposes. It must be noticed:

"At a minimum, applications conforming to this profile MUST recognise the following ex-
tensions: key usage, certificate policies, subject alternative name, basic constraints, name
constraints, policy constraints, extended key usage, and inhibit anyPolicy.” [6]

Table 4.1: RFC 5280 certificate extensions — semantics and inclusion requirements

Extension (OID)

Semantics and purpose

RFC 5280 requirement

Authority Key Identifier
(2.5.29.35)

Identifies the public key that corresponds to
the private key used to sign the certificate
or CRL; accelerates path building and key
rollover.

SHOULD be present in
all non-self-signed CA
and CRL certificates;
applications MUST be
able to parse it.

Subject Key Identifier
(2.5.29.14)

Provides a unique identifier for subject’s pub-
lic key, allowing it to be matched with private-
key material and referenced by AKI.

SHOULD be present
in all end-entity and
CA certificates; applica-
tions MUST recognise
it.

keyCertSign).

Key Usage Bitmap that restricts the cryptographic | MUST be present and
(2.5.29.15) purposes for which the subject public key | marked critical in CA
may be used (e.g. digitalSignature, | certificates; SHOULD

be present in end-entity
certificates that limit
usage.

Certificate Policies
(2.5.29.32)

Lists policy OIDs under which the certificate
was issued; may include CPS pointers and
user notices.

SHOULD be present
when policies are as-
serted; relying parties
MUST process it.
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Table 4.1 (continued)

Extension (OID)

Semantics and purpose

Requirement

Policy Mappings
(2.5.29.33)

Maps issuer-domain policy OIDs to subject-
domain policy OIDs in CA certificates to sup-
port bridge PKI.

MAY appear only in CA
certificates; processors
MUST understand it.

Subject Alternative Name
(2.5.29.17)

Carries additional identities for the subject
(DNS, IP, URN, etc.); essential for TLS server
names, e-mail addresses, spacecraft URIs,
and similar identifiers.

If the subject DN is
empty, SAN MUST be
present and critical;
otherwise SHOULD be
used.

Issuer Alternative Name | Analogous to SAN but for the issuer; rarely | MAY appear; applica-

(2.5.29.18) used outside specialised PKis. tions MUST be able to
parse.

Subject Directory Encodes additional directory attributes (e.g. | MAY appear; applica-

Attributes dateOfBirth, gender) for X.500 compatibil- | tions MUST be able to

(2.5.29.9) ity. parse.

Basic Constraints Indicates whether the subjectis a CA and, op- | MUST be present and

(2.5.29.19) tionally, a path-length constraint. critical in all CA certifi-

SHOULD NOT
end-entity
unless

cates;
appear in
certificates
CA=FALSE.

Name Constraints
(2.5.29.30)

Enumerates permitted or excluded name
sub-trees for subordinate CAs.

MAY appear only in CA
certificates and MUST
be marked critical; pro-
cessors MUST enforce.

Policy Constraints
(2.5.29.36)

Constrains acceptable certificate policies in a
path (e.g. requireExplicitPolicy).

MAY appear only in CA
certificates, critical; re-
lying parties MUST en-
force.

Extended Key Usage
(2.5.29.37)

Lists application-specific
poses (serverAuth,
emailProtection, etc.).

pur-
clientAuth,

MAY appear in any cer-
tificate; if present, pro-
cessors MUST enforce
the indicated usages.

CRL Distribution Points
(2.5.29.31)

Specifies one or more URIs from which the
CRL for the certificate can be retrieved.

SHOULD be present
when CRLs are pub-

lished; processors
SHOULD use the
information.

Inhibit anyPolicy
(2.5.29.54)

Disables use of the special anyPolicy OID
after a specified depth in the path.

MAY appear only in CA
certificates, critical; pro-
cessors MUST enforce.

Delta CRL Distribution Identifies the location of delta-CRLs issued | MAY appear; mainly
Point by the CA. used in CRLs rather
(2.5.29.46) than certificates.

Authority Information Provides access methods (URIs) for CA ser- | MAY appear; widely

Access
(1.3.6.1.5.5.7.1.1)

vices such as OCSP or issuer- certificate
download.

used for OCSP. Clas-
sified  private-Internet
because contents are

PKI-specific.
Subject Information Analogous to AlA but for subject-supplied ser- | MAY appear; private-
Access vices. Internet  applications

(1.3.6.1.5.5.7.1.11)

MUST be able to parse.
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4.2. Federal Profiles

This section focuses on the extension configurations of federal profiles.

4.2.1. Use case: Federal Bridge Certification Authority

Bridge-oriented federations, such as the U.S. Federal Bridge Certification Authority, FBCA [66], are
designed to connect independently governed PKIls without forcing them into a monolithic hierarchical
trust model. Operated by the Federal PKI Management Authority (FPKIMA) and overseen by the Fed-
eral PKI Policy Authority (FPKIPA), the FBCA operates as a cross-certification hub, establishing trust
relationships by cross-certifying with the principal CAs of member PKIs. This enables relying parties in
one domain to build and validate certificate paths issued by another, up to the Federal Common Pol-
icy CA (FCPCAGZ2) root, thereby eliminating the need for bespoke trust-list handling. FBCA outlines
specific certificate-extension profiles, including exact permitted policyObjectldentifiers, such as medi-
umAssurance, PIV-1 hardware, device hardware, the use of name constraints, signature algorithms,
CRL/OCSP parameters, and audit requirements. These controlled profiles ensure mutual certificate
interoperability: every relying party in any member PKI can validate certificates of any other member.
FBCA relies on:

« an RFC 3647-structured Certificate Policy (CP); and

« a worksheet-style extension profile that tags every X.509 extension as mandatory, optional, or
forbidden, ensuring deterministic behaviour across relying parties[66].

Each affiliated PKI, such as the Foundation for Trusted Identity (FTI) [67], closely aligns its certificate
profiles with those of FBCA's for the specific applications it supports. The FTI is a non-profit Personal
Identity Verification—Interoperable (PIV-I) credential provider cross-certified by FBCA. It issues PIV-I
cards for businesses, containing cryptographic certificates signed by its CA that chain through the
FBCA into the Federal Common Policy CA. FTI's process ensures federal agencies and other FBCA-
compliant systems fully trust its PIV-I credentials.

Like the FBCA, the CCSDS Intergovernmental Certification Authority (IGCA) also relies on a bridge
CA model. IGCA "can serve as a CA Bridge between member space agencies” and will "enable CAs
to issue digitally signed certificates that can be used to secure access and communications paths.”
Adopting structured extension profiles similar to FBCA within IGCA could be beneficial:

1. Predictable validation logic: With every X.509 extension tagged as mandatory, optional, or forbid-
den, spacecraft and ground systems can rely on a deterministic code path for chain validation.

2. Simplified implementations and efficient transport: Constraining the field set both shrinks certifi-
cates (saving uplink bandwidth and on-board storage) and removes the need for generic exten-
sion parsers, reducing firmware size and complexity.

3. Objective compliance and lifecycle management: Explicit rules enable automated conformance
checks and audits; any deviation—such as an unauthorised extension—can be flagged and
blocked before it propagates, guaranteeing mission operations consistency.

4.2.2. Minimal Federal Profiles and Extension Configurations

Considering the requirements of the IGCA, the CCSDS Authentication Credentials [7]—which builds
upon the X.509 Internet profile—and drawing from the FBCA and FTI. This work proposes a prelimi-
nary, minimal set of certificate profiles required to support a general bridge-architected PKI with appli-
cability within space activities coordinated by IGCA. Their with extension configurations are outlined in
Table 4.2, and include:

 Self-Signed CA Certificate: Root certificate that establishes the trust anchors.

« Self-Issued CA Certificate: Key rollover certificate (link certificate), used by CAs when transition-
ing from one key pair to another.

 Cross Certificate: Issued by a CA in one PKI domain to a CA in another PKI domain to enable
interoperability through certificate policy mapping.

* Intermediate Certificate: CA certificate issued to a subordinate CA.
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 Signature Certificate: Certificate where the subject is an end entity and the public key is used for
signature verification.

« Key Exchange Certificate: Certificate where the subject is an end entity and the public key is
used for key exchange protocols.

Table 4.2: Federal Profiles Extension Configurations. M - Mandatory, O - Optional, Empty - Disallowed. P1 - Self-Signed; P2 -
Self-Issued; P3 - Cross-Certificate; P4 - Intermediate; P5 - Signature; P6 - Key Exchange.

Extension P1 P2 P3 P4 P5 P6
Authority Key Identifier M M M M M
Subject Key Identifier M M M M M M

Key Usage M (crit.) | M (crit.) | M (crit.) | M (crit.) | M (crit.) | M (crit.)
Certificate Policies M M M M M
Policy Mappings M

Subject Alternative Name (0] @) @) @) @] @]

Issuer Alternative Name
Subject Directory Attributes

Basic Constraints M (crit.) | M (crit.) | M (crit.) | M (crit.)

Name Constraints O (crit.)

Policy Constraints M (crit.) | O (crit.)

Extended Key Usage @] @]
CRL Distribution Points M M M M M
Inhibit anyPolicy M (crit.) | O (crit.)

Delta CRL Distribution Point

Authority Information Access M M M M M
Subject Information Access M M M M

Currently, the CCSDS IGCA specification [5] and the CCSDS Authentication Credentials standard [7]
define general requirements for X.509 use in space systems, covering both extension use and im-
plementation. For example, root CA certificates are recommended to include few or no extensions.
This work proposes explicitly fixed extension configurations per application, ensuring predictability and
consistency across the federation while remaining compatible with CCSDS and, by extension, X.509
Internet profile requirements.

Within IGCA, extensions such as Authority Key Identifier (AKI) and Subject Key Identifier (SKI) enable
deterministic path construction, allowing spacecraft and ground systems to link certificates efficiently.
Key Usage is retained as a critical extension to guarantee that a non conforming implementation will
fail validation rather than misuse a key. Certificate Policies encode assurance levels for ground-based
policy filtering, which is required for cross-agency trust. For cross-certificates and certain intermediates,
Policy Mappings, Policy Constraints, and Inhibit AnyPolicy define accepted foreign policies and prevent
unintended trust propagation; these are irrelevant to roots or end entities. Basic Constraints, also
critical, enforce CA/EE role separation, while Name Constraints, optional, enable namespace scoping
at intermediate level.

The optional inclusion of Subject Alternative Name follows the requirements of CCSDS Authentication
Credentials [7] and provides flexibility to carry identifiers such as spacecraft names or mission-specific
labels when needed, without imposing unnecessary parsing requirements on systems that do not re-
quire this data. Similarly, Extended Key Usage is retained only for end-entity certificates to specify the
intended purpose of the public key, beyond the basic usage defined by the Key Usage extension. It
provides a more granular control over how a certificate’s public key can be used, enhancing security
and preventing misuse.

CRL Distribution Points and Authority Information Access are maintained in line with the requirements of
CCSDS IGCA to provide revocation and issuer discovery information, recognising that while spacecraft
may not process these directly, they are essential for ground-based systems to support spacecraft in
validating trust chains. Subject Information Access is similarly retained for CA certificates to help ground
systems locate CA repositories and prepare the necessary data for spacecrafts.
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All other extensions are explicitly disallowed to minimise certificate size and avoid unpredictable pars-
ing on constrained platforms. By fixing the extension configurations, the profiles enable deterministic
validation and policy-driven cross-federation trust, which ideally should be managed on the ground.

4.3. Considerations on Space Links

Despite the benefits of structured extension use, limitations remain. The current set does not cover
specialised applications such as code signing or time-stamping, which can be integrated as needed.
Additionally, the configuration relies on URI-based extensions, which might not be directly suitable for
space. In some missions, the certificate and revocation information can be distributed to spacecraft
via telecommand by ground control, rather than being automatically fetched by the spacecraft from
a predefined location. Other missions, with more restrictive contact planning, may decide to deploy
dedicated spacecraft elements that can support the distribution of certificate and revocation informa-
tion to other spacecraft/users. Thus, the previously outlined profiles serve as a preliminary structured
foundation for IGCA profile development, recognising that standardisation requires broader alignment.

Generally, constrained space hardware cannot be expected to accommodate the code size, memory,
and processing overhead needed for full RFC 5280 path validation and the many extensions prescribed
by federated profiles [68]. In practice, space links might be within a closed, mission-local trust domain
that utilises a rigid certificate profile, potentially without any extensions. Thus, interoperability outside
this domain might not be trivially achievable. In these settings, it is a matter of debate whether X.509
certificates should take a specific form or if they should be used at all, given that communication outside
the local domain may not be a priority. That divergence duplicates engineering effort, complicates
COTS integration, and stores up technical debt that will surface if the mission later needs to interoperate
beyond its original domain.

Defining a rigid certificate profile that is broadly applicable across diverse space missions is inherently
challenging. This stems from the varying technical requirements and policy mandates imposed by
each mission. For example, severely constrained platforms that implement X.509 parsing in hardware
often require fixed, offset-based parsing, as handling variable-length fields is non-trivial at the hardware
level. To meet this constraint, fields must have deterministic lengths, potentially employing padding or
other techniques to guarantee alignment. In another case, the absence of a reliable onboard time
source renders certificate validity periods ineffective, necessitating alternative approaches such as
offloading time validation to ground systems. As a result, many certificates adhering to the standard
profiles outlined in the previous section may be difficult or impractical to support on such platforms.
Moreover, some missions may face even stricter constraints, imposing additional limitations beyond
those considered in existing profiles.

However, there are still optimisations and guidelines that can support mission designers in these efforts.
While they do not constitute a complete profile, targeted adaptations to the current standards and X.509
certificates can support the implementation for constrained spacecraft within an isolated trust domain:

4.3.1 subjectPublicKeylnfo, signatureAlgorithm, signature, and signatureValue:
The profile SHOULD have fixed algorithms.

Rationale: Enforcing the use of a single algorithm at a profile level enables implementations to
benefit from reduced complexity of OID parsing and preserves overall certificate offset alignment.

4.3.2 issuer and subject:
Name forms SHOULD be a non-empty distinguished name containing only the common name
attribute, which MUST be a UTF8String or PrintableString that is guaranteed to have a fixed
length. They MUST NOT use multi-attribute relative distinguished names.

Rationale: Similarly, this enables implementations to benefit from reduced complexity of OID
parsing, as each name attribute is identified by an OID. Limiting issuer and subject DNs to a
fixed commonName (CN) yields a deterministic, easily parsed structure. The rule also eliminates
little-used legacy constructs—such as multi-attribute relative distinguished names—thereby sim-
plifying implementation while remaining syntactically compatible with the standard X.509.

4.3.3 issuerUniquelD and issuerUniquelD:
The tbsCertificate MUST NOT contain the optional fields for unique identifiers.
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4.3.4 extensions:
Extensions SHOULD be used infrequently, and only when really necessary.

Rationale: Since the communication is isolated within a single trust domain, the additional exten-
sions could not bring tangible benefit, as the ground control could perform complicated operations.
Therefore, removing extensions reduces certificate size and eliminates unnecessary parsing and
validation overhead on the device.

Conclusion The uncoordinated use of extensions poses significant challenges to interoperability
at the federation scale. This chapter proposes a structured model for profile definition, identifying a
minimal set of certificate classes and extension configurations that can enhance cross-domain com-
patibility in federated environments, such as IGCA. While this approach strengthens interoperability,
mission-specific constraints may still require deviations—introducing specialised extensions or stricter
parameters—which can hinder federation-wide consistency. Ultimately, such specialisation is often
unavoidable, but it remains the responsibility of each mission authority to justify and manage these
deviations within the broader trust framework.



c509-native: A Tool for
CBOR-Encoded Certificates

C509 is an emerging certificate profile, and as a result, open-source support and adoption remain
limited. This chapter presents c509-native, the first implementation to support natively signed, post-
guantum (PQ) C509 certificates. Beyond certificate generation and parsing, the tool provides function-
ality for Certificate Signing Requests (CSRs) and Certificate Revocation Lists (CRLSs), enabling prelim-
inary certification authority (CA) operations entirely within a CBOR-encoded object stack. The chapter
outlines the design rationale, implementation approach, and command-line interface of the tool.

5.1. Requirements and Design
c509-native should enable the following functional requirements:
« Generation, verification and signing of C509 certificates, CSRs and CRLs.
« A Command-Line Interface (CLI) mirroring a restricted set of the OpenSSL workflows.
* Pure ML-DSA and ML-KEM certificates and composite with ECDSA and ECDH, respectively.
* All objects shall use deterministic CBOR to guarantee identical "to-be-signed” data.
« All extensions from the C509 Extension Registry [8] should be supported.

c509-native should enable the following non-functional requirements:

* The implementation shall operate without dynamic memory allocation.

* The implementation shall be written in C++, yet with minimal use of the standard libraries and
object-oriented features like inheritance, dynamic dispatches or runtime exceptions.

« Licensing shall remain permissive (MIT License) to encourage integration by third parties.
» Parsing and serialising shall be unit tested.

« The schema-driven generation using zchor should be integrated into the build workflow (required
by the experiments in the next chapter).

The tool intends to serve as a proof-of-concept, not to be deployed as operational code (poten-
tially subject to certification) in future space missions.

The modules and the dependencies between them and external libraries are illustrated in Figure 5.1.
c509-native is organised around the following components:

« structures: Definitions that mirror the schema from the C509 draft [8]; includes minimal printing.

« codec: The CBOR (de)serialiser specific to C509 objects, which delegates primitive encoding to
the lightweight zcbor library, which remains encapsulated within the module.

27



o N o oA W N R

5.2. Implementation 28

e crypto: An utility module for loading OpenSSL. It loads classic algorithms and, through the
ogs-provider, post-quantum (or hybrid). Ideally, this module should form a complete abstraction
layer over the cryptographic operations.

« core: The main logic of the tool. Coordinates the end-to-end flow: key generation, certificate/CRL
construction, and calls to crypto for signatures and codec for (de)serialisation. It exposes a small,
stable Application Programming Interface (API) that the CLI can use.

« cli: The user-facing command-line interface. It employs the external argparse library to parse
options and dispatches each valid command to the appropriate routine in core. brotli com-
pression is introduced for experimental purposes only and is contained in this layer. Brotli is a
lossless compression algorithm that combines LZ77, Huffman coding, and second-order context
modelling and is efficient for structured and repetitive data [69].

cli

crypto |« core
Legend:
\ 4
codec — transitive dependency
NN ---» private dependency

AN |:| ¢509-native module
Y "o (D external library

structures @

Figure 5.1: Design of the c509-native tool.

5.2. Implementation

The parsing and serialisation of the Certificate Serial Number (CSN) is presented to showcase how
c509-native is implemented. Each structure is defined in its header file, and each structure that re-
quires arrays has its bounds statically specified, as displayed in Listing 5.1. The sizes are either taken
from the standard or selected empirically, as no specified upper bound has been identified. Neverthe-
less, these values are intended to be adjusted according to the specific application.

Listing 5.1: c509-native Certificate Serial Number Structure.
#define MAX_CSN_BYTES 20

namespace C509 {
struct CertificateSerialNumber {
bounded_array<uint8_t, MAX_CSN_BYTES> bytes;
std::string to_string() const;

}

For each structure, a pair of encode and decode functions are defined, referred to as codec, as exem-
plified in Listing 5.2. Each error path is uniquely identified by an error code. The error code format
is 509" <structure_id>"<operation><error_id>, where <operation> is 0 for encoding and 1 for de-
coding. For primitive CBOR encoding, zcbor functions and macros are used. It should be noticed that
ZCBOR_ERR does not cause any runtime exception. While a codec is implemented for each structure,
only a subset is exported outside the module.
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Listing 5.2: ¢509-native Certificate Serial Number Codec.
#define C509_ERR_CSN_ENC_BSTR 50970007000

#define C509_ERR_CSN_DEC_BSTR 509°000"100
#define C509_ERR_CSN_DEC_INVALID_LENGTH 5097000101
#define C509_ERR_CSN_DEC_BUFFER_ERROR 5097°000"102

bool CBORCodec<CertificateSerialNumber>::encode(zchor_state_t *state, const
CertificateSerialNumber &input) {
if (1zcbor_bstr_encode_ptr(state, reinterpret_cast<const char *>(input.bytes.data()),
input.bytes.size()))
ZCBOR_ERR(C509_ERR_CSN_ENC_BSTR);

return true;

}

bool CBORCodec<CertificateSerialNumber>::decode(zchor_state_t *state, CertificateSerialNumber
&output) {
zcbor_string str{};
if (1zcbor_bstr_decode(state, &str))
ZCBOR_ERR(C509_ERR_CSN_DEC_BSTR);

if (str.len > MAX_CSN_BYTES)
ZCBOR_ERR(C509 ERR_CSN_DEC_INVALID_LENGTH);

if (loutput.bytes.copy(str.value, str.len))
ZCBOR_ERR(C509_ERR_CSN_DEC_BUFFER_ERROR);

return true;

}

The functions of the core API are illustrated in Listing 5.3. The core module defines all the registries
in the C509 specification and uses them in the logic implemented for the outlined functions. The im-
plementation of each function represents a sequence of OpenSSL calls, such as loading the statically
built ogs-provider, calling the EVP_PKEY API for key generation or signing, and utilising the exported
codecs to serialise and deserialise data, as illustrated in the simplified implementation of key_gen in
Listing 5.4—in the real implementation, each function call is guarded.

Listing 5.3: c509-native Core API.
#include "registry.hpp"

bool map_alg_to_id(const std::string &algorithm, C509::Algorithmldentifier &identifier);
bool map_id_to_alg(std::string &algorithm, const C509::Algorithmldentifier &identifier);

bool key_gen(...);

bool csr_gen(...);

bool csr_verify(...);
bool csr_sign(...);

bool csr_self_sign(...);
bool cril_gen(...);

bool crl_revoke(...);

Listing 5.4: c509-native Key Gen.

bool key_gen(const std::string &algorithm, uint8_t *private_key_out, size_t &
private_key out_size) {
OSSL_LIB_CTX *oqgs_provider_ctx = load_oqgs_provider();

EVP_PKEY_CTX *pkey_ctx = EVP_PKEY_CTX_new_from_name(oqs_provider_ctx, algorithm.c_str(),
0QSPROV_PROPQ) ;

EVP_PKEY_keygen_init(pkey_ctx);

EVP_PKEY *key = nullptr;
EVP_PKEY_generate(pkey_ctx, é&key);

C509::C509PrivateKey private_key{};



13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28

N o o A w N P

© ©® N o O A W N P

T~ S SR O
S © ® W ® @ A W N P O

21
22
23
24

5.3. Command-Line Interface 30

map_alg_to_id(algorithm, private_key.subject_private_key_algorithm);
C509::PrivateKey *priv_k = é&private_key.subject_private_key_info.private_key;

EVP_PKEY_get_raw_private_key(key, priv_k->bytes.data p(), priv_k->bytes.len_p(Q));

C509::PublicKey *pk = &private_key.subject_private_key_info.public_key;
EVP_PKEY_get_raw_public_key(key, pk->bytes.data_p(), pk->bytes.len_p();

cbor_encode(private_key_out, private_key _out_size, &private_key, &private_key out_size);

EVP_PKEY_free(key);
EVP_PKEY_CTX_free(pkey_ctx);
OSSL_LIB_CTX_free(oqgs_provider_ctx);

return true;

}

The commands defined by the cli layer are illustrated in Listing 5.5. Each command defines a pre-
processing function that parses and prepares the arguments, and another function that handles the
command by calling the functions from the core module, as presented for genpkey in Listing 5.6.

Listing 5.5: ¢509-native Commands.

void setup_genpkey_parser (argparse::ArgumentParser &genpkey_cmd);
void setup_req_parser(argparse::ArgumentParser &req_cmd);

int handle_genpkey(const argparse::ArgumentParser &genpkey_cmd);
int handle_req(const argparse::ArgumentParser &req_cmd);

int main(int argc, char *argv[]);

Listing 5.6: c509-native Key Gen Command.
int handle_genpkey(const argparse::ArgumentParser &genpkey cmd) {
const auto algorithm = genpkey_cmd.get<std::string>("-algorithm™);
const auto out_file = genpkey_cmd.get<std::string>("-out");

uint8_t private_key_ out[MAX_BUFFER_SIZE] = {};
size_t private_key out_size = sizeof(private_key_out);

if ('key_gen(algorithm, private_key out, private_key out_size)) {
std::cerr << "Error:_ Key generation failed.\n";
return 1;

}

write_binary_file(out_file, private_key_out, private_key_out_size);
return O;

}

void setup_genpkey_parser(argparse::ArgumentParser &genpkey cmd) {
genpkey_cmd.add_argument("-algorithm™)
.required()
-help("The public_ key,algorithm ,(ML-DSA_ / ML-KEM_versions supported by 00S-
provider)");
genpkey_cmd.add_argument(*-out™)
.required()
.help("Output, file™);
}

c509-native achieves 60% line coverage and 53% branch coverage over 210 automated tests. The
test suite primarily targets low-level components—such as serial numbers, time fields, OIDs, and
names—since higher-level constructs (e.g., certificates, CSRs, CRLs) are composed from these el-
ements. Due to time constraints, comprehensive branch coverage, particularly across complex codec
and core logic paths, remains incomplete and is left for future work.

5.3. Command-Line Interface

The c509-native CLI is designed to support the commands illustrated in Listing 5.5. Each of the
subcommands is designed to mimic the workflows from OpenSSL, implementing a similar argument
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precedence. Forinstance, req, as presented in Listing 5.8, is responsible for generating and processing
signing requests, with different argument combinations leading to distinct workflows.

First, the routine distinguishes between creation and processing paths. If either -new is set explicitly or
implicitly (i.e., -c509 is requested without an existing input), the command generates a fresh certificate-
signing request (CSR). In this branch, the subject name—supplied non-interactively via -subj or inter-
actively unless -batch is given—together with any additional extensions (-addext) are encoded, and
the designated private key (-key) is loaded. The CSR is written to the output buffer. Otherwise, an
existing CSR is loaded from -in; optional verification is performed when -verify is supplied, while
subject or extension rewrites are explicitly disallowed to preserve request integrity.

The second stage is entered only when -c509 is active, indicating that a full certificate, rather than a
CSR, is required. Here, the command enforces additional constraints: a serial number (-set_serial)
and validity period (-days, default 365) must be provided, and any previously loaded CSR must already
have passed signature verification unless it was freshly generated in the same invocation. If both -CA
and -CAkey are specified, the CSR is signed by the issuing certificate authority; otherwise, a self-signed
certificate is produced using the requestor’s key. In both cases, the resulting C509 certificate is emitted
to -out, optionally wrapped in Brotli compression when the -compressed flag accompanies the request.
Extensive argument validation throughout the flow ensures that incompatible options (e.g., modifying
the subject of an imported CSR) are rejected with precise diagnostics.

Listing 5.7: c509-native Usage.
1 Usage: c509_cli [--help] [--version] {crl,genpkey,parse,req}

2

3 Optional arguments:

4 -h, --help shows help message and exits

5 -v, --version prints version information and exits
6

7 Subcommands:

Listing 5.8: c509-native Usage.

1 Usage: c509_cli req [--help] [--version] [-in VAR] [-verify] [-new] [-c509] [-CA VAR] [-CAkey
VAR] [-subj VAR] [-days VAR] [-set_serial VAR] [-addext VAR...] [-key VAR] [-out VAR] [-
batch] [-compressed]

2

3 Optional arguments:

4 -h, --help shows help message and exits

5 -v, --version prints version information and exits

6 -in C509 request input file

7 -verify Verify self-signature on the request

8 -new New request

9 -c509 Output an C509 certificate structure instead of a cert request

10 -CA Issuer cert to use for signing a cert, implies -c509

u -CAkey Issuer private key to use with -CA

12 -subj Specify the subject (Distinguished Name) in OpenSSL format: "/C=XX/ST=State/
L=City/0=0rganization/0U=0rgUnit/CN=CommonName/emai lAddress=email@example.com".

13 -days Number of days cert is valid for. Default: 365 days [nargs=0..1] [default:
365]

14 -set_serial Serial number to use

15 -addext Additional cert extension key=value pair [nargs: 0 or more]

16 -key Key for signing, and to include unless -in given

17 -out Output file

18 -batch Do not ask anything during request generation

19 -compressed Use Brotli compression

The source code of c509-native is open-sourced® under the MIT License.

Conclusion c¢509-native is still a prototype. While it represents an initial step toward addressing the
lack of tooling that supports C509 certificates, it does not implement advanced functionality—such as
tracking the issued certificates—already offered by mature projects like OpenSSL. Even so, the current
implementation provides enough capability to generate CBOR-encoded objects and thus serves as a
preliminary reference implementation for the analysis in the next chapter.

Ihttps://github.com/rosual inpetru/c509-native
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X.509 vs. C509: An Empirical
Comparative Analysis

C509 promises reduced certificate size and implementation footprint compared to traditional X.509—
benefits that are particularly relevant in constrained environments. This chapter presents a comprehen-
sive empirical trade-off evaluation between the two profiles along two key dimensions: object size and
implementation complexity. For object size, semantically identical certificates and revocation lists are
generated under both profiles, across both traditional and post-quantum cryptographic schemes. For
implementation complexity, open-source and proprietary parsers are statically analysed on metrics that
guantify code footprint and implementation difficulty. Combined, the following results can offer valuable
insights into the feasibility of adopting C509 within space systems.

6.1. Object Size

Key findings Switching from the classical X.509/DER encoding to the streamlined C509/CBOR pro-
file can significantly reduce bandwidth consumption and storage footprint in some cases.

Headline Results

> Significant reduction for classical certificates: ECDSA certificates are reduced by 40-45%,
owing to compact CBOR framing and streamlined structure.

> Limited gains for post-quantum artefacts: ML-DSA:44 certificates exhibit modest reduc-
tions of =6% as large keys and signatures dominate overall size.

> Substantial savings for large CRLs: CBOR-encoded revocation lists are reduced by =60%
beyond 1 000 entries, irrespective of the signature algorithm.

> Reduced redundancy: X.509/DER has more redundancy for Brotli to achieve 15-25% com-
pression for certificates and up to 63% for CRLs.; C509 yields less than 13% further gain.

6.1.1. Experimental Setup

To support the headline results with fair, reproducible, and isolated measurements, a controlled exper-
imental environment was established. The evaluation considers X.509- and C509-profiled certificates,
as well as DER- and CBOR-encoded revocation lists (CRLS), respectively. Both were analysed under
traditional and PQC suites, while ensuring strict semantic equivalence between each pair of objects.
Brotli compression was applied as a proxy to evaluate redundancy. Table 6.1 summarises the experi-
mental setup. Experimental objects and code can be found in the repository of c509-native?.

lhttps://github.com/rosual inpetru/c509-native
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Table 6.1: Experimental Setup Summary

Aspect Setting Description / Rationale

Profile X.509 v3 vs. C509 v2 X.509 v3 certificates were generated using
OpenSSL and C509 v2 (natively-signed) were
generated using c509-native, both accord-
ing to Section 4.2. CRLs with 1 to 30K entries
were generated similarly, with CDDL schema
defined in Appendix B.

Cryptographic | e ECDSA:P-256 Captures both traditional and PQC to evalu-
Suite e ML-DSA-44 ate the profiles’ impact under varying key and
e ML-KEM-512 signature sizes. While the choice of the algo-

rithms impacts the absolute values, the rela-
tive differences remain consistent.

Content Pair-wise identical: Isolate encoding effects by holding seman-
Normalisation e serial numbers tic content constant. All subject and issuer
e distinguished names names are limited to a single Common Name
e time fields (CN) attribute. All time fields are set beyond
e public key 2050 to use GeneralizedTime. The signa-
e signature algorithm tures differ due to the distinct signed content;
e extension configuration the same private key was used to maintain
and content consistency. For certificate revocation lists,

no extensions are used.

Compression | Brotli (level 11, window size 22) Empirically assesses structural and syntactic
Probe redundancy in encoded objects.

6.1.2. Results

The analysis will evaluate certificates and CRLs separately under both traditional and post-quantum
algorithms. It is important to note that while C509 certificates are currently undergoing standardisation
as an IETF draft, CBOR-encoded CRLs are not yet under formal development. This work identified a
preliminary CDDL definition for CRLs, the status of which at the time of writing is provided in Appendix B.

Traditional Certificates

For traditional certificates, C509 achieves substantial size reductions of approximately 40-45% com-
pared to X.509, as illustrated in Table 6.2. For example, a self-signed ECDSA certificate decreases
from 424 bytes (X.509) to 232 bytes (C509), representing a 45.3% reduction. While the C509 draft re-
ports reductions exceeding 50% in some scenarios, the results presented here consistently fall within
the 40-45% range. These differences are attributable to variations in reference profiles (RFC7925 [28]
vs. Section 4.2, respectively) regarding the combination of extensions and name forms.

Table 6.2: Certificate sizes (bytes), relative size reductions (%) and Brotli compression rates (%) for X.509 and C509 traditional
(ECDSA/ECDH with secp256r1) certificates according to the extension configuration presented in Section 4.2.

Certificate Absolute Size Brotli-Compressed Size
X.509 | C509 | Rel. Red. (%) || X.509 | (%) | C509 | (%)
Self-Signed 424 232 45.3 353 | 16.7 236 | -1.7
Self-lssued 578 323 441 457 | 20.9 288 | 10.8
Cross 631 358 43.2 530 | 16.0 313 | 12.3
Intermediate 581 334 42.5 438 | 24.6 290 | 13.2
Signature 497 290 41.6 426 | 14.3 277 | 45
Key Exchange 491 284 42.1 419 | 14.7 281 11

Pre-quantum cross-certificates that include the most complex extension configurations are the largest
in absolute size, and they present a lower relative reduction of 1-2% compared to self-signed and self-
issued certificates. This is explained by C509's use of context-based optimisations, such as the null
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issuer encoding when the issuer and the subject are identical, thus avoiding duplication. The savings
stem primarily from C509’s compact CBOR encoding, the replacement of verbose OIDs with integer
identifiers, and optimisations that reduce the redundancy inherent to DER-encoded, X.509 certificates.

Regarding redundancy, traditional X.509 certificates achieve 14—25% size reduction under compres-
sion, while C509 shows a consistently lower reduction of 0-13%, as shown in Table 6.2. The lower rate
for C509 indicates proximity to its entropy floor, demonstrating reduced structural and syntactic redun-
dancy. For example, DER’s repetitive OID patterns (e.g., 2.5.29.* prefixes) are replaced by compact
integers in C509. Brotli’s fixed overhead disproportionately impacts small C509 certificates due to their
minimal redundancy, which can occasionally yield negative compression. Consequently, the structure
and encoding of X.509 introduce redundancy that C509 explicitly seeks to eliminate.

C509's minimised design becomes evident through a field-level analysis, as shown in Table 6.3 for
cross certificates. The breakdown confirms that every data item is reduced by at least one byte, thanks
to the elimination of overheads associated with tag-length-value (TLV) format and redundant nested
structures. For instance, fields like version and serialNumber are collectively reduced from 8 bytes
in X.509 to just 3 bytes in C509. This is primarily due to CBOR’s compact encoding and its ability to
represent data items in a single byte, whereas DER always requires at least three.

Table 6.3: Field-level size comparison (bytes) between X.509 and C509 cross certificates using ECDSA with secp256rl. Each
internal node is mapped to the number of bytes required to describe that element without the nested value. Leaves of the tree
are mapped to the total number of bytes contained by that element.

X.509 (Structure) C509 (Structure) X.509 | C509
Certificate Certificate 4 1

— tbsCertificate 4 0]

L version — version 5[ 1]

- serialNumber — serialNumber 3 2]

— signatureAlgorithm — signatureAlgorithm 12 1

— issuer (commonName) — issuer (commonName) 28| 16|

L validity 2 0]

— notBefore — notBefore 17| 9

L notAfter — notAfter 17| 9]

— subject (commonName) L subject (commonName) | 29| 17 |

L subjectPublicKeylnfo 2| 0]

— algorithm — publickeyAlgorithm 21| 1]

L subjectPublickey — publickeyValue | 68| 67|

L extensions — extensions 8| 1]

— keyUsage L keyUsage 16| 3]

— basicConstraints — basicConstraints 14| 2]

— subjectKeyldentifier L subjectkeyldentifier | 31| 22 |

— authorityKeyldentifier — authorityKeyldentifier | 33 | 22 |

— criDistributionPoints — criDistributionPoints | 42 | 26 |

— AIA — AIA | 58| 33|

— SIA — SIA | 58| 34|

— certificatePolicies L certificatePolicies 18| 6|

— policyMappings — policyMappings 23| 11|

— policyConstrains L policyConstrains 17| 5]

L inhibitAnyPolicy L inhibitAnyPolicy 15| 3]

L signatureAlgorithm 12| 0]

L signatureValue L signatureValue | 74| 66 |

Some fields, such as tbsCertificate, subjectPublicKeylnfo, and signatureAlgorithm, are not
represented in C509. This is because C509 aims to eliminate excessive nesting in the former and
avoid duplication in the latter. Additionally, although not shown in the table, the issuerUniquelD and
subjectUniquelD fields are not supported in C509, minimising features and certificate size.
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The issuer and subject fields also experience substantial reductions—by nearly half—even when
encoding only a single Common Name (CN) attribute in each. These savings stem primarily from the
elimination of redundant DER constructs, such as the nested SET and SEQUENCE wrappers mandated by
the Relative Distinguished Name (RDN) hierarchy in X.509. C509, by contrast, restricts the use of
multiple attributes at each level of the hierarchy specifically to avoid this overhead. Furthermore, C509
replaces verbose object identifiers with compact integers. For commonly used OlDs—particularly those
under the X.500 Directory Services arc (e.g., 2.5.4.3 for CN)—each substitution saves approximately
six bytes per OID, significantly contributing to the overall reduction in naming field size.

The benefit of OID replacement extends to extensions, where OIDs are often a significant source of
overhead. For example, keyUsage is reduced from 16 bytes to just 3 bytes, basicConstraints from
14 to 2 bytes, subjectKeyldentifier from 31 to 22 bytes, and certificatePolicies from 18 to 6
bytes. These reductions result from a combination of factors: OIDs are substituted with dedicated
integer identifiers, whose sign is used to mark criticality; the elimination of nested SEQUENCE and OCTET
STRING wrappers; and the use of specialised encoding tailored to each extension’s data type. Thus,
C509 extensions are flattened into concise key-value pairs to avoid unnecessary layering.

The validity block, comprising notBefore and notAfter, is halved in size, shrinking from 36 bytes in
X.509 to 18 bytes in C509. This reduction is primarily due to C509’s use of CBOR integer encoding
for timestamps, which represents dates as compact epoch-based integers. In contrast, X.509 encodes
time using verbose, ASClI-based GeneralizedTime strings, each wrapped in additional tagging and
length fields, which significantly increases the overhead.

Fields that carry raw cryptographic material—such as subjectPublicKeylInfo and signaturevValue—
do not benefit as significantly, since the underlying cryptographic algorithm determines their payload.
However, the current draft introduces algorithm-specific optimisations, such as using point compres-
sion for elliptic-curve-based cryptography, or omitting the exponent for RSA when it is 65537, thereby
encoding only the modulus within the certificate. These optimisations reduce the overall size of crypto-
graphic content, though they are currently defined only for traditional cryptography.

In total, the C509 version of this cross certificate is 273 bytes smaller than its X.509 counterpart, result-
ing in a reduction of over 43.2%. This detailed breakdown demonstrates how C509 achieves its goal
of eliminating structural and syntactic redundancy of certificates, without altering the semantic content.

Post-Quantum Certificates

While C509 achieves notable size reductions for traditional certificates, they diminish significantly in
the PQ context. As shown in Table 6.4, size savings for PQ certificates remain below 6% across all
tested profiles. Still, the compression trends mirror those observed for traditional certificates, reinforcing
C509's decreased redundancy.

Table 6.4: Certificate sizes (bytes), relative size reductions (%) and Brotli compression rates (%) for X.509 and C509 pure PQ
(ML-DSA-44 and ML-KEM-512) certificates according to the extension configuration presented in Section 4.2.

Certificate Absolute Size Brotli-Compressed Size

X.509 | C509 | Rel. Red. (%) || X.509 | (%) | C509 | (%)
Self-Signed 4019 | 3855 4.1 3965 | 1.3 | 3854 | 0.0
Self-Issued 4174 | 3946 55 4037 | 3.3 | 3901 | 1.1
Cross 4227 | 3981 5.8 4096 | 3.1 | 3928 | 1.3
Intermediate 4177 | 3957 5.3 4048 | 3.1 | 3911 | 1.2
Signature 4094 | 3913 4.4 4038 | 1.4 | 3902 | 0.3
Key Exchange 4076 | 3945 3.2 4028 | 1.2 | 3934 | 0.3

C509’s size reductions for PQ certificates are bounded by a profile-specific upper limit, as demonstrated
in Table 6.5. Across all evaluated combinations—including pure PQ and hybrid composite formats using
ML-DSA and ML-KEM, with or without ECDSA and ECDH with secp256r1, respectively—the absolute
reduction consistently falls between 180 and 197 bytes. This overhead is fixed by structural and syn-
tactic inefficiencies, as C509 cannot further reduce the size of the cryptographic content. However, as
PQ keys and signatures dominate the certificate size, the savings become marginal.
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Table 6.5: Absolute size reductions (bytes) for C509 and X.509 pure PQ/hybrid composite end-entity signature or key
encapsulation certificates according to Section 4.2 for ML-DSA+ECDSA:secp256r1 and ML-KEM+ECDH:secp256r1.

| Signature | Public Key | X.509 [ C509 | Difference |
Security Level 1/2
mldsa44 mldsa44 4094 | 3913 181
mldsa44 mldsa44 _ecdsa p256 | 4173 | 3980 193
mldsa44 mlkem512 3576 | 3395 181
mldsa44 ecdh_p256_mlkem512 | 3647 | 3466 181
mldsa44_ecdsa_p256 | mldsa44 4181 | 3998 183
mldsa44_ecdsa p256 | mldsa44_ecdsa p256 | 4259 | 4064 195
mldsad4_ecdsa_p256 | mlkem512 3664 | 3479 185
mldsa44_ecdsa_p256 | ecdh_p256_mlkem512 | 3734 | 3550 184
Security Level 3
mldsa65 mldsa65 5623 | 5442 181
mldsa65 mldsa65_p256 5702 | 5509 193
mldsa65 mlkem768 4849 | 4668 181
mldsa65_ecdsa p256 | mldsa65 5710 | 5528 182
mldsa65_ecdsa_p256 | mldsa65 p256 5790 | 5593 197
mldsa65_ecdsa_p256 | mlkem768 4936 | 4753 183
Security Level 5
mldsa87 mldsa87 7581 | 7400 181
mldsa87 mldsa87_ecdsa_p384 7692 | 7499 193
mldsa87 mlkem1024 6551 | 6370 181
mldsa87_ecdsa p384 | mldsa87 7700 | 7517 183
mldsa87_ecdsa p384 | mldsa87_ecdsa_p384 7811 | 7616 195
mldsa87_ecdsa_p384 | mlkem1024 6670 | 6487 183

Consequently, while C509 achieves significant reductions for traditional certificates, its impact on PQ
certificate size is fundamentally constrained by the underlying cryptographic primitives, an aspect that
lies beyond the scope of C509’s design objectives.

Traditional Certificate Revocation Lists

When signed with traditional cryptography, CBOR-encoded CRLs demonstrate substantial reductions
compared to their DER-encoded counterparts, as shown in Table 6.6. A reduction of 58% is already
observed at 100 revoked certificates, with the savings stabilising around 60% as the number of entries
increases to 30,000. The apparent constant increasing factor for absolute sizes under each encoding
may not generalise to real-world deployments, where each revocation entry may vary in the amount of
information by embedding extensions. The primary contributor is CBOR'’s efficient time representation,
which halves the size of each timestamp compared to DER’s GeneralizedTime.

Table 6.6: Revocation lists sizes (bytes), relative reductions (%) and Brotli compression rates (%); signed with

ECDSA:secp256r1.

Revoked Absolute Size Brotli-Compressed Size
Certificates DER CBOR | Rel. Red. (%) DER | (%) CBOR | (%)
1 183 107 41.5 182 0.5 111 | -3.7
10 413 197 52.3 305 | 26.2 201 | -2.0
100 2664 1098 58.8 1204 | 54.8 1032 | 6.0
1000 25159 | 10100 59.9 9854 | 60.8 9016 | 10.7
10000 250118 | 100099 60.0 94759 | 62.1 | 87915 | 12.2
20000 500066 | 200099 60.0 | 188137 | 62.4 | 175522 | 12.3
30000 750035 | 300100 60.0 || 281076 | 62.5 | 263050 | 12.3

In terms of redundancy, the repetitive and nested encoding of revocation entries in DER results in high
structural overhead, which is reflected in its significant Brotli compression rates, exceeding 60% for
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larger lists. In contrast, CBOR results in minimal additional compression gain, less than 13% stemming
from the representation of each revocation entry. While extensions were included in this evaluation, the
relative advantage of CBOR is expected to be more pronounced owing to OID substitution.

The results confirm that CBOR-encoded CRLs provide a consistent and significant reduction when
signed with traditional cryptography. The streamlined syntax and structure enable saving of up to 60%.
However, it must be determined to what extent these benefits apply to PQC.

Post-Quantum Certificate Revocation Lists

When PQ signatures are used, CBOR-encoded CRLs continue to demonstrate meaningful improve-
ments, as shown in Table 6.7. While the relative reductions begin modestly—2.8% for a single revoked
certificate and 7.6% for ten—they grow rapidly, reaching 59.8% at 30,000 entries. This mirrors the
trend from traditional CRLs, indicating the signature’s size becomes minor in large lists.

Table 6.7: Revocation lists sizes (bytes), relative reductions and Brotli compression rates (%) signed with ML-DSA:44.

Revoked Absolute Size Brotli-Compressed Size
Certificates DER CBOR | Rel. Red. (%) DER | (%) | CBOR | (%)
1 2538 2466 2.8 2523 | 0.6 2470 | -0.2
10 2766 2556 7.6 2682 | 3.0 2555 | 0.0
100 5017 3457 31.1 3579 | 28.7 3424 | 1.0
1000 27512 | 12458 54.7 12206 | 55.6 11384 | 8.6
10000 252471 | 102458 59.4 97239 | 61.5| 90335 | 11.8
20000 502419 | 202458 59.7 || 190554 | 62.1 | 177889 | 12.1
30000 752388 | 302458 59.8 || 283537 | 62.3 | 265508 | 12.2

The primary contributors are consistent with the previous case: efficient time encoding and flattened
structure. The per-entry overhead remains the dominant factor when scaled to a large number of re-
vocations. The size of PQ signatures is confined to the final signature block and is negligible relative
to the size of the list. As a result, DER-encoded CRLs continue to exhibit high compressibility, achiev-
ing over 62% reduction at larger scales. In contrast, CBOR-encoded CRLs exhibit a modest relative
compression rate, reaching up to 12.2% for 30,000 revocations.

In summary, even when paired with PQ algorithms, CBOR-encoded CRLs retain their advantages over
DER-encoded equivalents. The benefits scale with the number of revoked entries, making them a
potential enabler for revocation management in constrained environments.

6.1.3. Additional Considerations

CBOR-encoded profiles are not limited to certificates and CRLs, extending to nearly every DER-based
PKI object. In certificate validation chains, for example, the space savings offered by C509 accumulate
linearly. Forinstance, each extra intermediate or cross-signed certificate removes roughly 180 bytes, so
a typical three-hop chain avoids more than 700 bytes of transmission overhead. Although that amount
is modest, eliminating avoidable bytes is always preferable, especially on constrained links.

Additionally, auxiliary PKI messages show a similar pattern. CSRs mirror certificates in structure—
subject, public key, signature, and extensions—so they also benefit from the identical CBOR-based
reductions. OCSP responses, by contrast, are already compact, consisting mainly of status codes,
timestamps, and a handful of extensions. While CBOR still trims some bytes, the proportional gain is
far less pronounced.

Conclusion C509 demonstrates clear advantages in reducing the message overhead of PKI objects.
Its value lies not only in reducing the size of certificates and revocation lists, but also in establishing
a more compact and consistent encoding profile that generalises across the PKI stack. While the
gains are more modest for PQ certificates, C509/CBOR has a significant impact on revocation lists,
regardless of the cryptography used. Ultimately, the adoption of C509 should be assessed not only in
terms of size reductions but also in regard to the complexity of its implementation.
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6.2. Implementation Complexity

Key findings Transitioning from X.509/DER to the streamlined C509/CBOR profile can significantly
reduce implementation complexity—and with it, the area for potential implementation vulnerabilities.

Headline Results

> Reduced codebase footprint: C509 implementations exhibit an average 79—-80% reduction
in logical lines of code compared to X.509, easing storage, testability, and maintenance.

> Reduced cyclomatic complexity (CCN): The CCN is reduced by 2—-3x for C509 compared
to X.509, indicating simpler control-flow and testability.

> Lower cognitive complexity: Halstead Volume drops by 63—74% in for C509 relative to X.509,
signalling a lower information density. Median Halstead Difficulty falls from = 26—-29 in the X.509
code to = 7-9 in the C509 variants, indicating a tangible reduction in cognitive effort.

> Profile-driven efficiency: Auto-generated C509 implementations (e.g., zcbor) demonstrate
lower complexity than generated X.509 counterparts, confirming C509’s benefits stem from its
structural characteristics rather than implementation style.

> Cross-tool consistency: Two static analysis tools corroborate similar metric trends, reinforc-
ing the validity of the findings.

6.2.1. Experimental Setup

As outlined in the previous chapters, the primary source of implementation complexity is the parsing
logic associated with X.509 certificates. A direct comparison with the corresponding logic for C509 is
therefore appropriate to highlight the differences in implementation. This empirical comparison is sup-
ported through the use of static-analysis tools that apply heuristic metrics to quantify code complexity.

Corpus

The selected implementations were verified to support equivalent functionality, specifically the ability
to parse (& serialise) certificates and revocation lists under either the X.509 or C509 profile. Al-
though additional libraries—such as OpenSSL or CycloneCRYPTO from Oryx Embedded—also imple-
ment X.509 parsing, their broader scope and deeper integration make it challenging to isolate compo-
nents that precisely correspond to the targeted functionality. As a result, their inclusion could potentially
undermine the consistency of the comparison. For this reason, the analysis is restricted to the imple-
mentations listed in Table 6.8. Still, due to their divergent nature, the implementations were grouped
into distinct experimental settings to enable direct comparison, presented in Table 6.9.

Table 6.8: Analysed parsers: implementation language, target profile, and brief description.

Implementation Lang. Profile | Description

x509-parser? C X.509 | ANSSI, open-source, custom, runtime-error-free
parser-only implementation (no serialisation) in-
cluding the DER decoding layer and no external
dependencies, formally verified using Frama-C and
ACSL annotation comments that do not affect the
analysis [9].

ASNIC (generated)® | C X.509 | ASN.1 schema [6] generated parser and serialiser us-
ing the commercial Objective Systems asnlc compiler
generating industry-grade code for BER/DER with the
encoding layer delivered as a pre-compiled library.

c509-native? (C-like) | C509 The custom parser and serialiser proposed in this
C++ work, relying on zchor for the encoding layer, opti-

mised for embedded systems (Chapter 5).
zcbor (generated)® | C C509 CDDL schema [8] generated parser using the open-

source zchor generator producing low-footprint C en-
coders/decoders for CBOR.
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c509conv® C C509 Open-source re-encoder relying on external libraries
for the DER/CBOR encoding layers.

CBOR-certificates’ | Rust C509 IETF reference re-encoder [8], relying on external li-
braries for the DER/CBOR encoding layers.

Table 6.9: Experimental settings and selected implementations

Experiment | Requirements Implementations
Setting
1 Certificate and CRL parser-only implementations in- | x509-parser
cluding the DER/CBOR encoding layer c509-native
zcbor (generated)
2 Certificate and CRL parser-only implementations ex- | ASN1C (generated)
cluding the DER/CBOR encoding layer c509-native
zchor (generated)
3 Certificate and CRL parser and serializer implemen- | ASN1C (generated)
tations excluding the DER/CBOR encoding layer c509-native
zcbor (generated)
4 Re-encoding tools between C509 and X.509 exclud- | c509conv
ing the DER/CBOR encoding layer CBOR-certificates

Remarks For each setting, c509-native and zcbor (generated) selectively enabled or disabled
the encoding layer or serialisation logic to match the specific profile. Code-generated implementations
serve as a proxy to reduce developer-induced variability, allowing for a more objective comparison of
the inherent complexity of each setting. Re-encoders were included for informative purposes, as they
are not comparable. Lastly, the survey revealed limited availability of C509 implementations.

Tooling
To support metric-based comparison and increase confidence in the results, two independent static
analysis tools were used to extract code complexity metrics across the selected corpus:

« Tool 1: Jarod42/ccccc® (C and C++ Code Counter and Checker) is a static analysis tool spe-
cialised for C and C++ codebases. The tool computes metrics such as logical lines of code
(LLOC), cyclomatic complexity (CCN), Halstead volume and difficulty, and function count, lever-
aging C/C++-specific parsing for greater precision.

« Tool 2: mozilla/rust-code-analysis® [70] is a static analyser supporting multiple languages,

including C, C++, Rust, Java, and Python. It enables similar metrics, and its design and language
coverage make it suited for high-level metric extraction and cross-language comparison.

While the tools may yield differing absolute values due to implementation details, it is the consistency
of observed trends across both analysers that strengthens the reliability of the analysis.

Metrication
The used metrics were previously introduced in Section 2.5. As these metrics are computed at the
function level, aggregation is required to characterise each implementation as a whole. Values are

2https://github.com/ANSSI-FR/X509-parser
Shttps://obj-sys.com/products/asnic/index.php
“https://github.com/rosual inpetru/c509-native
Shttps://github.com/NordicSemiconductor/zcbor
Shttps://github.com/fabian18/c509conv
"https://github.com/cose-wg/CBOR-certificates
8https://github.com/Jarod42/cccce
Shttps://github.com/mozilla/rust-code-analysis
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aggregated using the sum, mean, or median, depending on the nature of each metric. This enables
high-level comparisons and trend analysis across implementations.

It must be evidenced that C509 represents a purposefully restricted subset of X.509, retaining only es-
sential features. Combined with its simplified encoding, C509 requires a less complex implementation.
CBOR defines only eight major self-describing types, similar to JSON [18]. In contrast, ASN.1 DER
involves four tag classes, over 25 universal types, and schema-dependent tagging and parsing [25].
From the outset, C509 is expected to be simpler to implement—a claim also made in the draft spec-
ification [8]. Instead, this quantitative analysis aims to emphasise the extent to which the expected
simplification is reflected in practice.

6.2.2. Results
Each setting is analysed individually, offering insights into different perspectives of software complexity.

Setting 1: Parser

Regarding LLOC, as c509-native internally relies on zcbor, both C509 implementations exhibit com-
parable code sizes and remain significantly smaller than x509-parser. Tool 1 shows reductions of
~ 75.8 %, while Tool 2 records savings of ~ 81.9% and ~ 84.8 % respectively. On average, this cor-
responds to an ~ 79-80 % decrease, roughly 4—6x less code to read, review and maintain for C509
implementations (here c509-native) when compared to X.509 (here x509-parser).

In terms of CCN, C509-native consistently reports the lowest complexity. With Tool 1, its Total CCN
drops by a factor of ~ 3x relative to x509-parser, while zcbor (generated) achieves a ~ 2.3x
reduction. Tool 2 mirrors this trend with factors of ~ 2.9x and = 2.0x, respectively. On average,
C509-native realises a =~ 3x decrease in cyclomatic complexity, whereas zcbor (generated) settles
around ~ 2x—still substantial, yet leaving measurable room for optimisation. These cuts, coupled
with the LLOC savings, indicate that C509 parsers offer smaller code bases with greatly simplified
control-flow, improving both verifiability and testability.

Concerning Halstead metrics, both C509 implementations demonstrate significantly reduced token-
level complexity. In terms of Volume, C509-native achieves a ~ 73-74 % reduction, while zcbor
(generated) lands in the ~ 63—67 % range across the two tools—amounting to a ~ 3—4x contraction
in token space. Median Difficulty scores fall by roughly 70 %, and the 95-percentile drops by ~ 50—
60 % for both variants, signalling a substantial reduction in the variety and frequency of operators and
operands that must be tracked during review. Together, these results underscore that C509 parsers
not only reduce code size but also enhance conceptual clarity.

While the generated zcbor (generated) already offers low complexity, it includes structural overhead
inherent to code generation. A handwritten implementation, such as C509-native, can streamline
control flow and eliminate redundancy, yielding better metrics. This demonstrates that domain-specific
optimisation provides benefits beyond what automated tools can achieve.

Table 6.10: Setting 1: X.509 and CRL parser-only implementations including the binary encoding layer.

Parser-only (Tool 1) | Total | Mean | Total Total Median | Q-95 | Func
cceece LLOC | CCN | CCN Volume Diff Diff Cnt
x509-parser 8019 | 7.80 | 1622 | 243775.46 28.67 | 62.28 208
c509-native 1939 | 2.99 535 | 66309.72 7.88 | 25.14 179
zcbor (generated) 1937 3.99 707 89235.18 9.21 | 24.54 177
Parser-only (Tool 2) | Total | Mean | Total Total Median | Q-95 | Func
rust-code-analysis | LLOC | CCN | CCN Volume Diff Diff Cnt
x509-parser 7432 | 7.69 | 1630 | 214955.33 26.39 | 56.57 212
c509-native 1346 | 3.34 565 | 55192.19 7.50 | 25.23 169
zcbor (generated) 1132 4.35 805 70315.48 7.70 | 21.97 185
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Setting 2: Parser

This experiment isolates the complexity introduced purely by the feature sets of each certificate format.
As the considered parsers are schema-generated—ASN1C (generated) from the full X.509 ASN.1 mod-
ules, and zcbor (generated) from complete CDDL descriptions of C509, human optimisation plays
no role in the results. Moreover, by omitting the binary-encoding layers, the codebase contains only
feature-level parsing logic. Under these conditions, the relative complexity of C509 is evident: both
C509 parsers show order-of-magnitude reductions across total value metrics when contrasted with
ASN1C (generated). Nevertheless, the relative complexity of DER compared to CBOR would lead to
even greater gaps in metric value.

Some metric inconsistencies emerge between Tool 1 and Tool 2 for the C509 parsers. A key reason
is that Experiment 1 included zcbor as the encoding layer component, whereas Experiment 2 does not,
inflating the former’s baseline. In addition, C509-native relies on macros; Tool 1 expands these during
preprocessing and counts the resulting helper functions, while Tool 2 does not. Roughly twenty trivial
utility functions are therefore missing from Tool 2’'s reports. Combined with the internal differences
in LLOC calculation, these factors alter the metric values for small codebases. Nevertheless, these
inaccuracies do not affect the substantive conclusion that C509 parsers remain significantly smaller
and less complex than their X.509 counterparts.

Table 6.11: Setting 2: X.509 and CRL parser-only implementations excluding the binary encoding layer.

Parser-only (Tool 1) | Total | Mean | Total Total Median | Q-95 | Func
cceece LLOC | CCN | CCN Volume Diff Diff Cnt

ASN1C (generated) 4611 | 6.73 | 1090 | 181210.87 12.23 | 52.73 162

c509-native 540 4.7 207 | 24784.94 12.17 | 24.93 44

zchor (generated) 538 9.02 379 | 47710.39 12.29 | 16.36 42

Parser-only (Tool 2) | Total | Mean | Total Total Median | Q-95 | Func
rust-code-analysis | LLOC | CCN | CCN Volume Diff Diff Cnt
ASN1C (generated) 4421 | 6.73 | 1090 | 161474.18 10.80 | 47.62 162
c509-native 457 | 7.27 189 | 20333.37 12.46 | 30.60 26
zcbor (generated) 243 | 10.21 429 | 35456.66 10.47 | 14.31 42

Setting 3: Parser & Serialiser

Extending the feature set to include serialisation preserves the overall ranking of implementations while
exposing differences in how each scales. Although all projects see increases in code size and complex-
ity, the growth is more pronounced in ASN1C (generated), which widens the absolute gap in LLOC
and total CCN. The C509 implementations almost double their LLOC yet remain significantly smaller
and less complex overall than ASN1C (generated). Halstead Volume grows across all implementa-
tions, but disproportionately: ASN1C (generated) expands by about 50% the volume of the parser-
only implementation, while both C509 variants increase by 85-95%. Despite this, the c509-native
parser—serializer maintains a 3-5x smaller token footprint compared to its X.509 counterpart. The
Median Difficulty reflects stable complexity in all implementations, remaining nearly flat, whereas the
95-percentile indicates that some functions of C509-native may warrant targeted refactoring. These
trends suggest that although substantial logic is introduced, its difficulty remains low. Minor incon-
sistencies between analysers persist, stemming from macro expansion and LLOC heuristics, without
affecting the broader conclusion: C509’s complexity scales better with expanded functionality.

Setting 4: Re-encoder

This experiment reports complexity metrics for two publicly available re-encoders for informative pur-
poses. The projects are prototypes written in different languages—chor-certificates, the IETF ref-
erence re-encoder, in Rust and c509conv in C—so direct comparison is not meaningful. Nonetheless,
the absolute figures for LLOC, Total CCN, and Halstead Volume of c509conv sit well below those of
the ASN1C (generated) in Setting 3, even though a re-encoder must, in principle, parse and re-encode
both DER and CBOR. This apparent contradiction is explained by the restricted domain of re-encoding:
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Table 6.12: Setting 3: X.509 and CRL parser and serializer implementations excluding the binary encoding layer.

Parser-only (Tool 1) | Total | Mean | Total Total Median | Q-95 | Func
cccee LLOC | CCN | CCN Volume Diff Diff Cnt
ASN1C (generated) 6991 7.09 | 1752 | 277721.04 19.72 | 48.92 247
c509-native 966 5.98 389 | 48177.98 12.89 | 40.01 65
zcbor (generated) 1041 7.7 647 89113.7 11.84 | 16.36 84
Parser-only (Tool 2) | Total | Mean | Total Total Median | Q-95 | Func
rust-code-analysis | LLOC | CCN | CCN Volume Diff Diff Cnt
ASN1C (generated) 6389 7.09 | 1752 | 247644.75 17.60 | 45.33 247
c509-native 796 7.89 371 | 39326.12 13.53 | 34.29 47
zcbor (generated) 441 | 8.94 751 | 65836.81 10.45 | 14.80 84

only C509-conformant X.509 certificates are accepted, so the DER side needs only to implement the
subset of structures admissible under the C509 profile and can abort early when unsupported features
are detected. Thus, the X.509 parsing component is simpler than in a general-purpose library. While
the small sample precludes generalisations about implementation effort, the limited feature set of their
target format suggests re-encoders might be no more complex, or even less so, than full X.509 tooling.

Table 6.13: Setting 4: Re-encoding tools between C509 and X.509 excluding the DER/CBOR encoding layer.

Re-encoder | Total | Mean | Total Total Median | Q-95 | Func
ccccece LLOC | CCN | CCN Volume Diff Diff Cnt
c509conv 3778 5.78 930 | 154518.71 17.07 | 51.47 161
Re-encoder Total | Mean | Total Total Median | Q-95 | Func
rust-code-analysis | LLOC | CCN | CCN Volume Diff Diff Cnt
c509conv (C) 2584 6.19 928 | 129091.91 17.61 | 47.51 150
CBOR-certificates 1359 7.69 938 | 116099.58 12.50 | 44.42 122
(Rust)

6.2.3. Additional Considerations

The differences in the design of DER and CBOR raise some implementation challenges in the case of
the latter. In DER, each data item includes its exact byte length, enabling efficient structure traversal and
data access —a crucial property, especially considering large PQ certificates. This facilitates optimised
signature verification without the need to parse or traverse the entire certificate. An implementation can
read the length from the TLV root of the signed content and skip it to access the signature directly.

In contrast, CBOR encodes the number of contained elements rather than the total byte size. For
example, a CBOR array specifies the number of items it holds, not the bytes required to encode them.
In the case of byte strings or text, it is contextually correct that the length corresponds directly to the
byte count. As a result, verifying CBOR-encoded certificates requires bounded incremental parsing
over the 10 preceding items to locate the signature value. While CBOR lacks the efficient structural
traversal and access convenience of DER, parsing its structure remains efficient and easy to implement,
especially given that the types and ordering of fields are flattened and well-defined by the C509 profile.

Conclusion This empirical analysis quantitatively demonstrates the tangible benefits of the C509
profile compared to X.509. Across all metrics and experimental settings, C509 implementations con-
sistently yield smaller, simpler, and more testable codebases, reducing both the attack surface and
development effort. Despite minor inaccuracies in metric values due to tool limitations and implemen-
tation style, the consistency of trends across tools and settings confirms the robustness of the findings.
Ultimately, the study does not claim absolute precision, but instead aims to offer a reliable and intuitive
understanding of the gains achievable through the adoption of C509 in terms of software complexity.
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6.3. Space Considerations
Despite its benefits, further aspects must be assessed before deeming C509 suitable for space.

6.3.1. C509 Deployment
The implications of deploying C509 in space vary depending on the variant used.

Natively Signed Certificates

Assuming C509 adoption, mission designers must choose between natively signed and re-encoded
certificates. Natively signed certificates apply signatures directly over CBOR-encoded data, eliminating
ASN.1/DER dependencies. This approach suits closed ecosystems but lacks practicality in federated
environments that rely on interoperability with standard X.509-based PKIs.

Re-encoded Certificates

In contrast, re-encoded certificates enable transformations to achieve compatibility with traditional
X.509-based PKIs. Rather than signing the CBOR-encoded certificate directly, the CBOR format serves
as a streamlined representation of the same data structure originally signed in DER. This enables in-
teroperability with existing X.509-based PKIls, while providing the benefits of C509.

The C509 draft does not prescribe where or by whom re-encoding must occur, allowing system design-
ers to align placement with operational, trust, and resource constraints. A typical architecture offloads
re-encoding to a border gateway, such as an element in the ground segment, which acts as an inter-
mediary between constrained environment (space elements) and the broader ground network. This
enables the constrained device to only pay the light penalty of only parsing compact CBOR represen-
tations, instead of the costly DER parsing. The gateway handles conversion between X.509 and C509,
and vice versa, and consequently pays the heavier cost of DER parsing. In other words, the heavy
cost of heavy parsing shifts from a resource-constrained spacecraft to a ground gateway.

Under such deployments, beyond reducing transmission size, re-encoded C509 can eliminate the need
for X.509/DER parsing, and more importantly. As shown in Figure 6.1, the gateway follows the steps
indicated by the blue arrows. First, it parses the X.509 certificate—typically the most complex and
resource-intensive step—and extracts the Abstract Data Type (ADT). The ADT is then serialised into
CBOR and sent to the constrained client.

DER X.509 X.509 DER

heavy parsin ..
bytes yp g=> Parser _\ Serializer bytes

Certificate ADT

CBOR C509 \ C509 CBOR
—

bytes Parser Serializer bytes

Figure 6.1: X.509 vs. C509 Parsing and Serialising.

The constrained device, in turn, follows the steps illustrated by the yellow arrows. Upon reception of
the CBOR-encoded certificate, it first performs lightweight CBOR parsing. While signature verification
still requires DER serialisation, this operation is more straightforward and more deterministic than DER
parsing, as it can leverage the ADT’s structured context. Depending on peer requirements, the device
can serialise certificates in CBOR or DER as needed. What is essential is that the constrained device
never needs to perform heavy DER parsing.

It is worth noting that not all X.509 certificates are convertible to C509, as C509 represents a con-
strained subset of X. 509 certificates. However, this can be addressed by enforcing a restricted X.509
profile to ensure re-encoding remains possible. For instance, the considerations from Chapter 4 enable
convertible certificates.
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6.3.2. C509 Disadvantages

While C509 offers clear benefits in bandwidth and implementation simplicity, its adoption is limited
by ecosystem immaturity. Full integration requires a CBOR-based infrastructure, which is currently
underdeveloped. As C509 is still an IETF draft, and CBOR-encoded PQ certificates and revocation
formats (e.g., CRLs, OCSP) are not yet standardised, the lack of normative completeness hinders
industry uptake and limits suitability for space-standardisation efforts.

Another factor deterring the C509’s adoption of space is the lack of sufficient benefits that justify devi-
ation from the established X.509 standard. While C509 offers substantial reductions in CRL size, the
resulting compressed CRLs may still exceed practical transmission thresholds. More critically, the pre-
dominant bandwidth challenge stems from the increased size of PQ certificates—an issue C509 cannot
inherently mitigate. As such, the overall bandwidth savings might be insufficient to warrant adoption.

Additionally, for hardware implementations, reduced software complexity may be less relevant. Neither
X.509 nor C509 can fully alleviate the challenges associated with hardware-based parsing, sometimes
necessary in constrained space applications. Variable-length bit strings and integers introduce signif-
icant complexity. To address this, systems tend to enforce minimal and rigid certificate profiles that
enable fixed-length representations—typically through padding—facilitating offset-based parsing. Un-
der these constraints, the complexity of parsing is effectively abstracted away, and the choice between
X.509 and C509 becomes largely inconsequential from an implementation standpoint. From this per-
spective, a simplified software implementation might not justify challenging system-wide compatibility.

Conclusion This work has demonstrated that C509 can provide significant benefits in terms of band-
width reduction and implementation simplification. In particular, smaller revocation lists—enabled by
compact time encodings—may enhance scalability in constrained environments. However, the early
maturity of the C509 specification is responsible for the limited industry adoption, introducing practical
limitations. Notably, the lack of standardised revocation mechanisms for CBOR-encoded certificates
poses an adoption barrier. Additionally, maintaining compatibility with X.509 infrastructures adds archi-
tectural complexity, as re-encoding between profiles must be carefully managed and deployed.

Rather than prescribing a universal solution, the findings suggest that C509 is a viable alternative
to X.509 in appropriate contexts. Mission-specific needs, including interoperability and resource con-
straints, should guide profile selection. While federation-wide interoperability favours X.509, specialised
missions should adopt the profile that best aligns with their operational priorities.



Discussion

The design of minimal, interoperable certificate profiles for space is not only a technical challenge but
also an adoption and standardisation problem. This chapter examines how the proposed solutions
intersect with industrial adoption, the challenges of standardisation, and the gaps between terrestrial
X.509 practices and space system needs. It also outlines the study’s limitations, highlighting unresolved
technical and operational aspects to guide future work.

The preceding chapters examined certificate design from several independent angles. Taken in iso-
lation, each issue may appear manageable; the real challenge emerges when they converge into a
single profile. Designers must simultaneously navigate (i) cryptographic algorithm choices (classical,
PQ, or hybrid), (ii) data models and on-wire encodings (DER/X.509 vs. CBOR/C509), and (iii) seman-
tic constraints in extensions and validation policies. Any misalignment across these dimensions risks
breakdowns in interoperability. In this regard, this study suggests guidelines across these aspects to
support the development of a standardised profile for federated space PKiIs.

Yet, defining such a profile is far from trivial and cannot be solved by a single actor. Because this work
intervenes directly at the level of certificate standards, its impact ultimately depends on broad, multi-
stakeholder acceptance. Formalisation, security proofs, reference implementations, and adoption time-
lines extend beyond the influence of any individual effort. For example, while C509 shows promise in
constrained environments, its early-stage maturity and limited industry uptake currently limit its viability
for large-scale deployment until further experience and standardisation progress are achieved.

Nevertheless, action is needed to establish more precise, standardised requirements for space sys-
tems. Field discussions with industry stakeholders highlighted the challenges of operating under to-
day’s general and sometimes conflicting recommendations. For example, the CCSDS Authentication
Credentials [7] mandates GeneralizedTime before 2050 while referencing the X.509 Internet profile,
which strictly mandates UTCTime for the same period. Similarly, IGCA lists required features—such
as policy mappings and subject alternative names—without specifying clear certificate types. Balancing
flexibility for mission-specific configurations with sufficient precision to ensure interoperability remains
a trade-off; however, further refinements could improve consistency across space systems.

Current efforts in both standardisation and research primarily focus on patching X.509 to meet space
system constraints. This includes pruning extensions, compressing chains, or tunnelling revocation
checks, all to preserve compatibility with the terrestrial X.509 standard. However, this pursuit of com-
patibility is often more apparent than real. In practice, many actors adopt X.509 as the default or
“safe” choice. Once the implementation complexity becomes evident, they attempt to mitigate it by sub-
sequently defining and implementing such highly restricted profiles that their systems can no longer
process broader X.509 certificates from the wider ecosystem. At that point, while some degree of for-
mal compatibility with X.509 remains, it is often too limited to justify the adoption of X.509, disregarding
the potential benefits of adopting alternative approaches, such as C509, or even designing a dedicated,
space-native profile. In short, clinging to X.509 offers diminishing returns in some cases, and rethinking
the underlying approach may yield greater gains.
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Limitations

The initial research phase considered conducting a broad survey of space-mission classes to establish
domain context. However, later discoveries identified a detailed taxonomy of 29 missions grouped
into nine archetypes, rendering additional surveys unnecessary [71]. The analysis of cryptographic
certificate usage is too specific to address at a generic mission level. Thus, the study redirected its
focus to IGCA, a concrete space PKI application, enabling evaluation without speculative assumptions.

Similarly, the initial plan to benchmark PQ algorithms was reconsidered after identifying the EBACS
benchmarks [72] and ongoing work which already provide evaluations on emulated space-grade hard-
ware. As a result, the study focused instead on reviewing (to be) standardised PQ algorithms, using
them to illustrate how different families may suit different certificate types depending on their security
and computational requirements. Regarding formats, this work’s proposal of Hybrid Coupled remains
preliminary, offering a conceptual approach that still requires formalisation and validation to assess
its practicality and potential for adoption in the future. Additionally, the fast-paced development of PQ
formats continues to introduce new methods. A recent proposal based on the use of alternative exten-
sions is currently under development [73], but was identified at a late stage in the research and remains
outside of scope.

Regarding the federated profiles, the design was based on the requirements set by existing standards,
with CRL support being a central defining element. If a federated space PKI were to adopt an alternative
revocation mechanism, the resulting profiles would likely differ. Nevertheless, the key contribution lies
in proposing a structured approach to profile design aimed at improving interoperability, while recog-
nising that mission designers and standardisation bodies must determine the exact content. Defining a
baseline set of profiles was still necessary in this study to enable meaningful comparisons with C509.

Also, the current study assumed a bridge PKI model, following the IGCA approach, and thus based
its proposals on the premise of centralised policy management. Had IGCA adopted a different model,
such as a mesh architecture or extended trust lists, the discussion and resulting recommendations
would have differed. Nevertheless, this raises an important research question: whether the Bridge CA
remains the optimal architecture for meeting the needs of a federated space PKI, or if alternative trust
models may offer better scalability, flexibility, or resilience.

c509-native is a prototype, currently limited to experimental use. It relies on complete in-memory
processing of CRLs, which is impractical for real-world applications. Integration with other libraries re-
vealed challenges, with several traditional and PQ algorithms not yet correctly identified or supported.
Additionally, as the C509 draft has continued to evolve, certain features appeared after the tool's imple-
mentation and were not incorporated. Despite these limitations, c509-native played an instrumental
role in enabling the analyses presented in this study.

The trade-off analysis between X.509 and C5089 in this study focused primarily on object size and soft-
ware complexity. However, numerous additional factors influence this decision, including hardware
implementation aspects and the potential for formal verification. In particular, recent research on for-
mally verified, schema-driven parser generation [74, 75] offers promising mitigation strategies for im-
plementation complexity and would have been highly relevant to the software complexity assessment.
Due to the limited availability of isolated, open-source implementations, the analysis relied on a harrow
corpus. These formal verification approaches were identified only in the later stages of the research
and represent a complementary direction for future work.

While a broader range of metrics—particularly from the Halstead family—could have been included,
the study limits itself to those summarised. These core measures are considered sufficient to assess
complexity in the given context, as most extended Halstead indicators are derived from these exact
base metrics. It must be acknowledged that Halstead metrics may not accurately reflect reality for
code-generated implementations; yet, they can serve as a good comparative indicator. Finally, more
accurate results would require access to commercial analysers.



Related Work

Establishing a federated space PKI has been a long-standing effort among researchers, alongside on-
going work to strengthen the security of X.509 certificate profiles and adapt them for use in constrained
environments and post-quantum migration. This chapter outlines the related work across these areas,
including proposals for federated trust architectures, compact and secure certificate profiles, and the
integration of quantum-resistant algorithms into standard certificate structures.

Federated Space Public Key Infrastructure

Koisser et al. present TruSat, a decentralised extension to traditional PKI for federated spacecraft
networks [76]. Central to the system is the CommonCA, a collaborative root CA abstraction jointly op-
erated by multiple independent CAs. The CAs composing the CommonCA use the Practical Byzantine
Fault Tolerance (PBFT) consensus protocol to coordinate the issuance and revocation of certificates.
TruSat employs signature aggregation to reduce communication overhead, supporting both Schnorr
and BLS schemes. The latter is preferred because it can compress multiple signatures into a single,
constant-size proof. For revocation, TruSat accommodates both universal approaches (e.g., CRLite
and Let’s Revoke) and prover-based mechanisms (e.g., Merkle trees and OCSP stapling). Experimen-
tal validation on ESA's OPS-SAT CubeSat demonstrates the feasibility of the architecture, showing low
runtime overhead and practical in-orbit performance. The authors argue that the IGCA model proposed
by CCSDS merely relocates the trust root without addressing the governance and interoperability chal-
lenges of federated missions. In contrast, TruSat shows that verifiable consensus among authorities
can provide scalable trust without centralisation.

In another work, Koisser et al. propose V'CER, a certificate validation framework for constrained net-
works such as satellite constellations and 10T systems [77]. The authors address the timely revocation
of certificates by introducing a system that utilises Sparse Merkle Trees (SMTs) and a novel structure
known as the Validation Forest (VF). V'CER enables the lightweight, epidemic-style dissemination of
revocation information and decentralised repair of outdated proofs of inclusion (Pols) between devices,
without requiring real-time access to a CA. Their implementation, tested on ESA’s in-orbit OPS-SAT
satellite and through large-scale simulations, demonstrates that V'CER reduces reliance on centralised
authorities and requires less than 3KB of storage per device to manage up to 1 million certificates. The
authors conclude that V'CER offers a scalable, efficient, and secure revocation mechanism suitable for
resource-constrained environments, outperforming traditional schemes like CRLs and OCSP.

In a subsequent research, Koisser et al. conduct a comprehensive systematisation of knowledge on
public key infrastructure and location privacy within satellite networks [78]. Regarding PKI, the au-
thors highlight issues such as orbital delay, intermittent connectivity, and limited bandwidth, which
complicate time-sensitive operations like certificate revocation. They argue that traditional PKI models
assume stable, high-availability infrastructure and may not be directly transferable to space systems
without modification. The paper synthesises research on certificate distribution, revocation, and key
management in the space domain, contrasting it with terrestrial assumptions. The authors also ref-

47



48

erence existing efforts, such as NASA's Artemis program, as examples of evolving space networking
architectures. Their analysis reinforces the need for federated trust models that account for delayed
revocation, inter-organisational trust, and resilience in disconnected conditions.

Smailes et al. introduce Keyspace, a simulation framework for PKI architectures in large-scale, inter-
planetary satellite networks [79]. The authors argue that the predictability of satellite orbits allows for
deterministic routing and synchronisation, which opens the door to adapting terrestrial PKI systems.
To test this hypothesis, they developed the Deep Space Network Simulator (DSNS), a tool that mod-
els federated satellite systems under various topologies, including Earth-Moon-Mars communication.
The authors compare traditional PKI configurations, such as CRLs and OCSP, and propose OCSP Hy-
brid and relay firewalls, which enhance revocation propagation and limit the reach of attackers. Their
results demonstrate that federated topologies can establish low-latency connections and effectively
revoke keys, particularly when supported by caching and strategic relay positioning. Finally, DSNS
provides a robust evaluation framework, and the results demonstrate that federated PKI architectures,
when carefully tuned, remain viable for scalable and secure communications in space.

Post-Quantum Certificates

Kampanakis et al. present one of the early works addressing post-quantum certificates [80]. The
authors examine the viability of integrating signature algorithms into X.509 certificates within widely
deployed terrestrial protocols such as TLS, DTLS, IKEv2, and QUIC. Their research investigates the
practical implications of larger post-quantum public keys and signatures, with a primary focus on trans-
mission overhead. Through experimental evaluations, the study demonstrates that despite significant
increases in certificate size, protocol mechanisms such as fragmentation, segmentation, and multiplex-
ing effectively mitigate performance impacts. Ultimately, the authors conclude that while the overhead
introduced by post-quantum certificates is not negligible, it is acceptable in most modern terrestrial
networks. Nevertheless, this may not hold in constrained scenarios, such as space.

In another study, Raavi et al. conduct a performance characterisation of digital certificates using
Dilithium, Falcon, and Rainbow [81]. Their study empirically assesses the impact of these algorithms
on key-pair generation, certificate signing request generation, certificate generation, and certificate
verification. The authors confirm the feasibility of integrating post-quantum algorithms into the X.509
standard. They note significant variations in computational and storage overhead, depending on the
specific algorithm used. Conclusively, their results indicate that practical deployments must strike a
balance between security and computational and storage constraints.

Ricchizzi et al. tackle the practical integration of PQC into X.509-based identity management for in-
dustrial systems [82]. After surveying existing toolchains, they identify a conspicuous gap: there is
no publicly available CLI that supports the creation and validation of hybrid or composite certificates.
To close this gap, the authors develop an open-source proof-of-concept, pqcli, built on Bouncy Castle.
The tool can generate traditional, hybrid ("Catalyst”), composite, and partially chameleon certificates
using PQC algorithms while remaining compatible with standard X.509 workflows. A comparison with
OpenSSL (with and without the ogs-provider) highlights current limitations in standardisation, algorithm
coverage, and validation logic, underscoring the need for further tool support and specification work
before widespread PQC migration in the industry.

The Open Specification for Pretty Good Privacy IETF working group (OpenPGP) lists concrete exam-
ples of hybridised algorithm combinations for their protocol [83, 64]. OpenPGP is a standard for encrypt-
ing and signing data that uses a decentralised trust model and a packet-based certificate format. Their
current draft defines composite public-key encryption based on ML-KEM, composite signatures based
on ML-DSA, both in combination with ECC, and SLH-DSA as a standalone signature scheme. While
different from X.509, this reference on OpenPGP certificates demonstrates the migration of mature
protocols through hybridised algorithms.

Wang et al. provide a qualitative analysis of four approaches to integrating quantum-safe algorithms
into X.509 certificates [62]. Each method is discussed in terms of compatibility, migration strategy, and
structural implications. For example, quantum-safe certificates introduce minimal structural changes
but require all systems to fully adopt PQC simultaneously. In contrast, hybrid and composite certificates
combine traditional and post-quantum elements into a single certificate, allowing for phased migration
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or enhanced cryptographic strength. Parallel certificate chains, which issue multiple certificates with
different algorithms for the same identity, offer more flexibility but double the amount of data transferred.
While the paper offers valuable insights into the design trade-offs and potential use cases of each format,
it does not provide quantitative comparisons using metrics such as message size.

Certificate Profile Design and Secure Implementation

Prior work by Forsby et al. has proposed a CBOR-based profile for 10T devices, named XIOT, focusing
on space savings by fixing the cryptographic algorithms within the profile and eliminating non-essential
fields [84]. XIOT significantly reduces certificate payloads while preserving compatibility with existing
PKI implementations. Evaluated on Contiki-based sensor nodes, XIOT significantly lowers handshake
traffic and energy use, demonstrating that certificate-based security becomes practical for large fleets
of constrained loT devices through the use of CBOR encoding. XIOT appears as an early version of
re-encoded C509; however, it cannot be established whether the profiles are related.

Ebalard et al. demonstrate that a carefully crafted “meet-in-the-middle” development process can bring
mainstream verification tools within reach of complex C code: they re-implement an X.509 parser
in idiomatic C99 and then use Frama-C to prove the absence of run-time errors (RTEs) [9]. Their
experience report demonstrates how incremental ACSL annotation and plugin-assisted analysis enable
them to discharge all RTE warnings, resulting in the first X.509 parser with machine-checked memory-
safety guarantees in C, albeit without addressing higher-level semantic checks such as validation.

Barenghi et al. take a complementary approach, directly addressing ambiguous syntax in the X.509
specification. They formalise the whole grammar, generate a parser with proven termination, and feed
it 11 million certificates covering the public IPv4 space [10]. Their large-scale measurement reveals
that 21.5% of real-world certificates violate the grammar, and yet seven popular TLS stacks still accept
hundreds of thousands of them, enabling practical impersonation attacks. The work thus positions
precise, unambiguous parsing as a prerequisite for secure validation.

While prior studies often rely on fuzzed inputs, Tatschner et al. shift the focus to in-the-wild certifi-
cates. ParsEval exercises six widely used parsing libraries on 186 million certificates and analyses
their error codes [13]. The study uncovers systematic divergences — most notably an anomaly in wolf-
SSL’s parser — showing that parser behaviour still diverges significantly in production software and
that inconsistencies are observable by end users, not just by attackers with crafted inputs.

Moving beyond parsing to end-to-end trust decisions, Debnath et al. introduce ARMOR, the first for-
mally verified implementation of the X.509 Certificate Chain Validation Logic (CCVL) [85]. By decompos-
ing the CCVL into separately verified modules (parsing, chain building, semantic checks, and canonical-
isation), they expose latent non-compliances in existing libraries; however, the design currently incurs
non-trivial runtime overhead and omits revocation processing, limiting immediate deployability.

Availability threats are the focus of Shi et al., who study denial-of-service attacks triggered by patho-
logical certificate structures [11]. Their automated tool crafts certificates that amplify computational
hotspots in parsing code; applied to seven mainstream libraries, it uncovers 18 previously unknown
and 12 known resource-exhaustion bugs. The authors conclude that strict standards compliance alone
does not preclude resource-exhaustion vectors, highlighting a dimension that has been largely over-
looked by earlier parser-safety work.

Although centred on CBOR rather than X.509, Ramananandro et al.’s work shows how separation-logic-
based parser/serializer combinators can scale to real-world, recursive binary formats while guarantee-
ing non-malleability, constant-stack parsing and end-to-end correctness [75]. Their EverCBOR/Ever-
CDDL toolchain demonstrates that strong guarantees can be achieved even for richly typed, extensible
formats, providing a blueprint that could be ported to X.509 in future research.

Finally, EverParse, introduced by Ramananandro et al., pioneered the generation of verified, zero-copy
parsers for tag-length-value protocols [74]. By coupling an F* parser-combinator library with a DSL-to-
F* compiler, the framework produces C-compatible code that is memory-safe, bijective with its serializer,
and non-malleable. EverParse’s successful integration into miTLS and other applications established
the feasibility of automated, high-performance, verified parsing, and it remains the foundation on which
several later systems, including PulseParse, are built.



Conclusion

This work explored the design and evaluation of minimal, interoperable certificate profiles for federated
space PKI, addressing the challenges posed by PQ cryptography and constrained environments. This
chapter concludes the study by summarising the methodology and key findings, and also highlights a
promising direction for future research on certificate validation.

Summary

Future federated space missions must balance constrained onboard resources, the very challenging
PQ migration deadline (2030-2035), and cross-domain interoperability. This paper evaluated PQ cer-
tificate formats and their trade-offs in a federated space setting and outlined a minimal, structured
extension profile for space links drawing from terrestrial federated PKls. Then, the work performed
a quantitative comparative analysis between X.509 and C509 in terms of message size and software
complexity. Together, the findings aim to provide additional insights and support standardisation bodies,
such as CCSDS Security Working Groups, in tailoring a certificate profile for federated environments,
with a focus on space links.

Through the review of PQ formats, this work highlighted that regulatory divergence—e.g., between
composite and pure approaches—poses interoperability risks. This work advocates for federation-wide
support of composite certificates to ensure dual-algorithm trust during PQ migration.

The study then addressed the issue of unrestricted extension use by analysing profiles in terrestrial
federated PKIs. Based on these, the work proposed a minimal set of extension profiles to reduce
complexity while preserving essential functionality, in alignment with the CCSDS IGCA requirements
to support federation-wide interoperability.

To address the lack of tooling for C509, the c509-native prototype was developed as part of this
work. The tool supports PQ algorithms and enables the creation of certificates, signing requests, and
revocation lists. Released as open source, it serves as a proof of concept to promote accessibility and
broader adoption of C509. Nevertheless, c509-native requires additional improvements to mature as
a potential tool for future CBOR-encoded PKI.

The comparative analysis confirms that X.509’s verbosity and implementation complexity hinder its use
in constrained systems. C509 mitigates these issues through compact CBOR encoding and reduced
structural overhead, yielding 40-45% size reductions for traditional certificates and up to 60% for CRLSs.
For PQ and hybrid certificates, the gains are negligible. Using well-established heuristics and practi-
cal experiments, this work quantifies the substantial difference in software complexity between X.509
and C509 implementations. The results demonstrate approximately 80% reduced codebase footprint
when using C509, as well as 2-3x reduced cyclomatic complexity and a decrease of over 60% for
total Halstead volume (lower cognitive complexity). The reduction in software complexity is perhaps
more relevant than the size gains, especially when considering the high demands of space software
qualification requirements and security certification requirements.
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Among C509 deployment options, re-encoded certificates with gateway-based translation offer a prac-
tical compromise. They preserve X.509 compatibility while offloading DER parsing from constrained
clients (such as spacecraft) to the gateway (ground and mission control). However, adoption remains
limited by the draft status of C509 and the absence of standardised CBOR-native revocation protocols.

Future Work

While this study focuses on defining a minimal and interoperable certificate profile, the greater challenge
is ensuring its efficient validation across heterogeneous nodes, from constrained satellites to ground
systems. Limited computation, intermittent links, and unreliable time references render onboard path
construction, revocation checks, and policy enforcement disproportionately demanding, making certifi-
cate validation a significant bottleneck.

A promising mitigation is the Server-based Certificate Validation Protocol (SCVP) [20], which enables
delegated validation (DPV) or path discovery (DPD) to a trusted server [86]. SCVP offers particular
advantages: it offloads computational burdens, enables signature verification across differing crypto-
graphic stacks, and centralises policy enforcement. Validation policies can mandate anchors, revoca-
tion sources, and required extensions, promoting cross-domain consistency.

SCVP meets key security requirements: messages can be signed or MAC-protected, include nonces to
prevent replay, and allow client-specified time references—relevant for delay-tolerant networks. SCVP
can support relayed requests, such as those from lunar relays to terrestrial authorities, thereby reducing
the need for clients to process CRLs or OCSP responses directly. Itis already supported by commercial
solutions [87, 88, 89] and has seen practical use in mobile networks [90].

Nevertheless, further research is needed to assess SCVP’s performance and trust implications in space.
Open questions include protocol latency over deep-space links, the resilience of centralised valida-
tion, and compatibility with delay-tolerant revocation schemes. Future work should involve prototyping
a bridge validation authority within a CCSDS IGCA-aligned federation, evaluating it under simulated
space conditions, and developing tooling to manage and apply SCVP policies. Overall, SCVP emerges
as a promising enabler for scalable, policy-driven validation in quantum-ready federated space PKIs.
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Post-Quantum Certificate Format
Experiments

Test Certificates
Characteristics of the testing certificates:

* Are self-signed X.509, version 3.

« Have the serial numbers equal to the maximum positive signed integer on 8 bytes.
» Use either ML-DSA:44 alone or in combination with ECDSA:P-256.

« Have the same issuer and subject "Test Root CA”".

» Have the same validity, with the times encoded as GeneralizedTime.

 Contain no extension other than the ones needed to store the hybrid components.

Listing A.1: Pure Self-Signed Certificate with ML-DSA:44.

————— BEGIN CERTIFICATE-----

MIIPMjCCBaigAwIBAglIf/////////8wCwYJYIZIAWUDBAMRMBCXFTATBgNVBAMMDFRIc3QgUmOvdCBDQTAIGA8YMTAWM
DcyMjEyMDAwWMFoYDz I XMDAWNZ I yMTQwMDAwWW j AXMRUWEwWYDVQQDDAXUZXNO I FIvb3QgQOEwggUyMASGCWCGSAFIAWQDEQ
OCBSEA12zBmU3x4bLH+ymgb/g31vtQK3jaJi05xhVOXXoblcQTwmaKC+M3KAvO8phzXgviQ/jMczjwGLdLz3uJIR5QTHy
kekprBIpF5k1Q+tvi8psbp5k8r9B9VC3/PGEWDXtMrX+iZLEhPr6/evOx4dN3qJsFjfKHIPAHtvN91WBtggMdAqyeuRCF
QrE4np2KLx0evLOUsUmoe0/0m1N049SRx/3ya5+UuyGelL5b77K9ssezBx1+yxVgDx+Vii7eAuVsNiiHG1cX8BJIDoSsRhf
2HvaWloq+mSKmbDon8Dv+YbFLu2pDm782CrFUuEXW4z9SBtwl10RMpMyQnzF2vLmYKR0o3Ec25vZ8q7JHa0OnZyxYeMsH/uc
Ry1coOIER3eKa6QzN2Z0v+quDD96VUGEOJuJiuPATIMNQ6eEeZHypZIcuJ5AKUXNUCj65ul2F0QI3UqtQ/XbFIDUgImRy
y13j3U+hZ/v4Ufs2hwLH40Q6XyjfeZU32J9xQIBTo/D9hhLHb1Z1114zdEBYN3NFjUYSIwkYJITp6gDoH/ANF4MCaMcl 1k
qPov8Ar7G+28YP3+rmfIFNcxkdvVhVI3NsIu94/+NVrJtLIKkZzNTzAXkMGdvBkk21cQIKy62Rel12eL85dHvINBFQ2UQ
6tr+an71tiz+XKrZkVLCnXQC5itds2BOFKOmMUQZTA4/1+xSBj85M33nPX7YmAXUdCzKZb5wZ+90j0+mOfwO08KSJIjmMaB
wDu3PA6F3ghrwuo6LoHXXJ0Vx300dhD3PpMm7KnvMAlesOcU/NPXsItPWolcjn/dYicTiXUHBKCMiHOXVpPWbDakiS4ul
rmXzjuqgixvk0zkNJaBObwk1YhE9ZEQDU4FPITfTvuLGRoKedc5V5VUQ5IE7jJkVFOIJhXXEY +53mBe9zScGnr6sCi6KIlYoK
XvYei9yl171gv1Qapr5hEU6bhsV/RVUrydhjwndklzxs1X00TYCM+2HWMRNvsaLxcL2y 1K2cRRrhRWMLrcmHNRIGn7XFwb
cePul j478QGQ7rQUrCKmMFfugqkESN+XF6a+tUIQxrphOFz3QBQVexPEEWdIMOj4ZZvtapRyywTXsyL+aWYWH4G+it710s/
Jwl+ICPteBnxNiiPqQxJRz13d3QFzkVHISNIJUtRXu9xnYOzMy//qimm08ayFRY1301KeE+VOWITjjQZe2+fY6vyUWLKI
RPS9StkYNPLAVWFIX500v7NGOwbVWytTQImgq2Aqn49d32F11Ut/TwO8GQSgVEPTSZzRNxefl/mJ70hyQISOIH7s1XxcXET
L572E07CheuCaCCm2XYTjRTxbRDro5/i02FiGGNgNWVTQzQvzVKi5+RuxHiEaZBPLm3RWcyCl19YKp78QrxHHWXH1iVYBw
/VGp1Hc8RIUTTu2wqdgnmwTCehYu+SN54KNhDaYeL2UH96bWsjmVxsShF7bfIB2UZyjqcFQ1APLDwwgcd4pWH6RmUu4Xv
JZ16GgmKeA2RNDXAOPtUhpgTVGKGQ2Lagh9Joh40zsnDBZT4tukgl jk1/zF2Z12MACOh/4c1pQLKaYSAqI9c68ZvdrAPp
CUs6piaz2Zh+UaEuE2SshaNNMuYjo/gxh/9rAjBjNdpesUw00JwK3J/URxpucqlg+H4bpKvxcq91+dOF+YGxvFKDXMOFJ
X084Z37TrkkgqLJKOPMzpc4tCISBRWEOt8ks1COwo501hNbCuGzSJ1nFjvVFxvFpUtogN073dvB/iu6JbZjALBglghkgBZ
QMEAXEDgg I 1ADW2GVvWrXxGVPoPL1kjOtNxvdxgOCYNSuSqiWQJCg6DvtyDQOwl jWcd4geQtC2r5Uf1f4ZZ1al8/tBc5gYjo
BrrClIZwAX17JhrMCQc9ZmMj5HrV5jw3ZU07EecOXtp8R/AmzaaY8cwUZbE6W5sQNcdXU9BIPhwBTD6g1AQ9KtK9Zao/9a
AAt+Q2a+vrkg5smUP32A1h8oglLhfZ0cLb+gRycgw7pPSuw+1uDcVWeb74C79npNX8i70994XKH/RrSSvdL3FanvyPUbk
MRU7DE0OPZ55nvQMDx8Ngo7KkD21ZdGTgqg/UKY1/Ci9AkdgzypBLJI8ADXGJIXceToicXCIvDK3X2kkVHspc2tBkWoRMF
19ZLUTFoGHSGRTIEJFLHXWedKy ixeUqFC5Lu/u2NKF/zE6ztL j kKkAMGZuVW+SmIKgpws25CNCW7B1iOWut/co9bi6uT81
kgB1Cv84W11rRIXxP10ktGSJI3/0QeZu90fPadFu3/DiwCIUFILYCBsy5YcwY55U2RpQm+5nbK75ZGMov/gnDvzgerWkLLy
KsiyNxGZe0/GYJIK3ErQOxtYRpVVwIQOIRRbjbjovxQ2dcfuQ298KySVZmOGLIx8s+40YGqPtYbYuZwOuPYGIJrhBdj INF
dHNZPRR1mUBFNxrygwkflouXvE1thb93My/Nm6T8RpMENG IKF1pGXyJyK554uqwl +bo86 1HjBx0qsAImFGYFwIXhWwCwyY
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fz0B6NKYUKZ3zNKVLUS7cDCw7rAJLHI jSel10j IhpGVEYXOFic+4DVbMWGqod8trt5PQmLokTDe560d7XmUFrsChOCYKZ9i
IKGxruUHIdz4Za7v0SSgP8nneY5mzMkxkkkHKP1xBa78LQntkAPb2c1AwXFkNAoszu64E5cgNA+M6zB8KcvkILvym4Xoj
1VdLuM/gZfUllmVePP43kRAMUtu+Lx4inKIMUBTOWzKH4rHEFm+iQAVfco+wWhrD5kSD7qZR IM9vgNy7DUXDPLK31yu3u
GA0/G8snFF3U08/2kzXcUZ/0M4SbrONQydxNgsX+C62JKtEH09VviubK6d0za0QxbAySV/rYdnb3TTgMISn7Qd IwePV8N7
00xJeuU15J3S/ZsNhNu+mOAmKktx2T jhHZsirlEjJE2XCOraOHyx8CTHguBU02y2Xc377Kx2S+k8Y/aM6u+080tetCYD/57)
TJg6QKtdge laUEKM5ML41g70FWzgy I kLgBEJIxmX48ek4fUl1ZXCQ/P0Qmia70RVNM/ j3ksJ9Xs8sy1lvXOm+AmUuEHpECNT
/0+gOwlrRPSaiAZa4CFhokuhkKZT1zZtDyxaGiUN+MngU5pQJ3AFDQFOEKKVGIYnHaw4ZGJI5+WTn5SKpp6Rapla0futgK
1CgzRu3a094i6NPr+8stcJqD/HbyUVaTR4Pz6D3F8R1BXxv/ 14i10T2T6S0Jk4/58ErvB0OzPi1zQd8t99qTyt3k IXhEAEFXV
z7Mb9lhg5WxGIEGgRj8jeHRrdHWqi8YiVS8wDisuUxlpaFm650nm/KeHh7g0hvMd38P+N3P2m28SZmt9bzKIgE+XS666e
00GI1/Yrtv820fviKb6Ybq7ImBVNgzlomW+UgPOzdgG3bbmFfUPtEjJJj I XKX0b5)ZKY7czi1hQSdm50jGBM5/RsauK1AhdvB
atbDzcVDveYNcI9B/nFGSstGYbrWOVWMGQHAtHQtK61/0pl jpyM7nSZfyBajAyVYTt+XAlhesu71608zb0ONvZ4kqdqlF8
NeGrRx8ilUe+V2LAlc/VrmdbDcWJI7198RFzcWKG67yCCRy33x0phgqSHRpk6RVCZNhhj7A9S3g3/8SJgasJzw0zVN/7eMd
JOF2UYi /H6M+tXVvMQ5ZyfDmAdxpOAnxevMt1veQ1AXVg81InLZ6DBcxhM1 1Q30R3pkQYM5Er0ZTmH/ zSwrmzYkvesZS1Ge
n8km8xiW7hIMYMRv6xXBFPOVV6SNUQqles31BMQPqtpVM5bbZ7rLAYmMWE9MxbB8ejQUj jXDm/0A8sHoGU3YbYc5uPd/0D1
NY+ruaST2fe0f/T+WgY9aK3L/ro7dU60oCQiETppHUaOKbDN4WKbtR1rnbcsVaB59g1F50qicHEWh/1ERA3bnzHM1J30HgZ
uiyvm9No2MMrAbxW4 jDg0OSv4Q4eVLORMIwim2pb/DKkK6rCQAaNbBAdCXmW6pv IqLbxpQGsHIYuim8zLs769+0tX0CXEjh
CzstAZQt3BLJIMLBt9eOVINWmpsn8bxvjvIlfUHoL714nTJIB93v4H11d1SVrCGidZPVEEL7/Ay0jHSdI03i1Goz0Ont91JVM
h8Qk3zJnpOmpInaMiwoNViFV213LuvtKUFxaJJwk0c3QD/WPgIXFAGVruTwjtGICMc8sgAViOaj71slhwY7zx9ppRTJIGkK
/mT6IMYhxicO0eRj851H8RtLtzXTtvVh8as80GratGja85vS2AFyCJUeccb7E9eaHeCLdbfrnczGy3SONnOsBnyS1759Z5U
MCtGQEr9rxWBXMKdrKplV6EqQERZEQhpjFEOCQ5/8pq3P0Q2aE+mIdFI9FBWBbTn2mFXYP50nymR/V650gsUiQlur3e3+q
dt+3PJKZIR02k0bCg5FeMbvGHLOVD2VMNngY5G17bLOOW8/b+JInBDKK6Y IXLO5jbbc+akKnwwOghlaZEpsfWFBFScaGbkDA
HEdKLC6YtFkOy9iH1CE7fPAyv53kl6dpbZdelJkyGMPrgKQED6kZLrVMHN+ZWbpoOH2+GdAM/UILZHNnnsv48cqSCvEYan
MV1KASSAHIT3hXRYy6RTFudGIXxAGU03+CDsnSIGkAHwoaPNoWQc4ecT77gbklcmzNT04zoX01S4HWKSA7H/Yp2J+J2pDeW
mYo9pOgn+kW4XRFhBt/pl15Q4xaWOW0y4A9rWbFpz6PNuB10QSDoboj3FZMog4tbQRYRNZ38g3Yh7RaBhwGGo00bggONwk
Sk049W117iuRHmpAdkXmat3HFkfJQdTH5mga+Wgwgv0zK9niDY9wFVchaMAq+m36inb7ghd8kX7G0jpzT/ZsqFGFnhls7
rTe5EFvyCjauENO2NA8kZuOP2GLU+d0DgpSv5eUxk73bKKgJLn651tX8 IHDAOVHCEr0j1BRmGNjga9wM/SFEhTV2J5fpa
729/00Fho6QUx I ioyisrvFzuDi+Pr9AxwnLUNPVXN/ iZDg5u7yAAAAAAAAAAAAAAAAAAAAAAASHTA/

————— END CERTIFICATE-----

Listing A.2: Composite Self-Signed Certificate with ML-DSA:44_EC:P-256.

————— BEGIN CERTIFICATE-----

MI1PyTCCBFfOgAwWIBAgIIf/////////8wDQYLYIZIAYb6alAlAQQWFZEVMBMGALUEAWWMVGVZzdCBSb2901ENBMCIYDZ I XM
DAWNZ I'yMT lwMDAwWhgPMj EwMDA3Mj I XNDAWMDBaMBcxFTATBgNVBAMMDFR1c3QgUm9vdCBDQTCCBXswDQYLY1ZIAYb6al
AIAQQDggVoAASCBSA/gLTIfCsZp57z2vQozbigPedTSTMRbTZ1R1CKIN1Sgm20Zur7Xq+7FHGWE6U03T4TBxr3so5Ubd+s
1+exUDPdr9GViVQ+wToAC7NadNP6baoJ1fHNAKTNZ8/RhC8mRID2nsP1QY5i+VA4TCrHgEFhIm12m/4Q6AHNUXTNmMR/RZ
fv1g3pFri160K/Vb45FdNDvOULgpSTvdQbbZFxeEMIEV87uZ14n4+20stEIAFZpkL9ppxz6iUPejIp9Ix6pB8GluxhDola
TFmZw7AO0VHGNLrnBuqul3ox3LOfMadRLDeYDZE jXQUnjbTfWttjSc/iedmdIxVGI8CEHXPGWE39EX0911YJtto20wtJIN
wwV1d1724G6WFKusHXAQ3Y8imJIx+7xXQPWN7J3TqcGuWITSLFHO+aiwpWgsNfV4ITVP8kIYwkBB1Zt3VrM6gc79mMAbYd
JkhhO9wWP20AXNYpfQUhtolgBZn25CROWZMcaMbvCDdT7vWFNg9jQgqcsdo5+FshOhImymOwQpHANo+VZTv6EWYAaSp9+E
zPcKeNh55yDp818u0liwyfOEYFIAtoc8XP7jm5XaVyWM58x5uCciqz2y7F4A8khmyu3qy77t5Ki198zu5v+51BVSIBFOe
0XVC9J1enGDQ56Bt/pVd0Xqdyr9UJhne4Z6MBbLoUSysjgPPpBegWFxU4BeF7S116K1vii685L10aLQf/Fw/LZ/ShCecD
FQmYgi6/rMnDI6cr9siwQilalYaBt3elrh58HjY4uX6cYz2qqK2FJLaAKIZDxayntOPnk5dM5ZmBpCMIFX4dj fCHOORuz
DzmJ/wY1tqgmH3Z8DeXS5keWslAcVgo9JVF3PMF470WbYOHaL919J9HIDNgn9b4clY IWOtAhEavPulQtLRZF5jHRLPWAY
v4QBa90/0x1r24upPqT98x0U345vXzAufkIMYiLGeHNgOFfP4nN7vsr+05ksKLgoMdNTibC2qv00skbgdP5tF74/psXe+H
NmhK/+NWXVKNTATzdih5V9ikAh5¢ciCqwYYh9+XUd09YxIHY6+K7hVZnsal90/Xvx1E/iVJIinCNczAwWXN3InnFFVuchJ1S
Wt06NeUruYfCUIC8TpoqTS90ON2Tr7uEeH1mppSmdi2quBOIBDrHVIEQ3HPZYqVUFTrwPAT3drmGfpMj53wDgFdCUKZzkZ
bg5802/1xSg7YnU941d49LWTdW6NnLVEBBNKIcA7Gp19PNNg5U02pwaYVykyOUmehOd3NJZjOEIn5FFv6GuUbh04B3Kwb2
vt10V1Qs94NJJ9IQLFbgD310SQPr5N604+50XfjKkBBYPKkWyC7ukWLrOst9eCwVFNclgBdrV8fz940v3LoEX49YrNC2H+r
5e2jHcrZ18cumCCsvORNTfg2l1AUe34sjXycz7M4ecLV3ygUmk1gNySXcUQdxLACeojVFFuGghJupiNsG2gNd3u0f9o9wUj
/MQDUYcqTbrFOrSup9C908zt8+EIDA8C8IRStZLFqPmszwQkK7p26Pclo2KY//RWZglefUmXgja+Ff5Ario0++HnijRMS4
qif07CmzPgTiVgjenQzVOD4tROexk558AUbn6L6WKADe4CEYXVvhBpQjKUpoEF8wix44DealYb+idZrsQaFKkgup/M76J4
AL69D69Sj7FfICXzO0FSHorUCTSEWUt3FIHDAUWuUP+VHEK3P5i91sw7SWC/B1yhbgBHp2QDCSth14u3AXBPRLDpCSMUWGAB
EEEjubdl0h7/U/weNg8gg8XSW51eazh9a/ 17DKM/1t5XBtYVIlal2LhvrRG7FaeWgwoCuVcou020ibKX1tvnLXSZzANBg
tghkgBhvprUAgBBAOCCb8ABI1JdImatfrOBBoKPALeA4icmOSKF+RHEYE/96jo/0TkVmC78bztXni9HGRbUpSriICV4ngU
Bdv+TPntaqtpWDMf6éwc09jDi41cvodLM97bW9aBgIumluhEOSHQISNNg9cUbP3Gj iwi8WupjD5aUX62YRvuayixLsqlR4
aLeZeSo0525RPZDQkbdmPp060KX2qVXA001/7D3Dy2LxVbU2cOwhlrPZyM0agqPNFTJ2INDJ1nn8clu70sF8XMMOGIVHOX
91AEZONHN7Kb 1781 1k/tFNYOHVIr2y57xKLSgfZE3uSJoHIDNnHb7tYYplIfnlHBorDrnn0BpnVe7zDvKCvsxoZNHYaZAB6p
WtYubkgm2HaJsLHNiUitbOgynRd4QV7Cj21C2SzDgexYWgeTauL+zVq0aw9oRk9+Gnsrc+CrQ+p+vFIsQx72KU9TVaqb6
nfDj/dGr9/Md5sMhE Il ipH972BPKAOU1F6YBOCmOSA/ SpPtAToZ8vAeKK67BpLYXFI7L7011AyHZztTbu3RqW2Q+sRCOYQU
S3NaZjoOk/QSwAjLgt191MspE+NGTdhAL3WzHdqyOxk0oeTUibLKF92AVrDi19q4ScGfwgWl7XnW5euBBvGgNYdIcFa6f
SHVds/FE3EsOat13+NoapQSVI19i3jXa8haCJ9UBDXXhK3DobK/RI7eqFZsnAcUmalLzgSS/G/CnWAXJIFTVRTDrJhThCpNX
K4ZNCyewGnRVP2ZkbtOdFCBMmFyotLi4hfAn7tT6dkWGnKdUnXjOQAYmhnB/aiv9dITGUntXs2ywG3arLINuVBVITk7yS
Ha6rXx25xfVo9NaGgamqu+90Sr/CR85H2c15noWYOHILXFLOkm1M8iz6p/0mZAgywgl9Je4EofOpOVvGINAOSaNuK6mRT+E
8gpXxwF5VG00101QnHFEFNb6Z297LHB1nHrJadwOuVixcOs+ulx1X7Rtr881XcCOLUdeOXxLbAn4Nudi95NIRcMVZWWbRbL
nCXejtEHu2mYLozkwt0960gAqN I FSKkvwEDzc2/zvZ/ut7oLvOpAKVZzt3CKksvnmAe8hFyp+DZYDRpQWnp8vbiAjNmiUt
ImaRWt4orLrP4Mq0sVk8HzquZy4b5/ jD6rFBZ6gpHBP80ORjGqt8IwfygLZbG97gA6ITKakCpVNA+K9pdmmr7uVkKIpoOX
CazxuCG+1QuLpv4HMCVDBmMNQQTKv90zPCxGIM1AOoaSsxrrdurVyLdJOswSTLVMcOVNInve6mmDzEK52vZRbH3z2zJQ5U0
09XA519q8e9akffC2Joi1 fhXO0k15GOHLWwWOS1318uJkYdg9R20s2ztqhnY5vbcnr9trqqOxtXThwTmKIk3txkhL6J5Dnph
TDE5rH9awcayrxoROtW/4V3aQTnwKM8dBb4G/5vw+MovMjZVLga+4eBLLR+ye57Ys0yz8jkjvX1gz57tHBOEKKvEflled
JJ4+DHHXLOdy55EZzU3310E053W2GXx0BiJcvRvUL2gDTULYyVYShIA+0R2X7kf1KwHscDnDHtDFTqRdU2h9DEMkwpBMXpB
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+UbcrOIWHj g6gAXF+6Am5Jy jxFDSzjMI74X0YBRCBJPR4A7 1LV joKQ4PWHZzVdrGTxddzNb6knVYnyRZfjBsJIhfKLyvQHOD
8ga9z1hnmMgqOtcCtvIOIwXHE2LapZ8dHgJPuoEvy4RBFfvEU4h4GxqEifqagFV/AvgTtDwnJ1Gpg4SgpJnmhM8mhb+Wd9
S9A2wRKV/CR5rwdFSWcr jsKJeWNpn6ZKCS8X2tblkuGeVo+r+oUgKjJb0Oti3Yso7mwQP 1 1SRmRH3xh4ehUOa3xqis4lH
/frMoUS1xmnpwxAUbOI8LECEUPNAroHFGVwWAUOBOho72mJYH3Mps I ktCuTH9+QMke6j+gRPU3MrYSJ I jBroulvOwKATht
pL1gO3EiyrtVrKCIfcw3uX4Uz1S0+qAr91InsMOUXuKBBvVsSHiZRC9+0oUJX+c6ATDNhXj ITu2kdseo4m5skTjBTQGXBKvV
JubgPKkYyUUTNwQ46BDNL8Wa8h8CiCHvUsagE7Nk 18wl 7XuBBW5YYCCvcfUxvUhWQ3e7WiaQ+SNsxDgXpirNO5j1vORIzn
P6JQMNhNtIBKGGErwZh9vaXQuvpz//b7tgfcKZ36Ns3uM6vLrHI1nVGhSTIUDicT5N7t7s7bkel+i02uuo9cw70FIB7BI
eoraRx9pKDCKrN475M6YWILK3FKxnXCStsnh74dhtVdAPVLbQWRbF2VeN09Geg2jneMWAD7MsoGCN8SqFAkWaRGqr/8ut
749cUZTFhOWFggx95XMBYOTHZ7etNd1INdWQg3X1sW3glvf90jTaoFWgJEORiQLWFi FGEzDHxZ3AbzKglUupYgadlF4QZ7
LDAXxmm+ytCjSPUE90AT/15h5HMq+Xe7xxBseBykpoAZOmnTvTV1cGhcOlJVQ4BCtKY2BdNazBI4P9x 1Pv3x1+xDHIc3hl
Tj40e9WhpRo4XF4Dy+modZGVJIGj jOMu4z6fuz/C6H3tECVQsO0zXETWArW2XnSFC1Ypyl/70qRLVGPsJ/XG8Cwz1+TtWv/
VOXPWOYx7vSxsnqyxJNhpMVWbvIwA/N1IpPZYJHSJ79w568FfnyhvNp7Jazgk8mNA4j4aORecggzNHIu700EYwKwxDbt42
Jpq/yrkD1potWMv3 1 IXTOHCPFEECrQ/CjAquOxH2E/uk5R4q6nW8YKkPxTMjwNa/Dr/zv9aloSp9SyWPst9/uPCVL3vhN
U6i+a+0l1a4QgqaY4yP95wbn0JlavWixZ51U/98hMCKDRNo6 1ytEAIYvdcu09hUfaJbXRV8xnw7IWhW8SXANKILxX5y/Arud
16xKXAZUer1Yx09YgMloXunKsEgvpxwzaa5rsy3Try2Qi7MkgCALbITIKIFdKN9+Mk6sDUtk/mROUPCPNFT5iKf3q7hed
QSFQ7RHYrwl0bXB2/hUmstwwm/024SmgAcCLSnjgxgL1hbvBTGAXS7HDCELKEMBAOZz+Xp0XdjOZKIDO0y04M8dyR1vu76
MiftYKIcIJE6BEZWvSIK2kRjeFXJRF77AZL7NhDFTzp IHPnhPUW3 IMNfel YBPP1LU9X5ePAALFBRIZLIVZYm15maartcfq
ECUnKz5TY21xgoaMIKmtrsbK7088SIpfc5CjzdzxGR4iLDAPUWI0j5GnzNXZ7 FT1+wAAAAAAAAAAAAAAAAAAAAAP Iy 1AM
EQCIE493D4Zat6t0fvIfkdg+wYe9a2laiDUBSNVYNZehtY/AiBJIB5v7k6wz/NolWXzXUsyfQ2+SE7J/wyBp5DZjBO7Cjw

Listing A.3: Hybrid ("Catalyst”) Self-Signed Certificate with ML-DSA:44 EC:P-256.

————— BEGIN CERTIFICATE-----

M11QDDCCD70gAwWIBAgIIf///////7//8wCgYI1KoZ1zjOEAWIwFZEVMBMGALUEAWWMVGVZzdCBSh290 1ENBMCIYDz I XMDAWN
z1yMTIwMDAwWWhgPMjEwMDA3Mj I XNDAwMDBaMBcxFTATBgNVBAMMDFR 1c3QgUm9vdCBDQTBZMBMGBYqGSM49AgEGCCQGSM
49AWEHAOIABGJyolxhsQEMaTjabfIhE7SuKiVps012fZzvb916HW3qp3MBCtjeDIHBDINwovOvch4RgQch9RY3pDToRVb
R5Wujgg7jMI1103zCCBT8GALUdSASCBTYwggUyMASGCWCGSAFIAWQDEQOCBSEAFXiG7bAaWlQ2gRBmX197MxcUf7Pc43tu
NVSFumPg2wdB/Qd+FiiInGb7c5SDRo3M+ChNTN12kF9oKo2gcej3Bm3TU7+RP7B48P2Tt/j1aPXzK02RBo6SvNyvYtDyj
X10MP10pJIK9TKevUCLonlifcPV80iXEyx0aySnRLUrkKVXA7Nkb6CXipBGUNtVRNIVIrW54w9CywVoZ6jLkIC/ XglIx6uvV
J6t+SCSQ7dIfpvi+qnb6fmAlfmUeeQl125YvZbMskeX1Ht1eHUATGS2XxXYOWiINRBIOXPzt4mLMdqKxNSDzB jcUERbEucQd
PhAY4w+qLuOT9dqdyGuENj702/DNFHOt8LX1C5LZQt/ mrXw3yNbFFQYl1YusSSqWPLWg55jaWJ/mhDhgv7f/1GSmyy6Pd1
g9nj5E8AglKvz5csnSsHoa/ YWtBHEBAKj2gr3X2LXvFy30jCoxMEFEUOLC5gl5ymlexshuYhCkMhz420U0VgNxdQbPVk4
WGXLc44FYqgzRvX1uBuZjErgyCIminVoGXOnn141Ey6skirepgKe5KmYXBe5qfImNDalGQPsa3/R/UiOyEdtjluGgSdv1lsS
1jtNzh3uNeej i kLZWxKURejqYxhHFVVWWENBEuUD4BUTfx4hKuyQOtgCMRgaY9gq9evsIHUS8vIz09A0ZNEt/CVQZVLHSSFH
t7k1fs0i6wC2Q7HU2Y9i1GdNamWsx25F07cXhd0AzHJIJ02g6P2vY1sUag7a5KYbqfyFGYwysOb7VLAUSj3aZ7L00z1uu0k
WDHEKGNQzfYwgs5+00CLmntVXXA6DXxYngLX2HFzyKh/9svXDotqpufSPnpVEsI InfF3PruFTgeFcFXDTEgPNmCp3FmMu+
+ZCLVqclEP52gVEVYJFnpeiol tOiDHaki9twyz/30pMICXtgHW2AcImHcFxYoYhhPdZaUKNZMAOY j FWQyozdc57STCQ6G
3yuk6yywe3nVmCr7XLHE6GGp5MKkptA2k6XjVuykZBG4BBTXVgvAobwtkedSK46ny310gxkaxfuxKVAoeNkX0tCjVtekM+
VK2juwPnXmMp3uGFRzFqZowj6sy+ 1huluNbxXBOPycGcmRDYQqSJT4ZGByVIDCwIObL99QL3sWTVnSz2aZNRZ2uP2vhPLMI
Wi4Lv3czzjp4uRlluqj4wdOVD2zZCHe8Qy jBE7nLxXKOGHpjq+zmpr4q8WRigM8kqOwNZ2aalAq50wCkm3HboA91UoL +Hh
rSILVKINghnzhxHEiLnoi IRPOQEnUk7fUO0ZjIkZ/se6vBN68UdI10x1dvSehvn9zNUv3Sk7ulEd3HgRI rUBWFXkrDWe8Nv
ZU791PKgxTYwNYaVAo6vleR2J1ScoeClUdLWA912//DalNpYzAYYFEErXVhsHbONDT56/e0ehXNrOkGyV2/bk4RXCIBFa
4NUSRZjbOwLMQhDLikz+1164ulZ1lyqcN9u/VU7YZhsdm/9fU/C6FDIF3xh9yYS0dS6F7EeIXEmIKIKFVXVW/NINQ3ngcy
FfTW2EFOFWKL/dYEUCKkZAZ/NuosL1QY63JRDhqlXrCUs+SCF46TFbCx1zUV+6X5CWFVOm20omMj +VhPM6zuGuoORH+cl9V
R1VKiVul8ChC8zUFWQ0zvW8DsTUFfmMEEaPvjTN9g95qTyx7rVzih/ILaOPumpcbWwmjmladpojcU7rrQO0otzPd14wD0/E9
hJUZ18mQFp6G//Us5b3UgQuYwt6014107rtFXTD+VCNTAUBgNVHUKEDTALBglghkgBZQMEAXEwggmCBgNVHUOEgg15A41
JdQDtmfcI+k+K8ga7GCCvxDTTjHxD/0Z+uBSa2Nn/JTNHaz I +RcO+SFIfwmvMqzB9t+yrz+N5r51HViBTnzf40k1lyEpig
oamWFREWMO9EFuDGuxsl12iHO/K/TgPqUwE45VaWtnllieujpJqh0/tby5CUINnrGt29iXvszoyfX3Bx7ZCi4TZEZXGw2Wq
EyUgMtNI8Tu4J4vmMFAYkvBeMpKS4bpNINnl+xwGmiM6Upx5sp0bz0QGXss0yq4a542SuhZYrQOk0Ko9uUForO5EVVroV
mQiQU38/QqzINSuJFBL385ZFBcIOXVTFGOKIYKNZz114JztmFrRBXy5fPBCeHILOVIgwoUarlaTCmoqaugUKB4JrSWkvnku
gl12fxmQ1Q4ZnHp5BIKusDXRiFmdFQ+Al/UJiDWc9706hMggsse9WDOKFTLEPSjumRpwHIS8itgtUJ2iEgOVUdWGXo/ TRk
0gloLZ7RA52MF5q0nBcxdXvXz10QMhf3co/kOkGgmiO31VNszULz1Bc724E2b6t7uq7SpW2orGeX1FvcXybjbBOQw5rjo
1SMgxCTdgd6ouhBb6+en909ET7gGyFbNiHHOF/8eyql C3XRTg8BUc4nvmkpK0JZ4a0pcnboLnPUUHOYkBgT6HBZWALUFZz
HUNOvq5gzjC3TPX4SGOXcRSOLzT3wzBvsxKRBetSrPSU2Ha9HPUR340dbvyl7Gjon++ShbVbXF7A9q0Z77JepSSf+ApaCC
cBjvAzBaY14m7Pffbvq4iSnLFSpL/M7U72Dp4Wd3S6Z7bdPE/xbmAauqz/U0/0pr7470VnK6onUdCOowYxB1mXMiOxbuO
wlrahsz1b09wMdugxzu25sIKIbLAXSEuQOQkxd9HoCx9vazZTkrGPOM/+UB5SMNIPze3+JQ+a/2KpR34ghTRdBJIgfKhmkR
IN1IWjoLwql18G8Q637/tckQhLHoKt2vwWbb 1 /ATik+JImDPwb2ASvt0id3jVRIUS5dN4McqOd7bQmU38FeyLi21ETmyEOEIId
PwHzQN2GAraJrKLBLLD7vZ88Unt71pJ7EOplo/WFWQznv79d2az INfK713TFztsKYODC2VHIFFol81zF1ZsvM7LM72Wju
1J8wQCm/7dY0tUsMbnTr77gnU7MDi Ui tZRxpMOBDPIMEYEOCG32KytrJTgAK2Ss0YoZ9uxukS/gmeDv5Tuhgalalpecgb
tTGI11wnTm31aAoGmYYCVy03T/v3p36S+SCXDGHFCIIMxX9vVFmekeXYQI i xdWKY10S2XvkQ228bFJIB7ulE5kXzCIHFIP6
F3fcX00n5jc4xg6Cpy JMROTKHKmoFudmKYpCDJshV5ckXnHFPSowGd0OdCugFKny7QyU7r2faJzDBy 1 Xro69g6prWlH3tW
HN+LzBPDiGiPSKKr49uFNYDscg7ZVNP1leGHsmXwmTYauOyV3+9arwN1dOW1LghBWDdFckBsDYGGIWIZ70bxws+BZTom/v
Jxu+jJ+cTOduaKGdobOsraP9+rNORnUYJFX3Uwmit5yCbpxpl7PGVDKNOM6VGEOYF I bxgtH5S5bs5wV46PVhMPKFyLieK
ZMu21+sZmc4JkTwlula0JxceGGwzHTTw2s+MBFw1jSSmMPF+Vv7mXkTPBW6QHJIIQnrbYVzSCZ0dvWe6FWYdNSgRx99ZGyq
Nzi1QMiR3z9Aw6mTvyVCaVTnjYEsssgJgETu61QqdOCOr40Nh+fVLPGMTRPNDTZzGI9jMicoP lkhvDwM7792m3jrmEZUYz
ThKEYQRZ3mhAq7L5GDYywF3j8+E1rvAvt31p41AeN5j3dQKNXC6qwAETaL9eMoozbA2NZbFk13KYW/+X9vdulMpf/uwdSk
SOnlv/Nozbysmbncujq3ua+Pwd9127HDZ0j+7c9br113p50Jhs19E+qCxnF2FSRDQypp3R8poB6VIVSWrIPnUPKTJ iHxk
zDA1s37d4W9CnXd17J80ajpHcxxZp2AUtBIWYY3jo/hXkY19j46t231th9CDSUDTVjekKIjiGILWMHC0og9ZzS3aLDX1r5
rFUPYV6+yggCsRA8C2SLybsOaNLQi lwl Thq/K5EsIPBoKIronMVIrYvKpywjscaRDFCsV4SmIDYGqdz+8T1DOMFYIC+Pr
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GUtgbu21ulCh3g0tNeyx83dXmjpRIntzDsnghP80Xwu2BUwHQgUdYZBYAI16SnkaX7D04UEPVWrM35+LDFXR9TZ0qJJdOu
bzXEDLofu576gbd82voMyA8XC3/smwg4jIb7b/52yWFfBbANd7gKW+LUAarIDY911Cqz2jZLb8g8NefmasFAauBLR6DMh
sXuyxGQDeduDhzgVtjfOHi/pluyalLgrpk/FgKYUrOexUg8X1hXSFm3S3qx2MSzqGxjxQ6BXiwm7bjByVIrPOj134f50zi
YO55j FRKNATeTCGoW8+h jPKxt56Zkt2YHQoSckTf2P I YtRt3r973qAvg8NFy5PnvWOwo9zpemHtQSGFz1QncQNRg4W4hHK
V8atwOruol IBZD10haRk4KapDoWR95fmQ5v2a80qyJhYiEAChD4e36nY7zxZhEhdiZfcWwa26Cv+sL/WtJeDFI/nUivJC
MIGi/xUoMJ1S+kCFKrGdcExDLYir4eazKlZjhaho80L+yKs8FY9Q2XF7vF/ckW1QZ5AAd64vIm4MOX5FG7KTIMQquXvSL
ZKdAb7+gC7bg4kNJIqZHZIE/yvmIs8p0+JqmF6TfSz9m71pwEky5hD/DGZIgs3Yi1KNzTUZcqyHpKBQtlIpPM7clrGklaCDIld
JOKym9CzklIsoLiAkZQyx6373+xwFPVdQNaJeJ8POXvQ2Y3GB+plUF4TZxDIb8SXLIi4NFeRWaaKOnUtGH+BuJfG57gpGD
k2J7/diw8ajVMNF+12+uyhM8xsEW89PNHWmg99WE4K1DCal5DboidqyNKUY3BceY1UrOkBCIx201+axnl1BarQh+4v4irw
ACQr9rR1xrN3C9a61WudmBCI9MZdGBxc5BCK/BusVzvq6+WNBoZmF3EBGIuFzSWt1h2s80B0oYJ/Fr78gMPILA84PgY/SA
HJdv+UgNCCgAbmbTHKKFTCFOtMKRD8QRwIOI1Zb+98Mpuk4cYPh1Z1CsyNDdRb8zb6vr/BRYgLJWKn6KIvbh/FzN/g/gYMJ
ONWFIKKkaOlwtvt8A0VQ15rb3eStc7v+wAAAAAAAAAAAAAAAAAAAAAAAAAAAAAADh4tOTAKBggaqhk jOPQQDAgNHADBEAT
AOzae40EmMABSGK j feWQ65f2capwPOTyv6C/ IW5An2CtwlgDqutivYWYynCRiIMFZ140JUBIuuhnlgAl+VwfvLpgp4w=
————— END CERTIFICATE-----

Listing A.4: Pure ML-DSA:44 acting as Delta Certificate (issued first).

————— BEGIN CERTIFICATE-----

M1 1PQDCCBbagAwIBAgIIf/////////4wCwYJIYIZIAWUDBAMRMBAXHDAaBgNVBAMMEYBUZXNO I FIvb3QgSW5uZX1gQOEwl
hgPMjEwWMDA3Mj I xMjAwMDBaGA8yMTAwMDcyMjEOMDAwWMFowH jJECcMBOGALUEAwwWT IFR1¢c3QgUm9vdCBJIbm51ciBDQTCCBT
IwCwYJY IZIAWUDBAMRA41F1QCvx990QZZizta7JphBTSwQov3iUtbh6Cfpd2t1z61IvGlaQCwiaDBk6dnQDEbwIRTbwenh
710hY3vFFXtQq7JDhh70Q0M//0KjJL1zk3t0OPAZdmQOqTOChWg5rfgBPT9SG9+uMxemyy0sHzQ0iJ/BlbtfvDuMUQJeio
xmgrXpgM3s4bQQ Il +x84FfPOPFEO3mSaYrsh931bBHEayepfadetK/4CIgNLhDRApg/6 1tmjr9CbDNF2DSESEBwa/5MW5fu
wfKqtUafVGeUY+b83zvur0/gNcl rmOK+kTafwiN6c//466vuv/hkNZyZUVCTEgWvhO/RXnNsJ14M31S11lyazAh9dgkjFro
Mm5muhD41V9j f4vcNS5BAtiswosiZpkIcBEMpTGE9h9CcAPZ6hOhH3Yo3wfDhpA2QivXUivXOchgupxBugM22i9vn2ZDs0
2WEx9FrZ8shCAPjDNbV8a5qSfMghg0dg7aa9DDbUH3DKKOQdXVz3xXxMRVvMAHNZVAIRSVFHTFRap ImDKuGgwBKTLjMZn/0ex
hLzNxu+qgedYVy7FGROP9zh3QI1si+c2VYVo7kDDACO350EIIbYEZzgBGpgx8d25SvzKNmk2uvA/Bin5wHtoY10j0zuZFDp
Y+k/puvZ1J0zHE43biM6RUFOgE2TubRrZXZNz55qkcYF9183c0Onqk0f0Z26zh8bKqCoEzKZZZiy22C31outjONWVXm7jmC
HA/WbQxr3gq78HYTjJI8phfDGQWjQDVi9DI2d+TL5chwlgx3FkKQGTwXaCfnjpSWLGaqiwj/pbWq7qJyCOFQXpRiFDTBJIs
pLTWEriS/pVGGnjwTIE1Rq5AIW8bsSKOOMjtK+r0AyBd/R/YzVAEVITPb62jCql7qVcbez1Y3gf4i15X9fqlXg4LHt+HKg
ABw19j8YzdEJRXDSKjHN14hfVMn5+qYEwZqf1QDSAKAUp5kXMdyUCvh9a54iKqEPs2+VcXt9u8AgWrpXZ8POFUst0ei QT
yUODTp4Ahtwx914F/qa0ChObbuab7C0b3kYqlZdgcF+AJB84aKLEedwBBE9FUF5BFREG I JMONNgNrPAb3xYc89rPMxx48
HvmMug5YFIFHSYH2e/K3nyImge0ZY6z137+ezEs8N4eAgk007LyVTgbEbrdoa+/cpLWtLekdsZ50b/iLfwzValQMsekhV
WINR+drGjxNkbxLdysfjDPHrbxmhmHU3um/ENg8H+FIGVEgieD+ADO4v1iwCI INiqCacM530yjAFNZgH+QhW+G+50GC3eK
hoWLw9JOi fwMKboPH9e7Fg2uhxxXFux/Qtlsclev7ZNxzvMpYS97Wwf+LS3Te5DBJ0QGFpoy+pPo/8h2MEvrOl173ua2lG
Nx8130sBB5qdoqS/gx/ 11U9mILnWOwqFbJ291pGOhBTREQ03sThgpdg557LtNFunJsm6g8NU2coCp9vFrYi1xEEa8LGwP
prhJWvCJS9ziAl183MXoCJO/HgUTO8g8FfyKgcq2ccashH5xqKhJapewfcOut7XYh3QxD2nped4hi4b8cSonKi+ZrVITHpOp
F2AeLriaB4UF2Mowl +MPdrk/4CNm3xQKMqCq7MSFEKhcMQriMufVwrpkEo45muav/3QEx6d7X9cYPgeZIMKwTkQmes9Ug
UbKwXdfK5KHVE90dQsozNZgPwouSNNIWxgDGKE9QV juZK6DDnbAWOMI5tZ9+7 fWAVJI90QET9INTIHOCPOVL jRVhJI3cPC7b
7zwogMxMAsGCWCGSAFIAWQDEQOCCXUAAL6bvIV7ZgZe5i/snKZ60y1RxyRhiijYiKYCru5DhKfkUVVSPgf91oVjRBOR8P
CZ4YpEAtyemOMReO3gPX5FmSGX6c7wSS/7tqudM18GaQM1g9AiIvrKALgp6kph6VCsHecporwnl6421TFPSO2Nce7d/AT3
1cEIrSTkb7Ga5t3akdGOnJ/LIRiC1Y4gKd62zF/0vZi4W75Rmk5R2yqsbnmkmhLLS1bP/0oip7EldUCHIXkeig3zXo57F0
qJ5REMNUKWLKUT01sR3h1OWTFIHXxG7J67RNRwC7haNRV9x0zY9s0gS4jOsjQA/k833Sh4k08N619dZZi126Ix8yaYRQcG
fhp4r93TTp4tikglPtSHp4ZxkGOXILyX1LZh7pb8107x1cSUZ6M75mZxw369PrMG I f6BrP9SmABLY8pjt7UF0Qpa3z6MJ
fT59TtzmeKK3MzV7Zd1lwinzYGd1jMntSOFQnWdl /HvQgz3L119emTKOARJIpj50jxamV2hVGtOwhMpOkc84EvQcKsqlmzZK
F27RC6PLbcKXul0QXyshJfibmeQvbYAcX+ixcU10/uOkEUuFpF/ZNxBvWpX7klruzMU8BR2FIW3hIK35ImLS+Qk3ZciDKp
Afyy4GTgK9dfY965eX/B8blcLgWr/2nVaxxg0T1XZ+niBjOBHKZFFf/ASdSAKFX1sW7+GMbN46edB2t8BjPI19s20AfsJi3
SwJIph8u89ZoTryeaELiX+X00ZKs IXMDXFRaXh8NC1d8mRCo1gFKKYXXNhUxZmUSAmgrDUGGQXTMP8AhonyWpZMf93z5Up
XTEdGMVWJIVcdkMgCG4ANj4hdirqGgh101yoUAGHRHpkWCYb2FeF2HapXPRpmbVdszox2/G4E/BTfjLe0AJuL35tU8e90MS
5ceHxS5/bBdW31siDzFTZoHW2QkgybFOzcVoku7 iIWEXgQEZ3LRXpAbQFTpjuJHoCxuibvebfWwIXkLOhd6MpQCOHaXf+T
FkeY8jGscgczYvJI31A5UBgcarzbLl/ i fTF6z8xv7kt5ENpHBsAbPfMp/QJIx+ZSAKhcqloOb/Wn26De/czq91hnEr9mdAa
VSE9kwWKVAmM/ xORVkkTON6h7KeZo/dGehkW2P92H40MJ+uOw5BXkJIV71haQDpNEieRUIX08dbi5WZGF6yJUWpcgx8r66M
w/5c0GpRF1GJECyaWMNg8iv2+x3sqJoKDJqrAplKicCo7dL4VADtx0x4mOgMKgwU1lDbRemtefmrwgNwd2Hz3dPFgXB+z1
FIUKVdr8ZWALMVjpHYh1CyVC1injKBSJIfvpSP4G7Mo9E02COVAZKkDS0el1SFIHHZ3/MPS5JEFLWBUXEXWOpUryWXHtVFed
6Yr1Eg3X1Z4BxcYF6PQJr/JIxLbEKWdh380Kh27yql3xoMYJK+8dSpKKZFO+9RxKJy+1+DMdFhOGFtLyLw/ IkhY2GGT/MA
pLKyUDagaklq4Wh6zDrgwkAlowtX+UzFnP5dS3+QSQ2cdnG01Wa77 IRbbXFfnY9XInUpEzROfqvObei5nAsa08yYaChWYZ
YEQTpb2LTdvdM+VGzTHFArhTbUdoEVb5LFBR9a81v77ARI1d5p4LzgmISINjdXeEYuehsyyaiAgE/Fq3FQy+wyABVej/po
rkmwJEx7ESUR9QLLopANn81qq5bBal jIpjF5fwnQT6xJQ7uad95Yoj IBtzBI+m/T+EkgrK9tWVMuW04upohaQmtzZDdNzye+
46L4Lg0aJkOFfPLPhAd8unhbi+IXXTxLewNTdubiK9g7vcdW30WI7uT2smoD/RDuLbiDMU7RRG7Y /6 FCRkKpCwLepua38+
tkseuHO045bFBsscP+zXNwL38hzqoUrKGUmNcCLi19BA3/ST6rJPdo73elrT9KZcPIURp5wOpBj9c/novsbmixqge/DI1tvx
QTi/T+Jz+eKPpgXINuhE11iDol IG3RVX5rILkSnCz70emIFa3XX02rY/Df+mrG90AhlesEVtKRbuMO/6VUFcgtSGEwWwOO
BajZbijq/AM0410/yulngKh4P9W4X7WZvdC+VSixFnuCbP+mFBYrkLAOXx2x4hYy8VYNSOFdgb2u8gfAbCvzoxR3zdB51d
9bbyszZDzNI1G29HwogDdYqZj 12tGP jAvkubtu7Ds5WZPCONRthH8RNgw3UCtigHBU4kVoev64EXP9/baDC25CmWQEKVyY9
c/6hOMIWQd7zsWFj0J3mvRnLGBXL jKFo8kmR2UJApB6sI/A8VsIZwHWXHUi/DLMj1BkowWzR1YqWRuV1UBJIhd2LSMD9Pu
JavRZatdY1911chAiU62D0277mpPMrQmMEHZOptOmPk31q0g0bmT3iYMDPpRWHcnw8cMa07Q+UO0ZEri1h8obwlxj5V7j
E4CKMBAD7Kwm3SB/gXf/bkjPj1Ts68/9gKQ82SQIXzSS37QpJthbjalkjjpkZox4E4uwOqnpsvNEugSyOidjYu2kUXp8A2
/1v82xn0xwJ8SvTDb2WmFOV1Ps+1qvMW646CGVvV7HRAAIEXRIIT+8eWz42t8N8zGvtz10sUOseYVpnGGdZPINQis90Syg
ACoullqzZU+sy4B6teaO0JHMO7FqLi8i1URWot/S00g5npBYjaRkEhYnLci9jsBjYl4idkljedqjPfWItHDZnmqr3PLIqfCZ
RcWFckAFOAZEh7CW4HIPDUUGBhENjT/DbwpjyCGkzpx9Sdt50KS60dfVgx+VVChoaTZpXglARV6WS5SINzZSNYEEQMcqwkP
MiCyb/+FoUSJIW+3KN4KF2+NqVOEokcs5fs3Cyg4WImXbTD8dVeHVF5QFfGZel1V6QEWQWEabMCT+tRIBVOHMimuw+0dAKyX
V9PyC/pBsJCCOi15ASIMUNOCXO0VZWMKd2Zb1k0JINh/ txQkOACTnbV3nTORXx2b507fgJg8ezFRzzNEbImA8JRJulIMYHuc/h
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td/euCuJ37h/Z20KDX7ZVA2INhc8cTjOcr7EKrEagG3a7wCtdqjNSprPjvvo+mhp9iAMUbQsSbGefujN7Fgv+0ParlTGo
7Np8JIn0FI11KPjgryJApDNKFvUhgRPUv1Uh6740ceZreaPdY8bpfQCeQ3M1Z+/bUuRqDrc964h5el1YAHyZCR5ed1+PzByl
JXHiTqKzJys/k8ysONkdhYnaQlaXS2ungDCQvOOtnaoOrubvLz03u8/0AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAADX
JTY=

Listing A.5: Hybrid Chameleon Certificate with ML-DSA:44_EC:P-256 containing Delta Certificate Descriptor extension
(issued second).

————— BEGIN CERTIFICATE-----

MI1QXTCCEASgAwWIBAgIIT/////////8wCgYIKoZ1zjOEAWIwWH]JECMBOGALIUEAWWT IFRIc3QgUm9vdCBPAXRICiBDQTAIG
A8yMTAwWMDcyMjEyMDAwWMFoYDz I XMDAWNZ I yMTQwMDAwWj AeMRwwGgYDVQQDDBMgVGVzdCBSb2901E91dGVy I ENBMFKwEW
YHKoZ1zjOCAQYI1KoZ1zjODAQcDQQAEQiVI+1+3gv+17KNORFLHKh5Vj71vc75eSOkyMsxFxbFSTNEMTLJVuKFxOellgsi
ZIXKZNCXOFBmrfpCkKk1CcqOCDyYwgg8iMI IPHgYKY1Z1AYb6alAGAQSCDwAwgg8KAgh//////////qALBglghkgBZQME
AxGh1DAeMRwwGgYDVQQDDBMgVGVzdCBSbh2901ElubmVy IENBoyAwHjECMBoGALUEAwwT IFR1c3QgUm9vdCBJIbm51ciBDQ
TCCBTIwCwYJY1ZIAWUDBAMRA4IFIQCvx990QZZizta7JphBTSwQov3iUth6CFfpd2t1z61JIvGlaQCwiaDBK6dnQDEbwWIRT
bwenh7i0hY3vFFXtQq7JDhh70Q0M//0oKjJLIzk3tOPAzdmQOqTOChWg5rfgBPT9SG9+uMxemyy0sHzQO0iJ/BIbtfvDuMU
QJeioxmgrXpgM3s4bQQl+x84FfPOPTEO3mSaYrsh931bBHEayepfadetK/4CIgNLhDRApg/6 1tmjr9CbDNF2DSESEBwa/5
MW5FfuwfKqtUafVGUY+b83zvur0/gNcl rmOK+kTafwiN6c//466vuv/hkNZyZUVCTEgWvhO/RXnNsJ14M31S11yazAh9dg
kjFrOMm5muhD4iV9jf4vcNS5BAtiswosiZpklcBEMpTGE9h9cAPZ6hOhH3Yo3wfDhpA2QivXUivXOchgupxBugM22i9vn
27Ds02wEx9Frz8sbCAPjDNbV8a5qSTMghg0dg7aa9DDbUH3DKKOQAXVz3XMRVM4HNZVAIRSVFHFRap ImDKuGgwBKTL jMZ
n/0exhLzNxu+qgedYVy7FGROP9zh3QI1si+c2VYVo7kDDACO350E11bYEzgBGpgx8d25SvzKNmk2uvA/Bin5wHtoY10j0z
UZFDpY+k/puvZ1J0zHE43biM6RUFOgE2TUBRrZXZNZ55qkcYF9183cOngk0f026zh8bKqCoEzKZZZiy22C31outjONWVX
m7 JmCHA/WbQxr3gq78HYFjI8phfDGQWJQDVioDI2d+TL5chwlgx3FkKQGTwXaCfnjpSWLGaqgiwj/pbWq7qJyCOfQXpRiF
DTBJISpLTWEriS/pVGGnjwTIELIRg5AIW8bsSKOOMj tK+rO0AyBd/R/YzVAEVIFPb62jCql7qVchez1Y3gf4i5X9fqlXg4LH
t+HKgABwW19j8YzdEJRXDSKJHN14hTVMn5+qYEwZqf1QDSAKAUp5kXMdyUCvh9a54iKqEPs2+VcXt9u8AgWrpXZ8POFUst
0eiQTyUODTp4Ahtwx914F/ga0ChObbuab7C0Ob3kYqlZdgcF+AJB84aKLEedwBBE9QFUF5BFRtGI jMONNgNrPAb3xYc89rP
Mxx48HvmMug5YFIFHSYH2e/K3nyImqe0ZY6z137+ezEs8N4eAgk007LyVTgbEbrdoa+/cpLWtLekdsZ50b/iLfwzValQM
sekhVWINR+drGjxNkbxLdysfjDPHrbxmhmHU3um/ENg8H+FIGvEgieD+ADO4viwCI INigCacM530yjAFNZgH+QhW+G+50
GC3eKhoWLw9JOifwMKboPH9e7Fg2uhxxXFux/Qtlsclev7ZNxzvMpYS97WwF+LS3Te5DBJ0QGFpoy+pPo/8h2MEVrOl73
ua2lGNx8130sBB5qdoqS/gx/ 11U9mILnWOwgFbJ291pGOhBTREQ03sThgpdg557LtNFunJsm6g8NU2coCp9vFrYilxEEa
8LGWPprhJWvCJS9ziAl183MXoCJO0/HgUTO8g8fyKgcq2ccashH5xgKhJapewfcOut7XYh3QxD2npedhi4b8cSonKi+ZrVl
THpOpF2AeLriaB4UF2Mowl +MPdrk/4CNm3xQKMgCq7MSFEKhcMQr1MufVwrpkEo45muav/3QEx6d7X9cYPgeZIMKwTKQm
cs9UgUbKwXdFK5KHVE90dQsozNZgPwouSNNIWxgDGKE9VjuZK6DDNbAWOMI5tZ9+7 FWAVI90QET9INTIHOCPOVLjRVhJI3
cPC7b7zwogMxA41J3dQAAvpu8hXtmBl7mL+ycpnrTLVHHIGGKKNT 1pgKu7kOEp+RRVVI+p/0 1hWNHW5HW8JInhikQC3J6bQ
xF47eA9TkWZI1ZFpzvBIL/u2q50wjwZpAzWDOCIm+soAugngSmHpUKwdymivCeXrjaVN8917Y1x7t38B/fVwQitJORvSZr
m3dgROY6cn8shGILVjiAp3rbN/869mLhbvIGaTlIHbKgxueaSaEstKVs/+iKnsSV1QlcheR6KDFNejnsXSonlESY24pYuR
SXTWxHeGXRZN+UdfEbsnrtE1IHALUFO1FX3HTNj2zSBLiM6yNAD+TzfdIviQ7w3rX11ImLbonHzIphFBwZ+Gniv3dNOni2
KSDU+1 1enhnGQbTGUvJIfUtmHulvyKjvHVXxJRnozvmZnHDFrO+swYh/o0Gs/1KYAEvVLYmO3tQXRCIrfPowl9PmB0O30Z40rc
ZNXt13XCKFNgZ3WMyellL19CdZ2X8e9CDPcsiX16ZMrQBEmmPmiPFqZXaFUa07CEynSRzzgS9BwqyrWZkp/btELo8ttwpe
7XRBFKYEN+JuZ5COtgBXxF6LFXTXT+7SQRSAWkX9K3EG9al FuSWEtTMxTxHZ/1beGUrfkiYtL5CTdlyIMgkB/LLgZ0Ar119
J3rI5f8Hxshwupav/adVrHGDRPVdn6e IGPQEcp19/8DI11AoVcixbv4Yxs3jp50Ha3wGM8j2zbQB+wmLdLAmmHY7z1mhO
vJ50QuJf5c45kqyXEWNd9FpeHwOLV3yZEKJWAWQphFE2FTFmZRI1CaCsNQYZBdMw/wCGifJalkx/3FPISIAMROYXVY VX2
QyAlbg2PiF2KuoagHXTXKhQAYdEemRYJhvYV4XYdglc9GmZtV2z0jHb8bgT8FN+Mt7QAmM4vFm1Tx73QxLIX4FFLN9sSF1b
ciyIPMVNmgdbZCSDJISU7NxWiS7uJYTGCoRnctFekBtAVOmO4kegLG6Ju95t9bAleQvSF3oy IALQdpd/5MWRS jyMaxyBx1
18neUDIQGBxqVNssn+J9MXrPzG/uS3kQ2kcGwBs98yn9AnH5 1 1AqFyrWjRv9afboN79z0r3WGcSv2Z0BpVIT2TBYpUCh/
HRFWSR843qHsp5mj90Z6GRbY/3YFigwn67TDkFeQ I XvWFpAOKOSISFQIFTx1uL1ZKYXr11RalyDHyvrozD/1zQalEXUaM
QLIpYw2DyK/b7HeyomgoMmgsCnUqJwK j tOvhUAO3E7HibSowqDBTUNtF6al5+avCA3B3YFPd08WpcH7MgUhSRV2vxIYAs
xWOkd i HULJULWKeMoF I 1++11/gbsyjOTTY15UBmQNKh7VIUkcdnf8wILKkkQUVAFTG1dY61SvIZcelUV53pisgSDdeVngH
FxgXo9Amv8nEtsQpZ2Hfw4qHbvKgXfGgxgkr7x1KkopkU771HEonL4 j4Mx1+HQYWOvIvD8iSFjYYZP8wCksrJQNgpgQir
haHrMOuDCQCWjC1F5TMWe/ 11LF5BIDZXx2¢cY7VZrvuVFttd+djleWdSKTNHR+q85t6LmcCx07zJhoKFZhnIRBOIVYtN290
z5UbNMd8CuFNtR2gRVVvksUFH1rzW/vsBEh3mngvOCaVIk2N1d4Ri56GzLJql CAT8WrcVDL7DIAFVEP+misqgbAkTHSRIRH
1AsuikCfzWgrlsFoiOWmMX1/CdBPrEIDUSr31ii0UG3MEN6b9P4SSCsr21ZUy5bTi6miFpCalkNO3PJ77jovguDRomQ58
8s+EB3y6eFuL6VddPEt7ALIN25ul r2Du9x1bfRYju5PayagP9EO4tulMXTtFEbt) /p8JGQqkLAt6M5rfz62Sx64c7j1sUG
yxw/7Nc3AvFyHOqhSsozZSY1wluLOEDF9IPqsk92jvd4itPOplw8hRGNnAGkGP1z+ei+xualLGp78MiW2/FBOL9P4nP540+
mpcg26ETXWI10giUbdG9fmsguRKcLPVR6YgVrddc7atj8N/6asb3QCEh6WRWOpFu4w7/pVQVyC11YTDDQ4FgNIuKOr8AzT
iU7/K4ieAqHg/1bhftZm90L5VKLEWe4Js/6YUFiuQsA7HbHiIFjLxVgl14V2Bva7yB8BsK/0jFHFNOHNV31tvKxkPM2WUb
bOFCiAN1ipmOXa0Y+MC+S5u27s0z1Zk8L01G2EfxGeDDAQK2KACFTiRWh6/rgTE/39toMLbkKZZASRXL1z/gHQwhZB3vO0
xYWM4nea9GesYFcuMp+jySZHZQkCkHqwn8DxWwInAdbEdSL8MsyPUGS jBbNHVipZG5XVQEMF3YtIwP0O+4 1q9F1gl1iX2X
VYECJITrYM7bvuak8ytCYwQdk6mO6Y+TfWo6DRuZPeJgwM+IFYdyfDxwxo7tD5Q7RkSvXWHYhvDXGPIXuMTglozoAPsrCh
dIH+pd/9uSM+MhOzrz+opDzZJICVFNILFtCkm2FuNrSSOOmRmjHgTi7DSqemy80S6BL16J2Ni7aRRenwDb/W/zbGFTHANX
KOMNvZazZ/RXU+z7Wg8xbrjola+/sdEACURAHONhP7x5bPja3w3zMa+3PU6xQ6x5hWmcYZ1k8g1CKz2hLKAAKi6XWpIT6ZL
gHql504kcw7sWouLyJRFai39LTSrmekFiNpGQSFictyL20wGNiXiJ2SWN52gM99aW0cNmeaqvc8sip8JIFxYVyQAXQBKS
HsJbgcg8NS4YGESeNP8NvCmP11aTOnH1J23mgpLrR19WrH5VUJuhpNmleCUBG/pb I 1g30w1gQRAXYrCQ8yILIv/4WhRI11
b7co3gp/b42pU4SiRyzIl+zcLKDhaWZdtMPx1V4dV/ 1B8Z17VXpARZDARpswIP61GUFU4cyKa7D6h0ArJddX0/ IL+kGwkIL
SLKBIkxSE4LE5VnAwp3Z1vWQ4k2H+3FCTQAJOdtXedPRHHZvmjt+AmDx7MVHPMORUWYDwIEm4gxge5z+G13964K4nfuH9
nY4oNftlUDaU2FzxxOM5yvsQqsRgobdrvAK12gM1Kms+0+/36aGn2 1AXRtCxJsZ5+6M3sWC/7Q9quVMajs2nwmfQWXUo+
OCvIkCkMOOW9SGBE9S/VSHrvg5x5mt5091 jxul9AJ5DczVn79tS5Go0tz0biHI7VgAfIkIHI53X4/MHKUIceJOorMnKz+
TzKzQ2R2FidpCVpdLa6eoMJIC87S2dqg6u5u8vM7e7z+gAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAChC INjAKBggahkj
OPQQDAgNHADBEAiBYe69MQiUJgg3Yg3ylVt+m20T/ZzyBEsJqpW/8rgXMrwlgP17FcQAWJupC+maHisIMiG/141/ally2
KsueU45h9c4=
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Listing A.6: Certificate with ML-DSA:44 with Related Certificate extension (issued second). The contents of the certificate
were manually modified. Thus, the signature will not verify.

————— BEGIN CERTIFICATE-----
MI1PaDCCBd6gAwWIBAglIIf/////////8wCwYJYIZIAWUDBAMRMBgXFjAUBgNVBAMMDSBUZXNOIFJIvb3QgQOEwIhgPMjEWM
DA3Mj IxMjAwMDBaGA8yMTAwMDcyMjEOMDAWMFowGDEWMBQGALUEAWWN IFRIc3QgUm9vdCBDQTCCBT IwCwYJY IZIAWUDBA
MRA41FI1QBWh5Y28ImWczCYYySxkYrUjsSVOULj/ceCL161yXFi8HYCOadmgQeNhcGFOuBb/YnlzYfOetidynFI1/tg2WMP
UM6t1GqQP1Zqy 1U9P0813BhsFTIFgpycAbSUozbArfMcWDBAMkDKGZddi4eJPU5sVw2m81Vd8661 IVMONkYDte+7 iR+w4
EKOZyPx11eFKJ9KRUPVNmyBJHO I f5cQIH6BQgPp30Y1bXts/YznlcDjtdRdH3a8sJ7141ilwS0+rnjOKESZDVF6qfsgpy
84XvxGqC5QS2jL2Ufy5qrANu83prdPGmzNXzJ8REyFUisIVGFqlzyDarHg810kgepiS8WOCBaQqos/woSdIF77Yhifa5i
SW8H41BOr1rm478/vca89gliLlclRbVRFPj6xdraOiagpQTHtFHgZxkV7jCSCuZNFiofmE1EjWvVbgqteslZQtTcye2KC
LOvnlzhurmjfpdIW5hXR+1D4rcSYfFLNZz0oHVSPsqlbWAWSkO3tNOc5Bw7DJOtY80Zr7SYdIjmPkdQ/TAOYZxIwhLInS
soKfcGbj3jzX1Y7bk1iZfOhV4bY0cJ4bUZQeSi3+74JHEL7Y7+mFPrEvwTa4YwFRFONJSHjgWWoQhPDOWATUtHSLtVM6K
FldqcGFGmI5dg3ZrMgfFCRx41e0vHYXmLhbUjywYk4p/ulxFOdPIgHjw6ei41G1mWWIxcGexhOqIN8bW9j/ iHesJ7/dxz
3LR9dOFFS80ET52q1lmovCTtanRA0dPJ0917X0x02947fdULaKql018JqUBUVKXXIYhEHI7qJLoDSWTXDXL40xFtJI+174
QoWyDgWPCJ9BbJIKOIAPKxA/sSNW5jvUF5KX4/zg5siwGLzJ11jz3tAolCeUJOyOPVIEU/0h8BvDniClzi3uKvTowlOT+1
fHoazS6GnztaOm4U3CvH4LKIiv4TsUx7a6B180opfRXtMZ7A8hsepuC8fyHUBHBI10n1362B1fDID6JzHDWSRkDSTWIXTt
p48sTGQzEakBYrwjrf0793/JHExzwN4ud4PivgHimCIKgsliFP2B4+ahww2X41BmNZia/ghxyjSBk1WJUx73UNLzh5Vii
JmLg6VRessEBQjxo3uUHqVT8DM5KIWILINY5c9PZY0+h31qyi9vtFS6PoONcIXxGngQui9dnDkL3qqEuO0aPDxIUFrfibrT
TqVHgJMrTxsYVGo2j5n7RB2HBXAKsYGiBhjdvZrDsVIvlgstC5/jAjYDQMuFmI/bKevCsJBnLo6sQd1580cBWOk7avCrr
Hsgar7g+rbEPz812Mgv20ApgloCU5b0vBg7AxalvEisNup5/boU/SW+9BOpeAStltoU/AKWt582qKkGgFfe301j1/CbHg
L3YtFWe3HXBW83Bm8MvJI3Nx2VAHEQAHKU I F1w+dJITnUowGNM7 fozRJIyC1vEDFWYnHh1ZuxgxNkgMGdoD/nRzuDPUNhN8w
E8FXxBSufOfEybEagHCdQj IbMUnXwObwu5kJF/YAN4N6EPCzYK40/0TtjNOm/XQYFFRONuuP9cEtd+6E8Z2X3g3qccl4tqgo
zK2BPj3YUvbDN4WtWcqefFEP1CMrWLYAD+tZ6wKY9q70iGQNoJimbe33ZU77q9rprVAafuiXxclwMEFfzGgQB9iDMrGZYXh
RWWHIELrtrCNLLoBI19kw41CuFO71XG8rVo2fvPus4aSFPKAFZnMi37ZKigU55+R31aMA6YkBPcBsDkZ+kJGzoz IwWMDAUB
goGCCsGAQUFBWEaBCCwOV5Z295FM+08j f135xfUahc2M6vTSsknnéd 1 1L77HAZALBglghkgBZQMEAXEDgg 1 1AEXF8GWKYJ
n7X3sSrs1BMS4jZPa30RzUUS5xRqsWPpfUaVgs/rY/ZKbJV7r/Vu4dzjGkhIDAOMgAcMCeFQWD6TCz/FHcRd/JGm35MkNwD
cl1zh4M6s0dJfH2y5KoelL5sbEmV8dhTsyJVz0J+7u40MFPJYGQBssnuV// iRjmylgagNK7t/fDyclgTnvoZJAUuBOtssel
tTQyxdaZyO1lHKdjRIxWCta9t+wlftIwFE41aRL3TxFFxXjj2awd2i3/m180S2gY71jbD1kQR8Im/Xr3V85nWOJRpXLPDi
dT5cxzQkLi6hkbAH7/36cJIKhRUBSOYKtYHYskmbAI0QTQ980HSXy6hLm6vogzLxTvGIjYYW2pbtKg/6dwakKBUCtSh44g
NQMuOrFfVB+NATJeXjSvPMQplyGVLcNF3vs51Dkgph9W5M/ulRKfoObq9rL1+ftv5ztRHVRKgWGN5aWHzYT20EjO9UreT
BINFJReZ/s9Nk18ezBGgEqSUxy+dRQI1Q6AIL+LSu+9FsXMwakVv/MDANAk9dLIyFaliSZEH8x6ABULMIwgVDPUCaDB1W
WvykgNfh+U6hUKDOS10tYX834P7pFE6iWhnKcmXSU8X0o8MOgmX+ImXnFg+NMgFrWCHGeN1UXbdh8Nj3kcFb5JJEW+UBIL
5wFJUuGXgbJw7zgCONbu8suFxdam0Qos3mnw8guk10JJAEVUJRRir4EDJDIOPjZSTMMI10T66ZiV0qCzX/+dK8JpwOuO5B
37FZuQs2e+wvOHNTMH2gUTixYfGEDzgdELQQ1rhEFERXdVjgz8 1 FXSXxnHIGUN/pXw2iDvtj26LeDeiAvsjpRTKpLYqoAx
gLIXxjz3jE1jeSioBDLAHZFB71+hD40IMI1IDI6UGPYbX53Mv7gUKo9pN1rTDveFxy0GOM7WsNF3XL60/G8LPXkIiw6Uni8
qT21PPKO1TH5Ss+J7UP37/DHzMHY5ST jZcOYWB5TZEWNOYKUPEj364tpnVIs96NAIMjvVxlo/SdYtxWqvVoCoXPaBo2LM
T1YSO09UIgKY+3HL7v76nwbGf+2az616p795alu+TvexccYaRRzjWGI22kFMpwA/vxZ7TURTFUJNATSuriJY4VQKwXKZVVnR
TUPdj8xTFIOWE2FMqyL1SV6Artnjyl1BXKF7Qt92vCELYTkAnzxSMvTcO5fz2rRMLNmx5ebCg7ZVclrzSi4D51FAJbSwwaX
baKVLOnEdfGWyuYa/G8gSYXThfYWDDVXb9juUnUkqi/0/vXhsLYHjJRqOIUkIFBOO+cCkdiPB9avJEeYxo71tX0+Z0zkNOb
KLk4QmtGN70J1100ut636b02KL3ngb94XKFtFYNPHPJZRPMa4gl/1MAkatvf2nDZd3hvyP4+BprnYf2mrKfRZBqunPGMJ
ONp90CjCUN/Nn+EVuUGJI5rYzasbZpC/uvf8/ChJefRIV18u0Zcm/Q7G80b1UCnwQPuULDDoIPgOVHZc7rGL+cu2bmpNLBeVN
A8DDwd0lwq38e/HnGO8YaoWWRpb3CZ0Ohb0QalOVEV6489sxR6ZTFhLel2663Dh7tgg/Cl0iJidFkyhCRMhzBh500k+Mkr
63LcKpLwPehIVME48HUG/sIC1X1xx/VPF103fbDONtLNkJQVzHBcug2plff7pil3gegm/ph2RyVKS73dak9xHwgowDoFa
t70JGP270q1pDAJgakzPQM4cCpDIvzNpTNNquHne8gbDHVA+NB2FRLFgX19HWUYHrQb7J4W7NGzyo09si2hUKNVNFORIAT
sCdGcIsXeXT4YsXdKd1lbc2p8MjLREWIP74t/iw8K+/7sys8LPqYDINWG4ux2msDgOmlyj IFPWEcVcxbecgenhr/elLpCiQj
7ytHDIVdP54GXEU876eCIGNDk1XTCK61uVaqO08BWIVEStYSCgFff9z9pZXoyLvLz1Hpxb7E+J+KazZJbNfnx6/ApkQ/EtI5
SbBIA6Ne+sJ+nX5JQZF1IbOMYohgU96/VMGOzW/DvOHXXghfdis7Buar6B2KEdwyUo2C9CdF9YHTJtdlzfv7uZGneooyk
K/sJbwn8hrpbSoGJ3Jwj1mFCHTZB2xUejat6V42DN8VGFI10G8t3GtvbUCO93F4c6XFrxTnVWhDNu4sMziS1xHhFLZQ5sx
kYOTFR6vVTO2kRYyAmRNTIMpIYXx0/YzkqUZHFORZ3EEntpRHx4JVMxQXq68Q139/8SZ9BEGZrcXCI7xdM1Yy4D+A9Z14KE
SsxZj0Vec/i9aEJ0TagQ/ 1 1FZpvP90vu5M0CIdIholulukVIMEGYIPFCnZINEhDEPr8JejGNOVUTjLXxXN2/0b1cGz79HL
GvbepZnwCPDQxhJXelKigovgL+M80OH3vrHLs57163yVRI51GGoiLlo4Dk2/9102mMoTynidwa5rSkrgn7v0zdLDeXuj5F
aiJDkD5BgMsinaulRxXi9SK80csi2eyNOT5XP+ukPWDegdwmimVOiwAauYAr3Uj6FXOKJYR30L2VXY jvHrtHwWPPjsmshl
WpEIF9/Hm5vIpFleUDst/ 1G8ZhXzkbw5SpbrZIPylYnzLKr/1iF4v6p6WeRmxDENITjicFISXNS3XFWX1QQOXGIRIZST7TFvY
3SqsqFWIgMEOGVZY i108GUAWoWtix61/0KCmj/9tqQ4TICIdKmQgUVQFDEa09BW3zvoqCTDeWP1zXNEeqeUMZumFTO9nhB
YCOBZdQ/ 1FY020x4jFEGsYAomfIF921Mol4CHXuaYxbK6kowKK7+F86xRwgU8Js75n9d41GG+SxrgVzGrX+VypdQ4Y1Xu
JFrxG32R2Mr101W58pDrYfq//1BtpqRu2RNYyS4ZRIFQMdxuU50ex765jwb7 rmGMJuKKlyJ8FxM/yLz8+whYtrp7wVVmm
1Go43RTCBIITjq7PCFkZS3a8f4ZVCu/rNJRDRE3Ram9gTX1DZMhOCQbkk80Si7AdbtTY7eGyUzXBsRZKbxtDgQRJInU509
kDggtp8Pf4TnkV67ngeVqudvUENS2Adf7d 1 k8tnVOFSAgLtVPndDo4ripD9zQ+JDa7alW+A2/PGUrRCYp32Rn1r4JIX5t
hB/WgXqz4hCVRwGHmueWkTchmj6hVVIibh0SxBAUQKSOzNFpuf42cuMfn6gkMSIITVWItbp2eu8nL2+Dw9y5SWXF3FI10F
ILO+w9HOF i UyNKJETIVok5+mzwAAAAAAAAAAAAAAAAAAAAAAAAAQIL JA9

————— END CERTIFICATE-----

Listing A.7: Certificate with EC:P-256 (issued first).

————— BEGIN CERTIFICATE-----

M11BJzCBzqADAGECAgh///////7//7 jAKBggqhkjOPQQDAJAYMRYWFAYDVQQDDAOGVGYZdCBSh290 1ENBMCIYDZ I XMDAWN
Z1yMT IwMDAWWhgPMj EwMDA3M j I XNDAWMDBaMBgxF j AUBgNVBAMMDSBUZXNO I FIvb3QgQOEWWTATBgcghkjOPQIBBggghk
JjOPQMBBWNCAARCJIUj4j7€C/7XS03REUSCHIWPVWOZVI5 16T 1yzZEXFSWXMOQXMUNWA0XE56U i CyJk I cpk0JFQUGat+kKQ
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qSUJYyMAoGCCqGSM49BAMCAOgAMEUCIDRIH4mulPsHqjvFysliRZIP481pEmnf2K82ZbGZxAQ1ATEA/140j1c15Ar68ulb
Nxy1f903Vxrmjf2miySmEKQzLns=
————— END CERTIFICATE-----
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CBOR-Encoded Certificate Revocation
[1sts

The CBOR encoding of CRLs is based on a preliminary specification from IETF?.

Listing B.1: CBOR-Encoded Certificate Revocation Lists CDDL Definition

C509CertificateRevocationList = [
TBSCertificateRevocationList,
issuerSignatureValue : any,

]

; The elements of the following group are used in a CBOR Sequence:
TBSCertificateRevocationList = (

C509CertificateRevocationlListType: int,

issuer: Name,

thisUpdate: Time,

nextUpdate: Time,

revokedCertificates: RevokedCertificates,

crlExtensions: Extensions,

issuerSignatureAlgorithm: AlgorithmIdentifier,

)

RevokedCertificates = [
userCertificate: CertificateSerialNumber,
revocationDate: Time,
crlEntryExtensions: Extensions,

]

Ihttps://github.com/cose-wg/CBOR-certificates/blob/master/draft-cose-chor-revocation-management.md

65



https://github.com/cose-wg/CBOR-certificates/blob/master/draft-cose-cbor-revocation-management.md

	Preface
	Abstract
	Nomenclature
	Introduction
	Background
	Public Key Infrastructure
	Cryptographic Certificates
	Certificate Validation
	Post-Quantum Cryptography
	Software Complexity Metrics

	Post-Quantum Certificates
	Structure Definition
	Pure Post-Quantum Certificates
	Hybrid Composite Certificates
	Hybrid with Extensions (former "Catalyst")
	Hybrid Chameleon
	Hybrid Bound

	Certificate Size
	Backwards Compatibility
	Certificate Lifecycle
	Security Considerations
	Space Considerations

	Federal Certificate Profiles
	Internet Extensions Review
	Federal Profiles
	Use case: Federal Bridge Certification Authority
	Minimal Federal Profiles and Extension Configurations

	Considerations on Space Links

	c509-native: A Tool for CBOR-Encoded Certificates
	Requirements and Design
	Implementation
	Command-Line Interface

	X.509 vs. C509: An Empirical Comparative Analysis
	Object Size
	Experimental Setup
	Results
	Additional Considerations

	Implementation Complexity
	Experimental Setup
	Results
	Additional Considerations

	Space Considerations
	C509 Deployment
	C509 Disadvantages


	Discussion
	Related Work
	Conclusion
	References
	Post-Quantum Certificate Format Experiments
	CBOR-Encoded Certificate Revocation Lists

