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Summary

As digitalization continues to reshape industries, cybersecurity departments face an overwhelming num-
ber of alerts and potential threats. This leads to decision fatigue among security analysts, making it
challenging to maintain robust security measures. In response, cybersecurity departments are turning
to Artificial Intelligence (AI) solutions to automate routine tasks, prioritize alerts, and speed up incident
responses. While AI holds great promise, industry trends show that companies are adopting AI-driven
cybersecurity solutions at a slower pace than threat actors. This discrepancy suggests underlying
challenges.

This thesis explores these challenges through a case study of a large European bank’s cybersecurity
department. By employing a sociotechnical systems (STS) approach, this study examines the interplay
between social and technical factors within cybersecurity departments undergoing the transition to AI-
enabled cybersecurity. Data were collected through semi-structured interviews with security analysts,
data scientists, and leaders. These interviews were analyzed using reflexive thematic analysis, leading
to the identification of four key themes.

1. Mixed perceptions of AI-based solutions: While AI has the potential to significantly enhance
efficiency, there are varied perceptions among stakeholders. Benefits such as improved threat
detection and reduced decision fatigue were recognized, but challenges like data quality issues,
and the lack of transparency in AI systems were also prevalent.

2. Organizational influence on AI adoption: Organizational factors play a crucial role in the suc-
cess of AI adoption. Senior management support, organizational readiness, and effective change
management were identified as critical to overcoming resistance and facilitating smooth integra-
tion.

3. Interdisciplinary development dynamics: The interviews highlighted the importance of collab-
oration between data scientists and security analysts in developing AI solutions that are both
technically sound and user-friendly. Continuous education and training were emphasized as nec-
essary to empower employees and foster a culture of innovation.

4. Building trust in AI systems: Trust emerged as a significant factor in AI adoption. The study
found that transparency in AI operations, clear explanations of AI-driven decisions, and active
user participation in the development process are essential for building trust and ensuring the
successful integration of AI technologies.

In addition to these thematic findings, a root cause analysis was conducted to explore in more depth the
underlying issues that hinder the successful adoption of AI in cybersecurity. Based on these findings,
the thesis proposes a new conceptual model that integrates both technical and social factors, offering
bridging mechanisms to address the challenges of AI adoption in cybersecurity. This conceptual model
enhances the understanding of the complex relationships between technology, processes, and people
and provides practical recommendations for improving the development and deployment of AI systems.
Implementing mentorship programs can address job security concerns and guide career development.
Investing in continuous education equips employees with the necessary skills and fosters a culture of
innovation. Aligning organizational strategies with AI initiatives and maintaining open communication
channels are vital. Establishing effective feedback mechanisms ensures continuous improvement of
AI systems, and ensuring transparency in AI operations builds trust and facilitates user acceptance.

Future research should focus on enhancing the generalizability of findings through diverse case stud-
ies that compare companies of different sizes and industries, and by incorporating mixed-method ap-
proaches. It should also develop human-centered AI frameworks that integrate social and technical
factors, explore practical AI trust-building strategies, and conduct longitudinal studies to track AI inte-
gration and its impact on trust, cybersecurity roles, and collaboration.
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1
Introduction

Imagine a day in the dynamic atmosphere of a cybersecurity department. Amidst the glow of monitors,
analysts are meticulously monitoring and responding to a barrage of alerts. Each alert signals a poten-
tial threat, ranging from phishing attempts to sophisticated hacking efforts. The volume and complexity
of these alerts make the task daunting, requiring quick, accurate decision-making to protect sensitive
customer data. This scenario underscores a critical challenge faced by cybersecurity teams worldwide:
managing an overwhelming number of alerts while maintaining robust security measures [1].

Problem statement
In this high-stakes environment, the integration of Artificial Intelligence (AI) offers a promising solu-
tion. By providing advanced analytical capabilities, AI has the potential to transform cybersecurity by
automating routine tasks, prioritizing alerts, and speeding up incident responses [2]–[4]. However,
implementing these solutions presents a set of challenges. Researchers highlight compatibility and
configuration issues with legacy systems [4], [5], the need for training and building resilience among
security professionals [3], and the difficulties in ensuring transparency and accountability in AI-driven
systems [2]. It becomes evident that the success of this transition requires not only technological inno-
vation but also effective change management.

On the market, multiple solutions offer AI capabilities to provide security detection and response ser-
vices, such as those offered by Darktrace [6] and Cisco [7]. Despite the availability of such vendor so-
lutions, some organizations choose to build and implement their custom AI-enabled solutions too. This
allows them to tailor the solutions to the unique requirements and infrastructure of the organization and
further strengthen their security operations. However, research shows that these organizations face
challenges, such as the absence of well-defined AI strategies or weak technology and data foundations
[5].

These challenges contribute to a broader issue observed in the field: although AI has the potential
to significantly improve cybersecurity defenses, its adoption by cybersecurity teams has been notably
slower than the pace at which threat actors are leveraging AI capabilities [8]. As the implementation
of AI in cybersecurity is a relatively recent development [9], the literature offers little detail about the
specific challenges and strategies organizations can employ to overcome them. This gap underscores
the need for further research to understand the obstacles to AI adoption and how they can be addressed
to enhance cybersecurity defenses.

Theoretical framework
We adopt the perspective that this complexity is best examined through the lens of sociotechnical
system (STS) theory. STS theory emphasizes the interdependence between social and technical com-
ponents within an organization and is well-suited for exploring complex, dynamic systems [10], [11]
like those found in cybersecurity departments. Some of these interactions include how security profes-
sionals use AI tools, the feedback loop between users and developers, and the organizational support
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required for successful implementation. By examining these interactions, the study can identify areas
where alignment or misalignment occurs, leading to more effective integration of strategies.

In addition to sociotechnical system theory, this study also uses Hameed et al.’s conceptual model of
innovation adoption in organizations [12]. While not a theory, Hameed et al.’s model provides a com-
prehensive framework for understanding how organizations adopt and integrate new technologies. It
encompasses various stages of adoption, including initiation, adoption decision, and implementation,
each influenced by multiple organizational characteristics. This model helps understand the processes
by which organizations recognize the need for innovation, develop strategies for adoption, allocate
resources, and overcome resistance to change [12]. By integrating STS theory with Hameed et al.’s
conceptual model of innovation adoption in organizations, this study aims to offer a holistic understand-
ing of both the technical and social factors that influence the successful adoption of AI in cybersecurity.

Purpose of this study
One of the central concepts in sociotechnical system theory is the sociotechnical gap–the mismatch
between what is technically possible and what can be supported by social structures [13]. Every so-
ciotechnical system inherently contains this gap, which must be understood andmanaged to ensure the
effective implementation of new technologies [13]. Hence, understanding this gap is a crucial prerequi-
site for organizations to effectively develop and implement AI-based systems within their cybersecurity
departments. Given that this gap has not been extensively studied in this specific context, this study
aims to explore and answer the following main research question:

How can organizations bridge the sociotechnical gap in developing and using AI-based tools
for cybersecurity?

To address this research question, the study focuses on the following steps:

• To investigate the specific challenges organizations face in developing and implementing in-house
AI cybersecurity solutions, including technical and social barriers.

• To examine the interactions between technical systems and social structures within cybersecurity
departments to understand how these influence AI adoption.

• To provide actionable recommendations for organizations to enhance the development, imple-
mentation, and integration of AI-based cybersecurity systems, addressing both technical and
social factors.

Research design
Figure 1.1 summarizes the research phases and methodologies used in this study. It provides a com-
prehensive overview of the inputs, processes, and outputs associated with each phase, facilitating a
clear understanding of how the study is conducted.

To comprehensively address the main research question, it is essential to break it down into more
manageable components that help us understand the sociotechnical dynamics in the adoption of AI in
cybersecurity, analyze these dynamics through empirical insights, and propose strategies for improve-
ment. The selected sub-research questions (sRQs) serve this purpose.

sRQ1: What are the potential interactions between the social and technical components in the devel-
opment and use of AI-based tools for cybersecurity?

This question is fundamental because it addresses the sociotechnical perspective: the successful in-
tegration of AI in cybersecurity depends on the seamless interaction between social (people, orga-
nizational structures) and technical (AI models, infrastructure) components. Understanding these in-
teractions helps identify the sociotechnical dynamics and potential friction points that could impact AI
adoption.

sRQ2: What insights can be gained from empirical results on the development and integration of AI-
based tools into cybersecurity practices?

Empirical insights provide a grounded understanding of how AI models are currently being integrated
into cybersecurity practices. This question seeks to gather real-world experiences and challenges
faced by security professionals, offering a practical perspective on the theoretical interactions explored
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Figure 1.1: Overview of the research design and methodology phases.

in sRQ1. By analyzing empirical data, we can identify common themes, best practices, and barriers to
successful AI adoption.

sRQ3:What mechanisms can enhance the development and use of AI-based tools for cybersecurity in
organizations?

Building on the findings from sRQ1 and sRQ2, this question aims to develop actionable recommen-
dations for improving AI integration. It focuses on providing practical solutions and strategies that
organizations can implement to overcome identified challenges and enhance the effectiveness and
acceptance of AI models in cybersecurity. The goal is to translate theoretical insights and empirical
evidence into concrete steps that can drive positive change.

To achieve its objective, this study adopts a case study approach—amethod well-suited for the in-depth
exploration of a phenomenon within its real-life context [14]. This study analyzes the case of a large
European bank, offering a comprehensive view of the processes, challenges, and outcomes associated
with in-house AI development in a highly regulated industry. From a preliminary survey, we discovered
a low adoption rate of AI within the bank’s cybersecurity department. This finding aligns with broader
industry trends [8], making the bank’s cybersecurity department an ideal candidate for this case study.
Data collection methods include semi-structured interviews with key stakeholders, including security
analysts, data scientists, and leaders, ensuring a diverse range of perspectives. The interviews are
analyzed through a reflexive thematic analysis, following Braun and Clarke’s framework [15]. From the
analysis, four main themes emerged that significantly impact the adoption of AI in the studied case.
The findings were subsequently subjected to a root cause analysis to identify underlying issues and
contributing factors. Based on this comprehensive analysis, several recommendations were developed,
intended to provide insights for the studied organization. Lastly, the findings were synthesized, leading
to the proposal of a new conceptual model that encapsulates the interactions between technical and
social factors in the adoption of AI in cybersecurity, along with suggested bridging mechanisms.
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Relation to MSc Complex Systems Engineering and Management
This research is firmly connected to the core principles of the Complex System Engineering and Man-
agement (CoSEM) program, which emphasizes the understanding, design, and management of com-
plex, interdisciplinary systems. In the context of cybersecurity, the integration of Artificial Intelligence
(AI) represents a system where technological advancements intersect with organizational and social
dynamics. This study embodies the CoSEM approach by applying a sociotechnical systems lens to
explore the multifaceted challenges and opportunities of AI adoption within a large financial institution.
By addressing both the technical aspects of AI implementation and the social aspects that influence its
success, the research aligns with the CoSEM program’s focus on developing holistic, interdisciplinary
solutions to complex problems. Additionally, the study’s emphasis on innovation management and or-
ganizational behavior underscores the importance of effectively navigating the complexity inherent in
the adoption of emerging technologies within organizational contexts, a central theme of the CoSEM
curriculum.

Thesis structure
The remainder of this thesis is organized as follows:

• Chapter 2 provides a comprehensive literature review, covering the background of cybersecurity,
AI, and the intersection of these fields, and the relevant theories.

• Chapter 3 details the methodology used in this research, including the case study context, data
collection and analysis methods, and ethical considerations.

• Chapter 4 presents a sociotechnical system analysis, examining the potential interactions be-
tween social and technical components in the adoption of AI in cybersecurity.

• Chapter 5 outlines the results of the interviews, organized into key themes identified through
thematic analysis.

• Chapter 6 discusses the implications of these findings and offers practical recommendations for
organizations looking to adopt AI in cybersecurity.

• Chapter 7 synthesizes and reflects on the findings, compares themwith other studies, highlighting
unique insights and common challenges, and suggests areas for future research.

• Chapter 8 concludes the study.
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Literature review

2.1. Background
2.1.1. Cybersecurity
Cybersecurity is a fuzzy concept defined by researchers in various ways. Fischer [16, p.1] describes
it in broader terms as “the act of protecting ICT [Information and Communication Technology] systems
and their contents”. As technology rapidly advances, cybercrime evolves alongside it. Cyberattacks,
driven by motives such as financial profit and operational disruption, intentionally take advantage of
weaknesses in computer systems and represent a growing danger [17]. Attackers are constantly de-
veloping new techniques to gain unauthorized access to networks, applications, and data, aiming to
compromise the confidentiality, integrity, and availability of information [18].

2.1.2. Artificial Intelligence
Artificial Intelligence (AI) is another complex concept with varied definitions. In this paper, we adopt a
simplified definition from the European Commission’s AI Act [19]. It describes AI systems as machine-
based systems designed to work independently and adapt over time. They take in information to make
predictions, create content, give recommendations, or make decisions that can affect the physical
or digital worlds. Machine learning (ML), a pivotal branch of artificial intelligence, is focused on the
development of algorithms that enable systems to learn from andmake decisions based on data [20]. At
its core, machine learning embodies the convergence of computational power and data-driven insights,
leading to a new era of intelligent automation and decision-making. The field has gained significant
momentum and is currently used across various sectors.

Within the domain of machine learning, a spectrum of techniques exists (see Figure 2.1). Some are
simpler and inherently interpretable, such as decision trees, and offer a clear understanding of how de-
cisions are made, which classifies them as transparent models [21]. Conversely, more sophisticated
algorithms, including deep neural networks and ensemble methods, deliver superior performance but
often do so at the cost of opacity. This underscores a challenge in the realm of AI: balancing effective-
ness with understandability [22].

In response to the growing complexity and opacity of advanced machine learning models, the research
community has given rise to the concept of explainable artificial intelligence (XAI). It refers to systems
and methods that provide human-understandable explanations or interpretations of the internal mecha-
nisms or outputs of an AI model [21]. The work of Arrieta et al. [21] presents a taxonomy of explainable
artificial intelligence methods. Two of the most commonly used approaches in practice are Local In-
terpretable Model-agnostic Explanations (LIME) 1 [23] and SHapley Additive exPlanations (SHAP) 2

[24].
1LIME [23] creates simple models, like decision trees, to approximate and explain a complex model’s predictions for a specific

instance, highlighting which features were most influential.
2SHAP [24] allocates the contribution of each feature to the difference between the actual prediction and the average predic-

tion, using concepts from cooperative game theory to ensure a fair distribution of contributions across features.
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2.1. Background 6

Figure 2.1: The trade-off between learning performance and explainability, from [22].

Explainable AI has become especially important for high-stakes environments. Inaccuracies in predic-
tions are unlikely to lead to serious consequences in less critical settings, like e-commerce product
suggestions or social network recommendations. However, in more vital settings, such as the medical,
criminal justice, and cybersecurity domains, the absence of explanations presents considerable risks.
In the context of cybersecurity, it becomes important to ensure that security professionals can interpret
and trust the automated systems they use to make decisions.

2.1.3. Cybersecurity and AI
The field of study focused on applying AI techniques and methods to extract insights from data is known
as data science. Cybersecurity Data Science (CSDS) is a rapidly evolving field emerging from the func-
tional integration of its two parent domains: applying data science methods to enhance cybersecurity
[25]. CSDS methodologies stem from fundamental data science activities such as ”analytics problem
framing, exploratory data analysis, visualization, diagnostics, data preparation, data engineering, sta-
tistical analysis, feature engineering, machine learning, optimization, semantic analytics, and ensuring
scientific rigor in data-focused inquiry” [25, p.2].

While artificial intelligence has become a cornerstone technology across various industries, its integra-
tion into cybersecurity represents a relatively recent development. This gradual adoption may stem
from initial skepticism regarding AI’s capability to protect sensitive data and critical systems adequately
[9]. Reviewing the literature published in Scopus (see Figure 2.2) reveals a notable paradigm shift in
the cybersecurity domain. In recent years AI’s potential for enhancing digital protection mechanisms
has been increasingly recognized and explored by researchers.

In parallel, the ongoing digital transformation, characterized by the integration of digital solutions into
business processes, has fundamentally changed the way companies operate. While this shift offers
numerous benefits, it also poses significant cybersecurity challenges. As companies embrace digital
transformation, they must implement robust security measures to ensure that their systems are secure
from potential threats [26].

In response to these challenges, various legislative frameworks have been developed by the European
Union (EU) to enhance organizational resilience. The Network and Information Security (NIS) Directive
[27] provides a broad regulatory framework aimed at improving cybersecurity across multiple sectors,
including energy, transport, health, and digital infrastructure. The NIS Directive mandates that opera-
tors of essential services and digital service providers adopt appropriate security measures and report
significant incidents to national authorities. This directive is complemented by sector-specific regula-
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Figure 2.2: Evolution of scholarly publications on machine learning and artificial intelligence in cybersecurity published in
Scopus up to and including year 2023.

tions like the Digital Operational Resilience Act (DORA) [28], which focuses on the financial sector.
These regulations emphasize the critical need to embed strong cybersecurity measures into the digital
transformation journey, ensuring that innovation does not come at the expense of security.

Transitioning from regulatory frameworks to practical cybersecurity measures, it is essential to explore
some detection methods employed to safeguard organizations against cyber threats. One traditional
method is signature-based detection, also referred to as rule-based detection. It works by comparing
incoming data to known patterns or signatures of malicious code to identify threats. This method is
effective in spotting known malware and well-defined attack patterns. However, it falls short when it
comes to identifying zero-day exploits or new, previously unknown threats [29].

One of the most challenging aspects of cybersecurity is the rapid and continuously evolving nature
of cybersecurity breaches, which have increased over time. This necessitates the swift and ongoing
development and expansion of cybersecurity methods [30]. According to Ansari et al. [31], this has
prompted the wider adoption of AI in this domain, as AI technologies can be designed to effectively
identify cyber risks and malicious malware.

This has given rise to machine-learning detection, which utilizes sophisticated algorithms and statistical
models to examine large volumes of data and recognize patterns that signal cyber threats. Through
training on labeled datasets 3, machine learning algorithms can categorize and prioritize security alerts,
detect new and previously unknown threats, and adjust to changing threat landscapes over time [29].
Examples include AI-based intrusion detection models [32], [33], smartphone user authentication meth-
ods [34], [35], detection of distributed denial of service attacks [36] and malware detection [37]. An
overview of more ML applications in the cybersecurity domain is presented in the works of Li [38],
Sarker et al. [33], Chan et al.[9], and Mohamed [39].

Notably, many researchers specifically focus on alleviating the problem of alert fatigue that Security
Operation Center (SOC) analysts experience. Baruwal Chhetri et al. [40] propose the A2C Framework,
which advocates for human-AI teaming to alleviate this issue. The framework emphasizes dynamic
decision-makingmodes—automated, augmented, and collaborative—tomanage the overwhelming vol-
ume of alerts, thereby optimizing SOC operations and reducing cognitive strain on analysts. Further
research focuses on using machine learning algorithms to reduce noise and false positives, thereby
decreasing the workload on analysts and enhancing the efficiency of SOCs (e.g., [41], [42]). Notably,
despite the clear potential of machine learning in SOC operations, its adoption has been limited, and
the results have fallen short of expectations [43].

3Labeled datasets are collections of data where each example is paired with a specific label or outcome, indicating the correct
category or value for that data record.
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2.2. Related research
As the integration of AI into cybersecurity continues to evolve, it is crucial to understand both the the-
oretical and practical implications of this transition. The following section reviews related research to
highlight existing findings and identify gaps in the literature.

Sontan and Samuel’s [2] paper explores how AI transforms cybersecurity by enhancing threat detec-
tion, vulnerability analysis, and incident response. The study reveals AI’s effectiveness in automating
vulnerability scans, prioritizing threats, and speeding up incident responses, thus reducing human er-
ror and strengthening security. Nonetheless, it also points out significant challenges, such as ethical
and privacy issues in automated decision-making, potential biases in AI models, and the difficulties in
ensuring transparency and accountability in AI-driven systems.

Familoni [3] explores the evolving landscape of cybersecurity influenced by the integration of artificial
intelligence (AI), by presenting theoretical foundations and practical implications. The paper highlights
AI’s role in improving threat detection, authentication, and response while also noting that AI introduces
new risks through AI-driven attacks on machine learning algorithms. Familoni emphasizes the impor-
tance of human expertise in the ethical use of AI, advocating for robust training and skill development for
cybersecurity professionals. He also stresses the need for adherence to ethical standards, awareness
of cognitive biases, user-focused design, and building resilience and adaptability within cybersecurity
teams.

Gusman [44] conducted a qualitative study on the deployment of AI and ML in cybersecurity, focusing
on their impact on intelligent decision-making. Through 10 semi-structured interviews with cybersecu-
rity professionals in the United States, three key themes emerged: the ongoing importance of human
decision-makers due to AI limitations, the increasing use of AI-driven decisions in cybersecurity, and
the necessary learning curve and training for effective AI integration. Minor themes included a strong
interest in learning about AI and ML systems and the significant adjustments needed for their adoption.
Despite the rise of AI and ML, IT (Information Technology) professionals expect to remain the primary
decision-makers due to current technological limitations. The study’s limitations include its small sam-
ple size and potential biases inherent in qualitative research.

Al-Dosari, Fetais, and Kucukvar [5] conducted a qualitative study on AI applications and challenges in
the cybersecurity of Qatar’s banking sector. Through thematic analysis of interviews with nine experts,
four main themes emerged: the importance of AI in enhancing cybersecurity, challenges in AI deploy-
ment, potential misuse of AI, and vulnerabilities in AI-based tools. The study found that AI is crucial
for defending against web-based attacks and fraud but faces obstacles like inefficiencies in in-house
development, compatibility issues with legacy systems, and regulatory compliance challenges. Addi-
tionally, AI poses risks through adversarial machine learning 4 and AI-powered malware, and inherent
vulnerabilities such as data accumulation and privacy risks in chatbots. The study’s limitations include
its small sample size and potential qualitative research biases.

Gonaygunta’s [45] research explores the factors influencing the adoption of ML algorithms for cyber
threat detection in the banking industry using the Unified Theory of Acceptance and Use of Technology
(UTAUT) model. The study examines how performance expectancy, effort expectancy, social influ-
ence, and facilitating conditions affect IT professionals’ intentions to use ML in cybersecurity. Key
findings show that performance expectancy and facilitating conditions positively influence the intention
to adopt ML, while social influence has a negative impact, and effort expectancy has no significant
effect. Despite ML’s potential to improve cybersecurity through efficient threat detection and response,
its adoption is hindered by challenges such as organizational readiness, system compatibility, and reg-
ulatory compliance. The study is limited by its focus on a single geographic region and reliance on
self-reported data.

Radebe, Tsibolane, and Hart [4] studied the perceptions of cybersecurity experts on AI-enabled tools in
large South African enterprises, using the Expectation Confirmation Model (ECM) and semi-structured
interviews with 11 professionals, based in South Africa. The findings indicate that experts see substan-
tial benefits in AI tools, such as automation, reduced human intervention, insightful reporting, fewer

4Adversarial machine learning is a field that focuses on the security vulnerabilities of machine learning models, particularly
how they can be deceived or manipulated by carefully crafted inputs.
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false positives, decreased risk, and enhanced productivity through quicker data gathering. However,
challenges like data privacy concerns, alert fatigue, configuration issues, the risk of AI misuse by cy-
bercriminals, marketing hype, and costs were also identified. Overall, the experts expressed high
satisfaction with AI tools and a strong intention to continue using them, underlining AI’s crucial role in
improving cybersecurity in large organizations. The study’s limitations include its small sample size
and focus on a specific region, indicating the need for broader research across various countries.

Despite the growing body of research highlighting the potential of AI to transform cybersecurity, a sig-
nificant gap remains in the literature regarding how organizations transition to developing and using in-
house developed AI-based cybersecurity solutions. The papers by Sontan and Samuel [2] and Familoni
[3] provide comprehensive reviews of the benefits and challenges associated with AI in cybersecurity,
but these studies are largely theoretical and lack real-world insights into the practical implementation
and transition processes. The empirical studies conducted by Gusman [44], Al-Dosari et al. [5], Gonay-
gunta [45], and Radebe et al. [4] deliver valuable findings based on survey and interview data. These
studies reveal how AI is perceived in cybersecurity among professionals in the field and identify key
challenges and benefits.

An interesting observation by Al-Dosari and colleagues is that banks in Qatar attempting to build in-
house security solutions face numerous challenges, including inefficiencies in development and com-
patibility issues with legacy systems [5]. These challenges include the absence of a well-defined AI
plan, weak technology and data foundations, outdated operational strategies, and significant security
risks. Given these challenges, studying how a single organization navigates the development and
implementation of in-house AI cybersecurity solutions can provide valuable insights.

2.3. Related theories
To understand the complex dynamics of adopting and integrating AI in cybersecurity, it is essential to
base our investigation on robust theoretical frameworks.

2.3.1. IT innovation adoption
Innovation is a complex, multi-step process in which organizations convert ideas into new or enhanced
products, services, or processes. This transformation allows them to progress, compete, and distin-
guish themselves effectively in their market [46]. Following this definition, we can classify the develop-
ment and adoption of AI in cybersecurity as a classic IT innovation adoption problem.

For the past several decades, the adoption of IT innovations has been an intensively researched area
[47]. Many models have been developed to determine whether users will adopt an innovation. These
include the Technology Adoption Model (TAM) [48], the Diffusion of Innovation (DOI) theory [49], and
the Theory of Planned Behaviour (TPB) [50]. However, these models alone could hardly determine
whether innovations will be adopted in organizations where adoption is often forced. In response,
Hameed et al. [12] proposed a conceptual model to understand the adoption of IT innovations within
organizations. It is based on a combination of several established theories: Diffusion of Innovation
(DOI) [49], Theory of Reasoned Action (TRA) [51], Technology Acceptance Model (TAM) [48], Theory
of Planned Behaviour (TPB) [50], and the Technology-Organization-Environment (TOE) framework [52].
For context, we present three of them below.

Technology Acceptance Model (TAM)
The first developed technology acceptance theory is the Technology Acceptance Model, proposed by
Davis [48]. TAM is based on the Theory of Reasoned Action (TRA) [51], a psychological theory that
explains the relationship between attitudes, intentions, and behaviors. The TAM specifically applies
TRA to the context of technology use, identifying the factors that lead to a user’s acceptance or rejection
of a technology. The theory posits that the use of a technology is primarily determined by two factors:
perceived usefulness and perceived ease of use. These factors shape the user’s attitude towards
using a system, defined as the impact of an individual’s positive or negative emotions on performing a
specific behavior [53].

In the context of Information and Communication Technology (ICT), the Technology Acceptance Model
(TAM) plays a significant role in providing theoretical insights into the behaviors related to the use and
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acceptance of ICT [54], [55]. Researchers have applied it to explore the adoption of various technolo-
gies, establishing it as a key theory in the field [56].

While being acknowledged as an effective, credible, and highly reliable model [57], [58], the TAM has
also been openly criticized for being too simple and leaving out important variables [59], such as sub-
jective norms. Researchers also argue that the TAM does not include any potential barriers that would
hinder individuals from adopting a specific technology [60].

Technology-Organization-Environment (TOE) Framework
The Technology-Organization-Environment framework, developed by Tornatzky and Fleischer [52], ap-
proaches technology adoption from an organizational standpoint, unlike other technology adoptionmod-
els that focus on the individual perspective, such as TAM.

The TOE framework suggests that the process of adopting innovations is influenced by three distinct
contexts within an organization:

• Technology context: This involves the internal and external technologies relevant to the organi-
zation, including existing technologies in use and those available in the market [46].

• Organizational context: This includes characteristics and resources of the organization such as
connections among employees, communication practices within the firm, the size of the company,
and the availability of surplus resources [46].

• Environmental context: This refers to the setting in which the organization operates, including
industry characteristics, market structure, the regulatory environment, and the presence of tech-
nology suppliers and competitors [46].

Notably, this framework does not specify particular influencing factors for each context. Hence, the
exact factors for a given research inquiry should be established by referencing prior research and
theoretical insights, as various types of innovations are influenced by distinct factors affecting their
adoption [46].

Diffusion of Innovation (DOI) Theory
The Diffusion of Innovation theory, developed by Rogers [49], describes how, why, and at what rate
innovations spread through the social system. The author explores five attributes of innovations that
affect the rate at which they are adopted. Rogers emphasizes that perceptions are vital in describing
human behavior. The characteristics of innovations as perceived by the recipients, not as categorized
by experts or change agents, determine how quickly they are adopted. The rate of adoption depends
on the following perceived attributes of innovations:

• Relative advantage: This refers to the degree to which an innovation is perceived as better than
the idea, practice, or product it replaces.

• Compatibility: This attribute measures how consistent the innovation is with the values, experi-
ences, and needs of potential adopters.

• Complexity: This is the degree to which an innovation is seen as difficult to comprehend and use.
• Trialability: This is the extent to which an innovation can be tested on a limited basis.
• Observability: This refers to how easily others can see the outcomes of an innovation.

The DOI theory can be applied appropriately to individual and organizational contexts [61].

IT innovation adoption in organizations
Hameed et al.’s conceptual model, presented in Figure 2.3, divides the adoption process into threemain
stages: initiation, adoption decision, and implementation, where each stage is influenced by various
characteristics.

We note that this model must be slightly adapted for the context of this study to account for an organi-
zation where innovations can be either acquired or developed.

Initiation
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Figure 2.3: Conceptual model for the process of IT innovation adoption, adapted from [12], with modifications highlighted in
red.

• Awareness of innovation needs: Recognition within the organization of the need for advanced
cybersecurity solutions that can be met through AI.

• Attitude formation of adoption: Initial attitudes towards AI adoption and implementation are formed.
These can be influenced by perceived benefits, challenges, and organizational needs.

• Proposal for adoption: A formal proposal of use cases for using AI in cybersecurity is developed.

Adoption decision

• Adoption decision: A decision is made to adopt AI and develop the proposed use cases.
• Resource allocation for implementation: Resources, such as budget, personnel, and time, are
allocated to support the development and implementation of AI technologies.

Implementation

• Development of innovation: AI models for cybersecurity are developed, tested, and deployed
in-house.

• User acceptance of innovation: Cybersecurity experts are introduced to the AI systems.
• Actual use of innovation: The AI technologies are actively used in the organization’s cybersecurity
practices.

2.3.2. Sociotechnical systems theory
To study the in-house development of AI tools for cybersecurity and their implementation in the security
practices of organizations involves understanding the complex interplay between social and technical
components involved in the system. We use the term system rather than process because it captures
the complexity and interconnectivity of developing and implementing AI tools for cybersecurity. So-
ciotechnical system theory is an appropriate theory to consider in this study. The term sociotechnical
captures the interactions between technical systems and social humans [11]. The theory highlights how
important humans in the organization are to solve complex issues instead of relying on technical solu-
tions only [10]. This is how the sociotechnical approach, which focuses on the joint optimization of both
subsystems, was introduced [62], [63]. In organizations, individuals work with technological artifacts—
tools, devices, and techniques—to convert inputs into outputs, aiming for economic performance and
job satisfaction [11], [62]. The social subsystem includes the organization’s structure, including au-
thority and reward systems, and involves individuals with their respective knowledge, skills, attitudes,
values, and needs [11]. The structure of a sociotechnical system is illustrated in Figure 2.4.

As an open system, the complex environment also influences the sociotechnical system. The interac-
tion between social and technical elements can be non-linear due to unexpected, uncontrolled, and
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Figure 2.4: Components and interrelationships of sociotechnical systems, sourced from [10].

unpredictable relationships. People have the flexibility and intelligence to reorganize and adapt to en-
vironmental challenges and changes [11].

At the heart of sociotechnical theory is the concept that new systems can be optimized and will only
function effectively when social and technical elements are combined and considered as interdepen-
dent parts of a work system. To guide the design of such systems, including those developing new
information technologies, Clegg provides a set of sociotechnical principles [64, p.465]. We display
them in Table 2.1 as they provide a holistic view of system development and implementation. They
have been used by researchers of human factors, computer and information scientists, engineers, and
various other social science disciplines [65].

Table 2.1: Clegg’s principles of sociotechnical system design [64, p.465].

Meta-principles
1. Design is systemic
2. Values and mindsets are central to design
3. Design involves making choices
4. Design should reflect the needs of the business, its users and their managers
5. Design is an extended social process
6. Design is socially shaped
7. Design is contingent

Content principles
8. Core processes should be integrated
9. Design entails multiple task allocations
10. System components should be congruent
11. Systems should be simple in design and make problems visible
12. Problems should be controlled at source
13. The means of undertaking tasks should be flexibly specified

Process principles
14. Design practice is itself a sociotechnical system
15. Systems and their design should be owned by managers and users
16. Evaluation is an essential part of design
17. Design involves multidisciplinary education
18. Resources and support are required for design
19. System design involves political processes

According to Ackerman [13], a central challenge that all sociotechnical systems face is what he de-
scribes as the sociotechnical gap. This gap represents ”the divide between what we know we must
support socially and what we can support technically” [13, p.179]. He argues that exploring and un-
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derstanding this gap is a central problem for the field of human-computer interaction that focuses on
Computer-Supported Cooperative Work (CSCW) and its technical mechanisms, and emphasizes that
neglecting it hinders the development of effective systems [13]. A central aspect of this gap is that
it cannot be closed due to the fluidity and nuance of social activities—”user needs are dynamic” [66,
p. 2], while technical systems are often ”rigid and brittle (...) in their support of the social world” [13,
p. 180]. Building on Ackerman’s insights, which emphasize the need for a deep understanding of the
sociotechnical gap, Ehsan and colleagues develop a framework to describe this gap in the context
of (Explainable) Artificial Intelligence. As visualized in Figure 2.5, the technical side comprises Data,
Models, and AI-generated Explanations, while the social side consists of Trust in AI, the Actionability
of Explanations, and Values [66]. Initially, the infrastructure consists of distinct social and technical
components with a broad, undefined sociotechnical gap. As the process of charting the gap begins,
each side’s building blocks are operationalized, providing detailed insights [66].

Figure 2.5: A framework for understanding the sociotechnical gap in the context of (Explainable) Artificial Intelligence, sourced
from [66].



3
Methodology

For this research on how organizations transition to AI-based cybersecurity solutions through in-house
development, a case study approach is particularly suitable. A case study allows for an in-depth explo-
ration of complex phenomena within their real-life context [14]. The challenges and strategies involved
in developing AI-based solutions for cybersecurity are multifaceted and influenced by many contextual
factors. A case study enables a comprehensive examination of these intricacies that broader survey
or experimental methods might miss. Additionally, the case study method is particularly suitable for
answering how and why research questions [14].

3.1. Case study context
This study analyzes the case of a large European bank, specifically its cybersecurity department. To
protect the confidentiality and anonymity of the participants and organization involved, the bank’s name
is not disclosed. Throughout the report, it will be referred to as the Bank. The Bank is a leading
financial institution in Europe and offers a broad range of services in both retail and wholesale banking.
It operates in over 40 countries and has more than 60,000 employees.

The Bank’s cybersecurity department has several hundreds of employees working across various coun-
tries. Its operations are divided into three main areas: Security Detection and Response (SDR), Identity
and AccessManagement (IAM), and Attack SurfaceManagement (ASM). For the purposes of this study,
the term threat management will be used as an umbrella term to collectively refer to these key areas.
The department uses both vendor-provided security solutions, some of which incorporate AI-based
services, and custom AI-based solutions developed by data scientists in-house.

As any leading financial institution, the Bank faces significant cybersecurity threats and invests substan-
tial resources in advanced AI technologies to enhance its security measures. Despite its resources and
commitment, the Bank, like other organizations, faces challenges in fully integrating AI into its cyber-
security practices. These characteristics make it an ideal candidate for exploring the sociotechnical
factors that influence this process.

Insights from this case study are particularly relevant to cybersecurity departments within the baking
sector. Financial organizations face stricter regulatory requirements due to dealing with sensitive finan-
cial data. Security breaches can lead to significant financial losses and reputational damage. These
factors necessitate a more cautious AI adoption process to ensure regulatory compliance.

However, the sociotechnical factors this study focuses on are not exclusive to the banking industry.
They reflect the dynamics within cybersecurity departments that wish to implement AI systems. There-
fore, the study’s findings can inform AI adoption strategies in cybersecurity departments across different
industries.

14
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3.2. Data collection method
The primary data collection method was semi-structured interviews. Semi-structured interviews rely on
a predefined set of questions whose order or phrasing is not set [67]. This interview method was cho-
sen because the research aimed to uncover rich details about the AI implementation process and AI’s
acceptance in the Bank’s cybersecurity department. This includes personal perspectives and details
about the organizational dynamics, which might not have been properly captured if e.g., a survey was
used. According to Orlikowski and Gash [68], combining individuals’ interpretations of the technology
and process can generate firm-level knowledge. Semi-structured interviews were preferred over struc-
tured or unstructured, as this method allows for exploring specific topics in detail and adapting to the
participant’s responses. This way, non-anticipated insights can be identified too [69].

The semi-structured interviewswere conducted either face-to-face or virtually, based on the participants’
location and preference. On average, the interviews lasted 45 minutes. All interviews were recorded
with the consent of the participants and transcribed for analysis.

3.2.1. Interview protocols
The interviewees were categorized into three groups: security analysts, data scientists, and leaders.
Separate interview guides were developed for each interviewee group and were tailored to their specific
roles and perspectives. The interview protocols creation process followed the following steps:

1. Literature review: A review of existing literature on technology and innovation adoption provided
a foundation for identifying the key factors that contribute to technology adoption (see Chapter
2).

2. Sociotechnical system analysis: A sociotechnical system analysis, emphasizing the interac-
tions between technology, individuals, and the organization, provided insights into the multi-
faceted impacts of AI implementation within the Bank’s cybersecurity department. This approach
highlighted how technical challenges, organizational dynamics, and human factors collectively
can influence the successful integration of AI technology. This analysis is described in Chapter
4.

3. Development of interview guides: Based on the information gathered in steps 1 and 2, very
comprehensive interview guides were developed for each interviewee group.

4. Expert review and iteration: Input from subject matter experts was sought to review the first
version of the interview guides and ensure the relevance of the questions. Following this feedback,
the interview protocols were adapted, and the number of questions was reduced.

5. Pilot testing: The three interview protocols were pilot-tested with three people to refine the clarity
of the questions.

Table 3.1 displays a summary of the topics covered by each interview guide. To determine the sequence
of the topics, the guidelines given by Annette Lareau [70] were followed. The interviews started with
standard questions to make the participants feel at ease, such as asking them to talk about their job
responsibilities. More sensitive or speculative questions were asked towards the end of the interview.
For more sensitive topics, participants were also asked to reflect on the experiences of their colleagues.
This approach is supported by sociological guidelines that emphasize the importance of creating a safe
environment for interviewees. Indirect questioning can reduce the perceived personal risk of disclosing
sensitive information [71]. This is known as a measure to reduce social desirability bias, one of the
most common sources of bias that affect the validity of research findings [72]. Additionally, probing
questions were asked, aiming to get more depth from each answer. The comprehensive interview
guides are available in Appendix A.

3.2.2. Participants
A total of 15 interviews were conducted, which allowed to reach a sufficient level of saturation—the
point where new interviews do not bring new ideas, indicating that additional data collection is no
longer needed. Research shows that empirical saturation is usually reached within the range of 9–
17 interviews [73].

The interviewees comprised a diverse group, aiming to capture a wider range of perspectives on the
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Table 3.1: Interview guide topics per interviewee group.

Interviewee
Group Topics Covered

Security Analysts

• Current use of AI tools for cybersecurity
• Integration into daily workflows
• User experience
• Participation in AI development projects
• Trust in AI technologies for cybersecurity
• Concerns and barriers for non-users
• Perceptions of AI’s impact on job roles and decision-making

Data Scientists

• Technical and organizational challenges in developing AI models
• Collaboration and communication with other teams
• Ensuring user-friendliness and workflow integration
• Gathering and incorporating feedback
• Factors influencing AI adoption among end users
• Future AI trends in cybersecurity
• Trust and accountability in AI-assisted decision-making

Leaders

• Benefits and challenges of AI in cybersecurity
• Ideation and adoption of new AI innovations
• Communication and feedback mechanisms
• Factors influencing AI adoption rates
• Future impact of AI on job roles and responsibilities
• Accountability and liability issues related to AI-assisted decision-making

topic, and included:

• 6 security analysts, directly involved in day-to-day security operations and threat management.
Some of them dedicate limited time (e.g., a day per week) to collaborate with data scientists on
machine-learning development and implementation projects;

• 6 data scientists responsible for developing and deploying AI solutions in the cybersecurity de-
partment;

• 3 leaders overseeing operations in the cybersecurity department.

All participants were selected based on their usage of AI tools, involvement in AI projects and/or cy-
bersecurity expertise. Participants were recruited through purposive sampling, ensuring a mix of roles
and experiences relevant to AI integration. The interviewees were contacted via direct invitations or
internal referrals.

Notably, two-thirds of the respondents are involved in the Security Detection and Response (SDR) area
where AI integration efforts have been ongoing for the longest time within the Bank’s cybersecurity
department. This focus provided a rich source of data on the long-term challenges and successes of
AI adoption.

The study includes the opinions of four security analysts who either use machine learning-based appli-
cations for their tasks or have been involved in machine learning projects as domain experts, as well
as two analysts who do not use AI tools in their work. The analysts who use machine learning tools
provide direct insights into the practical challenges of AI integration, while those who do not use AI
shed light on barriers and resistance to adoption. By capturing both user and non-user experiences,
we aimed at a thorough analysis of the sociotechnical factors influencing AI adoption.

The leaders selected for the study hold significant influence within the cybersecurity department. Their
responsibilities include making critical decisions about AI adoption and implementation, overseeing
operational activities, and shaping the strategic direction of cybersecurity initiatives. These leaders
offer a mix of strategic and operational perspectives, contributing to a more holistic understanding of
the factors influencing AI adoption.
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3.3. Data analysis
The interview data were analyzed using the Reflexive Thematic Analysis (RTA) framework developed
by Braun and Clarke [15]. The reflexive approach to thematic analysis emphasizes the researcher’s
active role in creating knowledge [74]. It involves six phases:

Phase 1: Familiarisation with the data
Initial interaction with the data began with transcribing the interviews. This was a lengthy process that
allowed to spend considerable time with each interview by listening to the interview recordings and
writing the transcripts. Some qualitative researchers argue that the transcription of the interviews is
a crucial task that the researcher should undertake themselves because the ”analysis begins during
transcription” [75, p. 230]. After each transcription, the interview was read through a couple of times
and this time was used to note potentially interesting passages and points for analysis.

Phase 2: Generating initial codes
Following the transcription, each interview was coded systematically using the Atlas.ti software. Codes
are labels or short descriptions assigned to a segment of qualitative data to capture important aspects
relevant to the research questions. When used systematically across the whole sample, they facilitate
the organization of the data and the identification of insights during the analysis process.

The coding in thematic analysis can follow an inductive (bottom-up), deductive (top-down) approach,
or a mix of both. This choice depends on the analysis and whether it is primarily guided by the data
or by theoretical frameworks [76]. An inductive coding approach was utilized to explore the context-
specific factors influencing AI integration at the Bank. Hence, the codebook was developed through
engagement with the data rather than before that. Inductive coding offered flexibility and openness to
new and unexpected insights that might not have been captured through a deductive approach.

Coding can also be semantic, capturing the explicit meanings and using language close to that of the
participants, latent, focusing on deeper, more implicit, or conceptual meanings, or a combination of
both [74]. At first, mostly semantic codes were used, aiming to capture the data as communicated by
the respondents. As the process progressed, more latent meanings in participants’ words were noticed.
As a result, some excerpts were double-coded, using both semantic and latent codes. At the end of
this process, the codebook contained roughly 180 codes.

Phase 3: Generating initial themes
Following the coding process, the focus shifts from the interpretation of individual interviews to ”inter-
pretations of aggregated meaning and meaningfulness across the dataset” [77, p.1403]. It must be
emphasized that themes are not hidden within the data and waiting to be discovered. Instead, the
researcher must actively interpret the connections among various codes and explore how these can
shape the narrative of a particular theme [76].

First, initial categories were created to organize the codes into groups with similar meanings. Through
continuous engagement with the data, these categories were refined. During this process, some codes
were merged, while others were disregarded. By the end of this phase, an initial thematic map was
developed, encompassing three main themes, each with two, three, and five subthemes, respectively.

Phases 4 and 5: Developing, refining and naming themes
Following the creation of the initial thematic map, the themes were reviewed to ensure coherence
and alignment with the overall data set. This involved two levels of review. First, at the coded data
level, each theme was examined to determine if the coded data extracts formed a coherent pattern.
Secondly, at the data level, the coded excerpts were re-read to confirm that the themes accurately
reflect the meanings present within the data. The thematic map was reiterated, one theme was split
and additional subthemes were added. This resulted in 4 main themes, with two or three subthemes
each. A narrative for each theme was developed, which informed their names.
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Phase 6: Writing the report
In the final phase, the focus shifted to producing the report. This involved integrating the themes into
a cohesive narrative that addressed the research questions and provided a detailed account of the
findings. To illustrate this theme, vivid quotes, and examples were selected from the data. The report,
found in Chapter 5, aims to tell the data’s story, accounting for its depth and richness.

3.4. Ethical considerations
Ethical approval was obtained from the Human Research Ethics Committee (HREC). All interviewees
received detailed information about the study before consenting to participate. A comprehensive data
management plan was implemented to ensure the proper handling, storage, and security of the col-
lected data. All interview transcripts were anonymized to protect participants’ identities. Due to the
specificity of their work, participants’ job titles, years of experience, and cybersecurity areas of exper-
tise are not disclosed in the report to prevent their identification among their colleagues. The data
was stored on the Bank’s secure servers, accessible only to the principal researcher. The data will be
retained for two years after the completion of the project, according to ethical guidelines, and will be
securely disposed of after this period.
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Sociotechnical system analysis

As AI technologies become more prevalent in cybersecurity practices, organizations and their work-
forces must adapt. To understand the potential impact of this change, a sociotechnical system analysis
was conducted. This analytical approach allowed us to examine (1) how AI implementation can re-
shape the social system within cybersecurity and (2) how the social system can affect AI development
and implementation. By investigating these interactions between the social and technical systems, we
gained a more holistic understanding of the potential determinants and barriers to AI adoption in cyber-
security. These insights were later used to determine the topics for the interviews with employees from
the Bank’s cybersecurity department.

By examining the adoption and implementation of AI technologies into cybersecurity practices through
the sociotechnical system lens, we acknowledge that this transition depends on the interplay between
the social and technical subsystems. By definition, the technical subsystem includes all necessary
technical elements for operating the system and the tasks performed with it. The social subsystem
consists of the organizational structure and the individuals involved. This encompasses their attitudes,
competencies, values, and relationships [62].

The social subsystems is made up of the organizational structure and the people within it. In the context
of adopting AI in cybersecurity, the people in the social system are the individuals or groups that use,
develop, implement, and manage the AI systems. These are the (1) security analysts as end-users, (2)
data scientists, who are responsible for the system design, development, and implementation, and (3)
leaders, who oversee the systems’ integration into daily operations and ensure alignment with strategy.
This also includes the cognitive and social aspects, such as how individuals perceive AI tools, their
readiness to adopt new technologies, and how they communicate and collaborate. The structure in the
social subsystem comprises the organization within which the AI tools are adopted. This includes the
hierarchy, roles, organizational support, processes, and procedures within the cybersecurity depart-
ment.

The technical subsystem comprises all the necessary technical elements required for developing and
operating the tools, along with the specific tasks they are designed to perform. In the studied context,
these include the developed AI tools and technologies themselves (hardware and software) and the
infrastructure necessary to facilitate their operations. The tasks are dependent on the applied cyber-
security area, in this case, threat detection and response, identity and access management, or attack
surface management.

Figure 4.1 shows the results of the sociotechnical analysis. Due to a lack of literature sources, which
focus on the social implications of implementing AI technologies into cybersecurity, this analysis is
largely driven by the general body of knowledge on organizational behaviour and social dynamics.

People → Technology
1. Advocacy: Enthusiasm and support from people within the organization, especially those in man-

agement, can influence the rate of AI technology adoption. Management resistance is found to
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Figure 4.1: Sociotechnical system analysis depicting the adoption of AI in cybersecurity.

be one of the leading barriers to AI implementation in cybersecurity [31].
2. Development and design choices: Data scientists play a crucial role in shaping AI technology.

They influence the design, functionality, and overall capabilities of AI tools.
3. User feedback: Security analysts, as end-users and domain experts, offer valuable feedback that

drives the iterative improvement of AI systems. Hence, they significantly influence their evolution
and refinement.

Technology → People
1. User experience and performance: The design and usability of AI technology can influence user

satisfaction, adoption rates, and perceived performance enhancements in cybersecurity tasks.
2. Workforce transformation: The implementation of AI technology can potentially introduce changes

in job roles and required skill sets, creating a need for upskilling employees [78]. This can possibly
alter the employment landscape within cybersecurity.

3. Data-driven desicion-making: AI tools can enhance human decision-making by providing data-
driven insights that surpass the capabilities of manual analysis [79].

4. Cognitive and emotional impact: The introduction of AI technology can reduce the cognitive load
for analysts by, for example, reducing the number of false alerts they need to analyze and reducing
decision fatigue [2]. However, it can also increase cognitive load in areas such as managing and
interpreting AI outputs. It may also affect some emotional aspects like job satisfaction and anxiety
regarding job security [80].

People → Organization
1. Innovation and change advocacy: Enthusiastic individuals can act as change agents, pushing for

innovative technologies and practices such as the wider adoption of AI in cybersecurity, influenc-
ing the organization’s strategic direction [49].

2. Feedback mechanisms: User feedback from employees can drive organizational changes in pro-
cesses, policies, and technology choices, ensuring that these adjustments better align with oper-
ational needs.

3. Collective skills and expertise: The collective skills and expertise of the workforce can influence
an organization’s capacity to integrate and leverage new technologies effectively [81].

4. Cultural contributions: The attitudes, behaviors, and values of individuals contribute to the or-
ganizational culture. These can either foster a climate of innovation and learning or resist new
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technologies. Thus, this is how people influence the organization’s ability to adapt to changes
and integrate advanced solutions [82].

Organization → People
1. Organizational processes and procedures: Organizational processes and procedures dictate how

people work, including how AI tools should be developed, implemented and used. Whether the
organization provides clear guidelines and support can influence the practical transition to AI and
users’ acceptance. Standardizing, reengineering, and implementing new processes can help
integrate AI systems effectively, making AI adoption easier and more successful [81].

2. Training and development: The organization’s commitment to training influences how well em-
ployees can adapt to new AI technologies and how effectively they can use them [81].

3. Coaching leadership: The organization’s coaching leadership practices, emphasizing mentoring
and employee development, can significantly impact how employees manage job stress during
the transition to AI [83].

Organization → Technology
1. Strategic alignment: Organizational strategy significantly influences the development and imple-

mentation of technology, including AI, ensuring that these technological investments align with
business objectives [81], [84].

2. Resource allocation: The financial, human, and infrastructural resources that an organization
allocates to technology development, deployment, and maintenance shape the capabilities and
advancement of those technologies [81].

3. Compliance: Organizational policies, governance structures, and adherence to compliance stan-
dards impact how AI technology is designed and used [85], particularly in highly regulated fields
such as cybersecurity and finance.

4. Organizational culture: The culture within an organization can foster innovation and risk-taking
or, alternatively, resist change. These cultural aspects influence how technology is adopted, in-
tegrated, and valued [81].

Technology → Organization
1. Operational efficiency: AI technologies can drastically improve the efficiency of organizational

processes by automating tasks and providing decision support, which can reshape business pro-
cesses [85], [86].

2. Organizational capabilities: The capabilities of AI technologies can enhance the overall capabili-
ties of an organization. By incorporating AI into its cybersecurity practices, the organization can
better mitigate and address complex security threats [87].

3. Interdisciplinary work: Successful AI deployment depends on integrating various perspectives,
including domain expertise, data insights, and IT [81].

4. Accountability management: Organizations should implement robust governance frameworks
and accountability mechanisms to ensure the ethical and responsible use of AI technologies in
cybersecurity operations [3].

Technology → Task
1. Quality and efficiency: AI technologies can improve the quality and efficiency of cybersecurity

tasks, such as more accurate threat detection and reduction of false alerts [29].
2. Introduction of new tasks: As AI technology evolves, new tasks emerge, such as data curation

for AI training, feature engineering, and interpretation of AI-generated insights, which require new
skills and workflows [81].

3. Task redefinition: Existing cybersecurity tasks may be redefined as AI technology takes on more
of the workload, leading to a shift in the nature and scope of human-involved tasks [88].
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Task → Technology
1. Design guided by task requirements: The design of AI technologies is guided by the specific

requirements of cybersecurity tasks. This ensures that the systems effectively meet the needs of
the tasks they are intended to facilitate.

2. Feedback loops for improvement: The evaluation of AI models on certain tasks creates feedback,
which is used to refine and improve the technology [89]. For example, how well AI identifies false
positives in threat detection will inform its iterative development.

Task → Organization
1. Structure shaped by task demands: The nature and demands of cybersecurity tasks can shape

organizational structure, necessitating certain hierarchies, teams, or communication channels to
deal with those tasks effectively.

2. Process development: As tasks evolve with technological changes, such as the introduction of
AI, organizations may need to develop or update processes to maintain or increase productivity
and performance.

3. Workforce requirements: The complexity and requirements of tasks inform the workforce planning
in an organization. This includes the hiring practices, training programs, and team compositions.

Organization → Task
1. Strategic direction: Organizational priorities and strategy dictate which tasks are most important,

leading to resource allocation that can enhance those tasks.
2. Standardization of processes: Organizations develop standard operating procedures that can

shape the way tasks are performed, including the use of AI in those tasks.
3. Training and development: The organization’s investment in training impacts how tasks are per-

formed by equipping employees with the necessary skills and knowledge.
4. Performance measurement: The way an organization measures and rewards task performance

can influence how those tasks are executed. By establishing specific KPIs, management can
either encourage or discourage the use of AI tools.

Task → People
1. Skill development: The complexity and requirements of cybersecurity tasks demand specific skills.

This need drives individuals to acquire new knowledge and competencies. The introduction and
integration of AI tools further emphasize the importance of these skills [81].

2. Job satisfaction: The nature of tasks influences job satisfaction. Engaging, meaningful tasks
that leverage one’s skills can increase satisfaction, whereas monotonous, overly challenging, or
mismatched tasks to skill sets can decrease it [90].

3. Workload impact: The number and intensity of tasks impact people’s workload. An excessive
workload can lead to stress and burnout [91], while a low demanding job can lead to dissatisfaction
[92].

4. Role definition: Tasks define roles within an organization, determining what each person is re-
sponsible for. As AI changes the nature of certain tasks, it can also redefine roles, requiring
adaptation from the workforce.

5. Motivation and engagement: The degree to which tasks are seen as valuable, interesting, or
contributing to one’s professional growth can significantly influence individual motivation and en-
gagement levels [93].

People → Task
1. Task execution: The way people perform tasks (i.e., their job performance) is shaped by their

organizational and technical skills [94].
2. Task improvement: Feedback from individuals performing tasks is essential for identifying im-

provements. This input can lead to process optimization, better tool usage, and the refinement
of AI models in the systems.
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3. Adaptation to new technology: People’s ability and willingness to adapt to new technologies, such
as AI tools in cybersecurity, influence how tasks are performed and how effectively technology is
utilized.



5
Empirical results

This chapter presents the key findings from the interviews, organized into four main themes: (1) Mixed
perceptions of AI-based solutions in cybersecurity, (2) Organizational influence on AI adoption, (3) In-
terdisciplinary development dynamics, and (4) Building trust in AI solutions. Each theme is further
explored through its respective subthemes. Figure 5.1 displays the thematic map, illustrating the key
themes and subthemes identified. The ellipses represent the main themes and the rectangles de-
note the subthemes associated with each main theme. The dashed lines represent the links between
themes, which will be further analyzed in the following chapter. Table 5.1 presents the participants and
their identifiers.

Figure 5.1: Thematic map, based on interview data and reflexive thematic analysis.

5.1. Theme 1: Mixed perceptions of AI-based solutions of cyberse-
curity

The first theme captures the diverse opinions of cybersecurity experts regarding the implementation
and effectiveness of AI in their field. This theme highlights AI’s both promising and challenging impact
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Table 5.1: Interview participants and their roles.

Participant ID Role
D1 Data Scientist
D2 Data Scientist
D3 Data Scientist
D4 Data Scientist
D5 Data Scientist
D6 Data Scientist
A1 Security Analyst
A2 Security Analyst
A3 Security Analyst
A4 Security Analyst
A5 Security Analyst
A6 Security Analyst
L1 Leader
L2 Leader
L3 Leader

on modern cybersecurity practices. It reflects the optimism around AI’s potential to revolutionize threat
management and efficiency, as well as the skepticism and challenges in fully leveraging these tech-
nologies. The theme is divided into three subthemes, namely ”Maximizing efficiency and enhancing
threat management,” which highlights the perceived benefits and improvements AI brings to cyberse-
curity; ”Challenges in realizing AI’s full potential,” which discusses the practical difficulties faced; and
”Human-AI collaboration: the journey ahead,” which explores the evolving relationship between human
professionals and AI tools in cybersecurity contexts.

5.1.1. Subtheme 1a: Maximizing efficiency and enhancing threat management
The use of AI in cybersecurity has the potential to revolutionize the field, bringing considerable efficiency
gains and improving threat management. For many security analysts, the daily responsibilities involve
repetitive and redundant tasks that can be time-consuming and monotonous. Implementing AI-based
solutions can alleviate this burden, automating routine tasks and allowing analysts to redirect their focus
toward more critical issues. One analyst shared, ”We have so many events that the model could help
with this manual work, and we will have more time to do another task. And these are events that you
just scroll down.” (A2) This highlights how AI can take over mundane tasks, giving analysts more time
for higher-level analysis. Another analyst reflected on their early career experiences:

”When I started [my job], it was really routinal, I was scrolling through the data and (…) I
think, we were all overwhelmed by this routine. (…) We are really grateful that the company
decided to focus on us and eliminate the manual work.” (A3)

This opinion highlights the significant relief AI can provide by removing the repetitive aspects of analysts’
jobs.

This shift not only reduces the workload but also helps to combat decision fatigue, a common issue
in the cybersecurity environment. An analyst explained, ”It [the model] actually reduces sort of your
workload. It helps to make it easier and to focus just on the things that require more attention.” (A2)
Decision fatigue occurs when individuals are required to make too many decisions in a short period,
often leading to errors and decreased productivity. By filtering and prioritizing tasks, AI helps mitigate
this problem, enhancing overall efficiency.

Beyond automating tasks, AI’s most frequently mentioned contribution to cybersecurity is its ability to
improve threat detection and management. ML models are used to filter out false alerts and to prioritize
potential threats, ensuring that analysts’ attention remains focused on the most important events. One
data scientist noted, “There are things that they [analysts] cannot do on their own. For example, they
have huge amounts of alerts from something and they need to prioritize them, or they need to filter out.”
(D2) This points to AI’s capability to handle large volumes of data and streamline the threat management
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process.

AI’s advanced computational capabilities enable it to process vast amounts of data quickly and effi-
ciently, a critical requirement in the cybersecurity domain. An AI system’s ability to continuously learn
from new data and adapt to evolving threats further enhances its effectiveness. This is a major dif-
ferentiator between using AI systems and traditional rule-based approaches, which prevail in current
solutions.

A data scientist highlighted AI’s anomaly detection ability by saying: ”ML was found to be very useful
in finding anomalies.”(D2) This is because AI can identify patterns and deviations within large datasets,
which are essential for spotting potential threats that might be missed by human analysts. One analyst
emphasized the importance of AI in handling numerous events: ”And of course, in the case of so many
events, there’s a possibility that you won’t recognize something (...) so there is a chance that the model
would choose the events that you missed.” (A2) This underscores the role of AI in ensuring compre-
hensive threat coverage. The need for speed and comprehensive analysis was further highlighted by
the analyst: ”We really need that because of so many events, we really need the help of AI to find
everything, and the second thing is the quicker time.” (A2) This quote highlights two key benefits of AI:
its ability to handle a high volume of events and its speed in processing and identifying threats.

AI’s self-learning capabilities ensure that it constantly evolves, adapting to new threats and improving
its performance over time. This dynamic nature of AI is a significant advantage in the ever-changing
landscape of cybersecurity. Traditional rule-based systems lack this adaptability, making AI a superior
choice for modern threat detection.

5.1.2. Subtheme 1b: Challenges in realizing AI's full potential
Implementing AI-based solutions in cybersecurity at the Bank is constrained by practical challenges.
Despite the promising potential of AI outlined in the previous subsection, various factors hinder its
effective application, ranging from difficulties in finding suitable use cases to significant data-related
issues.

One of the initial hurdles in integrating AI into the Bank’s cybersecurity operations is identifying appro-
priate use cases. The specificity and complexity of the cybersecurity environment often render many
AI models unsuitable. As one data scientist noted, “We have unsupervised models out there, a lot of
them, but they were not designed for a cybersecurity kind of environment and so you still find that AI
suffers in some ways.” (D1)

The effectiveness of AI in the bank’s cybersecurity operations is heavily dependent on data availability.
AI models, especially those relying on supervised learning, require labeled data to learn effectively.
Unfortunately, labeled data in cybersecurity is scarce. “One of the biggest challenges for ML in security
is the lack of labeled data,” (D2) explained a data scientist. Furthermore, cybersecurity datasets often
have an imbalanced nature, with very few instances of true attacks compared to normal activities.
This imbalance complicates the training process, leading to models that are prone to generating false
positives, which can overwhelm security teams with alerts.

Another critical challenge is the quality of data, which directly affects AI model performance. Issues
such as missing data, schema imperfections, and bugs can significantly impair model performance. As
one data scientist observed:

“When people create datasets or the data structure in the back-end of the system, for exam-
ple, they don’t really think about the analytics side. So, they just create the field, and they
don’t care about the quality, just capturing data.” (D6)

This quote highlights the lack of strong data governance practices necessary for managing data quality.

The absence of a centralized platform for developing, testing, and deploying AI models adds another
layer of difficulty. A data scientist emphasized, “With rule-based models, I believe that you can do it
whatever you want because we have those detection systems where you can write something simple,
and for machine learningmodels you need to invest in the platform.” (D3) Obtaining data within the bank
is another significant challenge due to data being spread across various departments. “Every system
that you need to get data from is different or [has] different data owners and is a gigantic challenge
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to be able to get, not even to talk about good quality data,” (D4) pointed out a data scientist. This
fragmentation also complicates data integration and consistency.

Training and tuning AI models for cybersecurity applications at the Bank are time-consuming and
resource-intensive tasks. The complexity of these processes often results in models being discarded
due to their inefficiency in real-world scenarios. “In some cases, you know, you work on some models,
for a long period of time, and then you put in the effort to really making this model do some good things.
And this is just trashed to the side, you know because it’s generating too many false positives.” (D1)

5.1.3. Subtheme 1c: Human-AI collaboration: the journey ahead
AI is viewed by all participants as a complementary tool that enhances the capabilities of human ana-
lysts rather than replacing them. By automating routine tasks and analyzing vast amounts of data, AI
allows analysts to focus on more complex issues that require human intuition and expertise. Addition-
ally, AI can provide an additional source of information and increase the quality of information available
to analysts, enabling them to make more informed decisions. This collaborative approach leverages
the strengths of both AI and human analysts, creating a more robust cybersecurity defense. This point
was illustrated nicely by an analyst:

“I think making some models can bring value and more insights to the people that are using
them. We have a lot of data, and we show it in reports, like some simple aggregations, but
we can bring more [value] from this data (…) for teams that can then do something better,
faster, in the time that it should happen and not after damage has been done.” (A4)

The adoption of AI by malicious actors (or red teams) underscores the necessity for defensive teams
(or blue teams) to also integrate AI into their operations. This ensures that defenders can keep pace
with attackers who are continually evolving their tactics using advanced technologies. As one leader
pointed out, “Simply to be able to keep up with the attackers, we need to start onboarding and using
as many new technologies as we can, so that will definitely change the way we operate, how we build
the detections, but also how we do the security analysis.” (L1)

However, identifying effective use cases for AI in enterprise-level cybersecurity is not an easy task.
While academic research often provides theoretical solutions, these do not always translate seamlessly
into practical applications. Models that generate too many false positives, fail to provide new alerts, or
do not operate in real time are often rejected by security teams. One leader noted, “Almost every paper
that we found on the subject that we were looking for was useless. Because when they apply it to a
large organization, it’s simply much harder to tune it and in many cases, it turns out that you gotta figure
out something on your own from scratch.” (L2)

The difficulty in developing effective AI models directly impacts trust and adoption among cybersecurity
professionals. Analysts may be hesitant to embrace AI-based solutions, particularly if previous models
have not met expectations. Building trust requires demonstrating the reliability and utility of AI in real-
world scenarios. One data scientist, reflecting on the challenges faced with an internally developed
model, illustrated this point:

“The model simply wasn’t necessary and wasn’t well-performing. And I think they lost a lot
of confidence in us. (…) So I think it’s really important to be very cautious now because if
we again send something, it needs to be really good so we can have their confidence back.
They can know it’s not useless, it’s worth their time.” (D2)

Many participants indicated that a significant barrier to trust establishment can be the lack of understand-
ing of how machine learning works. Analysts may feel more confident relying on their own judgement
rather than on an AI system they do not fully understand. This was nicely described by one of the
security analysts:

“I think it’s confusing me. I don’t know what to analyze (…) so I’m not really confident to
work with them [models] because I don’t know how it works exactly. (…) Maybe I feel more
confident with my own analytics to verify all data and I know cases from my past that we
are looking for something and when I saw all logs in a table on a screen, I saw here is the
problem. (…) I’m pretty sure that AI is not going to find it.” (A4)
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To foster better human-AI collaboration, continuous efforts are needed to build trust and improve AI
integration. This includes providing ongoing training opportunities for analysts to understand AI systems
and active collaboration between AI developers and cybersecurity professionals. These points will be
addressed in Subsection 5.3.3. The journey towards effective human-AI collaboration is closely linked
to the broader theme of building trust in AI solutions, which will be addressed in Section 5.4.

5.2. Theme 2: Organizational influence on AI adoption
As described in Theme 1, the adoption of AI in cybersecurity raises mixed feelings. While there is a
potential for significant advancements in the field, practical challenges and trust issues arise. AI’s tech-
nological capabilities play a critical role, but adoption success depends also on organizational factors.
The second theme, titled “Organizational influence on AI adoption”, investigates how the organizational
culture and leadership support at the Bank impact the adoption process. It also highlights the concerns
of security analysts regarding their job security and career development.

5.2.1. Subtheme 2a: Job security concerns and career path ambiguity
This subtheme addresses the anxieties that cybersecurity professionals experience about their job
security and future career paths in an AI-enhanced environment. It highlights how these concerns can
affect their willingness to embrace AI technologies and hinder its successful integration.

Most participants expressed a general fear about the future of the security analyst profession. They
highlighted that within the Bank’s cybersecurity department, there is a specific concern about AI poten-
tially replacing analysts’ jobs. As mentioned in Subsection 5.1.1, AI benefits cybersecurity by reducing
false positive alerts and automating routine tasks. While this automation will not eliminate the need for
analysts due to the high-stakes nature of the field, there is a fear that the demand for security analysts
may decrease in the future. This fear was illustrated by an analyst saying, “The day is going to come
when in analytics, some of us will be replaced with AI. That’s it, I would say. Because this is the future,
unfortunately.” (A4)

This statement illustrates that analysts recognize AI’s growing capabilities in the field and its potential to
outperform humans in certain analytical tasks. The use of the word “unfortunately” suggests that while
AI’s integration is seen as a progression, it also raises fears about the potential decrease of human roles
in the industry. This fear creates resistance and skepticism as people worry about their professional
future. An analyst shared:

”They [analysts] are scared about losing their job position. (…) This is the main reason why
they don’t want this technology in cybersecurity. (…) When I speak with people, this is one
of their arguments.” (A6)

A couple of data scientists and leaders acknowledged that there is a need for continuous conversations
with analysts on this topic. A leader explained, “We need to take this into consideration while commu-
nicating with the teams, so we need to explain the strategy, explain that AI will not replace them, they
need to adopt it and learn how to use it.” (L1) While data scientists and leaders keep on passing the
message that AI is not meant to replace analysts, there seems to be a lack of conversations about how
it will affect their career paths. An analyst described:

“I think that we [the company] have a lot of work to do in this field because right now everyone
knows about AI, about the future of AI, but the organization needs to work on education and
prepare every single analyst, what is the next step for them in the organization, what is the
plan for them.” (A1)

This quote underscores the need to focus on education and career planning to help analysts understand
their future roles in an AI-integrated cybersecurity environment.

5.2.2. Subtheme 2b: Strategic support and organizational readiness
This subtheme explores the importance of strategic alignment, leadership support, and the overall
readiness of the Bank to integrate AI solutions into cybersecurity. A couple of participants indicated
that some of the reluctance to adopt AI in cybersecurity comes from the culture within the department.
For cybersecurity practices, the Bank has relied on rule-based solutions for a long time. A data scientist
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highlighted, “…another barrier might be legacy because usually, we don’t do analytics in cybersecurity.”
(D6) Hence, the integration of AI is considered very innovative. The highly regulated nature of the
department further contributes to the reluctance to embrace the new technology.

As cybersecurity professionals are accustomed to traditional methods, they might not want to see the
potential benefits of machine learning and AI for the field. One participant noted the department’s
reliance on dashboards as a primary solution:

“The other challenge that’s specific for analytics is the way that people think about it be-
cause the Bank is a world of dashboards. So, for everyone, the solution is always another
dashboard and then that’s how people think about things.” (D4)

This highlights that the Bank’s cybersecurity department often relies on familiar tools and methods and
this mindset makes it difficult for people to embrace more innovative approaches. Another participant
added that this resistance is stronger among more experienced teams with older employees.

A couple of participants also raised concerns about the missing strategic alignment and its effect on the
integration of AI into the Bank’s cybersecurity operations. While some leaders express verbal support
for AI initiatives, this support does not always translate into actionable strategies. A data scientist
described this gap:

“Even though [Name Redacted] is super great and supportive of us, analytics is still not a
big part of their strategy. So, there is no real push from the top down. They always say,
“Yeah, you have my full support, we’ll do whatever you need. Just let me know.”, but that’s
not permeated within their teams and their organization.” (D4)

Moreover, participants highlighted the disconnect between the enthusiasm for AI at higher management
levels and their understanding of what it takes to implement AI solutions in practice. As another data
scientist explained:

“If you go to top-level management or even investors for example, [you hear] “Ohh yeah,
AI is amazing,” but they don’t know what it takes to make a model work. And that’s a real
problem because that puts pressure on the data scientists when it shouldn’t because, if you
don’t have high-quality data, you cannot do anything. (…) And people think just get some
data, press a button and you get something and it’s not the case.” (D6)

This quote highlights that the adoption of AI into cybersecurity requires educating and preparing all em-
ployees, including top managers, about the requirements of AI. This is necessary for the development
of clear, actionable strategies to be integrated into the organization’s core operations.

5.3. Theme 3: Interdisciplinary development dynamics
The integration of AI solutions in cybersecurity necessitates a collaborative approach that spans sev-
eral disciplines. This requires coordinated efforts and expertise across the disciplines of cybersecurity,
data science, and software development. Theme 3, titled “Interdisciplinary development dynamics”,
explores the factors that influence successful AI integration in cybersecurity through interdisciplinary
collaboration. Three subthemes will be described:

• 3a. Resource constraints and process structuring
• 3b. Communication and collaboration
• 3c. Empowering through education

5.3.1. Subtheme 3a: Resource constraints and process structuring
This subtheme examines the limitations related to resource constraints and the need for structured
processes in AI development. Key challenges include time constraints, lack of structured processes,
and the need for clear objectives.

Half of the participants shared that the lack of time is among the biggest challenges that they face
when collaborating on AI projects and their integration into the Bank’s cybersecurity department. Data
scientists mentioned that scheduling meetings with analysts is challenging because of the analysts’
busy schedules. A data scientist explained, “Everyone is up to their eyeballs in work and priorities
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(...) so getting their availability is the hardest.” (D4) Additionally, some analysts work on three shifts,
including evenings and nights, which complicates scheduling further. Analysts who are interested in
machine learning and want to participate in these projects also reflected on this issue. One analyst
highlighted the challenge of balancing regular tasks with AI project work:

“So far, it was mostly the time issue, in the context of actually getting some time for this
project along with regular tasks. (…) There wasn’t much time available from our side, even
though we really wanted to do it.” (A5)

One data scientist (D3) pointed out that collaboration improved significantly after establishing a dedi-
cated sub-team of analysts to focus on machine learning projects. Another data scientist (D4), working
in a different area, noted that even with limited availability—such as analysts dedicating one day per
week to AI projects—collaboration improved significantly. This data scientist shared, “When you start
building that network with people that understand what you do, things kind of snowball and get easier.”
(D4) These insights suggest that having dedicated personnel or even just some limited dedicated time
from analysts can greatly enhance collaborative efforts.

A big challenge highlighted by half of the respondents is the lack of structured processes for developing
and deploying machine learning models. One data scientist remarked, “We do not have a standard
process, you know, we do this and that. It’s kind of all hands on deck situation.” (D2) This absence of
structured processes causes inefficiencies, particularly when it comes to obtaining the data necessary
for model development. “I know there are some regulatory obstacles (…) and I do understand that we
are a financial institution. But sometimes, I think even the people responsible for it don’t really know
how to proceed forward for us to be able to do something” (D2), explained the data scientist.

The deployment of models is another bottleneck, highlighted by participants, due to the lack of clear
processes and responsible points of contact. “We have a model, the result is amazing, and so on,
but then no one knows what to do with it or going to production is very tricky, at least in CISO” (D6),
explained a data scientist. This underscores the difficulties in transitioning AI models from development
to practical applications, highlighting the need for clearer processes and support systems. About the
lack of structure, a leader emphasized the importance of having clearly defined success criteria during
the development phase and explained:

“I think we should already at this [early] phase have a clear understanding of what we are
trying to achieve. (…) Of course, there is always part of experimentation there, but we
should also say, OK, at this point we stop, if it will not work, then we will not develop it
further.” (L1)

Knowing when to discontinue the efforts is crucial, especially given the time constraints faced by ana-
lysts. An analyst reflected:

“There was sometime when they [the data scientists] produced a lot of additional work for
us. (…) Not all the models worked and brought us good-quality results. So, you want to
create something great, but after years, you finally quit it because the results are bad and
there is no possibility to use machine learning in such a way.” (A4)

This shows how unclear goals can lead to a waste of time on projects that fail to deliver usable results.
Such failures could also contribute to trust issues among analysts, reducing their confidence in AI
solutions and leading to skepticism, as discussed in Subsection 5.1.3.

5.3.2. Subtheme 3b: Collaboration and communication
This subtheme explores how data scientists and security analysts collaborate on AI projects. It high-
lights the current challenges and identifies opportunities to foster a more collaborative environment.

Respondents indicated that teamwork between security analysts and data scientists has strengthened
in the last few years. Security analysts bring deep cybersecurity knowledge and firsthand experience
with operational challenges. This allows them to identify potential use cases where advanced analyt-
ics could be useful. Although use cases can originate from various sources, respondents noted that
collaboration improves when use cases come from analysts. A data scientist explained:
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“They [analysts] are eager to answer questions. They are eager to collaborate more and
help us where necessary and they are eager to see that their opinion of a use case of
machine learning was actually useful.” (D1)

Analysts help data scientists understand the context of use cases and the underlying datasets. Their
input is also essential for assessing model performance. As explained in Subsection 5.1.2, cybersecu-
rity often uses unsupervised machine learning algorithms due to a scarcity of labeled data. Therefore,
analysts’ expertise is necessary for validating the model outcomes. Respondents agree that tighter
collaboration between analysts and data scientists is essential and leads to better solutions.

Cross-team collaboration is generally well-received among the participants. Data scientists appreciate
working with security analysts because it allows them to understand their pain points and develop
solutions with real impact. Analysts interested in machine learning value the opportunity to work on
these projects and learn how models are implemented practically. An analyst shared their experience:

“Thanks to the collaboration with the [data science] team, we were able to gain more knowl-
edge about how to put something into production, the whole process from the beginning to
the end. This was the most valuable.” (A5)

Despite positive experiences, several challenges were mentioned. Participants indicated the com-
plexity of combining highly specialized cybersecurity knowledge with data science. A data scientist
described this:

“It [collaboration] is super challenging because it’s such a niche and specific domain, which
requires a lot of specialized knowledge to be combined. If you are doing data science for
a grocery store, you can most of the time understand what’s going on. But if you’re doing
machine learning applied to logs of web servers, you need all these people who deal with
web servers and know exactly what is going on. (…) And these are [people with] in-depth
technical skills, very narrow, that need to work well together, and that’s very difficult.” (D5)

Data scientists and analysts explained that the difficulties often stem from ineffective communication.
They find it difficult to find the right language to talk with each other, as both disciplines are technical and
use different terminology. This requires additional efforts to motivate decisions about the projects. “The
communication and the level from where we are starting and the level from where they are starting—
that’s a big challenge” (D3), explained a data scientist.

Another collaboration issue is the difficulty of obtaining honest feedback from some analysts. “I think
they are sometimes afraid of telling us that they are not using all of the models” (D3), said a data
scientist. Feedback on model performance is regularly collected during recurring meetings where data
scientists, managers, and security analysts are present. However, data scientists have observed that
security analysts tend not to speak up during these meetings. Instead, they provide more honest
feedback in informal settings, such as small talk. This suggests that the presence of managers in official
meetings might create power dynamics that discourage analysts from expressing their true opinions.
Additionally, feedback tends to come from the most experienced analysts, which means it might not
reflect the broader team’s perspectives, leading to a partial understanding of the models’ usability.

5.3.3. Subtheme 3c: Empowering through education
The last subtheme in this section focuses on continuous education and training and how these are nec-
essary components to facilitate the effective adoption of AI technologies in cybersecurity. It highlights
that ongoing learning opportunities can empower security analysts, enhance their skills, and create a
culture of innovation and adaptability.

The interviews revealed that many security professionals lack knowledge about artificial intelligence (AI)
and machine learning (ML). This lack of understanding has significant consequences for the adoption
of these technologies in the field of cybersecurity. First, if analysts do not understand how machine
learning functions, they are less likely to trust the outputs of these tools, as mentioned in Subsection
5.1.3. Second, this lack of understanding can hinder collaboration, as was described in Subsection
5.3.2. A data scientist illustrated the last point:

“We know how to prepare data for the model, how to prepare features for the model because
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we know what the feature is and why it is important, and I think for the end users, who don’t
have knowledge around the data science, it’s very difficult to start thinking which features
we could use.” (D3)

Hence, it is evident that continuous education for cybersecurity professionals is essential for improving
teamwork between data scientists and security analysts. To address this, in the last couple of years
a training course on the foundations of data science has been given to cybersecurity employees in
the Bank by data scientists. Respondents note that this has significantly affected the quality of the
teamwork on machine learning projects. “It [collaboration] has improved a lot once people were trained”
(L2), explained one of the leaders.

Understanding AI also reduces frustration and builds trust. When analysts understand how AI works,
they can better interpret unexpected results. They can identify specific reasons for these results instead
of assuming the system is faulty. A data scientist explained:

“… and they [analysts] know how it works, so they’re not surprised if they see a peak in the
number of results because they can think, more or less, well this is because of this and that.
And they are less angry with us when they see more outcomes and more work for them.”
(D2)

The training is followed by a hackathon, allowing participants to apply their knowledge in practice. This
event has several benefits. First, it encourages creative thinking. As described in Subsection 5.2.2,
cybersecurity professionals are accustomed to traditional analytical methods. The hackathon pushes
them out of their comfort zones, challenging them to create innovative machine learning use cases.
Second, it gives participants the chance to collaborate and gain practical experience. Working on
hands-on projects during the hackathon helps them see how machine learning is applied in real-world
scenarios, as illustrated by one participant:

“The hackathon was one of the main points of my journey to get into the topic. (…) I had
the chance to work with other people and see how it [machine learning] really works.” (A2)

While training and hackathons are valuable experiences for analysts, several data scientists argued
that for effective learning, hands-on experience should be integrated into analysts’ regular job respon-
sibilities. To achieve this, data scientists try to broaden the general skill set of analysts by involving
them in the preprocessing of the data, whenever possible. A data scientist highlighted that by saying:

“I think in order for a person to learn something, they need to do something (…), but people
don’t have time for that. So, this needs to be something that they do as a part of their job.”
(D2)

Lastly, leaders indicated that due to the dynamic nature of the cybersecurity domain, it is necessary to
create a flexible workforce that can easily adapt to upcoming changes. A leader explained:

“Maybe not the easiest, but the only way to deal with that [change] is to teach these people
to be as flexible as possible. That’s the key. You cannot go and spend one year learning
one technology because after one year it can turn out to be not useful anymore.” (L1)

5.4. Theme 4: Building trust in AI solutions
In Section 5.1.3, we described that the successful adoption of AI technologies depends not only on
technical capabilities but also on the trust and confidence of end-users. Theme 4 explores the strategies
that can bridge the gap between AI technology and security analysts’ trust and is divided into three
subthemes:

• Active user engagement
• Transparency and documentation
• Explanations

5.4.1. Subtheme 4a: Active user participation
The first subtheme explains how active engagement of end-users in the AI development process can
contribute to building trust and ensuring adoption.
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All data scientists agree that involving analysts in the model development process is essential for fos-
tering trust in AI solutions. Analysts gain a sense of ownership over the product when they participate
in the process. Their influence on the development increases their satisfaction with the final product
and builds trust, as they become partners in the project. A data scientist illustrated this:

“The more you involve people in developing a product, the more influence they have on
what they see, the happier they are because they feel they are part of the process, they feel
they have something to say.” (D2)

Furthermore, analysts, who are experts in operational security, can perceive data scientists as non-
experts in the domain. This leads to reluctance to trust the solutions produced by them. “By showing
that we are doing it together, that helps a lot” (D4), reflected a data scientist. Analysts agree that without
firsthand experience in developing and implementing AI models, people are more likely to be skeptical
about the model’s reliability. An analyst, who was actively engaged in a project explained:

”I think a lot of people don’t trust themodel because they didn’t have the chance to implement
anything (…) and they are just afraid that the model would not work, would not give good
results. And maybe at the beginning, I also wasn’t so sure.” (A2)

Another analyst, who participated in a project, acknowledged that without this direct experience, trusting
the model would have been much more difficult:

“It was definitely easier to trust the model after taking part in the development. And if I will
get it, without this experience, ooh, [laughs] it could be hard.” (A3)

The experience of these analysts shows the significant role of active engagement in building trust. They
explained that by participating and learning how models work, they also understand where machine
learning excels and where it fails. This helps to demystify the AI process, which many perceive as
“magic” otherwise. Removing the sense of mystery and uncertainty surrounding the technology can
shift the perception of AI from an unpredictable black box to a well-understood tool.

Moreover, having an opportunity to experiment with a model during the development stage allows ana-
lysts to test it with their own examples of incidents. This hands-on experimentation provides concrete
evidence of the model’s effectiveness, further reinforcing their trust. An analyst described this process:

“In the development stage, I can easily test it [the model] with my practice and my examples
of incidents that are interesting to me. (…) If I see that it’s working, (…) it’s proof for me that
it’s OK.” (A1)

5.4.2. Subtheme 4b: Transparency and documentation
The second subtheme addresses that transparency is necessary for building trust in AI solutions. It
discusses how maintaining transparent processes and providing access to detailed documentation
can improve user acceptance among security analysts.

As highlighted in the previous section, active user engagement can foster trust in AI. However, many
analysts either do not want to be involved or simply do not have time to participate due to their busy
schedules. The interviews suggest that an alternative approach to gaining their trust is by ensuring
transparency and keeping analysts informed throughout the development process. This approach
keeps analysts updated, allows them to ask questions, and lets data scientists validate their findings
along the way. One data scientist explained the benefits:

“Every now and then we present, this is the progress, this is what we’re doing, this is where
we at, this is the problems we’re having (…) and then people see, OK, there is actual devel-
opment work being done and people from our side are being involved.” (D4)

As discussed in Subsection 5.3.1, due to the lack of structured processes, this practice is not always
upheld. An analyst told a story about the development of a model where analysts were neither actively
engaged nor properly informed and how this discouraged them from using it:

“We only got the information that [the model] was prepared and we didn’t get any details
about this project. I mean, what is the reason to create it? How can it interact with us?
I think the [data science] team has some ideas, but they don’t verify with us during the
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development. I think that, in some way, this model is a very far project from us. (…) As
analysts are treated only as the side of the project, they don’t know about it.” (A1)

This extract highlights the negative impact of a lack of transparency and communication. When ana-
lysts are not actively engaged or adequately informed about a project’s purpose and functionality, they
feel disconnected and are less likely to trust and use the final product. Proper documentation can miti-
gate these issues by providing clear, detailed information about the AI model’s goals and development
process. Another analyst shared their experience:

“Yeah, I don’t know how the model works and what it’s supposed to catch. I’m talking about
basics. To receive some documentation like that model should look for that, work like that,
analyze that data, and it should catch such situations. Yes, now in a lot of cases, this
is missing. (…) So I am not confident to work them because I don’t know how it works
exactly.” (A4)

While data scientists have started giving presentations when new models are implemented and then
providing access to analysts to these documents, the interviews suggest that this practice must be
improved, because comprehensive and accessible documentation can contribute to maintaining trans-
parency and building confidence in AI.

5.4.3. Subtheme 4c: Simple explanations
The final subtheme elaborates on the third identified approach to fostering trust in AI models–by provid-
ing analysts with explanations and allowing them to understand how individual AI decisions are made.
Subsection 2.1.2 provided a brief introduction to the field of explainable AI (XAI).

The need for providing explanations or some context was discussed by many participants. On the one
hand, this is necessary due to regulatory reasons, as in cybersecurity all decisions made by analysts
must be traceable. Therefore, the use of explanations is necessary to facilitate the integration of AI
into cybersecurity. On the other hand, explanations can build confidence among analysts. If they
understand the reasoning behind AI’s outputs, they might be more likely to use this technology. A data
scientist explained:

“For that reason, we do not use black box models. We rely heavily on explainability. We
cannot tell someone, well, this is suspicious, but not tell them why.” (D2)

Analysts agree that having some information on the model’s results and the underlying logic can be very
helpful for them. They acknowledge that the AI models are not perfect and there is always a chance of
the model providing erroneous results. Explanations can help them to make more informed decisions
about whether to trust the output or not. In other words, it provides an additional layer of information.
An analyst explained:

“But of course, it’s only a model, right? So, it cannot always give good results. But we
want to implement something like that: the first thing from the model will be the decision if
we should escalate the event or not, and the second will be the proportion of how sure the
model is about its reason. This can help to make a decision by ourselves if we should trust
or not.” (A2)

Effective explanations need to be straightforward and easy to understand. Some data scientists men-
tioned that they use SHAP plots to explain model decisions but noted that these can be difficult to
interpret. A data scientist pointed out, “Explainability, we also try to cover this part, but I believe that
they [analysts] don’t fully understand it.” (D3)

While education might help analysts learn how to read explainability plots, the work of security analysts
is often time-sensitive. Hence, for them, it is important to receive context about a model’s decision
that is easily digestible. Simple and clear explanations are essential for making AI tools practical and
trusted among users in high-pressure cybersecurity settings.



6
Implications and recommendations

The insights derived from the interviews reveal a nuanced landscape in the adoption, development,
and implementation of AI-based cybersecurity systems in the Bank. Most participants are excited
about AI’s potential to transform cybersecurity operations, but several challenges and doubts surfaced
too. It is necessary to perform a deeper analysis to understand the complex dynamics surrounding this
transition.

6.1. Root cause analysis
To gain a deeper understanding of these challenges, we conducted a cause-and-effect analysis, also
known as a root cause analysis (RCA). This is a collective term describing a range of systematic ap-
proaches applied to identifying the underlying causes of a problem and determining the actions required
to resolve it. RCA aims to investigate the problems and find their underlying causes, ensuring that pro-
posed solutions address the fundamental issues rather than merely treating the symptoms of a problem
[95]. In the context of this study, this analysis aims to move a level deeper and use the interview findings
to identify the logical relationships between the identified themes and subthemes from Chapter 5 and
understand the actual causes of the problems mentioned. It should be noted that these relationships
are not empirically proven but rather logical connections or potential associations. To establish whether
a true causal relationship exists, further statistical studies and empirical validation are necessary.

Figure 6.1 represents these potential links in a cause-and-effect diagram, depicting several levels:

• Undesirable effects: These are the visible problems that emerge as symptoms of deeper issues
within the system.

• Contributing factors: These are the intermediate elements that contribute to the undesirable ef-
fects, acting as links between the root causes and the observed problems.

• Potential root causes: These are the fundamental issues at the highest level that initiate the entire
sequence of cause-and-effect events.

• Potential solutions: These are the proposed actions or interventions aimed at addressing the
root causes and mitigating the contributing factors to resolve the undesirable effects. They will
be addressed in more detail in Section 6.2.

It should be noted that root cause analysis and systems analysis are complementary methodologies
that provide a comprehensive approach to understanding and improving complex processes [96]. The
sociotechnical system analysis, described in Chapter 4, offered a holistic view of the cybersecurity
ecosystem within the Bank that focuses on the integration of AI technologies. By covering both the
social (people and organization) and technical (AI systems and cybersecurity tasks) subsystems, it
provided an understanding of how different components and stakeholders interact. For example, as
sociotechnical systems analysis places technical issues within the broader organizational and social
context, it was easier to identify how technical challenges, such as data quality, can be influenced by
social factors, such as the lack of understanding of AI’s requirements.

35
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Figure 6.1: Cause-and-effect analysis and potential solutions.
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In our analysis, we identified two primary undesirable effects, or symptoms, based on the interview
findings: the difficulties in realizing AI projects in practice and the lack of trust in ML models. As illus-
trated in Figure 6.1, these effects are depicted with arrows pointing toward them and are influenced by
various underlying factors. It is also worth noting that these two undesirable effects can be intercon-
nected. For instance, difficulties in realizing AI projects in practice can contribute to the lack of trust
in ML models and vice versa, creating a feedback loop that further hinders successful AI development
and implementation. This potential bidirectional relationship highlights the complexity of the challenges
faced and underscores the importance of addressing both issues simultaneously to achieve meaningful
improvements.

Our root cause analysis identified eight potential root causes of these problems. While the term root
cause analysis seems to point to a single cause, it is rare, or even impossible, to identify only one
reason for a recurring problem [96].

6.1.1. Job security concerns and career path ambiguity
Many employees fear that AI technologies might replace their roles or render their skills obsolete. Inter-
views revealed that security analysts expressed anxiety about the future of their roles in an AI-driven
environment. This aligns with survey results that underscore high anxiety levels about automation [80].
In the context of this study, this concern leads to negative attitudes toward AI, resulting in a lack of
willingness to engage with these technologies. This phenomenon can be understood through the lens
of cognitive dissonance theory. Cognitive dissonance occurs when individuals experience a conflict be-
tween their beliefs and actions [97]. In this case, if analysts believe that AI will take their jobs, it creates
a psychological discomfort that makes it difficult for them to trust or cooperate with AI technologies.

6.1.2. Organizational culture and mindset
A traditional organizational culture that resists change can hinder the adoption of innovative technolo-
gies like AI. Many professionals are accustomed to established methods and processes and are skepti-
cal about new approaches. This resistance to change makes it difficult for the organization to embrace
AI solutions, leading to slow progress in AI project implementation. Participants indicated that even if
models are technically successfully developed and implemented, people struggle to understand how
exactly to use the insights generated by them, as they are used to their old ways of working. This aligns
with Rogers’ Diffusion of Innovations (DOI) theory [49] that provides insights into how new ideas and
technologies spread within an organization (or a social system). He discusses the effect of organiza-
tional culture on the adoption of innovations.

6.1.3. Senior management’s lack of understanding of AI’s requirements
Participants indicated that senior managers do not have a deep understanding of how AI technologies
work and what they require regarding infrastructure, data, and support. This knowledge gap can result
in suboptimal decisions about technical infrastructure and resource allocation, which puts more pres-
sure on data scientists and hinders the success of AI projects. It is worth noting that this study did not
include interviews with senior managers, and their perspective on this issue is missing. Without their
input, it is challenging to fully understand the reasons driving their decisions regarding resources and
support for AI initiatives. Future research should aim to include senior management to gain a more
comprehensive understanding of their decision-making processes. However, previous studies have
shown that top management support and understanding are crucial for the successful implementation
of information systems [98].

6.1.4. Ineffective feedback mechanisms
Ineffective feedback processes can lead to communication gaps between data scientists and end-users.
The data scientists expressed their concerns about not being able to receive honest feedback from
analysts regarding the models’ usefulness to them and their performance. Participants noted that the
official feedback channel is a biweekly meeting attended by multiple stakeholders, including managers.
We assume that mishandled power dynamics may be further influencing these meetings. Without
honest feedback, data scientists might not fully understand the practical needs and challenges faced
by analysts, leading to the development of AI models that do not address the most critical issues or
meet the actual needs of the end-users.
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6.1.5. Lack of structured development and deployment process
The lack of structured processes for the development and deployment of machine learning models
emerged as a potential cause for the difficulties in realizing AI projects in practice. First, this deficiency
hinders collaboration between cross-functional teams because responsible individuals are not always
clearly appointed, leading to confusion and project delays. Additionally, data scientists emphasized the
need for more structured processes, particularly in obtaining data for modeling, which directly affects
project success. Lastly, the absence of clear project success criteria can result in excessive time spent
onmodels that deliver suboptimal performance. Since analysts are actively involved in reviewing model
results—a time-consuming task—this can further foster negative attitudes towards AI and increase
mistrust.

6.1.6. Analysts' lack of understanding about AI
Many analysts view machine learning as a ’black box’ and do not understand how it functions. This
lack of understanding affects both the implementation of AI solutions and the analysts’ trust in these
technologies. Firstly, it leads to difficulties in interpreting model outputs and making informed decisions,
thereby reducing trust in AI models. Additionally, their limited knowledge of ML makes it challenging to
communicate ideas clearly and integrate their domain expertise with data science. This hampers the
definition of suitable use cases and effective collaboration in model development, leading to issues in
realizing AI projects. Lastly, not fully understanding how machine learning systems work can cause
analysts to see ML solutions as ”magic”—a mysterious process. When analysts cannot grasp how ML
models arrive at their conclusions, it becomes difficult for them to trust these outcomes.

6.1.7. Lack of transparency about ML models
Another factor that can lead to mistrust is when analysts are unable to interpret model outputs and
make informed decisions due to a lack of transparency about the model itself. As domain experts on
security data, analysts shared that they want to understand how data scientists process and interpret
the data. When there is a lack of transparency, analysts are left in the dark, which makes it challenging
for them to trust the results.

6.1.8. Lack of effective explanations of model outputs
The last identified factor that can lead to mistrust is when model outputs are not explained clearly.
Clear explanations provide essential information about the model’s predictions and assist in improving
decision outcomes [99]. AI-assisted decision-making leverages the strengths of both humans and AI to
make better decisions. Success in this collaboration depends on calibrating human trust in AI for each
situation. Knowing when to trust or question the AI allows experts to apply their knowledge effectively,
enhancing decision-making, especially in scenarios where the AI may not perform optimally [100]. The
interviews identified that effective explanations are essential to foster confidence and informed decision-
making.

6.2. Practical recommendations
6.2.1. Career mentorship
Our findings of the anxiety related to career uncertainties, when AI is introduced into the workforce,
are consistent with existing research [80]. To address these concerns, we recommend implementing
career mentorship interventions.

In the interviews, leaders from the Bank shared that they are not yet highly concerned about this issue.
This is because developing AI models is relatively new in the department, and several models run in
production simultaneously. While it may seem premature to discuss future careers with analysts due
to the limited integration of AI in cybersecurity practices, research indicates that initial trustworthiness
beliefs, or first impressions, can have long-term impacts [101]. Trustworthiness beliefs play an essential
role in AI integration as they influence how willing employees are to adopt and utilize AI technologies.
If employees trust the technology and the organization’s commitment to supporting their career growth
alongside AI, they are more likely to embrace and effectively use AI solutions [102].

To address these concerns, it is recommended to establish a career mentorship program that promotes
analysts’ collaborative behaviors with AI [102]. The program can focus on:
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• Career pathways: Clearly define career pathways that incorporate AI-related roles. This clarity
can help alleviate anxiety and demonstrate the organization’s commitment to supporting career
growth in the evolving technological landscape [83].

• Mentorship opportunities: Pair analysts with experienced mentors (i.e., security analysts ex-
perienced with AI) who can guide them through the integration of AI into their work. Mentors
can provide insights into how AI can enhance their roles and help them navigate potential career
transitions.

• Early engagement: Engage employees early in their careers by offering training and develop-
ment opportunities related to AI. This approach aligns with recommendations from Kong et al.
[102], advising employers to hire early-career employees and actively train them to work with AI,
thereby cultivating a long-term talent pool.

6.2.2. Education and training
Our findings suggest that education and training can address two key issues. Firstly, they can promote
a culture of innovation by changing the organizational mindset and creating a more welcoming envi-
ronment for AI technologies. Secondly, they can enhance analysts’ understanding of AI, effectively
bridging the gap between data science and cybersecurity. Notably, the cybersecurity data science
(CSDS) practice is a new discipline that is currently developing from practical experience rather than
being a purely theoretical or synthetic program. For its success, cross-training and collaborative team-
ing are essential components [25]. This suggests that training data scientists on cybersecurity topics
can be equally important.

Referring back to the sociotechnical system analysis described in Chapter 4, it is evident that individu-
als influence the organization by contributing to the collective skills and expertise of the workforce. This
collective expertise determines how effectively the organization integrates and leverages new technolo-
gies [81]. This underscores the importance of addressing this issue.

• Invest in AI fundamentals education: From the empirical analysis, it became apparent how
important it is to invest resources in educating cybersecurity employees about AI fundamentals.
This increased foundational knowledge has already proven to be successful in fostering the col-
laboration within the Bank’s cybersecurity department. The interviews revealed that analysts’
increased knowledge of AI has significantly enhanced teamwork dynamics between analysts and
data scientists, by improving the communication between them. It has also improved human-
AI collaboration, enabling analysts to better interpret model results and discern when to trust or
question a model. While participants acknowledge that there is still much progress to be made,
they agree that foundational training is an essential building block of this journey.

• Organize innovative events: Events such as the organized hackathons were also recognized
as positive measures. They allow participants to experience working in a team on a data science
project based on a use case they create. This breaks the routine way of working and encourages
their creative problem-solving. Hence, we advise to continue organizing such events, as they
stimulate innovative thinking. Besides hackathons, this can also be achieved through workshops.

• Continuous learning opportunities: While training, hackathons, and workshops can introduce
people to the topic, effective learning occurs through continuous practical application. This aligns
with the educational theory of constructivism, an action-oriented approach to learning, which
states that learners construct knowledge rather than passively absorb information [103]. Among
the interviewed analysts, several expressed their interest in learning about the intersection of ma-
chine learning and cybersecurity and building a career in this field. It is important to identify such
individuals and provide them with opportunities to expand their knowledge and practice. This can
be achieved by limited involvement in AI projects that do not interfere with their regular security
tasks. This aligns with the recommendation about career mentorship.

• Serious games1: In order to bridge the gap between cybersecurity and data science, it can be
equally important to provide opportunities for data scientists to understand the work of security

1Serious games are games that are designed with a primary purpose beyond pure entertainment. While they are still enjoyable
and engaging, their primary focus is on achieving a specific educational or practical goal rather than just providing entertainment
[104].
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analysts better too. A way to achieve this is through serious games. Gamification involves utiliz-
ing game-like mechanics, visual elements, and strategic game principles to engage individuals,
encourage participation, enhance learning, and address challenges [105]. In this context, serious
games can simulate real-world cybersecurity scenarios, allowing data scientists to experience the
challenges and thought processes involved in cybersecurity analysis. This experiential learning
method can enhance empathy, improve communication, and foster better collaboration between
data scientists and security analysts.

We would like to emphasize the importance of providing continuous learning opportunities. These in-
terventions can contribute to enhanced self-efficacy among employees, making them more confident
in their abilities to understand and work with AI technologies for cybersecurity. According to Albert Ban-
dura, the psychologist who introduced this concept, a strong sense of self-efficacy boosts both personal
achievement and well-being. Individuals who are confident in their abilities view challenging tasks as
opportunities to overcome, rather than threats to evade [106]. In organizations, higher self-efficacy
among employees is associated with greater job satisfaction and performance [107]. The concept of
self-efficacy is considered ”one of the most theoretically, heuristically and practically useful concepts
formulated in modern psychology” [108, p.47] and can translate into advantages for companies, man-
agers, and employees [109].

6.2.3. Reward innovation
We propose a second solution to stimulating employees to be more adaptive and embrace innovation—
by implementing rewards for innovation. According to the Self-Determination Theory (STD) developed
by Deci and Ryan [110], there are two types of motivation. Intrinsic motivation is driven by internal
rewards. These can be feelings of accomplishment, personal worth, or achievement. Extrinsic motiva-
tion is driven by external rewards, for example, to earn a reward or avoid punishment. Behavioralist
researchers distinguish between three types of extrinsic rewards—financial, recognition, and social re-
wards [111]. Extrinsic motivation has been found to have an interesting effect on intrinsic motivation,
as some extrinsic motivators can be internalized [93].

When it comes to work settings, Malek et al. [112] study new product development performance and
empirically demonstrate that financial rewards negatively impact intrinsic task motivation. In contrast,
they find that recognition and social rewards positively influence intrinsic motivation. The authors argue
that recognition and social rewards are seen as forms of managerial acknowledgment that enhance
one’s sense of relatedness. In the Self-Determination Theory, relatedness refers to the need to feel
connected and significant to others [110].

Kerr and Rifkin, in their book ”Reward Systems: Does Yours Measure Up?” [113], emphasize that
the design of reward systems plays a crucial role in shaping employee behavior and organizational
outcomes. They argue that effective reward systems align with organizational goals and motivate em-
ployees to perform desired behaviors. The authors highlight that there is no one-size-fits-all approach
and if reward systems are implemented wrong these can lead to expensive and unwanted outcomes.
They outline three essential steps:

1. Defining performance: Establish clear definitions of what performance means by translating the
organization’s values, mission statements, and strategies into specific, actionable goals, including
ambitious stretch goals. These goals should then be converted into concrete actions.

2. Tracking and assessing performance: Develop comprehensive metrics to monitor activities and
evaluate progress toward achieving the defined goals.

3. Aligning rewards with goals: Create reward systems that meet employees’ needs, support the
established metrics, and ensure that the company’s objectives are aligned with the efforts and
contributions of its employees.

6.2.4. Strategic communication and alignment
Organizational strategy significantly influences how technology, including AI, is developed and imple-
mented [81]. Strategic communication and alignment among senior managers are essential for the
successful development and deployment of AI in cybersecurity. At this hierarchical level, it is crucial
to demystify AI and clearly outline the requirements for its full-scale implementation. Given that senior
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Figure 6.2: Aiken Pyramid of data management [115].

leaders often lack the time to learn about the intricacies of AI, it is imperative to communicate these
requirements effectively. This can ensure that senior managers have a comprehensive understanding
of what is needed to support and drive AI initiatives, leading to more informed decision-making and
successful integration of AI technologies in the Bank’s cybersecurity department.

One potential framework that can be used in this regard is the Aiken Pyramid (see Figure 6.2). It draws
from the Data Management Body of Knowledge (DMBoK) [114] and aims to help organizations under-
stand and manage their data by organizing the data management pillars. This framework emphasizes
the foundational elements for successful AI initiatives, from storage and security to analytics and big
data. It breaks down data management into distinct phases, outlining a structured approach. The
pyramid emphasizes the importance of data governance and quality, portraying it as the foundation for
successful projects.

6.2.5. Improved feedback mechanisms
To address the communication gaps due to ineffective feedback processes identified in our root cause
analysis, it is necessary to enhance the feedback mechanisms. Our study highlighted a common chal-
lenge in many organizations where hierarchical dynamics can stifle open and honest feedback. This
relates to the concept of psychological safety, which is the state of feeling secure enough in a group
setting to take interpersonal risks. Essentially, it means that individuals can voice their opinions, seek
assistance, or acknowledge errors without fearing criticism or embarrassment. Psychological safety is
crucial for increasing team effectiveness and improving performance [116]. In the context of developing
and deploying machine learning models for cybersecurity in the Bank, a highly innovative space requir-
ing interdisciplinary efforts, this issue might be further complicated if analysts do not feel competent
enough in data science to provide feedback.

To improve the current feedback mechanisms in the Bank, we propose the following options:

• Feedback culture training: Conduct workshops focused on building a culture of open feedback.
These sessions should showcase instances where feedback has led to significant improvements,
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demonstrating the value of feedback and encouraging more open communication.
• Designated feedback mediator: Appoint designated individuals who can collect feedback from
analysts and present it during meetings. This approach helps ensure that feedback is shared
without direct confrontation and facilitate more honest and constructive communication.

• User feedback modules: If technology permits it, implement feedback modules within AI tools
where users can provide real-time feedback directly within the application.

• Feedback impact communication: Communicate back to users how their feedback has been
utilized to improve the AI models. This transparency can help build trust and show that their input
is valued and acted upon.

Relating this issue to the literature on change management, research has highlighted how important
feedback is for fostering change [117]. Hence, working towards an open and transparent collaboration
is essential.

6.2.6. Clearer process structure
The lack of a structured development and deployment process has been identified as another barrier
to the successful implementation of AI projects in cybersecurity. While the current limited number of
ongoing projects and running models does not present a bottleneck, this issue must be addressed
proactively. If the Bank intends to implement more AI models in the future, ensuring scalability and
efficiency in managing these models will be crucial to avoid potential challenges. To address this, it
is essential to establish a clearer process structure that provides a systematic approach to developing
and deploying AI models. At this stage, determining the exact structure of the process is challenging.
Future work should focus on this aspect.

One potential framework to consider is the methodology outlined in the paper by Foroughi and Luksch
[118]. This methodology draws on established data science practices and tailors them to the specific
needs of cybersecurity projects. The authors compare several data science methodologies, aiming to
identify the most effective approach:

• Knowledge Discovery in Databases (KDD) [119],
• Cross Industry Standard Process for Data Mining (CRISP-DM) [120],
• IBM’s Foundational Methodology for Data Science (FMDS) [89],
• Microsoft’s Team Data Science Process (TDSP) [121].

Based on the comparison, the authors outline a process with four general steps: (1) problem definition
and formulation, (2) data gathering, (3) data analysis, and (4) production (see Figure 6.3). Each general
step is broken down into several substeps and this approach is largely based on the Foundational
Methodology for Data Science [89]. This blueprint can be used to develop a process tailored to the
development and deployment practices at the Bank.

6.2.7. Transparent processes
The interviews indicated that transparency in AI processes is essential for building trust and facilitating
informed decision-making. According to Lao et al. [99], providing comprehensive information about AI
models can significantly enhance their usability and acceptance. The authors advocate for the use of
tools like model cards, fact sheets, and an ”About Me” tab to offer detailed insights into various aspects
of the models. These tools should include information on model performance, documentation, training
data, and other relevant details.

The use of model cards has been advocated as a medium to increase transparency among machine
learning developers and users by Mitchell and colleagues, and Figure 6.4 presents an overview of
model card sections with recommended prompts for each, as presented in the original paper [122]. The
authors emphasize the importance of viewing model cards as one of many transparency tools, such as
third-party algorithmic audits (quantitative and qualitative), adversarial testing, and more inclusive user
feedback mechanisms.
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Figure 6.3: The Foundational Methodology for Data Science for Cybersecurity projects, from [118].

6.2.8. Simple explanations
The literature on explainable AI (XAI) is quite limited, particularly when it comes to explanations that are
evaluated with real-world users [123]. It remains an open question how to address the actual needs of
users for understanding AI [124]. While the technical field of XAI has developed multiple tools to explain
AI models (e.g., SHAP, LIME), it is still unclear how to select the best one and translate it into suitable
UX designs [125]. The challenge lies in the lack of systematic evaluation of different explanation styles
and forms [126].

The community of human-centered explainable AI has emerged because explainability is considered an
inherently human property. Therefore, technological choices should be made based on users’ explain-
ability needs [99]. For instance, Kim et al. [127] conducted a mixed-methods study with 20 end-users
to understand their XAI needs, uses, and perceptions. They found that users prefer practically useful
information that resembles human reasoning rather than technical system details. Two human experi-
ments conducted by Zhang et al. [100] reveal that confidence scores can help adjust people’s trust in
an AI model. However, trust calibration alone is not enough to enhance AI-assisted decision-making.
Success also relies on the human’s ability to contribute unique knowledge that addresses the AI’s
errors.

Based on the interview results, it became clear that in the context of cybersecurity, simple explana-
tions are more useful. Participants noted that SHAP plots, for example, can be too complex and time-
consuming for analysts to interpret. Instead, a more straightforward approach is needed. Amarasinghe
et al. [128] studied the effect of explanations on fraud analysts by using SHAP among other XAI toolkits
and provided a simplified interface; see Figure 6.5. Analysts were presented with the top 6 features
with the highest absolute importance. The importance values were indicated by colors: green for neg-
ative importance (no fraud) and red for positive importance (fraud). A similar interface design could be
applied to security analysis, where analysts must decide whether an event is a real threat or not. By
providing pairs of feature names and their importance scores in a clear, color-coded manner, we can
make the explanations more accessible and actionable for cybersecurity analysts.
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Figure 6.4: An overview of model card sections with recommended prompts for each, from [122].

Figure 6.5: Sample interface of an ML-based tool for fraud analysis, including simplified explanations based on feature
importance, from [128].



7
Discussion

7.1. Conceptual model
The conceptual model presented in Figure 7.1 encapsulates the interplay between the social and tech-
nical factors in the development and use of AI for cybersecurity that were explored in this study. This
model illustrates how the social and technical elements interact and what strategies can bridge the
gap between them. It is divided into three main components—Technical Factors, Social Factors, and
Interactions—supported by Bridging Mechanisms that facilitate the development and integration of AI
technologies within an organizational context.

Figure 7.1: Conceptual model for bridging the sociotechnical gap in developing and using AI models for cybersecurity. On both
sides, we present the technical (left side) and social (right side) factors. The middle depicts the gap between them. As two

shores of a river are connected by the earth beneath the water, we illustrate the interactions between the social and technical
systems. Above the gap, the bridge comprises various bridging mechanisms essential for connecting technical and social

factors.

45
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Technical factors
AI model development is a critical component that involves creating and refining AI algorithms tailored
to detect cybersecurity threats. Developing robust and adaptable AI models is crucial to addressing
the dynamic nature of cyber threats. Our empirical findings and analysis show that model development
is difficult in practice due to the challenges in identifying suitable use cases and creating models that
do not generate too many false alerts (see Subsection 5.1.2). Another essential aspect is data qual-
ity and management. High-quality data is necessary for training accurate and reliable AI models, and
effective data management practices ensure that AI systems receive reliable and relevant data, enhanc-
ing their performance and trustworthiness. The difficulties in obtaining high-quality security data were
highlighted as a big challenge in the Bank (see Subsection 5.1.2). Moreover, model transparency
and explainability are vital for fostering trust among users. Understanding how AI models operate
and generate results ensures that security analysts can interpret and act on AI-driven insights, which
is crucial for practical application in cybersecurity operations. This issue was described in Subsections
5.4.2 and 5.4.3. Finally, the use of AI models is a factor that refers to how these models are deployed
and operationalized. Effective AI model use involves integrating these models seamlessly into existing
systems and workflows, ensuring that the tools are user-friendly and scalable, and implementing contin-
uous monitoring and feedback loops to maintain their effectiveness over time. We discussed the issues
related to model deployment and ineffective feedback in Subsections 5.3.1 and 5.3.2, respectively.

Social factors
The adoption of AI in cybersecurity is significantly influenced by organizational culture. A culture that
fosters innovation and is open to integrating new technologies is necessary for successful AI adoption.
Resistance to change within the organization can significantly hinder the implementation of AI solu-
tions. Additionally, management support, particularly senior management support, is crucial as it
provides the necessary resources and fosters an environment welcoming AI innovations. Leadership
commitment has been identified as key to driving strategic initiatives and AI adoption. Both of these so-
cial factors were described in Subsection 5.2.2. Moreover, interdisciplinary skills are another critical
social factor. Creating AI models for security purposes requires a blend of data science and domain-
specific knowledge. Developing interdisciplinary skills within teams ensures effective communication
and cooperation. We described this point in Subsection 5.3.2. Job security and career were also
identified as an important social factor due to their impact on organizational resistance (see Subsec-
tion 5.2.1). Lastly, trust in AI was identified as a fundamental social factor that determines to what
extent security professionals feel confident in using AI tools. We found it to be a central issue that
needs to be addressed in order to foster the envisioned human-AI collaboration between AI systems
and security analysts (see Subsection 5.1.3).

Interaction points
The intersection points in the conceptual model—trust-building efforts, continuous learning and innova-
tion, and cross-team collaboration and communication—are pivotal because they represent the points
where the technical and social systems intersect and influence each other. These points are impor-
tant for bridging the sociotechnical gap in AI adoption for cybersecurity. Trust-building efforts involve
actions and strategies aimed at creating and maintaining trust between AI systems and their human
users. This is an intersection point because trust in AI systems is built through technological aspects
like transparency, reliability, and consistent performance, while trust is fundamentally a human expe-
rience shaped by perceptions and beliefs. The effectiveness of AI models directly impacts user trust,
and the level of trust influences how users interact with AI systems. While trust is essential, the ef-
fectiveness of AI models forms the foundation of this trust. Activities aimed at building trust, such as
involving end-users and other stakeholders in AI development, providing clear explanations of AI de-
cisions, and demonstrating the reliability of AI models, require a blend of technical transparency and
effective communication.

Continuous learning and innovation refer to ongoing efforts to educate employees and foster a
culture of innovation through training programs, workshops, and events like hackathons. This is an in-
tersection point because continuous learning involves imparting technical knowledge about AI systems
to users. Meanwhile, users utilize this knowledge to generate new ideas for AI use cases in cyber-
security and to provide feedback to data scientists, which is then incorporated to improve AI systems.
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Technological advancements necessitate continuous learning to keep users updated, and innovative
ideas and practical insights from analysts can lead to technological improvements.

Cross-team collaboration and communication involve interactions between data scientists, cyber-
security analysts, and other stakeholders to develop and implement AI solutions. This is an intersec-
tion point because effective AI model development and deployment depend on continuous collabora-
tion between technical teams and operational teams, involving frequent communication and shared
problem-solving. The quality of AI solutions is directly influenced by the input and feedback from se-
curity analysts, and analysts’ ability to use AI tools effectively is enhanced through collaboration. Joint
meetings, collaborative development sessions, and feedback loops require both technical and social
elements, ensuring that AI solutions are practical and aligned with user needs.

Bridging mechanisms
Career mentorship programs (see Subsection 6.2.1) can play a role in guiding analysts through
the integration of AI into their work. By helping them understand how AI enhances their roles, these
programs can alleviate anxiety about job displacement and foster a culture of continuous learning and
support.

Education and training programs (see Subsection 6.2.2) are essential for bridging the knowledge gap
between disciplines. These programs can (1) enhance analysts’ understanding of AI and the critical role
of data quality, and (2) improve data scientists’ understanding of cybersecurity. This dual focus fosters
a culture of innovation and collaboration by ensuring that both groups have a mutual understanding of
each other’s domains.

Model documentation and explanations (see Subsections 6.2.7 and 6.2.8) are key to helping an-
alysts comprehend AI models. By providing clear and accessible explanations, these resources can
strengthen analysts’ trust in AI and ensure they can effectively incorporate AI outputs into their decision-
making processes.

Strategic alignment and communication (see Subsection 6.2.4) are vital for ensuring that AI initia-
tives are aligned with organizational goals, thereby securing senior management support. Additionally,
this alignment ensures that the necessary resources—such as time for employees to collaborate on
AI projects and the required infrastructure (e.g., development platforms)—are prioritized to facilitate
successful implementation.

Feedbackmechanisms (see Subsection 6.2.5) are essential for promoting open communication about
AI models and their outputs. By enabling continuous feedback, these mechanisms allow for ongoing
improvement and trust-building between analysts and data scientists.

Structured processes (see Subsection 6.2.6) can ensure consistency and efficiency in data man-
agement, AI model development, and deployment. These processes are critical for the successful
development and integration of AI technologies into organizational practices.

Reward systems (see Subsection 6.2.3) can incentivize innovation in AI technologies, fostering a cul-
ture that embraces and supports AI adoption. By recognizing and rewarding efforts in AI development,
these systems can encourage continued engagement and innovation.

7.2. Comparison with other studies
Related papers, discussed in the literature review (see Section 2.2), include those by Gusman [44], Al-
Dosari and colleagues [5], and Radebe and colleagues [4]. These studies were selected for comparison
because they employ a similar qualitative research strategy. Table 7.1 synthesizes relevant information
about each study, covering research objectives, methodologies, participant profiles, contextual factors,
and key findings.

Our study highlights the potential of AI to enhance threat management and operational efficiency in
cybersecurity. Similar findings were observed in the work by Al-Dosari et al. [5] and Radebe et al.
[4]. However, it also emphasizes significant challenges such as technical limitations and integration
issues, which is consistent with the findings by Radebe et al. [4]. All four studies agree that while
there are possibilities for automation and less human intervention in cybersecurity practices, humans
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Table 7.1: Comparison of studies on AI in cybersecurity.

Characteristic This study Study by Gusman
[44]

Study by
Al-Dosari et al.[5]

Study by Radebe
et al. [4]

Research
objectives

To explore the
challenges of
developing
in-house AI
systems in
cybersecurity and
propose ways to
mitigate them

To explore how
cybersecurity
experts make
decisions with the
help of AI tools

To understand the
implications of AI
on cybersecurity

To establish how
cybersecurity
experts perceive
the usefulness of
AI tools

Methodology Semi-structured
interviews,
thematic analysis

Semi-structured
interviews,
thematic analysis

Semi-structured
interviews,
thematic analysis

Semi-structured
interviews,
thematic analysis

Participants 15 cybersecurity
experts

10 cybersecurity
experts

9 experts 11 cybersecurity
experts from large
organizations

Contextual
factors

A large Bank in
Europe

Various industries
in the United
States

Banking industry in
Qatar

Various industries
in South Africa

Key
findings

- AI can enhance
threat
management
- Technical
limitations and
integration issues
- Human-AI
collaboration
- Lack of trust
- Job security
concerns and
career path
ambiguity
- Organizational
culture, leadership
support, and
strategic alignment
- Needs resources
and well-structured
processes
- Interdisciplinary
collaboration
- Need for training
and skill
development
- Need for
development with
end-users
- Need for
transparency and
clear
documentation
- Need for model
explanations

- Humans will
remain the
dominant
decision-makers;
- Decision-making
with the help of AI
will be more
prevalent
- Learning curve
necessitating
training
- Cybersecurity
employees will
need to adjust
- Excitement to
learn about AI and
ML systems

- AI can enhance
cybersecurity
- AI is more
efficient compared
to rule-based
algorithms
- Vulnerabilities of
employed models
- Accumulation of
data
- Chatbot privacy
- Fictitious data
- Redundancy
- AI complexity
- Potential security
risks
- Outdated
organizational
strategies
- Lack of
compatibility
- Need to train
employees
- Regulatory and
compliance
requirements
- Socioeconomic
implications

- Automation
- Less human
intervention
- Insightful
reporting
- Reduced false
positives
- Reduced risk
- Productivity
- Faster and easier
data gathering
- Data privacy
concerns
- Alert fatigue
- Compatibility and
configuration
issues
- AI used by
cybercriminals
- Marketing hype
- Cost
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will remain the dominant decision-makers. This is because of the high risk associated with automated
cybersecurity processes, such as financial and reputational damages, as well as due to regulatory and
compliance requirements.

A major concern identified in this study is the anxiety among cybersecurity professionals triggered by
uncertainty about their future careers. This aligns with the findings of Gusman [44], who notes the
need for cybersecurity employees to adjust and learn about AI and ML systems. Al-Dosari et al. [5]
also stress the socioeconomic implications of AI integration. Organizational culture, leadership support,
and strategic alignment are highlighted in this study as crucial factors for successful AI adoption. This is
consistent with findings from Al-Dosari et al. [5], who emphasize how outdated organizational strategies
can hinder in-house AI implementation.

The need for continuous education and training is a recurring theme across all studies. Our study
highlights the importance of empowering analysts through education, which aligns with Gusman’s [44]
emphasis on the learning curve and the need for training, as well as the findings by Al-Dosari et al.
[5]. As our study focuses predominantly on the in-house development and integration of AI, we em-
phasize the critical role of educating security analysts. This education is a key facilitator for successful
interdisciplinary collaboration, which is essential for achieving successful AI-cybersecurity integration.

Building trust in AI solutions is a critical factor identified in our study, with a focus on how user col-
laboration, transparency, and simple explanations can bridge this gap. Interestingly, the other studies
we compared with did not extensively address the aspects of building trust in AI. This gap highlights a
unique contribution of our study, underscoring the necessity of integrating trust-building measures into
the AI adoption process in cybersecurity.

Notably, both Al-Dosari et al. [5] and Radebe et al. [4] highlight the vulnerabilities of machine learning
models and their potential to become targets for cyberattacks. In our study, this topic was not exten-
sively addressed due to the limited number of participants who discussed it and their varied opinions.
One participant expressed concerns about the inherent vulnerabilities of AI models, emphasizing the
need for robust security measures to protect against adversarial attacks. Conversely, another partic-
ipant was more optimistic, suggesting that such attacks would be difficult for threat actors to achieve
without first gaining access to the organization’s data.

The topic of adversarial learning attacks receives attention from researchers. They stress the possibility
of attackers poisoning training data or manipulating the input data of trained models, leading to biased
or incorrect predictions [3], [129]. However, while these attacks are technically feasible, researchers
also acknowledge that executing them in real-world scenarios presents significant challenges due to
factors such as the advanced defenses employed by cybersecurity systems [129]. While this may
not be an immediate threat, attackers will likely continue to develop more sophisticated adversarial
techniques. Therefore, defenders should proactively test the robustness of AI-enabled cybersecurity
systems against these evolving threats [129].

7.3. Reflections
7.3.1. Expected and unexpected findings
It was expected that the interviews would highlight AI’s potential in cybersecurity, including its ability to
automate tasks and improve security detection. These benefits are consistent with the broader litera-
ture and industry trends, which highlight the transformative capabilities of AI in this domain (e.g., see
Darktrace’s most recent report [130]). Issues such as data quality, the scarcity of labeled data, and
the complexity of developing suitable AI models are well documented in the literature. Hence, it was
expected that these obstacles would also present significant barriers within the context of the Bank’s
cybersecurity operations. However, anticipating these challenges does not diminish their significance.
Interviews with data scientists highlighted persistent problems related to data quality, noting that many
data structures are designed at the back-end of applications solely to capture data, often without en-
suring its quality. Implementing effective data management strategies is a foundational requirement
for transitioning to an AI-driven cybersecurity department. These strategies should not only include
robust data quality monitoring and auditing processes but also emphasize the importance of educating
stakeholders about the critical role of data in analytics and their responsibilities within this framework.
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The finding that AI will serve as a complementary tool rather than a replacement for human analysts
is consistent with the prevailing view in the field. Considering the high-stakes environment of cyber-
security, particularly within a large bank, it was anticipated that participants in this case study would
hold similar opinions. Despite AI’s significant advancements, it remains susceptible to errors due to
technological limitations and the complexity of its operation. Consequently, human analysts play an
indispensable role in mitigating these flaws. This highlights the need for future initiatives to focus on op-
timizing the collaboration between humans and AI within this context, rather than concentrating solely
on advancing the technology itself.

Research consistently underscores the significant influence of organizational culture and senior man-
agement support on the adoption of AI technologies. In line with this, our case study confirmed the
critical role of these factors. For example, resistance to change can be a significant barrier to the adop-
tion of new technologies, especially in established organizations where existing practices and mindsets
are deeply ingrained. In this context, strategic alignment from leadership is essential to overcoming
these challenges. This finding reinforces the notion that the journey toward AI integration is not solely a
technological challenge but also a matter of effectively managing people and organizational dynamics.

While some level of anxiety regarding job security is anticipated with the introduction of AI technologies,
the extent to which these concerns and career path ambiguities emerged as significant barriers was
surprising. This indicates a deeper level of fear and resistance among security analysts than initially
expected, emphasizing the importance of addressing these concerns proactively to mitigate resistance
and foster acceptance of AI within the workforce. This means that there is a need for organizations to
prioritize people-centric strategies alongside technical solutions. In Subsection 6.2.1, we proposed ca-
reer mentorship as a key strategy. To develop these career mentorship programs, organizations should
begin by conducting needs assessments to identify employees’ skills, aspirations, and concerns related
to AI integration. These insights will allow mentorship programs to be customized, providing targeted
guidance and support that address the identified needs. Additionally, implementing pilot programs can
help gather iterative feedback, and refine and adapt the mentorship initiatives to ensure alignment with
both organizational objectives and individual goals.

Furthermore, the pronounced lack of trust in AI among security analysts, who often view AI as a ”black
box”, was more significant than anticipated. This distrust implies that the perceived opacity of AI sys-
tems is a critical barrier to their adoption in cybersecurity. Interestingly, compared to similar studies
(see Table 7.1), our research uniquely identified this issue as a significant challenge in the broader
adoption of AI in cybersecurity. As detailed in our root cause analysis (see Section 6.1), the lack of
trust in AI among security analysts is the result of several problems, including the analysts’ lack of
understanding of AI, the lack of transparency about how deployed ML models function, and the lack of
effective explanations of model outputs. While it is relatively intuitive that transparency and explana-
tions are essential for building trust, it was less expected that a lack of understanding of AI would also
have a significant effect on trust.

One argument for why the lack of understanding of how AI functions significantly affects security an-
alysts’ trust in AI lies in the nature of their work and the historical context of cybersecurity practices.
Unlike many technologies we use in daily life without fully understanding them, cybersecurity has tradi-
tionally relied on rule-basedmodels, which are inherently easier to comprehend. Thesemodels operate
on clear, predefined rules that analysts can understand, modify, and predict, providing a sense of con-
trol and transparency. The shift to AI-driven approaches introduces a level of complexity and opacity
that contrasts with the simplicity of rule-based systems.

Furthermore, the high-risk nature of cybersecurity amplifies the need for understanding and trust in the
tools used. Security analysts are responsible for protecting sensitive data and critical infrastructure,
and their decisions can have significant and far-reaching implications. When analysts rely on AI tools
that they do not fully understand, they may feel anxious about the potential consequences of their
decisions. This anxiety may stem from the fear of unintended outcomes or missing critical threats due
to the ”black box” nature of AI, where the decision-making process is not transparent.

Unexpectedly, existing feedback mechanisms were found to be often ineffective, with analysts hesi-
tant to provide honest feedback in formal settings. This suggests that current processes for collecting
and integrating user feedback are not adequately fostering open communication, indicating the need
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for some adjustments. An important contextual factor from our case study is the Bank’s operation in
an international environment, with its cybersecurity department distributed across different countries.
Cultural differences play a significant role in how feedback is perceived and delivered [131]. This ties
into the concept of power distance, or the degree to which individuals with less power within organiza-
tions accept and expect the unequal distribution of power [132]. In low power distance countries, open
communication and feedback are typically more encouraged and expected, whereas in high power
distance countries, there may be a greater reluctance to speak openly. To overcome these communi-
cation barriers within multicultural teams, one potential approach is to organize workshops focused on
cross-cultural communication and feedback.

While the importance of continuous learning and innovation is well-known, the significant positive impact
of events like hackathons on collaboration and practical understanding was particularly notable. These
events promote creative problem-solving and help demystify AI, making it more approachable and
understandable for analysts. Encouraging such innovative activities can enhance practical engagement
with AI technologies.

Finally, the preference for straightforward, easily digestible explanations of AI model decisions over
more complex technical details was somewhat unexpected. This finding emphasizes that while tools
like SHAP are valuable for explainable AI (XAI), their complexity can be a barrier. Analysts benefit
more from simplified, clear explanations that meet their practical needs, highlighting the need for user-
centered AI explanation development and testing.

Supporting our findings, Suh et al. [133] reported that XAI methods like SHAP and LIME are often
perceived as confusing by cybersecurity analysts. A potential solution could be using Large Language
Models (LLMs) to translate SHAP outputs into user-friendly narratives. Ali and Kostakos [134] proposed
an intrusion detection system using an LLM-based conversational agent, though without user testing
to confirm its acceptance. Meanwhile, Zytek et al. [135] demonstrated that LLM-generated natural
language explanations consistently outperformed SHAP plots in a user study, suggesting promise in
this approach. Notably, LLMs can generate inaccurate explanations (”hallucinations”), emphasizing the
importance of thorough evaluation to ensure their reliability.

7.3.2. Necessity of AI in cybersecurity
Given the evident challenges and resistance to adopting AI tools in cybersecurity, as highlighted by the
findings of this research and supported by other sources [8], it is essential to consider whether this shift
is indispensable for the field.

The necessity of AI in cybersecurity is underscored by several factors. The rapid advancement of digital
technologies has changed the nature of cyber threats, creating new challenges for organizations around
the world. Traditional cybersecurity measures, once considered sufficient, now struggle to contend with
the evolving sophistication and frequency of modern cyberattacks [29]. As Robert Mueller, a former
director of the Federal Bureau of Investigation (FBI), once said, ”There are only two types of companies:
those that have been hacked and those that will be. And even they are converging into one category:
companies that have been hacked and will be hacked again” [136].

AI can address these challenges due to its capability to process large amounts of data swiftly and iden-
tify anomalies, allowing it to facilitate fast threat detection, a crucial feature for minimizing damage and
mitigating risks [137]. This capability is particularly important in detecting advanced threats such as ran-
somware, zero-day exploits, and insider attacks, which require more proactive and adaptive defense
mechanisms [29]. A recent case study by Goswami and colleagues [29], which explored the effects
of implementing an AI-driven threat detection system at a bank, reports a significant decrease in false
alerts (from 15% to 5%), an improvement in overall detection accuracy (from 68% to 86%), a decrease
in the mean time to detect threats and enhanced operational efficiency. A study by Roelofs et al. [41]
investigated the use of machine learning to combine weak signals from various independent detection
systems within a large organization. The researchers discovered that this approach significantly im-
proved the accuracy of attack detection while also reducing the number of alerts that security analysts
needed to review. While our study hypothesized the benefits of AI for cybersecurity based on expert
opinions, the literature provides concrete evidence that leveraging AI tools can significantly strengthen
organizations’ cybersecurity posture.
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In contrast to traditional rule-based models, which operate on predefined rules and can be relatively
static and inflexible, AI systems are dynamic and adaptable. Rule-based models require continuous
manual updates to address new threats, which can be time-consuming and prone to human error.
They are often limited in their ability to detect unknown or emerging threats, as their effectiveness is
constrained by the rules they are programmed with.

AI can enhance decision-making by providing security analysts with insights and recommendations
based on data-driven analysis. This support is crucial in a field where timely and informed decisions
can prevent extensive damage. AI systems can prioritize threats, suggest remediation actions, and
predict potential outcomes, thereby aiding analysts in making more effective decisions quickly.

7.3.3. In-house AI tools development and vendor solutions for cybersecurity
To ensure the manageability of this project, the research focused on the in-house development and
implementation of AI for cybersecurity. The primary focus of the interviews was on the challenges
associated with in-house AI development and use. However, it is important to note that these challenges
are not unique to in-house development; they also apply to vendor solutions.

When discussing trust development, analysts, data scientists, and leaders indicated that this issue is
even more pronounced with vendor solutions. Respondents noted that vendors often do not disclose
AI model documentation, which can limit transparency regarding how the models are developed and
their inner workings. While trust was identified as a significant issue in our research, addressing it may
be more straightforward with in-house tools due to the greater control and transparency that internal
development allows.

Vendor solutions, however, play a crucial role in the broader cybersecurity strategy. These tools of-
ten provide a robust foundation or baseline, enabling organizations to quickly deploy AI capabilities.
By starting with established vendor solutions, in-house teams can then focus on customization and
enhancement, adapting these tools to meet the specific needs and challenges of the organization.

In-house development offers several advantages in terms of trust, transparency, and explainability.
When analysts and data scientists co-create AI solutions, trust development is facilitated through shared
collaboration and involvement. This collaborative process allows stakeholders to gain a deeper under-
standing of the AI models, fostering a sense of ownership and confidence in the tools.

Additionally, in-house development allows data scientists to implement mechanisms that make AI mod-
els more transparent and explainable. By incorporating explainability layers, in-house teams can de-
mystify the decision-making process of AI models. This transparency is particularly crucial in cyberse-
curity, where understanding the rationale behind AI-driven decisions is essential for analysts to make
informed and timely responses.

7.3.4. The need for human-centered AI development and implementation
Many studies on AI in cybersecurity adopt a technocratic view, focusing predominantly on technological
capabilities without adequately considering human factors. However, our study employs a sociotechni-
cal framework, emphasizing the dynamics between social and technical components in the integration
of AI. This approach emerged from a preliminary survey that revealed a low adoption rate of AI tech-
nologies in the Bank’s cybersecurity department, a finding consistent with existing literature.

This insight underscores that even highly accurate AI systems may face adoption challenges due to
complex human factors. The promise of AI cannot be fully realized if solutions are not designed with
human properties and needs in mind. Our case study highlights the pivotal role of security analysts
in AI development for cybersecurity. These professionals not only identify use cases based on their
daily challenges but also assist data scientists in understanding data, developing model features, and
testing the resulting AI models.

Security experts act as both users and domain experts, making their involvement crucial for the suc-
cessful adoption of AI in cybersecurity. Ignoring their role and the human factors associated with it can
impede the effective integration and utilization of AI tools. Therefore, AI solutions for cybersecurity must
be engineered with a clear focus on human-centered design, ensuring that the needs and expertise of
security analysts are integral to the development process. This approach can enhance the utilization
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of AI tools and foster trust and acceptance among the workforce, ultimately leading to more effective
cybersecurity practices.

7.4. Limitations
Organizational context
This research is based on a single-case study of a large European bank, providing in-depth insights into
AI adoption within a specific organizational and cultural context. While this focus allowed for a detailed
exploration of relevant dynamics, the findings may not be fully generalizable to other organizations,
industries, or geographic regions. The specific organizational culture, structure, and practices of the
studied company can influence the results, meaning that different organizations might face unique
challenges and opportunities not captured in this study. However, the alignment of our results with
those from comparable studies (see Section 7.2) suggests that the insights gained are likely to be
generalizable beyond this immediate context.

Sample size
The study involved 15 participants, which is considered sufficient for qualitative analysis [73] and larger
than in some other studies (see Table 7.1). While this sample size allowed for a sufficient examination
of key themes, a larger and more diverse sample could provide additional perspectives and capture
further nuances.

Participant selection and response bias
A possible limitation of this study is the selection of participants, which may have introduced response
bias. Response bias arises when the chosen participants do not accurately represent the broader sam-
ple population or the entire industry [138]. In this case, the cybersecurity analysts who were included
in the study were predominantly those who were already involved in AI projects or had some level of
engagement with AI technologies. This selection potentially skews the findings, as these analysts may
hold more favorable views toward AI, given their direct experience and involvement in its implemen-
tation. To mitigate this limitation, the interview questions were designed to encourage participants to
reflect not only on their own experiences but also on those of their colleagues. This approach aimed
to capture a broader range of perspectives, helping to balance the potential bias introduced by the
participants’ direct involvement with AI.

Qualitative methodology
This research primarily employed qualitative methods, which are well-suited for exploring complex,
context-specific phenomena like AI adoption in cybersecurity. While qualitative approaches provide
rich, detailed data, they can also be influenced by biases such as interviewer influence and participant
subjectivity.

Time constraints
The six-month duration of this study provided a snapshot of AI adoption at a particular moment in time.
While this was sufficient to capture key dynamics, it may not fully reflect the long-term impacts and
evolving nature of AI integration in cybersecurity. Longitudinal studies could build on this research by
offering deeper insights into how AI adoption influences organizations over time.

Researcher bias
Given that the study and subsequent data coding were conducted by a single researcher, there is a
possibility of researcher bias. Despite efforts to maintain objectivity through systematic analysis and
reflection, the findings may still reflect some degree of personal bias.

7.5. Future research
Generalizability
To increase the generalizability of these findings, future research should consider conducting multiple
case studies across a variety of settings and organizational contexts, such as comparing cybersecurity
practices in small, medium and large enterprises, or examining different industries like finance, health-
care, and manufacturing. This would help determine whether the findings hold true across different
types of organizations and sectors.

Additionally, incorporating mixed-method approaches in future studies could strengthen the evidence
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base by complementing qualitative insights with quantitative data. This combination would not only
validate the findings through numerical data but also help capture more diverse perspectives by allow-
ing researchers to explore patterns on a larger scale. For example, while qualitative interviews might
uncover nuanced experiences and opinions, quantitative surveys could reach a broader audience, re-
vealing trends and variations across different demographics or organizational roles.

Human-centered AI development frameworks
Building on the sociotechnical approach of this study, future research could focus on developing com-
prehensive frameworks for human-centered AI development in cybersecurity. These frameworks should
integrate social factors, such as user trust and organizational culture, with technical considerations to
ensure that AI tools are both effective and widely adopted.

Practical exploration of AI trust-building mechanisms
Future research should explore specific strategies that can effectively build trust in AI among security
analysts. While this study identified transparency, active user involvement, and clear explanations as
some of the key factors, more work is needed to develop and test practical trust-building interventions
tailored to different organizational contexts. Future studies should explore which elements of trans-
parency (e.g., visibility into AI decision-making processes, access to model documentation, or clarity
in data sources) are most crucial for fostering trust and how these elements vary across different types
of AI models or organizational contexts.

In line with our stands of human-centered AI development and use, future work should conduct user
studies with security analysts to determine what types of explanations they find most useful. These
studies should explore what formats or levels of detail in AI model explanations are most suitable and
how these can be tailored to different levels of expertise or different cybersecurity use cases.

Longitudinal studies on AI integration in cybersecurity
Long-term studies that follow the integration of AI into cybersecurity over several years would provide
valuable insights into how trust and cross-team collaboration evolve. Insights into how trust in AI devel-
ops can be used to design governance frameworks that ensure AI tools are implemented responsibly,
with clear guidelines for transparency, accountability, and ethical use. These studies could also track
the career development of security analysts as AI tools become more prevalent, providing a clearer
picture of the impact on job roles and career trajectories. Understanding the long-term impact of AI on
job roles and collaboration can inform the design of targeted training programs that address specific
skill gaps and prepare security analysts for the evolving demands of their roles.

Longitudinal insights can provide empirical evidence on how the interaction between social and techni-
cal factors evolves. These can contribute to the refinement of the proposed sociotechnical conceptual
model and the development of generalized frameworks that could be applied to other sectors facing
similar AI integration challenges.



8
Conclusion

In this thesis, we explored the adoption of AI in cybersecurity, specifically within the context of a large
European bank’s cybersecurity department. By employing a sociotechnical system (STS) approach,
we explicitly considered both the technical and social dimensions of AI integration. Our approach
was successfully evaluated through a case study that involved semi-structured interviews with key
stakeholders, including security analysts, data scientists, and leaders within the department.

Through a thorough sociotechnical system analysis, we identified critical interactions between the tech-
nical systems and social structures that influence the adoption of AI in cybersecurity. This analysis
revealed that successful AI adoption relies on the cohesive interaction between people, organizational
structures, and technological systems. Our qualitative methodology allowed us to explore the intersec-
tions between these components, uncovering both the potential and the challenges of AI integration.

Our results confirmed the existing literature, notably the works of Gusman [44], Al-Dosari et al. [5], and
Radebe et al. [4], while also expanding on important topics such as the organizational readiness for AI,
the influence of job security concerns, and the necessity for effective changemanagement. Additionally,
we concluded that while AI offers significant potential for enhancing efficiency in cybersecurity, it also
introduces challenges related to user trust and system transparency.

Our methodological framework provided the opportunity to examine in greater detail the interactions be-
tween the technical and social elements by conducting a root cause analysis. It particularly highlighted
the interdisciplinary aspect of AI-enabled cybersecurity applications within the financial industry and the
role of the organization, with its culture, leadership, and processes, in the success of AI adoption. With
that in mind, we proposed a new conceptual model that combines both technical and social factors and
discusses the interactions among them, providing bringing mechanisms that can help organizations
navigate the AI transition. This framework enhances the understanding of AI adoption in cybersecurity
and provides practical recommendations for improving the development, deployment, and acceptance
of AI systems.

In conclusion, the adoption of AI in cybersecurity represents a significant opportunity to transform threat
management and operational efficiency. However, its successful integration requires a holistic ap-
proach that addresses both technical and social challenges. By bridging the sociotechnical gap, as
outlined in our proposed framework, organizations can better interpret and augment their understand-
ing of the complex relationships among technology, people, and processes, ultimately enhancing their
cybersecurity capabilities.

Academic contributions
This research contributes to the academic body of knowledge by providing a detailed examination of
the sociotechnical factors influencing AI adoption in cybersecurity. By integrating sociotechnical sys-
tems theory and innovation adoption models with root cause analysis techniques, the study offers a
comprehensive framework that can be used to understand the complexities of AI implementation in
other contexts. Specifically, this research adds to the body of knowledge in the disciplines of orga-
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nizational behavior, innovation management, information systems, and cybersecurity. Through this
multidisciplinary approach, the study provides valuable insights for researchers and practitioners seek-
ing to navigate the transition to integrating AI technologies within organizational settings.

Practical relevance
For practitioners, this study offers actionable recommendations to enhance the development and im-
plementation of AI-based cybersecurity systems. The insights into the organizational, technical, and
social barriers to AI adoption can help cybersecurity departments better prepare for and manage the
transition to AI-enhanced operations. The study’s findings on user experience, trust in AI systems,
and the importance of transparent and structured processes are particularly relevant for improving the
practical deployment of these technologies.

Policy and management implications
The study also has implications for policy and management within organizations. It highlights the need
for strategic alignment, resource allocation, and the importance of fostering a supportive organizational
culture for successful AI adoption. By addressing job security concerns and emphasizing the need for
continuous education and training, the research provides managers with essential strategies to ensure
a smooth integration of AI technologies, benefiting both the organization and its employees.
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A
Interview protocols

Standard introduction
• Welcome and thank the interviewees for their participation.
• Provide an overview of the purpose of the interview: to understand the challenges related to
in-house development and implementation of AI technologies in cybersecurity.

• Confirm consent for recording.
• Ensure the participant that all data will be anonymized.
• Ensure the participants there are no right or wrong answers and that they can omit any question
if they feel uncomfortable.

Standard demographic questions
1. How old are you?
2. What is your highest degree of education?
3. How many years have you been working in your current position?
4. How many years have you been working in cybersecurity?
5. Tell me about your daily responsibilities in your role.

A.1. Interview questions for end users
AI tools properties
1. In your work, do you currently use any AI tools (AI tools = in-house developed models and not

commercial models)?

(a) If yes, go to section: Experience with AI tools for cybersecurity
(b) If no, go to section: Specific questions for non-users of AI tools

Experience with AI tools for cybersecurity
1. What AI tools do you use or have used for your work tasks? What are the reasons? What do you

like/dislike about them?
2. Can you walk me through how you integrate these AI tools into your workflow? How well do the

AI tools integrate with other cybersecurity systems or processes?
3. Discuss the overall usefulness of AI technologies in your job. What problem do they solve for you?

Have these AI tools helped to reduce the workload or created additional tasks or complexity?
4. Discuss the ease of use of these AI tools. How easy was it for you to become proficient with using

them? What support did you receive during this phase?
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5. Assess the reliability and trustworthiness of these AI tools. What influences your trust in these
tools? What type of explainations or contextual information do you need?

Design and implementation process
1. Were you involved in the design process of any AI tools you use? If not, would you like to be

involved? Describe the collaboration. What gaps have you observed?
2. Was there a trial or experimentation phase? How long did it last? How was it carried out? What

was your experience with it?
3. How is user feedback collected and incorporated into the development of these AI tools? Do you

have a collaboration platform?

Specific questions for non-users of AI tools
1. Which AI tools are you aware of and have access to but do not use? What are your main concerns

or reasons for not using the available AI tools in your work? (usefulness, ease of use, integration,
reliability, trust)

2. Discuss your knowledge and skills related to AI tools, and how this impacts your confidence in
using them?

3. Would you like more exposure or training to AI in general? Would this make you more likely to
start using such tools?

4. How important is trust in the tool when you decide to use or not use AI tools? Would greater
transparency about how AI tools function and are developed affect your willingness to use them?
To what extent do you trust the output of the models?

5. What changes or improvements in AI tools would make you more likely to adopt them?
6. How would being more involved and informed about the development of ML models affect your

decision to use them?

Perceptions of AI tool adoption and work transformation
1. What do you perceive as the main factors influencing AI adoption rates among your colleagues?

What barriers exist?
2. How do you view the role of AI in decision-making within cybersecurity tasks? How do you feel

about AI making some selected decisions on its own? How do you feel about making critical
decisions with AI assistance? Who is responsible when AI-related errors occur? How does that
affect your confidence in using AI tools?

3. What are your thoughts on how AI could change job roles and job security within the cybersecurity
field? How does that affect your decision to use or not use these technologies?

A.2. Interview questions for data scientists
1. How do you view the use of AI for cybersecurity tasks, specifically its benefits and challenges?
2. What are the primary technical and organizational challenges you face when developing and

implementing AI models? How do you address these challenges?
3. How are new AI projects initiated? Who is involved in the design and implementation stages?

How would you describe your collaboration with other teams during the development process?
(challenges, successes, examples) What are some gaps and things that could be improved?
What platforms do you use to collaborate? Optional: How do you ensure AI tools are user-friendly
for end-users?

4. How do you ensure AI tools integrate with existing cybersecurity systems and workflows, and how
do you handle compatibility issues with legacy systems?

5. How do you involve end-users in the development process to ensure the AI tools meet their
needs? What feedback mechanisms are in place to gather and incorporate user feedback?
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6. From your perspective, what factors influence the adoption rates of AI tools among end-users?
What barriers to adoption have you observed, and how are these addressed?

7. Where do you see the future of AI in cybersecurity heading? What changes do you anticipate in
job roles/responsibilities and job security due to AI?

8. What is your view on trust in AI? What mechanisms are in place?
9. What is your opinion about AI-assisted decision-making? What mechanisms ensure accountabil-

ity when AI-related errors occur?

A.3. Interview questions for leaders
1. How do you view the use of AI for cybersecurity tasks, specifically its benefits and challenges?
2. How do new AI innovations typically come to your attention? Who proposes such initiatives?
3. What criteria or factors do you consider when transitioning from a use case proposal to a final

adoption decision? Which stakeholders are involved in this process and how?
4. How is information about potential and adopted AI innovations communicated within the organiza-

tion? What formal mechanisms are in place for collecting and incorporating feedback throughout
this process? Do you use any collaborative platforms?

5. What factors influence the adoption rates of AI tools (among your team)? What barriers or forms
of resistance have you noticed, and how are these addressed?

6. Where do you see the future of AI in cybersecurity heading in the next few years? How do you
anticipate AI will change job responsibilities and job security within the cybersecurity field?

7. What is your opinion about AI-assisted decision-making (i.e., making decisions with AI)? What
mechanisms are in place to address accountability and liability when AI-related errors occur?
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