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SUMMARY

Cyber-physical systems integrate digital control and physical processes and often
operate in complex, uncertain environments. The consequence of operational fail-
ures in such systems can be catastrophic and may include loss of life, environmental
damage, irreparable system damage, and economic disruption. Therefore, safety is
a critical concern and traditional engineering approaches that only rely on extensive
testing and conservative design margins are insufficient to guarantee safety in the
face of uncertainty. The issue is that testing only assesses the performance on a
limited number of scenarios or samples, while in practice the collection of possi-
ble scenarios is uncountable due to the physical process and uncertainties therein.
Formal methods provide a powerful alternative, offering mathematically rigorous
verification that accounts for all possible behaviours subject to ranges of distur-
bances and uncertainties. A key challenge in applying formal methods to stochastic
dynamical systems is a fundamental tension between computational tractability and
conservatism. Existing approaches either scale poorly with the system dimension
and complexity or produce loose bounds on safety probabilities that limit their prac-
tical applicability. This creates a critical gap between theory and practice: while
formal verification methods exist, their practical applicability to real-world systems
remains severely limited. Therefore, the core research question driving this work is:
How to efficiently compute tight bounds on the satisfaction probabilities for safety,
reachability, and reach-avoid specifications of stochastic systems?

To answer this question and address the gap, the present dissertation develops
several complementary approaches for efficiently verifying properties of stochas-
tic systems. The focus is on discrete-time, continuous-space stochastic systems
and simple specifications over given sets. The approaches represent points along
the spectrum of the scalability-conservatism trade-off and rely on different system
assumptions. The methods developed belong to two families: stochastic barrier
functions and finite-state abstractions.

Stochastic barrier functions are Lyapunov-like functions that provide certifi-
cates of safety by imposing conditions on the expected value of the barrier function
along system trajectories. The core idea is that if the composition of the barrier
function with the dynamics of the system forms a c-martingale, then the probability
of safety can be bounded using martingale inequalities. The main challenge is to
construct a barrier that is optimal with respect to the martingale inequalities. Hand-
crafting such functions is difficult and time-consuming, and existing synthesis meth-
ods are often limited to low-dimensional and simple systems for non-trivial results.
To enable efficient synthesis of stochastic barrier functions, we develop multiple
synthesis techniques, including a neural network-based method that offers flexi-
bility but requires post hoc verification to confirm correctness. More significantly,
we introduce piecewise-constant stochastic barrier function theory and synthesis
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Xii SUMMARY

methods that are guaranteed to asymptotically approach optimality. The synthesis
methods include a dual linear programming formulation, a counterexample-guided
inductive synthesis with linear programming solvers, and gradient descent opti-
mization; their trade-off is between scalability and required parameter tuning. The
theoretical analysis of piece-wise constant barriers reveals deep insights into the re-
lationship between barrier functions and system dynamics, illuminates fundamental
sources of conservatism inherent to the approach, and establishes clear connections
to Interval Markov Decision Process (IMDP)-based finite-state abstractions. Addi-
tionally, we develop a data-driven scenario-theoretic approach for systems with
partially unknown dynamics, leveraging scenario theory to handle uncertainty in
system models.

Finite-state abstractions, on the other hand, reduce the original continuous-
space system to a finite-state model that can be analysed using probabilistic model
checking techniques. While abstraction-based methods are exceedingly flexible —
they have been successfully applied to a wide range of systems, including partially-
unknown systems, and specifications — they often suffer from high computational
complexity of using probabilistic model checking and scalability issues due to the
pervasive state-space explosion problem. To address the first issue, we develop
hardware-aware algorithmic innovations for faster model checking of IMDPs via dy-
namic programming. Dynamic programming over IMDPs relies for efficiency on an
algorithm named O-maximization, or order-maximization, which by theoretical anal-
ysis is revealed to be composed of two phases: a sorting phase and a cumulative
summation phase. We introduce parallel algorithms to both phases, which allows
us to exploit modern highly parallel computing architectures to achieve significant
speedups in verifying IMDPs. To address the second issue, we introduce a novel
finite-state model called factored Interval Markov Decision Processes (fIMDPs) that
exploits structural properties of the system dynamics to significantly reduce memory
requirements while maintaining formal guarantees. Factored models encode data-
dependencies more fine-grained than flat models, which is the key driver for the
reduction in memory. Moreover, factored models have been successfully used in
the context of abstraction to Markov Decision Processes (MDPs), but have not been
applied until now to IMDPs. An insight of abstracting to factored models is that the
structural exploitation inadvertently tightens the ambiguity sets that characterize
IMDPs conservatism, thereby reducing the pessimism of the bounds.

The methods developed in this dissertation represent significant algorithmic and
theoretical advances to address the scalability-conservatism trade-off and enable
more efficient computation of tighter safety probability bounds, advancing formal
verification of stochastic dynamical systems. By advancing stochastic barrier func-
tion synthesis and IMDP-based finite-state abstractions, this work pushes the fron-
tier of formal verification for stochastic systems, providing new tools and insights
to bridge the gap between theory and practice. The findings suggest that future
progress in scalable safety verification for stochastic systems depends critically on
designing algorithms that respect and exploit inherent problem structure, offering
a promising, albeit challenging path toward making formal methods practical for
real-world stochastic cyber-physical systems.
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Cyber-physical systemen integreren digitale besturing met fysieke processen en
opereren vaak in complexe, onzekere omgevingen. De gevolgen van operationele
storingen in deze systemen kunnen rampzalig zijn zoals verlies van mensenlevens,
milieuschade, onherstelbare systeemschade en economische verstoring omvatten.
Daarom is veiligheid een grote zorg en traditionele technische benaderingen die
uitsluitend steunen op uitgebreid testen en conservatieve ontwerpmarges zijn on-
toereikend om de veiligheid te garanderen bij onzekerheid. Het probleem is dat
traditionele testen slechts het resultaat beoordeelt op een beperkt aantal scena-
rio’s of steekproeven, terwijl in de praktijk de verzameling van mogelijke scenario’s
ontelbaar is vanwege het fysieke proces en de onzekerheden daarin. Formele me-
thoden bieden een krachtig alternatief en leveren wiskundig rigoureuze verificatie
die rekening houdt met al mogelijk gedrag onder reeksen van verstoringen en on-
zekerheden. Een belangrijke uitdaging bij het toepassen van formele methoden op
stochastic dynamical systemen is een fundamentele spanning tussen computational
tractability en conservatism. Bestaande benaderingen schalen ofwel slecht met de
systeemdimensie en -complexiteit, ofwel produceren ruime grenzen op veiligheids-
waarschijnlijkheden die hun praktische toepasbaarheid beperken. Dit creéert een
grote kloof tussen theorie en praktijk: hoewel formele verificatiemethoden bestaan,
blijft hun praktische toepasbaarheid op reéle systemen ernstig beperkt. Daarom is
de onderzoeksvraag die dit werk aandrijft: Hoe kunnen we strakke grenzen effici-
ént berekenen op de statisfaction probability’s voor safety-, reachability- en reach-
avoid-specificaties van stochastic systemen?

Om deze vraag te beantwoorden, ontwikkelt dit proefschrift meerdere
complementaire benaderingen voor het efficiént verifiéren van eigenschappen
van stochastic systemen. De focus ligt op discrete-time, continuous-state
stochastic systemen en eenvoudige specificaties over gegeven verzamelin-
gen. De benaderingen vertegenwoordigen punten langs het spectrum van de
schaalbaarheid-conservatism-afweging en berusten op verschillende systeemaan-
names. De ontwikkelde methoden behoren tot twee families: stochastic barrier
functies en finite-state-abstractions

stochastic barrier functies zijn Ljapunov-achtige functies die veiligheidscer-
tificaten bieden door voorwaarden op te leggen aan de verwachte waarde van de
barrier functie langs systeemtrajecten. Het idee is dat als de samenstelling van de
barrier functie met de dynamica van het systeem samen een c-martingale vormen,
dan kan de veiligheidswaarschijnlijkheid begrensd worden met behulp van mar-
tingaalongelijkheden. De belangrijkste uitdaging is het construeren van een bar-
rier die optimaal is ten opzichte van de martingaalongelijkheden. Het handmatig
ontwerpen van dergelijke functies is moeilijk en tijdrovend. Bestaande bereknings-
methoden zijn vaak beperkt tot laagdimensionale en eenvoudige systemen voor
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niet-triviale resultaten. Om efficiénte berekeningen van stochastic barrier func-
ties mogelijk te maken, ontwikkelen we meerdere technieken, waaronder een op
neural network gebaseerde methode die flexibiliteit biedt maar post hoc verificatie
vereist om correctheid te bevestigen. Bovendien introduceren we piece-wise con-
stant stochastic barrier functietheorie en berekeningsmethoden die gegarandeerd
asympototically benaderen optimaliteit. De berekeningsmethoden omvatten een
dual linear programmingsformulering, een counter-example guided inductive syn-
thesis met linear programming oplossers en gradient descent optimalisatie; hun
afweging ligt tussen schaalbaarheid en vereiste parameterafstemming. De the-
oretische analyse van piece-wise constant barriers onthult diepe inzichten in de
relatie tussen barrier functies en systeemdynamica, belicht fundamentele bronnen
van conservatism, en legt duidelijke verbanden met Interval Markov Decision Pro-
cess (IMDP)-gebaseerde finite-state abstractions. Daarnaast ontwikkelen we een
datagedreven scenariotheorie-gebaseerde benadering voor systemen met gedeel-
telijk onbekende dynamica, waarbij scenariotheorie wordt ingezet om onzekerheid
in systeemmodellen te behandelen.

Finite-state abstractions daarentegen reduceren het oorspronkelijke
continuous-state systeem tot een finite-state model dat geanalyseerd kan worden
met probabilistic model checking technieken. Hoewel abstraction-gebaseerde
methoden buitengewoon flexibel zijn — ze zijn met succes toegepast op een breed
scala aan systemen, waaronder gedeeltelijk onbekende systemen, en specificaties
— lijden ze vaak onder de hoge computational complexity van probabilistic model
checking en schaalbaarheidsproblemen door het state-space explosion probleem.
Om het eerste probleem aan te pakken, ontwikkelen we hardware-bewuste
algoritmische innovaties voor snellere model checking van IMDPs via dynamic
programming. Dynamic programming over IMDPs is afhankelijk van efficiéntie
op een algoritme genaamd O-maximalisatie, dat door theoretische analyse
blijkt te bestaan uit twee fasen: een sorteerfase en een cumulative summation
fase. We introduceren parallelle algoritmen voor beide fasen, waardoor we
moderne sterk parallelle computerarchitecturen kunnen benutten om aanzienlijke
versnellingen te bereiken bij het verifi€ren van IMDPs. Om het tweede probleem
aan te pakken, introduceren we een nieuw finite-state model genaamd factored
Interval Markov Decision Processes (fIMDPs) dat structurele eigenschappen van
de systeemdynamica benut om geheugenvereisten te verminderen met behoud
van formele garanties. Gefactoriseerde modellen coderen data-afhankelijkheden
gedetailleerder dan vlakke modellen, wat de belangrijkste drijfveer is voor de
geheugenreductie. Bovendien zijn gefactoriseerde modellen met succes gebruikt
in de context van abstraction naar Markov Decision Processes (MDPs), maar
zijn tot nu toe niet toegepast op IMDPs. Een inzicht van het abstraction naar
gefactoriseerde modellen is dat de structurele benutting onbedoeld de ambiguity
set aanscherpt die het conservatism van IMDPs karakteriseren, waardoor het
conservatism van de grenzen wordt verminderd.

De methoden die in dit proefschrift zijn ontwikkeld, vertegenwoordigen signifi-
cante algoritmische en theoretische vooruitgangen om de schaalbaarheid-conser-
vatism-afweging aan te pakken en efficiéntere berekening van strakkere veiligheids-
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waarschijnlijkheidsgrenzen mogelijk te maken, waarmee de formele verificatie van
stochastic dynamical systemen wordt bevorderd. Door de berekeningen van sto-
chastic barrier functies en IMDP-gebaseerde finite-state abstractions te bevorde-
ren, verlegt dit werk de grenzen van formele verificatie voor stochastic systemen
en biedt het nieuwe instrumenten en inzichten om het gat tussen theorie en prak-
tijk te overbruggen. De bevindingen suggereren dat toekomstige vooruitgang in
schaalbare veiligheidsverificatie voor stochastic systemen afhangt van het ontwer-
pen van algoritmen die de probleemstructuur respecteren en benutten. Dit biedt
een veelbelovend en uitdagend pad naar het praktisch maken van formele metho-
den voor reéle stochastic cyber-physical systemen.






INTRODUCTION

In safety-critical systems, the cost of being wrong is high,
and the benefit of being right is that nothing happens.

John Rushby



2 1. INTRODUCTION

1.1. MOTIVATION

Cyber-Physical Systems (CPSs) are autonomous systems that integrate computa-
tion and physical processes [1]. CPSs are becoming more ubiquitous with exam-
ples including infrastructure (e.g., electrical grid [2] and nuclear reactor control
[3]), autonomous and robotic devices (e.g., medical devices [4] and human-robot
interaction [5]), and transportation systems (e.g., avionics [6], air traffic control
[7], railway systems [8], and automated vehicles [9]). Importantly, many CPSs
operate in uncertain environments and are subject to stochastic disturbances and
unpredictable interactions with humans and other systems [10].

The autonomous nature and the critical roles that many CPSs fulfil implies that
they are often safety-critical systems. That is, systems where any failure or mal-
function can have catastrophic consequences, including significant economic, en-
vironmental, and social impact, severe injuries, and/or fatalities [11]. Due to the
nature of the consequences, regulatory bodies often mandate rigorous verification
and validation processes to ensure system safety and reliability [12]. One family
of methods for providing such assurances is Formal Methods, where the idea is
to use rigorous mathematical frameworks to model systems, specify requirements,
and (formally) verify satisfaction [13], [14]. Unlike simulation-based testing, which
can only explore a (small) finite set of scenarios, formal verification aims to prove
properties over all possible states and disturbances. For stochastic systems, this
translates to probabilistic safety guarantees, e.g., ensuring that the probability of
entering unsafe states remains below a specified threshold.

The general idea of formal methods is to reason about all possible system be-
haviours mathematically such as via enumeration of all states or trajectories, by
constructing mathematical objects that capture system behaviour (e.g., Lyapunov
functions or forward-invariant sets), or by abstracting the system to a simpler rep-
resentation that is more amenable to analysis with the previous two methods.
For studying safety of stochastic systems, two prominent families of formal meth-
ods have emerged: Stochastic Barrier Functions (SBFs) and finite-state abstrac-
tions [15], [16]. SBFs provide sufficient conditions for probabilistic safety through
Lyapunov-like value functions that reason about the continuous state space directly
[15], [17], [18]. In particular, the expected increase of the function along sys-
tem trajectories is bounded, which can then be used to derive probabilistic safety
guarantees via martingale theory [15], [17]. The primary challenges for stochastic
barrier functions lie in efficiently constructing these functions for complex systems
with non-conservative associated safety probabilities. Finite-state abstractions, on
the other hand, reduce complex systems to finite-state representations, enabling
the application of existing probabilistic model checking techniques [19], [20]. The
guarantees for the finite-state model can subsequently be lifted to the concrete sys-
tem via simulation relations. The challenges of abstraction-based methods primar-
ily revolve around constructing abstractions that balance computational tractability
with the preservation of essential system properties. Furthermore, understanding
the connections between these two families of methods and what the advantages
and limitations of each are remains an open problem; in particular, what method is
preferable for which class of systems and problems.
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This dissertation addresses the challenges faced within both families, SBFs and
finite-state abstractions, by developing improved computational methods and novel
theoretical advances grounded in the latest developments of optimization theory,
neural network verification, and symbolic-numeric computational techniques.

1.2. EXISTING WORK

1.2.1. FORMAL METHODS FOR CYBER-PHYSICAL SYSTEMS

Formal methods for CPSs encompass a spectrum of modelling frameworks ranging
from linear to non-linear dynamics, discrete to continuous time, and deterministic
to stochastic systems. Common formalizations include difference and differential
equations, differential inclusion, switched models, and hybrid automata [21]. The
choice of model dictates both tractability and fidelity, with models of higher fidelity
incurring higher computational costs. In this dissertation, the focus is on stochas-
tic discrete-time systems, formalized as stochastic difference equations (see Sec-
tion 2.3). This choice is due to the fact that many CPSs are stochastic by nature
and digital computers have become the standard for control of these autonomous
systems.

The focus of this dissertation is primarily on safety specifications, which are
often described as simple properties but are fundamental to many safety-critical
CPSs. Importantly, safety and reachability are dual, i.e., safety can be expressed
as the complement of reachability with respect to (wrt.) given unsafe sets. Fur-
thermore, complex, temporal specifications can often be reduced to reachability or
safety properties [13]. Temporal logics provide a precise language to express and
capture desired behaviours and constraints over time including sequences of events,
timing constraints, and (probabilistic) thresholds [13], [22]. The specifications for
stochastic systems are inherently probabilistic, which necessitates the use of quanti-
tative and probabilistic formal methods [13]. The subsequent subsections describe
probabilistic formal methods in greater detail. Although questions of numeric rep-
resentations and accuracy arise in this context [23], we ignore these questions —
the main contribution is novel methods for safety verification of stochastic systems;
not formally verified implementations of the algorithms.

Verification methods for CPSs can broadly be classified along three axes: design-
time vs. runtime verification, system classes, and methodology (model checking,
certificate functions, reachability analysis). For the first axis, while runtime mon-
itoring has a rich history (monitor synthesis, online conformance checking) [24],
the focus here is design-time verification, as the primary objective of this dis-
sertation is to verify safety properties prior to deployment. The second axis has
been discussed above: the dissertation is restricted to studying formal methods
for stochastic discrete-time systems. The third axis, methodology, broadly fall into
three categories:

1. model checking and symbolic methods that explore the state space exhaus-
tively or symbolically [13];

2. certificate functions, e.g., Lyapunov and barrier functions, that construct value
functions, which encode properties of the system evolution [25]; and
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3. reachability analysis techniques that compute over-approximations of reach-
able sets over time [26].

The following subsections review existing work for stochastic systems in each of
these categories.

Before proceeding, it is important to stress that a core challenge irrespective of
method family is scalability and state-space explosion [27]. For each category, we
will discuss existing techniques for mitigating these challenges.

1.2.2. STOCHASTIC BARRIER FUNCTIONS

Barrier functions, including Stochastic Barrier Function (SBF), are Lyapunov-like
scalar functions that prove that the system trajectories stay within certain sets and
thus provide a powerful framework to verify safety properties [25]. In the context
of stochastic discrete-time systems, this is typically achieved by enforcing super-
martingale conditions on the composition of the barrier function with the system
dynamics. This bounds the expected increase in value along system trajectories
[15], [28]. Using this fact, in addition to constraints on the value of the function
in the initial and unsafe sets, it is possible to upper bound the probability of en-
tering unsafe sets [15], [17]. For a formalization of SBFs and the resulting safety
guarantees, see Chapter 3.

While the underpinning theory of SBFs was established in the 1960s [17], their
use as a formal verification method for stochastic systems has only emerged re-
cently [15], [18], [28]. The main reason is that the synthesis of suitable bar-
rier functions for complex systems is a non-trivial challenge, which requires com-
putational synthesis methods. Existing synthesis methods are focused solely on
optimization-based approaches, and in particular, Sum-of-Squares (SoS) for poly-
nomial systems [15], [28]. The idea is that if both the barrier template and system
dynamics are polynomial then the expectation of the supermartingale constraint
can be evaluated analytically via the computation of moments of the noise distri-
bution. Thus, the synthesis problem can be formulated as a polynomial program,
which is efficient to solve using Sum-of-Squares Programming (SoSP) [15], [29].
However, this approach is limited to polynomial systems and noise distributions with
computable moments, and suffers from scalability issues due to both the multino-
mial number of terms in the basis and the quadratic nature of the Gramian matrix
in the Semi-definite Programming (SDP) reformulation of the SoS program [29].
Chapter 4 aims to address this problem with a neural network barrier template.

Subsequent work, parallel to this dissertation, has explored compositional tech-
niques for SBFs to address scalability challenges [30], [31]. These techniques lever-
age system structure to decompose large systems into smaller subsystems and syn-
thesize a barrier function for each subsystem. These are subsequently composed
into a joint barrier using a small-gain argument to obtain safety guarantees for
the overall system. Although promising, these methods are still relatively new and
restricted to immediately decomposable systems. Furthermore, the safety speci-
fications must be locally decomposable to each subsystem, i.e., the specification
cannot reason about interactions between subsystems.

Data-driven methods, again parallel to this work, have been proposed in settings
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where the system dynamics and noise distribution are unknown [32], [33]. These
methods typically rely on statistical methods such as concentration inequalities and
Scenario Approach theory to construct barrier functions from data, with a formal
confidence attached. While these methods open up new application domains, they
often require prohibitively large amounts of data sampled under very restrictive
assumptions such as sampling states and noise independently or sampling initial
states from uniform distributions. Consequently, the resulting probability tends to
be weaker than their model-based counterparts.

Finally, some works have explored alternative formulations of stochastic barrier
functions, with the aim of reducing conservatism and improving applicability. These
include k-inductive SBFs [34], [35] and stochastic control barrier functions [36],
[37]. k-inductive SBFs reason about multiple (k) time steps simultaneously at the
cost of increased computational complexity. Stochastic control barrier functions
are a more traditional control barrier function formulation extended to stochastic
systems, which is less computationally expensive but with the limitation that it
potentially requires excessive control efforts. Additionally, barriers are assumed
given, not synthesized, thus, requiring engineering efforts.

1.2.3. ABSTRACTION AND MODEL CHECKING-BASED VERIFICA-

TION

Probabilistic model checking performs exhaustive or symbolic exploration of stochas-
tic finite-state models to compute probabilities of satisfaction. Common model
classes include Markov Decision Processes (MDPs) [38], [39], Interval Markov De-
cision Processes (IMDPs) [16], [40], and various other Robust Markov Decision
Process (RMDP) formulations [41], [42] that trade between fidelity and tractability.
For continuous-state stochastic systems, it is, however, generally infeasible to apply
probabilistic model checking directly as the state spaces are not finite or enumer-
able. Instead, finite-state abstractions are constructed that approximate the con-
crete system while preserving relevant properties and allowing for easier analysis
[43]. The formal characterization of the relationship between the concrete system
and its abstraction is typically established via simulation relations (e.g., approxi-
mate, alternating, or probabilistic; their applicability depends on system models).
These relations guarantee that the properties verified on the abstract model hold
for, or can be lifted to, the concrete system [16], [38]. For verifying the abstract
model, standard probabilistic model checking techniques and tools, e.g., PRISM
[19] or Storm [20], may be employed.

A primary source of conservatism in abstraction-based methods is the discretiza-
tion error introduced when constructing the finite-state model [43]. As a conse-
quence, to achieve sufficient accuracy, a fine partitioning is typically required, which
is computationally expensive. Numerous techniques have been proposed to miti-
gate this error, including

e adaptive gridding [40], [44], [45], which refines only regions where the dis-
cretization error is the largest;

» embedding /ocal discretization errors into the model rather than establishing
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n a global error [16];

« corrective feedback controllers [46], which reduce the effect of discretization
induced disturbances and thus the required partition resolution; and

e leveraging system structure such as additive noise [39] and sparse depen-
dencies [47], enabling better scalability and thus finer partitioning without
incurring a computational penality.

To further improve scalability, similar to SBFs, a family of methods revolve
around decomposing the system into smaller subsystems, constructing abstractions
for and verifying each subsystem individually, and then composing these abstrac-
tions to obtain an overall guarantee [48]. These composition techniques generally
rely on small-gain [49]-[53] or dissipativity arguments [48], [54]-[56]. Similar to
compositional techniques for SBFs, these methods require being able to decompose
the specification to subsystems; that is, the specifications cannot describe about in-
teractions between subsystems and the guarantees rely on the assumption that the
interactions are sufficiently small.

Data-driven abstraction techniques fall into two categories: direct and indirect
methods. Direct methods construct abstractions directly from data via statistical
techniques, whereas indirect methods first learn system models from data, with sta-
tistical guarantees, and subsequently construct abstractions from the learned mod-
els. Direct methods for finite-state abstractions include Wasserstein balls [41], [57],
[58], statistical hypothesis testing [59], and scenario approach-based techniques
[60]-[62]. Indirect methods include Gaussian processes [63]-[66] and Bayesian
estimation of credible parameter sets [67]. Itis important to stress that despite their
versatility, data-driven abstraction-based methods generally require large amounts
of data. Furthermore, both memory and computational requirements for model
checking the abstract model remain significant bottlenecks.

1.2.4. PROBABILISTIC REACHABILITY ANALYSIS

Probabilistic reachability analysis is another prominent formal method to verify
stochastic systems [68]. The key idea is to compute sets of states, i.e. flowpipes,
with a guaranteed minimum probability of reaching or avoiding certain sets over
a time horizon. Methods for computing these sets include dynamic programming
formulations [68]-[70], chance-constrained formulations [71], sampling/particle-
based techniques [72], [73], and Lagrangian methods [74]. A limitation of these
methods is that they are largely restricted to linear systems [71], and for non-linear
systems, they rely on unsound approximations [69], [73], although convergent in
the limit.

1.3. CONTRIBUTIONS

With the existing literature on formal methods for stochastic systems, discussed
in the previous section, serving as a foundation, this dissertation makes two key
contributions to the field:
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« Theoretical advances and novel synthesis methods for stochastic u
barrier functions: Building upon existing techniques, this dissertation pro-
poses new theoretical frameworks for Stochastic Barrier Functions (SBFs) and
methods for synthesizing SBFs tailored to different classes of stochastic sys-
tems. These methods enhance the ability to construct barrier functions that
bound the probabilistic safety properties of stochastic systems tighter existing
synthesis methods.

e Improved finite-state abstraction techniques: This dissertation intro-
duces advanced techniques for constructing finite-state abstractions of stochas-
tic systems that preserve safety properties more accurately. By leveraging
structural information about system dynamics and noise characteristics, these
techniques yield abstractions that facilitate more efficient safety verification.

Together, these contributions push both the theoretical understanding of the
verification of discrete-time stochastic systems and available computational meth-
ods.

1.4. OUTLINE

First, notation, background theory, and formalization of the problem settings con-
sidered are presented in Chapter 2. Proofs of key theoretical results are provided
in this chapter to ensure that the dissertation is self-contained.

Subsequent chapters are divided into two main parts, each focussing on one of
the two families of formal methods for stochastic systems as introduced in previous
sections: SBFs and finite-state abstractions. Each part includes an introduction to
the respective family.

Part I, which focuses on Stochastic Barrier Functions, includes Chapters 4, 5,
and 6.

e Chapter 4 addresses a key limitation of existing synthesis methods for SBFs:
scalability to complex systems. To this end, this chapter presents a method for
synthesizing SBFs parameterized as neural networks along with a verification
framework based on state-of-the-art neural network verification techniques.
This chapter is based on [75].

o Chapter 5 further develops the theoretical foundations of SBFs by extending
to the class of piecewise candidates. This allows for more flexible barrier
functions to capture complex system dynamics and set geometries. Moreover,
this chapter presents three synthesis methods for piecewise constant SBFs
with different trade-offs between computational complexity and reliability of
the computation. This chapter is based on [76] and [77].

e Chapter 6 presents a novel theoretical framework for SBFs synthesis based
on the scenario approach from optimization theory for use in contexts where
the noise distribution is unavailable. This chapter is based on [78] and [79].
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n Part 11, which focuses on finite-state abstractions to Robust Markov Decision
Processes, includes Chapters 8 and 9.

» Chapter 8 introduces a tool, IntervalMDP,l, for modelling of IMDPs and model
checking over this class, which includes algorithmic improvements targeting
specifically General-Purpose Graphics Processing Units (GPUs) for significant
acceleration. This chapter is based on [80],

e Chapter 9 presents a novel subclass of Robust Markov Decision Processes
called factored Interval Markov Decision Processes (fIMDPs). In addition, this
chapter proposes a symbolic-numeric abstraction technique to fIMDPs that
leverages structural information about the concrete system. This structural in-
formation allows for less conservative abstractions that better preserve safety
properties. This chapter is based on [81].

Chapters 4-6 and 8-9 all contain independent numerical experiments that illustrate
the theoretical developments and computational methods proposed in each chapter.
Furthermore, since each of these chapters considers a slightly different problem and
this context is important for formal methods, their introduction contains a formal
problem statement.

Finally, Chapter 10 concludes the dissertation by summarizing the key contri-
butions, discussing their implications, and outlining potential directions for future
research in the field of formal methods for stochastic systems.
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2.1. INTRODUCTION

In this chapter, we define the mathematical preliminaries and notation of the dis-
sertation. This includes the general class of systems studied along with special sub-
classes in Section 2.3 to be studied in subsequent chapters. First, we will review
convex analysis in Section 2.2 as it is a recurring theme throughout the methods
presented in this dissertation including convex computational geometry, convex re-
laxations of non-linear functions, and convex and scenario optimization. Specific
background on Stochastic Barrier Functions (SBFs) and Interval Markov Decision
Process (IMDP)-based abstractions are given Chapters 3 and 7, respectively.

2.1.1. NOTATION

R and N represent the set of real and natural numbers with N, = N u {0} and
Rso = {x € R: x = 0}. We denote vectors in R" by italics, e.g. x € R". For any
two vectors x,y € R"™, we denote the Hadamard product by (x © y); = x;y;. The
set ST is the set of symmetric positive semi-definite matrices of size n € N. For a
finite set S, |S| is its cardinality. Set-valued functions are denoted as f : A =3 B for
any two sets A4,B, i.e. f(a) € B for any a € A. For a set X ¢ R™ and matrices
AeR™ and b € R", the set AX +b = {Ax+b : x € X} is the affine transformation
of X through A and b. The Minkowski sum of two (compact) sets 4 and B is denoted
by A®@B={a+b:ae€ADbeB}. 1;(x) denotes the indicator function for the set
X, thatis, 1x(x) = 1 if x € X and 0 otherwise. diag(:) denotes a square diagonal
matrix with - on the diagonal. A partition of a set X c R" is a set of regions
Q = {q1,-..,q¢} With q; c X such that U,eoq = X and g; n q; has zero Lebesgue
measure for any two i # j. Given a partition Q of a set X, we say that a function
f:X->Y,whereY c R™, is a piecewise affine (PWA) if f (x) = max{f; (x), ..., fr(x)}
where f;(x) = A;x + b; with matrices 4; € R™" and b; € R™ for x € ¢; and
—oo otherwise. RelLU(x) = max(0,x) is the rectified linear unit function, which is
piecewise linear. The supremum norm ||-||, on a function f : R® - R, is defined
as [Ifllco = SUPyegn|f (X)].

Let Q be an abstract space, F be a o-algebra defined on this set, and P be
a probability measure; we denote by (Q, F, P) the associated complete probability
space. A random variable with values in R™ is a measurable function x : Q - R".
To distinguish from vectors, we denote random variables in bold.

A probability distribution y over a finite set S is a function y : § - [0, 1] satisfying
Yses Y(8) = 1. D(S) is the set of all probability distributions over S, and a subset of
D(S) is called an ambiguity set. For y,y : S — [0, 1] such that y(s) < y(s) for each
s€eSand Y. v(s) <1< Y s¥(s), an interval ambiguity set T c D(S) is the set
of distributions such that

I'={y €D(S) : y(s) <v¥(s) <¥(s) for each s € 5}.

y,y are often referred to as the interval bounds of the interval ambiguity set. The

set of all interval ambiguity sets over S is denoted by intamb(S). For n finite sets
Si,...,S, we denote by S; x --- x §,, their Cartesian product.
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Definition 2.1 (Product ambiguity set). Given S = S; x --- x S,, and n ambiguity
setsT; € D(S;), i = 1,...,n, the product ambiguity setT < D(S) is defined as

n n
r=@ri=1rens :v=Qriven,
i=1 i=1

where s = (s4,...,S,) € S and @ denotes the Kronecker product. Each T; is called
a marginal or component ambiguity set.

2.1.2. MARTINGALES

A discrete-time martingale is a stochastic process {W,}.en that satisfies E[|W,|] <
o and E[W,,, | W;,W,, ..., W, ] = W, for all k € N [82]. If the stochastic process
{W,}en instead satisfies E[|W,|] < o and E[W,,, | W;,W,, .., W, ] < W, for
all k € N, then we call it a supermartingale. If a supermartingale additionally is
non-negative, then Ville’s inequality [83] holds, which states that,

E[W
[PI sup W, >a s% (2.1)

Kk€{0,...K}

for any real number a > 0 and horizon K € N. Equation (2.1) is one way to prove
the safety probability bound of SBFs. See Chapter 3 for more details.

2.2. CONVEX ANALYSIS
As described in the introduction, convex analysis is repeatedly used throughout

the dissertation. Thus, for completeness, we include the following section that
introduces key concepts and results from convex analysis.

Definition 2.2 (Convex set). A set X c R" is a convex set if and only if for any
x,y € X and any «a € [0,1], it holds that ax + (1 — a)y € X. In other words, every
line segment between two points in the set X is contained in X.

Definition 2.3 (Convex function). A function f : R™ — R is convex if and only if
for all x,y € R™ and any « € [0,1], it holds that

flax+ (1 —a)y) < af(x) + (1 -a)f ). (2.2)

2.2.1. COMPUTATIONAL CONVEX GEOMETRY

Computational geometry is the study of geometric representations and algorithms
for operations (e.g. convex hull, Minkowski sum, linear transformations, projec-
tions). We start with a handful of useful set definitions; including their representa-
tion.

Definition 2.4 (Polyhedron). A (convex) polyhedron X in representation is the set
X={xeR":Hx <h} (2.3)

for some matrix H € R™" and vector h € R™ and where < is interpreted elemen-
twise.
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This definition of a polyhedron is also called the halfspace representation as
each row of H and h defines a halfspace and X is the intersection of m halfspaces.
Any convex polyhedron can be equivalently stated as being generated by two finite
sets of points; specifically, a convex hull and a conic hull. This equivalence is stated
in the Minkowski-Weyl theorem [84].

Proposition 2.1 (Minkowski-Weyl theorem). For any set X c R", the following
two statements are equivalent:

1. X is a polyhedron, that is, for some matrix H € R™*™ and vector h € R™,
X={x€R":Hx <h}.

2. There exists a finite set of vertices V = {{v, ...,vy,} € R™ and a finite set of
rays R = {ry,...,;} € R™ such that X = conv(V) & cone(R) where

m m
conv(V) = {x ER™:x = Z aiv,a ERLY, > a; = 1} and (2.4)
i=1 i=1
l
cone(R) = {x ERM:x = Z,um-,u € ]Rlzo}. (2.5)
i=1

The latter is called the vertex representation of the polyhedron. conv(V) is
called the convex hull of V and cone(R) is called the conic hull of R. One algorithm
for converting between the two representations is the double description algorithm
[84]. If a polyhedron is compact, we say that the set is a polytope, according to the
convention of the literature on convex computational geometry [85]. A polytope in
vertex representation is completely generated by V. We denote the set of vertices of
any polytope X by vert(X), i.e. V = vert(X). Conveniently, the set of all polyhedra
is closed under intersection, Minkowski summation, and affine transformations; in
other words, the intersection of two polyhedra is a polyhedron and equivalently for
the other operations.

A specialization of polytopes widely used throughout this dissertation is hyper-
rectangles.

Definition 2.5 (Hyperrectangle). For a given x € R"™ and x € R™ with x < X, the
corresponding hyperrectangle is

X={xeR":x<x<x} (2.6)
where < is interpreted elementwise.

A hyperrectangle can equivalently be stated by its center ¢ = (x + x)/2 and
vector-valued radius r = (x — x)/2. For convenience, we denote by H,(c) the
hyperrectangle specified by center ¢ € R™ and radius r € RZ,,.

Finally, a useful set due to the focus on stochastic systems is the probability
simplex.
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1.0 10

Figure 2.1: A probability simplex in 3 dimensions. It is a plane in 3D, thus its dimensionality is 2.

Definition 2.6 (Probability simplex). A probability simplex in n-dimensions is the
set
n
X={xeRl: ) x=1. 2.7)

i=1

In two dimensions, the probability simplex is the line between (0, 1) and (1,0),
and in three dimensions it is an equilateral triangle (see Figure 2.1).

In addition to the set definitions above, we also introduce uncertain affine trans-
formations, which are particularly useful to the developments in the next Subsec-
tion 2.2.2, and state a result for a polyhedral over-approximations thereof.

Definition 2.7. Let 4,4 € R™™ and b,b € R" be given and let X be a set. Define
A(a) = aA + (1 — a)A and b(a) = ab + (1 — a)b for any a € [0,1]. Then the
(linearly) uncertain affine transformation of X is Ugejo11A(@)X + b(a).

Notice that the transformation A(a)X + b(a) depends only linearly on «, which
is either restrictive or conservative but also what enables efficient computation of
an over-approximation (see the following Proposition 2.2). A pictorial example of
an uncertain affine transformation and a concrete example of its power and limi-
tation is shown in Figure 2.2, where the unit rectangle is rotated by the rotation
cosf —sind
sin@ cosé@
uncertain transformation with non-linear dependency on the uncertainty parameter
a is hard, while if we consider the convex combination of A = R(0) and A = R(1)
(b = b = 0), then the transformation can be over-approximated by the limits of
the uncertainty parameter. This statement holds generally as we will show in the
following proposition.

matrix R(9) = between 6 = 0 and 8 = 1. Over-approximating an

Proposition 2.2. Let A, A € R™™ and b,b € R™ be given and let X be a convex
set. Define Y (a) = A(@)X + b(@). Then Uge(o ;Y (a) © conv(Y (0) U Y(1)).
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A=0 A=1/4 A=1/2 A=3/4

Ty Ty Ty Ty Ty

[Mconv(4(0)XUA(D)X) MAO)X MADLX BRON)X MANX]

Figure 2.2: An example of a linearly uncertain affine transformation of a set X = [-1, 1]2. The transfor-
cosf —sinf
siné  cos6
matrix through an angle 6. Notice that while Ugefo,1jR(@)X is not contained in conv(A(0)X U A(1)X),
the linearly uncertain transformation Ugepo 1)4(a)X is, since the transformation matrix is a convex com-
bination between 4 and 4.

mation is given by 4 = R(0), 4 = R(1), and b = b = 0 where R(8) = is the rotation

Proof. To prove the statement, we employ support functions px(d) = sup,.., d"x.
Support functions describe the (signed) distances from the origin to the support-
ing hyperplane of the set X in the direction d. We prove the subset relation by
showing that the support function for conv(Y(0) U Y (1)) is always larger than or
equal the support function for Uyepo,1jA(a)X +b(a). Thatiis, PUacoAl@x+b(a) (@) <
Peonv(y (0yuy (1)) (d) for any direction d € R™.

PUgeroav@(@ = sup  dTy

Y€Uge[o,11Y (@)

< sup sup d'
acitn] verim &7 (2.8)

= sup sup d'y = peonv(r(oyur) (@)
a€{0,1} yeY(a)

Since PUeror)? @ (@) < Peonvir(oyur (1)) (@) for all d € R™, it holds that conv(Y(0) U
Y(1)) is a (convex) over-approximation of Ugepo 17 (). O

Uncertain affine transformations generalize to any convex hull of affine transfor-
mation [86]. We limit ourselves to two affine transformations because, if we bound
a non-linear function by two affine functions (see the following Subsection 2.2.2)
in a given domain, then we can over-approximate reachable set of under the non-
linear function in this domain. As a consequence, uncertain affine transformations
are a powerful tool for analysing reachability and, as we shall see, can be con-
structed from diverse families of functions and non-restrictive assumptions.

2.2.2. LINEAR RELAXATIONS OF NON-LINEAR FUNCTIONS

In many applications involving non-linear functions such as optimisation, control,
and formal verification, it is often useful to approximate these functions using sim-
pler, more tractable representations. One common approach is to use (local) linear
relaxations, which bound a non-linear function from above and below using affine
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functions. These relaxations enable efficient analysis and computation by replacing
complex non-linear behaviour with (conservative) linear approximations. The fol-
lowing definition formalizes this concept for functions defined over convex domains.

Definition 2.8 (Linear relaxations). Given a function f : R® - R™ and a closed
convex set X c R", (over-approximating) linear relaxations in X are two linear

functions Ax + b and Ax + b such that
Ax+b < f(x)<Ax+b, forallxe€X. (2.9)

If A # A, we say that the linear relaxations are non-homogenous. Notice
that we may treat these linear relaxations as an uncertain affine transformation
Ugeo,1]A(@)X + b(a) such that f(X) € Ugepo1j4(@)X + b(a), and by using Propo-
sition 2.2, we can construct a polyhedral over-approximation of f(X). This result is
useful when studying verification of Neural Networks (NNs) (Chapter 4) and non-
linear dynamical systems (Chapters 5, 6, and 9).

It is also useful to establish that linear relaxations always exist for a wide class
of functions; namely (locally) Lipschitz continuous functions.

Proposition 2.3. For any function f locally Lipschitz in a closed convex set X c R"
with the Lipschitz constant Lf, there exist linear relaxations Ax + b and Ax + b of
finX.

Proof. We prove the statement by construction. To this end, assume without loss
of generality (wlog.) that X is a hyperrectangle with center ¢ and radius r and that
Lf is the Lipschitz constant of f. That is,

Ilf (1) = f(x2)llo < LfII21 — x2le0,  foOr all xy,x; € X. (2.10)
This implies the component-wise bounds
f@O)=Lfllx—clle 1=<fxX)<f)+Lfllx—cllo-1, forallxeX, (2.11)

where 1 € R™ is a vector of all ones. Let M = sup, . ||x — cllo = [I7]l. Then, we
obtain the bounds

b=f()—LfM-1<f(x)<f(c)+LfM-1=h, forallxce€Xx, (2.12)

where 4 = A = 0. Thus, trivial linear relaxations always exist for any Lipschitz
continuous function. O

While the constructive proof of Proposition 2.3 provides a method for computing
linear relaxations, the method is often very conservative; in part due to the con-
stant bounds computed. Instead, we can use certified first-order Taylor expansions
(f(©) +Vf(c)(x — ) ® R where R ¢ R™, called the residual, is a hyperrectangle
such that

fx)E(f(©)+Vf(c)(x—c) @R, forallxeX. (2.13)
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Case: g(c) <

g(c) Vh(g(c)) =0
R/z = [Uﬁ]

Figure 2.3: Computing the residual for ReLU in a certified first-order Taylor expansion can be split in two
cases depending on g(c) < 0 or not. See Example 2.1 for the worked example.

Computing R can be done efficiently when £ is twice continuously differentiable
using the Lagrange error bound [38], [87]. However, a programmatic and more
general approach is to forward propagate the certified Taylor expansion, (locally)
expanding R as necessary [87]. We show this approach in the following worked
example.

Example 2.1 (Propagating certified first-order Taylor expansions). Let f = ho g
where h(x) = max(0,x) is a ReLU function (notice ReLU is not twice continuously
differentiable) and assume a certified first-order Taylor expansion of g

gx) € (g(c)+Vg(c)(x—c)) &R, forallxe€X. (2.14)

Then, we trivially have f(c) = h(g(c)) and Vf(c) = Vh(g(c))Vg(c). Notice that
Vh(g(c)) = L201(g(c)). We can trivially compute an input interval (g, g] for h from
the Taylor expansion such that we can bound Ry as Ry = Ry @ Lix:03(g(c))Ry
where

g ifg(c) <0

—g otherwise

Ry ={RER™:0<SR<Ry}, Ry= (2.15)

See Figure 2.3 for a visual representation of how to calculate the residual R;,.

A generalization of this method is CROWN [88], [89], a framework for propagat-
ing general linear bounds, which was developed for neural network verification and
is considered state-of-the-art in this context [90]. Compared to propagating cer-
tified first-order Taylor expansions, CROWN (in forward-mode) directly propagates
the linear relaxations Ax+b and Ax+b through the computation graph representing
f and relaxes non-linear nodes with non-homogenous linear relaxations rather than
a residual. However, CROWN can also be performed in backward-mode where lin-
ear bounds are propagated from the output to the input, which interestingly yields
tighter bounds even under the same local relaxations [89]; although with signifi-
cantly higher computational costs. Figure 2.4 shows an example of backward-mode
CROWN. CROWN in forward-mode similar to Interval Bound Propagation (IBP) with
the restriction A = 4 = 0 [91], [92].

While linear relaxations are powerful, as witnessed by being state-of-the-art for
neural network verification, they can be conservative, especially when the input
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A5 €R?? @—— A3 cRP! @—— A, eR¥P3 @—— A =1 cR*>*?

i
Ot o 2 A e

¥
i Linear relaxations: B
v Az +0 < f(x) < Asz+b

Ay € R?X2

Figure 2.4: CROWN in backward-mode starts with 4, = A, =Iand b = b = 0 at the output and
propagates the linear relaxation backwards through the computation graph. At eacrl node, new linear
relaxations 4, and A, are computed and relaxation errors are accumulated into b and b The computation

x
graph in this figure is the function f(x) =x+h| 1_; 2 where h € R, is given.
X1~ X1~ X2

region spans highly non-linear ranges. Therefore, we introduce partitioning for
tighter relaxations.

Definition 2.9 (Uncertain PWA relaxation). Assume a partitioning Q = {q1, ..., q,}
of X ¢ R"™ and local linear relaxations Ax+b, < f(x) < Aix+b; for all x € q;.
Define . X .

f(x, @) = max{f;(x, @), ..., fo(x,a)} (2.16)
where a € [0,1] and f;(x, @) = A;(a)x +b;(a) if x € q; with A;(a) = aA, + (1 - a)4;

and b;(a) = ab, + (1 - a)b;, and zero otherwise. Then F(x) = {f (x,a) : a € [0,1]}
is an uncertain PWA relaxation of f.

Proposition 2.4. Given an uncertain PWA relaxation F of f, then it holds that
f(x) EF(x) forall x € X.

Proof. For any input x € X, since Q is a partitioning of X, there exists a region g;
such that x € q;. Then F(x) = {fi(x, ) : a € [0,1]} and by the definition of linear
relaxations, there exists an «a € [0, 1] such that f;(x, @) = f(x). O

Figure 2.5 shows an example of an uncertain PWA relaxation of a continuous
function f over a bounded domain X.

2.2.3. LINEAR PROGRAMMING

Linear programming is the family of optimization problems where the objective
(minimization or maximization) and the constraints are linear. The restriction to
linear constraints enables efficient algorithms, in particular interior point and sim-
plex methods, to solve the problem [93].

Definition 2.10 (Linear Programming (LP)). An LP problem is a convex optimiza-
tion problem of the form
min c'z
zeR? (2.17)
s.t. Az <,

for some given matrix A € R™*¢ and vectors b € R™, ¢ € R4,
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Figure 2.5: An uncertain PWA relaxation F of a function f over a bounded domain X is a set-valued
uncertain PWA function such that f(x) € F(x) for all x € X.

LP is special because it is the only class of convex optimization with a zero
duality gap [93]. In duality theory, decision variables are replaced by dual variables
and the minimization objective with maximizations, with the appropriate change of
constraints and objective function. Only for LP does the original problem, called the
primal, and the dual problem resolve to the same objective value.

Definition 2.11 (Asymmetric dual LP problem). The (asymmetric) dual LP problem
to (2.17) is the following:

max bTa
AERM

s.t. ATA=c, (2.18)
A1<0,

where A are called the dual variables.

Proposition 2.5 (Strong duality [93, Section 5.2.1]). Let z* and 1* denote the
optimal solution to (2.17) and (2.18) respectively. Then c"z* = bT2*.

An extension of LP is robust, or semi-infinite, LPs where the coefficients are
uncertain with some structure. We are interested in the case of polyhedral uncer-
tainty as we can reformulate this class as a regular LP. This class is crucial to the
developments in Chapter 6.

min ¢’z

z€R¢ (2.19)
s.t. (Az+a)"Tx<BTz+b, forallxeX,

where c € R, 4 € R4, a e R*, BER? and b € R aregivenand X c R" is a
given polyhedron. As mentioned, using Proposition 2.5, we can recast (2.19) as an
LP, enabling the use of standard solvers.

Proposition 2.6. Denote the feasible set of (2.19) by

Z={z€R%: (Az+a)"x<B"z+b, forall x € X}. (2.20)
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Define the optimization problem

min cTz
zER4, JeR™
s.t. hTA<BTz+b (2.21)

H'A=Az+a 1=0,
where X = {x € R" : Hx < h} and the projected feasible set
Z'={z€R:31€RY, hTA<BTz+b, H'A = (Az + a)}. (2.22)
Then, it holds that Z = Z'.

Proof. At the core of this result is the strong duality (Proposition 2.5 with non-
negative dual variables) between the linear programs

max (Az+a)"x min ATh

x and A

s.t. Hx<h s.t. H'A=Az+a, A=0.

We need to show that 2 = Z' In one direction, pick any element z € Z. Let
% = argmin,.,(Az + a)"x. Hence, by strong duality, there exists a 1 € RZ, with
H"A = Az + a such that (Az + a)™x = ATh =< BTz + b, which implies z € Z'.
For the other direction, fix any z € Z' and pick 4 = argmin,r,_,,., 1504 h. We
notice that by strong duality we have 1Th = sup, ., (Az +a)"x < BTz + b. Then we
conclude that z € Z, thus concluding the proof. O

2.2.4. SCENARIO THEORY

Chance-constrained programming problems are optimization problems where cer-
tain constraints are satisfied with high probability under some stochasticity. They
are useful for ensuring solutions to stochastic problems are valid with high prob-
ability. To define chance-constrained programming problems, let v be a random
variable taking values in R™ according to the continuous distribution p,. Then,
given a violation threshold ¢, a chance-constrained problem is the following:

min c'z
zeR (2.23)
St Py {g(zv) <0} =1—p¢

where g(z,v) is a function that is convex in z for each value of v and measurable
in v for each value of z.

Although solving (2.23) directly is hard, the scenario approach theory allows
one to solve chance-constrained programming problems with high confidence using
samples [94]. Let D = {v,, ..., vy} be independent and identically distributed (i.i.d.)
samples from p,. The sample set can be interpreted as a joint random variable
D : QN - (R™)" on the probability space (O, ®yF,P"), where QV is the N-fold
Cartesian product of Q, and ®,F is the product o-algebra generated by the o-
algebra F, and PV is the induced product measure on QV. Then, the scenario
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program corresponding to (2.23) is the following

min ¢’z
zeR (2.24)
s.t. g(zv)<0, forallveD.

To apply scenario approach theory, the following conditions are necessary [94].

Assumption 2.1. We assume that, almost surely wrt. the measure PN, the fol-
lowing two conditions hold:

o The feasible set Z = {z € R? : g(z,v) < 0,Vv € D} has non-empty interior.
e The optimal solution of (2.24) exists and is unique.

Uniqueness can always be enforced with a tie-break rule. We denote the unique
solution of (2.24) by z*(D), which is a well-defined random variable on the space
QN. A key result within the scenario approach theory establishes an upper bound
on the tail distribution of the constraint violation probability associated with z*(D).

Proposition 2.7 (Scenario confidence bounds [94]). Consider (2.24) and suppose
that Assumption 2.1 holds. Then, for any € € (0,1), we have that

a-1

PN{D : V(z*(D)) > €} < Z (12_,>ei(1 —eN-t=p, (2.25)

i=0
where V (z) = Py, {g(z,V) > 0} is the violation probability of z € R?.

In other words, given a set D of i.i.d. samples from p,, the optimal solution
to (2.24) is a solution to (2.23) with at least probability 1 — 8. We call 1 — g the
confidence and g the confidence parameter.

2.3. DISCRETE-TIME STOCHASTIC SYSTEMS

For the purpose of this dissertation, we consider discrete-time stochastic systems
of the form

X[k + 1] = FOX[KL V[KD,  X[0] = x, (2.26)

where x, is the initial state of the system and v[k] is the process noise that affects
the system, taking values in R™. We assume that the noise v[k] is i.i.d. for all time
steps k € N, with the density p,. We write P, for the probability measure induced
by py. The vector-valued function f : X x R™ — X, where X < R" is the state
space, represents the dynamics of the systems. We assume that X is equipped
with its standard Borel o-algebra and that for every x € X, the function f(x,-) is
Borel measurable. The stochasticity of the process x[k] is purely induced by v[k]
via f.
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Remark 2.1 (Relaxation of i.i.d. noise). The i.i.d. assumption on the noise is for
some formal verification use cases restrictive. However, the choice including this as-
sumption is only for ease of exposition. To relax the assumption, one could instead
assume that p,, is time-varying or that p, belongs to a known set of distributions,
what is called an ambiguity set, for example, a Wasserstein ball.

Remark 2.2 (Stopped process). If the range of f is larger than X, then the process
Xx[k] may at some time k € N, leave X beyond which f may be undefined. In this
case, we consider a stopped process X[k] where for a first exit time k = inf{k €
N, : X[k] ¢ X}, the stopped process is defined as

x[k] ifk <k

XU =ik ik =

(2.27)

To avoid obtuse notation, we henceforth, with slight abuse of notation and wlog.,
omit~ and write x[k] for the stopped process.

Given an initial condition x[0] = x,, X[k] is a Markov process with a well-defined
probability measure P*o [95, Proposition 7.45] generated by the noise distribution
py such that for sets X, X;.,, < X it holds that

P*o[x[0] € Xo] = 1y, (xo)

2.28
P [x[k + 1] € Xjqq | X[k] = x] = T (Xpe41 | x2), (2.28)

where T is the stochastic kernel for the dynamical system, i.e.
TGt 100 = | i, (o) dP() (2.29)

The objective in this dissertation is to certify a lower bound on the probability
of safety; under different assumptions on the structure and availability of (2.26).

Definition 2.12 (Safety probability). Given a stochastic process x[k], k € N,
governed by the dynamics in (2.26), a set of safe states X, a set of initial states
X, c X, and a time horizon K € N, the probability of safety Pye iS

Poafe = x(i)lgf(o P¥o [Vk € {0, ..., K}, X[k] € X,]. (2.30)

We denote the complement of the safe set X, called the unsafe set by X,,.

Remark 2.3 (Finite time safety). The probabilistic safety in Definition 2.12 is over
a finite horizon, as for many systems, the safety probability P OVer an infinite
horizon is trivially zero; in particular systems with additive noise of unbounded
support. For infinite horizon specifications, it is important to distinguish whether
the property can be satisfied on a finite trace or requires an infinite trace [13].
Safety over an infinite horizon requires an infinite trace, as a finite trace does not
provide sufficient evidence that the system will never exit the safe set.
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Generally, computing Pyt is intractable due to the non-enumerable nature of
the state space. To further clarify this point, observe that the safety probability can
be characterized by the following value function®, which represents the probability

of failure.
Vo(x) = 1Xu (),
Vier1 (%) = 1x, (%) + Lx (COE[Vie (f (x, V)]
More specifically, we have the probability of failure equal to the value function for
the initial states at time step K, that is, P*o [3k € {0, ..., K}, X[k] € X,,] = Vi (xo),
and thus the safety probability is Pgare = 1 — (supx(’ex0 VK(xO)). Even for the sim-

plest systems, e.g., linear 1D systems with additive Gaussian noise, and simple set
geometries, exact computation of V; is intractable for any k € {1, ...,K}. As a con-
sequence, (sound) approximations to Pgy are necessary; these are the subject of
this dissertation.

(2.31)

Remark 2.4. As mentioned in Chapter 1, safety and reachability are dual of each
other. Moreover, these objectives can be combined to a reach-avoid objective

Preach—avoid = x§2§0 P*o [3k € {0, ..., K}, X[k] € X;, Vk' € {0, ..., k}, X[k'] & X,

(2.32)
for a goal set X, c X and an unsafe set X,, = X \ X,,, which can be characterized by

Vo(x) = 1x, (x),
Vier1 () = Ly, () + 1y COE[V (f (x, V)]

For the remainder of this section, we consider specializations and generalizations
of the form (2.26) that are particularly useful for the developments in this disserta-
tion. We start with additive noise systems, which often allow explicit expressions of
the underlying transition kernel, and moreover, when the additive noise is Gaussian,
affords an analytical expression for tight bounds on the transition probability to any
hyperrectangular region (see Chapter 5 for more details on this applicability).

(2.33)

Definition 2.13 (Additive noise systems). If some system dynamics has the form
X[k + 1] = f(X[k]) + V[k], X[0] = x,, (2.34)
where f : X - X then the system is called an additive noise system.

For additive noise systems, the noise v[k] naturally takes values in R™.

If, for an additive noise, the function f is an affine, i.e. f(x) = Ax + b for some
given matrices A € R™™ and b € R", then we say that the system is an affine
system. Similarly, if f is PWA then we say that the system is a PWA system.

A generalization of (2.26) is to consider a control input, which can be used to
control the system toward higher levels of safety according to the methods de-
veloped through this dissertation. This form will be explored in Chapter 9 where
control is inherent to the method developed, although it also enables verification.

1The convention for value functions is to denote the last time step by 0 and increment going backwards
in time.
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Definition 2.14 (Control systems). A system of the form
X[k + 1] = f(x[k], u[k], V[K]), X[0] = x, (2.35)

where f : X x U x R™ — X is the controlled vector field over a bounded control
space U c R™ js a discrete-time stochastic control system. A given state-feedback
controller w : X — U induces the control process u[k] = n(X[k]) and the closed-loop
system x[k + 1] = f(X[k], t(X[k]), V[k]), which is of the form (2.26).






|

STOCHASTIC BARRIER
FUNCTIONS

25






BACKGROUND ON STOCHASTIC
BARRIER FUNCTIONS

As discussed in Section 2.3, computing the safety probability Ps is generally in-
tractable due to the uncountable nature of the state space [96]. Consequently,
(under)-approximations are necessary. Stochastic Barrier Functions (SBFs) have
emerged as a tool for this purpose [15], [18]. The general idea is to construct a
Lyapunov-like function over the state domain whose value is bounded in a given
unsafe set and also does not increase too rapidly with system evolution. By rea-
soning over growth rate of the value function, one can rely on this two properties
to construct a formal certificate for (a lower bound of) the safety probability. The
notion of SBF is related to stochastic Lyapunov functions, where a value function is
designed to decrease in expectation along the system evolution [18], [97].

Definition 3.1 (Stochastic Barrier Function). Let X, ¢ R"*, X, € X, and X,, =
R™ \ X, be the safe set, the set of initial states, and the unsafe set, respectively.
Furthermore, let the system x[k] be governed by (2.26). Then, a non-negative
measurable function B : R™ - R, is a Stochastic Barrier Function for x[k] if there
exists two constant ¢ > 0 and n = 0 such that

B(x)=1 Vx € X, (3.1a)
B(x)<n Vx € X,, (3.1b)
Ey[B(f(x,v))] < B(x) + ¢ Vx € X;. (3.1¢)

We omit for brevity the subscript of E when the random variable over which
the expected value is taken is unambiguous; e.g. in (3.1c) where v is a random
variable while x is not a random variable (indicated by the lack of bold font) as it
enters the equation via the for-all quantification.

A pictorial example of an SBF is shown in Figure 3.1. Intuitively, B(X[K]) is
a random variable and the barrier conditions guarantee that the expectation of B

27
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e

N

X flz,v) Xo

Figure 3.1: A barrier function B is a non-negative function that is greater than 1 in the unsafe region X,,.
7 is an upper bound of B(x) for x € X,. ¢ € Ry, is an upper bound on the one-step expected increase
in value in the safe set X; = R™ \ X,, under the dynamics in (2.26). The barrier function, through ¢ and
7, certifies a lower bound for the probabilistic safety over a finite horizon K, namely Pgpe = 1— (17 + cK).

does not grow by more than ¢ at each time step. In other words, B(X[K]) is a
c-martingale and therefore, Conditions (3.12a)-(3.1c) allow us to bound Pggfe.

Proposition 3.1. ([17], [98], [15]) Let B be a barrier function for x[k] and K € N
be a given time horizon. Then, it holds that Pzt = 1 — (n + cK).

Proof. We prove the certificate of SBFs by constructing a proper supermartingale
from B(x[k]) and then use Ville’s inequality [83] to bound the probability that the
value of the supermartingale exceeds a certain threshold within a time horizon.

To this end, define the stochastic process W (x[k]) = B(X[k]) + c¢(K — k) and
observe that the following holds for any x[0] = x, and all k € {0, ..., K — 1},

E[W (X[k + 1]) | X[0] = xo] = E[B(X[k + 1]) | X[0] = x,] + c(K —k — 1)
< B(X[k]) + c(K — k) (3.2)
= W (x[k]).

Since we have E[W (X[k + 1]) | X[0] = xo] < W(X[k]), the process W (x[k]) is
a non-negative supermartingale for k € {0,...,K}. As W(x[k]) is a hon-negative
supermartingale (see Subsection 2.1.2), Ville's inequality [83] holds, which in this
context can be formulated as the following: for any x, € X,

P | sup W(X[k]) = 1| < E[W(x[0]) | X[0] = x,]- (3.3)
k€(0,...K}

Combining Ville’s inequality with Condition (3.1a), the following chain of reasoning
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provides analytical bounds on the probability of reaching X,, in finite time.

sup P* [k € {0, ..., K}, x[k] € X,] < sup P*| sup W(x[k]) = 1]
}

X0€Xo xX0€Xo ke{o,...K
< sup E[W(X[0]) | X[0] = xo] (3.4)
X0€Xo
= Sup B(xy) +cK <n+cK.
Xo€Xp

To relate the above inequality to the probability of safety, we use the safety-
reachability duality as follows

Peate =1 — sup P* [3k €{0,...,K},x[k] € X,] =1 — (g + cK), (3.5

XgE€Xo
which concludes the proof. O

The above proof relies on a supermartingale inequality whose theory originates
in the analysis of betting strategies. An alternative proof, which provides more
insight into the relation between the true level of safety and the lower bound guar-
anteed by an SBF, relies on dynamic programming. Namely, a proof-by-induction
over the safety characterization in (2.31) shows that B(x) + ck upper bounds the
value function V (x) at each time step k € {0, ..., K}. We encapsulate this reasoning
in the following lemma.

Lemma 3.1. Let V, be defined as in (2.31) and let B be a SBF, i.e. satisfying
the conditions in Definition 3.1. Then V,(x) < B(x) + ck for all x € X and all
k €{0,..,K}.

Proof. Base case k = 0: Clearly, since B(x) = 1 for all x € X;, and B : R" - R,
we have B(x) = 1y (x) = V,(x). Therefore, we conclude that the statement holds
for k = 0.

Inductive step: Assume that V, (x) < B(x) + ck for all x € X. Then we will prove
that V,,1(x) < B(x) + c(k + 1) for all x € X. First, for any x € X,,, we apply the
same reasoning as the base case; since B(x) > 1 for all x € X,, we have

B(x)+c(k+1) =1y (x) = Viyq(x), forallx€X,. (3.6)
Next, for any x € X,, we have

Vier1 (%) = E[Vie (f (x, V)]
< E[B(f(x,V)) + ck)] (3.7)
< B(x) + c(k + 1).

The last inequality holds by Condition (3.1c). Finally, since X = X, U X,,, we have
Vis1(x) < B(x) + c(k + 1) for all x € X, which concludes the proof. O
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Clearly, since Vi (x) < B(x) + cK by Lemma 3.1, it holds that

Poafe =1 — < sup B(xy) + CK> =1—-(+ cK). (3.8)
Xo€EXg

Remark 3.1. The proof of Lemma 3.1 is similar but alternative and simpler proof of
Theorem 2 in [45]. The unifying perspective in [45] between SBFs and abstraction-
based verification techniques through dynamic programming was initially discov-
ered as part of the work towards piecewise constant SBFs (PWC-SBFs) [76] where
the underlying system is effectively abstracted to an IMDP. Then, [76] constructs
a SBF for this IMDP. See Chapter 5 for more details on PWC-SBFs.

By reordering (3.7), we observe the following relation for all k € {0, ..., K — 1}:
¢ = E[B(f(x,v))] — B(x) = E[Vi(f(x, V)] — Viey1(x), forall x € X;. (3.9

Therefore, ¢ upper bounds the expected one-step increase not only in value of the
SBF B, but also the failure probability {V}en,, for all states in the safe set X;.
Consequently, the term cK in Proposition 3.1 is at least as conservative as resetting
the stochastic process x[k] to the state in X, with the highest transition probability
to X,, and performing that transition at every time step. Despite conservatism, SBFs
may find use in scenarios that remain intractable for other methods. Furthermore,
the function surface of B may provide valuable information for designing safety
controllers, obtaining a desired level of safety [99].

To construct an SBF, state-of-the-art methods employ convex optimization for
the following problem where 6 represents the parameterization of the barrier tem-
plate [15], [98], which minimizes the certified failure probability, or equivalently
maximizes the certified safety probability.

min n+cK

n,c,6

s.t. n=0,c=0, (3.10)
(3.1a),(3.1b), (3.10).

The choice of barrier template affects which subclass of convex optimization can
be employed (if any). Examples include an exponential template B(x) = ex'Sex _ 1
with S € §%, which can be reformulated via relaxation to SDP, and polynomial tem-
plates B(x) = Y; 6;p;(x) for a set of basis polynomials p; (x), p,(x), ... where (3.10)
can be solved using SoSP. Exponential templates are restricted to rotated ellipsoid
safe sets, and polynomial templates lack scalability due to the multi-combinatorial
number of monomials. These issues are the motivation for the first contribution
presented in this dissertation in Chapter 4.
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We can only see a short distance ahead,
but we can see plenty there that needs to be done.

Alan Turing

This chapter is a copy of £ B. Mathiesen, S. C. Calvert, and L. Laurenti, “Safety
certification for stochastic systems via neural barrier functions’, IEEE Control Sys-
tems Letters, 2023. por: 10.1109/1CSYS. 2022 . 3229865 [75] with minor
corrections to streamline presentation.
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4.1. INTRODUCTION

Traditionally, the synthesis of an SBF has been framed as a Sum-of-Squares Pro-
gramming (SoSP) problem [15], that is, (3.10) where the barrier function and dy-
namics are assumed to be polynomial. Then the conditions of an SBF in the Defi-
nition 3.1 are encoded as SoS constraints. A fundamental challenge central to this
chapter and an intrinsic limitation of SoSP is the scalability of this synthesis process
to higher dimensions and complex dynamics. Specifically, the number of monomial
basis functions p,, p,, ... in the barrier polynomial B(x) = ¥; 6;p;(x) is equal to the
binomial coefficient (" :i_ d where n is the dimensionality of x and d is the poly-
nomial degree [100]. Therefore, SoSP suffers poor scaling in both the number of
variables and the degree of the polynomial, and as we will see in Section 4.4, empir-
ical evidence shows a polynomial degree d > 12 is typically needed for a sufficient
level of certified safety. Furthermore, in the supermartingale condition (3.1c), the
barrier and dynamics polynomials are multiplied increasing the maximum degree in
the SoS constraint. As a consequence, synthesizing SBFs for systems of higher di-
mensions or requiring high-degree polynomial templates due to complex dynamics
remains intractable.

To overcome this limitation, we turn our attention to barriers parameterized by
NNs. Neural networks have demonstrated remarkable success in scaling to real-
world problems in various domains [101], [102]. The universal approximation the-
orems for NNs — that NNs can, in the asymptotic limit of size, approximate any
function [103] — often serve as the theoretical justification for this success. More-
over, the exponential approximation accuracy [104], combined with computation-
ally efficient and well-understood gradient-based training algorithms [105], [106],
makes NNs an attractive alternative. In conclusion, NNs are undeniably powerful
and flexible function approximators, which is useful in SBF synthesis.

The shift to neural SBFs, or Neural Barrier Functions (NBFs), introduces a new
challenge: how can we verify neural SBFs? With previous synthesis methods based
on convex optimization, satisfaction is inherently guaranteed through constrained
optimization, e.g. interior point methods. However, with NNs, optimization is un-
constrained, thus requiring post hoc verification. Furthermore, how can we train
these neural networks to satisfy the necessary conditions in a dense domain? Train-
ing neural barrier candidates is problematic, since gradient-based training methods
for NNs rely on sampling, while the barrier conditions must be satisfied everywhere.
The goal of this chapter is to answer these two research questions.

Problem 4.1

Given a system x[k + 1] = f(x[k], v[k]) (i.e., of the general form (2.26)), an
initial set X,, a safe set X, and a time horizon K, compute a lower bound p
0N Psafe-

Approach Our framework for verifying NBFs draws on recent advances in the
verification of NNs, namely CROWN [88], [89], to build linear relaxations. We ex-
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tend CROWN to expectation operators to accommodate the supermartingale con-
dition in (3.1c) and augment the verification method with a branch-and-bound
scheme to reduce conservatism. The latter is necessary because experimental re-
sults show that CROWN in isolation is insufficient for dense verification over large
sets. The verification procedure is described in Section 4.2. For training an NBF, the
loss function intuitively encodes each of the SBF conditions to train the network to-
wards satisfying the SBF conditions (see Section 4.3). However, as detailed before,
this only improves the barrier on individual points, while it is necessary to cover
compact sets. To address this challenge, we present two components that are crit-
ical in efficiently training an NBF: adversarial training and Counter-Example Guided
Inductive Synthesis (CEGIS). Adversarial training [107] plays an essential role in
ensuring coverage over a non-zero Lebesgue measure of the state space. CEGIS
[108] is the process of training the NBF on counterexamples generated by the ver-
ification procedure to efficiently improve constraint satisfaction. To showcase the
advances, we compare in Section 4.4 our proposed approach with state-of-the-art
methods.

4.2. VERIFICATION OF NEURAL BARRIER FUNCTIONS

In this section, we will show our approach to verifying that a given NN B, with
continuous activation functions, where 6 represents the parameters (weights and
biases), is a valid SBF for (2.26), that is, if it satisfies the conditions in Definition 3.1.
For simplicity, we assume that By is a fully-connected NN with no activation func-
tion on the output. Later, in Section 4.3, we will describe how to obtain a candidate
function, i.e. training a NBF, based on the verification presented in this section.
Before we continue to describe the verification method, we need some basic as-
sumptions.

Assumption 4.1. The safe set X is a compact set.

As we shall see later, with the above Assumption 4.1, we can verify the validity
of a candidate NBF over an unbounded space.

Assumption 4.2. The neural network By and the vector field f are locally Lipschitz.

Assumption 4.2 ensures the existence of (local) linear relaxations of By and f
and is fairly non-restrictive. In fact, any fully-connected NN with continuous (po-
tentially non-smooth) activation functions is locally Lipschitz. To construct linear
relaxations of a NN we employ CROWN [88], which is considered state-of-the-
art within neural network verification and has won VNN-COMP several years [90].
CROWN works by propagating linear lower and upper bounds through the compu-
tation graph that represents the function to bound; in this case By and f.

Our verification approach is based on employing local relaxation techniques
to build uncertain PWA functions of B, and f. That is, with a partitioning Q =
{q1, ..., q,} of the state space X c R", for each region q two affine functions such
that

éqx + Qq < By(x) < qu + Eq forall x € q (4.1)
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See Section 2.2.2 for more details on how to compute linear and uncertain PWA
relaxations. The following lemma follows trivially from the above definition of linear
relaxations to verify Bg(x) > 0 for all x € X and Bg(x) = 1 for all x € X,,, that is,
the non-negativity and unsafe set conditions of Definition 3.1.

Lemma 4.1. Assume X is a compact set and let Qx,  Q be the smallest set of
regions such that X,, < Ugeq,, 4. Then, if

minmin A x+b >0 min min A x+b >1, (4.2)
qeQ xeq —4 q€qx, x€q —4

then the conditions Bg(x) = 0 for all x € X and Bg(x) = 1 for all x € X,, are
satisfied.

Proof. We prove the statement for Bg(x) = 0 for all x € X. The proof for Bg(x) = 1
for all x € X,, follows a similar structure.

First, note that the assumption that X is compact ensures that each region g € Q
is compact and thus the existence of linear relaxations within this region. There-
fore, min,cq Bg(x) = Min,g, éqx +Qq > 0 is well-defined. Since X = U,¢qq, the
statement min, e, Min, ¢, Aqx + Qq > 0 implies Bg(x) = 0 for all x € X, concluding
the proof. O

Note that under the assumption that each g € Q is a convex polytope, which can
always be enforced by the partition strategy, then Lemma 4.1 reduces to the solution
of a set of linear programs, and if furthermore each region q is hyperrectangle, then
there exists an analytical formula for the solution [92].

Remark 4.1 (Unbounded state space). Lemma 4.1 holds under the assumption
that X is compact, i.e., closed and bounded. We can relax this assumption by
cleverly modifying the NBF By using Assumption 4.1 that the safe set is compact.
In particular, we can define the almost-everywhere continuous function Bg(x) =
max(1, By(x)) where By(x)) = NNy(x) for x € X, and zero otherwise, and where
NNy is a neural network. In other words, the neural network only models the
behaviour of the barrier in the safe set and we assume wlog. By to be 1 everywhere
else. Then, with this modification, (i) the condition Bg(x) = 1 for all x € X,, holds by
construction, and (ii) it is only necessary to verify non-negativity over the compact
domain X;.

Remark 4.2 (Correct-by-construction non-negativity). It is possible to encode non-
negativity in the architecture of the neural network that is By, by appending the
computation graph with a ReLU. This, however, introduces issues for both verifica-
tion and training. For training, if any gradient step updates the parameters 6 such
that NNy (x) < 0 for all x € X, then for all future steps, the gradient is blocked from
backpropagating at the last ReLU such that the parameters will never update and
the training stalls. For verification, appending ReLU reduces the available informa-
tion for smart partitioning in the branch-and-bound algorithm that we will discuss
in Subsection 4.2.1.
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Using a strategy similar to Lemma 4.1, we can compute the smallest verified
n given the partition Q. To this end, let Qx, c Q be the set of regions such that
X, S Ugeqy, 9- Then, we can choose n to be n = MaXgeqy, MaXxeq qu + Eq such
that n = By (x) for all x € X,,.

We now turn our attention to ¢, and consequently to the computation of the
supermartingale condition (3.1c). Unfortunately, due to the non-linearity of the
functions involved, computing E[Bg(f (x,V))] is analytically intractable. As a con-
sequence, we again rely on computing local under- and over-approximations. In
particular, consider finite partitions Q_ and g, respectively of the (compact) safe
set X, and of the uncertainty space V < R™, and let § = Qx, X Q. For now, as-
sume that V is compact. We will relax this assumption after Theorem 4.1. Then, as
discussed above, for each region q € Qx, and each product region § = q x q,, € @

we can find row vectors 4, A,,, 44, € R”" and scalars b , b; € R such that

Vx € q, Aqx + Qq < Bg(x) (4.3)
V(x,v) €4, Bo(f(x,v)) < qux + quv + Eq. 4.4

Note that if a NN is composed with a continuous function, i.e. Bg(f(x,v)), then
CROWN-like techniques can still be applied on the composite computation graph
to derive linear relaxations of the composed function. In particular, the continuous
function can be treated as the first layer of the neural network and perform Linear
Bound Propagation [89].

The following theorem uses the above relaxations to bound E[B(f(x,v))] and
consequently find a lower bound on c.

Theorem 4.1. Let Qx, and Q, respectively be partitions of X; and V. For § =
q X q, € Qx, X Qy,, define

Ag=—4,+ Z A Py[V E q,], (4.5a)
qvEQy

by = b, + z (bq + A, EIV: V € g]) - Py[V € g, ]. (4.5b)
qvEQy

Let ¢ = maxgeq,, MaXyeq (Agx + by). Then, for any x € X it holds that

E[By(f(x,¥))] — Bg(x) < q@g,i max (Agx+by) =c. (4.6)
Proof. Fix any q € Q. For any x € q it holds that

BB GF )] = . [ Bof () dPy)

vEQy ~ Y
e (4.7)

< Z (qux + quv + Eq) dPy(v).
av€Qy v
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By leveraging linearity of the integral operator, we can lift all terms and factors
but v outside the integration. Note that the remaining integrals are | q, APv(V) =

Py[v € q,] and fqv vdPy(v) = E[V:V € q,]Py[V € q,]. The latter is called a partial

expectation.
Combining the above bound for the expectation with éqx + Qq < Bg(x) for all

x € q, we get an upper bound A,x + b, for E[Bg(f (x,V)] — Bg(x) for all x € q. It
then follows that

max (E[By(f (x,V)] — Ba(x)) < [nax max (Agx+by) =c. (4.8)

qeQx, x€q
O

The computation of 4, and b, in Theorem 4.1 requires the evaluation Py[v € q,]
and E[v : v € q,]. For various classes of distributions, such as Gaussian with diag-
onal covariance matrix, uniform, or finite support distributions, these expressions
can be computed in closed forms. Otherwise, numerical approximations may be
required.

Although we assumed that the support of the noise VV has bounded support, The-
orem 4.1 also applies in the case of unbounded support; it just requires a rigorous
construction of linear relaxations in unbounded noise regions g, of the partitioned
uncertainty space V and the barrier construction in Remark 4.1. To this end, ob-
serve that since X, is compact, there exists an B > 1 such that B > B,(x) for all
x € X;, and thus also for all x € X. Then, for an unbounded noise region q, € Q,
and any (compact) region g € @, we can bound By (f (x,v)) in § = q X q,, by B, that
iS, Bg(f(x,v)) < b for all (x,v) € § with A = A =0 and b~ = B. If we capture
enough probablllty mass of VV by compact reglons in the partltlonlng, then, since the
linear bounds are summed together weighted by their probability in (4.5a)-(4.5b),
the tails covered by the uniform upper bound should not dominate the linear bound
for the expectation in Theorem 4.1.

4.2.1. A BRANCH AND BOUND SCHEME FOR VERIFICATION
To improve the scalability of our verification framework, we adapt the branch-and-
bound partitioning scheme of [109] to our setting. In particular, starting from a
coarse partitioning of X, the method gradually refines it by splitting regions and
pruning those that already satisfy the barrier conditions. For convenience, we
assume that all regions g are hyperrectangles such that the linear programs in
Lemma 4.1 and Theorem 4.1 have an analytical solution [92]. We perform branch-
and-bound independently for each of the conditions in Definition 3.1. In what
follows, we explain the partitioning scheme for the unsafe set condition in (3.1a);
the others follow analogously.

We start with a coarse initial partition Qy, of X;,. Then, as shown in Lemma 4.1,

the condition in (3.1a) reduces to checking i rrgn rplan x+ b > 1. As we start
Xu

with a coarse partition, initially the bounds may be very conservat|ve. Consequently,
we gradually refine Qy, . At each iteration, we split all regions in Qx, and, based on
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Least upper bound Max
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Partitioning to refine Split (red lines) Pruneif gN X, =0 . Refined partitioning

— Prune
— Keep (touching X,,)
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Prune if min,eq A,z + b, > brop

Figure 4.1: One iteration of the automatic partitioning scheme with splitting and pruning for (3.1a).
The set X, is shown as a black blob, and hyperrectangles q € Qyx, are split and pruned. b yp =

min minA,x + b, denotes the least upper bound.
a€Qx,, xeq

the linear relaxations, check if the condition is provably satisfied or violated. That
is, the following, respectively:

min min4d x+b >1, (4.9)
q€Qx, x€q —q —q

. . - 7 < .
qréle?u min Agx + by < 1. (4.10)

To select the split axis, we pick the one with the largest linear coefficients |4q [+ |Zq l,

because that maximizes tightening of both upper and lower bounds, weighted by
the width of the region (¢ — ¢q) along the given axis to avoid elongated regions
because they are shown empirically to yield loose bounds.

If not terminated, we proceed with the branch phase, where the regions q € Qy,
are pruned if g does not influence the satisfaction of (3.1a) and can be discarded.
Specifically, we may prune q if either ¢ n X,, = @ or the minimum value of By in
q is greater than the least upper bound in another region q’ € Qx, . One iteration
of splitting and pruning is shown in Figure 4.1. Finally, we stop the partitioning
when the largest gap between the upper and lower bound for By (x) is less than

a threshold t;,, > 0, that is, if q@Qaé ngg;( (Aqx + bq) - (éqx +Qq) < tgap, Where

the verification is considered inconclusive, or unknown in the terminology of three-
valued logic, which suggests the additional training is beneficial. We show the
complete branch-and-bound algorithm in Algorithm 4.1.

4.3. ADVERSARIAL TRAINING

We now describe the neural network training procedure, which is key to obtain
a valid stochastic barrier function By. As the conditions in Definition 3.1 need to
hold over regions in the state space, the rationale behind our approach is to adapt
certified adversarial training of NNs [91], [92], [110] to our setting.

Our training procedure starts by independently sampling M training points from
each set X, X, X,, and X,. We denote the resulting data set, respectively, as Dy,
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Algorithm 4.1 Branch-and-bound algorithm to verify min,cy, By(x) = 1, given an
initial partition @y, of X,,.

Require: Barrier candidate By, initial partition @y , and threshold ¢,,,
Ensure: Sound SAT/UNSAT or UNKNOWN if
1€ [qrerg}r(\u r;lelgl éqx + gq — tgap qreerlQu r)pelgl Agx +bg + tgap|-

1: for Region q in Qx, do

2: t A b Aq by == CROWN(By, q)

3: while quQa;i n;g;( (Aqx + bq) - (éqx + Qq) < tgqp do
> Branch
Qnew := 0@
6: for q in @y, do

Ag = (14,1 +1,1) 0@ )

LA

d :=argmax4,; > Select optimal axis to split
1<isn
9: q1,q = SPLIT-MID(q, d) > Split on axis d
10: Qnew = Qnew YU {q1,92}

11 QXu = Qnew

12: > Bound

13: for Region g in Q do

14: t éq,gq,Aq,bq := CROWN(By, q)

15: if min mndA x+b > 1 then
q€Qx, Xx€q —q —q
16: return sAT
17: 1if min minA,x + b, < 1 then
q€Qx, X€q
18: return UNSAT _
19: biup := min mMinAgx + by > Least upper bound
q€Qx, X€q

20: Q:={q€Qx :mnNA x+b <bpyy}
u X€Eq —q —q

2 | Q:={q€Qyx, : qNXy * 0}
22: return UNKNOWN
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Dy, , Dx,, Dx,. Furthermore, N noise vectors v,,--, vy are independently sampled
according to p,. Then, the loss function £ is defined as follows:

L=1-Kr)Ly, +Krm™M + cMK) (4.11)
1 1
L, = Mx; Re(=Bo(), ) + Mx; R(1-By()hx)  (412)
7™ = max Re(By(),%) (4.13)
1 N
¢ = nax Re (ﬁ Z Bo(f (1)) = Ba (), x) : (4.14)
£

where k € [0, 1] weighs between a valid SBF and tight probability bounds. For a
function g : R™ - R, the operator R.(g,x) = max  ReLU(g(x"),0) returns an

x|lx=x" |l oo <€

upper bound of g(x) over a hyperrectangle centered at x with radius ¢ = 0, which
we employ to enforce the satisfaction of Conditions (3.12)-(3.1c) on regions of the
input space around the training points. This operator is what makes the training
adversarial and it performs a function analogous to that of the consolidator in FOS-
SIL [111], which is a tool for synthesis of neural barrier and Lyapunov functions
for deterministic systems. Intuitively, choosing a large value of ¢ for R.(g,x) will
facilitate the task of finding a valid SBF, while a small ¢ leads to tighter bounds on
the safety probability. To find a certified upper bound for R(g, x) we employ IBP, as
this counterintuitively results in higher certified robustness [91], [110]. Note that
the analytical nature of IBP allows one to employ standard auto-diff tools to take
the gradient of £ wrt. 6.

With training progressing, we gradually reduce k from 1 to 0 to shift from min-
imizing n™ + ¢™K to minimizing £, with the goal of first finding regions of the
parameter space with tight probability bounds and then anneal the neural network
to a valid barrier. The following proposition establishes a theoretical non-asymptotic
relationship between the conditions of the barrier function and the loss function by
exploiting the robust loss, provided enough and sufficiently space samples. As the
loss is a trade-off between £, and n™ +cM K through x, we analyse both extremes
of x.
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Proposition 4.1 (Loss/satisfaction equivalence). First, assume wlog. the follow-

ing:
X=| J& llx—x"llw <€} (4.15a)
XL-[JX
Xy = U " lx—xleo < €}, (4.15b)
xEDXu
Xo = il =2l < €}, (4.15¢)
Xs = {x i lx —x'leo < €} (4.15d)

Then, the following two statements hold:

e (k =0): Bg(x) =0 forall x e X and By(x) = 1 for all x € X,, are satisfied if
and only if L = 0.

e (k=1): L=n+cK.

Proof. We start with the case k = 0. In one direction, assume By (x) = 0 for all
x € X and Bg(x) = 1 for all x € X,,. Then, for any x € Dy it holds R.(—Bg(-),x) =0
and for any x € Dy it holds R.(1 - By(-),x) = 0. Thus, L = L, = 0.

In the other direction, assume that for any x € Dy it holds R.(—Bgy(-),x) = 0
and for any x € Dy it holds R.(1 — By(-),x) = 0. Fix any x € Dy, then we have
Bg(x") = 0 for all x" such that ||x — x'|| < €. By (4.152a), we have B, (x) = 0 for
all x € X. Using a similar argument, we have By (x) = 1 for all x € X,,, concluding
the first case.

For the second case x = 1, notice that we have

n = maxmax(Bg(x),0) = max  max max(Bg(x"),0) =n®, (4.16)
X€Xo XE€Dx, x":||lx—x"||0<€

By a similar argument, we have ¢ = ¢™ and thus £ = n™ + (MK = 5 + cK,
concluding the proof. O

4.4. EMPIRICAL EVALUATION

The framework is evaluated on three benchmarks: a 2-D linear system from [15],
the 2-D polynomial system from [18], and a 3-D non-polynomial Dubin’s car model
[111]. We will describe the benchmarks in greater detail in Subsection 4.4.1. To
show the flexibility of our framework, for all systems we consider the same NBF
architecture: a feed-forward neural network with 3 hidden layers with 128 neurons
per layer and ReLU activation. Experiments are conducted on a computer with a
Intel i7-6700k CPU, 16GB DDR4 RAM, Nvidia GTX 1060 GPU'. The optimization is

1Code for both NBF, Lipschitz certification and SoS is available under GNU GPLv3 license at https:

//github.com/DAI-Lab-HERALD/neural-barrier-functions.
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Polyr(w}omial syste initial and unsafe sets

\

Figure 4.2: The nominal dynamics, i.e. of the vector field without noise, of the polynomial system
adapted from [114] and the initial set and unsafe regions of the benchmarks.

done using ADAM with a learning rate of 1e—4, with training batches of size M = 50.
We train the NBF for 60000 iterations. As a baseline, we compare with a Sum-of-
Squares (SoS)-based synthesis approach [15], [99] and a Lipschitz argument-based
verification approach of NBFs [112].

4.4.1. BENCHMARKS

Linear dynamics We adopt the linear, discrete-time system from [15], which
represents population dynamics with a juvenile and an adult stage [113]. The
system is governed following stochastic difference equation

X[k +1] = [0 V3| yeiie] + 4.17)

Y1 ¥,

A

0
v[k]

We choose parameters y; = 0.3, ¥, = 0.8, and y3; = 0.4, and py, = N (- | 0,0.1).
Note that these parameter values differ from [15], since the parameters in [15] are
unstable. Namely, with the values y»; = 0.5, ¥, = 0.95, and ;3 = 0.5 from [15],

the basic reproduction number is R = Yav¥s _ 55 1, meaning that the population

always increases and the origin is an unstzable equilibrium [113]. For our choice,
the basic reproduction number is R = 0.6. The seemingly safe results reported [15]
are the consequence of a discrepancy between the stochastic difference equation
in the paper and the associated code.

We define the state space X c R?, initial set X,, and safe set X, as follows with
Xy =X\ X,

X =1[-33]% (4.18)
Xo={x€X :x¥+x5<15%}, and (4.19)
X, ={x€X :x?+x%<2%. (4.20)

Polynomial model For a polynomial system, we adapt a 2-D system from [114,
Example 8.6] by discretizing time using an Euler integrator and adding noise. Due
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to the discretization, letting h denote the step size, the time horizon is K - h with a
step horizon K. We choose a step size h = 0.1.
X[k + 1], = X[k]; + h - X[k], + V[k]

1 (4.21)
X[k + 1], =X[k] +h- <§X[k]§ —x[k]; — X[k]z>

where py = NM(- | 0,0.01). The state space X c R?, initial set X,, and unsafe set
X, are defined as follows with X, = X \ X,

X={xeR?: -35<x;,<2and —2<x,<1]}, (4.22)
Ry, ={x €X : (x; +1.5)* + x5 < 0.5%},
R, ={x€X:-18<x <-12and —0.1<x, <01},
R, ={x€X:-14<x,<-12and —05<x, <01},
Xo = Ry, URZ UR3, (4.23)
Ry, ={x€X : (xy + 1)*+ (2, + 1)* < 047},
R, ={x€X :04<x <06and0.1<x,<0.5},
Ry, ={x€X :04<x <08and0.1<x, <03},
X, =Ry, UR}, URS,. (4.24)

Notably, for this benchmark, both the initial and unsafe sets consist of two disjoint
regions, which is shown in Figure 4.2 with the nominal dynamics.

Dubin’s car System barr, from [111], also known as Dubin’s car, is a non-
polynomial system. The state of the system is the position in a plane and the
heading of the vehicle. We adapt the system from continuous-time deterministic
to discrete-time stochastic by discretizing time with an Euler integrator and adding
noise to the heading. Let h denote the step size, that is, K - h is the time horizon.
Then, dynamics are governed by

X[k + 1], = X[k], + h - vsin(X[k]3)

X[k + 1], = X[k], + h - vcos(X[k]3) (4.25)

X[k + 1]3 = X[k]3 + h - u + V[k]
where p, = N(- | 0,0.01), v is the velocity, and u denotes the steering angle.
We choose a steering angle u = 1/0.95 such that the vehicle drives in a clockwise
circle with a radius equal to the distance between the origin and the starting position

(see below). We also choose velocity v = 1 and step size h = 0.1. The state space
X c R3, initial set X,, and safe set X are defined as follows with X,, = X \ X,

X={x€eR3: x? <4,x3 <4, and x3 < n?/4} (4.26)
Xo = {(—0.95,0,0)} (4.27)
Xs={x€eX:x}<19%and x% < 1.9% (4.28)
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Table 4.1: Certified lower bound for Psye. Higher is better, and the best result for each system is
highlighted in bold. Cells with "-” denotes that SoS failed to compute a barrier. BaB abbreviates
branch-and-bound.

Linear 2-D polynomial Dubin’s car

Method

SoS (4) [15] 0.690906 0.000000 -
SoS (8) 0.975079 0.232710 -
SoS (13) 0.998405 0.681383 -
SoS (15) 0.999761 - -
NBF (grid + Lipschitz) [112] 0.824654 0.792392 0
NBF (grid + CROWN) 0 0 0
NBF (BaB + CROWN) 0.999969 0.991664 0.870272

To encode the non-polynomial dynamics into a polynomial suitable for SoS, we
use the method of [99] where the state space is partitioned into a grid and linear
relaxations of the nominal dynamics are encoded with SoS Lagrange multipliers
using Putinar’s Positivstellensatz [115].

4.4.2. RESULTS

In Table 4.1, we report a lower bound of Py obtained with our approach, a SoSP-
based approach [15], and a Lipschitz method adapted from [112]. We also report
the verification of NBFs with CROWN and a grid-based partitioning as an ablation
study for the impact of the branch-and-bound algorithm. The grid considered for
both the linear and polynomial system is 320x320, and for Dubin’s car it is 40x40x60.
For the SoSPs-based approach, we consider polynomials of order up to 15 on all
benchmarks.

For all benchmarks it is possible to observe that our approach based on NBFs
outperforms both SoS optimization and Lipschitz certification in terms of the tight-
ness of the bounds. For instance, for the Dubin’s car model, arguably the hardest
example we consider due to its non-polynomial nature, SoS fails due to excessive
memory requirements and Lipschitz only finds a trivial certificate of 0, while our
framework obtains a lower bound of 0.87. In contrast, for the linear system, both
SoS and our approach obtain a similar certified level of safety, but SoS is substan-
tially faster (orders of minutes for the linear system), as our method requires to first
train a neural network and then certify it (orders of few hours for all benchmarks
as we use the same neural network architecture).

To understand the difference in certified safety, in Figure 4.3 we study contour
plots of the barrier functions for the 2-D polynomial example obtained with SoS and
with NBF for different values of e, where ¢ is the training parameter introduced in
Section 4.3. Note that the certified lower bound for Pgy. via Proposition 3.1 can
be non-zero only in regions where B(x) < 1. Interestingly, we observe this region
is significantly smaller for SoS compared to NBF for all €, which is attributed to the
reduced expressivity of the small-degree SoS polynomial. The differences in region
sizes and the distances to the initial sets explain the result in Table 4.1. Furthermore,
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Figure 4.3: Levelset for (a) a SoS SBF and (b, ¢, d) NBFs with varying values of ¢, all for the 2-D
polynomial system. The NBFs are more flexible to capture complex shapes of the unsafe set and less
sharply increasing in value compared to the SoS SBF. (b, ¢, d) show that larger € results in a flatter
surface, yielding a smaller ¢ at the expense of a larger 7.

we should stress that € = 0.00001 is the smaller value of € for which our approach
could find a valid barrier, illustrating the importance of this parameters in balancing
between finding a valid barrier and obtaining high lower bounds of safety.

4.5. CONCLUSION

This chapter addressed the challenge of synthesizing Stochastic Barrier Function
(SBF) certificates to certify probabilistic safety for stochastic, non-linear, discrete-
time systems. Traditional methods based on Sum-of-Squares (SoS) programming
have a key limitation: Scalability — SoS programs rapidly become intractable as the
dimensionality of the system or the degree of the polynomial increases. To over-
come this limitation, we introduced Neural Barrier Functions (NBFs), parameterized
as feedforward neural networks. Neural networks provide a flexible functional class
capable of approximating a wide range of barrier shapes beyond polynomials. Al-
though NBFs address the scalability issues associated with SoS-based SBFs, their
introduction necessitate post hoc verification, which carries its own set of chal-
lenges.



4.5. CONCLUSION 45

To overcome these issues, this chapter introduces two methods: neural network
verification via CROWN, extended to random variables, and a branch-and-bound
scheme. CROWN is a state-of-the-art neural network verification method based on
linear relaxations of non-linear functions that has repeatedly won the Verification of
Neural Network Competition [90]. However, until this work, it has been restricted
to deterministic functions; we extend it to also cover random variables, to allow
bounding the expectation in the martingale condition (3.1c). Since CROWN relaxes
a non-linear problem into a linear one, it necessarily introduces conservatism. Al-
though grid-based partitioning reduces the conservatism, it wastes computational
resources, as for some regions a coarse partitioning suffices and while others require
finer partitioning. Thus, to carefully and intelligently control the conservatism, we
introduce a branch-and-bound scheme, which selects regions to split further based
on the relaxation gap.

Experimental evidence shows that NBFs provide tighter safety probabilities than
SoS-based SBFs, up to the computational limits. We also performed an ablation
study, replacing the branch-and-bound scheme with grid-based partitioning, to
highlight the importance of the branch-and-bound scheme.

A key insight from applying NBFs for safety verification is that the neural pa-
rameterization significantly expands the space of candidate barrier functions, al-
lowing the certification of safety for dynamics that are too complex for traditional
polynomial templates. However, while NBFs scale better than SoS methods, high-
dimensional systems still pose challenges. The branch-and-bound approach miti-
gates this, but the combinatorial growth of partitions imposes practical limits; this
is the curse of partitioning, a corollary to the curse of dimensionality [116], which
is a pervasive challenge in safety-critical control and formal verification.

Another limitation of this approach is that it requires complete knowledge of the
dynamics, including the noise distribution. In practice, this rarely holds, and thus,
later in Chapter 6, we address this limitation using data-driven methods.
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5.1. INTRODUCTION

In Chapter 4, we demonstrated that neural SBFs offer significant scalability advan-
tages over the previous state-of-the-art, SoS-based SBF synthesis. However, ver-
ifying NBFs is very challenging and requires discretization and convex relaxations.
The need for discretization inevitably leads to the question: can the synthesis be
improved by bypassing the neural network and directly employing a discretized
structure? To study this question, in this chapter, we focus on piecewise SBFs (PW-
SBFs). By allowing the barrier function to change behaviour across different regions
of the state space, piecewise formulations provide a natural' and computationally
efficient way to approximate complex, possibly discontinuous safety boundaries.
Furthermore, the continuous nature of NNs makes it difficult to capture sharp tran-
sitions or discontinuities that may naturally arise in the safety landscape of many
systems [118]; a limitation that does not exist for for piecewise templates. We
highlight the impact of this limitation in Figure 5.1 where we empirically show that
both SoS-SBFs and NBFs suffer due to the continuity restriction. In the presented
example, the unsafe set is a disjoint union of two small sets, of which one is sit-
uated close to the initial set. For a good safety guarantee, the barrier requires a
rapid change in value near the unsafe sets, which SoS-SBFs and NBFs fail to cap-
ture. We further study the simplest class of PW-SBFs: piecewise constant SBFs
(PWC-SBFs). In this chapter, we show that restricting to this subclass reduces the
synthesis problem to an LP problem, thus enabling greater scalability and flexibility
in algorithmic design.
Formally, we consider the following problem:

Problem 5.1

Given a system x[k + 1] = f(X[k]) + v[k] where v[k] is a random variable
with Gaussian distribution p,, (i.e., of the form (2.34)), an initial set X,, a
safe set X, and a time horizon K, compute a lower bound p on Pgy.

As will be shown in Section 5.3, specializing the notion of PW-SBFs to PWC-SBFs
allows studying convergence in the asymptotic limit. In the following Chapter 6,
we study piecewise affine SBFs (PWA-SBFs), which is another specialization of PW-
SBFs, in the context of data-driven synthesis. A deeper theoretical analysis of
PWC-SBFs uncovers strong connections to IMDPs, which will be the focus of Chap-
ter 9. In Section 5.4 we show that, due to their structural simplicity, PWC-SBFs de-
liver considerable computational improvements compared to synthesis approaches
based on SoS and NBF. The section presents three distinct methods for synthesizing
PWC-SBF: Dual LP, LP-based CEGIS, and Gradient Descent (GD). These methods
are listed here in decreasing order of computation time and memory requirements.
The computational improvements are, however, at the cost of increasingly many
hyperparameters that must be tuned for a given application to achieve optimal
performance.

In Section 5.5, we systematically compare all three piecewise constant (PWC)

1At least to an engineer. Piecewise (constant) functions are pervasive in the field of engineering [117].
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Figure 5.1: Example of a 2D stochastic system with a non-convex safe set and linear dynamics x[k +1] =
0.5x[k] + v[k], where noise v[k] follows a Gaussian distribution with diagonal covariance. The obtained
safety probability, for K = 10, and computation time for SoS are Pgafe 505 = 0.075 and tg,s = 1975, for
NBF are Pgaengr = 0.93 and Tygr = 3600s, and for PWC-SBF are Pgyre pwc = 0.93 and tpyc = 695.

synthesis methods against both neural and SoS-based SBFs across a diverse set of
systems. Through these comparisons, we highlight the trade-offs in computation
time, memory requirements, conservatism, and ease of hyperparameter tuning. Fi-
nally, in Section 5.6, we extend the study of PWC-SBFs to address the problem of
control synthesis. Specifically, we demonstrate how PWC-SBFs can be used to con-
struct (probabilistic) forward invariant sets, providing a foundation for safe control
policy design under stochastic system dynamics.

5.2. PIECEWISE STOCHASTIC BARRIER FUNCTIONS

In this section, we introduce the general notion of PW-SBFs. With the change
from continuous to piecewise continuous templates, it is necessary to consider the
well-definedness of the SBF, in particular wrt. the expectation in Definition 3.1.
We start by defining piecewise barrier templates. To this end, consider a partition
Q = {qy, ..., q,} Of the compact safe set X; in £ compact sets, i.e., U'_, q; = X, and
g; N q; has zero Lebesgue measure for any two i # j € {1, ..., £}, such that vector
field f is continuous in each region q;. Assume that the boundary of each g; has
measure zero wrt. the transition kernel T(- | x) for any x € X,. Furthermore, for
every i € {1,..,¢}, let B; : R™ - R, be an piecewise continuous function such that
B; is continuous on g; and B;(x) = 0 if x & g;. Finally, define the piecewise constant
function B, (x) = 1 if x € X,, and zero otherwise. Then, a piecewise barrier function
(template) is defined as

B(x) = max{B,(x), B;(x), ..., Bp(x)}. (5.1)

Note that by construction B is upper semi-continuous. That is, at every point x, € X
and for every real B > B(x,) there exists a neighbourhood U of x, such that
B > B(x) for all x € U. This is important, as upper semi-continuity implies that B
is Borel measurable. In conjunction with a general system x[k + 1] = f(X[k], v[k])
(i.e., of the form (2.26)), the random variable B(f (x,v)) is well-defined, since B is
Borel measurable and f(x,-) is assumed to be measurable for any x € X;. Thus,
the expectation in (3.1c) is well-defined; as is the theory of SBFs.

To be able to decompose the expectation in (3.1c) into a summation over closed
sets (barrier pieces), we require the following assumption regarding boundaries.
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We write assumption in terms of a general (additive) noise distribution for it to be
applicable in the subsequent Chapter 6.

Assumption 5.1. For an additive noise system x[k + 1] = f(X[k]) + v[k] with
noise distribution py, we assume that almost surely Py[x' € q; N q;] = 0 where
X' =fx)+v, foranytwoi#je{l,..,£}and any x € X;.

The assumption holds for Gaussian noise distributions because (i) the distribu-
tion py is continuous and (ii) the intersections have zero Lebesgue measure.

Definition 5.1 (Piecewise SBF). Let X, c R", X, € X, and X,, = R" \ X, be,
respectively, the safe set, the set of initial states, and the unsafe set. Furthermore,
let the system x[k] be governed by (2.34) with a Gaussian noise distribution p,.
Then the function B in (5.1) is a PW-SBF for x[k] if for all i € {1, ..., ¢} there exist
scalars c;,n = 0 such that the following conditions hold

Bi(x) < n Vx € qi n Xo, (S.Za)
£
j=1

where X' = f(x) + v and T is the transition kernel for (2.34).

The following corollary specializes Proposition 3.1 for lower bounding the prob-
ability of safety Pg to PW-SBFs.

Corollary 5.1. Let B be an PW-SBF for x[k]. Then, it holds that
Pofe = 1— (0 + K - max{c;}{_,). (5.3)

Proof. The proof is based on Proposition 3.1. First, by construction the barrier
is non-negative. Next, it is clear that a piecewise candidate function B satisfying
(5.2a) also satisfies (3.1b). Finally, it is enough to show that max;c(, ¢ ¢; from
(5.2b) upper bounds the expression E[B(f (x,V))] — B(x) in (3.1c). To this end fix
any g; and x € g;. Then, we have

£

E[B(X')] = Z E[B;(x) I X' €q;] T(q; | x) +T(Xy 1 ) < Bi(@) +ci.  (5.4)
=

The equality holds by the law of total expectation and the inequality holds by (5.2b).
Since (5.4) holds for every x € X, = Ule q;, the expression E[B(f (x,Vv))] — B(x) is
upper bounded by ¢ = max{c;}¢_;. O

The benefit of the formulation in Corollary 5.1 is that both the size of the par-
tition and class of functions B;s (e.g., linear, polynomial, exponential, etc.) are
design parameters. This provides flexibility for the SBF to fit different shapes of X;.
This flexibility, however, may introduce challenges as it can lead to a non-convex
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optimization problem, even for simple choices for B; such as polynomial or linear
functions. We introduce a set of simple but effective choices that lend themselves
to efficient computational tools that outperform the state-of-the-art SBF synthesis
techniques.

A major difficulty in the optimization problem is a consequence of the product of
the expectation term and the transition kernel function in (5.2b), namely, E[B;(x") |
x' € q;] - T(q; | x). The first term not only requires an expectation operation, but
also a composition of B; with the non-linear function f. The second term T is
a non-linear function of x that involves an integral of probability density function
py. To reduce complexity, one can choose to use constant values for B;s, which
reduces the expectation to a summation and avoids the need for composition of
non-linear functions. This leads to a PWC-SBF. Furthermore, while the analytical
form of P, may be hard to obtain, bounds can be efficiently computed using, e.g.,
the procedure in [63], for general f and non-standard p, (e.g., hon-symmetric,
non-unimodal, etc.). In the next section, we detail the optimization problem for
these choices.

5.3. PIECEWISE CONSTANTSTOCHASTIC BARRIER FUNC- ﬂ

TIONS

In this section, we formally define an optimization problem for synthesis of PWC-
SBFs and study its convergence in the asymptotic limit to the optimal SBF.
Fori,j € {1,..,¢}, lety ,¥;; €[0,1] denote the lower and upper bounds of the
Zij

transition kernel T(q; | x) for every x € g;, respectively, i.e.,
Zij <T(qjlx)< 7L-j Vx € q;. (5.5)
Similarly, we use Ziu'7iu € [0, 1] for the bounds of T to the unsafe set X,,, i.e.,
Y. STXy 1x) <V Vx € q;. (5.6)

Note that these bounds can be computed efficiently for general f and p,, using, e.g.,
the techniques in [16], [40], [63], [119]. We define the set of all feasible values
for the transition kernel for all x € g; as

£
Fi = {Yl € [0, 1][+1 : Zij < Yij < 711,V] € {1, ...,{’,u},Zyij +Yiu = 1} (57)
j=1

Note that I} is a convex polytopic set, specifically the intersection between a hyper-
rectangle and the probability simplex.

Remark 5.1 (Interpretation as an IMDP). The partitioning of the state space and
the computation interval bounds for the transition kernel resembles the abstrac-
tion process to Interval Markov Decision Process in Section 7. In fact, they are
equivalent with each region q; corresponding to an abstract state and the transition
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ambiguity set T; for each abstract state. As a consequence, PWC-SBFs can also be
synthesized for IMDPs. Furthermore, it hints at proving the theory of SBFs using
dynamic programming as we show in Lemma 3.1 with insights into the sources of
conservatism.

The following theorem sets up an optimization problem for synthesis of a PWC-
SBF.

Theorem 5.1 (PWC-SBF Synthesis). Given a ¢-partition of X;, let 6 € © be the
parameterization of piecewise constant functions in the form of (5.1). In particular,
let B;(x) = w; withw € R, for everyi € {1,...,4} such that 0 = (w4, ...,w,) and
® = RLY,. Next, defineT =TIy x --- X I,, where each T; is the set of probability
distributions defined in (5.7). Then, By~ is a PWC-SBF that maximizes Py if 0 iS
a solution to the following optimization problem:

6* =argmin max n+ckK (5.8a)
6e®  {ri}f_,er
s.t. w;=0 vie{l,.., 3}, (5.8b)
w; <17 Vi:ginX,#®  (5.8¢c)
K
Z Wj - Yij + Viu S w; + ¢ Vi € {1, ...,{)}, (58d)
j=1
0<¢ <c vie{l,..,f} (5.8¢)

Proof. 1t suffices to show that if for all i € {1,...,¢}, the function B;(x) satisfy
(5.8b)-(5.8d), then B(x) as defined in (5.1) satisfies the conditions in Corollary 5.1.
The optimization problem in (5.8a) aims to maximize the safety probability over
feasible values for the transition kernel I', which is expressed as a min-max problem.
Each ¢; is bounded according to (5.8d), and by Corollary 5.1, {c;}¢_, upper bounds
E[B(X")] — B(x). Hence, optimizing over objective By also maximizes the lower
bound on safety probability Pgfe. O

Given a partition of X, Theorem 5.1 provides a concrete optimization problem to
synthesize a PWC-SBF that optimizes a lower bound on Pgs . This theorem imme-
diately gives rise to questions on optimality (wrt. general SBFs) and computability.
We address the computability question in Section 5.4. For optimality, the following
proposition establishes that, in the limit of partition size, the problem in (5.8a) con-
verges to the optimal safety probability bound p obtainable with measurable SBFs,
and the corresponding optimal PWC-SBF to certify the bound.

Proposition 5.1. Let p denote the optimal safety probability bound obtained from
Proposition 3.1 from the class of measurable SBFs, i.e., the set of measurable func-
tions satisfying the conditions in Definition 3.1. Consider a uniform partition of X,
into £ compact sets and let B® : X — R, be the optimal PWC-SBF obtained from
solving (5.8a). Denote by (n + cK)j the resulting optimal safety probability bound.
Then, it holds that

p = lim (1= +ck)p).
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Proof. First, note that B¢ is Borel measurable for any £ € N (see Section 5.2), thus,
belongs to the class of measurable SBFs. Next, assume that a measurable function
B : X - R,, is the optimal barrier according to (3.10). We need to show that we
necessarily have B(x) = 1 for all x € X,,. In order to do that note that

B(f (x,v)) dPy(v)+ f B(f (x,v)) dPy(v). (5.9)

v:f(x,v)EXy

BB )] =

v:f (x,v)EXS

Using this fact, we can rewrite (3.1c), with B, as the fact that for all x € X it must
hold that

B(f (x,v)) dPy(v) +f B(f(x,v))dPy(v) < B(x) +c. (5.10)

v:f (x,v)EXy

-L:f(x,v)exs

As for x € X, B(x) only appear on the left hand side of the inequality; hence,
the value of ¢ required to satisfy the inequality is minimized by taking the smallest
possible value of B(x) for x € X,,. Because of Condition (3.1a), the smallest possible
value is 1. Therefore, we also have B(x) = Bf(x) for all x € X,,.

For the safe set X;, since B is non-negative, by [120, Theorem 3.2.14], there
exists a sequence of non-negative PWC functions B? such that lim,_,., B*(x) = B(x)
for all x € X;. As a consequence, we have lim,., 1-(n+cK); =1-0"+c*K) =p
where n* and c¢* are the optimal values for (3.10) with B. O

This proposition shows that, despite their simplicity, PWC-SBFs are as expressive
as more complex forms of SBFs such as polynomials and NBFs. That is, PWC-SBFs
can bound the safety probability at least as well as any continuous SBFs. In fact, our
evaluations in Section 5.5 clearly demonstrate this point. Further, we also note that,
from the proof of Proposition 5.1, it becomes evident that the choice of B(x) = 1 for
all x € X, in (5.1) is the optimal choice for PW-SBFs. Lastly, it is worth mentioning
that a rigorous sub-optimality analysis of the PWC-SBF for a given finite partition is
non-trivial and remains an open question.

5.4. SYNTHESIS METHODS FOR PIECEWISE CONSTANT

STOCHASTIC BARRIER FUNCTIONS

A roadblock in solving the optimization problem in Theorem 5.1 is in Condition (5.8d),
which includes products of decision variables w; and y;;. As a consequence, the
minimax optimization problem in Theorem 5.1 is bilinear, meaning that it is linear
if either w; or y;; are fixed. This class of problems is generally non-convex; hence,
convex solvers, which provide efficiency and guaranteed convergence, cannot be
utilized. In this section, we propose three approaches to (losslessly) convexify the
problem, namely an LP duality-based approach, a LP-CEGIS procedure, and a GD-
based method such that the optimal solution can be efficiently computed. They
each solve the problem in Theorem 5.1, but with different solver properties includ-
ing computational effort, scalability, and required parameter tuning. The dual LP
approach allows the use of standard LP solvers to exactly compute the optimal so-
lution, but the introduction of dual variables limits scalability. LP-CEGIS mitigates
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the scalability problem by decoupling the inner maximization and outer minimiza-
tion via iterative barrier candidate and counter-example generation, but may still
require prohibitive amounts of memory. To address this problem, GD is presented,
which utilizes sparsity and provides efficient gradient computation. However, GD
requires tweaking of hyperparameters to achieve good convergence in practice,
due to the non-smoothness of the objective function. We first present the dual LP
approach.

5.4.1. DUAL LINEAR PROGRAMMING
Using strong duality for LP problems (Proposition 2.5), we first introduce an exact
approach that encodes the optimization problem in Theorem 5.1 as a linear pro-
gram, with the inner maximization is replaced by its dual minimization. We begin
by observing that for each i € {1, ..., ¢}, the set of feasible transition kernels T; in
(5.7) is a polytope. Hence, it can be represented by an intersection of halfspaces
as

Ii={vi:Hivi < hi}, (5.11)

where the matrix H; € R2¢+Dx(+1) and the vector h; € R?¢*D are defined by
the constraints in (5.7), and < is interpreted elementwise. Next, we define the
vector w = (w, 1), where w € R, is the variable value in each region, and the dual

variable A; € ]Ri%,“l). Then, Condition (5.8d) can be rewritten as two constraints:
h;rlll <w;+g, (512a)
HI A, =w. (5.12b)

Since both constraints are linear in the decision variables 1;, w, and ¢;, the opti-
mization problem in Theorem 5.1 can be written as an LP, which we formalize in
Theorem 5.2.

Theorem 5.2 (PWC-SBF Dual LP). Let (w*!,c*l,n*%, A5, ..., 4;) be the optimal so-
lution to the following LP

min 71+ ¢k, (5.13a)
st 0<w; <1 viel,.., o, (5.13b)
b; <n Vi:g;NXy # 0, (5.13¢)
i S wi+ ¢ vie{l,..,4}, (5.13d)
HA; =b vi€{l,..,4} (5.13e)
A =0 vie{l,..,4} (5.13f)
0<¢<c vie{l,.., £} (5.139)

Furthermore, let (w*?,c*?,n*2,v1, ...,v;) be the optimal solution to the optimization
problem in Theorem 5.1. Then, the two solutions concide on the SBF decision
variables w, c,n. That is, (w*,c*1,n*1) = (w*?,c*2,1n*?).

Theorem 5.2 follows as an application of Proposition 2.5 to the inner maximiza-
tion problem of the optimization problem in Theorem 5.1. Hence, B(x) constitutes
a proper SBF, which guarantees probability of safety Psate = 1 — (1 + cK).
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Computational Complexity The time complexity of a standard primal linear
program is 0 (n?m) where n is the number of decision variables and m is the number
of constraints [93]. The program in Theorem 5.2 has n = 2£2+2¢ decision variables
and m = #? + 6¢ + L + 1 constraints where L = |{i : ¢; N X, # @}| is the number
of regions intersecting with the initial set. Combining the complexity of a linear
program with the number of decision variables and constraints for our dual linear
program, we get 0(n?m) = 0(#°). For many applications, this is prohibitive. Hence,
in the following subsections, we introduce two iterative approaches that lead to an
improved runtime complexity.

5.4.2. LP-BASED COUNTER-EXAMPLE GUIDED INDUCTIVE SYN-
THESIS

We introduce another PWC-SBF synthesis method that is exact and computationally
more efficient than the dual LP approach. The method is based on splitting the
minimax problem in Theorem 5.1 into two separate LP problems. One LP problem
generates a PWC-SBF that maximizes the safety probability given a set of finite
feasible distributions T; c I;. The other LP calculates local c-martingale variable c;
and generates distribution witnesses (counter-examples) that show suboptimality
of the safety probability guarantee by the PWC-SBF. Then, the witnesses are added
to I}, and the process is repeated until no more counter-examples can be generated.
We dub this method as LP-CEGIS for PWC-SBFs.

Algorithm 5.1 LP-CEGIS for PWC-SBFs

Require: Initial set X,, partition Q = {q;}¢_,, time horizon K, and feasible transition
kernel sets {I}}¢_, .

Ensure: Optimal PWC-SBF Bg+ and safety probability bound p.

=0

: foreach i in {0, ..., ¢} do

[; := {SAMPLED1ST(T})}

=1

while ¢* < max{c;}¢_, do

6*,n*, c* := PWCSYNTHLP(X,, Q, K, {[}}¢_,

for each i in {0, ...,¢} do

i, ¢; = COUNTEREXAMPLELP(By-, T}, 1)
B L I =T u{) > Add counterexample
return By- and p :=1— (n* + ¢*K)

CRNQIURHWNR

H
<

The CEGIS algorithm is shown in Algorithm 5.1, which relies on subroutines in
Algorithms 5.2 and 5.3. The main algorithm initializes the counter-example dis-
tribution sets [ by sampling any feasible distribution from each I;. Then, based
on T}, it synthesizes an optimal PWC-SBF candidate By that maximizes the safety
probability with its corresponding scalar ¢* using the subroutine PWCSYNTHLP.
In a traditional CEGIS setting, this corresponds to the learner. As shown in Algo-
rithm 5.2, the PWCSYNTHLP subroutine is an LP problem that captures the min
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component (outer minimization) of the minimax problem in Theorem 5.1.

Next, given Bg+, for each partition region g;, using the subroutine COUNTEREX-
AMPLELP, the distribution y; that maximizes its corresponding martingale gap c; is
computed and then added to the set of witnesses ;. As shown in Algorithm 5.3,
COUNTEREXAMPLELP is also an LP problem with the added requirement that the
solution is a vertex. This requirement can be enforced by solving the LP problem
via O-maximization (see Section 8.4), which in addition solves the problem more ef-
ficiently than standard LP solvers. The COUNTEREXAMPLELP subroutine captures
the max component (inner maximization) of the minimax problem, which corre-
sponds to the verifier in a traditional CEGIS setting. If the obtained martingale gap
¢; is greater than c¢* for some region g;, it means that the candidate By- is not
optimal and there exists at least a distribution that violates the probabilistic guar-
antee of the candidate. Hence, the process repeats with the updated witnesses
until ¢; < ¢* for all i € {0, ..., £}.

Algorithm 5.2 Barrier candidate generation (“learner”)

1: function PWCSYNTHLP(X,, Q, K, {[;}f_,)

w*, c*,n* :=argmin 7+ cK,
w,c,n

st 0<w; <1 Vie(l,..,8,

5. w; <1 Vi:q;nXy # 0,

¢

ZW]"]/ij+]/iuSWi+C ViE{l,...,-g},VyiEfi.
=1

3: | return 6* := (w*,1) and ¢*,n*

Algorithm 5.3 Optimality counter-example generation (“verifier”)
1: function COUNTEREXAMPLELP(B, T}, i)

Yi, Ci = argmax c;,
YiCi
?
2: t v Ve =W
s.t. Wj Vij + Yiu = Wi + ¢,
j=1
Yi € Vert(l"L)
33 returnvy;c

The following theorem guarantees that the CEGIS algorithm terminates in finite
time with an optimal solution.

Theorem 5.3 (Convergence of CEGIS for PWC-SBFs). Algorithm 5.1 terminates in
finite time to the optimal PWC-SBF By~ wrt. the problem in Theorem 5.1.

Proof. The strategy of the proof is as follows: (i) we first prove convergence in
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finite number of iterations of Algorithm 5.1 using standard results from linear pro-
gramming and then, (ii) we prove that the algorithm converges to the optimum
using a proof by contradiction.

To prove convergence of Algorithm 5.1 in finite number of iteration, we start by
observing that the constraint Zle W Yij + Yiu < w; + ¢ forall y; € T is true if
and only if Zle wj - ¥ij + Viu < w; +¢; forall y; € vert(Iy) [121]. Hence for the ¢;

computed using Algorithm 5.3, it holds that Zle WjYij+Viu < witc; forally; €T3
Next, let (w*,n*, c*) denote the optimal solution of Algorithm 5.2 with respect to
a given set of distributions {I;}¢_,. Notice that ¢* is a (non-strict) lower bound for
max{c;}¢_,, provided that c; is computed from w*, since [; < I;. Then, there are
two cases:

o If for some i € {1, ..., ¢} it holds that ¢* < ¢;, then there exists a distribution
vi € T\ I} such that Z§=1 wi ¥ + Y > wi +c*. As a consequence, if
Algorithm 5.3 returns a ¢; such that ¢* < ¢; then the accompanying distribution

y; € vert(T;) is a previously unseen counter-example for the condition Zle w}
Yij tViu < Wl* +c* forall y; eT;.

. If“instead c* = max{c;}¢_,, then it holds that Zle Wi - Yij + Y < wf+c* for
all y; € Fl"

To conclude, it suffices to note that since I is a polytope, it has a finite number of
vertices.

To prove that Algorithm 5.1 converges to the optimal solution, we can employ
a proof by contradiction. Assume that c* = max{c;}¢_, and the resulting c* is not
optimal. Then, there must exists a distribution y; € I; for some j € {1, ..., £} such
that ¢*! < ¢*? with?

w*t, ¢l n*1 :=PWCSYNTHLP(X,, Q, K, {[;}{_, U ¥)), (5.14a)
w*2,c*2,n*2 :=PWCSYNTHLP(X,, Q, K, {[;}f_)). (5.14b)
This is a contradiction as {I;}¢_, < {f;}_, U ;. O

The convergence to optimality can also be interpreted through the lens of mono-
tone functions and fixed-point theorems. Specifically, PWCSYNTHLP is a monotone
function wrt. its last parameter and the ¢* output, and thus induces a (partial) or-
dering on {f}{_,. Since COUNTEREXAMPLELP always generates new examples
(from a finite set), through the Knaster-Tarski fixed-point theorem, one can prove
that the LP-CEGIS algorithm always will converge to the optimal value.

Computational Complexity As noted previously, the LP problem in subroutine
CouNTEREXAMPLELP (Algorithm 5.3) can be solved more efficiently using the O-
maximization algorithm [122] by recognizing w as a discrete value function and

2\We abuse the notation slightly by letting {I';}¢_, Uy; mean {f';}f_, with ; = I; U {y;} if i = j and just
f; otherwise.
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that the optimal solution assigns the most probability mass to the highest valued
segments. The time complexity of this procedure is 0(n logn), whereas a standard
LP solver runs in 0(n?m) time for n decision variables and m constraints. As a con-
sequence, the LP-CEGIS algorithm is dominated by PWcSYNTHLP, which for a kth
iteration of the LP-CEGIS algorithm has the complexity 0(£3k). For a worst-case
analysis, assume that all the vertices of the polytope I'; must be explored for all
i €{1,..,¢}, i.e. £-¢ iterations. The result is a complexity of 0(¢¢ - £!3), which
asymptotically is worse than the dual LP approach. However, through strategic
counter-example generation, it is never necessary to traverse every vertex. It is
further noted that Algorithm 5.1 keeps track of the history of counter-examples y;
added at each iteration, making the LP-CEGIS approach potentially memory inten-
sive, although often less than the dual LP approach.

5.4.3. GRADIENT DESCENT
While LP-CEGIS is faster than the dual LP approach, it can be memory intensive. To
alleviate this and allow better scalability, we present a third method for computing
a PWC-SBF, namely, a Gradient Descent (GD)-based approach.

With abuse of notation, let ¢;(w) be martingale gap of region g; for a given
PWC-SBF defined by vector w = (wy, ..., wg). Specifically,
K

Ci(W) = Sup max {0, W - Vij + Yiu — Wi}, (515)

Vi€l

j=1

and c(w) = max{c;(w)}!_,. Similarly, we denote

n(w) = max w;. (5.16)

i:qinXo#0
Then, we define the loss (objective) function
Lw) =n(w) + c(W)K. (5.17)

This loss function indeed describes the objective function of the minimax problem
in Theorem 5.1. Hence, by minimizing £L(w), we solve the minimax saddlepoint
problem. Below, we show that £(w) is convex, and we can use a GD-based method
for its optimization to the global minimum. More precisely, our approach is based
on projected subgradient descent, since the elements of w are constrained to [0, 1]
and the maximization and supremum in (5.15) are non-smooth, admitting only
subgradients.

Proposition 5.2 (Convexity of £L(w)). The function L(w) is convex in w.

Proof. The proof follows a standard structure from disciplined convex programming,
where functions are composed under convexity-preserving operations. We start by
proving that ¢;(w) is convex in w. To this end, observe that Zle W Vij + Yiu — Wj
is convex in w, invariant to the value y;. Next, max(0,-) is a convexity-preserving
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function, thus ¢;(w) is convex in w. The finite maximization for both n and c are once
again convexity-preserving operations and finally, addition is convexity-preserving.
Therefore, L(w) is convex in w. O

Notice that the computation of ¢;(w) in (5.15) is equivalent to the inner op-
timization problem of LP-CEGIS. Hence, the COUNTEREXAMPLELP routine in Al-
gorithm 5.3 (based on the O-maximization algorithm) can be used for efficient
computation of subgradients of ¢;. One subgradient for £L(w) is the following

VuLw) =1,(w) + 1. (W)K, (5.18)
where in (w) = 1; is a one-hot vector with the 1 being in element i = argmax w;,
i:qiNXo#®
and ) i
Le(w) =Vyaw) =y -1, (5.19)

where | = argmax, ¢;(w), and y; = argmax,, cr, Zj;l W Vi + Yiw — Wi

A challenge with applying subgradient methods in practice is that small step
sizes are required due to the non-smoothness, slowing down the convergence.
We propose to ameliorate this by substituting the maximization in £(w) with an
Ly,-norm where 1 < p < oo. Specifically, let 7(w) = (wy,...,wy,) be a vector of
PWC-SBF values corresponding to the regions that overlap with X,, and é¢(w) =
(c1 (W), ..., cp(w)) be a vector of c(w); values. Then, the proposed loss function is

L,(w) = [l + llEW)IIHK, (5.20)
and the corresponding gradient is

£

V. F (W)=i<M)p_li. +Z< 6i(w) )p_lv ci(w) (5.21)
v Wl H lem)llp R '

k=1 i=1

The benefit of this loss is that L,,-norms are smooth, and that [;p w) = L(w) for
every y; € I and all w. Furthermore, the magnitude of an L,,-norm for any p € R,
is bounded from both sides the L.,-norm; namely, by ||yll. < [I¥ll, < Vrllylle for
any y € R". With the L,-norm, we may tune the over-approximation to a trade-off
between smoothness and tighter approximating the L.,-norm. The modified loss,
through smoothness, also addresses the issue that each T; is often very sparse, i.e.,
¥;; ~ 0 for many j such that v,,L(w) is virtually zero for most regions. We remark

that the modified loss £, (w) is not smooth due to the maximization and supremum
in the computation of ¢;(w).

The projected subgradient descent procedure is described in Algorithm 5.4. For
each iteration, the algorithm calculates the gradient according to (5.21) and an
appropriate decreasing step size a, followed by the gradient step. Since the PWC-
SBF must reside in [0,1]¢ and following the gradient step, w can violate this, it is
projected back onto the admissible space. Finally, since subgradient methods are
not steepest descent methods, the algorithm keeps track of the best observed loss.
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Algorithm 5.4 GD for PWC-SBF
Require: Initial set X,, partition Q = {q;}_,, time horizon K, and feasible transition

kernel sets {T;}¢_;.
Ensure: Optimal PWC-SBF B,- and safety probability bound p

L: W(l) = (ylu’ ""V{’u)

2! Wpegt ‘=W

3t Lpest 1=

4: k:=1 > Iteration number
5: while not converged do

6: | g:=V,L,w) > According to (5.21)
7: a := STEPSIZE(k, g)

8: w = projy, ;e (w — ag) > Gradient descent step
9 1,¢:= W) lleos IEW) o
10: if n + cK < Lpest then
11: Whest ‘= W
12: L Lbest i=n+cK
13: k:=k+1

: return By with 0% := (Wpegt, 1) and p := 1 — Lpegt

[y
N

To guarantee convergence of gradient descent (Algorithm 5.4) towards the op-
timum, it is paramount that the objective is convex. Proposition 5.2 shows that
L(w) is convex. From this, it immediately follows that f;p (w) is also convex.

Corollary 5.2. For any p € R, the modified objective L,(w) is convex in w.

The proof follows from the fact that 7j(w) and é(w) are trivially convex in w.
Further, L,-norms are convexity-preserving operations [93].

We may characterize the non-asymptotic convergence of Algorithm 5.4, i.e. that
it finds an e-optimal w within a finite number of steps.

Proposition 5.3. Let ¢ denote the error bound and define the gradient bound as
G = supwe[o_l]euvw,ﬁp (w)|l,. Furthermore, bound the distance between the initial

w and optimal barrier w* by R > ||w® —w*||,. Then there exist integers M; and
M, such that ay < €/G for all k > M, and

M, . My
Z(xk > —| R? +622a,2( : (5.22)
=1 € =1

For any k > M = max(M,, M,) with wyest computed by Algorithm 5.4 it holds that
L(Wpest) — L(W*) < €. (5.23)

The e-optimal convergence follows directly from a result for convergence with
strictly decreasing and non-summable step sizes in [123]. A conservative bound on
Ris ¢ and on G is m + M£v/2. To conclude, Algorithm 5.4 converges to a desired
precision in a finite number of steps [123].
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Hyperparameters The key hyperparameters for running Algorithm 5.4 are:
e the maximum number of iterations,
o the initial step size,
o the step size decay parameter, which fine-tunes convergence, and
» the momentum parameter, which is used to accelerate convergence.

The maximum number of iterations must be sufficiently high to allow convergence,
while the initial learning rate generally performs well with its default value. Reduc-
ing the learning rate slows convergence, whereas increasing it too much can lead
to divergence until the decay sufficiently reduces it. The decay parameter plays a
crucial role, as it must be neither too large nor too small to ensure stability. Finally,
momentum is essential for accelerating convergence; however, a too large momen-
tum risks overstepping and introducing training instability. In our implementation,
the default values are 10,000 for max iterations, 0.01 for the initial step size, 0.9999
for the decay parameter, and 0.9 for the momentum.

Computational Complexity The complexity per iteration of the projected sub-
gradient descent (Algorithm 5.4), utilizing the O-maximization procedure to com-
pute ¢;, is 0(¢log ¢). We emphasize that the computation can be parallelized.

5.5. EMPIRICAL EVALUATION

To show the power of PWC-SBFs and efficacy of our proposed synthesis methods,
we study their performance on a set of seven benchmark problems, consisting of
stochastic systems with linear and non-linear dynamics and varying dimensionality,
from 2D to 8D. We also compare the performance of PWC-SBFs against state-of-
the-art (continuous) SBF techniques, namely SoS and NBF.

Our implementations of all methods, except NBF, including the three proposed
PWC-SBF synthesis methods, are in julia. The code is publicly available on GitHub?.
The experiments are all executed on a computer with 3.9 GHz 8-Core CPU and 128
GB of memory.

The stochastic systems we considered are:

¢ 2D linear stochastic system with a (i) convex X, and (ii) non-convex X,

2D pendulum Neural Network Dynamic Model (NNDM) adapted from [99],

4D non-linear unicycle model under a hybrid feedback control law,

6D linearized lateral and vertical quadrotor guidance model with a hybrid con-
troller with a (i) convex X, and (i) non-convex X,

8D linearized lateral and longitudinal quadrotor guidance model with a hybrid
controller.

3htt ps://github.com/aria-systems—-group/StochasticBarrier.jl.
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Table 5.1: Benchmark results for the PWC and continuous SBF methods. The three PWC-SBF synthesis
methods are: dual LP, CEGIS and GD. These are compared against state-of-the-art methods: SoS
and NBF. ¢ denotes the size of partition of X, t, is the computation time for the bounds on the
transition kernel, p is the obtained lower bound on the safety probability for K = 10 time steps, t,, is the
computation time for the SBF synthesis, and Deg is the degree of the SoS polynomial for SBF. Synthesis
methods for SoS and NBF, i.e. continuous SBFs, do not use bounds on the transition kernel.

Piecewise Constant Stochastic Barriers Continuous Stochastic Barriers
Dual LP LP-CEGIS GD NBF SoS
Model ¢ tp(s) p to(s) P to(s) [ to(s) P to(s) | Deg P to(s)
Linear 64 0.02 0.992 0.52 0.992 0.04 0.952 0.04 0.585 3850.93 4 0.582 0.014
2D 225 0.31 0.998 164.60 | 0.998  0.44 | 0.973 0.20 0.940 3991.47 | 8 0.582 0.265
Convex 900 8.85 0.999 1087.78 | 0.999 17.93 0.990 7.22 0.961 4025.67 | 30 0.978 151.16
2500 41.44 | 0.999 289777 | 0.999 88.45 | 0.998  52.78 0.976 4085.65 | 36 0.992 458.21
Linear 900 5.04 0.494 1197.99 | 0.494 3.79 0.494 3.52 0.792 3546.69 | 12 0.010 0.02
2D 1225 8.20 | 0.800 1389.78 | 0.800 7.22 0.800 6.64 0.844 3579.58 | 20 0.010 11.08
Non-Convex | 1444 9.18 0.921 154545 | 0.921 11.65 0.921 10.12 0.855 3589.13 | 24 0.023 37.89
2926 4798 | 0.927 3161.56 | 0.927 98.36 | 0.927  20.86 | 0.928 3599.85 | 26 0.034 62.88
5890 179.94 | 0.929 8191.65 | 0.929 458.44 | 0.929 133.84 | 0.929 3675.77 | 30 0.075 196.85
11818  477.45 - TO 0.936 1875.49 | 0.936  842.67 | 0.931 3744.23 | 34 - OOM
24336 987.65 - TO 0.938 4441.55 | 0.938 3099.30 | 0.936 4234.56 | 36 - 00M
Pendulum 120 6.37 1.00 0.51 0.99 5.84 | 0.989 3.75 0.999 4242.89 | 4 0.999 771
2D 240 18.33 1.00 6.08 1.00 14.88 | 0.990 9.99 0.999 4457.82 | 4 0.999 34.96
480 37.84 1.00 2939 1.00 4342 | 0.999 17.88 0.999 467512 | 4 0.999 187.60
Unicycle 1250  1103.42 | 0.750 1000.19 | 0.750  26.37 | 0.750 5.68 2 0.00 3110.21
4D 1800 1756.25 | 0.975 1719.58 | 0.975 92.26 | 0.975 25.78 4 0.00 5451.19
2400 2001.11 | 0.998 2548.56 | 0.998 145.45 | 0.998  55.59 6 - 00M
Quadrotor 7865 80.80 0.770 9906.67 | 0.770 1174.49 | 0.770  2589.56 2 0.584 0.20
6D 15625  160.61 - TO 0.901 3788.98 | 0.901 3258.87 8 0.900 8628.58
Convex 46656  458.59 - TO - TO 0.912 9542.75 12 - 00M
Quadrotor | 15625  188.10 - TO 0.670 3845.25 | 0.670 3478.31 4 0.00 4.91
6D 31250  395.59 - TO 0.810 9548.78 | 0.810 5878.28 8 0.00 8715.54
Non-Convex | 46656  506.99 - TO - TO 0.900 9789.54 12 - OOM
Quadrotor | 65536  845.44 - TO - TO 0.500 19377.90 2 0.00 14830.23
8D 128000 2530.74 - TO - TO 0.560 39132.59 4 - 0oM
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The results are shown in Table 5.1. For all case studies, K = 10 time steps. TO
and ooM denote time-out (¢t > 45 x 103s) and out-of-memory, respectively. Due to
limitations pertaining to memory and hybrid control, NBFs are synthesized for the
2D linear system and the pendulum NNDM. For all NBF experiments, the NBF are
trained by 60k iterations. Each NBF architecture consists of 2 hidden layers with
32 RelLU activated neurons per layer. For a relevant comparison, it is noted that
we use the same initial partitioning for NBF as the partitioning for the PWC-SBF
methods. We provide detailed discussions on the experimental setup and obtained
results below. For case studies with non-convex X, we use the notion of obstacle
to refer to the unsafe sets. Each obstacle is hyperrectangle 7, (c) defined by a
center point ¢ € R™ and r € RZ,,.

5.5.1. 2D LINEAR SYSTEM
We considered a linear stochastic system on R? with the dynamics

X[k + 1] = 0.5X[k] + v[k] (5.24)

where v ~ N (- | 0,1072]) and I is the identity matrix. The initial set is X, =
[-0.8,—0.6] x [—0.2,0.0]. We consider two cases for the safe set X,, both defined
based on the set X, = [-1,0.5] x [-0.5,0.5] as shown in Figure 5.1a:

1. Convex safe set: X, = X,,, and
2. Non-convex safe set: X; = Xp \ (#, (c1) U Hy, (c2))), Where

¢ = (=0.55,0.30), r, = (0.02,0.02),
¢z = (=0.55,-0.15), r, = (0.02,0.02).

Convex X, case Observein Table 5.1 that all three PWC-SBF methods outperform
the state-of-the-art continuous SBF techniques SoS and NBF. It takes a degree 36
polynomial SBF to obtain a result similar to that of the PWC methods using just
£ = 64, despite the absence of obstacles (convexity of X,). This is mainly attributed
to the fact that the initial set is not symmetric around 0, making curve fitting with
SoS difficult for even simple 2-dimensional problems.

The main limitation of NBF in this experiment is the training time. Note that it
takes the continuous SBF methods 3-4 orders of magnitude longer computation time
to arrive at a similar value of p as the PWC methods. In addition, the continuous
SBF methods never reached p = 0.999.

Among the PWC-SBF methods, dual LP and LP-CEGIS always obtain the same
p, as expected as both are rely on standard LP solvers to optimality. However, it
takes LP-CEGIS at least an order of magnitude less time to compute this optimal
value. This is due to the large number of (dual) decision variables in the dual
LP, which increases quadratically as ¢ increases. The GD approach is the fastest
method; however, its hyperparameters are tricky to design. For this case study, GD
terminated before convergence to the optimal p.
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Non-convex X, case For this case, the power of the PWC-SBFs is even more
evident (see Figure 5.1). Due to the fact that the obstacles are within the safe
set, the SoS approach has difficulties fitting a function. This forces B(x) = 1 over
the entire state space, as is evident from Figure 5.1b. This phenomenon does not
improve much for a significant increase in the degree of the SoS polynomial, as it
is an inherent limitation of the appraoch.

On the other hand, our methods effectively tackle this problem by assigning
w; = 1 to the regions that overlap with the obstacles, and optimize over the re-
mainder of the state space. This results in the PWC as depicted in Figure 5.1d. The
difference is likewise noticeable in terms of the safety probability p, where SoS can
only guarantee safety probability of 0.075 for the polynomial degree 30, while two
of PWC-SBF methods provide up to 0.938 safety probability.

Note that for large values of ¢, the dual LP is unable to terminate, due to the
scope of the required convex optimization. A similar fact is observed for high de-
gree SoS barrier polynomials. The NBF method performs well in terms of safety
probability; at lower number of regions, even better than PWC-SBF. Nonetheless,
PWC-SBFs are superior in terms of computation time.

5.5.2. 2D PENDULUM NNDMs

In this case study, we consider the NNDM from [99] with dynamics x[k + 1] =
FNN(x[k]) + v[k], where fN¥N is a NN trained from data of a pendulum with a fixed
mass m and length [ in a closed-loop with an NN controller. The actuator is limited
by u € [—1, 1] and the dynamics of the pendulum are

. . 3g . 3
9k+1 = gk + 2_l S|n(9k)h2 + Wuhz, (5.25)

O+1 = Ok + Oksrh (5.26)

For the details on the trained model, we refer to [99]. For this system, noise
V ~ N(-10,107*]). The safe setis 6 € [, =] and 6 € [-1,1] and the initial set
is 8,6 € [—0.01,0.01].

We note that since for this particular case study the dynamics are given by
an NN, the SoS approach also uses the partitioning of size £, where local linear
relaxations of fVV are computed using CROWN [88] (see Section 2.2.2 for more
details on CROWN and linear relaxations) and the relaxations are embedded into a
SoSP problem [99].

As can be observed from Table 5.1, the PWC, SoS and NBF methods perform
similarly in terms of safety probability. It is noted that SoS performs well due to the
fact that the initial set is centered in the state space. In Figure 5.2, we show the
plots of the SoS, NBF, and PWC-SBF (dual LP approach) barriers. In Figure 5.2a,
we observe that the obtained SoS polynomial greatly under-approximates the safe
set and that the values near the boundary of the safe set by far exceed one. We
observe a similar yet less excessive pattern for the NBF in Figure 5.2b. For the
PWC-SBF the barrier in the domain is less then or equal to 1. Among the PWC-SBF
methods, a general trend is observed: the dual LP is the slowest algorithm and
GD the fastest. It is also worth noting that that the GD method terminates with a
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(a) Degree-8 SoS-polynomial (b) NBF with |#] = 480. (c) PWC (dual LP) with |#] = 480.

Figure 5.2: SBF plots for the pendulum NNDM case study.

p that is slightly below the optimal value, indicating the difficulty in designing the
termination criterion.

5.5.3. 4D UNICYCLE
In this case study, we consider a wheeled mobile robot with the dynamics of a
unicycle

x=vcosh, y=vsing, O=w vV=a, (5.27)

where x € [-1.0,0.5] and y € [—0.5, 1.0] are the Cartesian position, 6 € [—1.75, 0.5]
is the orientation with respect to the x—axis, and v € [-0.5, 1.0] is the speed. The
inputs are steering rate w and acceleration a. We design a feedback linearization
controller according to [124] coupled with an LQR stabilizing controller, making this
a hybrid model. We use h = 0.01 to obtain discrete time dynamics, using the Euler
method. We add noise v ~ N'(- | 0,107*1) to capture the time-discretization error
that is inherent to the Euler method.

Figure 5.3 shows 10° Monte Carlo simulations of the trajectories of the unicycle
from the initial set, defined by a hyperrectangle H..(c) with ¢ = (—0.5,-0.5,0,0) and
r = (0.01,0.01,0.01,0.01). These simulated trajectories suggest that the system is
stable under the hybrid control law. This is in line with the results in Table 5.1 for
the PWC methods, especially for ¢ = 2400, for which p = 0.998. Note that the SoS
approach highly suffers for this non-linear case study, with p = 0, despite very long
computation times. This further emphasizes the efficacy of our methods. Observe
that the GD approach terminates with the optimal p value in this case study. We
finally note that since the controller is hybrid, current NBF formulations cannot be
employed for this problem.

5.5.4. 6D AND 8D QUADCOPTER SYSTEMS

To evaluate the scalability of the proposed PWC-SBF methods, we considered a
set of high-dimensional systems. Specifically, we considered a quadrotor guidance
model where the dynamics consists of lateral and vertical dynamics and the longitu-
dinal and spin variables are constrained, and then a lateral and longitudinal motion
model by fixing the vertical and spin variables.
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Figure 5.3: Monte Carlo simulation (105 instances) for the unicycle model over a timespan t = (0,10)s.
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Figure 5.4: Monte Carlo simulations (105 instances) for the 6D quadcopter model with lateral-vertical
dynamics over a timespan t = (0,10)s. Trajectories are visualized in (a) state vs. time plot, (b) y-z
plane, and (c) 3D workspace. The red boxes in (c) are obstacles. The control laws stabilize the quadrotor

around the equilibrium point xeq = (1,0,0,0,2,0).
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6D LATERAL-VERTICAL MODEL
The lateral closed-loop state space model is defined as

Ay = Av, Av = gAg,

; o1 (5.28)
Ap = Ap, Ap = —AL,,

Ly

where g is gravity, and I, is the inertia about the x—axis. State y; € [-0.5,2.0]
is the y—position, and v € [—1.0, 1.0] is the corresponding velocity. The roll angle
¢ € [-0.1,0.1], the roll rate p € [-0.1,0.1], and L. is the roll-control moment. The
control law follows directly from

ALC = _klAp - k2A¢ - k3A17 - k3k4AyE + k3k4AyE,r, (5.29)

where k; denotes the gain for i € {1, ...,4}, and Ay, is the reference position.
The lateral model is appended with a guidance model for vertical motion given
by

1
Aig =dw, M= —AZ, (5.30)

where m denotes the quadrotor mass, z; € [—0.5, 3.0] denotes the z-position and
w € [-0.5,1.5] is the yaw rate. The control law AZ, is defined as

AZC = _klAZE - szW —Fr (5.31)

where Fr denotes the reference signal for the vertical dynamics. The full dynam-
ics constitutes a 6D linear model. Using h = 0.01, we obtained a discrete-time
dynamics via the Euler method to which we added noise v ~ N'(- | 0, 107%1).

The designed control laws stabilize the quadrotor around the equilibrium point
Xeq = (1,0,0,0,2,0). Monte Carlo simulations of 10° trajectories of this model is
shown in Figure 5.4. The 3D workspace (environment) is shown in Figure 5.4c.

We considered two safe sets:

conv

1. Convex safe set: X, is defined by the given ranges of the variables above,

2. Non-convex safe set: X; = X;“"" \ (%€, (c1) U Hy, (c2))), where

¢ =(1,0,0,0,1,0), r, = (0.01,0.01,0.01,0.01,0.01,0.01)
¢, = (1,0,0,0,2.75,0), r, = (0.01,0.01,0.01,0.01,0.01,0.01).

Figure 5.4c depicts the obstacles.

Convex X, case Table 5.1 shows that two PWC methods, namely, CEGIS and
GD, outperform SoS in terms of both computation time and safety probability certi-
fication. It is important to realize that systems with linear dynamics and convex X;
are an ideal setup for SoS optimization. However, the dimensionality of the system
poses a challenge for SoS as the results suggest. For this case study, a barrier
polynomial of degree greater than 8, the memory requirements for SoS exceeds
available memory (128GB). Finally, we were unable to run NBF for this problem,
since it cannot handle hybrid controllers and suffers from scalability.
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Non-convex X, case In this case, it is even more evident that PWC-SBFs can be
more powerful than continuous SBFs. The SoS method provides p = 0.00, whereas
the GD method gets to p = 0.900. Observe that the dual LP method exceeds the
time limit, which is also true for the CEGIS method when ¢ > 4.5 x 10*. The GD
approach is able to handle this, showing the capability of PWC-SBFs in scalability.

5.5.5. 8D LATERAL-LONGITUDINAL DYNAMICS
Here, we aim to test the performance boundary of PWC-SBFs in terms of scalability.
We consider an 8D model by combining the lateral dynamics of the quadcopter with
its longitudinal and fixing vertical and spin variables. In a similar fashion as lateral,
the longitudinal guidance is constructed under the dynamics

Ak = Au, A = —gASs,
. 1

A6 = Aq, Aq = T-AM,
y

where g is gravity, and I, is the inertia about the y—axis. State x; € [-0.5,4.0] is
the x—position, and u € [—0.5,1.5] is the corresponding velocity. The pitch angle
6 € [—0.1,0.1], the pitch rate q € [-0.1,0.1], and M, is the pitch control moment.
The control law follows directly from

AMC = —llAq - leG - l3Au - l3l4AxE + l3l4_AxE'r, (5.32)

where [; denotes the gain for i € {1, ..., 4}, and Axg,. is the reference position.

The results are shown in the bottom two rows of Table 5.1. For this system,
the SoS approach is unable to provide any safety guarantees, i.e., p = 0.00. The
dimensionality naturally has a major effect on the performance of the SoS optimizer.
The dual LP and LP-CEGIS also suffer due to the dimensionality and the partitioning
of the state space. Nonetheless, the GD approach is still able to handle the large
scale optimization, and can provide a lower safety probability of p = 0.560. While
the safety certificate is not near the statistical safety threshold obtained through
simulation (Pgfesim = 0.95), it clearly shows that the proposed PWC-SBF method
outperforms current state-of-the-art SBF methods.

5.6. CONTROL SYNTHESIS AND FORWARD INVARIANCE
VIA PIECEWISE CONSTANT STOCHASTIC BARRIER

FUNCTIONS

In this section, the methods for syntesizing PWC-SBFs presented in this chapter
will be extended to control systems and the computation of probabilistic forward
invariance [77]. That is, find the set of admissible controls, for each state, to ensure
a guaranteed safety probability of at least P4, for a given safe set X, initial set X,,,
and time horizon K. The admissible control set can be interpreted as a pre-shield
[125] such that any downstream controller obeying the admissible set also inherits
the guaranteed safety probability and can thus focus on optimizing for performance.
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The following theorem formalizes an optimization problem for synthesis of a
permissible strategy set I1,. : X 3 U using PWC-SBFs and the accompanying safety
certificate.

Theorem 5.4 (PWC-SBFs for Permissible Strategies). Consider System (2.35) with
the safe set X, c R", the initial set X, < X,, time horizon K, and safety bound
p. Assume given a partition Q = {q,, ..., q,} of the safe set Xy and a partition
U = {Uy, ..., U} of the control space U. Define the index set 1 = {1, ...,4} and the
(controlled) ambiguity set T* = [],, I{*, where I{* is the set of feasible transition
probabilities in (5.7) fora € A = {1,..,L}andi € I. Letll : I 3 A be a function
to assign sets of admissible control subset indices to each region index i € 1, and
let Ty (x) = Ugenq) Uq for x € q; be the equivalent on the domain X and the
codomain U. Finally, assume a PWC function template in the form (5.1), with
B;(x) = w; € Ry, for every i € I, and let 6* € © = R, be the optimal solution to
the following optimization problem

6* = argmin max n+cK (5.33a)
0€0 {T%qea v ETE
w; <1 Viel gNnXy 0,
(5.33b)

K
ij-y{‘j+yfu <w;+c Vi€l va€el(),
j=1

(5.33c)
0<ct<cg viel, Vvae A, (5.33d)

where y{; denotes the transition probability from region q; to region q; under the
action (set) U,, and yZ, similarly with the destination X,,. Then,

1. By« constitutes a SBF for System (2.35) that guarantees safety probability
Pssterr 21— (n + ¢cK) for all m € 11, and

2. ifc} < (1—n—p)/K, then every choice of control input u € U, is permissible
for every x € q; of System (2.35).

Proof. The optimization is an exact solution to the problem in Theorem 5.1. It is
straightforward that By is a proper barrier certificate, and that for every strategy
w € Il;, the safety guarantees is Py = 1 — (n + cK), where ¢ = max{cl?}{i €
{1,...,¢},1 € I(D)}. Further, it follows that if ¢! < (1—-n—p)/K, state-control partition
Z;; = q; X Uy is rendered safe for all (x,u) € Z;;. Therefore, the probabilistic safety
guarantees hold for System (2.35). O

The above theorem provides a method of identifying permissible strategies,
which requires solving a minimax optimization problem. This problem, similar to
Theorem 5.1, includes bilinear terms, that is, w; -yi’j in Condition (5.33c). Nonethe-
less, following the same approach developed in this chapter, the resulting minimax
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Algorithm 5.5 PWC-SBF based Control Invariant Sets

.....

K, feasible transition probabilities I' = {I''}\_,, and probability threshold

p.
Ensure: Permissible strategy set Il or False if no permissible strategy can be
found with Pggre = p.

L :=iw{1,..L}

2: n, {Cil}ie{1,...,£’},lerl(i)'0* = BARRIER(XO,Z, K, F) > Theorem 5.4
3: while 1 — (1 + max{c/}ie(1,..o11enK) < p do
il == argmaX;cy  prenqi ¢
Z:=7Z\Zy
if all control sets removed for some g; then

L return ralse
:=iw{l:(q:,U) €Z}

9 n.{cllieqs,..ep0enq), 0" = BARRIER(X,, Z,K,T) > Theorem 5.4
10: return Iz (x) = {U; : (q;,U;) € Z} for x € q; € X; and By«

@ Nou R

problem can be efficiently solved by the LP-CEGIS or GD method. The evaluations
in this section use LP-CEGIS.

We propose an algorithm that computes a maximal set of permissible strate-
gies II; wrt. to the partitions of the safe set and control space. An overview
is shown in Algorithm 5.5, taking as input the initial set X,, time horizon K, set
Z_{Zy}ieq,.,01€01,.,1}, the ambiguity sets T, and the desired safety threshold Pggre.
On Line 2, the algorithm computes an initial PWC-SBF using Theorem 5.4.

Using the PWC-SBF, the state-control pair Z;; corresponding to max{cl?}ie{l,m,[},len(i),
i.e. restricting higher safety guarantees, is identified and removed on Lines 4-5.
Intuitively, this means that the algorithm sequentially prunes the control region U,
that is deemed not permissible for a given state partition ¢;. Then, a new PWC-SBF
is synthesized on Line 9 using Theorem 5.4. A check after pruning is incorporated
to ensure that for all regions ¢;, there exists at least one control region U, in the
updated space Z. If not, then the algorithm failed to find a permissible strategy
with P = p and it terminates as False.

Proposition 5.4. Algorithm 5.5 terminates in finite time. If it terminates with the
return statement on Line 10, then it returns 11, which is guaranteed to include only
permissible strategies.

Proof. Synthesizing a barrier terminates in finite time and since Algorithm 5.5 re-
moves a pair Z;; from a finite set Z, the algorithm terminates in finite time. The
proof that I, is guaranteed to include only permissible strategies is a direct impli-
cation of Theorem 5.4. O

Algorithm 5.5 enables not only synthesizing SBFs for a broader class of systems,
but also achieving
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Figure 5.5: Non-linear system case studies using various sizes of datasets. Regions with the number of
removed control regions and simulated trajectories over 100 steps are shown in each plot. Adversarial
trajectories show permissible control sets maintain safety.

5.6.1. EVALUATION

Consider the non-linear dynamical system x[k + 1] = x[k] + 0.2 <§?§' ((:[[]l;]])) ) + Vv[k]
with U = [—m, ], which is partitioned in 20 regions, and the noise v[k] is diagonal
Gaussian with zero-mean and standard deviation 0.01 in each dimension. This is
a simplified Dubin’s car model, where the heading is controlled directly, allowing
movement in any direction. The initial set is X, = [0.4,0.5]? and the safe set is
X, = [0.0,1.0]%. Moreover, the nominal dynamics, that is, without the noise v[k],
are unknown and instead learnt with a Gaussian Process (GP) from a dataset D
with the method from [66]. Then, formal bounds I' on the underlying transition
kernel are established. Permissible sets are constructed with Algorithm 5.5 using a
convergence threshold of P, = 1 — 107* over a horizon of K = 100. Computing
the permissible sets takes approximately 1-1.5 hours.

Figure 5.5 illustrates the comparison of permissible strategy sets obtained for the
system using datasets of 500, 1000, and 1500 datapoints. Despite the variations in
dataset size, each permissible set constrains the probability of exiting the safe set
within a similar bound. The resulting permissible sets for the system learned with
500 and 1000 datapoints maintained 39.5% and 40.1% of all available controls,
respectively. Adding 500 datapoints increased the available controls to 49.5%. Out
of the 1000 sampled trajectories none exited the safe set, and only the adversarial
trajectory using the full control set violated safety. The strict bound on ¢ during per-
missible set synthesis removed a majority of the controls to ensure safety. Relaxing
the condition could add more strategies to the permissible set.

5.7. CONCLUSION

This chapter extends the theory of Stochastic Barrier Functions (SBFs) to piecewise
barrier templates for discrete-time stochastic systems with additive Gaussian noise.
The extension piecewise SBFs enables greater flexibility in set geometries, which
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is less accessible with NBF (see the previous Chapter 4) and is important in some
contexts. Furthermore, it is shown that in the limit the class of piecewise constant
SBFs (PWC-SBFs) are optimal over the set of measurable SBFs.

Three complementary synthesis methods for PWC-SBFs are proposed: dual LP,
LP-based CEGIS, and gradient descent. Dual LP is a dual formulation of the min-
max problem that is the PWC barrier synthesis program. Consequently, the method
is exact, but is also computationally expensive due to the additional dual variables
and constraints. The LP-based CEGIS approach reduces this computational bur-
den by alternating between a candidate generation and verification phase, corre-
sponding to the min and max of the original problem respectively. A complexity
analysis reveals that in the worst case, LP-CEGIS is asymptotically worse than the
dual LP approach, however, in practice, LP-CEGIS as shown in Section 5.5. The
final method, gradient descent, is derived by observing that the min-max prob-
lem is a convex-concave saddle point problem, thus allowing convergence proofs
to the saddle point. Furthermore, the inner maximization problem admits an ef-
ficient algorithm for its solution: O-maximization, which also hints at the connec-
tions between PWC-SBFs and IMDP-based finite-state abstractions, which we study
in Chapter 9. A disadvantage of the gradient descent approach is the need for
application-dependent hyperparameter tuning with parameters such as step size
(schedule), momentum, and convergence criteria.

A key insight of this work is that limiting barrier functions to piecewise-constant
forms significantly reduces the complexity of verification, without sacrificing for-
mal guarantees. This highlights a broader principle: carefully chosen structural
assumptions can enable scalability without compromising expressivity.

The approach and setting of this chapter are not without limitations. In par-
ticular, the approaches are design under the assumption that the dynamics are
known and the noise is additive and Gaussian. In practice, these assumptions are
strong and require relaxation. In the following Chapter 6, we will indeed relax the
assumption of a known noise distribution, by replacing it with a sampling access
assumption and designing a data-driven synthesis framework. Furthermore, the
premise of these methods is that a partition is given; it remains an open question
how to design a good partition, balancing safety guarantee and memory/computa-
tional requirements. A potential approach is adaptive refinement such as the one
proposed in [40] for finite-state abstractions.
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To consult the statistician after an experiment is finished
is often merely to ask him to conduct a post mortem examination.
He can perhaps say what the experiment died of.

Ronald Fisher

This chapter is a copy of F B. Mathiesen, L. Romao, S. C. Calvert, et al., A data-
driven approach for safety quantification of non-linear stochastic systems with un-
known additive noise distribution, Accepted for Automatica, 2024. arXiv: 2410 .
06662 [eess.Sy] [79] with minor corrections to streamline the presentation. A
preliminary version focusing on piecewise affine systems appeared in [78].
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6.1. INTRODUCTION

The previous Chapters 4 and 5 introduced two new methods for synthesizing SBFs.
Both approaches, however, rely on a critical assumption: the distribution of the
stochastic noise affecting the system is known and Gaussian. In practice, this as-
sumption is often unrealistic. Real-world systems rarely provide precise knowledge
of the underlying noise distribution [126], making such distributional assumptions
problematic for safety verification. This raises a fundamental question: how can
we compute formal certificates of safety for stochastic systems when the noise
distribution is unknown?

The goal is to provide formal safety guarantees that hold with high probability.
These guarantees fall into the category of Probably Approximately Correct (PAC)-
like results. Specifically, given a sufficiently large dataset D, the safety probability
of the system is computed with confidence level 1 — g.

Problem 6.1

Given a system x[k + 1] = f(x[k]) + Vv[k] (i.e., of additive form (2.34))
with unknown noise distribution p,, a dataset D = {v,, ..., vy} sampled i.i.d.
according to py,, an initial set X,,, a safe set X, and a time horizon K, compute
a lower bound p, on Pgye, Which holds with probability at least 1 — .

The confidence level is defined with respect to the sample probability of the
dataset. That is, if p, is the safety probability bound computed given D, then

P~V [Pp < Psarel 21— B (6.1)

where (py)" is the N-fold probability distribution over p,. Intuitively, this means
that p, should be designed to be robust to the sampling of D such that it has a
vanishingly small probability of being incorrect; typically with 8 in the range 107 to
10~°. It is important to stress that we desire the largest p,, while satisfying (6.1).

Remark 6.1. The assumption that f is known exactly can be relaxed. As we
will detail in Subsection 6.2.1, our approach only requires f to be represented as a
piecewise uncertain affine function, thus, allowing for, e.g. parameteric uncertainty,
in f. However, for ease of exposition, we assume a system is of the form (2.34).

Recent research has started to address this question by adopting data-driven
methods for SBF synthesis to work directly with observed samples of system be-
haviour. Notably, [33], [127] apply a Sample Average Approximation (SAA) method
combined with Chebyshev’s inequality to synthesize an SBF. While this represents a
step forward, the approach suffers from poor sample complexity: the number of re-
quired samples grows linearly with the desired confidence level, i.e. the number of
samples is proportional to 1/4, making the method impractical for high-confidence
guarantees.

In this chapter, we propose a data-driven solution based on the scenario ap-
proach, which achieves a much more favourable logarithmic relationship between
the number of samples and the confidence level [94]. The method is built on a novel
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inner approximation of the stochastic program that typically defines SBF synthesis.
By reformulating the problem as a chance-constrained optimization, we enable the
direct application of scenario approach theory, which provides probabilistic guaran-
tees with sample-efficient logarithmic performance, namely the number of samples
required is proportional to log(1/8) [94].

For the barrier function templates, we focus on PWA forms, which is a spe-
cialization of the piecewise barrier functions discussed in Chapter 5. Specifically,
given a partition Q = {q4, ..., q,} of X, we consider templates of the form B, (x) =
max{B; (x), ..., By(x)} where B;(x) = ux + w; for x € q;, and zero otherwise. For
this class of functions, the barrier parameters are 8 = (u;,w;){_, € 6 = R/,
The piecewise template requires that we assume zero-probability boundaries, i.e.
Assumption 5.1 from the previous Chapter 5. To accommodate systems with non-
linear dynamics, we integrate the neural network verification techniques introduced
in Subsection 2.2.2. This combination allows the proposed method to handle both
complex dynamics and unknown stochastic disturbances while providing formal,
data-driven safety guarantees.

6.2. CHANCE-CONSTRAINED APPROXIMATIONS OF BAR-

RIER PROGRAM

Solving the (generic) barrier program (3.10), that is, ming, .1 + cK subject to
the barrier conditions in Definition 3.1, is challenging, even in the case that the
probability distribution underpinning (3.1c) is known. In this section, we show
how to relax (3.10) using a reformulation in terms of a chance-constrained opti-
misation problem whose feasible set is contained in the set of feasible solutions of
(3.10). Such ideas have never been used in this context. Hence, we depart com-
pletely from the approaches taken by [15], [18], [98], [127]-{129], which either
rely on approximating the martingale condition (3.1c) with the empirical distribu-
tion, make strong assumptions about the noise distribution to analytically compute
the expectation and recast (3.1c) as a convex constraint, or rely on convex over-
approximations of the expectation to (conservatively) verify (3.1c). Furthermore,
due to the inner approximation of (3.10) in terms of a chance-constrained problem,
our approach opens the road to use the tools of scenario optimization discussed
in Subsection 2.2.4 to obtain strong sample complexity guarantees on the safety
probability of System (2.34).

The inner chance-constrained approximation relies on partitioning the sample
space R™ for the expectation in (3.1c) into two subsets: the value in one subset is
bounded by the deterministic equivalent of (3.1c) while the other subset is covered
by a uniform upper bound. To formalize the above idea, fix any B, and x € R",
and let V € F be a Borel measurable set. Then, observe that

E[By(f(x) + V)] = fVBg(f(x) +v)dP(v) + fvc By (f (x) + v) dP(v). (6.2)

Under the assumption that By (x) < B for any x € R", which can always be enforced
for PWA-SBFs, the second term on the right-hand side of (6.2) can be bounded by
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BIP[V¢}. Our main idea then is to choose a particular V¢ that allows us to control the
right-hand side of (6.2), and conquer enough of F to ensure the desired tightness.
Such reasoning is made formal in the next lemma.

Lemma 6.1. For By with ||By||l. = B, let c and v be defined as in (3.10). Define
the set
V=weR™: B(f(x)+v)+&<B(x)+c Vx € X}, (6.3)

for some constant & > 0. If there exists an ¢ € (0,1) such that ¢ > Ei and
P[v € V€] < ¢, then we have E[B(f (x) + V)] < B(x) + ¢ for all x € X;.

Proof. The proof of our result is based on (6.2). We first remark that V is a Borel
measurable set due to the structure of B (upper semi-continuous, thus Borel mea-
surable) and the fact that measurability is closed under addition and composition.
Next, fix any x € X; and define the set

V., ={veR™: B(f(x)+v)+¢&<B(x)+c} (6.4)

Notice that, by definition, we have V c V.. Furthermore, the set V, is also Borel
measurable for any x € X by similar reasoning to V. Using (6.2), we then obtain

E[B(f(x) + V)] < (B(x) + c — &)P[V € V,] + BP[V € V], (6.5)

where the first term on the right-hand side of (6.5) follows from the definition of V,
in (6.4), and the second by the uniform boundedness condition on B. It remains to
show that (B(x) + ¢ — &)P[v € V] + BP[v € V] < B(x) + ¢. To this end, it suffices
to show that

—¢P[VEV,]+BP[VEV] <0 (6.6)

holds, since B(x) + c is non-negative and P[v € V] < 1 by definition. Substituting
the two inequalities P[ve V] =2 Pl[veV]=>1—-eand P[VeEVf] < P[veV ] <e
into the left-hand side of (6.6) we obtain —¢P[v € V,]+BP[v € V] < —¢(1—€)+Be,
whose right-hand side is less than or equal to zero due to the fact that & > Ei.
This concludes the proof of the lemma. O

Lemma 6.1 is enabled by the chance-constraint tightening variable ¢ through the
condition that ¢ > Bi. A reader may question how to choose ¢ and e. Choosing e
is a trade-off between assigning less probability mass to the uniform upper bound,
which is desirable as the uniform upper bound represents a worst-case for barrier
value at the next step, and the amount of data required when applying the scenario
approach theory. In our experiments (see Section 6.5), we employ € = 0.005. Once
€ is chosen, the optimal choice of ¢ to minimize c is § = B1_ which follows from
the fact that ¢ is on the left-hand side of the inner inequality of V (and V,) with ¢
on the right-hand side and Bl_—e is the smallest allowed value of ¢.

An immediate consequence of Lemma 6.1 is the fact that we can obtain an inner
approximation of the optimisation problem (3.10) in terms of a chance-constrained
optimisation problem.
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Theorem 6.1. Consider the dynamical system given in System (2.34). Then, we
have that for all e € (0,1) and positive integers K and B > 1 such that & > 31_;'

the feasible set of

min  n+cK
0eB,n,c

s.t. (3.1a), (3.1b), n=0, c¢=0,
B(x) < B, Vx € R"
PlveV]=1—g¢,

6.7)

where V is defined as in (6.3), is contained in the feasible set of (3.10).

Proof. Conditions (3.1a) and (3.1b) are shared between (3.10) and the chance-
constrained barrier program (6.7). Thus, it is sufficient to show that the chance-
constraint of (6.7) implies that Condition (3.1c) is satisfied. By construction B is
uniformly bounded by B and by assumption we have ¢ > Bi. Finally, due to
the chance-constraint, it holds that P[v € V¢] < ¢, and thus the conditions of
Lemma 6.1 are satisfied. Therefore, if the chance-constraint of (6.7) is satisfied,
then Condition (3.1c) is satisfied. O

Unfortunately, the computational burden of solving (6.7) is not negligible, mainly
due to the quantification over all x € X, and due to the non-linear function f. In
Subsection 6.2.1, we will show how the convex relaxations presented in Subsec-
tion 2.2.2 can alleviate this burden.

6.2.1. OVER-APPROXIMATING NON-LINEAR DYNAMICS
To relax the non-linearities in (6.7) as a step towards enabling efficient (data-driven)
synthesis of SBFs, we use the techniques introduced in Subsection 2.2.2 to construct
an uncertain PWA system that over-approximates (2.34), also called an infinite-state
abstraction. This relaxation reduces (6.7) to the more structured and convex class
of chance-constrained robust LP programming, which in the next Section 6.3 is
further relaxed to a regular LP problem using scenario approach and duality theory.
Formally, an uncertain PWA over-approximation of System (2.34) is described as
follows.

X[k + 1] € F(x[k]) + V[k], (6.8)

where F : X 3 R™ is a set-valued mapping defined as F(x) = {f(x,) : a« € [0,1]},
with f being an uncertain PWA function with the uncertain parameter a and such
that for any x € X it holds that f(x) € F(x). Such a definition of an uncertain,
or non-deterministic, PWA over-approximation of System (2.34) guarantees that
between System (2.34) and PWA System (6.8) there is a behavioural inclusion re-
lation, that is, for any x € X there exists @ € [0,1] such that f(x,a) = f(x).
Intuitively, we would like to synthesise an SBF for System (6.8) and rely on the
behavioural relation described above to ensure that the synthezised SBF also is an
SBF for System (2.34). This is what we show in the following Theorem, extending
Theorem 6.1.
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Theorem 6.2. Consider the dynamical system given in (2.34) and assume access
to an uncertain PWA over-approximation (6.8) of the system. Then, we have that
for all e € (0,1) and positive integer K, if there exist B > 1 and & > B— then the

feasible set of

min  n+cK
6e€0,n,c
s.t. (3.1a), (3.1b), n=0, c¢=0, (6.9)
Bg(x) < B, Vx € R®
PlVEV]>1—¢,
where
V={weR™: Bg(y+v)+E&<By(x)+¢c, Vx €EX,, Vy € F(x)} (6.10)

is contained in the feasible set of (3.10).

Proof. Conditions (3.1a) and (3.1b) are imposed directly in the uncertain chance-
constrained barrier program (6.9). Since f(x) € F(x) implies that there exists an
a € [0,1] such that f(x,a) = f(x), it holds that B(f(x) + V) < SUPy ey BOY + V).
Therefore, the chance-constraint of (6.9) implies the chance-constraint of (6.7).
By Theorem 6.1 and transitivity of the subset relation, the feasible set of (6.9) is
contained in the feasible set of (3.10). O

6.3. DATA-DRIVEN SYNTHESIS

While (6.9) is a chance-constrained robust LP problem and significantly simpler
than the non-linear (6.7), it is still problematic for two reasons: (i) we do not know
the distribution p,, or the associated measure Py, and (ii) even if we knew p,, the
form does not admit an analytical solution or even derivative wrt. 6. Instead, our
approach is to employ scenario approach theory, given a dataset D = {v4, ..., vy}
sampled i.i.d. according to p,, to relax the problem to a robust LP problem, at the
expense of instead providing PAC-like safety guarantees. Later in this section, we
will transform the robust LP problem to a regular LP problem using duality theory.
First, to reformulate (6.9) as a robust LP problem, we need to introduce some
mathematical notation. Let Q = {q4,..,q,} be the partition of the state space
associated with a barrier function and denote four collections of indices by

I={1,..,4},
Iy, ={i€l:qn(R*"\ Xs) # 0}, Iy, ={i€l:q;nX,# B}, (6.11)
Iy, ={i€l:q;nX; * 0},

which represent the collection of all indices, and the elements of Q with non-empty

intersections with the initial state, the safe set, and unsafe set, respectively. Finally,
for each pair (i, j) € Iy, x I, we denote the set

qij(v)={x6qi :EIyEF(x),y+vKj}, (6.12)
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representing the subset of g; with i € Iy that is mapped to g; under a given
realization of the noise. A pictorial example of g;;(v) can be found in Figure 6.1.
Leveraging the results of Theorem 6.2 and Proposition 2.7 and using the notation
we have introduced so far, we obtain the following intermediate result. The goal
of Lemma 6.2 below is two-fold: (i) to impose piecewise constraints on the barrier
synthesis and (ii) apply scenario approach theory to obtain a tractable solution in
the face of an unknown noise distribution. The intuition behind Lemma 6.2 is to
impose the chance-constraint in Problem (6.9) independently for each pair (i, j)
and sample v so that the constraint becomes B]-(fi(x, a) +v)+& < B;(x) +c for all
(v,i,j)) €D x Iy, X1, a €[0,1], and x € q;;(v). The resulting program is a robust
LP due to linearity in 8 and quantification over a and x.

Lemma 6.2. Let D = {vy,...,vy} be a collection of N independent samples from
the noise distribution py. Fix € € (0,1), B = 1, and § = B—, and consider the
scenario optimization program

mzin n+cK
st. n=0, c=0,
By(x) € [0,B], Vielx€q,
Bi(x) =1, Viely, , x €qj
Bi(x) <n, Vi€ Iy, x € q; N X,
Bi(y+v)+{<Bi(x)+c¢, VveD,i€ly,jel,x€q;jv),y€F(x)

(6.13)
where z = (n,c,0) is the collection of decision variables in (6.9) and d = |z| =
2+£(n+1) is the number of decision variables. Then, with probability at least 1—,
where B is the right-hand side of the inequality in Proposition 2.7, the optimal solu-
tion of the scenario barrier program (6.13) satisfies the conditions of Definition 3.1.

The relevance of Lemma 6.2 towards the general framework proposed in the
paper can be summarised by two main points: (1) Lemma 6.2 establishes a suf-
ficient condition to enforce the constraints of (6.9) by restricting the attention to
each element of the partition Q individually; (2) it allows us to use the duality re-
sults of Subsection 2.2.3 to obtain a computationally tractable reformulation of the
optimization problem in Lemma 6.2 into a robust LP program.

For the remainder of this section, we will discuss how to obtain this finite, yet
equivalent, representation of (6.13). The reformulation of the first three semi-
infinite constraints of (6.13) follows standard dualization arguments, i.e. using
Proposition 2.6, thus we defer their explicit reasoning to the proof of Corollary 6.1.
The remaining constraint Bj(y + v) + § < By(x) +cforallv e D, i € Iy, j €
I, x € q;j(v), and y € F(x) requires more care, yet Lemma 6.2 also enables a
computationally tractable reformulation of this. To this end, consider any (i, ) €
Iy, x I and v € D. A challenge in reformulating this constraint as a linear constraint
is that the set q;;(v) is not a polyhedron or even convex (see Figure 6.2). For
now, we assume access to a polyhedral over-approximation g;;(v) c g, W) ={x:
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Figure 6.1: Given two regions q;, q; and a realisation of the noise v, the set q;;(v) represents the subset

of x € q; such that f(x,a) +v € q; for some a € [0,1]. In other words, g;;(v) is the subset of g;
that can reach q; given the realisation of the noise v. Unfortunately, g;;(v) is not easily computed
(the example above is an exception, see Figure 6.2) and thus in Subsection 6.4.1, we will compute an
over-approximation q; (v).

Hijpx < hijp}. Then if we impose the constraint for all x € q;;(v), then it trivially
follows that it also holds for all x € g;;(v). We will defer the discussion of how to
compute q,;(v) to Subsection 6.4.1.

Proposition 6.1. Let (i,j) € Iy, X I and v € D be given. Assume access to two
affine functions such that A, x + b, < F(x) < A;x + b; for all x € q;. Then it holds
that B;(y + v) + ¢ < B;y(x) + ¢ for all x € q;;(v) and y € F(x) if and only if the
following constraints hold

hg}v’—lijvSwi_wi_u}r@i"‘v)‘*'C—f, (6.14a)
HijA, = Al — w, (6.14b)
W Aijy < wi —wy —uf (by +v) +c = &, (6.14c)
HE A = A1 4y — (6.14d)

where &ijv, Aijy are a non-negative dual variables.

Proof. The proof strategy is similar to the proof of Proposition 2.2 where a (linearly)
uncertain affine transformation is characterized by the vertices of the transforma-
tion. To this end, first, fix any (i, ) € Iy xI and v € D. By the linearity of the uncer-

tainty parameter « in f; (x, ) for any x € g;, it holds that Bj(y+v)+¢ < Bi(x)+c for
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all x € g;;(v) and y € F(x) if and only if for all x € g;;(v) the following constraints
hold

Bi(Ax+b,+v)+§<Bj(x)+c and (6.15a)
Bj(Ajx + b; +v) + & < B;j(x) +c. (6.15b)

Finally, we apply the dualization argument of Proposition 2.6 to replace the semi-
infinite robust constraints by finite constraints. O

Collecting together all finite sets of constraints, a finite representation of the
semi-infinite program (6.13) is given as

min n +cK
z
st n=0,c=0,
(Non-negativity) hiT/ii <w, HiTEi = —u;, foralliel,
(Uniform upper bound) hlu, <B —w;, Hi g, =w, foralli €1,

Unsafe set) h/y¥ <w; —1, HTy¥ = —y;, foralli eIy ,
L L i L u

(6.16)
(Initial set) hLy? <n—w;, Hyy? =u;, foralli€ly,
(One-step constraints) hLTJv/lw Swi—wi—uf(b,+v) +c—§,
T
Hl—;vl”y = A u]' —Uu;,
huvluv Swi—wj—uf (b +v) +c—¢
HLT],,IU-,, = Al- wj —w, forall (i,j) €Iy, x Lv €D
where Ko i 0 Aijv,,_li j» are all non-negative dual variables. (H;, h;o) denotes

the half- space representation of g; N X,.

In Corollary 6.1, we combine the introduced results and show how probabilistic
safety can be computed using the scenario approach using samples of the random
variable v.

Corollary 6.1. Assume that D = {v,, ..., vy} is a collection of N lndependent sam-
ples from the noise distribution p,. Fixe € (0,1), B > 1, and ¢ > B— and let g be
defined as Proposition 2.7 where d = 2 +£(n+ 1) is the number of ( non- dual) deci-
sion variables in (6.16). Consider the optimal (primal) solution z*(D) = (c*,n*,0™)
of (6.16). Then, with confidence 1 — B, it holds that

Pgare = max(1l — (n* + ¢*K), 0). (6.17)

Proof. It is enough to show an equivalence between (6.13) and (6.16). To do that,
in what follows, we show that each semi-infinite constraint of (6.13) is equivalent to
a set of constraints of (6.16). We start by showing the equivalence for the initial set
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constraint (condition B;(x) < n forall i € Iy, and x € g; N X, in (6.13)) to the initial
set constraints in (6.16). For this, let Iy be the index set for regions intersecting
with X, and consider its corresponding partition q;o = q; N Xy = {x : Hiox < hy},
i € Iy,. Then, the condition B(x) < n for all x € g;, can be written equivalently
as hi,Y? < n—w; and Hy? = u; where ? is a vector-valued non-negative
dual variable. This follows from the fact that within the region g;, the function
B(x) = B;(x) is affine and consequently, by relying on Proposition 2.6, we can
rewrite this robust constraint as two regular linear constraints, with the dual variable
¥?. The equivalence for the non-negativity, uniform upper bound, and unsafe set
robust constraints (see Definition 3.1) to regular linear constraints follow a similar
argument. Hence, for brevity, we omit the reformulation of these. The dualization
of the remaining constraint follows directly from Proposition 6.1. Thus, the proof
is concluded by noting that the cost to minimize is the same in both (6.13) and
(6.16). O

Remark 6.2. Corollary 6.1 can easily be modified to the setting where the noise
samples are not known exactly, but they are only known to lie in specified sets.
This can be done by simply adding a quantifier for each of these sets in (6.16).

Thus, by solving (6.16), we can certify probabilistic safety with high confidence.
Note that naively trying to solve (6.16) can soon become intractable on contem-
porary hardware, due to both memory requirements and computational time. In
particular, the cardinality of the Cartesian product of Iy, I, and D can already be
prohibitively large for relatively small systems. In the next section, we will discuss
algorithmic strategies that make (6.16) computationally tractable.

6.4. ALGORITHMS FOR PROGRAM CONSTRUCTION

In this section, we discuss three aspects that allows one to solve (6.13) efficiently.
Namely, in Subsection 6.4.1, we discuss how to compute a polyhedral over-approximation
of g;j(v). In Subsection 6.4.2, we introduce an a-priori sample discarding procedure
for Problem (6.16), which guarantees the same optimal solution, but allowing one
to consider less samples in the optimization problem. Finally, in Subsection 6.4.3,
we employ spatial indexing methods to efficiently find the set of triplets with a non-
empty g;;(v). More specifically, we will rely on the fact that, often, for many triplets
(i,j,v), the set q;;(v) is empty, thus the martingale condition is trivially satisfied.
Thatis, g;;(v) is empty if im;(q;, v) Nq; = @ where the image for region g; is defined
as

im;(q,v) ={y+v:x€q,y€eFX). (6.18)

6.4.1. OVER-APPROXIMATION OF g;;(v)

As illustrated in Figure 6.1, computing a polyhedral over-approximation of g;;(v) is
challenging, as g;;(v) is (possibly) non-convex due to the uncertain affine trans-
formation F'. Furthermore, it is not sufficient to compute the convex hull for the

1If F is a deterministic affine transformation and q j is a polyhedron, then gq;;(v) is also a polyhedron
and analytical methods for computation exist.
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Ij [ conv(A;(0) g5, Ai(1)"1q;)
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z1
Figure 6.2: A pictorial example that q;;(v) is not necessarily convex. In this example, we have 4, = -1,

A4;=1,and b, = b; = 0, which is a valid uncertain affine relaxation of the trivial function f(x) = 0 in the
non-negative orthant. We consider the region q; = [2,3]? and plot A;(a)~*q; for 10 uniformly spread

values of a € [0,1]. Note that in this case 4; = I, hence qj = A;(1)"'q; and q; (blue) is contained in
the convex hull (pink). q;;(v) can take on complex shapes and no method exists for exactly computing
q;j(v). Therefore, we compute a sound over-approximation g; (W) 2 qij().

vertices of the uncertainty variable «, that is,

conv({x € q;: fi(x,0) +v) €q;}U{x € q : filx, 1) +v) € q;}), (6.19)

as shown in Figure 6.1. However, we note that by definition q;;(v) € g;, that'is, g;
is a (generally conservative) polyhedral over-approximation of g;;(v). Hence, our
approach to find a polyhedral over-approximation of g;;(v), denoted gq;;(v), is to
start from ¢; and then iteratively removing subsets of g; \ g;;(v). To accomplish
this, we rely on repeated bisection. To simplify the presentation, in what follows, we
assume that g; is a hyperrectangle. Note, however, that the procedure generalises
to compact polyhedra in half-space representation.

Figure 6.3 shows an example of the bisection algorithm for two regions g;, q; and
a given sample v. The bisection is repeated twice along each axis, once to increase
the lower bound, and once to decrease the upper bound. Note that g;;(v), although
depicted in Figure 6.3, is unknown and possibly non-convex, and further we cannot
readily check if g;;(v) < q;;(v). However, recall that q;;(v) is the subset of region
g; that under a realisation of the noise v reaches region g; in one time step. As a
result, we can instead check if conv(g;;(v) + v) intersects with q;. By applying this
algorithm, we compute an over-approximation g; ;) of g;j(v). Indeed, as q; ;@)
is an over-approximation, using q; i (v) for the constraints in Proposition 6.1 yields a
sound, although slightly conservative, solution. The details of our bisection-based
are shown in Algorithm 6.1. The computational complexity of the algorithm, for a
fixed number of bisection steps ¢ per halfplane and assuming that g; is hyperrect-
angular, is 0(2nft).

6.4.2. CONVEX HULL OVER THE SAMPLE SET
To reduce the number of constraints of (6.16), observe that the constraints of
the problem are affine in v. This implies that the active constraints, also known
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;5(v)

qij(v)

@ (b) © (d) (e

Figure 6.3: An example of the bisection algorithm to compute the over-approximation gq;;(v) of g;;(v).
The set g;j(v) is unknown and possibly non-polyhedral, but g; is a sound over-approximation. By
bisection from either side (first the lower then the upper bound) along each axis we obtain a smaller
over-approximation. We start by bisecting for x, ((a) and (b)) followed by x, ((c) and (d)). This
results in the over-approximation Eij(v) in (e).

Algorithm 6.1 Bisection-based algorithm for computing a subset q; () of region
q; as an over-approximation of g;;(v).

Require: Source g;, destination g;, dynamics f:, noise realization v, and bisection

steps t
Ensure: A region g,;(v) such that q;;(v) € q;;(v) S q;
L: ﬁi,-(v) =q;
2: for k from 1 to n do CommentFor each axis
3 Lo lie 7= Ly ug > Increase lower bound
4: for s from 1 to t do
Lk'Hk
5: Cr = 75—
6: %-(v)' = ﬁi,-(v) N{x :xp < ok}
7: if im;(q;;(v)",v) N q; = @ then
8: L=
9: else
10: L L lk = Ck
11: W, Uy = L, ug > Decrease upper bound
12: for s from 1 to ¢t do
Ek+uk
13: Ck 1= = —
14: ﬁij(v)' = ﬁi,-(v) N{x = xe 2 cx}
15: if im;(q;;(v)", w) N q; = ¢ then
16: ‘ ﬁk = Ck
17: else
18: B U, =ck
19: _ _ _
20: qij(v) 1= qij(v)n{x=£k < xp < ugl

21: return g;;(v)
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as support constraints, will always belong to the vertices of the convex hull over
D = {v4,..,vy}, enabling a great reduction in the number of constraints in the
program. That is, we can impose the constraint only on the vertices of the convex
hull of the dataset D = vert(conv(D)).

Proposition 6.2. Let Z(D) denote the feasillle set of Problem (6.16) with respect
to a sample set D. Then we have Z(D) = Z(D).

Proof. First, observe that Z(D) and Z(D) share all constraints except hiij’lijv
Wi —wj — ujT@i +v)+c—¢forall (v,i,j) € Dx Iy x1I (and similarly for the upper
bound) and that v enters the constraint linearly. Therefore, we can rewrite the
constraint with a convex combination of D and of D. Now, since D is the vertices of
the convex hull of D, we have conv(D) = conv(D) and thus, the feasible sets Z(D)

and Z(D) coincide. O

Proposition 6.2 guarantees that to solve Problem (6.16) we can reduce the num-
ber of constraints by simply considering the samples in D. In the experiments con-
ducted (see Section 6.5), we find that generally, in practice, the cardinality of D is
orders of magnitude lower than the cardinality of D. Thus, this can greatly improve
the efficiency of our approach.

Remark 6.3. The method presented in this subsection was discovered indepen-
dently, but is similar to the method presented in [130] with the exception of that
our method requires an exact convex hull rather than an approximate convex hull.
The proposed method for sample reduction works for any scenario program that is
affine in the random variable v.

6.4.3. SPATIAL INDEXING FOR INTERSECTION SEARCH
Constructing (6.16) efficiently is also a non-trivial problem due to memory limits. In
fact, a naive approach to construct the problem is to iterate over all triplets (i, j, v) in
Iy XIxD, checkif q;;(v) # @, and add a set of constraints if the test is positive. This
approach is only tractable for smaller problems as it has a time complexity of 0(¢3).
To reduce the complexity, we can exploit methods from database theory; namely
spatial indexing, which is the structuring and querying of spatially distributed data,
such as maps, with improved computational complexity [131].

To apply spatial indexing to our setting, we must first establish the data and
query. It holds that g;;(v) # @ only if im;(q;,v) N q; # @. Hence, if we search
for regions g; that intersect with the image im;(q;, v), we find all pairs (i, ) such
that q;;(v) # @. For spatial indexing, we focus on R-trees as it is a well-studied
and widely available method [131]. The idea is to structure the data in a tree
structure and at each node store a Minimum Bounding Rectangle for the nodes
below. Then, querying the tree for the intersection with another region proceeds
recursively down the tree, where it is only necessary to search down a branch if
the Minimum Bounding Rectangle of the branch and the query intersect, which is
an inexpensive operation by the separating hyperplane theorem [93]. Figure 6.4
shows an example of an R-tree for a partitioned state space. This method improves
complexity by efficiently searching for relevant triplets (i, j, v).
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Figure 6.4: An example of an R-tree applied to a partitioned state space to allow efficient search for
regions intersecting with im;(q;, v). The rectangles are the Minimum Bounding Rectangle for each node
in the tree.

In summary, to use the framework to compute data-driven safety certificates
for non-linear systems: let the nominal dynamics f, initial and safe set X,, X;, a
horizon K, and a dataset of samples D be given. Then start by abstracting the non-
linear dynamics f to uncertain PWA dynamics f using Linear Bound Propagation
(LBP) techniques. Compute the vertices D of the convex hull of D and discard all
interior points. For each region g;, find, using an R-tree, regions that intersect
with the image of the dynamics im;(q;, v) and add constraints accordingly. Solve
the LP problem (6.16), then the solution z*(D) = (c*,n* c*) is a safety certificate
Pgfe = 1—(n*+c*K) with confidence 1—8 where g is defined as in Proposition 2.7.

6.5. EMPIRICAL EVALUATION

To investigate the efficacy of our approach, we implemented our framework in Ju-
lia> and performed an empirical analysis on various benchmarks. The experiments
have been conducted on a computer with an Intel i7-1365U CPU and 16GB RAM,
running Linux 6.8.0-52-generic. We start by describing the benchmarks followed
by the results. For comparison with state-of-the-art, we consider the Sample Aver-
age Approximation (SAA) method proposed in [127], [33]°. As this SBF synthesis
method has been developed specifically for linear or polynomial systems, namely
through SoS optimisation, in order to provide a general baseline, in the case of non-

2Code is available at https:/ / github.com/DAI-Lab-HERALD/scenario-barrier under GNU
GPLv3 license.

3We compare only with the SAA and not the scenario approach for robust constraints such that the
confidence level for both methods pertain to the probability that the c-martingale constraint in Condi-
tion (3.1c) is satisfied.
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polynomial and/or uncertain systems, we combine it with the method proposed in
[99], to find a valid SBF in the general case. We also compare against [42], which
is a framework for data-driven abstraction.

6.5.1. BENCHMARKS
The simplest system considered is an uncertain 1D linear system x[k + 1] = x[k] +
b(a) +v where b(a) = —0.05+0.1¢q, i.e. the uncertainty is in b(a) with uncertainty
variable « € [0, 1]. Starting from a set X, = {|x| < 0.5}, the goal is to stay within a
larger set X, = {|x| < 2.5} for a horizon K = 10. The distribution of the noise is a
zero-mean normal distribution with standard deviation 0.01.

We also consider a 2D system from [132] representing the longitudinal dynamics
of a drone. The coordinates x,, x, are the position and velocity, respectively, and
the system has the following dynamics

X[k + 1] = ((1) . _%_1}1) X[k] + V[K], (6.20)

where v[k] has a zero-mean normal distribution with diagonal covariance of [0.01 0.01].

The variable h represents the discretisation step, which is set to h = 1. As with the
1D linear system, we certify safety for a horizon K = 10.

The third benchmark represents a model of a vehicle travelling down a straight
road when it experiences an (uncertain) gust of wind. The coordinates x,, x, repre-
sent, respectively, the longitudinal and lateral position of the vehicle. Similar to the
drone system, h represents the discretisation step. The goal is certify the probabil-
ity of staying on the road X; = {|x;| < 2.5} for a horizon K = 10, when the system
evolves according to the following dynamics

1 0 50,
X[k +1] = (0 0.95> Xk +( 13, 4 ik, (6.21)

Ealat :

where h = 1, and a;,; = 0 for regions where x; < 80 or x; > 120, and a;,; €
[0.0913,0.364] for regions where 80 < x; < 120. The noise v[k] has a zero-mean
normal distribution with diagonal covariance of [0.01 0.01].

A 3D benchmark with linear dynamics is the room temperature verification from
[33]. The dynamics are x[k + 1] = AX[k] + b + v[k] where

1-h(+¢) h¢ 0
A= h¢ 1-h(2{+¢) hg )
0 h¢ 1—h(¢+4e),

b= (hi.T, h(,T, h(eTe)T with h =5, { = 0.0062, {, = 0.008, T, = 10. v has a
zero-mean normal distribution with diagonal covariance of [0.0001 0.0001 0.0001].
The initial set is X, = [17,18]3, the safe set is X, = [17,29]3, and the time horizon
is K = 3.

While the previous models were linear, we also considered non-linear models.
In particular, we consider Neural Network Dynamic Models (NNDMs) with 1 and 2
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hidden layers of 64 neurons each modelling a pendulum taken from [99]. Second
is the 3D Dubin’s car benchmark from [75] for a time horizon K = 10. Dubin’s
car is a unicycle model where the state is (x,y, ¢) with ¢ being the heading of the
vehicle. We consider a grid-based partitioning of 10 segments along each axis, i.e.
1000 regions. The noise is only applied to the last dimension and has a normal
distribution with mean of 60 - % ~ 1.053 and standard deviation 0.1. Finally, we

consider the lane keeping benchmarking from [33] where the dynamics are

cos(x[k]s + b)
X[k + 1] = x[k] + hv | sin(x[k]s + b) | + v[k], (6.22)
sin(b)/!,

. L tan" (6¢) .
with b = e 8 =5,1, =1 =1.384,v=75,and h = 0.1. The noise v[k] has

a zero-mean normal distribution with diagonal covariance of [0.0001 0.0001 0.000001].
The initial set is X, = [1,2] x [-0.5,0.5] x [—0.005,0.005], the safe set is X; =
[1,10] x [—6,6] x [—0.05,0.05], and the time horizon is K = 3.

6.5.2. RESULTS

Table 6.1 reports the results across all benchmarks. Both the safety probability
and the computation time are reported averaged over 100 trials, and for all cases,
the number of samples is selected to ensure a confidence 1 — 107°. We observe
that, depending on the system, the method can certify safety to > 99% with high
confidence, e.g. 99.5% certified safety for the NNDM model of a pendulum with
2 layers and 64 neurons. This certification requires relatively few regions of 10-30
segments per axis. Comparing the NNDM pendulum model with 2 and 3 layers (1
and 2 hidden layers, respectively), the complexity of the nominal dynamics impacts
both computation time and certifiable safety, e.g. 99.5% safety probability in 45.0s
vs 97.6% safety probability in 78.5s for 480 regions, 2 and 3 layers respectively. This
behaviour can be explained by LBP computing wider uncertain affine transforma-
tions lead to more non-empty Q;;(w). Remarkably, the linearity of the underlying
system has little impact on the certifiable safety. This is observed in that both the
1D linear and drone systems exhibit uncertain linear behaviour, yet the 1D linear
system is certifiable to 50.8% safety while the drone is certifiable to 99.5%. Fur-
thermore, for the largest systems considered, Dubin’s car and lane keeping, which
both include trigonometric functions, safety is certified to 99.9%.

To compare against state-of-the-art, we report in Table 6.2 the certified safety
by using our method, SAA [127], and data-driven abstractions [42], averaged over
100 trials. We observe that for our method, certifying for higher confidence (102
to 10™*) has a small impact in the computation time (1.2% faster for the 1D linear
system and 0.5% slower for the pendulum model) and achieves similar levels of
certified safety. In contrast, for SAA, going from 10~2 to 103 increases the com-
putation time between 1.3x and 1.9x and become infeasible already for g = 107*.
The achieved level of certified safety is also marginally better with our proposed
method (e.g. 0.995 vs 0.903 for the pendulum model). When comparing to data-
driven abstractions, the certified probability of safety is comparable or marginally
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Table 6.1: Certified safety and computation time using our approach. Results are reported as the mean
over 100 iterations for each case study. n is the dimensionality of the system and ¢ is the number of
regions. P iS the certified level of safety for § = 107° where 1 — g is the level of confidence.

System [n| £ | Pure Time(s)
Linear 1 27 0.511 0.359
Drone 2 37 0.995 44.7

18 0.606 1.89
42 0.710 4.28
54 0.828 5.24
150 | 0.995 13.6
Room temperature | 3 | 2197 | 0.998 356

Vehicle 2

Pendulum (NNDM) 120 | 0.346 11.4
- 2 layers 2| 240 | 0.752 28.3
- 64 neurons 480 | 0.995 71.4
Pendulum (NNDM) 120 | 0.265 28.33
- 3 layers 2 | 240 | 0.376 68.9
- 64 neurons 480 | 0.980 130
Dubin’s car 3 | 1000 | 0.999 321
Lane keeping 3 | 2520 | 1.000 33.6

better. However, the computation is considerably faster; 17x for the drone bench-
mark and 2x for the room temperature benchmark.

6.6. CONCLUSION

This chapter studies SBF-based safety verification in the context where the dis-
tribution of the noise is unknown. This is important as the distribution is rarely
Gaussian or known exactly as assume in the previous Chapters 4 and 5. The lack
of knowledge about the random variable that is the noise requires a shift to data-
driven verification methods, which relies on sampling this variable. To this end, we
propose a Scenario Approach theory-based method. In particular, we reframe the
supermartingale condition (3.1c) as a chance-constraint by splitting the expectation
integral and managing the majority of the probability with a chance-constraint and a
constraint tightening variable, and the remainder by a uniform upper bound on the
barrier. This reformulation is what allows for the use of the Scenario Approach, and
thus a data-driven verification method. To manage arbitrary continuous dynamics,
the system under study is abstracted to an uncertain PWA system with the use of
CROWN. In particular, given a partitioning, sound linear relaxations are computed
within each region using the methodology in Subsection 2.2.2.

A consequence of data-driven verification is that the bound on the probability
of safety is associated with formal (probabilistic) confidence 1 — 8. This should
be interpreted as “if drawing another sample from the same noise distribution, the
probability of synthesizing another SBF with a lower probability of safety is less than
B”. With the proposed method, § is in the range of 107 to 10~?; in other words,
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Table 6.2: Comparison of our method against Sample Average Approximation (SAA) combined with the
method presented in [99], to synthesise SBFs in a data-driven fashion, and against [42] for data-driven
abstractions. We do not compare with [42] on the pendulum model, since the Matlab implementation
does not support uncertain PWA dynamics. Results are reported as the mean over 100 iterations for
each case study. 1 — f is the confidence in the certificate and Py is the certified level of safety. OOM
means the certification procedure exceeded available memory. The number of samples required for our
method and [42] increases from ~ 3.1-10° to ~ 3.4-10° with g for the drone and pendulum benchmarks
and from = 4.3 - 10° to ~ 4.6 - 10° for the room temperature benchmark, while for SAA, the number
grows from 8- 10° to 8 - 103 as g — 10~? for all benchmarks.

System | Method | B Poe  Time (s)
1072 0.995 0.403
10~%  0.995 0.361

Ours 107 0995 0392
10~ 0995 0398
102 0995 0595
107 0995 0798
Drone SAA
107* - OOM
107 - 0OM

1072 0.989 6.84
107  0.988 6.39
107*  0.986 6.63
107°  0.981 6.70
1072 0.995 445
1072 0.995 446
107*  0.995 437
107°  0.995 432

Data-driven abstraction

Ours

1072 - OOM
1073 - OOM

R .
oom temp SAA 10-* ) OOM
107° - OOM

1072 0.997 884
107*  0.997 833
107*  0.996 886
107°  0.995 901
1072 0.995 38.6

Data-driven abstraction

Pendulum ours 107*  0.995 38.7
(NNDM) 10™*  0.995 38.7
- 2 layers 107°  0.995 38.8
- 64 neurons 1072 0.903 14.4
- RelU act. SAA 107*  0.903 27.8
- 480 regions 107 - OOM

107° - OOM
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the probability of an invalid certificate is between 1 in 1 million and 1 in 1 billion and
thus extremely unlikely. Previously, the data-driven synthesis methods were only
able to achieve a confidence parameter g around 0.005 [127], so a key contribution
of this paper is a framework for producing more reliable certificates.

In addition to theoretical advances, this chapter also introduces algorithmic ad-
vances to enable tractability. Namely, a bisection-based over-approximation of an
uncertain affine pre-image, an a priori sample discarding method for Scenario Ap-
proach theory when the random variable enters affinely, and applying spatial in-
dexing from database theory for efficient querying of piecewise affine functions.

The framework is evaluated on various non-linear stochastic systems, demon-
strating tractability on a variety of applications. Additionally, a comparison against
Sample Average Approximation (SAA)-based SBF synthesis and against data-driven
abstractions reveals that the approach is both memory efficient, which is tightly
linked to sample efficiency, and generally faster.

Overall, this chapter demonstrates that data-driven synthesis can achieve for-
mal probabilistic guarantees in realistic stochastic settings where exact models are
unavailable, bridging a critical gap between theoretical verification methods and
practical deployment.

Similar to the previous Chapter 5, we assume that a partitioning is given. How-
ever, an intelligent or adaptive partitioning scheme has the potential to improve the
scalability including to higher dimensional systems. Another restrictive assumption,
specific to this chapter, is i.i.d. sample access for the noise v. In practice, it is more
common to observe (a subset of) the state variables, from which one has to derive
the noise realization. If the nominal dynamics are known exactly, then it is easy to
compute as the difference between subsequent states subject to the dynamics. If
not, however, it is necessary to introduce an over-approximation of the realization,
under the uncertain dynamics.
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BACKGROUND ON
FINITE-STATE MODELS AND
ABSTRACTIONS

An alternative to SBFs for verifying the safety of stochastic systems is abstraction-
based approaches where an abstract finite-state model is constructed over the
concrete system such that there exists a simulation relation between the abstract
model and the concrete system. Then properties can be verified over the abstract
model using standard tools for probabilistic model checking and, using the simu-
lation relation, lifted to the concrete system. This family of methods is commonly
called abstraction-based. Conversely, methods based on SBFs are sometimes called
abstraction-free.

The structure of this section is as follows: first, we define some classes of
finite-state models and describe their relation. Then, we describe how to abstract
a concrete system to an IMDP. In the following Chapter 8, we recall some standard
results on probabilistic model checking over IMDPs, and then elaborate algorithmic
design, which are important for scalability. These methods are implemented in our
tool IntervalMDPl.

We start by defining an MDP.

Definition 7.1 (Markov Decision Process (MDP)). An MDP is a tuple M = (S, A,y)
where

o S is a finite set of states,
o A is a finite set of actions assumed to be available at each state, and

* v = {¥Vsalsesaea IS @ set of transition probability distributions ys, € D(S) for
each source-action pair (s,a) € S x A.
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We use the triplet (s, a,t) to denote a transition from state s to state ¢ under
action a. Outside the context of a transition, we use the letter s to denote a state. A
path of an MDP is a sequence of states and actions w = (s[0], a[0]), (s[1], a[1]), --.,
where (s[k], a[k]) € S x A. We denote by w[k] = s[k] the state of the path at time
k € Ny. A Markov strategy or policy for an MDP is a sequence © = (x[0], #[1], ...)
such that =[k] : S — A assigns an action to each state of an MDP at time step
k. We study time-varying, deterministic Markov policies as they are sufficient for
optimality for finite-time safety properties [45], [122], [133]-[135].

Although MDPs are powerful and widespread in computer science, control the-
ory, and engineering in general as a method for modelling, analysing, and control-
ling systems, their weakness is the assumption of perfect knowledge of transition
probabilities. A generalization that addresses this weakness is Robust Markov De-
cision Processes (RMDPs) where uncertainty is inherent to the model and can, in
fact, be interpreted as a family of MDPs [135]-[137].

Definition 7.2 (Robust Markov Decision Process (RMDP)). An (s, a)-rectangular
RMDP is a tuple M = (S,A,T) where

e S is a finite set of states,
e A is a finite set of actions assumed to be available at each state, and

° T' = {Tsq}ses.aca are sets of feasible transition probability distributions T, <
D(S) for each source-action pair (s,a) € S X A.

D(S) denotes the set of all (discrete) distributions over S (see Chapter 2). The
RMDP is called (s, a)-rectangular because the uncertainty in the transition proba-
bility, i.e., the transition ambiguity set, is independent for each source-action pair
(s,a) That is, an adversary, also sometimes called nature, can pick the target dis-
tribution y,, € I, for source-action pair (s,a) without impacting the uncertainty
for other source-action pairs. Although RMDPs are more powerful with s-regularity
or without rectangularity [135], we assume, and later construct models to enforce,
(s, a)-rectangularity, as it reduces the computational burden during verification.
Furthermore, (s, a)-rectangularity imposes the assumption that the adversary has
access to the control action selected by the controller 7, or in other words, in the
alternating game between the controller and the adversary, the controller always
picks first. Before formally defining an adversary, we must also discuss static and
dynamic uncertainty semantics. The distinction is whether the adversary may or
may not pick different distributions at each time step k for each source-action pair
(s,a), referred to as dynamic and static uncertainty semantics respectively. For
the purpose of abstraction-based verification, we are only interested in dynamic
uncertainty to robustify the verification against the worst-case distribution in the
ambiguity set under changing value functions. Thus, we arrive at the following
definition.

Definition 7.3 (RMDP adversary). An adversary for an RMDP is a sequence of
functions t = (z[0],t[1], ...) where at each time step k the function t[k] : Sx A -
D(S) satisfy the condition t[k](s, a) € I, for every source-action pair (s, a).
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[1.0,1.0] [1.0,1.0]

[0.2,0.6] [0.3,0.5]

Figure 7.1: An example of an IMDP with three states and two actions where the state s; is a sink state,
meaning that it transitions to itself with probability one. When drawing IMDPs, it is typical to only denote
the interval bounds and leave the constraint that the transition probabilities must sum to one implicit.

Given a policy = and an adversary t, an RMDP collapses to a (time-varying) finite
Markov chain.

To enable algorithms with better computational complexity, it is useful to impose
a further structure on the ambiguity sets. We are in particular interested in IMDPs
where the ambiguity set is an interval ambiguity set, defined as follows.

Definition 7.4 (Interval Markov Decision Process (IMDP)). An IMDP is a tuple
M = (S,A,T") where

» S is a finite set of states,
e A is a finite set of actions assumed to be available at each state, and

° T = {Ts4}sesaca are sets of feasible transition probability distributions with
I 4 € intamb(s).

intamb(S) denotes the set of all interval ambiguity sets over S (see Chapter 2).
The interval ambiguity set I , for each source-action pair (s, a) is defined via upper
and lower bounds for each destination t. A pictorial example of the interval ambi-
guity sets is shown in Figure 7.1. Geometrically, an interval ambiguity set can be
interpreted as the intersection between a hyperrectangle in R';O', from the interval
bounds, with the probability simplex again in |S| dimensions. That the ambigu-
ity set is defined by interval bounds for each transition (s, a,t) enables the use of
the O-maxmimization algorithm [122], [138] as the adversary — to pick worst-case
distributions given a value function (see the Section 8.4 for further details on O-
maximization). In Chapter 9, we will impose additional structure on the abstract
model, primarily to improve space complexity compared to IMDPs.




98 7. BACKGROUND ON FINITE-STATE MODELS AND ABSTRACTIONS

7.1. ABSTRACTIONS OF STOCHASTIC SYSTEMS

As described in the introduction to this chapter, abstraction-based verification ap-
proximate a complex, concrete system with a simpler (often finite) abstract model,
which is easier to analyse. To ensure that the safety probability of the finite-state
abstraction applies directly or can be lifted to the concrete system, there must nec-
essarily exist some relation between these systems [13], [139]. More specifically,
the relation must be either an approximate or alternating probabilistic simulation
relation to guarantee that every action in the finite-state model can be matched to
a control input in the concrete system such that the stochastic transitions of the two
systems can be (approximately) coupled. Moreover, it is important that the outputs,
be it discrete or continuous, are equivalent or sufficiently close in some sense of
distance [139]-[142]. With this kind of relation, it is possible to prove, typically via
dynamic programming, that satisfaction probabilities can be lifted from the abstract
to the concrete system. We defer a formal treatment of this subject to Section 9.5
where we define a specific type of simulation relation that is useful in abstracting
stochastic dynamical systems to any subclass of (s, a)-rectangular RMDPs for the
purpose of verification or control synthesis wrt. a safety specification.

For the remainder of this section, we describe a standard procedure for abstract-
ing stochastic systems to IMDPs, as it serves as the foundation and justification for
the developments in Chapter 9. The construction of such an abstraction depends
on the structure of the concrete system and the availability of information. For
the purpose of describing a typical procedure, in this section we assume that the
system is additive (2.34) with zero-mean and diagonal-covariance Gaussian noise.
That is,

X[k + 1] = f(x[k]) + V[k], py=N(0,%) (7.1)

where X € §% is a diagonal matrix.

Remark 7.1. If is not diagonal, then it can be diagonalized with a (linear) eigen-
transformation of the entire system. Formally, let > = EAE~' be the eigendecom-
position of ¥ where A is a matrix with the eigenvalues of ¥ on the diagonal and E
has the corresponding eigenvectors as columns. Then (7.1) can be transformed as
follows:

EX[k + 1] = Ef (X[k]) + EV[K], pv = N(0,%), or (7.2)
X[k + 1] = f(X[k]) + V[k], py = N(0,A) (7.3)

where f(%) = Ef(E"'%). Therefore, it is wlog. to consider diagonal covariance
for additive Gaussian noise. Note also that some works rely on the Mahalanobis
transformation of ¥ [16], [40], but unlike the Mahalanobis transformation, the
eigentransformation works in the presence of a degenerate distribution, i.e. the
standard deviation is zero for some dimensions.

The standard approach to abstract systems of the form (7.1) to an IMDP is
to partition the region of interest X into hyperrectangular regions {q, ..., q,} and
associate each region with a state s in S. Then, for a state s € S, I (ignoring
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actions as (7.1) is autonomous) is defined as

Iy ={rs €D(S) : MINT(q, | x) S ys(t) < MaxT(q | x), Vt € 5}. (7.4)

To solve maxy,eq, T(q; | x) = Minyeq N(qe | f(x),Z), one can exploit the fact that
for any hyperrectangle q., the function N (g; | -,Z) is log-concave [16]. Thus, if f is
affine, we can use projected gradient descent, a Frank-Wolfe algorithm, KKT con-
ditions, or interior point methods to find the optimal point x. For the minimization,
we can rely on vertex enumeration [16], [40]. For efficiency, we can first compute
the set Y = f(q,) such that min,c, M (q; | f(x),Z) = min,ey N (q, | y,X) [16]. If
f is non-linear, we can rely on reachability analysis tools (see Subsection 2.2.2) to
compute an over-approximation of Y for a sound abstraction. Furthermore, if we
compute a hyperrectangular over-approximation ¥ = [yl,yl] X oo X [yn,yn] of Y,

then, at the expense of conservatism in the abstraction, an analytical formula can
be applied [40]:

max V(g | y,%) = max. N (q¢ | yi, Zi), (7.5)
yey ) yi€ly,yil

where ¢! is the interval of g, along dimension i. Then, a similar approach can
be applied to minimization. The algorithm is described for a (control) system with
additive noise in Algorithm 7.1.

Remark 7.2. The computation of y (t) and y,(t) when v is not normally dis-
—s

tributed has been addressed in [63] via noise partitioning and [41] via data-driven
distributionally robust methods. Both methods rely on the computation of the nom-
inally reachable setY .

An unaddressed nuance is the need to include an extra sink state, representing
the transition to X¢. The interval bounds for transitioning to this state can be
computed as above, with the modification that it is computed as the dual probability
of transitioning to X.

With an abstraction constructed, the next step is to verify the abstract model
before lifting the guarantees to the concrete system. In the next Chapter 8, we will
describe the safety verification objective for IMDPs and hardware-aware algorithmic
innovations to reduce the computation time of the verification algorithm.
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Algorithm 7.1 IMDP Abstraction

Require: Nominal dynamics f, region of interest X, control set U
Ensure: IMDP M that simulates f, initial states S, unsafe states S,

1: Partition X into regions Q := {q, ..., q¢}

2: §:={sq,...,5¢}

3: Select a finite set {uy, ..., uj4} of U

4: A:={ay,..,aq4}

5: for each (s,a) e Sx Ado

6: Compute Y := f(qs,ug)

7: for each destination ¢t € S do

8: L Let Y (t) = MiNyeq, T(qe | x) = MiNyey N'(q¢ | ¥, Z)
9: Let Vsa(t) = MaXyeq, T(qe | ¥) = MaXyey N (qe 1 y,%)
10: Sy :={s €S :qs N Xy, #* 0}

11: Sy ={s€S:qsNX, # D}

12: return M = (S5, 4,1, Sy, Sy
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8. ACCELERATED VALUE ITERATION FOR INTERVAL MARKOV DECISION
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8.1. INTRODUCTION

Interval Markov Decision Processes (IMDPs) are a popular target model for abstraction-
based verification and control of stochastic hybrid systems [16], [143]. Conse-
quently, it is important to both study algorithms and develop tools for this class
of models. Attention has been given to the convergence of value iteration [144],
extensions to the IMDP model [58], [62], [134], [145], new properties [ 146], tech-
niques for abstraction to IMDPs [16], [40], [61], [64], [66], [147]-[150], and
convergence of abstractions to IMDPs [45]. Prior to this work, two tools sup-
ported probabilistic model checking for IMDPs: PRISM [19] and bmdp-tool [151]".
However, these tools lack parallelization via multi-threading and GPU-acceleration,
under-utilizing available hardware and leaving a gap that this chapter aims to fill.

To this end, we introduce IntervalMDP,jl, which is a Julia package for model
checking of IMDPs. The tool supports safety, reachability, reach-avoid, discounted
reward, and expected hitting time properties, and allows the user to query for both
optimal strategies and quantitative values of satisfaction. The package contains
both a CPU and a GPU implementation, allowing one to use CUDA-capable hard-
ware [153] to accelerate the computation. The package is developed in Julia, which
is @ modern programming language that targets the scientific community [154].
It enables both fast prototyping and accelerated code to be written in the same
language, including the ability to write CUDA kernels for custom accelerated com-
putations. Furthermore, through Julia’s parametric typing, IntervalMDP,jl supports
single- and double-precision floating point numbers, as well as rational numbers for
exact arithmetic with transition probabilities.

We evaluate IntervalMDP;jl on various benchmarks and compare it with PRISM
[19] and bdmp-tool [151]. The benchmarks include 35 IMDPs taken from the lit-
erature, with the total number of transitions between states ranging from a few
tens for the smaller models to tens of millions for the larger models. The empirical
analysis shows that IntervalMDP,jl CPU implementation is on average 2-4x faster
compared to the state of the art, while the GPU implementation can achieve speed-
ups of various orders of magnitude on the larger systems. Furthermore, because
of the use of sparse matrices and the Julia type system, in all cases, IntervalMDP,jl
requires less memory compared to PRISM and bmdp-tooal.

The chapter is organized as follows. First, in Section 8.2, we formally introduce
robust value iteration for IMDPs. Then, in Section 8.3, we give an overview of
IntervalMDP,jl and describe how create an IMDP model in the tool and how to
perform strategy synthesis and verification. In Section 8.4, we detail our algorithmic
approach to robust value iteration on GPUs. Finally, in Section 8.5, we illustrate the
effectiveness of IntervalMDP,jl on various benchmarks.

1Concurrent with this work, the probabilistic model checker Storm [20] added support for IMDPs and
IMPaCT [152], a tool for abstraction of stochastic systems to IMDPs and model checking thereof, was
released.



8.2. THE GOAL OF IntervalMDPjl: ROBUST VALUE ITERATION FOR IMDPs 103

8.2. THE GOAL OF IntervalMDP,jl: ROBUST VALUE IT-

ERATION FOR IMDPs

Recall that an IMDP is a tuple M = (S,A,T) where T' = {I§ ;}sesqea IS the set of
transition ambiguity sets where T, € intamb(S) for each s € S and a € A. Then,
the goal of IntervalMDP,l is to compute quantitative properties over and synthesize
controllers for a given IMDP including probabilistic safety, reachability, reach-avoid,
discounted reward, and expected hitting time. For ease of exposition and with the
fact that the goal of this dissertation is safety verification, we restrict ourselves to
those properties in this chapter. For safety on IMDPs, we define a set of unsafe
states 5, < S and a time horizon K € N,. Then, the objective is to solve the
following optimization problems:

Psafe(so) = maxmin P [w € Q| Vk € [0,K], w[k] & S, ], (8.1)
Vs

where Py, is the probability of the Markov chain induced by strategy = and ad-
versary 1, starting from s, € S. Equation (8.1) can be computed by solving the
following value iteration:

Vo(s) = 15,(s)

Vie(s) = 15, (s) + g5, (5) TéAn ySTglgg’a zs Vi1 (65,0 (), (8.2)
te

such that Pgse(so) = 1 — Vi (se). With trivial modifications, (8.2) can be used to
verify the aforementioned properties, and via a product construction with a task
automaton [13], [16], temporal properties can also be verified.

Note that the inner maximization in (8.2) is an LP problem. However, it exhibits
a certain structure that enables an algorithm, O-maximization [122], [138], that
is faster than applying an LP solver. This algorithm is the source of study in this
chapter, and in Section 8.4, we show how it can be efficiently parallelized to take
advantage of GPU hardware architectures.

8.3. OVERVIEW OF IntervalMDP,jl

IntervalMDPjl is a Julia package that introduces parallelization and GPU-powered
processing to perform value iteration in (8.2), offering efficiency for verification and
strategy synthesis for IMDPs. IntervalMDPjl has the following main features:

» modelling of IMDPs and fIMDPs (see the following Chapter 9),
¢ lazy product constructions with the system model and task automaton,

« value iteration and strategy synthesis for a wide variety of properties (finite
and infinite horizon safety, reachability, and reach-avoid, as well as discounted
reward and expected hitting time) and for all combinations of satisfaction and
strategy modes,
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e configurable Bellman operator implementations including O-maximization, ver-
tex enumeration, and using LP solvers,

» dense and sparse matrix support, including mixed modes for fIMDPs,

customizable numerical precision including exact (rational) arithmetic on CPUs,

multi-threaded CPU and CUDA-accelerated value iteration, and

data loading and writing in various formats (e.g., PRISM, bmdp-tool, and
IntervalMDP4l).

In this section, we show how to create an IMDP model and perform verifica-
tion in IntervalMDP,jl. The source code can be found at https://github.com/
Zinoex/IntervalMDP. 1. To install and import the package, run the following
commands in Julia:

using Pkg
Pkg.add (”"IntervalMDP”)

using IntervalMDP, IntervalMDP.Data

The module 1ntervalmMpp contains structures and functions for modeling, value it-
eration, and strategy synthesis. The submodule T1ntervalMpp.Data contains func-
tions relevant to reading and writing IMDPs in various data formats.

Remark 8.1. IntervalMDP,l is developed as a software package, and not a stan-
dalone software tool, with the intention of entering into an ecosystem of packages
that co-evolve and enables scalable and flexible verification and control of stochas-
tic systems. Previous tools [19], [151] were developed as standalone tools, which
complicates interfacing (requires custom model file generation, solution parsing)
when, e.g., building abstraction-based verification tools.

8.3.1. SYSTEM MODELING

We programmatically construct an IntervalMarkovbDecisionProcess Object and
pass it to IntervalMDP,jl. Here, we include an example of how to construct a 3-state
IMDP with the third state being a sink state.

probl = IntervalAmbiguitySets(;

lower = [0.0 0.5; 0.1 0.3; 0.2 0.17,
upper = [0.5 0.7; 0.6 0.5; 0.7 0.3],
)
prob2 = IntervalAmbiguitySets(;
lower = [0.1 0.2; 0.2 0.3; 0.3 0.47],
upper = [0.6 0.6; 0.5 0.5; 0.4 0.4],

)

prob3 = IntervalAmbiguitySets(;
lower = [0.0 0.0; 0.0 0.0; 1.0 1.01,
upper = [0.0 0.0; 0.0 0.0; 1.0 1.0]
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)
transition probs = [probl, prob2, prob3]
imdp = IntervalMarkovDecisionProcess (transition probs)

Other constructors exist for IntervalMarkovbecisionProcess; see package doc-
umentation for details.

Figure 7.1 shows a pictorial representation of the IMDP constructed with the
code above. The interval transition probabilities are specified as a list of interval
ambiguity sets where each element corresponds to one state and the upper and
lower bounds are specified using dense matrices with columns representing the
source-action pairs and rows the destination. This is contrary to the typical tran-
sition matrix format with the source in rows and destination in columns; however,
it is necessary for cache efficiency, as Julia is a column-major language. Note that
IntervalMDP;jl also supports sparse matrices encoded in the Compressed Sparse
Column (CSC) format [155] for better memory utilization and computational effi-
ciency, which is used in the empirical evaluation in Section 8.5.

8.3.2. SPECIFICATION AND VERIFICATION

The tool minimizes or maximizes the optimistic or pessimistic probability of reaching
a given set of states, or optimizes a reward. Continuing with the example from
Section 8.3.1, we show how to compute the maximum pessimistic probability of
avoiding state 3 within 100 time steps.

prop = FiniteTimeSafety ([3], 100)
spec = Specification(prop, Pessimistic, Maximize)
problem = VerificationProblem(imdp, spec)

# Compute the value function
V, k, residual = solve (problem)

For a verificationProblem, the function solve returns a 3-tuple containing the
following: the robust optimal probability (in the above example, maximum pes-
simistic probability) of satisfying the safety property, the number of iterations per-
formed (100 in the above example), and finally, the Bellman residual for the last
iteration. That is, the state-wise difference between the value function for the last
and the second to last iteration. For a finite horizon property, the number of itera-
tions is fixed, while for an infinite horizon property, a user may specify a tolerance
for convergence, measured by the maximum Bellman residual.

Using the library, we may also synthesize the optimal policy.

# Compute optimal finite-time policy

prop = FiniteTimeSafety ([3], 100)

spec = Specification(prop, Pessimistic, Maximize)
problem = ControlSynthesisProblem (imdp, spec)

time dependent policy, V, k, residual = solve(problem)
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With a finite time horizon property, the optimal strategy is deterministic and time
dependent, and thus, IntervalMDPjl returns a list of length K with actions for each
time step. The action list for each time step is of size |S]|.

A core feature of IntervalMDPjl is GPU-accelerated algorithms. To enable the
use of CUDA, we only need to transfer the problem to the GPU. Note that GPUs
generally have less memory than what is available to CPUs, and as a consequence,
it is highly recommended the use of the sparse format for IMDPs on GPUs.

For the example above, the following code enables the use of a GPU, if available:

using CUDA

prop = FiniteTimeSafety ([3], 100)
spec = Specification (prop, Pessimistic, Maximize)
problem = VerificationProblem(imdp, spec)

if CUDA. functional ()
problem = IntervalMDP.cu (problem)

end

V, k, residual = solve (problem)

This trivial modification in usage allows improvements in terms of computational
time of 50-200x as is illustrated in Section 8.5.

8.4. VALUE ITERATION ON CUDA-cAPABLE GPUs

In this section, we discuss our algorithmic approach to solve (8.1) on CUDA-capable
hardware. For completeness, we include a short description of the CUDA program-
ming model in Appendix 8.A. Recall from (8.1) that computing the optimal pes-
simistic value reduces to iteratively solving the following problem for each s € S
and for each k € [1,K]

A€EA V5q€lsq

max min ka_l(t)ys_a(t). (8.3)
tes

As (8.3) is solved independently for each state s, its solution for different states can
be trivially parallelized. In what follows, we show how robust value iteration can be
parallelized further within each state, achieving significant acceleration.

The inner problem in (8.3) is a linear problem that must be solved for every
a € A. Consequently, it is possible to solve it using LP solvers, but the prob-
lem also exhibits structure that enables a significantly more efficient algorithm:
O-maximization [122], [138]. The general idea is to sort the states based on the
value function V,._; and then assign probability mass to states with a high value un-
til the budget (1 — X, v;,4(t)) is spent. Both phases can benefit from parallelization
on a GPU. For ordering the states based on the value of the value function at the
current time step V,,_,, we apply existing parallel sorting algorithms that are par-
ticularly suited to run efficiently on a GPU. In particular, in IntervalMDP,jl, we use
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Figure 8.1: Bitonic sorting network structure in log, (n) major rounds, each of which is up to log, (n)
minor rounds. Each arrow represents a comparison and points towards the larger element. After each
major round, subsets of increasing size are bitonic (increasing order, then decreasing of the same size).

bitonic sort [156], which is a parallel sorting algorithm with 0(log, (n)%) latency?.
Figure 8.1 shows an example of how the sorting is performed when n is a power
of 2. A bitonic sorting treats the list as bitonic subsets. A bitonic set is a sequence
of first increasing then decreasing values of equal size. These subsets are then
merged over log, (n) major rounds, each of which consists of up to log, (n) minor
rounds to preserve the bitonic property. After log, (n) major rounds, the set is the
first half of a bitonic set, which implies that it is sorted in increasing.

Remark 8.2. To implement bitonic sorting efficiently on GPUs, it is important to
avoid division and modulo in index calculations, as they are expensive operations
on GPUs. Instead, exploiting that bitonic sorting operates on powers of two, the
indices are computed using bitwise arithmetic, as bitwise operations are cheap. To
facilitate sets that are not powers of two, one may virtually enlarge the set to the
next power of two, and if any index in a pair exceeds the bounds, skip any potential
swapping.

The second phase consists of assigning probabilities within the interval ambi-
guity set to give the most probability mass possible to states early in the ordering.
To perform this assignment step in parallel, we have to parallelize the sequential
algorithm below.

function omaximization (ordering, lower, upper)
p = copy (lower)
rem = 1 - sum(lower)
gap = upper - lower

2Note that when assessing parallel algorithms, the asymptotic performance is measured by the latency,
which is the delay in the number of parallel operations before the result is available. This is in contrast
to traditional algorithms, which are assessed by the total number of operations.
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Figure 8.2: Cumulative sum as a tree-reduction. This tree reduction has a latency of 0(log,(n)) as
opposed to 0(n) of a traditional iterative algorithm.

for o in ordering
if gaplo] < rem
pl[o] += gap[o]

rem —-= gapl[o]
else
plo] += rem
break;
end
return p

end

While seemingly sequential in nature, the method implicitly implements a cumu-
lative summation procedure according to the ordering previously computed. Con-
sequently, we can employ a parallel algorithm for cumulative summation based
on a binary tree reduction developed in [157] (see Figure 8.2), which has latency
0(log, (n)). In particular, for O-maximization, the cumulative sum is computed over
the gap between the upper and lower bounds according to the ordering. Thus, each
element will have the sum of the gaps of the states up to and including itself in the
ordering. Then, each iteration in O-maximization is independent and thus can be
performed in parallel, that is, with a latency of 0(1).

function omaximization (ordering, lower, upper)
p = copy(lower)
rem = 1 - sum(lower)
gap = upper - lower
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Figure 8.3: Computation time of IntervalMDP,jl compared against bmdp-tool and PRISM on 35 IMDPs
of varying sizes.

# Ordered cumulative sum of gaps
cumgap = cumulative sum(gap[ordering])

for (i, o) in enumerate (ordering)
rem state = max(rem - cumgap[i] + gapl[o], 0)
if gaplo] < rem state
plo] += gaplo]
else
plo] += rem state
end
end

return p
end

Again, implementing this algorithm for execution on CUDA-capable hardware re-
quires consideration beyond algorithmic design. Namely, memory and register al-
location, local register shuffles, memory caching, and scheduling.

8.5. EXPERIMENTS

In order to show the effectiveness of IntervalMDP.,jl, we compare it against bmdp-
tool [151] and PRISM [19]. We benchmark the tools on 35 models, whose details
can be found in Table 8.1 in Appendix 8.B. The models are taken from the liter-
ature and include abstractions of linear and non-linear systems, including neural
networks, with number of transitions ranging from few tens to tens of millions.

For a fair comparison, for all models we run a (maximum pessimistic) finite time
safety query (200 time steps). All experiments were conducted on a computer with
16GB RAM, an Intel I7-6700K CPU (4 cores), and an NVIDIA GTX1060 6GB VRAM
GPU. For each tool, we measure the computation time only, and not the time it
takes to load each file.

The results obtained are shown in Figure 8.3 as plots of the computation time
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as a function of the number of transitions in the IMDP. In Figure 8.3a, we see that
IntervalMDPjl substantially outperforms the other tools in terms of computation
time. For instance, computing the query for the largest model takes bmdp-tool
6865s and PRISM 1235s, while IntervalMDPjl takes 372s and 30s for the CPU and
GPU implementation respectively. This is a speed-up of 228x and 41x of the GPU
implementation of IntervalMDPl relative to bmdp-tool and PRISM respectively.

The log-log plot in Figure 8.3b highlights the performance differences on the
smaller models. Specifically, the CPU implementation of IntervalMDPjl and the
bmdp-tool are faster than PRISM on the smallest models, with a speed-up of 30-
60x. We conjecture that the better scaling of PRISM compared to bmdp-tool is due
to using a dictionary of non-zero probability destinations for each source-action pair
stored in a list, rather than a dictionary keyed by source/action/destination triplets.
IntervalMDP,jl, on the other hand, does not store any dictionary. Instead, we track
the indices for source, action, and destination in the CSC-format sequentially, al-
lowing better caching when accessing probabilities. In Figure 8.3b, we also see
that the GPU implementation of IntervalMDP,jl has overhead that is dominant for
smaller models, while for larger models it is consistently orders of magnitude faster
than the other implementations. The cut-off is at 25000 transitions in the IMDP.

A common bottleneck for IMDP tools is memory consumption, which is only
exacerbated on a GPU, as they generally have less memory available. However,
due to the CSC-format with Float64 values and Int32 indices, IntervalMDP,l
generally requires less memory compared to PRISM and bmdp-tool. For example, to
run value iteration on the largest model (i.e., pimdp_2 in Table 8.1 in Appendix 8.B),
IntervalMDP,jl requires 4.88GB of memory. In contrast, PRISM uses 6.32GB of
memory and bmdp-tool uses 5.38GB to run value iteration on the same problem.
This is a 23% reduction relative to PRISM and 9% relative to bmdp-tool, which is
including the Julia runtime.

8.6. CONCLUSION

In this chapter, we presented an accelerated value iteration algorithm for IMDPs.
Using an efficient algorithm, O-maximization, as foundation, we introduce algorith-
mic enhancements that enable better use of CUDA-enabled GPUs. In particular, we
decompose O-maximization into two phases, sorting and probability assignment,
that are parallelized individually. The sorting phase is parallelized using bitonic
sorting, which is well-suited for GPUs for its synchronous comparator network. The
probability assignment phase is parallelized by observing that the phase implicitly
computes a cumulative sum, which can be efficiently computed in parallel using a
parallel prefix sum algorithm. These algorithms are integrated into a new tool for
IMDPs, IntervalMDPjl, which we evaluate on a set of benchmark models. Our eval-
uation shows that IntervalMDP,jl achieves significant speedups over existing tools,
up to a factor of 41x.

While previous works have relied on the trivially parallel nature of value iteration
to parallelize the algorithm, i.e. independently updating each state, we demonstrate
that further algorithmic improvements can be made by carefully analyzing the in-
dividual components of the algorithm. Our work opens up new avenues for future
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Figure 8.4: Each arrow represents a thread, a warp is executed (mostly) synchronously, a block shares
memory and allow synchronization, and the grid encapsulates the entire execution.

research in accelerating algorithms for IMDPs and other related models using GPUs.
It is important to stress that we believe further improvements are possible by op-
timizing the implementation further to better utilize the GPU architecture, e.g., by
optimizing memory access patterns and reducing register pressure.

Despite performance improvements in model checking for IMDPs, challenges
remain in scaling to very large models due to the limited memory capacity of GPUs.
The following Chapter 9 addressed this challenge by introducing a structured model
representation that reduces memory consumption significantly.

8.A. CUDA PROGRAMMING MODEL

The CUDA framework is a Single Instruction Multiple Thread (SIMT) parallel execu-
tion platform and API [153]. This is in contrast to Single Instruction Multiple Data
(SIMD) where all data must be processed homogeneously without control flow.
SIMT makes CUDA more flexible for heterogeneous processing and control flow.
The smallest execution unit in CUDA is a thread, which is a sequential processing
of instructions. A thread is uniquely identified by its thread index, which allows
indexing into the global data for parallel processing. A group of 32 threads is called
a warp, which will be executed mostly synchronously on a streaming multiproces-
sor. If control flow makes threads in a wrap diverge, instructions may need to be
decoded twice and executed in two separate cycles. Due to this synchronous be-
haviour, data can be shared in registers between threads in a warp for maximum
performance. A collection of (up to) 1024 threads is called a block, and this is
the largest aggregation that can be synchronized. Furthermore, threads in a block
share the appropriately named shared memory. This is memory that is stored lo-
cally on the streaming multiprocessor for fast access. Note that shared memory
is unintuitively faster than local memory (not to be confused with registers) due
to local memory being allocated in off-chip memory. Finally, a collection of (up to)
65536 blocks is called the grid of a kernel, which is the set of instructions to be exe-
cuted. The grid is singular as only a single ever exists per launched kernel. Hence,
if more blocks are necessary to process the amount of data, then a grid-strided
loop or multiple kernels are necessary. Figure 8.4 shows a pictorial representation
of the CUDA Programming Model.
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8.B. BENCHMARK DETAILS
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Table 8.1: List of the 35 models that was used in the empirical study (see Section 8.5) and their
properties.

Model Number of states Number of actions Number of transitions
pimdp_0 21174 3 33908939
pimdp_1 32336 3 36019324
pimdp_2 42634 3 48106480
multiObj_robotIMDP 207 4 2784
linear 5 states 0.9 f 0.01 sigma 6 1 15
linear 5 states 0.9 f 0.05 sigma 6 1 29
linear_5_states_0.9_f 0.1 sigma 6 1 31
linear_5_states_1.05_f 0.01_sigma 6 1 19
linear_5_states_1.05_f 0.05_sigma 6 1 29
linear 5 states 1.05_f 0.1 sigma 6 1 31
linear 50_states_0.9_f 0.01_sigma 51 1 819
linear_50_states_0.9_f 0.05_sigma 51 1 2379
linear_ 50_states_0.9_f 0.1_sigma 51 1 2551
linear_ 50_states_1.05_f 0.01_sigma 51 1 773
linear 50 states 1.05 f 0.05 sigma 51 1 2299
linear 50 states 1.05 f 0.1 sigma 51 1 2551
pendulum_1_layer 120 states 0.01_sigma 121 1 1709
pendulum 1 layer 120 states 0.05 sigma 121 1 6877
pendulum_1_layer 120 states 0.l sigma 121 1 10839
pendulum_1_layer 240 _states _0.01_sigma 241 1 5489
pendulum_1_layer 240 _states_0.05_sigma 241 1 26321
pendulum_1_layer 240_states_0.1_sigma 241 1 42480
pendulum_1_layer 480_states_0.01_sigma 481 1 19323
pendulum_1_layer 480_states_0.05_sigma 481 1 102213
pendulum_1_layer 480_states_0.1_sigma 481 1 167398
cartpole 1 layer 960 states 0.0l sigma 961 1 105047
cartpole 1 layer 960 states 0.05 sigma 961 1 361621
cartpole 1 layer 960 states 0.1 sigma 961 1 647640
cartpole 1 _layer 1920 _states 0.0l _sigma 1921 1 266855
cartpole 1 layer 1920 states 0.05_sigma 1921 1 1159587
cartpole_1_layer_ 1920 states_0.1_sigma 1921 1 2432256
cartpole_1_layer 3840_states_0.01_sigma 3841 1 620296
cartpole_1_layer 3840_states_0.05_sigma 3841 1 4014802
cartpole_1_layer_ 3840 _states_0.1_sigma 3841 1 8614913
harrier_25920_states_[0.05,0.05,0.02,0.01,0.01,0.01]_sigma 25921 1 18574307
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This chapter is a copy of F B. Mathiesen, S. Haesaert, and L. Laurenti, “Scalable
control synthesis for stochastic systems via structural IMDP abstractions’; in Pro-
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9.1. INTRODUCTION

IMDPs provide an alternative framework to SBFs by enabling the explicit evolution
of the stochastic system over time. Through formal abstraction techniques [16],
[61], [63], [138], [149], [158] and probabilistic model checking [122], [138], IMDPs
allow us to rigorously compute bounds on the probability of reaching unsafe states
over finite, and potentially infinite, time horizons. Moreover, the IMDP framework
offers the flexibility to verify a broader class of temporal logic properties beyond
simple safety, making it an attractive option for more complex specification scenar-
ios [13]. However, a fundamental challenge limits the applicability of IMDPs-based
abstraction to high-dimensional systems: memory scalability. In particular, assum-
ing grid partitioning, the number of states in an IMDP grows exponentially with
the system dimension n and the number of transitions grows quadratically with
the number of states, making it prohibitively large for even moderately complex
systems [16], [40], [80], [132], [152]. Despite advances such as sparse matrix
representations like the CSC format [80], the memory bottleneck remains a major
obstacle to the wider adoption of this approach. Compositional approaches ame-
liorate this issue by decomposing the problem into subsystems [48]-[56], yet are
restricted to subsystems of small dimensions. This leads to the research question:
how can we improve the abstraction model for a stochastic system of the form
(2.35) to reduce memory requirements, without minimal loss of accuracy?

Problem 9.1

Given a system x[k + 1] = f(X[k], u[k],v[k]) (i.e., a control system of the
form (2.35)), a region of interest X, a safe set X, an initial set X, and a
time horizon K, synthesize a policy = to maximize a lower bound p on Pge.

We address the memory scalability issue by drawing inspiration from factored
Markov Decision Processes (fMDPs) [159] and Dynamic Bayesian Networks (DBNs)
[47], classes of models that exploit the problem structure to represent large state
spaces compactly. By introducing a factored representation that represents tran-
sition probabilities through state variables to IMDPs, we aim to significantly re-
duce memory requirements while preserving formal safety guarantees. This chap-
ter presents the theory of fIMDPs including efficient probabilistic model checking
and theoretical analyses of complexity and expressivity, the methodology for con-
structing factored IMDPs, and experimental results demonstrating their potential
for scalable stochastic safety verification. Interestingly, the expressivity analysis re-
veals representation inefficiencies in IMDP-based abstractions and how structured
abstraction can ameliorate these deficiencies.

9.2. FACTORED INTERVAL MDPs

Merging ideas from IMDPs [122], compositional analysis of MDPs [159], [160],
DBNs [47], and Dynamic Credal Networks (DCNs) [161], we propose a subclass of
RMDPs, which we call factored Interval Markov Decision Processes (fIMDPs). The
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general idea is to decompose the states into state variables and similarly decom-
pose actions into action variables. Then, the ambiguity set is decomposed as a
product of an ambiguity set for transitioning along each marginal (i.e. for each
state variable), conditional on the (joint) source state and action. Moreover, the
conditioned variables can be restricted to a subset of the state and action variables
for additional memory efficiency. In what follows, in this section, we first formally
introduce fIMDPs. Then, we show how the memory requirements for this class
of models are generally orders of magnitude lower compared to those of IMDPs.
Furthermore, we also prove that they can produce tighter ambiguity sets compared
to IMDPs. These properties will be employed in Section 9.3 to efficiently abstract
System (2.35) into an fIMDPs.

Definition 9.1 (factored Interval Markov Decision Process (fIMDP)). Let S, ..., Sy,
be finite sets of values that each state variable S; € {sj,..,sp,} may take on.
Similarly, define the finite sets of values A, ..., A,, for each action variable A; €

{a{, s a{lj}. Furthermore, assume a given bipartite graph G = (V, ) with

V={s,..,s"}u{dl,..,am} U {Sy,..,5.} . (9.1)

Condition variables Target variables

Let Pag(S;) denote the parent variables of S; in the graph G. In other words, G
is a dependency graph and Pa;(S;) denotes the conditional variables for the state
variable S;. Then, an fIMDP is a tuple M = (S, A, G,T) where

e §=35, x--x S, is a finite set of joint states,
e A=Ay, .., A, is a finite set of joint actions, and

e T = {Tsa}ses,aca are sets of feasible transition probability distributions where
Tgq = Q=g Tlsaynpag(sp WIth Tis,ayapag (s € INtamb(sy).

~ For notational convenience, with slight abuse of notation, we write I, to mean
1—‘(Ls,a)nPag [HE

Remark 9.1. If G is a complete bipartite graph, that is, each target variable de-
pends on all variables of s,a, then we obtain an orthogonally decoupled Interval
Markov Decision Process (odIMDP); a type of model introduced in [81]. OdIMDPs
represent a worst-case, from a memory requirements perspective, of fIMDPs. When
analyzing the space complexity later in Subsection 9.2.1, we state the results for
odIMDPs to keep the results as general as possible, and yet show that the com-
plexity is smaller than IMDPs.

Similarly to IMDPs [138], A path of an MDP is a sequence of states and actions
w = (s[0],a[0]), (s[1],a[1]), ..., where (s[k],a[k]) € S x A. We denote by w[k] =
s[k] the state of the path at time k € N,. A Markov strategy or policy for an MDP
is a sequence © = (m[0],[1], ...) such that =z[k] : S — A assigns an action to each
state of an MDP at time step k. An adversary is a function that assigns a feasible
distribution !, € I, to each marginal i, given a source-action pair (s,a) € S x A
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Figure 9.1: An example of an fIMDP where, given a source-action pair (s,a) (the green state), the
ambiguity set for the transition probability can be decomposed into the product between two independent
interval ambiguity sets, T'%,, T2,. In this example, it is only necessary to store 9 transitions (per source-
action pair) in contrast to 20 transitions for a traditional IMDP.

at time step k [122]. Given a strategy and an adversary, an fIMDP collapses to
a finite Markov chain, with the transition probability matrix specified by marginal
distributions.

9.2.1. ANALYSIS OF SPACE COMPLEXITY

Before proceeding further, we now discuss the memory requirements to store an
fIMDP. To simplify the presentation, we assume that g is a complete bipartite graph
and that the number of states in each marginal is equal, that is, |S;| = |5;| for all
i =1,..,,n. Hence, we have that the number of states along each marginal is |S;| =
’{/ﬁ. To store an odIMDP, we need to store the bounds on the transition probability.
Then, for each source-action pair, we must store bounds for the ambiguity set along
each marginal. That is, the upper and lower bound for |S;| states for each marginal.
In total, this requires storing 2|S||A|n"/|S| scalar values. This is a crucial difference
compared to traditional IMDP, where, as discussed in Section 7.1, for each state-
action pair, we need to store 2|S|?|4| scalar values. An example to clarify the
different memory requirements between fIMDP and IMDP is reported in Figure 9.1.

Example 9.1. An, albeit pathological, example of extremely sparse dependencies
and thus potential in formulating as an fIMDP is from [162] where x[k + 1] =
0.8x[k] + 0.2v[k], v[k] has diagonal normal distribution, and X = X, = [-1,1]" for
varying n, with the purpose of testing scalability. The concrete abstraction proce-
dure is of lesser importance; however, note that each axis x;[k] is independent.
Thus, when abstracting, we may take the parent of the corresponding state vari-
able to only be itself the time step before. Following [162] and [152], we assume
two segments per axis in the abstraction such that the number of states is 2™, e.g.
16 384 states for n = 14, which is the typical limit. To store the IMDP, it requires
2271 scalar values. If we instead construct and store an odIMDP (see Section 9.3)
with n state variables then it requires n2™*? scalar values to store; an exponential
reduction compared to the IMDP. Finally, if we abstract to an fIMDP with the same
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state variable structure then, due to the decoupling, it requires 8n to store; an
exponential reduction compared to the odIMDP.

The above example highlights the importance of factorization and sparsity for
memory. How factorization and sparsity impact the time complexity is deferred to
Subsection 9.4.1 where we describe probabilistic model checking, via value itera-
tion, over fIMDPs.

9.2.2. COMPARISON OF AMBIGUITY SETS

At first glance, the ambiguity set of an fIMDPs may appear equivalent to that of an
IMDP obtained by multiplying the interval bounds of the interval ambiguity sets of
each marginal, for each source-action pair, as is commonly done (see (7.5)). That
is, to construct the joint (interval) ambiguity set as

n n
- . —i —
fa = €D 1y O =] [1 O =ra® =] [7a® =Tsal®), v €5)
' i=1 i=1

(9.2)
Remarkably, this is, however, a fallacy. In fact, multiplying the interval bounds of
the marginal ambiguity sets introduces spurious distributions that are not part of
the product ambiguity set, as they may not satisfy the additional constraints on the
marginals that are present in fIMDPs. To better understand why this theoretical
quirk occurs, consider the following example.

Example 9.2. Figure 9.2 shows an fIMDP represented by an IMDP for each marginal.
The states are numbered to index into the joint probability distribution as [0, 1]*.
Furthermore, on the right, an interval ambiguity set is constructed from the fIMDP
by multiplying the marginal bounds together, corresponding to the joint transition.
If we consider a distribution [0.4,0.3,0.08, 0.22]", we see that it is clearly contained
in the joint interval ambiguity set on the right of Figure 9.2. However, since the
value 0.4 in the first entry is equal to the upper bound for that entry in the ambigu-
ity set, it forces [0.5,-] and [0.8, -] in the distribution for the vertical and horizontal
marginals, respectively (because 0.4 = 0.5 - 0.8). For the vertical marginal to sum
to one, we must have [0.5,0.5]. The marginal decomposition of the last element
0.22 thus needs to be 0.5p = 0.22, i.e. p = 0.22/0.5 = 0.44, which is not contained
in the horizontal marginal ambiguity set (upper bound 0.4). Hence, the distribution
contained in the joint interval ambiguity set cannot be factored into two distributions
from the marginal ambiguity sets.

The intuition provided in Example 9.2 is formalized in Theorem 9.1 below, where
we show that the ambiguity set of an fIMDP is contained in that of an IMDP obtained
by multiplying the interval bounds of the interval ambiguity sets of each marginal
of the fIMDPs. This result will allow us to build abstractions for System (2.35)
that not only require less memory to be stored compared to those described in
Subsection 7.1, but are also guaranteed to provide tighter error bounds for the
same partition size of the state space.
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[0.6,0.8] 0.2, 0.4] B states B source
[0.4,0.5] [0.08,0.2]
(] ) @ (2404
[0.5,0.6] [0.3,0.48] (0.1,0-24

Figure 9.2: On the left, for the green state, we report two marginal interval ambiguity sets, i.e. an
interval ambiguity set for each marginal of a product ambiguity set, with outgoing transitions to all other
states. On the right, an IMDP is constructed by multiplying the interval bounds of the marginal ambiguity
sets. By this multiplication of bounds, joint distributions are introduced that cannot be represented as a
product of distributions from the marginal ambiguity sets.

Theorem 9.1. For S = §; x -+ X S, consider the interval ambiguity sets T €
D(S), ..., [™ € D(Sy,), where Tt = {y € D(S)) : Yi(s) S y(s) <7 (s), Vs €53 .
CallT = ®]-, I't. Then, it holds that T c T where

[={y€eD): Hzi(si) <y(s) < 1_[7i(si), VSESy. (9.3)
i=1 i=1

Proof. Tt is sufficient to show that any distribution y € T is also contained in T,
that is, it satisfies the interval bounds [T}, y'(s") < ¥(s) < [I-,7 (s') for each

s € S. By multiplying the (non-negative) inequalities y'(s") < yi(s) < 7' (s) for
each component i = 1, ...,n, it holds for each s € S that

ﬁf(si) < ﬁyi(si) < 11[7"(51). (9.4)
i=1 i=1 i=1

Therefore, we can conclude that y = ®-; y' is contained in T. O

9.3. ABSTRACTION

In order to describe the abstraction process of System (2.35) into an fIMDP, we first
start from the case where the transition kernel is Gaussian and then move to the
more general case. In what follows, we assume that the region of interest X c R"
is hyperrectangular’, that is, X = [x,,%1] X -+ X [x,,x,]. To abstract a system into
an fIMDP, we start by partitioning X into a grid Q = Q; X --- X Q,, and associate
with each (partitioned) axis Q; = {4}, ..., qh,} a state variable S; = {si, ..., s},}. The
collection of state variables defines the set of states § = §; x --- x §,,. We denote
the (hyperrectangular) region associated with some state s by g,. To avoid obtuse

INote that if the region of interest is not hyperrectangular, but bounded, one can always over-
approximate it with a hyperrectangular region.
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notation, we omit the subscript of state variables s}' when it is clear to which we refer,
for example, the composed state s = (s?, ..., s™) for some s € S. For completeness,
we assume for each state variable S; that one value is a sink state ¢ to represent
exiting the set [x,, %] such that @ effectively partitions R™ with some regions infinite

in size. Finally, we select a finite subset U of U and assign an abstract action
a € A to each u, € U such that the controller applied to the concrete system
is a piecewise constant function of the state. We will describe the mapping from
abstract to concrete control action in greater detail in Section 9.5 along with the
correctness of the abstraction.

Remark 9.2. It is possible to design more complicated controller mappings such
as assigning each abstract action to compact subsets of the control space, e.g., as
a safety shield, and PWA feedback controllers to allow tighter bounds abstractions
and model order reductions [39].

To make the above description more concrete, we provide for the remainder of
this section a running example.

Example 9.3 (Running example.). Consider a stochastically-switched autonomous
system with the following dynamics: the transition probability is a mixture of two
Gaussians whose mean depends on x and the switching between the modes is
governed by a Bernoulli random variable Z with P(Z = 0) = 0.7 and

X[k +1] ~ P(Z = 0) p1 (X[k]) + P(Z = 1) po (X[k]) (9.5)

We defer the definition of p, and p, to the following subsection, where the interval
ambiguity sets of the abstract model are computed.

The region of interest X is the set [—2,2]?, which we uniformly partition along
each axis into 40 segments. That is, |Q;| = |S;| = 41, the extra element is cor-
responding to X{. This partitioning is depicted in Figure 9.3. As the system is
autonomous, we choose A = {a} whose value is irrelevant.

In the following subsections, we focus on computing bounds on the transition
probability starting with the Gaussian case.

9.3.1. GAUSSIAN CASE
We start by considering the case of a Gaussian transition kernel:

TX | x,u) = J dN(x" | u(x,u), Z(x,u)). (9.6)
X

where we assume Z(x, u) is diagonal for every x,u € X x U.

Remark 9.3. Note that the transition kernel in (9.6) arises for many applications
of practical interest. In fact, it arises any time f in System (2.35) is linear in v[k]
(and possibly non-linear in x[k]). This is the case for linear and non-linear systems
with additive Gaussian noise [16], including NNDM systems [40] and a large class
of systems learned through GP regression [64].
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0

2 A

Figure 9.3: Pictorial representation of the running Example 9.3 of a linear stochastically-switched system.
Itis a 2D system where X is partitioned into 40 segments along each axis, i.e., the abstract state variables
s, ..., sky for i € {1,2}; the state variables st, i € {1, 2} are reserved for X¢, which includes regions on
both sides of the partitioned space. The objective is reach-avoid with the avoid region [1,2] x [0, 1] (red)

and the goal region [-1,0] x

[-1,1] (green). The blue boxes depict how transition probability along

each axis, starting the state s = (s1,,s2), is computed: (i) the starting region is transformed under
the nominal dynamics to calculate the set of means (this is the parallelogram), (ii) the set of means is

projected onto each axis, and (iii) the interval bounds y! and 7; . are computed analytically according
L :
to [16]. See Example 9.4 for more details on computing the interval bounds of this example.
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First, we consider sparsity patterns in the transition kernel. In particular, we
build dependency graphs G, and Gy for u(x,u) and Z(x,u), respectively. Then, we
take the intersection G, n Gz and map it to the abstract system such that in the
abstract dependency graph G there exists an edge from s/ to S; if either u(x,u); or
X(x,u);; depends on x;, and similarly for actions.

Next, to define the marginal interval ambiguity sets F(is’a)npag(si), we need to

introduce some notation. In particular, for each (s, a) N Pag(S;) we define intervals
. i PR
[E;,a’ 1, ,] and [g;a,zs,a] such that for all x € g,:

. _i P —i
E;a < ﬂ(x; ua)i < Hgq and g.ls,a < Z(x' ua)ii = 2:s,a- (97)

That is, [u ; , Hsa ]Jand [Z [_S Esa] represent interval bounds for the mean and vari-

ance of the i-th marginal of System (2.35) starting from region g,. The computation
of the bounds on mean and variance in (9.7) is a well-studied problem for which
there exist tools based on convex optimization [16], [40], [46], [163] that can also
be applied in the context of Gaussian process regression [164].

Then, computation of I ;)qpa, (s, reduces to computing for each (non-sink

state) t! € S; the following transition probabilities

| a o
Yt () = min AN (y; | ph2Y), (9.8)
- wielpt Tige) e, Tea)Jd

. ) 0 o
)7;‘a(tl) = max J AN (y; | pt, Y. (9.9)
wielu! o) Be(Z, o Toa) "9,

Analytical solutions for (9.8) and (9.9) exist [16], [40], [64] (see Section 7.1 for
more details).

For the transition to the sink state ¢, we observe that this is equivalent to the
dual probability of transitioning to X. Hence, we may compute the interval bounds
by the following:

Xi
yi ) =1- max AN (y; | ub,2h), (9.10)
s uielul ol BE(E], Toa) UK
i . xi o
Vea ) =1- min AN (y; | gt =5). (9.11)
uielul Tsq) Be(Zg , Toa) VX

Finally, for completeness, the sink states are absorbing, that is, for all states s =
(sY, ..., s7L, 88 st*1, L s™) for some i € {1, ...,n}, we define y (sl) = ysa(sl) =1
and zero otherwise. From the computation of all interval bounds we can define T
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as the product of marginal interval ambiguity sets I , p, 45 for each source-action
pair (s,a). Then, the fIMDP is M = (S, a,G,T).

Example 9.4 (Running example cont.). Continuing with Example 9.3, the transition
kernel is defined by

2
motn = ( (55 0% (%5 oiz))

ur(x[k]) zt

2
paoi =30 ( (o3 g5)x (°5 o3 )

u?(xX[k]) x?

(9.12)

Because in this subsection we restrict ourselves to the Gaussian case for simplicity,
we simplify these dynamics slightly. In particular, we assume that the dynamics are
described by x[k + 1] ~ p;(X[k]). We show in Figure 9.3 how the transition prob-
ability bounds along each axis are computed, starting from the state s = (s3,,s2)
corresponding to the region [1,1.1] x [-1.4,—1.3]. To compute the interval bounds

Yt andy Vs o We first compute the transformation of this region under the linear
—s,a

dynamics u' (+), this represents the set of possible means starting from s. Since the
transformation is linear, the set of means is a parallelogram, in this case, with the
vertices [—1.06,0.62], [-1.15,0.6], [-1.16,0.52], and [—1.07,0.54];, if the dynamics
were non-linear, it would be necessary to over-approximate the set of means. We
then project this set onto each axis, which does introduce some conservatism as
the projection is equivalent to over-approximating the set of means by a rectan-
gle. However, the more expressive representation of fIMDPs often improves the
accuracy beyond this conservatism. Moreover, the projection is necessary to build
the fIMDP abstraction. Now, because the covariance of p, is diagonal and we have

projected the set of means onto each axis, we can computey! (t) and¥y, ,(t\) for
Yea :

each t* analytically using equation (17) from [16]. For the transition to s} and s?,
that is, the orange and light blue segments in Figure 9.3, we compute this, using
the same projected sets of means, as the complement of staying within the region
of interest, i.e., the probability of not entering the orange and light blue segments.
This process is then repeated for every starting state.

9.3.2. MIXTURE MODELS
To extend the applicability, we consider Gaussian mixture models with the following
transition kernel structure:

T(S|x,u)= Z a,(x, u)f AN (x| u" (x,w), 27 (x,u)), (9.13)
TER

where u"(x,u) € R™ and 2" (x,u) € ST are control- and state-dependent mean and
covariance functions of the r-th Gaussian in the mixture. «,.(x,u) is a weighting
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function such that a,(x,u) > 0 and ¥,z a,(x,u) = 1 for each source-action pair
(x,u). We assume u", ", and «,. to be continuous in x for each u.

The transition kernel (9.13) is a generalization of the Gaussian case with |R| > 1.
However, a key additional technical difficulty is that even if the covariance matrix
of each Gaussian in the mixture is diagonal, then the covariance matrix for the
mixture distribution is not necessarily diagonal. Specifically, the joint covariance of
the mixture distribution in (9.13), omitting the dependence on (x,u), is

K
2= @ 4 ) — D@ -0 (9.14)

TER TER

with the joint mean g = Y.z @,u”. Due to the second term of (9.14), the joint
covariance X is generally not diagonal. Consequently, we cannot directly abstract
the system to fIMDPs as it does not exhibit the required product form. To solve
this issue, in what follows, we build an fIMDPs for each Gaussian in the mixture
following the approach in Subsection 9.3.1 and then abstract System (2.35) into a
mixture of fIMDPs.

Definition 9.2. A mixture of R fIMDPs withn marginalsis a tuple M = (S,A,G, T, T%)
where

e §=35, x- X8, Is a finite set of joint states with S; being the set of states in
marginal i,

e A=A, ..., Ay is a finite set of joint actions,
* G ={G, },er is the set of dependency graphs for each element in the mixture,

* T = {I}sa}rersesaca are a set of R product ambiguity sets, where Ty, =
Q=1 It with T | € intamb(s;), and

,(s,a)nPagr(si) r,(s,a)nPagr(Si

o T'* = {T&,}ses.aca are sets of feasible weightings distributions, where T, €
intamb(R). A feasible weighting distribution for a source-action pair (s, a) is
denoted by o, € TY,.

The model M = (S5,4,G,T,T*) can be interpreted as a set of R fIMDPs shar-
ing the same (decomposed) states S and the same set of actions 4, but that can
have different individual ambiguity sets I, ; , for each source-action pair (s, a). The
weighting a; , € I, defines the probability of selecting a component from the mix-
ture. Thus, a feasible distribution for M is any distribution ys, = ¥, @50 (MVia,
where a;, € I, and yi, € I} 5, for each r € R.

The process of abstracting System (2.35) to a mixture of fIMDPs, is as follows:

1. S and A are computed as in the introduction of this Section 9.3 and are shared
among all Gaussians in the mixture,

2. for the r-th Gaussian in the mixture follow the approach in Subsection 9.3.1
to compute G, and I, ¢ , for any source-action pair (s,a) € S x 4, and
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3. for each source-action pair (s, a), the interval ambiguity set I'¥, € intamb(R)
is constructed such that for all x € g, there exists a,, € I, With a"(x,a) =
asq(r) for all r € R. Similar to the marginal interval ambiguity sets case, we
do that by constructing I', such that for each r € R for all o, , € I'¥, it holds
that min,e; a” (x, @) < ag4(r) < MaXyes a” (x, a).

Example 9.5 (Running example cont.). Following the process described above,
the complete dynamics in Example 9.4 are abstracted as follows: Ty s, and Ty,
corresponding to p, and p,, respectively, are computed using the procedure de-
scribed in Example 9.4. Finally, T¢, is trivially constructed, as « is independently of
sanda. Thatis, a5,(1) = a; = 0.7 an a;,(2) = a, = 0.3.

9.4. PROBABILISTIC MODEL CHECKING

With an abstraction of System (2.35) into an fIMDPs or a mixture of fIMDPs, it
remains to synthesise an optimal strategy that can then be mapped back to the
original system. The construction of the abstract specification and the mapping of
the controller and guarantees back to the original system is deferred to Section 9.5.
In this section, we simply assume access to a set of safe sets S; < S and the goal
is to compute for every state s, € S,

P =max min P [w[k] €S,, Vk €{0,...,K}]. (9.15)

So
safe,abstract — 'S (y)KerkK X

S0,

where ]P(y)K denotes the probability measure over the random variable of a path w,

which starts in s, and transitions according to the controller = and the distribution
(¥ at each time step. To dissect, the goal is to synthesize the controller that
maximizes the lower bound on the probability of staying in the safe set S, over
a finite horizon K with a dynamic adversary (i.e. the adversary can pick a new
distribution at every time step). In what follows, we consider the fIMDPs case; the
mixture case follows similarly as we will illustrate in (9.22).

For an fIMDPs M = (S, 4, G,T) synthesizing an optimal strategy and computing
the value for Pgyfe apstract reduces to solving the following pessimistic robust value
iteration [122], [138] (see also Section 8.4):

Vo(s) = 1su (s)

Vi(s) = TEIAn ) (S, YsTgé,a Zs Vie-1 (£)¥5,0(8)
te

(9.16)
n
=ming(s, max > @] [ra)),
aeA Y €Tt 0 i=1,..,n L ’
’ ’ tes i=1
where S, = S\ S; and g(s,v) = 15, (s) + L5 (s)v. Then, Pl ociace = 1 — Vi (o).

Each step of (9.16) is called a Bellman update. The last equality of the Bellman
update is due to the fact that for fIMDPs Iy, = ®i-, IL,. That is, the ambiguity
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,Y.g?a c F?,a Assign
WES(t1,17) — Viea (8, 13)
Wiﬁf(t{)é W 8) e Vi s,
Voo €lha WES(t1,12) —» Vi1 (), 1)
’YS.(I g(l
' e WEN(t3,10) = Vi (4, 17)
Wi W,:if(t;)é WA 1) Vo a9
‘Vﬁf(@s@)" Vie—1(t3,13)

2
’Ys,a s,a

EWk (13 5) —> Viea (t,)
WEZ(t}) WES(t5,13) — Vi1 (13, 13)
WED (5, 13) — Vi (13, 13)
Figure 9.4: An example of the recursive structure for the proposed algorithm for value iteration over

fIMDPs. The example is for an fIMDP with two marginals of three states each. Notice going right-to-left
that we optimize over y2, three times for each subproblem, we assume ¢ is given.

set is the product of the marginal ambiguity sets. If a strategy is given, we denote
the value function by V7 (s) and if furthermore the inner maximization is replaced
by a minimization, we use the notation V7 (s). As a consequence of the product
structure, solving (9.16) reduces to iteratively solving the following optimization
problem:

n
Cmax S VO] [ra) (9.17)
Ysa€lsa i=tn €4 i=1

.....

Because of its multilinear structure, (9.17) cannot be solved directly using stan-
dard linear programming approaches for IMDPs, e.g. O-maximization [122]. To
solve this issue, we develop a divide-and-conquer approach in which we recursively
compute a lower bound on (9.17) by decomposing the problem into a set of lin-
ear programming. Specifically, we compute an under-approximation of (9.17), Wk,
defined recursively as follows:

WL (L, ... ") = Vi ()
SN . ) = max Z WL (£, .otV o (8D,

y €rt
s,aSlsa o S;
|0r i = 2, e, n

k,0 k,1
VVsI,{a = Wsq = max Z Ws,a (tl)ysl,a(tl)-

1 1
Ys5,a€lsa
tles;

(9.18)

Figure 9.4 gives an example of (9.18) for a 2-marginals fIMDP with three states
in each marginal. The intuition is that we derive a bound for (9.17) by solving
a set of simpler optimization problems, one marginal at a time. In particular,
W1, ..., t71) optimizes the expectation of Wi, which is itself a bound of
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Vi1, for the marginal i, while keeping the values of the other marginals fixed to
t1,..,tI=. Note that, as illustrated in Figure 9.4, the resulting algorithm is ex-
ponential in n. However, as each of the optimization problems is a particularly
simple linear problem that can be solved efficiently using, e.g., the O-maximization
algorithm [122], [138] and as we will show in Subsection 9.4.1, the resulting com-
putational time complexity will still be lower compared to the time complexity for
IMDPs.

In the rest of this section, in Theorem 9.2 and Proposition S.1 we show, respec-
tively that the approach in (9.18) is sound and guaranteed to improve the tightness
of the results compared to the approach described in Section 7.

Lemma 9.1. For any source-action pair (s,a) € S x A, it holds that

yia€lk g i=1,..,

n
Wiz | max V@] [Ha) (9.19)
" tes i=1

Proof.

W2 = max Z W (tHyda (t)

1 opl
V5,a€lsa ¢Tes,

k,2
= max max Z Wsg (t1, t2)yda Y2 (t?)
S2

1 opl 2 o2
¥5,a€ls5a V5a€l5a
tles; t2e

k,2
> max max > W, a1 2a(t?)
Y2a€TEa Y2a€Tq tTEes, t2€s,
n

=~ Mmax z Z Wsllen(tl’ e, t™) l_lyé'a(ti)
ySl,aEF.ls,ayi:].,...,n

tles, t"es, i=1

n
= max ZVk—l(t)l_[ysl,a(tl)-
¥5,a€T§a,i=1,...1 =1

tes
O

Theorem 9.2. Let V;(s) = 15, (s) and Vi(s) = mingea g (s, W) where W, is
computed as in (9.18). Further, let V, be defined as in (9.16). Then, Vi (s) = Vi (s)
forevery s € S.

Proof. The proof follows by induction of Lemma 9.1. In particular, we have V,(s) =
Vo(s) = 15, (s) as a base case. For the induction step, for any k € N, assume that
Vi-1(s) = Vi_1(s) for all s € S, then by Lemma 9.1 it holds that V. (s) = V,(s) for
all s e S. O

Note that an alternative option to the divide-and-conquer algorithm considered
here would be to simply multiply the interval bounds of the marginal ambiguity
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sets for each source-action pair, obtaining an ambiguity set identical to the one
in Definition 7.4. As already mentioned, we avoid this approach because it would
increase the conservativism. This is proved in the following proposition that guar-
antees that our approach in (9.18) is no more conservative than the one described
in Section 7.1. In practice, in the experimental section, we show how our approach
consistently returns substantially tighter bounds.

Proposition 9.1. ForanfIMDPs M = (S, A, G,T), consider the functionV,_, : S - R
and define the interval ambiguity set associated to M as

[0 = {y € D(S): Zs,a(t) < Vsa(t) S¥g,(0), VEE S}, (9.20)

wherey () = M, Zia(ti) andy,(t) = ITi-, )_/i,a(ti) Then, for any (s,a) € Sx A
it holds that W, = min, er . Yies Vie1 (0)¥s,a ().

Proof. To conclude the proof, it suffices to show that for any source-action pair
(s,a) € SxA4, the joint distribution , , (t) obtained by optimizing (9.18) is contained
[s,q. By definition of sets I , in (9.18) it holds that the i-th marginal of y; 4 (¢) must

be contained within [y* (ti),)_/i,a(ti)]. This implies that

[ 7.6 <va® <[ [Frat. (9.21)
i=1 i=1

O

We show in Figure 9.5 the impact of Proposition 9.1 on a concrete example
where (9.18) on the fIMDP yields a value of 2.16 to a value of 2.06 for (9.16) on
the IMDP.

Remark 9.4. Subsequent to this work, [165] showed that any solution y.,, i €
{1,..,n} to (9.17) (over polytopic marginal ambiguity sets) is a vertex of each
marginal ambiguity set T, and proposed a solution method based on recursive
McCormick relaxations, with the restriction that the auxiliary variables sum to one.
The approach is only slightly slower and yields significantly tighter bounds compared
to multiplying the interval bounds of the marginal ambiguity sets and applying O-
maximization. In fact, for many cases, this McCormick relaxation-based approach
is exact, as computed by a naive vertex enumeration.

The proposed divide-and-conquer algorithm extends easily to mixtures of fIMDPs
by executing the algorithm in (9.18) for each element of the mixture and optimizing
for the worst mixture distribution. That is, by solving:

WX, := max Z @ WKL, (9.22)
aerd,
TER
where W52, is computed as in (9.18). As &, is an interval ambiguity set, the above
is a linear program that can be efficiently solved using O-maximization [122].
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Figure 9.5: One (pessimistic) Bellman update on the example in Figure 9.2 with an fIMDP on the left
and an IMDP on the right constructed by multiplying the marginal interval bounds of the fIMDP. The
values immediately below the fIMDP and IMDP is the value function at the previous step Vj_,. For the
fIMDPs, the Bellman update using (.18) is computed by recursively using O-maximization [122], [138]
with each red box outlining an O-maximization step. For the IMDP, the Bellman update using (9.16)
is computed using a one-shot O-maximization step. The result is that the fIMDP and (9.18) together
yields a tighter upper bound.

9.4.1. ANALYSIS OF TIME COMPLEXITY

Similarly to the analysis of the space complexity (see Subsection 5.2.1), we assume
that the number of states in each marginal is equal, thatis, |S;| = ’i/ﬁ Since value
iteration is performed independently for each source-action pair, to compute the
time complexity of the algorithm, we can analyze each pair separately. To do this,
we start by observing the number of (branching) internal nodes in the recursion tree
required to solve (9.18) (see Figure 9.4) is a geometric series with base factor |S;| up
to exponent n — 1, since the recursion tree splits with the base factor for a height of
n—1. The complexity of the geometric series is 0((|S; |)"_1) [166]. Ateach internal
node of the tree, the O-maximization algorithm [138] is executed once on a set of
size |S;|. O-maximization is limited by the required sorting, which is of complexity

1
0(|S;11g|S;]). Now, since |S;| = /|S| = |S|», the complexity for each source-action
pair is 0(|S|1g|S;|), and the full complexity is thus 0(|S|?|A|1g %/|S]). In contrast,
value iteration for a regular IMDP [122] has a time complexity of 0(|S|?|4]lg|S]).
In practice, this difference in complexity is negligible and only confirms that fIMDPs
are not more computationally expensive compared to traditional IMDPs.

9.5. CORRECTNESS

The probabilistic model checking guarantees a safety probability wrt. any fIMDP
model. In this section, we are concerned about lifting this guarantee to a con-
crete system when abstracted by the method presented in Section 9.3. In other
words, we are interested in the correctness of the abstraction and its relation to
the verification of the abstract model. Before we establish the relation in Subsec-
tion 9.5.2, we first need to abstract the specification to ensure that the verification
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of the abstract model is wrt. an abstract specification that can soundly be lifted to
the concrete system.

9.5.1. ABSTRACTING SPECIFICATIONS

In addition to abstracting the state and action sets, with appropriate transition
ambiguity sets between, it is necessary to abstract both the initial and safe sets X,
and X, such that verification on the abstract model can be lifted to the concrete
system. Starting with X, since safety verification is computed as (the upper bound
of) the dual probability of reaching X,, = R™\ X, it is necessary to over-approximate
the initial set by the regions corresponding abstract states, i.e. to over-estimate
the maximum probability of reaching X,,. Thus, we designate the following set of
initial abstract states S, = {s € S : g, N X, # @} where g, € Q is the region
in the partitioning Q of the state space R™ corresponding to the abstract state s
(see Section 9.3). Similarly, we over-approximate X,, by selecting the (abstract) set
S, ={s €S : qsnX, # 0} such that the probability of reaching X,, is over-estimated.

Remark 9.5. It is common to consider for MDP-like models a singular initial state
or a set of initial states S,, and sometimes also a labelling function L, as part of the
system tuple like M = (S, Sy, A, L,T'). However, in this, we consider S, and S,, to be
part of the specification ¢, = (So,S,,) for the following reason: the states, actions,
and transition dynamics are invariant to the initial and unsafe sets ¢. In fact, it is
often a useful scenario to build one abstract model with the method in Section 9.3
and multiple different specifications as above. Furthermore, one can extend the
methods of this chapter to other types of specifications, including complex temporal
specifications, by substituting the function g : S x R - R in (9.16) depending on
the type of specification ¢,,. This approach is taken in IntervalMDPjl to support
various specifications with a general implementation of the Bellman update [80].

Computing an upper bound on the safety probability is often useful, e.g. to anal-
yse convergence of the model checking in the infinite horizon case. This requires
maodifications in abstracting the specification, namely to under-approximate the ini-
tial and unsafe sets, thatis, Sy = {s €S : q; € Xp}and S, ={s €S : g5, € X,,}. See
[16, Section 7] for more details on the construction of upper-bound specifications
and the cause of this theoretical quirk.

9.5.2. SIMULATION RELATION

To show the correctness of the abstraction and lift the safety guarantee to the con-
crete system {x[k]}xen, Proofs have traditionally relied on the value iteration and a
mapping from concrete to abstract states, implicitly defining a relation between the
abstract and concrete system. In this subsection, we make this (simulation) rela-
tion explicit and use the relation to prove that the safety guarantees for the abstract
model applies to the concrete system. First, we define the following asymmetric
simulation relation.

Definition 9.3 (Abstracting safety simulation relation). Let a (concrete) system
X[k + 1] = f(X[k], u[k],v[k]) (i.e. (2.35)), an abstract fIMDP model M = (S,A,T),
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initial sets X, c X and S, c Sy, and unsafe sets X,, c R*\ X, and S,, c S\ S, be
given. Then, a relation R c X x S is an abstracting simulation relation if

e for all x, € X, there exists s, € S, such that (x,,s,) € R,
e forall (x,s) e R, ifx € X,, thens € S,, and

e for all (x,s) € R, if s € S then for every a € A there exists a control action
u, € U and a distribution y; , € T, with a coupling probability measure W on
the measurable space (X x S, F) where F is the standard Borel o-algebra for
X x § such that

— for any set X c R™, it holds W(X,S) =T(X | x,ug),
— foranyt €S, it holds W(R"™, t) = ys4(t), and
- W®) = 1.

If there exists a simulation relation R between a concrete system {x[k]},ey and
an abstract model M with the sets ¢y = (X,,X,) and ¢y = (So, S,) then we write
the relation between the two systems as (M, ¢3;) <({X[k]}ken, @x)-

In the following Proposition 9.2, we prove that abstracting a stochastic control
system according to the method presented in Section 9.3 implicitly builds a simu-
lation relation between the concrete and abstract system.

Proposition 9.2. Let a concrete system {X[k]}ren, initial and unsafe sets gy =
(X0, Xy,) be given. Then, construct an abstract model M according to the method
presented in Section 9.3 and the sets ¢, = (S,, S,,) according to Subsection 9.5.1.
Then, we have (M, o) =({X[k]}ren, Px)--

Proof. To prove the statement, we construct a relation R and show that it satisfies
the conditions in Definition 9.3. The relation is defined as follows:

R={(x,s) ER"XS : x € q5} (9.23)

where Q = {q,, ..., q;} defines a partitioning of the state space R", with a bijective
mapping between Q and S. Since @ is partition, by construction in Subsection 9.5.1,
for every x, € X, there exists a s, € S, such that x, € g5, and (x,, so) € R. Similarly,
if (x,s) € R then x € g, and thus if x € X, then it must hold g;nX,, + ® and s € X,,.

Therefore, it remains only to show that for each (x,s) € R where s € S; and
for each a € A there exists a coupling probability measure W for some control
action u, € U and distribution y;, € Iy,. Assume that the distribution y,, is
given such that T(q; | x,uy) = ys4(t) for all t € S. The existence of such a
distribution follows from the fact that by construction for each ¢t € S, we have
T(qe | %,uq) = [lizy TH(ak | X,u) € Ty Since TH(gf | x,u,) € Ty and Ty = ® Ty
Thus, there must exist a distribution y; , € I, such that T(q; | x,u,) = y54(t) for
each t € S. Then, the coupling measure is W(X,t) = T(X N q; | x,u,). Clearly,
W(X,S) = T(X | x,u,) for any set X ¢ R™ and W(R"™,t) = T(R" N q; | x,uy) =
Ysq(t) forany t € S. Finally, W(R) = },cs W(q,, t) = 1 since Q is a partition, which
concludes the proof. O
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Proposition 9.2 relies on a bijective mapping through the partitioning @ of the
state space R"™. However, other abstracting safety simulation relations may exist
and the conditions for such relations in Definition 9.3 are sufficient to guarantee that
the safety probability for the abstract model lower bounds the safety probability of
the concrete system. We will formalize the idea in the following proposition.

Proposition 9.3. Leta (concrete) systemx[k+1] = f(X[k], u[k], v[k]) (i.e. (2.35)),
an abstract fIMDP model M = (S, A,T), initial sets X, c X and S, c Sy, and unsafe
sets X, ¢ R*\ X, and S, ¢ S\ S, be given with an abstracting simulation rela-
tion (M, pp) <({X[k]}ren, @x) between them with the relation R. Furthermore, let
{(Vi.}ken be a sequence of value functions V,, : S — [0,1] computed by (9.16) for M
and S,, and let {V,.},en be a sequence of value functions V,, : R - [0, 1] computed
by (2.31) for {X[k]}xen @nd X,,. Then, for any (x,s) € R and for any k € N it holds
that Vi.(s) = Vi (x).

Proof. The proof proceeds by induction over k € N. For the base case k = 0, for any
(x,5) € R we have Vy(s) = 15 (s) and Vo(x) = 1y (x). Since (x,s) € R, we have
that x € X,, implies s € S, thus V,(s) = V,(x). For the inductive hypothesis, we
assume that Vj (s) = V,(x) for all (x,s) € R and we want to show that V,,,(s) =
Vier1(x) for all (x,s) € R. To this end, fix any (x,s) € R. Then, the respective
Bellman updates are the following

Vier1(s) = TelAn <1su (s) +15.(s) VSTEaF)ga EtvyeolVi (t)]): (9.24)
Viep1(x) = TE'D (Lx, (0) + 1, COB [V (f (2, , W))]) - (9.25)

If s € S, then Vi 1(s) = 1 = Vp (). If instead s € S, then x € X and thus it
suffices to show that minge, maxy, .er, , Eevy, . [V ()] = Minyey Ey [V (f (6, u, V)]
Select a* = argmin ., maxy er,, Ec~y,,[Vk(t)]. Then, since (x,s) € R, there exists
a control input u,+« and a distribution y; 4+ € T 4+ With a coupling W. Therefore, we
can rewrite the expectation of the concrete system as follows:

B0/ ot W) = [ 00D AWG,0) = [ Vi) dW0r0) = Booy,,. O]

(9.26)
The first equality holds because W(X,S) = T(X | x,u,) for any set X ¢ R"
and W(R) = 1. The inequality follows from V,(t) = V() for all (y,t) € R
and the last equality from W(R",t) = y,,(t) for any t € S. Since this state-
ment holds for a specific distribution y,, € Iy,, we conclude that for a* it holds
maXy, .er, . Eeey, .« V(D] 2 Ey[Vi(f (%, ug+, V))]. Finally, since uq. € U, we con-
clude minge, Maxy, er, , Eeey [V (D] = Minyey Ey[Vie(f (x, 1, V)] and Vi (s) =
Vir1(x) for all (x,s) € R. O

9.6. EMPIRICAL EVALUATION

To show the efficacy of our approach, we conducted a wide range of empirical
studies with benchmarks ranging from linear 2D systems to non-linear systems,
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Table 9.1: A summary of the benchmarks and their characteristics. Note that the number of states for
the different experiments is the specified amount unless otherwise stated.

Name Dimension  Dynamics type Property # inputs  # states
Car parking [39] 2 Additive linear Reach-avoid 9 1600
Robot reachability [152] 2 Additive linear (non-linear control) Reachability 121 400
Robot reach-avoid [152] 2 Additive linear (non-linear control) Reach-avoid 441 1600
Building automation system [152] 4 Additive affine Safety 4 1225
Van der Pol [39] 2 Additive polynomial Reachability 11 2500
NNDM Cartpole 4 Additive NNDM Safety 2 192000
6D linear model 6 Additive linear Safety 0 262144
7D linear model 7 Additive linear Safety 0 2097152
Dubin’s car GP [64] 3 Gaussian process with deep kernel learning  Reach-avoid 7 25600
Stochastic switched linear 2 Gaussian mixture, each linear Reach-avoid 0 1600

linear 7D systems, Neural Network Dynamic Models (NNDMs), and Gaussian mix-
ture models (see the following Subsection 9.6.1). All benchmarks are verified for
a time horizon K = 10 unless otherwise specified. The benchmarks include gener-
alizations beyond safety to reachability and reach-avoid properties; it requires only
minor modifications to the function g(s,v) in (9.16) as stressed in Remark 2.4 of
Chapter 2. We compare our results against state-of-the-art tools for abstractions
to IMDPs and MDPs. In particular, for IMDPs, we compare with the method in
[40, Theorem 1], as well as IMPaCT [152], which uses non-linear optimization and
Monte Carlo integration to compute the transition probabilities needed to compute
the abstraction as illustrated in Section 7.1. IMPaCT uses a dense representation
and [40, Theorem 1] uses a sparse representation of the ambiguity set. Further-
more, we also compare with SySCoRe [39], which is based on model reduction and
abstractions to MDPs. To run value iteration for both the proposed method and the
method of [40], we use IntervalMDP,jl [80], which is our package for parallelized
value iteration over IMDPs and odIMDPs written in Julia [154]. The experiments are
all run on the TU Delft supercomputer, DelftBlue [167], on one memory partition
node with an Intel Xeon E5-6248R CPU (12 cores allocated) and 200 GB memory.
We stress that despite recent advances in performing value iteration on GPUs [80],
[152], the experiments are all conducted on CPUs.

We have explored comparing against SReachTools [168], however, this tool
supports a different class of problems. Namely that, given an initial region, find a
reachability tube with high probability, or given a target tube, find a set of initial
states with a minimum probability of satisfaction. We have also tested StocHy
[162], but the tool crashed in 3 of its 4 case studies and we have not succeed in
running StocHy on our benchmarks.

9.6.1. BENCHMARKS
A summary of the benchmarks and their core properties can be found in Table 9.1.

Car parking A 2D case study from [39] of parking a car with dynamics x[k +1] =
0.9x[k]+0.7u[k]+V[k] with py = V(- | 0,1). The region of interestis X = [—10, 10]?
and the input space U = {—1,0,1}2. The reach region is R = [4,10] x [—4,0] and
the avoid region is 0 = [4,10] x [0,4]. The goal is to maximize the pessimistic
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reach-avoid probability over 10 time steps. We consider a partition of the region of
interest of (40, 40).

2D robot A 2D case study from [152] of a planar robot with non-linear input

X[k + 1] = x[k] + 10u; [K] (Cs?rf((:;[[,’c‘]]))) + V[K] (9.27)

where py, = (- | 0,0.75I). The region of interest is X = [—10, 10]? and the control
space is U = [—1, 1]? uniformly discretized into L* points. The benchmark is similar
to the car parking benchmark, except with non-linear inputs. For running the bench-

mark using our methods, we transform the input to @ = (u1 cos(u,) ul sin(uz))T
such that the dynamics are linear in the (non-linearly partitioned) control inputs.

We consider two different specifications: reachability and reach-avoid, each with
a different partitioning. For both specifications, the reach region is R = [5,7]? and
for the reach-avoid specification, the avoid region is 0 = [—2, 2]%. For reachability,
we use a state partitioning of (20, 20) and an action partitioning of (11,11), while
for reach-avoid we use a state partitioning of (40,40) and an action partitioning of
(21,21). For both properties, we maximize the pessimistic reach-avoid probability
over 10 time steps.

4D building automation system A 4D case study from [152] of building au-
tomation system with the linear dynamics x[k + 1] = Ax[k] + Bu[k] + v[k] where
py = N (- | 0,%) with

0.6682 0 0.02632 0
A=l o 0.683 0 0.02096
=110005 0  —0.000499 o |
0  0.8004 0 0.1996
0.1320 (9.28)
po|01402)
0
0.0

% = diag(1/12.9199,1/12.9199, 1/2.5826,1/3.2276).

The region of interest is X = [18.75,21.25]% x [29.5,36.5]? and the input space
U = {17,18,19,20}. The safe region is X; = X. The goal is to maximize the pes-
simistic probability of safety in 10 time steps, or by duality, minimize the optimistic
reachability probability to the complement of the safe set X¢. Then the complement
probability of that result is maximized pessimistic safety probability. We consider a
partition of the region of interest of (5,5,7,7).

Van der Pol Oscillator A 2D non-linear case study from [39] with the following
dynamics:

Xy [k] + X, [k]h

Xl +1] = (xz [K] + (=X [K] + (1 — X, [k])2X, [k])h + u[k]) TVikl - (9:29)
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where h = 0.1 and py = N (- | 0,0.21). The region of interest is X = [—4,4]? and
the action space is [—1, 1] partitioned into 11 points. The goal is to maximize the
pessimistic reachability probability to a reach region R = [-1.4,—0.7] X [—2.9, —2.0]
over 10 time steps. We consider a partition of the region of interest of (50, 50).

Neural Network Dynamic Model As a complex benchmark with non-smooth
dynamics, we consider a NNDM with dynamics x[k + 1] = fy(X[k], u[k]) + V[k]
where fp : R" x U — R" is a neural network. The specific benchmark is a surrogate
model for the classic cartpole model [169] where the states are (x,x,6,6), the
region of interest is X = [—a,a] with a = [2,34.028235,0.41887903, 34.028235],
and the input is U = {0, 1} (push the cart left and right, respectively). The noise is
py =N(-10,0.10).

The model is a neural network with two hidden layers of 256 neurons and RelLU
activation function (no activation function on the output). The input to the network
is 6-dimensional since the two discrete actions are one-hot encoded. The model
is trained for 10,000 iterations on batches of 100 samples where the samples are
obtained by uniformly sampling from X. The ADAM optimization algorithm is used
with a learning rate of 1e—3, exponential decay with a multiplicative factor of 0.999,
and the standard mean-squared error is used as the loss function. For reachability
analysis of the neural network, CROWN [88], [89] is used for each region and input.
We use (20, 20, 24, 20).

n=D linear model To show scalability, we include a linear model with a config-
urable dimension n. The dynamics are x[k + 1] = Ax[k]+ v[k] where A is a Toeplitz
matrix

07 —-01 - 0
0 07 - ;

A=1 “~ 07 =01 (9.30)
-01 - 0 07

n

and py = N(- | 0,0.11). The safe set is X = [—1,1]" and the goal is to stay
within X for 10 time steps. We use a partitioning (8, ..., 8) of the region of interest.

n
Experiments are conducted withn =6 and n = 7.

Dubin’s car Gaussian Process A 3D case study from [64] where the dynamics
of each mode (input), of 7, are learned as a Gaussian Process (GP) with Deep Kernel
Learning. That is, a Gaussian Process GP(u,kg) where u : R®™ —» R is a mean
function and kg : R™ X R™ — R is a deep kernel, with kg (x, x") = k(ge (%), go (x"))
for a given base kernel k : R® x RS —» R, and a neural network gg : R" - RS,
We refer to [64] for details on the deep kernel including the training process and
on the number of samples for the posterior. Bounds on the standard deviation and
covariance are obtained using the method from [164]. We remark that while [64]
introduces a refinement algorithm, we use the GP bounds without refinement, as
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refining the abstraction results in a non-gridded abstraction, which is incompatible
with the proposed method.

The property to synthesize an optimal strategy for is reach-avoid with 0 = [4, 6]%
[0,1] x [-0.5,0.5] and R = [8,10] x [0, 1] x [—0.5,0.5] for 10 time steps. We use a
region of interest [0, 10] x [0, 2] x [—0.5,0.5] and a partitioning (80, 16, 20).

Stochastic switched linear system We have designed a new benchmark for
the class of stochastic switched systems [170], [171] to showcase the functionality
on Gaussian mixture models. The dynamics are a mixture of two Gaussians whose
mean depends on x and the switching between the modes is governed by a Bernoulli
random variable Z with P(Z = 0) = 0.7 and

X[k + 1] ~ P(Z = 0) py(X[k]) + P(Z = 1) po(X[k]) (9.31)

where

2
moin = ( (55 3% (5 o))

1 k 21
0 BH (())([2]) 022 0 (9-32)
p2(X[k]) ZN( (0:1 0:9>x[k]' ( 0 0.12> )
W2 (X[K]) 5z

The specification asserted is a reach-avoid property with the reach region R =
[1,2] x [0,1] and avoid region O = [—1,0] x [—1,1] over 10 time steps. We use
(40, 40).

9.6.2. COMPARISON WITH IMDP-BASED APPROACHES

To compare abstraction approaches based on odIMDPs and IMDPs, for each method,
we report abstraction and certification time and memory usage. Furthermore,
to quantify the conservatism of the results, we consider the following metrics:
(i) the mean lower bound mean({PF(s) : s € S\ T}) and (ii) the mean error,
e = mean({PZ(s) — PF(s) : s € S\ T}) where T is the set of terminal states and
7 is the optimal strategy for (9.18). PF and PZ are the lower and upper bounds
on the satisfaction probability returned by our approach. That is, the solution of
(9.15) using the approach in (9.18). Furthermore, we report the (aggregated) dif-
ference in V between the methods as agg({P2™PP(s) — PoMer(s) : s € S\ T})
where the aggregation functions are agg € {min, max, mean} and the methods are
other € {IMDP,IMPaCT} (IMDP refers to the method in [40, Theorem 1]). We
consider the same discretization size in the abstraction process for all methods,
reported in Table S.1.

The results of the comparison with IMDP-based approaches can be found in
Table 9.2 and Table 9.3 for computation performance and satisfaction probability,
respectively. Comparing the computation time of [40, Theorem 1] and IMPaCT
[152] with that of our method based on odIMDPs, the abstraction time of odIMDPs
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Table 9.2: Computation time and memory requirements for IMDP-based approaches across different
benchmarks. Time is measured in seconds, and memory is measured in MB. ooM denotes out of memory
and To denotes timeout (24h). To compare the memory requirements for the benchmarks with oowm,
we have calculated the amount of memory required to store the transition interval bounds (as a dense
matrix) using the formula for IMDPs in Subsection 9.2.1.

Our method Adams, Lahijanian, and Laurenti [40] | IMPaCT [152]
Benchmark Abs. time  Cert. time  Mem. | Abs. time Cert. time Mem. | Abs. time Cert. time Mem.
Car parking 0.150 0.146 19.2 13.497 0.255 138.1 19.570 0.846 304.9
Robot reachability 0.665 0.168 21.6 12.659 0.129 88.0 20.611 0.765 306.7
Robot reach-avoid 14.259 7.641 547.2 | 1136.720 6.739 4143.8 | 918.856 37.526 16388.0
Building automation system 0.023 0.237 3.1 7.273 0.285 105.1 17.564 0.318 96.0
Van der Pol 1.658 0.257 45.5 27.255 0.827 353.6 | 113.235 3.233 1093.4
NNDM Cartpole 236.154 550.747  610.8 | 42326.400 3.751 1590.9 Incompatible dynamics
6D linear model 8.959 359.887  237.3 00M ooM (= 1.1TB)
7D linear model 66.231 13903.540 2310.8 TO (24h) OOM (~ 70.4TB)
Dubin’s car GP 13.816 19.562  352.2 336.940 31.333 14265.8 Incompatible dynamics
Stochastic switched linear 0.033 0.045 4.5 3.391 0.038 41.0 NLopt failure

Table 9.3: Satisfaction probabilities for IMDP-based approaches. V denotes the lower bound satisfaction
probability and e the mean error. For Adams, Lahijanian, and Laurenti [40] and IMPaCT [152], we also
report the (minimum, maximum, and mean over regions) difference &§ in V to our method, where positive
means that our method yields a higher satisfaction probability and vice versa.

Our method Adams, Lahijanian, and Laurenti [40] IMPaCT [152]
Benchmark Mean P e | Mean P € Min§ Maxé Meané | Mean P € Min§ Maxé Meané
Car parking 0.269 0.3885 0.213 0.5315 0.0040 0.1428 0.0560 0.213 0.5183 0.0040 0.1422 0.0556
Robot reachability 0.889 0.1108 0.881 0.1186 0.0060 0.0119 0.0079 0.890 0.1098 -0.0058 0.0022 -0.0010
Robot reach-avoid 0.980 0.0199 0.979 0.0208 0.0005 0.0027 0.0008 0.980 0.0202 -0.0001 0.0018 0.0003
Building automation system 0.263 0.7336 0.090 0.9076 0.0510 0.2297 0.1733 0.174 0.8237 0.0304 0.1131 0.0897
Van der Pol 0.069 0.3367 0.051 0.4178 0.0000 0.0529 0.0177 0.061 0.2431 -0.0080 0.0305 0.0084
NNDM Cartpole 0.004 0.7634 0.000 0.7184 0.0000 0.4101 0.0037 Incompatible dynamics
6D linear model 0.958 0.0419 OOM 00OM
7D linear model 0.952 0.0483 TO 00M
Dubin’s car GP 0.362 0.3461 0.216 0.5046 0.0000 0.8383 0.1458 Incompatible dynamics
Stochastic switched linear 0.411 0.2828 0.366 0.3605 0.0000 0.0979 0.0456 NLopt failure

is at least 5x faster, up to 80x faster, for 2D benchmarks, and at least two orders of
magnitude faster for >3D benchmarks. The certification time is comparable to or
faster than both [40, Theorem 1] and IMPaCT. As expected, the memory require-
ments are considerably lower for odIMDPs: Compared to IMPaCT, odIMDPs use
at least an order of magnitude less memory. Most remarkably, for the 6D and 7D
linear models, odIMDPs uses 4682x and 30476x less memory, respectively, com-
pared to IMPaCT. If we compare the satisfaction probability results in Table 9.3, the
proposed method is at least as good as the method [40, Theorem 1] for all states in
all examples, as proven in Section 9.4. This ranges from almost the same satisfac-
tion probability for the 2D robot with a reach-avoid specification to 17.33 percentage
points better on average for the 4D building automation system, which corresponds
to our expectation that the tightness of satisfaction probabilities relative to IMDPs
improve with higher dimensions as IMDPs lack the structural information. A similar
analysis holds for IMPaCT, with the caveat that IMPaCT uses non-linear optimiza-
tion to construct an IMDP, thus its results are generally tighter compared to those
of [40, Theorem 1].
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Table 9.4: The memory usage and the mean error € at 100 time steps for SySCoRe [39] and odIMDPs
on the car parking benchmark (see Table 9.1).

# regions | SySCoRe | odIMDPs

| Mem. (MB) e | Mem. (MB) €
2500 0.80 0.2650 35.55 0.0204
10000 3.20 0.1568 279.51 0.0107
22500 7.20 0.1254 937.86 0.0070
90000 28.81 0.0288 7459.02 0.0028
360000 115.21 0.0060 | 59499.08 0.0014

9.6.3. COMPARISON WITH SySCoRe (MDP-BASED APPROACH)

We now also compare with SySCoRe” [39], which represents a state-of-the-art tool
for control and verification of stochastic systems based on abstractions to MDPs.
Note that, as SySCoRe is only tractable for gridding of 2D systems (after model
order reductions), we cannot compare on systems of higher dimension. In partic-
ular, in Figure 9.6, we consider the car parking benchmark introduced in Table 9.1,
and for various sizes of the abstraction, we report the error ¢, as introduced in the
previous Subsection 9.6.2. From the figure, we have three key observations:

* SySCoRe requires a relatively large number of regions in the partition before
its mean error decreases with larger time horizons.

» odIMDPs tends to obtain substantially tighter bounds for the same abstration
size. For example, the mean error at time 100 of SySCoRe with an MDP of
size 90k is larger than that of our approach with an odIMDPs of 2.5k states.

e The mean error for odIMDPs first increases with time horizons to a level
slightly above SySCoRe with the same number of regions and then decreases
for longer horizons.

We should, however, stress that SySCoRe requires significantly less memory com-
pared to our approach for the same partition size. The memory usage compared
to the mean error at convergence for both SySCoRe and odIMDPs is reported in
Table 9.4. Nevertheless, especially for longer time horizon, because of the fewer
regions per dimension required by our approach to achieve a similar level of error,
we expect our approach based on odIMDPs to be substantially more scalable for
higher dimensions. In fact, this has already been observed in [16] for IMDP-based
approaches compared to MDP-based approaches and, as illustrated in Table 9.2,
our approach substantially outperforms that of [16] in terms of scalability.

2We only compare with the finite-state abstraction of SySCoRe, i.e. without model order reductions, to
assess the impact of the model choice. Model order reductions are also interesting in the context of
IMDP-based abstractions and is subject to future work.
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Figure 9.6: Comparing ¢ for a varying number of regions on the abstraction (assuming a uniform partition
of the state space) and time horizons for both SySCoRe [39] and odIMDPs.

9.6.4. EMPIRICAL CONVERGENCE ANALYSIS

As indicated in Figure 9.6, the error of our approach is reduced with a finer par-
titioning of the region of interest X. To analyze this behaviour in more detail, in
Figure 9.7 we report the mean error and the 95% confidence interval as a function
of the number of regions per axis for the car parking and building automation sys-
tem benchmarks. In both cases, the mean error decreases with more regions for
both systems. The slight increase at various points for the car parking benchmark
is attributed to a misalignment of the reach and avoid regions with the partitioning
of X (see Section 9.5 for more details). The confidence interval for the car parking
benchmark suggests that while a larger number of regions quickly reach low errors,
some hardly converge. Future work will study the convergence from a theoretical
perspective.

9.7. CONCLUSION

This chapter introduces a subclass of factored Interval Markov Decision Process
(fIMDP) with the goal of reducing memory requirements for finite-state abstractions
by including structural information of the concrete system. In particular, the system
dynamics x[k + 1] = f(x[k], u[k], v[k]) often exhibits both independence between
the elements of the vector-valued random variable v[k] and a sparse dependency
structure, which is valuable structural information to include in the abstraction. Due
to their simplistic structure, it is impossible to encode this information in an IMDP;
instead, we propose fIMDPs, which decomposes states into state variables — this
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Figure 9.7: Mean error and 95% confidence interval, with respect to a uniform distribution of initial
conditions, for various sizes of partitions for the car parking and building automation system benchmarks.

helps encoding the independence — and includes a dependency graph, which is
useful to encode the concrete dependency structure. The consequence of includ-
ing structural information is that the space complexity reduces from 0(|A||S|?) to
0(|4] |S|n’i/m) ; an exponential reduction. Thus, structural information enables the
synthesis of controllers for higher-dimensional systems that would be intractable
under traditional methods.

An issue with fIMDPs is that the robust expectation, within the Bellman operator,
is no LP problem, thus, we cannot rely on LP solvers nor O-maximization. Instead,
we propose a relaxed, but sound variation of the Bellman operator. Interestingly,
we show that despite this relaxation, the safety guarantee obtained with fIMDPs is
at least as tight as with IMDP-based abstractions. To ensure the soundness of the
abstraction, we prove that there exists a simulation relation between the concrete
and abstract system, and that because such a relation exists, the safety probability
of any abstract state is a lower bound for related concrete states.

To highlight the importance and impact of using structural information, we com-
pare against two IMDP-based abstraction approaches on a wide variety of bench-
marks including linear, non-linear, neural network, and Gaussian process dynamics.
In addition, we compare with an abstraction approach based on MDPs, which shows
that the proposed approach can obtain a similar level of mean error with a signifi-
cantly coarser partition.

A key insight of this work is that exploiting structural information is crucial to
enable scalable verification and control synthesis for discrete-time stochastic sys-
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tems.
Despite the improvements, several limitations remain:

 Independence assumption: The framework assumes stochastic independence
across dimensions. Systems with correlated disturbances may require alter-
native abstraction techniques.

e Computational complexity in very high dimensions: While fIMDPs reduce
memory compared to standard IMDPs, extremely large or high dimensional
state and/or action spaces remain beyond reach due to computational rather
than space constraints.

e Known dynamics: This chapter, relative to Chapter 6, reverted to the scenario
of known dynamics, which we know is restrictive. We include one example
that relaxes this assumption, the Gaussian process dynamics of Dubin’s car,
but the plethora of methods for data-driven abstractions will require adap-
tation, including discovering sparsity patterns, to be applicable to this new
abstract model class.
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10.1. SUMMARY OF CONTRIBUTIONS

This dissertation addresses the fundamental challenge of safety verification for
stochastic discrete-time systems in cyber-physical and autonomous applications
where formal guarantees are critical. The work presents both theoretical advances
and practical computational tools designed to provide rigorous safety verification
while maintaining scalability for real-world systems. The core contribution is built
on two complementary approaches: Stochastic Barrier Functions (Chapters 4 — 6)
and finite-state abstractions (Chapters 8 — 9).

» Stochastic barrier functions
We developed a suite of synthesis methods for stochastic barrier functions
with varying computational trade-offs and applicability to different system
classes. Chapter 4 presents Neural Barrier Functions (NBFs), which are neural
networks trained to satisfy the barrier conditions and verified post-hoc using
state-of-the-art neural network verification techniques. This approach im-
proves expressiveness and scalability compared to existing Sum-of-Squares
Programming (SoSP)-based methods. To further elucidate the theoretical
foundations of SBFs and provide alternative, scalable synthesis methods, Chap-
ter 5 introduces piecewise template-based barriers and the specialization of
PWC barriers. The latter enables the use of LP and gradient descent for bar-
rier synthesis, and the gradient descent method hints at key connections be-
tween PWC-SBFs and IMDP-based finite-state abstractions as both rely on
O-maximization for efficiency. In a different context, namely of systems
with unknown or partially known dynamics, Chapter 6 develops a scenario
approach-based SBF synthesis that uses sampled system trajectories to con-
struct probabilistic guarantees.

 Finite-state models and abstractions
Building on Interval Markov Decision Processes (IMDPs), we introduced signif-
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icant algorithmic improvements (Chapter 8) that substantially enhance scal-
ability for safety verification, with experimental validation showing orders-of-
magnitude speedups on benchmark problems. We further introduce factored
Interval Markov Decision Processes (fIMDPs) in Chapter 9, a novel abstraction
model that unconditionally reduces discretization error and memory require-
ments without compromising computational efficiency. We develop numeric-
symbolic algorithms for both fIMDP construction and safety property verifi-
cation, and demonstrate experimentally that fIMDPs can handle considerably
larger systems than traditional IMDPs while maintaining comparable safety
guarantees.

The connection between the two families was, following the work in Chap-
ter 5, further explored in [45] with the proverbial torch of dynamic programming
to unify them and reveal their respective benefits and disadvantages. A key in-
sight is that both methods introduce approximations to the optimal value func-
tion characterizing safety probabilities, with the conservatism in SBFs arising from
generalizing one-step increases in barrier value along system trajectory, and the
conservatism in finite-state abstractions stemming from state-space discretization
and over-approximation of transition probabilities. Crucially, the safety guarantees
using SBFs can be reinterpreted as the safety of an auxiliary system that is re-
set to the worst-case state at every time step, and consequently, it is ill-suited
for capturing long-term dependencies and safety verification. It is important to
stress that SBFs remain a valuable tool for synthesis of (continuous) safe con-
trollers where the SBF acts as safety field and short-term guarantees are often
sufficient. In contrast, finite-state abstractions inherently account for multi-step
dynamics through the transition structure of the abstract model. This perspective
clarifies the strengths and weaknesses of each approach: SBFs offer computational
efficiency and continuous-state analysis but may struggle with long-horizon prop-
erties, while finite-state abstractions provide more accurate long-term safety esti-
mates at the cost of increased computational complexity. Furthermore, finite-state
abstractions are guaranteed to converge in the limit to true optimal probability,
while SBFs provably will not.

10.2. LIMITATIONS

While this dissertation advances the state-of-the-art in stochastic safety verification,
acknowledging key limitations in both algorithmic design and testing methodology
are essential for contextualization.

o System assumptions and generality: The developed methods primar-
ily target discrete-time stochastic systems with specific structural properties,
e.g., Markovian, continuous, and (at least partially) known dynamics. Exten-
sions to broader classes of systems, such as hybrid systems or those with non-
Markovian dynamics, remain open challenges. A particular limitation is that
the discrete-time assumption, which underpins both the SBF and finite-state
abstraction frameworks presented here. A consequence is that the dynamics
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models only capture system evolution at discrete time steps, i.e., jumps, and
can thus “jump” over/through obstacles between time steps such as the Car
Parking benchmark in Chapter 9. Another key assumption is that the entire
state is observable, which may not hold in many practical scenarios where
partial observability is prevalent. Addressing these limitations would enhance
the applicability of the methods to a wider range of real-world systems.

» Verification vs. synthesis: The focus of this dissertation is on safety ver-
ification rather than controller synthesis. Although finite-state abstraction
methods are developed explicitly for control synthesis, the SBF-based meth-
ods presented have been mainly treated as verification tools. Recent works
have explored SBFs for control synthesis [77], [99], [128], [172]; however,
the developments remain preliminary from theoretical, computational, and
experimental perspectives. Furthermore, the impact of a safety controller in
a closed-loop system remains unexplored in this dissertation.

+ Computational complexity and conservatism trade-off: Despite sig-
nificant algorithmic improvements, the methods still face the curse of di-
mensionality; a pervasive challenge when applying formal methods to high-
dimensional systems. Importantly, while adaptive partitioning schemes, such
as the one presented in Chapter 4, mitigate the curse of dimensionality to
some degree, they introduce an alternative computational bottleneck: the
curse of partitioning, which places fundamental practical limits on scalability.
In this context of sound but approximate quantitative verification, the conse-
quence is a trade-off between conservatism and computational requirements;
with additional computational power, it is possible to reduce conservatism.
However, improved algorithms, such as presented in this dissertation, may
push the Pareto curve.

* Empirical validation: The case studies conducted for this dissertation are
limited to simulation-based experiments and idealized benchmarks. Broader
validation on an extensive range of real-world systems would strengthen con-
fidence in practical applicability and motivate further theoretical and compu-
tational developments.

10.3. FUTURE DIRECTIONS

The results presented in this dissertation open several promising avenues for future
research.

o Scalability enhancement: Scalability is a key concern and challenge in
most formal methods, in terms of not only state space or dimensionality,
but also system complexity, required precision, and sample complexity. De-
veloping more sophisticated algorithms that e.g., integrate symbolic-numeric
methods including neuro-symbolic methods, which utilize all available infor-
mation about the systems under study, could further improve scalability for
high-dimensional problems. Newer methods from statistical learning theory
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and machine learning may also provide avenues for reducing sample com-
plexity in data-driven verification contexts.

¢ Relaxing system assumptions: Future work should explore methods that
relax key assumptions, such as extending verification frameworks to handle
non-Markovian dynamics and non-stationary disturbances. Such extensions
would substantially broaden the applicability of the developed techniques to
more diverse real-world scenarios including human-in-the-loop systems and
environments with evolving uncertainties.

¢ Discrete-time controllers of continuous-time systems: A natural ex-
tension is to adapt the developed verification frameworks to continuous-time
stochastic systems, and these have indeed been studied [30], [119], [173],
[174]. However, as discussed in Chapter 1, most contemporary controllers
are digital and thus operate in discrete time. To combine continuous-time
stochastic systems and discrete-time controllers involves addressing chal-
lenges related to inter-sample behaviour and ensuring that safety guarantees
hold continuously between discrete control updates.

« Verification across operating conditions: A fundamental open question
remains: how to integrate verification results from individual scenarios into
coherent assurances about system safety across a distribution of operating
conditions. One promising direction is combining the quantitative verifica-
tion techniques developed here with extreme value theory [175] to estimate
probabilities of rare but catastrophic events from limited scenario analyses.

10.4. BROADER IMPACT AND SIGNIFICANCE

Safety verification is indispensable for deploying autonomous and cyber-physical
systems in real-world applications where failures carry severe consequences. For-
mal verification techniques provide rigorous safety guarantees that are essential for
regulatory approval, certification processes and building public trust in autonomous
systems. A key limitation of formal verification is, however, scalability, limiting their
applicability in practice. The theoretical and computational contributions of this dis-
sertation address this critical challenge through multiple complementary angles. By
making these techniques more scalable, we expand the set of systems that can be
formally analysed.

The significant improvements in computational efficiency, demonstrated through
significant speed-ups and handling systems with larger dimensions and complexity,
broaden the practical utility of formal methods for discrete-time stochastic systems.
This has implications for applications in autonomous vehicles, robotic systems, med-
ical devices, and industrial control, where both safety and performance are critical.

Beyond immediate applications, this work deepens our theoretical understand-
ing of stochastic systems and the trade-offs inherent in verification approaches. The
connections established between barrier functions and dynamic programming, the
characterization of abstraction errors, and the introduction of factored abstractions
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all contribute to a theoretical foundation for the field. These insights will serve as
building blocks for future methodological advances.
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