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Figure 1: Conceptual framework of Sensitive Data Donation 

ABSTRACT 
Data donation is an emerging practice for collecting personal data. 
However, recent data donation approaches are insufcient in inti-
mate research contexts as they perceive data as neutral and objec-
tive and do not consider the contexts where data is generated and 
shaped nor ofer choices beyond whether to disclose data. In this 
paper, we investigate how Data Feminism can inform an alternative 
form of data donation and propose the Sensitive Data Donation 
(sDD) method. It recognizes the sensitive nature of data and as-
sumes the importance of situating and contextualizing it through 
balanced participation from donors, either as contributors, collabo-
rators, or co-creators. To develop the method, we conduct a scoping 
literature review where we conceptualize data donation theories 
and practices. These serve as a base to critique recent approaches 
and propose an alternative: sDD. It comprises fve principles inte-
grated into a fve-phase approach. We conclude by discussing its 
limitations and future challenges. 

CCS CONCEPTS 
• Human-centered computing → HCI design and evaluation 
methods; HCI theory, concepts and models; • Security and 
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privacy → Social aspects of security and privacy; • Social and 
professional topics → Government technology policy. 
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1 INTRODUCTION 
Data donation is broadly defned as a transaction of personal data 
to contribute to research [13, 91]. Similar to donating blood or 
organs, donating data is a voluntary transaction from a person 
who ‘has’1 data to another person (e.g., researcher) or entity (e.g., 
healthcare institution) who needs it. Most data donation research 
has been facilitated by the implementation of the European General 
Data Protection Regulation (GDPR)2 in 2018, specifcally the rights 
of access and data portability [27, Art. 13 and 14], which allow 
people to request and receive their data from data controllers3 in a 
machine-readable format and (re)use it. 
1The term is in quotation marks as legal scholars have argued about the limits of 
ownership – as exclusive use– in the context of data [43, 76]. 
2The GDPR applies to the population of the European Union. Yet, the rights to access 
and data portability are available worldwide, since international companies rarely 
limit them by geography [18].
3A data controller is an entity (e.g., a private company or public authority) that collect 
personal data. 
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Data donation ofers opportunities to access new insights into 
people’s behavior and experiences and opens the way to investigate 
critical research questions across various domains. For instance, 
Razi et al. [81] used data donation to collect private Instagram 
conversations from teens to identify online risks; including nu-
dity and porn, sexual messages or solicitations, harassment, and 
violence, among others. Similarly, the human rights organization 
AlgorithmWatch [3] applied data donation to investigate the func-
tioning of algorithmic systems on TikTok. Healthcare researchers 
applied data donation to collect private data from wearable devices 
directed at monitoring the COVID-19 pandemic [83] and advancing 
research on specifc diseases [71]. While communication scholars 
employed data donation to collect data from YouTube and Google’s 
browser to interrogate algorithmic recommendations during politi-
cal elections in Germany [2] and Switzerland [14]. 

However, current forms of data donation are insufcient in re-
search contexts that aim to go beyond the notion of data as neutral 
and objective, and instead enter a space more situated, contextu-
alized, and rich. To date, empirical approaches to data donation 
(e.g., [19, 81, 100, 104]) predominantly conduct research on people, 
specifcally on their (sensitive) data, instead of with people. These 
approaches rely on data points or datasets disconnected from the 
specifc contexts (i.e., times, places, bodies, devices) where data is 
generated and shaped and tend to reduce a complex experience to 
its digital traces [53]. For example, van Driel et al. [100] applied data 
donation to investigate teens’ Instagram use by counting occur-
rences on the received datasets (e.g., messages in a chat) yet found it 
“impossible” to determine when chats started or ended. Furthermore, 
these approaches rarely invite donors to interact with their sensi-
tive data and draw appropriate boundaries around it [29, 32]. For 
instance, by not supporting participation from individuals who de-
cide to share their data partly [15] or strongly incentivizing sharing 
of all data [104]. 

Previous research in Human-Computer Interaction (HCI) has 
shown that an important starting point when interacting with data 
is to recognize its “situatedness” [39], especially in intimate re-
search contexts such as the home (e.g., [23, 50, 69]) and the body 
(e.g., [32, 51, 59]). This perspective has seldom been considered in 
data donation research because of the domains, research questions, 
and contexts where it is applied, each with their needs and priorities, 
such as sampling a representative group of a population [19, 66], or 
ensuring the ecological validity of the datasets [81]. We start from 
this premise to interrogate the data donation status quo through 
the principles of Data Feminism [26], which build upon concepts 
such as the “situatedness” of data [39]. These principles, raise ques-
tions about the ethos and ethics of current forms of data donation 
around power and value-gain asymmetries (e.g., Who benefts?), 
information asymmetries (e.g., Who knows what about data?), and 
involvement (e.g., What forms of knowledge and participation are 
prioritized?). 

In this paper, we investigate how Data Feminism can inform an 
alternative approach to data donation that recognizes the sensitive 
nature of the data and assumes the importance of balanced partici-
pation – conducting research with people and their sensitive data 
as opposed to on people, or on their sensitive data. This alternative 
approach, which we call Sensitive Data Donation (sDD), involves 
moving away from engaging with donors as contributors, who share 

or transfer data, to collaborators, who participate in interpreting the 
data, and co-creators, who participate in scoping the research [89]. 
Through three activities, we theoretically ground and propose the 
sDD method. First, we conduct a scoping literature review through 
which we construct a conceptual framework of existing forms of 
data donation in scientifc research (Section 4). Second, we develop 
a critique of recent data donation forms and practices through the 
lens of Data Feminism (Section 5). Finally, we consolidate the in-
sights derived from the conceptual framework and the critique 
into the fve principles of sDD: (P1) Balanced Value, (P2) Sensitive 
Data, (P3) Multiple Knowledge(s), (P4) Ongoing Consent, and (P5) 
Shared Goals. (Section 6). Further, we integrate these principles into 
a fve-phase approach informed by how data donation has been 
applied in practice. 

This paper contributes with the following: (1) a conceptual frame-
work of existing forms of data donation that synthesizes concepts 
and practices from multidisciplinary literature, (2) a set of fve prin-
ciples for Sensitive Data Donation (sDD) informed by a critique of 
recent approaches through the lens of Data Feminism, and (3) a 
potential application of the principles into a fve-phase approach. 
Our work can support design and HCI designers and researchers 
applying data donation and serve as a discussion starter on re-
framing practices around the collection and use of personal data 
for (participatory) design research. 

2 RELATED WORK 

2.1 Personal, Sensitive, and Intimate Data 
In relation to people’s interactions with connected products and 
services, personal data4 have multiple forms, types, and formats 
[102]; including (1) digital communications (e.g., DMs on Tinder), 
(2) entertainment consumption (e.g., Netfix logs), (3) fnances (e.g., 
credit card purchases), (4) physical activity (e.g., daily steps), and 
(5) physiological signals (e.g., heart rate), among many others. All 
of these data are potentially available through data donation. 

These data are often considered “sensitive data”, defned in the 
GDPR as a special category of personal data that includes racial or 
ethnic origin, political opinions, religious or philosophical beliefs; 
health-related data; and data concerning a person’s sex life or sexual 
orientation, among others [27, Art. 9]. Beyond regulations, the term 
“sensitive data” is more broadly applied to data that contains private 
information that should not be revealed [52] and is mostly unavail-
able to others [32]. Additionally, HCI scholars have introduced the 
term “intimate data.” What is intimate is often private, to be hidden 
and kept from others [87]. With the ever-expanding range of digital 
devices that generate data through everyday interactions including 
between and/or with our bodies, partners, family, and friends, the 
data that are generated are potentially intimate [24]. Thus, inti-
mate data refers to data that is entangled with intimate spaces (e.g., 
the house [69], a couple’s bedroom [32]), activities (e.g., sleeping 
[37], showering [51]), and bodily functions (e.g., menstruating [5], 
urinating [40]). 

Disclosing (sensitive or intimate) personal data is essential for 
data donation. It is determined by several factors, privacy being the 
most important [25, 41]. Crabtree and colleagues [22] provided an 

4Personal data is defned in the European General Data Protection Regulation (GDPR) 
as any information related to an identifed or identifable person [27]. 
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overview of the various ways in which privacy is understood in 
HCI, including privacy as control, privacy as boundary management, 
and privacy as contextual integrity, among others. Privacy as control 
relates to the ability to control the fow of personal data through 
activities such as limiting information disclosure [101] and flter-
ing what gets disclosed [85]. Privacy as boundary management is 
informed by the work of Irwin Altman [6]; and relates to the se-
lective disclosure of personal information as people move between 
privacy and publicity according to the context and intention [68]. 
Based on the boundary metaphore, Sandra Petronio proposes the 
Communication Privacy Management (CPM) theory; in which the 
disclosure of private information is based on privacy rules that are 
negotiated around personal and collective boundaries [73]. Finally, 
privacy as Contextual Integrity (CI) is a theory proposed by Helen 
Nissenbaum where privacy is understood in terms of the appropri-
ateness of information fows according to social or cultural norms 
and grounded in specifc contexts [63]. 

We continue to build on these concepts as we investigate how 
privacy is conceptualized and applied in current data donation 
research and how privacy can be supported while promoting the 
disclosure, and donation, of (sensitive and intimate) data. 

2.2 Data Interpretation and Participation 
Within HCI and design, a growing research community has been 
exploring people’s engagement with and interpretation of their 
(sensitive and intimate) data, including sensor data from connected 
homes (e.g., [51, 96]), digital-trace data from connected appliances 
inside the home (e.g., [32, 75]), and wearable devices close to the 
body (e.g., [28, 61]). Interpretation is key as data – on its own 
– is ambiguous and incomplete. It lacks contextual information 
(e.g., physical, social, emotional) [72]. For instance, data captured 
during a period of disruption or non-routine circumstances, such 
as pregnancy, can be a source of concern if decontextualized [61]. 

Previous work has employed (interactive) data visualizations 
to support people in understanding and interpreting their data. 
Here, participation is a prerequisite for interpretation, as people are 
seen as experts of their experience, whose knowledge and unique 
perspective are valuable [21, 86]. Tolmie et al. [96] developed a 
prototype that supported the legibility of sensor data (e.g., temper-
ature, humidity, motion) collected at home and invited people to 
interpret and account for the data. These activities involve various 
orders of reasoning (e.g., place, time, people, practices, and events) 
and lead to relating data to specifc events and refecting through 
data. Similarly, Pins et al. [75] developed an interactive tool that 
supported the exploration of voice assistant data and invited people 
to interact with it. 

These activities also support people in getting close(r) to their 
data, knowing what information it carries and what it means [24], 
and identifying the sensitive and intimate information it contains 
and/or could derive from it [32]. For example, for people using 
a connected shower in their household, intimacy only emerged 
as a property of the (shower) data as they interpreted it and saw 
how it accounted for their showering practices and preferences 
[51]. In this paper, we approach interpretation as an opportunity to 
situate and contextualize the entanglements between people and 
their data as part of the data donation processes and as an invitation 

for people to get close(r) to their data and defne better-informed 
boundaries around it. 

2.3 Critical Perspectives on Data 
Several scholars in the felds of Science and Technology Studies 
(STS), HCI, philosophy, and design propose to challenge common 
notions and imaginaries around data, such as that they are clean 
or objective. Feminist scholar Donna Haraway [39] introduced the 
concept of situated knowledges to illustrate how all forms of knowl-
edge, including data, are produced by specifc people in specifc 
circumstances. Expanding on this concept, Yanni Loukissas [53] 
argued that data are local. Thus, deeply attached to and shaped by 
the places and contexts where they are created and used. Moreover, 
he challenges the assumption that data are smooth and singular 
and underlines that they are plural and heterogeneous. Building 
upon feminist scholarship, including Haraway’s situated knowl-
edge, D’Ignazio and Klein [26] propose Data Feminism as a way to 
foreground the power diferentials embedded in (extractivist) data 
practices and to interrogate, challenge, and change certain practices 
in data science that reinforce existing inequalities. They describe 
seven principles of Data Feminism: 

(1) Examine Power: It relates to the scrutiny of power dy-
namics by asking who questions (e.g., Who benefts and is 
neglected? Whose priorities are prioritized or overlooked?) 

(2) Challenge Power: It relates to challenging and changing an 
unjust status quo by taking action (e.g., collecting counter-
data, imagining and proposing an alternative). 

(3) Elevate Emotion and Embodiment: It relates to valu-
ing multiple forms of knowledge by challenging the per-
ceived neutrality and objectivity of the data and elevating 
“the knowledge that comes from people as living, feeling bodies 
in the world” [26]. 

(4) Rethink Binaries and Hierarchies: It relates to examining 
the assumptions behind counting, measuring, and classif-
cation in the process of creating knowledge (e.g., What is 
counted and what is not?). 

(5) Embrace Pluralism: It relates to including a broad range of 
perspectives and participants to contribute their knowledge 
to a data project at various stages by cultivating solidarity 
and a shared understanding. It builds upon Feminist practices 
in HCI [10, 11]. 

(6) Consider Context: It relates to recognizing the context in 
which the data is generated; by accounting for its situatedness 
[39]. 

(7) Make Labor Visible: It relates to recognizing, and valuing 
the work(-ers) involved in data projects by making them 
visible. 

Our work builds on these considerations, specifcally the principles 
of Data Feminism around power, emotion and embodiment, plural-
ism, and context, as tools to question and challenge recent forms 
of data donation. 

3 METHODOLOGY 
In this paper, we investigate how Data Feminism can inform an 
alternative approach to data donation that recognizes the sensitive 
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Figure 2: Research activities and their corresponding outputs. 

nature of the data and assumes the importance of balanced partici-
pation. Our approach comprises three activities (Fig. 2). First, we 
theoretically ground our data donation approach through a scoping 
literature review aimed at identifying how data donation is defned, 
applied, and operationalized in scientifc research (Section 4). We 
synthesize the concepts and practices into a conceptual framework 
of data donation. Additionally, through the scoping review, we 
investigate the degree of participation of data donors in empirical 
research applying data donation. Second, we develop a critique 
of some aspects of the conceptual framework through the lens of 
Data Feminism (Section 5). For instance, the diferentials in the 
relationship between donors and recipients or between donors and 
their data. Third, we consolidate the insights derived from the frst 
two activities into fve principles of Sensitive Data Donation: (P1) 
Balanced Value, (P2) Sensitive Data, (P3) Multiple Knowledge(s), 
(P4) Ongoing Consent, and (P5) Shared Goals (Section 6). We inte-
grate these principles into a fve-phase approach informed by how 
data donation has been applied in practice and discuss a possible 
application of the method. 

4 CONCEPTUAL FRAMEWORK 
In this section, we identify and synthesize into a framework the 
main actors, concepts, and current practices in the data donation 
literature across multiple disciplines, including philosophy, psychol-
ogy, health, social sciences and communication, design, and HCI. 
We used the conceptual framework analysis proposed by Jabareen 
[44], describing how conceptual frameworks can be constructed 
through an iterative qualitative analysis of existing literature, start-
ing from a scoping review of multidisciplinary texts. The resulting 
framework is visualized in Figure 4 and described in Section 4.3. 

4.1 Conceptual Framework Analysis through 
Scoping Literature Review 

We conducted a scoping review of the data donation literature to 
investigate: How is data donation defned, operationalized, 

and applied in scientifc research? What is the degree of par-
ticipation of data donors in research applying data donation? 
Our review followed the PRISMA Extension for Scoping Reviews 
(PRISMA-ScR) [97], structured in four phases (Fig. 3). We searched 
the Scopus database as it is useful for conducting literature reviews 
across multiple disciplines [79]. We restricted our search from 2015 
to 2023 given that data donation was frst proposed around 2015 
[1, 88] and further developed with the introduction of the GDPR in 
2018. Using Scopus, we searched for journal articles and conference 
papers mentioning “data donation” in their title, abstract, or key-
words. We focused on scientifc research, published in venues fol-
lowing peer-review processes, therefore, did not expand the search 
to include grey literature. We refrained from using synonyms for 
“donation” such as “sharing”, as the term “donation” implies specifc 
motivations and expectations that are diferent than those of other 
terms [43], while personal data donation appeals to values such as 
altruism and solidarity and it is often situated within a research 
context, personal data sharing sits more broadly. It refers to how 
personal data is shared with other parties – including people [95] 
and organizations [84] – online and ofine. Nonetheless, we ini-
tially sampled literature from terms such as “sharing” but found it 
too broad and excluded it. The exact Scopus search is as follows: 

TITLE −ABS−KEY ( "DATA DONATION" ) AND 
PUBYEAR > 2014 AND PUBYEAR < 
2024 

We identifed 96 records through Scopus and fve more by screening 
the references (i.e., backward snowballing) of the initial set of pa-
pers. The frst author screened the initial set of 101 papers, reading 
the title and abstract. Papers were excluded when they described 
other forms of donation (e.g., organs or tissue). Next, the frst au-
thor assessed the eligibility of the remaining set based on the full 
text. Papers were included when they explicitly stated a theoretical 
framing or empirical approach contributing to data donation in the 
abstract, keywords, introduction, contribution statement, or conclu-
sion. They were excluded when (1) they described or discussed data 
donation after death (i.e., posthumous medical data donation), or (2) 
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they specifcally situated data donation in the context of a hospital 
– where data corresponds to patient data and consent is obtained in 
clinical care situations and mediated by healthcare professionals 
[82]. The frst author read the remaining papers and analyzed them 
based on the exclusion criteria. This led to a fnal corpus of 26, 
focusing on (1) theoretical frameworks, methods, and (best) prac-
tices [13, 15, 38, 43, 45, 47, 62, 64, 65, 76, 94, 103] (2) motivations 
and willingness to donate data [42, 54, 74, 91, 92], (3) empirical 
approaches applying data donation [12, 19, 29, 31, 66, 81, 100], and 
(4) systems and platforms enabling data donation [9, 16]. 

Identification
Records identified through Scopus

(n = 96)

Records identified by snowballing
(n = 5)

Full texts excluded
(n = 48)

Records excluded
(n = 27)

Final corpus included in review
(n = 26)

Records screened
(n = 101)

Screening

Full texts assessed for elegibility
(n = 74)

Elegibility

Included

Figure 3: PRISMA-ScR fow of information through the dif-
ferent phases of the systematic literature review 

Following the conceptual framework analysis procedure [44], the 
frst author read through each paper, categorized them by discipline, 
and identifed relevant concepts. Next, the frst author iteratively 
grouped similar concepts into a new concept, with a unique name 
and description. The new concepts were iteratively discussed and 
synthesized with co-authors. Moreover, the frst author examined 
all papers in our corpus and clustered them based on their main 
contribution and how they defned, operationalized, or applied data 
donation. Further, papers applying data donation were classifed 
according to the degree of participation. It is defned by Shirk et al. 
[89] as “the extent to which individuals are involved in the process 
of scientifc research” and it is categorized as: (1) contributors, where 
researchers invite members of the public to contribute data; (2) 
collaborators, where researchers invite members of the public to 
contribute data, analyze data, and/or disseminate fndings; and 
(3) co-creators, where researchers invite members of the public to 
design the research project and some members are actively involved 
in other aspects of the research process. 

4.2 Defning, Operationalizing, and Applying 
Data Donation 

4.2.1 Defining Data Donation. Data donation emerges from the 
availability of personal data collected from connected products 
and services [16, 92]. It is conceived as a voluntary act with an 
altruistic nature and the purpose of contributing to scientifc re-
search [43, 76, 94], especially in the healthcare domain. Further, it 
is considered a powerful method for data collection [16, 64] and a 
meaningful alternative to approaches enabling researchers to access 
data; such as Application Programming Interfaces (APIs) [19, 65] 
and dedicated tracking technologies [65]. 

Data donation enables researchers to collect private personal 
data at the individual level. This is a critical distinction between 
data donation and other approaches to data collection from which 
researchers often access public data (e.g. World Health Organiza-
tion API) [19, 65, 100]. Data is considered private as it is gener-
ated and captured in (digital) private spaces (e.g., direct messages 
on Facebook) in contrast to the public data, captured in (digital) 
public spaces (e.g., aggregated health indicators). It is considered 
individual-level as researchers request and access it directly from in-
dividuals – who opt-in and consent to their participation [19, 65, 91]. 

Ethical considerations are critical in data donation and are ad-
dressed in several studies. The main consideration is informed 
consent [15, 43, 45, 48, 64] and how donors can exert their auton-
omy [38, 43, 45, 48, 76] and preferences (e.g., deciding whether/ 
what/ and to whom to donate [94]). Further, it concerns ethical 
aspects related to the relationship between donors and their data 
and between donors and recipients. The former is shaped by data, 
which is opaque and potentially sensitive or invasive [43, 45, 62], 
introducing the challenge of understanding data [45] and other con-
siderations, such as data minimization [16, 64, 65], mitigating harm 
[13, 76], and uncertainties around future use [43, 62]. The latter re-
quires researchers to be transparent, provide sufcient information 
[43, 45, 76, 94, 103], and honor donors’ contributions [48, 76]. Simi-
larly, studies focused on the motivations and willingness to donate 
data found that potential donors worry about their privacy, the 
perceived sensitivity of their data, and its possible misuse [42, 74]. 
These worries relate to trust in the data recipients and if and how 
trust is maintained [42, 54, 91, 92]. 

4.2.2 Operationalizing Data Donation. Several data donation in-
frastructures have been developed. These mainly constitute digital 
platforms to which donors can upload a copy of their data. Araujo 
et al. [9] proposed OSD2F where participants can see the content 
of their data in tabular form and select the data they (do not) want 
to donate. Likewise, Boeschoten et al. [15] developed PORT, where 
data is processed locally and presented to participants in tabular 
form before they consent to donating them. Studies focused on 
applying data donation have developed similar platforms. For in-
stance, we [29, 31] designed a platform where participants could 
locally explore their data through interactive visualizations and 
select the data they (do not) want to donate before they consent to 
donate them. 

4.2.3 Applying Data Donation. Studies in our corpus applying data 
donation employ two approaches: (1) digital platforms or reposito-
ries where donors upload a copy of their data, previously requested 
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by a data controller [12, 19, 29, 31, 66, 81, 100], and (2) applications 
where donors consent to scrape data using their account(s) [19, 83]. 
Breuer et al. [19] applied and compared the two approaches using 
Facebook data and discussed the legal, privacy, and ethical impli-
cations. They concluded that the frst ofers higher transparency 
for donors but requires more efort and that both result in the col-
lection of sensitive data. Razi et al. [81] and van Driel et al. [100] 
applied the frst approach to collect Instagram data from teens, they 
instructed participants to upload their data to a digital platform and 
a repository respectively. Furthermore, Razi et al. [81] asked donors 
to annotate their data (i.e., private conversations on Instagram) by 
fagging them as ‘safe’ or ‘unsafe’. In previous work, we applied 
the frst approach to collect logs from the menstrual tracking app 
Clue [31] and speech records from Google Assistant [29]. In both 
studies, we invited a subset of donors to interpret and contextualize 
their data, represented visually, during semi-structured interviews. 
Finally, Ohme and Araujo [64] and Baumgartner et al. [12] applied 
the frst approach to collect iOS screen time data, they required 
donors to upload a screenshot and screen recording respectively 
and not the data themselves. 

Donors’ degree of participation [89] is contributory in most stud-
ies: they contribute to a project by transferring their data, and might 
further contribute by augmenting or annotating it. For instance, 
Breuer et al. [19] integrated a survey on privacy concerns, and 
digital habits into their Facebook data donation approach, while 
Razi et al. [81] asked donors to annotate their private conversations 
on Instagram. Notably, a subset of the donors participated as col-
laborators in both studies of our previous work [29, 31], as they 
participated in activities related to interpreting and contextualiz-
ing their data. None of the studies in our corpus included donors 
participating as co-creators. 

4.3 Conceptual Framework of Data Donation 
The conceptual framework includes the actors involved in data do-
nation (in bold), the key concepts (in italics), and the relationships 
among them, mapped visually in Figure 4. It comprises a practi-
cal layer, describing concepts related to the implementation and 
application of data donation, and a conceptual layer, describing 
theoretical concepts. 

Based on the literature review, we describe data donation as the 
voluntary and consensual non-reciprocal transaction of personal 
data [13, 76, 91]; made directly from an individual (i.e., data donor) 
to a person or institution, (i.e., data recipient). Data donations 
are relational transactions; as they strengthen or change the re-
lationship between donors and recipients [76]. They operate in a 
specifc context around a research project. Researchers initiate data 
donations by defning the data needs of their project [19, 65] and 
inviting individuals, from the general population or a specifc com-
munity, to contribute by donating their data. Here, there is direct 
[42] and transparent [9, 19, 42, 54, 66, 103] communication between 
researchers and potential donors. Meaning, that researchers openly 
convey the purposes for which the data is requested, how the data 
will be collected and handled, and insights gained from the data that 
may be relevant to donors; which in turn builds trust [55]. More-
over, researchers must ensure that the personal data they request 
and receive is relevant to answer a specifc research question (i.e., 
data minimization [19, 66]), set limits on its (future) use [43, 62, 76], 
and avoid misuse [15, 62, 64]. 

Donors respond to the invitation by transferring their data; in do-
ing so, they exercise data sovereignty (i.e., the power to control their 
data) [31, 42, 43, 64–66] and actively participate in scientifc research 
[13, 31, 43]. Moreover, when contributing to a research project, 
donors exert solidarity [43], recognizing sameness or similarity in 
the context of a project that is relevant for them [74], and expect 
something in return, not reciprocity, but knowledge, empowerment, 
recognition, or some type of beneft that derives from the research 
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[13, 29, 31, 38, 76]. Additionally, they ponder their privacy concerns, 
their relationship with their data, and its perceived sensitivity. The 
individual-level private data that is available through data dona-
tion potentially contains sensitive information about donors and 
their relationship(s) to others [12, 15, 19, 31, 43, 45, 64, 65, 74] and 
includes rich retrospective information that is timestamped and 
well-structured [15, 65, 100]. Thus, privacy is an important concept 
in data donation [9, 45, 103]; so much so that privacy concerns are 
a predictor of the willingness to donate personal data [42, 74]. The 
digital abilities of data donors are another predictor of the willing-
ness to donate personal data [42], as they are essential for them to 
successfully navigate the various systems and platforms required 
to transfer the data to a data recipient [9, 19, 31, 64, 66, 77]. Once 
data is transferred and consolidated into a dataset, it retains its sen-
sitivity and non-publicity; as such it should be treated diferently 
than public and open datasets [15, 64, 81]. 

5 CRITIQUE: THE DATA DONATION STATUS 
QUO THROUGH A DATA FEMINISM LENS 

In this section, we propose a critique of data donation – as syn-
thesized in the conceptual framework (Section 4.3) – through the 
principles of Data Feminism. These principles underline the difer-
entials embedded in the relationships between some of the actors 
and raise important questions about the ethos and ethics of current 
data donation practices, such as: Who benefts from data donation 
and who is neglected? Who participates and how, people or their 
data? What forms of knowledge and data are prioritized? In the 
following, we explore these questions. 

5.1 Power and Value Asymmetries in Data 
Donation 

In most data donation research donors participate as contributors 
(Section 4.2.3), illustrating the power asymmetries between donors 
and researchers, who conduct research on their data instead of with 
them. Donors, as contributors, are a source of data in a project that 
is shaped by the researchers; whereas they could be collaborators 
and co-creators in a shared project that is relevant to them and 
their community and shaped from within. These asymmetries are 
refected in the conceptual framework in Figure 4 through the 
unidirectional exchange of information between researchers and 
data donors; through which they communicate the project goals 
and the participation procedure [9, 19, 42, 54, 66, 103]. Researchers 
defne the project, data needs, and participation criteria, and donors 
comply or not. 

Similarly, there is a value gain asymmetry. Researchers clearly 
gain value from data donation, they gain access to data and through 
it advance their research. It is less clear how data donors can gain a 
similar value [31]. Conceptually, data donations are non-reciprocal 
transactions [76]. Meaning, they are not a direct exchange (i.e., data 
is not exchanged for another thing), and donors are not to expect 
something directly in return. Yet, when donors contribute to a re-
search project, they often perceive it as relevant to them [43, 74], 
and their contribution implies labor and efort [29, 65, 76]. Thus, 
they generally expect to beneft in some way (e.g., from the use of 
the data in the project [54]). In practice, donors predominantly ben-
eft from their participation through fnancial compensation (e.g., 

[12, 19, 64, 100]). This can lead to ethical issues such as coercion 
[70] and limit donors’ ability to voluntarily ofer consent [99]. More 
broadly, compensation is not considered a beneft derived from 
participation but an incentive for participation compliance [36, 99], 
or the willingness to follow the procedure related to participation, 
which is low in data donation and similar approaches requiring 
a transaction of digital trace data [12, 15, 66, 100]. For instance, 
to encourage TikTok data donation, Zannettou et al. [104] ofered 
donors compensation based on the types of data they choose to 
donate. It started at 5$ for the video viewing history (mandatory) 
and increased by 1$ for each additional data (e.g., like history, com-
ments, followers). They claimed that in this way they give “power”, 
or sovereignty, to data donors – the majority of which (95%) chose 
to donate “almost all the data” [104]. We argue that this specifc 
implementation is problematic. Donors get a choice but that choice 
is shaped by the researchers and not choosing (i.e., donating all 
data) is strongly incentivized; thus infuencing the voluntariness of 
the transaction and placating potential concerns such as privacy. It 
further illustrates the power, and value gain asymmetries in data 
donation. Moreover, it treats data as a commodity, failing to con-
sider that “data are people” [105]; meaning data are intertwined 
with individuals, their behavior, and social relationships [26, 32]. 
TikTok viewing history could potentially refect a person’s views 
and interests while her followers and comments could account for 
her interactions with friends and colleagues; are these worth 7$? 
Would 7$ represent a similar value to donors as a publication would 
to researchers? 

5.2 Knowledge Asymmetries around Informed 
Consent in Data Donation 

The conceptual framework (Fig. 4) illustrates how informed consent 
is treated as a single moment and static decision in data donation. 
It generally takes place when donors agree to participate in the 
research (e.g., [81, 100]) or when they transfer their data (e.g., [19, 31, 
64, 104]). Previous research extensively describes the shortcomings 
around the static nature of informed consent [20, 46, 93], especially 
considering the sensitive and obscure nature of personal digital 
trace data [32, 105]. Data donation research has recognized these 
limitations and poses meaningfully informed consent as one of its 
great challenges [29, 42, 45, 64, 65, 74, 76, 94, 100, 103]. They have 
approached it mainly by ofering data donors a choice over whether 
and which data to donate before they transfer it (Section 4.2.2). 
For instance, Boeschoten et al. [16] proposed PORT, a software 
that extracts the relevant data (e.g., visited places) from the fles 
uploaded by the potential donors (e.g., location history from Google 
Takeout) and displays an overview in the form of a table for them to 
approve (e.g., Date: January 2020, Number of Places: 24). Similarly, 
in our previous work, we [29] proposed a digital platform where 
potential donors can explore a timeline of their data (e.g., speech 
records from Google Assistant) through an interactive visualization 
and select exactly which data points they want (not) to disclose. 

Nonetheless, at the moment of informed consent, donors often 
“don’t know what they don’t know” [45] about their data and are 
unable to fully understand the implications of sharing it and to 
defne clear boundaries around it [8]. The individual-level data that 
is transferred through data donation is not only sensitive data [12, 
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19, 65, 74], but it has opaque and has unknown sensitive elements 
[32, 45, 65]. Thus, sensitivity is a characteristic of personal data that 
is not known upfront and needs to be discovered and disentangled 
from the data through a process of exploration and interpretation 
[32]. This process is not compatible with data donation approaches 
that conduct research on donors, or their data, instead of with them. 
Integrating such a process into data donation entails embedding 
informed consent into an ongoing, dynamic, and afrmative process 
[20, 46, 93]. 

5.3 Emotion, Embodiment, and Context in Data 
Donation 

The forms of data that constitute a data donation project are pri-
marily digital traces, generated or collected through people’s in-
teractions with digital products and services. Recent data dona-
tion approaches have focused on social media data from Facebook 
[19], Instagram [81, 100], TikTok [104], and YouTube [2], and data 
from wearable devices [83], connected appliances [29], and digital 
apps [12, 31, 66]. These private individual-level data have several 
qualities that render them valuable for scientifc research, they 
are structured, spatiotemporal, and rich. Nonetheless, they are de-
contextualized and unable to adequately refect people’s behavior, 
feelings, or experiences [96]; although they serve and are often 
used as a proxy for these. 

We mentioned in Section 5.1 how “data are people” [105]; re-
ferring to how the information encoded in data is deeply related 
to people and it is difcult to disassociate data from an individ-
ual. For instance, a person’s interactions with a voice assistant can 
illustrate her morning routine, interests, and concerns [32]. How-
ever, people are not data. Their experiences, feelings, and contexts 
are not entirely captured by their data. It ofers a glimpse. It is 
limited, decontextualized, open for interpretation, and potentially 
wrong or incomplete [31, 50, 51, 96]. By narrowly focusing on digi-
tal trace data, current forms of data donation exclude other forms of 
knowledge, especially people’s embodied and situated knowledge 
[26, 39], and other forms of participation, such as collaboration 
and co-creation. Data donation research has begun to address this 
limitation by integrating ways for people to augment, annotate, and 
contextualize the data; including surveys [19], manual annotations 
[81], and semi-structured interviews [29, 31]. 

6 SENSITIVE DATA DONATION: REFRAMING 
DATA DONATION 

The principles of Data Feminism raise important questions about 
the ethos and ethics of recent data donation practices. For instance, 
how current forms of data donation often neglect donors’ expec-
tations and eforts, or how these prioritize the researchers’ per-
spectives, biases, and values. While current data donation practices 
often conduct research on people’s sensitive data, Data Feminism 
highlights the importance of conducting research with people and 
their sensitive data – including a broad range of perspectives and 
participants and recognizing the specifc contexts (i.e., times, places, 
bodies, devices) where data is generated. 

In this section, we investigate how Data Feminism can inform 
an alternative form of data donation that rejects the notion of data 
as neutral and objective and assumes the importance of balanced 

participation, context, and pluralism. Specifcally, we consolidate 
the insights derived from the conceptual framework of data Dona-
tion (Section 4) and the critique (Section 5) into the fve principles 
of Sensitive Data Donation (sDD) and we integrate these princi-
ples into a fve-phase approach informed by current data donation 
practices. 

6.1 Principles of Sensitive Data Donation 
(P1) Balanced Value: This principle calls for recognizing and 

honoring donors’ contributions and eforts by intentionally 
integrating activities into the data donation process that al-
lows them to derive value. These activities could include 
acknowledgment of donors by name wherever appropriate 
[76], dedicated learning activities for donors [31], and new 
knowledge and empowerment derived through data explo-
ration resulting in data not being “about donors but theirs” 
[29]. It invites the questions: What contributions will 
donors make to the research project? What would be a 
fair beneft to donors? It derives from the “who” questions 
posed by Data Feminism around power (i.e., Who benefts 
and is neglected? Whose priorities are prioritized and over-
looked?) Furthermore, it draws from decolonial pathways 
in research that call for research results to be more relevant 
and valid to participants than to academics/reviewers [7]. 
Currently, recipients are in charge of setting up the research 
and infrastructure, while donors are involved in activities 
that enable them to transfer their data. There is labor and 
efort on both sides, and both should derive a similar value 
from their contribution [32, 48, 76]. 

(P2) Sensitive Data: This principle calls for recognizing the sen-
sitive (and/or intimate) nature of the data as a critical pre-
requisite for balanced and informed participation. Here, sen-
sitivity is understood as potentially sensitive information 
that is unknown in the data [31, 32, 45] and as sensitive pri-
vate information that must be protected and not disclosed 
[15, 29, 65, 100]. It invites the question: How can donors 
know their sensitive data and draw clear boundaries 
around its disclosure? It derives from shortcomings of 
current approaches that fail to consider the practicalities of 
donating sensitive (and/or intimate) data. Data donation fre-
quently requires people to request and receive a copy of their 
sensitive data from data controllers (Section 4.2.3). Previous 
research has demonstrated that this process is “disempow-
ering” [4, 18] as most data controllers do not fully comply 
with access and data portability requests, and when they do, 
the returned data is “often difcult to understand, impractical 
to use, and raised new questions and concerns” [18]. This reit-
erates how at the time of donation – and informed consent – 
donors “don’t know what they don’t know” [45] about their 
data and the sensitive information it contains and must be 
encouraged and supported to do so. 

(P3) Multiple Knowledge(s): This principle calls for involving 
donors in interpreting and contextualizing their data; priori-
tizing their embodied and situated knowledge. It builds upon 
previous research that strives to include donors in these ac-
tivities [29, 31]. It invites the question: How can donors 
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Recent Data Donation Approaches Sensitive Data Donation 

Data donor(s) Participate by contributing their digital 
trace data and contribute additional self-

Participate by contributing their data and can 
further participate as collaborators, situating 

reported data through surveys and anno- and interpreting the data, and co-creators, 
tations. scoping the research questions and goals. 

Sensitive Data Decontextualized digital trace data anno- Situated and contextualized digital trace data 
tated or augmented with additional self- enriched with embodied knowledge derived 
reported data. from collaboration. 

Transaction Transactional, often incentivized through Relational, promoting a similar value gain that 
fnancial compensation. harnesses the relevance of the research. 

Informed Consent Static and treated as a single moment. Dynamic and treated as an ongoing process 
that promotes an incremental understanding 
of data and accounts for its sensitive nature. 

Research Process Defned by the data recipients, prescribed Defned by the data recipients in collaboration 
and linear. One-directional information with potential donors, open-ended and itera-
fow. tive. Bi-directional information fow. 

Table 1: Comparison between recent data donation approaches and the sDD method. 

participate in interpreting, contextualizing, and situat-
ing their data? It derives from the third principle of Data 
Feminism, proposing to value multiple forms of knowledge. 
Especially in intimate research contexts where data is not 
seen as neutral or objective; but as prompt and support for 
subjective and situated inquiry. For instance, Tolmie et al. 
[96] demonstrated how the assumption that people’s every-
day interactions could be “read of” from sensor data inside 
their homes is fawed; they argue interpretation and contex-
tualization are key when relying on data to reconstruct an 
otherwise incomplete human experience. 

(P4) Ongoing Consent: This principle calls for embedding in-
formed consent as an ongoing incremental process that ac-
counts for donors’ preferences regarding participation and 
disclosure of sensitive information over time. It invites the 
question: How can donors be empowered to increas-
ingly know their sensitive data and identify whether 
and what information to disclose? It derives from the 
obscure nature of digital-trace data [32, 43, 45] and the need 
to promote data sovereignty and meaningful choice in data 
donation [15, 43, 64]. Explicit informed consent is an ethical 
and legal requirement for research involving human partici-
pants and a prerequisite for processing sensitive data under 
the GDPR [27, Art. 9]. It requires that donors understand 
how and why their data will be used and the advantages, 
disadvantages, and potential risks, associated with it [67], 
which is challenging due to the nature of the data and the 
potential sensitive information it contains or could reveal 
[29, 45]. Thus, it must be approached as an ongoing process 
and not as a single instance [29, 46]. 

(P5) Shared Goals: This principle calls for supporting diferent 
degrees of participation in data donation (i.e., contributors, 
collaborators, and co-creators [89]) and inviting interested 
potential donors to relate to and shape the research project 
and goals from the start. It invites the question: How could 

donors play a more active role in data donation re-
search projects? It draws from participatory traditions on 
HCI and Design research calling for people’s power and 
agency throughout the (design research) process [21, 49, 56]. 
It underlines the limited participation of donors in data dona-
tion research (Section 4.2.3) and how it bounds the questions 
and contexts that are investigated and prioritized. These are 
often relevant to individual donors and their communities. 
Thus, their perspectives could be valuable to the research(ers) 
and should be included throughout the process. 

In Figure 1, we synthesize the fve principles into a conceptual 
framework of Sensitive Data Donation. In Table 1, we summarize 
the fve principles and contrast them with recent approaches to 
data donation. 

6.2 Sensitive Data Donation Approach 
We integrate the fve principles into a fve-phase approach5, rep-
resented visually in Figure 5. These phases stem from how pre-
vious research has approached and applied data donation (e.g., 
[15, 30, 31, 81, 100]) and how the fve principles can be implemented 
in practice. Each phase includes a procedural principle related to 
ethical data practices. 

(1) Identify, prepare, and communicate: Researchers and 
potential donors co-create and scope the research questions 
and goals and co-defne the value-gain strategy, data needs, 
and how these can be fexible enough to suit individual pref-
erences. This requires researchers to explicitly consider how 
potential donors can derive value from their participation 
and change how they conceive the data needs of a given 
project: from not receiving donations from individuals who 
decide to partly share their data [15] to defning practices 
that support data sovereignty and preparing to use partial 
and messy datasets. Additionally, researchers invite potential 
donors to participate in the research. Here, we incorporate 

5We empirically apply this approach, with a focus on participation, in Gómez Ortega 
et al. [33] 
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Data Recipient(s)
Data Donor as Contributor
Data Donor as Collaborator
Data Donor as Co-creator

Phase Participants

Informed Consent
Donors (re)assess participation

Identify, Prepare and 
Communicate 

(P1) (P2) (P5)

Request and Receive Data 
(P1) (P2) 

Upload, Explore and 
Curate Data
(P1) (P2) (P4)

Transfer Data
(P2) (P3) (P4)

Contextualize and 
Further Identify Data
(P1) (P2) (P3) (P4) (P5)

Figure 5: Five phases of Sensitive Data Donation illustrating how they relate to the principles (P1-5) and donors’ involvement 
across diferent degrees of participation. 

the procedural principle of inclusion by allowing potential 
donors to shape the research process and incorporate their 
perspectives [57, 78]. 

(2) Request and receive data: Potential donors respond to re-
searchers’ invitation by following the steps to request and ob-
tain a copy of their data from data controllers, with assistance 
from researchers if necessary. This requires researchers to 
become familiar with the practicalities of the process and be 
available to guide and support as well as to clarify questions 
about the research process and goals. Here, we incorporate 
the procedural principle of transparency by clearly com-
municating why and how data will be used, and the benefts 
and risks associated with participation [57, 78, 98, 100]. 

(3) Upload, explore, and curate data: Researchers support po-
tential donors to autonomously explore and draw boundaries 
around their data and the information they wish to disclose 
before they disclose it. This requires researchers to facilitate 
potential donors’ interaction with their data even before they 
become research participants by making the (opaque) data 
visible, inspectable, and easy to understand and manipulate. 
In doing so, they encourage and support donors to engage 
with the content and characteristics of their data and refect 
on what is sensitive about them. Here, we incorporate the 
procedural principle of privacy as boundary management 
[73] and contextual integrity [63] by explicitly inviting in-
dividuals to defne where sensitive information resides and 
limiting its disclosure. 

(4) Transfer data: Donors transfer (a part of) their data to 
researchers – after having explored and defned clear bound-
aries around it – and consent to their participation in the 
research; they can (re)evaluate their consent from this point 
onward. Additionally, they decide on their preferred de-
gree of participation (i.e., contributors, collaborators, and 
co-creators [89]). This requires researchers to delay the frst 
moment of informed consent and the actual data donation 

until donors have explored the data. Here, we incorporate 
the procedural principle of autonomy by explicitly enabling 
individuals to determine whether and what data they wish 
to donate and how they wish to participate [31, 43, 57]. 

(5) Contextualize and further identify data: Donors par-
ticipating as collaborators and co-creators are invited to 
interpret and contextualize their data with the researchers, 
(re)evaluate their participation (i.e., confrm or revoke con-
sent), and further scope the research questions and direc-
tions. This requires researchers to prepare and represent the 
data as a tool to elicit and invite multiple forms of knowl-
edge and to communicate the progress and directions of the 
research. Here, we incorporate the procedural principle of 
accountability: researchers ought to inform donors about 
the process, progress, and limitations of the research, and 
deliver on the expected ways to provide value [31, 58, 60, 78]. 

7 DISCUSSION 
In this paper, we develop and propose Sensitive Data Donation 
(sDD), a data donation method that rejects the notion of data as 
neutral and objective and assumes the importance of balanced 
participation with data; which requires engaging with its sensitivity 
from the start. It can be applied by designers and HCI researchers 
aiming to (1) understand and interrogate the use and implications 
of data artifacts, where delving into data and its situatedness can 
illustrate patterns of (mis)use and potential alternatives; (2) better 
design data artifacts and the interactions between people and their 
data, where contextualizing and problematizing existing data can 
motivate alternatives; and (3) investigate a design research question 
through data; where carefully managed data can be a window into 
sensitive and intimate domains. 

In this section, we discuss the implications of the sDD method, 
provide recommendations on how to apply it in practice, and refect 
on its limitations and future challenges. 
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7.1 Refecting on Sensitive Data Donation 
Sensitive Data Donation (sDD) builds upon principles and prac-
tices described in the data donation literature. These include Jones’ 
[45] incongruities around data awareness, underlining how donors 
“don’t know what they don’t know”, approaches inviting donors to 
interpret and contextualize data [29, 31], implementations of data 
donation platforms and systems [9, 16, 81], and legal and ethical 
considerations [19, 43, 64]. Contrasting with recent approaches, it 
stems from and advocates for a diferent way of thinking about 
data. When applying sDD the goal is not to achieve ecological va-
lidity [81, 100] or generalizability [15, 94] but to foreground the 
content and characteristics of data and how it relates to individuals’ 
knowledge and experiences in a given (intimate) context. 

The method starts with a research question or goal that is scoped 
in collaboration with potential donors. Here, the initial research(ers) 
goals are present; yet they expand to incorporate people’s interests, 
preferences, and experiences. This invites reconsidering how the 
data needs of a project are conceived: from fxed to fexible criteria 
encouraging choices. Similarly, it invites to understand successful 
participation in terms of power, agency, and the relevance of the 
research instead of participation compliance, or the willingness 
to follow the procedure related to participation (e.g., [12, 15, 66]). 
Echoing decolonial pathways in design and HCI, sDD invites de-
signers and researchers to “Reconsider the How and Changing the For 
Whom" [7] throughout data-mediated processes and partnerships. 

The method promotes diferent degrees of participation (i.e., con-
tributors, collaborators, and co-creators [89]), which might result 
in diverse datasets, as these are created from boundaries and explo-
ration and account diferently for contextual factors around data. 
Consequently, the resulting data might not always be “complete” 
nor situated and contextualized. This might also be inconvenient, 
and opposite to the tidy and clean datasets expected in most data 
science projects [26, 80]. Similar to D’Ignazio and Klein [26] who 
argue that the process of cleaning and tidying data “can be a de-
structive rather than constructive act”, we argue that sDD requires 
embracing the messiness and heterogeneity of data and determining 
what data is useful and when. 

Further, the research process defned by sDD is intended to be 
useful beyond the resulting datasets or outcomes of the data analy-
sis; by inviting individuals to engage with and explore their sensi-
tive data. This underlines the importance of deliberately supporting 
people in rendering their opaque data visible as a prerequisite for 
transferring it, and throughout the research process. This process 
might lead (potential) donors to re-consider their preferences and 
decisions. Thus, we echo previous research (e.g., [20, 46, 93]) ad-
vocating for continuous and dynamic consent processes in data 
donation and similar practices that entail transactions of personal 
data, where participants are supported in understanding their data 
and its implications and continuously invited to (re)assess their 
participation. We acknowledge that this process might lead to slow-
ing down, and feelings of discomfort or creepiness [90], opposite 
to what is enabled through other data collection methods that are 
prioritized by researchers (e.g., crowdsourcing, web scrapping). 
Additionally, this process could be perceived as burdensome, yet, 
with the sDD method, we don’t necessarily aim to reduce efort 
but to increase attention and understanding. We position it as a 

slow method both for researchers and participants. For researchers, 
the data is not available in minutes or days but through a lengthy 
iterative process. For participants, the incentive is not to complete 
a task as quickly as possible to get a (fnancial) reward instead they 
are invited to slow down, pay attention, and engage with their data. 
We join Gould [35] in questioning: Do we need speed? Further, 
referring back to the principles of Data Feminism [26], we question: 
Whose priorities are prioritized when prioritizing speed? 

7.2 Practical Recommendations: Applying 
Sensitive Data Donation 

We provide the following practical recommendations for designers 
and researchers aiming to apply the principles of Sensitive Data 
Donation: 

• Balanced Value: What non-transactional forms of value can 
we ofer donors? This question can be daunting – as we are 
used to the convenience of monetary incentives, yet it can be 
answered in collaboration with (potential) donors. If possible, 
we recommend (co-)defning value-gain strategies that align 
with the research activities and that harness our abilities 
as designers or researchers. For instance, these could take 
the form of a personal data representation or the knowledge 
derived from interacting with project stakeholders. 

• Sensitive Data: How can we support donors in the explo-
ration and interpretation of their data? We recommend draw-
ing from the methods and practices described in the liter-
ature on data interpretation and human-data interaction 
(e.g., [50, 75, 96]). For instance, developing interactive tools 
where potential donors can explore their data before decid-
ing whether and what to donate. 

• Multiple Knowledge(s): What knowledge(s) other than 
data could we incorporate into the research process? Through 
which activities? We recommend building upon designerly 
methods where personal data is used as a probe to elicit refec-
tion and interpretation during workshops, semi-structured 
interviews, and narratives (e.g., [17, 24, 34]). These have 
been successfully incorporated into data donation practices 
[29, 31]. 

• Ongoing Consent: How can we proactively invite donors to 
re-assess their participation? Research processes involving 
human participants already include the possibility for them 
to withdraw from the research; however, most of them do 
not. We recommend proactively reminding donors of this 
option throughout the research activities, and maintaining 
a bi-lateral communication where they can receive updates 
about the project and how their data is being used. 

• Shared Goals: When should we involve (potential) donors 
in the research process? We recommend doing so as early 
as possible and allowing their involvement to shape the re-
search questions and other considerations. Additionally, we 
recommend familiarizing donors with the timelines of re-
search processes and the diferent activities they entail – such 
as interacting with Human Research Ethics Committees. 
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7.3 Limitations and Future Challenges of 
Sensitive Data Donation 

We discuss the limitations and future challenges of each phase of 
the sDD method. 

• Identify, Prepare and Communicate: Scoping the re-
search questions, objectives, and data needs with potential 
donors requires their active involvement. Yet, not all individ-
uals can or wish to participate in this process; which might 
limit the perspectives included in the early stages of the 
research – for example, by only including those of highly 
motivated participants. How can we best involve diverse per-
spectives and participants? Future research should explore 
how research projects can include and accommodate diverse 
voices and experiences early and throughout the process. 

• Request and Receive Data: Several factors limit people’s 
willingness and ability to donate personal data. For instance, 
owning a specifc device, having used the device for a given 
time, having sufcient digital abilities to request and transfer 
the data, and having sufcient trust in the research, among 
others. Thus, a group of donors might likely difer from 
one recruited through diferent means (e.g., crowdsourcing) 
or responding to diferent incentives (e.g., money); which 
might bias the research process and outcomes. How can we 
recognize these biases? Future research should propose tools 
for researchers and participants in collaborative projects to 
refect on their positionality and biases. 

• Upload, Explore, and Curate Data: Recent approaches 
to data donation represent data in tabular form [9, 16] and 
through interactive data visualizations [29, 31]. What are 
best practices when supporting autonomous data explo-
ration? Future research should evaluate how to best (re)present 
data to donors. 

• Transfer Data: We propose to delay the initial moment of 
informed consent until after donors are invited to explore 
their data. However, inviting them to explore and inspect 
their data does not mean they will. Does this limit their initial 
ability to assess and consent to their participation at the time 
of the transaction? Future research should explore how to 
implement and disseminate dynamic consent modes. 

• Contextualise, and Further Identify Data: What hap-
pens after data donation? There are critical open challenges 
around these activities. For instance: What happens to do-
nated data after the end of a project? How can donors guaran-
tee that (all copies) of their data are deleted? Future research 
should propose considerations on how to conclude sensitive 
data donation projects and handle the private sensitive data 
that results from them. 

8 CONCLUSION 
In this paper, we developed and proposed an alternative form of data 
donation – the Sensitive Data Donation method. Through a scoping 
literature review, we explored the actors, concepts, and practices in-
volved in current forms of data donation and we synthesized these 
into a conceptual framework. We used the conceptual framework as 
a starting point to challenge and critique recent approaches to data 
donation through the principles of Data Feminism. We consolidated 

the insights derived from the scoping review and the critique into 
fve principles of Sensitive Data Donation: Balanced Value, Sensi-
tive Data, Multiple Knowledge(s), Ongoing Consent, and Shared 
Goals. Through these principles, we advocate for a diferent way 
of thinking about and approaching data in participatory design 
research projects. 

CREDIT STATEMENT 
Alejandra Gómez Ortega: Conceptualization, Methodology, For-
mal Analysis, Data Curation, Writing - Original Draft, Writing -
Review & Editing, Visualization, Project Administration. Jacky 
Bourgeois: Resources. Gerd Kortuem: Formal Analysis, Writing -
Review & Editing. 

ACKNOWLEDGMENTS 
We thank Di Yan, Garoa Gomez Beldarrain, Hosana Morales Or-
nelas, James Broadhead, Jef, Love, Roos Teeuwen, Samuel Kernan 
Freire, Uğur Genç, Vasileios Milias, and Wo Meijer, for their valu-
able feedback on earlier versions of this manuscript. We also thank 
the anonymous reviewers for their critical and careful comments 
that helped strengthen this paper. 

REFERENCES 
[1] 2015. Incentivizing data donation. Nature Biotechnology 33, 9 (2015), 885. 

https://doi.org/10.1038/nbt.3341 
[2] Algorithm Watch. 2021. DataSkop: Investigating YouTube’s algorithm dur-

ing Germany’s election campaign. https://algorithmwatch.org/en/dataskop-
investigating-youtubes-algorithm-during-germanys-election-campaign/ 

[3] AlgorithmWatch. 2023. What does TikTok know about you? Data donations 
deliver answers! https://algorithmwatch.org/en/what-tiktok-knows-about-
you-data-donations/ 

[4] Fatemeh Alizadeh, Timo Jakobi, Jens Boldt, and Gunnar Stevens. 2019. GDPR-
Reality Check on the Right to Access Data. In Proceedings of Mensch und Com-
puter 2019. ACM, New York, NY, USA, 811–814. https://doi.org/10.1145/3340764. 
3344913 

[5] Teresa Almeida, Rob Comber, and Madeline Balaam. 2016. HCI and intimate care 
as an agenda for change in women’s health. In Conference on Human Factors in 
Computing Systems - Proceedings. Association for Computing Machinery (ACM), 
San Jose, CA, USA, 2599–2611. https://doi.org/10.1145/2858036.2858187 

[6] Irwin Altman. 1975. The Environment and Social Behaviour: Privacy, Personal 
Space, Territory and Crowding. ERIC. 

[7] Adriana Alvarado Garcia, Juan F. Maestre, Manuhuia Barcham, Marilyn Iriarte, 
Marisol Wong-Villacres, Oscar A. Lemus, Palak Dudani, Pedro Reynolds-Cuéllar, 
Ruotong Wang, and Teresa Cerratto Pargman. 2021. Decolonial Pathways: Our 
Manifesto for a Decolonizing Agenda in HCI Research and Design. Conference 
on Human Factors in Computing Systems - Proceedings (2021). https://doi.org/ 
10.1145/3411763.3450365 

[8] Adam J Andreotta, Nin Kirkham, and Marco Rizzi. 2021. AI, big data, and 
the future of consent. AI & SOCIETY 37, 2015 (8 2021), 1715–1728. https: 
//doi.org/10.1007/s00146-021-01262-5 

[9] T. Araujo, J. Ausloos, W. van Atteveldt, F. Loecherbach, J. Moeller, J. Ohme, D. 
Trilling, B. van de Velde, C. de Vreese, and K. Wellbers. 2022. OSD2F: An Open-
Source Data Donation Framework. Computational Communication Research 4, 2 
(2022). https://doi.org/10.5117/CCR2022.2.001.ARAU 

[10] Shaowen Bardzell. 2010. Feminist HCI: Taking stock and outlining an agenda 
for design. Conference on Human Factors in Computing Systems - Proceedings 2 
(2010), 1301–1310. https://doi.org/10.1145/1753326.1753521 

[11] Shaowen Bardzell and Jefrey Bardzell. 2011. Towards a feminist HCI methodol-
ogy: Social science, feminism, and HCI. In Conference on Human Factors in Com-
puting Systems - Proceedings. 675–684. https://doi.org/10.1145/1978942.1979041 

[12] Susanne E. Baumgartner, Sindy R. Sumter, Vladislav Petkevič, and Wisnu Wirad-
hany. 2022. A Novel iOS Data Donation Approach: Automatic Processing, 
Compliance, and Reactivity in a Longitudinal Study. Social Science Computer 
Review 0, 0 (2022), 1–17. https://doi.org/10.1177/08944393211071068 

[13] Matthew Bietz, Kevin Patrick, and Cinnamon Bloss. 2019. Data Donation as a 
Model for Citizen Science Health Research. Citizen Science: Theory and Practice 
4, 1 (3 2019), 1–11. https://doi.org/10.5334/cstp.178 

[14] Sina Blassnig, Eliza Mitova, Nico Pffner, and Michael V. Reiss. 2023. Googling 
Referendum Campaigns: Analyzing Online Search Patterns Regarding Swiss 

2431

https://doi.org/10.1038/nbt.3341
https://algorithmwatch.org/en/dataskop-investigating-youtubes-algorithm-during-germanys-election-campaign/
https://algorithmwatch.org/en/dataskop-investigating-youtubes-algorithm-during-germanys-election-campaign/
https://algorithmwatch.org/en/what-tiktok-knows-about-you-data-donations/
https://algorithmwatch.org/en/what-tiktok-knows-about-you-data-donations/
https://doi.org/10.1145/3340764.3344913
https://doi.org/10.1145/3340764.3344913
https://doi.org/10.1145/2858036.2858187
https://doi.org/10.1145/3411763.3450365
https://doi.org/10.1145/3411763.3450365
https://doi.org/10.1007/s00146-021-01262-5
https://doi.org/10.1007/s00146-021-01262-5
https://doi.org/10.5117/CCR2022.2.001.ARAU
https://doi.org/10.1145/1753326.1753521
https://doi.org/10.1145/1978942.1979041
https://doi.org/10.1177/08944393211071068
https://doi.org/10.5334/cstp.178


Sensitive Data Donation DIS ’24, July 01–05, 2024, IT University of Copenhagen, Denmark 

Direct-Democratic Votes. Media and Communication 11, 1 (2023), 19–30. https: 
//doi.org/10.17645/mac.v11i1.6030 

[15] Laura Boeschoten, Jef Ausloos, Judith E. Möller, Theo Araujo, and Daniel L. 
Oberski. 2022. A framework for privacy preserving digital trace data collection 
through data donation. Computational Communication Research 4, 2 (2022), 
388–423. https://doi.org/10.5117/ccr2022.2.002.boes 

[16] Laura Boeschoten, Adriënne Mendrik, Emiel van der Veen, Jeroen Vloothuis, 
Haili Hu, Roos Voorvaart, and Daniel L. Oberski. 2022. Privacy-preserving 
local analysis of digital trace data: A proof-of-concept. Patterns 3, 3 (2022). 
https://doi.org/10.1016/j.patter.2022.100444 

[17] Sander Bogers, Joep Frens, Janne van Kollenburg, Eva Deckers, and Caroline 
Hummels. 2016. Connected Baby Bottle. In Proceedings of the 2016 ACM Con-
ference on Designing Interactive Systems. ACM, New York, NY, USA, 301–311. 
https://doi.org/10.1145/2901790.2901855 

[18] Alex Bowyer, Jack Holt, Josephine Go Jeferies, Rob Wilson, David Kirk, and 
Jan David Smeddinck. 2022. Human-GDPR Interaction: Practical Experiences 
of Accessing Personal Data. In CHI Conference on Human Factors in Computing 
Systems. ACM, New York, NY, USA, 1–19. https://doi.org/10.1145/3491102. 
3501947 

[19] Johannes Breuer, Zoltán Kmetty, Mario Haim, and Sebastian Stier. 2022. User-
centric approaches for collecting Facebook data in the ‘post-API age’: experi-
ences from two studies and recommendations for future research. Information, 
Communication & Society (7 2022), 1–20. https://doi.org/10.1080/1369118X. 
2022.2097015 

[20] Barry A.T. Brown, Abigail J. Sellen, and Kenton P. O’Hara. 2000. A diary study of 
information capture in working life. Conference on Human Factors in Computing 
Systems - Proceedings 2, 1 (2000), 438–445. https://doi.org/10.1145/332040.332472 

[21] Spinuzzi Clay. 2005. The methodology of participatory design. Technical Com-
munication 52, 2 (2005), 163–174. 

[22] Andy Crabtree, Peter Tolmie, and Will Knight. 2017. Repacking ‘Privacy’ for 
a Networked World. Computer Supported Cooperative Work: CSCW: An Inter-
national Journal 26, 4-6 (2017), 453–488. https://doi.org/10.1007/s10606-017-
9276-y 

[23] Audrey Desjardins, Jena McWhirter, Justin Petelka, Chandler Simon, Yuna Shin, 
Ruby K. Peven, and Philbert Widjaja. 2023. On the Making of Alternative Data 
Encounters: The Odd Interpreters. Conference on Human Factors in Computing 
Systems - Proceedings (2023). https://doi.org/10.1145/3544548.3581323 

[24] Audrey Desjardins and Heidi R. Biggs. 2021. Data Epics. In In Proceedings of the 
2021 CHI Conference on Human Factors in Computing Systems (CHI ’21). 1–17. 
https://doi.org/10.1145/3411764.3445241 

[25] Daniel Diethei, Jasmin Niess, Carolin Stellmacher, Evropi Stefanidi, and Johannes 
Schöning. 2021. Sharing Heartbeats: Motivations of Citizen Scientists in Times of 
Crises. In Proceedings of the 2021 CHI Conference on Human Factors in Computing 
Systems, Vol. 2020. ACM, New York, NY, USA, 1–15. https://doi.org/10.1145/ 
3411764.3445665 

[26] Catherine D’Ignazio and Lauren F. Klein. 2020. Data Feminism. MIT Press. 328 
pages. https://doi.org/10.7551/mitpress/11805.001.0001 

[27] European Parliament. 2018. General Data Protection Regulation (GDPR). https: 
//gdpr.eu/ 

[28] Sandra Gabriele and Sonia Chiasson. 2020. Understanding Fitness Tracker Users’ 
Security and Privacy Knowledge, Attitudes and Behaviours. In Conference on 
Human Factors in Computing Systems - Proceedings. Association for Computing 
Machinery, New York, NY, USA, 1–12. https://doi.org/10.1145/3313831.3376651 

[29] Alejandra Gomez Ortega, Jacky Bourgeois, Wiebke Toussaint Hutiri, and 
Gerd Kortuem. 2023. Beyond data transactions: a framework for meaning-
fully informed data donation. AI and Society 0123456789 (2023). https: 
//doi.org/10.1007/s00146-023-01755-5 

[30] Alejandra Gomez Ortega, Jacky Bourgeois, and Gerd Kortuem. 2021. Towards 
Designerly Data Donation. In UbiComp/ISWC 2021 - Adjunct Proceedings of 
the 2021 ACM International Joint Conference on Pervasive and Ubiquitous Com-
puting and Proceedings of the 2021 ACM International Symposium on Wearable 
Computers. Association for Computing Machinery (ACM), Virtual, 496–501. 
https://doi.org/10.1145/3460418.3479362 

[31] Alejandra Gómez Ortega, Jacky Bourgeois, and Gerd Kortuem. 2022. Recon-
structing Intimate Contexts through Data Donation: A Case Study in Menstrual 
Tracking Technologies. In Nordic Human-Computer Interaction Conference. ACM, 
New York, NY, USA, 1–12. https://doi.org/10.1145/3546155.3546646 

[32] Alejandra Gómez Ortega, Jacky Bourgeois, and Gerd Kortuem. 2023. What is 
Sensitive About ( Sensitive ) Data ? Characterizing Sensitivity and Intimacy with 
Google Assistant Users. In Proceedings of the 2023 CHI Conference on Human 
Factors in Computing Systems (CHI ’23). Association for Computing Machinery. 
https://doi.org/10.1145/3544548.3581164 

[33] Alejandra Gómez Ortega, Jacky Bourgeois, and Gerd Kortuem. 2024. Participa-
tion in Data Donation: Co-Creative, Collaborative, and Contributory Engage-
ments with Athletes and their Intimate Data. In In Proceedings of the 2024 ACM 
Designing Interactive Systems Conference (DIS ’24), July 1–5, 2024, IT University 
of Copenhagen, Denmark. 1–14. https://doi.org/10.1145/3643834.3661503 

[34] Katerina Gorkovenko, Daniel J Burnett, James Thorp, Daniel Richards, and 
Dave Murray-Rust. 2019. Supporting Real-Time Contextual Inquiry Through 
Sensor Data Supporting Real-Time Contextual Inquiry Through Sensor Data. In 
Ethnographic Praxis in Industry Conference Proceedings. Edinburgh, UK, 1–29. 

[35] Sandy J. J. Gould. 2022. Consumption experiences in the research process. In 
CHI Conference on Human Factors in Computing Systems. ACM, New York, NY, 
USA, 1–17. https://doi.org/10.1145/3491102.3502001 

[36] Ruth W. Grant and Jeremy Sugarman. 2004. Ethics in human subjects research: 
Do incentives matter? Journal of Medicine and Philosophy 29, 6 (2004), 717–738. 
https://doi.org/10.1080/03605310490883046 

[37] Konstantinos Grivas. 2006. Digital Selves: Devices for intimate communications 
between homes. Personal and Ubiquitous Computing 10, 2-3 (2006), 66–76. 
https://doi.org/10.1007/s00779-005-0003-1 

[38] Ernst Hafen. 2019. Personal Data Cooperatives – A New Data Governance 
Framework for Data Donations and Precision Health. The Ethics of Medical 
Data Donation. Philosophical Studies Series 137 (2019). 

[39] Donna Haraway. 1988. Situated Knowledges : The Science Question in Feminism 
and the Privilege of Partial Perspective. Feminist Studies 14, 3 (1988), 575–599. 

[40] Karey Helms. 2019. Do you have to pee? A design space for intimate and somatic 
data. In DIS 2019 - Proceedings of the 2019 ACM Designing Interactive Systems 
Conference. Association for Computing Machinery (ACM), San Diego, CA, USA, 
1209–1222. https://doi.org/10.1145/3322276.3322290 

[41] Kirsten Hillebrand, Lars Hornuf, Benjamin Müller, and Daniel Vrankar. 2023. 
The social dilemma of big data: Donating personal data to promote social welfare. 
Information and Organization 33, 1 (2023), 100452. https://doi.org/10.1016/j. 
infoandorg.2023.100452 

[42] Yasemin Hirst, Sandro T. Stofel, Hannah R. Brewer, Lada Timotijevic, 
Monique M. Raats, and James M. Flanagan. 2022. Understanding Public Atti-
tudes and Willingness to Share Commercial Data for Health Research: A Survey 
Study in the United Kingdom (Preprint). JMIR Public Health and Surveillance 9 
(2022). https://doi.org/10.2196/40814 

[43] Patrik Hummel, Matthias Braun, and Peter Dabrock. 2019. Data Donations 
as Exercises of Sovereignty. In Philosophical Studies Series. Vol. 137. Springer 
International Publishing, Cham, 23–54. https://doi.org/10.1007/978-3-030-
04363-6{_}3 

[44] Yosef Jabareen. 2009. Building a Conceptual Framework: Philosophy, Defnitions, 
and Procedure. International Journal of Qualitative Methods 8, 4 (2009), 49–62. 
https://doi.org/10.1177/160940690900800406 

[45] Kerina H. Jones. 2019. Incongruities and Dilemmas in Data Donation: Juggling 
Our 1s and 0s. In Philosophical Studies Series. Vol. 137. 75–93. https://doi.org/ 
10.1007/978-3-030-04363-6{_}5 

[46] Jane Kaye, Edgar A. Whitley, David Lund, Michael Morrison, Harriet Teare, 
and Karen Melham. 2015. Dynamic consent: a patient interface for twenty-frst 
century research networks. European Journal of Human Genetics 23, 2 (2 2015), 
141–146. https://doi.org/10.1038/ejhg.2014.71 

[47] Jenny Krutzinna and Luciano Floridi. 2019. Ethical Medical Data Donation: A 
Pressing Issue. Philosophical Studies Series 137 (2019), 1–6. https://doi.org/10. 
1007/978-3-030-04363-6{_}1 

[48] Jenny Krutzinna, Mariarosaria Taddeo, and Luciano Floridi. 2019. An Ethical 
Code for Posthumous Medical Data Donation. In Philosophical Studies Series. 
Vol. 137. 181–195. https://doi.org/10.1007/978-3-030-04363-6{_}12 

[49] S. Kuhn and M.J. Muller. 1993. Participatory design. Commun. ACM 36, 4 (1993), 
25–28. https://doi.org/10.1007/978-3-642-29006-0{_}8 

[50] Albrecht Kurze, Andreas Bischof, Sören Totzauer, Michael Storz, Maximilian 
Eibl, Margot Brereton, and Arne Berger. 2020. Guess the Data: Data Work to 
Understand How People Make Sense of and Use Simple Sensor Data from Homes. 
In Proceedings of the 2020 CHI Conference on Human Factors in Computing Systems. 
ACM, New York, NY, USA, 1–12. https://doi.org/10.1145/3313831.3376273 

[51] Hyosun Kwon, Joel E. Fischer, Martin Flintham, and James Colley. 2018. The 
Connected Shower. Proceedings of the ACM on Interactive, Mobile, Wearable and 
Ubiquitous Technologies 2, 4 (12 2018), 1–22. https://doi.org/10.1145/3287054 

[52] Yin Liu, Zheng Song, and Eli Tilevich. 2017. Querying invisible objects: Sup-
porting data-driven, privacy-preserving distributed applications. In Proceed-
ings of the 14th International Conference on Managed Languages and Run-
times. Association for Computing Machinery, Prague, Czech Republic, 60–72. 
https://doi.org/10.1145/3132190.3132206 

[53] Yanni Loukissas. 2022. All Data Are Local: Thinking Critically in a Data-Driven 
Society. The MIT Press. 

[54] Sandra Maria Correia Loureiro, Enav Friedmann, Michael Breazeale, and Ivo 
Middendorf. 2023. How can brands encourage consumers to donate data to 
a data-driven social partnership? An examination of hedonic vs. functional 
categories. Journal of Business Research 164, April 2022 (2023), 113958. https: 
//doi.org/10.1016/j.jbusres.2023.113958 

[55] Sandra Maria Correia Loureiro, Enav Friedmann, Michael Breazeale, and Ivo 
Middendorf. 2023. How can brands encourage consumers to donate data to 
a data-driven social partnership? An examination of hedonic vs. functional 
categories. Journal of Business Research 164, April (2023), 113958. https://doi. 
org/10.1016/j.jbusres.2023.113958 

2432

https://doi.org/10.17645/mac.v11i1.6030
https://doi.org/10.17645/mac.v11i1.6030
https://doi.org/10.5117/ccr2022.2.002.boes
https://doi.org/10.1016/j.patter.2022.100444
https://doi.org/10.1145/2901790.2901855
https://doi.org/10.1145/3491102.3501947
https://doi.org/10.1145/3491102.3501947
https://doi.org/10.1080/1369118X.2022.2097015
https://doi.org/10.1080/1369118X.2022.2097015
https://doi.org/10.1145/332040.332472
https://doi.org/10.1007/s10606-017-9276-y
https://doi.org/10.1007/s10606-017-9276-y
https://doi.org/10.1145/3544548.3581323
https://doi.org/10.1145/3411764.3445241
https://doi.org/10.1145/3411764.3445665
https://doi.org/10.1145/3411764.3445665
https://doi.org/10.7551/mitpress/11805.001.0001
https://gdpr.eu/
https://gdpr.eu/
https://doi.org/10.1145/3313831.3376651
https://doi.org/10.1007/s00146-023-01755-5
https://doi.org/10.1007/s00146-023-01755-5
https://doi.org/10.1145/3460418.3479362
https://doi.org/10.1145/3546155.3546646
https://doi.org/10.1145/3544548.3581164
https://doi.org/10.1145/3643834.3661503
https://doi.org/10.1145/3491102.3502001
https://doi.org/10.1080/03605310490883046
https://doi.org/10.1007/s00779-005-0003-1
https://doi.org/10.1145/3322276.3322290
https://doi.org/10.1016/j.infoandorg.2023.100452
https://doi.org/10.1016/j.infoandorg.2023.100452
https://doi.org/10.2196/40814
https://doi.org/10.1007/978-3-030-04363-6{_}3
https://doi.org/10.1007/978-3-030-04363-6{_}3
https://doi.org/10.1177/160940690900800406
https://doi.org/10.1007/978-3-030-04363-6{_}5
https://doi.org/10.1007/978-3-030-04363-6{_}5
https://doi.org/10.1038/ejhg.2014.71
https://doi.org/10.1007/978-3-030-04363-6{_}1
https://doi.org/10.1007/978-3-030-04363-6{_}1
https://doi.org/10.1007/978-3-030-04363-6{_}12
https://doi.org/10.1007/978-3-642-29006-0{_}8
https://doi.org/10.1145/3313831.3376273
https://doi.org/10.1145/3287054
https://doi.org/10.1145/3132190.3132206
https://doi.org/10.1016/j.jbusres.2023.113958
https://doi.org/10.1016/j.jbusres.2023.113958
https://doi.org/10.1016/j.jbusres.2023.113958
https://doi.org/10.1016/j.jbusres.2023.113958


DIS ’24, July 01–05, 2024, IT University of Copenhagen, Denmark Gómez Ortega, et al. 

[56] Tuuli Mattelmäki and Froukje Sleeswijk Visser. 2011. Lost in Co-X: Interpre-
tations of Co-design and Co-creation. In In Proceedings of IASDR2011, the 4th 
World Conference on Design Research, N Roozenburg, LL Chen, and PJ Stappers 
(Eds.). TU DElft/IASDR, Delft, The Netherlands, 1–12. http://designresearch.f/ 
courses/ds11/wp-content/uploads/2011/10/Mattelmaki_Lost-in-CoX_fn1.pdf 

[57] Matthew S. McCoy, Anita L. Allen, Katharina Kopp, Michelle M. Mello, D. J. Patil, 
Pilar Ossorio, Steven Jofe, and Ezekiel J. Emanuel. 2023. Ethical Responsibilities 
for Companies That Process Personal Data. American Journal of Bioethics 23, 11 
(2023), 11–23. https://doi.org/10.1080/15265161.2023.2209535 

[58] Matthew S. McCoy, Anita L. Allen, Katharina Kopp, Michelle M. Mello, D. J. Patil, 
Pilar Ossorio, Steven Jofe, and Ezekiel J. Emanuel. 2023. Ethical Responsibilities 
for Companies That Process Personal Data. American Journal of Bioethics 23, 11 
(2023), 11–23. https://doi.org/10.1080/15265161.2023.2209535 

[59] Maryam Mehrnezhad and Teresa Almeida. 2021. Caring for intimate data in 
fertility technologies. In Conference on Human Factors in Computing Systems -
Proceedings. Association for Computing Machinery (ACM), Yokohama, Japan, 
11. https://doi.org/10.1145/3411764.3445132 

[60] Brent Daniel Mittelstadt and Luciano Floridi. 2016. The Ethics of Big Data: 
Current and Foreseeable Issues in Biomedical Contexts. Science and Engineering 
Ethics 22, 2 (2016), 303–341. https://doi.org/10.1007/s11948-015-9652-2 

[61] Ada Ng, Ashley Marie Walker, Laurie Wakschlag, Nabil Alshurafa, and Madhu 
Reddy. 2022. Understanding Self-Tracked Data from Bounded Situational Con-
texts. (2022), 1684–1697. https://doi.org/10.1145/3532106.3533498 

[62] Philip J Nickel. 2019. The Ethics of Uncertainty for Data Subjects. The Ethics of 
Medical Data Donation. Philosophical Studies Series. 137 (2019). 

[63] Helen Nissenbaum. 2004. Privacy as Contextual Integrity. Washington Law 
Review 79, 1 (2004), 101–139. 

[64] Jakob Ohme and Theo Araujo. 2022. Digital data donations: A quest for best 
practices. Patterns 3, 4 (4 2022), 100467. https://doi.org/10.1016/j.patter.2022. 
100467 

[65] Jakob Ohme, Theo Araujo, Laura Boeschoten, Deen Freelon, Nilam Ram, Byron B. 
Reeves, and Thomas N. Robinson. 2023. Digital Trace Data Collection for 
Social Media Efects Research: APIs, Data Donation, and (Screen) Tracking. 
Communication Methods and Measures 00, 00 (2023), 1–18. https://doi.org/10. 
1080/19312458.2023.2181319 

[66] Jakob Ohme, Theo Araujo, Claes H. de Vreese, and Jessica Taylor Piotrowski. 
2021. Mobile data donations: Assessing self-report accuracy and sample biases 
with the iOS Screen Time function. Mobile Media and Communication 9, 2 (2021), 
293–313. https://doi.org/10.1177/2050157920959106 

[67] Yvonne O’Connor, Wendy Rowan, Laura Lynch, and Ciara Heavin. 2017. Privacy 
by Design: Informed Consent and Internet of Things for Smart Health. Procedia 
Computer Science 113 (2017), 653–658. https://doi.org/10.1016/j.procs.2017.08. 
329 

[68] Leysia Palen and Paul Dourish. 2003. Unpacking "Privacy" for a Networked 
World. In Proceedings of the SIGCHI Conference on Human Factors in Computing 
Systems. Association for Computing Machinery, Ft. Lauderdale, Florida, USA, 
129–136. https://doi.org/10.1145/642611.642635 

[69] Emmi Parviainen and Marie Louise Juul Søndergaard. 2020. Experiential Quali-
ties of Whispering with Voice Assistants. In Proceedings of the 2020 CHI Con-
ference on Human Factors in Computing Systems. Association for Computing 
Machinery, Honolulu, HI, USA, 1–13. https://doi.org/10.1145/3313831.3376187 

[70] Jessica A. Pater, Rachel Pfafman, and Amanda Coupe. 2021. Standardizing 
reporting of participant compensation in hci: A systematic literature review 
and recommendations for the feld. Conference on Human Factors in Computing 
Systems - Proceedings (2021). https://doi.org/10.1145/3411764.3445734 

[71] PatientsLikeMe. 2023. What is data for good? https://www.patientslikeme. 
com/research/dataforgood 

[72] Dana Pavel, Vic Callaghan, Francisco Sepulveda, Michael Gardner, and Anind K. 
Dey. 2012. The story of our lives: From sensors to stories in self-monitoring 
systems. 2012 4th Computer Science and Electronic Engineering Conference, CEEC 
2012 - Conference Proceedings (2012), 71–76. https://doi.org/10.1109/CEEC.2012. 
6375381 

[73] Sandra Petronio. 2002. Boundaries of privacy: Dialectics of disclosure. State 
University of New York Press, Albany. 

[74] Nico Pffner and Thomas N. Friemel. 2023. Leveraging Data Donations for 
Communication Research: Exploring Drivers Behind the Willingness to Donate. 
Communication Methods and Measures 00, 00 (2023), 1–23. https://doi.org/10. 
1080/19312458.2023.2176474 

[75] Dominik Pins, Timo Jakobi, Alexander Boden, Fatemeh Alizadeh, and Volker 
Wulf. 2021. Alexa, We Need to Talk: A Data Literacy Approach on Voice 
Assistants. In Designing Interactive Systems Conference 2021. ACM, New York, 
NY, USA, 495–507. https://doi.org/10.1145/3461778.3462001 

[76] Barbara Prainsack. 2019. Data Donation: How to Resist the iLeviathan. In 
Philosophical Studies Series. Vol. 137. 9–22. https://doi.org/10.1007/978-3-030-
04363-6{\protect\T1\textdollar}{_}2 

[77] Barbara Prainsack. 2019. Logged out: Ownership, exclusion and public value 
in the digital data and information commons. Big Data & Society 6, 1 (1 2019), 
205395171982977. https://doi.org/10.1177/2053951719829773 

[78] Barbara Prainsack and Seliem El-Sayed. 2023. Beyond Individual Rights: How 
Data Solidarity Gives People Meaningful Control over Data. American Journal 
of Bioethics 23, 11 (2023), 36–39. https://doi.org/10.1080/15265161.2023.2256267 

[79] Raminta Pranckute.˙ 2021. Web of Science (WoS) and Scopus: the titans of 
bibliographic information in today’s academic world. Publications 9, 1 (2021). 
https://doi.org/10.3390/publications9010012 

[80] KATIE RAWSON and TREVOR MUÑOZ. 2019. Against Cleaning. Debates in the 
Digital Humanities 2019 (2019), 279–292. https://doi.org/10.5749/j.ctvg251hk.26 

[81] Afsaneh Razi, Ashwaq Alsoubai, Seunghyun Kim, Nurun Naher, Shiza Ali, 
Gianluca Stringhini, Munmun De Choudhury, and Pamela J. Wisniewski. 2022. 
Instagram Data Donation: A Case Study on Collecting Ecologically Valid Social 
Media Data for the Purpose of Adolescent Online Risk Detection. In Conference 
on Human Factors in Computing Systems - Proceedings. 1–18. https://doi.org/10. 
1145/3491101.3503569 

[82] Gesine Richter, Christoph Borzikowsky, Bimba Franziska Hoyer, Matthias 
Laudes, and Michael Krawczak. 2021. Secondary research use of personal 
medical data: patient attitudes towards data donation. BMC Medical Ethics 22, 1 
(2021), 1–10. https://doi.org/10.1186/s12910-021-00728-x 

[83] Robert Koch Institut. 2020. Corona-Datenspende. https://corona-datenspende. 
de/science/en/ 

[84] Bjoern Roeber, Olaf Rehse, Robert Knorrek, and Benjamin Thomsen. 2015. 
Personal data: how context shapes consumers’ data sharing with organiza-
tions from various sectors. Electronic Markets 25, 2 (2015), 95–108. https: 
//doi.org/10.1007/s12525-015-0183-0 

[85] Koustuv Saha, Jordyn Seybolt, and Stephen M. Mattingly. 2021. What life events 
are disclosed on social media, how, when, and by whom?. In Proceedings of the 
2021 CHI Conference on Human Factors in Computing Systems. Association for 
Computing Machinery, Yokohama, Japan, 22. https://doi.org/10.1145/3411764. 
3445405 

[86] E Sanders and PJ Stappers. 2008. Co-creation and the new landscapes of design. 
CoDesign 4, 1 (2008), 5–18. https://doi.org/10.1080/15710880701875068 

[87] Britta Schulte and Eva Hornecker. 2020. Full frontal intimacy - On HCI, design 
& intimacy. DIS 2020 Companion - Companion Publication of the 2020 ACM 
Designing Interactive Systems Conference (2020), 123–129. https://doi.org/10. 
1145/3393914.3395889 

[88] David M Shaw, Juliane V Gross, and Thomas C Erren. 2016. Data donation 
after death. EMBO reports 17, 1 (2016), 14–17. https://doi.org/10.15252/embr. 
201541802 

[89] Jennifer L. Shirk, Heidi L. Ballard, Candie C. Wilderman, Tina Phillips, An-
drea Wiggins, Rebecca Jordan, Ellen McCallie, Matthew Minarchek, Bruce V. 
Lewenstein, Marianne E. Krasny, and Rick Bonney. 2012. Public participation 
in scientifc research: A framework for deliberate design. Ecology and Society 
17, 2 (2012). https://doi.org/10.5751/ES-04705-170229 

[90] Irina Shklovski, Scott D. Mainwaring, Halla Hrund Skúladóttir, and Höskuldur 
Borgthorsson. 2014. Leakiness and creepiness in app space. In Proceedings of 
the SIGCHI Conference on Human Factors in Computing Systems. Association for 
Computing Machinery, Toronto, Ontario, Canada, 2347–2356. https://doi.org/ 
10.1145/2556288.2557421 

[91] Anya Skatova and James Goulding. 2019. Psychology of personal data donation. 
PLOS ONE 14, 11 (11 2019), e0224240. https://doi.org/10.1371/journal.pone. 
0224240 

[92] Anya Skatova, Kate Shiells, and Andy Boyd. 2019. Attitudes towards transac-
tional data donation and linkage in a longitudinal population study: Evidence 
from the Avon Longitudinal Study of Parents and Children. Wellcome Open 
Research 4 (2019), 1–16. https://doi.org/10.12688/wellcomeopenres.15557.1 

[93] Yolande Strengers, Jathan Sadowski, Zhuying Li, and Anna Shimshak. 2021. 
What can hci learn from sexual consent? a feminist process of embodied consent 
for interactions with emerging technologies. Conference on Human Factors 
in Computing Systems - Proceedings (2021). https://doi.org/10.1145/3411764. 
3445107 

[94] Veronika Strotbaum, Monika Pobiruchin, Björn Schreiweis, Martin Wiesner, 
and Brigitte Strahwald. 2019. Your data is gold – Data donation for better 
healthcare? it - Information Technology 61, 5-6 (10 2019), 219–229. https: 
//doi.org/10.1515/itit-2019-0024 

[95] Peter Tolmie and Andy Crabtree. 2018. The practical politics of sharing personal 
data. Personal and Ubiquitous Computing 22, 2 (4 2018), 293–315. https://doi. 
org/10.1007/s00779-017-1071-8 

[96] Peter Tolmie, Andy Crabtree, Tom Rodden, James Colley, and Ewa Luger. 2016. 
“This has to be the cats” - Personal Data Legibility in Networked Sensing Systems. 
In Proceedings of the 19th ACM Conference on Computer-Supported Cooperative 
Work & Social Computing (CSCW ’16). ACM, New York, NY, USA, 491–502. 
https://doi.org/10.1145/2818048.2819992 

[97] Andrea Tricco, Erin Lillie Lillie, Wasifa Zarin, Kelly K. O’Brien, Heather 
Colquhoun, Danielle Levac, David Moher, Micah D.J. Peters, Tanya Horsley, 
Laura Weeks, and Susanne Hem. 2018. PRISMA Extension for Scoping Re-
views (PRISMA-ScR). Annals of Internal Medicine (2018), 467–473. https: 
//doi.org/10.7326/M18-0850 

2433

http://designresearch.fi/courses/ds11/wp-content/uploads/2011/10/Mattelmaki_Lost-in-CoX_fin1.pdf
http://designresearch.fi/courses/ds11/wp-content/uploads/2011/10/Mattelmaki_Lost-in-CoX_fin1.pdf
https://doi.org/10.1080/15265161.2023.2209535
https://doi.org/10.1080/15265161.2023.2209535
https://doi.org/10.1145/3411764.3445132
https://doi.org/10.1007/s11948-015-9652-2
https://doi.org/10.1145/3532106.3533498
https://doi.org/10.1016/j.patter.2022.100467
https://doi.org/10.1016/j.patter.2022.100467
https://doi.org/10.1080/19312458.2023.2181319
https://doi.org/10.1080/19312458.2023.2181319
https://doi.org/10.1177/2050157920959106
https://doi.org/10.1016/j.procs.2017.08.329
https://doi.org/10.1016/j.procs.2017.08.329
https://doi.org/10.1145/642611.642635
https://doi.org/10.1145/3313831.3376187
https://doi.org/10.1145/3411764.3445734
https://www.patientslikeme.com/research/dataforgood
https://www.patientslikeme.com/research/dataforgood
https://doi.org/10.1109/CEEC.2012.6375381
https://doi.org/10.1109/CEEC.2012.6375381
https://doi.org/10.1080/19312458.2023.2176474
https://doi.org/10.1080/19312458.2023.2176474
https://doi.org/10.1145/3461778.3462001
https://doi.org/10.1007/978-3-030-04363-6{\protect \T1\textdollar }{_}2
https://doi.org/10.1007/978-3-030-04363-6{\protect \T1\textdollar }{_}2
https://doi.org/10.1177/2053951719829773
https://doi.org/10.1080/15265161.2023.2256267
https://doi.org/10.3390/publications9010012
https://doi.org/10.5749/j.ctvg251hk.26
https://doi.org/10.1145/3491101.3503569
https://doi.org/10.1145/3491101.3503569
https://doi.org/10.1186/s12910-021-00728-x
https://corona-datenspende.de/science/en/
https://corona-datenspende.de/science/en/
https://doi.org/10.1007/s12525-015-0183-0
https://doi.org/10.1007/s12525-015-0183-0
https://doi.org/10.1145/3411764.3445405
https://doi.org/10.1145/3411764.3445405
https://doi.org/10.1080/15710880701875068
https://doi.org/10.1145/3393914.3395889
https://doi.org/10.1145/3393914.3395889
https://doi.org/10.15252/embr.201541802
https://doi.org/10.15252/embr.201541802
https://doi.org/10.5751/ES-04705-170229
https://doi.org/10.1145/2556288.2557421
https://doi.org/10.1145/2556288.2557421
https://doi.org/10.1371/journal.pone.0224240
https://doi.org/10.1371/journal.pone.0224240
https://doi.org/10.12688/wellcomeopenres.15557.1
https://doi.org/10.1145/3411764.3445107
https://doi.org/10.1145/3411764.3445107
https://doi.org/10.1515/itit-2019-0024
https://doi.org/10.1515/itit-2019-0024
https://doi.org/10.1007/s00779-017-1071-8
https://doi.org/10.1007/s00779-017-1071-8
https://doi.org/10.1145/2818048.2819992
https://doi.org/10.7326/M18-0850
https://doi.org/10.7326/M18-0850


Sensitive Data Donation 

[98] Matteo Turilli and Luciano Floridi. 2009. The ethics of information transparency. 
Ethics and Information Technology 11, 2 (2009), 105–112. https://doi.org/10. 
1007/s10676-009-9187-9 

[99] U.S. Food and Drug Administration. 2018. Payment and Reimbursement to 
Research Subjects. https://www.fda.gov/regulatory-information/search-fda-
guidance-documents/payment-and-reimbursement-research-subjects 

[100] Irene I. van Driel, Anastasia Giachanou, J. Loes Pouwels, Laura Boeschoten, Ine 
Beyens, and Patti M. Valkenburg. 2022. Promises and Pitfalls of Social Media 
Data Donations. Communication Methods and Measures 16, 4 (2022), 266–282. 
https://doi.org/10.1080/19312458.2022.2109608 

[101] Mark Warner, Agnieszka Kitkowska, Jo Gibbs, Juan F. Maestre, and Ann 
Blandford. 2020. Evaluating ’Prefer not to say’ Around Sensitive Disclosures. 
In Proceedings of the 2020 CHI Conference on Human Factors in Computing 
Systems. Association for Computing Machinery, Honolulu, HI, USA, 1–13. 
https://doi.org/10.1145/3313831.3376150 

DIS ’24, July 01–05, 2024, IT University of Copenhagen, Denmark 

[102] Jason Wiese, Sauvik Das, Jason I. Hong, and John Zimmerman. 2017. Evolving 
the Ecosystem of Personal Behavioral Data. Human-Computer Interaction 32, 
5-6 (2017), 447–510. https://doi.org/10.1080/07370024.2017.1295857 

[103] John Wilbanks and Stephen H. Friend. 2016. First, design for data sharing. 
Nature Biotechnology 34, 4 (2016), 377–379. https://doi.org/10.1038/nbt.3516 

[104] Savvas Zannettou, Olivia-Nemes Nemeth, Oshrat Ayalon, Angelica Goetzen, 
Krishna P. Gummadi, Elissa M. Redmiles, and Franziska Roesner. 2023. Lever-
aging Rights of Data Subjects for Social Media Analysis: Studying TikTok via 
Data Donations. ArXiv (2023). http://arxiv.org/abs/2301.04945 

[105] Matthew Zook, Solon Barocas, Danah Boyd, Kate Crawford, Emily Keller, 
Seeta Peña Gangadharan, Alyssa Goodman, Rachelle Hollander, Barbara A. 
Koenig, Jacob Metcalf, Arvind Narayanan, Alondra Nelson, and Frank Pasquale. 
2017. Ten simple rules for responsible big data research. PLoS Computational 
Biology 13, 3 (2017), 1–10. https://doi.org/10.1371/journal.pcbi.1005399 

2434

https://doi.org/10.1007/s10676-009-9187-9
https://doi.org/10.1007/s10676-009-9187-9
https://www.fda.gov/regulatory-information/search-fda-guidance-documents/payment-and-reimbursement-research-subjects
https://www.fda.gov/regulatory-information/search-fda-guidance-documents/payment-and-reimbursement-research-subjects
https://doi.org/10.1080/19312458.2022.2109608
https://doi.org/10.1145/3313831.3376150
https://doi.org/10.1080/07370024.2017.1295857
https://doi.org/10.1038/nbt.3516
http://arxiv.org/abs/2301.04945
https://doi.org/10.1371/journal.pcbi.1005399

	Abstract
	1 Introduction
	2 Related Work
	2.1 Personal, Sensitive, and Intimate Data
	2.2 Data Interpretation and Participation
	2.3 Critical Perspectives on Data

	3 Methodology
	4 Conceptual Framework
	4.1 Conceptual Framework Analysis through Scoping Literature Review
	4.2 Defining, Operationalizing, and Applying Data Donation
	4.3 Conceptual Framework of Data Donation

	5 Critique: The Data Donation Status Quo through a Data Feminism Lens
	5.1 Power and Value Asymmetries in Data Donation
	5.2 Knowledge Asymmetries around Informed Consent in Data Donation
	5.3 Emotion, Embodiment, and Context in Data Donation

	6 Sensitive Data Donation: Reframing Data Donation
	6.1 Principles of Sensitive Data Donation
	6.2 Sensitive Data Donation Approach

	7 Discussion
	7.1 Reflecting on Sensitive Data Donation
	7.2 Practical Recommendations: Applying Sensitive Data Donation
	7.3 Limitations and Future Challenges of Sensitive Data Donation

	8 Conclusion
	Acknowledgments
	References



