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SUMMARY

Over the last few years, healthcare providers have moved to digital
healthcare management systems. This electronic approach to health-
care data (e-health) promises numerous benefits over traditional health-
care. The patient can gain more control over which data about him is
being gathered, and how different healthcare providers are allowed
to share this data. Furthermore, this sharing of medical data would
reduce the number of complications due to misinformation.

Parallel to the emergence of e-health, we are seeing the rise of a
new related product category. By 2020, the market for wearables is
expected to more than double compared to 2016. More specifically,
the amount of healthcare wearable shipments is expected to grow
from 2.5 million to over 50 million over the same period of time. The
current healthcare wearables allow a patient to monitor their health
and fitness throughout the day, however, sharing this information
with healthcare providers is still complicated. We see that current
self-monitoring devices store their data in the cloud. However, the
cloud providers do not treat the data they gather as medical data,
and instead choose to compromise the data’s privacy, by using it for
advertisement and analytics.

In this thesis, we propose a new form of medical data manage-
ment, in which data gathered by self-monitoring devices can securely
be shared with healthcare providers. We analyze the privacy and se-
curity of e-health and self-monitoring devices, and the state of the
art of current medical data security. Finally, we propose two crypto-
graphic methods which could serve as the foundation for the future
of e-health, granting the patient privacy, security, and full control over
his medical data, even when this data is stored at an untrusted cloud
provider.
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INTRODUCTION

The market for Self-Monitoring Devices (SMDs) is predicted to surge[1][2],
with a predicted market value for wearables of over $ 34 billion by
2020, coming from $ 14 billion in 2016[3][4]. This growth is even more
extreme for medical wearables, with shipments increasing from 2.5
million, to more than 55 million over the same period of time[5]. A
well known category of SMDs is smartwatches, with examples being
Pebble, Apple Watch, and Fitbit. Common in these devices are sen-
sors, such as accelerometers, and heartrate monitors. This arsenal of
sensors is likely to increase in the future. Besides smartwatches, we
also see more specialized devices, such as wearable glucose monitors,
blood-oxygen monitors[6], blood pressure meters, ECG meters[7], and
weighing scales.

In general these devices are used for the purpose of fitness tracking,
but these devices are starting to cross the line towards medical moni-
toring[8][9]. One indicator of this development is the type of sensors
being used, but also the services provided by the manufacturers for
utilizing these measurements. Most SMDs connect to a smartphone
using blue-tooth[8], allowing them to upload measurements to the
cloud. This cloud storage is generally provided by the manufactur-
ers. Cloud storage improves accessibility and easy of sharing with
others. Within the context of fitness tracking, this sharing is usually
done with friends, as a form of tracking each others” progress. More
medical oriented devices allow sharing with a Healthcare Provider
(HCP)[10][11]. At the moment there is no standard for this data shar-
ing. The result is that each manufacturer offers a different method for
data sharing.

Expectations are that sharing the self-monitoring data with HCPs
will play a huge roll in the future of healthcare[12][8]. This new form
of electronic healthcare (e-health) has the potential to increase the
quality of healthcare, while reducing its costs. Doctor visits can be re-
placed by remote monitoring, where SMDs record vital signs and for-
ward them to the HCP[13][14]. Medical personal, or even automated
systems monitor the data, and alert the patient if anything out of
the ordinary is detected, reducing costs. A proper e-health system
would give the patient more insight into his data[15], such as knowl-
edge about what data is being stored, and who is using it. Digitally
sharing medical should reduce the amount of complications due to
misinformation. Furthermore, if the patient consents, digital data can
be anonymised automatically and shared with research institutions,
greatly increasing the amount of data at their disposal.
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However, we see that the current e-health landscape is not pre-
pared for the use of SMDs. Taking the Netherlands as an example,
the exchange of medical data is managed through a central party, the
Landelijk Schakelpunt (LSP)[16]. Each patient informs the LSP which
HCPs are allowed to exchange his medical data. The LSP acts as a mid-
dle man, connecting the HCPs when necessary. In order to connect
to the LSP, a HCP needs to be approved, in order to verify they meet
certain security standards. Afterwards, they are allowed to request
data about a patient at the LSP. The LSP will check if the HCP is autho-
rized, and forward the request to any party able to fulfill it. The LSP is
trusted to only forward legitimate requests, and log them. At the mo-
ment the patient is not able to digitally access the medical data stored
about him. This has to be done at each HCP individually, where the
method of doing so may differ. In the current architecture, SMDs have
no method of connecting to the LSP, preventing the use of their data
for healthcare.

Furthermore, the cloud services provided by the manufacturers are
not prepared for the storage of medical data. We see that manufactur-
ers through their privacy policy grant themselves the right to use the
stored data for secondary purposes. Examples of such uses are ana-
lytics for improving their service, targeted advertisements, and even
sharing it with third parties[17][18][19][20][21]. Such practices would
not be allowed with medical data[22].

From this we learn that both healthcare and SMDs are not prepared
to deliver the benefits promised by e-health. Patients have very lim-
ited insight into what data about them is being kept, and limited
control over who is sharing this data. Even worse, in order to achieve
this limited functionality the system heavily relies on the LSP, a sin-
gle semi-trusted authority. Furthermore, the current system is not
prepared for the emerging trend of wearable and SMDs. The cloud
services provided by these devices are unable to connect to the LSP
and HCPs, preventing patients from contributing to their own medical
records, limiting the potential for innovation and improvements for
healthcare. Furthermore the lack of regulations means that currently
manufacturers are in a position where they are able to exploit the
data gathered by their devices for secondary purposes.

1.1 RESEARCH OBJECTIVE

The main goal of this thesis is to realize secure and privacy-preserving
integration of self-monitoring technology into healthcare. We formal-
ize this as the following research question,

How can data gathered by self-monitoring devices be securely
shared with healthcare providers, without loss of privacy?
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In order to answer this question, we pose the following three sub
questions.

e What is the current state of Dutch e-health and how does it
make use of SMDs?

* What cryptographic methods are there to provide a secure, privacy-

preserving PHR?

* How can the patient stay in control of his medical data?

1.2 CONTRIBUTION

In this thesis we attempt to improve the privacy and security of a pa-
tient’s data in the current state of e-health. We first provide an analy-
sis of the current state of e-health, by looking at which laws and reg-
ulations currently apply. How are HCPs able to exchange medical in-
formation, and what control does the patient have over this data, and
the role of SMDs. We explore what research exists in order to realize
a PHR, where privacy and security is maintained. Finally, we extend
the methods of Polymorphic Encryption and Pseudonymisation[23]
in two ways. First, we remove the need for a single semi-trusted party
and a key server, greatly reducing the security implications when ma-
licious parties collaborate. Second, we remove the need for an access
manager, by embedding the access structure into the encryption. Fur-
thermore, we ensure that this access structure leaks no meaningful
information. The result is a PHR where a patient, HCPs, SMDs, and
cloud providers, can securely exchange a patients medical data. The
patient has full control over what types of data each of these parties
is able to store and retrieve.

1.3 THESIS OUTLINE

The rest of this thesis is structured as follows. We first answer our
first sub question, by providing an analysis of the current state of
e-health in the Netherlands in chapter 2. In chapter 3 we explore
the second sub question by looking into existing work towards the
design of e-health systems. After this we extend this literature with
two proposals of our own in chapter 4 and 5. Finally, in chapter 6 we
provide a discussion, conclusion, and describe future work.

3






STATE OF E-HEALTH IN THE NETHERLANDS

Over the last decade, we have seen a slow but steady rise of e-health
in the Netherlands. HCPs have moved from analog to digital file sys-
tems, and a basic infrastructure for exchanging medical data between
HCPs is there. However, a PHR, where the patients has full control
and insight in his medical data, is far from a reality. Furthermore, we
see that the current architecture is not prepared for self-monitoring
devices. In this chapter we analyze the current state of e-health in the
Netherlands, with the goal of answering our first research question,

What is the current state of Dutch e-health and how does it make use of
self-monitoring devices?

In this chapter we describe the state of e-health in the Netherlands,
cover relevant legislation, and analyze how self-monitoring devices
are integrating into the e-health landscape. We limit the analysis to
Dutch e-health, as this allows a more in depth analysis, while we be-
lieve this provides a representative picture of e-health in both Europa,
and globally. Afterwards, we look into the effect of e-health and the
rise of wearables, on the privacy and security of the data involved. Fi-
nally, we conclude and attempt to answer our first research question.

2.1 THE DUTCH LSP

The Netherlands has long been struggling to realize the Electronisch
Patiénten Dossier, an electronic personal healthcare record (PHR). At
its inception, this PHR was an effort launched by the Dutch govern-
ment, and would become a national system where medical data could
be stored. This way it would become easier for patients to look into
their own medical files, while at the same time granting the patient
more control over who has access to their data, and simplifying the
way in which medical data could be shared. The motivation being the
reduction of medical failure due to misinformation.

Preparations for this project started in 2008, however, already in
2011 work on the project halted due to security and privacy concerns.
The parliament was not willing to spend the money needed in or-
der to guarantee the system’s security. Though parts of the system
are still in use, the government would no longer be involved in its
development.

What is left is a decentralized system, called the Landelijk Schakelpunt
(LSP). In the LSP all HCPs keep their medical files locally, in their own
digital systems. The LSP provides a centralized point through which
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HCPs can exchange medical data, without storing any medical data
itself. All HCPs require an electronic passport, allowing identification,
and their file system has to meet certain security standards. Between
9o and 98% of HCPs are using a digital file system connected to the
LSP[24]. Chipsoft’s HIX and Epic are the most common of these file
systems|[25].

Each patient has to opt-in to the LSP[26], meaning that by default,
the LSP plays no role in their healthcare. Once a patient has opted-
in and authorize a HCP to exchange his data, the HCP will notify the
LSP, whenever they add new information to the patient’s medical file.
The LSP in turn will notify any other HCP, to whom this information
is relevant, after which the HCPs is able to request this information.
The LSP has the responsibility of checking whether this information
is relevant for the specific HCP. The patient has access to an online
portal, from which it can see which HCPs it has authorized, and when
they have exchanged data. The data itself however is not visible, nor
can the patient add any information himself. If the patient wishes to
see which data is being kept in hise file, it has to be requested at each
HCP individually. In general these do not have a digital method of
providing this information.

The LSP is managed by Verniging van Zorgaanbieder voor Zorgcommu-
nicatie (VZVZ). Funding was originally provided by the Dutch govern-
ment, however, nowadays funding comes from the HCPs paying a fee
to join the LSP, which in turn is covered by health insurance compa-
nies. Important to note here is that these health insurance companies
do not have access to any data collected by the LSP. Though the LSP
does not directly store medical data, they do keep BSN (Dutch equiv-
alent to the Social Security Number of the United States) of each
patient, and are aware of all the HCPs the patient has authorized. Fur-
thermore it knows which types of data each HCP is collecting about
a patient, and whenever, this information is requested, but not the
actual content.

The LSP is divided into several regions. Every HCP is connected to
his regional LSP, and is only able to exchange information with other
HCPs within the region. Currently most regions are still managed by
VZVZ, however management is set to the regions, where responsi-
bility will be given to regional organisations. If a HCP is commonly
receiving patients from multiple regions, he is able to connect to mul-
tiple regions.

2.2 LEGISLATION

Due to the quick emergence of self-monitoring devices, we see that
legislation is not always able to keep up. Legislation for consumer
data is much different than medical data, and at the moment self-
monitoring devices are placed within a gray area in between. Legis-
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lation states that any individual, who’s occupation involves working
with medical data, should keep this data confidential. This means
they are not allowed to share any information about their patients to
third parties. By contrast, the data gathered by self-monitoring de-
vices is does not employ this confidentiality. Manufacturers freely
sell, share and exploit this data, for purposes such as targeted ad-
vertisement and analytics. This implies the data in question is not
considered medical data.

This falling behind of legislation is also apparent in the United
States, where the Health Insurance Portability and Accountability Act
applies[27]. Though this act deals with secure handling of medical
data, it does not specify anything about data ownership[28], and state
laws are inconsistent. The European Union has recently passed big re-
form regarding the protection of personal data[22]. As of 25 May 2018,
these regulations will take effect. The new regulations are aimed at
improving consumer’s control over their personal data such as their
name, address, cultural profile, income and health information. Com-
panies gathering such information have to abide to stricter rules, such
as getting clear consent to process this data, better communications
as to why this data is being processed, and provide consumers with
a method of obtaining data being kept about them. Furthermore, con-
sumers need to have the right to opt out of any marketing using their
data, and should be able to delete their personal data.

Legislation in order to realize the dutch EPR has been going on for
quite some years. The BSN is the Dutch equivalent to the United
States Social Security Number, a unique number for every Dutch
citizen. Use of this number is allowed only by government institu-
tions, and some organizations which have received specific permis-
sion through law[29]. Furthermore, such organizations are only al-
lowed to use it for purposes, state in the law. From 2008 medical
institutions are allowed to use the BSN to link medical data between
different HCPs[30], a first towards the EPD. A motion to enforce all
HCPs to connect to the LSP got rejected in 2011. In October 2016, a
law passed[31], enforcing extra regulations regarding the electronic
exchange of medical data. Effective starting Juli 2017[32], the law pre-
scribes that HCPs are now obligated to inform clients about all elec-
tronic data exchange. Note that this electronic data exchange through
the LSP is still optional. More importantly, the law gives patients the
right to digitally view their medical records. This service has to be
provided by the HCPs, free of charge.

In the 2016 Dutch Government Budget[33], E-Health is mentioned
as one of the focus policies, in order to improve care, improve con-
sumer experience, and reduce costs. This implies that in the coming
years, we can expect to see more legislation changes in order to facil-
ity a healthy and hopefully secure e-health environment.
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2.3 INTEGRATION OF SELF-MONITORING DEVICES

Several manufacturers of self-monitoring devices and software com-
panies provide a cloud service for storing and managing self-monitoring
data. Examples of such services are Apple’s HealthKit, Google Fit,
Philip’s Health Suite, Withings” Health Mate, and Fitbit’s dashboard.
In this section we explain how these platforms function in general,
and how they currently integrate into the dutch e-health.

2.3.1 Involved Parties

In the current landscape of e-health and self-monitoring devices, we
define the following four parties. The patient or data owner, the cloud
provider, the healthcare provider (HCP), the landelijk schakelpunt (LSP),
and research institutions. We give a description of each party, and their
role.

* The patient or data owner is the subject of all data. Data supplied
by the HCP and gathered by self-monitoring devices concerns
this individual. The patient informs the LSP which HCPs are
authorized to exchange his medical data. The patient has the
right to view his medical data at all parties.

* The cloud provider is usually the manufacturer of the self-monitoring
device, or the company providing the operating system running
on these devices. Either way, the cloud provider profits from the
sales of the self-monitoring devices. Furthermore, the data itself
is of great value, and many cloud providers choose to use this
data for secondary purposes.

¢ The HCP gathers and stores medical data about the patient, usu-
ally locally in their healthcare system. When given permission,
HCPs are able to exchange this medical data with the help of the
LSP. Currently there is no standardized method through which
HCPs and cloud providers are able to exchange medical data.

e The LSP is responsible for facilitating data exchange among
HCPs. Furthermore, the LSP monitors misuse, such as HCPs re-
questing data which should not be relevant for the treatment
they provide. The LSP logs any data storage, or data exchange.
These logs can be viewed by the patient.

* Research institutions wish to use medical data for research pur-
poses. A HCP is allowed to use patient data for personal research.
Sharing with research institutions is more restricted. This is only
allowed if the patient has given explicit permission, or if receiv-
ing permission is not possible in a reasonable manner([34].
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Self-monitoring devices can form a great source of data for
these instutions. We see that some cloud providers share their
data with research institutions. This data does not seem subject
to the restrictions put on medical data. Research institutions are
not connected to the LSP. Because of this they receive the medi-
cal data from HCPs and cloud providers directly.

2.3.2  Data Sharing

Several cloud services provide an API through which app developers
can access the stored measurements. For this the patient has to give
each application permission to access their data, after which the ap-
plication can retrieve it from the cloud storage. Apple has gone a step
further and has partnered with Epic Systems[11], one of the domi-
nant players in the healthcare software market. This partnership is
currently running a pilot, where doctors are able to view the patient
data stored in Apple’s cloud. With this it should be clear that Apple
is envisioning a future where wearables and self-monitoring devices
are being used for healthcare purposes. By contrast, Google Fit’s de-
veloper Terms of Service[35], explicitly states that it is not allowed to
use Google Fit in connection with any product or service that may
qualify as a medical device.

Though some cloud providers store the measurements in encrypted
form, it is clear that they themselves are able to decrypt this data.
This encryption thus only protects the customer’s data in case of a
data breach. Further more the privacy statement of all companies
we’ve seen, states that they hold the right to use the data for several
purposes, such as analytics, promotions, profiling, and sharing with
third parties[17][21][18][20][19]. Furthermore, if the user authorizes
third parties to retrieve their personal data from the cloud provider,
these third parties usually use their own privacy policy. The often am-
biguous descriptions of the privacy policy, and involvement of third
parties, makes it difficult to keep track of who is accessing your data,
and for which purposes it is being used.

2.4 PRIVACY AND SECURITY CONCERNS

In this section we describe several privacy concerns and security risks,
present in the current e-health system in the Netherlands. Further-
more, we review the current state of cloud services provided by self-
monitoring devices, and their readiness for the processing of medical
data. We first perform an analysis based on the CIA security triad[36].
Afterwards, we discuss more detailed aspects of the current e-health
setting, where security might be at risk.
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* Confidentiality in the current system is limited. For most cloud
services, the cloud provider has access to the data being stored.
Furthermore, this data is being used for secondary purposes,
which would not be allowed for medical data.

e Integrity of the data. Exchange of data takes place in encrypted
form, ensuring data integrity at this point. In general, the pa-
tient file systems employed by the HCPs monitor all actions
on their data. Whenever a file gets requested, modified or ex-
tended, this action will be logged and linked to the individual
performing the action. Because of this, any individual tamper-
ing with data can be held accountable.

For self-monitoring devices, data is gathed at the device, after
which it gets uploaded to the cloud provider, usually using the
patients smartphone. This gives a slightly more complicated
situation, where data integrity may be breached. More impor-
tantly, the cloud provider usually has the ability to modify any
data stored. For some cloud providers, patients are able to mod-
ify and/or manually add measurements.

* Awvailability in the system highly depends on the LSP. The LSP is
distributed into smaller regions, however if such a regional LSP
goes offline no data can be exchanged between parties within
that section. HCPs and cloud providers usually employ proper
backups of their data, making loss of data rare.

The BSN is currently used by the LSP and HCPs in order to link
patients across different parties. The BSN plays a big role in commu-
nication between citizens and government institutions. Unsecure han-
dling of the BSN brings privacy risks, such as identity-theft. Because
of this use of the BSN is strictly prescribed by law[29]. Current law
does not allow cloud providers to use this BSN for linking patients,
thus a different method is.

The LSP in the current setting functions as a semi-trusted author-
ity. The LSP knows all registered HCPs and patient’s BSN. Through
the LSP the patient authorizes HCPs to exchange his medical data. Be-
cause of this the LSP knows the HCPs which a patient is attending,
and what type of data these are gathering. Furthermore, the LSP is
trusted to only facilitate data exchange accordingly. A malicious LSP
would be able to hide data from both patients and HCPs. Furthermore,
if it chooses to collaborate with any HCP, the two are able to retrieve
all private data. In order to reduce this risk, the LSP is split into sev-
eral regions. However, this only means that a malicious region is able
to learn a smaller subset of the data. One could argue that this region-
alisation reduces monitoring of the regions itself, increasing the risk
of one operating maliciously.

Bluetooth is usually used in order to facilitate communication be-
tween self-monitoring devices and a smartphone[8]. For small wear-
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able devices, low energy consumption is usually a priority, the secu-

rity of these low energy protocols has been shown to be limited[37][38].

Sensitive Data is being collected by the vendors. Profile informa-
tion gathered usually includes full name, E-mail address, date of
birth, gender, weight, height. Furthermore depending on the wear-
ables and smart devices used different metric information will be
gathered. These types of measurements include hearth rate, blood
pressure, weight, fat percentage, amount of steps taken, location. Usu-
ally every measurement can be combined by a note or description
given by the patient. In the future we can only expect more types of
metrics to be aggregated by these systems. Also permissions granted
by the patient to any HCP will also be linked to the patient’s data.
Besides the fact that identifiable information is often included, also
proposedly anonymized data is often still susceptible to linkage at-
tacks[39]. Furthermore the data can be used to learn a lot about indi-
viduals, their behaviours and daily routines.

Data Visibility. At the moment the vendor has insight into all the pa-
tients data gathered by their products. Furthermore they grant them-
selves the right to use this data to improve their own services, but also
the right to use and sell the data to third parties for e.g. advertisement
purposes. The LSP is able to see all HCPs a patient is attending and
which types data they are collecting and exchanging. Furthermore in
case of a data breach the information gathered by vendors will be
visible in plaintext to any attacker.

Data Retention. In the EU, by law individuals have the right to be for-
gotten[40], meaning they should be able to delete any personal data
stored at another party. The practicality of this law however, is that
fully removing data is not always possible. The privacy agreement of
Withings for example, states that a request for data deletion will only
result in the removal of the link between patient and the measure-
ment. Furthermore, it is unclear whether data backups will also be
altered, whenever an individual employs their right to be forgotten.

Third parties. Many vendors provide ways through which third par-
ties can use the collected data. This third party might have a different
privacy policy, rendering guarantees regarding privacy given by the
vendor meaningless. The data can be used for any purpose the third
party sees fit, such as advertisement or reselling.

Monitoring is mainly handled by the LSP. The LSP makes sure HCPs
only exchange relevant information. There is no way for the patinet
to verify the information given by the LSP. When a patient requests
insight into their file at a HCP, the HCP is the one supplying this data,
usually in printed form. This means the HCP is able to tamper and
modify the data.

11
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2.5 CONCLUSION

With this analysis we hope to answer the following question,

What is the current state of Dutch e-health and how does it make use of
self-monitoring devices?

Over the last decade, the Dutch government has attempted to facil-
ity a secure e-health environment, through designing new laws and
regulations. However, concerns for the privacy and security implica-
tions has often held back these developments. Despite this, we see
that slowly the right laws are being formed, in order to facilitate the
creation of a PHR. The rudimentary architecture for exchanging med-
ical data between HCPs is there in the form of the LSP. However, we
see that the LSP is limited in its functionality. It is able to provide pa-
tients with control over who is authorized to share their data, however
it can not provide the patient itself access to this data. Because of this
patients are unable to view the data stored about them. Furthermore,
they are unable to contribute to their PHR, using self-monitoring de-
vices. A big concern with e-health is that or privacy, and with the
current architecture we see that that the LSP is given a lot of trust in
order to maintain this privacy. The LSP knows for each citizen which
HCPs he authorizes to exchange data. However, nothing is stopping
the LSP from ignoring this authorization. If the LSP collaborates with
a single HCP, he is able to retrieve all medical data, without visibility
by the patient. In order to reduce the trust put into the LSP, the LSP
is split into several regions.

Regarding the cloud services which are being provided for self-
monitoring devices. We see these services are not yet prepared for
use in e-health, and as part of the PHR. The laws which ensure the
privacy of medical data do not apply to these services yet. We see
cloud providers labeling their data as non-medical, allowing them to
use it for data mining purposes. The fact that data stored at the cloud
provider can be shared with third parties, each with their own privacy
policy, makes the situation even more complicated. Cloud providers
are not allowed to work with the BSN, further complicating their
integration into the Dutch e-health. Only when cloud services start
treating the data they handle as medical data, will their integration
into the PHR be successful.



EXISTING CRYPTOGRAPHIC E-HEALTH
SOLUTIONS

Arguable one of the main causes for the slow growth of e-health is
the huge security and privacy risks which comes with it. The field
of cyber security, however, has long been working on techniques for
improving data and communication security. In this chapter we dis-
cuss the existing literature relevant to providing a secure e-health
environment. For this, we use the distinction between a PHR and a
EHR as describe in [41]. A PHR is controlled by patients themselves,
while a EHR is controlled by HCPs. Though in this thesis we aim to
design a PHR, te current research towards EHR systems will also be
of relevance. With the chapter we hope to provide an answer to the
following research question,

What cryptographic methods are there to provide a secure,
privacy-preserving PHR?

Though different techniques to achieving privacy exist, in this the-
sis we chose to focus on cryptographic techniques. Since the data has
to be viewed by a doctor with a real working relationship with the
patient, pure data anonymisation techniques are not applicable to our
use-case. Furthermore the provable security of the cryptograhpic tech-
niques, ensure that we can give stronger privacy guarantees about
our solution. We discuss several cryptographic approaches, such as
Secure Multi-party Computations (SMC), Public Key Encryption (PKE),
Attribute-Based Encryption (ABE), and searching over encrypted data.
For each approach we give a description of their cryptographic build-
ing blocks, and discuss work in which this approach is the main
method in order to construct an e-health system. Finally, we shall
form an overall conclusion regarding the relevance of these crypto-
graphic methods for the construction of a PHR.

3.1 SECURE MULTI-PARTY COMPUTATION

In SMC, instead of sharing data, a protocol is designed in order to
jointly compute a function over the data, while keeping the data
private. In the medical context, such an application of SMC usually
works in the following manner. A patient holds a dataset of medical
measurements, while a service provider holds an algorithm in order
to determine if the dataset indicates the presence of a certain illness.
The patient does not want to share his data, while the service provider

13



14

EXISTING CRYPTOGRAPHIC E-HEALTH SOLUTIONS

does not want to reveal his algorithm. This is the core of his service,
revealing it would allow anyone to provide this service.

3.1.1  Primitives

Several primitives lie at the heart of a wide range of SMC protocols. We
describe the most common primitives, and explain how they function.

3.1.1.1  Oblivious Transfer

Given a set of messages, oblivious transfer allows Alice to send a
subset of these messages to Bob, without learning which messages
Bob picks[42]. To demonstrate how this primitive works, we first
explain 1 out of 2 oblivious transfer. Alice holds two messages mo
and mj, of which one has to be send to Bob, without Alice learning
which one Bob receives. For this Alice generates a RSA key pair[43],
consisting of modulus N, public exponent e and private exponent
d. In addition alice generates two random values xp and x; and
sends these, together with N and e to Bob. Bob picks b € {0, 1}, com-
putes v = xp + k®mod [ [N, and sends v to Alice. Alice computes
ko = (v—x0)% mod N, k; = (v—x7)¢ mod N, m} = mo + ko and
mj = my + kq, which she sends to Bob. Bob computes my, = m{ —Xk,
obtaining either my or mj.

This method can be extended to 1 out of n oblivious transfer. Here
instead of messages mo and m;, we use messages mp, m_, mn_1, and
compute xi, ki and m/ for each message i.

3.1.1.2  Garbled Circuits

Garbled Circuits, first proposed by Yao in 1986[44], provide a way
by which to parties can jointly evaluate a function over their private
inputs. The one limitation being that the function to be evaluated
needs to be described as a boolean circuit. One party constructs the
garbled circuit while the other party performs the evaluation.

Alice wants to generate a garbled circuit, after which Bob can choose
his inputs and evaluate it[45]. For each wire W; of the circuit Al-
ice generates two secrets, W0, W], resulting in garbled wire W; =
<w W, ) For every gate Gy, Ahce generates a garbled table Tk as fol-
lows. Let a and b be the gates input and c its garbled output. Alice
generates a truth table for Gy. Since we are dealing with binary gates,
this is a 3 column and 4 rows table. She replaces the values for each
wire w) by its garbled value w) Next, for every row in the table she
symmetrlcally encrypts the output value, using the two input values.
The result is a garbled table Ty consisting of 4 rows and 1 column. Al-
ice sends all garbled tables which are part of the circuit to Bob, after
which Bob needs to obtain garbled values for his inputs. Sending all
garbled inputs would mean Bob can fully decrypt all garbled tables,
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leaking the structure of the circuit, while sending only one, would
reveal Bob’s input. Instead for every input wire, Alice sends only one
input to Bob, using oblivious transfer (See Sec. 3.1.1.1). Now for ev-
ery gate, starting with the input gates, Bob can obtain the garbled
output by decrypting each row of the gate. The result can be used
as the garbled input for the next gate. The final result will be one
or more garbled outputs. Depending on the desired setup, Bob can
either share the outputs with Alice, or Alice can share the mapping
with Bob.

3.1.1.3 Homomorphic Encryption

Homomorphic encryption allows us to perform computations under
encryption. To demonstrate, let P be the plaintext space. An addi-
tive homomorphic encryption scheme allows us to compute addition
in the plaintext domain, by performing corresponding operation -
on ciphertext, Vx,y € P : Dec([x] - [yl) = Dec([x + yl). Examples
of such additive cryptoschemes are Paillier[46][47] and Goldwasser-
Micali[48].

Besides addition, there are also schemes supporting multiplication
under encryption. Examples of such schemes are ElGamal[49] and
RSA[43].

3.1.1.4 Shamir Secret Sharing

Secret Sharing, first proposed by Shamir in 1979[50], allows a secret
to be divided into n pieces. The secret can be retrieved using any t
pieces. Let S be the secret to be divided. Pick a random polynomial
f of degree t — 1 such that f(0) = S. For every piece 1, pick a unique
point (xi,yi) on f. x4 is made public while y; is the secret piece.

Given t unique points on f, any point on the polynomial f can
be computed using Lagrange interpolation. Let 7t be a set t unique
numbers in {1, ..., n}. In order to obtain point x we calculate

f(x) = Zfi(x) mod q, (1)
iem
X —X;j
h i =Yi - .
where {;(x) =y jeln_j[#s X, mod q (2)

Since S = f(0), in order to retrieve secret value S we compute f(0).

By giving each point (xi,yi) to a different party, value S can be
shared among a group of parties. Value S can be retrieved by letting
every party compute S; = £;(0), and combinding the results using Eq.
1, to obtain S. In order to simplify notation, from now on we shall
denote the setup of such secret sharing as [S]. Next we define the
following,

Ar) = [T =2 )

AL 15
jeTjAL
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Given a quorum 7t of size t of shares, computing the elements which
sum up to S is denoted as,

[SIF = y:AT(0), (4)

) I =s. (5)

iemn

Given two secret sharings [S] and [T], the parties holding the shares
of [S] and [T] can perform computations, of which the result will be
a new secret sharing[51]. To compute an addition [R] = [S + T], let [S]
and [T] be shared among n parties using polynomials f and g. Let
degree of f be tf — 1 and degree of g be tg — 1. f(0) = S and g(0) =T.
Every party i has a unique public value x; and holds the correspond-
ing secret values f(x;) and g(x;). In order to generate a secret sharing
over polynomial a = f+ g, with a(0) = f(0) + g(0) = S+ T, every
party i computes the value of a(xi) = f(xi) + g(xi) as their secret
share of [R]. The resulting threshold of [R] is to = max(t¢, tg).

A secret sharing of [R] = [S - T] can be generated, with threshold
tp. For this a quorum of size tf 4ty — 2 is required. Let 7t be such
a quorum. Every i € m computes h'(xi) = f(xi) - g(xi) locally. This
results in a secret sharing of h/, with a threshold of t¢ 4+ ty — 2. From
this a secret sharing with any desired threshold t, < tf+tg can
be computed in an interactive manner. For this every i € 7 creates
a secret sharing hi = h'(xi) [ [;cx.1 %), giving every other party j
share h;(j). After exchanging shares, every i computes their secret
share of [R] as } ;. hj(i).

A secret sharing of a random value can be generated, For this, every
party i picks a random polynomial r; of degree t — 1 and gives every
party j a share 1 ;. Every j computes } ;. 7i; as their secret share of
[R]. The result is a secret sharing with threshold t.

The inverse of a secret, [R] = [S™! mod q] can also be computed[52].
Let [S] be a t out of n secret sharing using polynomial f with f(0) = S.
In order to compute the inverse mod g, t parties generate Z, a sharing
of a secret random value. Secret shares for W = Z - S are computed.
The value of W is revealed and a secret sharing for [W~1 mod ¢]is
generated. Using this, a secret sharing of [S~! mod q] = W] [Z]
can be calculated.

Given a public value k and a secret sharing [S][53][54][55], we can
compute kS, without revealing S. Given a quorum 7, every member i
in 7t calculates S; = {;(0) using Eq. 2, followed by computing partial
result R; = ki. These partial results are combined using [];c, Ri =
k3.
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3.1.2 Private Linear Branchin Programs

A LBP is a binary decision tree, consisting of z nodes, of which d deci-
sion nodes[56]. Every decision node P; consists of a pair, P; = (aj, ti).
a; is the linear combination vector, a; = (aj 1,.., @i n), ti is the thresh-
old value. The z — d remaining nodes are the leafs of the tree, form-
ing the classification nodes. Each classification node contains a sin-
gle classification label. Furthermore, the LBP contains two functions,
Left and Right, which on input of node P;, output the left or right
childnode of P; respectively.

Given input x = (x1,..,Xn), for each node, starting at the root, we
check if a; ox < ti, which is computes as Z)TL:1 ai;x; < ti. If this
condition is true we move on the the left child node, otherwise we
move to the right child node. Once one of the classification nodes
is reached, the output of the LBP is the corresponding classification
label.

In order to evalute a LBP in a private manner, a garbled LBP is gen-
erated on a server S and send to a client C supplying the inputs. S
wants to keep the LBP X hidden, while C wants to keep its inputs
hidden. After execution C learns only the classification label corre-
sponding to his inputs, the amount of decision nodes d in £, and the
length of its evaluation path. S learns nothing about C’s inputs. The
main idea is similar to that of garbled circuits (See Sec. 3.1.1.2. The
nodes are garbled, such that the evaluator is able to follow only a
single evaluation path, defined by the LBP and the input vector.

The basic principle is as follows. First S creates the garbled LBP L.
Each node P; is encrypted using two keys, ; and k;. This results in
a pair P;. The evaluator C, can only decrypt one element of this pair.
Decryption of element j will return either a pointer to the next node,
together with a decryption key k;, or a classification label. £ is send
to C.

In order to obtain the decryption keys for each node, they employ a
protocol called oblivious linear select. In this protocol the comparison
of aj ox < t; is performed. Depending on the comparison, C learns
the decryption key §; for one of the elements in Pi. S learns nothing
about x and C learns nothing about a; or t;.

Now C can evalute the circuit. S sends the decryption key for the
root node, ki and $; to C, allowing C to decrypt the root. This will
return a pointer to the next node i, together with a decryption key k;.
C can combine k; and §; to decrypt the next node i. This process is
repeated until a classification label has been reached.

3.1.3 Applications

In [57] this method is used for an ECG classification protocol. In this
setup, a service provider has an ECG classification algorithm. A pa-
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tient wants to use this algorithm to classify his ECG signal, with-
out revealing his inputs, while the service provider does not want to
reveal his algorithm. LBPs can be designed not only for the classifi-
cation of ECG signals, but can be generalized for many biomedical
signal classification algorithms. We first explain how these LBPs work,
afterwards we show how these LBPs can be executed in a privacy-
preserving manner.

Another common method for data classification are neural net-
works. In [58][59] a protocol is proposed, where a neural network is
able to classify a patients data. Both the data and the neural network
are owned by different parties and stay private. In [60] this method is
demonstrated for the classification of ECG signals.

In [61], a general classification program is proposed using private
binary decision trees. Similar to LBPs this allows for the evaluation of
an encrypted signal.

3.2 SYMMETRIC KEY ENCRYPTION

In Symmetric Key Encryption (SKE) the same key is used for encryp-
tion and decryption. In order to hide data from the cloud provider,
data can be encrypted using SKE before storage. Though applications
using SKE usually achieve efficient secure storage, in general these
methods require additional measures in order to achieve access con-
trol.

3.2.1  Applications

An example of an e-health system relying on SKE can be found in [62].
Here data is stored using a symmetric key. A trusted authority hands
out smart cards to patients and HCPs. With both a patient and HCP
card, a symmetric key is generated which is used for data storage.
Though the system achieves secure data storage, the chosen method
of key management requires a trusted authority and seems unsuitable
for the use of SMDs.

Similarly in [63], SKE is used to achieve patient authorization, data
confidentiality, and monitoring. The system again relies on the use of
smart cards in order to generate symmetric keys.

3.3 HYBRID PUBLIC KEY ENCRYPTION

A PKE schemes relies on asymmetric encryption in order to achieve
security. In PKE different keys are used for encryption and decryption,
allowing secure communication. Examples of such forms of encryp-
tion are ElGamal[49], RSA[43] and Paillier[46]. Since PKE (in general)
is less efficient than SKE, these schemes usually apply a hybrid form
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of encryption, where they use symmetric encryption when possible,
or use the PKE scheme to encrypt a symmetric key.

3.3.1  Applications

In [64], a secure EHR is constructed using the digital rights man-
agement approach. Similar to how electronic media is protected, ac-
cess management for a file, is controlled by the data owner. Though
the work achieves strong access control by the patient, it relies on a
trusted licence enforcement agent.

The work of [65] uses a combination of PKE and SKE to store medical
data at a semi-trusted cloud provider. The system supports anony-
mous data storage, using a special party to anonymise data. Fur-
thermore, access management can be controlled by the patient. How-
ever, the access management relies on the cloud provider to act semi-
honest, and breaks if the cloud provider chooses to collaborate with
another party. Furthermore, the anonymisation process relies on the
help of a trusted party. Because of this, they suggest using medical
and government organizations to act as the fully trusted party.

A Trusted Virtual Domain (TVD) aims to achieve privacy and se-
curity by running a virtual machine on distributed hardware[66]. A
e-health system using TVDs and PKE can be seen in [67]. Though it
achieves data privacy, the construction requires authentication by the
patient using a PIN, every time data needs to be added to his PHR.
Furthermore it requires a very specialized cloud architecture in order
to achieve its security.

3.4 PROXY RE-ENCRYPTION

Proxy re-encryption, first introduced by Blaze, Bleumer and Strauss
in 1998[54], allows encrypted data to be re-encrypted so that it can be
decrypted using a different key. This mechanism can be useful in a
number of different applications, with one of the most common being
that of delegating access. A patient stores data in encrypted form at
a cloud provider. The cloud provider can not access the data, but is
able to re-encrypt the data for other parties.

3.4.1 Primitives

In order to re-encrypt an encryption for A to an encryption for B,
a trusted party either needs the private key of A, or a special re-
encryption key, usually computed by A. Many homomorphic encryp-
tion schemes allow for re-encryption, such as ElGamal[54], Paillier[68],
RSA[69], and lattice-based encryption[7o0].

Distributed version of proxy re-encryption schemes also exist[71].
In this setup the trusted party is replaced by a group of proxies. The
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private key of A, or the re-encryption key is shared among these
proxies using Shamir Secret Sharing (See Sec. 3.1.1.4), using thresh-
old t. At least t proxies need to collaborate in order to perform the
re-encryption.

3.4.2 Applications

In [72] proxy re-encryption is used to reduce key management com-
plexity. Whenever a party is allowed access to a file, the file is re-
encrypted for the key of that party. The scheme allows computations
to be performed over the encrypted data, however gives no demon-
stration. Furthermore, access management is completely performed
by a fully trusted cloud. Furthermore, as a duplicate of every encryp-
tion is kept for every party with access rights, storage complexity is
a problem.

In [23] a solution for a PHR is proposed, using a PKE scheme with
homomorphic properties. In this work, a central authority replaces
identifiers with pseudonyms. These pseudonyms look different at
each party, removing linkage of the data owner. Data can be stored
in encrypted form, using generic encryption keys. Afterwards the
data can be re-encrypted for any party who is allowed to access it.
The system achieves hiding of identifiers across different parties, and
methods for incorporating self-monitorin devices. The biggest draw-
backs of this approach is the reliance on a trusted central authority,
access manager, and key server.

Several other works also employ proxy re-encryption as the basis
for key and access management[73][74][75][76]. Either the encrypting
party, or a key management authority has the responsibility of dis-
tributing decryption keys only to authorized parties. This highlights
one of the main drawbacks of such an approach. As access rules be-
come more complex, so does key management. Approaches to some-
what reduce this complexity include categorizing files, resulting in
less keys to manage, or by introducing a per file access control list.

3.5 ATTRIBUTE-BASED ENCRYPTION

One of the most recent developments is that of ABE[77], first intro-

duced in 2005. ABE shows great promise in its application for PHRs[78].
ABE allows files to be encrypted under a access structured based on

a set of attributes. This moves the problem of access management to

the distribution of decryption keys for attributes. In a PHR these ac-
cess structures allow a patient to gain fine-grained control over which

HCPs are able to access which parts of his PHR.
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3.5.1 Primitives

ABE comes in two forms, Key-Policy Attribute-Based Encryption (KP-ABE)[79]
and Ciphertext-Policy Attribute-Based Encryption (CP-ABE)[80]. As
the name implies, with KP-ABE the access structure is embedded in
the nature of the keys. For CP-ABE this is embedded in the ciphertext
itself.

One of the main challenges in ABE is that of user and attribute re-
vocation. In real-world applications it is often desirable to be able to
remove decryption rights from users. Works such as [81][82], add re-
vocation through the combination of proxy re-encryption. Whenever
a user’s rights are revoked, the cloud storage re-encrypts any files en-
crypted under these attributes. The main drawback to this approach
is that the re-encryption is costly and puts trust into the cloud storage.
Furthermore, this approach is unpractical in a distributed storage set-
ting. In [83] attribute revocation is realized by assigning a key to each
attribute. In order to revoke an attribute, a key authority generates a
new key for the attribute. The new key is send to all parties who can
use it to update their decryption attributes and their attribute decryp-
tion keys. The work [84] relies on on the distribution of new keys for
all the unaffected parties, whenever an attribute gets revoked. In [85]
an improvement on this mechanism is proposd. If a user misses one
of the key-updates, the user can still retrieve the correct decryption
keys.

A big drawback of the ABE schemes mentioned so far, is that of
the use of a centralized or trusted authority. Without such an author-
ity, these schemes are not secure. In order to solve this several works
attempt to distribute or remove this authority. In [86] a distributed
pseudo-random function is used to generate keys and attributes, re-
moving the need for a central authority. In [87] a threshold-based
ABE scheme is proposed. Here attribute distribution is managed by
several attribute authorities (AAs). Each AA is responsible for a sub-
set of all attributes. When encypting a message, for each AA k, a
number of required attributes dy is picked. A party holding at least
dy attributes for for at least t + 1 authorities is able to decrypt.

3.5.2 Applications

In [88] an ABE-based architecture for a EHR is proposed. This system
relies on smartcards, together with a security PIN, through which
patients are able to authorize HCPs to access their data. A trusted key
server sends decryption keys to authorized HCPs

Another example of the application of ABE for distributed cloud
storage can be found in [89]. The scheme achieves fine-grained access
control, anonymity, user authentication, and has distributed key man-
agement. Unfortunately, the access structure is visible to the cloud
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provider, and there is no way of performing access monitoring with-
out trusting the cloud provider.

In [90], and its extension [91], a PHR using ABE allowing for dy-
namic access policy modification, and on-demand attribute revoca-
tion is constructed. The scheme distributes the role of the attribute
generating authority, using multi-authority ABE. In this setting each
authority is responsible for a subset of the attributes, meaning that
exploitation of a subset of attributes is still possible by a single au-
thority.

36 SEARCHING OVER ENCRYPTED DATA

Storing the data in encrypted form means that performing search over
the data becomes a challenge. Especially when SMDs are collecting
data at every point of the day, meaning a lot of data will be gathered.
In order to utilize this data stored in encrypted form, methods for
searching over encrypted data can provide a solution.

3.6.1 Primitives

One way to provide search over encrypted data is by giving each file
a limited set of keywords. Using a one-way function, such as a hash,
these keywords are then hidden. The hash gets stored at the cloud
provider, along with a pointer to the associated file. A search can then
be performed by comparing the hashes of keywords. This provides a
very basic search functionality, the keywords require an exact match,
otherwise the query will give no result. In order to account for typos
fuzzy search can be applied[92][93]. The edit distance between two
words is the amount of operations required to turn one word into
another. An operation can be the addition, removal or replacement of
a character. In this setup a maximum edit distance between a searched
keyword and a return keyword is defined. When a keyword is added
to the database not only the keyword hash itself, but also all keyword
hashes within the maximum edit distance are stored. When searching
for a keyword a search is performed for the hash of the keyword itself
and all keywords within a certain edit distance.

Given a collection of n encrypted files C = (Fy,F2, ..., F,,) and p key-
words W = wq,wj,..., Wp. A cloud provider stores these encrypted
files and keywords. The user wants to be able to search over these
encrypted files based on the keywords. The edit distance ed(wj, w3)
measures the similarity between two keywords wy and w;, and is de-
fined as the amount of operations required to transform one of them
into the other. These operations can be 1) Substitution: Replacing one
character with another in the word; 2) Deletion: Removing a charac-
ter from the word; 3) Insertion: Inserting a single character into the
word. Let Sy, 4 be the set of words w’ satisfying ed(w,w’) < d. For
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fuzzy search the value of d needs to be predefined, and determines
the maximum dissimilarity between a search query and the returned
result. With this a search input can be defined as (w, k) with k < d
which will return either FID,, if present, otherwise all FID,,, with
ed(w,w;) < d. A naive approach to solve this problem would be to
for every keyword w; pre-compute all words w! with ed(w;, w{) < d.
Assuming an alphabet of 26 characters the amount of keywords re-
quired to be stored for keyword w with d = 2 will approximately
become 2k? - 26%. A search for (w, d) can then be performed by com-
puting all words w’ with ed(w,w’) < d and sending this collection
to the cloud server for comparison.

3.6.2  Applications

Though the method above demonstrates one method to achieve se-
cure search, other works use different techniques. In [94], the secure
evaluation of finite automata are used to search over DNA. Here a
search query is formulated as a finite automata, after which its se-
cure evaluation will return the answer to the search query.

In [95] a different approach is used to search over medical data.
Here hierarchical predicate encryption is used in order to allow for
multi-dimensional keyword search over encrypted data stored at a
cloud provider. This allows search queries containing and excluding
specific keywords, while keeping the contents of these queries hidden
to the cloud provider.

3.7 CONCLUSION

In current literature we see many approaches for the secure handling
of medical data. Each approache faces different challenges. For SMC,
the challenge is that of translating existing algorithms into secure
protocols, while keeping these protocols efficient. Other approaches
deal with secure storage and retrieval of data. Here the challenge
becomes storing data at untrusted cloud providers, granting access
to only the right parties, and retrieving the right data.

SMC shows a lot of promise to provide medical data analysis, and
automated monitoring of medical signals, while protecting both the
party supplying the analysis and the data owner. However, in the
current medical field, healthcare is in most cases still performed by
humans looking at plaintext data. Because of this, a system where
multiple parties can jointly manage a single PHR, where the patient
remains in control, seems to have more utility in the near future.

The question which this chapter aims to answer is as follows,

What cryptographic methods are there to provide a secure,
privacy-preserving PHR?
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SMC shows the biggest potential for true private data handling,
since private data never has to leave the machine. Though guarantee-
ing privacy, this approach in has many practical limitations. Storing
all patient data locally would require a lot of storage space at the
patient, and limite accessibility. Furthermore, all aspects of e-health
can be translated into algorithms, let alone SMC algorithms. Because
of this, a secure PHR is more critical for applicable e-health. In this
PHR, the patient has insight into what data about him is being stored,
and has full control over who is able to access this data. The data
is stored in encrypted form, while SMC can enable parties to offer
services for stored data, such as remote monitoring, diagnosis, and
analytics. Cryptographic methods such as searching over encrypted
data ensures the data can be utilized in a meaningful manner.

Regarding the secure data exchange for a PHR systems, we see
several approaches. In order to asses the performance of these ap-
proaches, and the proposals for their application in e-health, we use
common criteria, such as achieved security, complexity and efficiency.
Furthermore, we define the following six properties in order to en-
sure compliance with the current regulations, functionalities present
in the current Dutch e-health system, and to allow the secure integra-
tion of SMDs.

* Confidentiality, data can be stored securely, and with as little
trust given to the cloud provider as possible.

* Access control is preferable controlled by the patient, the level of
access control is also important.

* Monitoring, actions on the PHR are monitored and visible to the
patient.

* Anonymity, the system provides anonymity over the data stored.

* Trusted parties need to be reduces. Trusted parties can be the
cloud provider, but also HCPs or monitoring parties.

e Integration of SMDs, a solution which relies on human authenti-
cation would make integration of SMDs less practical.

We see that many approaches achieve multiple of the properties de-
scribed above. However, few achieve all. Those who seem to achieve
all or most of these properties, however, lack clear methods for the in-
tegration of SMDs, usually due to the reliance on smart cards [62][63][88].

Other solutions rely on the help of a trusted party. This trusted
party is usually the key server[88], cloud provider[83], the HCP, or a
separate (government) controlled entity[64]. Though others rely on a
semi-trusted authority, these systems usually break when these au-
thorities collaborate with the system users[23][65]. Though in general
ABE-based methods show great potential for e-health systems, as they
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allow for the construction of a PHR with fine-grained access control,
none of the method meet our criteria.

Given the current and upcoming regulations (Sec. 2.2), we conclude
that none of the proposed e-health systems is able to meet the require-
ments, without relying on the need for a centralized authority. This
makes these systems insecure, if the central authority every is able to
collaborate with other parties.






A DISTRIBUTED E-HEALTH SYSTEM

In this section we present Distributed Polymorphic Encryption and
Pseudonymisation (Dist-PEP), our extension to Polymorphic Encryp-
tion and Pseudonymisation (PEP). We extend the work by removing
the need for a centralized authority. We first explain PEP, how it works
and its main security concerns. Afterwards, we explain our extension,
resolving many of these concerns. The contributions explained in this
chapter have been submitted as a paper to IEEE WIFS, which is cur-
rently under review. The full paper can be found in Appendix A.

4.1 POLYMORPHIC ENCRYPTION AND PSEUDONYMISATION

PEP[23] proposes a novel approach for the handling of medical data.
Data gets encrypted at the end points and stored in encrypted form
at a cloud provider. Afterwards, the data owner can decide which
parties are allowed to retrieve the data. A patient will be known by
different pseudonyms at every party. These pseudonyms are unlink-
able across different parties. The main suggested application is that
of a Personal Healthcare Record (PHR), where a patient can store data
gathered by wearables at an untrusted cloud provider, and share it
with HCPs.

PEP describes a setting where multiple parties are allowed to ex-
change data, but only with the help of a specialized party, called
the Transcryptor (TR). This way, multiple parties, such as HCPs, pa-
tient, self-monitoring devices and cloud providers are able to ex-
change data(See Fig. 1). Since all data has to go through TR, he can
perform access management and authorization. The TR is able to re-
encrypt data, allowing multiple parties to decrypt the same data us-
ing their own private keys. Furthermore, TR replaces all identifiers
with pseudonyms, which differ at every party, preventing linkage
through identifiers.

4.1.1  PEP operations

The re-encryption and pseudonymisation process uses ElGamal[49]

and its homomorphic properties. We deviate slightly from the nota-

tion used in PEP, in order to better explain our contributions. Let G

be a group of prime order p, with generator g. Given a private key X

and public key Y = g%, we encrypt a message M using EncEGy (M) =

(g*,:jr M), using a random . For decryption, we compute DecEGx ((b, ¢)) =
b* e
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Figure 1: Data Flow in PEP

Table 1: Symbols and their meaning.

Symbol | Description

X, Y master key pair

Xi, Y1 key pair of 1

ki key-factor for i

Si pseudonym-factor for i
ID; personal identifier of i

ID; @j pseudonym of i at j

EID; encrypted identifier of i

EID;@j | encrypted identifier of i at j

Given an encryption of message M, C = EncEGy(M) = (b,c), en-
crypted using public key Y = g%, PEP defines the following three
homomorphic operations on C.

* Randomize Elgamal picks a random value 1, and produces a ran-
domized encryption of the same message,

RandEG;((b,c)) ==(g"-b,y"-c) mod p. (6)

* Re-Key ElGamal uses key-factor k, and produces an encryption
which can be decrypted using different private key X' = X - k,

KeyEG, ((b,c)) = (b* ,c) mod p, )

* Re-Shuffle EIGamal performs a homomorphic exponentiation by
s, creating a new encryption which will decrypt to M.

ShuffleEGs((b, c)) := (b%,c®) mod p. (8)



4.1 POLYMORPHIC ENCRYPTION AND PSEUDONYMISATION

4.1.2  Storing and Retrieving Data

The main operation in PEP is that of pseudonymisation. Given an
identifier ID;, every party j will instead learn a pseudonym, ID;@j =
ID]’ (The exponentiation of i’s identifier ID;, using j’s pseudonym-
factor sj). Only TR knowns pseudonym-factor s; and has to perform
this exponentiation. In order to hide the identifiers and pseudonyms
from TR, TR performs this exponentiation on an encyption of ID;. We
now explain how this pseudonymisation process can be used in order
to store data gathered by a wearable at a Cloud Provider (CP), after
which a HCP can retrieve it.

Setup, a key server generates a keypair with private key X, and
public key Y = g*. For every party i, the key server generates a
random key-factor ki, and sends i their private key X; = X - ki, and
sends TR the key-factor k;. For every participant i, TR generates a
pseudonym-factor s;. Every patient j is assigned a unique identifier,
ID;.

Storage. Patient P has a wearable device W, which wants to store
some data D at a Cloud Provider CP. CP should not learn the con-
tents of D, nor the identifier of P. W keeps an encryption of P’s iden-
tifier as EIDp = EncEGy(IDp). First W randomize the enccrypted
identifier using random r, EID;, = RandEG, (EIDp), and encrypts D,
E = EncEGy(D). Next, W sends EID} and E to TR. TR re-keys and re-
shuffles the encrypted identifier using the key-factor and pseudonym
factor for CP, EIDp@CP = KeyEGkCP(ShufﬂeEGsCP(EID{,). TR sends
EIDp@CP and D to CP. CP can decrypt EIDp@CP using his private
key Xcp in order to obtain the pseudonym of P at CP, IDp@CP =
DecEGxy.., (EIDp@CP) = ID];CP. CP uses the pseudonym as an identi-
fier to store E

Retrieval. CP holds an encryption E of data D, owned by patient
P. Let A be a HCP authorized to retrieve data owned by P. A knows
EIDp = EncEGy(IDp). A randomizes the encrypted identifier using
random r, EID;, = RandEG, (EIDp) and sends it to TR. TR re-keys
and re-shuffles using the key-factor and pseudonym-factor for CP,
EIDp@CP = KeyEGkCP(ShufﬂeEGsCP(EID{D) and sends the result to
CP. CP decrypts to obtain the pseudonym IDp@CP and use it as an
index to retrieve E. CP randomizes E as E’, and sends E’ to TR. TR re-
encrypts E’ for A, C = KeyEG, , (E) and sends the result to A. A can
decrypt using his private key in order to obtain D, DecEGx, (C) = D.

4.1.2.1 Limitation of PEP

Through the pseudonymization process, participants have to commu-
nicate through the TR. This creates a central party, who can perform
access management, logging and monitoring. However, if TR ever
chooses to collaborate with any other party, a lot of data will be
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leaked. In this section we discuss this and several other limitations
of PEP.

* Assumes the existence of a fully-trusted access manager.

* The key server holds the master private key X. If key server col-
laborates with the storage facility, all data and all polymorphic
pseudonyms can be decrypted.

* TR holds secrets k; and S; for each party i. Each i A holds
Xi = X - ky. If TR collaborates with any i, they are able to learn
master private key X, creating the same security threat as com-
promising the key server. Furthermore they are able to compute
any other private key for party j, Xj = X; - kj/ki, and are able
to learn personal identifier ID; from any pseudonym of j.

In order to reduce the control of the TR, PEP suggests methods in
which TR has to collaborate with an access manager in order to pre-
vent this, however this just moves the trust to the access manager,
leaving many of the same security risks. Furthermore, they proposes
the use of a Hardware Security Module (HSM). These HSMs manage
cryptographic keys, key-factors and pseudonym-factors. All PEP op-
erations are performed inside these HSMs. Though this prevents di-
rect leakage of these secret values, TR is still able to transform any
data or pseudonym, such that it can be decrypted by any participant.

Besides security threats, the construction of PEP can only be scaled
vertically. Keeping the context of wearables in mind, we can only
expect the amount of data which the TR needs to process to increase.
Furthermore whenever TR goes offline, no exchange of data can take
place.

4.2 DISTRIBUTED POLYMORPHIC ENCRYPTION AND PSEUDONYMI-
SATION

PEP relies on a single TR in order to re-encrypt data and pseudonymise
identifiers. We instead propose Dist-PEP, a setup where these opera-
tions are performed by a group of n TRs. Within this group, a quorum
of t TRs need to collaborate in order to re-encrypt and pseudonymise.
Furthermore, we remove the need for a trusted key server, by let-
ting TRs collaborate, in order to generate private keys, key-factors
and pseudonym-factors. The result is a scheme which is more scal-
able, when the demand for bandwidth increases, we can increase n.
Furthermore we remove the need for a central semi-trusted authority
(TR), and the huge security risks when this authority chooses to col-
laborate with any other party (Leakage of all stored data, identifiers,
and pseudonyms). We achieve this using Shamir Secret Sharing (See
Sec. 3.1.1.4).
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4.2.1  Dist-PEP Operations

We demonstrate how the homomorphic operations defined in PEP can
be performed in a distributed manner using Secret Sharing. Given an
encryption of message M, C = EncEGy(M) = (b, c), and quorum 7
of t TRs. Send C to every member i of 7. Every i computes a partial
result p; = (bj,ci) and sends this to the receiving party. Let P =
{pi : 1 € 7}, the receiving party combines the partial results using the
Combine EIGamal operation, CombEG(P) = (] [icx bi, [ [icr ci)-

Given a secret sharing [s] and [k], a partial results p; can be com-
puted as follows.

1. Partial Randomize EIGamal, using a random number r,
PartRandEG,((b,c)) = (b 'g",ct 'y").

2. Partial Re-Key ElGamal, using [k], pre-compute a secret sharing
of [k~ ']. PartKeyEG ,,((b, c)) == (bR, ety

3. Partial Re-Shuffle EIGamal, PartShuffleEG 4 ((b, c)) := (b[sIT, csIT).

4. Partial Re-KeyShuffle EIGamal, using [k] and [s], pre-compute a se-

cret sharing of [sk™ 1], PartKeyShuffleEGy, ({(b, ¢)) = <b[5k71]in, cls

Note that the pre-computations of new secret shares, such as comput-
ing [sk=1] from [k] and [s] only needs to be done once. Afterwards
the secret shares of [sk~'] are stored, speeding up the computation
in the future.

4.2.2  Removing the Trusted Key Server

In the distributed setting, we can remove the need for a trusted key
server by distributing this role among the TRs. For this, the master
secret key X is generated as a secret sharing of random number by
the TRs, [X]. This secret sharing is done using threshold t’, which
can be higher than the secret sharing of pseudonym-factors and key-
factors, increasing the amount of malicious TRs which would have to
collaborate in order to retrieve X.

Let i be a party joining the system. In order to generate a key-
factor, pseudonym-factor and a private key for i, a quorum 7 of at
least 2t — 1 TRs collaborate in order to generate secret sharings of
random values for key-factor [ki] and pseudonym-factor [si]. Each
j € mcompute [X - kilT" and sends this to i. i can computes his private
key as DCi = Z)-EWDC . ki];-[ =X- ki.
4.2.3 Adding a new transcryptor

After setup, it is possible to add or replace a TR. Let TRx be a new TR
joining the setup. For this the existing TR simply collaborate in order
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Table 2: Computational complexity Dist-PEP operations.

Operation Multiplication | Exponentiation | Overall Complexity
CombEG 2t 0 O(t)
PartRandEG 2t 4t O(t)
PartKeyEG 0 2t o(t)
PartShuffleEG 0 2t O(t)
PartKeyShuffleEG | 0 2t O(t)

to give the new TR secret shares of the values currently shared among
the TRs.

4.3 ANALYSIS

In this section we shall present a security sketch of our scheme. This
is followed by an analysis of its complexity. Finally using an imple-
mentation we test its performance.

4.3.1 Security

Shamir Secret Sharing guarantees that for a t out of n secret sharing,
nothing can be learned about the shared secret with less than t shares.
This means with t — 1 collaborating TRs can not learn anything about
any k;j or sj. t' —1 TRs are unable to determine anything about X. The
unlinkability of randomized encryptions and randomized encrypted
pseudonyms relies on the Decisional Diffie-Hellman problem: Given
g,9% g%,g¢ € G, it should be infeasible to determine if a-b = c.

4.3.2  Complexity

We perform complexity analysis of our scheme based on the amount
of multiplications and exponentiation performed. The CombEG oper-
ation is analyzed for one participant, while the PartRandEG, PartKeyEG,
PartShuffleEG and PartyKeyShuffleEG operations are analyzed as if
they are performed by t TRs (See Table 2). All operations show a com-
plexity of O(t).

All PEP operations in the original scheme have complexity of O(1).
Note that for completeness, we provide an analysis for the PartRandEG
operation, however, this operation is not used by our scheme.

For any Dist-PEP operation the message complexity analysis is as
follows. A participant needs to send a encrypted pseudonym and en-
cryption of data to t TRs. After performing their partial computation,
t TRs send their partial result to a single receiver. This gives us a tight
bound of 6(2t) messages.
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4.3.3 Performance

We have implemented the protocol using C++ and the GMP library".
We test the performance on a machine running Windows 10.0, with
a Intel Core i5-7200 running at 2.50GHHz. We analyze the computa-
tion time for performing t PartKeyShuffleEG operations, and combin-
ing the partial results using CombEG, for different values of t. The
PartKeyShuffleEG computation time is the average time spend by a
single TR. The resuls can be seen in Fig. 7 and Fig. 8.

We plot the results in Fig. 2 and 3. As expected both methods
demonstrate a linear complexity of O(t).

1 See https://gmplib.org/.
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4.4 CONCLUSION AND DISCUSSION

In this chapter we propose an approach to controlling data access in a
distributed manner. Through pseudonymisation, we provide anonymity,
while enforcing that any exchange of data has to pass through a
quorum of transcryptors. This allows checking of access rights and
monitoring. Furthermore, this is done in a distributed manner, using
Shamir Secret Sharing, increasing scalability and security. We further
improve on previous solutions, by removing the need for a key server.
Through complexity analysis, and by measuring the performance of
an actual implementation, we demonstrate the efficiency of our pro-
tocol.

Though the work in this chapter shows an improvement over PEP
in terms of privacy and security, some of its flaws are still present.
Most notable the reliance on a trusted access manager. In the current
approach the access manager dictates in which data transactions the
group of TRs will assist.



PATIENT CONTROLLED ACCESS MANAGEMENT

In the previous chapter we present Dist-PEP. The scheme removes the
need for a centralized trusted party, however, still relies on a fully
trusted access manager. In this section we present Polymorphic Ac-
cess Management (PACMAN). PACMAN further improves Dist-PEP, by
embedding access management into the encryption. The result is an
e-health system where multiple parties can submit data to a single
patient’s PHR. The patient has control over which parties are able to
access which parts of his PHR. This exchange of data is managed by a
group of parties. A certain threshold of these parties need to collabo-
rate in order to facilitate in the exchange of data.

We present this contribution using a paper, which is planned to be
submitted to IEEE TIFS. The contents of this paper should provide an
answer to our third research question,

How can the patient stay in control of his medical data?

The paper is structured as follows. It starts with an introduction ex-
plaining the current issues with e-health, and the integration of self-
monitoring devices. Furthermore, the introduction contains a state-
ment about the significance of our contribution. Afterwards, it ex-
plains our system and security model, and covers the preliminaries
needed for our construction. The preliminaries contain a summary
Dist-PEP, the subject of the previous chapter. Afterwards we PACMAN,
our contribution. We compare our construction to previous construc-
tions, both in terms of complexity and security. Next, we show some
further improvements to the scheme, which in order to provide a fair
comparison have been left outside of the analysis. Finally, we explain
how our construction could be implementated in order to create a
PHR.

5.1 POLYMORPHIC ACCESS MANAGEMENT FOR PERSONAL HEALTH-
CARE RECORDS

In recent years the market for wearable devices, such as smartwatches
and fitness trackers, has emerged. This market is expected to grow,
from 84 million units sold in 2015, to an expected 245 million units
in 2019[3]. The majority of these devices are currently equipped with
sensors such as GPS, step counters, and heart monitors. However,
more specialized devices are able to perform more advanced mea-
surements, such as blood sugar levels, oxygen levels, blood pressure,
and ECGs[96]. Most manufacturers of these devices, provide the user
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with the functionality of syncing these measurements in the cloud,
and for some devices this is the only way of extracting measure-
ments. Currently these devices are mainly used by consumers for
self-monitoring: keeping track of ones personal fitness. However, as
these devices are becoming more advanced, their application is mov-
ing towards medical purposes.

The idea of a personal healthcare record (PHR), a digital healthcare
record in which the patient can create, manage and control his per-
sonal medical data in one place, has been envisioned for quite some
time. The PHR would allow multiple healthcare providers (HCPs) to
contribute to the same record, while the patient controls who is al-
lowed to access which parts of the record. Such a PHR would fur-
thermore allow the patient to contribute to his record using self-
monitoring devices. A good demonstration of the potential of the
PHR, is that of multiple HCPs prescribing medication to the same
patient. In this situation it is important for the HCPs to be aware of
the medication prescribed by the other party, to avoid unexpected
interactions between the medication. Instant access to parts of the
patients PHR would solve this problem. With the incorporation of
self-monitoring data, the potential becomes even more promising. In
this setup data is gathered by (wearable) devices, and stored in the
cloud at a storage facility. The patient grants the HCP access to mea-
surements relevant for his treatment, replacing physical check-ups by
remote monitoring by the HCP. This shows promise in saving costs,
by reducing both the amount of hospital visits required, as well as
reducing the work performed by the HCP. Furthermore, the HCP can
rely on measurements taken in a natural setting, over a longer period
of time, possibly increasing the quality of the care provided.

The benefits of a PHR should be clear, however, given the sensitiv-
ity of the data involved, big privacy and security challenges arise. A
patient wants a HCP to be able to only access information relevant for
providing the healthcare. The current state of self-monitoring is that
the data is stored in plaintext at the manufacturer, giving the man-
ufacturer full control over the data. Manufacturers use the gathered
data for secondary purposes, such as targeted advertisements, shar-
ing aggregates with research institutions, and using it for analytics
about the usage of their products.

To prevent the exploitation of the PHR, one approach is to pre-
vent the sharing of data altogether. Instead, such schemes apply se-
cure multi-party computation, in order to form a diagnosis over the
measurements. Examples are the use of binary decision trees[61] to
perform remote diagnostics on encrypted data. More advanced exam-
ples are the use of private linear branching programs[57] and private
neural networks[60], in order obtain a classification of ECG signals,
where both the classification algorithm and the ECG measurements
stay private.
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Though the current state of diagnostic algorithms show promise,
in the current state of the medical field, healthcare is generally still
conducted by humans. This requires the exchange of plaintext data,
creating the different challenge of providing access management and
data privacy, while storing the data at an untrusted storage provider.
This task is further complicate, given that multiple HCPs ans self-
monitoring devices need to contribute to a single PHR.

The use of polymorphic encryption and pseudonymisation (PEP)
has been proposed[23], in order to reduce the effectiveness of com-
bining data from different parties. This allows multiple parties to
contribute and exchange data in a PHR, while learning little about
the identity of the PHR owner. In PEP an identifier is replaced by
pseudonyms. These pseudonyms look different at every party, pre-
venting linkage. Generating the pseudonyms from the identifier is
performed by a centralized party. One of the main drawbacks of this
method is the big role of this central party. Through collaboration
this central party is able to find the relationship between all identi-
fiers and pseudonyms, and even decrypt all data. Furthermore the
method assumes proper access control.

Attribute-Based Encryption (ABE) has been researched, to solve the
access management challenge for PHRs[97], and cloud storage in gen-
eral[84]. ABE allows access management based on an access structure.
Two main types of ABE exists, Key-Policy ABE (KP-ABE)[79] and
Ciphertext-Policy ABE (CP-ABE)[80]. The difference between the two
methods is that in the first, the access structure is embedded in the
key, while in the second the access structure is part of the encryption.
This means that control over the access structure in the first lies with
the key authority, while the second lies with the encrypting party. Fur-
thermore, both forms require some form of trusted authority to han-
dle out keys and attributes. Furthermore, the access structure needs
to be known to decrypt an ABE encryption. Because of this, the ac-
cess structure is public, revealing information about the content of
the encryption.

In this work, we propose two novel constructions, providing ac-
cess management with application for PHRs. The first construction
combines pseudonymisation with CP-ABE. By embedding the access
structure into the encryption, we remove the need for a trusted ac-
cess manager. Only a party owning the attributes to fulfill the access
structures is able to decrypt. The exchange of such ciphers can only
take place with the help of an intermediate party, which means any
action on the PHR can be monitored, and is visible to the PHR owner.
Through pseudonymisation we limit data leakage through the access
structure.

In the second construction, we extend the first, by distributed the
role of the intermediat party. The result is a group of intermediate
parties. Within this group a quorum of a certain threshold has to be
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reached in order to perform any action on the PHR. This greatly re-
duces the security risks of malicious parties choosing to collaborate.
Furthermore, the intermediate parties are able to remove the need
for a trusted party all together, by distributing key generation and
the distribution of attributes. In addition, the construction allows for
easy key-revocation with minimal computation cost, and the imple-
mentation of time-based access control.

To the best of our knowledge, this is the first construction achieving
the combination of the following:

1. Multiple parties contributing to a dataset with a single data
owner

2. Fine-grained access control for the data owner
3. Decentralized storage

4. No centralized (semi-)trusted authority for key and attribute
management

5. Resistant to collusion of multiple parties
6. Unlinkability of data owner across different parties

7. Efficient key revocation, without re-encryption of stored encryp-
tions

8. Time-based access control

The rest of this work is organized as follows. In Sec. 5.2 we explain
the preliminaries. Next in Sec. 5.3 we explain our main contribution:
combining attribute based encryption with pseudonomyzation. Next
in Sec. 5.4 we expand this idea to work in a distributed setting. After-
wards in Sec. 5.5 an analysis of the construction is performed in terms
of complexity and security. In Sec. 5.8 we explore an application of
Dist-PACMAN for storing medical data.

5.2 PRELIMINARIES
5.2.1 System Models

For the first construction, we assume the following parties. Partic-
ipants, these are the patient or data owner, cloud providers (CPs)
and healthcare providers (HCPs). The patient, or data owner of the
PHR. The data owner adds data to the PHR through the use of self-
monitoring devices. Furthermore, the data owner needs to have ac-
cess control over his PHR. Any action on the PHR needs to be visible
to the data owner. The CPs provide storage for the PHR, but are not
able to view the content of any stored data. Each HCP is allowed
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Table 3: List of Definitions

Name Symbol | Description
number of transcryptors n -

threshold of transcryptors t -

quorum of t transcryptors Tt Il =t

lagrange coefficient AT (x) AT(x) = Hjem i %
secret sharing of S (S] -

partial solution of S (SIT D icnlSIT=S
bilinear map operation e(x,y) | e(a*,b¥)=e(a,b)*’
ElGamal private key X X €ErZp
ElGamal public key Y Y= gx

key-factor of A ka ka €rR Zp
pseudonym-factor of A SA SA €ER Zyp
ElGamal private key of A Xa XA =X-ka
ElGamal public key of A Ya Ya = Yka

access tree J -

pseudonym of T at A T@A -

leafs of access tree Y -

threshold of node x ty -

children of node x Sy -

encrypted access tree ET ET = EncTreey(7)
number of nodes in access tree | n n =17

number of leafs in access tree | { -
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access to a subset of the PHR, controlled by the data owner. Further-
more, HCPs are able to contribute data to the PHR. If the data owner
grants consent, research institutions are able to obtain anonymised
data from the patient’s PHR. Besides the participants we have an in-
termediate party, called the transcryptor (TR). TR is an independent
party, assisting in the exchange of PHR data. TR should learn nothing
about the data it is processing, nor the data owner. How data flows
between these different parties can be seen in Fig. 4.

In the second construction, the role of the TR is distributed. The
result is that we have multiple TRs. Data instead flows through a
quorum within this group of TRs.

Cloud
Self-Monitoring Provider Research
Device Institution
TR
Healthcare Bationt
Provider

Figure 4: Data Flow in System Model

5.2.2  Security Models

We assume all parties are semitrusted, i.e. they operate in an honest
but curious manner. This menas each party will not deviate from
the protocol, however, they will try to gain more information then
the protocol prescribes. We assume that communication between all
parties is performed over a secure channel.

In addition, in the second construction, we assume that at most a
threshold of t — 1 TRs decide to collaborate in order to learn as much
secret information as possible.

5.2.3 Cryptographic building blocks

In this section we explain cryptographic building blocks, used in or-
der to form our constructions. In Sec. 5.2.3.1, we start with the no-
tion of Secret Sharing. Secret Sharing allows the distribution of a se-
cret among a group of parties, after which a subgroup can retrieve
the secret. Secret Sharing forms the basis of Attribute-Based Encryp-
tion (ABE), which will be introduced in Sec. 5.2.3.2, and is the main
method for distributing the role of the TR in the second construction.
In Sec. 5.2.3.3, we explain Polymorphic Encryption and Pseudonymi-
sation (PEP), which uses a central party to replace identifiers by differ-
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ent pseudonyms, which are unique at every party, preventing linkage.
PEP is used in order to pseudonymise the access structures used in
ABE. Finaly, in Sec. 5.2.3.4, we explain distributed PEP, a form of PEP
where the role of the centralized party is distributed.

5.2.3.1 Secret Sharing

Using a t out of n secret sharing scheme a secret value S can be
divided into n shares. At least t < n shares are needed in order to
retrieve secret value S[50]. Let [S] denote such a secret sharing of S, [S]
can be constructed as follows. Pick a random polynomial f of degree
t —1, such that f(0) = S. For every share i, let x; be a unique public
value. For every share i compute y; = f(x;) as its secret value. Given
a quorum 7 of shares, with |n] = t, we can compute S as follows. First
we define the formula for the Lagrange coefficient as

sz =TT = ©

jemj#i
Now we compute t partial solutions as
[SIT = yiAT(0), (10)

which add up to S,

Z[S]iﬂ =S3. (11)

iem

Using two secret sharings [A] and [B], it is possible to perform
multi-party computations, of which the outcome will be of the form
of a new secret sharing. This work relies on the computation of ad-
dition ([A + B])[98], multiplication ([A - B])[51], and modular inverse
(IA~7 mod pl)[52] of such secret shares. Important to note, is the ef-
fect these operations have on the thresholds of the secret sharings.
Let ta and tg be the threshold of secret sharing [S] and [B] respec-
tively. For addition, the size of the quorum required for operation is
equal to max(tq, tp). For multiplication and exponentiation, this size
is tq +tp — 1. Furthermore, a quorum of size t, can generate a secret
sharing of a random value with any threshold smaller than t, where
the generated secret stays hidden to all parties. As demonstrated in
[55]1[53], public values can be exponentiated by a shared secret, where
only a single receiving party learns the result of the computation.

5.2.3.2 Ciphertext-Policy Attribute-Based Encryption

In Ciphertext-Policy Attribute-Based Encryption (CP-ABE) access is
managed using attributes and embedded in the encryption[8o]. This
in contrast to Key-Policy ABE, where the access structure is embed-
ded in the construction of decryption keys[79]. Using these attributes
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an access structure can be defined in the form of a tree. Every non leaf
node holds a threshold value, and every leaf node holds an attribute.
Only a party holding the right attributes to satisfy the tree is able to
satisfy the access structure. We first explain how these access trees
are constructed. Then we explain the notion of bilinear maps. Finally
we explain how access trees and bilinear maps can be used to form
the CP-ABE scheme.

Access trees. Let T be a tree constructed as follows. Every non-
leaf node x holds its set of children S, and a threshold value ty.
Let parent(x) denote the parent node of x, and index(x) denote the
index of x within S, rent(x), ranging from 1 to Sy qrent(x)l- Every
leaf node has t, = 1 and an associated attribute atty.

Satisfying an access tree. Let 7 be an access tree and y a set of
attributes. Let T, be a subtree of T rooted at node x. If y satisfies
access tree T, this is denoted as Ty (y) = 1. If x is a leaf-node then
Tx(y) = Tif attx € y. Otherwise Tx(y) = 1if } .5 T2(v) = tx.
Satisfying T means satisfying the subtree rooted in the rootnode of 7.

Bilinear Maps. Let Gy and G; be multiplicative groups of prime
order p, with g being a generator of Gy. Let e be a bilinear map
e: Go x Go — Gj. e has the following properties:
®)

1. Bilinearity: for all u,v € Go and a,b € Z, we have e(u®,v
e(u,v,)eb.

2. Non-degeneracy: e(g, g) # 1.

Group Gy is considered a bilinear group if the group operation in Go
and the bilinear map e can be computed efficiently. Using generator
g we find that e(g%, g°) = e(g, g)*® = e(g®, g*), showing that map e
is symmetric.

Attribute Based Encryption.

* Setup, let G be a bilinear group of prime order p with generator
g and bilinear map e. Choose o, 3 €r Z, and generate secret
key SK = (3, g%). Publish public key

-1
PK = (Go,g,h:gﬁ,f:gB ,e(g,9)%). (12)

* Key Generation, takes set of attributes S and outputs a decryption
key for the attributes in S. Pick random r € Z,, and for every
j € Spick1j €r Z,.

KeyGenABEyk (S) = (D = f(+7),

1
WesiD =g HG D =gy

* Encrypt ABE, encrypts M under access tree 7. Pick a random
number W €r Z,. For every node x in T, generate a random
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polynomial qx with qx(0) = qparent(x)(index(x)). Root node
r has no parent and instead has q,(0) = w. Let Y be the set
of leaf nodes in 7. For every leaf node y € Y compute Cy =
g9y (0), C{J = H(atty ) (0), Return resulting ciphertext as

EncABEpk (M, T) = (T, C = Me(g,g,)*",C =h",
Yy eY:Cy=gh, (14)
C}, = H(att,) (%))

* Decrypt ABE. Decryption is defined recursively. Function Decryptnode(CT, SK, x)
takes a ciphertext CT = (T, C,C, Yy € Y:Cy, Cé), private key
SK associated with set S of attributes and a node x. If x is a leaf
node and i € S, then let 1 = att,,

e(Di/ CX)
e(D{, Dy) (15)
—_ e(g/ g)rqx(o).

DecyptNodeg (CT, x) =

If i ¢ S, DecryptNode returns L. If x is not a leaf node, for every
z € S, compute DecryptNodegy (CT, z) and store the result as
F,. If for at least ty elements in Sy, Fx # L, let S, = {index(z) :
z € Sy} and compute

34
DecryptNodeg (CT, x) = H Ffi © _ e(g,g) 40, (16)

zESy

Otherwise DecryptNode returns L.

In order to decrypt CT, decrypt root node r, A = DecryptNode(CT, SK, r).

Afterwards compute W to obtain the original message
M.

5.2.3.3 Polymorphic Encryption and Pseudonymisation

Polymorhpic Encryption and Pseudonymisation (PEP)[23] provides
data privacy by storing data in encrypted form. Furthermore, an in-
dividual will be known by a different identifier (called a pseudonym)
at different parties. Let IDA denote the identifier of A. At any other
party B, A will be known by a related identifier, called a pseudonym
IDp@B = ID/k\B, with kg €r Zp. The act of computing IDA @B from
IDA is performed by a third party called the Transcryptor (TR). This
operation is performed on an encryption of IDa, using a homomor-
phic cryptosystem. This ensures TR learns nothing about the values
of IDA and IDA@B. This idea is demonstrated in Fig. 5. Party A en-
crypts his pseudonym IDa @A using his public key Y. The encryp-
tion E is send to TR, who performs an operation, obtaining E’. TR
sends E’ to B, who can decrypt using his private key Xg, obtaining
his local pseudonym for A, IDA @B.
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IDA@A, Decy, (E') =
E = EnCyA(IDA@A) E'=f(E) = 1D, @B

Figure 5: PEP setup.

PEP Operations. In order to securely compute pseudonyms from
identifiers and other pseudonyms, PEP makes use of operations, ex-
ploiting the homomorphic peroperties of ElGamal[49]. We first ex-
plain how these operations work. Afterwards, we show how they can
be used in practice to exchange pseudonyms and data in a privacy-
preserving manner.

Let G be a group of prime order p, generator g. The private key
X is a random number in Z,, from which the public key Y = g*
is computed. For encryption, pick a random r € Z, and perform
EncEGy (M) = (g", MY"). The decryption operation is DecEGx ((b, c)) =
cb—X.

PEP defines four operations on ElGamal encryptions. We modify
the notation to align with our construction. Let C = EncEGy(M) =
(b, c), an encryption of M under public key Y = g*.

1. Randomize ElGamal takes encryption C and a random number
v/, and produces a randomized encryption of the same message,
RandEG,((b,c)) == (bg"’,cy"’).

2. Re-Key ElGamal takes k and re-encrypts C, so that it can only be
decrypted using a different secret key of the form X’ = X - k.
KeyEG, ((b,c)) = (b* ', c).

3. Re-Shuffle EIGamal takes takes encryption C and value s, and
creates an encryption of M*, ShuffleEG;((b, c)) == (b%,c*).

4. Re-KeyShuffle EIGamal combines the Key and Shuffle ElGamal
operations, KeyShuffleEG, (((b,c)) == <b5k7] ,c5).

Storage and Retrieval, A wants to store data D in encrypted form
at Storage Facility CP, after which B is allowed to retrieve and decrypt
it. A holds an encryption of his pseudonym, EIDA @A = EMy, (IDA@A).
First, A Re-Randomizes EID A @A, EIDA @A’ = RM,.(EIDA@A). A en-
crypts the data as E = EMy(D) and sends EIDA@A’ and E to TR.
TR Re-KeyShuffles EIDA@A’ using ka_,cp = kcp/ka and sa_cp =
scp/sA, EIDA@CP = K8My,, | sa,cp(EIDA@A’), and sends the re-
sult together with E to CP. CP can decrypt EIDA@CP to obtain the
pseudonym of A at CP, IDA@CP = DMx., (EIDA@CP) = IDi\CP. CP
can not decrypt E and uses ID @CP as an index to store E.

B holds ID A @B, the pseudonym of A at B. B encrypts this pseudonym
as EIDA@B = EMy, (IDA@B) and sends it to TR. TR Re-KeyShuffles
using kg_cp = kcp/kg and sg_.cp = scp/SB, obtaining EIDA@CP =
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RK8vy ,cp,sp.cr (EIDA@B). TR sends EIDA@CP to CP, who can de-
crypt to ID A @CP, which he uses to retrieve E. CP sends E to TR who
Re-Keys it using kg, E' = RKy, (E) and sends E’ to B. B decrypt E’
to obtain D.

5.2.3.4 Distributed Polymorphic Encryption And Pseudonymisation

In Distributed Polymorphic Encryption and Pseudonyization (Dist-
PEP), the role of TR in PEP (Sec. 5.2.3.3) is distributed among n par-
ties using Secret Sharing. The resulting setup can be seen in Fig. 6.
Here computation of different pseudonyms is performed in a dis-
tributed manner.

This distribution, makes use of the fact that all homomorphic op-
erations in PEP, consist of exponentiations. Distributed PEP performs
these exponentiations in a distributed manner, using Secret Sharing
(Sec. 5.2.3.1). Let [S] be a secret sharing of S with threshold t. Given a
number x and a quorum 7 of t share holders, we can compute xS ina
distributed manner, without revealing S, [S], or any of its shares. Fur-
thermore, only one party learns x°. For this, every i € 7 computes
partial result p; = x!S)7, and sends this to the receiving party. The
receiving party computes [[1 € np; = g°.

IDA@A, g
E = Ency, (IDA@A) Decy, (E') = IDA@B

Figure 6: Distributed PEP setup.

Dist-PEP Operations. Using the idea of distributed exponentia-
tion, the homomorphic operations of PEP can be performed in a
distributed manner. Given an ElGamal encryption of message M,
C = EncEGy(M) = (b,c), and quorum 7 of size t. Send C to ev-
ery member i of 7. Every i computes a partial result p; = (bi, cyi)
and sends this to the receiving party. Let P = {p; : i € 7}, the re-
ceiving party combines the partial results using the Combine EIGamal
operation, CombEG(P) := ([ [ic. bi, [ [icr Ci)-

Given a secret sharing [s] and [k], a partial results p; can be com-
puted as follows.

1. Partial Randomize EIGamal, using a random number 1, PartRandEG; ((b, c)) =
(bt g, et y").
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2. Partial Re-Key ElGamal, using [k], pre-compute a secret sharing
of [k 1]. PartKeyEG ,((b, c)) := (b[k*]]?,cr1 ).

3. Partial Re-Shuffle ElGamal, PartShuffleEG ) ((b, c)) = (blsIT, c[sI7).

4. Partial Re-KeyShuffle EIGamal, using [k] and [s], pre-compute a se-

cret sharing of [sk—1], PartKeyShufﬂeEG[k],[ ol ((b,c)) = (b[Skq}?,

Note that the pre-computations of new secret shares, such as comput-
ing [sk~'] from [k] and [s] only needs to be done once. Afterwards
the secret shares of [sk™'] are stored, speeding up the computation
in the future.

Besides distributing the trust put into a single TR over a group of
TRs, the modified setting of Dist-PEP also removes the need for a
trusted key server. Instead of letting a key server generate key-pair
(X,Y), this tasked can be performed by the group of TRs. Since X
is just a random number, a secret sharing of random X with thresh-
old t’ can be generated. Picking t" > t means that PEP operations
can be performed by t TRs, while generating new private keys for
participants requires a larger quorum.

5.3 POLYMORPHIC ACCESS MANAGEMENT

In this section we present our first contribution, that of Polymorphic
Access Management (PACMAN). In PACMAN, data is encrypted us-
ing a modified version of ABE (Sec. 5.2.3.2), where the access tree
is pseudonymised. The resulting construction has access structures,
which look different at every party. This limits the amount of infor-
mation these access structures leak, while preventing linkage of data
structures across different parties. Pseudonymisation of access trees
is performed by an intermediate party, the Transcryptor (TR). TR per-
forms its operations on encrypted access trees, meaning it learns noth-
ing about the attributes of the tree.

In Sec. 5.3.1, we first explain how this pseudonymisation process of
access trees work. Afterwards, in Sec. 5.3.2 we explain our construc-
tion, which utilizes these access trees.

In the following section (Sec. 5.2.3.4), we show how PACMAN can
be modified, distributing the role of TR.

5.3.1 Pseudonymised Access Trees

Let T be a tree representing an access structure. For every node x, we
have a threshold value tx and a set of children Sy. For every leaf node
we have an associated attributed atty € Z,. Every attribute will look
different at every party. This is achieved using pseudonymisation (Sec.

5.2.3.3).
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We want to perform the pseudonymisation process on encryptions
of attributes. This way the pseudonymisation can be performed by
TR, without TR learning anything about identifiers and pseudonyms.
For this we define the following operations for encrypting and de-
crypting trees. Encrypt Tree takes an access tree, and encrypts all its
contents, creating an encrypted access tree. Let Y be all the leafs,
and T = {(tx,Sx) : x € T} be all the thresholds values and sets
of children of all nodes in 7. EncTreey(7) first encrypts T as W =
EncEGy(T). Afterwards, it takes every leaf y of T, and computes
eatty = EncEGy(atty). The encrypted tree becomes ET = (W, Vy €
Y : eatty).

Decrypt Tree decrypts an encrypted tree. DecTreex ((W,Vy € Y :
eatty)) decrypts W and eatt, for every y € Y and reconstructs the
access tree.

Next, we define four operations on encrypted trees. Given an en-
crypted tree ET = EncTreey(T) = (W, Vy € Y : eatty), where Y = g%,
the operations are as follows.

1. Re-Randomize Tree, randomizes the encryption of all elements.
Pick random rw, and ry for every y in Y, RandTree((W,Vy €
Y :eatty)) = (RandEG,,, (W), Vy € Y : RandEG,, (eatty)).

2. Re-Key Tree, re-encrypts the elements of the tree so that that can
be decrypted using secret key X = X - k. KeyTree, ((W,Vy € Y :
eatty)) = (KeyEG, (W), Vy € Y : KeyEG, (eatty)).

3. Re-Shuffle Tree, Re-Shuffles the attributes of the tree. ShuffleTree, (W, Vy €
Y : eatty)) = (W,Vy € Y : ShuffleEG(eatty)). Afterwards
eatt, will decrypt to DecEGx (atty)®.

4. Re-KeyShuffle Tree, combines the Re-Shuffle and Re-Key opera-
tion. KeyShuffleTree, (((W,Vy € Y: eatty)) = (KeyEG, (W), Vy €
Y : KeyShuffleEG, ((eatty) ).

5.3.2  Our Construction

* Setup Let Go and G be multiplicative groups of prime order p,
with g being a generator of Gy and bilinear map e : Go x Go —
G1. A trusted authority pick random «, 3 and X, computes mas-
ter key MK and publishes public key PK.

MK = (B,9%,X)

—1
PK = (Go,g,9Y=g%, h=gP,f=9gf ,e(g,g)%
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* Key Generation, generates a key SK using set of attributes S, key-

factor k and pseudonym-factor s. Pick { €gr Z,, for every at-
tribute j € S pick 1; €gr Zp. The secret key becomes

KeyGenPM, i (k,s,S) = (X' =X -k, D = flot Ok

(17)
VjES:Dj:ge-jri,Dj’:gri>. 7

Note that by storing ¢, additional attributes can be added to
the same secret key at a later point in time. Given additional
attribute i, compute D; = ge AT, D! =g", 1y €R Zp.

Encrypt PACMAN, encrypts M under the access structure de-
fined in 7. Pick w €gr Z,,, construct polynomials using T as for
an ordinary CP-ABE encryption (Sec. 5.2.3.2). Return ciphertext
CT as

EncPMpk (M, T) = (ET = EncTreey (7),
C =Me(g,g)*™,C =h", (18)
Yy eY:Cy =g,/ = attd(©),

Decrypt PACMAN, decrypts an encryption CT. Decrypt ET to
obtain the pseudonymised access tree J’. Let y be the set of at-
tributes in SK. If y satisfies 7/, SK can be used to decrypt root
node 1 as in the decryption process of CP-ABE (Sec. 5.2.3.2),
A = DecryptNode(CT,SK, r). Message M can be retrieved as

/I _ C
M" = e(C,D)AT"

5.3.3 Performing Pseudonymisation

Given an ordinary ABE encryption E, performing the pseudonymi-
sation operations on the access trees alone is not enough to provide
security. The access structure only informs the receiver about which
attributes to use for decryption. A party missing the decryption key
for the access tree, but still holding the right attributes for satisfying
the tree, can decrypt by trying the combination of all his decryption
attributes on E. In our construction this is solved by using key-factor
k in the key generation and decryption process. We define the follow-
ing four operations on PACMAN encryptions.

1. Re-Randomize PACMAN, takes an encryption CT, and r €g Z,,

and produces a randomized encryption of the same message.

RandPM,.(CT) := (ET = RandTree(ET),

Q:C-e(g,g
C=C-h",Vyev:
Ciyzcy-gf,céJ :C;-att;).

)T,

(19)



5.3 POLYMORPHIC ACCESS MANAGEMENT

2. Re-Key PACMAN, takes an encryption CT which can be decrypted
using SK and produces an encryption which can be decrypted
using SKa.

KeyPM, (CT) = (ET = KeyTree, (ET),
c=c*" ¢, (20)
Yy € Y: Cy,Cy).

3. Re-Shuffle PACMAN, takes an encryption CT and re-shuffles the
access tree so every the attribute of every leaf node y becomes
att) = atty).

ShufflePM (CT) = (ET = ShuffleTrees (ET), C, (21)

~ 21

C,YyeY:Cy,Cy).

4. Re-KeyShuffle PACMAN, takes an encryption CT and creates an

encryption which can be decrypted using key with key-factor k
and pseudonym-factor s.

KeySufflePM, ((CT) = (ET = KeyShuffleTree,  (ET),
C= ck’ , (22)
C,vwyey: Cy,C;>.

5.3.4 Storing and Retrieving Data

In our construction the access structure is pseudonymised, meaning
all the leaf-nodes will look different at every party. However, the in-
ternal nodes remain visible and identical. This allows us to use the ac-
cess tree for storage indexing and performing binary search queries.

Let A be a participant wanting to store data at storage facility CP. A
encrypts the data using access tree T and sends the encryption to TR.
TRs perform the Re-KeyShuffle operation, and sends the result to CP.
CP can decrypts in order to obtain a pseudonymised access tree. This
tree is used as an index to store the data. Note that CP does not hold
the attributes to satisfy the tree, thus he can not decrypt the data.

Let B be a participant with pseudonymised attributes y. B wishes
to retrieve all data from CP which can be satisfied using a subset v’ of
Y. B encrypts the pseudonymised attributes in vy’ and sends these to
TR. TRs Re-KeyShulffle the encrypted attributes and send them to CP.
CP can decrypt the attributes, resulting in pseudonymised attributes
at CP. CP uses the pseudonymised attributes to retrieve any data for
which the attributes satisfy the access trees. CP sends this data to TR,
who Partial Re-Keys the data, such that B can decrypt. TR sends the
results to B, who is able to use his key decrypt the data.

49
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5.4 DISTRIBUTED POLYMORPHIC ATTRIBUTE-BASED ENCRYPTION

Similiar to how the role of TR in PEP can be distributed, the role of
TR in PACMAN can also be distributed. We first give a description
of how to perform Re-Randomization, Re-Keying, Re-Shuffling and
Re-KeyfShuffling of encrypted access trees in a using a single TR. Af-
terwards, we modify our construction of PACMAN to allow perform
the same operations in a distributed manner.

5.4.1 Distributed Pseudonymised Access Trees

We give a distributed version of the pseuodnymisation operations
on encrypted access trees, allowing the pseudonymisation process
to be performed in a distributed manner. For every participant j, a
key-factor and pseudonym-factor are shared among the TRs using
Shamir’s Secret Sharing, as [k;] and [s;] respectively.

Given a quorum 7t of t TRs, each member i of 7 computes a par-
tial result of the format ET; = (W;, Yy € Y : eatty ;). The Combine
Tree operation combines a set P of t partial results, P = {ET; : i € m}.
CombTree,(P) = (CombEG,({W; : 1 € m),Vy € Y : CombEG,({eatty ; :
iem))).

Given an encrypted tree ET = (W,Vy € Y : eatty), the partial re-
sults ET; for the different pseudonymisation operations can be com-
puted as follows.

1. Partial Re-Randomize Tree, pick random 1y and 1y for every y €

Y,
PartRandTree(ET) := (PartRandEG;,, (W), (23)
2
Vy € Y : PartRandEG;. (eatty)) 3
2. Partial Re-Key Tree, using secret sharing of key-factor,
PartKeyTree, (ET) := (PartKeyEG, (W), (20)
24

Vy € Y : PartKeyEG, (eatty)).

3. Partial Re-Shuffle Tree, using secret sharing of pseudonym-factor,
let W = (b, c).
PartShuffleTree ET) == ((b™ ', ¢ "),

(25)
Vy € Y : PartShuffleEG(eatty))

4. Partial Re-KeyShuffle Tree, combines the re-key and re-shuffle op-
eration,
PartKeyShuffleTree k], [s] (ET) := (PartKeyEG g (W),

26
Vy € Y : PartKeyShuffleEG  (eatty)) (26)
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5.4.2  Our Construction

We take the construction of ordinary PACMAN(Sec. 5.3) as a base and
modify it so that the role of the TR becomes distributed. In addition,
we remove the need for a trusted party for key generation. Instead
keys are jointly created by the group of TRs, using Secret Sharing
(Sec. 5.2.3.1). The master key becomes

MK = ([, [B], (B~ "lg™))-
From this the TRs collaborate and publish the public key

-
PK = (Go,g,Y =95, h=gP,f=gP ,e(g,g9)%.

In order to perform the polymorphic operations in a distributed
manner, we need to share key and pseudonym-factors among the
TRs. For every participant i the TRs share a key-factor [ki] and a
pseudonym-factor [si].

Note that the threshold for secret sharings can differ. The secret
sharings of the MK require a higher secured, and can thus be shared
using a higher threshold than the key and pseudonym-factors.

5.4.3 Performing Pseudonymisation

Let 7t be a quorum of TRs of size t. We modify the pseudonymisation
operations in ordinary PACMAN, so that they can be performed in
a distributed manner by the TRs. For this each TR first computes a
partial result p;. We define two Combine Polymorphic Attribute-Based
Encryption methods for combining these partial results, returning an
encryption equal to performing the operation in a non-distributed
manner. The first method combines partial results for the re-key, re-
shuffle and re-keyshuffle operations. These partial results are of the
form p; = (ET;,C,Ci, Yy € Y : Cy,C{J>. LetP ={pi:iem,
CombPM1(P) := (ET = CombTree(P),
C,c=]]cvyev:cy ). (27)
jem
The second method combines partial results of the re-randomize op-

eration, which have the form p; = (ETj, C]-, Ci,VyeY:Cy,u, C{J/Q, let
P={pi:iem,

CombPM2(P) := (ET = CombTree(P),C =[] Cj,

C=JJG.vyev:cy=]]CysC,=T]Cs

jem jem jem

(28)

The partial results p; can be computes using the following four
methods. Let CT be a ciphertext encrypted under access tree 7, where
Y are the leaves of 7.
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1. Partial Re-Randomize PACMAN, pick random r and compute

PartRandPM(CT), = (ET; = PartRandTree(7T),
Ci=elg,g)*"-h",Ci=C-C, (29)
Yy eY:Cyi=Cy-g",Cy; =Cy-atty).

2. Partial Re-Keys PACMAN, uses secret sharing of key-factor [k],

PartKeyPM,, | (CT) := (ET; = PartKeyTree,(7),

- - (30)

¢, ci=ck ' vy ev:cy, .

3. Partial Re-Shuffles PACMAN, uses secret sharing of pseudonym-
factor [s],

PartShufflePM ) (CT) := (ET;i = PartShuffleTree((T),

- - (31)
C,Ci=Ct" vyeY:Cy,Ch).
4. Partial KeyShuffle PACMAN, combines the re-key and re-shuffle
operation,

PartKeyShufflePMy; (5(CT) =
(ET; = PaurtKeyShufﬂeTlree[k],[SJ (), (32)

C,Cci=CcM,wyev:cy,Cy).

5.4.4 Computational Complexity

In Table 4 we compare the computational complexity of the homo-
morphic operations in terms of multiplications, exponentiations, and
bilinear map operations. Note that for PEP and Dist-PEP, we require
two ElGamal encryptions, one for encrypting the identifier, a second
for encrypting the data. When encrypting, multiplications are per-
formed in the message space, which is computationally cheaper. We
see that distributing both PEP and PACMAN requires little extra com-
putational complexity. This is mainly due to parallelization of the
distributed operations. For PEP and Dist-PEP all except the combine
operation run in constant time. With the use of polymorphic access
trees in PACMAN, these operations run linear in the amount of leaves
of the access tree.

5.4.5 Round Complexity

Let A be a party who wants to send data D to B. This is done with
the help of the Transcryptor(s), who will apply a homomorphic oper-
ation (Re-Randomize, Re-Key, Re-Shuffle or Re-KeyShuffle). All con-
struction can be seen as a distributed (t, n) algorithm, where the non-
distributed constructions have n and s set to one (1). Furthermore,
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Table 4: Computational Complexity
Operation PEP Dist-PEP
Mult | Exp | Mult | Exp

Encryption 2% 4 2% 4

Decryption 2 2 2 2

Re-Randomize | 2 2 2 4

Re-Key 0 1 0 2

Re-Shulffle 0 2 0 2

Re-KeyShuffle | 1 2 0 2

Combine 0 0 2t —
Operation PACMAN Dist-PACMAN

Mult Exp BilMap | Mult Exp BilMap
Encryption £+ 2% S5t+4 0 £+ 2* 44 +4 0
Decryption MEH204+3 | n24+20+4 | 2041 |02 +204+3 | n2+20+4 | 20+1
Re-Randomize | 2¢ 40+ 2 0 20 40+ 2 0
Re-Key +1 0 0 20+2 0
Re-Shulffle 20 0 0 2042 0
Re-KeyShuffle 2 0 ¢ 20+1 0
Combine — — — 2t0 4+ ¢ 0 0
4t + 20 0 0

*Computation performed on plaintext
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note that partial results will be computed in parallel. All construc-
tions require two rounds in order to perform a homomorphic opera-
tion as demonstrated in the following analysis. Round 1) A encrypts
D as CT, picks a group 7 of t Transcryptors and sends CT to every
member of 7. Round 2) Every j € 7 performs the homomorphic oper-
ation and sends the (partial) result to B. B combines the partial results
using CPA.

5.4.6 Communication Complexity

Table 5: Communication Complexity

Construction Data transmission | Maximum bandwidth
PEP 8p Ofp) | 4p O(p)
Dist-PEP 8pt O(pt) | 4pt O(pt)
PACMAN 8pl+4p O(pl) | 4pl+2p O(pl)
Dist-PACMAN | 8plt+4pt | O(plt) | 4plt + 2pt | O(plt)

Let A hold an encryption D. A wants to perform a homomorphic op-
eration (Re-Randomize, Re-Key, Re-Shuffle or Re-KeyShuffle) using
secret values held by the Transcryptor(s). We analyze the total data
transmission and maximum bandwith of all protocols. Table 5 shows
the communication complexity in terms of total data transmission
and the maximum bandwith (maximum amount of data in transit at
a single time). Note that PEP requires two ElGamal encryptions, one
for encrypting an identifier/pseudonym, and one for encrypting the
actual data. Furthermore, we ignore the cost of transmitting the struc-
ture of an access tree. That is the t« and Sy values for every node in an
access tree. The size of this data highly depends on implementation,
and is negligible.

5.4.7 Storage Complexity

Table 6: Ciphertext size

Construction Encryption Size
PEP 4p O(p)
Dist-PEP 4p O(p)
PACMAN 4p8+2p | O(pt)
Dist-PACMAN | 4pl+2p | O(pd)

In this section we give a brief analysis of the storage complexity re-
quired for the different constructions.
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Table 6 shows an overview of the size of encryption. We see that
storage for the ordinary and distributed constructions is equal. How-
ever, for PACMAN the storage requirements is linear in the amount
of leaves { in the access tree.

Let n be the number of TRs, m the number of participants and u
the total number of attributes. In the non-distributed setting n = 1.
In PEP a key server stores the master key X. TR stores a pseudonym-
factor s; and key-factor k; for every participant i. Furthermore, every
participant i holds a decryption key X;. This gives a storage complex-
ity of 3m + 1 = O(m) at the TR, and O(1) at every participant.

In Dist-PEP the pseudonym-factors and key-factors are distributed
among the TRs. This means that for every participant i, every TR
needs to hold a share of [si] and [ki]. Furthermore, for any 2 par-
ticipants who want to exchange data some secret shares need to be
precomputated. [oa_p] = [s;\1 kAsBk?], [opal = [sg1kBsAk;1],
ka_gl = [kAk§1] and [kg_al = [kgkf]. This gives us a storage
complexity of O(nm?) at the TRs, and O(1) at each participant.
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In PACMAN, for every participant i the TR needs to store a pseudonym-

factor s; and key-factor k;. Furthermore every i needs to hold on to
their own key, which can have a maximum size of O(u). This gives a
total complexity of O(um) at the TR, and O(1) at each participant.

Dist-PACMAN requires the same sharing of pseudonym-factors
and key-factors among the TRs as Dist-PEP. The storage requirements
for keys are the same as in PACMAN. This gives us a total complexity
of O(nm? +um) at the TRs, and O(u) at the participants.

Note that in an implementation, the given complexities are unlikely
to be reached. In practice it is unlikely for ever participant to require
data transmission with every participant. Also every participant will
only hold a small subset of the attributes.

5.5 SECURITY ANALYSIS
5.5.1 Scheme Security

The security of the given schemes rely in the Discrete Logarithm (DL)
prolem, the Computational Diffie-Hellman (CDH) problem and the
Decisional Diffie-Helman (DDH) problem.

Let G be a group of prime order p with generator g.

* DL states that given given g,a € G, it is computationally infea-
sible to find x such that g* = a.

* CDH states that given g, g¢, g® € G for any a,b € Z,, it is hard
to compute g°°.

» DDH states that given given g,g%, g%, g¢ € G it is computation-
ally hard to determine if ab = c.
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All constructions rely on ElGamal encryption. Security of ElGamal re-
lies on DL and CDH for its security and DDH for its semantic security.
This means that within our chosen group all three of these problems
should be hard. The construction for ABE requires bilinear maps. It
is important to note that given two groups Gy and G; with bilinear
map e : Gop x Gp — G1, DDH is easy in Go. DDH can be decided by
checking if e(g%, g°) = e(g¢, g), which would imply whether ab = c.
Therefore ElGamal should be performed either in Gy, or in a different
group where DDH is hard, in order to provide semantic security.

The distributed constructions achieve the distribution through Shamir
Secret Sharing. Security of Shamir Secret Sharing relies on the prop-
erty that given t points, infinite polynomials of degree t can be drawn
through these points. This shows that given t — 1 points, an adversary
learns nothing about the polynomial, and by extension, learns noth-
ing about the shared secret. Furthermore if DL is hard, the value g BxJff
leaks no information about [x];‘, nor x itself.

The security of attributes and their pseudonyms is the same as
the security of identifiers and their pseudonyms. Let so and sg be
the pseudonym factors for A and B respectively. Let ID be an iden-
tifier with pseudonyms ID@A = ID** and ID@B = ID®®. Since DL
is hard, it is hard to find any relation between the identifier and its
pseudonyms.

5.5.2  Privacy Analysis

The construction should not leak any information about the data be-
ing handled. This means that though TRs facilitate in the exchange of
data, they should not learn anything about its contents. A party stor-
ing an encryption for which it does not hold the decryption attributes,
should learn as little as possible from this encryption.

By encrypting under access structures, the encrypting party has
exact control over who is allowed to retrieve and decrypt the data.
This allows the data owner to grant parties access to subsets of his
data, while preventing these parties from collaborating and combin-
ing this data. The pseudonymisation process ensures that given two
pseudonyms of the same attribute, these can not be linked. This would
require the help of at least t TRs. This means that as long as the data
itself doesn’t reveal anything about the identity of the data owner, the
data owner can not be linked. This allows the storage of encrypted
data at a CP, without the need for a trusted party to provide access
management. Through the use of pseudonymisation, these access
structures will look different at every party. This means CP learns
nothing about the meaning of an access structure, even when collab-
orating). CP is able to link data encrypted under the same attributes.
However, this leaks no meaningful information, and gives us the abil-



56 FURTHER IMPROVEMENTS

ity to use the access structure as a means of querying the stored data,
providing an efficient way of storing and retrieving the data.

It is possible to give a participant encryption attributes so he can
only encrypt under a certain access structure. Though the participant
can deviate from this access structure, he is able to remove attributes
from it. However, this means data can only be encrypted under a
more restrictive access structure. This means no data gets leaked,
however this does remove visibility of the data for parties of which
attributes get removed from the access structure.

Any group 7 of adversaries is able to pick value y and exploit
TRs to obtain exponentiations of y by ki_1 , kik]._1 ,si and si_] , for any
i,j € m. However, this leaks no information not already known by any
individual member of 7.

By distributing the pseudonymisation process, we remove the risk
caused by a malicious TR. In the original PEP, a malicious TR collabo-
rating with any other party would result in the potential leakage of all
data. In our distributed setting, as long as at most t — 1 TRs become
malicious, no data is leaked. If t TRs collaborate, they are able to
reveal the non pseudonymized access structures, however, the same
risk is present in Dist-PEP. Furthermore, they are not able to decrypt
any extra data, something which would be possible in Dist-PEP.

Let t’ be the threshold of the secret sharing of the master key MK.
If t’ TRs collaborate, they are able to generate decryption keys for
all attributes, allowing them to retrieve all data. The amount of TRs n
can easily be increased after setup, however, increasing t’ is expensive.
Because of this it is important to pick the right value for t’ at setup.

5.6 FURTHER IMPROVEMENTS
5.6.1 Enforcing Access Structures

Let T be an access tree, with y being the set of attributes at the leaves
of J. In order to encrypt a message under 7, the encrypting party
needs to know the values of the attributes in y. However, this means
the encrypting party is able to use y to construct a different access
tree 7/, and use it for encryption.

This can be prevented as follows. Let A be a party holding at-
tributes satisfying 7. A wants to delegate B to encrypt under 7. Let Y
be the set of leaves of T. A creates an encryption of message M = 1
as K = EApx(1,7) = (ET,C,C,Vy € Y : Cy,C}). A sends K to B
through the TRs, who Re-KeyShuffle the encrypted tree ET. B re-
ceives K’ = (ET@B,C,C,Vy € Y : Cy,C{J>. B can use K’ to create
an encryption of message M’ under 7. B picks w €r Z, and com-
putes the ciphertext as (ET@B, C* - M/, CW, vy € Y : Cy C{JW>. K’ can
be re-used to encrypt other messages. Though B is able to remove
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leaves from the access tree, B is not able to modify the threshold or
the inner structure of 7.

5.6.2  Key Revocation and Time-Based Access Control

In order to revoke a key, generated using key-factor k, the TRs simply
stop using k in their Re-Key and Re-KeyShulffle operation. This means
that once a party is no longer allowed to decrypt using a certain
attribute, the TRs can simply create a key using a new key-factor,
where the revoked attribute is removed. Afterwards, they stop using
the old key-factor, rendering the old key with the revoked attribute
useless.

This idea can be extended to add Time-Based Access Control to
our construction. Let a be an attribute with expiration time T,. Every
participant i is given a decryption key with a in the set of attributes.
When T, is reached, the TRs stop using the existing key-factors for all
participants. For every participant i the TRs generate a new random
key-factor k{. A new key is generated using k;, this time without
attribute a and send to i. Encryptions will never be Re-Keyed to a
key containing attributes for a.

5.7 PERFORMANCE ANALYSIS

Since the improvements suggested in Sec. 5.6 are specific to the dis-
tributed PACMAN setting, we provide a performance on the construc-
tion without these suggestions, in order to provide a fair compari-
son. We compare our proposed constructions (PACMAN and Dist-
PACMAN) with the earlier constructions of PEP and Dist-PEP in
terms of computational, round, communication and storage complex-

ity.
5.8 APPLICATION FOR MEDICAL DATA STORAGE

Let P be a patient who is attending multiple HCPs. P has some wear-
able devices which are gathering and storing measurements at stor-
age facility CP. The HCPs are also storing information about P at CP.
P wants to be able to access all data gathered about him. Furthermore,
he wants to allow the HCPs to access any data which is relevant for
the treatment they provide.

5.8.1  Data Categorization

In order to achieve this, a correct access structure needs to be gener-
ated. For this we categorize the data, and give each HCP decryption
attributes for categories which are relevant to the type of healthcare
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they provide. Let C be the set of all categories. Let rp be an attribute
given to any HCP at which P is registered as a patient. Let up be a
unique attribute, only held by P. Now data can be encrypted under
an access structure where a party holding either up, or both rp and
a specific combination of attributes in C can access it. A HCP hold-
ing attributes to the correct categories, will not hold the attribute rp,
meaning he can not access the data. As long as all HCPs encrypt un-
der data under the correct access structure, all parties can only access
data which is relevant to them, while P is able to access all data gath-
ered about him. When P stops using the services of a certain HCP,
this HCP is given a new key which does not include the attribute rp.
Methods for revoking keys and enforcing access structures are useful
for preventing HCP from using keys for old attributes, or encrypting
under the wrong access structure (Sec. 5.6).

5.8.2  Emergency Attributes

Imagine the situation where P is involved in some accident in which
P becomes incapacitated. P is brought to a HCP at which P is not
registered (E does not hold rp). In this situation it might be useful
to override the ordinary access structure, so that E is able to data
gathered about P. For this we can encrypt the data using a special
emergency attribute ep, which is specific for P. Data is encrypted
such that a party holding ep can always decrypt it. Decryption keys
for ep can only be acquired through a special process, after which
the HCP requesting ep should be held accountable for any misuse.
More complicated emergency attributes could be constructed, where
relatives are able to delegate access, or where multiple emergency
attributes are used, each granting access to only a subset of the data
gathered about P.

5.8.3 Sharing with Research Institutions

The vast amount of data aggregated in a PHR could be a great source
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for research institutions. However, for this the data needs to be anonymised,

and the patient has to give consent. The pseudonymisation process
provides unlinkability through the access structures, however, it is im-
portant that the data itself is also anonymous. If a patient P consents
to data sharing with research institutions, data anonymisation can be
performed by a HCP or the P. Afterwards the anonymised data gets
encrypted such that the research institutions is granted access. If the
research institutions during their research find any anomaly or health
concern in P’s data, the pseudonymisation process of the access struc-
ture can be reversed. If the access structure is of the form as described
in Sec. 5.8.1, this should reveal rp, an attribute unique to P, allowing
the research institution to inform P.
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5.0 CONCLUSION AND DISCUSSION

In this work we have constructed a method of encryption, where mul-
tiple parties are able to store data encrypted at a storage facility. Ac-
cess to this data is managed through access structures, embedded
in the encryption. This means that access management is simplified
to the distribution of the correct attributed to each party. The data
owner has fine-grained access managements, with efficient key revo-
cation, and time-based access control. Furthermore, access structures
are pseudonymised, meaning the access structure can not be used
to link encryptions stored at different parties. This allows data stor-
age at an untrusted cloud provider, while the pseudonymised access
structure can be used to query this data. Any exchange of data is visi-
ble to the group of TRs, allowing logging and monitoring of all users.
All of this is achieved without the need for any trusted or centralized
party, such as a key server or transcryptor, or access manager.

Our distributed construction, is more robust than non-distributed
systems. As long as at leat t TRs stay online the system remains op-
erational. Also scalability is improved, when more bandwidth is re-
quired, it is always possible to introduce more TRs to the system.

Security of the construction relies on several long established cryto-
graphic principles, DL, CDH, DDH, and the security of Shamir secret
sharing. And is shown to leak no data as long as at most t —1 TRs
collaborate. Furthermore, given a threshold of t’ for sharing the mas-
ter key, as long as at most t’ — 1, the system only leaks the structure
of access trees, but no data.

We have shown that the computational cost of the homomorphic
operations on this form of encryption is linear dependant on the
amount of leaves present in the access structure. Though the dis-
tributed system requires more storage of pre-computed values, the
storage complexity is equal. Furthermore, this storage requirement is
likely to be manageable in practice, since values only need to be pre-
computed for parties who require to exchange data, a number much
smaller than that presented in our analysis.

Though the current construction using Shamir’s Secret Sharing is
effective, the threshold of the quorum is difficult to increase after
setup. In a real-world implementation this might pose a problem. If
in order to improve stability the total number of TRs needs to in-
crease, so increases the risk of reaching a threshold of malicious TRs.
A construction where the treshold of the quorum can be increased
after setup would solve this. For this one should look into other meth-
ods multi-party computation, in order to achieve re-encryption and
pseudonymisation.

Another problem which remains is that of enforcing the encryption
under the correct access structure. Though we have shown that there
are ways to enforce the use of a certain access structure, the encrypt-
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ing party can still choose to use a more restricting version of this
access structure. However, if the access structure is chosen correctly,
this behavior will either be visible, or not relevant to the data owner.
Still, in order to further prevent such behavior, one approach is to in-
stead use KP-ABE[79]. This would reduce the cost of encryption and
encryption, and allow the change of access policy after encryption.
However this again moves access management towards the TRs, and
comes with new complexity and security challenges of its own.

The current work uses a re-keying process where there has to be a
relationship between the original key and the new key of the cipher-
text. There are re-encryption schemes where no relationship between
the keys are required[71]. The trade-of is that in this scheme the secret
key of the original encryption has to be shared among a group of in-
termediate parties (in our context the group of TRs). However, this ap-
proach has the potential to reduce the amount storage required in our
current construction, such as the storage of key-factors. Furthermore,
this approach could provide even more flexibility in key-revocation
and key management. To further explore this idea, a concrete design
for such a scheme has to be made, allowing a comparison to be made
in terms of its performance, security and efficiency.
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The adaption of SMDs, and the emergence of e-health over the recent
years, show promise for a new healthcare future. In this future, SMDs
share their data with HCPs, allowing the HCP to be aided by auto-
mated systems to monitor the patient’s health. This can reduce the
HCP’s workload, medical costs, and improve the quality of healthcare
itself. Personally, I am convinced this future will arrive, one way or
another, however, how much remains of an individuals privacy is un-
certain.

In this work we have shown that both in the Netherlands and Eu-
rope, lawmaking is aimed at creating a secure and privacy-preserving
landscape for e-health. Unfortunately this lawmaking is slow, result-
ing in e-health which fails to achieve the benefits it promises to bring,
and as a result chooses privacy compromises in its implementation.

Besides legislation, the field of cryptography is also struggling with
e-health. Though promising methods for securing the handling of
medical data have been proposed, so far the field has not been able
to solve all the challenges which come with e-health and a PHR. Each
method comes with a costs, such as computational overhead in SMC,
increased complexity, or reliance on a trusted party in others.

However, possibly the biggest party to blame is the industry of
SMDs. Manufacturers and cloud providers choose to exploit the data
SMDs gather, in ways which would not be acceptable for medical
data. Because of this many chose to label their data as non-medical.
Even manufacturers who market their devices for healthcare pur-
poses, show little effort to truly protect the data they handle as such.

If no action is taken, e-health will grow into a system where the
promises it brings, are instead used as an excuse to further reduce the
little privacy that remains in the fast growing digital world. With this
prospect, this thesis aims to push e-health towards a more optimistic
direction, by attempting to answer the following research question,

How can data gathered by SMDs be securely
shared with HCPs, without loss of privacy?

With the contributions made in this work, we have moved closer
to realizing a secure PHR. We propose PACMAN, a method for man-
aging a distributed PHR, where multiple parties, such as HCPs, SMDs,
and patient, are able to contribute data to a single PHR. To the best
of our knowledge, this is the first e-health system fulfilling all of the
following properties. The patient has fine-grained control over which
parties have access to which parts of his data. All data in the patient’s
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PHR, and all actions on this data, are visible to the patient. Further-
more, the system allows temporary access rights, and full revocation
of access. All of this is achieved without the need for a central au-
thority, while remaining resistant to collusion by a group of parties.
Through pseudonymisation colluding parties are unable to link the
data owner, while a threshold of colluding parties is needed to break
any of the privacy and security guarantees.

PACMAN is suitable for the e-health architecture currently present
in the Netherlands, and could be implemented without the need for
introducing or removing any parties. Currently data exchange is man-
aged by the LSP, which itself is split into different segments. The role
of the transcryptors can be assigned to these segments. The cloud
providers can continue to provide the same service, however they
will longer be able to view their customer s data. Any analytical or
computational service they provide, can be implemented using SMC,
while other cryptographc methods allow for correct search and re-
trieval of any data. Furthermore, we have shown that complexity in
terms of communication, storage and computation is manageable for
this system.

With this we have shown that through cryptographic methods it is
possible to create a secure environment, in which patient, HCP, cloud
provider, and even research institutions, can benefit from the future
that is e-health, without privacy concessions.

6.1 FUTURE WORK

Our contribution is promising, and demonstrates that the implemen-
tation of a PHR, where data gathered by SMDs can be shared with
HCPs is possible, even without a central authority. However, as with
all proposals for secure e-health, there are still some challenges.

The current system relies on a group of transcryptors, of which a
quorum has to collaborate in order to assist in the exchange of data.
To improve the bandwidth of the system, it is likely that in the future
more transcryptors will be added. Unfortunately, increasing the size
of the quorum is expensive and likely to be impractical. As the size of
the quorum remains constant, the chance of a quorum collaborating
for malicious purposes increases.

In our proposal it is possible to enforce that a HCP storing data in
a patient’s PHR can do so only under a certain access structure. How-
ever, the HCP is able to deviate and encrypt under a more restricting
access structure. Fortunately, this action does not leak any informa-
tion, however, possibly does hide it for certain parties. Furthermore,
this action should be visible to the patient, after which the HCP can
be held accountable.

Another limitation, is that modifying the access structure of data
already stored at a cloud provider is expensive. Furthermore, there is
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no method of ensuring that the cloud provider removes the original
encryption under the old access structure.

Our solution assumes that all parties operate in a semi-trusted man-
ner, meaning they will follow the protocol, but will try to learn as
much other secret information as possible. Through methods such as
proof of work, PACMAN can be extended to function even with non-
trusted parties. This would come with extra computational overhead.
However, by using proof of work selectively, critical applications can
be made more secure.

Before PACMAN can be implemented, further analysis is required, in
order to determine how it will perform in a real-world setting. Stor-
age complexity is highly dependant on the amount of parties which
need to exchange data. Because of this, both the current and future
connectivity of parties needs to be investigated in order to give a
strong estimation of it’s storage requirements. Both the efficiency and
the security of PACMAN is highly dependant on the threshold param-
eter: the required size of a quorum or transcryptors. Because of this,
research has to put into finding parameters for PACMAN, suitable for
the Dutch e-health landscape. Setting the threshold too high would
slow down the system, while setting it too low would compromise
security.

Besides improvements on the security of this work, there is room
for extending it. Logging is currently performed by the group of tran-
scryptors. However, this means that this log is distributed. Forming
consensus and managing this distributed log creates new challenges.
Solutions can be sought in consensus and distributed algorithm, but
might also be found in the recent developments in blockchain.

Though our approach provides some anonymous search based on
the structure of anonymised access trees, retrieving at which party
data is stored still remains unsolved.

Currently the system is mainly focused on secure storage and ac-
cess management, however achieves little in terms of SMC. If a cloud
provider wishes to perform some analysis or diagnostics on data it
stores, the current system only supports a naive approach. Here a
party with access to the data would have to retrieve it from the cloud
provider, after which the two can engage in a SMC protocol. Extending
the system such that the cloud provider can perform secure compu-
tations, without the the need for a trusted party with access, would
be a huge improvement to this approach. One approach would be to
use encrypt the data using homomorphic encryption, after which the
cloud provider can use it for its computations. The decryption key
for the data would then be stored using PACMAN.
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The contents of this appendix is a submission for IEEE WIFS currently
under review.

A.1 ABSTRACT

The availability of wearable devices such as smart watches and fitness
trackers are a recent development. Among other things these devices
are able to measure the activity and vital signs of their wearers. As
the types of data these devices are able to gather increases, the po-
tential for them to be used as a source of data grows. This calls for a
secure method of controlling the digital exchange of medical data be-
tween wearables and healthcare providers, and healthcare providers
in general. By enforcing the exchange of data to go through a central
authority, a patient can be given more control over who is able to ac-
cess their medical data. This central authority is then given the task
of monitoring access and ensuring that any access requirements are
met. Though effective, this solution relies on a highly trusted central
authority. In this work we propose a scheme using Polymorphic En-
cryption and Pseudonomysation and Shamir Secret Sharing in order
to provide anonymous data storage and data exchange. Our proposal
removes the need for a central authority, and instead uses a group of
authorities, of which a quorum is needed to facilitate the exchange of
data.

A.2 INTRODUCTION

In recent years there has been a rise in the amount of wearable de-
vices, such as fitness trackers and smartwatches[3]. These devices
which often work in conjunction with a smartphone are becoming
more accurate in their measurements and will increasingly use cloud
storage and become part of the internet of things[99]. The increased
adaptation of these wearables goes hand in hand with Electronic
Health Care (e-healthcare): The shift of health care to the digital do-
main. In an e-healthcare setting, patients are able to measure their
medical condition at home, using sensors placed in wearable devices.
The result is that medical measurements can be taken over longer
period of time in an automated fashion. In this manner costs on the
amount of hospital visits and work performed by a doctor can be
reduced Furthermore the additional information gathered by these
devices can improve the quality of a diagnosis.
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Collecting and sharing medical data in e-healthcare would benefit
greatly from a cloud-based solution, improving the availability of a
patient’s medical data and the ease of sharing. However, handling
medical data in such a manner causes concern for privacy. Medical
data is highly sensitive and a cloud Storage Provider (SP) should
not be trusted with it. A natural solution would be to store this
data in encrypted form, however, providing proper access control
and anonymity become two important challenges. What is needed
is a system where self monitoring devices and healthcare providers
(HCPs) are able to share medical data, while providing proper access
management and security.

Several countries such as the Netherlands allow a patient to de-
cide who is allowed to (digitally) access their medical data. This is
usually done through a Central Authority (CA). The patient tells the
CA which HCPs are allowed to exchange his/her medical data, fully
trusting the CA to not misuse this information, and furthermore mon-
itor and assist in this exchange accordingly. Usually only certified
HCPs are allowed to connect to this system. This means third par-
ties, such as wearable vendors acting as SPs are unable to connect.
The result is that if provided at all, every vendor provides a different
method of sharing collected data with HCPs, making it complicated
to use data collected by wearables in the medical domain.

Through methods such as end-to-end encryption[72], a party is
able to provide storage without learning anything about the informa-
tion stored. Using secure multi-party computations, such as garbled
circuits[44, 45] and private linear branching programs[57][60], com-
putations over the encrypted data can be performed. This allows for
automated diagnosis, without revealing anything about the patient.

In Polymorphic Encryption and Pseudonymisation for Personalised
Healthcare (PEP) by Verheul et al.[23] a patient and HCPs are able to
store data at SPs in encrypted form through a central authority called
the Transcryptor (TR). The SP learns nothing about the contents and
owner of the data, while TR only learns who is sharing data. Here
anonymity is provided through pseudonymisation, the act of using
different identifiers for the same data at different parties. The TR is
able to provide a mapping between these pesudonyms without learn-
ing anything about these pseudonyms. This way data exchange can
only take place through TR, creating a central authority which is able
to perform the required access control and access monitoring.

The PEP solution heavily relies on the TR as a crucial party. If TR
goes offline the whole system stops working. Furthermore with de-
vices automatically storing medical data, the scalability of such a cen-
tralized system becomes a concern. Finally if TR collaborates with a
single SP or HCDP, they can generate keys for decrypting any stored
data.
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In this work we propose a solution where the role of TR is dis-
tributed over a group of n TRs. A quorum of t TRs have to collabo-
rate in order to provide the mapping of pseudonyms. This way any
amount of TRs less than t is unable to learn decryption keys or any
information about pseudonym mapping, even with the help of addi-
tional HCPs or SPs. Additionally this setup increases the scalability
and availability of such a system, as long as t TRs are online the sys-
tem will remain fully functional. The result is a more robust solution,
more adapted to the real-world requirements of e-healthcare.

The rest of this paper is organized as follows. We introduce our
cryptograhpic building blocks and the construction of PEP in Section
A.3. In Section A.4 we describe our proposal, extending PEP to a
distributed scheme. Section A.5 provides a complexity and run-time
analysis of our proposal. Finally we conclude in Section A.6.

A.3 PRELIMINAIRIES

In this section we shall describe the cryptographic building blocks
which form the basis of our proposed scheme. First a description of
ElGamal is given. Next, we show how Shamir Secret Sharing can be
used to share a secret among several parties, and show how com-
putations can be performed using these secrets. Finally we describe
Polymorphic Encryption and Pseudonymisation.

A.3.1  Cryptographic building blocks

A.3.1.1  ElGamal Cryptosystem

ElGamal is an asymetric cryptosystem relying on the difficulty of
compute discrete logarithms over finite fields[49]. Let p and q be large
primes such that p = 2q + 1. Let g € FF}, be a generator of multiplica-
tive subgroup G4 of order q. The secret key is a random value x < q,
from which the corresponding public key y = g* mod p is derived.
Encryption is performed as follows: E,(M) = (b,c) = (¢",y" - M)
mod p, where 1 is a randon} value smaller than q. To decrypt we

compute Dy ((b,¢)) = % = yg# =M mod p.

A.3.1.2  Shamir Secret Sharing

A (t,n) threshold scheme allows a secret S to be shared among n
parties. S can not be recovered unless t < n parties work together[50].
Let q be a prime number and S < q. Let f be a polynomial of degree
t — 1 such that f(0) = S. Value S is shared among n parties by giving
each party i a unique point (xi,yi) on f. x; is public while y; is kept
secret.
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Given t unique points on f, any point on the polynomial f can
be computed using Lagrange interpolation. Let 7 be a sequence of t
unique numbers in {1, ..., n}. In order to obtain point x we calculate

fx) = Y () mod q, (33)
ien
where £;(x) = yi XY mod qg. (34)
i, X T
jemj#s

Since S = f(0), in order to retrieve secret value S we need to compute
f(0). Every party i € 7 calculates a partial result of the Lagrange
interpolation as S; = {;(0), which can then be combined at a single
party using Eq. 33, resulting in S.

A.3.1.3 Secret Sharing Operations

Several operation on shared secrets can be performed, resulting in ei-
ther a new secret sharing, or calculated value. Given two secret shar-
ings, a secret sharing of the addition[98] or multiplication[51] of these
secrets can be generated. Furthermore secret sharings of random val-
ues can be generated, in addition to a secret sharing of the inverse
of a secret sharing[52]. Exponentiation by a shared secret can be per-
formed without revealing the secret value[55].

» Addition and multiplication of secrets. Let S and T be two secrets
which are shared among n parties using polynomials f and g.
Let degree of f be tf — 1 and degree of g be tg — 1. f(0) = S and
g(0) = T. Every party i has a unique public value x; and holds
the corresponding secret values f(x;) and g(x4).

In order to generate a secret sharing over polynomial a = f + g,
with a(0) = f(0) +g(0) = S+ T, every party i computes the
value of a(xi) = f(xi) 4+ g(xi) as their secret share of a. Resulting
threshold of a is tq = max(tr, tg).

In order to generate a secret sharing of polynomial h = f.g
with threshold ty,, a quorum of size tf +tg — 1 is required. Let
7 be a group of unique parties, with || = tf +tg — 1. Every
party i computes h'(xi) = f(xi) - g(xi). The degree of h’ equals
tf +tg — 2. In order to obtain a secret sharing with threshold ty,,
every party i creates a secret sharing for H{ = h/(xi) [ [ .21 %,
giving every other party j share H{J—. After exchanging shares
every i computes their secret share of has } ;- Hj ;.

* Generate sharing of a secret random value. In order to generate a
(t,n) secret sharing of R, an unknown secret random value, ev-
ery party i picks a random polynomial r; of degree t —1 and
gives every party j a share ri;. Every j computes > |\ 1i; as
their secret share of R.
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e Inverse of a secret S mod q. Let S be a (t,1n) secret shared using
polynomial f with f(0) = S. In order to compute the inverse of S
mod ¢, t parties generate Z, a (t,n) sharing of a secret random
value. Secret shares for W = Z - S are computed. The value of W
is revealed and a secret sharing for W1 is generated. Finally a
secret sharing for S~! = W~ . Z can be calculated.

* Exponentiation by a secret S on a public value k, without revealing
S can be performed as follows. Given 7, a sequence of t unique
numbers in {1, ..., n}, every member i in 7 calculates S; = {;(0)
using Eq. 34, followed by

Ri =k, (35)
obtaining partial result R;. These partial results are combined
using

H Ro(s) = kS0 . .- kw0

seB (36)

S +..4+S S
:k (1) ﬂ(t]:k ,

resulting in the exponentiation of k by S. Given k® and k it is
infeasible to obtain S, due to the Discrete Logarithm Problem.

A.3.2  Polymorhic encryption and Pseudonymization

Security in PEP comes from the fact that an individual is known by
different identifiers at different parties. Anyone generating or access-
ing stored data is called a participant, which in the context of e-health
are patients and HCPs. A fully trusted key server generates a private
key x and publishes the corresponding public key y = g*. Every par-
ticipant A providing or accessing data about patient P holds its own
related key pair (xa,ya) with secret key xA = x - Ka and public key
ya = yka. K, is the key-factor for A, a fixed random value, only
known by the TR.

Patient P is given a unique identifier pid, € G4. At every partici-
pant A, P will be known by a pseudonym of pid,, which is a different
related identifier pid ,@A = pidlsf‘ (pidp to the power Sa), Sa is the
pseudonym-factor of A, a fixed random value, known only by the TR.

Taking advantage of the homomorphic properties of ElGamal, the
TR is able to transformations between encrypted pseudonyms. Let p
and ¢ be large primes such that p = 2q + 1. Let g € I be a generator
of multiplicative subgroup G4 of order q.

A.3.2.1  PEP Operations

Let epid, = Ey(pidp) = (b, c), an encryption of the identifier of pa-
tient P. The following operations are defined:
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e re-randomisation takes an encryption (b,c) and a random value
T < ¢ and produces a randomized encryption of the same mes-
sage,

RR;({b,c)) :==(g"-b,y"-c) mod p. (37)

e re-keying takes an encryption (b, c) encrypted using pk =y = g*
and a value k < q and produces an encryption which can be
decrypted using different private key x’ = x - k,

RKi((b,c)) = (b* ', ¢) mod p, (38)
where k™! is the inverse of k mod q.

e re-shuffling takes an encryption (b, c) of message m and a value
s < q and produces an encryption of m?,

RSs((b,c)) == (b%,c®) mod p. (39)

A.3.2.2  Storing data

An encrypted identifier epid, is stored at all participants supplying
data for P. When a data supplier wants to store data D at storage
facility SF, it first re-randomizes the epid, to form a polymorphic
pseudonym, PP = epid, = RR;(ppid;,) using random r. Next, it en-
crypts the data D to obtain C = Ey(D). PP and C are sent to the TR
who re-keys and re-shuffles PP using Ksf and Ssg, which results in
the encrypted polymorphic pseudonym,

epid,@SF = RSs., (RKi, (PP)). (40)

TR sends epid ,@SF and C to the SF. SF decrypts epid,@SF using his
private key Dy, (epid,@SF) = pid,@SF = pid]SDSF. SF stores C using
pid, @SF as a reference.

A.3.2.3 Retrieving data

Let A be a particpant authorized to retrieve data D stored encrypted
as C = Ey(D) at storage provider SF. Since A is eligible to retrieve
D he knows ppid, = Ey(pidp). A performs PP = RR,(ppid;) us-
ing random 1 and sends PP to the TR. TR performs epid,@SF =
RSs,, (RKk,, (PP)) and sends the result to SF. SF decrypts epid,@SF
to obtain pid,@SF and use that to look up the requested encrypted
data C. SF re-randomizes C, C’ = RR;(C) using random s and sends
C’ to TR. TR re-keys and re-shuffles C’ using the key-factor and
pseudonym-factor of A, R = RKg, (C’). R is send to A who can de-
cryptit, D’ = Dy, (C’) =D.
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Table 7: Symbols and their meaning.

Symbol | Description

X,y master key pair

XA, YA key pair of participant A

Ka key-factor for participant A
SA pseudonym-factor for participant A
pid , personal identifier of patient P

pid,@A | pseudonym of patient P at participant A

epid,@A | encrypted Pseudonym of patient P at participant A

A.3.2.4 Limitation of PEP

Through the pseudonymization process, participants have to commu-
nicate through the TR. This creates a central party, who can perform
access management, logging and monitoring. However this central-
ization and other design decisions create several security threats.

* The key server holds the master private key x. If key server col-
laborates with the storage facility, all data and all polymorphic
pseudonyms can be decrypted.

e TR holds secrets K; and S;. Participant A holds xo = x-Ka. If
TR collaborates with any participant A, they are able to learn
x, creating the same security threat as compromising the key
server. Furthermore they are able to compute any other private
key, as xg = x - Kg. Furthermore they are able to learn personal
identifier pid; from any pseudonym of j.

To prevent malicious behaviour from key server and TR from, PEP
proposes the use of Hardware Security Modules (HSMs). These HSMs
manage cryptographic keys, key-factors and pseudonym-factors and
all PEP operations can only be performed inside these HSMs. Though
this prevents direct leakage of these secret values, TR is still able to
transform any data or pseudonym, such that it can be decrypted by
any participant.

Besides security threats, the construction of PEP can only be scaled
vertically. Keeping the context of wearables in mind, we can only
expect the amount of data which the TR needs to process to increase.
Furthermore whenever TR goes offline, no exchange of data can take
place.
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A.4 DISTRIBUTED POLYMORPHIC ENCRYPTION AND PSEUDONYMI-
SATION

In the original PEP a single TR uses several PEP operations described
in Section A.3.2.1 in order to perform the required pseudonym map-
ping, and re-keying of encrypted data. In order to obtain our solution
where these operations are instead performed by a quorum of t out
of n TRs, we first show how these operations can be performed in a
(t,n) manner (Section A.4.2). Next we demonstrate how new parties
and TRs can be added to the scheme after setup (Section A.4.3 and
A.4.4). Finally we suggest a way through which t” TRs can jointly per-
form key generation and key management, which would remove the
need for a trusted key server (Section A.4.5).

A.4.1  Setup

For every participant i a key-factor K; and pseudonym-factor S; are
secretly shared among n TRs, together with K the inverse of K;
mod q. Let Ky, §;; and Ki_1 be the partial results of the Lagrange
interpolation of secret shares K;, S; and K;' for TR j (Eq. 1).

A.4.2 (t,n) PEP Operations

Let epid; = Ey(pid;) = (b,c), an encryption of the identifier of pa-
tient i. Let 7, a set of unique TRs in n with |r| = t. We describe how
to compute partial results for the PEP operations described in Sec-
tion A.3.2.1. These partial results can be combined using the Combine
Partial Results operation. Given B, a set of partial results we compute

CPR(B) = (] [ b5, ] [ ¢5)- (41)

jem  jem

* partial re-randomisation, every TR j € m picks a random value
T; < q and computes partial result as

PRRy,; ((b,c)) = (g" - bt ,y"i-ct ), (42)
with t~! being computed mod q. Combining these partial re-
sults gives a re-randomisation, equal to the operation RR,((b, c)),
withr' =3

jen Tj-

e partial re-keying, every TR j € m computes a partial result as

-1

PRK,; ((b,c)) = <bK5i],Ct ) (43)

with t~! being computed mod q. Combining these partial re-
sult gives a re-keying, equal to the operation RKy, ((b,c)).
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* partial re-shuffling, every TR j € m computes a partial result as
PRSs, (b, c)) = (b5, %), (44)

Combining these partial results gives a re-shuffling, equal to the
operation RSs. ((b,c)).

* partial re-keyshuffling, the operation of re-keying, followed by re-
shuffling can be combined into a single step by pre-computing
secret shares for the value Q; = K;1 -Si, with Q; ; being partial
result of the Lagrange interpolation of secret share Q; for TR j
(Eq. 1). Every TR j € 7w computes a partial result as

PRKSq, ;s ((b,c)) = (bQui, cSu), (45)

Combining these partial results gives a re-keyshuffling, equal to
the operation RSs, (RKk, ((b, c))).

A.4.3  Generating new key and pseudonym-factors

Let i be a new participant given permission to access some data
owned by patient P. At least 2t — 1 TRs create two shared secrets
of secret random values for key-factor K; and pseudonym-factor S;.
They jointly compute secret sharings for Ki_l and Q; = K—1.S;. For
any TR not involved in the generation process, shares can be gener-
ated using Lagrange interpolation.

A.4.4 Adding a new transcryptor

After setup, it is possible to add or replace a TR. Let TRy be a new TR
joining the setup. Given a (t,n) secret sharing of secret Z € G4, new
shares for Z be generated using t TRs. Let 7t be a quorum of t TRs.
First TRy is assigned a unique point xi not used by any other TR in
n. Every TR 1 € 7t computes a partial result for the secret share of Z
for k as

_ 7. Xk —Xj
Zk’i - Zl . H ‘ lex mOd q, (46)
jemjAl )
and sends Zy ; to k. k can compute his secret share of Z using
Z=) Zy; modq. (47)
ien

This way k can be given secret shares of all pseudonym-factors, key-
factors and secret shares of any pre-computations, such as the inverse
of key-factors.
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A.4.5 Key generation

The role of a trusted key server can instead be distributed among t’
TRs. Secret key x becomes a (t/,n) secret sharing of a secret random
value. It is possible to perform exponentiation by a secret value, and
thus the public key y = g* can be jointly computed and revealed.

For any participant i with (t,n) secretly shared key-factor K, t' +
t —1 TRs can collaborate to compute the private key x; of i. First
they compute shares of the multiplication of K; and x. Next they can
compute partial results for x; = K - x and send them to i, who can
compute his secret key x;.

Note that throughout this process no TR ever learns nor holds the
value of x. Furthermore the secret sharing of x can be done using t’
greater than t, improving security of x. Also instead of giving all TRs
secret shares for x, shares can be given only to TRs with increased
trust.

A.5 ANALYSIS

In this section we shall present a security sketch of our scheme. This
is followed by an analysis of its complexity. Finally using an imple-
mentation we test its performance.

A.5.1  Security

Shamir Secret Sharing guarantees that for a (t, n) secret sharing, noth-
ing can be learned about the shared secret with less than t shares. This
means with t — T collaborating TRs can not learn anything about any
Kj or Sj. t’ —1 TRs are unable to determine anything about x. The
unlinkability of randomized encryptions and randomized encrypted
pseudonyms relies on the Decisional Diffie-Hellman problem: Given
g,9% g%, g¢ € G, it should be infeasible to determine if a-b = c.

A.5.2  Complexity

We perform complexity analysis of our scheme based on the amount
of multiplications and exponentiation performed. The CPR operation
is analyzed for one participant, while the PRR, PRK, PRS and PRKS
operations are analyzed as if they are performed by t TRs (See Table
8). All operations show a complexity of O(t).

All PEP operations in the original scheme have complexity of O(1).
Note that though we provide a PRR operation, this operation is not
used by the TRs in our scheme.

For any (t,n) PEP operation the message complexity analysis is
as follows. A participant needs to send a polymorphic pseudonym
and encrypted data C to t TRs. After performing their operation t



A.5 ANALYSIS

Table 8: Computational complexity (t,n) PEP operations.

Operation | Multiplication | Exponentiation | Overall Complexity
CPR 2t 0 O(t)
PRR 2t 4t O(t)
PRK 2t O(t)
PRS 2t O(t)
PRKS 2t O(t)

Table 9: Computation time of 1000 PRKS and CPR operations

t | PRKS computation time (ms) | CPR computation time (ms)
1 | 671 0

3 | 667 8

7 | 698 23
10 | 707 26
13 | 731 36
16 | 734 55
19 | 754 68
22 | 749 63
25 | 762 67
28 | 781 87
31776 95
34| 779 111
37| 794 121
40 | 803 128

TRs send their partial result to a single receiver. This gives us a tight
bound of 6(2t) messages.

A.5.3 Performance

The protocols have been implemented using C++ and the GMP li-
brary’. We test the performance on a machine running Windows 10.0,
with a Intel Core i5-7200 running at 2.50GHHz. We analyze the com-
putation time for performing t PRKS operations, and combining the
partial results using CPR, for different values of t (See Table 9). The
PKRS computation time is the average time spend by a single TR.

We plot the results in Fig. 7 and 8. As expected the both methods
demonstrate a linear complexity of O(t).

1 See https://gmplib.org/.
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A.6 CONCLUSION AND DISCUSSION

A.66 CONCLUSION AND DISCUSSION

In this work we propose a solution for controlling access in a dis-
tributed manner. Through pseudonymisation, we simultaneously pro-
vide anonymity, while enforcing that any access to data is controlled
and monitored. Furthermore, this is done in a distributed manner us-
ing Shamir Secret Sharing, increasing scalability and security. We fur-
ther improve on previous solutions, by removing the need for a key
server. We show that our solution performs well through complexity
analysis and by measuring the performance of an actual implementa-
tion.

The current scheme has no way of detecting if any TR is not deviat-
ing from the protocol. Furthermore, since pseudonyms by nature are
supposed to look random, there is no way of knowing if an obtained
pseudonym is correct. To solve this, our scheme can be extended
with non-interactive proofs[71] in order to demonstrate correctness
of work performed by the TRs.
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