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Abstract

The adoption of smart wearable devices has been on the rise over the past few years. These wearables are
able to track the user’s vital signs, making them valuable for use in the healthcare industry. Sharing this
information with the user’s healthcare provider has the potential to improve medical care by reducing medical
misinformation.

Currently, patients in the Netherlands are able to inspect their medical file at each healthcare provider
they are attending, but they are unable to inspect all their medical files at one place. Moreover, they are not
able to contribute to their own medical files.

In this thesis, we propose the use of Trusted Execution Environments (TEEs) as an extension to the Poly-
morphic Encryption and Pseudonymisation (PEP) framework. PEP facilitates the exchange of medical data
between multiple parties in a privacy-preserving manner. However, PEP suffers from collusion and scalability
issues. The Distributed Polymorphic Encryption and Pseudonymisation (Dist-PEP) protocol is an improve-
ment to PEP, and mitigates these issues. To make further improvements, the Distributed Polymorphic Access
Management (Dist-PACMAN) protocol has been introduced to handle the access management more securely.
By introducing TEEs, we make further improvements to the efficiency en scalability of the protocol. The re-
sult is a privacy-preserving framework that can be used to share the information gathered by the wearables
with the user’s healthcare provider securely and more efficiently. Additionally, the user can keep and inspect
their own medical file at a cloud provider.
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Introduction

The rise of electronic wearable devices has been tremendous over the past few years. Sales revenue is ex-
pected to reach $ 73 billion by 2022, starting from $ 16 billion in 2016 [49], with Bluetooth headsets, fitness
bands and smartwatches being the most successful. The units of sold smartwatches have seen an increase
from 0.6 million in 2013 to 15.3 million in 2018 in the U.S. alone [47], while the worldwide unit shipments
have been forecasted to reach 109.2 million in 2023, coming from 69.3 million in 2019 [48].

Smartwatches are able to use sensors to monitor and track fitness and health-related data, such as heart
rate, heart rate variability, respiration rate, steps taken, calories burned, sleep quality, and more. Since these
devices are able to track medical measurements, the line between fitness and health trackers and medical
devices have started to blur [14, 44]. One such device is the Apple Watch !. Besides tracking of basic metrics
such as daily steps taken, it has the ability to identify an irregular heartbeat [19, 50], which could indicate
atrial fibrillation. This is associated with an increased risk for a stroke, heart failure, and other heart-related
complications [26]. Upon registering such an irregular heartbeat, the user gets a notification with the sugges-
tion to contact a doctor. Another feature is the ability to make and record an electrocardiogram (ECG) using
the user’s smartphone [50]. From there, a report can be generated to send to the user’s health care provider
(HCP). Other more medical specialized self-monitoring devices (SMDs) are for example blood pressure mon-
itors, glucose monitors and ECG monitors.

With the ongoing COVID-19 pandemic, SMDs have become a potential measure against the disease as
they are constantly monitoring and collecting the user’s vital signs, and they are widely available. Researchers
have found that such wearable devices can be useful in detecting early warning signs of COVID-19 [35, 36].
The devices were able to identify some users with the disease before the onset of symptoms. If the accuracy
of the detection can be improved, this could be a great tool in reducing the spread of the disease. Users would
get a notification when the wearable suspects potential onset of COVID-19, generating more awareness for
the user so that testing, quarantine and medical care can be executed at a more rapid pace.

Most SMDs upload the collected data to a cloud server through the user’s smartphone for analytics and
improved presentation of the data [44]. The increased usage of these devices makes them useful in the health-
care industry if the information collected by the devices is shared with HCPs [15, 30, 31]. The gathered infor-
mation could then assist in identifying potential health issues, allowing prevention measures to be taken as
opposed to treating diseases. Since patients are able to measure their medical condition continuously, remote
monitoring is possible and could aid in avoiding emergency situations [5]. In addition, remote monitoring
could lead to reduced visits to the doctor, which leads to reduced costs. Furthermore, collecting data from
multiple patients in this manner could be a great source of data for research institutions.

Sharing medical data collected by SMDs with health care institutions has many benefits. However, med-
ical data is sensitive and there are many concerns regarding its security and privacy when the data is stored
on a cloud server. The cloud server, usually owned by the manufacturer of the device, should not be trusted
with it, as consumer data and medical data have different legislation. Since the data gathered by the SMDs
is considered consumer data, the manufacturer is able to exploit this data. However, the General Data Pro-
tection Regulation (GDPR) [2] is in effect since 25th May 2018, which introduced stricter rules regarding the
handling of consumer’s data. One solution to increase the privacy and security of this data, is to encrypt it

https://www.apple.com/nl/watch/
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2 1. Introduction

before it gets stored on the cloud server. This way, the data remains private in case of a data breach. However,
this leads to challenges in ensuring anonymity and providing proper access control.

1.1. Electronic healthcare in The Netherlands

In 2008 a bill has been submitted in The Netherlands to realize a country-wide electronic healthcare record,
the ‘Elektronisch Patiéntendossier’ (EPD) [1]. The motivation behind this government initiated project is to
facilitate sharing of medical data between health care providers, which would lead to the reduction of medical
failures due to misinformation.

However, due to privacy and security concerns, the government pulled out of this project in 2011. This
eventually led to the formation of a union of HCPs, the ‘Vereniging van Zorgaanbieders voor Zorgcommuni-
catie’ (VZVZ) 2, which would eventually be responsible for creating, managing, and the further development
of the ‘Landelijk Schakelpunt’ (LSP) 2. The LSP is an infrastructure specifically created for the exchange of
medical data between HCPs.

It is mandatory for every HCP to keep medical health records of their patients [3, 34]. Almost all HCPs
keep these records electronically, and thus have their own local EPD. To exchange data from one HCP to
another, the patient has to explicitly give consent for their information to be shared through the LSP. This
can be achieved through filling out a consent form in person, online, or verbally. When consent is given, the
patient’s ‘burgerservicenummer’ (BSN), which is the national identification number, gets registered at the
LSP. HCPs can access the LSP with a UZI-card and a PIN code. ‘Unieke Zorgverlener Identificatie’ (UZI) is
a unique identification number for HCPs. Whenever a HCP wants to search for the patient’s medical data,
it looks up the patient’s BSN through the LSP to see where the data is located. Thus no actual medical data
from the patient is stored at the LSP. The General Practitioner (GP) only shares the patient’s Professional
Summary and the pharmacy only shares the medication record. No other information is shared through the
LSP. Additionally, the HCP requesting this information is only allowed access if the patient has given consent
to the HCP and the information is needed for the diagnosis and/or treatment of the patient.

Currently, the LSP is divided into 44 regions. Some regions are managed by their own region manager
or by regional organisations, while some regions are managed by VZVZ. However, the regions managed by
a region manager or regional organisations are required to update VZVZ about changes inside their regions.
HCPs can only share and access medical data within their region. If an HCP is located near multiple regions
or is serving patients from other regions, they are allowed to register at more regions. However, hospitals are
allowed to register at multiple regions as their patients come from different parts of the country, in contrast
to the local GP or pharmacy. Due to COVID-19, this “region lock" has been lifted temporarily [52]. Due to
capacity issues, some patients cannot get treated in their own region and therefore have to receive hospital
care in other regions. All urgent care and COVID-19 testing facilities are able to request the patient’s medical
data through the LSP.

Patients have access to an online platform ‘Volg je zorg' *, from where they can invoke and revoke the
permission from the HCPs to access their data. Further, they can observe when and which HCP has accessed
their medical health record, and the kind of data that has been shared. However, patients cannot access
their own medical health records. If they wish to see the actual content, they can request this at each HCP
individually. In addition, starting from 1st July 2020, patients are entitled to electronically inspect their own
medical health record [4]. The HCP has to provide the patient their record. This can be accomplished by
sending the record through e-mail, getting the patient access through an online portal from the HCP, or
through a ‘persoonlijke gezondheidsomgeving’ (PGO).

A PGO is an application in which the patient has access to their own personal health record (PHR) [39].
The patient can also add data to this record, such as their blood group, medications and vaccinations. PGOs
are still under development and are currently being tested. The goal of such an application is to eventually
let the patient take control over their own medical data. Ultimately, patients should be able to gather the
medical data from their HCPs and their pharmacy in one place. They should be able to share their data with
other HCPs, and should be able to add data to their own record whether by hand or by uploading from other
applications or wearables.

However, a PGO is not a replacement for the LSP. In a PGO the patient can inspect their medical data,
while this is not possible with the LSP. The LSP’s main contribution is facilitating the exchange of information

’https://www.vzvz.nl/
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between HCPs and pharmacies 24/7. In case of an emergency, the first aid responders request the patient’s
medical data through the LSP.

1.2. Polymorphic Encryption and Pseudonymisation

Polymorphic Encryption and Pseudonymisation (PEP) [51] is a framework that facilitates the exchange of
medical data between patient, self-monitoring devices and health care providers while providing proper
access management and security. PEP allows the data to be stored at a cloud provider (CP) in encrypted
form, while guaranteeing that the CP does not learn anything about the contents and owners of the data.
Anonymity is attained through pseudonymisation, which means that different identifiers are used at differ-
ent parties for the same data. Each party owns a secret key that is related to the master secret key X in such a
way that re-keying of encryptions can be performed without knowing X. The keyserver (KS) is the only party
that knows X.

The key party in this protocol is the transcryptor (TR). The TR is a semi-trusted intermediate party that
performs the re-keying and re-shuffling of encryptions and where all messages go through. Re-keying of an
encryption is the act of changing an encryption so that another secret key can be used to decrypt it. Re-
shuffling of an encrypted identifier is the act of changing the encryption in such a way that when it is de-
crypted, the identifier looks different from when it got encrypted. Since the TR performs these actions on
data in encrypted form, it does not learn anything about the content. However, it does register who is sharing
data with whom, enabling access management and logging.

Both the KS and the TR handle secret keys that are critical to the security and privacy of the system. If
the KS and the TR collude, they are able to derive the secret keys from all the participants, and are able to
decrypt all data and match it to the patients. Furthermore, if the TR colludes with any participant, the master
secret key can be obtained, making it possible to decrypt all data. Aside from the issue of collusion, scalability
becomes an issue with more participants joining the system. In addition, the whole system stops working if
the TR goes offline.

1.3. Distributed-PEP and Polymorphic Access Management

Distributed Polymorphic Encryption and Pseudonymisation (Dist-PEP) [32] [33] is a solution to some of the
problems of PEP. In Dist-PEP, the role of the TR is distributed over a group of n TRs, of which a quorum 7 of
t TRs need to collaborate in order to perform the re-keying and re-shuffling operations. Any group of t —1
or less TRs is unable to perform these operations or learn secret keys, even with the collaboration of HCPs
and/or the CP. This is achieved by using Shamir Secret Sharing [45]. Further, the TRs take over the role of KS
by generating the master secret key and the user secret keys through secret sharing of random values. Every
TR owns only a share of the keys. Dist-PEP facilitates scalability and availability, while improving security
over PEP.

Polymorphic Access Management (PACMAN) [32] removes the need for an access manager by embed-
ding the access structure into the encryption. This is achieved by using Ciphertext-Policy Attribute-Based
Encryption (CP-ABE) [8]. Only a party holding all the attributes to satisfy the access structure under which
the data is encrypted, is able to decrypt. The leafs from the access structures are pseudonymised, ensuring
the attributes from being leaked.

Combining Dist-PEP and PACMAN is more robust than PEP as it facilitates availability and scalability,
while improving security by lowering the probability of successful collusions.

¢ Availabilty: provided that at least t TRs stay online, the system remains operational.
e Scalability: when more parties join the system, the introduction of more TRs to the system is possible.

In addition, the owner of the data is given the power to decide who gets access to which parts of his data.
Access management is turned into the distribution of the correct attributes to each party.

Although Dist-PEP and PACMAN are an improvement to PEP, the TRs still hold a lot of power as all the
computations are performed by them: key generation, re-keying, and replacement of all identifiers with
pseudonyms. This requires them to collaborate on all the computations, which is computationally expen-
sive. Moreover, as more TRs get added to the system for more stability when the number of participants
grows, it increases the risk of reaching the threshold of a quorum of malicious TRs, allowing them to collabo-
rate successfully.
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1.4. Trusted Execution Environments
There have been many works that use homomorphic encryption in the processing of sensitive data in the
medical domain [9, 11, 25, 27, 28]. With the introduction of Trusted Execution Environments (TEE) in pro-
cessors, like ARM’s TrustZone ° and Intel’s Software Guard eXtension (SGX) ¢, new solutions for processing
medical data securely are offered. These processors can be found in high-end servers to personal computers
and mobile devices. A TEE is a tamper-resistant isolated area of a processor that guarantees integrity and
confidentiality of the executed code and data. It protects code and data against various attacks, including the
operating system (OS). When data leaves the TEE, it is encrypted and integrity protected.

Since SMDs are generally able to connect to smartphones and laptops through Bluetooth or Wi-Fi to
upload the data gathered to a cloud provider, using TEEs in these devices could possibly alleviate the TRs
from some responsibilities, while preserving privacy and security.

1.5. Research objective
The widely adaptation of self-monitoring devices has the potential to improve electronic healthcare. Inte-
grating these devices into the Dutch e-health could lead to improved diagnosis and treatment. The current
Dutch e-health does not support such an integration, although there are ongoing developments towards a
similar solution. However, this solution is comparable to a personal health record for the patient. Health care
providers are not able to access this data in case of emergencies.

The main goal of this thesis is to make improvements to the efficiency and scalability of the PEP frame-
work combined with the Dist-PEP and PACMAN extensions, while retaining privacy and security for use in
the Dutch electronic healthcare landscape. The research question is formulated as follows:

How can we use integrated TEEs in SMD-connected devices to reduce the computation load of the TRs and
make the PEP framework more efficient and scalable, while preserving privacy and security?

To aid in answering the research question, the following subquestions are defined:

1. What other works related to medical data privacy and security are there and how do they make use of
trusted execution environments, if any?

2. What (cryptographic) methods are there to ensure a secure and privacy-preserving electronic personal
health record?

1.6. Contribution
The main contributions of this thesis are:

* Presenting a protocol for increasing the size of a quorum of TRs from t to t’, where t’ > t, after set-up,
lowering the chance of a quorum of t’ malicious TRs to collaborate.

* Presenting a protocol that uses trusted execution environments in SMD-connected devices to take over
the re-keying and replacement of identifiers by pseudonyms in Dist-PEP and PACMAN, effectively re-
ducing the computation load and responsibilities from the TRs, while preserving privacy and security.
Moreover, increasing the scalability as every patient owns an SMD that performs most of the computa-
tions instead of a group of TRs.

These contributions lead to an electronic personal health record, managed by the patient, where multiple
parties are able to exchange medical data of the patient in a secure and privacy-preserving manner. The
patient decides what type of data, and who is able to retrieve and store data to its personal health record.

1.7. Thesis outline

The rest of this thesis is structured as follows. In Chapter 2, we explore what other research exists regarding
trusted execution environments in electronic healthcare. Chapter 3 discusses (cryptographic) preliminaries
that are required to be understood for the rest of this thesis, followed by Chapter 4 in which we present and

Shttps://developer.arm.com/ip-products/security-ip/trustzone
Shttps://www.intel.com/content/www/us/en/architecture-and-technology/software-guard-extensions.html
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1.7. Thesis outline

implement a protocol for increasing the size of the quorum of TRs after set-up and provide an analysis of
its complexity and performance. Chapter 5 introduces our Trusted Execution Environment-based Polymor-
phic Encryption and Pseudonymisation (TEE-PEP) and Trusted Execution Environment-based Polymorphic
Access Management (TEE-PACMAN) protocols including a security and complexity analysis. Finally, we con-
clude by providing a discussion and describe future work in Chapter 6.






Related Works

In this chapter, we investigate other existing works on secure sensitive data storage and processing. Since
privacy-preserving data managing is a large field with applications in several domains, we solely focus on
works related to processing medical data and on solutions using TEEs.

2.1. KONFIDO

KONFIDO [46] is an OpenNCP-based Secure e-Health Data Exchange system. OpenNCP [22] is a platform that
enables secure access to patient health information between different European healthcare systems, and it is
aresult of the epSOS (European Patients - Smart Open Services) project. The main goal of the epSOS project
is to achieve interoperability between European healthcare systems while complying with both National and
European laws. KONFIDO builds on and extends the OpenNCP framework to increase trust and security of
e-health data exchange.

2.1.1. OpenNCP

OpenNCP is a practical e-health framework and ICT infrastructure, based on existing National Infrastruc-
tures, that enables secure access to patient health information among European healthcare systems. It pro-
vides two services: the epSOS’ Patient Summary for EU Citizens and the epSOS’ ePrescription/eDispensing
for EU Citizens. Patient Summary is a set of basic medical data that includes the most important informa-
tion required to ensure safe and secure healthcare, e.g. a patient’s general information, clinical data, pre-
scribed medicine, etc. This information is useful in case of an emergency or accident, and can be retrieved
by health care professionals. ePrescription/eDispensing contains the currently available electronic prescrip-
tion of medication, which is the medication that is dispensed in the patient’s home country. This allows the
patient to get the medication in different European countries if necessary. The following key aspects used in
the epSOS project makes e-health interoperability in the EU possible:

* The existing national health care infrastructures and legislation remain the same.
» Trust among EU Member States is based on contracts and agreed policies.
¢ Information is exchanged but not shared.

OpenNPC uses a set of interacting National Contact Points (NCPs). The NCPs act as the connection be-
tween the National Infrastructures. They process and transfer medical data between countries. Figure 2.1
shows the OpenNPC high-level architecture. A NCP has 5 main components:

* Data Discovery/Exchange services: establishes communication and allows the identification of pa-
tients and the retrieval of medical data.

e Trust Services: ensures the circle-of-trust, i.e. it takes care of the validation, verification, signing and
mapping of messages and information, and ensures the patient consent mechanism.

¢ Transformation Services: used to transform clinical documents (translation and mapping of taxon-
omy).
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¢ Audit Services: manages the logging of the system and the traceability thereof and assures operation
auditing.

* Support Services: ensures the availability of the service, such as response time, and guaranteed mes-
sage delivery and session.

| [ Patient
HCP B ’ N Data Discovery / Exchange .___.l Data Discovery / Exchange ........_’l Col’:mel.mil
services services | : Y
- - - (medical data
(o sre ] EEET N N
Trust service Trust service
Audit Audit
i Transformation Transformation e d
L ) services Central | senvices -\ )
M P - - 7‘ Suppal‘! s = :'I
Pagem Support Services ‘ Services Support Services
NCP B NCP A
Country B SOS Country A
: e ;
Information V\Ffj d Information
or
System World System World

Figure 2.1: OpenNCP high-level architecture diagram [22].

The Circle of Trust is among the NCPs and they are able to establish mutual trust relationships. A NCP acts
as a legal entity that creates a secure link between the epSOS trust domain from the national trust domain.
Only the NCPs have an identity in both domains.

We describe a Patient Summary request scenario in figure 2.1. Patient A from country A attends a HCP B
in country B. HCP B requests patient A's Patient Summary from the National Infrastructure of its country. The
National Infrastructure makes contact with NCP B. Then NCP B interacts with other NCPs, in this case NCP
A, and uses all the services they have to retrieve the information through country A's National Infrastructure
in the right format.

The communication security from OpenNCP is ensured by cryptography and secure protocols. However,
the security of the communicating parties is only enforced by a legally binding agreement. Therefore, if a
National Infrastructure is compromised, it can exploit the NCP. Further, the medical data is in plain text in
almost all the services offered by the NCPs. Thus, a compromised NCP can turn into a data breach.

2.1.2. KONFIDO toolbox
KONFIDO overcomes some of the vulnerabilities of OpenNCP by guaranteeing that medical data is never in
plain text in non-secure areas. KONFIDO uses the following services and tools:

¢ Trusted Execution Environment (TEE): the TEE used in KONFIDO is created using Intel’s SGX. Certain
functions of OpenNCP are performed in the TEE. For example, during the exchange of the Patient Sum-
mary, the data is being decrypted, transformed and re-encrypted. During this time, the data is exposed.
Thus, these functions will be performed inside the TEE. In addition, remote attestation is provided by
SGX, which is a mechanism in which a host presents reliable evidence about its hardware and the soft-
ware it is running to a remote host. Hence, the TEE from a NCP must convince the TEE from another
NCP with whom it is communicating with, that it has a valid measurement hash, runs in a secure envi-
ronment and that it has not been tampered with.

¢ Physical Unclonable Function (PUF): it uses a PUF-based random number generator for the generation
of keys. The random numbers generated using the PUF are practically impossible to predict or manip-
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ulate. These PUF-based random number generators are used in the NCP, and the random numbers are
securely provided to the TEE for key generation.

Homomorphic Encryption: allows computation on encrypted data. In this way, the medical data re-
mains protected during transport, storage and processing.

Security Information and Event Management (SIEM): the KONFIDO SIEM extends some existing SIEM
solutions and customizes them. The KONFIDO SIEM is able to work with homomorphic encrypted
data, communicate with TEEs, deal with federated deployment characteristics of OpenNCP-compliant
scenarios, and provide encrypted output using a PUF-based encryption technique.

Blockchain-based auditing system: provides an audit trail that a certain party has requested specific
medical data and that the request has been accepted or denied. A block chain is a distributed unforge-
able ledger. It is a chain of blocks linked through cryptographic hashes. Each block is linked to its
predecessor.

eIDAS-based authentication system: eIDAS stands for Electronic Identification, Authentication and
Trust Services. It is a regulation on electronic identification and trust services for electronic transactions
within the EU internal market. eIDAS-compliant authentication in KONFIDO exists in two forms: one
for health care providers and one for patients. Health care providers must access the system with a
strong digital identity which is issued by their country of residence. Patients can access the system
using an eIDAS cross-border authentication.

Publish/subscribe communication channel: each national infrastracture has a dedicated SIEM. Each
SIEM is interconnected with other SIEMs in order to exchange security metrics through a secure pub-
lish/subscribe communication channel.

TEE communication channel: trusted communication channels are established through remote attes-
tation of TEEs.

Figure 2.2 shows the Patient Summary response with KONFIDO. The actions inside the opt rectangles are
performed in a TEE and are supported by other KONFIDO services.
Figure 2.3 depicts the KONFIDO architecture. The following services are deployed in each NCP:

The actions performed to transform the Patient Summary happen inside a TEE.

A PUF-component is used to generate keys and certificates, and to secure communication channels.
eIDAS is used to improve authentication.

The block chain based auditing system is used for log management and storing.

Homomorphic encryption techniques are used for processing data in encrypted form.

The following services are deployed in each National Infrastructure:

To secure the transmission of a Patient Summary, a TEE is required.

All other services are optional.

KONFIDO offers different kinds of communication channels to deal with the vast amount of different
devices that are involved in OpenNCP.

TEE communication channel: allows the exchange of data between SGX based TEEs.

Secure Sockets Layer (SSL) communication channel between SGX-based TEE and other TEEs: allows
the exchange of data between TEEs based on different technologies, e.g. Intel SGX and ARM TrustZone.

Homomorphic Encryption + SSL communication channel: this channel is used when TEE technologies
are not available in some devices.

SSL communication channel: used for local data exchanges only, e.g. communication between the PUF
hardware and the TEE.

OpenNCP communication channel: this is the standard OpenNCP communication channel.
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Figure 2.2: Patient Summary Response with KONFIDO [46].
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2.2. SGX-SPARK

SGX-SPARK [43] is a system for processing data streams generated by health-monitoring wearable devices.
It uses Spark Streaming [54], which is an extension of Spark [53], for fault-tolerant stream processing of data
streams and the processing takes place inside TEEs in untrusted clouds. Intel’s SGX is used for the imple-
mentation of the TEE. In SGX, the trusted execution environment is called an enclave. The scenario taken for
designing the system is where multiple sensors track the cardiac activity of different users, which is used to
study the Heart Rate Variability (HRV). HRV is the variation in the time intervals between consecutive heart-
beats and can be a predictor for myocardial infarction. The system is designed for heart-specific signals, but
it can be changed so that it can be used for different stream processing systems. Figure 2.4 depicts the ar-
chitecture of SGX-SPARK. The server executes on untrusted clouds with SGX, and the clients are the sensors
that generate the data. The interaction between them happens through a filesystem interface. On the server,
SGX-SPARK processes the data using different HRV analysis algorithms.

SGX-Spark Engine

master.sh worker.sh

FlleSystem Interface

CSEM HRV

driver—enclave.

sh
N
T
sh

v worker-enclave.

| Host Shared Memory

é .))) @ Client m

Figure 2.4: SGX-SPARK system architecture [43].

The performance of SGX-SPARK is compared to Vanilla Spark, which is the non-secure version of Spark.
SGX-SPARK has a performance overhead of 4 to 5 times in comparison to Vanilla Spark. However, for typical
signal processing, it is still practical.

2.3. Privacy-preserving medical data analytics solutions using fully ho-
momorphic encryption

In [27] and [28], Fully Homomorphic Encryption (FHE) is used for computations on encrypted health infor-
mation. FHE schemes allow both addition and multiplication operations on ciphertexts, in contrast to par-
tially homomorphic schemes, which allow only addition or multiplication operations. The authors have im-
plemented a long-term cardiac health monitoring application that allows the cloud, where the data is stored
in encrypted form, to perform computations on it. The system is depicted in figure 2.5. The FHE scheme
used is the Brakerski-Gentry-Vaikuntanathan (BGV) [13] scheme. Despite the application’s performance dis-
advantage, it can be deployed by healthcare organizations.
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Figure 2.5: Cloud-based long term health monitoring system setting [27].

Another work that uses FHE for computations on encrypted personal health data is SafeBioMetrics [9].
Its application domain is the secure storage and processing of personal health and physiological information
obtained through mobile sensing for e-health applications. Figure 2.6 shows the system architecture. As can
be observed, FHE is used for the computation on the encrypted data obtained by the mobile client device
(data processing path), while the standard encryption scheme AES (Advanced Encryption Standard)is used
for normal secure storage and retrieval of the data without computations (raw data path). The FHE scheme
used is the Brakerski-Gentry-Vaikuntanathan (BGV) [13] scheme. The specific use of the SafeBioMetrics sys-
tems is gathering cardiac rate data and performing computations on it to detect abnormalities. In addition,
it can be modified to accommodate other scenarios concerning data collection through mobile devices.

AEG IBM Cloudant AES
® Data gateway 22 . Cloud-based
/ backend Datd;r:zrdge
* |BM OpenWhisk .
processing

* Apache Spark
(IBM Bluemix)

_ / backend
End-user Maobile client |
data acquisition ;

device
FHE FHL

— Raw data path
-==» Data processing path

Figure 2.6: SafeBioMetrics system architecture [9].

In [11], a cloud service has been implemented that can compute the likelihood of a person suffering from
a heart attack based on certain body measurements. The cloud service computes on encrypted data using
homomorphic encryption, so that nothing can be learned about the actual content. The service works as
follows. The user uses a device, e.g. a personal computer, with the client application installed that collects
the user’s health data, encrypts the collected data, and sends it to the cloud application. The cloud application
runs an algorithm over this data to make a prediction, and sends back an encrypted prediction to the client
application. Then the user can decrypt to become aware of the probability of having a heart attack. The
used homomorphic scheme is the more practical variant of the Ring-Based Fully Homomorphic Encryption
scheme in [12].

More practical FHE schemes remain an active research area.

2.4. Privacy-preserving data analytics solutions using trusted execution

environments

In [24], the authors describe and implement a system where an Internet of Things (IoT) middleware is run in-
side a TEE using Intel’s SGX. Processed data is being encrypted inside the SGX enclave so that it is unreadable
for the system hypervisor. This facilitates the deployment of IoT middleware on untrusted platforms. Figure
2.7 depicts the architecture of the system. The application logic is performed inside the enclave. The enclave
communicates through a webserver with the users and the IoT devices.



2.4. Privacy-preserving data analytics solutions using trusted execution environments 13

(sers ) (oies )

Cloud Platform
~
Web E Server
Enclave ﬁ -] i
,—| Bridge Functions |'\
Security 'd * =
Module
Enclave
Controller
Middleware
Logic
K
—_
ECMAscript In-Memory
Engine Database
L v
L _J

Figure 2.7: System architecture [24].

Another work that uses a TEE is [29]. Intel’s SGX is used to implement a Trustworthy Remote Entity (TRE)
[41] [40] for use in multi-party applications. A TRE is in essence a Trusted Third Party (TTP) that provides
a high level of assurance of its state and behaviour, making it trustworthy instead of trusted. In many-party
applications, the TRE acts as the intermediate party in the communication between participants and per-
forms privacy-enhancing operations on the communicated data. In this work, the multi-party application
is privacy-preserving energy metering. Figure 2.8 shows the system overview of a TRE in a smart grid. The
arrows show the sequence of communication between the Service Provider (SP) and the Smart Measuring
Devices (SMDs). The SP and SMDs do not trust each other. The SP sends requests to the SMDs through the
TRE, and the SMDs respond through the TRE. While TRE is fetching the data from the SMDs, it can perform
privacy-preserving operations on the data before sending it to the SP.

Smart Metering Devices Trustworthy Remote Entity ~ Service Provider
(SMD) (TRE) (SP)

Figure 2.8: System overview of a TRE in a smart grid [29].

In [17], client-side disk/file encryption is performed using Intel’s SGX. The Cryptomator, which is an open
source client-side encryption tool used for protection of files stored on clouds, is integrated with Intel’s SGX
technology. The data are encrypted and decrypted inside the SGX enclave. The enclave can seal the data by
using a sealing key. The sealing key is a unique key generated by the CPU for this particular enclave on this
particular platform. Therefore, the data can only get unsealed inside the enclave. After sealing the data, it can
be written to the storage device that synchronizes with the cloud storage service.
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In [20], the authors combine homomorphic encryption with a TEE to guarantee code and data integrity
and privacy. The combined model is useful for remote servers handling data and computations. Intel’s SGX
and Paillier encryption scheme [38] are used for the implementation as respectively the TEE and the homo-
morphic encryption scheme. The combined model considers four entities:

1. A user, the owner of the private data.

2. An enclave that the user can audit and assess. If the user receives an attestation that the enclave is
securely loaded on the remote platform, then the user can trust the enclave.

3. An untrusted application that launches the enclave and connects it to the OS of the server.

4. A database holding private information.

Figure 2.9 shows how the user stores data at the database. The user (Client) and the enclave first establish
asecure channel. Subsequently, the user encrypts the data with Paillier encryption and sends it to the enclave.
The enclave re-encrypts the data and sends it to the database for storage.

Untrusted Cloud
App

Trusted Enclave Client

1. Key exchange

5 2.C=E (Data)
DB _ , 3.C"=E, (C)
— e [ BE 5
. cn
I Write
g —
JE—

Figure 2.9: Storing data in the database [20].

Figure 2.10 shows how the user retrieves data from the database. The user (Client) and the enclave first
establish a secure channel. After, the user sends a query request to the enclave. The enclave retrieves the
encrypted data from the database and performs the required computations on the encrypted data. Then it
re-encrypts the result and sends it to the user. Finally, the user decrypts the encryption to obtain the data.

The performance of a system that only uses partial homomorphic encryption and the performance of a
system that only uses TEE are roughly the same, with the performance of using partial homomorphic encryp-
tion being slightly better. The performance of a system that uses both partial homomorphic encryption and
TEE (i.e. the combined model) is 1.7 times slower.

2.5. Conclusion

Many existing works on secure private data storage and/or processing use either homomorphic encryption,
trusted execution environments or a combination of both. The TEEs are mostly integrated on the cloud
servers for that is where the data is stored and processed most of the time. By using TEEs on the cloud servers,
itis guaranteed that the cloud servers cannot observe the data. Additionally, using homomorphic encryption
allows the cloud servers to perform computations on encrypted data without learning anything about the
contents. Furthermore, using both a TEE and an encryption scheme provides an extra layer of protection.
If the encryption scheme is broken successfully, the data is protected by the TEE. Conversely, if the TEE is
successfully attacked, the data is protected by the encryption scheme.
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Figure 2.10: Retrieving data from the database [20].
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Preliminaries

This thesis and its prior work are built upon existing (cryptographic) schemes and protocols. In this chapter,
we introduce ElGamal encryption, Shamir Secret Sharing, Ciphertext-Policy Attribute-Based Encryption (CP-
ABE), Trusted Execution Environments (TEE), two variants of the Polymorphic Encryption and Pseudonymi-
sation (PEP) protocol and two variants of the Polymorphic Access Management (PACMAN) protocol.

3.1. ElGamal encryption
ElGamal encryption is an asymmetric, public-key cryptosystem and its security depends on the difficulty of
computing discrete logarithms over finite fields [21].

3.1.1. Description

Key Generation. Let p and q be large primes such thatp =2q+1 and let g € [F; be a generator of multi-
plicative subgroup G4 of order q. The private key X is a random value x < ¢. The corresponding public key is
Y=g* modp.

Encryption. Encryption uses a random value T < . Encrypting a message M under public key Y is per-
formed as

EncEGy(M)=(g",Y"-M) modp. (3.1

Decryption. Decryption of a ciphertext of the form (b, c) with private key X is performed as

c er ger
DeCEGx((b,C)) = b—x: ng = ng

=M modp. (3.2)

3.1.2. Multiplicative homomorphic

Homomorphism is a property that an encryption scheme can possess that allows performing certain compu-
tation on the ciphertext without decrypting it. The ElGamal encryption scheme has the multiplicative homo-
morphism property, which means that given the encryptions of two messages m; and m;, the encryption of
mp -m; can be determined without knowing the contents of m; and m;:

EncEGy(my) x EncEGy(my) =(g",Y"" -my)(g"2,Y"2-my)
=(g" "2,y 2 (my - my)) (3.3)

=EncEGy(my xmy).

3.2. Shamir Secret Sharing

Shamir Secret Sharing [45] is a (t,n) threshold secret sharing scheme. A secret S is divided into n. shares and
at least t < n shares are needed in order to retrieve S.

17
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Let S be the secret to be divided into n shares and f be a polynomial of degree t — 1 with f(0) = S. Each
party i, withi={1,...,n}, receives a unique point (xi,yi) = (i,f(i)) on f, where x; is public and y; is the secret
share. Given t unique points on f, f can be recovered using Lagrange interpolation and hence the secret S.
Secret S can be recovered by computing S = f(0) by using

f(x)= Zyifi(x) mod p, (3.4)
ieT
where
X—Xj
4i(x)= mod p. (3.5)
L XX
jem,j#El

3.2.1. Addition of secrets
Let [S1] and [S;] be two secret sharings with respectively polynomials f and g, both with degree t—1. A secret
sharing [T] =[S 4+ S2] [7, 10] can then be generated as follows.

Assume that [S1] and [S;] are shared among n parties and every party i holds the shares f(i) and g(i).
Every party i computes h(i) =f(1) 4+ g(1) to obtain its secret share for [T].

3.2.2. Multiplication of secrets
Let [S1] and [S;] be two secret sharings with polynomials f with degree t; —1 and g with degree ty —1,
respectively. A secret sharing [T] = [S1 - S;] can then be generated as follows [7, 10].

Let 7t be a group of parties, with | 7t |=t¢ +tg —2. Every party i € 7t holds the shares f(i) and g(i), and
computes h(i) = f(i) - g(i). The degree of h is then t¢ +ty —2. To obtain a secret sharing with threshold
th < tf+tg, every i € 7t generates a secret sharing h{ =h(i) Hjem-#ij, and gives every other party j a share
h!(j). After, every party i computes their secret share of h'or[T] as t h!(i).

jem

3.2.3. Exponentiation with a secret
Consider a secret sharing [S] and a value v. v
Given a quorum 7t with t parties, every party i € 7t calculates S; =y;{; (0) using equation 3.5, and p; =v
partial result. Finally, the partial results are combined to obtain [ [;c,.pi = [ [ic VSt =Vv5.

S can then be computed without revealing the secret S [18].

Sias

3.2.4. Generation of a random secret

To generate a secret sharing [S] of a random value with threshold t [6], every party i chooses a random poly-
nomial r; of degree t — 1. Then they calculate for every party j a share 1; ; and sends it to them. After, every
party j computes 2?21 Ti,j to obtain their secret share of [S].

3.2.5. Inverse of a secret

Let [S] be a secret sharing with polynomial f. The inverse of [S], [S~1] can be computed [6] as follows. First,
a secret sharing of a random value [R] is generated, then secret shares for [[ = SR] are computed. Afterwards,
the value of I is revealed and [I-S] = [(SR) " 'R] =[S~ '] is computed.

3.3. Ciphertext-Policy Attribute-Based Encryption

In Ciphertext-Policy Attribute-Based Encryption (CP-ABE) [8], data is encrypted according to an access pol-
icy over attributes. This access policy can be defined as an access tree with the attributes at the leaf nodes
and threshold values at the internal nodes. The access tree is embedded in the encryption, while the decryp-
tion key is associated with a set of attributes. The ciphertext can only be decrypted by a party holding the
decryption key with the right attributes to satisfy the access tree.

3.3.1. Bilinear maps
Let Gp and G7 be two mulitplicative cyclic groups of prime order p. Let g be a generator of Gy and e be a
bilinear map, e:Gg x Gy — G with the following properties:

®)

ab

1. Bilinearity: for all u,v € Go and a,b € Z,,, we have e(u®,v”) = a(u,v)

2. Non-degeneracy: e(g,g) # 1.
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If the group operation in Gy and the bilinear map e are efficiently computable, then G is considered a bilinear
group. In addition, note that e is symmetric: e(g%,g®) =e(g,g)*® =e(g®,g?).

3.3.2. Access tree

Let T be a tree depicting an access structure. Each internal node x represents a threshold gate, and holds
a threshold value ty and its set of children Sy. Every leaf node x holds a threshold value ty = 1 and an
associated attribute atty. If num, is the number of children of a node x, then 0 <ty <num,. When t, =1,
the threshold gate is an OR gate and when t, =numy, itis an AND gate. Let parent(x) be the parent of node
x, and index(x) be the index of x within Sy, arent(x), which ranges between 1 and | S, qrent(x) I-

3.3.3. Satisfying an access tree

Let 7 be an access tree with root r and y be a set of attributes. Let Tx denote the subtree of T rooted at x.
Thus T is T;. If y satisfies access tree Ty, then this is denoted as Ty (y) = 1. T (v) is recursively computed as
follows. If x is a leaf node and atty €y, then T (y) = 1. Otherwise x is an internal node, and T,/ (y) is being
computed for all children x’ of x, Tx (v) =1if 3, res. T/ (v) = tx.

3.3.4. Construction
Setup. LetGg be a bilinear group of prime order p with generator g and bilinear map e. Choose «, 3 €g Zy,
and the master secret key MK is generated as

MK =(f,g%). (3.6)

and the public key PK is published as
— —gB f=gP" o
PK*(“—HDO)Q)h*g af*g )e(g?g) ). (3.7

Encryption. EncABEpk(M,T) encrypts a message M under the access tree T. Choose a polynomial qx
for each node x in T from top to bottom, starting from root node r as follows. For each node x, set the degree
dx of the polynomial qx as dx = tx — 1. For root node 1, choose w €g Z,, and set qg (0) =w. For every other
node x, set qx(0) = qparent(x)(index(x)). For all nodes, choose dx other points randomly to define qx
completely.

Let Y be the set of leaf nodes in 7T. The ciphertext is computed as

CT= <7)C:M'e(g)9)(xwaczhw)

(3.8)
W V:C, =g 0.} = Hiatt,) ).

Key Generation. KeyGenABEpn i (S) generates a decryption key that is associated with a set of attributes
S. Choose 1 €R Zp, and for every attribute j € S, choose 1j €g Z;,. The decryption key becomes

SK=(D = flotr)] (3.9)
¥je$:D;=g" H(j)",D} =g"). |

Decryption. DecryptABEsk (CT) is defined recursively. DecryptNodesk (CT,x) takes as input a cipher-
text CT =(T,C,C,Vy e Y: Cy, C{J), and a node x from 7. If node x is a leaf node, then let i = atty. If i€ S,
then

e(Di)CX)

e(D§, Cy)

_e(g"-H(Y)"1,hax(0)) (3.10)
~ e(g,H(1)ax(0))

=e(g,) ().

DecryptNode(CT,SK,x) =

Ifi¢ S, then DecryptNodesk (CT,x) = L.
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If x is not a leaf node, for every z € Sy compute DecryptNodesk (CT,z) and store the output as F,. If
there exists an arbitrary set Sy of size ty of child nodes z, such that F, # 1, then compute

s
A I

e, (3.11)
=e(g,g)" ().
Otherwise, if no such set exists, then DecryptNodesk (CT,x) = L.
To decrypt CT, start by decrypting root node ,

A =DecryptNodesk (CT,r)
(g,g)7"(®) (3.12)

Finally, compute = M to obtain the original message M.

e(C,D)A ]

3.3.5. Trusted Execution Environment
A Trusted Execution Environment (TEE) is a tamper-resistant isolated area of a processor that operates along-
side the OS. It guarantees integrity and confidentiality of the executed code and data. This means that any
code and data loaded into the TEE cannot be observed or altered by an attacker controlling a user environ-
ment or OS. When data leaves the TEE, it is encrypted and integrity protected. ARM’s TrustZone  and Intel’s
Software eXtension Guard (SGX) ¢ are two hardware technologies that can be used to implement such a TEE.

There is no precise definition of a TEE. In general, TEEs offer isolated execution of Trusted Applications
(TAs) and secure storage of data and cryptographic keys. An attempt to define a TEE has been made in [42],
which states that a TEE is a tamper-resistant processing environment running on a separation kernel. It
should guarantee the authenticity and confidentiality of the executed code, and the runtime states should be
integrity and confidentiality protected. In addition, the code, data and runtime states should be stored on
persistent memory. Further, the TEE should be able to prove its trustworthiness to third parties using remote
attestation. Moreover, the content of the TEE can be updated securely, and it should be resistant against
software and physical attacks performed on the main memory of the system.

Additionally, GlobalPlatform ° has standards specified for TEEs [23]. This standard can be achieved by
implementing the following security features:

¢ Isolation from the Rich Execution Environment: the TAs and their data are separated from the rich
environment.

¢ Isolation from other TAs: the TAs are isolated from each other and also from the TEE itself.

¢ Application management control: only the authenticated entity can modify the TA and the TEE.

* Identification and binding: enforce authenticity and integrity of the TEE and TAs.

¢ Trusted storage: to ensure integrity, confidentiality, the data from the TA and TEE are stored securely.

» Trusted access to peripherals: the TEE offers APIs access to trusted peripherals, which are controlled by
the TEE.

o State of the art cryptography: such as random number generation, cryptography and monotonic time
stamps, which are timestamps that are not affected by the system clock, starts at an arbitrary point and
only moves forward.

"https://developer.arm.com/ip-products/security-ip/trustzone
8https://www.intel.com/content/www/us/en/architecture-and-technology/software-guard-extensions.html
9nttps://globalplatform.org/
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Despite this standardization by GlobalPlatform, diverse implementations exists of TEEs that do not (com-
pletely) conform to these standards, e.g. Intel’s SGX. SGX relies on software attestation [16], which proves that
a specific piece of code is executed inside a TEE hosted by the trusted hardware (the used processor), which
functions as the root of trust. The proof is often a cryptographic signature that certifies the hash of the TEE’s
contents. The key used to sign the signature is verified against an endorsement certificate created by the
trusted hardware’s manufacturer. The endorsement certificate states that the key is only known to the trusted
hardware, and only used for the purpose of attestation.

In the TEE-PEP and TEE-PACMAN protocols, presented in Chapter 5, we assume that all the devices that
are connected to the SMDs are equipped with TEE supported hardware. The SMDs store the key-factors
and pseudonym-factors from all the participants, who are relevant to the patient of the SMD, in the TEE. In
addition, the code for performing the PEP operations are stored inside the TEE as well, and will be executed
there. Only the output will leave the TEE, which is in encrypted form.

3.4. E-healthcare solutions

3.4.1. Polymorphic Encryption and Pseudonymisation
Polymorphic Encryption and Pseudonymisation (PEP) [51] is a framework that handles the exchange of med-
ical data between multiple parties while providing proper access management and security.

An individual is known by a different identifier, a pseudonym, at different parties. Let ID o denote the
identifier of patient A. At party B, A is known as ID o @B = ID];\B , with kg €g Z;,. Computing ID o @B from
ID A is the task of the Transcrypter (TR).

PEP operations
PEP operates on ElGamal encryptions (see Section 3.1). The PEP operations are defined below.

1. Re-randomisation takes an encryption (b,c) and a random value 1, and produces a randomized en-
cryption of the same message,

RandEG;((b,c)):=(g"-b,Y"-c) modp, (3.13)

2. Re-keying takes an encryption (b,c) and a key-factor k, and produces an encryption which can be
decrypted using secret key X =X - k,

KeyEGk((b,c)):=(b* ;) modp, (3.14)

3. Re-shuffling takes an encryption (b, c) and a pseudonym-factor s, and produces an encryption which
decrypts to M%,

ShuffleEGg((b,c)) :=(b*%,c®) modp. (3.15)
4. Re-keyshuffling combines the re-keying and re-shuffling operations,

KeyShuffleEGy s ((b,c)):= (bSkq c®) modp. (3.16)

3.4.2. Distributed Polymorphic Encryption and Pseudonymisation

Distributed-PEP (Dist-PEP) [32, 33] is an extension of PEP (see Section 3.4.1). In Dist-PEP, the role of TR
is distributed over a group of n TRs, of which a quorum 7 of t TRs collaborate in order to perform the re-
keying and re-shuffling operations. Such a setup is shown in Figure 3.1. Any group of t —1 or less TRs is
unable to perform these operations or learn secret keys. This is achieved by making use of the fact that PEP’s
homomorphic operations consist of exponentiations and by using Shamir Secret Sharing [45]. In addition,
the TRs take over the role of the Key Server by generating the master secret key and the user secret keys
through secret sharing of random values (see Section 3.2.4).
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Figure 3.1: Distributed PEP setup [32].

Dist-PEP operations

Consider an ElGamal encryption (b,c) and a quorum 7t of size t. Every i € 7t receives (b,c) and computes
a partial result p; = (bj,cy), and sends this to the receiving party. Let P ={p; : i € 7}, the receiving party
combines the partial results using

CombEG(P):=(] [bs,] Jev- (3.17)
ie7 iem

A partial result p; is obtained, given a secret sharing of pseudonym-factor [s] and key-factor [k] as follows.

1. Partial re-randomisation takes an encryption (b,c) and a random value 1, and produces a partial result
of arandomized encryption of the same message,

PaTtRandEGr((b,c))::(gr-br],lér-cr]) mod p, (3.18)

2. Partial re-keying takes an encryption (b, c) and a secret sharing of a key-factor [k] to pre-compute [k~ '],
and produces a partial result of an encryption that can be decrypted using secret key X =X -k,

PartKeyEG((b,c)) := (b[kf]]?,cr” mod p, (3.19)

3. Partial re-shuffling takes an encryption (b, c) and a secret sharing of a pseudonym-factor [s], and pro-
duces a partial result of an encryption that decrypts to M%,

PartShuffleEG ) ((b,c)) == (/T 8Ty mod p. (3.20)
4. Partial re-keyshuffling combines the partial re-keying and partial re-shuffling operations,

PartKeyShuffleEG ) (s ((b,c)) == (bs* 1T 1Ty modp. (3.21)

3.4.3. Polymorphic Access Management

Polymorphic Access Management (PACMAN) [32] removes the need for an access manager by embedding the
access structure into the encryption. This is achieved by using Ciphertext-Policy Attribute Based Encryption
(CP-ABE) [8]. Only a party holding the right attributes that satisfy the access structure under which the data
is encrypted, is able to decrypt the data. The leafs from the access structures are pseudonymised, ensuring
the attributes from getting leaked.

Pseudonymised access trees
Let T be a tree depicting an access structure. Every node x in the tree has a threshold value t, and a set of
children Sy. Every leaf node has an associated attribute atty € Z}, and every attribute looks different at every
party due to pseudonymisation.

To perform pseudonymisation on the attributes, the tree needs to be encrypted first. Let Y be all the leafs,
and T ={(tyx, Sx) : x € T} be all the threshold values and sets of children of all nodes in J. Two operations for
encrypting and decrypting trees are defined:
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1. EncTreey(7T)encrypts TasW = EncEGy(T), and encrypts everyleafy of T as eatty = EncEGy(atty).
The encrypted tree becomes ET = (W,Vy e Y: eatty).

2. DecTreex ({W,Vy € Y:eatty)) decrypts W and eatty, for everyy € Y and reconstructs the access tree.

Given an encrypted tree ET = EncTreey (7 = (W,Vy € Y : eatty)), where Y = g*. The following three
operations are defined which can be used on encrypted trees.

1. Tree re-randomisation takes an encrypted tree ET and a random value Ty and 1, for everyy in Y, and
produces a randomized encryption of all its elements,

RandTree((W,Vy € Y:eatty)) :=(RandEGy,, (W),VyeY: RandEGr, (eatty)), (3.22)

2. Tree re-keying takes an encrypted tree ET and a key-factor k, and produces an encryption which can
be decrypted using secretkey X =X -k,

KeyTreey ((W,Vy € Y:eatty)) := (KeyEGy (W), Vy inY: KeyEGy (eatty)), (3.23)

3. Tree re-shuffling takes an encrypted tree ET and a pseudonym-factor s, and produces an encryption of
which the leaves, or attributes of the tree eatt, decryptto DecEGy (atty)*,

ShuffleTrees ((W,Vy € Y:eatty)) := (W, Vy € Y:ShuffleEG(eatty )). (3.24)

4. Tree re-keyshuffling combines the re-keying and re-shuffling operations,

KeyShuffleTreey s ((W, Yy € Y:eatty)) ;= (KeyEG (W), Vy € Y: KeyShuffleEGy s (eatty)).
(3.25)

Construction
Setup. Let Gy and G7 be multiplicative groups of prime order p, and g be a generator of Gy and bilinear
map e:Gp x Gp — G1. The master secret key is computed by a trusted authority, choosing a random X, « and
[3. The master secret key becomes

MK =X, 3,g%). (3.26)

The corresponding public key is

PK:(GO’Q’Q:gx,h:gﬁ)f:967]’e(g’g)o‘)_ 3.27)

Key Generation. A secret key SK is generated using a set of attributes S, key-factor k and pseudonym-factor
s. Choose { €g Z;, and for every attribute j € S, choose 1 €g Zp. SK then becomes

SK =KeyGenPMpx (k,s,S) =(X' =Xk,
D =flxtOk (3.28)
V¥jeS:Dj=g'j",Dj=g")

Encryption. Encrypts a message M under the access structure defined in T by generating random polyno-
mials as in a CP-ABE encryption process (Sec. 3.3). Cipthertext CT is returned as

EncPMpk (M, T) = (ET =EncTreey(7),
C=Me(g,9)*",C=h", (3.29)

Vy eyY: Cy :gqy(o)’cg :attljy(o)>)

where w eg Zy,.
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Decryption. Decrypt an encryption CT by first decrypting ET to obtain the pseudonymised access tree T”.
Let 'y be the set of attributes of SK. If y satisfies T/, SK can be used to decrypt root node r as in a CP-ABE
decryption process (Sec. 3.3), A =DecryptNodesk (CT,r). Message M is obtained by computing

C
M=——. 3.30
e(C,D)A! (3:30

PACMAN operations
The PACMAN operations are defined below.

1. PACMAN re-randomisation takes an encryption CT, and a random value r, and produces a randomized
encryption of the same message,

RandPM, (CT):=(ET =RandTree(ET),

C=C-e(g,9)*,

Q:C'hr»
VyeY:Cy=Cy-g",Cy =Cy -atty).

(3.31)

2. PACMAN re-keying takes an encryption CT, and a key-factor k, and produces an encryption which can
be decrypted using secret key X =X -k,

KeyPMy (CT) :=(ET =KeyTreey (ET),

G
g (3.32)
VyeY:Cy,Cy).

3. PACMAN re-shuffling takes an encryption CT, and a pseudonym-factor s, and produces an encryption
in which every attribute atty, of the access tree decrypts to atty,,
ShufflePMg(CT) :=(ET = ShuffleTrees(ET),
G,
C,
YyeY: Cy,Cg).

(3.33)

4. PACMAN re-keyshuffling combines the re-keying and re-shuffling operations,
KeyShufflePMy ¢ (CT):=(ET = KeyShuffleTreey s (ET),

_ (3.34)
1
c=ck

VyeY:Cy,Cy).

3.4.4. Distributed Polymorphic Access Management

Distributed Polymorphic Access Management (Dist-PACMAN) [32] is a combination of Dist-PEP and PAC-
MAN. It allows the pseudonymisation of access trees and the PACMAN operations to be performed in a dis-
tributed manner.

Distributed Pseudonymised Access Trees
The pseudonymisation of access trees in Section 3.4.3 can be performed in a distributed manner. For every
partyj, a key-factor k and a pseudonym-factor s are shared between the TRs using Shamir Secret Sharing (see
Section 3.2) as [k;] and [s;] respectively.

Consider a quorum 7t of t TRs. Every i € 7t computes a partial result ET; = (W;,Vy, € Y: eatty ;. Let
P ={ETj : 1€ 7}, the receiving party combines the partial results using

CombTree,(P):=(CombEG({W;:iemn}),Vy €Y:CombEGr({eatty ;:iem})). (3.35)
Given an encrypted tree ET = (W, Yy € Y: eatty), a partial result ET; can be obtained as follows.
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1. Partial tree re-randomisation takes an encrypted tree ET and arandom value ry and v, foreveryy €Y,
and produces a partial result of a randomized encryption of all its elements,

PartRandTree({\W,Vy € Y:eatty)) ;= (PartRandEG,, (W),

(3.36)
Yy eY:PartRandEGy, (eatty)),

2. Partial tree re-keying takes an encrypted tree ET and a secret sharing of key-factor k, and produces a
partial result of an encryption which can be decrypted using secret key X =X -k,
PartKeyTreep ((W, Yy € Y:eatty)) := (PartKeyEG (W),

. (3.37)
Yy inY:PartKeyEGpy(eatty)),

3. Partial tree re-shuffling takes an encrypted tree ET and a secret sharing of pseudonym-factor s and let
W = (b, c), and produces a partial result of an encryption of which the leaves, or attributes of the tree
eatty decryptto DecEGy (atty)*,

PartShuffleTree(s) ((W, Yy € Y:eatty)):== (b~ tc™ ",

(3.38)
Vy e Y:PartShuffleEGg (eatty )).

4. Partial tree re-keyshuffling combines the partial re-keying and partial re-shuffling operations,

PartKeyShuffleTree i (s)((W, Yy € Y: eatty)) := (PartKeyEG i (W),

Yy € Y:PartKeyShuffleEGy 5] (eatty)).
(3.39)

Construction

The construction of Dist-PACMAN takes as its base the construction of ordinary PACMAN (see Section 3.4.3).
Key generation is performed by a group of TRs using Shamir Secret Sharing (see Section 3.2). The master key
becomes

MK = (X, [B], (B~ "1[g*D. (3.40)
The TRs collaborate and publish the public key

—1
PK=(Go,9,Y=9g" h=gP f=gP " e(g,9)%. (3.41)

For every party i, the TRs share a key-factor [ki] and a pseudonym-factor [s;].

Dist-PACMAN operations

Consider a quorum 7t of t TRs. Every i € 7t computes a partial result for the re-keying and re-shuffling opera-
tionsas py =(ET;,C,Cyi,Vy € Y: Cy, C{J). Let P ={p; : 1€ 7t}. The receiving party combines the partial results
using

CombPM1(P) := (ET = CombTreen(P),C,C=] [ Cj, vy € Y: Cy,C)). (3.42)
jer

).

Everyi € 7t computes a partial result for the re-randomization operation as p; = (ET;, C 5,Ciy ¥y €Y:Cy 4, C ; i
Let P ={p; :1 € 7t}. The receiving party combines the partial results using

CombPM2y(P) := (ET = CombTree(P),C=] [C,C=] [ Cj,

jem jert

¥yeY:Cy=]]Cy;Cy=T]Cs

jer jert

(3.43)

Let CT be a ciphertext encrypted under access tree 7T, with Y are the leaves of T. The partial results p; can
be obtained as follows.
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1. Partial PACMAN re-randomisation takes an encryption CT, and a random value 1, and produces a par-
tial result of a randomized encryption of the same message,

PartRandPM;(CT) :=(ET; = PartRandTree(ET),
Ci = C e(g,g)(xr’
Ci=C-h'",
VyeY:Cy,i=Cy-g",C, ; =Cy-atty).

(3.44)

2. Partial PACMAN re-keying takes an encryption CT, and a secret sharing of key-factor [k], and produces
a partial result of an encryption which can be decrypted using secret key X =X -k,

PartKeyPMy(CT) :=(ET; = PartKeyTreep (ET),

G,
Cy =, 049
VyeY:Cy,Cy).

3. Partial PACMAN re-shuffling takes an encryption CT, and a secret sharing of pseudonym-factor [s], and
produces a partial result of an encryption in which every attribute atty of the access tree decrypts to
att?

y )

PartShufflePM ) (CT) :=(ET; = PartShuffleTrees (ET),

G,

R (3.46)
i= )

VyeY: Cy,Cb).

4. Partial PACMAN re-keyshuffling combines the partial re-keying and partial re-shuffling operations,
PartKeyShufflePMy s(CT) := (ET = PartKeyShuffleTreey s (ET),
G,
ci=cl T,
VyeY:Cy,Cy).

(3.47)



Increasing Quorum Size

In this chapter, we present Increasing Quorum Size (IQS), an extension to Dist-PEP (Sec. 3.4.2), Dist-PACMAN
(Sec. 3.4.4), and the protocols TEE-PEP (Sec. 5.1) and TEE-PACMAN (Sec. 5.2). We introduce an approach
that uses Lagrange interpolation to increase the size of the quorum of TRs after setup.

Dist-PEP/PACMAN/TEE-PEP/TEE-PACMAN let multiple parties write and read from external storage with-
out them learning each others’ identities and without worrying about leaking information. All parties are
known by pseudonyms at different parties, TRs take care of transforming encryptions and passes them on
from one party to another. A quorum 7 of t TRs are required to collaborate to perform these tasks, which is
achieved by using Shamir Secret Sharing [45]. According to [32], when the system grows in the number of
participants, it is to be expected that more TRs need to be added to improve the bandwidth. As the size of the
quorum stays constant, the chance of a malicious quorum collaborating increases. Therefore, by increasing
the size of the quorum, we are increasing the trust in the system.

To increase the quorum after setup, we use the “threshold changeable modification by the Lagrange
method" [37]. This is a share combining technique based on Lagrange interpolation. We assume the TRs
are honest-but-curious and will therefore follow the protocol to delete their old shares honestly after new
shares have been generated.

First, a description of the threshold changeable modification protocol is provided. Second, we analyze
the computational complexity of changing the size of the quorum and present a security analysis.

4.1. Description of IQS

Suppose the setup of a Shamir Secret Sharing with n = number of TRs and t = the threshold (Sec. 3.2). A
quorum 7t of t TRs are required to participate in increasing t to t’ with t’ > t for an increased quorum 7’
(I7t] < |7t']). The secret S will remain the same as before increasing the quorum. The threshold increasing
protocol works as follows:

1. Each TR 1 € 7 selects a random polynomial g(x) of degree at most t' —1, such that g; (0) = f(1). The TR
then gives a sub-share gi (j) to all j for 1 =j < n, with n = number of TRs.

2. The following public constants are computed:

AT0)= ] Q foralliem. 4.1)

jer,ji

3. Finally, each TR j (1 <j < n) deletes its old share, and then combines the sub-shares it has received
from the t TRs to compute its new share as follows:

®; :Z(A? -gi(j))- (4.2)

Using the Lagrange interpolation method, a quorum 7’ of t’ TRs collaborate to recover the secret S:

S=) (AT -gy). (4.3)

jem!

27
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The correctness proof has been added, which is shown in equation (4.4) [37].

S (AT 0)-9)= Y (AT (0)- Y (AT(0)-g:(})))

jem’ jerm! iert
=3 > (AT (0)(AT(0)-9:(1)))
jer’ iem
=3 3 (AT 0)(AT(0)-9i(i)
iemjemn’
=2 ) (AT(0)(A](0) g1 (7))
e , (4.4)
=Y (AT(0)- Y (AT (0)-gi()))
ie7 jert!
=Y (AT(0)-:(0))
= (AT(0)-(1))
—£(0)
=S.

4.2. Complexity analysis

We have implemented the protocol using C++ and the GMP library to test its performance. We have tested
the protocol with different values for the current threshold t, different values for the new threshold t’, and
different values for the number of TRs n (See resp. Tables 4.1, 4.2, 4.3). The computation time listed is the
time spent by a single TR. In addition, we plotted the results in resp. Figures 4.1, 4.2 and 4.3.

In Table 4.1, we observe that the computation time for Step 1 is similar for different values of the current
threshold. This is expected, since the new threshold remains the same and the generation of the polynomial
depends on the new threshold. Further, the number of TRs remains the same as well, therefore the TRs in
the quorum compute the same number of sub-shares. However, the computation time for Step 2 and 3 does
change with the different values of the current threshold. This is expected as the higher the current threshold
is, the more sub-shares the TRs have to combine into a new share. The plot in Figure 4.1 shows that the
computation time of calculating the new share using the sub-shares is linear to the current threshold.

Table 4.1: Computation time in ps with n =>50, t’ =48.

t | Step 1 computation time (ps) | Step 2 + 3 computation time (ps)
1 2835 0
4 3029 5
7 2891 10
10 2833 16
13 3386 22
16 2874 28
19 2851 32
22 3299 34
25 3057 34
28 2980 36
31 2893 43
34 3009 47
37 3175 47
40 2857 59
43 2943 65
46 2929 67
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Figure 4.1: Computation time of combining sub shares with a variable value of t.

Table 4.2 shows that the computation time of Step 2 and Step 3 is unaffected by the value differences of
the new threshold. Only a fluctuation in the current threshold influences these two steps, as the number of
sub-shares a TR has to combine increases with a higher threshold. However, the computation time of Step
1 is influenced by the value of the new threshold, because the generation of the polynomial depends on the
new threshold. Hence, the larger the new threshold, the larger the polynomial and the more time it takes to
compute the sub-shares. In Figure 4.2, we observe that the computation time of Step 1 is linear to the new
threshold.

Table 4.2: Computation time in pus with n =50, t =4.

t’ | Step 1 computation time (i1s) | Step 2 + 3 computation time (is)
7 124 5
10 166 5
13 221 6
16 304 8
19 317 8
22 511 6
25 829 6
28 1073 7
31 1303 5
34 1491 6
37 1756 5
40 2170 6
43 2348 6
46 2696 6
49 2941 5

In Table 4.3, we notice that the computation time of Step 2 and Step 3 is not influenced by changing the
number of TRs. As explained before, this is expected, since Step 2 and Step 3 are only affected by the current
threshold. However, the computation time of Step 1 is influenced by the number of TRs. This is because, the
larger the number of TRs, the longer it takes for a TR to calculate the sub-shares for all the TRs. It takes longer,
because for every TR, the TR in the quorum has to calculate a sub-share. So if the number of TRs increases,
the number of sub-shares that the TR in the quorum has to calculate increases as well, which also increases
the computation time. The plot in Figure 4.3 illustrates a linear relationship between the computation time
of Step 1 and the number of TRs.
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Figure 4.2: Computation time of selecting polynomial and generating sub shares with a variable value of t.

Table 4.3: Computation time in pus witht=4,t" =7.

n | Step 1 computation time (us) | Step 2 + 3 computation time (us)
10 39 7
13 33 6
16 45 7
19 51 5
22 48 6
25 69 5
28 76 5
31 75 8
34 85 7
37 90 8
40 98 5
43 102 5
46 106 7
49 121 5
52 127 8

The communication complexity of IQS is measured by the amount of messages sent between the TRs. t
TRs construct n subshares and distributes them to n TRs, which leads to ©(tn) message exchanges.

This protocol can be applied in Dist-PEP and can be used for increasing the quorum size of the master
secret key [X], pseudonym-factors [s;], and key-factors [k{] for every participant i. When applied in Dist-
PACMAN, 1QS can be used for increasing the quorum size of the master key (([X], [3], BN [g*1)), pseudonym-
factors [si], and key-factors [k] for every participant i.

4.3. Security analysis
In this section, we first give a sketch of the parties in the system with their roles in the IQS protocol. Second,
we provide a security analysis of the protocol.

4.3.1. The entities
Patient The IQS protocol does not concern the patient. The master secret key, and the key-factor and
pseudonym-factor from the users do not change. The patient does not notice anything.
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Figure 4.3: Computation time of selecting polynomial and generating sub shares with variable value of n.

Health Care Provider (HCP) The IQS protocol does not concern the HCP. The master secret key, and the
key-factor and pseudonym-factor from the users do not change. The HCP does not notice anything.

Transcryptors (TRs) A quorum of t TRs use the IQS protocol to increase the size of the quorum to t’, with
t’ > t. The TRs need to use this protocol for every secret sharing of which this quorum is relevant to. The TRs
in the quorum use their secret share to create new sub shares. All TRs receive sub shares from the quorum
of TRs and combine these sub shares to receive their new share. Because we assume the TRs are honest-but-
curious, they delete their old shares by following the protocol. Therefore, a quorum of t or any other number
smaller than t’ TRs are unable to recover the secret. The TRs need to update the shares from the master secret
key and the key-factor and pseudonym-factor from all users.

Self Monitoring Device (SMD) The IQS protocol does not concern the SMD. The master secret key, and the
key-factor and pseudonym-factor from the users do not change. The SMD does not notice anything.

Cloud Provider (CP) The IQS protocol does not concern the CP. The master secret key, and the key-factor
and pseudonym-factor from the users do not change. The CP does not notice anything.

4.3.2. The protocol
We show that IQS is secure under the passive adversary model, which means that an adversary tries to learn
all information possible, but will always follow the protocol specification.

Theorem 1 The protocol for increasing the quorum of TRs after set-up fromt tot', wheret' > t, does not leak
information about the secret S when any set oft' —1 or less TRs collude.

It is assumed that the original Shamir Secret Sharing scheme is secure, therefore any set of t—1 TRs cannot
recover the secret S. A quorum of t TRs re-share their shares using a new random polynomial of degree t'—1.
This results into any set of t'— 1 TRs not being able to reconstruct any of these polynomials to reveal the
shares from the TRs in the quorum. Since it is assumed that the TRs are honest-but-curious, they will follow
the protocol to delete their old shares. This assures that they cannot use any t old shares to compute the
secret S. Therefore, the protocol is secure under the passive adversary model.

4.4. Conclusion

By introducing IQS as an extension to Dist-PEP/Dist-PACMAN/TEE-PEP/TEE-PACMAN, we decreased the
chance of a group of malicious TRs collaborating, making the system more secure. In addition, we have shown
that IQS is secure under the passive adversary model. Further, we analyzed the complexity of calculating
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new shares for one secret. All the secret shares from the secret sharings of the private keys, key-factors, and
pseudonym-factors from the users need to be re-calculated. We observed that increasing the quorum is more
expensive as the quorum increases. The performance highly depends on the total number of TRs, the size of
the current quorum, the size of the new quorum, and the number of users.



Trusted Execution Environment-based
e-healthcare

In the current construction of Distributed Polymorphic Encryption and Pseudonymisation (Dist-PEP) [32, 33]
(Sec. 3.4.2) and Distributed Polymorphic Access Management (Dist-PACMAN) [32] (Sec. 3.4.4), the Tran-
scryptors (TRs) have an important role. They perform all the computations: key generation, re-encryption,
and replacement of all identifiers with pseudonyms.

In this chapter, we propose using tamper-proof hardware to create Trusted Execution Environments (TEEs)
on the devices to which the Smart Monitoring Devices (SMDs) are connected, allowing them to take over
some of the computations from the TRs. All key generations are performed by the TRs, while the re-encryptions
and replacement of identifiers with pseudonyms are executed by the device to which the SMD of the patient is
connected. We call the presented protocols Trusted Execution Environment-based Polymorphic Encryption
and Pseudonymisation TEE-PEP (Sec. 5.1) and Trusted Execution Environment-based Polymorphic Access
Management TEE-PACMAN (Sec. 5.2).

Wearables usually upload their data through a mobile phone application, or through a desktop applica-
tion to the Cloud Provider (CP). When mentioniong SMD, we refer to the mobile phone or desktop/laptop
that have computation power to the wearable.

Figure 5.1 shows the data flow between the different parties.

Cloud
Provider
Research Self-Monitoring
Institution Device
Transcryptors
Healthcare Patient
Provider

Figure 5.1: Data flow between the different parties.
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5.1. TEE-based Polymorphic Encryption and Pseudonymisation
Polymorphic Encryption and Pseudonymisation (PEP) [51] describes a scenario where multiple parties are
able to exchange data with the assistance of a trusted third party called the Transcryptor (TR). Dist-PEP and
Dist-PACMAN are extensions of this. In our protocol, the PEP operations are performed by the SMDs.

5.1.1. PEP operations

PEP operates on ElGamal encrypted data [21]. Given a private key X and a public key Y = g*. Encryption of
amessage M is performed by

EncEGy(M):=(g",Y"-M) mod p, where r is a random value. (5.1)
To decrypt an encryption (b, c),
DecEGy ((b,c)) —pX . c=M mod p (5.2)

is being computed.
The PEP operations are defined below.

1. Re-randomisation takes an encryption (b,c) and a random value 1, and produces a randomized en-
cryption of the same message,

RandEG((b,c)):=¢(g"-b,Y"-c) modp, (5.3)

2. Re-keying takes an encryption (b,c) and a key-factor k, and produces an encryption which can be
decrypted using secret key X =X -k,

KeyEGk((b,c)):=(b* ;) modp, (5.4)

3. Re-shuffling takes an encryption (b,c) and a pseudonym-factor s, and produces an encryption which
decrypts to M%,
ShuffleEGs(¢b,c)) :=(b®,c®) modp, (5.5)

4. Re-keyshuffling combines the re-keying and re-shuffling operations,

KeyShuffleEGy s ((b,c)) :=(b* '¢%) modp. (5.6)

5.1.2. Key generation
The TRs jointly generate the master secret key X as a (t’,n) secret sharing of a random value, which is de-
noted as [X]. The public key Y is jointly computed by the TRs using [X] and published. The key-factors and
pseudonym-factors of the participants are generated in the same manner. In order to generate a (t,n) secret
sharing [S] of a random value S, every TR i chooses a random polynomial 7; of degree t — 1 and gives every
TR j a share r; j. Then, every TR j computes their secret share of secret S as >y T

For every participant i joining the system, each TR j € 7t computes [X- ki]j“ and sends this to i. Participant

1 then computes its private key as X; = Zj el X ki];T =X ki.

5.1.3. Storing and retrieving data

Given an identifier ID; of a participant i, every participant j learns a pseudonym instead. This pseudonym
is denoted by ID;@j = ID?, which is the exponentiation of i’s identifier ID; using j’s pseudonym-factor s;.
This process is called pseudonymisation, which is the main operation in PEP. In order to hide the identifiers
and pseudonyms from the SMDs, this is performed on an encryption of IDp.

Setup. The TRs jointly generate the master secret key X and publishes the public key Y = g*. For every
participant i joining the system, the TRs jointly generate a secret sharing of key-factor [k;i] and pseudonym-
factor [si], and compute a secret share of the private key [X - ki]. The shares of the private key are sent to 1,
who computes its own private key X; using the shares.

The TRs send their shares of the pseudonym-factors and key-factors from all participants, who are rele-
vant to the patient, to the patients SMD after performing remote attestation. The SMD computes the pseudonym-
factors and key-factors in the TEE using the shares and stores them there, preventing outside code from ac-
cessing them.
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Storage. Patient P has an SMD, which stores data D in encrypted form ED at a Cloud Provider CP. SMD
has the encrypted personal identity EIDp of P embedded. It re-shuffles and re-keys EIDp so that CP can
decrypt to get EID p@CP to store the encrypted data ED there. The re-shuffling and re-keying takes place in
its TEE. Figure 5.2 shows this process.

SMD CpP

EIDp@CP = ShuffleEGsp (KeyEGi., (EIDp)),ED = EncEGy/(D)

=1Dp@CP

store ED at IDp@CP

] DecEGy., (EIDp@CP)

Figure 5.2: Self-Monitoring Device Storing protocol.

When a Doctor A wants to store data D about patient P at CP, A encrypts D to obtain ED and encrypts
IDp to obtain EIDp, and sends this to the TRs. The TRs relay this to the SMD of patient P. Followed by the
SMD re-shuffling and re-keying EIDp in its TEE to obtain EIDp@CP, and sends both EIDp@CP and ED to
CP. Finally, CP decrypts EID p@CP to obtain EIDp, and stores ED there. Figure 5.3 shows this process.

Doctor A TRs SMD CP

EIDp =EncEGy(IDp),
ED =EncEGy(D)

; ; EIDp,ED ; 5

! ! ' ShuffleEGap (KeyEGy,, (EIDp)) =EIDp@CP ED _ !

DecEGry., (EIDp@CP)
: =IDp@CP

: E : store ED at IDp@CP

Figure 5.3: Storing protocol.

Retrieval. Patient P has some data D stored at CP in encrypted form ED. When either P or Doctor A wants
to retrieve the data, they encrypt IDp to obtain EIDp and sends it to the TRs. TRs relays EIDp to the SMD
from P. Then the SMD re-shuffles and re-keys EIDp in its TEE to obtain EID p@CP, and sends this to CP. CP
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decrypts EIDp@CP to obtain EIDp and searches for the matching ED. When it finds ED, it re-randomizes
ED and sends it to the SMD. SMD re-keys ED in its TEE so that the party asking for the data can decrypt, and
sends it to them. Lastly, ED decrypts to D. Figure 5.4 shows this process for Doctor A requesting Patient P’s
data.

Doctor A TRs SMD CP

EIDp = EncEGy(IDp)

EIDp

! ShuffleEGscp (KeyEGy, (EIDp)) = EIDp@CP

DecEGx ., (EIDp@CP)
=IDp@CP

find matching encrypted

dataED
ED =RandEG,(ED)
ED =KeyEGy, (ED)
ED
DectGx, (ED)=D

Figure 5.4: Retrieval protocol.

5.2. TEE-based Polymorphic Access Management

Polymorphic Access Managament (PACMAN) [32] describes a scenario where multiple parties are able to
exchange data with the help of a group of TRs. Data is encrypted using a modified version of CP-ABE (Sec.
3.3), where the access tree is pseudonymised. This pseudonymisation is performed by the TRs. TEE-PACMAN
modifies PACMAN by letting the SMDs perform this pseudonymisation instead.

5.2.1. Pseudonymised access trees
Let T be a tree depicting an access structure. Every node x in the tree has a threshold value t, and a set of
children S. Every leaf node has an associated attribute atty € Z, and every attribute looks different at every
party due to pseudonymisation.

To perform pseudonymisation on the attributes, the tree has to be encrypted first. Let Y be all the leafs,
and T ={(ty, Sx) : x € T} be all the threshold values and sets of children of all nodes in J. Two operations for
encrypting and decrypting trees are defined:

1. EncTreey(7T)encrypts TasW = EncEGy(T), and encrypts everyleafy of T as eatty = EncEGy(atty).
The encrypted tree becomes ET = (W, Vy € Y: eatty).

2. DecTreex ({W,Vy € Y:eatty)) decrypts W and eatty, for every y € Y and reconstructs the access tree.

Given an encrypted tree ET = EncTreey (7 = (W,Vy € Y : eatty)), where Y = g*. The following three
operations are defined which can be used on encrypted trees.
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1. Tree re-randomisation takes an encrypted tree ET and a random value Ty and 1, for everyy in Y, and
produces a randomized encryption of all its elements,

RandTree((W,Vy € Y: eatty)) := (RandEGy,, (W), Vy € Y:RandEGy  (eatty)), (5.7)

2. Tree re-keying takes an encrypted tree ET and a key-factor k, and produces an encryption which can
be decrypted using secret key X =X -k,

KeyTreey ((W,Vy € Y:eatty)) := (KeyEGy (W), Vy inY: KeyEGy (eatty)), (5.8)

3. Tree re-shuffling takes an encrypted tree ET and a pseudonym-factor s, and produces an encryption of
which the leaves, or attributes of the tree eatty decryptto DecEGy (atty)®,

ShuffleTrees ((W,Vy € Y:eatty)) := (W, Vy € Y:ShuffleEG(eatty )), (5.9)

4. Tree re-keyshuffling combines the re-keying and re-shuffling operations,

KeyShuffleTreey s ((W, Yy € Y:eatty)) ;= (KeyEG (W), Vy € Y: KeyShuffleEGy s (eatty)).
(5.10)

5.2.2. Key generation

Let Gp and G be multiplicative groups of prime order p, and g be a generator of Gy and bilinear map e :
Go x Gop — G1. The master secret key is generated by a group of TRs using Secret Sharing of a random value.
The master secret key becomes

MK = (X1, (8], (B~ 1[g*D- (5.11)
From this, the TRs collaborate and publish the public key

-1
PK=(Go,9,Y=9" h=gP,f=gP ", e(g,9)%. (5.12)

For every participant i, the TRs jointly generate a secret sharing of a key-factor [k;] and pseudonym-factor

[si].

5.2.3. PACMAN operations
PACMAN operates on PACMAN encryptions, which are similar to CP-ABE encryptions. Let

SK =KeyGenPMpk (k,s,S) = (X' =Xk,
D = flxtOk (5.13)
¥jeS:Dj=g"j",D=g")
be the secret key associated with the set of attributes S, key-factor k and pseudonym-factor s, with { eg Z,,
and for every attribute j € S, vj € Zy.

Encrypting a message M under the access structure defined in 7 is done by generating random polyno-
mials as in a CP-ABE encryption process (Sec. 3.3). Ciphertext CT is returned as

EncPMpk (M,T) =(ET =EncTreey(T),
C:Me(g)g)aw>czhw) (5.14)
YyeY:Cy= gc‘y(o),C{J = attgy(o)),

where w eg Zy,.

To decrypt an encryption CT, first decrypt ET to obtain the pseudonymised access tree T'. Lety be the set
of attributes of SK. If y satisfies T/, SK can be used to decrypt root node r as in a CP-ABE decryption process
(Sec. 3.3), A =DecryptNodesk (CT,r). Message M can then be obtained by computing

C
M= — . 5.15
e(C,D)A! .15

The three PACMAN operations are defined below.
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1. PACMAN re-randomisation takes an encryption CT, and a random value 1, and produces a randomized
encryption of the same message,

RandPM,(CT):=(ET =RandTree(ET),

:C'e(g)g)o“)

C=C-h',

VyeY:Cy=Cy-g",Cy =Cy -atty).

(@}

(5.16)

2. PACMAN re-keying takes an encryption CT, and a key-factor k, and produces an encryption which can
be decrypted using secret key X =X -k,

KeyPMy (CT) :=(ET =KeyTreey (ET),

b

o (5.17)

VyeY:Cy,Cy).

ol e!
I

3. PACMAN re-shuffling takes an encryption CT, and a pseudonym-factor s, and produces an encryption
in which every attribute atty, of the access tree decrypts to atty,

ShufflePMg(CT) :=(ET = ShuffleTrees(ET),
C)
c,
vy eY:Cy,Cy).

(5.18)

4. PACMAN re-keyshuffling combines the re-keying and re-shuffling operations,

KeyShufflePMy ¢ (CT):=(ET = KeyShuffleTreey s(ET),

b

o (5.19)

VyeY:Cy,Cy).

ol e!
I

5.2.4. Storing and retrieving data

The access structure is depicted as a tree, with the leaf nodes looking different at every party. Since the in-
ternal nodes remain the same, it allows for using the access tree for storage indexing and performing binary
search queries.

Setup. The TRs jointly generate the master secret key MK = ([X], [], [[5*] 1lg*]) and publishes the public
key PK =(Gop,g,Y = gx,h = gﬁ,f =g B ye(g,g)®). For every participant i, the TRs jointly generate a secret
sharing of a key-factor [k;] and pseudonym-factor [s;], and uses these in the generation of the secret key SK.

Storage. Let A be a participant wanting to store data D about patient P at cloud provider CP. A encrypts
D under access tree T, EncPMpg (D, T) to obtain CT, and sends this to the TRs. The TRs relay this to the
SMD of patient P. Then the SMD re-shuffles and re-keys CT in its TEE, having pseudonymised the encrypted
access tree T for CP, and sends it to CP. Finally, CP decrypts the access tree and uses it to store CT. Figure
5.5 shows this process for Doctor A storing data D on CP. Note that CP does not have the attributes needed
to satisfy the access tree, and can therefore not decrypt the data.
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Doctor A TRs SMD CP
5 CT = EncPMpx (D, 7) i ; 5
CcT : :
: : : ShufflePM, ., (KeyPMy, (CT)) = CT :
: : : DecTreex, (ET) =
; ; ; T@CP
E E E use J@CP as index to
1 1 1 CcT
Figure 5.5: Storing protocol.
Doctor A TRs SMD CP
Ey'=Vattey :EncEGy(att) H
Ey’
Veatt € By': ShuffleEGs ., (KeyEGy ., (eatt)) = i
Ey'@CP :
DecEGx,., (Ey'@CP) =
y'@Cp

CT

CT =KeyPM,, (CT)

CT=RandPM,(CT)

retrieve data CT for which
v'@CP satisfies the
access trees

DecPMsk, (CT) =D

Figure 5.6: Retrieval protocol.

Retrieval. Patient P has data D stored at CP in encrypted form CT. Let B be a doctor with pseudonymised
attributes 'y wanting to retrieve all data about P from CP which can be satisfied by y’, where y' < y. B
encrypts the pseudonymised attributes att@B € y’, and denotes this set of encrypted attributes as Ey’ and
sends this to the TRs. TRs relay this to the SMD of patient P. The SMD re-shuffles and re-keys all att@B €y’
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in its TEE, denoted by Ey’@CP, and sends the result to CP. CP decrypts the attributes in Ey’@CP to obtain
the set of pseudonymised attributes y’'@CP and retrieves all encrypted data CT for which the attributes in
v'@CP satisfy the access trees. When it finds CT, it re-randomizes CT and sends it to the SMD. SMD re-keys
CT inits TEE so that B can decrypt, and sends it to B. Finally, CT decrypts to D. Figure 5.6 shows this process.

5.3. Analyses

In this section, we analyze the complexity of TEE-PEP and TEE-PACMAN. In addition, we compare the com-
plexity of TEE-PEP with Dist-PEP and TEE-PACMAN with Dist-PACMAN in terms of the PEP and PACMAN
operations. Further, we provide a security discussion of our protocols.

5.3.1. Complexity analysis
TEE-PEP

In Table 5.1 a comparison of the computational complexity of the homomorphic operations in terms of multi-
plications and exponentiations between Dist-PEP and TEE-PEP are shown. The Dist-PEP and TEE-PEP oper-
ations are analyzed as if they are performed by a single TR and the combine operation is analyzed for a single
participant. The Dist-PEP operations are analyzed for a single TR, because the operations are performed in
parallel.

In the table, we observe that TEE-PEP does not have the Combine operation. Since the PEP operations
in TEE-PEP are performed by a single SMD, the messages received by the participants do not need to be
combined before they can decrypt. Because of this, TEE-PEP has the same computational complexity as PEP.

Table 5.1: Computational complexity Dist-PEP and TEE-PEP compared

Operation Dist-PEP [32] | TEE-PEP
Mults | Exps | Mults | Exps
Re-Randomize | 2 4 2 2
Re-Key 0 2 1
Re-Shuffle 0 2 0 2
Re-KeyShuffle | 0 2 1 2
Combine 2t 0 — —

In Dist-PEP a participant sends a polymorphic pseudonym and encrypted data to t TRs. The t TRs per-
form homomorphic operations on them and return t partial results to a single receiver. Therefore, the mes-
sage complexity from Dist-PEP is O(t). In TEE-PEP a participant sends a polymorphic pseudonym and en-
crypted data to t TRs, who forwards them to a single SMD. The SMD performs homomorphic operations on
them and returns it to a single receiver. Thus the message complexity is O(t).

TEE-PACMAN

In Table 5.2 a comparison of the computational complexity of the homomorphic operations in terms of mul-
tiplications and exponentiations between Dist-PACMAN and TEE-PACMAN are shown. The Dist-PACMAN
and TEE-PACMAN operations are analyzed as if they are performed by a single TR and the combine opera-
tions are analyzed for a single participant. The Dist-PACMAN operations are analyzed for a single TR, because
the operations are performed in parallel.

When comparing the computational complexity of TEE-PACMAN and Dist-PACMAN, we observe that
TEE-PEP is more efficient. This is due to TEE-PACMAN not having the CombinePM operations. Since the
SMD is performing the PACMAN operations on its own, there is nothing for the participant to combine, and
so the computational complexity of the PACMAN operations in TEE-PACMAN is equal to that of PACMAN.
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Table 5.2: Computational complexity Dist-PACMAN and TEE-PACMAN compared

Operation Dist-PACMAN [32] | TEE-PACMAN

Mults Exps Mults | Exps
Re-Randomize | 2¢{ 4042 20 4042
Re-Key 0 2042 0 €41
Re-Shuffle 0 20+2 0 20
Re-KeyShuffle | ¢ 20+1 { 20
CombinePM1 | 2tl+¢ 0 — —
CombinePM2 | 4t£+2¢ | 0

In Dist-PACMAN a participant sends encrypted data to t TRs. The t TRs perform homomorphic oper-
ations on it and return t partial results to a single receiver. Therefore, the message complexity from Dist-
PACMAN is O(t). In TEE-PACMAN a participant sends encrypted data to t TRs, who forwards them to a single
SMD. The SMD performs homomorphic operations on them and returns it to a single receiver. Thus the
message complexity is O(t).

5.3.2. Security analysis

In this section, we give an analysis of the security of the TEE-PEP and TEE-PACMAN protocols. First, we
provide a sketch on the actions that each entity is allowed to perform and what information it learns. Second,
we provide a security analysis of our protocols.

The entities
Patient A patient can only retrieve data from their own PHR. Depending on which protocol is used, the
patient either encrypts their own ID (TEE-PEP), or encrypts their attributes (TEE-PACMAN) and sends it to
the TRs. Upon receiving the requested encrypted data back from the TRs, the patient decrypts it using their
own private key.

A patient can only retrieve data from their own PHR and has direct contact with only the TRs. Without the
private key from other participants in the system, the patient is not able to decrypt data which is not meant
for him/her.

Health Care Provider (HCP) A HCP is able to store and retrieve data about a patient. Depending on which
protocol is used, the HCP either encrypts the data and the ID from the patient, or encrypts the data under an
access tree and sends it to the TRs. The access tree is chosen by the HCP (the encrypter). In TEE-PEP, only
someone who has the right private key is able to decrypt, which in this case is the private key from the HCP.
In TEE-PACMAN, only someone who holds the right private key with the right attributes is able to decrypt.

Retrieving data from a certain patient from the CP works in the same manner as done by a patient. The
only difference is that the HCP encrypts the patients ID, and not their own ID in TEE-PEP, and encrypts their
own attributes in TEE-PACMAN.

Transcryptor (TRs) A quorum of TRs in the TEE-PEP and TEE-PACMAN protocols are in charge of key gen-
eration and key distribution. They do this in a distributed manner by generating secret sharings of random
values and computing their own secret shares. Every participant who joins the system receives pieces of their
private key from the TRs, which they need to combine to obtain their real private key. Since this happens in a
distributed manner, the security level can be adjusted by increasing the size of the quorum of TRs.

Self Monitoring Device (SMD) Every patient has a SMD. The SMD has a crucial role in the two protocols.
The SMD is in charge of performing the PEP and PACMAN operations and is able to store data on the CP. The
PEP and PACMAN operations are performed in a TEE, which guarantees correct and secured execution.

Cloud Provider (CP) The cloud provider stores and retrieves encrypted data. Since the data is always en-
crypted, and the cloud provider does not hold the right keys to the data, it is unable to decrypt the data it has
stored.
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The protocol
The security of TEE-PEP relies on the security of Dist-PEP and Trusted Execution Environments (TEEs).
Dist-PEP’s security relies on ElGamal Encryption and Shamir Secret Sharing. Meanwhile, the security of
TEE-PACMAN relies on the security of Dist-PACMAN and Trusted Execution Environments (TEEs). Dist-
PACMAN'’s security relies on ElGamal Encryption, Shamir Secret Sharing and Cipthertext-Policy Attribute
Based Encryption (CP-ABE).

The security of ElGamal encryption relies on the Discrete Logarithm Problem (DLP), the Computational
Diffie-Hellman Problem (DHP) and the Decisional Diffie-Hellman problem (DDH). Let G be a group of prime
order p with generator g.

¢ DLP: given g,h € G, it is computationally infeasible to find an integer x such that g* =h.
* DHP: given g€ G,a =g~,b = gY € G, with x,y € Zy, it is hard to find c such that c = g*¥.
e DDH: given g € G,a =g*,b =gY,c = g7, itis computationally hard to determine whether z=x-y.

The security of Shamir Secret Sharing relies on the property that it takes t points to define a polynomial of
degree t — 1. Given t — 1 points, an infinite number of polynomials of degree t — 1 exist through these points.
This means that given t — 1 points, an adversary learns nothing about the polynomial, and therefore, learns
nothing about the secret.

The security of TEEs rely on the trusted hardware’s manufacturer. It relies on certificates from the manu-
facturer that prove that the CPU is authentic and report measurements of the TEE after launch, which allows
verification of the contents of the TEE.

Bilinear maps are required for the construction of CP-ABE. The construction of CP-ABE randomizes users
private keys so that they cannot be combined. In order to decrypt, an adversary must recover e(g,g)**.
However, the ciphertext is blinded by a value e(g,g)"® and only a user holding the correct key is able to
decrypt. Collusions do not work as the blinding value is random to each user’s private key.

5.4. Conclusion

In this chapter, we introduced two protocols that extend the Dist-PEP and Dist-PACMAN protocols. By using
TEEs in the devices that are connected to the SMDs from the patients, these devices are now performing the
PEP operations instead of the TRs. Assuming that the TEEs are manufactured and implemented correctly, it
guarantees correct and secure execution of the PEP operations. Through a security analysis, we showed that
our protocols do not leak more information than that of Dist-PEP and Dist-PACMAN. Hence, the security of
Dist-PEP and Dist-PACMAN is maintained.

Furthermore, through complexity analysis, we observed that our protocols are more efficient. Instead of
multiple TRs performing the PEP operations for one patient, only one SMD is performing these operations
for one patient. Therefore, there is no need for the patient to combine the results from multiple TRs to obtain
the data. The patient can immediately decrypt. Any user only has to combine the sub-shares of their private
key once to be able to decrypt.
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In this chapter, we conclude this thesis with a discussion on the contributions to a privacy-preserving elec-
tronic healthcare system and propose its future work.

6.1. Discussion

The widely adoption of self-monitoring devices (SMDs) has the potential to improve electronic healthcare,
such as by sharing the data gathered by these devices with health care providers (HCPs) to improve diag-
nosis and treatment of illness. The current Dutch electronic healthcare uses an infrastructure to exchange
basic medical information of patients between the HCPs the patient is attending and for use in case of emer-
gencies. However, the patients are not able to inspect their medical dossier at one place and only have the
ability to inspect their medical dossiers at each HCP individually. In addition, it does not allow the patients
to contribute to their own personal health record (PHR).

To allow patients to store and inspect their own PHR at one place, while securely sharing information
with their HCPs using SMDs, the Dist-PEP and Dist-PACMAN protocols facilitate this in a privacy-preserving
manner. The encrypted PHR of a patient is stored on a cloud provider. The patient is able to add data gathered
by its SMD to its PHR and is able to retrieve data from its PHR. The HCPs that the patient is attending, are
able to store and retrieve data from the PHR as well. Dist-PEP is achieved by using Shamir Secret Sharing and
homomorphic encryption, while Dist-PACMAN is achieved by using Shamir Secret Sharing, homomorphic
encryption and CP-ABE.

Storing data on a cloud provider, while sharing sensitive data in such a manner raises privacy concerns.
There are multiple works using homomorphic encryption for processing sensitive data in the medical do-
main. With the introduction of TEEs in processors, new possibilities for secure management of sensitive data
become available. To explore the possibilities of using TEEs in the Dist-PEP and Dist-PACMAN protocols, we
formulated the following research question:

How can we use integrated TEEs in SMD-connected devices to reduce the computation load of the TRs and
make the PEP framework more efficient and scalable, while preserving privacy and security?

Then we defined two subquestions to aid in answering the research question. The subquestions are:

1. What other works related to medical data privacy and security are there and how do they make use of
TEEs, if any?

2. What (cryptographic) methods are there to ensure a secure and privacy-preserving electronic personal
health record?

To answer these subquestions, we explored existing works related to storing and processing medical data
and works involving the use of TEEs. We have found a lot of research projects that use encryption in securing
and processing private data, especially (fully) homomorphic encryption, as this allows computation on the
data while in encrypted form. While encryption provides data confidentiality and integrity, it introduces
computation overhead.
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Instead of performing computations on encrypted data, TEEs are used to perform computations on de-
crypted data. Encrypted data enters the TEE and gets decrypted there. Then computations are performed on
the data, before it gets encrypted again and leaves the TEE. This is computationally more efficient, since the
computations are performed on decrypted data.

In addition, there are works in which both encryption schemes and TEEs are used. Such a solution pro-
vides extra protection. If an adversary is successful in breaking the encryption scheme, it is blocked by the
TEE. Conversely, if an adversary is successful in breaking the TEE, it is blocked by the encryption scheme.

Further, we have provided the prior art of PEP, Dist-PEP, PACMAN and Dist-PACMAN, which our work is
built upon.

As an answer to our research question, we presented TEE-PEP and TEE-PACMAN. We have reduced the
computation load of the TRs by moving the execution of the PEP/PACMAN operations from the TRs to the
SMD-connected devices. Each SMD-connected device performs the PEP operations inside a TEE, guarantee-
ing secure execution. Since every patient owns an SMD, and the SMD is only performing the PEP/PACMAN
operations on the data concerning the patient, our protocols are more scalable. There is less need to add
more TRs to the system, because the TRs do not handle the PEP/PACMAN operations anymore. Further-
more, the users do not need to combine any sub-shares of the data every time before they are able to decrypt
the requested data, making the protocols more efficient. The users only need to combine the sub-shares of
their private key once, to be able to use it for decryption. Moreover, the privacy guarantees of Dist-PEP and
Dist-PACMAN remain unharmed.

Additionally, we provided a description, an implementation and a performance analysis of 1QS. IQS is
a protocol for increasing the size of the quorum of TRs that are able to perform certain computations. In
Dist-PEP and Dist-PACMAN, IQS can be used to increase the quorum size for the generation of keys, key-
factors, and pseudonym-factors. In addition, it can be used to increase the quorum size for performing the
PEP/PACMAN operations. While in TEE-PEP and TEE-PACMAN, 1QS can only be used to increase the quo-
rum size for the generation of keys, key-factors, and pseudonym-factors, as the PEP/PACMAN operations are
performed by a single entity.

Our IQS protocol assumes that all parties are honest-but-curious, which means that every participant
follows the protocols, but tries to learn all information possible. This is a reasonable assumption in the setting
of e-healthcare in The Netherlands, since the regions of the LSP can adopt the role of the TRs. Even if some
of them were to be malicious, due to the distributed setting and the minimum number of TRs needed to start
the protocol, the threat is reduced.

TEE-PEP and TEE-PACMAN are suitable for use in the Dutch e-healthcare architecture. Currently, the LSP
manages the data exchanges between the HCPs. The LSP is divided into 44 regions. These regions can adopt
the role of the TRs. The CP can be any CP, because the data is pseudonymised and encrypted. The CP is not
able to view the data that it stores and is not able to link the data to a person.

With the introduction of TEEs to the PEP framework, we have managed to improve the efficiency and
scalability of the system. In addition, we have introduced an extra layer of protection to the medical data that
is being stored at the CP. However, before our protocols can be implemented for use in the Dutch e-healthcare,
more research is required.

6.2. Future work

In this work, we introduced the use of tamper-proof hardware to create TEEs for use in the Dist-PEP and
Dist-PACMAN protocols. We provided a computational complexity analysis of the PEP operations of Dist-
PEP compared to TEE-PEP, and of the PACMAN operations of Dist-PACMAN compared to TEE-PACMAN. As
we observed, TEE-PEP and TEE-PACMAN are more efficient. However, future work includes the implemen-
tation of a proof-of-concept of the Trusted Execution Environment-based e-healthcare solution. There are
many implementations of TEEs possible. A study into which implementation would be best and an actual
implementation should provide a better comparison of the efficiency of the protocols. In addition, a more
complete security analysis of the used TEE should be provided. Making a decision on which hardware to use
for the implementation of the TEE, the availability of the hardware on consumer devices should be consid-
ered as well.

We assumed that every patient with an SMD is in the possession of a smartphone or laptop that is equipped
with TEE supported hardware to which the SMD is connected to. When a HCP requests to store or retrieve
information about the patient, the smartphone or laptop from the patient has to be online to process the
request. This is not much of a problem if the request is not urgent. However, in case of an emergency, this
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might pose a problem as the HCP is not able to retrieve any information if the SMD-connected device is not
online. A solution for HCPs to retrieve information during an emergency should be looked into.

The logging of the data exchanges used to be handled by the TRs, which resulted in a distributed log. This
led to challenges in forming consensus and managing the log. With the movement of the task of performing
the PEP/PACMAN operations to the SMD, each SMD is able to perform the logging as well. Future work into
managing the logging is needed. A comparison of the pros and cons of letting the TRs handle the logging and
letting the SMD handle the logging should be made. However, no matter who ends up handling the logging,
both parties are able to log the data exchanges.

Another future work that remains, is a study into setting the size of the quorums of TRs. The TRs are still
crucial in the current system. The master key, key-factor, and pseudonym-factor generations are handled by
the TRs. If the size of the quorum is set too small, the security gets compromised. However, if the size of the
quorum is set too large, the efficiency decreases.
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