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and Liehuang Zhu , Senior Member, IEEE

Abstract—Leader-based BFT systems face potential disruption
and performance degradation from malicious leaders, with cur-
rent solutions often lacking scalability or greatly increasing com-
plexity. In this paper, we introduce ABSE, an Adaptive Baseline
Score-based Election approach to mitigate the negative impact
of malicious leaders on leader-based BFT systems. ABSE is fully
localized and proposes to accumulate scores for processes based
on their contribution to consensus advancement, aiming to bypass
less reliable participants when electing leaders. We present a formal
treatment of ABSE, addressing the primary design and implemen-
tation challenges, defining its generic components and rules for
adherence to ensure global consistency. We also apply ABSE to
two different BFT protocols, demonstrating its scalability and neg-
ligible impact on protocol complexity. Finally, by building a system
prototype and conducting experiments on it, we demonstrate that
ABSE-enhanced protocols can effectively minimize the disruptions
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caused by malicious leaders, whilst incurring minimal additional
resource overhead and maintaining base performance.

Index Terms—Distributed consensus, Byzantine fault tolerance,
leader election, score-based mechanism.

I. INTRODUCTION

THE Byzantine Generals Problem [1] is a key challenge in
distributed computing. It depicts a situation where gen-

erals, some potentially treacherous, must agree on a unified
strategy. The key is to create a system where consensus can be
reached despite potential deception. This metaphor speaks to un-
reliable processes in a distributed network [2]. Derived from this,
Byzantine Fault Tolerance (BFT) allows distributed systems to
operate accurately amidst Byzantine faults. BFT protocols [3]
use a proposal and voting mechanism to reach consensus on
system state or transaction validity, even if some processes fail
or act maliciously (a scenario echoing the treacherous generals
in the Byzantine problem).

Leader-based BFT: A class of such protocols that is particu-
larly popular are leader-based protocols where one process (the
leader) is tasked with proposing and broadcasting proposals of
new data to be applied to the state machine, while other processes
verify and vote on the leader’s proposals. The leader is chosen
through an election process, which can be deterministic [4], [5],
random [6], [7], round-robin [8], [9], or other possible forms.
In a leader-based BFT system, the consensus flow (the exact
steps may vary depending on the specific protocol) typically
starts with a ”Leader Election”. After that, the leader submits
a proposal to the network. The processes vote on the proposal
during the voting phase, with most protocols requiring a majority
for acceptance. If the majority is achieved, the network commits
to the value and subsequently moves to the next consensus round.
If not achieved, the network aborts and may elect a new leader
to restart the flow. Leader-based BFT systems provide various
benefits, including reducing the complexity of messages and
communication overheads due to the presence of a coordinating
leader. Furthermore, a leader can organise and coordinate the
system’s work more effectively, increasing its efficiency.

Malevolence by Leaders: In BFT systems, it is generally
assumed that all processes are equivalent, a principle which
extends to leader-based BFT systems. Nevertheless, processes
becoming leaders, due to their additional roles compared to
normal processes, significantly impact the system. Specifically,
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if a malicious process ascends to leadership, it can drastically
interrupt the consensus flow (e.g., through manipulation of data
packing broadcasts) until a new leader is elected. At its most
fundamental level, a malicious leader can delay the current con-
sensus process, effectively reducing system throughput (as if it
were down). Indeed, considerable performance degradation due
to malicious processes has been observed in most leader-based
BFT systems [10], [11], [12].

Additionally, in BFT systems related to trading [13] or fi-
nance [14], there has been a focus [15] on the role of the leader
in ensuring fair transaction ordering [16]. In such systems, the
data to be packaged, such as transactions or bids, are often highly
susceptible to the effects of ordering. In such a context, mali-
cious leaders can directly choose the final transaction ordering
during the packaging proposal process [15]. Although proposals
containing misordered transactions may not be accepted by the
majority, they nonetheless pose a potential security risk to the
system.

While some studies [17], [18], [19], [20], [21] propose solu-
tions to the problems posed above, the majority of these solutions
either lack scalability (i.e. only applicable to specific types of
BFTs or based on specific network assumptions) or significantly
increase system complexity, which in turn negatively impacts
performance. Our goal is to develop a general approach for
leader-based BFT systems that minimizes the effects of mali-
cious leaders with minimal increase in system complexity and
without compromising baseline performance.

Score-based Approach for Leader-based BFTs: Scoring
strategies, commonly used in multi-party participatory systems
to assess participant reliability, are applicable to BFT systems.
We propose to establish a score-based approach for processes
in leader-based BFTs, where the scores reflect the contribu-
tion of a process to consensus advancement (e.g., awarding
points for votes that lead to a committed consensus). Pro-
cesses hitting a certain score would be eligible for leadership.
This approach, however, faces three primary challenges. First,
there is no guarantee all processes consistently score a process,
which could introduce additional inconsistencies. Besides, if the
scoring process involves communication, it could significantly
increase consensus complexity and potentially open the door to
malfeasance. Second, it is challenging to design a score-based
approach while minimizing additional complexity to the system.
Finally, constructing a set of protocol-independent components
for the approach remains challenging, i.e., applicable to most
leader-based BFT systems.

A. Our Contributions

A formal treatment of ABSE: We propose ABSE - an Adaptive
Baseline Score-based Election approach for Leader-based BFT
systems. The fundamental concept of ABSE is that consensus-
contributing processes accumulate scores indicative of their
reliability. The objective is to filter out less reliable participants,
bypassing rounds where they ascend to the leader position, thus
enhancing protocol performance under unstable conditions or
in the presence of adversaries. We aim to identify a relatively
fair scoring method with a baseline score under the premise

of independent process scoring and to mitigate the effects
of malicious leaders without impacting the system’s baseline
performance. We also strive to create a solution that can be
universally implemented, benefiting a wide range of BFTs. More
crucially, our treatment has the following features:
� To ensure global consistency, we establish the rules that

ABSE should adhere to. Specifically, we formally define
three scenarios in which processes may diverge when
choosing a leader. These scenarios cover all possible situa-
tions during leader election, and a protocol applying ABSE
needs to maintain consistency across all three scenarios.

� We provide the generic components of ABSE, which in-
clude data structures and essential utilities. Using these
components, we illustrate a generic procedure for ABSE.
We show that these components and procedures are
protocol-independent and are highly scalable according to
the demands of different scenarios.

� ABSE is fully localized. All ABSE-related data struc-
tures are excluded from communication. ABSE minimally
influences protocol complexity and is suitable for most
leader-based BFT protocols.

Two ABSE application instances: To demonstrate the
scalability, we apply ABSE to two different protocols: the
Chained-HotStuff protocol under the partial synchronization
assumption (Section V), and the DAG-Rider protocol under
the asynchronous assumption (Section VII). We create ABSE
modules based on the primary algorithms of the two protocols,
offering a detailed explanation and progression of ABSE
construction. We provide the modified protocols’ content along
with pseudocode. We show that ABSE has a negligible effect on
protocol complexity and does not disrupt the protocol’s normal
flow or introduce further inconsistencies. Furthermore, we offer
a formal proof of security for all protocols.

For code implementation, we have successfully applied ABSE
to Chained-HotStuff and DAG-Rider, adding less than 300 lines
of code for each. Our experimental results demonstrated that
ABSE-enhanced versions can substantially mitigate the impacts
of malicious leaders while incurring minimal additional resource
overhead. Furthermore, the baseline performance of the original
protocol is practically unaffected.

II. RELATED WORK

BFT: BFT is a generic methodology that allows for the
toleration of malicious participants. Depending on the network
assumptions, BFT can be classified into synchronous BFT [22],
[23], partially synchronous BFT [4], [24], and asynchronous
BFT [25], [26]. The majority of BFTs employ a leader-based
model. The progression of consensus per round necessitates a
leader responsible for proposal initiation and voter coordination.
However, the leader’s role can also fluctuate depending on the
BFT protocol, e.g. in DAG-based BFTs, where the leader serves
as the cut-off point for ordering, symbolizing a topological point
from a graph-theoretic viewpoint [6].

Investigations in Leader-Based BFT: The impact of leader
misbehavior can significantly affect leader-based BFT, and a
wealth of research has been dedicated to this issue, proposing
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various countermeasures. For example, Aequitas [15] prevents
adversarial manipulation of transaction ordering in the log by
introducing the transaction order-fairness property. Themis [27]
achieves standard liveness with the fair ordering. Prosecutor [19]
hinders Byzantine servers from attaining leadership by imposing
hash computations on new election campaigns. Some inves-
tigations [28], [29], [30] have explored solutions at the com-
munication level, drawing from high-performance computing
and task-based distributed systems [31], [32]. We take a more
flexible approach to address leader misbehavior by filtering out
less reliable participants when electing leaders, retaining the
role of the leader without introducing additional constraints. Our
ABSE is a versatile ’plug-and-play’ score-based enhancement
for leader-based BFTs, offering flexibility with adjustable base-
lines, which can be set to zero to disable ABSE when desired.

Leaderless BFT: Several studies [33], [34] have scrutinized
the significant influence of a leader on consensus performance.
Some research [35] even suggests that the leader has become an
obstacle to consensus scalability within large networks. Crain
et al. [36] consider the Democratic BFT consensus algorithm
as leaderless. HoneyBadgerBFT [37] operates in a fully asyn-
chronous environment and offers better resilience to Byzantine
faults as it does not rely on individual correctness. Since then,
a series of leaderless asynchronous BFT protocols have been
proposed [38], [39].

Previous schemes adopting reputation mechanisms: Scor-
ing strategies or reputation mechanisms are frequently em-
ployed in multi-party participatory systems [40], [41], including
BFTs [42], [43]. However, ensuring all participants consistently
score an event or participant without augmenting system central-
ity is challenging and often necessitates the addition of extra con-
sensus rounds. FCBFT [44] introduces a reputation score calcu-
lation formula to form independent consensus groups via feature
grouping. Carousel [20] uses the available on-chain information
to determine a leader locally without relying on consensus, but
is too complex. Most recent Shoal [21] and Hammerhead [45]
are simpler, and have the merit of requiring no changes to the
consensus protocol itself, but only for DAG-based consensus.
Moreover, most of these existing schemes are based only on
synchronous or partially synchronous assumptions and lack
support under asynchrony. ABSE, on the other hand, is simple,
generic and protocol-independent, providing a reputation-based
election mechanism for a wide range of leader-based BFTs. It
relies only on voting information to score processes, and does not
introduce any extra communication overhead or inconsistency.

Directed Acyclic Graph (DAG): The DAG approach, intro-
duced chiefly by Aleph [46], marks a notable progression in
BFTs, utilizing a graph-based structure to address the scal-
ability issues of conventional chain-based protocols. On this
basis, DAG-Rider [6] and Narwhal [7] managed to achieve zero
communication overhead and high throughput under asynchrony
by dividing the protocol into two layers: processes reliably
broadcast proposals and construct a structured DAG of the
communication between them in the first layer, and observe their
DAG locally and fully sort proposals without extra communica-
tion in the second layer. Further practical solutions under partial
synchronization have been proposed by Bullshark [12], which

also introduce garbage collection mechanisms. ABSE is also
applicable to DAG-based BFTs.

III. OVERVIEW

A. Model

The system incorporates a collection of n processes, desig-
nated as Π = {p1, ..., pn}. These processes manage transac-
tions dispatched by the client to maintain the global consistency
of operation logs. Transactions are batched after a specified
period or upon reaching the maximum batch size, and subse-
quently processed. The system can contain up to f processes
under the control of an adversary, provided that f < n/3.
For simplicity, we define n = 3f + 1 as the total number
of processes. Processes compromised by the adversary exhibit
Byzantine faults with unpredictable behaviour. The remaining
processes communicate authentically and adhere to the protocol.
When a message is transmitted from one correct process to
another, it eventually reaches the recipient, who can then validate
the sender’s identity using cryptographic primitives. We assume
each process pi possesses a public/private key pair designated as
(pki, ski) and uses the public key as its identity. BFT protocols
are subject to different assumptions in partially synchronous
and asynchronous environments, respectively, which we discuss
separately below.

Partial Synchronization Assumption: Under partial synchro-
nization, a valid proposer must await vote messages from other
validators before proposing. This introduces a time delay, bound
by a known finite value Δ, and a significant event known as
the Global Stabilization Time (GST) [47]. Post-GST, messages
transmitted among correct processes are delivered within the
time frame of Δ. We take into account an adversary capable of
corrupting up to f processes dynamically, with potential for ar-
bitrary behaviour, including protocol violation or non-response.
The adversary may intercept network communication but lacks
the capacity to impede or alter messages during point-to-point
transmission. Additionally, it must induce the GST event after an
unknown but finite time period. For the protocol to be effective, it
must adhere to: (1) Safety. All correct processes share a uniform
view of the system and maintain an identical, ordered log of
transactions. (2) Liveness. Requests from a correct client are
eventually delivered and committed by all correct processes.

Asynchronous Assumption: Messages are only bound to reach
eventually in asynchrony. There is no restriction on message
delivery time. We consider an adaptive adversary, with the ability
to dynamically corrupt up to f processes during the operational
period. Once a process has been corrupted, any undelivered mes-
sages previously sent from that process to others can be dropped.
The adversary has control over the arrival times of messages.
Reliable broadcast [25], [48], [49] serves as an effective building
block in asynchronous consensus protocols, providing a basic
communication primitive that ensures reliable message delivery
and agreement. The reliable broadcast abstraction guarantees
the following properties:
� Agreement: If a correct process pi delivers a message m,

then all correct processes eventually deliver the same m.
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� Integrity: Each correct process delivers a message a maxi-
mum of one time, irrespective of the message content.

� Validity: If a correct process pi broadcasts a message m,
then every correct process eventually deliver the same m.

Byzantine Atomic Broadcast (BAB) [50] is one of the prob-
lems that asynchronous consensus focus on, enabling processes
to agree on a message sequence required for State Machine
Replication [51]. FLP result [52] demonstrates that BAB cannot
be solved in an asynchronous setting deterministically (note that
the original only considers crash fault assumptions, since what
is impossible under crash is also impossible for the Byzantine
fault model). Therefore, additional building blocks are required
to ensure randomness that guarantees liveness. A BAB protocol
satisfies reliable broadcast (agreement, integrity, and validity)
as well as: Total order: If a correct process pi delivers the
message m before the message m′, then no correct process
delivers m′ without first delivering m.

B. ABSE Specification

ABSE is suitable for leader-based BFTs where all (or most)
processes are eligible to be leaders, especially protocols where
leaders rotate frequently (e.g., random or round-robin, and we
use these two modes as instances since the protocols used in
this paper employ these types of leader rotation, respectively).
The fundamental concept of ABSE is consensus-contributing
processes accumulate scores indicative of their reliability. The
objective is to filter out less reliable participants, bypassing
rounds where they ascend to the leader position, thereby en-
hancing protocol performance under unstable conditions or in
the presence of adversaries. For each process, we maintain a
matrix Scores where Scores[r] represents the scores of all
processes in round r. Specifically, Scores[r][j] denotes the
score of process pj in r. As we will explain shortly, each score
in Scores is associated with a unique number of rounds and a
source process. At any given time, pi’s Scores[r] for r ∈ N
are the scores of all processes linked with r, as perceived by
pi. Scores does not partake in message transmission; instead,
each process locally preserves its own Scores.

Score accumulation: The Scores[r] of the current round r
is derived from Scores[r − 1]. Specifically, when the pro-
cess gains access to the voting information of a consensus
round r, Scores[r] is determined by updating the scores
of consensus-promoting processes1 (which can include both
the voting processes and the consensus-promoting leader) based
on Scores[r − 1]. If process pj is a consensus-promoting
process in round r, then its score is updated as Scores[r][j] =

Scores[r − 1][j] +X
(r)
j , where X

(r)
j is a configurable value

associated with pj’s specific contribution type in r. Once
Scores[r] has accumulated the required number (a preset value,

1 The identification of consensus-promoting processes is configurable based
on specific scenarios or requirements, which is a key component of scoring
mechanism design. In the basic and generic ABSE model we construct later (and
use in ABSE-Chained-HotStuff and ABSE-DAG-Rider), consensus-promoting
processes are defined as those that contribute valid votes leading to successful
consensus in a given round, as well as the leader of the corresponding round (also
referred to as a consensus-promoting leader). Furthermore, for both behaviors,
X = 1.

e.g. 2in the example of Fig. 1) of confirmations (later denoted
as ct), it becomes the reference score for the current process to
evaluate other processes, and is subsequently used to determine
process reliability in leader election.

We implement Scores[] as a First-In-First-Out (FIFO) queue
that stores score arrays for the most recent rounds. The queue
has a fixed size equal to ct plus 1. Only the most recent ct+
1 rounds of scoring information need to be maintained, with
older data being removed as new rounds are processed. In each
round r, the current array Scores[r] is pushed into the queue.
When round r + ct is reached, Scores[r] is popped from
the queue, indicating it has accumulated the required number
of confirmations, and is then used to update the reference score
that determines process reliability in leader election. Initially,
Scores[] is set to all [0]. Fig. 1 provides a detailed example of
how Scores[] evolves over multiple rounds with 4 processes
and 2 confirmations ( ct = 2) from the perspective of p1.

Leader choices above baseline scores: Baseline scores are
computed based on r and increase concurrently with r. In each
leader election round (we emphasize this point because not all
BFT protocols choose leaders on a 1-round basis. E.g., DAG-
Rider contains 4 rounds per wave, with the leader randomly
elected each wave, so leader is elected on a 4-round basis), each
process initially verifies whether the leader has a reference score
that surpasses the baseline score. If so, the process endorses the
selected process as the leader and casts vote for it; otherwise,
it triggers a view jump to search for a reliable leader in the
upcoming rounds. It should be noted that in BFT protocols, a
process can be elected as the leader only with the agreement of
the majority of processes(i.e., 2f + 1), whereas the processes,
which only keep their individual Scores[], are likely to diverge
in their choice of leader. This divergence can be divided into
three scenarios and needs to be fully satisfied in order to ensure
consistency:

(I) At least 2f + 1 processes agree on the leader, while
the remaining processes trigger view jumps to search for a
reliable leader in the upcoming rounds. In this scenario, the
leader is successfully elected and completes the proposal (in
partially synchronous protocols, processes that failed in their
early attempts to proceed to the next round did not update their
local locked value, so this did not affect their ability to follow
the normal process of the protocol properly. The remaining
processes not agreeing initially on the new leader will follow
post-timeout, entering next round. Since 2f + 1 majority has
reset timers upon entering new round, these processes can vote
without causing timeouts, maintaining progress).

(II) At least 2f + 1 processes deem the leader as unreliable
and already find the same reliable leader in the upcoming rounds.
In this scenario, the original leader is bypassed and the new
reliable leader is successfully elected. The remaining processes
not agreeing initially on the new leader can catch up by obtaining
a valid proposal from the higher round and then vote in the
jumped-to round.

(III) No more than 2f + 1 (at most 2f ) processes agree
on the same leader. under partial synchronization, the current
round cannot elect a valid leader, triggering a timer timeout and
no proposal is made. Subsequently, the next round is entered
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Fig. 1. An example of iterations of Scores[] with n = 4, ct = 2 from the perspective of p1 (for simplicity, we do not distinguish between consensus-promoting

behaviors here and set X
(k)
i = 1 if pi promotes the consensus in round k.).

normally according to the protocol process. In asynchronous
protocols, processes put the the proposal for the current round
on hold, temporarily skipping the current round and completing
the proposal that has been put on hold when a reliable leader is
elected in a subsequent round.

Scenarios I-II guarantee that even if the 2f + 1 processes
agreeing on the leader contain malicious processes, the remain-
ing f processes can eventually synchronize the process and
continue to vote, thus ensuring consensus. Scenario III2 ensures
a return to the normal flow of protocols when a leader cannot be
elected with ABSE.

In all scenarios, we need to obtain definitive results among
all correct processes, rather than ambiguous outcomes. This
is critical because ABSE introduces new round flow patterns
where processes may (temporarily or permanently) skip multiple
rounds and enter higher rounds ahead of others due to divergent
local scoring. Without proper handling, such behavior could
result in processes operating in different rounds. A universal
correctness proof for ABSE as a leader election mechanism is
currently impractical (but remains a future possibility) because
it involves replacing the existing mechanisms of protocols,
meaning it’s tied to many factors including the protocol’s orig-
inal mechanisms and system model. Therefore, when apply-
ing ABSE to specific protocols, providing new sets of proofs
(demonstrating consistency in all three scenarios when ABSE
serves as the protocol’s new leader election mechanism, and
proving correctness when the protocol follows ABSE flow) is
essential.

We then analyse the effectiveness of ABSE, which provides
probabilistic rather than deterministic guarantees for failure
detection. Let’s assume a system with n = 3f + 1 processes.
Consider a malicious process pi that participates in consensus.
In each round: When pi behaves correctly, it earns an expected
score E[C] per round in correct processes; When pi exhibits
malicious behavior, it earns an expected score E[F ] per round
in correct processes; Since malicious processes can strategically
behave correctly in some rounds to accumulate score, we have
0 ≤ E[C], E[F ] ≤ E[C]. Let Pr(M |pi) represent the prob-
ability that pi exhibits malicious behavior in a given round.

2 Frequent occurrence of Scenario III typically indicates that even correct
processes cannot keep pace with the baseline increase, which would prevent
the system from electing a reliable leader. This can lead to no performance
advantage or even performance degradation compared to the original protocol
without ABSE. Therefore, the specific design of the scoring mechanism and
baseline is critical for ABSE’s effectiveness.

The expected score accumulation for pi after r rounds can
be expressed as: E[Score(pi, r)] = r × (Pr(M |pi)× E[F ] +
(1− Pr(M |pi))× E[C]).

The baseline typically needs to be set as an r-based cal-
culation function to ensure it remains effective at reducing the
election probability of unreliable processes as consensus rounds
progress. Let baseline=rule(r), rule(r) should < r × E[C] for
large enough r (to ensure correct processes eventually exceed
the baseline). To better illustrate how to achieve practicality in
design, we provide a formal analysis based on a basic and generic
baseline and scoring mechanism.

Suppose correct processes earn scores (at correct processes)
with probability Pr[C], while malicious processes may deviate
from protocol with earning Pr[F ] ≤ Pr[C]. Let RULE(r)=
β · r where β < Pr[C] (i.e., the growth rate is β). For
any process pi, define its cumulative score at round r as
S
(r)
i =

∑r
k=1 X

(k)
i , where X

(k)
i is a Bernoulli random vari-

able: X
(k)
i = 1 if pi contributes a valid vote in k that leads to a

successful consensus or is the consensus-promoting leader in k,
otherwise 0. This is a basic and generic model because we don’t
consider more complex baseline growth functions or scoring
mechanism (definition of promoting consensus) or non-binary
score possibilities per round (which could even include penalties
or score deduction rule), though more complex models can be
derived from this foundation.

For correct processes pi: E[X
(k)
i ] = Pr[C] ⇒ E[S

(r)
i ]

= Pr[C] · r. For malicious processes pj : E[X
(k)
j ] = Pr[F ]

⇒ E[S
(r)
j ] = Pr[F ] · r. There should exist a critical round

r∗ such that: ∀r > r∗ : β · r < Pr[C] · r − εc and β · r >
Pr[F ] · r + εc where εc is a convergence precision parameter.
For correct processes pi, the misclassification probability de-
creases exponentially: Pr(S

(r)
i < βr) ≤ e−r·D(Pr[C]||β) where

D(·||·) is the KL divergence.
rule(r) can be chosen based on the specific application sce-

nario. For instance, its growth rate can be set higher if the
network is better, and vice versa. Following the basic and
generic model considered above, a straightforward approach
is to consider the expected number of valid votes per process
observed from one’s own perspective after r rounds. Since
the voting threshold is 2f + 1, assuming replicas vote with
equal probability of Pr[V ] = (2f + 1)/(3f + 1) per round. If
every process broadcasts its vote in each round, then the expected
cumulative number of votes per process at round r is E[S

(r)
i ] =

(r − ct) · Pr[V ], where ct is the number of confirmations
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required. If each process only casts vote to the leader in each
round, then Scores[] is only updated through votes when a pro-
cess becomes the leader. In this case, if the leader rotates every
round, then the expected cumulative number of votes per process
at round r is E ′[S(r)

i ] = (r − ct) · Pr[V ]/(3f + 1). Similar
scenarios can be calculated in this manner (note this expectation
is usually high to use in practice). The baseline score can also be
set lower (i.e., a low increase rate) in certain scenarios: e.g., if
processes are allowed to join midway (e.g., in the permissionless
systems [3], participants can change dynamically), the baseline
score can be used to ensure that the process must successfully
consensus a sufficient number of times before it is eligible to be
elected as the leader.

Note that ABSE is highly scalable, and the above basic and
generic ABSE model is just an instance, which can be modified
as needed. For example, a score deduction rule can be introduced
to implement targeted penalties for leader misbehavior. Building
on our basic model, we can define a deduction factor α < 0
or γ < 1. When process pi serves as leader in round r

but fails to achieve consensus as expected, X
(r)
i − = α or

X
(r)
i · = γ. Additionally, a ”probation period” can be imple-

mented for pi who will face a temporary multiplier on their
baseline requirement, making it harder for them to be elected
again immediately after disrupting consensus. Such mechanisms
further mitigate the risk of processes that vote validly but lead
maliciously. However, it should be noted that even without such
mechanisms, the role of ABSE remains evident as it increases the
cost for malicious processes to disrupt consensus as leaders (in
the original protocols, malicious processes can simply wait for
their turn in the rotation without any correct behavior required).
In the remainder of this paper, we continue with the basic ABSE
model to demonstrate its fundamental effectiveness.

Utilities: The data structures and essential utilities for ABSE
are defined in Algorithm 1. The generate utility is utilized to
generate a new round of scores (based on the previous round’s
scores) derived from the replicas in info. The Update utility
are employed to update score-related data structures, including
the score queue Scores, the reference score refs, and the
baseline score baseline, when a new round commences. The
Judge utility is used to determine if the specified process score
surpasses the baseline. These utilities are generic for ABSE, but
specific implementations can be designed according to particular
scenarios.

Communication measurement: Since each process maintains
its Scores locally, Scores is not implicated in message
transmission, thereby preventing the introduction of extra com-
munication complexity. However, each process does require
extra space to store these additional data structures. When
processes are corrupted by the adversary, the performance may
be significantly affected, as a malicious process that assumes
leadership can severely disrupt the consensus in the current
round, or even in adjacent rounds. The integration of ABSE
effectively mitigates this problem, as it discourages the election
of malicious processes based on their historical scores. Under
conditions where all processes operate correctly, ABSE’s impact
on protocol performance is minimal.

Algorithm 1: Data Structures and Basic Utilities for ABSE.
Local variables:

r ← 0 � Record the number of rounds, initially 0
s←array (n) � s[i] - the score of pi in current r,
initially 0
ref_s←array (n) � ref_s[i] - pi’s reference
score, initially 0.
Scores← queue(ct) � A queue of s, initially all
[0]. Size ct is the number of confirmations required.
info← ⊥ � Record replicas promoting consensus,
initially ⊥.
baseline← 0 � Baseline score of leader election,
initially 0.

function generate ()
rear ← Scores.back() � Get the rear data in
Scores

On the basis of rear, completing the addition of
points based on info to obtain the new score array
s_new. If info = null, then s_new ← rear.
s← s_new return

function update( round)
r ← round
ref_s← Scores.pop()
Scores.push(s)
baseline←rule(r) � A new baseline is obtained.

// RULE is a manually set r-based calculation function,
and can vary by scenario

return
function judge ( j)

if ref_s[j] ≥ baseline then return true
return false

Scores[] and baseline of correct processes cannot be tam-
pered due to fully localization. While malicious replicas can
collude to change scores among themselves, this doesn’t affect
their scores in correct replicas. In protocols where all votes are
sent only to the leader, a malicious leader can selectively choose
as many votes from faults as possible when forming a quorum
certificate. However, only the malicious leader’s own Scores[]
is affected in this case, as previously discussed. If a malicious
process strategize to accumulate scores and become a leader,
it must validly participate in multiple rounds of consensus to
increase its score in other processes.

In the following sections, we demonstrate the usage and
scalability of ABSE by integrating it into two different leader-
based BFT protocols that operate under different network as-
sumptions: Chained-HotStuff [8] (partial synchronization) and
DAG-Rider [6] (asynchrony).

IV. PRELIMINARIES: HOTSTUFF PROTOCOL

For self-containment, we provide a brief description of Hot-
Stuff. Further details can be found in the original literature.

In HotStuff, the leader communicates with the voters on
proposal and collects votes from them, which continues
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Fig. 2. The flow of Chained-HotStuff ( n = 4).

three times before processes commits the corresponding pro-
posal. Although this introduces additional phases compared
to PBFT [4]-like protocols to guarantee safety and liveness,
it maintains a communication pattern limited to one-to-all
or all-to-one messaging, effectively reducing communication
complexity.

Chained-HotStuff leverages pipelining techniques to improve
parallelization. After completion of the first phase of proposal
batch0, optimistically assuming batch0 will be finalized,
the subsequent leader can immediately start the consensus for
batch1 based on this not-yet-finalized proposal. This estab-
lishes a chained and pipelined consensus pattern, whereby when
batch1 completes its first phase, batch0 completes its second
phase simultaneously. This allows for up to 4 proposals at
different phases to be advanced in the same consensus round,
as illustrated in Fig. 2. The leader election is typically imple-
mented via a deterministic round-robin approach, where each
view v has a pre-determined leader based on the view number:
leader(v) = pv mod n. If a leader fails to make progress within
a timeout period, processes trigger the NEXTVIEW interrupt to
initiate a view change.

Now we present the core components of HotStuff that we’ll
build upon for our ABSE integration:

1) Data Structures:
A view in HotStuff corresponds to the round we mentioned

before, and we use viewNumber or v to record it.
Tree branches and nodes: A tree is a hierarchical structure

where each node has one parent, apart from the root node. A
branch is a sequence of connected nodes from the root to a leaf
node in the tree. Branches conflict if neither one is an extension
of the other. A node node contains its parent node.parent
and the command (batched transactions) ( node.cmd). Nodes
conflict if the branches led by them conflict.

Messages: A message m consists of fixed fields populated
with MSG. Each message has a type ( m.type) set by the phase
and a proposed node ( m.node). m.justify is an optional field
used by the leader to carry the QC and by processes in NEW-VIEW

messages to carry the highest prepareQC. Messages sent by
a process include a partial signature ( m.partialSig) by the
sender, added in the VOTEMSG utility.

Quorum certificates (QC): A QC over a tuple < type,
viewNumber, node > is a set of signed votes on a node from
2f + 1 processes, implemented using threshold signatures or
aggregate signatures.

2) Phases:
Hotstuff protocol employs four phases: PREPARE, PRE-

COMMIT, COMMIT, and DECIDE. A new leader begins by collect-
ing NEW-VIEW messages from ( n- f ) processes. The NEW-VIEW

message includes a QC referencing the highest QC ( ⊥ if none)
seen so far. In Chained Hotstuff, the four phases merge into a
GENERIC phase.

GENERIC phase: During the generic phase, the leader collects
n− f generic messages from processes in the previous phase,
aggregating them into QC for current phase broadcasting. Pro-
cesses can perform any necessary operations to maintain the
integrity and consistency of the system.

NEXTVIEW interrupt: A process waits for a message in the
view for a timeout period in generic phase, determined by an
auxiliary NEXTVIEW utility. If NEXTVIEW interrupts waiting, it
will increment viewNumber and start the next view.

3) Utility Functions:
MSG (type, node, qc): This function creates a message

with given type, proposed node node, qc and current
viewNumber.

VOTEMSG (type, node, qc): For the given parameters, this
function calls MSG to generate message m and generates a
partial signature of the caller stored in m.partialSig.

CREATELEAF (parent, cmd, qc): This function creates a new
node with a given parent node, a command (or commands) from
client and a qc.

QC (V ): This function creates a qc from a set of messages
V . The qc includes the message type type, view number
viewNumber, and proposed nodes node from the message in
V , and a combined signature from all the messages.

MATCHINGMSG (m, t, v): This function checks if a message
m has a given type t and view number v. It returns true if the
message matches the given type and view number.

MATCHINGQC (qc, t, v): Similar to MATCHINGMSG.
SAFENODE (node, qc): This function checks if a pro-

posed node satisfies the safety or liveness rules. It returns
true if the node extends from the lockedQC node, or if the
qc.viewNumber is greater than the lockedQC.viewNumber.

V. ABSE-CHAINED-HOTSTUFF

To illustrate the integration of ABSE, we first describe how
we incorporate its utility into the original HotStuff protocol [8].
The pseudocode for ABSE-Chained-HotStuff is presented in
Algorithm 2. We highlight the ABSE related parts in purple.

Before proceeding, it is first necessary to emphasise the chal-
lenges addressed in integrating ABSE with Chained-HotStuff,
thereby ensuring the subsequent comprehension of the modi-
fications implemented. First, view jumping disrupts the linear
view progression model (in the original protocol, processes
move sequentially through views with each view having a
predetermined leader), requiring careful management of con-
sistency when bypassing multiple views. Second, view jumping
necessitates handling multiple leader candidates simultaneously,
which adds complexity. Finally, we must ensure view jumping
doesn’t interfere with Three-Chain formation, which is crucial
for command execution in Chained-HotStuff.
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Algorithm 2: ABSE-Chained-HotStuff Protocol.
1: Initialization:

max_jmp � The upper limit that a view can jump
2: for curV iew ← 1, 2, 3 · · · do
3: curV iew′ = curV iew
4: LC = {Leader(curV iew + 1),Leader(curV iew+2),Leader(curV iew+3),...,Leader(curV iew+max_jmp)}

� GENERIC phase
5: as a leader do � r = LEADER ( curV iew)

� M is the set of messages collected at the end of previous view
6: highQC ← (arg max

m∈M
{m.justify.viewNumber}).justify

7: if highQC.viewNumber > genericQC.viewNumber then genericQC ← highQC
8: curProposal← createLeaf(genericQC.node, client’s command, genericQC)
9: broadcast Msg ( generic, curProposal, ⊥) � PREPARE phase

10: as a process do
11: generate(), info← null
12: update(curV iew)
13: wait for message m: MATCHINGMSG ( m, generic, curV iew) from Leader curV iew
14: b∗ ← m.node; b′′ ← b∗.justify.node; b′ ← b′′.justify.node; b← b′.justify.node
15: if SAFENODE( b∗, b∗.justify) then
16: info← info ∪leader(curV iew) � Add only 1 point when a leader has both a valid vote and a valid proposal.
17: for jmpV iew ← 1, 2, 3 · · · ,max_jmp do � find a reliable process as the next leader within the max_jmp
18: if judge(Leader(curV iew + jmpV iew)) = true then
19: send voteMsg(generic, b∗,⊥) to leader(curV iew + jmpV iew)
20: curV iew ← curV iew + jmpV iew − 1
21: Break
22: if b∗.parent = b′′ then genericQC ← b∗.justify � start PRE-COMMIT phase on b∗’s parent
23: if (b∗.parent = b′′) ∧ (b′′.parent = b′) then lockedQC ← b′′.justify � start COMMIT phase on b∗’s

grandparent
24: if (b∗.parent = b′′) ∧ (b′′.parent = b′) ∧ (b′.parent = b) then � start DECIDE phase on b∗’s

great-grandparent
25: Execute new commands through b, respond to clients
26: as the leader candidates in LC do
27: wait for all messages: M ← {m|matchingMsg(m, generic, curV iew)} until there are (n− f) votes:

V ← {v | v.partialSig 
= ⊥ ∧ v ∈M}
28: genericQC ← QC(V )
29: curV iew ← curV iew + jmp− 1, if process is the leader in view curV iew + jmp
30: info← info ∪ V

� Finally
31: NEXTVIEW interrupt: goto this line if NEXTVIEW( curV iew′) is called during ”wait for” in any phase
32: Send MSG GENERIC, ⊥, genericQC to LEADER ( curV iew′ + 1)
33: curV iew ← curV iew′

A. The Protocol

HotStuff assumes that each viewNumber has a unique
designated leader known to all, enabling processes to predict
whether they will be the leaders in subsequent views. The
introduction of ABSE can trigger a view jump larger than 1,
necessitating the definition of an upper limit on this jump (Line
1). This allows leader processes within this view range to enter
the leader candidate queue to await messages from the processes
in the current view. Once a process has collected a sufficient
number of valid votes, it synthesizes a new genericQC and
waits to become the leader of the new view (Line 4, Line 26-29).

All processes need to update Scores, refs, and baseline
every view (Line 11-12). Since each only casts vote to the leader
in each round, a process’s Scores[] is only updated through
votes when it becomes the leader. In addition, we also award ad-
ditional points to the leader who proposes a valid proposal (Line

16), as it also promote consensus. During the voting phase, the
process identifies a reliable process within the scope of the view
that can act as the next leader (Line 17-21). It should be noted that
there may be instances where a reliable leader cannot be selected
from the leaders of curV iew + 1 to curV iew +max_jump.
Such situations will eventually cause the process timer in the
HotStuff protocol to time out, triggering a NEXTVIEW interrupt.
In this case, the view will proceed according to the original
protocol and the ABSE mechanism is suspended (Line 31-33,
of course, an alternative approach is possible where the process
moves directly to the next view using the original process if a
reliable leader is not found until the curV iew +max_jump,
thereby preventing any potential timeouts). The frequency of
such instances usually indicates that baseline or max_jump
was not chosen appropriately, for example, a lower increase rate
of baseline or a higher value of max_jump may be required.
In general, it is appropriate to set max_jmp to f + 1.
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Fig. 3. View jumping does not interfere with the formation of a Three-Chain.

In Chained-HotStuff, when a node b∗ carries a QC that refers
to a direct parent, i.e., b∗.justify.node = b∗.parent, we say
that it forms a One-Chain. Denote by b′′ = b∗.justify.node.
Node b∗ forms a Two-Chain, if in addition to forming a One-
Chain, b′′.justify.node = b′′.parent. It forms a Three-Chain,
if b′′ forms a Two-Chain. The formation of a Three-Chain is
crucial for the execution of commands (Line 24). As shown in
Fig. 3(a), view jumping does not interfere with the formation of a
Three-Chain as it does not lead to the creation of dummy nodes.
For comparison, the scenario where dummy nodes interfere with
the formation of a three-chain is shown in Fig. 3(b).

The following step is to demonstrate consistency in all three
scenarios laid out in Section III-B when ABSE serves as
Chained-HotStuff’s new leader election mechanism.

Lemma V.1: In ABSE-Chained-HotStuff, if at least 2f + 1
processes agree on the leader of the next view and the remaining
processes try to make a view jump, in which case all processes
are able to proceed to the next view normally.

Proof: If at least 2f + 1 processes have voted for the
next view leader, their votes can be combined into a valid
genericQC, enabling the system to transition to the next view.
Since at most f replicas are malicious, it is impossible for a
leader candidate in the subsequent view to be able to collect
2f + 1 votes as well to form a valid genericQC, as this would
require one of the correct replicas to vote for two different leader
candidates simultaneously, which is not possible.

Any leader candidates in the subsequent views acknowl-
edged by the remaining processes but not receiving suffi-
cient votes to initiate proposing will not be elected. The
remaining processes eventually experience a timeout, lead-
ing to a NEXTVIEW interrupt, thus proceeding to the next
view. �

Lemma V.2: In ABSE-Chained-HotStuff, if at least 2f + 1
processes consider the next view leader unreliable and unani-
mously agree on a new leader of the subsequent view, in this case
all processes are able to complete the view jumping successfully.

Proof: If at least 2f + 1 processes consider the next view
leader to be unreliable and unanimously agree on a new leader
of the subsequent view, then this new leader can gather suffi-
cient votes to form a valid genericQC and proceed to the
corresponding view. Similarly to Lemma V.1, it is impossible
for another leader candidate in LC to collect 2f + 1 votes as
well. The remaining processes synchronize with the most recent
progress by obtaining subsequent messages from higher views
when the view jump occurs. �

Lemma V.3: In ABSE-Chained-HotStuff, if no more than
2f + 1 processes agree on the same leader, in this case all
processes proceed to the next view normally.

Proof: If no more than 2f + 1 processes agree on the same
leader, then no leader will be able to gather sufficient votes to
form a valid genericQC, resulting in no new proposals being
proposed, leaving a dummy node. In this case, all processes
will timeout, triggering the NEXTVIEW interrupt, which then
synchronizes to the next view. �

Due to the Optimistically Responsive of HotStuff, the leader
only needs to gather 2f + 1 votes to reach consensus. There-
fore, the protocol’s performance is not affected by the downtime
or timer timeout of up to f processes (situations described in
Lemma V.1 and V.2). Processes failing to agree on a same leader
(situations described in Lemma V.3, the occurrence indicates the
parameters baseline or max_jmp is not justified) or malicious
processes becoming leaders can result in the emergence of
dummy nodes, adversely affecting the protocol’s performance.
The introduction of ABSE can reduce the occurrence of faults
becoming leaders, thus enhancing the performance when dealing
with malicious processes. Our protocol maintains the same com-
munication complexity as HotStuff. During each view, the leader
transmits messages to all processes. Processes, in turn, certify
the vote with partial signatures. The leader’s message contains
a proof of the n− f votes previously collected, encoded by a
single threshold signature. The sole authenticator of a process’s
response is its unique partial signature. As a result, each view
receives O(n) authenticators. The overall complexity per view
is O(n).

We show that ABSE-Chained-HotStuff satisfies the Safety
and Liveness properties (as defined in Section III-A) in Ap-
pendix A of the supplementary material.

VI. PRELIMINARIES: DAG-RIDER PROTOCOL

Similarly, before integrating ABSE, it is first necessary to
provide a brief description of DAG-Rider for self-containment.

DAG-Rider is an asynchronous BAB protocol that operates in
two distinct layers. In the communication layer, processes reli-
ably broadcast proposals to form a structured DAG of messages.
In the ordering layer, processes locally interpret their DAGs
to total-order all proposals without additional communication.
The protocol organizes rounds into waves, with each wave
consisting of four consecutive rounds. During each round, every
process broadcasts a vertex containing a batch of transactions
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Fig. 4. The flow of DAG-Rider ( n = 4).

and references to previous vertices. Fig. 4 depicts the DAG struc-
ture and wave organization in DAG-Rider. Each horizontal line
represents vertices from a single process, while vertical columns
represent rounds. The strong edges connect vertices to at least
2f + 1 vertices from the previous round, while weak edges
ensure all vertices are eventually included in the causal history.

A key distinction of DAG-Rider is its leader election mech-
anism, which uses a global perfect coin (detailed later within
this section) to randomly select a leader for each wave ret-
rospectively after wave completion. Now we present the core
components of DAG-Rider that we’ll build upon for our ABSE
integration:

1) Building Blocks:
Reliable broadcast: Each sender process pk can send mes-

sages by calling r_bcastk(m, r), where m is a message,
r ∈ N is a round number. Every process pi has an output
r_deliveri(m, r, pk), where pk is the process that called the
corresponding r_bcastk(m, r).

BAB: Each correct process pi ∈ Π can call a_bcasti(m, r)
and output a_deliveri(m, r, pk), pk ∈ Π.

Global perfect coin: An instance w,w ∈ N, of the coin is
invoked by a process pi ∈ Π by calling choose_leaderi(w).
This call returns a process pj ∈ Π, which is the chosen leader
for w. The global perfect coin provides several guarantees.
First, it ensures agreement between correct processes that call
choose_leaderi(w) and choose_leaderj(w), such that the
return values p1 and p2 are equal. Second, it guarantees
termination of the choose_leader(w) call when at least f +
1 correct processes make the call. Third, the return value of
the choose_leader(w) call is indistinguishable from a random
value (unpredictability), except with negligible probability ε,
as long as less than f + 1 processes make the call. Finally, the
coin is fair. For any w and any pj in the system, the probability
that pj is returned by the coin is equal to 1/n (fairness). Global
perfect coin ensures the liveness of DAG-Rider.

2) Data Structures:
Vertex: A vertex v represents a vertex in the DAG, contains

the round number of v in the DAG ( v.round), the process id
that broadcast v ( v.source), a batch of transactions ( v.block),
strong edges pointing to at least 2f + 1 vertices in v.round−
1 ( v.strongEdges) and weak edges pointing to vertices in
previous rounds with no path from v ( v.weakEdges).

DAG: DAG[r] contains the set of all vertices in round r that
the process currently sees. It is initialized as DAG[0] containing
2f + 1 ”genesis” vertices. ∀r > 0, DAG[r] is initially empty.

3) Basic Utilities:
path(v, u): Checks if there are paths from vertex v to vertex

u in the DAG consisting of strong and weak edges and returns
all such paths.
strong_path(v, u): Checks if there are paths from vertex v

to vertex u in the DAG consisting only of strong edges and
returns all such paths.
create_new_vertex(r): Creates a new vertex for round r

containing a block of transactions, set strong edges to vertices
in r − 1, and calls set_weak_edges to set weak edges.
set_weak_edges(v, r): Sets weak edges from vertex v in

round r to vertices in previous rounds r′ < r − 1 such that
there is no path from v to those vertices. This ensures all vertices
are eventually included to satisfy BAB validity.

VII. ABSE-DAG-RIDER

ABSE allows reliable processes in DAG-Rider [6] to have
more influence, while reducing the potential impact of malicious
processes and enhancing effective throughput of the system. The
randomness and fairness of the original protocol are retained.
Moreover, we prove that ABSE does not cause any additional
inconsistencies and maintains the communication complexity
of the original protocol. Based on these results, we verify the
correctness of the ABSE-DAG-Rider. The pseudocode for this
protocol is provided in Algorithm 3.

Similarly, we first emphasise the unique challenges addressed
in integrating ABSE with DAG-Rider. First, unlike in Chained-
HotStuff where leaders actively coordinate consensus, DAG-
Rider leaders primarily serve as ordering anchors, requiring
adaptation of the scoring mechanism. Second, the asynchronous
model complicates reliability assessment, requiring carefully de-
signed scoring criteria based on strong path relationships as there
is no constraint on message delivery time. Third, the wave-based
approach with retrospective leader selection necessitates special
handling for unreliable leaders, allowing processes to efficiently
bypass waves where problematic leaders would otherwise slow
consensus progress.

A. The Protocol

DAG-Rider organizes each wave into four rounds, referred
to as r1, r2, r3, r4. During each round, every process
create a new vertex in DAG to transmit a proposal to all other
processes, containing the current round’s batched transactions,
along with at least 2f + 1 strong edges to the prior round
vertices and weak edges to vertices in rounds r′ < r − 1. A
process switches to the following round once DAGi[r] has at
least 2f + 1 vertices. This four-round process is repeated until
all correct processes finish r4, signifying the completion of a
wave. Then, all processes use the global perfect coin to select a
random leader of this wave, who corresponds to the proposal of
a correct process in the first round ( r1). A leader is considered
committed if it has at least 2f + 1 references (strong edges)
to it from r4. Once committed, the causal history contained
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Algorithm 3: ABSE-DAG-Rider, Pseudocode for Process pi.
1: Local variables:

r ← 0, buffer ← {}, decidedWave← 0, deliveredV ertices← {}
leadersStack ← initialize empty stack with isEmpty(), push(), and pop() functions

2: procedure choose_leader′ (w)
3: if at least 2f + 1 processes call choose_leader′(w) then return true
4: return false
5: procedure get_wave_vertex_leader (w)
6: pj ← choose_leaderi(w)
7: if judge(pj) = true then booleani ← choose_leader′i(w)
8: if booleani = true ∧ ∃v ∈ DAG[round(w, 1)] : v.source = pj then return v
9: return ⊥

10: procedure order_vertices ( leadersStack)
11: while ¬leadersStack.isEmpty() do
12: v ← leadersStack.pop()
13: verticesToDeliver ← v′ ∈ ⋃

r>0 DAG[r]|path(v, v′) ∧ v′ /∈ deliveredV ertices
14: for v′ ∈ verticesToDeliver in some deterministic order do
15: output a_deliveri(v′.block, v′.round, v′.source)
16: deliveredV ertices← deliveredV ertices ∪ {v′}

� DAG Construction
17: while true do
18: for v ∈ buffer : v.round ≤ r do
19: if ∀v′ ∈ v.strongEdges ∪ v.weakEdges : v′ ∈ ⋃

k≥1 DAG[k] then
20: DAG[v.round]← DAG[v.round] ∪ {v}, buffer ← buffer\{v}
21: if |DAG[r]| ≥ 2f + 1 then
22: if r mod 4 = 0 then wave_ready(r/4) � A new wave is complete
23: r ← r + 1
24: generate(), info← null
25: update(r) , v ← create_new_vertex(r)
26: r_bcasti(v, r)
27: upon r_deliveri(v, round, pk)
28: v.source← pk, v.round← round
29: if |v.strongEdges| ≥ 2f + 1 then buffer ← buffer ∪ {v}

� ABSE-DAG-Rider, DAG-based asynchronous BAB protocol with ABSE
30: upon a_bcasti(b, r)
31: blocksToPropose.enqueue(b) � Correct processes call this with sequential r, starting at 1
32: upon wave_ready(w)
33: v ← get_wave_vertex_leader(w)
34: if v = ⊥ ∨ |{v′ ∈ DAG[round(w, 4)] : strong_path(v′, v)}| < 2f + 1 then return � No commit
35: info← {v′ ∈ DAG[round(w, 4)] : strong_path(v′, v)}
36: leadersStack.push(v)
37: for wave w′ from w − 1 down to decidedWave+ 1 do v′ ← get_wave_vertex_leader(w′)
38: if v′ 
= ⊥ ∧ strong_path(v, v′) then
39: info← info+ {v′′ ∈ DAG[round(w′, 4)] : strong_path(v′′, v′)} � Processes that appear multiple times in

infowill receive additional scores based on the number of occurrences
40: leadersStack.push(v′)
41: v ← v′

42: decidedWave← w
43: order_vertices(leadersStack)

by the leader is consistently sorted and output by all correct
processes.

Unlike ABSE-Chained-HotStuff, we don’t need to set a max-
imum jump round because the role of the leader in DAG-Rider
differs from that of the regular protocol, as they are no longer
accountable for proposing and coordinating other processes to

vote on the proposals. In DAG-Rider, the function of the leader
is to act as a marker at the ordering level. They serve as the
cut-off point of the ordering, representing a topological point
from a graph-theoretic perspective. Each process designates its
own leader, who only decides the ordering of its own causal
history. Their influence on other processes is indirect.
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Fig. 5. Illustration of DAG1, i.e., the DAG at process 1, out of 4 processes in total. Assume p4 is a process corrupted by an adversary that broadcasts vertices
or tries to make obfuscated proposals at a rate that lags behind other processes in each wave. At the end of wave w + 1, v1 is elected as leader. The commit
rule is not met for v1 since there are less than 2f + 1 vertices in round 4w + 4 with a strong path to v1. However, if p4 promptly releases the vertices of
rounds 4w + 2 to 4w + 4 and makes any of them referenced by the leader vertex of the next wave (e.g., v2), then commit rule is met in wave w + 2 since there
are 2f + 1 vertices in round 4w + 8 with a strong path to v2 and there is a strong path from v2 to v1 (highlighted in red). In DAG-Rider v1 at this point
succeeds in getting elected before v2, which causes the order_vertices function to first traverse the vertices in the red dashed box for ordering based on v1 as
the cut-off point, and subsequently traverse the vertices in the blue dotted box to order them based on the previous ordering. This is also the minimum cost method
for malicious processes to be elected in DAG-Rider. ABSE-DAG-Rider mitigates this by excluding the vertex of an unreliable process as a leader in wave w + 1,
with only the vertices in the blue box traversed for ordering in wave w + 2.

DAG-Rider enables all processes to randomly determine a glob-
ally consistent leader under a specific wave through global
perfect coin. A process can only know the leader of wave w
if at least f + 1 processes have called choose_leader(w) in
w. We use this building block to construct a similar procedure
choose_leader(w)′, which returns true only when 2f + 1
( f + 1 correct) processes have called choose_leader(w)′

in w (Line 2-4, it is actually simpler to implement than
choose_leader(w), e.g. by broadcast & validation). This proce-
dure helps to achieve a globally consistent agreement on whether
the current leader need to be skipped.

Specifically, a leader can only be successfully elected if 2f +
1 processes consider the leader of w reliable and there exists a
vertex v′ of the leader in r1. If v′ meets the commit condition,
each process subsequently assigns scores to the source process
that has to v′ strong edges in r4 according to its own DAG view
(Line 7-8, Line 24-25, Line 35, Line 39). A leader pj that is
deemed unreliable will have its wave temporarily skipped until
the next reliable leader is elected, at which point pj will have
one last chance to be judged as reliable, and if it is still unreliable,
then the functions for which it is the cut-off point of the ordering
will all be delivered to the reliable leader (Line 37-43). This
approach improves the effective throughput because, at the very
least, in DAG-Rider, if an adversary is down or trying to be bad,
the ability of the ABSE to directly skip its ordering round would
save a lot of extra judgement.

In addition, ABSE can also deal with special adversary pat-
terns: in DAG-Rider, if the next valid leader vertex exists a strong
edge to the unreliable leader vertex pj (Line 38-40), then pj can
be elected and it takes at least two rounds of loops to fully order
the vertices within the order_vertices procedure (Line 11-12),

one of which is based on the ordering of pj . ABSE-DAG-Rider
avoids this issue. On the other hand, each round of ordering
with order_vertices requires traversal of all vertices, from
round 0 to the current round (Line 13), which greatly affect the
efficiency when vertices are huge in number. Therefore, reducing
the rounds of ordering can also optimize the performance, as
illustrated in Fig. 5.

It is worth noting that the randomness and fairness of the orig-
inal protocol was preserved after the implementation of ABSE.
This is due to the fact that even if there is a skip in leader during
wave w, processes cannot determine the leader of wave w + 1
until at least f + 1 processes call choose_leader(w + 1),
which matches the original protocol. The following step is to
demonstrate that ABSE does not introduce any further inconsis-
tencies.

Lemma VII.1. In ABSE-DAG-Rider, if no more than f + 1
correct processes deem the leader of a wave to be reliable, then
all correct processes will skip the leader.

Proof: If no more than f+1 correct processes deem a leader
to be reliable, the get_wave_vertex_leader procedure will
return null for all processes. Based on the code, all processes
will refrain from committing any proposals and proceed to the
next round. �

Lemma VII.1 covers both the second and third cases refer-
enced in Section III-B. ABSE-DAG-Rider maintain consistency
behavior for these cases.

Lemma VII.2: In ABSE-DAG-Rider, a wave w leader
follows the election process in DAG-Rider if at least f + 1
correct processes consider it reliable.

Proof: If at least f + 1 correct processes consider the leader
of w reliable, then the choose_leader′ returns true for all
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processes. If the leader has vertex v1 in the DAG[round(w, 1)]
and there are 2f + 1 strong edges to v1 in DAG[round(w, 4)]
or there is a strong edge to v1 of a reliable leader vertex in the
subsequent round, v1 is pushed into leadersStack to wait for
ordering. This is identical to that in DAG-Rider. �

Since each process maintains its Scores locally, thereby
preventing introducing extra communication complexity. Us-
ing Cachin and Tesero’s [53] information dispersal protocol
instantiation calculates the DAG’s bit complexity by dividing
the bits sent by correct processes per round by the total ordered
values. The complexity is O(n2 log(n) + nM), where M
is the message size, including a set of proposed values and n
references with a process id of size log(n). If each message
batches n log(n) values, the bit complexity of a broadcast
is O(n2 log(n)). Each process can broadcast once per round,
limiting a correct process to n reliable broadcasts, hence the
total bit complexity per round is O(n3 log(n)). A minimum
of 2f + 1 = O(n) vertices are ordered each round, ordering
O(n2 log(n)) values. Therefore, the amortized communication
complexity is O(n), the same as the original protocol.

We show that ABSE-DAG-Rider satisfies the properties of
the BAB problem (as defined in Section III-A) in Appendix B
of the supplementary material.

VIII. EVALUATION

Overview: We implemented ABSE-Chained-HotStuff and
ABSE-DAG-Rider in about 4 K and 2.5 K lines of Rust code
respectively, with the ABSE module contributing around 240
lines to each. We utilize Ed25519 and BLAKE3 for crypto-
graphic tasks such as digital signatures, and TCP connections for
inter-process communication via the Tokio library. The client,
operating as an independent single-threaded process, dispatches
transactions to processes at a tunable frequency. Configuration
is retrieved from JSON files and command line arguments.
We developed modules namely, CONFIG-GEN and GENERATE,
to automate the generation of configuration files for diverse
experiments. The codebase is hosted on GitHub repositories to
ensure reproducibility.3, 4

Our evaluation emphasizes latency and throughput as primary
performance indicators. Latency is calculated from the time
a client initiated a transaction to the time it was committed.
Throughput is the rate of committed transactions per second.
Additional metrics such as memory usage, and the percentage
of malicious leaders are also considered. Our evaluations re-
veal that the ABSE-enhanced versions effectively mitigate the
effects of malicious leaders with negligible resource overhead,
leaving the original protocol’s baseline performance virtually
unaffected.5

3 https://github.com/BerserkRugal/ABSE-Chained-HotStuff
4 https://github.com/BerserkRugal/ABSE-DAG-Rider
5 We compare ABSE-integrated protocols with their original counterparts

rather than across different protocol families. This approach isolates ABSE’s
specific impact on leader election quality by keeping other protocol variables
constant. We selected Chained-HotStuff and DAG-Rider as representative pro-
tocols because they form the foundation for many state-of-the-art leader-based
BFT systems in partially synchronous and asynchronous settings, respectively.
By demonstrating ABSE’s effectiveness on these foundational protocols, we
establish its potential adaptability across different protocol families (thus

This section evaluates ABSE-Chained-HotStuff with Chai-
ned-HotStuff regarding performance under malicious processes,
base performance & scalability, and the impact of various
baselines, illustrating ABSE’s advantages. We also executed
similar experiments for ABSE-DAG-Rider and DAG-Rider.
Due to space constraints, they are not included in this primary
text for the following reasons: the existing open source code of
HotStuff has been tested over time, whereas there is no reliable
open source code for DAG-Rider so far; HotStuff exhibits
stable performance, whereas DAG-Rider suffers from unstable
performance as the protocol advances; the existing open-source
code for the DAG protocol does not fully implement the Global
Perfect Coin, necessitating alternative methods for simulating
choose_leader(w)′. The evaluation of ABSE-DAG-Rider is
included in Appendix C, available online in the supplementary
material.

Setup: We conducted the experiments in this section on a
cluster of up to 16 Aliyun’s Cloud Elastic Compute Service
(ECS) u1-c1m2.4xlarge instances, each with 16 vCPUs and
32 GB of memory, running Ubuntu 22.04 LTS and deployed
rustc 1.67.0-nightly. All CPU cores are supported by Intel(R)
Xeon(R) Platinumc. We use n to represent the network size,
and use f to represent the number of malicious processes.
All processes are evenly distributed across instances and con-
nect others to build a consensus network. The labels CH, and
ACH represent the experimental results for Chained-HotStuff,
ABSE-Chained-HotStuff respectively.

Performance under malicious processes.6 We studied the
systems’ performance variations under malicious processes as
the consensus advances (view grows). Our experimental param-
eters were n = 16, f ranging from 1 to 5 (notated as ”f1”,
”f3”, ”f5”), a batch size of 400, a payload size of 128 bytes,
network delay of 0 ms, and a timeout of 1000 ms. The client
sends packets to each process at a rate of 2000 transactions per
second (note that the client sending rate for this experiment is
fixed and does not bring the system to its performance limit under
present parameter settings, which is different from the rate set in
the subsequent experiments). The baseline score was set at 1/2
expectation, with a maximum view jump of 6. These malicious
processes were simulated by enabling certain processes to inten-
tionally discard all messages and disregard any requests. Figs. 6
and 7 illustrate the system’s (average) performance fluctuations
under malicious processes for the first 2000 views. In Fig. 6,
malicious processes are concentrated, while in Fig. 7, they are
uniformly distributed. The former scenario is more detrimental
in leader-based BFT systems as it results in consecutive timer
timeouts.

illustrating its generality). While comparing with other reputation mechanisms
would be valuable, practical limitations including protocol-specific dependen-
cies (i.e., designed for specific protocol types or network assumptions and often
cannot be adapted to both Chained-HotStuff and DAG-Rider simultaneously),
implementation availability (i.e., lack of open source implementations), and
complementary rather than competitive designs (to ABSE) make such compar-
isons challenging for this study.

6 Since we use a basic and generic ABSE module in the present algorithms,
more complex adversary capabilities are not simulated here, e.g., vote validly
but lead maliciously, which requires the addition of score deduction mechanisms
for the leader after a failed consensus or an increase in the score weight of
leader’s valid proposal, as discussed in Section III-B. Nevertheless, the ultimate
anticipated effectiveness of ABSE are largely analogous.
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Fig. 6. Variations in system performance under concentrated faults distribution in the first 2 k views. 128-byte payload, 400 batch size, 0 ms network delay and
2 ktx/s injection rate per process. The subfigures from left to right indicate throughput, latency, percentage of malicious leaders (frequency of malicious leader
elections).

Fig. 7. Variations in system performance under uniform faults distribution in the first 2 k views. 128-byte payload, 400 batch size, 0 ms network delay and 2 ktx/s
injection rate per process. The subfigures from left to right indicate throughput, latency, percentage of malicious leaders (frequency of malicious leader elections).

Fig. 8. Number of view jump changes in the first 2000 views for various
malicious processes distributions.

We observe that ABSE-Chained-HotStuff’s performance ini-
tially mirrors the original protocol’s. However, as the consensus
progresses, the ABSE module enables processes to gradually
identify and label the malicious ones. Consequently, the pro-
portion of malicious processes being elected as a leader dimin-
ishes, leading to a significant surge in overall system throughput
and a corresponding reduction in latency. For ABSE-Chained-
HotStuff, assuming all other factors remain constant, a concen-
trated distribution of malicious processes (denoted as ”concen-
trated”, with the corresponding uniform distribution referred
to as ”uniform”) results in enhanced throughput and reduced
latency. This outcome can be attributed to the reduced number of
view jumps, as multiple consecutive malicious processes can be
bypassed in a single action, as demonstrated in Fig. 8. However,
this effect is minute and can be considered negligible for small
systems.

Base Performance and Scalability (fault-free cases): We ex-
amined the base performance and scalability of the systems
under various transaction sizes, system sizes, network delays,
and batch sizes. The first experiment was conducted with n =
4, 16, 64, 256, a payload size of either 128 bytes or 1024 bytes
(denoted as ”p128”, ”p1024”), a batch size of 400, a network la-
tency of 0 ms, and a timeout of 1000 ms. The second experiment
was conducted with batch sizes of 400, 800, 1200, 1600, network
latencies of 10 ms or 50 ms (denoted as ”d10”, ”d50”, we use
the traffic control tool tc in Linux to simulate network delay),
n = 16, a payload size of 128 bytes, and a timeout of 1000

ms. Throughput and latency data were obtained by adjusting
the client sending rate from underload to overload conditions
and recording the data at the inflection points. The results of
these experiments are displayed in Figs. 9 and 10, respectively.
Note that when not explicitly stated, the performance is mea-
sured during the systems’ steady state rather than measured
within a specific view range subsequent to the initiation of the
protocol.

On the whole, ABSE-Chained-HotStuff exhibits minimal per-
formance degradation (nearly identical performance) compared
to the original protocol base, with ABSE module only con-
suming minimal extra memory. This demonstrates that ABSE
does not add significant overhead when there are no faults.
Specifically, since all extra data structures of the ABSE module
are stored locally by each process and not communicated among
them, varying batch sizes, network latencies, and payload sizes
have negligible effects on the impact of ABSE introduction
on the original protocol’s throughput, latency, and memory
consumption. However, an increase in system size does cause the
latency gap between ABSE-Chained-HotStuff and the original
protocol to gradually widen - as more processes need to be scored
- but this gap remains relatively small even at 256 processes. The
extra memory usage introduced is negligible at larger system
scales, and this holds true for batch size as well.

Impact of various baselines: We explored how different
baselines affect system performance under various conditions.
The experiment parameters were set with n = 16, a baseline
ranging from 0.5 to 1.25 times the expected value ((r − 2) ·
Pr[V ]/(3f + 1), as calculated in Section III-B), a batch size of
400, a payload size of 128 bytes, and a timeout of 1000 ms. The
results are presented in Fig. 11. In general, the baseline must
not surpass the expected value; otherwise, the process will be
unable to keep pace with the baseline increase, even if it earns
a score in every round. This situation would prevent the system
from electing a reliable leader within the maximum jump range,
leading to most rounds timing out, severely degrading system
performance.
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Fig. 9. System performance comparison under various system sizes and payload sizes with 400 batch size and 0 ms network delay. The subfigures from left to
right indicate throughput, latency, and memory usage.

Fig. 10. System performance comparison under different batch sizes and network delays with 16 processes and 128-byte payload. The subfigures from left to
right indicate throughput, latency, and memory usage.

Fig. 11. Impact of various baselines on system throughput (left) and latency (right) under different conditions: normal situation, presence of faults, delay
differences among processes with 16 processes, 128-byte payload, and 400 batch size.

When the baseline score is within the expected value, under
normal circumstances (denoted as ”normal”), an excessively
high baseline score can be problematic (throughput falls below
what it would be without ABSE usually indicates too high a
baseline). It may cause some rounds where processes cannot
agree on the same leader, thereby triggering a timeout and
affecting system performance (since not all processes can score
per round). However, this is not the case when there is a delay
difference among processes (denoted as ”delay”). We manu-
ally added a delay of 1–16 ms to each of the 16 processes.
Interestingly, a slightly higher baseline resulted in improved
performance, as higher-delay processes are identified as ”unre-
liable” during consensus and excluded from the leader election.
As a result, processes with lower delay are usually elected as
leaders. Furthermore, a higher baseline score is also appropriate
when dealing with malicious processes. We conducted an ex-
periment with f = 5, finding that although the chosen baseline
scores had almost no impact on the system’s final performance
(denoted as ”f5-final”), higher baseline scores enabled the sys-
tem to detect malicious processes more quickly in the early
stages of consensus. This effect is well illustrated by the system’s
performance at the 1000th view (denoted as ”f5-1000”).

IX. CONCLUSION

We explored ABSE, an Adaptive Baseline Score-based Elec-
tion approach, aimed at reducing the adverse impact of malicious

leaders in leader-based BFT systems. ABSE focuses on accumu-
lating scores for processes based on their consensus contribution,
strategically bypassing less reliable participants during leader
election. We highlighted the implementation challenges and
provided a formal description of ABSE, defining its generic
components and adherence rules to ensure global consistency.
We apply ABSE to two different BFT protocols, demonstrating
its scalability and negligible impact on protocol complexity. Our
results indicate that ABSE effectively mitigates the effects of
malicious leaders with minimal resource overhead in systems
deploying up to 16 servers and 256 processes, leaving protocols’
base performance largely intact. We believe ABSE is a powerful
and practical approach, and will be applicable to a diverse range
of BFT systems due to its high scalability to customize the scor-
ing mechanism and baseline score for specific scenes and needs.
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