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Abstract

Learning Extended Deterministic Finite Automata
(EDFAs) from traces provides an interpretable way
to model sequential behaviour, but the quality of the
learned automaton strongly depends on the heuris-
tic evaluation function used during state refine-
ment. This paper investigates a new heuristic evalu-
ation function for EDSM-based EDFA learning in-
spired by the Gini impurity criterion used in CART
decision trees. Three Gini-based variants are in-
troduced: a local variant that evaluates impurity at
the immediate split, a future-state variant that eval-
uates impurity over the affected future states, and a
weighted variant that uses a parameter A to balance
the influence of final and intermediate tails. The
variants are implemented in the FlexFringe frame-
work and evaluated on several time-series classi-
fication datasets and the CTU-13 network traffic
dataset. Hyperparameters are selected using vali-
dation data, and final performance is measured on
test sets using accuracy, specificity, EDFA size, and
final-state consistency. The results show that Gini-
based refinement can improve the structural quality
of learned EDFAs compared to RTI by producing
smaller automata and more class-consistent final
states while maintaining competitive accuracy. The
weighted variant obtains the best average EDFA
accuracy among the proposed variants, although
among the Gini variants, higher consistency often
comes at the cost of larger automata. These find-
ings suggest that Gini impurity is a promising ba-
sis for heuristic evaluation in EDSM-based EDFA
learning, especially when interpretable and class-
consistent automata are desired.

1 Introduction

Software systems are often intended to follow an abstract be-
havioural model, but maintaining such models is costly in
fast-paced development. When the system under test (SUT)
lacks an explicit model, one can infer an approximate finite-
state model from observed behaviour. For complex systems,
finite-state machines can be extended with guarded multivari-
ate transitions, yielding Extended Deterministic Finite Au-
tomata (EDFAs).

When the SUT is available to interact with, active learning
can be used to build the underlying DFA by directly query-
ing the subject software. This setting has been studied exten-
sively, with Angluin’s L* algorithm being a classical example
for learning regular languages from membership and equiva-
lence queries [2].

However, in many cases, the underlying system is not di-
rectly available or is unknown - examples include reverse en-
gineering external software or analysing network traffic be-
haviour between unknown parties. Here, only pre-generated
logs or traces are available, so the underlying model can only
be approximated from a finite and possibly unrepresentative
sample.

For simpler systems that can be modelled by a small DFA,
efficient state-merging algorithms such as EDSM have been
developed [7]. Even though complex systems with memory
can also be represented as a DFA, they become exponentially
larger in terms of number of states when compared to au-
tomata with guards [12]. Therefore, efficient Extended DFA
learning is important for compact and interpretable model
representations of complex systems.

Verwer et al. [12] developed the EDSM-based RTT algo-
rithm to learn DRTAs - a specific case of an Extended DFA
with only one variable. The algorithm has been augmented
to also learn Extended DFAs, whose implementation is avail-
able in the FlexFringe framework [13]. This paper focuses on
exploring a new RTI-based algorithm for EDFAs inspired by
Decision Trees.

Research question This paper addresses the following
main research question:

Can a Gini-based refinement evaluation heuristic
improve EDFA learning compared to RTI, while
maintaining interpretable automaton structure?

This question is divided into three subquestions:

1. How do Gini-based EDFA variants compare to RTI and
CART in classification accuracy?

2. How do the variants affect EDFA size and final-state
consistency?

3. Does weighting final and intermediate future states im-
prove over simpler Gini-based variants?

2 Related Work

2.1 Passive DFA Inference and State Merging

Lang, Pearlmutter and Price introduced Evidence-Driven
State Merging (EDSM) in the context of the Abbadingo DFA
learning competition [7]. For each pair of candidate states
in the APTA (see Section 4), the learner temporarily per-
forms the proposed merge. If this creates nondeterminism,
the target states of nondeterministic transitions must also be
merged; this determinization process is described by Lang
et al. [7]. Candidate merges that would combine incom-
patible states are rejected. All remaining candidate merges
receive an evidence score equal to the number of accepting—
accepting and rejecting—rejecting state pairs merged by the
proposed merge and its forced determinization merges. The
valid candidate with the highest score is then performed.

The Blue-Fringe framework reduces the search space by
restricting candidate merges to pairs between a connected red
core and its blue fringe [7]. This pattern is reused in later pas-
sive automata-learning work, including RTI for DRTAs [12].

2.2 Real-Time Automata and RTI

Verwer, de Weerdt and Witteveen extended the state-merging
approach from DFAs to Deterministic Real-Time Automata
(DRTAS) [12], a specific subtype of Timed Automata [1]. A
DRTA extends a regular DFA with a single delay value mea-
suring the time since the previously received symbol. Transi-
tions can then impose bounds on this delay.



RTI is based on red-blue EDSM, but constructs a timed
APTA that initially ignores delay values [12]. It resolves tim-
ing inconsistencies by splitting transition guards; for exam-
ple, a guard interval [n,n’] can be split at ¢ into [n,¢] and
[t+1,n].

This split operation is the main conceptual addition over
EDSM. RTI must decide between three kinds of actions:
merging two candidate states from the red core and blue
fringe, splitting a transition into two new future states, or per-
forming an extend operation that promotes a blue state to
red. The algorithm scores these actions with evidence func-
tions inspired by EDSM. Their experiments show that RTI
substantially outperforms a sampling approach that first re-
moves timing by encoding delays as ordinary symbols and
then runs EDSM on a regular DFA. This result is important
for the present work: it suggests that guarded transition struc-
ture should be learned directly, rather than indirectly through
a blown-up DFA with attribute values encoded within the al-
phabet.

2.3 Position of This Work

This work is rooted in the FlexFringe framework [13], which
provides the core framework for EDFA learning - the Blue
Fringe state expansion, as in the EDSM algorithm, as well
as evidence-based splitting and merging, as in the RTT algo-
rithm. The focus of this paper is to propose a novel evidence
scoring heuristic for splitting and merging refinements in the
EDFA setting.

3 Preliminaries

3.1 Background: CART and Gini

Classification and Regression Trees (CART) are supervised
decision-tree models that recursively partition a data set by
selecting tests on input features [4]. For classification, a train-
ing set is usually written as

D = {(thl)a ey (X’ma ym)}7

where x; is a feature vector and y; is a class label from a finite
class set C'. A binary split divides the input space into two
subregions, for example by testing whether the jth feature
satisfies z; < 6 for some threshold 6 [3, p. 633].

CART chooses splits by measuring how mixed the class
labels are before and after the split. One common measure is
the Gini impurity. For a subset A C D, let

€Aly=c}

|A|
be the empirical fraction of examples in A with class label ¢ €
C. The Gini impurity is the probability of misclassification if

an example from A were assigned a label randomly according
to the class distribution in A:

GA) =) pe Y. peo=_ pe(l—pc)

L)

ceC  ceC\{c} ceC
= pe= ) pi=1-) 7
ceC ceC ceC

The value is zero when all examples in A have the same class
label, and is larger when several classes are mixed. For a

candidate split that partitions A into Ay, and Ag using some
threshold value 6, the weighted post-split impurity is
Gan(dr. Ar) = P a(ay) + el gay),
A Al
The preferred split is the one that minimizes this value, or
equivalently the one that maximally reduces impurity com-
pared with G(A). That is,

(j*.6%) = arg max
7,0

G(4) - ('Aji{’e)'emm,a))

|Ar(j,0)] ‘
ﬁTlc:(AR(g, 9)))] :

where Ay (j,0) and Agr(j,6) are the subsets induced by the
candidate feature-threshold pair (7, 6).

3.2 Definition of an EDFA

EDFAs or EFSMs are used to refer to any formal structure
based on a well-established DFA (for the definition see e.g.
Sipser [11]) which augments its capabilities in any way. In
literature on Software Models or Software Verification, ED-
FAs can be seen to be based on regular symbol transitions and
predicates over parameters and context variables [8]. They
might also treat the attached parameters as memory contents
that can be updated at every state [14]. In order to avoid con-
fusion, this paper includes its separate definition, which fits
more precisely into the FlexFringe learning framework.

An Extended Deterministic Finite Automaton EDFA is a
7-tuple (Q,IL T, A, qo,C, T ), where

* (@ is a finite set called the states,

o II =31 X X9 X...x Xy is ajoint alphabet, where each
>’; is the alphabet of the corresponding symbol compo-
nent,

e I' = Dy Xx Dy x ... x Dy, where each D; is a totally
ordered attribute domain of the corresponding attribute,

*c ACQxIIx(I'xTI) x Q is a finite set of guarded
transitions. A transition (¢, 7, (L, u),¢’) € A can be
taken only if the attribute vector a € I satisfies the guard

Vie{l,...,n}:
* qo € Q is the starting state,
» C is the set of types of final states, '
* 7 : @ — C is a partial mapping of a state to its type.

lj SCLJ‘ < uj,

For 1,u € T, the notation
Lu)={ael|Vje{l,....n}:; <a; <u;}
denotes the corresponding half-open hyperrectangle in the at-

tribute space.

Let M =(Q,IILT",A,qo,C,7) be an EDFA and let
t = (m1,a1)(m2,a3) ... (mn, &,) be a trace where each tuple
(mi,a;) € II x T, m; is a member of the joint alphabet and
a; = (an,..., am)T is a multivariate attribute vector. A
valid finite computation of M over a trace ¢ is a sequence of
states rg, 71, ..., 7y, € ( with three conditions:

'Often C = {Accept, Reject}, but arbitrary types are also al-
lowed



* To = qo,
o forevery i € {1,...,n}, there exists a guarded transi-
tion (r;_1, m;, (L;, u;),7;) € A such that
a; € [ll, ui),
o T(ry) is defined.

A trace receives its predicted class from the final state of
its computation in M. We write

Typep(t) = T (rn)

when the computation is valid. Otherwise, Type,,(t) is in-
valid.

For each class ¢ € C, the language of EDFA M of type c,
denoted L.(M), is the set of traces whose derived type is c:

Lo(M) = {t € (ITxT)* | Typey(t) = ¢}

The multiclass language recognized by M is therefore the
family
L(M) ={L(M)|ceC}

Two traces t = (71,a1)(m2,a2) ... (Tp,a,) € (I x T)*
and t' = (7},a})(nh,a%)...(n),,al,) € (Il x I')* are said
to be symbolically identical if and only if they have the same
length and the same sequence of joint symbols:

/
n=m and V(1. nm =T

3.3 Determinism

Automaton M is deterministic if any two guarded transitions
with the same source state and joint symbol but different tar-
get states have disjoint guards. That is,

V(gmeQxm

Y (g,m,(u),p)ea
(@, (1 u'),p)eA

p#p = [Lu)n[l',u)=10

For deterministic EDFAs, the guarded transitions induce a
partial transition function

0:QxIIxTI'—Q,

where §(g,m,a) = ¢’ exactly when there exists a guarded
transition (g, 7, (1, u),¢’) € A such that

ac[lu).

Note that § being a partial function expresses the deter-
minism condition above: for each state ¢ € @, joint symbol
7 € II, and attribute vector a € I, there is at most one suc-
cessor state. If §(q, w, a) is undefined, the trace is invalid.

3.4 Nerode Equivalence for EDFAs

For a single language L C (II x I")*, the usual Nerode equiv-
alence relates two prefixes when no possible continuation
can distinguish them with respect to membership in L [10;
5]. In the multiclass setting, an EDFA M recognizes a family
of languages

L={L.C(IxT)|ceC).

For two traces z,y € (I x I')*, define the multiclass Nerode
relation =, by

T =Ly <= V.emxr): Veec
rz € L. S yz € L.

Let M = (Q,II,T, A, qo,C,T) be a deterministic EDFA
and let L(M) = {L.(M) | ¢ € C} be its family of class
languages. The partial transition function ¢ extends to traces
as

0@ x(IIxD)* — @,

where 6*(¢q, €) = ¢ and
0* (g, w(m,a)) = 6(0" (g, w), 7, a),

whenever the intermediate state and next transition are de-
fined. The EDFA M therefore induces an equivalence rela-
tion =), on traces whose runs are defined:

r=my < 0°(q,7) = 6" (q0,9)-

Two traces are equivalent with respect to M when they reach
the same state. For deterministic EDFAs, traces that reach
the same state have the same future behaviour and therefore
the same type after every continuation. Hence =, refines the
multiclass Nerode congruence of L(M):

T=EMY = T=£M) Y-

In learning, the target language £(M ) is unknown. A finite
labelled sample can only reveal a partial approximation of the
future behaviour of observed prefixes. State merging can be
understood as hypothesizing that two observed prefixes be-
long to the same Nerode equivalence class. Conversely, tran-
sition splitting can be understood as hypothesizing that two
symbolically identical prefixes with different attribute values
have distinguishable futures and should therefore reach dif-
ferent hypothesis states.

4 Problem Description

We assume that the target system is behaving de-
terministically and can be modelled by an EDFA
M= (Q,IIL,T' A, q,C, 7). Given is a finite labelled
sample of traces over the same joint alphabet and attribute
domains. We write this sample as a family

S=1{8,CIIxTI) |cec),

where S. contains the observed traces labelled with class
c. Equivalently, the sample may be viewed as a set of la-
belled pairs (¢,c) with t € S.. In the binary case this re-
duces to the usual positive/negative setting by taking C =
{Accept, Reject}.

Now, similar to DFA and DRTA learning [12], the
goal of the learning procedure is to find a small

EDFA M = (Q,11,T, A, Go,C,7) such that every labelled
sample trace is assigned its observed class:

VeeC: S.CL(M).

The initial hypothesis in passive automata learning is an
Augmented Prefix Tree Acceptor (APTA). An APTA exactly
represents the observed sample: each observed prefix corre-
sponds to a state, the empty prefix corresponds to the root,
and two traces share the same path for as long as they share
the same symbolic prefix. In the EDFA setting, the initial
APTA ignores the attribute values altogether, same as the



[—o0, 00)? —00,00)?

Figure 1: Example EDFA APTA over two attributes. Double circles
denote final states. The trace (a, (1,4))(a, (2, 3)) labelled with class
c1 and the trace (a, (7, 1))(a, (8, 2)) labelled with class c2 end in the
same inconsistent state because the initial APTA ignores attribute
values. Every initial transition guard covers the full attribute domain
[—o0, 00)%.

timed APTA in RTI [12]. Consequently, if traces with dif-
ferent class labels have the same symbolic prefix but different
attribute values, they can end in the same state. Such a state is
temporarily inconsistent because it carries evidence for mul-
tiple classes. The initial guards cover the whole attribute
domain, and later transition splits specialize these guards to
remove inconsistencies. An example of an initial APTA is
shown in Figure 1.

Starting from the APTA, the learner tries to generalize the
sample and move the hypothesis toward consistency. State
merging identifies two states that appear to have the same fu-
ture behaviour. This reduces the size of the hypothesis, but
can also force additional merges when determinism would
otherwise be violated. For EDFAs, the learner can also re-
fine the hypothesis by splitting transitions. This operation is
analogous to the transition-splitting routine used by RTI for
DRTASs [12], but it must work over multiple attributes instead
of a single delay value.

Let
6= (¢,m (Lu),q)

be a guarded transition in the current hypothesis. Consider a
candidate split of ¢ on attribute j at threshold 6, where [; <
6 < uj. Let ug be equal to u except (ug); = 6, and let 1y
be equal to 1 except (lg); = 6. The split removes the old
transition § from A and adds two new guarded transitions
with non-overlapping bounds:

§" = (¢,m (Lug),q") Y = (q,7,(lp,u),q)
A" = (A \ {5}) U {5Lv 5U}v

where ¢” is the newly created successor state. As in RTI, the
traces that fire § are then separated into two sets of labelled
suffixes. For a trace t = xz(m,a)z, where x reaches ¢ and
(m,a) fires ¢, define

S<5(4,0) = {(z,¢) | x(m,a)z € S, c € C, a; <0},
and
S55(73,0) ={(z,¢) | x(m,a)z € S¢, c€C, a; > 6}.

After the split, the suffixes in Sss(j,#) remain assigned to
the old successor state ¢’, while the suffixes in S—5(7,0) are

assigned to a newly created successor state ¢”’. The hypothe-
sis behind such a split is that the two successor states do not
represent the same Nerode class: the attribute values sepa-
rated by the threshold should lead to distinguishable future
behaviour.

The central problem is to decide what should be counted
as evidence for or against this hypothesis. The proposed ap-
proach uses a modified Gini criterion to measure how homo-
geneous the separated suffix sets are with respect to their class
labels and future behaviour, and therefore to score whether
the candidate split on (6, j, 8) is useful.

S Proposed Gini Scoring for EDFAs

5.1 Split refinements
Consider a guarded transition

0= (¢g,m (1,u),v)

from a source state ¢ to a successor state v on symbol 7. A
candidate split chooses an attribute j and a threshold 6. The
guard is stored on the outgoing transition of g, but the data
being separated is the subtree rooted at v. The split partitions
the tails into two groups, S<;s(j,0) and S<s(j,6), where

S<5(j7 9)

S>5 (]7 9)
S<s(J,0) is routed into the old state v, while S<;5(j,6) is
routed to a new state v’. Every trace with a suffix in S<5(7, 6)
that would follow the future states v — w — p — ... be-
fore the split now has a duplicated future routed through v’:
v’ — w’ — p’ — .... This duplicated structure is shown in
Figure 2.
After the split, § is removed, while 6* and 6V are created:

5L = (%777 (la u@)vvl) 6U = (Q>7T7 (197 u),v)

Every state stores information about traces being routed
through that state, and which of them finish at that state or
continue further. Let 7°(u) be the set of tails stored in state
u that passed through the transition 6. Let Tr(¢) denote the
complete trace from which a tail ¢ originates. In the classi-
fication setting considered here, the class set C is the set of
observed final trace labels, and every tail inherits the label of
its complete trace. Thus y(t) = y(Tr(t)), and

T2(u) = {t € T°(u) | y(t) = c}.

Three variants of the Gini impurity evaluation for a node u
in an EDFA M are proposed:

contains tails with a; < 6,

contains tails with a; > 0.

Variant 1: Local The simplest possible approach is to treat
the split exactly like a decision-tree node split. Before the
split, only the class distribution at the state v is considered.
After the split, only v and its duplicate v’ are considered. The
Gini impurity score G(v) of the state v is

Sy 1N~ 1N (TN
e =1-35t=1- (750

ceC ceC

Before performing the split (4, 7, 9), record
Gre(v) = G°(v)

pre



before split
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§U old future
(1o, u)
5L //‘\ //‘\ //‘\
Scs [ A e B VL et B Y S R
\ s \ Y \

(Lug)  ~- - -
duplicated future

Figure 2: Horizontal view of a transition split. The old transition into v is replaced by two guarded transitions: observations in S>5(J,0)
continue through the old future rooted at v, while observations in S<;(7, 0) are routed through the new successor v’ and a duplicated future

subtree.
After performing the split, trace counts at v and v’ are up-
dated. Two new guards 6~ and 6V take place of §. Let

N, =|7°" ()| and N, =|T%" ().

The fractions of tails routed through v and v’ are then

N,
Ty = )
Ny + Ny
Ny
Ty = —F/———.
NU + Nu’

Now, the local impurity reduction h(d, 7, 8) can be calculated
as

U

h(s,5,0) = G? (v) — 7 GO (V)

pre

(v) =1y G?

Every split score h(d, 4, 6), is tested against the threshold
«, so that the final evaluation is
h(67j79)7 lfh(67j’ 9) Z a)
h*(6,5,0) =
—1, otherwise.

Here « corresponds to the implementation parameter
min_split_score.

This approach ignores the future subtree completely. It
only asks whether the immediate successor state becomes
more label-homogeneous after separating the tails.

Variant 2: Future aware Let F(u) be the set of fu-
ture states reachable from u by the tails 7°(u). Note that
u € FO(u). After the split, the class distributions of all states
in F°(u) could possibly be changed. Therefore, we propose
including all states F(u) in the Gini impurity calculation,
so that it represents the expected label disagreement at a ran-
domly chosen future tail occurrence, weighted by tail mass.
We will consider a general case where each tail can contribute
a count based on some weight w, which from now on will be
referred to as fail mass. Consequently,

M[T) = w(t)

is the total mass of a set of tails 7.

For the future subtree rooted at v, define the total mass
Ms(w)= Y M[T°(k)].
keFS(v)

Let p,, s be the fraction of the combined tail mass from tran-
sition ¢ that is passing through n. That is,

M[T*(n)]
Pns = —; 7~ -
M;(v)
Also define within-state class probabilities
e _ MITE(n)]
P = ML ()

Then we define the future-aware Gini impurity at state v as
(see Appendix for full derivation)

Z Dn,s pr,,,a Z pfr,l,é
neFs(v) ceC c’eC\{c}

1 M[T2(n)]”
Ms(v) 2. 2 MI[T°(n)] -

neFd(v) ceC

G (v) =

=1

Let v
my= Y M[T" (k)]
keFY (v)

My = E

keFst (v')

MT? (k)

my, Myt

Ty = and 7, =

My + My My + Moy
Before evaluating a candidate split, the pre-split impurity
is recorded as
Ggre (U) = G(s (U)a
computed on the subtree rooted at v. Similarly to Variant 1,
the Gini impurity score is

h(5,7,0) = G5 . (v) — 1,G® (v) — 1o GO (V).

pre

For Variant 2, the tail weighing function w(t) is simple:

w(t) =1



Variant 3: \-weighted future-aware Variant 3 uses the
future-aware formulation of Variant 2, but assigns tail weights
according to a parameter A € [0, 1]. For a split (4, j,6) on a
transition 6 = (g, m, (1,u),v), let Ls(Tr(¢)) be the number
of future tail occurrences contributed by the complete trace
Tr(t) after firing J, including the final tail occurrence. Define
n 1-A

Ls(Tx(t))

Two main issues motivate this choice. First, if continuing
and final tails were weighted the same, continuing tails would
dominate the contributions to the final score. For a tail of re-
maining length [ starting from 4, it is counted [ — 1 times as
a continuing tail, and only once as a final tail. For longer
traces, final tails would become negligible, possibly leading
to states with lower consistency. Second, if the trace sam-
ple contains both short and long traces, then the longer traces
are counted more frequently since they pass through more
states. That leads to a higher contribution of longer traces to
the Gini impurity, which skews the true impurity. The first
issue is addressed by introducing the parameter A\, which al-
lows the learner to assign more weight to final tails. Setting A
closer to 1 favours consistency in final states. The second is-
sue is resolved by dividing every tail’s non-final share by the
remaining length of the corresponding trace, counted starting
from the transition 4. It effectively limits a single trace’s total
contribution to the impurity to 1 when added throughout all
the states it traverses after 0.

wy (t) = A1[Final(t)]

5.2 Merge refinements

The FlexFringe framework selects two candidate states
q,q € Q for a merge refinement. The Gini merge scoring re-
quires the separate impurities of these states before the merge,
and then the impurity of the new state ¢* after the merge. The
scoring routines for the variants follow from their split coun-
terparts.

Variant 1: Local
stored in u, and let

Te(u) = {t € T(u) | y(t) = ¢}
be the tails in © whose complete trace has class label c. The
local Gini impurity of u is

aw =1~ (a1

For a state u, let T'(u) be the set of tails

ceC
Let
Ny =|T(g)] and Ny =|T(q")],
and define
N, N,
rg=-——=2— and 71y =-—=3I—.
a Nq =+ Nq/ a Nq =+ Nq/

The pre-merge impurity is
Gpre(Qa q/> = TQG(q) + T(I'G(q/)'
The post-merge impurity is
Gpost(qa q/) = G(q*)
The local merge score is therefore
hmerge((L q/) = Gpre(Q7 q/) - Gpost(Qv ql)
=1,G(q) +r¢G(d) — G(q").

Variant 2: Future aware Merging is a reversed splitting

routine, but there is no transition § whose routed traces must

be isolated. Weight function w(t) is the same as in splitting.
Let

Tuc(n) = {t € Tu(n) | y(t) = c}
be tails in n originating from u whose complete trace has
class label c. As in the split routine, let

M[T) = w(t)

be the total mass of a set of tail occurrences 7.
For the future region rooted at u, define the total mass

my =Y M[T,(k)].
kEF (u)
The future-aware impurity rooted at « is then
Z M[Tu,C(n)]z '
nEF(u) ceC M[T,(n)]

G(u):l—L

My

States with zero mass are ignored in the summation.
Before the merge, the two candidate states are scored sep-
arately. In particular,

mq = Z M[Ty(n)] and mg = Z M[Ty (n)].

neF(q) neF(q")
Define
m M
rq = — 4  and Ty = S —
Mg + My Mg + My

The pre-merge impurity is
Gpre(Q7 q,) = TqG(Q) + Tq’G(q,)'
The post-merge impurity is
Gpost(Q7 q/) = G(q*)
The Variant 2 merge score is therefore

himerge(d,4') = Gpre(q:4') — Gpost(4,4)

Variant 3: )\-weighted future aware Variant 3 uses the
same merge routine as Variant 2, but replaces the unit weight
w(t) = 1 by the A-weighted future mass used in the split
routine. Since a merge has no transition ¢, the normalising
quantity is not the remaining length after a transition. Instead,
before each candidate merge, the algorithm makes a single
pass over the future occurrences rooted at ¢ and ¢’ and counts
how many occurrences from the same trace appear in each
candidate future region.

Let O,(Tr(t)) be the number of future tail occurrences
contributed by the complete trace Tr(t) in the future region
rooted at u. Then the merge weight is

1-A
Ou(Tx(t))”
The counts Oy, Oy, and Oy« are computed separately: first

for the future region of ¢, then for the future region of ¢/, and
finally for the future region of the temporarily merged state

*

wi o (t) = A1[Final(t)] +

The Gini formulas are otherwise identical to Variant 2, but
use the corresponding w) ,, when computing each mass term
MIT).



5.3 Final evaluation

After calculating the scores of all merges and splits, the one
with the highest score is performed. The score of an extend
operation is 0. Ties are broken by choosing a refinement re-
sulting in smallest size of the automaton.

6 Experimental Setup and Results

The accuracy of the Gini heuristic was assessed on Time-
Series classification problems. They can be encoded as a
trace of a constant symbol with attached values from the
time series, e.g. time series (1,2,3,...) can be encoded as
(a,1)(a,2)(a,3) ... with an arbitrary symbol a.

The Gini variants were compared to RTI and CART. For
CART, the data were encoded as a feature vector of size
length x dimensions.

Datasets used in the experiment were sourced from the
aeon [9] Python package, which provides a unified interface
to the UCR time series repository. Table 4 (see Appendix)
summarizes the selected datasets. They were then converted
to the Abbadingo csv format. The UCR datasets are pre-
split into train and test partitions. The train partition was
subsequently split into train and validation sets in a 75/25
ratio. The validation set was used to tune A\, «, and RTI’s
confidence_bound; the random seed was 190.

The Gini evaluation function is also tested on a network
flow dataset CTU-13 [6]. The dataset contains logs of net-
work traffic at the Czech Technical University in Prague,
where regular traffic is intertwined with botnet traffic. The
logs from all 13 botnet scenarios were collected into coherent
sessions between hosts, sampled uniformly in lengths from
5 to 30 and converted to the Abbadingo format for training
and prediction. Any trace containing at least one botnet-
labelled flow was labelled botnet, and the rest — benign.
The number of traces was stratified to 1500 per class, and the
train/validation/test split is 15/15/70. For CART, every part
of the trace was encoded numerically into a feature vector of
size 1 + max_length x (num_attributes + 1), where the
first feature stores the trace length and the extra per-step fea-
ture stores the symbol. Shorter traces were padded on the
right, with zeros for missing attributes and —1 for symbols.

Gini Variant 3 relies on two parameters: A and the split
score threshold . The experiments were run with different
combinations of these parameters on an 11 x 11 grid, cho-
sen from the range A € [0, 1], € [0.01,0.2]. Parameter « is
never set to 0, since then it accepts every possible split, which
leads to an exponential growth of the number of states and
long runtime. It is also capped at 0.2, since higher values al-
low little to no splits to occur, which often causes the APTA to
collapse to a single state. Similarly, the other variants and RTI
were run with different values of « and confidence_bound
respectively. Best parameters were chosen based on the vali-
dation set.

Alongside accuracy and specificity, final EDFA size and
state consistency are reported. For multiclass datasets, speci-
ficity is computed as the macro-average of one-vs-rest speci-
ficity over all classes. Consistency is the fraction of final
states that are pure, where a final state has at least one train-
ing tail ending in it and is pure if all such tails have the same

Table 1: Summary of the experimental results. See the full table in
the Appendix.

Dataset

Gini accuracy on test set [%] RTI accuracy[%] CART
Vi(a) V2(«) V3(a, N) (conf. bound) baseline [%]
Average 60.27 62.95 67.04 63.86 80.22

Table 2: Summary of the structure metrics for learned EDFAs. See
the full table in the Appendix.

Dataset Vi V2 V3 RTI
Size Consistency | Size  Consi y | Size  Consi y | Size Consistency |
Average | 4.00 0.73 [ 1230 0.78 [ 4120 0.94 | 303.10 053 |

class label. It is interpreted together with EDFA size, since
consistency is easier to achieve with larger automata.

Figure 3: Accuracy, EDFA size, and final-state consistency surfaces
for CTU-13.

7 Discussion

Variant 1 & 2 Since Variant 1 completely disregards the
deeper states after the split, it was expected to perform the
worst. This is true on average; however, for 3 datasets it
scored better than Variant 2, and for the CTU-13 dataset it
scored the highest out of all methods used, which was unex-
pected. Running the experiment with other random seeds (2,
180) confirms this result. Figure 4 shows this EDFA.

Variant 2 scored on average 2.68pp more than Variant 1,
which suggests that extending the local implementation to
consider all the future states is a reasonable choice. Even
though Variant 2 yields better accuracy in general, Variant 1
cannot be fully discarded as worse, since it performed best on
the CTU-13 dataset.

Variant 3 The performance of Variant 3 shows promising
results. It matched or outperformed Variant 2 on 9 of the 10
datasets, with CTU-13 being 1.5pp worse. In terms of accu-
racy, the results therefore give little reason to choose Variant
2 over Variant 3 whenever a validation set is available, al-
though Variant 2 may still be preferable when compactness
is the main concern. Comparing the EDFAs of two variants
in Figure 6 and Figure 7 (see Appendix), Variant 2 is less
entangled and is more easily interpretable than Variant 3. Ta-
ble 6 (see Appendix) shows that in 3 cases Variant 3 settles
on A = 0, which for datasets with traces of equal length, as
in the case of UCR datasets, behaves like Variant 2. Then, in
both cases each tail has constant weight, hence constant con-
tribution to the total impurity. In the other 7 cases, a dataset-
specific A is chosen, that puts more significance on final tails.

Lambda All runs except for FreezerRegularTrain show
a sharp decline in accuracy, size and consistency of the final
EDFA when A = 1, that is, when only final states are con-
sidered in the impurity calculation and intermediate states are
irrelevant. An example of this pattern can be seen in Figure 3.



Figure 4: EDFA learned with Gini Variant 1 on CTU-13.

Figure 5: EDFA learned by Variant 3 on CBF.

The opposite behaviour of FreezerRegularTrain is plotted
in Figure 11 (see Appendix). Even though A = 1 often re-
sults in smaller size, it should not come at a cost of accuracy
nor consistency. This result suggests a limitation of purely
EDSM-like techniques, which only factor in the changes in
final states. It supports a claim that non-final future states
contain important evidence regarding the similarity between
states.

Greedy search and alpha In comparison to
CART, EDFAs underperform the most for Coffee,
SonyAIBORobotSurface2 and CBF. Inspecting the corre-
sponding CART models reveals that splitting happens on
positions deep into the time series, e.g. coffee is only split
once on the 159th value (Figure 9 in Appendix). Similarly,
Figure 8 (see Appendix) shows how the CBF dataset is split
on two deeper values and Figure 5 shows the corresponding
EDFA. EDFA learning follows a greedy state refinement
procedure. When valuing a split, CART considers all
positions of the series at once, whereas an EDFA checks the
splits sequentially from left to right. As a consequence, when
a proper split should happen only late into the series, the
greedy search is likely to find locally satisfactory splits above
the « threshold before reaching this depth. Consequently, a
globally useful late split may never be selected.

Gini vs. RTI RTI remains a strong EDFA baseline. Variant
1 performs worse than RTI on average, although it achieves
the best result on CTU-13. Variant 2 reaches almost the
same average accuracy as RTI, suggesting that incorporat-
ing future-state impurity makes the Gini heuristic competitive
with the established RTI method. Variant 3 gives the clearest
improvement: it obtains the highest average EDFA accuracy
among the EDFA methods and outperforms or matches RTI
on 8 of the 10 datasets. This improvement is also reflected
in the structural metrics. RTI produces the largest automata
on average, with 303.10 states and final-state consistency of
0.53. The Gini variants are substantially smaller, and Variant
3 achieves much higher final-state consistency of 0.94 while
still using only 41.20 states on average. Although Variant 3
is larger than the simpler Gini variants, this additional size
appears to improve the separation of classes in final states
while still remaining far more compact than RTI. This sug-
gests that the additional tail-weighting parameter A\, when se-
lected on validation data, improves the flexibility of the Gini-
based heuristic and provides a useful trade-off between accu-
racy, compactness, and class consistency.

8 Conclusions and Future Work

This paper investigated Gini impurity as a refinement evalu-
ation heuristic for EDSM-based EDFA learning. Three vari-
ants were implemented in FlexFringe: a local split heuristic, a
future-aware heuristic, and a A-weighted future-aware heuris-
tic. The answer to the main research question is positive, but
conditional: Gini-based scoring can improve EDFA learning
compared to RTI in average accuracy and structural qual-
ity, but the improvement is not uniform across all datasets.
The weighted variant achieved the best average EDFA accu-
racy among the EDFA methods, produced substantially more
class-consistent final states than RTI, and remained much
smaller on average. Nevertheless, CART still achieved higher
average classification accuracy overall.

In terms of accuracy, Variant 3 performed best among the
EDFA methods, while Variant 2 was close to RTI and Variant
1 was weaker on average. In terms of structure, the Gini vari-
ants generally produced smaller automata than RTI, and Vari-
ant 3 achieved the highest final-state consistency, although it
was larger than the simpler Gini variants. The results suggest
that future-state information and weighting are useful when
scoring EDFA refinements: Variant 2 improved over the lo-
cal Variant 1 on average, while Variant 3 further improved the
trade-off between accuracy and structure. When interpretabil-
ity is the highest priority, however, Variant 1 or Variant 2 may
still be preferable because they produce simpler automata, at
the cost of lower average accuracy and final-state consistency.

Future work should address the limitations of the greedy
refinement strategy. In particular, when the most informa-
tive split occurs late in a trace, locally attractive early splits
may prevent a better global structure from being learned.
Alternatives such as Monte Carlo tree search over candi-
date refinements could be explored. Further experiments on
variable-length traces and additional software or network-
behaviour datasets would also help clarify when Gini-based
EDFA learning is most useful.



9 Responsible Research

This work does not involve collecting new data from human
participants. The time-series datasets are public benchmark
datasets obtained through aeon and the UCR archive. The
CTU-13 dataset is also public, but it consists of real network
data. The experiments only use this data for aggregate model
evaluation and do not attempt to identify users, hosts, or or-
ganizations whose traffic was recorded in this dataset.

The network-security use case of EDFASs has to be handled
carefully. Better malicious-traffic classifiers can support de-
fensive systems, but models trained on such data may also
reveal patterns useful for evasion. The results in this paper
should be interpreted as an evaluation of a learning heuristic,
not as a deployable intrusion-detection system. Any practi-
cal deployment would require additional validation, monitor-
ing, and human oversight, especially because false positives
or false negatives can have serious consequences.

Research reproducibility is achieved by the use of public
datasets, a fixed preprocessing pipeline to convert traces
to Abbadingo format, a decision-tree baseline, and a fixed
grid over A and «. The parameter grid, preprocessing
scripts, dataset splits, and random seeds are reported to-
gether with the results and supplied with the paper. The code
from this research is available at a public fork of FlexFringe at
https://github.com/tobizal/flexfringe-tobi.git.

Development of this research was supported by the use of
Al tools. ChatGPT 5.5 helped to fix a memory leak which
stalled running EDFA learning on bigger datasets. At the start
of this research, FlexFringe did not fully support the EDFA
workflow required for these experiments, so the LLM was
used to extend saving and loading APTAs with arbitrary data
guards on multiple parameters. This was crucial for running
the automaton in the predict mode. Scripts for data con-
version, experiment execution and results visualization were
made with the help of ChatGPT 5.5. Nevertheless, all other
components central to this research such as literature review,
Gini scoring ideas with derivation and implementation, ex-
periment design, and writing, were made by the author.
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A Appendix

Derivation of the Gini formula used by Variants 2 and 3:
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Figure 7: EDFA learned by Variant 2 on the CTU-13 dataset.

Figure 12: Accuracy, EDFA size, and final-state consistency sur-
faces for italypowerdemand.

17 N __

Figure 13: Accuracy, EDFA size, and final-state consistency sur-
faces for Ham.

Figure 6: EDFA learned by Variant 3 on the CTU-13 dataset.

Gind accuracy, EDFA size, and inalstate consistency surfaces: reezemegulartrain

Figure 14: Accuracy, EDFA size, and final-state consistency sur-
faces for ECG200.

Figure 11: Accuracy, EDFA size, and final-state consistency sur-
faces for FreezerRegularTrain.

Figure 15: Accuracy, EDFA size, and final-state consistency sur-
faces for CBE.




Table 3: Detailed EDFA test-set metrics. Accuracy and specificity are reported as percentages. Size is the number of states in the final EDFA,
and consistency is the fraction of final states that are class-pure.

Dataset Vi V2 V3 RTI

Acc. Spec. Size Cons. Acc. Spec. Size Cons. Acc. Spec. Size Cons. Acc. Spec. Size Cons.
cbf 36.22 68.17 3.00 1.000 35.33 67.68 4.00 1.000 42.56 71.28 5.00 1.000 33.11 66.67 1.00 0.000
coffee 46.43 45.90 3.00 1.000 46.43 45.90 3.00 1.000 46.43 45.90 7.00 1.000 46.43 45.90 461.00 1.000
ctu-13 92.38 92.36 8.00 0.625 89.32 89.30 10.00 1.000 87.82 87.79 74.00 1.000 82.31 82.28 38.00 0.750
ecg200 64.00 50.00 1.00 0.000 64.00 50.00 1.00 0.000 65.00 55.03 131.00 0.909 69.00 61.81 278.00 0.778
ering 55.56 91.11 8.00 1.000 67.41 93.48 8.00 1.000 67.41 93.48 8.00 1.000 64.81 92.96 279.00 0.818
freezerregulartrain 76.42 76.42 3.00 0.000 80.00 80.00 54.00 0.667 89.61 89.61 19.00 0.857 68.42 68.42 990.00 0.375
ham 49.52 48.97 2.00 1.000 53.33 53.54 26.00 0.500 61.90 61.22 70.00 0.875 61.90 61.71 805.00 0.529
italypowerdemand 66.18 66.14 5.00 0.667 72.79 7277 11.00 0.667 83.58 83.60 25.00 0.778 83.38 83.38 68.00 0.500
sonyaiborobotsurface2 61.49 60.27 4.00 1.000 59.71 62.72 3.00 1.000 59.71 62.72 4.00 1.000 68.42 69.16 48.00 0.500
twoleadecg 54.52 54.54 3.00 1.000 61.19 61.21 3.00 1.000 66.37 66.38 69.00 1.000 60.84 60.87 63.00 0.000
Average 60.27 65.39 4.00 0.729 62.95 67.66 12.30 0.783 67.04 71.70 41.20 0.942 63.86 69.31 303.10 0.525

Table 4: Time-series datasets selected for the experiments. Dataset Table 6: Summary of the experimental results. Hyper-parameters

statistics follow the format reported by the Time Series Classifica- were chosen based on validation sets. Accuracy listed was calcu-
tion website. lated based on the test sets.
Dataset Train num.  Testnum. Length No. of dimensions  No. of classes Dataset Vi@ Gini acc':;;‘(:();;’" test set ['\7';%(0‘» > Rﬂgﬂ:?'::;ﬁg? basf]/i\nlzli%]
FreezerRegularTrain 150 2850 301 1 2 cbf 36.2(0.01) 35.3(0.01) 42.6 (0.01, 0.5) 33.1(0) 71.9
cbf 30 900 128 1 3 Coffee 464 (001) 464 (001) 464 (0.01,0) 264 (1) 593
ham 109 105 131 1 2 CTU-13 92402 __893(0029) __878(0.01,03) §23(0) 9138
sonyaiborobotsurface2 27 053 65 1 5 ECG200 640(0.029) 640 (0.029) 650 (0.086,0.9) 69.0 (0.5 730
italypowerdemand 67 1029 o4 1 5 ERing 556 (0.143) 674 (0.143) 674 (0.143,0) 648 (03) 70.0
ECG200 100 100 96 1 2 freezerregulartrain 76.4(0.01) 80.0 (0.029) 89.6 (0.029, 1) 68.4 (0.5) 91.8
Ham 495001 533(0.029) _ 61.9(0.029,05) 619 (0.1) 66.7
Eggieadecg %(3) 1217309 g i g Ttalypowerdemand 662 (0.08) 728 (0.067) _ 83.6(0.162,0.9) 83405 968
9 : sonyaiborobotsurface? | 61.5 (0.086) __59.7 0.0) __ 59.7 (0.01,0) 684 (0.1) 746
coffee 28 28 286 ! 2 twolcadecg 545000  612(001) 664 (0.067,08) 603 (0.1) 764
Average 60.27 62.95 67.04 63.86 30.22

Table 5: Structure metrics for learned EDFAs.

Dataset VI V2 V3 RTI
Size C Size C Size C Size Consi:
cbf 3.00 1.00 4.00 1.00 5.00 1.00 1.00 0.00
coffee 3.00 1.00 3.00 1.00 7.00 1.00 461.00 1.00
ctu-13 8.00 0.63 10.00 1.00 74.00 1.00 38.00 0.75
ecg200 1.00 0.00 1.00 0.00 131.00 0.91 278.00 0.78
ering 8.00 1.00 8.00 1.00 8.00 1.00 279.00 0.82
freezerregulartrain 3.00 0.00 54.00 0.67 19.00 0.86 990.00 0.38 Gin accurscy, EDFAsize, and fntstate consisency sufaces: sonyalborobotsutacez
ham 2.00 1.00 26.00 0.50 70.00 0.88 805.00 0.53 :
italypowerdemand 5.00 0.67 11.00 0.67 25.00 0.78 68.00 0.50 Accuracy EDrASize Finalstate consistency
sonyaiborobotsurface2 4.00 1.00 3.00 1.00 4.00 1.00 48.00 0.50
twoleadecg 3.00 1.00 3.00 1.00 69.00 1.00 63.00 0.00
Average 4.00 0.73 12.30 0.78 41.20 0.94 303.10 0.53
.
b

Figure 18: Accuracy, EDFA size, and final-state consistency sur-
faces for sonyaiborobotsurface2.

Figure 16: Accuracy, EDFA size, and final-state consistency sur-
faces for Coffee.

aceuracy EDfAsize Finastate consistency sccuracy eorsize Finolstate consistency

Figure 17: Accuracy, EDFA size, and final-state consistency sur- Figure 19: Accuracy, EDFA size, and final-state consistency sur-
faces for ERing. faces for twoleadecg.



t35_c0 < 0.462
gini = 0.658
samples = 23
value = [8, 9, 6]
class =1

t31_c0<1.718
gini = 0.49
samples = 14
value = [8, 0, 6]
class =0

Figure 8: CART decision tree for the CBF dataset.

(a AND value >= -0.418068)

OR (a AND value >= -0.51463 AND value < -0.509521) (3 AND value >~ mleglxﬁ';g”::?; ;0.3153:3)5)
OR (a AND value < -0.672989) 5319 AND valoo < .2905¢)

OR (a AND value >= -0.654035 AND value < -0.645319) -

OR (a AND value >= -0.629094 AND valuc < -0.618481)

OR (a AND value >= -0.591827 AND value < -0.563427)

OR (a AND value >= -0.559772 AND value < -0.548462) 4&2‘;&%‘::;:;‘%?%?

OR (a AND value >= -0.543276 AND value < -0.518419) -

Figure 20: EDFA learned by Variant 1 on the Cofee dataset.

t159_c0 <0.814
gini=0.5
samples = 20
value =[10, 10]
class=0

True False

Figure 9: CART decision tree for the Coffee dataset.

Figure 10: CART decision tree for the CTU-13 dataset.
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