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Chapter 17
Outlook: From Physics of Failure to Physics  
of Degradation

W. D. van Driel, M. Yazdan Mehr, X. J. Fan, and G. Q. Zhang

The history of reliability as we know it now goes back to the 1950s, when electron-
ics started to play a major role for the first time. Now, seven decades later, with 
million times more complex electronic systems, the industry is facing a continuous 
increase of early and wear-out failures with accompanying consequences. Nowadays, 
products with high failure rates may come under public scrutiny due to negative 
customer feedback publicly shared on websites, eventually building bad reputation 
for a company [1, 2]. To cover the increasing demands in product reliability perfor-
mance, three distinct waves can be noted [3]:

•	 Wave 1: Stress-based

The first wave was characterized with the establishment of a test-to-failure 
approach based on standardized stress-based tests. Examples are thermal cycling, 
moisture testing and operational tests under combined conditions. Each of these 
tests got standardized in the semiconductors industry by dedicated bodies, like, e.g. 
JEDEC, IEEE or IEC [4, 5], to enable smooth comparison between suppliers and 
test houses. Understanding of possible failure modes gradually increased in several 
industries using semiconductor devices, but the use of prediction models was still 
limited.
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•	 Wave 2: Knowledge-based

The second wave continued from all the test results obtained over a period of 
30–40  years in the first wave. Companies started to understand the physics that 
caused failure modes in their products. Test schemes changed to test-to-failure 
instead of test-to-pass. Still standardized tests are used under the condition of simi-
larity: if a previous product that differed slightly from a new one, no new testing was 
required. This wave is characterized as knowledge-based qualification [6]. Models 
became commonly used in this wave both analytical and/or numerical (using finite 
element methods) ones.

•	 Wave 3: Application-based

In the third wave, application conditions are considered. All industries performed 
a substantial amount of application studies in which with dedicated sensor are used 
to measure the actual loading, in terms of temperatures, vibrations and/or external 
forces. Here measure, in some cases, means monitoring so that the data is logged 
continuously and send to an online database. Although standards are not yet avail-
able, some bodies did publish guidelines [7].

Per today, most industries are in the transfer coming from wave 2 towards wave 
3. Wave 3 goes hand in hand with the current development of machine learning, 
digital twin driven diagnostics or prognostics and health monitoring [8]. These tech-
nologies are needed to move to wave 4: degradation-based. (Fig. 17.1)

Degradation is apparent in all things and is fundamental to both manufactured 
and natural objects. It is often described by the second law of thermodynamics, 
where entropy, a measure of disorder, tends to increase with time in a closed system. 
Simply said things age. The natural ageing and degradation of materials have been 
a subject of study by engineers and scientists for many, many years. But with the 
demands placed on new engineered materials and devices for electronics, 

Fig. 17.1  Waves in reliability
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computing, aerospace and biomedical applications, the reliability of such over time 
has become more and more crucial [9, 10].

Degradation is apparent in naturally occurring materials and structures as well as 
human-engineered materials and devices. In everyday experience, it is the ever-
present phenomena of spontaneous loss of some quality, functionality and order. 
Work must be done from outside the system of interest to maintain that functionality 
or that order. The second law of thermodynamics formally captures this idea with 
the concept of entropy or disorder, which states [10]:

During real processes, the entropy of an isolated system always increases. In the state of 
equilibrium, the entropy attains its maximum value.

This loss of order or degradation has many terms or phrases to label the phenomena, 
such as ageing, deterioration, devolution and wear-out. It is this degradation in elec-
tronics that this book has explored.

The mechanisms of degradation for a variety of materials and structures cover a 
wide range of discipline categories such as thermal, mechanical, chemical, biologi-
cal and so on. All associated degradation mechanisms require the knowledge and 
understanding of natural processes and thus are grouped together as the physics of 
degradation. As mentioned above, the fundamental underlying principle is entropy 
and the second law of thermodynamics.

Regardless how carefully crafted, devices are made of materials that generally 
exist in metastable states. A state is referred to as being metastable if it is only 
apparently stable and susceptible to change/degradation. The driving force for 
materials degradation is a lower Gibbs Potential. When we apply a generalized 
stress ξ to a material, it tends to increase (not lower) the Gibbs Potential. Therefore, 
a stressed material is even more unstable and even more susceptible to degradation. 
Since electronic devices are fabricated from materials (and materials degrade with 
time), then these devices will degrade with time. Engineers are confronted with the 
very difficult situation—they must manage the degradation rate in order to prevent 
failure.

Here, health monitoring [8] and/or digital twin technologies [11, 12] may sup-
port the engineers to understand, master and forecast the physics of degradation. 
The concept of digital twin is relatively new. It was conceptualized during the early 
years of the twenty-first century and has gained traction mainly during the last 
decade. The primary reason behind it is the further digitalization of the electronic 
industry, which has been accelerated by the newly emerging IT technologies. Digital 
twin enables system optimization, monitoring, diagnostics and prognostics using 
integration of artificial intelligence, machine learning and big data analytics. It can 
be used for predicting failures and estimating lifetime of electronic components, 
which then allows for scheduling preventive maintenance. Launching a preventive 
maintenance program like this allows company to save time and costs and avoid 
customer dissatisfaction as well as unwanted lawsuits. This will be embraced in the 
fourth wave of reliability, physics of degradation, which will also reduce the amount 
(and cost) of product release testing.
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