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Abstract

Homomorphic Encryption (HE) enables computation directly on encrypted data,
while offering strong cryptographic and privacy guarantees for data-driven sectors like
healthcare, finance, and cloud computing. However, practical adoption of HE is severely
limited by its computational overhead and specialized expertise requirements.

This thesis investigates the financial feasibility of HE by analyzing its Total Cost
of Ownership (T'CO), an overlooked but crucial factor for researchers, companies, and
cloud service customers deciding whether to adopt HE. Building on performance bench-
marks from Guillot et al. and Lo et al., we evaluate the runtime, resource requirements,
and personnel costs of Fully Homomorphic Encryption (FHE) across different work-
loads, and Amazon Web Service (AWS) cloud configurations.

Our results show that encryption and expert labor dominate the cost, with encryp-
tion accounting for over 80% of the runtime and personnel expertise exceeding 98% of
the total annual cost ($125,558.066). These findings highlight that, despite the secu-
rity benefits of HE, its financial overhead restricts its adoption to organizations with
substantial cryptographic expertise and budgets.

This thesis equips researchers and companies with data-driven insight into HE's
true economic impact and underlines the need for further optimization and automation
to make HE accessible and cost-effective for broader, real-world use.

1 Introduction

In the digital age, data is one of the most valuable assets for both public and private orga-
nizations. Healthcare [1], finance [2], and government agencies [3] increasingly rely on data
analytics to improve decisions and optimize operations. However, this reliance on data raises
serious privacy and security risks [4], especially when analyses involve personal or sensitive
data and are processed in cloud environments or by third-party service providers [5].

To address these privacy risks, a variety of privacy-preserving technologies have been
developed [6]. Among them, Homomorphic Encryption (HE) has emerged as one of the
most promising. Homomorphic encryption allows computations to be performed directly
on encrypted data, without the need to decrypt it first. The most advanced form of this
technique is fully Homomorphic Encryption (FHE), introduced by Craig Gentry in 2009 [7],
it supports an arbitrary number of computations on ciphertexts and thus enables complete
data analysis workflows to be conducted securely. This capability is particularly appealing in
privacy-sensitive contexts, for example, collaborative research, outsourced computing, and
multi-party computation.

Despite its theoretical appeal, HE has seen limited adoption outside of research proto-
types. The main barriers are its significant computational overhead [8], and critically, its
significant financial burden. Most of the literature has focused on algorithmic advances and
security properties, not on the practical financial implications of HE deployment. Without
transparent estimates of its Total Cost of Ownership (TCO), companies and research teams
cannot make informed decisions.

This thesis addresses that gap by investigating the following central research question:

What are the financial costs associated with the use of Homomorphic En-
cryption for privacy-preserving data analytics?



We explore the financial viability of HE in realistic cloud environments, using publicly
available cloud pricing and salary data to model total expenses. By following existing
benchmarks on HE schemes (Guillot et al. [9] and Lo et al. [10]), we evaluate encryption
parameters, execution times, and hardware choices in order to quantify the real-world costs
and scalability of FHE-based analytics. The findings will help researchers, businesses, and
service providers understand not only HE technical requirements but also its economic im-
pact, a critical step towards making privacy-preserving computation practical at scale.

Our contribution: First, we reduce the time and effort required to understand Ho-
momorphic Encryption by providing a clear and detailed overview of its core concepts and
schemes. Second, we extend the work of Guillot et al. [9] by presenting a more granular and
transparent Total Cost of Ownership (TCO) analysis, thereby offering a deeper, practical
insight into the real-world financial implications of deploying HE.

The paper is organized as follows: 1.Introduction, 2.Background and Technical Overview,
3.Performance Evaluation, 4.Cost Evaluation, 5.Conclusions and Future Work and 6.Re-
sponsible Research, after which are the references.

2 Background and Technical Overview

This section provides the theoretical and technical foundation for understanding Homo-
morphic Encryption (HE). We review its historical evolution, encryption structure, and
operational mechanics, highlighting how HE has progressed from an abstract concept to a
practical tool for privacy-preserving data analytics.

2.1 History of Homomorphic Encryption

The concept of homomorphism in cryptography was first introduced by Rivest, Adleman,
and Dertouzos in 1978 [11] as a theoretical approach to the problem of computing on en-
crypted data without decryption.

To support arbitrary computation over encrypted data, an encryption scheme must allow
at least addition and multiplication, as these operations form a functionally complete set over
finite sets. Specifically, any possible function that combines two binary variables can be
constructed using only XOR (addition), AND (multiplication), and NOT (negation) gates [12].
HE schemes may be either symmetric, using the same key for encryption and decryption,
or asymmetric, using distinct keys. A general method to convert between symmetric and
asymmetric HE schemes was presented by Rothblum in 2011 [13].

An encryption scheme is said to be homomorphic over an operation x if it satisfies the
property: E(mj) * E(mz2) = E(mq *ma), Vmy,ms € M (1), where E is the encryption
algorithm and M is the is the set of all possible messages.

Over the past decades, homomorphic encryption has evolved through three major gen-
erations, each addressing limitations of the previous:

e First-Generation of HE(Partially Homomorphic Encryption): Early HE schemes,

such as those based on the RSA cryptosystems [14], RAD cryptosystems [11] and
Goldwasser-Micali (GM) cryptosystems [15], supported only a single operation type
per circuit (addition or multiplication). These schemes suffered from uncontrolled
noise growth with each operation, leading to computational intractability. Decryption



became incorrect when noise exceeded a certain threshold. Security relied on hard
lattice problems like the Closest Vector Problem (CVP) and Shortest Vector Problem
(SVP).

e Second-Generation of HE(Somewhat Homomorphic Encryption) [16]: Was
characterized by much better techniques for controlling the noise, enabling a limited
number of both additive and multiplicative operations simultaneously, while at the
same time basing security on well-established hardness assumptions. These techniques
were accompanied by methods for improving the plaintext to ciphertext expansion
ratio, further improving efficiency.

e Third-Generation of HE (Fully Homomorphic Encryption): Enabled unlim-
ited computation on encrypted data through a breakthrough technique called boot-
strapping, introduced by Craig Gentry in 2009 [7]. This generation further opti-
mized bootstrapping and introduced support for approximate arithmetic (e.g., CKKS
scheme), making HE more practical for real-world applications [17] like machine learn-
ing on encrypted data .

2.2 Structure of a Homomorphic Encryption Scheme

A general homomorphic encryption scheme E is defined by the following tuple of algo-
rithms [18]:

e Setup: Initializes global parameters. Key Generation (KeyGen): Generates a
secret and public key pair for the asymmetric version of HE or a single key for the
symmetric version. Encryption (Enc): Encrypts a plaintext into a ciphertext. De-
cryption (Dec): Decrypts a ciphertext back to plaintext.

e Evaluation (Eval) [19]: Evaluation is an HE-specific operation, which takes cipher-
texts as input and outputs a ciphertext corresponding to a functioned plaintext. The
most crucial point in homomorphic encryption is that the format of the ciphertexts
after an evaluation process must be preserved in order to be decrypted correctly. In
addition, the size of the ciphertext should also be constant to support an unlimited
number of operations, otherwise, the increase in the ciphertext size will require more
resources and this will limit the number of operations.

2.3 Homomorphic Encryption Overview

The term homomorphism is derived from the Greek word homos that means same and
morphe meaning shape, or same structure [20]. Homomorphic encryption (HE) enables one
to perform operations on encrypted data without decrypting them, and the result can be
decrypted only with the secret key. As HE reveals nothing about the input or output except
their sizes during computation, it has been spotlighted as a core technology for applications
such as privacy-preserving computation [21].

2.3.1 Partially Homomorphic Encryption(PHE):

Supports only one type of operation per schema(addition or multiplication).

e Additive PHE supports circuits composed of XOR gates.



e Multiplicative PHE supports circuits composed of AND gates.

Many schemes have shaped the evolution of partially homomorphic encryption (PHE):
Rivest et al. (1978) [14] introduced RSA, the first feasible achievement of the public key cryp-
tosystem; Goldwasser and Micali (GM) (1982) [15] proposed the first probabilistic public-
key encryption scheme; El-Gamal (1985) [22] proposed a new public key encryption scheme,
which is the improved version of the original Diffie-Hellman Key Exchange [23]; Benaloh
(1994) [24] proposed an extension of the GM cryptosystem by improving it to encrypt the
message as a block instead of bit by bit; and Paillier (1999) [25] introduced a novel prob-
abilistic encryption scheme based on the composite residuosity problem. Each of these
contributions improved PHE in its own way, however, this section focuses primarily on
the RSA scheme [14], a major PHE scheme that acts as foundation for many subsequent
homomorphic encryption schemes.

e RSA [19]: RSA is an early example of PHE introduced shortly after the invention of
public key cryptography by Diffie and Hellman (1976) [23]. Moreover, the homomor-
phic property of RSA was shown by Rivest et al. [11] just after the seminal work of
RSA. The security of the RSA cryptosystem is based on the hardness of the factoring
problem of the product of two large prime numbers [26], we do not mean that RSA
is secure, we mean the most basic attack on RSA (e.g., key recovering attack) has
to solve the problem of the factoring of two large prime numbers [19]. For example,
plain RSA is not secure against Chosen Plaintext Attacks (CPAs) as its encryption
algorithm is deterministic. RSA is defined as follows:

e KeyGen : First, for large primes p and ¢, compute n = pg and ¢ = (p — 1)(¢ — 1).
Then, choose e such that ged(e, ¢) = 1, and compute d as the multiplicative inverse of
e modulo ¢, (i.e.,e modulo ¢, (i.e., ed =1 (mod ¢)). Finally, the public key is (e, n),
and the private key is (d, n).

e Encryption : First, convert the message into a plaintext m such that 0 < m < n.
The RSA encryption algorithm is defined as:

¢=E(m)=m® (mod n), Ym € M (2), where c is the ciphertext.

e Decryption : The original message m can be recovered from the ciphertext ¢ using
the private key (d,n) as follows: m = D(c) = ¢? (mod n) (3).

e Homomorphic Property: For m;,mo € M, RSA satisfies the following property:
E(mq)-E(mg) = (m§ (mod n))-(m§ (mod n)) = (m1-mg)¢ (mod n) = E(mqy-msg) (4).

This demonstrates that RSA supports homomorphic multiplication, meaning E(mq -ms)
can be directly computed using E(m1) and E(mg) without decrypting them. However, RSA
does not support homomorphic addition of ciphertexts.

2.3.2 Somewhat Homomorphic Encryption(SWHE)

SWHE schemes support both addition and multiplication operations, but only for a limited
number of computations or circuit depth due to noise accumulation in ciphertexts. While
they are generally faster than FHE for simpler tasks, their computational capacity is con-
strained. Most FHE schemes are built upon SWHE schemes with additional properties that
enable full homomorphism [12]. To be bootstrappable, an SWHE scheme must support the



homomorphic evaluation of its own decryption circuit, meaning the decryption process must
lie within the set of operations the scheme can evaluate homomorphically.

SWHE with bootstrapping is often used as a leveled FHE, where the number of op-
erations is limited but sufficient for many real tasks, noise management requires explicit
design of bootstrapping and squashing if SWHE is extended to FHE [12]. A levelled FHE
means that the parameters of the scheme depend (polynomially) on the maximum number
of multiplications that can be executed (called level L) [27]. The hardness of the scheme
is also based on Ring Learning With Errors (RLWE) problem [28]. BGV [29] is a levelled
FHE that works for both Learning With Errors (LWE) and RLWE [30].

2.3.3 Fully Homomorphic Encryption(FHE

An encryption scheme is called fully homomorphic if it supports an unlimited number of
homomorphic evaluation operations on encrypted data, with the results remaining within
the ciphertext space [19]. Nearly 30 years after the introduction of the concept of privacy
homomorphism by Rivest et al. [11], Craig Gentry proposed the first feasible construction of
an FHE scheme in his 2009 PhD thesis [7]. Gentry's work not only presented the first prac-
tical FHE scheme but also introduced a general framework for constructing such schemes.

The construction of a Fully Homomorphic Encryption (FHE) scheme proceeds in three
stages, starting from constructing an SWHE scheme, then a squashing method to reduce the
circuit depth of the decryption algorithm, and then bootstrapping to obtain fresh ciphertext
completes the creation of an FHE scheme [19)].

Although his original scheme, based on ideal lattices, marked a significant theoretical
breakthrough, it also introduced substantial challenges, particularly in terms of computa-
tional efficiency and implementation complexity. As a result, a large body of research has
since emerged to optimize and improve upon Gentry's foundational scheme, with the most
relevant being Van Dijk et al. [31] an FHE scheme over integers based on the Approximate-
GCD problems, Brakerski et al. [32] an FHE scheme whose hardness is based on Ring
Learning with Error (RLWE) [28], and Lopez-Alt et al. [33] an NTRU-like FHE was pre-
sented for its promising efficiency and standardization properties. NTRU Encrypt is an old
and strongly standardized lattice-based encryption scheme. While we discuss modern FHE
schemes in a dedicated section, this part focuses on the original FHE scheme introduced by
Gentry in 2009.

e Ideal Lattice-Based FHE Scheme [19]:

Gentry's FHE scheme is a GGH type encryption scheme, building on the cryptosys-
tem proposed by Goldreich, Goldwasser, and Halevi (GGH) [15]. However, Gentry
extended the GGH design by embedding noise through a novel two-layer mechanism.
His work began with a Somewhat Homomorphic Encryption (SWHE) scheme based
on ideal lattices as can be seen on Figure 1. As previously discussed, an SWHE scheme
allows only a limited number of operations before noise accumulates to a point where
decryption fails.

To overcome this limitation, Gentry introduced two key techniques: squashing and
bootstrapping. These methods reduce the noise in ciphertexts, effectively transforming
a noisy ciphertext into a fresh one that can support further Homomorphic operations.
By applying bootstrapping repeatedly, the scheme enables an unlimited number of
operations on encrypted data, achieving full homomorphism.



Figure 1: Good and bad bases for an ideal lattice [34].

Gentry used ideals and rings without lattices to design the homomorphic Encryption
scheme, where an ideal is a property-preserving subset of the rings (e.g., the even
numbers). Each ideal used in his scheme was later represented by lattices. For example,
an ideal I in Z[x]/(f(x)), where f(z) is a degree n polynomial, can be represented as a
column of lattices with basis By of length n, producing an n X n matrix. The algorithm
works as follows:

KeyGen: Given a ring R and the basis By of ideal I, the algorithm IdealGen(R, By)
generates the pair (Bjk,B’;k), where Bﬁk and B’;k are relatively prime bases of the
ideal lattice such that I + J = R. Additionally, a Samp () algorithm is used to sample
from a given coset of the ideal, where a coset is obtained by shifting an ideal by a
specific amount. The public key consists of (R, By, B’jk, Samp()), while the secret key
consists of B3,

Encryption: Let ¥ and § be random vectors, and let m € {0,1}™ be the message.
Using the public key B?k chosen from one of the bad bases of the ideal lattice L, the
encryption is: ¢=E(m)=m+7-B;+g- ng (5), where By is the basis of the ideal
lattice L and m + 7 - By is referred to as the noise parameter.

Decryption: The ciphertext is decrypted using the secret key (basis) B5* as follows:
m = ¢— Bk L(Bf]k)_l ~E’—‘ - (mod By) (6), where |-] is the nearest integer function

that returns the nearest integers for the coeflicients of the vector.

Homomorphism over Addition: For plaintext vectors iy, mq € {0,1}", we have:
51 +52 = E(T?ll) +E(7ﬁ2) = Tﬁl +T?L2 + (T_ﬁ +772) . B[ + (!71 +§2) B?k (7) This resulting
ciphertext still preserves the format and lies within the valid ciphertext space. If the
total noise is less than Bf}k /2, decryption works properly and recovers mj + ms by
taking the modulo B of the noise.

Homomorphism over Multiplication: Let & = m + 7- By (8), then, the homo-
morphic multiplication is given by:

. S 5 S o oo . S o k

¢ -G = E(my) - E(my) =€ -+ (€1 -G+ - g1 + g1 -Go) - B (9), where:
1 - €a = 1M1 - Mo + (T?Ll “ Ty + Mo - Th + 771 - FQ) - By (10) If the noise ||€1 . €2|| is small
enough, then the product 1, - 12 can be correctly recovered from ¢ - s.



If the noise parameter is very close to a lattice point, further addition and multiplica-
tion operations are still allowed. This is why Gentry ideal lattice-based scheme is called
Somewhat Homomorphic for now, allowing only a limited number of operations. Since the
noise grows much faster with the multiplication operations, the number of multiplication
operations before exceeding the threshold is limited [19]. In order to make the scheme fully
homomorphic, the bootstrapping technique was introduced by Gentry.

2.4 Re-Encryption Techniques in FHE

To maintain correctness despite noise accumulation, FHE schemes rely on two re-encryption
techniques:

Squashing [19]: Gentry's bootstrapping technique works only when the decryption algo-
rithm has a small circuit depth. To enable bootstrapping, he introduced a technique called
squashing, which reduces the complexity of the decryption circuit. The process is as follows:
a set of vectors is chosen such that their sum equals the multiplicative inverse of the secret
key, (Bik)*l. By multiplying the ciphertext with these vectors, the polynomial degree of the
decryption circuit is reduced to a level that can be homomorphically evaluated. As a result,
the ciphertext becomes bootstrappable. However, this modification introduces a new security
assumption: the hardness of recovering the secret key now relies on the Sparse Subset Sum
Problem (SSSP) [35]. This adds an additional assumption to the schemes provable security.

Bootstrapping [19]: A scheme is called bootstrappable if it can evaluate its own decryp-
tion algorithm circuit [7]. A ciphertext can be cleaned by homomorphically evaluating the
decryption function on it without actually decrypting it [12].

The algorithm works as follows: first, the ciphertext is transformed into a bootstrappable
ciphertext using squashing, then, the bootstrapping procedure is applied to produce a fresh
ciphertext. The process works as follows: assume two distinct public and secret key pairs
are generated, (pky,sk;) and (pks,sks), while the client keeps the secret keys, the public
keys are shared with the server. The encryption of the secret key, Encpy, (sky), is also sent
to the server, which already holds the ciphertext ¢ = Encpy, (m) (11).

Since the SWHE scheme can evaluate its own decryption algorithm homomorphically, the
server can compute: Encpy, (Decgy, (¢)) = Encpy, (m) (12). This produces a fresh encryption
of m under a new public key pk,, and the result can later be decrypted with ska, which is
securely held by the client: Decgy, (Encpy, (m)) = m (13).

Because the scheme is assumed to be semantically secure, an adversary cannot distinguish
the encryption of the secret key from the encryption of zero. In effect, the homomorphic de-
cryption removes accumulated noise from the ciphertext, while the subsequent re-encryption
introduces only a small amount of new noise, rendering the ciphertext fresh again. Further
homomorphic operations can now be performed until the noise threshold is reached once
more.

Despite its power, Gentry's bootstrapping method significantly increases computational
cost, and remains a major bottleneck in the practical deployment of FHE. To address this,
Gentry later introduced an improved KeyGen algorithm [36] and strengthened the security
assumptions underlying the Sparse Subset Sum Problem (SSSP) by providing a quantum
worst-case/average-case reduction.



2.5 Modern FHE Schemes

Current FHE schemes, such as BFV and CKKS, build upon the Learning With Errors
(LWE) and Ring-LWE (RLWE) assumptions [30] to enable more efficient and practical im-
plementations of Homomorphic Encryption. In the following sections, we introduce the core
ideas, security properties, and operational characteristics of these modern FHE schemes,
highlighting their role in bringing Homomorphic Encryption closer to widespread applica-
tion.

2.5.1 BFV [27]

In 2012, J. Fan and F. Vercauteren [37] modified the scheme proposed by Brakerski [38]
from the Learning With Errors (LWE) setting to the Ring-LWE (RLWE) setting [30]. By
applying a simple modulus switching trick, the BFV scheme (also known as FV) provides a
more efficient approach and simplifies the analysis of the bootstrapping step.

The security of BFV-type cryptosystems is based on the RLWE assumption [28]. The
RLWE(A, ¢, x) assumption states that it is computationally hard to distinguish between the
distributions (a,b =a-s+e) (14), and (a,u), where a, s, u are randomly sampled from Ry,
and e is sampled from an error distribution y, given a security parameter A. This assump-
tion has been shown to be hard over ideal lattices [39)].

Let R = Z[z]/(f(z)) be the ring of polynomials used in BFV, where f(z) = 2" + 1is a
cyclotomic polynomial with /N a power of 2. The ring with coefficients in Z, is denoted by
R, = Z4[x]/(f(z)), and the message space is defined as R; for some integer t > 1.

e KeyGen: For a B-bounded distribution y over the ring R, a vector of secret key sk
= s is sampled s < x. Define the public key as: pk = ([—(a - s+ e)]q, a) (15), where
a < R4 and e < x.

e Encryption: Given a message m € R; and pk = (pg,p1). Sample u,eq,es < Y, the

ciphertext is : ¢ = ([po-u+e1 + A-m]g, [p1-u+ ez]) (16), where A = [4].

e Decryption: Let ¢ = (cp,c1) be an encrypted message, compute the decrypted mes-

sage m = [Lé o+ 1 - s}qht (17).

e Addition: Given ciphertexts ¢; = (¢19,c11) and ¢ = (cg9, ¢21), compute the addition:
¢ = ([c10 + c20]g, [c11 + ca1lq) (18).

e Multiplication: Multiply ciphertexts c;(s) and ca(s) to get ¢ = cf+c}-s+ch-s? (19).
This results in a degree-2 ciphertext, which must be reduced to degree-1 [37], this is
called relinearization. Generate a relinearization key rlk by choosing an integer p, sam-
pling a < Ry, and e « X' (X' # x), satisfying rlk = ([—(a-s+e) +p- s%]pg, a) (20),
then relinearize ¢ = ([co + c2,0]q, [c1 + c2,1]q) (21), where:

oo = [|Hemen]] (22), o = [|Hewesparan]] (23), ¢, = [|Hened]] (1), and

(€2,0,c2,1) = (HQ'T;]C[O]-H(I, HC”T;H”H(I) (25).



2.6 CKKS

What makes CKKS [40] draw attention to many researchers is that it allows to perform ap-
proximate additions and multiplications of ciphertexts, where its plaintexts can be vectors of
real and complex values [27]. Homomorphic encryption schemes that support approximate
arithmetic, such as CKKS, are particularly well-suited for computations on real-valued data.
These schemes rely on fixed-point arithmetic, where a scaling factor is uniformly applied to
all values of a given type and remains constant throughout the entire computation.

This is achieved using encoding and decoding methods that map inputs from (C/2 x R)
to R = Z[x]/(xY 4+ 1) and vice versa [40]. During encoding, a scaling factor A > 0 is used
to multiply the input vector z (real or complex), and decoding divides it by A to retain a
precision of approximately 1/A.

Like many other HE schemes, CKKS is also based on the RLWE problem [28]. Below
are the six primary components of CKKS [27]. We begin with an integer p > 0, number of
multiplication L, and a modulus go. For 0 < ¢ < L, we define ¢, = p* - qo.

e KeyGen: Sample a vector s € {0,1, -1} with Hamming weight is exactly integer
h, then sample a <~ R,, and e < x. Define the secret key and public key as:

sk=(1,s), pk=(ba) € R2 withb=—a-s+e-(modqL) (26). Choose an integer
P, sample ¢’ < Rp.q,, ¢ < X, and define the evaluation key as:

evk = (V,a') € R}, ,with b = —a’ - s+ ¢ + P-s*(mod P - qz) (27).

e Encryption: Let ZO(p) be a distribution over {0, 1, —1}" with Probability(Pr)(—1) =
Pr(1) = p/2, and Pr(0) = 1 — p. Sample v < Z0O(0.5), eg,e1 < X, then return the
ciphertext: ¢ = (v - pk + (m + ep, e1) - (mod ¢L)) (28).

e Decryption: For a ciphertext ¢ = (b,a) € R2

2.» the approximate decryption is:
m' =b+a-s(mod q/) = m+ e (29).

2

e Addition: Given ciphertexts c1,c2 € R,

compute: ¢ = ¢1 + ¢z - (mod ¢l) (30).

e Multiplication: The multiplication of CKKS also accompanies a relinearlization step.

Multiply ciphertexts ¢; = (b1, a1) and co = (bg,a2) € Ri, to get:

ch,ch,ch) = (b1 -ba,a1 by +as-by,a1-as) - (mod gl) (31). This results in a degree-2
01 €15 C2 q g
ciphertext to reduce back to degree-1, apply relinearization, it outputs:

c=(ch,c})+ |5 -ch-evk| - ( mod g) (31). After multiplication, the scale grows to
A? . 21 - 29, leading to exponential growth if not controlled.

e Rescale: To manage scale growth, apply modulus reduction and scale normalization.
Given a ciphertext ¢ € RZ, at level £ > ¢, compute ¢/ = % -c| € ( mod gp) (33).
This reduces the modulus and brings the scale back to the target level, helping maintain

accuracy and control noise.

3 Performance Evaluation

This section analyzes the performance of Fully Homomorphic Encryption (FHE) in realistic
settings, focusing on its computational overhead and practical constraints. By reviewing



experimental results from prior studies, we shed light on the actual run times and operational
constraints that researchers and companies must consider when evaluating FHE as a solution
for privacy-preserving data analytics.

3.1 Data Analytics

This section reviews the paper from Lo et al. [10], which explores the feasibility of using
Fully Homomorphic Encryption (FHE) in privacy-preserving machine learning.

While model parameters are encrypted during training, hyperparameters typically re-
main in plaintext. Testing can occur either within the encrypted domain or on the client
side after decryption. FHE supports only specific operations and increases both computation
time and data size, making it less suitable for large datasets or compute-intensive tasks. It
is best applied in scenarios with strict privacy requirements and relatively lightweight com-
putations [10].

To assess FHE practicality in ML, the authors used two libraries: TenSEAL [41], which
supports BFV and CKKS schemes with a Python interface, and Concrete ML [42], an open-
source library that enables encrypted inference and, for some models, encrypted training
using familiar tools like scikit-learn and PyTorch.

Experiments were conducted on Google Colab using the Breast Cancer Wisconsin

dataset [43]. The dataset was reduced from 32 to the 10 most relevant features using
feature importance from a Random Forest classifier. Constant-value features were removed,
and data was normalized to have mean 0 and variance 1. The dataset is balanced, con-
taining 357 benign and 212 malignant samples. Two experiments illustrate the performance
trade-offs of FHE:

1. XGBoost: An XGBoost model was trained on plaintext data (6.27s) and encrypted
afterward (6.36s). Testing on unencrypted data took 0.01s, while encrypted testing required
2,259.50s. Accuracy remained unchanged at 92.98%, highlighting the extreme runtime cost
for encrypted computation.

2. Logistic Regression: This model was trained and tested entirely in the encrypted
domain using Concrete ML. On plaintext data, training and testing took 14s and 0.01s re-
spectively, with a 92.98% accuracy. On encrypted data, training increased to 113.04s and
accuracy dropped to 87.72%, this drop is attributed to quantization [44], a necessary step
for FHE. The model used 16-bit quantization.

The results demonstrate that while FHE can be successfully applied to machine learn-
ing tasks, it imposes significant performance overhead compared to plaintext computation.
Encryption and decryption dominate the run time, making FHE impractical for large scale
analytics workloads nonetheless, in domains where privacy is paramount, such as healthcare
or finance, these overheads may be justified.

3.2 Real-life example

This section reviews the paper from Guillot et al. [9], which presents an experimental frame-
work for evaluating Fully Homomorphic Encryption (FHE) in a cloud computing setting.
The work emphasizes confidentiality, defined as the assurance that data is not disclosed to
unauthorized entities, encompassing data at rest, in transit, and during processing [45].
The experimental setup is implemented in Pyfhel (Python for Homomorphic Encryption
Libraries) [46]. It consists of two main components: a trusted client and an untrusted

10



commercial cloud server. The trusted client contains a homomorphic encryption manager
responsible for encoding, encrypting, decrypting, and decoding plaintext data. On the cloud
side, a homomorphic operations manager performs operations on ciphertexts and returns
the encrypted outputs to the client. This architecture enables a cost-benefit analysis of FHE
in a small-scale cloud application for a real situation.

The CKKS scheme was selected for its robustness during long computations [47], key
performance parameters include the scaling factor, polynomial modulus degree, and the set
of ciphertext modulus primes. The Iris dataset [48] was used for this experiment.

A central finding is that encryption dominates processing time with over 80% of the time
spent on average, while multiplication and decryption combined account for under 10% of
the total time spent. Among all parameters, the polynomial modulus degree has the most
substantial impact: doubling the polynomial modulus degree roughly doubles execution
time. Conversely, the scaling factor and the set of ciphertext modulus primes have minor
effects, specially the scaling factor, which was later excluded from further analysis.

To assess scalability, the original 150-entry Iris dataset was extended to 1k, 5k, and 10k
entries. Processing time increased with dataset size but plateaued, suggesting architectural
or library-level bottlenecks. The study also evaluated different EC2 instance types across
x86 and ARM architectures as shown in Table 1. While instance size had little effect,
architecture significantly influenced performance, the best ARM-based instance(m7g.large)
nearly halved total execution time.

Table 1: EC2 instance types used in the experiments [9].

Arch. | Instance Processor vCPU | GHz | RAM (GB)
x86 mba.large | AMD EPYC 7571 2 2.2 8
t3.large Intel Xeon 8175 2 2.5 8
ARM | tdglarge AWS Graviton2 2 2.5 8
m7g.large AWS Graviton3 2 2.5 8

The experimental results confirm that FHE can be implemented in realistic cloud envi-
ronments, providing robust confidentiality guarantees. However, encryption overwhelmingly
dominates processing times, especially as data and parameter sizes grow. The hardware ar-
chitecture and parameter tuning also play pivotal roles in achieving acceptable performance.
These findings emphasize that while FHE is viable for small to medium datasets, it demands
significant expertise and resources for larger, more complex applications, a crucial consider-
ation for researchers and businesses alike.

4 Cost Evaluation

Here we estimate the yearly financial cost of deploying Fully Homomorphic Encryption
(FHE) for a typical company, focusing on infrastructure, personnel, and operational over-
head. Estimates are based on public sources and align with scenarios from section 3.2 that
are based on Guillot et al. [9].

4.1 Cloud Infrastructure

The reference implementation Guillot et al. [9] used Amazon Web Services(AWS) [49], where
they evaluate several instance types as shown in Table 1. Instance pricing in the Frank-
furt (eu-central-1) region under a 1-year Compute Savings Plan ranges from $56.06/month
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(t4g.large, Linux [50]) to $71.39/month (m7g.large, Linux [51]). Processor pricing in the
region eu-west-3 [52], ranged from $24.06 /month (Graviton 3) to $28.30/month (Intel Xeon
Platinum 8175). Based on performance-per-dollar shown in Guillot et al. [9], the most
cost-effective configuration was the m7g.large instance, powered by Graviton 3.

4.2 Personnel Costs

Implementing and maintaining FHE securely requires at least one cryptography expert.
According to the Economic Research Institute [53], the average gross salary in Germany
for such an expert is approximately $124,412.666/year after being converted from euros to
dollars [54].

4.3 Performance and Operational Overhead

FHE introduces major computational overhead, particularly during encryption, which ac-
counts for over 80% of runtime in many workloads [9]. This can lead to project delays and
productivity loss. Additionally, client-side operations may incur electricity costs not covered
by cloud providers. Allocating resources to FHE may also divert them from other business
priorities.

4.4 Total Cost of Ownership

Total cost of ownership (TCO) is an estimation of the expenses associated with purchasing,
deploying, managing, using and retiring IT assets, such as a product or piece of equip-
ment [55].

e Cloud infrastructure:

— m7g.large instance: $71.39/month x 12 = $856.68 /year.
— Graviton 3 processor (approximate cost): $24.06/month x 12 = $288.72/year.

e Cryptography expert salary: (Approximate cost) $124,412.666/year.

Final cost: cloud infrastructure + expert salary = $125,558.066 /year

Excludes:
e Electricity for local encryption
e Performance-related delays
e Opportunity cost from staff/resource allocation

While cost benchmarks are based on AWS data, cloud providers vary in pricing and per-
formance for each region, which could introduce vendor bias. Additionally, salary estimates
are region-specific (Germany) and may not reflect global averages. These choices may bias
the TCO calculation and should be treated as scenario-specific.
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4.5 Discussion

The Total Cost of Ownership analysis underscores a key finding: personnel expertise is
by far the most significant cost driver in deploying FHE. While the cloud hardware and
software components are relatively inexpensive, approximately $1,145.4 annually, the spe-
cialized cryptography skill set required commands over 98% of the estimated $125,558.066
total cost.

This is an important insight for any research group or company considering HE. Even if
the encryption library itself is open-source and the AWS rates look manageable, successful
deployment requires highly trained personnel who can properly select parameters, optimize
performance, and troubleshoot errors. The scarcity of such professionals inflates the cost
of HE adoption and presents a serious barrier for smaller companies, start-ups, or research
teams that lack the funding to recruit dedicated cryptographers.

This dynamic could exacerbate existing inequalities in data analytics and privacy pro-
tections. Large enterprises or well-funded research labs may embrace HE as a competitive
advantage, while smaller or less wealthy institutions, which could most benefit from privacy-
preserving data analytics, will risk being left behind due to resource constraints.

The results also illustrate an important practical implication: until tools improve and
expertise becomes more widespread, traditional encryption methods that lack computation-
on-ciphertext will remain more attractive to most companies due to their vastly lower cost.
Future research into automation (e.g., auto-parameterization tools, hardware accelerators,
and optimized schemes) and the development of educational curriculum could help address
this skills gap and lower barriers to HE adoption.

Finally, these findings encourage further interdisciplinary work between computer sci-
entists, economists, and policy makers. Knowing the true cost of HE is vital for realistic
planning and could inspire public or private investments, such as training programs or grants,
to make this promising technology more accessible and affordable.

5 Conclusions and Future Work

This section summarizes the key findings and contributions of the thesis, placing them within
the context of Homomorphic Encryption practical and financial challenges. It also highlights
potential directions for future research, addressing open questions and suggesting ways to
overcome current limitations to make privacy-preserving data analytics more accessible,
efficient, and cost-effective.

5.1 Conclusion

This thesis set out to answer a central question: What are the financial and practical im-
plications of using Homomorphic Encryption (HE) for privacy-preserving data analytics?
Focusing on the performance benchmarks and cost analysis presented by Guillot et al. [9],
and extending that work with original Total Cost of Ownership (TCO) modeling, this study
provides a comprehensive evaluation of HE from both a technical and economic perspective.

The results show that while HE offers unparalleled privacy guarantees, allowing computa-
tion on encrypted data without exposing the plaintext, it remains highly resource-intensive.
Experimental findings reaffirm that encryption alone, accounts for over 80% of the total pro-
cessing time in typical workloads, and that performance degrades significantly as encryption
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parameters (e.g., polynomial modulus degree) increase.

Cost modeling reveals that the annual expense of deploying FHE in a cloud-based system
exceeds $125,000, with personnel costs (cryptography experts) making up over 98% of that
figure. This underscores that HE is not merely computationally demanding, it also requires
specialized human expertise, which presents a major barrier to adoption. In contrast, tra-
ditional encryption methods are significantly more cost-effective and operationally efficient
but do not support secure computation on encrypted data.

Furthermore, this study highlights broader ethical and societal considerations. The high
cost and complexity of HE may exacerbate existing digital inequalities, limiting access to
strong privacy technologies for smaller organizations or institutions in resource-constrained
regions. As such, any roadmap towards widespread HE adoption must consider not only
technical optimization but also ethical deployment and accessibility.

While HE is not yet a mainstream solution, its ability to preserve data confidentiality
during computation makes it a foundational technology for the future of secure computing.
As hardware improves, cryptographic libraries evolve, and development tools become more
accessible, HE has the potential to shift from a research innovation to a practical industry
tool.

5.2 Future Work

This research can be extended in several directions, first exploring the cost and performance
of HE across a wider range of application domains including healthcare computations or
financial analytics, would provide more nuanced insights for researchers and practitioners.
Second, future work should investigate the benefits of hybrid encryption techniques that
combine HE with complementary privacy enhancing technologies (e.g., trusted hardware or
multi party computation), potentially achieving a better cost to security balance. Third,
advances in automated parameter optimization and hardware acceleration (e.g., GPU based
bootstrapping) could reduce the operational and staffing costs that currently dominate HE
deployments.

In doing so, researchers and businesses can better understand the trade-offs between per-
formance, security, and cost, making HE an increasingly viable option for privacy-preserving
data analytics.

5.3 Recommendations

The findings of this thesis point to several actionable recommendations for researchers,
businesses, and policymakers considering HE deployments:

e Investigate real-world applications of HE in areas with strict privacy requirements,
such as healthcare and finance, where privacy benefits justify the overhead.

e Invest in tooling and training to reduce the knowledge barrier, and enable a wider
adoption across disciplines and industries. Focusing on methods that balance perfor-
mance and security guarantees.

e Develop collaborative ecosystems between academia, industry, and government to
share best practices, open-source tooling, and reproducible benchmarks.

Together, these efforts can help evolve HE from a theoretical breakthrough to an industry
standard for privacy-preserving data analytics, making its benefits more accessible and its
cost more manageable across a diverse range of applications.
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6 Responsible Research

This section reflects on the ethical, methodological, and societal impact of the work pre-
sented in this thesis. It examines how the research aligns with established codes of conduct,
ensures the responsible use of data and methods, and considers the broader impacts and
accessibility of Homomorphic Encryption. By addressing issues such as reproducibility, bias,
and potential misuse, this section aims to situate the findings within the context of respon-
sible and trustworthy computer science practice.

6.1 Ethical Aspects

The ethical implications of this research center on the balance between privacy, security,
and accessibility. Homomorphic Encryption (HE) is a powerful cryptographic tool that en-
ables secure computation on encrypted data without revealing the underlying plaintext. Its
adoption can significantly strengthen data privacy in sensitive domains such as healthcare,
finance, and cloud computing.

However, this technology also raises ethical concerns related to digital inequality and
responsible deployment. The high computational and financial cost of HE may create a
barrier of entry for smaller organizations or those in developing regions, increasing existing
disparities in data protection capabilities. Moreover, the secure-by-design nature of HE can,
if misused, shield malicious actors or hinder lawful access in critical investigations. It is
important that the deployment of HE is guided by clear legal and ethical frameworks that
prevent abuse while safeguarding fundamental rights such as privacy and data ownership.

This research does not involve human subjects, personal data, or potentially harmful
outputs, and therefore complies with standard ethical guidelines for theoretical and applied
cryptography, as well as, TU Delft Code of Ethics, which guided our treatment of sources,
reproducibility standards, and the responsible use of Al. No violations occurred during the
project. Nevertheless, we acknowledge that technological neutrality does not imply ethical
neutrality, and we encourage future adopters of HE to consider not only its technical merits
but also its broader societal impacts.

6.2 Reproducibility

Reproducibility has been a key priority in conducting this study. All empirical findings, such
as cost evaluations and performance measurements, are based on publicly available data
from reputable sources, including AWS pricing calculator [49], industry benchmarks [52],
and peer-reviewed literature [9], no original code was required. The pricing and salary esti-
mates are time-stamped and region-specific, with clear references for each value used.

Where possible, assumptions have been stated explicitly (e.g., instance configurations,
operating system choices, etc). This allows other researchers or developers to replicate or
extend the analysis under different premises or in other environments. Although the pre-
cise execution environment (e.g., AWS infrastructure and rates) may evolve over time, the
methodology consisting of instance selection, cost aggregation, and qualitative evaluation of
overheads remains applicable and adaptable.
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6.3 LLMs

We used large language models (LLMs) as a support tool throughout the writing process.
The typical workflow involved first drafting a section with the core ideas and relevant infor-
mation, then using the LLM to refine the text into a more scientific and professional tone,
typically via the prompt: clean this, we then reviewed and edited the result to ensure accu-
racy and alignment with our intended meaning. Additionally, LLMs assisted in converting
content and references into proper LaTeX format.
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