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ABSTRACT
The aim of a quantum network is to enable users to success-

fully execute applications on their quantum end nodes. Users

of mature networks, such as the internet, the postal network,

or the telephone network expect their demands for service

to be satisfied reliably. Here, we present an extended abstract

introducing Arqon, a suite of control applications capable

of delivering reliable service to end nodes. We define a full

set of reliability requirements and demonstrate through a

numeric evaluation that Arqon is capable of simultaneously

satisfying all requirements.

CCS CONCEPTS
• Networks → Network architectures; Network simula-
tions; Network design principles; • Hardware → Quantum
technologies;

1 INTRODUCTION
To enable the execution of arbitrary quantum network appli-

cations [2, 5, 8, 9, 13, 14, 16, 18, 21], a network must provide

the service of supplying or mediating the generation of pack-

ets of entanglement between end nodes [4, 10]. Quantum

processing end nodes controlled by the state of the art oper-

ating system [11, 22] require a network schedule dictating

when they can access internal resources of the network, to

attempt end-to-end entangled link generation. To coordinate

construction and distribution of such network schedules, a

modular, centrally controlled quantum network architecture
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comprising five distinct control applications was proposed

in [4]. In a proof of principle implementation and evaluation,

the proportion of satisfied demands decreased substantially

as the number submitted increased [4], exposing a need for

improved control applications. More broadly, an outstanding

challenge in the design of quantum network architectures

is to develop control applications that can deliver reliable

service to end nodes.

In computer networking, a system or protocol is reliable

if it is able to consistently deliver services to their intended

recipients without error or significant delay [19]. Adapting

this principle to the service of a quantum network, we define

the essential features of reliable service to be:

(1) that demands receive accept/reject responses, making it
clear to end nodes whether or not they can expect service;

(2) that accepted demands are satisfied with a tolerably high
probability;

(3) that demands are satisfied before their deadlines;
(4) and that the amount or frequency of demands from other

users should not disrupt service to accepted demands.
Arqon is a suite of control applications for the network

architecture in [4] which is designed to overcome the chal-

lenge of delivering reliable service to end nodes. The control

applications Demand Registration and Admission Control fil-
ter demands, determining which to accept for service. The

Compute Schedule and Distribute Schedule applications peri-
odically create and distribute network schedules covering a

duration of time 𝑇 𝑆𝐼
, called the scheduling interval. Finally,

the Network Capabilities Manager maintains a database of

the achievable rates and fidelities for all possible end-to-end

links. As in [4], end nodes submit demands for packets of

entanglement generation to the network in the format

𝑑 = (𝔭; 𝑡minsep, 𝑡expiry, 𝑁 inst), (1)

where𝔭 = (𝑤, 𝑠, 𝐹 ) defines a packet of 𝑠 pairs to be generated
within time window𝑤 , with minimum fidelity 𝐹 ; 𝑡minsep

is

a minimum time separation between packets, 𝑡expiry is the

expiry time, and 𝑁 inst
is the number of successes required

to satisfy the demand. Network schedules allocate packet
generation attempts (PGAs) to accepted demands. A PGA for
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demand 𝑑 has duration 𝐸𝑑 , success probability 𝑝
packet

𝑑
, and

reserves internal resources on a route through the network.

2 CONTRIBUTION HIGHLIGHTS
The first reliability requirement is implemented by Arqon’s

Demand Registration and Admission Control applications. To
implement the second requirement, each accepted demand

𝑑 is associated with a maximum probability of not being

satisfied, 𝜖service
𝑑

. If a demand receives minimal allocation
(Definition 2.1) in every distributed schedule, it will be satis-

fied with probability at least (1−𝜖service
𝑑

). Requirement three

implies fast schedule computation must be a design crite-

rion for Arqon’s Compute Schedule application. A scheduling

algorithm may be considered fast if it’s operational com-

plexity (the complexity of the algorithm implementation),

is polynomial in 𝑁 , the number of accepted demands to be

scheduled.

Definition 2.1 (Minimal allocation). Let 𝑡 start be the
start time of the first scheduling interval in which demand 𝑑
may be scheduled, and let𝑛𝑆𝐼 = ⌈(𝑡 expiry−𝑡 start)/𝑇 𝑆𝐼 ⌉. LetN𝑆𝐼

𝑑

be such that if 𝑋 ∼ Binomial(N𝑆𝐼
𝑑
𝑛𝑆𝐼 , 𝑝

packet
𝑑

) then P[𝑋 <

𝑁 inst
𝑑

] < 𝜖service
𝑑

. Let #𝑑 (𝑆) be the number of PGAs to serve
demand 𝑑 scheduled in schedule 𝑆 . Then we say a demand
receives minimal allocation in schedule 𝑆 if #𝑑 (𝑆) >= N𝑆𝐼

𝑑
.

A challenge addressed by Arqon’s Admission Control ap-
plication is to accurately account for the time required by

accepted demands. Accurate accounting is a method that

can enable meeting the fourth reliability requirement. This

is primarily challenging due to the 𝑡minsep
parameter, which

is not typical in resource allocation problems. Let 𝜙 be the

set of𝑀 indices of previously accepted, but not yet expired,

demands. In this extended abstract the simplifying assump-

tion that N𝑆𝐼
𝑑

= N𝑆𝐼 ∀ 𝑑 ∈ 𝜙 is included. In the full version

of this work, calculation of the time required by accepted

demands is generalized. The amount of time required in each

scheduling interval to satisfy demand set 𝜙 is given by 𝑅(𝜙),

𝑅(𝜙) = N𝑆𝐼 ·max

(
max

𝑑∈𝜙

(
𝐸𝑑 + 𝑡

minsep

𝑑

)
,

𝑀∑︁
𝑑=0

𝐸𝑑

)
. (2)

The core functionality of Admission Control can be captured

by a simplified admission control test which rules that a de-

mand with index𝑀 + 1 can be accepted if

𝑅
(
𝜙 ∪ {𝑀 + 1}

)
≤ 𝑇 𝑆𝐼 . (3)

The Compute Schedule application is a custom two-phase

scheduling algorithm based onmodifications of Round-Robin

[20]. In the Direct Allocation phase, the minimal allocation

of each demand is added to the network schedule. Only the

Direct Allocation phase of the algorithm is time critical, as it

must be completed on time to ensure the second and third

J1

I1

I2

B1 J2 I3

Figure 1: Quantum network topology used in eval-
uations. 𝐼1, 𝐼2, 𝐼3 are entanglement generation inter-
faces such as Bell-state analyzers or entangled photon
sources [7]. 𝐽1, 𝐽2 are junction nodes equipped with one
ormore quantummemories, which act as border nodes
for a repeater chain backbone, 𝐵1.

Figure 2: Proportion of accepted demands which are
satisfied (left, blue) and the total number of accepted
demands (right, orange), compared to the scheduling
interval. Scheduling interval duration was 30 minutes.
Shaded regions show 1 standard deviation of the mean.

Figure 3: Time required to compute the network sched-
ule as compared to𝑁 , the number of accepted demands.
Dashed lines for 0.25𝑁 and 0.3𝑁 1.3 bound the rising edge
of the 99𝑡ℎ and 99.9𝑡ℎ percentiles, respectively.

reliability requirements are met. The Bonus Allocation phase

sequentially attempts to fill any gaps in the network schedule

with PGAs of duration less than or equal the gap duration.
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3 EVALUATION
We evaluate the performance of python implementation of

Arqon using a simulated long-distance quantum network

with the topology indicated in Figure 1. In total, 53 of the(
15

2

)
= 105 unique pairs of end nodes repeatedly submitted de-

mands for Quantum Key Distribution (QKD) [1, 5, 14], Blind

Quantum Computing (BQC) [2, 8, 9], or either type of appli-

cation with 1-2 rounds of entanglement purification [6, 12].

Realistic minimum fidelity requirements were used in the de-

mands, calculated according to [1, 3, 10, 12, 17]. A simulated

Network Capabilities Manager associated a maximum rate

of successful end-to-end link generation and corresponding

link fidelity with each route through the network. A data-

base specifying the network capabilities and topology used

in these evaluations is included as a supplement to this work

[15]. Demands were rejected by the Demand Registration
application if the required fidelity was higher than the maxi-

mum possible for any route connecting the end nodes of the

demand. The proportion of accepted demands satisfied is the

relevant performance metric for evaluating Arqon against

our reliability requirements. An accepted demand is satis-

fied if both a) a number of PGAs ≥ N𝑆𝐼
of the demand are

scheduled in every scheduling interval before the demand

expires or is terminated by the end nodes and b) a number of

packets ≥ 𝑁 inst
are successfully generated by the end nodes

before 𝑡expiry. Confirming reliability requirements (2-4), Fig-

ure 2 demonstrates that over the course of the 10 weeks of

continuous network operation simulated, the proportion of

accepted demands which were satisfied was always 1.0, even

as the average number of accepted demands (𝑁 ) increased
over the scheduling intervals. Figure 3 demonstrates that the

Compute Schedule application achieves fast schedule com-

putation, where the time required to compute the schedule

grows polynomially in 𝑁 , with 0.3𝑁 1.3
bounding 99.9% of

observed schedule computation times.
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