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A rich variety of online services such as Google OCR [7] and GPTZero [22] rely on
deep learning models trained at high costs to provide their functionalities. Users
interact with these services through APIs, which allow them to send queries
to the model and receive the inference results. Most APIs provide a per-class
probability distribution as inference results. While this open accessibility greatly
enhances user experience, it also creates opportunities for malicious parties to
steal knowledge from the deployed target models [16,26,27]. Adversaries extract
knowledge by training a substitute model, which aims to replicate the mapping
of the target model. Such substitute models can then be exploited for profit by
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Abstract. Model stealing allows to extract the knowledge of a deployed
target machine learning model by sending query images and training
a substitute model via the inference results. However, accessing the
same data used to train the target model is often impractical. Recent
data-free model stealing methods overcome this limit using specifically
crafted noise as queries. However, two major flaws limit their effective-
ness. First, data-free methods suffer from low query efficiency, requiring
high query budgets, such as over 20 million queries to train a substi-
tute for CIFAR-10. Second, crafted queries lack any perceptual seman-
tics. Hence, they can easily be filtered out from legitimate requests. To
address these issues, we propose AEDM, a framework for Adversarial
knowledge Extraction via steering Diffusion Models. AEDM leverages
publicly available pre-trained diffusion models to craft adversarial query
images, controlled through the latent variable fed into the diffusion mod-
els, to maximize the knowledge transferred to the substitute model.
These queries not only resemble in all aspects legitimate requests of
images with a semantic meaning, but also significantly lower the number
of required queries. Results on three datasets demonstrate that, given a
budget as limited as 1/200 queries of the baselines, the accuracy of our
trained substitute model can outperform that of state-of-the-art data-
free stealing methods.
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Table 1. Number of queries to steal a CIFAR-10 classifier

Method DFME [23]MAZE [16]/ TandemGAN [12]|DS [1]|AEDM (ours)
Queries (x10K) 800 900 2000 600 (10

hosting inference services [17] or to launch further attacks, such as membership
inference attacks [25] and adversarial attacks [3,8].

Ideally, adversaries use queries semantically similar to those used to train the
target model. However, in many cases, adversaries face challenges in obtaining
such real data, particularly from privacy- and business-sensitive domains like
banks and medical institutions. Taking into account the limited accessibility to
real training data, recent studies [1,12,16,23] propose data-free model stealing
methods. Such methods use a generator designed to synthesise query examples
out of random noise as inputs to query the target model, where real data is no
longer necessary. Impressively, the performance of substitute models trained with
such data-free methods has achieved levels similar to query by real data. How-
ever, data-free stealing has two significant drawbacks that limit its practical
efficacy. First, it requires massive numbers of queries. For example, stealing a
benchmark CIFAR-10 image (32 x 32 pixels) classifier based on ResNet-34 [9]
requires between 6 and 20 million synthetic queries (see Table 1). Querying the
online service multiple times makes it easy for the target to detect the adversar-
ial behaviour, and for the attacker to exceed the cost budget. Second, the key
difference among diverse data-free model stealing baselines is how they generate
query examples, but overall, all craft specifically designed noise with no semantic
meaning. We report some example queries generated by data-free stealing base-
lines in Fig.2. The lack of semantic meaning allows the target to easily single
out adversarial queries from legitimate queries. For example, a simple defence
that compares the entropy of the training data against the data from adversarial
queries is already able to drop the defence pass rate below 21% for all baselines
(see Table5 for details).

To address both challenges we propose to enhance the query quality. Our
observation study highlights that semantic information has a significant impact
on both knowledge extraction and hiding adversarial queries from the tar-
get model. Leveraging the capabilities of emerging diffusion probabilistic mod-
els [4,6,11,13], which generate high-quality realistic images from latent noise,
we introduce a novel framework called Adversarial knowledge Extraction via
steering Diffusion Models (AEDM). This framework relies on a diffusion model
pre-trained on public data to infuse the adversarial queries with semantic mean-
ing so that they seem realistic and legitimate while being optimised to maximise
knowledge extraction. The diffusion model serves as a semantic knowledge prior.
During query generation, AEDM tunes the latent noise of the diffusion model
so that the synthesised images maximise the entropy of the output of the substi-
tute model. Then the tuned query is sent to the target model. To efficiently and
effectively steal the target model, the substitute model minimizes the distance
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Fig. 1. Example of query samples generated by our AEDM

between its predictions and those returned by the target model. Figure 1 shows
examples of optimised queries when stealing a classifier trained on CIFAR10. One
can note how the queries perceptually resemble images from the target model
training dataset, though the diffusion model is pre-trained on a different dataset,
i.e. ImageNet. This demonstrates the effectiveness of capturing knowledge from
the target model.

This process is repeated until the performance of the substitute model resem-
bles that of the target model. This approach enables the sampling of diverse
and high-quality queries which maximise the learning capability of the sub-
stitute model and drastically reduces the number of required queries. Evalua-
tion on three datasets has shown that using semantic-infused queries, AEDM
is able to successfully steal the target model with 1/200-1/100 of the number
of queries needed by state-of-the-art data-free baselines, achieving up to 65.88%
higher stealing accuracy than baselines with more queries. At the same time,
the stealthiness of the knowledge extraction is increased. Due to the closing of
the semantic gap between adversarial and legitimate queries, AEDM overcomes
simple defences effective against the other baselines.

In summary, the contributions of this paper are as follows. In Sect. 3, we pro-
pose a framework for knowledge extraction, AEDM that significantly reduces
the number of queries required for successful stealing. The generation of high-
quality queries is facilitated by a novel diffusion model prior. In Sect. 4, we con-
duct extensive comparisons between AEDM and state-of-the-art data-free model
stealing approaches. Our empirical results demonstrate that AEDM can effi-
ciently and effectively steal models using very few queries while achieving higher
stealing accuracy. Additionally, AEDM is effective under federated extraction
settings to further reduce the number of queries per attacker with only a slight
accuracy loss. The existing defence against data-free attacks also fail to detect
most of AEDM real-like queries with semantic meaning, arising the need for
more advanced defences for such adversarial knowledge extraction methods.

2 Related Work

Model stealing aims at extracting the knowledge from a target model to a closely
resembling substitute model, which is usually smaller in neural network size [2,
14,18,27]. Compared with white-box knowledge distillation [10,26], where the
layer-wise parameters of the target model are used to train the substitute model,
adversarial model stealing can only leverage the inference information obtained
from the target model through numerous queries [15,21,23]. Specifically, given
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the same input, the substitute model aims to approximate the output of the
target model by updating its network parameters, thus, expecting to copy the
implicit mapping function of the target model. Early model stealing studies
assume (partial) access to the training data used to query the target model [10].
Their application is limited when such training data is not available.

Data-free stealing is proven effective without the necessity of using real train-
ing data [12,16,18,27]. To accomplish this, the adversary continuously optimizes
a generator to synthesize high-quality noise to query the target model. For output
approximation, DFME [23] relies on the L1 norm loss when quantifying the out-
put difference between the target and substitute model, whereas DaST [27] uses
the cross entropy loss, and MAZE [16] applies the Kullback—Leibler divergence
to measure the distance. Stealing by synthetic data benefits from diverse query
examples [1,12]. To thoroughly investigate the input space, TandemGAN [12]
brings a dual generator which explores the synthetic data space and then exploits
high-quality examples to maximize the knowledge transfer. Differently, DS [1]
explores a more diverse input space via two symmetrically trained substitute
models. However, data-free model stealing typically requires a significant num-
ber of queries due to the substantial difference between the training inputs of the
target and substitute models. In contrast AEDM leverages a public pre-trained
distillation model to close this gap utterly reducing the number of queries to
achieve successful stealing.

3 Methodology

In this section, we first present the fundamental concept and problem statement
of classic data-free model stealing attacks. Then, we motivate the benefits of
using adversarial queries which seem realistic to the target but are optimized
to maximize knowledge extraction. Thus, we propose our AEDM framework,
where we leverage a pre-trained diffusion model to generate semantic meaningful
queries. Finally, the local training objective of the substitute model is further
elaborated to closely mimic the target model.

3.1 Problem Statement

Data-free Model Stealing. Given a trained target N-class classification neural
network 7', where its network architecture, training data and model parameters
are unknown to adversaries. The attacker attempts to copy the knowledge of 7°
by training a substitute model S. It should be noted that under our setting with
no access to the training data, the query sample is synthetic image data, denoted
as ¢ € RIXWXC where H, W, and C are image height, width and the number
of channels, respectively. Given the same input x, the substitute output S(z) is
expected to be similar with the target output 7 (x). To achieve this, the target
model 7 allows restricted access for querying, which means the attackers are
able to obtain 7 (z) for a limited number of queries. Here the inference output
7 (z) is defined by probability vector (p1, pa, ..., pn) among different class labels
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Fig. 2. Visualize baseline queries.

where 7;(x) denotes the j-th (j = 1,..., N) element of the output vector 7 (x).
Hence, data-free model stealing leverage the input z and the inference 7 (x)
pairs to train the substitute model S. Then, the important problem is designing
methods to craft synthetic query samples x.

3.2 Motivation Study

Current state-of-the-art data-free model stealing baselines seek to produce high-
quality queries x by optimizing a untrained generators, which generate queries
from random latent variables. The generator parameters are tuned during the
stealing process so as to effectively search the data space of . Figure 2 illustrates
the synthetic queries generated by baseline data-free methods of DFME, DS,
MAZE, and TandemGAN. It is evident that they are all noisy images. According
to the visualization, none of them exhibit any perceptual meaning.

We compare the model stealing performance of S using different types of
query data: i) the same data used for training the target model, 7) Gaussian
noise data sampled from N (0, 1) and 4ii) realistic images sourced from different
public dataset, as shown in Table 2. Here, we employ the CIFAR-10 dataset as
an example and report the model classification accuracy of the substitute model
over 10K queries. The accuracy of the target model 7 is 95.59%. The comparison
in Table 2 reveals that the quality of queries significantly influences the train-
ing of substitute models. Random noise without any generator design targeting
specific tasks fails in extracting the knowledge. Moreover, the substitute model’s
performance benefits from leveraging query data infused with semantic informa-
tion. For instance, when querying with images from a different public datasets
even with no semantic overlap, the accuracy is notably higher compared to using
noise.

Table 2. Comparison of the (Acc)uracy (%) of the substitute models over 10000 queries
of different type of query data.

Dataset |Target Substitute Acc.
Acc. |CIFAR-10Noise ImageNet
CIFAR-10196.59 |59.56 10.00|18.81
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Fig. 3. AEDM framework on a single client: data-free model stealing process.

The above results motivated us to reconsider the power semantic information
can have in knowledge extraction. Inspired by active learning, which proactively
selects the subset of high quality examples to be labeled next by an expert from
the pool of unlabeled data, we propose to train S by “selected” semantic-infused
queries z* as follows.

3.3 AEDM Framework

We propose our model stealing algorithm based on Adversarial Knowledge
Extraction via Steering Diffusion Models (AEDM), which can steal the knowl-
edge from N-class image classifier 7 and train an accurate substitute model &
with low query budget. The model parameters for S are represented as €s. To
optimize 6 so that S ~ 7T, we first generate realistic high-quality queries infused
with semantic information, which leverages a pre-trained diffusion models as
prior. Then, such diverse queries are used to minimize the inference difference
between the target model and the substitute model. Algorithm 1 summarizes
the attack steps.

Architecture. The architecture of AEDM, is shown in Fig. 3. We first generate
random Gaussian noise & that is of the same dimension of the realistic synthetic
images D(#). The Gaussian noise will be used to sample a realistic image con-
taining semantic information form a pre-trained diffusion model to query the
current (or initialized, for the first iteration) S and get a high-quality query
z* which is the final fine-tuned . Given z*, AEDM feds z* into 7 and S at
the same time to get outputs for updating the neural network parameters of S.
Note that this is an iterative process. Each query will use the substitute model
updated based on to the previous query. The algorithm procedure alternates
query generation and substitute model optimization.

Query Generation. Our objective is to generate queries that exhibit diver-
sity, exploring a wide data space, while also containing semantic information. To
achieve this, we apply a pre-trained diffusion model to provide semantic infor-
mation in the produced queries while design a query optimization method to
search the input data space of the diffusion model.
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Algorithm 1 AEDM

Require: A trained target model 7, a pre-trained diffusion model D
Input: n,,nq4, pa and ps
Initializing the substitute parameters 0,
Function AdversarialExtraction(fs, D):
Initialize S by 05
fort=1,...,n, do
z ~ N(0,1)
fori=1,...,nq do // Query generation
Get the synthetic output D(z)
Get the substitute output S(D(£))
Lp =371, p(S;(D(#))) log p(S;(D()))
T — & — paVaLlo
Let 2™ be the optimized &
Get T(D(z")) and S(D(z"))
Ls(D(z*)) = Distance(T (D(z*)),S(D(z*))), compute Vg, Ls(D(z"))
0s — 0s — usVo,Ls(D(x")) // Training the substitute model S
Return 6,
Result: The trained 64

Diffusion models are a class of latent variable generative models designed to
synthesize high-quality data. A well-trained diffusion model possesses the capa-
bility to generate realistic and diverse data following a training procedure that
includes both a forward and reverse process. During the forward process, Gaus-
sian noise is progressively added to the original training data across multiple
steps. Each step introduces a controlled level of structured complexity. Con-
versely, the reverse denoising process is responsible of learning to identify and
remove the specific noise patterns introduced at each step, thus restoring the
original data. Consequently, the input and output dimensions remain the same
across all steps, and a well-trained diffusion model can effectively sample data
resembling real-world data with semantic information from Gaussian noise.

Given a pre-trained diffusion model D(-) learned from a public dataset and
random Gaussian noise input & € REXWXC an intuitive method to obtain
semantic-enhance queries with diversity is:

N
z* = argmax(— ) _ p(S;(D(#))) log p(S;(D(@)))), (1)

where z* € RE*Wx*C ig the optimized input for producing semantic-enhanced
queries D(z*), obtained by maximizing the entropy of the output from the sub-
stitute model. In Eq. 1, we optimize & while D is a static pre-trained diffusion
model on public datasets. Remarkably, it is not necessary that D(-) generates
very similar images as the training data of 7. This makes our method fit for
general applications. In the evaluation, we will present the results of different
datasets for the target model and diffusion model to demonstrate the versatility.

A query sample D(z*) is crafted to maximize the entropy of the substitute
output. The high entropy on the produced query sample means that it is a
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Algorithm 2 Federated adversarial extraction
Input: n, K
Initializing the substitute parameters ;¢
fort=1,...,n do // n rounds of Federated training
for k=1,..., K do
| Gf’t = AdversarialExtraction (0s:—1, D)
es,t — % ;}::1 ef,t
Result: The global 6,

informative sample for S. The substitute S rarely encountered similar samples
in previous training. Thus, it is reasonable that we use such a sample, D(z*), to
query the target model 7 and get the inference result for training the substitute
model.

Substitute Model Optimization. Since S is a substitute of 7, their outputs
on the same given input are expected to be as similar as possible. In our method,
S imitates the outputs of 7 through minimizing their output distance on the
same input D(z*) obtained from the previous step. The loss function of S over
D(x*) is:

Ls(D(x*)) = Distance(T (D(z*)),S(D(x*)))

In knowledge extraction, the commonly used distance metrics are cross
entropy and [; norm. Experimentally, we find that using /; norm can make
S converge with less iteration. Thus, we choose /1 norm in our implementation.
Then, we have the following loss

Ls(D(z")) = [T (D(z7)) = S(D(z"))[1- (2)
Accordingly, the optimization objective of training the substitute model is:

argmin [|7(D(z7)) — S(D(z%))[lx 3)

After training S by many rounds of queries, the mapping of 7 from a given
image to the classification output can be captured by S. Thus, the knowledge of
the target model 7 is extracted by the algorithm via building the substitute S.

3.4 Federated Extraction

To further reduce the number of queries from a single adversarial party and lower
the possibility of detection by the target model, AEDM can also be applied in
a federated context for model stealing. In our federated extraction approach,
multiple adversarial parties, i.e., clients or attackers, collude to collaboratively
train over n global rounds the substitute model without directly sharing queries.
Consequently, the number of queries for each adversary decreases to 1/K of the
original, where K represents the number of clients involved.

In particular, a single adversarial server coordinates multiple client entities
engaged in stealing. In each global training round ¢, every client employs the
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stealing algorithm shown in Algorithm 1 to train their local substitute model
6%, based on the publicly available diffusion model D. The parameters of these
local substitute models at the end of each round ¢ are then aggregated through
averaging:

1 K
_ k
Os+ = e kg_l O - (4)

The aggregated substitute model parameters will be distributed to every
clients for next round of training. The federated adversarial extraction process
by multiple attackers is shown in Algorithm 2.

4 Evaluation

In this section, we conduct a thorough evaluation of the performance of our
adversarial knowledge extraction via steering diffusion models, measured by
the accuracy of the substitute model and the number of queries. We start
with introducing our experimental setups and then provide a comprehensive
comparison between our AEDM and state-of-the-art baseline stealing meth-
ods. Furthermore, we expand the scope of our evaluation by demonstrating
its performance under Federated knowledge extraction settings, where multiple
adversarial parties collaboratively launch the stealing attack. We also apply a
commonly-adopted defence mechanism against knowledge extraction to validate
the effectiveness of our attack. In addition, we investigate the sensitivity of our
framework across different neural network architectures of substitute models,
providing insights into real-world applications of stealing.

4.1 Experimental Setup

Dataset and Model Structure: Our proposed method is evaluated on three
3-channel image classification datasets: CIFAR-10 [19], CIFAR-100 [19], and
SVHN [20]. It is important to note that different network structures are used
for the target and substitute models since attackers lack prior knowledge of
the target structure. Specifically, for the three data sets, we use the commonly
adopted ResNet-34 architecture for the target model 7, while we use VGG-16
for the substitute model S in the experiments.

Pre-trained Diffusion Models: In the context of AEDM, it is not required for
the adversary to have in-distribution similar data as the training set used by the
target model. Instead, access to publicly available pre-trained diffusion models is
sufficient and practical. Therefore, for all three data sets, we use diffusion models
trained on ImageNet [5].

Federated Adversarial Setting: We evaluate Federated collaborative stealing
with 5, 10 and 20 collusive attackers. The total number of queries remains the
same as for a single attacker, with each attacker using an equal split, i.e. 1/K,
of the total number of queries. The pre-trained diffusion models held by each
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Table 3. Comparison of the Substitute model Acc(uracy) under MAZE, DFME, DS,
TandemGAN and AEDM on SVHN, CIFAR-10 and CIFAR-100. The network archi-
tectures is ResNet-34 for all target models and VGG-16 for all substitute models.

Dataset T arget Baselines Ours
Acc. |Querie DFMEMAZEDS |TandemGAN|Querie AEDM
SVHN 95.18 2M  [91.50 |89.84 [89.68/93.45 20K (93.47
CIFAR-10 96.59 [20M |60.18 [55.33 |58.84{77.55 0.1M |88.45
CIFAR-100(78.71 |20M [25.91 |[14.12 |22.0037.17 0.2M |61.66

client are trained by ImageNet, which is different from our evaluation datasets
to validate the versatility of the approach.

Evaluation Metrics: Our aim in adversarial knowledge extraction is to attain
high classification accuracy on the substitute model with a minimal number of
queries. When encountering defences, we also evaluate the defence pass rate
(DPR € [0, 1]) of adversarial queries, which is defined by the rate of undetected
attacker queries by the target model.

Baseline Methods: We compare our adversarial knowledge extraction with
four state-of-the-art baseline methods under the same settings: DFME [23],
MAZE [16], DS [1] and TandemGAN [12].

4.2 Adversarial Knowledge Extraction Performance

We evaluate AEDM against the state-of-the-art baselines based on the accuracy
of substitute models and the number of queries required to achieve such accu-
racy. The results are detailed in Table 3. The accuracy of the target ResNet-34
models trained on three different datasets is provided as reference for compari-
son. For each baseline method, the substitute model is trained by VGG-16 due to
limited knowledge of the target network by attackers. Since AEDM is designed
to notably minimize the required query number, we also present the number of
queries for each dataset accordingly.

As shown in Table 3, baseline data-free extraction methods, which employ
tuned synthetic noisy data to query the target model, typically need a large num-
ber of queries ranging from 2 million (notated as 2M in the table) to 20M. This
aligns with our expectations, as illustrated by the motivation results in Table 2,
and indicates the inefficiency of using synthetic noisy data without semantic
meanings. Although such noise is well-designed and generated to explore diverse
random data spaces, its resemblance to the actual training data of the target
model is limited. Consequently, certain important features containing semantic
information (such as smooth pixel-wise edges and typical luminance contrast)
from the target model’s training images are difficult to capture with noisy data.
In contrast, leveraging the semantic information provided by the diffusion model,
alongside our optimized latent variables, our AEDM requires merely 20K to
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Fig. 4. Substitute model accuracy of AEDM over the increasing number of queries
used on SVHN, CIFAR-10 and CIFAR-100 datasets.

0.2M queries on the same target model to achieve even higher accuracy than the
baselines. We visualized queries generated by our AEDM in Fig. 1. Note that
the diffusion model is pre-trained by public data, i.e. ImageNet [5], and we opti-
mize the latent variable to generate query data which maximises the knowledge
extraction from the target model.

Zooming into the impact across different datasets, we can clearly observe
that baseline methods employing synthetic noisy data perform effectively on the
SVHN dataset, which is the relatively simple task of classifying street house
numbers. The target model for this dataset is originally trained on monotonous
data with shallow features, that makes it easily extractable by substitute models.
However, when confronted with a more complex task such as the 100-class clas-
sification of CIAFR-100, synthetic noisy queries struggle to train high accuracy
substitute models, even with query numbers reaching tens of millions. However,
our AEDM maintains good performance with only 1/100 number of the queries,
underlining the essential need of using semantically informative queries.

To compare by the number of queries explicitly, we maintain a consistent
number of queries and track the accuracy of the substitute models as the queries
increase in Fig 4. Specifically, we set track the accuracy up to 50K, 0.1M, and
0.2M queries for SVHN, CIFAR-10, and CIFAR-100, respectively. Figure 4 illus-
trates the superiority of AEDM in knowledge extraction through adversarial
queries, demonstrating both effectiveness and efficiency. For simple tasks like
SVHN, AEDM converges with approximately 30K queries, whereas for CIFAR-
10 and CIFAR-100, AEDM continues to improve, though it already signifi-
cantly outperforms the baselines. This observation is in line with our findings in
Tab 3 that more complex tasks require a greater number of queries to thoroughly
explore and extract knowledge from the target model.

It is also interesting to notice that the performance of the baseline meth-
ods varies depending on the task at hand. The primary distinction among these
baseline methods lies in how they generate the noisy query data to mimic the
training data space. For instance, DFME outperforms other baselines on SVHN
but exhibits significant fluctuations on CIFAR-10 and falls behind TandemGAN
on CIFAR-100. This can be explained by the fact that single-generator data-free
frameworks lack diversity in the query data space, which aligns with the findings
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Table 4. Comparison of the (Acc)uracy of the substitute models over different number
of clients (attackers) in Federated learning.

Dataset Centralized| Federated Model Stealing
Acc. 5 Clients|10 Clients|20 Clients

SVHN (20K Queries) 93.47 91.11 90.76 91.49

CIFAR-10 (0.1M Queries)|88.45 83.35  |85.56 84.43

of TandemGAM [12]. Thanks to the exploration and exploitation process facili-
tated by dual generators, TandemGAN performs well and consistently, especially
on more complex classification tasks, while suffering from inefficiencies, particu-
larly in simple tasks.

4.3 Extraction Under Federated Setting

Given the fact that extremely large number of queries by a single adversary will
cause easy detection by the target model, her we evaluate our AEDM steal-
ing method under a federated settings where multiple federated attackers collu-
sively launch the attack. The results on SVHN with 20K queries in total and
CIFAR-10 with 0.1M queries in total are summarized in Table4. Note that the
number of queries is equally split over all participating attackers (clients) and
every attacker holds a diffusion model pre-trained by ImageNet. From Table4,
we see that on both datasets stealing under federated setting reaches similar
but slightly lower substitute model accuracy than stealing by a single adversary.
This result validates that distributing the stealing process to multiple clients
can significantly reduce the number of per-client queries while maintaining sim-
ilar knowledge extraction effectiveness. One interesting note from Table4 is the
substitute model accuracy over different number clients. The accuracy does not
monotonically increasing or decreasing with more clients but the same total
number of queries. Yet, among 5 to 20, 20-clients achieves the highest substi-
tute model accuracy on SVHN while 10-clients works better on CIFAR-10. This
finding indicates that more query partitions for stealing does not necessarily
decrease the accuracy and the best number of clients for collaborative stealing
can be specified on different task and data.

Table 5. Comparison of the defence pass rate (DPR) with baseline extraction methods
on Clifar-10 with the presence of the entropy-based defence.

Methods DFME MAZEDS |TandemGANAEDM
DPR 0.060 (0.021 10.210/0.164 0.853
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4.4 Effectiveness Against Defense

To validate the robustness of AEDM, we conduct the algorithm on a setting with
defense. The target model may employ defense mechanisms to detect abnormal
queries. In this part we analyse our extraction effectiveness in the presence of
stealing defenses. One lightweight but effective approach is to detect the quality
of received queries, in which low-quality queries are determined as outliers and
possible attackers [24]. The context of image quality in this paper is the entropy
of the query. We present the defense pass rate of each knowledge extraction
method in Table4. From the results, it is obvious that the baseline data-free
stealing methods which generate noise query images, are easily identified as
outliers and stopped, e.g., the highest DPR. across all baselines is 21% by DS
followed by TandemGAN 16%. Thanks to the diffusion model infusing semantics
into the queries, more than 85% of the queries of AEDM bypass the defense.

As our AEDM generates adversarial knowledge extraction queries similar to
real legitimate queries, current simple defense mechanisms are no longer effective
against our attack. To enhance the defence one possible way left for future work is
to leverage the image similarity between the query data and the training data,
i.e., only allow in-distribution data for queries. However, this comes at a trade-off
with additional computational overhead at the target model.

Table 6. Comparison of the (Acc)uracy of the substitute models over different network
(Arc)hitecture for AEDM.

Dataset Target| Substitute Arc.
Acc. |[VGG-16ResNet-18
CIFAR-10 (96.59 (88.45 [90.77
CIFAR-100(78.71 61.66 |65.19

4.5 Sensitivity over Different Substitute Architecture

Given that the adversary is assumed to be unaware of the target model archi-
tecture, the substitute model can be selected from various neural network archi-
tectures. Therefore, in this section, we investigate the impact of choosing dif-
ferent neural network architectures on CIFAR-10 and CIFAR-100. The findings
are presented in Table6. Here, the target model is ResNet-34, and we com-
pare the knowledge extraction effectiveness of substitute models using VGG-16
and ResNet-18, with the same number of queries, i.e., 0.1M and 0.2M for two
datasets respectively. According to the results, ResNet-18 demonstrates superior
extraction accuracy, likely due to the fact that it belongs to the same neural net-
work family as the target model. This outcome aligns with our expectations that
similar neural network architectures exhibit better ability in knowledge trans-
fer/extraction, and is in line with the findings from [12]. However, in our paper,
we employ VGG-16 for other experiments to show better versatility without
prior knowledge of the target model, where VGG-16 achieves only slightly lower
accuracy.
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5 Conclusion

Existing data-free model stealing attacks benefit from broader applications due
to not requiring real data, but suffer from extremely large number of queries
to achieve high substitute model accuracy. In order to reduce the number of
queries, this paper proposes a novel adversarial knowledge extraction via steering
diffusion models AEDM. Different from generator-based data-free approaches,
AEDM generates synthetic data by diffusion model pretrained on publicly avail-
able data to generate semantically meaningful queries for the target model. To
ensure diverse and realistic data queries, AEDM iteratively optimizes the diffu-
sion model input latent variable to explore the large image space. We empirically
demonstrated the effectiveness and efficiency of stealing by AEDM, in terms of
higher substitute model accuracy with as little as 1/100 to 1/200 of the number
of queries required by state-of-the-art baseline methods. Our extensive experi-
ments show that AEDM also works against data-free query defence, as well as
under federated setting, indicating the possibility of further reducing the per-
client query number by collaborative stealing.
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