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Abstract

This thesis researches mitigations for BLE relay attacks. A design for a time-
based distance bounding protocol using the Bluetooth channel sounding feature
introduced in the new Bluetooth 6.0 core specification is presented. Bluetooth
channel sounding is compromised of two distance measurement techniques: Phase-
Based Ranging (PBR) and Round Trip Tim (RTT). The proposed protocol
requires consistent channel sounding distance measurements in order to minim-
ize the likelihood of succesfull relay attacks. Single-antenna channel sounding
measurements have shown poor spatial and sequential consistency in a complex
multipath office environment. In order to overcome inaccuracies that arise due
to multipath propagation, this thesis investigates the optimal antenna config-
uration for Bluetooth channel sounding using multiple antennas. A comparison
between the root-mean-square error and maximum error of the single-antenna
baseline and the proposed multi-antenna solution for both spatial and sequential
consistency in a complex multipath office environment shows that there is, on
average, a 58% reduction in error metrics when the optimal multi-antenna setup
is used. The performance of the optimal multi-antenna channel sounding setup
in the complex environment approaches the single-antenna baseline performance
in an ideal outdoor environment. This shows that the added antenna diversity
successfully overcomes the negative effects due to multipath propagation.
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Chapter 1

Introduction

Bluetooth Low Energy (BLE) is a common technology for short range wireless
communication featured in nearly all available smartphones. A popular applic-
ation using this technology is BLE proximity authentication using a Phone as a
Key (PaaK). However, these applications have been proven to be vulnerable to
relay attacks [20]. Conventionally relay attacks are prevented using (time-based)
distance bounding protocols [I]. However, the current BLE V5.x specifications
provides limited possibility for this [23], meaning that current mitigation tech-
niques rely on signal analysis and fingerprinting [21].

In September 2024 Bluetooth 6.0 was introduced. This specification intro-
duces new features that claim to prevent relay attacks. The most interest-
ing feature introduced in this new specification is Bluetooth channel sounding,
which allows two BLE devices, an initiator and a reflector, to estimate the dis-
tance between them using the Phase-Based Ranging (PBR) and Round-Trip
Time (RTT) methods.

Goal & Research Questions

The research presented in this thesis aims to leverage these channel sound-
ing techniques to develop a time-based distance bounding protocol to mitigate
BLE relay attacks. This proposed protocol requires consistent channel sounding
measurements, but initial measurements in a complex multipath environment
not only showed poor consistency between measurements made at closely loc-
ated locations, but sometimes even showed poor consistency between subsequent
measurements at the same location. The performance of Bluetooth channel
sounding can be improved using various methods, but due to the novelty of
the Bluetooth 6.0 specification, the existing literature has primarily focussed on
improving single antenna channel sounding performance [12] [27]. In [12] it is
expected that multi-antenna channel sounding can significantly improve channel
sounding performance in indoor environments.

Therefore, this research investigates the usage of multiple (up to 4) antennas
during channel sounding. To this end this research aims to answer the follow-
ing 3 questions related to the consistency of multi-antenna Bluetooth channel
sounding:

(i) What is the impact of antenna configuration on the consistency
of channel sounding measurements? [24] has already shown that there
is some benefit in deploying multiple antennas during channel sounding.



The antenna orientation, antenna separation, and overall placement of the
antennas can influence the channel sounding performance.

(ii) What is the impact of antenna combining measurements on the
consistency of channel sounding measurements? Antennas can be
combined using Individual Antenna Processing (IAP) or Summed Antenna
Processing (SAP). In [14] it is shown that their TAP using minimal com-
bining outperforms their SAP method. Therefore, this research will focus
on antenna combining using IAP methods. Since these methods add addi-
tional processing to the channel sounding procedure the focus is on simple
IAP combining methods that are able to run on the embedded hardware
performing the channel sounding measurements.

(iii) What is the optimal number of antennas to deploy for channel
sounding? It is expected that using more antennas improves the channel
sounding performance. However, in addition to researching the peak at-
tainable performance, it will also be researched how well the performance
of the antenna configurations and antenna combining methods scale when
more antennas are utilized.

Contributions

This paper demonstrates the performance and consistency of multi-antenna
channel sounding in three distinct environments: an outdoor environment, a
household environment, and an office environment. The PBR baseline (single-
antenna) results showed that channel sounding in the office environment per-
formed worst; the RMSE is 1.77 m and the maximum error is 7.00 m. The
research into multi-antenna channel sounding showed that 4 antennas in a ‘flip’
configuration using the mean antenna combining method was optimal. When
this setup is deployed in the office environment it allowed the RMSE to be
reduced to 0.75 m and the maximum error to be reduced to 2.61 m. Cru-
cially, deploying the proposed setup in the high multipath office environment
approaches the performance of the baseline setup in the outdoor environment,
showing that the improvements successfully overcome the effects of multipath
propagation. Finally, while using more antennas significantly improves the con-
sistency of channel sounding measurements, it is shown that the improvement
achieved by adding more and more antennas is diminishing.

Structure

This thesis is structured as follows. First, provides the background
for this work. In this background section, a BLE V5.x link-layer relay attack
will be discussed and important features of the latest BLE 6.0 specification will
be explained. In addition to this, related work in relay attack mitigation and
Bluetooth localization will be discussed. Next, shows the design of
a time-based distance bounding protocol along with the hardware and software
design for a system to research the consistency of Bluetooth channel sound-
ing. This chapter will also detail the researched antenna configurations and
the environments in which the channel sounding performance will be evaluated.
After that, the results are discussed in Finally, provides
conclusions to this work and describes the limitations and options for future
work.



Chapter 2

Background

This section provides the background for this research. First, the procedure
of a BLE link-layer relay attack against a system using BLE proximity au-
thentication will be discussed. Then, key concepts of the latest Bluetooth 6.0
standard, which includes promising technology to mitigate relay attacks, will
be explained. Finally, related works in Bluetooth relay attack prevention and
Bluetooth localization will be discussed.

2.1 BLE Link-Layer Relay Attack

2.1.1 BLE Proximity Authentication

BLE proximity authentication allows the user to conveniently open smart locks
using their phone. The system contains two components, the peripheral (smart
lock) and the central (phone), that communicate using BLE. The smart lock
continuously advertises its presence to the surroundings, and the phone scans
its surroundings for advertising devices. The phone tracks the Received Signal
Strength Indicator (RSSI) from the smart lock and when the RSSI threshold
is exceeded, it authenticates over BLE in order to open the smart lock. This
authentication procedure can thus be triggered by increasing the RSSI, which
is typically achieved by moving the phone closer to the smart lock.

During authentication the phone sends a ‘token’ which is verified by the smart
lock. Each authentication procedure uses a nonce (number used only once),
which is encrypted as part of the token and therefore prevents replay attacks.

2.1.2 BLE Link-Layer Relay Attack

The link-layer relay attack requires two attacking devices. The first device
impersonates the smart lock and communicates with the phone, while the second
device impersonates the phone and communicates with the smart lock. By
relaying the received data between the two attacking devices both the smart
lock and the phone are tricked into successfully completing the access procedure.

The attack scenario, as shown in shows that the mobile phone is
vulnerable when within the RSSI threshold range of the attacking device. Since
the attacker can freely adjust its transmit power, the RSSI threshold range can



thus be increased as required. Allowing the attacker a significant amount of
flexibility when deploying the attacking device.

Relay attack

BLE range

S: Smart lock
C: Central (Attacker)
P: Peripheral (Attacker)

Q Mobile phone

RSSI threshold

BLE range

c Relay

<
<

RSSI threshold

Figure 2.1: Attack scenario for BLE relay attack.

2.1.3 Attack Analysis

Comparing the relay attack to a normal access procedure shows that the relay
attack requires additional steps. Not only must the Bluetooth signals be sent
twice, the Bluetooth packets need to be encoded and decoded an additional
time and the data needs to be relayed between the attacking devices. Each of
these steps require additional processing meaning that the total duration of the
access procedure is increased. This increased duration could therefore be used
to detect and prevent relay attacks. However, as researched in [23], the latency
of the BLE software stack of phones is unpredictable, meaning that this cannot
be used to reliably prevent relay attacks.

2.2 Bluetooth 6.0 Channel Sounding

The latest Bluetooth specification published by the Bluetooth Special Interest
Group (SIG) introduces channel sounding. Channel sounding is a combination
of two techniques capable of estimating the distance between two Bluetooth
devices. The channel sounding procedure is initiated by the initiator by sending
a BLE signal to the reflector. The reflector processes the received signal and
reflects it back towards the initiator. Measurements made during this procedure
can be analyzed using two distinct methods; phase based ranging (PBR) and
round trip timing (RTT). Both methods are described briefly below. For a more
in depth explanation, it is highly recommended reading the technical overview
published by the Bluetooth SIG[29).



2.2.1 Phase-Based Ranging (PBR)

Phase based ranging is a MultiCarrier Phase Difference (MCPD) technique.
During phase based ranging the initiator sends an RF signal with a frequency
of f1 to the reflector. The RF signal arrives, with a phase offset, at the reflector.
The reflector reflects the signal back to the initiator by sending an RF signal,
which has the same frequency f; and starts at the same phase offset as the
received signal. The initiator receives the reflected signal and measures the
phase ¢1. The procedure is repeated with a different fo to obtain ¢5. The
initiator can now, using the speed of light ¢, calculate the two-way distance d
between itself and the reflector as shown in [Equation 2.1

_cx(p2—¢1) m ¢
2k (f2— 1) od (fz—f1) @1)

The modular part of the above equation means that multiple distances d can
be true for the used parameters. This is why the ranging procedure should
be repeated using different f; and fs in order to disambiguate the calculated
distances. Normally BLE utilizes 40 channels separated by 2M Hz, but when
channel sounding is active this is extended to 72 channels separated by 1M H z,
meaning that, if all frequencies are used, distance ambiguity is only possible
after 150 m. Another way to resolve the distance ambiguity is to cross-check
the obtained result using an RTT measurement.

2.2.2 Round-Trip Time (RTT)

The procedure used for round-trip timing is similar to the procedure used for
phase based ranging; the initiator sends an RF signal to the reflector, which
reflects the signal back to the initiator. However, when using this technique the
time of departure (Tr,p) and time of arrival (Tr,4) of the initiator are used in
combination with the speed of light ¢ to calculate the two-way distance d as in

quation 2.

d=cx* (TToA _TToD) (22)

In reality the procedure is slightly more complicated than described above.
The reflector takes an unknown amount of time before the signal is reflected.
This processing time needs to be subtracted from the total time, such that only
the Time of Flight (ToF) of the signal is used in the calculations.

2.2.3 Challenges

In theory, phase based ranging and round trip timing allow for exact distance
calculations, however in practice there are several limiting factors that need to
be overcome. The most impactful factor is multipath propagation of RF signals,
which is exaggerated during two-way ranging due to the squaring of multipath
components [27]. This means that components of the same signal arrive at
different times with differing phase offsets, impacting both the RTT and PBR
methods.

Other challenges that may reduce the accuracy of channel sounding measure-
ments are: the RF interference from nearby devices, and stability and accuracy
of generated signals and internal clocks[29]. Finally, security considerations may



also reduce channel sounding performance. Additional processing can for ex-
ample be required, which reduces the measurement frequency and increases the
latency.

2.2.4 Security Implications

While PBR provides more accurate distance estimations, it is vulnerable to
phase-slope rollover attacks, RF cycle slip attacks, and on-the-fly phase ma-
nipulation attacks[I0]. [20] shows the implementation of a distance extending
relay attack, while simultaneously manipulating the PBR measurements to a
desired value. RT'T distance measurements are more secure. An attacker would
either have to relay the signal, which adds time, or the attacker would have to
correctly guess bits in a randomly generated bit sequence.

Before two BLE devices can perform channel sounding measurements they
need to set up an encrypted link by pairing both devices to each other. [28]
showed that this pairing mechanism is not secure. They were able to let the
user pair with an attacker, instead of a trusted device, in 92.5% of the cases.
The attacker can now participate in the channel sounding procedure and reduce
the estimated distance, even for RT'T measurements, between the mobile phone
and smart lock.

2.3 Related Work

2.3.1 Bluetooth Relay Attack Mitigation

The current state of the art in relay attack mitigation using BLE is based on
channel reciprocity and RF fingerprinting [21]. Relay attack mitigation based
on channel reciprocity leverages the fact that both parties observe the same
random loss and multipath effects, since both communicate in a similar channel
(e.g. frequency, environment, time). If an attacker performs a relay attack
the communication with the smart lock occurs in environment A, while the
communication with the mobile phone occurs in environment B. This can lead
to uncorrelated measurements due to environmental differences, indicating a
relay attack.

RF fingerprinting extracts features of the physical signal and compares these
to stored fingerprints that were gathered previously in a non-adversarial setting.
This allows the smart lock to detect if the signal comes from different hardware
[11] or, in case of amplification, it is able to detect an increase in signal noise.

While the state of the art of Bluetooth relay attack mitigation relies on chan-
nel reciprocity and RF fingerprinting, relay attacks can best be prevented using
distance bounding protocols [I]. These protocols allow the smart lock to estab-
lish an upper bound on the distance of the mobile phone. If the distance between
the two devices is too large certain actions, such as unlocking a door, can be
blocked by the smart lock. Distance bounding protocols can rely on various
indicators to determine the distance between two devices. Of these indicators
the time the RF signal has to travel from one device to another is the only value
that cannot be reduced by an attacker, since RF signals already travel at the
speed of light. This is why the recent addition of Bluetooth channel sounding,



and especially the round trip timing method, is a promising technology to build
time based distance bounding protocols for relay attack mitigation.

2.3.2 Bluetooth Localization
Received Signal Strength (RSS)

Conventionally, RF distance estimations are performed using the received sig-
nal strength. These methods rely on the free-space path loss of radio signals;
the further the receiver is from the transmitter, the lower the received signal
strength. Unfortunately, the effects of multipath propagation heavily influence
the RSS in undesired ways. These multipath effects are too complex to accur-
ately model. Therefore, RSS fingerprinting is used to reduce the localization
error [4]. A major limitation of RF fingerprinting is the reliance on the density
of the beacon network for good performance. This is why RF fingerprinting
techniques are often developed and researched for existing Wi-Fi systems [30]
[13].

The cost and power advantages of BLE also make Bluetooth deployments util-
izing these techniques interesting. [4] shows that Bluetooth RSS fingerprinting
is able to achieve a 95% maximum error of 2.6 m in a high density BLE network
(1 beacon per 30m?) and a 95% maximum error of 4.6 m in a low density BLE
network (1 beacon per 100m?). This is shown to be an improvement over the
95% maximum error of 8.5 m using an existing Wi-Fi network in the same area.

Angle of Arrival (AoA)

A Bluetooth device can determine the angle of arrival of the signal coming from
another BLE device. In order to determine this, the receiving BLE device is
equipped with an antenna array. The wavefront of the incoming signal reaches
each antenna in the array at a different time, which results in a different phase
offset at each antenna. The fixed antenna separation of the receiver and the
phase offsets can then be used to calculate the angle of arrival. This on its
own is only able to provide a direction, but when three (or more) anchor BLE
devices are used the location can be calculated using trilateration.

In [2] the localization performance of AoA is evaluated in a 7 m X 7 m square.
It is shown that the error is less than 0.85 m in 95% of the tested positions.
While this shows good accuracy for the AoA method, it needs to be kept in mind
that this method might not as reliable as other methods at longer distances. The
same inaccuracy in the calculated angle will lead to larger localization errors
when the two BLE devices are separated by longer distances [31].

MultiCarrier Phase Difference (MCPD)

Multiple Signal Classification (MUSIC) is a popular method to perform dis-
tance estimations using MCPD (eg. [24], [27]). [I4] proposes an enhanced
super-resolution distance estimator that improves upon the MUSIC algorithm.
The paper also briefly discusses the use of multiple antennas and shows that
Individual Antenna Processing (IAP) using minimal combining outperforms
Summed Antenna Processing (SAP). Their optimal solution allows the baseline
single-antenna RMSE of 1.53 m to be reduced to 0.61 m.



In [6], first, the 1-dimensional distance measurement performance of different
MCPD calculation methods is evaluated. The IFFT method outperforms the
phase slope method, and both MCPD methods are shown to outperform the
conventional RSSI distance estimation method. After this, the 2-dimensional
localization performance is experimentally evaluated in an office environment of
100 m?2. This evaluation demonstrates that the MCPD using the IFFT method
achieves similar localization performance as an AoA based method. Both meth-
ods are also shown to significantly outperform MCPD using the phase slope
method and an RSSI based method.

One of the first papers to research MCPD using Bluetooth 6.0 is [12]. This pa-
per presents a processing pipeline based on the minimum variance distortionless
response (MVDR) algorithm. Part of the proposed pipeline implements scene
identification in order to significantly improve the indoor channel sounding per-
formance. Using these improvements, the average 90% peak error is reduced
to 1.2 m and the average RMSE is reduced to 0.8 m. The authors suggest re-
search into multi-antenna channel sounding, and expect significant performance
benefits in indoor and dynamic environments.

Time of Flight (ToF)

In [5], the authors investigated the two-way round trip time of the advertisement
of BLE beacons. The paper leverages the frequency diversity across the three
main advertising channels in an attempt to overcome the effects of multipath
propagation and improve measurement results. The paper demonstrates two
methods; the first method simply averages the results across all channels, while
the second method selects the measurement associated with the channel that
has the highest received signal strength.

The authors of [22], providee a comparison between Bluetooth 6.0 channel
sounding techniques. They show that measurements made using round trip
timing have a larger deviation from the ground truth than measurements made
using phase based ranging.



Chapter 3

Design

3.1 Time Based Distance Bounding Protocol

The addition of Bluetooth channel sounding, especially RT'T, improves the cap-
ability of Bluetooth devices to mitigate relay attacks, as this allows for the
establishment of a time based distance bounding protocol. This way physical-
layer relay attacks can be prevented, since any relaying of the signal will take
as much time, if not longer, to reach the other device.

Link-layer relay attacks, however, are still possible. shows that
the attacking device can participate in the channel sounding procedure and still
trick the mobile phone into sending its token. This ‘early reflection’ allows
the attacker to reflect the channel sounding packets, effectively bypassing the
distance bounding protocol, while still relaying the encrypted data between the
true central and peripheral devices. Even tough relay attacks are still possible,
the attack is already somewhat mitigated by using the RTT distance metric
instead of the RSSI distance metric. shows that the attacker now has
to be within a certain distance (dy,q.) of the smartphone, while previously, as
described in [chapter 2] they could simply increase their transmit power in order
to appear closer.

Channel Sounding

Attacker Attacker

Data Peripheral Data Central Data Peripheral

Central

Figure 3.1: Flowchart showing how the attacker can make the peri-
pheral appear close to the central by participating in the channel
sounding procedure.



S: Smart lock
C: Central (Attacker)
P: Peripheral (Attacker)

Q Mobile phone

BLE range

BLE range

Relay

Figure 3.2: Attack scenario when the protocol uses one way time based
distance bounding. Note that the mobile phone must now be within
dmaz in order for the relay attack to succeed.

To further mitigate the risk of BLE relay attacks the distance bounding pro-
tocol is extended by employing two-way ranging. Meaning that both the central
and the peripheral will estimate the distance to each other, and since the chan-
nel is reciprocal both will obtain similar results. If an attacker is in the middle,
the two measured channels are no longer the same. Not only can the actual
distance of the measured channel be different, but also the propagation charac-
teristics of the channel can be different. Measurements made in these dissimilar
channels can therefore yield different results. shows that performing
a relay attack is still possible, but this time the attacker does not only need to
be close to the peripheral, the (measured) distance between the attacker and
the central also needs to be the same as the (measured) distance between the
attacker and the peripheral. Essentially the attacker is now restricted to pick a
distance d < dq, and place both attacking devices at this distance from the
real devices. shows the attack scenario against this protocol. While
this attack scenario is significantly mitigated, in practice performing the relay
attack is still feasible. The attacker can, for example, deploy one of the devices
in a hallway. When a victim walks through this hallway and passes the attacking
device, the victim and the and device performing the relay attack are separated
by d at two points. In addition to this the variance in channel sounding distance
estimations gives the attacker some amount of flexibility when performing the
relay attack.
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Central iaciel (D Peripheral
Data Peripheral Data Central Data P
- |

Figure 3.3: Flowchart showing how the attacker can still participate in
channel sounding during two-way ranging.

S: Smart lock
C: Central (Attacker)
P: Peripheral (Attacker)

D Mobile phone

BLE range

BLE range

Relay

Figure 3.4: Attack scenario when the protocol uses two-way time-based
distance bounding. Not only does the mobile phone need to be within
dmaz, this time the distance from central to smart lock and from
peripheral to mobile phone must now also be equal.

To mitigate the risk of BLE relay attacks even further, additional nearby
BLE devices are incorporated into the protocol. These devices can be other
smart locks or beacons with the sole purpose to help mitigate relay attacks.
From these new devices one is selected and both the smart lock and the mobile
phone perform the two-way channel sounding procedure to this new device.
This significantly constrains the attacker. shows that the attacker
must now deploy an additional device acting as the second smart lock and place
it at the correct distance from the mobile phone. The attack scenario shows
that circles from the attacking devices intersect only at two locations, meaning
that the mobile phone must be at one of those locations for the relay attack to
succeed. By adding a third device the number of locations where the smartphone
can be placed is reduced to 1. Adding even more devices requires the attacker to
also deploy more devices at the correct distances, making it increasingly harder
to successfully perform the relay attack.

11



S: Smart lock
C: Central (Attacker)
P: Peripheral (Attacker)

Q Mobile phone

BLE range

Relay

Figure 3.5: Attack scenario when also performing channel sounding to
a nearby smart lock S;. The attacker must now also deploy P, and
place it at the correct distance ds from the smartphone. The relay
attack can now only succeed if the smartphone is located where the
circles surrounding P, » intersect.

To summarize, the following changes or additions have been made to the
RSSI based proximity authentication protocol to create the proposed time based
distance bounding protocol. First, the RSSI distance estimator is replaced by
the RTT distance estimator. Second, two-way ranging is used. Finally, multiple
nearby BLE devices are incorporated into the procedure. Each improvement to
the protocol aims to reduce the available attack surface to the attacker. This
limits the flexibility of the attacker and reduces the likelihood of a successful
relay attack.

3.1.1 Preliminary Results

Preliminary channel sounding results showed poor spatial and sequential con-
sistency. [Figure 3.6la shows that, while the estimated distance increases with
the actual distance as expected, there is regularly a large deviation between
measurements made at closely located locations. [Figure 3.6b shows that there
are even significant differences between subsequent measurements, this is espe-
cially true for RTT measurements.

In context of the proposed protocol described above, the inaccuracies in chan-
nel sounding measurements require the distance constraints to be relaxed. If
these constraints are not relaxed, legitimate users will frequently be flagged for
relay attacks (false positive). The relaxation of these constraints increases the
attack surface available to the attacker. The distances d; and ds, as shown in
Figure 3.5 can now best be represented as d; + A and dy += A, where A is a
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parameter that depends on the spatial and sequential consistency of the channel
sounding measurements. reflects this in the protocol. It can be seen
that the circles are now replaced with rings, and that the intersection of the
rings around P; and P, now forms an area instead of two points.
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Figure 3.6: Preliminary single antenna channel sounding results in a
complex office environment.

S: Smart lock
C: Central (Attacker)
P: Peripheral (Attacker)

Q Mobile phone

BLE range

Relay

A

Figure 3.7: Attack scenario of the proposed protocol accounting for
variance in RTT measurements. The mobile phone is now vulnerable
when inside the red area.
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3.1.2 Protocol evaluation

The goal of the proposed time-based distance bounding protocol is to reduce
the likelihood of successful relay attacks. The proposed mitigation attempts
to accomplish this by reducing the area where the mobile phone is vulnerable.
provides a comparison between the attack area for different versions of
the proposed protocol discussed in[section 3.1} This comparison was made using
dy = 3.0m, do = 10m, dp,q: = 5.0m, and A was selected as the largest root-
mean-square-error present in the preliminary channel sounding results (A =
4.48m). A realistic implementation of the protocol might select a different value
for A in order to reduce false negative or positive detections of relay attacks,
but since the RMSE represents the average magnitude of the errors, this metric
was selected for the comparison. In addition to this smaller values for d,, 4, (and
thereby dy) are expected. However, the value of A in the preliminary results is
simply too large to provide an accurate performance evaluation of the proposed
protocol, with a reduced d;,qz-

The comparison shows that each improvement to the distance bounding pro-
tocol reduces the expected attack area. Nevertheless, an attack area of roughly
80m?2, achieved by the final version of the protocol, still gives an attacker a con-
siderable amount of flexibility to perform the relay attack with high probability.
While the protocol can be extended further to limit the available attack area,
it will be more effective to improve the consistency of channel sounding meas-
urements. This will decrease the value required for A, and will not only have
a positive effect on the proposed version of the protocol, but will also improve
potential extensions to the protocol, and could even bring less complex versions
of the protocol back into consideration.

Table 3.1: Protocol evaluation

Protocol version Attack area (m?)
RSSI based distance bounding 907.92[1

RTT based distance bounding 282.34

Two-way RTT based distance bounding 175.77

Two-way RTT based distance bounding (1 beacon) 160.56 1
Two-way RTT based distance bounding (2+ beacons) | 80.29 2

3.2 System Design

The final protocol described in the previous section imposes two requirements
on the performance of channel sounding. Firstly, reciprocal channel sounding
measurements should be consistent, and secondly channel sounding measure-
ments made from co-located positions should be similar. The system design
presented here is designed in order to research the effect of antenna diversity on
the consistency and performance of Bluetooth channel sounding.

IBLE maximum range is calculated to be 17 m in an office using the NIST PAP02-Task 6
Model [15] [3]

2The area where the two rings intersect have been approximated as two squares with sides
of length 2A.
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3.2.1 Bluetooth 6.0 Development board

Options for development boards featuring support for Bluetooth 6.0 channel
sounding are limited. During this thesis only three options were available:
the nRF541.15 DK from Nordic Semiconductor, the xG24-RB4198A and xG24-
DK2606A from Silicon Labs. While the current selection is limited, many man-
ufacturers are actively working on Bluetooth 6.0 compatible microcontrollers.
The authors of [12] are affiliated with Infineon Technologies, but the board
used in their research is not (yet) available publicly, NXP has announced their
MCX W72x family of MCUs, which are currently in preproduction [9] [§], and
Texas Instruments’ CC2755R 10 is currently labeled as ’preview’ [25] [26]. Table
provides a comparison of the capabilities of each available Bluetooth
6.0 compatible channel sounding board. The table shows that there are no
significant differences between the three MCUs. All contain the same ARM
Cortex-M33 core and operate at similar clock speeds and have similarly sized
flash and RAM. One aspect that stands out is the dual antenna design present
on the xG24-DK2606A, but since this thesis will research channel sounding with
up to four antennas, this is not necessarily a benefit. Finally, none of the avail-
able MCUs provide additional processing units specifically designed to support
channel sounding calculations. The upcoming products of NXP and Texas In-
struments will feature a Localization Compute Engine (LCE) and an Algorithm
Processing Unit (APU) respectively.

Nordic’s

Bluetooth 6.0 development board options.
nRF54L15 DK (left), Silicon Labs’ xG24-RB4198A radio board
(middle), and Silicon Labs’ xG24-DK2606A dual antenna channel
sounding devkit (right).

Figure 3.8:

Table 3.2: Comparison of Bluetooth 6.0 development boards

Nordic Silicon Labs Silicon Labs
nRF54L15 DK [7] | xG24-RB4198A [I8] [16] | xG24-DK2606A [17] [16]

CPU core ARM Cortex-M33 ARM Cortex-M33 ARM Cortex-M33
Clock speed | 128 MHz 78 MHz 78 MHz
Flash size 0.5-1.0-1.5MB 1.5 MB 1.5 MB
RAM 96 - 192 - 256 KB 256 KB 256 KB
Comonser | 5w iy | FEE oo T
Antenna 1 PCB antenna 1 PCB antenna 2 PCB antennas
CS support | yes yes yes
Board cost 36.27 42.37 73.94
Chip cost 3.03 8,96 5.53
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Ultimately, this research will use two nRF54L15 (preview) development kits
from Nordic Semiconductor. This choice was made not only because of data
provided in the table, but also due to the availability of channel sounding sample
code in a familiar framework (Zephyr RTOS) and prior experience with micro-
controllers from Nordic Semiconductor (nRF51822 and nRF52840). Finally, two
samples of the nRF54L15 (preview) development kits were received for free from
Rutronik.

3.2.2 RF switch selection

Selecting an RF switch was very different to selecting a Bluetooth 6.0 develop-
ment board. Mouser lists over 1400 components in their RF switch category.
In order to limit the options the following filters were applied.

e Switch Configuration = SP4T. The Bluetooth 6.0 core specification al-
lows for up to 4 antennas on a BLE device during channel sounding. Even
tough the antenna processing method, used in this research, can freely use
more antennas, it was decided to adhere to the maximum number of an-
tennas proposed in the specification. This allows for better comparisons
with other research. The Single Pole 4 Throw (SP4T) configuration of
the switch allows the RF output of the development board to be directly
connected to one (and only one) of four external antennas.

e Min. Frequency < 2.4 GHz AND Max. Frequency > 2.5 GHz.
Bluetooth (and channel sounding) operate in the 2.4 GHz ISM band. To
be more specific, the 40 Bluetooth channels range from 2.402 GHz to
2.480 GHz and are 2 MHz wide. The operating range of the RF switch
must completely cover this range in order to maintain optimal antenna
performance.

e Manufacturer = Skyworks. With the other filter applied 107 options
were remaining. To reduce the number of options even further inspiration
was taken from the dual antenna design of Silicon Labs’s xG24-DK2606A
development board, discussed in the previous subsection. This design
uses Skyworks’ SKY13348-374LF RF switch. This SPDT switch is un-
fortunately not sufficient for this research, but selecting a SP4T switch
with similar capabilities from the same manufacturer should lead to an
RF switch capable of meeting the requirements set by this research.

The above filters reduced the available options to 7. From this Skyworks’
SKY13575-639LF was selected. This SPAT RF switch operates from 0.1 GHz
to 6 GHz, and features low insertion loss (0.6 dB) and high isolation (40 dB)
at 2.5 GHz [I9]. The switch can be controlled via a simple GPIO interface
to switch the active antenna. Instead of designing a custom PCB around this
component the evaluation board, shown in was used. This board
features five SMA connectors, the RF switch with some external circuitry and
two IO inputs, that can be used to select an antenna. This evaluation board
limits the placement options of the antenna, but allows for easier and faster
evaluation of whether the selected RF switch is suitable for this research.
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Figure 3.9: Skyworks SKY13575-639 evaluation board

3.2.3 Antenna selection

For this research three distinct antenna types were considered, shown in
The first option is a PCB antenna. PCB antennas are compact and
cost-effective solutions commonly used for radio communication. It is likely that,
both smartphones and smart locks will contain PCB antennas. This means that
researching channel sounding using these antennas would provide a system that
is closer to a real world scenario, than a system using external antennas. How-
ever, a major downside to PCB antennas is that, once the PCB is manufactured,
there is little that can be modified, limiting the experimental possibilities.

This is different for external antennas. Not only can the connected antennas
be freely replaced by other types antennas, they can also be placed more freely in
the environment. This can potentially help improve performance by increasing
the spatial and polarization diversity. The difference between the stick dipole
and puck antenna is not significant. Both antennas have a low gain (< 2 dBi) and
are therefore omnidirectional. The main difference between the two antennas is
the connector. The stick dipole antenna needs to be directly screwed onto the
SMA connector, whereas the puck antenna is first connected to a 3 m cable.
This provides more placement flexibility for the puck antenna, but also leads to
overestimations of the distance during channel sounding. This is because the
signal takes time to travel through the cable. For this reason it was chosen to
research the performance of Bluetooth channel sounding using the stick dipole
antenna.
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Figure 3.10: Different types of antennas considered for this research.
From left to right: PCB antenna, stick dipole antenna, and puck
antenna.

3.2.4 Final system design

This research uses two nRF54L15 (preview) development kits from Nordic Semi-
conductor. These devices support BLE version 6.0, and in particular feature
support for BLE channel sounding. During channel sounding one development
kit acts as the initiator while the other acts as the reflector. The antenna output
of the reflector is directly connected to an external 2.4GHz stick dipole antenna,
while the initiator is connected to a Skyworks SKY13575-639 RF switch which
uses GPIO inputs to switch between one of four external antennas. This corres-
ponds to antenna configuration #3, as specified in the Bluetooth core specifica-
tion. This configuration provides 4 distinct antenna paths between the initiator
and reflector. In theory the antenna diversity allows the channel sounding pro-
cedure to yield more consistent results even when one or more antenna paths
have unfavorable conditions.

[Table 3.4lists the hardware components used for multi-antenna channel sound-
ing. |Figure 3.11] and |Figure 3.12| show how the hardware is connected. The
initiator is powered by the PC via the USB connection, and the RF switch
is powered by the initiator’s VDDIO pin ﬂ GPIO pins P2.07 and P1.14 select
between RF1 to RF4 according to the table shown in The used GPIO
pins are shared with LED2 and LED3 of the development board, this gives a
clear visual feedback of the currently selected antenna.

Table 3.3: RF switch truth table

P2.07 (VCy) | PL.14 (VCy) || RFou
0 0 RF,
0 1 RF,
1 0 RF;
1 1 RF,

3Note that the default voltage of the VDD rail is 1.8V. This needs to be configured to 3.3V
using the board configurator tool of nRF Connect
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Figure 3.11: System diagram for multi-antenna channel sounding.

Figure 3.12: System for multi-antenna channel sounding.

Table 3.4: List of hardware components required for the multi-antenna
channel sounding system design.

Item Description Amount
Nordic nRF54L15-dk Channel sounding development kit 2
Murata MXHS83QE3000 Antenna adapter/connector 2
| 'TE Connectivity ADP-SMAM-SMAM-G Antenna adapter/connector 1
B Skyworks SKY13575-639-EVB RF switch evaluation board 1
Delock SMA antenna SMA antenna 5

3.3 Software design

The software on the development kits is adapted from the initiatorEl and re-
ﬂectorEl samples available in the nrfconnect sdk. These samples are built using
the Zephyr RTOS. The reflector sample advertises the ranging responder ser-
vice, and can connect to the initiator to reflect the received channel sounding
packets. This sample is used without modification. The initiator sample scans

4https://github.com/nrfconnect/sdk-nrf/tree/main/samples/bluetooth/channel _
sounding_ras_initiator/src

Shttps://github.com/nrfconnect/sdk-nrf/tree/main/samples/bluetooth/channel_
sounding_ras_reflector/src
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for the ranging responder service, and connects to the reflector. After the chan-
nel sounding parameters, further discussed in have been com-
municated between the initiator and reflector, the initiator, periodically, sends
channel sounding packets to the reflector. IQ and timestamp measurements
of the reflected packets are recorded for processing. From these measurements
the distance between the initiator and reflector can be estimated. The PBR
distance estimation uses the IQ samples and the phase-slope method to cal-
culate the distance. And the RTT distance estimation is calculated using the
timestamp information.

The initiator sample code is modified in order to perform multi-antenna chan-
nel sounding. The section below details how the existing initiator sample was
modified. It will also explain how host code running on the PC is developed to
capture data, process results, and create plots. After this, the antenna combin-
ing methods and the channel sounding parameters are discussed.

3.3.1 Software for multi-antenna channel sounding
Zephyr Configuration

First, the UART and GPIO pins 1.14 and 2.07 are enabled and configured
using a new devicetree overlay file. The UART will be used to send channel
sounding measurements to the PC and the GPIOs can be used to switch between
antennas. Next the kconfig configuration file is updated to enable the async
UART, and the GPIO drivers for the application. The options to obtain the
RSSI of the connection, and to reboot board are also enabled.

Embedded Code

The source code of the initiator is updated to create a multi-antenna initiator.
Not only is the used antenna incremented after every channel sounding pro-
cedure, the results are also processed and stored for each individual antenna.
After the initiator has performed a measurement using each antenna, the res-
ults are combined using one of the antenna combining methods discussed in
subsection 3.3.2l The combined results are then reported, along with the indi-
vidual antenna results, over UART to the PC. The fact that the initiator has to
wait until each antenna has made a measurement, increases the period between
subsequent distance estimations from 0.4s to 1.6s.

Host Code

The PC host runs a python script to capture and store the multi-antenna channel
sounding measurements reported by the development board. A separate python
script processes the results. The processed data is transformed into plots, and
various error metrics are calculated.

Since the individual antenna measurements are also stored on the PC, it is
possible to replay this data. When doing this the PC sends the individual an-
tenna measurements to the development board. The development board treats
this data the same way as a new channel sounding measurement. This means
that the data of the antennas is combined, and sent back to the PC. This allows
for the recalculation of results when existing antenna combining methods are
updated, or when new antenna combining methods are added, without the need
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for the long and tedious process required to re-capture the channel sounding
data.

3.3.2 Antenna Combining Methods

The key advantage of using multiple antennas is that it is possible to overcome
difficult multipath scenarios. The method in which the information from each
individual antenna is combined into a single distance estimation can greatly
affect the overall channel sounding performance. Antenna combination methods
can be divided into two categories; Individual Antenna Processing (IAP) and
Summed Antenna Processing (SAP). Both processing methods combine the data
gathered from multiple antennas into a single measurement, but the type of data
used is different. shows how both methods combine and process
the antenna data. In SAP the analog signals received by the antennas are
first combined before being transformed to digital signals and processed. This
is reversed for TAP methods. In this method, the signals are first digitally
processed before the results are combined.

Both TAP and SAP antenna combining methods improve channel sounding
measurements, but each method has their own strengths and weaknesses. SAP
methods feature a lower computational complexity, while the IAP methods are
able to more effectively exploit the spatial diversity offered by the antennas.
This is due to the nature of how each method operates. SAP processes a single
merged signal, whereas IAP is able to process each antenna individually.

(((o—— (@o— Processing
(@0— o @@o— Processing 9
Er_ Processing |—— g
@(@o——— 3 (@@c—— Processing o
((07 (@o_ Processing

Figure 3.13: Comparison between summed antenna processing (left)
and individual antenna processing (right)

This research focuses on IAP combining methods, this choice was not only
made because IAP methods can theoretically exploit spatial diversity better, but
also because [I4] indeed demonstrated superior performance for IAP methods
when compared to similar SAP methods. Below the TAP methods that will be
used to combine the information of multiple antennas are described. For each
combining method an equation is given, where N is the number of processed
antennas, d,, is the processed distance estimation from antenna n, and d is the
resulting distance estimation after applying the combination method.

e Minimal - Using the result of the antenna that reports the minimum
estimation intuitively makes sense. We are interested in the line that
directly connects the initiator and the reflector. If a different result is
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used that is not the minimum then it must be from a multipath reflection.
The minimal combining method is also proposed in [I4] as a combining
method for TAP.
d= min d,
ne{l,.. N}

¢ Maximum RSSI - Select the antenna measurement that corresponds to
the antenna with the highest RSSI. This method was used to select the
optimal BLE channel for time of flight measurements in [5].

d=d,, n= argmax RSSI,
ne{l,..,N}

e Mean - Calculate the mean of the results from all available antennas.

N
d = Zn:l d"
N

e Lowest standard deviation - Select the antenna that has the lowest
standard deviation in the previous x measurements.

d=d,, n= argmin
ne{l,..,N}

\/ S e (s — )?

e Proportional RSSI - Assign a weight to each antenna proportional to
its received RSSI. The result is calculated as the weighted average over all
antennas. The weights are linearly scaled such that the antenna with the
lowest RSSI does not contribute to the final result.

RSSIn - minne{le} RSS]n
SN (RSSI, —min,cq1, Ny RSSI,)

N
d= g Wy, * dyp, Wy, =
n=1

3.3.3 Channel Sounding Parameters

The Bluetooth 6.0 core specification offers a significant degree of customizability
of the channel sounding procedure. In theory, this means that the parameters of
the channel sounding procedure can be tuned for specific requirements. Trade-
offs can be made in terms of accuracy, latency, measurement frequency, security,
and robustness.

Unfortunately, the experimental status of channel sounding in the nRF Con-
nect sdk meant that many configuration options were unavailable or not work-
ing properly. This severely limited the experimentation that could be done.
To give an example, it was not possible to increase the ratio of RTT to PBR
measurements by setting RTT as the main mode and PBR as the sub mode.
Consequently, all data has been gathered using the same channel sounding con-
figuration. The configuration and procedure parameters are shown in
and [Table 3.6] below.
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Table 3.5: Channel sounding configuration parameters

Parameter Value
Main mode PBR

Sub mode RTT
Main mode steps 10 to 20
Main mode repetition 0

Mode 0 steps 3

RTT type Access Address (AA)
Cs sync PHY 1M
Channel map repetition | 5

Channel selection type 3B
Channel sequence shape | Hat shape
Channel sequence jump | 2

Table 3.6: Channel sounding procedure parameters

Parameter Value
Maximum procedure length | 100 * 0.625 ms
Procedure interval 9

Maximum procedure count | No limit
Subevent length 10 ms

PHY 2M

SNR. control No SNR control

3.4 Evaluation setup

In each experiment, the initiator and reflector will be positioned facing each
other. They start directly next to each other, and after 50 channel sounding
measurements have been made for each antenna path, the initiator is moved
away by 10 cm. This is repeated until the initiator and reflector are separated by
5 m, resulting in around 10,000 channel sounding measurements per experiment.
Each experiment is performed using different antenna configuration, and in
a different environment. Both, the configurations and environments, will be
discussed in this section.

3.4.1 Antenna Configurations

The channel sounding experiments are repeated using 3 different antenna con-
figurations. These configurations are named ‘stick’, ‘flip’, and ‘star’. The ‘stick’
configuration has all 4 antennas sticking up in the same orientation, while for
the ‘flip’ configuration two of the four antennas are flipped upside down. In
the ‘star’ configuration the antennas are folded out, creating a pattern that re-
sembles a star. In each of the configurations the antennas are directly attached
to the RF switch evaluation board. Note that the tables in this subsection
name the antennas A, B, D, and E, since connector C of the evaluation board
is reserved for the RF input. The antenna configurations are described in more
detail below.
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‘stick’ configuration

The ‘stick’” antenna configuration, shown in features the minimal
amount of antenna separation offered by the evaluation board of the RF switch.
In addition to this, all antennas are oriented the same way, resulting in no
polarization diversity. shows that there is between 5.0 and 11.5 cm of

separation between antenna pairs.

Figure 3.14: ‘stick’ antenna configuration.

Table 3.7: Separation (in cm) between antennas for the ‘stick’ config-
uration

‘flip’ configuration

The ‘flip’ configuration, shown in |Figure 3.15| is similar to the ‘stick’ configur-
ation, but now, two of the four antennas are flipped upside down. While the
orientation is no longer the same for all antennas, they still all have the same
polarization. The benefit of the flipped antennas is that this increases the an-
tenna separation considerably. shows the ends of the antennas are
now separated by at least 11.0 cm. Note that this entails that the maximum
antenna separation featured in the ‘stick’ configuration is now similar to the
minimal antenna separation of the ‘flip’ configuration.
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Figure 3.15: ‘flip’ antenna configuration.

Table 3.8: Separation (in cm) between antennas for the ‘flip’ configur-
ation

‘star’ configuration

The ‘star configuration’, shown in[Figure 3.16] folds all antennas outward. This
not only increases the antenna separation, but also introduces polarization di-
versity into the antenna setup. provides the antenna separation
between each antenna pair. This antenna configuration features the largest
antenna separations and benefits from polarization diversity. It is therefore
expected to perform well in complex multipath environments.

Figure 3.16: ‘star’ antenna configuration.
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Table 3.9: Separation (in cm) between antennas for the ‘star’ config-
uration

12.0 | 27.0 | 26.5
26.5

12.0
27.0 | 22.0
26.5 | 26.5

A
B
D
E

3.4.2 Antenna Permutations

While each configuration features all 4 available antennas, not every antenna is
required to be used. Using fewer antennas could for example save costs, reduce
implementation complexity, and increase measurement frequency. Therefore,
the performance of each antenna configuration will be tested with 1, 2, or 4
active antennas, which results in the 11 possible permutations shown in
The results for using a certain number of antennas are averaged. This
is to compensate for (un)favorable conditions due to multipath propagation.

1. X XXX

5 K X X
XX

4. [

Figure 3.17: Permutations of antennas using 1, 2, and 4 active antennas.

3.4.3 Fair Antenna Combining

When four antennas are active the four individual channel sounding measure-
ments are combined into a single measurement. This is unfair to the case when
only a single antenna is active. In this case only a single channel sounding
measurement is used to report a result. This means that the system is able to
use four times as many resources to compute the result when four antennas are
active.

To compensate for this unfairness the following is done: when a single an-
tenna is active four channel sounding measurements are made using the available
antenna. When two antennas are active two measurements are made on each
antenna, and when four antennas are active each antenna performs a single
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channel sounding measurement. This way each antenna permutation has ac-
cess to four channel sounding measurements which can be combined using the
combing methods described above. Any performance difference between the
configurations must be due antenna diversity.

3.4.4 Environments

The channel sounding experiments have been performed in three distinct Line
Of Sight (LOS) environments, which are shown in[Figure 3.18] The first environ-
ment is an outdoor environment. This environment features minimal multipath
and RF interference, and can therefore be used as a baseline of how the channel
sounding algorithm performs under ideal conditions. The second environment
is a home indoor environment that can be classified by low multipath and RF
interference. The final environment is in an office containing metal cabinets and
walls that reflect the RF signals leading to a high multipath environment. This
environment also features a significant amount of interference in the 2.4GHz
band. A BLE scan for advertising devices already reveals more than 100 nearby
BLE devices.

Figure 3.18: Environments: outdoor (left), home (middle), and office
(right)
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Chapter 4

Results

This section shows and interprets the results of multi-antenna channel sound-
ing. First, both the spatial and sequential consistency of single-antenna channel
sounding are analyzed and will be used as a baseline. Then it is shown how
adding a second antenna to the experiment in the office environment setup im-
proves spatial consistency. After that averaged results of experiments using 1, 2,
and 4 antennas are shown and discussed. Using these averaged results, the per-
formance of the different antenna configurations and combining methods can
be assessed. Finally, the channel sounding results using the optimal antenna
configuration and combining method will be compared to the baseline.

This section will mostly present graphs containing averaged results. The
complete set of results, from which the averages are calculated, is available in
Append A

4.1 Evaluation Metrics

The time-based relay attack mitigation protocol described in requires
consistency of channel sounding measurements. In particular, it required con-
sistency in reciprocal measurements and similarity between measurements made
from similar distances. Both requirements will be evaluated using the root-
mean-square-error and the maximum error. Before these metrics are calculated
the outliers (highest and lowest 8% of the measurements) are removed from the
data. The metrics are then calculated according to [Equation 4.1] and [Equa-|
where N is the number of measurements in the experiment p; is the
measured distance between initiator and reflector for measurement ¢, and y; is
the expected distance between initiator and reflector for measurement 3.

Root-mean-squared-error (RMSE) = N

Maxi = —yy 4.2
aximum error ner{rll?.},{N} \ Pi — Yi | ( )

4.1.1 Spatial Consistency

The time between (reciprocal) measurements allow the mobile phone to travel a
limited distance between two measurements. This means that it is unlikely that
two subsequent measurement are made from the exact same distance. Multipath
effects can cause large deviations between measurements. The measurements,
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made at similar distances, should yield similar results. Spatial consistency is
different from a perfect distance estimation. Therefore, the RMSE and the
maximum error of the obtained measurements are not calculated to the line
y(z) = x. Instead, a new line g(x) = ax + b is first fitted to the measurement
results, and then the root-mean-square-error and maximum error to this line are
used as metric. This means that any offset is compensated for when calculating
the metric, allowing for better comparison of consistency between experiments.

4.1.2 Reciprocal Consistency

In order to evaluate the reciprocal consistency of the experiments, two channel
sounding measurements are made. Ideally, in one measurement device A is the
initiator and in the other measurement device B is the initiator. Unfortunately
the software development kit used to program the embedded devices, does not
allow for hybrid initiator/reflector roles. Therefore, device A is the initiator in
both measurements, and the sequential consistency of two subsequent measure-
ments is used instead.

The two subsequent measurements are compared to each other. In a per-
fectly consistent scenario, there is no difference in the two distance estimations.
Therefore, the root-mean-square error and the maximum error to 0 m (g(z) = 0)
are used as evaluation metrics.

4.2 Baseline Results

Before the multi-antenna channel sounding results can be analyzed, it is im-
portant to first analyze the baseline performance. shows the single
antenna spatial consistency in the three environments. The graphs show that
the PBR method performs better than the RTT method. Not only are the
PBR distance estimations closer to the reference, they are also more consistent.
Both channel sounding methods perform best in the outside environment, fol-
lowed by the home environment, and perform worst in the office environment.
The high error metrics in the office environment can be attributed to multipath
propagation. In the graph this can best be seen by the large increase in distance
estimation around 2 m.

shows the baseline sequential consistency of single antenna chan-
nel sounding. The baseline results show good PBR consistency across all three
environments. Even in the office environment, the PBR consistency is better
than the RTT consistency in the outside environment. The RTT consistency is
similar between the outdoor and the home environment, but in the office envir-
onment there is a large decrease in sequential consistency of the RTT channel
sounding measurements. As can also be seen in the spatial consistency plot,
the error in the office environment is again the largest around 2 m. From the
graphs it also becomes evident that the sequential error is not dependent on the
distance between the initiator and the reflector.

The baseline results show the worst performance in the office environment.
This environment thus necessitates the most improvement. Therefore, the fol-
lowing subsection will focus on improvements in the office environment.
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Figure 4.1: Single antenna channel sounding results for spatial consistency in the outdoor, home, and office environment.
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4.3 Multi-Antenna Results

In order to overcome the problems associated with multipath propagation, mul-
tiple antennas are deployed. [Figure 4.3| and [Figure 4.4 show the channel sound-
ing measurements from two different antennas during the same experiment in
the office environment. Comparing the antennas shows that both experience
the effects of multipath propagation, however each antenna is impacted differ-
ently and reductions in performance occur at different locations. and
show how the measurements from the two antennas can be combined
in order to yield more consistent results. By combining the two antennas using
the minimal antenna combining method the root-mean-square error (RMSE)
compared to the single antenna results of antenna 0 decreased by 0.73 m and
0.50 m, for PBR and RTT respectively. Even antenna 1, which significantly
outperforms antenna 0 in both metrics, benefits from the additional antenna;
the RMSE for this antenna reduces by 0.06 m for PBR and by 0.24 m for RTT.
Unfortunately, the maximum error is increased slightly when compared to the
maximum error of antenna 1. This shows that, the antenna combining method
is not perfect and that the performance trade-offs must be considered critically.
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Figure 4.3: Channel sounding measurement of antenna 1 in the stick
configuration and office environment.
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Figure 4.4: Channel sounding measurement of antenna 0 in the stick
configuration and office environment.
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Figure 4.5: Plots showing the measurements of PBR (top-right), RTT
(bottom-left), and RSSI (bottom-right) for the individual anten-
nas. The combined results (top-left) combines the individual antenna
measurements from the other graphs using the minimal method to
create improved distance estimations.

Table 4.1: RMSE results of antenna 0 and 1 individually and after
combining using the minimal combining method.

PBR | RTT
Antenna 0 | 1.95 | 3.23
Antenna 1 | 1.28 | 2.92
Combined | 1.22 | 2.68

4.3.1 Spatial Consistency

shows that, on average, the single antenna RMSE for PBR and RTT
are 1.5 m and 2.5 m. By increasing the number of antennas the RMSE in
the office environment is reduced by 0.5 m for both PBR and RTT. These im-
provements are achieved using the flip antenna configuration and the Mean or
proportional RSSI combining method. The Minimal combining method per-
forms equally for PBR, but it performs the worst out of all options for RTT. It
can be seen from the plot that the RMSE can be reduced to 1.0m for PBR and
1.9m for RTT when using this setup.

The maximum error metric improves similarly. From it can be
seen that again the flip method performs best and that the minimal and mean,
and proportional RSSI methods perform well for PBR while only the mean and
proportional RSSI methods perform well for RTT. The maximum error when
using all four antennas is reduced from 6.1 m to 3.8 m for PBR and from 11.6
m to 8.6 m for RTT compared to the average single antenna metric.
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Figure 4.6: Average RMSE results for antenna configurations (left)
and antenna combining methods (right) in the office environment.
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Figure 4.7: Average maximum error results for antenna configurations

(left) and antenna combining methods (right) in the office environ-
ment.

4.3.2 Reciprocal Consistency

shows that in the office environment there is little improvement to the
reciprocal consistency after adding multiple antennas to the channel sounding
procedure. The mean combining method significantly outperforms the other
methods. The improvement in RMSE when using four instead of one antenna
is only 0.1 m and 0.2 m for PBR and RTT respectively. The same observation
is also true for the outdoor and home environment.
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and antenna combining methods (right) in the office environment.

Even tough there is no significant benefit in utilizing multiple antennas, there
is a significant improvement over the baseline channel sounding consistency.
This means that nearly all performance gain over the baseline is due to the
fact that more measurements are used to compute the result. By comparing

[Figure 4.8| to [Figure 4.9| using one antenna it becomes evident that by using

more measurements the mean combining method is able to reduce the RMSE

by

0.59 m (PBR) and 1.96 m (RTT).
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Figure 4.9: Average RMSE results for antenna configurations (left) and
antenna combining methods (right) in the office environment. Note
that these graphs show ’unfair’ values.

While the multi-antenna channel sounding results show no improvement for
the RMSE of sequential consistency, |[Figure 4.10[shows that there is a reduction
in the maximum error metric. The maximum error using the mean combining
method is reduced by 0.71 m (PBR) and 4.09 m (RT'T) in the office environment.
The other environments also show improvements, but the gains are slightly
reduced. The maximum sequential error in the home environment is reduced by
0.39 m (PBR) and 2.15 m (RTT) and the outdoor environment sees reductions
of 0.39 m (PBR) and 0.39 m (RTT). Nevertheless, this shows that, especially in
the office environment, there still is a performance benefit in deploying multiple
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antennas for the sequential consistency of channel sounding measurements.
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Figure 4.10: Average maximum error results for antenna configurations
(left) and antenna combining methods (right) in the office environ-
ment.

4.4 Optimal Configuration Results

In all environments and for both spatial and sequential consistency it is optimal
to use all four antennas. The ‘stick” and ‘flip’ antenna configurations perform
similar, but in almost each scenario the ‘flip’ configuration performs slightly
better. The results also showed that the ‘star’ configuration consistently per-
formed worst. This is despite the fact that this antenna configuration featured
the largest antenna separation in addition to polarization diversity. It is possible
that the polarization diversity actually had a negative impact. This could be
because the antenna at the reflector side no longer had the same polarization.

The optimal combining method depends not only on the environment, but
also on used channel sounding method and the evaluation metric. For RTT the
mean combining method significantly outperforms the other methods, but for
PBR there are sometimes other methods that perform better. The max RSSI
method performs well in the outdoor environment, while the minimal method
performs well in both indoor environments. The proportional RSSI method
generally performs similar as the mean method. Between these two the mean
method performs better for sequential consistency, and it also performs better
in the office environment, but the proportional RSSI method overtakes it in
both the home and outdoor environment.

This section compares the performance of the optimal channel sounding con-
figuration to the baseline. The baseline results are calculated in two ways.
The first baseline is calculated from the average single antenna results, and the
second baseline is calculated using the fair single antenna results, where the an-
tenna makes four measurements and combines this into the final measurement.
This analysis will therefore highlight both the impact of additional data points
and antenna diversity on the channel sounding performance.
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4.4.1 Spatial Consistency

shows the spatial consistency while using the optimal channel sound-
ing configuration in each of the three environments. Visually comparing these
graphs to the graphs shown in already shows noticeable improve-
ments to the baseline. This observation is also reflected in[Table 4.2 Compared
to the baseline this table shows a total reduction in RMSE of 0.35 m (PBR) and
0.81 m (RTT) in the outdoor environment, 0.81 m (PBR) and 0.94 m (RTT) in
the home environment, and 1.02 m (PBR) and 1.60 m (RTT) in the office en-
vironment. Similar improvements can also be seen for maximum error for both
PBR and RTT in all three environments. [Table 4.2] shows that most of these
gains are between 'Baseline fair’ and ’Optimal’, meaning that these improve-
ments come from the additional antenna diversity. Finally, the table shows
that the performance of the optimal configuration in the office environment
approaches the baseline performance in the outdoor environment, showing that
the addition of antenna diversity successfully overcomes the problems associated
with multipath propagation.

Table 4.2: Comparison of spatial consistency error metrics. The
baseline configuration uses one antenna with one measurement. The
baseline fair configuration uses one antenna that makes four measure-
ments. And the optimal configuration uses four antennas that make
one measurement each.

RMSE (m) | Maximum error (m)
PBR RTT | PBR RTT
Outdoor
Baseline 0.44 1.52 | 2.39 6.20
Baseline fair | 0.38 0.94 | 1.81 4.34
Optimal 0.09 0.71 0.24 2.28
Home
Baseline 1.20 1.74 | 5.11 10.15
Baseline fair | 1.10  1.37 | 4.29 6.34
Optimal 0.39 0.80 | 1.32 2.60
Office
Baseline 1.77  3.17 | 7.00 16.01
Baseline fair | 1.53 2.46 | 5.74 11.42
Optimal 0.75 1.57 | 2.61 6.86

4.4.2 Sequential Consistency

[Table 4.3] and [Figure 4.12| show that the improvement in sequential consistency
of the optimal configuration over the baseline is similar to the improvement
in spatial consistency. However, the table reveals that for sequential consist-
ency most of the improvement is between the 'Baseline’ and the 'Baseline fair’,
meaning that the antenna diversity due to additional antennas has no significant
impact on the sequential consistency. Nevertheless, there is a performance gain
when using the optimal configuration. Especially the maximum error is reduced
significantly, meaning that it is still beneficial to deploy multiple antennas in
order to improve sequential consistency.
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Figure 4.11: Optimal 4-antenna channel sounding results in the outside, home, and office environment.
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Table 4.3: Comparison of sequential consistency error metrics. The
baseline configuration uses one antenna with one measurement. The
baseline fair configuration uses one antenna that makes four measure-
ments. And the optimal configuration uses four antennas that make
one measurement each.

RMSE (m) | Maximum error (m)
PBR RTT | PBR RTT
Outdoor
Baseline 0.24 250 | 1.50 10.86
Baseline fair | 0.17 1.39 | 1.27 6.41
Optimal 0.09 1.19 | 0.35 3.72
Home
Baseline 043 245 | 3.08 13.85
Baseline fair | 0.24 1.35 1.57 7.28
Optimal 0.21 1.19 1.01 5.43
Office
Baseline 1.40 482 | 6.85 22.23
Baseline fair | 0.77  2.75 | 3.69 13.63
Optimal 0.56 2.45 | 2.14 8.68

4.5 Protocol Re-evaluation

Again, as in A has been selected as the largest RMSE from the office
environment (A = 2.45 m). The new evaluation of the proposed protocol, shown
in shows a significant reduction in the available attack surface for the
attacker. Both version 3 and 4 now outperform version 4 using the baseline
channel sounding. Even version 3 of the protocol now has a similar attack
surface as version 4 had with the baseline performance. When the attacker now
deploys its relay attack, there is only an area of 24 m? where the mobile phone
is vulnerable.

While a relay attack is still possible, the likelihood of succeeding in such an
attack is severely mitigated. The attacker must now purposefully position their
attacking devices in the correct area.

Table 4.4: Protocol evaluation using optimal channel sounding config-
uration.

Version | Description Attack area (m?)
0 RSSI based distance bounding 907.92[1

1 RTT based distance bounding 174.37

2 Two-way RTT based distance bounding 92.36

3 Two-way RTT based distance bounding (1 beacon) 48.02 P

4 Two-way RTT based distance bounding (2+ beacons) | 24.01 2

IBLE maximum range is calculated to be 17 m in an office using the NIST PAP02-Task 6
Model [15] [3].

2The area where the two rings intersect have been approximated as two squares with sides
of length A.
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Chapter 5

Conclusions

This thesis investigated BLE relay attacks. To mitigate the risks of these attacks
a design for a time based distance bounding protocol was proposed. This pro-
tocol relies heavily on Bluetooth 6.0 channel sounding distance measurements.
In order for this protocol to effectively mitigate relay attacks the channel sound-
ing measurements must be consistent. Unfortunately, single-antenna channel
sounding measurements showed poor spatial and sequential consistency in a
complex multipath environment. To improve the consistency of these measure-
ments, it was researched which antenna configuration (using up to 4 antennas)
and antenna combining method provided the best spatial and sequential con-
sistency in channel sounding measurements.

The best antenna configuration using four antennas across all experiments is
the ‘flip’ configuration. The best antenna combining method depends on the
channel sounding method and the environment. PBR measurements can best
be combined using the proportional RSSI method in the outside environment
and using the proportional, minimal or mean method in indoor environments.
RTT measurements are almost always best combined using the mean combining
method. Using this optimal channel sounding configuration allowed the RMSE
of spatial consistency to be reduced from 1.77 m (PBR) and 3.17 m (RTT) to
0.75 m and 1.57 m respectively. The RMSE for sequential consistency showed
similar improvements; this metric could be reduced from 1.40 m (PBR) and
4.82m (RTT) to 0.56 m and 2.45 m respectively. Crucially, these improvements
allow the channel sounding performance using the optimal configuration in the
high multipath office environment to approach the baseline performance in a
low multipath outdoor environment. Showing that the added antenna diversity
effectively reduces the impact of multipath propagation on the channel sounding
measurements.

The channel sounding improvements reduce the attack surface for the attacker
during a relay attack. This decreases the likelihood of such an attack succeeding,
effectively mitigating BLE relay attacks.

5.1 Future Work

While Bluetooth 6.0 channel sounding is a promising technology for indoor
localization and relay attack mitigation, the technique requires a considerable
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amount of further research before it can effectively be deployed in the real
world. The three main avenues for future work described below focus on the
evaluation of relay attack mitigation, further multi-antenna channel sounding
improvements, and real world implementation and evaluation.

Relay attack mitigation

It needs to be researched to what extent the proposed protocol in combination
with the multi-antenna channel sounding setup mitigates the risk of a BLE relay
attacks. From this evaluation, it can be determined if the current channel sound-
ing performance sufficiently mitigates relay attacks or if further improvements
are required. By performing this evaluation it will also be possible to highlight
the specific metrics that need to be improved. This will allow for more focussed
research into relay attack mitigation using Bluetooth channel sounding.

Multi-antenna channel sounding improvements

The research presented in this paper can be extended. Future research can
focus on different antenna configurations, new and more advanced combining
methods, and more data can be gathered in different environments. In addi-
tion to purely continuing the research presented in this paper, it is also pos-
sible to research other methods to improve channel sounding performance. For
example, single antenna channel sounding improvements, as discussed in the
background, can be combined with the multi-antenna approach presented in
this thesis. Another improvement that can be researched is the use of Summed
Antenna Processing instead of Individual Antenna Processing. Finally, chan-
nel sounding measurements can be fused with existing Bluetooth localization
techniques, such as RSSI and angle of arrival localization. The combination of
these localization methods can yield better and/or more consistent localization
performance.

Real world implementation and evaluation

Hardware costs need to be reduced, and real world performance needs to be
evaluated. In order to reduce the cost of hardware it is likely required to use PCB
antennas instead of external antennas. Therefore, the optimal layout of PCB
antennas for channel sounding needs to be researched. This new configuration
must then be evaluated in real world scenarios. Real world evaluation requires
smartphones that are capable of channel sounding and move freely throughout
a space.

Other real world considerations are the frequency of channel sounding meas-
urements, and the energy consumption. This research proposes to leverage
channel reciprocity by using two-way ranging in order to mitigate relay attacks.
Using the current 6.0 specification, the signal needs to travel four times between
the initiator and reflector. This could be reduced to three times, and will not
only increase the measurement frequency and reduce energy consumption, but
could also improve the measured result.
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5.2 Limitations

The Bluetooth 6.0 core specification was only introduced in September 2024,
meaning that it is still a new technology. This severely limited the research
performed in this work in the following areas.

First, while nearly every available smartphone features Bluetooth, there is
no smartphone available that features support for Bluetooth 6.0. Therefore, it
was not possible to effectively evaluate the real world performance of channel
sounding in the context of access control and Phone as a Key.

In addition to this the development boards used for this research are also
brand new (this research used ’preview’ development kits, which were not pub-
licly available). This meant that while the hardware was complete and function-
ing, it most likely will not have the same performance as the finished product.
The same was also true for the experimental software support of channel sound-
ing; the provided samples worked, but are still updated with new commits
monthly. Unfortunately this also meant that many configuration options were
not yet supported. It was for example not possible to make RTT the main chan-
nel sounding mode, or to dynamically switch between initiator/reflector role.
Another notable limitation was the absence of the IFFT calculation method
for PBR. Support for the IFFT method was only added after all data for this
thesis was gathered. According to [6] the IFFT method is able to achieve better
performance than the phase slope method used in this thesis.

Finally, the novelty of Bluetooth 6.0 also meant that there was limited prior
work. The available previous works were mostly concerned with improving
the performance of single antenna channel sounding, and not with improving
measurements using antenna diversity or the implications of channel sounding
on the security against relay attacks. Therefore, it is unknown if the method
and approach used in this research is optimal.
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Appendix A

Channel Sounding Plots

A.1 Single-Antenna Channel Sounding Plots -
Spatial Consistency
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Figure A.2: Plots of the 4 individual antennas in the outdoor environ-

ment using the flip configuration.
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Figure A.3: Plots of the 4 individual antennas in the outdoor environ-

ment using the star configuration.
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Home Environment
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Figure A.4: Plots of the 4 individual antennas in the home environment
using the stick configuration.
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Figure A.5: Plots of the 4 individual antennas in the home environment
using the flip configuration.
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Figure A.6: Plots of the 4 individual antennas in the home environment

using the star configuration.
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Figure A.7: Plots of the 4 individual antennas in the office environment

using the stick configuration.
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Figure A.8: Plots of the 4 individual antennas in the office environment
using the flip configuration.
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Figure A.9: Plots of the 4 individual antennas in the office environment
using the star configuration.
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Figure A.10: Plots of the 5 antenna combining methods in the outdoor
environment using the stick configuration.
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Figure A.12: Plots of the 5 antenna combining methods in the outdoor
environment using the star configuration.
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Figure A.13: Plots of the 5 antenna combining methods in the home
environment using the stick configuration.

o7



Spatial consistency: home - 4-antennas - flip
Individual Antenna Processing: Minimal

Spatial consistency: home - 4-antennas - flip
Individual Antenna Processing: Max rssi

25 25
s —— PBR - RMSE: 0.51 - max error: 1.68 s —— PBR - RMSE: 0.43 - max error: 2.69
£ RTT - RMSE: 1.33 - max error: 6.36 || £ 4 RTT - RMSE: 1.08 - max error: 4.01
815 &8s
0 0
o ©
Q1w D1
® T
£ £
5 25
w w

1 2 3 4 5 0 1 2 3 4
Actual distance (m) Actual distance (m)
Spatial consistency: home - 4-antennas - flip Spatial consistency: home - 4-antennas - flip

25 Individual Antenna Processing: Mean 25 Individual Antenna Processing: Lowest standard deviation
- —— PBR - RMSE: 0.55 - max error: 1.51 - —— PBR - RMSE: 0.87 - max error: 6.42
£ RTT - RMSE: 0.83 - max error: 2.81 Exn RTT - RMSE: 1.20 - max error: 4.68
J1s 815
o 0
o =l
B0 B
® ©
£ £
25 25
w w

0 i i 5 0 i 4

2 3
Actual distance (m)

2 3
Actual distance (m)

Spatial consistency: home - 4-antennas - flip

= = N N
1 & S &

Estimated distance (m)
&

Individual Antenna Processing: Proportional RSSI
—— PBR - RMSE: 0.39 - max error: 1.32

RTT - RMSE: 0.80 - max error: 2.60

2 3
Actual distance (m)

Figure A.14: Plots of the 5 antenna combining methods in the home
environment using the flip configuration.
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Figure A.15: Plots of the 5 antenna combining methods in the home
environment using the star configuration.
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Figure A.16: Plots of the 5 antenna combining methods in the office
environment using the stick configuration.
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Figure A.17: Plots of the 5 antenna combining methods in the office
environment using the flip configuration.
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Figure A.18: Plots of the 5 antenna combining methods in the office
environment using the star configuration.
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A.3 Single-Antenna Channel Sounding Plots -
Sequential Consistency
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Figure A.19: Plots of the 4 individual
onment using the stick configuration.
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Figure A.20: Plots of the 4 individual antennas in the outdoor envir-
onment using the flip configuration.
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Figure A.21: Plots of the 4 individual antennas in the outdoor envir-
onment using the star configuration.
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Figure A.22: Plots of the 4 individual antennas in the home environ-

ment using the stick configuration.
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Figure A.23: Plots of the 4 individual
ment using the flip configuration.
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Figure A.24: Plots of the 4 individual antennas in the home environ-

ment using the star configuration.
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Figure A.25: Plots of the 4 individual antennas in the office environ-

ment using the stick configuration.
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Figure A.26: Plots of the 4 individual antennas in the office environ-

ment using the flip configuration.
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Figure A.27: Plots of the 4 individual

ment using the star configuration.
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A.4 Multi-Antenna Channel Sounding Plots -
Sequential Consistency
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Figure A.28: Plots of the 5 antenna combining methods in the outdoor
environment using the stick configuration.

68



= N N
S &

Sequential error (m)
=

Sequential consistency: outdoor - 4-antennas - flip Sequential consistency: outdoor - 4-antennas - flip
Individual Antenna Processing: Minimal Individual Antenna Processing: Max rssi

= N N
S G

Sequential error (m)
o

25
—— PBR - RMSE: 0.11 - max error: 1.41 —— PBR - RMSE: 0.14 - max error: 0.62
RTT - RMSE: 2.43 - max error: 10.27 Ezo RTT - RMSE: 1.81 - max error: 5.28
5
5 15
o
s
0 €10
o
3
o
5 3 s
A
1 2 3 3 5 0 1 2 3 3
Actual distance (m) Actual distance (m)
Sequential consistency: outdoor - 4-antennas - flip Sequential consistency: outdoor - 4-antennas - flip
Individual Antenna Processing: Mean 25 Individual Antenna Processing: Lowest standard deviation
—— PBR - RMSE: 0.09 - max error: 0.81 —— PBR - RMSE: 0.25 - max error: 2.40
RTT - RMSE: 1.10 - max error: 5.19 T2 RTT - RMSE: 1.92 - max error: 8.02
=
e
5 £1s
&
0 €10
1
3
o
5 3 s
g | .
0 1 7 5 0 T 7

2 3 2 3
Actual distance (m) Actual distance (m)

Sequential consistency: outdoor - 4-antennas - flip
Individual Antenna Processing: Proportional RSSI

25
—— PBR - RMSE: 0.06 - max error: 0.35
’E‘zo, RTT - RMSE: 1.19 - max error: 3.72
5
£ 15/
9]
]
€10
9]
3
=
g s
I
0 1 4 5

2 3
Actual distance (m)

Figure A.29: Plots of the 5 antenna combining methods in the outdoor
environment using the flip configuration.
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Figure A.30: Plots of the 5 antenna combining methods in the outdoor
environment using the star configuration.
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Figure A.31: Plots of the 5 antenna combining methods in the home
environment using the stick configuration.
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Figure A.32: Plots of the 5 antenna combining methods in the home
environment using the flip configuration.
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Figure A.33: Plots of the 5 antenna combining methods in the home
environment using the star configuration.
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Figure A.34: Plots of the 5 antenna combining methods in the office
environment using the stick configuration.
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Figure A.35: Plots of the 5 antenna combining methods in the office
environment using the flip configuration.
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Figure A.36: Plots of the 5 antenna combining methods in the office
environment using the star configuration.
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Figure A.37: Fair averaged RMSE (top) and maximum error (bottom)
for spatial consistency in the outside environment for 1, 2, and 4
active antennas.
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Figure A.38: Fair averaged RMSE (top) and maximum error (bottom)
for spatial consistency in the home environment for 1, 2, and 4 active
antennas.
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Figure A.39: Fair averaged RMSE (top) and maximum error (bottom)
for spatial consistency in the office environment for 1, 2, and 4 active
antennas.
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Figure A.40: Fair averaged RMSE (top) and maximum error (bottom)

for sequential consistency in the outside environment for 1, 2, and 4
active antennas.
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Figure A.41: Fair averaged RMSE (top) and maximum error (bottom)

for sequential consistency in the home environment for 1, 2, and 4
active antennas.
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Figure A.42: Fair averaged RMSE (top) and maximum error (bottom)

for sequential consistency in the office environment for 1, 2, and 4
active antennas.
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