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Abstract
Modern cloud-native systems generate large
amounts of telemetry data, including logs, met-
rics, and traces, which are useful for monitoring
and diagnosing system behavior. However, the
effectiveness of machine learning-based anomaly
detection varies significantly depending on the
telemetry modality and the nature of the faults.
With the ever increasing demands of 5G appli-
cations and the upcoming 6G, system operators
must ensure that their networks are able to rapidly
respond to and stop faults, the first step of which
is detecting them. This project investigates the
performance of machine learning models for
anomaly detection when logs, metrics, and traces
are analyzed independently, with the goal of un-
derstanding their relative strengths and limitations.
It analyses fifteen models’ performance across five
different fault classes, comprising 22 faults in total.
After creating an appropriate dataset, each model
was evaluated on the data collected from several
runs, reaching the conclusion that one modality
cannot cover all the faults, two get all but one and
three modalities can cover every fault.

1 Introduction
Beyond 5G (B5G) networks are the currently-in-development
successor to the 5G networks we are using. As the limits of
the existing architecture are already being pushed, B5G net-
works will be expected to be highly scalable, fast, reliable and
will be used for various services, from industrial automation
and automated vehicles to services such as Augmented and
Virtual Reality and remote surgery [39]. To meet these de-
mands, initial B5G network prototypes are headed towards
adopting cloud-native architectures and microservice-based
designs for their deployment [40]. The microservices such
a network would employ can be deployed independently of
each other, and as such can be scaled and managed on a large
scale through platforms like Kubernetes [31].

While this architectural change provides benefits when it
comes to deploying and managing the network, it also in-
creases complexity. Deployments of such networks can rely
on dozens of various services across hundreds of pods and
containers working in tandem and exchanging data. For mon-
itoring purposes, such networks are regularly scraped for ob-
servability data - namely metrics, logs and traces [22]. Logs
capture system events and various errors and warning mes-
sages, metrics provide numerical information regarding sys-
tem resource usage and traces provide the execution path of
the requests as they traverse from service to service.

The massive amount of data such a network is capable of
generating when scraped regularly [41], paired with its com-
plexity make it incredibly hard to conduct fault analysis man-
ually. As a result, there is a growing interest in applying ma-
chine learning techniques to automate the analysis and enable
faster fault detection [6].

The purpose of this project is to quantify and analyze the
performance of existing machine learning models and ap-

proaches on a dataset consisting of healthy and faulty observ-
ability data collected from a 5G core network deployment, so
as to establish how they perform in comparison to each other
and if any in particular stand out when tackling the peculiari-
ties of such systems.

The research questions this work aims to cover are as fol-
lows:

• How does anomaly detection performance differ when
using logs, metrics or traces independently?

• How does performance vary across different categories
of faults (e.g., resource exhaustion, component failutre,
network delay)?

• Which telemetry modality provides the most useful sig-
nal for detecting specific anomaly types?

• How robust are anomaly detection models to noise and
variability in each modality (measured in terms of per-
formance degradation under noisy or reduced data)?

The remainder of this paper is structured as follows. Sec-
tion 2 Describes the background of the problem and the
knowledge gap, as well as what the paper will do to tackle
them. Section 3 will cover the tech stack used, how the
dataset was collected and the faults injected with a focus on
reproducibility. Section 4 covers the results of the experi-
ment and offers discussion on them as well as their implica-
tion. Section 5 discusses the ethical implications of the paper
and what measures were taken to ensure compliance with re-
sponsible research throughout. Section 6 concludes the paper
with a summary, identifies knowledge gaps that still remain
and offers advice for further research on the topic.

2 Background and Relevant Work
Prior research has explored learning-based anomaly detec-
tion across individual telemetry modalities. Log-based ap-
proaches identify anomalies from sequential patterns, ranging
from statistical clustering [14] to deep learning with DeepLog
[12] and LogBERT [17]. LogRobust [50] uses weighted em-
beddings to improve resilience to unstable log formats. Log-
based methods have since evolved toward graph models such
as DeepTraLog [48], though its reliance on combined trace
and log data places it outside the scope of this paper. De-
spite this progress, there are many different architectures for
log analysis and encoding the raw data into a usable format
remains non-trivial.

Metric-based techniques apply statistical or deep learning
models to numerical time series. OmniAnomaly [38] mod-
els the distribution of normal metric sequences, USAD [4]
uses two autoencoders to amplify reconstruction errors, and
TranAD [43] combines attention-based sequence encoding
with adversarial training. A recurring finding is that model
complexity does not reliably translate to better performance:
under fair evaluation, PCA matches OmniAnomaly, suggest-
ing data quality is a stronger determinant than architecture
[2].

Distributed traces record the full execution path of a re-
quest as a tree of spans, providing a causally ordered view of
inter-service communication unavailable from logs or met-
rics alone. Approaches range from normalising flows like



TraceAnomaly [30] to graph neural networks like GAL-MAD
[3], which jointly models spatial and temporal service depen-
dencies. Trace-based models can degrade as systems evolve
and new call paths emerge [9], and data collection delays
from upstream service calls can hinder timely detection [44].

These approaches have largely been evaluated on generic
microservice benchmarks of loosely coupled stateless ser-
vices. No work directly compares all three modalities under
controlled, identical fault conditions on a 5G core network,
where network functions emit highly structured, domain-
specific telemetry over HTTP/2 - patterns that general-
purpose models were not designed for. It therefore remains
unknown which modality provides the most informative sig-
nal for specific fault types, or whether any single modality
achieves complete fault coverage. This gap limits the ability
to design efficient monitoring strategies for B5G systems.

This paper addresses said gap of knowledge by performing
a comparative study of machine learning-based anomaly de-
tection across the three telemetry modalities. It provides data
regarding their performance with regards to one another, as
well as their strengths for identifying different fault types and
how resistant they are to faulty data.

3 Methodology & Implementation
3.1 Dataset and Data Processing
A dataset of the kind that would be required to perform ma-
chine learning on was not found. No one dataset encom-
passed all of being ran on a 5G Core network, producing out-
puts suitable for ML (Machine Learning) models and having
data related to all 3 telemetries. To that end, a dataset was
assembled by the research group. The base is open5gs as
it is the most feature-complete open source 5G Core imple-
mentation. It was deployed in kind (Kubernetes in Docker),
which could be used to set up a multi-node cluster out of the
box and had integration with Chaos Mesh, our fault injection
tool. UERANSIM gNB was used as the standard pairing for
open5gs for the purposes of simulating user traffic on the net-
work. This exposes 11 5G network functions: AMF, SMF,
UPF, PCF, SCP, UDM, AUSF, UDR, NEF, NSSF and NRF.
They are further elaborated upon in A.

22 faults were selected as being representative of typical
problems faced by a 5G network and injected into the sim-
ulated network with ChaosMesh [8]. They are described in
Table 1 with the category they fall into, as well as the net-
work function they target.

For each fault, telemetry was collected with Loki [16] for
logs, Prometheus [33] for metrics and Jaeger [20] for traces.
From there, this data goes to Grafana and is processed into
CSVs. Per fault, data was gathered for the network running
normally for 10m, the fault being active for 5m and the net-
work recovering for 10m. After each fault, the entire clus-
ter is restarted to prevent any lingering influence of one fault
tainting data from further runs. The data is labeled as anoma-
lous if it is collected during the run-time of the fault and as
non-anomalous otherwise. Each type of modality collected is
processed further from here.

It is important to note that the several runs the experiments
were ran on were provided from two other Group 69 members

Table 1: Representative 5G Network Faults

# Fault Name Type NF
1 CPU Stress on AMF Resource Exhaustion AMF
2 Memory Pressure on UPF Resource Exhaustion UPF
3 AMF Pod Crash Component Failure AMF
4 Network Delay on AMF–SCP SBI Link Network Delay AMF
5 Network Partition AMF–SCP Network Partition AMF
6 Packet Loss on UPF Network Partition UPF
7 SMF Pod Crash Component Failure SMF
8 CPU Stress on SCP Resource Exhaustion SCP
9 Network Delay on NRF Network Delay NRF
10 PFCP Session Establishment Flood Protocol Attack UPF
11 PFCP Session Deletion Attack Protocol Attack UPF
12 PFCP Session Modification DROP Protocol Attack UPF
13 PFCP Session Modification DUPL Protocol Attack UPF
14 UPF Infrastructure Packet Loss Network Partition UPF
15 NRF Cascade Failure Component Failure NRF
16 CPU Stress on AUSF Resource Exhaustion AUSF
17 Network Delay on SCP Network Delay SCP
18 CPU Stress on NRF Resource Exhaustion NRF
19 UDM Pod Crash Component Failure UDM
20 MongoDB Database Crash Component Failure MongoDB
21 N2 Interface Partition Network Partition AMF
22 Memory Pressure on AMF Resource Exhaustion AMF

working on the same research question and the pipeline ran
on their own personal laptops, on native Ubuntu and WSL
respectively.

All models are trained with the same train/test split. The
training set consists of all pre-phase records only (all la-
bel=0). Models receive no anomalous examples during train-
ing - they all use unsupervised learning. The test set is all dur-
ing and post records. The test set contains approximately 50%
anomalous windows from the during phase and 50% normal
recovery windows from the post phase.

Each model’s fit() method is called with the training
records. Models that require sliding windows construct them
from the record sequence, grouped by experiment slug to
prevent context from one fault’s pre-phase bleeding into an-
other’s. Models that operate on fixed-size time windows use
the 30-second window granularity established by the data
loaders.

At inference, each model’s predict() method returns pre-
dictions, scores and label arrays. The anomaly score is al-
ways a real-valued continuous quantity rather than a binary
prediction so as to allow for the computing of threshold-free
metrics.

Results are computed per fault and then aggregated. For
each model on each fault, the complete set of test records for
that fault is passed to predict(). Three primary metrics are
computed: AUROC, Average Precision and Recall at the op-
timal F1 threshold. Each of them presents a different avenue
to explore when it comes to evaluating performance. AU-
ROC is a very widely used primary metric in anomaly detec-
tion because it is threshold-free and measures a model’s abil-
ity to discriminate between normal and anomalous instances
across all points [34]. A model that guesses at random will
achieve an AUROC of 0.5, regardless of class imbalance be-
tween anomalies and normal data in the set, making it easy to
compare across different scenarios. One limitation is AUROC
can produce overly optimistic scores in cases of imbalanced
test sets, because when the number of true negatives is large,
even a substantial number of false positives produces only a
small change in the false positive rate, keeping the curve arti-



ficially high.
To tackle this, Average Precision (AP) is reported along-

side AUROC. AP is the area under the precision-recall curve,
i.e a weighted mean of precisions at each threshold. The
precision-recall curve is preferable to the ROC curve when
precision is more relevant than the false alarm rate, and AP
is a common way to compute this quantity. Unlike AUROC,
which gives equal weight to predictions on both the normal
and anomalous class, Average Precision is more sensitive to
predictions on the anomalous class specifically [1], making it
more informative for anomaly detection. The tradeoff is that
the random guessing baseline for AP is given by the fraction
of anomalies (being relatively low in the dataset this paper
conducts research on) in the test set and thus varies between
applications, making it generally harder to compare across
different datasets, which is why both metrics are reported to-
gether rather than relying on either alone.

Recall at the optimal F1 threshold is included to give a
threshold-dependent view of each model’s sensitivity. Since
all models in this study are trained unsupervised on normal
data only, no anomalous examples are available to pre-select a
deployment threshold. In an unsupervised setting the thresh-
old must be estimated from the score distribution itself. A
standard approach is to select the threshold that maximises
the F1 score on the test set, which identifies the best trade-
off between precision and recall for that model. Reporting
recall at this threshold captures whether a model is capable
of detecting the majority of faults when its threshold is set
optimally. Reporting F1-score or recall alongside AUROC
and AP gives a more complete picture of each metric’s per-
formance [1].

3.2 Machine Learning Models
To get a proper idea of how machine-learning models per-
form on the data, 5 models were used per modality and their
performance was compared against each other, so as to get
a broader view and prevent any incompatibility between a
specific model and the collected data. These models were
sourced from research papers and their implementations were
guided by the approaches described in those papers, as well
as from GitHub repositories of other implementations where
applicable.

Data Formatting
All log models share the same preprocessing pipeline. Raw
Loki CSV lines (timestamp ns, pod, container, app, line)
are cleaned and passed through a Drain parser (depth=4,
similarity threshold=0.5, max children=128), which groups
similar lines into templates by replacing variable fields with
wildcards. This yields 570 unique template IDs across the 11
NFs. Each line becomes a LogRecord carrying its timestamp,
NF name (the app column), raw line text, and the integer
template ID assigned by the parser. Sequence-based models
draw sliding windows of consecutive template IDs from these
records, grouped by experiment so no pre-phase context
from one fault bleeds into another. This was also done as
some of the models are inherently designed to run on the
same continuous deployment in order to learn patterns. The
best performing log models crater when this is not performed.

Prometheus scrapes one CSV per metric containing
timestamp and value columns. These are aggregated across
pods: rate and count metrics are summed (total system
rate), while duration and latency metrics are averaged (mean
response time). The 42 KPIs span six Beyla HTTP metrics
(server/client request rates, durations, and error rates), five
CPU metrics (container usage, throttling, node-level usage,
Beyla and monitoring overhead), four memory metrics
(container working set, node available, Beyla and monitoring
overhead), two network metrics (transmit and receive byte
rates) and 25 open5gs 5G control-plane counters covering
AMF registration, authentication, session and subscriber
counts, PFCP session state, and SMF/UPF session, PDU and
bearer metrics. Missing scrape intervals are forward-filled
within each phase. All models z-score normalise the result-
ing 42-dimensional vectors using the mean and standard
deviation computed from the pre-phase training set ( 3,000
records across 22 experiments).

Jaeger spans are read from the CSV, providing columns
trace id, span id, service, operation, start us, duration us,
and error. Spans are filtered to each phase’s time bounds
using the start us column and grouped into non-overlapping
30-second windows. For each window, a 48-dimensional
feature vector is constructed: for each of the 11 NF services,
four statistics are computed from spans whose service field
matches that NF - span count, error rate (fraction of spans
with error=1), log-mean span duration, and log-P95 span
duration (44 dimensions). The log transform is applied
to handle the heavy-tailed latency distributions that are
present in microservice communication. Four statistics are
appended: total distinct trace count, log-mean per-trace total
duration, global error rate, and total span count. The pre-
phase gives us 20 windows per fault experiment (440 training
windows total); the test set contains 10 during-phase and 10
post-phase windows per experiment (442 test windows, 50%
anomalous). All models are trained exclusively on pre-phase
windows.

Log Models
Five log models were evaluated. DeepLog [12, 11, 32, 13]
trains an LSTM to predict the next log event type given a win-
dow of prior events, flagging windows where the true next key
falls outside the top-k predictions. LogBERT [18, 19] applies
masked language modelling over log template sequences us-
ing a bidirectional transformer. LogRobust [50] encodes
templates via word embeddings processed by a BiLSTM–
attention architecture, adapted here to an unsupervised se-
quence autoencoder. FeatureModel [28, 36] applies Isola-
tion Forest to a 35-dimensional time-bucketed feature vec-
tor including log rate, error rate, novel template fraction, and
heartbeat deficit. Logs2Graphs [25, 26] converts each time
window into a directed log-transition graph and trains a two-
layer Inception DiGCN under the Deep SVDD [35] objective.

Metric Models
Five metric models were evaluated. MetricPCA [47] scores
test timesteps by PCA reconstruction error relative to a nor-



mal subspace fitted on pre-phase data. USAD [4, 5] trains
two competing autoencoders to amplify reconstruction er-
rors on anomalous windows through adversarial cascading.
TranAD [43, 42] uses a Transformer encoder and two de-
coders with progressive supervision, where the second de-
coder focuses on residuals from the first. OmniAnomaly [38,
37] models the distribution of normal metric sequences with a
GRU-based variational autoencoder, scored by reconstruction
error. AnomalyTransformer [46, 45] augments reconstruc-
tion error with an association discrepancy term that measures
the divergence between learned and prior attention distribu-
tions, preventing score inversion on crash faults.

Trace Models
Five trace models were evaluated. TraceRPCA [7, 27]
decomposes the pre-phase feature matrix via Robust PCA
and scores test windows by reconstruction error against the
recovered low-rank normal subspace. TraceAnomaly [30,
29] fits a Real NVP [10] normalising flow to the distribution
of normal trace windows, scoring anomalies by their negative
log-likelihood. TraceDAE [23, 24] trains a dual autoencoder
jointly on service interaction graph topology and per-service
node features. GAL-MAD [3] is an encoder–decoder
autoencoder that applies GAT layers per timestep and a
BiLSTM across sequences of eight consecutive 30-second
windows, capturing how inter-NF interaction patterns evolve
over 4-minute spans. TraceSieve [49, 15] first filters noisy
training windows with a GAN-based noise filter, then trains a
Variational Graph Autoencoder on the denoised set, scoring
test windows by Monte Carlo negative log-likelihood with
standard deviation clipping.

More details on each model’s implementation are included
in B.1

4 Experiment Results & Discussion
4.1 Results Overview
Table 2 summarises mean AUROC, Average Precision (AP),
and Recall at the optimal F1 threshold across all 22 faults
for each model. All metrics are threshold-free except Recall,
which is computed at the threshold that maximises F1 on the
test score distribution.

4.2 Log Models
Log-based detection is the strongest single modality, with
DeepLog achieving the highest mean AUROC of 0.913 and
LogBERT closely following at 0.859. Together, these two
models cover 19 of 22 faults at AUROC ≥ 0.70. DeepLog
leads across every fault class, reaching 0.974 on protocol at-
tacks and 0.896 on resource exhaustion, demonstrating that
PFCP flood and CPU stress faults produce clearly anomalous
log-key sequences.

The three faults where logs fall short - the N2 interface
partition between AMF and the gNB (0.510), an AMF pod
crash (0.553), and memory pressure on the AMF (0.555) -
share a common property: they either produce few novel log
events or disrupt the system so quickly that the log stream

Figure 1: AUROC across all 22 faults for all 15 models
X = Model Y = Fault

Table 2: Mean performance across 22 faults per model.

Modality Model AUROC AP Recall

Logs

DeepLog 0.913 0.861 1.000
LogBERT 0.859 0.799 0.994
LogRobust 0.535 0.553 0.995
FeatureModel 0.515 0.553 0.978
Logs2Graphs 0.490 0.576 0.987

Metrics

TranAD 0.660 0.746 0.964
AnomalyTransformer 0.604 0.744 0.939
USAD 0.613 0.684 0.975
OmniAnomaly 0.598 0.578 0.946
MetricPCA 0.586 0.641 0.963

Traces

GAL-MAD 0.810 0.925 0.979
TraceRPCA 0.649 0.681 0.952
TraceAnomaly 0.637 0.694 0.961
TraceDAE 0.625 0.684 0.944
TraceSieve 0.568 0.623 0.974

contains mostly the same pre-fault templates. The N2 par-
tition is nearly silent in logs as UERANSIM stops sending
registration requests rather than emitting error messages.

LogRobust, FeatureModel, and Logs2Graphs all perform
at near-random levels. LogRobust’s poor performance can be
attributed to the adaptation: converting a supervised binary
classifier into an unsupervised autoencoder discards what
makes the original model effective. FeatureModel’s Isola-
tion Forest is limited by the aggregated nature of the bucket-
level features, which smooth over brief anomalous events.
Logs2Graphs produces very small graphs from 30-second
windows - typically 10-15 nodes with sparse edges - giving
the GNN too little structural information to learn meaningful
normal patterns.

4.3 Metric Models
Metric-based detection is the weakest modality, with all five
models clustered between 0.516 and 0.597 AUROC. This is a
direct consequence of how Prometheus metrics are collected:
all KPIs are aggregated across pods at the cluster level, which
means the stress placed on one specific NF during a fault is



diluted by the unchanged behaviour of all other NFs. A CPU
stress fault on the AMF raises the AMF’s CPU counter but
this increase is averaged across all 11 NFs, substantially re-
ducing the signal.

The fault-class breakdown reveals two visible splits. Pro-
tocol attacks (PFCP) and resource exhaustion are compar-
atively well-detected, with AnomalyTransformer reaching
0.871 and 0.804 respectively on these classes. PFCP floods
cause measurable spikes in session counters (smf pdu req,
pfcp sessions) and CPU utilisation that are visible in the ag-
gregated metrics. Network faults, by contrast, are nearly un-
detectable by all metric models, as network delays and parti-
tions produce no direct change in the Prometheus KP we col-
lect - their impact is visible in span latencies and log patterns
rather than resource counters.

Among the models, TranAD’s two-decoder focus mech-
anism and AnomalyTransformer’s association discrepancy
score provide marginal but consistent gains over the simpler
baselines. The focus mechanism in TranAD is particularly
well-suited to our dataset where faults manifest gradual di-
vergence in a small subset of metrics rather than a uniform
shift across all 42 KPIs. MetricPCA performing competi-
tively against significantly more complex models echoes the
finding of Alves et al. [2] that PCA and deep models are
broadly equivalent under fair evaluation conditions. Mean
AUROC alone understates metric model performance: mod-
els designed for resource monitoring detect the fault classes
that produce resource-level signals, and their low aggregate
score reflects the mismatch between the collection setup and
several fault types rather than uniform failure.

4.4 Trace Models
GAL-MAD substantially outperforms all other trace models,
reaching 0.81 AUROC and 0.925 AP. The margin over the
next-best model, TraceRPCA, is large enough to suggest that
its spatial and temporal modelling provide a qualitatively dif-
ferent signal rather than a marginal improvement. By learn-
ing how service interaction patterns and per-service latency
statistics evolve across 4-minute sequences, GAL-MAD cap-
tures the propagation of fault effects through the NF depen-
dency graph - for example, an AMF crash that cascades to
elevated latency in SMF and NRF spans within seconds, a
pattern invisible in a single 30-second snapshot.

The remaining four trace models are tightly clustered be-
tween 0.568 and 0.649. TraceRPCA’s competitive perfor-
mance despite being a linear method reflects the robustness
of the inexact ALM decomposition to sparse pre-phase arte-
facts. TraceAnomaly, TraceDAE, and TraceSieve all hover
around the same range, suggesting that without cross-service
call graph structure, which is unavailable due to our Beyla in-
strumentation producing per-NF spans without parent-child
links, the learned representations converge to similar quality
regardless of architectural differences.

Traces cover 17 of 22 faults. The five uncovered faults
are mainly resource exhaustion faults (CPU stress on AMF,
memory pressure on UPF and AMF) and two infrastructure-
level failures (MongoDB pod kill, UPF packet loss). These
faults produce limited change in span counts and durations at
the service level, as the NFs continue handling requests at re-

Figure 2: Fault coverage per model. The first graph shows the per-
formance of the best individual models, the second how they do in
pairs and the third in trios. Blue represents a log model, red a met-
rics model and green a trace model.

duced throughput without the span-observable latency spikes
that characterise network or protocol faults.

4.5 Cross-Modality Coverage

Table 3 shows the number of faults covered (AUROC ≥ 0.70
by at least one model) for each combination of modalities,
using the best model per modality at each fault. No single

Table 3: Fault coverage by modality combination (AUROC ≥0.70,
n = 22).

Modality combination Faults covered

Logs only 19/22
Metrics only 11/22
Traces only 17/22

Logs + Metrics 21/22
Logs + Traces 21/22
Metrics + Traces 19/22

All three 22/22

modality achieves full coverage. Logs are the dominant indi-
vidual modality (19/22), and adding either metrics or traces
raises coverage to 21/22, with a different single fault remain-
ing undetected in each case. Adding metrics to logs plugs the
gap left by the AMF pod crash and AMF memory pressure
faults - both are reflected in Prometheus KPI shifts even when
logs appear near-normal. Adding traces to logs instead covers
the N2 interface partition, which produces a clear reduction
in span counts from the AMF-gNB interface that GAL-MAD
detects.

The complementarity of modalities reflects the different
fault types they are sensitive to. Logs capture control-plane
sequencing anomalies and error template emergence, making
them effective for component failures and protocol attacks.
Metrics capture resource-level deviation, making them useful
for CPU and memory faults, though their coverage reflects the
limitations of cluster-level aggregation rather than the ceiling
of metric-based detection. Traces capture latency propaga-
tion and service interaction changes, making them sensitive
to network faults and cascades.



4.6 Discussion
The most notable finding is the gap between log performance
and the other two modalities. DeepLog’s mean AUROC is
substantially higher than the best metric model and compa-
rable only to GAL-MAD in traces. This aligns with the 5G
core’s extensive structured logging: Open5GS emits detailed
per-operation log lines for every NF function call, registra-
tion, session event, and failure, giving sequence-based mod-
els rich event patterns to learn. Metrics, as mentioned above,
are designed for cluster-level capacity monitoring rather than
per-NF failure diagnosis, and their aggregation across pods
fundamentally limits fault discriminability.

The poor performance of Logs2Graphs warrants discus-
sion. The graph-based approach is well-motivated in the-
ory - directed transition graphs should capture structural log
anomalies that pure sequence models miss - but the 30-second
window granularity produces graphs that are too small and
sparse to train a meaningful one-class classifier. Longer win-
dows would increase graph expressiveness but reduce the
temporal resolution needed to separate pre-fault and during-
fault windows cleanly. This tension between graph qual-
ity and temporal resolution is inherent to graph-based log
anomaly detection in high-frequency log streams.

The metrics results highlight a broader challenge for
anomaly detection in this setting: the observability stack is
designed for aggregate health monitoring, not fine-grained
fault isolation.

A fault-class breakdown adds nuance to the per-modality
picture. Protocol attacks are the most consistently detectable
class across modalities: PFCP flood and session manipula-
tion faults produce bursts of PDU session requests that man-
ifest simultaneously as distinctive log-key sequences, visible
session counter spikes in metrics, and UPF latency surges in
traces. Network faults present the opposite pattern: met-
rics are nearly silent because the cluster-level aggregation
discards the per-NF variance, through which network de-
lays would otherwise be visible, and Prometheus collects
no network-layer counters in this deployment, while traces
are the primary signal through span-count reductions at the
AMF–gNB interface that GAL-MAD detects. Component
failures occupy a middle ground, in that pod crashes produce
immediate log events but the post-crash recovery period can
resemble normal operation to metric-based models that rely
on resource-level indicators. This confirms that no modality
is uniformly superior. Fault class determines which modality
provides the most discriminative signal.

The trace results warrant a closer look at GAL-MAD’s ar-
chitectural advantage. The AUROC gap between GAL- MAD
and the next-best trace model TraceRPCA is not explained
by differences in window features. The critical difference
is GAL-MAD’s joint spatial-temporal modeling: its graph-
attention layers capture which NF pairs exhibit abnormal in-
teraction at each timestep, while the LSTM tracks how those
patterns evolve across the whole sequence. This design al-
lows GAL-MAD to detect fault propagation chain. Those
patterns are invisible in any single 30-second snapshot. The
tight clustering of TraceAnomaly, TraceDAE, and TraceSieve
suggests a performance ceiling for single-window trace mod-
els under our dataset, which lacks parent-child span links that

richer trace-based approaches rely on.

4.7 Noise Tolerance
To assess robustness when the data is contaminated by un-
detected anomalies, each model was re-evaluated after re-
training with increasing proportions of anomalous windows
injected into the training set. Noise rates of 5%, 10%, 25%,
50%, and 100% of training windows were evaluated. Table 4
reports mean AUROC across all 22 faults at each noise level.
Figure 3 shows the per-fault AUROC degradation curves.

Log models show the widest range of noise sensitivity.
DeepLog degrades sharply from 0.913 to 0.570 at 25% noise
before recovering to 0.963 at 100%. The recovery at full noise
is an artifact: when the entire training set consists of anoma-
lous windows, the model’s learned normal distribution shifts
to cover the anomaly class, and the predominantly anomalous
test set is then flagged accordingly, which inflates AUROC
artificially. LogBERT suffers a steep initial drop to 0.540
at 5% noise and partially recovers to 0.746 at 100% noise.
The three lower-performing log models (LogRobust, Feature-
Model, Logs2Graphs) already operating below 0.54 AUROC
at baseline change negligibly across noise levels, as their per-
formance is bounded by the low informativeness of their fea-
ture representations rather than by the quality of the training
data.

All five metric models collapse immediately to near-
random AUROC (0.48–0.51) at just 5% noise and remain flat
there- after. This stands in contrast to log and trace models,
where degradation is gradual and modulated by noise level.
The abrupt and complete collapse reflects the already-weak
discriminative signal in the aggregated 42-dimensional fea-
ture vectors: the learned normal region is so diffuse that even
two to three anomalous training windows per fault are suffi-
cient to corrupt the normality boundary entirely. This fragility
reinforces that metric-based anomaly detection in this deploy-
ment is unreliable even under mild training data imperfec-
tions.

For the trace models, GAL-MAD, the strongest trace
model at baseline (0.810), collapses to 0.453 at 5% noise and
reaches its floor of 0.391 by 50% noise. TraceRPCA, by con-
trast, marginally improves from 0.649 to 0.701 at 10% noise
before declining gradually to 0.593 at 100% noise. This ro-
bustness is architecturally grounded: RPCA’s low-rank de-
composition explicitly models the training matrix as a super-
position of a low-rank normal component and a sparse pertur-
bation component. Isolated anomalous training windows are
absorbed into the sparse component, leaving the learned nor-
mal sub- space intact rather than distorting it. TraceSieve sim-
ilarly shows resilience, with AUROC remaining near base-
line across the full range (0.568 to 0.603 at 100% noise).
TraceAnomaly and TraceDAE exhibit moderate decline.

Taken together, the noise tolerance reveal a consistent
tradeoff between peak performance and noise resilience
across all three modalities. In every modality, the highest-
performing model at baseline (DeepLog, TranAD, GAL-
MAD) is also among the most sensitive to training contam-
ination. High-capacity models learn tighter normal represen-
tations, which are correspondingly more vulnerable when the
training distribution is corrupted. Simpler or structurally reg-



Figure 3: AUROC per model under noise

ularized models (TraceRPCA, FeatureModel) show greater
resilience at the cost of lower peak AUROC. For deployment
in production B5G networks, where training windows cannot
always be guaranteed anomaly-free, this tradeoff has direct
practical implications: the choice between a top-tier model
or a worse one that can tolerate more corruption depends on
whether the operational context permits clean training data
collection or must be able to handle imperfect labeling.

4.8 Feature Priority

To identify which feature groups carry the most important
signal, a feature dropout analysis was performed for metrics
and traces, dropping one named feature group at a time and
re-evaluating all models. Figures 4 and 5 show the results.
For metrics, five groups were tested: CPU counters, memory
counters, network counters, HTTP/SBI rate metrics, and 5G
control-plane metrics. Dropping CPU counters produces the
largest degradation across all five metric models, confirming
that CPU utilisation metrics carry the most vital fault signal -
consistent with resource exhaustion being the most common
fault class in our benchmark. Dropping memory metrics has
a negligible or even slightly positive effect, suggesting that
memory KPIs introduce noise rather than signal in the aggre-
gated feature vectors, likely because memory consumption
varies more during normal operation than CPU does under the
injected faults. Dropping 5G control-plane and HTTP/SBI
metrics similarly causes minimal degradation.

For traces, four groups were tested: per-NF span count,
per- NF error rate, per-NF latency (mean and P95), and global
statistics. Dropping latency features produces the largest drop
across all models, establishing per-NF latency as the pri-
mary carrier of fault information in the trace feature vectors.
Dropping global statistics causes a counter-intuitive improve-
ment in GAL-MAD: the graph-attention mechanism already
captures inter-NF relationships from the per-service features,
and the aggregate global stats appear to add noise that di-
lutes the signal. Simpler models such as TraceAnomaly and
TraceDAE lose performance when global statistics are re-
moved, indicating they rely on these summary statistics more
heavily. The dropout analysis is not performed for log mod-
els: The best performing log-based anomaly detectors operate
on sequences of template IDs, so there is no natural grouping
to drop that preserves the sequential structure the models de-
pend on.

Figure 4: Metric AUROC with feature groups removed

Figure 5: Traces AUROC with feature gorups removed



Table 4: Mean AUROC under training noise (proportion of anomalous training windows).

Modality Model 0% 5% 10% 25% 50% 100%

Logs

DeepLog 0.913 0.816 0.742 0.570 0.592 0.963
LogBERT 0.859 0.540 0.516 0.508 0.514 0.746
LogRobust 0.535 0.525 0.527 0.517 0.517 0.497
FeatureModel 0.515 0.520 0.522 0.521 0.519 0.529
Logs2Graphs 0.490 0.462 0.502 0.459 0.534 0.554

Metrics

TranAD 0.660 0.511 0.510 0.509 0.509 0.509
AnomalyTransformer 0.604 0.477 0.483 0.479 0.488 0.492
USAD 0.613 0.497 0.495 0.495 0.495 0.494
OmniAnomaly 0.598 0.486 0.486 0.485 0.485 0.485
MetricPCA 0.586 0.488 0.486 0.486 0.486 0.486

Traces

GAL-MAD 0.810 0.453 0.424 0.397 0.391 0.391
TraceRPCA 0.649 0.693 0.701 0.666 0.621 0.593
TraceAnomaly 0.637 0.643 0.614 0.587 0.570 0.534
TraceDAE 0.625 0.524 0.514 0.503 0.495 0.497
TraceSieve 0.568 0.616 0.615 0.624 0.616 0.603

5 Responsible Research
The dataset used in this research was collected on a simulated
5G core network running on personal laptops, no faults were
injected in a commercially available network.

Large Language Models (LLMs) were used in the creation
of the testing pipeline, from providing initial setup instruc-
tions to fixing any bugs that occurred when trying to run it.
For the purposes of creating the machine-learning pipeline,
LLMs were also used as a coding aid when writing the mod-
els, which were also guided by various open-source imple-
mentations. In addition, they were used when creating visu-
alizations for the results, which were subsequently verified
by the author, as well as involved in polishing the language
and any grammatical errors, present in this paper. All content
within it otherwise was written by the author.

For reproducibility, the fault detection pipeline, to which
all the members of this research group contributed, as well as
the models and the analysis scripts, are available here. https:
//github.com/StoyanKucarov/open5gs-anomaly-detection

6 Conclusion and Future Work
6.1 Conclusion
This paper presented an evaluation of unsupervised anomaly
detection across three observability modalities, namely logs,
metrics, and distributed traces, applied to a deployed 5G core
network running on Open5GS. Fifteen anomaly detection
models were implemented and evaluated under a unified un-
supervised protocol, training exclusively on pre-fault normal
data and evaluating on held-out fault and recovery windows
using threshold-free AUROC and Average Precision metrics.

The results show that no single modality achieves com-
plete fault coverage. Logs are the strongest individual sig-
nal, with DeepLog reaching a mean AUROC of 0.913 across
all 22 faults, driven by the rich structured event sequences
emitted by Open5GS. Traces provide complementary cover-
age through GAL-MAD, which reaches 0.810 AUROC by
jointly modelling spatial dependencies between NFs and tem-
poral evolution across short window sequences. Metrics are

the weakest modality overall, with all models clustered be-
low 0.7 AUROC. This is a direct consequence of Prometheus
aggregating KPIs at the cluster level and thereby diluting the
per-NF signals that fault injection produces. Only the combi-
nation of all three modalities achieves full 22/22 fault cover-
age at the AUROC ≥ 0.70 threshold, with each modality con-
tributing unique sensitivity: logs to control-plane sequencing
anomalies, traces to latency propagation and service interac-
tion changes, and metrics to resource-level deviations in CPU
and session-level counters.

6.2 Future Work
Future research done on this subject should focus first and
foremost on gathering a more complete dataset with more
trial runs and more exhaustive data per modality. The trace
models required substantial adaptation because of the Beyla
issues that were mentioned previously.

The metric aggregation problem is another big limitation.
Collecting per-pod rather than per-namespace Prometheus
metrics would preserve the per-NF variance that is currently
discarded, potentially transforming metrics from the weakest
modality into a competitive one. The cross-modality cover-
age results where only the combination of all three modalities
achieves full 22/22 coverage also motivate building a joint
multi-modal model rather than taking a union of independent
detectors. Finally, validating the pipeline on a larger-scale
or commercially deployed 5G core would establish whether
the fault signatures identified here generalise beyond a single-
node kind cluster.

A Network Function Description
• Access and Mobility Management Function (AMF) -

Responsible for device registration, connection estab-
lishment, authentication, and mobility tracking across
cells

• Session Management Function (SMF) - Handles device
sessions, allocates IP addresses, and configures traffic
routing to the UPF

https://github.com/StoyanKucarov/open5gs-anomaly-detection
https://github.com/StoyanKucarov/open5gs-anomaly-detection


• User Plane Function (UPF) - Processes and routes actual
user data traffic

• Policy Control Function (PCF) - Provides rules and poli-
cies for network behavior, QoS, and charging to the SMF

• Service Communication Proxy (SCP) - Acts as an inter-
mediary for communication between network functions

• Unified Data Management (UDM) - Stores critical sub-
scriber data, user profiles, and generates authentication
credentials

• Authentication Server Function (AUSF) - Works with
the UDM to authenticate devices accessing the 5G net-
work

• Unified Data Repository (UDR) - Serves as the central-
ized database for subscriber and network-related data

• Network Exposure Function (NEF) - Securely exposes
network data and capabilities to third-party applications
and developers via APIs

• Network Slice Selection Function (NSSF) - Directs con-
nected devices to the specific, dedicated virtual network
slice required for their specific use-case

• NF Repository Function (NRF) - Acts as a central direc-
tory that allows different network functions to discover,
register, and communicate with one another dynamically

B Model Details
B.1 Log Models
DeepLog [12, 11, 32, 13] trains a two-layer LSTM on
normal log sequences to predict which log event type comes
next, given the previous ten events. The template IDs
from pre-phase CSV lines are used directly as the input
vocabulary (570 types). Each training sample is a window
of 10 consecutive template IDs drawn from the stream of
logs. The LSTM has an embedding dimension of 32, a
hidden dimension of 64, and dropout of 0.1 between layers.
It is trained for 20 epochs using Adam [21] (lr=1e-3, batch
size=512) with cross-entropy loss on the next-key prediction.
At inference, a window is flagged as anomalous if the
true next event does not appear among the model’s top-9
predictions, where k=9 matches the value used in the original
paper. No official implementation was released in said paper
the model was implemented with inspiration from three
independent open-source repositories as cited above.

LogBERT [18, 19] trains a bidirectional transformer on
normal log sequences using masked language modeling.
The template vocabulary is made up of pre-phase CSV
lines. During training, 15% of tokens in each 10-token
window are randomly replaced with a [MASK] token, and
the model learns to predict them from full bidirectional
context. The Transformer has d model=64, 4 attention
heads, feed-forward dimension 256 (4×d model), and 2
encoder layers, and is trained for 20 epochs with Adam
(lr=1e-3, batch size=512). When inferring, each position in
a test window is masked in turn and the anomaly score is
the fraction of positions whose actual token is not among

the top-9 predictions. The implementation was referenced
with the official repository, scaled down from the paper’s
d model=128 and 4 layers to d model=64 and 2 layers to
match our smaller vocabulary (570 templates versus the
paper’s 30,000 HDFS log keys) and training set size.

LogRobust [50] represents each log template as the
average of its word embeddings and processes sequences
through a bidirectional LSTM. The word vocabulary is
built from the non-wildcard tokens of each template string,
encoded as learned embeddings of dimension 32 rather than
the paper’s GloVe (Global Vectors), which have no coverage
of domain-specific 5G NF log tokens. Each window of 10
template IDs is encoded by averaging the word embeddings
per template, passing the sequence through the LSTM
(hidden size 64 total, 32 per direction, 2 layers) with a scalar
attention layer, and projecting the context to a summary
vector. The original LogRobust is a supervised classifier. It
is included to assess whether its log template representation
approach transfers to an unsupervised setting, or whether the
discriminative capacity of the classification head is what is
behind its effectiveness. It was adapted to the unsupervised
setting by removing the classification head and training
as a sequence autoencoder. The model predicts the mean
word embedding of the full input window, and the cosine
distance between the predicted summary and the actual
mean embedding is the anomaly score. Training uses cosine
embedding loss for 20 epochs with Adam (lr=1e-3, batch
size=256). The implementation follows the paper as closely
as possible.

FeatureModel applies Isolation Forest [28, 36] to a
35-dimensional feature vector computed per 30-second
time bucket. Buckets are formed by assigning each log
record to a bucket index using floor(timestamp ns / 109 /
30). Five global features are computed: total log rate (lines
per second, capturing volume bursts and drops); error rate
(fraction of lines matching ERROR/WARNING keywords);
error count (raw count of error lines); novel rate (fraction of
template IDs in the bucket unseen in the pre-phase, indicating
previously unobserved failure patterns); and heartbeat deficit
(fraction of expected periodic-template occurrences absent
from the bucket). Heartbeat templates are identified during
training by computing the coefficient of variation (CV =
std/mean) of intra-experiment inter-arrival times for each
template; templates with CV ≤ 0.5 and rate ≥ 0.05 events/s
are tagged as periodic. In 5G core, NFs send periodic
registration-refresh messages to the NRF. The deficit score
captures their disappearance, which should in theory be a
strong signal for crash and partition faults that produce no
novel log templates. The remaining 30 features are per-
component log rate and per-component error rate for each of
the 15 log-producing components in the cluster. The Isolation
Forest is fitted on pre-phase buckets with n estimators=100,
contamination=0.05, and random state=42, and the anomaly
score is the negated sklearn decision function. This feature
set was derived from the cited paper.

Logs2Graphs [25, 26] converts each 30-second window



of log lines into a directed graph using the same timestamp-
bounded buckets as the FeatureModel. Each unique template
ID observed in the window becomes a node; a directed edge
i to j is added with weight equal to the number of times
template j immediately follows template i in the log stream.
Node attributes are 32-dimensional embeddings of template
IDs, initialised randomly and trained jointly with the GNN,
replacing the paper’s pre-trained GloVe embeddings. The ad-
jacency is row-normalised per direction before message pass-
ing. A two-layer Inception DiGCN applies both 1-hop and
2-hop directed message passing combined per layer, captur-
ing direct transitions and two-step paths simultaneously. Nor-
mal graphs are trained under the Deep SVDD [35] objective.
At inference, the anomaly score is the squared Euclidean dis-
tance from the graph’s embedding to the centre. The imple-
mentation is inspired by the official repository, with learned
embeddings as the only structural adaptation.

B.2 Metric Models
MetricPCA [47] reduces the 42-dimensional Prometheus
KPI vectors to a lower-dimensional normal subspace using
PCA fitted on the pre-phase records. The top 10 principal
components are retained, capturing the dominant variance
structure of normal operation. Test timesteps are z-score
normalised using pre-phase statistics, projected into the
subspace, and scored by their squared reconstruction error,
with high error indicating a deviation from the normal
correlation structure.

USAD [4, 5] trains two autoencoders on a flattened sliding
window of 5 consecutive 5-second timesteps (25 seconds of
context, 210-dimensional input). Each autoencoder has a sin-
gle hidden-layer encoder and decoder with a latent dimension
of one quarter of the input size (52 dimensions). At epoch n,
AE1 minimises (1/n)·||AE1(x)x||² + (11/n)·||AE2(AE1(x))x||²,
learning to reconstruct accurately while progressively trying
to fool AE2; AE2 minimises reconstruction of the real input
while maximising error on AE1 outputs. The anomaly score
is 0.5·||AE1(x)x||² + 0.5·||AE2(AE1(x))x||², amplifying errors
on anomalous windows through the cascade. The model
is trained for 50 epochs with Adam. The implementation
follows the official repository.

TranAD [43, 42] uses a transformer encoder and two
transformer decoders over a window of 10 consecutive
steps (50 seconds). The internal dimension is d model=84
(2×N features, as recommended by the paper), with 4
attention heads, 3 transformer layers, and a feed-forward
dimension of 4×d model. The first decoder reconstructs the
input window normally; the second receives the first’s recon-
struction errors as additional context, trying to work on the
parts of the input already poorly reconstructed. The training
loss at epoch n blends both decoders: (1/n)·MSE(x1,x) +
(11/n)·MSE(x2,x), progressively shifting supervision toward
the second decoder. The anomaly score is the mean MSE
of the second decoder’s output across the window. The
implementation follows the repository, with two changes:
the training loss was fixed to a single blended term, and the
learning rate scheduler decay was changed from gamma=0.5

to gamma=0.9 to prevent the learning rate from collapsing
too early on our smaller training set. The model is trained for
50 epochs.

OmniAnomaly [38, 37] uses a GRU-based variational
autoencoder that learns the distribution of normal metric
sequences. The encoder is a 2-layer GRU with hidden size 64
that processes a sliding window of 20 consecutive steps (100
seconds of context). The final hidden state is then projected
to a latent mean and log-variance via separate linear layers,
giving a latent dimension of 8. The decoder broadcasts the
new sample across the window through a 2-layer GRU and
projects back to the 42-dimensional feature space. Training
uses the ELBO loss (MSE reconstruction + b·KL with
b=0.01) for 50 epochs with Adam. The implementation
follows the repository, with the GRU hidden size reduced
from the paper’s 500 to 64 and the latent dimension from 100
to 8 to match our training set size ( 3,000 steps versus the
paper’s SWaT/WADI datasets).

AnomalyTransformer [46, 45] computes two attention
distributions at each layer over a window of 20 consec-
utive steps (100 seconds): a series association (learned
self-attention) and a prior association (a per-head Gaussian
kernel over time positions with learnable bandwidth sigma).
The Transformer has d model=64, 4 attention heads, 3
layers, and feed-forward dimension 256. During normal
operation, the two distributions differ significantly because
meaningful cross-metric correlations pull attention away
from local positions; during anomalies, the patterns converge
as the anomalous period dominates attention. The anomaly
score is reconstruction error / (discrepancy + epsilon), where
discrepancy is the mean symmetric KL divergence between
series and prior associations averaged across all layers and
heads. This combined score avoids the failure mode where
a crash fault (metrics flatlining) reduces pure reconstruction
error by making all steps equally predictable. The model
is trained for 50 epochs with Adam. The implementation
follows the repository.

B.3 Trace Models
TraceRPCA decomposes the 440×48 pre-phase feature ma-
trix into a low-rank component L (normal behaviour) and a
sparse component S (pre-phase artefacts) using Robust PCA
[7], solved via the Inexact Augmented Lagrangian Method
[27] with regularisation =1/sqrt(max(m,n)), convergence
tolerance 1e-6, and a maximum of 500 iterations. The top
10 singular vectors of L are retained as the normal sub-
space. Test windows are z-score normalised using pre-phase
statistics and scored by their squared reconstruction error
when projected into and out of that subspace. Unlike plain
PCA, the RPCA decomposition tolerates sparse corruptions
in training. Transient NRF heartbeat gaps or brief Beyla
instrumentation artefacts in the pre-phase do not distort the
estimated normal subspace.

TraceAnomaly [30, 29] fits a normalising flow to the
distribution of normal trace windows. The architecture is



Real NVP [10]: 6 coupling layers alternating even and odd
dimension masks, each with a scale network and a translation
network, applied to the z-score normalised 48-dimensional
window feature vectors. The anomaly score is the negative
log-likelihood -log p(x) under the learned density, evaluated
via the change-of-variables formula accumulated across
all coupling layers. The model is trained for 80 epochs
with Adam (lr=1e-3) on the 440 pre-phase windows. The
implementation follows the repository. The original code
constructs features from call-path latency profiles derived
from parent-child span links, which are unavailable from
our Beyla instrumentation. The entire feature extraction
module was therefore replaced with the flat 48-dimensional
window feature vector described above, while the Real NVP
architecture and training procedure were kept as is.

TraceDAE [23, 24] uses two autoencoders trained jointly
on per-window service interaction graphs. The structure
autoencoder encodes the 11-node service topology using
two single-head GAT layers and reconstructs the adjacency
matrix via inner-product decoder. The attribute autoencoder
is an MLP encoder-decoder operating on the flattened
44-dimensional per-service feature matrix. Since Beyla
spans have no parent-child links as mentioned previously, the
per-window adjacency matrix is derived from consecutive
service pairs within each trace id ordered by start us: if
service i’s span immediately precedes service j’s span
in any trace within the window, A[i,j]=1. The joint loss
is alpha·L struct + (1alpha)·L attr with alpha=0.1, using
weighted Frobenius norms that penalise missing non-zero
edges and attributes more heavily. The anomaly score is
the z-score of the total joint loss relative to the training
distribution. The implementation follows the repository,
with two adaptations: the attribute autoencoder was changed
from an LSTM to an MLP because there is no real temporal
ordering within a single 30-second window of per-service
aggregate statistics, and the adjacency construction was
replaced with the consecutive-span ordering described above.

GAL-MAD [3] is an encoder-decoder autoencoder that
jointly models spatial NF dependencies and their temporal
evolution over sequences of W=8 consecutive 30-second
windows (4 mins of context per sample). Per-timestep
node features are the 11×4 matrix of per-service trace
statistics. The static 3GPP NF reference topology (14
bidirectional interface edges plus self-loops, symmetrically
normalised as D1/2AD1/2) serves as the fixed adjacency.
The encoder applies two single-head GAT layers (d gat=16)
independently to each timestep, flattening the 11×16 output
to a 176-dimensional vector; a bidirectional LSTM then
summarises the full 8-step sequence into a 32-dimensional
latent vector z via linear projection. The decoder expands
z to 8 timesteps via a unidirectional LSTM, reconstructing
each timestep through two mirrored GAT decoder layers
back to the 11×4 node feature space. Training minimises
MSE reconstruction loss over the 440 pre-phase sequences;
the anomaly score is the mean MSE across all timesteps
and nodes. No public implementation was released in the
paper. The model was implemented based on the architecture

description in the paper, using single-head GAT layers.

TraceSieve [49, 15] works in two stages. First, a
GAN-based noise filter is applied to the 440 pre-phase
windows before VGAE training. The GAN has a shared
bottleneck encoder feeding two separate linear decoders;
windows whose adversarial reconstruction loss exceeds a
threshold are excluded as artefacts. Second, a Variational
Graph Autoencoder learns the distribution of normal service
interaction graphs from the denoised set. The two-layer
GCN encoder maps the 11×4 node feature matrix and static
3GPP adjacency to their respective nodes. The decoder
reconstructs node features via MLP and the adjacency
via inner product, trained with standard ELBO loss. The
anomaly score is the negative log-likelihood under the
VGAE estimated by Monte Carlo sampling, with standard
deviation clipping to address the entropy-gap issue where
anomalous windows can otherwise produce spuriously high
likelihoods. The implementation follows the repository, with
three adaptations: window-level 30-second graphs instead of
per-trace graphs (required because of the Beyla issue), the
static 3GPP topology in place of a data-derived invocation
graph and Elastic Weight Consolidation omitted, as it is a
continual-learning mechanism and is not needed for our fixed
training set.
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