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Abstract

Backdoor attacks maliciously inject covert functionality into ma-
chine learning models, representing a security threat. The stealthi-
ness of backdoor attacks is a critical research direction, focusing on
adversaries’ efforts to enhance the resistance of backdoor attacks
against defense mechanisms. Recent research on backdoor stealthi-
ness focuses mainly on indistinguishable triggers in input space and
inseparable backdoor representations in feature space, aiming to
circumvent backdoor defenses that examine these respective spaces.
However, existing backdoor attacks are typically designed to resist
a specific type of backdoor defense without considering the diverse
range of defense mechanisms. Based on this observation, we pose
a natural question: Are current backdoor attacks truly a real-world
threat when facing diverse practical defenses?

To answer this question, we examine 12 common backdoor at-
tacks that focus on input-space or feature-space stealthiness and 17
diverse representative defenses. Surprisingly, we reveal a critical
blind spot that backdoor attacks designed to be stealthy in input and
feature spaces can be mitigated by examining backdoored models
in parameter space. To investigate the underlying causes behind
this common vulnerability, we study the characteristics of back-
door attacks in the parameter space. Notably, we find that input-
and feature-space attacks introduce prominent backdoor-related
neurons in parameter space, which are not thoroughly considered
by current backdoor attacks. Taking comprehensive stealthiness
into account, we propose a novel supply-chain attack called Grond.
Grond limits the parameter changes by a simple yet effective module,
Adversarial Backdoor Injection (ABI), which adaptively increases
the parameter-space stealthiness during the backdoor injection.
Extensive experiments demonstrate that Grond outperforms all
12 backdoor attacks against state-of-the-art (including adaptive)
defenses on CIFAR10, GTSRB, and a subset of ImageNet. Addi-
tionally, we show that ABI consistently improves the effective-
ness of common backdoor attacks. Our code is publicly available:
https://github.com/xiaoyunxxy/parameter_backdoor.
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1 Introduction

While deep neural networks (DNNs) have achieved excellent per-
formance on various tasks, they are vulnerable to backdoor attacks.
Backdoor attacks insert a secret functionality into a model, which is
activated by malicious inputs during inference. Such inputs contain
an attacker-chosen property called the trigger. Backdoored DNNs
can be created by training with poisoned data [5, 14, 39, 54]. More
powerful and stealthy backdoors can also be injected through the
control of a training process [1, 7, 36, 42, 48, 71, 73], or by direct
weights modification of the victim model [2, 18].

In early backdoor attacks [5, 14, 30], triggers could induce notice-
able changes that human inspectors or anomaly detectors [3, 29, 56]
could easily spot. To enhance the ability to remain undetected
against such defenses (i.e., achieve input-space stealthiness), smaller
or more semantic-aware triggers are designed [10, 39, 59]. Input-
space stealthy backdoor attacks usually need to change labels of
poisoned samples to the target class (i.e., dirty-label), which makes
detection easier [3]. To this end, another line of backdoor attacks
poisons the training data without changing the labels [54, 69] (i.e.,
clean-label), improving backdoor stealthiness.

Despite the stealthiness concerning input images and labels,
it has been widely observed that existing backdoor attacks intro-
duce separable representations in the feature space, which can
be exploited to develop backdoor defenses [35, 41, 57, 64, 74]. For
example, featureRE [57] utilizes feature separability and designs
a feature space constraint to reverse-engineer the backdoor trig-
ger. In response to feature-space defenses, state-of-the-art (SOTA)

Full version with appendices: [65].
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Table 1: A summary of the existing defenses evaluated in this paper. “Proactively training” refers to the strategy that the
defender could proactively control the training on poisoned training data to produce a clean model without a backdoor
in it. Additionally, all the defenses have been tested against the all-to-one attack, so we omitted it from the attack
assumptions. A summary of backdoor attacks is provided in Table 13 in [65, App. B].

Defense Defense Task

Threat Model Attack Assumption

Input detection ~ Model detection

Mitigation

Black-box

Needs clean data  Proactively training ~ All-to-all  Dynamic

NC [56]
Tabor [16]
FeatureRE [57]
Unicorn [58]
BTI-DBF [64]

Model
Inspection

Scale-up
IBD-PSC
CT [43]

[6
Input [[12]]
Inspection

FP [28]
ANP [62]
CLP [72]
RNP [24]

Pruning

vanilla FT
FT-SAM [74]
I-BAU [68]
FST [35]
BTI-DBF(U) [64]

Fine-tune

O0000O|0O00C|  ®o®0@| OO0OOO0O
O000O0O|0O0O00O|0O0C0C| 00000
00000 0000 OCOCO|OO0OOO

O0000|0O000|0O0C| 00000
00000 06000 000 000O0CO
O0000|0O000|®@00|0O0O0O0O0
00000 0000 000 00000
00000 0000 000 00000

O the item is not supported by the defense; @ the item is supported by the defense.

backdoor attacks focus on eliminating the separability in the fea-
ture space [36, 41, 48, 75] to increase the feature-space stealthi-
ness, i.e., the undetectability against feature-space defenses. Con-
sidering a different threat model, supply-chain backdoor attacks
assume control over the training or directly modify the model’s
weights [2, 7, 18], and the backdoored model is provided as a service
or as the final product. For example, supply-chain attacks could
introduce a penalty to the training loss that decreases the distance
between the backdoor and benign features to increase feature-space
stealthiness [9, 48, 71, 73].

An important observation is that most backdoor attacks are de-
signed to be stealthy to resist a specific type of defense. For example,
WaNet [39] and Bpp [59] design imperceptible triggers to bypass
input-space defenses (such as NC [56]), but introduce significant
separability in the feature space [57]. Adap-patch [41] avoids feature
separability but uses patch-based triggers, which a human inspector
can detect. More critically, current backdoor attacks are barely eval-
uated against parameter-space defenses [24, 27, 62, 66, 72, 74]. This
oversight is significant because backdoor behaviors are ultimately
embedded in and reflected by the parameters of the backdoored
model, which is the final product of any backdoor attack. As such,
there is a lack of systematic evaluation of backdoor attacks against
the latest parameter-space defenses.

To this end, in this paper, we first systematically analyze 12
attacks against 17 backdoor defenses. All evaluated defenses and
their characteristics, including detection and mitigation, are sum-
marized in Table 1. Surprisingly, our experiments demonstrate
that parameter-space defenses can easily mitigate SOTA stealthy
backdoor attacks (including supply-chain attacks), indicating that
existing stealthy backdoor attacks fail to provide parameter-space
stealthiness and, as a result, still need substantial improvement to
be stealthy in the model’s parameter space. More importantly, our
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analysis reveals that even though some backdoor attacks can resist
several defenses, bypassing all defense types is far from trivial.

To explore whether it is possible to make backdoor attacks
stealthy simultaneously against diverse defenses, we propose a
novel attack called Grond that considers comprehensive stealthiness,
meaning that a backdoor attack is stealthy in the input, the feature,
and the parameter space of the model. Grond achieves the input
space stealthiness by using adversarial perturbations as the trig-
ger. To achieve parameter-space stealthiness, we propose a novel
Adversarial Backdoor Injection module that adaptively injects the
backdoor during the backdoor training to achieve parameter space
stealthiness. We also show that the feature-space stealthiness is
a by-product of input- and parameter-space stealthiness with em-
pirical results in Figures 7 and 9. Specifically, guided by our TAC
analysis, we leverage the Lipschitz continuity of neuron activations
to find backdoor-related suspicious and sensitive neurons. Then, we
conduct pruning on these neurons to eliminate the backdoor effect.
As a result, the backdoor is associated with neurons throughout the
DNN rather than just focusing on a few prominent neurons after
Adversarial Backdoor Injection, as illustrated in Figure 1.

We make the following contributions:

e We revisit SOTA backdoor attacks regarding their stealth-
iness, showing that most attacks are designed to increase
input-space indistinguishability or/and feature-space insep-
arability without considering parameter-space stealthiness.
Based on this finding, we examine common backdoor attacks
and reveal a critical blind spot regarding real-world scenar-
ios: SOTA stealthy backdoor attacks are highly vulnerable
to parameter-space defenses.

To investigate the underlying reasons behind this common
vulnerability of backdoor attacks, we take a closer look at the
backdoor characteristics in the parameter space, showing
that input- and feature-space attacks introduce prominent
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backdoor-related neurons, which cannot be avoided by cur-
rent backdoor attacks.

To accomplish comprehensive stealthiness, we propose a

novel backdoor attack, Grond, that considers input, feature,

and parameter-space defenses. Extensive experiments demon-
strate that Grond outperforms SOTA attacks against four

pruning- and five fine-tuning-based defenses on CIFAR10,

GTSRB, and ImageNet200. Moreover, we demonstrate that

Grond is resistant against five model detection defenses, two

input detection defenses, and a proactive defense.

We verify the effectiveness of the Adversarial Backdoor In-
jection module by binding it with other attacks. Experimen-
tal results demonstrate that Adversarial Backdoor Injection

could substantially improve the parameter-space robustness

of most common backdoor attacks.

2 Background & Related Work

2.1 Preliminaries on Backdoor Training

This paper considers a C-class classification problem with an L-
layer CNN f = f} o --- fi. Suppose that D = {(x;, yi)}ﬁl is the
original training data, containing N samples of x; € R%Xdnxdw
and its label y € {1,2,...,C}. d¢, dy, and d,, are the number of
input channels, the height, and the width of the image, respectively.
The attacker chooses a target class t and creates a partially poisoned
dataset D) by poisoning generators Gy and Gy, i.e., Dp = DU Dy,.
D, is the benign data from original dataset, D, = {(x’,y’)|x" =
Gx(x),y’ = Gy(y), (x,y) € D — D}. In the clean-label setting,
Gy(y) = y. For the dirty-label attacks, G, (y) = t. In the training
stage, the backdoor is inserted into f by minimizing the loss on
Dyp:

1)

meinLDP(G) = ( ])E o, £(f(x;0), 7).

x,y)€

In the inference stage, the trained f performs well on benign data
X, but predicts Gy (x) as Gy(7).

2.2 Backdoor Attacks

Backdoor attacks compromise the integrity of the victim model so
that the model performs naturally on benign inputs but is misled
to the target class by inputs containing the backdoor trigger. The
trigger can be a visible pattern inserted into the model’s input in the
input space or a property that affects the feature representation of
the model’s input in the feature space. Eventually, however, the
backdoored model’s parameters in the parameter space will be
altered regardless of the exact backdoor attack (see Figure 2). To
insert a backdoor, the attacker is assumed to only control a small
portion of the training data under the poison training scenario [5, 14,
70]. In the supply-chain setting (backdoor models provided to users),
the attacker also controls the training process [1, 38, 39, 48, 59].
Moreover, the backdoor can also be created by directly modifying
the model’s weights [2, 18, 31, 42].

Input-space attacks. Traditional attacks typically use simple pat-
terns as their triggers. For example, BadNets [14] uses a fixed patch,
and Blend [5] mixes a Hello Kitty pattern into the images as the
trigger. These non-stealthy triggers introduce abnormal data into
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training data and can be easily detected by human inspectors or de-
fenses [3, 56]. To improve the stealthiness, various triggers are pro-
posed to achieve invisibility in the input space. IAD [38] designed a
dynamic solution in which the triggers vary among different inputs.
WaNet [39] proposed the warping-based trigger, which is invis-
ible to human inspection. Although these methods successfully
build invisible triggers and bypass traditional defenses [56], they
still introduce separable features and can be detected by feature-
space defenses [57, 64]. These input-invisible attacks can be even
more noticeable than input-visible attacks (BadNet, Blend) in the
feature space [66]. We conjecture this is because they have fewer
modifications on input pixels than input-visible attacks. Therefore,
input-invisible attacks require more influential features to achieve
a successful attack.

Feature-space attacks. Knowing the vulnerability of input-space
attacks against feature-space defenses, backdoor attacks are im-
proved for feature-space stealthiness. A common threat model of
this attack type is to assume additional control over the training pro-
cess. For example, [9, 48, 71, 73] directly designed loss functions to
minimize the difference between the backdoor and benign features.
Aside from design loss penalties, TACT [52] and SSDT [36] point
out that source-specific (poison only the specified source classes)
attack helps to obscure the difference in features between benign
and backdoor samples. In addition, [41] proposed Adap-blend and
Adap-patch, which obscures benign and backdoor features by 1)
including poisoned samples with the correct label, 2) asymmetric
triggers (using a stronger trigger at inference time), and 3) trigger
diversification (using diverse variants of the trigger during training).
Unfortunately, existing attacks lack systematic evaluation against
the latest defenses. For example, Adap-blend can be thoroughly
mitigated by recent works [64, 66, 74]. In summary, feature-space
attacks usually introduce visible triggers and cannot defeat the
latest defenses.

Supply-chain attacks. Supply-chain attacks are getting more at-
tention due to their potential in real-world applications where
backdoored models are provided as the final product to users. In
supply-chain attacks, adversaries could control both training data
and the training process. Note that feature-space attacks [7, 9, 26,
36, 46, 48, 63, 71, 73] with the assumption of control over the train-
ing process are a subset of supply-chain attacks, as their output is
the backdoor model. In addition to training control, another kind
of supply-chain attack directly adjusts the model’s weights in pa-
rameter space to introduce a backdoor, i.e., parameter-space attack.
T-BFA [45], TBT [44], and ProFlip [4] explore modifying a sequence
of susceptible bits of DNN parameters stored in the main mem-
ory (e.g., DRAM) to inject the backdoor. SRA [42] and handcrafted
Backdoor [18] directly modify a subset of models’ parameters to
increase the logits of the target class. However, these attacks re-
quire a local benign dataset to guide the search for the subset of
parameters to be modified. Data-free backdoor [33] releases the
requirement of benign data by collecting substitute data irrelevant
to the main task and fine-tuning using the substitute data. DFBA [2]
further proposes a retraining-free and data-free backdoor attack by
injecting a backdoor path (a single neuron from each layer except
the output layer) into the victim model. In summary, supply-chain
attacks focus on increasing the backdoor’s effectiveness without
comprehensively considering parameter-space defenses.
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Figure 1: Diagram illustrating the working mechanism of Grond. On the left, universal PGD (UPGD) perturbation is generated
as backdoor patterns to be injected. In the middle, ABI is applied where perturbed samples are iteratively used to train the
model, and the model parameters are pruned to limit the magnitude of prominent backdoored weights. On the right, the output
backdoored model that considers comprehensive stealthiness is deployed, where 1) the triggers are invisible, 2) the features of
trigger samples are inseparable, and 3) the backdoored model weights are hardly distinguishable from benign model weights.
Perturbations generated by UPGD are scaled up 10x for visualization.

2.3 Backdoor Defenses

Backdoor defenses can be classified into detection and mitigation.
Detection refers to determining whether a model is backdoored
(model detection) [29, 56, 58, 64, 71] or a given input is applied
with a trigger (input detection) [13, 15, 36]. Mitigation refers to
erasing the backdoor effect from the victim model by pruning the
backdoor-related neurons (pruning-based defenses) [24, 28, 62, 72]
or unlearning the backdoor trigger (fine-tuning-based defenses) [35,
64, 68, 74]. In addition, recent works [23, 43, 60] also consider the
home-field advantage! to design more powerful proactive defenses.
Backdoor detection. Backdoor trigger reverse engineering (also
known as trigger inversion) is considered one of the most practical
defenses for backdoor detection as it can be applied to both poi-
soning training and supply-chain scenarios [57, 58, 64, 66], i.e., it
is a post-training method. Specifically, trigger inversion works by
searching for a potential backdoor trigger for a specific model. The
model is determined as backdoored if a trigger is found, and the
trigger can be used to unlearn the backdoor. The searching is im-
plemented as an optimization process corresponding to the model
and a local benign dataset. For example, NC [56] firstly proposes
trigger inversion for detection by optimizing the mask and pattern
in the input space that can mislead the victim to the target class.
This optimization is repeated for all classes. The model is consid-
ered backdoored if an outlier significantly smaller than the triggers
for all other classes exists. Although methods similar to NC per-
form well against fixed patch trigger attacks, such as BadNets [14]
and Blend [5], they may not be effective against input-stealthy
attacks like WaNet [39]. To address this problem, FeatureRE [57]
moves trigger inversion from input space to feature space. Uni-
corn [58] further proposes a transformation function for attacks in
other spaces, such as numerical space [59]. Recent works [64, 66]
focus on exploring new optimization objectives that address the
inefficiency problem of previous trigger inversion methods due to

IThe defender has full control of the system and could access the training process.
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optimization over all classes. BTI-DBF [64] trains a trigger genera-
tor by maximizing the backdoor feature difference between benign
samples and their generated version (by the trigger generator) and
minimizing the benign feature difference. BAN [66] optimizes the
noise on neuron weights rather than input pixels to activate the
potential backdoor, which further improves both effectiveness and
efficiency.

Backdoor mitigation. Backdoor mitigation consists of fine-tuning
and pruning, which are effective and do not assume knowledge
of backdoor triggers. Pruning methods aim to find and remove
backdoor-related neurons. FP [28] eliminates dormant neurons on
benign inputs and then fine-tunes the pruned network. ANP [62]
searches for backdoor-related neurons by adding adversarial noise
to neuron weights to activate the backdoor. RNP [24] uses an un-
learning and recovering process on benign data to expose backdoor
neurons, as the recovering will force the backdoor neurons to be
silent for the main benign task. Unlike these pruning methods
guided by benign data, CLP [72] directly analyzes the Channel Lip-
schitzness Constant of the network and prunes the high Lipschitz
constant channels in a data-free manner.

Traditional fine-tuning as a defense usually needs trigger inver-
sion methods to recover the trigger and then unlearn the trigger.
For example, BTI-DBF(U) [64] fine-tunes backdoor models using
triggers recovered by their inversion algorithm. However, there
is no guarantee that the recovered trigger is the true trigger for
the backdoor. Recent works also consider fine-tuning without the
trigger information but with prior human knowledge. For example,
FT-SAM [74] observes a positive correlation between the weight
norm of neurons and backdoor-related neurons. Then, they propose
a fine-tuning method to revise the large outliers of weight norms
using Sharpness-Aware Minimization (SAM). I-BAU [68] forms a
min-max fine-tuning similar to adversarial training, where the inner
maximizing searches for perturbations that mislead the model, and
the outer minimizing is to keep the model’s capability on benign
data. FST [35] assumes the backdoor and benign features should
be disentangled and actively shifting features while fine-tuning by
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encouraging the discrepancy between the original backdoor model
and the fine-tuned model.

Proactive defense. Several methods have been proposed to ex-
ploit the home-field advantage, i.e., a stronger defender, for better
defensive performance. ABL [23] proposes two techniques to avoid
learning the backdoor task while training on the poisoned data: 1)
trapping the loss value of each example around a certain threshold
because backdoor tasks are learned much faster than the main task,
and their loss decreases much faster. The samples with lower loss
are recorded as poisoned samples; 2) unlearning the backdoor with
the recorded poisoned samples. CT [43] detects poisoned samples
in the training set by introducing confusing batches of benign data
with randomly modified labels. The confusing batches with random
labeling corrupt the benign correlations between normal semantic
features and semantic labels, so the inference model trained with
confusing batches and the poisoned dataset will find it hard to
distinguish benign samples. However, the correlation between the
backdoor trigger and the target label remains intact, as the confus-
ing batches contain no trigger. Therefore, samples with correctly
predicted labels by the inference model are considered poisoned.
PDB [60] proactively injects a defensive backdoor into the model
during training, overriding the potential backdoor injected by the
poisoned training data. In summary, proactive defenses assume a
stronger defender for better defensive performance.

3 Comprehensive Backdoor Stealthiness
3.1 Threat Model

Attacker’s goal. The attacker provides pre-trained models to users.
The aim is to inject backdoors into the pre-trained model so that
the model performs well on clean inputs but predicts the attacker-
chosen target label when receiving inputs with a backdoor trigger,
i.e., an all-to-one attack.

Attacker’s knowledge. The attacker has white-box access to the
training processes, the training data, and the model weights, i.e., the
supply-chain threat model. During inference, the backdoor trigger
is imperceptible to human inspectors.

Attacker’s capabilities. The attacker can train a well-performed
surrogate model to generate UPGD, which is used to perturb the
victim model’s input. Additionally, the attacker can alter the model’s
weights during training. Table 13 in [65, App. B] shows that the
threat model of Grond is aligned with baseline attacks.

3.2 Lack of Parameter-Space Stealthiness

As introduced in the related work, early backdoor attacks that intro-
duce noticeable changes in either input [5, 14] or feature space [38,
39] have been empirically shown powerful, even with very low
poisoning rates [14, 69]. Focusing on the backdoor-introduced no-
ticeable changes, backdoor defenses are improved to distinguish
backdoor patterns in either input or feature space [27, 57]. Mean-
while, backdoor attacks are optimized to increase stealthiness in
input [39] or feature space [41]. However, regardless of the imple-
mentation of input- or feature-space attack logic, backdoor behav-
iors are eventually embedded in the backdoored model’s parameters.
For this reason, it is important to investigate whether backdoor
attacks introduce visible changes in the parameter space of the
attacked models that can be used by the parameter-space defenses.
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Considering this observation, we ran an initial experiment to
understand the behavior of neurons in backdoored models. We
use the TAC values [72] to quantify the relevance of a neuron to
the backdoor behavior. The TAC values show the change in the
output of each neuron (a feature channel of convolutional layers)
before and after the trigger is attached to the input. Thus, TAC
quantifies a neuron’s sensitivity to the backdoor trigger. A high TAC
value indicates that the neuron is strongly related to the backdoor
behavior, whereas a low TAC value shows it is not. TAC takes
the exact trigger information into account when measuring the
backdoor effect, which makes TAC a straightforward and effective
method that captures the relevant backdoor neurons’ behaviour.
Specifically, TAC is defined as:

1
|De|

TACK (D) = —— S 1P ) - [ Gr@lle @)

x€D,

where fl<k) is the k;, channel of the I;}, layer. Gy (x) is the poisoned
sample. D, consists of a few benign samples. Note that TAC can
only be used to analyze backdoor behaviors and cannot be deployed
as a practical defense, as it requires access to backdoor triggers,
which is unrealistic in practice.

TAC analysis of different backdoor attacks is shown in Figure 2,
where each dot represents the TAC value for one of the 512 indi-
vidual neurons. We can observe that the TAC values of neurons
of backdoored models are substantially higher than those of be-
nign models. In particular, neurons with higher TAC values con-
tribute more to the backdoor behavior. The working mechanism of
pruning- and fine-tuning-based backdoor defenses can be under-
stood as targeting and eliminating neurons with TAC values that
are substantially higher than those of others. Our observations from
the TAC analysis suggest that backdoor attacks are designed to be
stealthy in input space, and feature space can, in fact, be identified
in parameter space, making them susceptible to parameter-space
defenses. Our experimental analysis further substantiates this as-
sumption (see Section 4). Thus, we conclude that current backdoor
attacks may not be robust against parameter-space defenses.

3.3 Grond for Comprehensive Stealthiness

To address the vulnerabilities identified in the parameter space, we
propose a stealthy backdoor attack, Grond, that considers compre-
hensive stealthiness, i.e., stealthiness in input, feature, and parame-
ter space. Grond includes two key parts: UPGD trigger generation
and Adversarial Backdoor Injection (ABI).
Backdoor trigger generation for input-space stealthiness.
We use imperceptible adversarial perturbations to generate im-
perceptible backdoor triggers inspired by adversarial example stud-
ies [37, 70]. We modify the original PGD algorithm to generate a
universal PGD (UPGD) perturbation as the backdoor trigger. UPGD
contains non-robust but generalizable semantic information [53],
which correlates with the benign functions of the victim model
and shortens the distance between poisoned data and the target
classification region [70]. Consequently, backdoor patterns tend to
make fewer prominent changes to the victim network.

Similar to [69, 70], UPGD is generated on a well-trained surro-
gate model trained on the clean training set. The architecture and
parameters of the surrogate model do not necessarily need to be the
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Figure 2: TAC [72] analysis of different backdoor attacks on 512 neurons. The y axis contains the TAC values, and the x axis
depicts the index of neurons. Higher TAC values suggest a stronger relation between corresponding neurons and the backdoor
trigger. In the Appendix [65, App. C.7], we also provide sorted TAC value plots, clearly showing the prominent TAC values.

Algorithm 1 UPGD Generation Algorithm

Input: Surrogate model fy_ ., training data D, perturbation budget
€, the number of iteration 7, the target class .

Output: UPGD 6

. S=B(8;€) = {6 € R4XdnXdw . ||§]|0 < €}

: 8 «random_initialization Ad €S

. forie (0,7 —1)do

x « sample_batch(D)

Lp(0)= E iDf’(fes,,,(x+ 8;0),1),

(x,y)e
6 & in L (0
< min »(0)

LS N N

7: end for

same as the victim model (see Table 15 in [65, App. C.2]). UPGD is
optimized following the PGD [34] algorithm to decrease the surro-
gate model’s cross-entropy loss that takes as inputs the adversarial
examples (the poisoned samples in our case) and the target class
label. This procedure is described formally in Algorithm 1. The § is
the generated UPGD that will be used as a backdoor trigger; thus,
Gyx(x) = x + 6. S is the ball function with the radius €, and the
small € guarantees the imperceptibility of the backdoor trigger as
it controls the perturbation’s magnitude.

The backdoor is injected during training by poisoning some

training data from the target class, i.e., applying the UPGD trigger
to the training data. In the inference stage, our backdoor is activated
by the same trigger. The motivation for our small-size trigger (e = 8)
is imperceptibility.
Adversarial Backdoor Injection for parameter-space stealth-
iness. Backdoor neurons (i.e., trigger-related neurons) regularly
show higher activation values for inputs that contain the trigger,
which results in powerful performance [27, 29, 57]. To this end,
backdoor training needs to substantially increase the magnitude
of parameters of backdoor neurons [24, 62, 72], which harms the
parameter-space stealthiness of backdoor attacks.

One way to find the sensitive neurons with higher activation
values is to analyze the Lipschitz continuity of the network. Lever-
aging this fact, we introduce a novel backdoor training mechanism,
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Adversarial Backdoor Injection, to increase the parameter-space
backdoor stealthiness. Specifically, each neuron’s Upper bound of
Channel Lipschitz Condition (UCLC [72]) is calculated, based on
which the weights of these suspicious neurons are set to the mean
of all neurons’ weights in the corresponding layer after every train-
ing epoch. In our implementation, we use the weights before every
batch normalization as the neuron weights corresponding to the
channel setting in UCLC. We prune neurons by substituting their
weights with the mean ones because pruning to zeros makes the
training unable to converge in our experiments. Formally, the k;,

parameter of the I, layer, Hl(k), is updated as follows:

mean(6)), o(6\")) > mean(o(6))) +u x std(a(6)))

*) _
o\ - o6
",

otherwise,

®)
where u is a fixed threshold and o is the UCLC value of the given
weights. The measure for quantifying backdoor relevance can be
changed from UCLC to others, such as the distance of neuron out-
puts when receiving benign and backdoor inputs, where a larger
distance means the neuron is more relevant to backdoor behaviors
and can be pruned. We use the modified UCLC for training effi-
ciency, as UCLC is data-free, which does not require calculation
based on the outputs of neurons.

In adversarial training [34], adversarial examples are introduced

during training to increase the model’s robustness during infer-
ence. Similarly, during the Adversarial Backdoor Injection, we use
backdoor defenses to increase the resistance of backdoor attacks to
parameter-space defenses. At the end of each training epoch, Ad-
versarial Backdoor Injection prunes the trained model to decrease
the weights of backdoor neurons. Iteratively, backdoored neurons
spread across the whole model instead of forming a few prominent
backdoor neurons, as illustrated in Figure 1.
Feature-space stealthiness. We hypothesize that feature-space
stealthiness is a by-product of parameter-space and input-space
stealthiness since the variation of feature maps is strongly corre-
lated with model parameters and inputs. Figures 7 and 9 show that
Grond can substantially increase the feature-space stealthiness.
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Table 2: Pruning-based mitigations against backdoored ResNet18 on CIFAR10. BA refers to benign accuracy on clean data, ASR
to attack success rate, and PR to the poisoning rate of the training set. The average drop of BA and ASR is also shown with
downward arrows compared to the performance without any defense. Red marks indicate the attack failed to resist the defense
with an ASR lower than 60%, and green means that the ASR is higher than 60%.

Attack No Defense FP [28] ANP [62] CLP [72] RNP [24] Average
BA ASR BA ASR BA ASR BA ASR BA ASR BA ASR

BadNets [14] 93.13 100 9242 71.71 91.60 1.06 88.99 49.02 84.04 13.82 89.26 [3.87 33.90 |66.10
Blend [5] 94.42 100  93.08 99.99 9357 0.33 90.3 0.54 94.63 57.98 92.89 |1.53 39.71 |60.29
WaNet [39] 93.60 99.37 9296 4.60 91.08 0.49 91.53 2.12 9286 3.17 92.11 [1.49  2.59 |96.78
IAD [38] 92.88 97.10 91.96 1.22 9284 0.71 9224 0.74 9272 042 92.44 [044 0.77 |96.33
AdvDoor [70] 93.97 100 9337 98.69 9146 2883 89.22 6.13 90.17 44.60 91.05 292 44.56 |55.44
Bpp [59] 94.19 9993 9338 18.89 9296 297 9337 1.89 92.2 5.79 9298 |1.21  7.39 |92.54
LC [54] 94.31 100 92.22 93.57 91.02 2443 9096 0.38 8270 33.60 89.23 |5.08 37.99 |62.01
Narcissus [69] 93.58 99.64 93.49 96.54 89.76 49.18 93.19 97.82 91.10 94.59 91.88 |1.70 84.53 |15.11
Adap-blend [41] 92.74 99.67 92.06 95.50 86.48 67.73 9249 99.62 78.63 1.56 87.42 |532 66.10 |33.57
SSDT [36] 93.70 90.30 9341 080 93.88 0.60 93.66 1.20 9399 330 93.74 70.04  1.47 |88.83
DFST [7] 95.23 100 94.79 93.84 94.64 3.72 9243 3,53 93.29 12.68 93.79 |1.44 28.44 |71.56
DFBA [2] 88.99 100 86.85 0.03 88.96 955 8896 9.57 8896 090 8843 056 5.01 [94.99
Grond (PR=5%) 93.43 98.04 93.09 99.73 9143 94.01 9329 87.89 91.83 85.22 9241 [1.02 91.71 |6.33
Grond (PR=1%) 94.26 93.51 93.31 96.32 9294 91.48 9433 87.56 92.13 94.87 93.18 |1.08 92.56 |0.95
Grond (PR=0.5%) 94.36 92.91 93.32 90.96 93.87 84.04 94.52 86.82 91.99 84.63 93.43 [0.93 86.61 [6.30

Table 3: Fine-tuning-based mitigations against backdoored ResNet18 on CIFAR10.

Attack vanilla FT  FT-SAM [74] I-BAU [68] FST [35] BTI-DBF(U) [64] Average
BA ASR BA ASR BA ASR BA ASR BA ASR BA ASR

BadNets [14] 91.07 4396 92.01 284 92.60 76.02 92.40 13.10 91.26 13.12 91.87 |1.26  29.81 |70.19
Blend [5] 91.64 99.61 9252 173 91.84 884 93.40 100 91.86 100 92.25 |2.17  62.04 |37.96
WaNet [39] 91.11 099 90.89 1.03 8798 0.81 92.17 0.04 90.30 4.89 90.49 |3.11 1.55 |97.82
IAD [38] 90.83 2.16 92.18 2.87 88.4 15.68 91.29 0.00 89.54 1.59 90.45 |2.43 446 |92.64
AdvDoor [70] 91.25 68.68 92.18 1.23 89.29 16.99 91.06 99.99 90.25 100 90.81 |3.16 57.38 |42.62
Bpp [59] 9136 3.40 9138 1.00 92.06 6.46 93.23 26.83 90.61 2.73 91.73 |2.46  8.08 |91.85
LC [54] 90.26 8852 9146 191 8587 511 91.80 13.11 90.71 4.37 90.02 |4.29  22.60 |77.40
Narcissus [69] 91.70 9291 91.76 2398 9148 51.74 90.06 54.22 90.94 98.11 91.19 [2.39  64.19 |35.45
Adap-blend [41] 9242 9873 91.23 224 8538 3731 9091 1.19 89.17 7.09 89.82 |2.92 33.34 |66.33
SSDT [36] 93.74 0.70 93.15 0.60 90.27 3.10 92.85 0.20 90.79 1.40 92.16 |1.54  1.20 |89.10
DFST [7] 95.01 2.07 94.70 0.00 89.75 19.11 93.06 2.66 90.41 22.34 92.59 |2.64 = 9.24 [90.76
DFBA [2] 86.68 10.10 86.03 524 8548 100 82.76 57.62 84.49 100 85.09 [3.90 54.59 |45.41
Grond (PR=5%) 91.75 94.28 92.02 80.07 90.39 93.92 93.27 99.92 91.88 99.00 91.86 |1.57  93.44 |4.60
Grond (PR=1%) 91.41 85.52 92.83 79.17 87.89 91.34 93.21 96.59 90.66 88.69 91.20 |3.06 ~ 88.26 |5.25
Grond (PR=0.5%) 91.42 82.96 92.34 76.92 89.83 79.68 93.44 9271 90.39 91.83 91.48 |2.88  84.82 |8.09

4 Experimental Evaluation

4.1 Experimental Setup

Datasets and Architectures. We follow the common settings in
existing backdoor attacks and defenses and conduct experiments
on CIFAR10 [22], GTSRB [50], and a subset of ImageNet [8] with
200 classes and 1,300 images per class (ImageNet200). More de-
tails about the datasets can be found in [65, App. A.1]. The pri-
mary evaluation is performed using ResNet18 [17]. Moreover, we
evaluate Grond using four additional architectures, VGG16 [49],
DenseNet121 [20], EfficientNet-B0 [51], and one recent architecture
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InceptionNeXt [67] (see Table 15 in [65, App. C.2]). We also evaluate
Grond with large and transformer-based models (see Table 16 in
[65, App. C.3]).

Attack Baselines. Grond is compared with 12 representative at-
tacks: BadNets [14], Blend [5], WaNet [39], IAD [38], AdvDoor [70],
BppAttack [59], LC [54], Narcissus [69], Adap-Blend [41], SSDT [36],
DFST [7], and DFBA [2]. The default poisoning rate is set at 5% (of
the training set) for all attacks following previous work [64, 66].
Additionally, Grond is evaluated under various poisoning rates to
provide a thorough analysis of its effectiveness. Following related
works, the training schedule for attacks is 200 epochs when using
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Table 4: Backdoor performance of Grond and baseline attacks on ImageNet200 and GTSRB.

Datasets Attack No Defense  FT-SAM [74] [-BAU [68] CLP [72] Average
BA ASR BA ASR BA ASR BA ASR BA ASR
BadNets [14] 80.65 91.03 79.89 221 70.28 26.06 70.74 64.86 73.647.01 31.04 |59.99
Blend [5] 80.70 95.63 80.19 0.39 76.13 30.81 80.02 23.38 78.78 [1.92 18.19 |77.44
WaNet [39] 81.24 99.97 8041 0.66 75.67 47.27 77.18 99.78 77.75 [3.49 49.24 |50.73
IAD [38] 79.74 99.98 7549 0.68 77.44 15.18 76.97 8449 76.63 [3.11 33.45 |66.53
ImageNet200 AdvDoor [70] 80.72 100  79.52 98.90 74.03 61.31 77.90 100 77.15 357 86.74 |13.26
Bpp [59] 81.36 92.74 7937 1.05 76.53 3.21 80.10 234 78.67 |2.69 2.19 |90.55
Narcissus [69] 81.73 81.28 80.00 83.37 77.03 56.19 80.99 86.37 79.34 239 75.31 |5.97
SSDT [36] 75.45 100 78.19 76.00 76.26 22.00 76.02 94.00 76.8271.37 64.00 |36.00
Grond 80.92 94.11 79.05 95.05 76.89 87.75 80.29 93.83 78.74 |2.18 92.21 |1.9
BadNets [14] 97.19 100 9557 048 92.02 29.22 96.38 0.47 94.66 |2.53 10.06 [89.94
Blend [5] 9592 100 9336 0.21 92.64 3827 9321 0.00 93.07 [2.85 12.83 |87.17
WaNet [39] 98.69 99.77 92.18 045 91.25 0.00 90.14 18.14 91.19 750 @ 6.19 |93.58
IAD [38] 99.08 99.65 9272 0.10 90.11 035 98.08 14.63 93.64 |5.44  5.03 |94.62
GTSRB AdvDoor [70] 95.80 99.99 93.94 32.26 92.67 38.20 90.09 66.39 92.23 |3.57 45.62 |54.37
Bpp [59] 98.69 99.93 91.27 0.00 9261 0.23 97.16 2.29 93.68 |5.01 0.84 [99.09
Narcissus [69] 95.60 97.18 93.61 54.55 92.87 80.74 93.99 97.60 93.49 |2.11 77.63 |19.55
SSDT [36] 96.02 77.78 93.11 0.00 90.82 0.00 94.65 1931 92.86 |3.16 6.44 |71.34
Grond 95.83 9536 93.80 71.84 93.13 9430 91.28 93.19 92.74 [3.09 86.44 |8.92

CIFAR10 and GTSRB, and 100 epochs for ImageNet200. We use 1,000
images as the validation set to select the best-performing check-
point. More implementation details are provided in [65, App. A.2].
Defense Baselines. We evaluate Grond and baseline attacks with
17 defenses, including four pruning-based methods (FP [28],
ANP [62], CLP [72], and RNP [24]), five fine-tuning-based meth-
ods (vanilla FT, FT-SAM [74], I-BAU [68], FST [35], and BTI-DBF
(U) [64]), five backdoor model detections (NC [56], Tabor [16],
FeatureRE [57], Unicorn [58], and BTI-DBF [64]), two backdoor in-
put detections (Scale-up [15] and IBD-PSC [19]), and a proactive
defense CT [43]. Following their default settings, BTI-DBF [64] and
FP [28] use 5% of training data, and other defenses use 1% of train-
ing data for detection or mitigation. CLP is a data-free backdoor
pruning tool that uses no clean data. CT has access to the complete
training set without knowing which samples are poisoned and can
also interact with the model during training. Backdoor defense
details and hyperparameters can be found in [65, App. A.3].

4.2 Main Results on Backdoor Mitigation

All evaluated backdoor attacks are ineffective against at least one
parameter-space backdoor defense on the CIFAR10, as demon-
strated in Tables 2 and 3. It suggests that common backdoor attacks
designed to be stealthy in input and feature spaces are vulnerable
to parameter-space defenses. Given that all backdoor behaviors are
embedded in parameters of backdoored models, this finding sug-
gests that future backdoor attacks should consider parameter-space
defenses as a standard step to evaluate comprehensive stealthiness.

Not surprisingly, Grond performs better than all baseline attacks
when considering evaluated backdoor defenses since Grond is de-
signed to consider comprehensive stealthiness. On four pruning-
based mitigations, Grond achieves 7.18% higher ASR on average
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than the best backdoor attack, Narcissus. On five fine-tuning miti-
gations that show more powerful defense capability than pruning-
based mitigations, Grond achieves 29.25% higher ASR on average
than Narcissus. In addition, Grond bypasses the five model detection
and two input-space detections (see Section 4.6).

Pruning-based mitigation. We take a closer look at the details of
pruning-based backdoor mitigation experiments in Table 2, present-
ing the results of all attacks against four pruning-based defenses.
BadNets and Blend perform better on average than input-space
stealthy attacks, e.g., WaNet and Bpp, because input-space stealthy
attacks introduce significant separability in the feature space (see
Figures 7 and 9). Across all pruning-based defenses, FP performs the
worst, as expected, since it follows regular model pruning practice
and is not a tailored backdoor pruning method.
Fine-tuning-based mitigations. Table 3 presents the backdoor
performance against five fine-tuning-based defenses. In general,
fine-tuning-based defenses are more effective than pruning-based
defenses. For example, Narcissus and Adap-Blend can achieve ASRs
higher than 60% against three out of four pruning-based defenses
but are much less effective against most fine-tuning-based methods.
FT-SAM is the most effective across all defenses, as shown in Ta-
bles 2 and 3, being able to compromise the effectiveness of all attack
baselines. One important reason is that FI-SAM adopts Sharpness-
Aware Minimization [12] to adjust the outlier of weight norm (large
norms) to remove the potential backdoor. Larger weights of neurons
are introduced by existing attacks to guarantee a high ASR [29],
which also causes large differences when receiving benign and back-
door inputs (see Figure 4). Grond can bypass FT-SAM, as expected,
since it deliberately decreases the weights of backdoor neurons,
compromising the core working mechanism of FT-SAM.
Comparison with Supply-Chain Attacks. Sharing a similar
threat model to supply-chain attacks, we compare Grond and three
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Figure 3: Pruning neurons with high TAC values using different thresholds (the x axis).
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Figure 4: The left is the performance of pruning neurons
with high TAC values using different thresholds for Grond.
The right is the TAC analysis of Grond on 512 neurons.

state-of-the-art supply-chain attacks (SSDT [36], DFST [7], and
DFBA [2]), where these attacks are also designed to be robust
against backdoor defenses. In particular, DFST [7] proposes to
include a controlled detoxification technique in the training pro-
cess, which restrains the model from picking up simple features.
DFBA [2] directly modifies a few parameters of a classifier to inject
a backdoor. SSDT [36] introduces additional terms in the loss for
the Source-Specific and Dynamic-Triggers (i.e., SSDT) attack, which
obscures the difference between normal samples and malicious sam-
ples. Tables 2 and 3 also include the performance of supply-chain
attacks against pruning- and fine-tuning-based defenses. It is clear
that existing backdoor defenses can defeat supply-chain attacks.
The ASR of DFST [7], DFBA [2], and SSDT [36] are decreased to
less than 10% while the BA drop is less than 3%.

On ImageNet200 and GTSRB. Real-world classification tasks
may involve more categories, such as GTSRB (43 classes) and Im-
ageNet200 (200 classes), and the percentage of each class in the
dataset will commonly be much less than 10%. We target InceptionNe
Small on Imagenet200 and ResNet18 on GTSRB. The l,, norm
perturbation budget of UPGD is € = 16 for GTSRB and € = 8
for ImageNet200 to achieve imperceptible perturbations. Table 4
demonstrates that Grond is still effective on datasets with more
classes and higher resolutions, especially against the most powerful
parameter-space defense, FT-SAM.

xt-
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4.3 Adaptive Defenses

As Grond includes UPGD trigger and Adversarial Backdoor Injec-
tion (ABI), we consider two adaptive defenses targeting those two
components.

TAC pruning targeting the UPGD trigger. First, we use the
UPGD trigger information to build a new pruning method based
on the TAC values. The TAC values are calculated using the back-
door trigger, making the TAC highly adaptive to evaluating any
backdoor attack. In particular, we prune neurons with high TAC
values in the backdoored model, i.e., removing the neurons more
sensitive to the UPGD trigger. Figure 4 shows the pruning results of
Grond. The left figure provides the pruning results. The right figure
contains the TAC values plots of neurons in the 4, layer (the layer
before the classification head) of ResNet18. We show that pruning
neurons with high TAC values decreases benign accuracy, which
means the backdoor neurons are not easily distinguishable from
benign neurons without harming benign performance. The analysis
supports our statement that Grond spreads the backdoor to more
neurons instead of a few prominent ones. In [65, App. C.7], we pro-
vide sorted TAC value plots in Figure 11, showing that prominent
neurons with high TAC values are rather limited in Grond.
Neuron noise targeting ABI. Second, we consider adding noise
to neurons of Grond models as an adaptive defense, as the ABI
component involves operations on neuron weights. Specifically,
we add noise to the weights and biases of batch normalization
layers. The range of noise is limited by [—€noise, €noise]. Table 5
provides the performance of Grond and the benign model under
different noise levels. With increased noise, the benign accuracy of
both benign and Grond models is decreased, but the ASR of Grond
remains high. This result also supports the stealthiness of Grond in
the parameter space.

4.4 Backdoor Analysis

This section analyzes why baseline attacks are ineffective against
parameter space backdoor defenses, and why Grond performs better,
according to the TAC values and the weights’ change after applying
backdoor defenses.
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Table 5: Adaptive defense against Grond using noise on neu-
rons.

Method Benign Grond

BA ASR BA ASR
€noise = 0.0 94.76 - 94.16 98.04
€noise = 0.1  94.54 - 93.88 97.99
€noise = 0.2 9382 - 9318 96.22
€noise = 0.3 91.21 - 90.05 99.08
€noise = 0.4 85.65 - 88.33  99.42
€noise =0.5 8243 - 8430 99.74

Pruning neurons with prominent TAC values for baseline
attacks. Section 3.2 demonstrates the existence of prominent neu-
rons with high TAC values in backdoor models. Note that TAC
represents the strongest type of backdoor defense, where the exact
trigger information is exploited. In this section, we show that prun-
ing prominent neurons could mitigate all baseline attacks. Specifi-
cally, we assign zero to the neuron’s weight if its TAC value exceeds
a certain threshold. Figure 3 shows the pruning performance us-
ing different thresholds for ten baseline attacks. We can observe
that for all ten baseline attacks, one threshold can always be found
where the ACC is high and the ASR is low. It indicates that the
backdoor effect of the ten attacks can be erased while maintaining
good performance on benign samples if these prominent neurons
are pruned. Thus, we confirm the existence of prominent neurons,
which correspond to the backdoor effect. More importantly, these
backdoor neurons can be disentangled from benign neurons, so
these baseline attacks are not stealthy concerning neuron weights,
i.e., not stealthy in the parameter space.

Grond’s weights are more difficult to be modified by backdoor
defense. This section analyzes the changes while applying pruning-
and fine-tuning-based defenses to baseline attacks and Grond. Our
goal is to demonstrate that the baseline attacks can be significantly
affected by defenses, but Grond can resist these defenses. In Figure 5,
we record the changes in the weights of 512 neurons (in layer 4 of
ResNet18) after applying two types of defenses, FT-SAM [74] and
CLP [72], as they both focus on the backdoor-related neurons. In
contrast to BadNets, the weight changes in Grond model after FT-
SAM fine-tuning are smaller. In the sorted changes, it is clear that
there are a few neurons for BadNets that correspond to significant
changes, which is not the case for Grond. In the second row of
Figure 5, the CLP can find a few neurons relevant to backdoor but
cannot find these for Grond. In addition, pruning-based methods
(as shown by CLP results in Figure 5) only improve a few neurons,
while fine-tuning methods can update all neurons. We conjecture
this is why fine-tuning-based defenses perform better than pruning-
based defenses in Tables 2 and 3. More results with other baseline
attacks are provided in Figure 12 in [65, App. C.9].

4.5 ABIImproves Common Backdoor Attacks

In this section, we show that our Adversarial Backdoor Injection
(ABI) strategy generalizes to all evaluated common backdoor at-
tacks. We combine the ABI module with baseline attacks to im-
prove their resistance against parameter-space defenses. Figure 6
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Figure 5: The weight changes after backdoor defenses. More
results with other attacks in Figure 12 in [65, App. C.9].

Table 6: Backdoor detection performance on CIFAR10. 20
ResNet18 models are trained at each poisoning rate. Bd. refers
to the number of models determined as backdoor models.
Acc. refers to the detection accuracy.

PR=5% PR=1% PR=0.5%

Defense
Bd. Acc. Bd. Acc. Bd. Acc.
NC [56] 5 25% 2 10% 1 5%
Tabor [16] 5 25% 2 10% 0 0%
FeatureRE [57] 0 0% 0 0% 0 0%
Unicorn [58] 0 0% 0 0% 0 0%
BTI-DBF[64] 3 15% 5 25% 3 15%

demonstrates that ABI is effective for all attacks when evaluating
against the parameter-space defense ANP, where ASRs increase
after adversarial injection, especially for BadNets, Blend, AdvDoor,
Narcissus, and Adap-Blend. The improvement for feature space
attacks (WaNet, IAD, and Bpp) is incremental. We speculate that
feature space attacks rely too much on prominent features, as their
modification in the input space is minor. To activate the backdoor
with such minor input modifications, the prominent features are
required in the feature space. In addition, Figure 10 in [65, App. C.6]
shows the results of ABI without defense, demonstrating that it
does not harm in general the BA and ASR when no defense is
applied. Following our findings, we suggest that future backdoor
attacks can use ABI to increase parameter-space stealthiness.

4.6 Backdoor Detection

Following previous works [64, 66], we choose five representative
backdoor model detections for evaluation. We use 20 models for
each poisoning rate with different random seeds. Then, we report
the number of models detected as backdoor models out of the 20.
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Figure 6: BA and ASR of backdoor attacks before and after ABI against parameter-space defense ANP.

Table 7: Comparison with different strategies for the genera-
tion of backdoor triggers.

No Defense CLP [72] FT-SAM [74]

Strategy
BA ASR BA ASR BA ASR
Random noise 94.24 1.28 94.13 097 93.90 1.84
PGD 94.77 69.33 92.57 46.63 92.40 24.56
UPGD 93.43 98.04 93.29 87.89 92.02 80.07

Table 8: The semantic trigger (an automobile image) with
different strategies for Grond. The “Target Same” refers to
the target class being the same as the semantic trigger, i.e.,
automobile. The “Target Diff” refers to the target class being
different (i.e., airplane) from the semantic trigger.

No Defense CLP [72] FT-SAM [74]
BA ASR BA ASR BA ASR

Strategies for %

9.38
31.37

Target Same 94.20 74.64 93.97 70.66 91.68

Clean-Label .
ALY Target Diff. 93.82 94.42 93.75 93.50 90.92

Target Same 93.77 100 93.88
Target Diff.  94.25 100 94.14

100 91.40
100 91.34

12.17

Dirty-Label 739

Table 6 shows that all detections fall short when detecting Grond.
In particular, NC [56], Tabor [56], and BTI-DBF [64] can detect a
small part of backdoored models, while FeatureRE [57] and Unicorn
cannot detect any of them. For featureRE [57], we conjecture it is
over-dependent on the separability in the feature space, but Grond
does not rely on prominent backdoor features according to Figure 9
in the Appendix [65, App. C.4]. For Unicorn [58], the false positive
rate is high, and it tends to report every class as the backdoor
target, even on models trained with benign data only. Except for
model detection, Grond can also bypass input-space detections as
demonstrated in [65, App. C.1].

4.7 Ablation Study

The ablation study is designed for the two components of Grond,
the UPGD trigger and Adversarial Backdoor Injection. In addition,
we also evaluate the dirty-label setting of Grond and show the
difference compared to using clean-label in [65, App. C.5].
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Table 9: Ablation study for Grond.

Arch Method No Defense CLP [72] FT-SAM [74]
BA ASR BA ASR BA ASR

ResNetrs UPGD 9386 98.61 9115 3.97 9180 5177
+ABI 9343 98.04 93.29 87.89 92.02 80.07
IncentionNex; UPCD 8781 96.81 87.72 96.57 87.06 237
CEPHONTEAL  ABI  87.06 96.86 86.93 96.87 86.50 92.02

Trigger generation. To explore the influence of trigger patterns,
we employ and evaluate three types of triggers: random noise, PGD
perturbation, and UPGD perturbation, using ResNet18 on CIFAR10.
The random noise is sampled from a uniform distribution, and
the PGD employs a projected gradient descent to generate sample-
wise perturbations [34]. The generation of UPGD is described in
Algorithm 1. All three triggers are limited to 8/255 (lo norm) for
imperceptibility and use the same training settings described in
Table 11 in [65, App. A.2].

Table 7 shows that random noise is ineffective as a backdoor trig-
ger due to low ASR, even if no defense is applied. The sample-wise
PGD perturbation is more effective than random noise and shows
(limited) robustness against CLP and FT-SAM. UPGD generates the
most effective backdoor trigger with an ASR higher than 80% after
CLP and FT-SAM, and we speculate that the reason is that UPGD
exploits features from the target class, similar to Narcissus [69].

Concerning exploiting features from the target class, we also ex-
plore using the natural image as the trigger, which directly contains
the semantic information. Table 8 shows the performance when
using an automobile image from the CIFAR10 dataset as a semantic
trigger. Specifically, inspired by naturally occurring backdoor [21],
we design the semantic trigger by resizing the automobile image to
8 X 8 and sticking it on a part of (PR=5%) the training images. We
consider four types of strategies, including only poisoning the same
class as the trigger in clean-label, poisoning a different class (class
airplane) in clean-label, only poisoning the same class as the trigger
in dirty-label, and poisoning a different class (class airplane) in dirty-
label. In Table 8, the semantic trigger can be effective as a backdoor
trigger and resist against the CLP pruning. However, the semantic
trigger is not robust against the FT-SAM fine-tuning. The reason is
that the semantic trigger cannot effectively represent the feature of
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Figure 7: Examples of feature visualization of Grond and baseline attacks.

Table 10: Evaluation with the proactive defense, CT [43],
under different poisoning rates (PR).

Attack PR ACC ASR Recall FPR
5% 93.18 99.96 2500/2500 1568/47500
BadNets 2.5% 93.35 99.83 1250/1250  518/48750
[14] 1% 9330 100 500/500 73/49500
0.5% 93.43 100 250/250 5/49750
0.3% 93.63 99.94  150/150 222/49850
5% 9328 100  1808/2500  116/47500
Adap-patch 2.5% 93.68 100  1088/1250  20/48750
[41] 1%  93.73 100 494/500 570/49500
0.5% 9331 100 160/250 154/49750
0.3% 93.26 100 86/150 3825/49850
5% 93.84 99.41 2499/2500 671/47500
2.5% 93.81 95.83 115/1250  7220/48750
Grond 1%  94.09 9248  208/500  6690/49500
0.5% 9436 9291 90/250 6738/49750
03% 94.22 90.10 29/150 6349/49850

a class. Conversely, adversarial perturbation (PGD, UPGD) acquires
more representative and discriminative class features, since they
can capture the correlations among different regions of the decision
boundary and easily fool most of the inputs [37].

Adversarial backdoor injection is critical. There are two com-
ponents in Grond: the UPGD trigger generation and Adversarial
Backdoor Injection. We conduct an ablation study with two archi-
tectures on CIFAR10 to analyze the impact of the ABI component.
As shown in Table 9, after removing the ABI component, CLP or
FT-SAM can defend against the clean-label attack with the UPGD
trigger. Thus, the Adversarial Backdoor Injection is the key compo-
nent in maintaining the effectiveness of backdoor attacks against
parameter-space defenses.
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Poisoned

Figure 8: Examples of Grad-CAM activation map with Ima-
geNet200 images by clean and Grond models. The first column
is Grad-CAM maps with clean images, and the third column
is Grad-CAM maps with Grond-poisoned images.

5 Stronger Defenders and Additional Analysis
5.1 Proactive Defense

Real-world powerful defenders could take more initiative by in-
tervening proactively in the attack process and exploiting poi-
soned data. We evaluate Grond against the SOTA proactive defense,
CT [43], that detects poisoned samples in the training data. Specifi-
cally, CT considers data from the original poisoned training data
as regular batches and introduces randomly labeled benign data as
confusing batches. Then, CT performs normal supervised training
on both regular and confusing batches to produce an inference
model, aiming to corrupt benign semantic features and correlations
with correct labels in the inference model by confusing batches.
The backdoor effect remains in the inference model because there
is no trigger information in the confusing batches, and correctly
predicted samples by the inference model are recorded as poisoned.

Table 10 presents the detection results on two baseline attacks
(BadNets [14] and Adap-patch [41]) and Grond. CT is effective
against the two baseline attacks, where most poisoned samples in
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the training set are detected with a relatively low false positive rate.
However, CT is not capable of detecting Grond when the poisoning
rate is lower than 5% due to a high false positive rate and low recall.
To understand why CT is not effective against Grond, we recall that
the main idea of CT is to corrupt benign semantic features and their
correct label, but not corrupt backdoor semantic features. However,
Grond utilizes the benign semantic features of the target class to
generate UPGD perturbation as the trigger. CT’s mechanism also
corrupts the backdoor features of Grond. Therefore, CT cannot
effectively detect Grond poisoned samples.

5.2 Visualization

Grad-CAM cannot spot the trigger area of Grond. Grad-CAM [47]
was originally designed to visualize the network’s preference when
taking an input image. In backdoor defense research, Grad-CAM is
leveraged to highlight the important areas in order to detect the po-
tential backdoor trigger area [6]. Figure 8 shows the activated area
of a clean model and Grond backdoored model using Grad-CAM.
The activated area of Grond backdoored model is indistinguishable
from the clean model, so the Grad-CAM-based defense [6] is also
ineffective against Grond.

t-SNE visualization of feature space. Figure 7 shows the latent
feature (feature space of the last convolutional layers) from Grond
backdoor models with and without adversarial backdoor injection
in 2-D space and other baseline attacks by t-SNE [55]. The poison-
ing rate for all is 0.5%. WaNet cannot achieve satisfactory ASR at
this very low poisoning rate, so we use the default setting according
to their open-source implementation. Specifically, we perform di-
mensionality reduction for the latent features by t-SNE. The model
architecture is ResNet18 and trained on CIFAR10. Each class of sam-
ples forms a tight cluster, and Grond poisoned samples are better
mixed with the target class samples when the model is trained with
adversarial backdoor injection.

6 Conclusions & Future Work

This paper studies whether backdoor attacks can resist diverse
practical defenses and provides an affirmative answer: current com-
mon stealthy backdoor attacks are vulnerable to parameter-space
defenses. We further explore how to increase the stealthiness of
backdoor attacks against parameter-space defenses. We propose a
novel supply-chain backdoor attack, Grond, that considers compre-
hensive stealthiness, including input, feature, and parameter-space
stealthiness. Grond achieves state-of-the-art performance by lever-
aging adversarial examples and adaptively limiting the backdoored
model’s parameter changes during the backdoor injection to im-
prove the stealthiness. We also show that Grond’s Adversarial Back-
door Injection can consistently improve other backdoor attacks
against parameter space defenses. We suggest that future back-
door attacks should be evaluated against parameter-space defense.
We also recommend that backdoor research explore Adversarial
Backdoor Injection to enhance parameter-space stealthiness.
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