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Abstract

Code language models are pretrained on massive
datasets scraped from public repositories which are
rarely disclosed. Membership Inference Attacks
(MIAs) aim to predict whether specific samples
were used in training but attack performance is
contested. Previous work has shown that many
attacks on LLMs perform randomly when eval-
uated on independent and identically distributed
(i.i.d.) members and non-members. We consider
three MIAs: LOSS, MinK%, and SURP (where
each attack extends the last with additional filter-
ing of tokens considered for the membership sig-
nal), on StarCoder2-3B and Mellum-4B using the
AISE MIA dataset, which contains 100,000 Java
files with verified membership labels. We address
a gap in the evaluation of these attacks on i.i.d.
code samples and in the detailed comparison of
SURP and MinK%. A bag-of-words (BoW) clas-
sifier is used to measure distribution shift with an
expected ROC-AUC of 0.5 under i.i.d. conditions.
We achieve a ROC-AUC of 0.91 confirming sub-
stantial distribution shift. We apply two debiasing
procedures to construct evaluation subsets: Taking
samples close to the BoW decision boundary re-
duces BoW ROC-AUC performance to 0.66, while
selecting BoW misclassified samples fails to reduce
shift. After debiasing, all attacks perform at or be-
low the bag-of-words baseline, with ROC-AUC be-
tween 0.55 and 0.63 and TPR at 5% FPR between
0.05 and 0.16; suggesting random performance un-
der strict i.i.d conditions. Hyperparameter ablation
reveals that SURP collapses to MinK% under opti-
mization: optimal configurations disable SURP fil-
tering or have classification agreement exceeding
94% excluding one outlier. These results extend
prior natural language findings to code: reference-
free attacks exploit distributional differences rather
than detecting membership.

1 Introduction
Code language models are trained on datasets scraped from
public repositories, often without disclosure of contents [11].
This creates challenges for copyright compliance and bench-
mark integrity, as non-permissive licenses may be violated
and evaluation data may leak into training sets [3; 21]. Mem-
bership Inference Attacks (MIAs) aim to determine whether
specific samples were used in training, enabling auditing of
these concerns. We evaluate three MIAs on code samples:
LOSS thresholds average per-token loss [19], MinK% fo-
cuses on the lowest-probability tokens [17], and SURP ex-
tends MinK% by additionally filtering to low-entropy po-
sitions [20]. However, the effectiveness of these attacks
remains contested [7; 13]. MIAs assume member (IN)
and non-member (OUT) samples are identically distributed;
when this assumption fails, performance reflects distribu-
tion shift rather than membership detection [6; 7]. Meeus

et al. [13] show that under controlled conditions, reference-
free attacks perform at random on natural language, but ex-
clude code from evaluation due to benchmark artifacts. The
relationship between SURP and MinK% also remains un-
clear. Zhang et al. [20] report SURP advantages on WikiMIA
and other benchmarks, yet performance is near-equivalent on
MIMIR [7], the only benchmark with partial distribution shift
control. Prior work does not conduct hyperparameter abla-
tion on datasets where the attacks show similar performance,
leaving open whether SURP’s entropy filtering provides gen-
uine benefit or whether observed differences are benchmark-
specific. We address these gaps by evaluating LOSS [19],
MinK% [17], and SURP [20] on the AISE MIA dataset [1;
2], containing 100,000 Java files with membership labels ver-
ified against The Stack V2 [11]. We evaluate on StarCoder2-
3B [11] and Mellum-4B [14], both trained on The Stack
V2. To control for distribution shift, we apply two debias-
ing procedures: recursive misclassification, which iteratively
removes samples a bag-of-words classifier correctly labels,
and No-Class [8], which selects samples near the classifier
decision boundary.
We investigate three questions. RQ1: Does distribution
shift exist between IN and OUT samples in the AISE MIA
dataset? RQ2: How do LOSS, MinK%, and SURP perform
on StarCoder2-3B and Mellum-4B after controlling for shift?
RQ3: How does SURP differ from MinK% on code samples
under hyperparameter optimization?
First, we confirm substantial shift (BoW ROC-AUC 0.91) and
show that No-Class debiasing partially reduces it with ap-
proximately 0.66 BoW ROC-AUC, while recursive misclas-
sification fails entirely. Second, after debiasing, all attacks
perform at or below the BoW baseline, extending prior natu-
ral language findings to code. Third, hyperparameter ablation
suggests that SURP and MinK% are effectively equivalent on
code, with optimal configurations typically disabling entropy
filtering entirely; we observe isolated exceptions on one de-
biased subset, but high cross-fold variance limits confidence
in these cases.

2 Background and Related Work
2.1 Membership Inference Attacks
Membership inference attacks (MIAs) predict whether a sam-
ple was part of a model’s training set. We formalize this using
a modified membership inference security game [4] where the
adversary lacks access to the underlying training distribution.

Definition 1 (Membership Inference Security Game [4]). The
game proceeds between a challenger C and adversary A:

1. The challenger samples a training dataset D ← D and
trains model fθ ← T (D).

2. The challenger flips bit b: if b = 0, samples x← D such
that x /∈ D (an OUT sample); otherwise selects x← D
(an IN sample).

3. The challenger sends x to the adversary.

4. The adversary outputs b̂← Afθ (x).

5. Output 1 if b̂ = b, else 0.



We refer to x ∈ D as IN samples and x /∈ D as OUT samples
throughout.

For code LLMs, fθ is an autoregressive language model
and x a token sequence. The attacks we consider out-
put a continuous score thresholded into a binary prediction:
A(x) = 1[A′(x) > τ ] [4].

2.2 MIAs for LLMs
Shokri et al. [18] introduced membership inference attacks
for machine learning models by training shadow models that
mimic target behavior. A binary classifier then distinguishes
IN from OUT samples based on differences in model confi-
dence. This approach was designed for traditional classifiers
and smaller neural networks.

Carlini et al. [4] developed the Likelihood Ratio Attack
(LiRA) specifically for Language Models, treating member-
ship as a hypothesis test. For each candidate sample, LiRA
compares the target model’s loss against a reference distribu-
tion computed from 64 to 256 shadow models, half trained
with the sample (IN models) and half without (OUT models).
A sample is likely IN if its loss under the target is unexpect-
edly low relative to this reference. LiRA and its derivatives
achieve SOTA performance but require access to the target
models pretraining distribution [4; 9].

LiRA’s requirements are problematic for modern LLMs.
Pretraining corpora contain trillions of tokens from often
undisclosed sources, making shadow model training compu-
tationally prohibitive and distribution matching infeasible [7;
17]. Recent work by Hayes et al. [9] successfully scaled
LiRA to up to 1B parameters trained on 20B tokens, but how
it translates to modern LLM sizes is unclear. These chal-
lenges have motivated reference-free attacks using only target
model outputs.

The simplest reference-free approach exploits overfitting:
since models minimize loss on training data, IN samples
should exhibit lower loss than OUT samples [19]. The
LOSS [19] attack thresholds average per-token loss as a mem-
bership signal. Shi et al. [17] observe that averaging dilutes
signals from memorized tokens and propose MinK%, which
averages loss over only the k% of tokens with lowest log-
likelihood. Zhang et al. [20] extend this with SURP, addition-
ally filtering to tokens with low entropy, targeting positions
where the model is confident but incorrect.

These attacks require only output logits (grey-box access)
and no shadow model training, making them practical for au-
diting deployed models, but their effectiveness remains con-
tested [13]. Zhang et al. [20] report SURP improvements
over MinK% primarily on benchmarks with known distri-
bution shift; on the MIMIR benchmark where shift is bet-
ter controlled, both attacks achieve near-identical scores [20;
13]. Whether this reflects functional equivalence or insuffi-
cient evaluation has not been systematically tested. We ad-
dress this gap through detailed comparison on code samples.

2.3 Evaluating MIAs
MIAs are binary classifiers traditionally evaluated using
ROC-AUC (Receiver Operator Characteristic - Area Under
Curve), the probability that an attack assigns a higher score to

a randomly chosen IN sample than a randomly chosen OUT
sample. However, Carlini et al. [4] argue this metric obscures
practical utility. In copyright litigation or benchmark contam-
ination detection, false positives are costly (falsely accusing
a model provider), and auditors need high-confidence identi-
fication of some IN samples rather than average-case perfor-
mance. They advocate evaluating TPR at low FPR (e.g., 1%
or 5%), isolating the regime where attacks provide actionable
evidence.

2.4 Challenges
Several factors complicate membership inference for LLMs
beyond the computational barriers discussed above. Modern
pretraining uses massive datasets, often trillions of tokens,
typically for one epoch, reducing memorization and the sig-
nal MIAs exploit [7]. Membership boundaries are inherently
fuzzy: code samples share boilerplate, patterns, and forked
content, creating substantial overlap between IN and OUT
samples within the same domain [7]. Pretraining sets are
rarely disclosed, denying adversaries access to the underly-
ing distribution required for shadow model training and fair
evaluation set construction.

The most significant challenge, however, is distribution
shift: violations of the assumption that IN and OUT samples
are independant and identically distributed (i.i.d.). We dedi-
cate the following section to this issue given its centrality to
MIA evaluation.

2.5 Distribution Shift
The membership inference security game (Definition 1) as-
sumes IN and OUT samples are drawn from the same distri-
bution D. When this assumption fails, we say there is dis-
tribution shift, and attack performance becomes confounded:
high scores may reflect distributional differences rather than
membership signals [7; 6; 13].

Prevalence. Distribution shift is pervasive in MIA evalua-
tion. Adversaries lack pretraining access and must construct
evaluation sets post-hoc, identifying probable IN samples
through metadata like timestamps, licenses, or domain. This
process systematically differs from how pretraining data was
selected, introducing shift. Early benchmarks used temporal
cutoffs: WikiMIA labels Wikipedia pages added after model
release as OUT samples. Duan et al. [7] first demonstrated
that such temporal shift inflates attack performance, with sig-
nificant drops on their MIMIR benchmark derived from The
Pile’s held-out test split. However, MIMIR’s postprocess-
ing, including aggressive deduplication of the GitHub subset,
introduced new artifacts. Das et al. [6] showed that “blind
baselines” (bag-of-words classifiers, date detection, rare word
frequency) outperform sophisticated MIAs on shifted bench-
marks, achieving 98.7% ROC-AUC on WikiMIA versus
83.9% for the best MIA.

Consequences. Meeus et al. [13] systematically evaluated
14 MIAs across benchmarks with varying shift. Using three
methodologies to ensure i.i.d. conditions (held-out test splits
from pretraining data, Regression Discontinuity Design on
ArXiv papers near a training cutoff, and injecting random to-
ken sequences with controlled membership), they found that



all reference-free attacks performed randomly. They con-
clude that apparent MIA success on standard benchmarks re-
flects distribution shift, not membership detection. Critically,
their evaluation excludes code samples: MIMIR’s GitHub
subset was omitted due to deduplication artifacts. Whether
reference-free MIAs perform randomly on code under i.i.d.
conditions is therefore untested.

Detection. Shift can be detected via model-free classifiers.
Under i.i.d. conditions a bag-of-words (BoW) classifier
should get 0.5 ROC-AUC distinguishing IN from OUT sam-
ples. If it performs significantly above chance, exploitable
distributional differences exist [6; 13]. Following Meeus et
al., we treat BoW performance as a baseline against which to
compare MIA attacks: performance not exceeding the BoW
cannot be attributed to membership detection beyond distri-
butional exploitation.

Debiasing. Methods to reduce distribution shift remain lim-
ited. Held-out test splits from pretraining data guarantee i.i.d.
IN and OUT samples but require cooperation from model
providers [13]. Regression Discontinuity Design mitigates
temporal shift but not other sources [13]. Eichler et al. [8]
propose No-Class (NoC) debiasing, selecting samples near
a classifier’s decision boundary where distributional features
are ambiguous; they report residual BoW ROC-AUC around
0.58 after debiasing on natural language data. No study has
applied debiasing methods to code samples. We adapt NoC to
the code domain and evaluate whether it sufficiently removes
shift for fair MIA evaluation.

Effects on shadow model attacks. The distribution shift
literature focuses on reference-free attacks. How shift af-
fects shadow model attacks like LiRA, which require training
data from the same distribution as the target, remains under-
studied. If the shadow training distribution differs from the
true pretraining distribution, reference scores may be miscal-
ibrated. We note this as an open question but focus our em-
pirical work on reference-free attacks where shift effects are
better characterized.

3 Approach
Post-hoc MIA evaluation sets often exhibit distribution shift
between IN and OUT samples, inflating attack performance.
Our approach addresses this through three steps. First, we
detect shift using Bag-of-Words classifiers. ROC-AUC above
0.5 indicates exploitable distributional differences. Second,
we apply two debiasing procedures: recursive misclassifica-
tion, which iteratively removes correctly-classified samples,
and No-Class selection, which retains samples near the clas-
sifier decision boundary. We measure success by residual
BoW ROC-AUC. Third, we evaluate SURP, MinK%, and
LOSS on debiased datasets, comparing attack performance
against the BoW baseline rather than random chance. We fo-
cus on reference-free attacks since shadow-model approaches
require training data from the target distribution, unavailable
for most code LLMs. We conduct hyperparameter ablation
over SURP’s entropy filtering to test whether it benefits code
samples.

4 Experimental Setup
4.1 Research Questions
RQ1: Are IN and OUT samples in the AISE MIA dataset

i.i.d.? We apply model-free BoW classifiers to test
whether IN and OUT samples are distinguishable with-
out model access. ROC-AUC above 0.5 indicates ex-
ploitable distribution shift.

RQ2: How do LOSS, MinK%, and SURP perform on
StarCoder2-3B and Mellum-4B after controlling for dis-
tribution shift? We apply debiasing procedures and eval-
uate attack performance. Following prior work [13], we
expect ROC-AUC to approach random baseline under
i.i.d. conditions.

RQ3: How does SURP differ from MinK% on code sam-
ples under hyperparameter optimization? We compare
SURP and MinK% through performance metrics, hyper-
parameter ablation, and classification agreement. SURP
extends MinK% with entropy-based filtering; we inves-
tigate whether this provides benefit on code samples.

4.2 Target Models
We evaluate StarCoder2-3B [11] and Mellum-4B [14], both
trained on The Stack V2 [11], enabling membership verifica-
tion via hash matching. Models are evaluated at native pre-
cision (bfloat16), accessing only output logits consistent with
the grey-box threat model assumed by SURP [20], MinK%
[17], and LOSS [19].

4.3 Dataset
We use The Heap [10] AISE MIA subset [2; 1] contain-
ing Java files from public GitHub repositories with non-
permissive licenses (e.g., GPL).

Membership Determination. Labels are derived through
deduplication against The Stack V2. Exact duplicates are
identified via SHA-256 hashing. Near duplicates are detected
using MinHash LSH with 7-character shingles, 128 permuta-
tions, and Jaccard threshold of 0.7.

Evaluation Set. The subset contains 50,000 members (ex-
act hash matches) and 50,000 non-members (no exact or near
matches), providing a balanced classification task. Near-
duplicate samples are excluded from non-members to create
cleaner class separation, though this may inflate attack per-
formance (see Threats to Validity).

Preprocessing. Files are tokenized to a maximum of 8,192
tokens using each model’s native tokenizer.

4.4 Detecting Distribution Shift
Following [6; 13; 7], we train Bag-of-Words (BoW) classi-
fiers to detect distributional differences between IN and OUT
samples. ROC-AUC above 0.5 (the random baseline) indi-
cates distribution shift that MIAs may exploit rather than true
membership signals.

We evaluate multiple BoW configurations varying vocab-
ulary size and feature type (Appendix A.1) on the 50/50
train/validation split. We report validation ROC-AUC and use
the best classifier for subsequent debiasing.



4.5 Debiasing the Dataset
We apply two debiasing procedures to reduce distribution
shift, evaluating effectiveness using BoW performance on the
resulting datasets.

Recursive BoW Misclassification (RMC)
The BoW classifier is applied recursively: correctly classi-
fied samples are removed, IN & OUT labels balanced, and
the classifier is retrained on misclassified samples until fewer
than 100 samples remain. Misclassified samples have weaker
distributional signals, so each iteration removes exploitable
shift. We evaluate RMC Iter 1 and RMC Iter 2 datasets.

No-Class Procedure (NoC)
We adapt the No-Class procedure from Eichler et al. [8]. The
original method averages predictions from multiple classi-
fiers; we instead use a single BoW classifier trained on the
full training split. Samples with predictions near the decision
boundary (|score − 0.5| < h) are selected. To ensure label
balance, we undersample to equal counts of true positives,
false positives, true negatives, and false negatives. We use
h = 0.10, 0.05. To verify debiasing, we train a new BoW on
each subset and report its ROC-AUC.

4.6 SURP Attack Implementation
We implement SURP following Zhang et al. [20]. Given doc-
ument d = (x1, . . . , xn) and modelM, we extract two fea-
ture vectors per position: ground truth log probability and
entropy

LGT
i = log p(xi | x<i;M)

Ei = −
∑
v∈V

p(v | x<i;M) log p(v | x<i;M)

.
The SURP score averages log probabilities over “surpris-

ing” tokens—low-probability predictions (LGT
i < Lk, the

k-th percentile) in high-confidence contexts (Ei < ε):

SURP(d,M) =
1

|Se ∩ Sp|
∑

i∈Se∩Sp

LGT
i

where Sp = {i | LGT
i < Lk} and Se = {i | Ei < ε}.

MinK% and LOSS. Setting ε arbitrarily high disables en-
tropy filtering, yielding MinK%. Setting k = 100 addition-
ally yields LOSS. All three attacks are evaluated within our
hyperparameter optimization.

Document-Level Aggregation. The attack formula is ap-
plied across all tokens (up to 8,192), yielding one member-
ship score per document.

4.7 Evaluation Metrics
We report ROC-AUC and TPR@5%FPR following Carlini et
al. [4].

4.8 Hyperparameter Optimization
We use 5-fold cross-validation, reporting mean and standard
deviation across folds.

For SURP, we perform grid search over
k ∈ {1, 2, 3, 4, 5, 6, 8, 10, 15, 20, 30, 50, 100} and
ε ∈ {0.5, 1.0, 1.5, 2.0, 2.5, 3.0, 4.0, 5.0, 7.0, 9.0, 12.0},

optimizing for ROC-AUC or TPR@5%FPR. For MinK%,
we search over k with ε set high (disabling entropy filtering).
LOSS uses k = 100 with no filtering.

Ablation Study. We examine performance across the full
grid, fixing ε at maximum to isolate MinK% behavior, then
fixing k at maximum to isolate entropy filtering benefit. We
also report mean AUC over all ε (vs k) and mean AUC over
all k (vs ε) to show the marginal effect of each hyperparame-
ter.

4.9 SURP and MinK% Comparison
We compare SURP and MinK% across: (1) ROC-AUC and
TPR@FPR on all datasets and models, (2) performance sur-
faces over ε and k to identify conditions where entropy fil-
tering helps or hurts, and (3) classification agreement—the
percentage of samples receiving identical predictions.

4.10 Implementation Details
Experiments are conducted on NVIDIA V100 GPUs (32GB).
Models are loaded via Hugging Face Transformers at na-
tive precision (bfloat16). BoW classifiers use scikit-learn’s
LogisticRegression. Features are cached to HDF5 for ef-
ficient hyperparameter search. Code is available at https:
//github.com/Bieltvedt/RP-Evaluating-SURP.

5 Results
5.1 BoW and distribution shift
A BoW classifier with a vocabulary of 50k words gets the
best validation ROC-AUC of 0.91 (Appendix A.1) providing
a strong indication of distribution shift [6; 7; 13]. These BoW
parameters will be used unless otherwise stated moving for-
ward.

5.2 Debiasing

Table 1: BoW ROC-AUC across debiasing conditions

Training Full RMC1 RMC2 NoC.10 NoC.05

Full .915 .217 .647 .524 .518
Subset .915 .874 .890 .666 .656

n 50,000 6,836 1,224 6,176 3,360

No-Class debiasing according to Section 4 results in a
BoW ROC-AUC drop from ∼ 0.91 to ∼ 0.66 (Table 1). We
are able to partially remove the distribution shift between In
and Out samples.

Recursive misclassification according to Section 4 results
in BoW ROC-AUC remaining around ∼ 0.9 until too few
samples remain (Table 1); RMC is not able to significantly
reduce IN/Out distribution shift.

We emphasize results on the NoC 0.10 dataset moving for-
ward.

5.3 Attack performance & best configurations
Metrics are lower on debiased datasets with ROC-AUC of ∼
[0.55 : 0.63] and TPR@5%FPR of ∼ [0.05 : 0.16] indicating
inability of attacks to reliably distinguish between members

https://github.com/Bieltvedt/RP-Evaluating-SURP
https://github.com/Bieltvedt/RP-Evaluating-SURP


Table 2: MIA performance overview

StarCoder2-3B Mellum-4B
Method AUC TPR@5% AUC TPR@5%

Full dataset
SURP 0.693 0.207 0.700 0.254
MinK 0.693 0.207 0.700 0.254
LOSS 0.652 0.157 0.643 0.168
BoW 0.915 0.665 0.915 0.665

No-Class (NoC) 0.10
SURP 0.614 0.121 0.634 0.160
MinK 0.614 0.121 0.631 0.139
LOSS 0.586 0.080 0.580 0.087
BoW 0.666 0.162 0.652 0.162

Recursive Misclassification (RMC) iteration 1
SURP 0.572 0.058 0.568 0.084
MinK 0.547 0.060 0.568 0.092
LOSS 0.537 0.045 0.551 0.065
BoW 0.873 0.449 0.873 0.449

and non members. None of the attacks/configurations are able
to outperform a BoW baseline. SURP and MinK% perform
better on mellum than starcoder. (Tables 2,1)

SURP and MinK% performance is identical on full dataset,
SURP finds a slight advantage on NoC 0.10 with mellum-
4b (∆0.003 ROC-AUC; ∆0.021 TPR@5%FPR), and a major
advantage on the RMC dataset for starcoder (∆0.025 AUC)
(Table 2). Looking at the actual configurations where the at-
tacks differ:

We observe minimal effects from entropy filtering for con-
figurations where including it was found optimal. Advantage
over MinK% is minor, thresholds filter ∼ 1% of tokens, and
classification agreement remains high. RMC 1 ROC-AUC
optimization for starcoder2 is an outlier and is the only con-
figuration where entropy filtering provides a real performance
benefit (Table 3).

5.4 Hyperparameter ablation study
When fixing epsilon to max we observe peak metric scores
at k ∈ [1 : 5] with performance generally degrading as k
becomes 100 across models, metrics, and datasets with the
least impact on RMC 1 (Figure 2, Appendix B.2).

When fixing k to 100 we observe increasing ROC-AUC as
epsilon becomes larger, with occasional local maxima at ep-
silon [1:3], converging to a max ROC-AUC when equivalent
to LOSS at high epsilon values (Figure 2). Exclusively apply-
ing epsilon filtering only beats LOSS on RMC dataset w.r.t.
ROC-AUC (Appendix B.2)

RMC 1 generally has much higher uncertainty than other
datasets.

Taking the mean effect of epsilon over all values of k we
see that on average epsilon filtering has a negative effect on
performance (Figure 3). Mean ROC-AUC is max when ep-
silon filtering is turned off except for the RMC 1 outlier case.

Mean effect of k over all values of epsilon shows that on av-
erage applying epsilon filtering degrades MinK performance

such that it converges to LOSS (Figure 3).

6 Discussion
6.1 BoW confirms distribution shift between IN vs

OUT samples
BoW should perform randomly if In & Out samples are i.i.d.
[13; 6; 7]. ROC-AUC of 0.915 (Table 1) confirms In vs Out
distribution shift.

We hypothesize that this stems from two primary sources:

1. Structural Selection Bias: The StackV2 was con-
structed using license-based filtering intended to include
only permissively licensed code. The heap [10] is con-
structed from non-permissively licensed code. Conse-
quently, the IN samples (copyleft) represent ”filtering
failures” that leaked into the training set due to imper-
fect license attribution [11; 15]. OUT samples consist
of copyleft files that were either successfully excluded
or never scraped. There is a structural discrepancy.

2. Temporal Shift: The Heap [10] was collected at a later
date than the Stack [11; 15]. This introduces a temporal
discrepancy between the two sets.

Future work should explore stronger shift detection meth-
ods. Embedding based classifiers may capture semantic sim-
ilarities that BoW misses and their embedding spaces could
reveal distributional differences.

6.2 Debiasing Effectiveness
Neither debiasing procedure reduces BoW ROC-AUC to the
random baseline expected under i.i.d. conditions [7; 13].

Recursive misclassification fails entirely: after three itera-
tions with only 214 samples remaining, BoW ROC-AUC per-
sists at approximately 0.9 (Table 1). This suggests distribu-
tion shift in our dataset is pervasive rather than concentrated
in easily-separable samples. License-based filtering during
Stack V2 construction likely introduced systematic differ-
ences affecting most files, so removing correctly-classified
samples simply retrains the classifier on the remaining signal
rather than eliminating it.

No-Class debiasing achieves partial success, reducing
BoW ROC-AUC to ∼ 0.65. This matches Eichler et al.’s
[8] results on Gutenberg and suggests boundary-selection is
more effective than iterative removal for code datasets with
pervasive shift.

Constructing truly i.i.d. evaluation sets for code MIAs re-
mains an open challenge. Two approaches merit investiga-
tion: (1) using held-out test splits from models with disclosed
pretraining data and (2) applying Regression Discontinuity
Design around known training cutoffs for models with dated
pretraining corpora [13]. Whether embedding based sample
selection can achieve tighter i.i.d. conditions than BoW based
debiasing also warrants further study.

6.3 Performance After Debiasing
Across all debiasing conditions and both models, MIA ROC-
AUC and TPR@5%FPR falls below the corresponding BoW



Table 3: Configurations where SURP outperforms MinK. ∆ values indicate positive target metric gain vs MinK. %Filt shows percentage of
tokens filtered compared to MinK. Hyperparameter uncertainty reflects per-fold variation in optimal values from 5-fold CV. “Target” indicates
optimization objective. Agreement measured at optimal threshold (Youden’s J) or target tpr.

Model Dataset Target SURP Metrics SURP Hyperparams MinK Metrics Comparison
AUC TPR@5% k ε %Filt AUC TPR@5% MinK k ∆ Agree

Mellum-4B NoC AUC 0.621±.009 0.149±.027 2±1 7±1 0.8 0.619±.014 0.136±.027 2±1 +0.002 96.8

Mellum-4B NoC TPR 0.612±.009 0.153±.026 1±1 7±1 1.0 0.614±.016 0.140±.023 1±1 +0.013 94.3

StarCoder2-3B RMC Iter 1 AUC 0.572±.012 0.059±.008 10±4 4±0 18.0 0.547±.014 0.059±.005 6±3 +0.025 72.5

StarCoder2-3B RMC Iter 1 TPR 0.548±.014 0.083±.004 2±4 7±0 1.5 0.531±.013 0.077±.005 1±3 +0.006 86.8

Mellum-4B RMC Iter 1 AUC 0.573±.024 0.111±.016 3±1 7±2 0.7 0.569±.021 0.117±.024 3±1 +0.004 97.4

Mellum-4B RMC Iter 1 TPR 0.572±.023 0.130±.010 2±1 7±2 0.8 0.559±.019 0.129±.017 1±1 +0.002 91.6
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Figure 1: ROC-AUC heatmaps for starcoder2-3b & mellum-4b on NoC 0.10 dataset with best config, epsilon density, and % of tokens filtered

baseline (Table 2). Reference-free attacks fail to detect mem-
bership signal beyond what trivial distributional features al-
ready capture.

This extends Meeus et al.’s natural language findings [13]
to code: when IN/OUT shift is even partially controlled,
SURP, MinK%, and LOSS provide no evidence of true mem-
bership detection. The residual performance above the ran-
dom baseline reflects incomplete debiasing, not membership
signal.

6.4 SURP Converges to MinK%
Under optimization, SURP collapses to MinK%. On Full
and NoC datasets, optimal ε values filter 0–1% of tokens
with classification agreement exceeding 94% (Table 3) and
no entropy filtering in most cases. Mellum-4B on NoC shows
marginal filtering (0.8%) with negligible gain (∆0.002 AUC).

StarCoder2-3B on RMC Iter 1 is an outlier: ε=4 filters 18%
of tokens and agreement drops to 72.5%, yielding +0.025

AUC. But high cross-fold variance (k=9±3.8 , ϵ = 4.2±0.4)
suggests unstable optimization rather than genuine benefit
(Table 3).

Zhang et al. [20] report SURP advantages on WikiMIA and
Dolma-Book, with larger gaps on LLaMA than Pythia. Per-
formance is near equivalent to MinK% on MIMIR [7]. These
gains may be benchmark and model specific. We hypoth-
esize that SURP and MinK% are practically equivalent on
code samples, particularly under i.i.d. conditions. Given that
both attacks perform randomly when distribution shift is con-
trolled [13], this equivalence may have limited practical sig-
nificance.

Testing the SURP-MinK% equivalence hypothesis re-
quires evaluation across additional code models (CodeLlama,
DeepSeek-Coder) and natural language models under con-
trolled conditions. If equivalence holds broadly, this would
simplify the MIA landscape by eliminating entropy filtering
as a useful dimension.
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Figure 2: Mean & std deviation of roc-auc across folds vs k at max
epsilon and vice versa

6.5 Hyperparameter Ablation
The ablation confirms that k selection drives attack perfor-
mance while ε filtering provides no benefit on code. Varying
k at maximum ε shows peak ROC-AUC at low k values, de-
grading as k approaches 100 (Figure 2). Varying ε at maxi-
mum k shows ROC-AUC increasing as ε increases, converg-
ing to LOSS when filtering is disabled. Averaging over the
full grid: mean AUC versus k shows that ε filtering degrades
MinK% performance toward LOSS; mean AUC versus ε is
maximized when entropy filtering is disabled entirely (Fig-
ure 3).

RMC Iter 1 is the sole exception where ε filtering
marginally improves performance. However, high cross-fold
variance on this dataset limits confidence in this result (Ta-
ble 3).

SURP assumes “surprising” tokens (low entropy, low
ground-truth probability) carry membership signal. Our re-
sults suggest this signal may be weak or absent in code
samples. Understanding why entropy filtering fails on code,
whether due to different token entropy distributions, differ-
ent memorization patterns, or simply insufficient signal un-
der i.i.d. conditions, could further inform the design of code-
specific attacks.

6.6 Practical Implications
Reference-free MIAs perform at effectively random levels on
code samples when IN/OUT distribution shift is controlled
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Figure 3: Mean & std deviation across folds of roc-auc vs epsilon
averaged over all k or vice versa

(Table 2), mirroring results in natural language [13]. If high
MIA scores primarily reflect distributional differences rather
than genuine memorization, these metrics cannot reliably
support copyright litigation or benchmark contamination de-
tection.

MIAs may prove more useful as components of hybrid
pipelines. Carlini et al. [5] use membership signals to filter
generated samples in data extraction attacks. Recent work by
Sahili et al. [16] indicates that reference free attacks perform
well as part of data extraction pipelines and that candidate
suffixes are guaranteed to be i.i.d.

6.7 Distinguishing Types of Distribution Shift
The literature treats distribution shift as a monolithic phe-
nomenon [7; 6; 13]. We observe two distinct components:

IN/OUT shift: Member and non-member samples in the
evaluation set come from measurably different distribu-
tions. Detectable via BoW classifiers (Table 1); partially
correctable through debiasing.

EVAL/PT shift: The evaluation set as a whole differs from
the actual pretraining distribution. Not detectable with-
out pretraining data access; not addressed by current de-
biasing methods.

Our evaluation set contains only copyleft Java files from
The Heap, while StackV2 spans multiple languages and li-



cense types [11]. Even after NoC debiasing reduces BoW
ROC-AUC to 0.66, EVAL/PT shift likely persists.

Does EVAL/PT shift meaningfully affect attack perfor-
mance? Meeus et al. [13] apply Regression Discontinuity
Design to ArXiv papers near OpenLLaMA’s training cutoff,
achieving BoW AUC of 0.534 ± 0.027. Despite residual
EVAL/PT shift (ArXiv papers are unrepresentative of general
web scrapes), MIAs perform at random baseline. This sug-
gests IN/OUT shift is the primary driver of inflated perfor-
mance, and removing it may suffice for fair evaluation even
when EVAL/PT shift remains.

Our results support this interpretation. After NoC de-
biasing, MIA performance (AUC ∼0.55–0.63) falls below
the residual BoW baseline (Table 2), providing no evidence
of membership detection beyond distributional exploitation.
The distinction between shift types warrants further investi-
gation, but controlling IN/OUT shift is necessary and poten-
tially sufficient for valid MIA evaluation on code samples.

Disentangling IN/OUT and EVAL/PT shift effects requires
controlled experiments varying each independently. One
approach: evaluate MIAs on held-out splits (eliminating
IN/OUT shift) from multiple pretraining subsets differing
in domain composition (varying EVAL/PT shift). If perfor-
mance remains at baseline regardless of EVAL/PT shift mag-
nitude, this would confirm that IN/OUT control suffices for
valid evaluation. Alternatively, if EVAL/PT shift affects per-
formance, evaluation protocols must ensure representative-
ness of the pretraining distribution—a requirement difficult
to meet for models with undisclosed training data.

6.8 Threats to Validity
Internal Validity
Residual distribution shift. NoC debiasing reduces BoW
ROC-AUC but not to the 0.5 expected under i.i.d. conditions
(Table 1). Our conclusion that attacks perform near-randomly
is relative to this residual baseline.

Hyperparameter sensitivity. Grid search over discrete val-
ues may miss optimal configurations. High cross-fold vari-
ance on RMC datasets (Table 3) suggests unstable optimiza-
tion, limiting confidence in reported performance differences.

Document-level implementation. Our naive approach av-
erages token-level scores across up to 8,192 tokens per file.
This may dilute localized membership signals that chunk-
level or sliding-window approaches could capture [12].It may
also reduce the effectiveness of entropy filtering. Files ex-
ceeding 8,192 tokens are truncated, potentially discarding
membership-relevant content.

External Validity
Language and domain scope. All experiments use non-
permissively licensed Java files from the AISE MIA dataset
[1; 2]. Results may not generalize.

Model coverage. We evaluate only StarCoder2-3B [11]
and Mellum-4B [14], both trained on The Stack V2 [11].
Findings may not equate for different models. Closed-source
models remain untested.

Construct Validity
Near-duplicate exclusion. Excluding near-duplicates from
the OUT set creates cleaner class separation than realistic

adversarial settings where membership boundaries are inher-
ently fuzzy [7]. This may inflate both attack and BoW per-
formance relative to practical deployment.

Membership ground truth. Hash-based membership deter-
mination assumes exact file matches. Partial memorization of
near-duplicates is not captured by this binary labeling.

Conclusion Validity
Sample size after debiasing. NoC and RMC procedures sub-
stantially reduce sample counts, increasing metric variance.
Results on smaller debiased subsets should be interpreted
with appropriate caution given wider confidence intervals.

7 Conclusion
Membership inference attacks (MIAs) predict whether spe-
cific samples were used to train a machine learning model.
We evaluated three reference-free attacks (which require only
model output probabilities and no auxiliary training data)
SURP [20], MinK% [17], and LOSS [19] on code samples.

A core challenge for MIA evaluation is distribution shift:
when member (IN) and non-member (OUT) are not inde-
pendent and identically distributed (i.i.d.), attacks may ex-
ploit distributional differences rather than detecting member-
ship [7; 6; 13]. We tested for shift using a Bag-of-Words
(BoW) classifier, which achieves ROC-AUC of 0.91 on the
AISE MIA dataset [1; 2; 10], far above the 0.5 expected if IN
and OUT samples were i.i.d.

To control for this shift, we applied two debiasing proce-
dures: recursive misclassification and No-Class selection [8].
No-Class partially reduces shift (BoW ROC-AUC drops to
0.66); recursive misclassification fails entirely. Crucially,
across all debiased datasets, both models (StarCoder2-3B,
Mellum-4B), and all metrics, every attack performs below
the residual BoW baseline [13]. Since attacks cannot exceed
what a simple word-frequency classifier achieves, they pro-
vide no evidence of true membership detection. This suggests
attacks would perform at random under true i.i.d. conditions,
extending prior natural language findings [13] to code.

We also compared SURP and MinK% through hyperpa-
rameter ablation. SURP extends MinK% with entropy-based
filtering [20; 17], but under optimization both attacks con-
verge: optimal configurations filter none (most common) or
under 1% of tokens with over 94% classification agreement.

For practitioners: reference-free MIAs cannot reliably
prove code membership for copyright litigation or contami-
nation detection. Future work should construct i.i.d. evalua-
tion sets using held-out test splits or Regression Discontinuity
Design [13], explore embedding-based debiasing, and inves-
tigate MIAs as components of data extraction pipelines [5;
16] rather than standalone classifiers.

8 Responsible Research
This section reflects on the ethical dimensions of our research
and addresses reproducibility considerations.

8.1 Ethical Considerations
Research Intent and Societal Impact
Our work evaluates membership inference attacks on code
language models with the explicit goal of auditing rather



than enabling misuse. MIAs serve legitimate purposes: en-
abling copyright holders to verify whether their code was
used in training without consent, and helping researchers de-
tect benchmark contamination that undermines evaluation va-
lidity [3; 21]. Our findings that reference-free attacks perform
near randomly under controlled conditions inform both stake-
holders about the current limitations of these tools.

The double edged potential of MIA research warrants con-
sideration. In principle, effective attacks could be misused to
identify individuals whose data was used in training, enabling
targeted harassment or discrimination. However, several fac-
tors mitigate this concern in our context. First, code sam-
ples lack the personal identifiability of natural language text;
a Java file rarely contains information that could be traced to a
specific individual beyond the repository author. Second, our
evaluation uses publicly available code from GitHub reposi-
tories where authorship is already disclosed. Third, our neg-
ative results demonstrate that current reference-free attacks
cannot reliably distinguish members from non-members, lim-
iting immediate misuse potential.

Data Provenance and Consent
The AISE MIA dataset derives from The Heap, which con-
tains non-permissively licensed code [3]. While this raises
questions about the ethics of using copyleft code in research,
our work differs fundamentally from LLM training: we do
not learn from the code’s content but rather evaluate whether
models have done so. Our use constitutes analysis of publicly
available artifacts for research purposes rather than commer-
cial exploitation.

The IN samples in our dataset represent code that was in-
cluded in Stack V2 despite non-permissive licensing, likely
due to imperfect license attribution during dataset construc-
tion [11]. Our work helps surface the extent of such inclu-
sion, potentially benefiting rights holders seeking to under-
stand how their code has been used.

Model Access and Compute
We evaluate only open weight models (StarCoder2-3B and
Mellum-4B), avoiding ethical concerns around proprietary
model access. Our experiments require only grey-box access
(output logits) rather than model weights, aligning with real-
istic auditing scenarios. The computational requirements are
modest: feature extraction for 100,000 samples completes in
approximately 48 GPU-hours on NVIDIA V100 hardware,
placing this research within reach of academic groups with-
out requiring large scale infrastructure.

Potential for Misinterpretation
Our results could be misinterpreted in ways that harm legit-
imate interests. Rights holders might incorrectly conclude
that MIAs are fundamentally incapable of detecting unautho-
rized training data use, when our findings apply specifically
to reference-free attacks under distribution shift. We empha-
size that reference-based attacks like LiRA [4] and hybrid
approaches [16] may achieve stronger results under appro-
priate conditions. Similarly, model providers should not cite
our work as evidence that their training practices are unde-
tectable; our negative results stem from methodological chal-
lenges in MIA evaluation, not from absence of memorization.

8.2 Reproducibility
Code and Data Availability
All code required to reproduce our experiments is
publicly available at https://github.com/Bieltvedt/
RP-Evaluating-SURP. The repository includes:

• Attack implementations for SURP, MinK%, and LOSS
• Bag-of-words classifier training and debiasing proce-

dures
• Hyperparameter optimization scripts with 5-fold cross-

validation
• Evaluation pipelines for all reported metrics
• Configuration files specifying exact experimental pa-

rameters
The AISE MIA dataset is available at [1; 2].

Computational Environment
Experiments were conducted on NVIDIA V100 GPUs (32GB
VRAM). Models were loaded via Hugging Face Transform-
ers at native precision (bfloat16). We specify exact library
versions in our repository’s requirements file. Random seeds
are fixed where applicable.

Expected Variance
Results may differ slightly from reported values due to in-
herent non-determinism in LLM inference and variations in
hardware/software configurations. Based on our 5-fold cross-
validation, we expect reproduced ROC-AUC values to fall
within±0.01 of reported means for most configurations. The
RMC datasets exhibit higher variance (±0.02–0.03) due to
smaller sample sizes. We report standard deviations through-
out to enable appropriate interpretation of reproduced results.
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A Supplementary Tables
A.1 BoW configuration comparison

Table 4: Bag-of-words classifier experiments for detecting distribution shift

Experiment Features ROC-AUC

Word 10,000 0.895
Word 50,000 0.915
Word Bigram 30,000 0.909
Char Trigram 30,000 0.895
Char N-gram 50,000 0.895
SGD Word 100,000 0.891

A.2 Best 50/50 train/test split configs

Table 5: MIA performance (train/test split)

Dataset Model Method k ε AUC TPR@5% TPR@1% %Filt ∆AUC

Full StarCoder SURP 4 9 0.693 0.207 0.049 0 —
StarCoder MinK 4 — 0.693 0.207 0.049 — —
StarCoder LOSS — — 0.652 0.157 0.030 — —
Mellum-4B SURP 2 9 0.700 0.254 0.086 0 —
Mellum-4B MinK 2 — 0.700 0.254 0.086 — —
Mellum-4B LOSS — — 0.643 0.168 0.047 — —

NoC 0.10 Mellum-4B SURP 2 7 0.634 0.160 0.050 1.3 +0.003
Mellum-4B MinK 2 — 0.631 0.139 0.042 — —
Mellum-4B LOSS — — 0.580 0.087 0.022 — —

RMC Iter 1 StarCoder SURP 10 4 0.572 0.058 0.010 35.3 +0.026
StarCoder MinK 6 — 0.547 0.060 0.009 — —
StarCoder LOSS — — 0.537 0.045 0.008 — —
Mellum-4B SURP 3 7 0.573 0.118 0.019 14.9 +0.004
Mellum-4B MinK 3 — 0.569 0.118 0.022 — —
Mellum-4B LOSS — — 0.551 0.065 0.015 — —

RMC Iter 2 StarCoder SURP 1 9 0.571 0.085 0.031 0 —
StarCoder MinK 1 — 0.571 0.085 0.031 — —
StarCoder LOSS — — 0.515 0.069 0.029 — —

Single train/test split results. %Filt: tokens filtered by ε. ∆AUC: gain from filtering.

A.3 Best Cross Validation configs
B Supplementary Figures
B.1 Heatmaps
B.2 Ablation Plots



Table 6: Best TPR@5%FPR configurations (train/test split)

StarCoder2-3B Mellum-4B

Dataset Method k ε AUC TPR@5% k ε AUC TPR@5%

Full SURP 2 9 0.687 0.213 1 9 0.699 0.273
MinK 2 — 0.687 0.213 1 — 0.699 0.273
LOSS — — 0.652 0.157 — — 0.643 0.168

NoC 0.10 SURP 3 9 0.613 0.124 1 7 0.627 0.162
MinK 3 — 0.613 0.124 2 — 0.631 0.139
LOSS — — 0.586 0.080 — — 0.580 0.087

RMC Iter 1 SURP 2 7 0.548 0.081 2 9 0.566 0.128
MinK 1 — 0.531 0.076 2 — 0.566 0.128
LOSS — — 0.537 0.045 — — 0.551 0.065

RMC Iter 2 SURP 4 9 0.559 0.088 — — — —
MinK 4 — 0.559 0.088 — — — —
LOSS — — 0.515 0.069 — — — —

Configs optimized for TPR@5%FPR (may differ from best-AUC configs).

Table 7: Cross-validated MIA performance across datasets

Dataset Model Method k ε AUC TPR@5% %Filt ∆AUC

Full StarCoder SURP 4±0.5 9 0.693±0.020 0.206±0.013 0 —
StarCoder MinK 4±0.5 — 0.693±0.020 0.206±0.013 — —
StarCoder LOSS — — 0.652±0.019 0.158±0.009 — —
Mellum-4B SURP 2±0.4 9±0.8 0.700±0.005 0.251±0.017 0 —
Mellum-4B MinK 2±0.4 — 0.700±0.005 0.251±0.017 — —
Mellum-4B LOSS — — 0.643±0.007 0.167±0.017 — —

NoC 0.10 StarCoder SURP 4±1.0 9 0.591±0.022 0.094±0.022 0 —
StarCoder MinK 4±1.0 — 0.591±0.022 0.094±0.022 — —
StarCoder LOSS — — 0.564±0.021 0.063±0.008 — —
Mellum-4B SURP 2±0.6 8±1.0 0.621±0.009 0.149±0.027 1.3 +0.002
Mellum-4B MinK 2±0.6 — 0.619±0.014 0.136±0.027 — —
Mellum-4B LOSS — — 0.576±0.009 0.072±0.013 — —

RMC Iter 1 StarCoder SURP 9±3.8 4±0.4 0.572±0.012 0.059±0.008 35.3 +0.026
StarCoder MinK 6±3.0 — 0.547±0.014 0.059±0.005 — —
StarCoder LOSS — — 0.537±0.014 0.045±0.002 — —
Mellum-4B SURP 3±1.4 6±2.2 0.573±0.024 0.111±0.016 14.9 +0.004
Mellum-4B MinK 4±1.2 — 0.569±0.021 0.117±0.024 — —
Mellum-4B LOSS — — 0.551±0.024 0.066±0.010 — —

RMC Iter 2 StarCoder SURP 1 9 0.571 0.085 0 —
StarCoder MinK 1 — 0.571 0.085 — —
StarCoder LOSS — — 0.515 0.069 — —

5-fold CV results. Values shown as mean±std. %Filt: tokens filtered by ε. ∆AUC: gain from filtering.



Table 8: Best TPR@5%FPR configurations (5-fold CV)

StarCoder2-3B Mellum-4B

Dataset Method k ε AUC TPR@5% ∆TPR k ε AUC TPR@5% ∆TPR

Full SURP 2 9 0.687±0.022 0.213±0.011 +0.007 1 9 0.699±0.005 0.272±0.012 +0.021
MinK 2 — 0.687±0.022 0.213±0.011 +0.007 1 — 0.699±0.005 0.272±0.012 +0.021

NoC 0.10 SURP 2 9 0.591±0.023 0.104±0.024 +0.011 1 7 0.612±0.009 0.153±0.026 +0.004
MinK 2 — 0.591±0.023 0.104±0.024 +0.011 1 — 0.614±0.016 0.140±0.023 +0.004

RMC Iter 1 SURP 2 7 0.548±0.014 0.083±0.004 +0.024 2 7 0.572±0.023 0.130±0.010 +0.019
MinK 1 — 0.531±0.013 0.077±0.005 +0.018 1 — 0.559±0.019 0.129±0.017 +0.012

Configs optimized for TPR@5%FPR. ∆TPR: improvement vs. best-AUC config.
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