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SUMMARY

This dissertation, conducted within the discipline of Electronic Science and Technol-
ogy (specialization in Microelectronics and Solid-State Electronics), focuses on Resistive
Random Access Memory (RRAM), an emerging non-volatile memory technology known
for its high density and zero static power consumption. RRAM enables fast write and
read operations in the nanosecond range and supports Computation-in-Memory (CIM),
making it a strong candidate to replace Flash or even Dynamic Random Access Memory
(DRAM). Recognizing its potential, both academic institutions and industry leaders have
been actively developing RRAM prototypes, with some already reaching the commercial
market. To ensure reliability, high-quality testing is essential for guaranteeing product
quality.

This dissertation mainly focuses on developing effective test methodologies and ro-
bust designs for RRAMs. We begin by examining the RRAM manufacturing process and
identifying potential physical defects at each stage through a comprehensive literature
review and silicon measurements. To facilitate in-depth analysis, we develop a com-
plete and systematic RRAM simulation platform, integrating a MATLAB-based simula-
tion controller and fault analysis scripts integrated with a complete RRAM circuit design.
The controller automates and manages all simulation procedures, while the circuit de-
sign comprises a 1T-1R memory array along with essential peripheral components such
as write drivers and sense amplifiers. To achieve fast and accurate electrical simula-
tions, we introduce two compact models for RRAMs. These models are optimized and
calibrated using extensive measurement data from RRAM devices. We further calibrate
the model with industrial measurements from ST Microelectronics. It enables robust
device/circuit co-design, accounting for PVT variations and ensuring the reliability and
efficiency of RRAM systems.

By using the simulation platform, we investigate RRAM testing for interconnects and
contacts by using conventional defect/fault modeling and test designs. In this approach,
physical defects are modeled as linear resistors (e.g., open, short, or bridge) and injected
into the RRAM array netlist for fault analysis. Test development is then carried out based
on the identified fault behaviors. Both intra-cell and inter-cell defects are analyzed, con-
firming the presence of not only single-cell faults but also multi-cell faults. While mod-
eling interconnect defects as linear resistors is a well-established practice, this method
has not been validated for defects inside the RRAM devices.

To tackle this challenge, we apply the Device-Aware Test (DAT) approach that can
incorporate physical behaviors in RRAM devices. The DAT approach is applied to two
observed unique defects, ion depletion and over RESET, as case studies in this disserta-
tion. Based on this approach, accurate defect models, realistic fault models, and efficient
Design-for-Testability (DfT) designs are provided.

While existing designs primarily focus on individual defects or a limited set of fault
behaviors, this dissertation introduces a comprehensive Design-for-Testability (DfT)

xi
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framework tailored for RRAMs. The proposed framework is capable of effectively de-
tecting both conventional and unique defects, ensuring broad defect coverage with opti-
mized test cost. Furthermore, the framework is designed with robustness in mind, offer-
ing strong resilience against process variations that often compromise the effectiveness
of traditional test solutions. By addressing both conventional and unique defects, the
proposed DfT strategies establish a unified methodology that advances beyond existing
fragmented approaches.

In addition to defect- and fault-oriented challenges, this dissertation also investi-
gates time-dependent non-idealities inherent to RRAM technology. A key example is the
Read Disturb Fault (RDF), which gradually degrades device reliability during repeated
read operations. To overcome this limitation, we propose a bi-directional circuit ar-
chitecture that can continuously monitor the device state and actively counteract RDF-
induced degradation. By dynamically recovering the device state through controlled op-
erations, this design-for-reliability scheme significantly extends the lifetime and stability
of RRAM devices. Importantly, the proposed approach has been validated across both
storage-class RRAM and CIM architectures, demonstrating its versatility and ensuring
robust long-term system operation.

Finally, a diagnosis framework was presented that leverages accurate defect models
and distinctive features to uniquely localize defects, enabling precise defect classifica-
tion for yield learning and process optimization. Collectively, these contributions estab-
lish a holistic methodology for testing, reliability enhancement, and diagnosis of RRAMs,
paving the way toward their dependable integration into future memory and computing
platforms.



SAMENVATTING

Dit proefschrift, uitgevoerd binnen de discipline Electronic Science and Technology
(specialisatie in Micro-elektronica en Vastestofelektronica), richt zich op Resistive
Random Access Memory (RRAM), een opkomende niet-vluchtige geheugentechnologie
die bekendstaat om haar hoge dichtheid en nul statisch stroomverbruik. RRAM maakt
snelle schrijf- en leesbewerkingen in het nanosecondebereik mogelijk en ondersteunt
Computation-in-Memory (CIM), waardoor het een sterke kandidaat is om Flash of zelfs
Dynamic Random Access Memory (DRAM) te vervangen. Gezien het potentieel zijn zo-
wel academische instellingen als industriële leiders actief bezig met de ontwikkeling van
RRAM-prototypes, waarvan sommige al de commerciële markt hebben bereikt. Om de
betrouwbaarheid te waarborgen, is hoogwaardige testmethodologie essentieel voor het
garanderen van productkwaliteit.

Dit proefschrift richt zich voornamelijk op het ontwikkelen van effectieve testme-
thodologieën en robuuste ontwerpen voor RRAM’s. We beginnen met het onderzoe-
ken van het RRAM-productieproces en het identificeren van mogelijke fysieke defec-
ten in elke fase via een uitgebreide literatuurstudie en siliciummetingen. Om diep-
gaande analyses mogelijk te maken, ontwikkelen we een volledig en systematisch
RRAM-simulatieplatform, waarin een MATLAB-gebaseerde simulatiecontroller en fout-
analysescripts geïntegreerd zijn met een compleet RRAM-circuitontwerp. De control-
ler automatiseert en beheert alle simulatieprocedures, terwijl het circuitontwerp bestaat
uit een 1T-1R-geheugenarray met essentiële perifere componenten zoals schrijfstuur-
programma’s en sense amplifiers. Voor snelle en nauwkeurige elektrische simulaties in-
troduceren we twee compacte RRAM-modellen. Deze modellen zijn geoptimaliseerd
en gekalibreerd met uitgebreide meetgegevens van RRAM-apparaten, en verder verfijnd
met industriële metingen van STMicroelectronics. Dit maakt robuust apparaat-/circuit-
co-ontwerp mogelijk, waarbij PVT-variaties in rekening worden gebracht en de betrouw-
baarheid en efficiëntie van RRAM-systemen worden gewaarborgd.

Met behulp van het simulatieplatform onderzoeken we RRAM-testen voor intercon-
necties en contacten, gebaseerd op conventionele defect-/foutmodellering en testont-
werpen. In deze benadering worden fysieke defecten gemodelleerd als lineaire weer-
standen (bijv. open, short of bridge) en geïnjecteerd in de RRAM-array netlist voor fout-
analyse. Testontwikkeling wordt vervolgens uitgevoerd op basis van de geïdentificeerde
foutgedragingen. Zowel intra-cellulaire als inter-cellulaire defecten worden geanaly-
seerd, wat bevestigt dat niet alleen single-cell fouten voorkomen, maar ook multi-cell
fouten. Hoewel het modelleren van interconnect-defecten als lineaire weerstanden een
gevestigde praktijk is, is deze methode nog niet gevalideerd voor defecten binnen de
RRAM-apparaten zelf.

Om deze uitdaging aan te pakken, passen we de Device-Aware Test (DAT)-
benadering toe, waarmee fysische gedragingen van RRAM-apparaten in rekening kun-
nen worden gebracht. Deze aanpak wordt toegepast op twee waargenomen unieke de-

xiii



xiv SAMENVATTING

fecten, ionendepletie en over-RESET, als casestudies in dit proefschrift. Op basis van
deze aanpak worden nauwkeurige defectmodellen, realistische foutmodellen en effici-
ënte Design-for-Testability (DfT)-ontwerpen ontwikkeld.

Waar bestaande ontwerpen zich voornamelijk richten op afzonderlijke defecten of
een beperkte set foutgedragingen, introduceert dit proefschrift een omvattend DfT-
raamwerk dat specifiek is afgestemd op RRAM’s. Het voorgestelde raamwerk kan zo-
wel conventionele als unieke defecten effectief detecteren, wat resulteert in een brede
defectdekking met geoptimaliseerde testkosten. Bovendien is het raamwerk ontworpen
met robuustheid in gedachten, waardoor het een sterke weerstand biedt tegen proces-
variaties die vaak de effectiviteit van traditionele testoplossingen ondermijnen. Door
zowel conventionele als unieke defecten aan te pakken, vormen de voorgestelde DfT-
strategieën een verenigde methodologie die verder gaat dan de bestaande gefragmen-
teerde benaderingen.

Naast defect- en foutgerichte uitdagingen onderzoekt dit proefschrift ook tijdafhan-
kelijke niet-idealiteiten die inherent zijn aan RRAM-technologie. Een belangrijk voor-
beeld hiervan is de Read Disturb Fault (RDF), die de betrouwbaarheid van het apparaat
geleidelijk vermindert bij herhaalde leesbewerkingen. Om deze beperking te overwin-
nen, stellen we een bi-directionele circuitarchitectuur voor die de toestand van het ap-
paraat continu kan monitoren en actief RDF-geïnduceerde degradatie tegengaat. Door
de toestand van het apparaat dynamisch te herstellen via gecontroleerde operaties, ver-
lengt dit design-for-reliability schema de levensduur en stabiliteit van RRAM-apparaten
aanzienlijk. Belangrijk is dat de voorgestelde aanpak is gevalideerd voor zowel storage-
class RRAM als CIM-architecturen, wat de veelzijdigheid aantoont en robuuste, langdu-
rige systeemwerking waarborgt.

Tot slot wordt een diagnoseraamwerk gepresenteerd dat gebruikmaakt van nauw-
keurige defectmodellen en onderscheidende kenmerken om defecten uniek te lokalise-
ren. Dit maakt een precieze defectclassificatie mogelijk, die waardevolle feedback biedt
voor yield learning en procesoptimalisatie. Gezamenlijk vestigen deze bijdragen een ho-
listische methodologie voor het testen, verbeteren van betrouwbaarheid en diagnostice-
ren van RRAM’s, en banen zij de weg voor een betrouwbare integratie ervan in toekom-
stige geheugen- en computerplatformen.
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1
INTRODUCTION

Resistive Random Access Memory (RRAM) has emerged as one of the leading non-volatile
memory technologies, with commercial products coming after more than 40 years of re-
search and development. As companies start ramping up efforts toward commercializa-
tion, the need for effective and cost-efficient testing solutions has become critical in ensur-
ing the high quality of RRAM products. This dissertation focuses on investigating manu-
facturing defects introduced during RRAM fabrication, deriving corresponding fault mod-
els, and developing robust test solutions. The first chapter of this dissertation presents an
introduction of the dissertation, including 1) a review of emerging non-volatile memory
technologies; 2) an in-depth look at RRAMs, 3) the principles and philosophies of memory
testing, 4) the research objectives and contributions of this thesis, and 5) an outline of the
dissertation structure.

1
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2 1. INTRODUCTION

1.1. EMERGING MEMORY TECHNOLOGIES
This section introduces the emerging memory technology, which is the research target
of this dissertation. First, we describe the memory hierarchy and the motivation to de-
velop emerging memories. Then, we introduced various types of emerging memories
individually and overview the potential applications.

1.1.1. MEMORY WALL AND HIERARCHYA
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Figure 1.1: The memory hierarchy in computer systems.

The conventional digital computing hardware features physically separated process-
ing and memory units [1]. The frequent and massive data movement between these
units leads to time latency and power consumption penalties, the so-called Von Neu-
mann bottleneck [2]–[4]. This is also known as the memory wall problem in von Neu-
mann architecture due to the difference in the processing speed of the calculator and
memory. Besides, the past development of digital electronics is primarily fueled by tran-
sistors’ scaling, which is becoming increasingly cost-ineffective as a transistor’s size ap-
proaches its physical limits [5], [6]. Therefore, fundamental changes to the paradigm of
computing systems are critical.

A hierarchical memory structure, designed to leverage locality principles and opti-
mize the balance between cost and performance across various memory technologies,
serves as an efficient solution to mitigate the memory wall challenge and establish an
ideal memory system. Programs often exhibit a pattern of reusing previously accessed
data and instructions, a concept known as locality [7]. Fig. 1.1 presents a memory hi-
erarchy, illustrating the placement of various memory technologies and the typical ac-
cess speeds at each level. This hierarchy is generally divided into four main tiers: cache,
main memory, storage-class memory, and mass storage, which are primarily realized us-
ing Static Random Access Memory (SRAM), Dynamic Random Access Memory (DRAM),
and Hard Disk Drives (HDDs), respectively. Positioned closest to the CPU, the cache is a
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high-speed, small-capacity, and relatively expensive memory layer designed to provide
rapid data access. Following the cache is the main memory, which offers a balance be-
tween speed and cost, serving as an intermediary storage between the cache and mass
storage. The storage-class memory has emerged as a promising technology that bridges
the performance gap between conventional memories (DRAM, SRAM) and storage de-
vices (NAND flash), offering non-volatility, high speed, and scalability. The mass storage
layer, located furthest from the CPU, features the largest capacity but the slowest access
speed. Data stored in layers further from the CPU typically includes all or a subset of
the data found in closer layers. The purpose of this hierarchical structure is to achieve
a memory system that closely matches the speed of the fastest tier while maintaining a
cost per bit that approaches that of the most economical layer.

Non-Volatile Memories (NVMs) retain stored data even when power is removed,
playing a crucial role in ensuring data persistence in computing systems [8], [9]. Tradi-
tional NVMs, such as Flash memory, have been widely adopted in applications ranging
from consumer electronics to enterprise storage due to their high density and cost effi-
ciency. However, as demand for faster, more energy-efficient, and highly durable mem-
ory solutions increases, emerging NVM technologies have garnered significant atten-
tion.

Among these next-generation memories, Resistive Random-Access Memory (RRAM)
leverages resistive switching in metal oxides to achieve high scalability and low power
consumption [10], [11]. Magnetoresistive Random-Access Memory (MRAM) utilizes
Magnetic Tunnel Junctions (MTJs) with magnetization-switchable ferromagnetic layers,
providing fast access speeds and excellent endurance [12], [13]. Ferroelectric Field-Effect
Transistor (FeFET) memory incorporates a ferroelectric layer into the gate of a tran-
sistor, enabling low-power, non-volatile charge storage with CMOS compatibility [14],
[15]. Ferroelectric Random-Access Memory (FeRAM) stores data through the polariza-
tion states of a ferroelectric material, offering fast read and write operations, low power
consumption, and high endurance [16], [17]. Phase-Change Memory (PCRAM) exploits
the reversible phase transition between amorphous and crystalline states in chalco-
genide materials, delivering non-volatile storage with high-speed operation and good
scalability [18], [19].

Each of these emerging NVM technologies presents unique trade-offs in terms of
speed, power efficiency, endurance, and scalability. As the limitations of Flash mem-
ory become more evident, these novel memory solutions are being actively investigated
for applications in embedded systems, AI accelerators, neuromorphic computing, and
next-generation storage architectures. Moving forward, NVMs are expected to replace
traditional memory technologies in computing systems [8], [9]. Advancements in fabri-
cation processes and material engineering continue to improve the density, energy ef-
ficiency, and reliability of these memories, making them increasingly viable for future
computing systems.

With the growing demand for high-speed, low-power, and non-volatile storage in
artificial intelligence, edge computing, and cloud infrastructure, emerging NVMs are
poised to play a critical role in reshaping the memory hierarchy. While challenges such
as cost, scalability, and seamless integration with existing architectures remain, ongo-
ing research and development efforts are accelerating their path toward commercial-
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Figure 1.2: (a) MTJ device structure, (b) TEM of MTJ, (c) 1T-1MTJ cell.

ization. Ultimately, non-volatile memories hold the potential to redefine the balance
between performance, energy efficiency, and data retention, driving innovation across a
wide range of computing and storage applications.

1.1.2. EMERGING MEMORY TYPES

MAGNETORESISTIVE RANDOM-ACCESS MEMORY

MRAM is a non-volatile memory that utilizes the magnetization switching of ferromag-
netic materials to store data [12], [13]. MRAM achieves high-speed operation, low power
consumption, and virtually unlimited endurance, making it a promising candidate for
next-generation memory applications in embedded systems, industrial electronics, and
AI accelerators.

The mechanism of MRAM relies on the Tunneling Magneto Resistance (TMR) effect.
An MTJ consists of two ferromagnetic layers separated by an insulating tunnel barrier.
One layer has a fixed magnetization direction, while the other can switch between paral-
lel and antiparallel orientations under an applied magnetic field or spin-polarized cur-
rent. When the magnetization directions of both layers are parallel, the MTJ exhibits
low resistance (0 state), whereas an antiparallel alignment results in high resistance (1
state) [20]. The resistance difference between these states enables reliable and fast read
operations.

A standard MRAM cell is composed of an MTJ and a selection transistor, arranged
in a crossbar memory array to enhance density and scalability. MRAM has evolved
through multiple generations, including Toggle MRAM, Spin-Transfer Torque MRAM
(STT-MRAM), and Voltage-Controlled MRAM (VC-MRAM). STT-MRAM, in particular,
has gained commercial adoption due to its improved write efficiency, as it uses spin-
polarized current rather than an external magnetic field to switch magnetization [21];
Fig. 1.2 presents the MTJ device structure, the Transmission Electron Microscopy (TEM)
picture of the device, and its integration into a 1T-1MTJ cell. VC-MRAM further reduces
power consumption by leveraging an electric field to modulate magnetic anisotropy, en-
hancing energy efficiency.

MRAM offers several advantages over conventional memory technologies [22]. It
provides high-speed read and write operations, comparable to SRAM, while maintain-
ing non-volatility. Additionally, MRAM exhibits exceptionally high endurance, with-
standing virtually unlimited write cycles without degradation—a significant advantage
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over Flash, which wears out over time. Furthermore, MRAM’s low power consumption
makes it well-suited for energy-efficient applications, particularly in battery-powered
and always-on systems. However, challenges such as write energy reduction, scalabil-
ity, and integration complexity remain areas of active research.

As MRAM technology continues to advance, it is expected to play a crucial role in
cache memory, AI hardware accelerators, neuromorphic computing, and edge devices.
With ongoing improvements in spintronic materials, fabrication processes, and power-
efficient writing mechanisms, MRAM has the potential to complement or even replace
conventional volatile and non-volatile memory solutions, driving innovation in next-
generation computing architectures.

FERROELECTRIC FIELD-EFFECT TRANSISTOR

Ferroelectric Field-Effect Transistor (FeFET) Memory is a type of non-volatile memory
that integrates ferroelectric materials into the gate stack of a conventional Field-Effect
Transistor (FET) [16], [17]. The FeFET stores data by utilizing the polarization of the
ferroelectric layer, allowing for bistable states that represent binary information, which
achieves high-speed operation and long data retention.

The fundamental operating principle of FeFET relies on the stable polarization states
of the ferroelectric material [16], [17]. The ferroelectric layer is made of multi-domain
materials, which can be aligned in different orientations under an external electric field.
When all domains are polarized positively (↑), the FeFET exhibits a high threshold volt-
age (VTH), corresponding to a logic ‘0’ state. Conversely, when the domains are polarized
negatively (↓), the threshold voltage is lowered, representing a logic ‘1’ state. These po-
larization states remain stable even after power is removed, enabling non-volatile data
storage.

A typical FeFET structure consists of a FerroElectric (FE) layer integrated into the gate
stack of a standard MOSFET. Fig. 1.3 illustrates the FeFET device structure along with the
cell structure of 1 FeFET-1 Resistor[23]. The FE layer is typically composed of PZT (lead
zirconate titanate) and HfZrO2 (hafnium zirconium oxide), positioned between the gate
electrode and the transistor’s channel [24], [25]. Unlike conventional dielectric materials,
the FE layer retains its polarization even after the external voltage is removed, enabling
persistent data storage without the need for a refresh operation.

FeFETs offer several advantages over conventional memory technologies [16], [17].
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They feature ultra-low power consumption, as state transitions require minimal energy,
making them well-suited for energy-efficient applications. Additionally, FeFETs pro-
vide high-speed operation, with switching speeds comparable to DRAM. Their long data
retention capability, exceeding ten years, surpasses that of traditional Flash memory.
Moreover, FeFETs are fully compatible with CMOS fabrication processes, enabling seam-
less integration into existing semiconductor technology. However, challenges such as
device variability, retention degradation, and scaling limitations remain areas of active
research. With ongoing advancements in ferroelectric materials and fabrication tech-
niques, FeFETs are expected to play a crucial role in the future of non-volatile memory,
offering a balance between performance, power efficiency, and scalability.

FERROELECTRIC RANDOM ACCESS MEMORY

The FeRAM encodes information using the remanent polarization of a ferroelectric ca-
pacitor, allowing it to retain data even after power is removed [16], [17]. This mecha-
nism enables fast read and write speeds, low energy consumption, and exceptional en-
durance, making FeRAM particularly attractive for low-power and embedded applica-
tions.

The working principle of FeRAM relies on the switchable polarization of ferroelectric
materials [26]. When an external electric field is applied across the ferroelectric capac-
itor, its internal dipoles align, switching between two stable polarization states. These
states correspond to binary values (0 and 1), enabling non-volatile data storage. How-
ever, FeRAM’s read operation is destructive, meaning that each read disturbs the stored
data, necessitating a rewrite afterward—similar to DRAM. Despite this, FeRAM boasts
significantly faster write speeds compared to Flash and does not require high-voltage
programming, making it well-suited for frequent data updates.

A standard FeRAM cell is based on a 1T-1C (one transistor, one capacitor) architec-
ture, resembling DRAM [27]. Fig. 1.4 illustrates the FeRAM capacitor and cell structure;
the capacitor is composed of ferroelectric materials such as PZT or HfZrO2, sandwiched
between two electrodes. The transistor serves as an access control mechanism, enabling
selective reading and writing of the memory cell. Unlike traditional dielectrics, the fer-
roelectric layer retains its polarization state indefinitely, ensuring persistent data storage
without requiring power.

FeRAM offers several compelling advantages. It consumes significantly less power
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Figure 1.5: Structure of the PCRAM. (a) Confined cell structure, (b) Planar cell structure.

than Flash and DRAM, as it does not require periodic refresh cycles or high-voltage oper-
ations [28]. The high endurance of FeRAMs, capable of billions to trillions of write cycles,
surpasses Flash memory while degrading over repeated writes. Additionally, FeRAM’s
access times are comparable to SRAM and DRAM, making it ideal for applications re-
quiring real-time responsiveness. However, challenges remain, including limited storage
density compared to Flash, which hinders FeRAM’s scalability for high-capacity applica-
tions.

FeRAM is anticipated to be a key enabler in automotive electronics, smart cards, IoT
applications, and industrial automation—fields that demand high reliability and mini-
mal power consumption. Advances in materials and fabrication are poised to overcome
FeRAM’s present density limitations, paving the way for broader market penetration
as a high-performance, energy-efficient substitute for established non-volatile memory
technologies.

PHASE CHANGE RANDOM ACCESS MEMORY

Phase Change Random Access Memory (PCRAM) is a non-volatile memory technology
that utilizes the phase transition of chalcogenide materials to store data. Unlike conven-
tional charge-based memories, PCRAM operates by switching between the amorphous
(high resistance) and crystalline (low resistance) states of a phase-change material, en-
abling reliable data storage with high endurance and fast switching speeds [18], [19]. Due
to its scalability and compatibility with existing semiconductor fabrication processes,
PCRAM is considered a promising alternative to traditional Flash memory.

The working principle of PCRAM is based on the controlled heating and cooling
of a chalcogenide material, typically GeSbTe (germanium-antimony-tellurium, GST) or
AgInSbTe (silver-indium-antimony-tellurium, AIST) [29], [30]. When a high-intensity,
short-duration electrical pulse is applied, the material melts and rapidly quenches into
an amorphous state, increasing its resistance (logic ‘0’). Conversely, a lower-intensity,
longer-duration pulse allows the material to recrystallize, restoring its low-resistance
state (logic ‘1’). This reversible phase transition enables PCRAM to store and retain in-
formation efficiently while providing fast read and write operations. Additionally, Multi-
Level Storage (MLC) can be implemented by carefully controlling the intermediate resis-
tance states of PCRAMs, further increasing the memory density.
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Fig. 1.5 presents the confined and planar device structure of PCRAMs [31]. A typi-
cal PCRAM device consists of a phase-change layer, a heating electrode, and a bottom
electrode. The heating electrode, usually made of titanium nitride (TiN) or other high-
resistance materials, delivers precise electrical pulses to induce phase transitions.

PCRAM offers several advantages over conventional non-volatile memory technolo-
gies [18], [19]. It provides faster write speeds compared to Flash, high endurance, and
better scalability due to its simple structure and material properties. However, it also
faces some challenges, such as high power consumption during write operations, lim-
ited retention at high temperatures, and potential material degradation over repeated
cycles. Researchers are actively working on improving phase-change materials and op-
timizing programming techniques to mitigate these drawbacks.

Looking ahead, PCRAM is expected to play a crucial role in future memory archi-
tectures, particularly in applications requiring high-speed, high-endurance, and non-
volatile storage. Its potential integration into Storage-Class Memory (SCM), AI acceler-
ators, and neuromorphic computing systems highlights its growing importance in next-
generation computing. With continuous advancements in material science and device
engineering, PCRAM could emerge as a viable replacement or complement to Flash
memory, bridging the gap between volatile and non-volatile memory solutions.

RESISTIVE RANDOM ACCESS MEMORY

In Fig. 1.6, two RRAM types are shown. For example, two electrodes are connected by a
filament in RRAMs. The resistance of devices is determined by the form of the filament,
e.g., its width and length. By applying voltages to the electrodes, the filament’s form may
be modified. RRAM can be divided into two categories: Oxide Random-Access Mem-
ory (OxRAM) and Conductive-Bridge Random-Access Memory (CBRAM) because of the
different CF types. The distinction between OxRAM and CBRAM is that OxRAM’s CF is
composed of oxygen vacancies in the metal oxide, while CBRAM’s CF is built of metal
atoms in the solid electrolyte [32]. Fig. 1.7(a) outlines the median initial Memory Win-
dow (MW) and endurance lifespan of OxRAM and CBRAM stacks. While CBRAM offers
a considerably broader memory window, it comes at the cost of reduced endurance and
higher switching energy requirements. Fig. 1.7(b) provides a clear benchmark of the re-
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Figure 1.7: CBRAM vs. OxRAM. (a) Endurance and MW, (b) Endurance and retention.

Table 1.1: The benchmark of OxRAM vs CBRAM [35].

Performance
CBRAM

Al2O3

CBRAM
La2O3

CBRAM
GeSe

OxRAM
Ta/Ta2O5/Al2O3

Write time 5 µs 1 µs 1 ms 100 ns
Endurance 107 cyc. 106 cyc. 105 cyc. > 107 cyc.

Retention
2 days
@RT

5 hrs @150◦C 5 days @150◦C >30 days @150◦C

Initial MW ∼100 ∼100 ∼ 106 ∼10
MW after 105 cycles ∼50 ∼100 ∼2 ∼10

liability performance of OxRAM and CBRAM. A trade-off between endurance and reten-
tion affects CBRAM. The varying mobility of Cu atoms and ions within the switching
layers is the cause of this phenomenon [33]. Short pulses may effectively program the
device and sustain multiple switching cycles due to a high mobility of Cu+. However, the
rapid diffusion of Cu atoms within the solid electrolyte can lead to the degradation of
the low resistance, ultimately causing retention failure [34]. Generally, OxRAM does not
show the same trade-off as CBRAM, or if it does, the balance is altered in favor of a much
longer retention time. Table 1.1 lists a comparison between OxRRAM and CBRAM ac-
cording to a number of operating factors, which indicates the OxRAM devices’ reduced
switching voltage and better dependability [35].

Table 1.2 concludes a comparison of existing conventional and emerging memories.
As depicted in the table, STT-MRAM and PCRAM occupy less space compared to SRAM.
While STT-MRAM stands out with its low programming voltage, high endurance, and
fast read/write speeds, PCM suffers from a notable drawback of high write latency. The
FeRAM exhibits large area overhead and power consumption among emerging memory
technologies. On the other hand, RRAM emerges as a promising alternative to Flash
memory due to its lower programming voltage and superior write/read speed. Among
the various next-generation memory technologies, RRAM presents a highly competitive
solution for future digital storage applications. Its advantages include a straightforward
fabrication process, a simple structure, exceptional scalability, nanosecond-level speed,
prolonged data retention, and seamless integration with existing CMOS technology [37].
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Table 1.2: Comparison of conventional and emerging memories [10], [36].

Memory Technology SRAM DRAM NAND Flash MRAM FeFET FeRAM PCRAM RRAM

Cell area > 100F 2 6F 2 < 4F 2(3D) 6−20F 2 ∼ 0.05 µm2 10−20F 2 4−20F 2 < 4F 2(3D)
Cell element 6T 1T1C 1T 1(2)T1R 1T 1T1C 1T(D)1R 1T(D)1R

Voltage < 1V < 1V < 10V < 2V 3–5V < 3V < 3V < 3V
Read time ∼ 1ns ∼ 10ns ∼ 10 µs < 10ns < 200ns < 50ns < 10ns < 10ns
Write time ∼ 1ns ∼ 10ns 100µs−1ms < 5ns 10ns−1µs < 50ns ∼ 50ns < 10ns

Write energy (J/bit) ∼ f J ∼ 10 f J ∼ 10 f J ∼ 0.1p J ∼pJ ∼ 10p J ∼ 10p J ∼ 0.1p J
Retention N/A ∼ 64ms > 10y > 10y > 10y > 10y > 10y > 10y

Endurance > 1016 > 1016 104 > 1015 > 5×1010 1011 109 ∼ 106−1012

Multibit capacity No No Yes Yes Yes No Yes Yes
Non-volatility No No Yes Yes Yes Yes Yes Yes

Scalability Yes Yes Yes Yes Yes Yes Yes Yes

1.2. STATE OF THE ART IN MEMORY TESTING
Testing is a necessary means to verify the functionality and reliability of the chip. Gen-
erally, VLSI chips go through three stages from design to application delivery: the initial
period, where the VLSI chips are manufactured; the time of system integration, in which
the fabricated chips are loaded into an electronic system like a smartphone; and then the
last and the longest period of purchase and use by end users. Because memory includes
millions or even billions of states, memory testing is more challenging than logic testing.
It is difficult to examine every situation that a memory chip might have. Consequently,
specific testing methods must be created and used. In this section, the significant devel-
opments in conventional memory testing over the last several decades are first reviewed.
After that, the state of the art in RRAM testing is examined.

1.2.1. CONVENTIONAL MEMORY TESTING
The development of memory testing has been a lengthy process. Because there are no
dedicated fault models or improvements for the early memory tests (before the 1980s),
they may be categorized as ad-hoc tests [38]. They take a long time to test and have a
poor defect coverage, usually in the order of O(n2), where n is a count of memory chips.
For example, Zero-One test, GALPAT test, and Walking 1/0 test in [38], [39] are divided
into ah-hoc tests.

The emphasis of test development changed to examining potential memory defects
in order to decrease test time and cost per memory chip with the exponential rise in
memory capacity. This led to the introduction of many functional fault models in the
early 1980s. The benefit of these models is that, although the test duration is often in
the order O(n): linear with the size of memory, the fault coverage of a particular test can
be proven. Furthermore, address-decoder faults and stuck-at faults were two significant
fault models that were introduced during that period [39], [40]. These are abstract fault
models that are not grounded on any real defects or memory architecture.

Many identified defects could not be explained by the well-known fault models, ac-
cording to experimental findings based on Defective Part Per Billion (DPPB) screening of
many tests done on numerous memory chips in the late 1990s [41], [42]. This showed the
presence of other defects and led to the development of unique static and dynamic fault
models, such as read destructive faults, write disturb faults, transition coupling faults,
and read destructive coupling faults, based on linear resistor defect injection and SPICE
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simulation [43], [44].

In essence, the traditional linear-resistor-based test technique and the contemporary
Cell-Aware Test (CAT) approach [45], [46] are quite similar. Defects inside library cells are
becoming increasingly common as CMOS technology advances to more complex nodes.
Conventional tests that target faults at the library cell ports were shown to identify fewer
than 50% of these cell-internal problems [45]. In order to further lower the test escape
rate, this has prompted the creation of CAT, which specifically targets cell-internal de-
fects, within the last ten years. In the semiconductor sector, CAT has shown to be useful
for newer technological nodes, such as 45 nm, 32 nm, and even 14 nm based on FinFET
technology [46]. In early 2025, TSMC is expecting to produce 2 nm FinFET process tech-
nology in large quantities as the technology continues to downscale. Nonetheless, it is
commonly acknowledged that fabrication-related defects and variations in device char-
acteristics, as well as their effects on the system’s overall quality and dependability, pose
significant difficulties, particularly when high-quality levels are taken into account, such
as those found in the range of DPPB [47]. The efficiency of CAT in identifying device-
internal defects is still up for debate since it mainly targets resistive defects (e.g., opens
and bridges) at the terminals and interconnects of devices.

1.2.2. RRAM TESTING

The test of three stages plays a big role in ensuring the chip quality, and the efficient test
methods deserve to be studied. Memory testing is especially complex owing to the mil-
lions of states of memories. For conventional memories (e.g., SRAM), there are only three
states: ‘0’, ‘U’ (the undefined state), and ‘1’ [43]. However, RRAM is an emerging memory
technology that makes use of a resistive storage element. As a result, the continuous re-
sistance range is separated into five states [48]. The evolving process technologies result
in a large number of devices outside the specification: extremely low (‘L’) and extremely
high (‘H’) conductance states. Here, ‘L’ and ‘H’ stand for resistance values of the RRAM
device higher than a High-Resistive State (HRS) and lower than a Low-Resistive State
(LRS), respectively. Besides, from the measurement data of RRAM, ‘L’ and ‘H’ need to be
considered in RRAM states: F ∈ {H,1,U,0,L} [49], [50]. The new fault will occur due to
more complex resistance states and emerging manufacturing processes.

The RRAM testing approach consists of the study of defects, faults, and testing. De-
fects, faults, and errors are defined as follows by Bushnell and Agrawal [51]. An uninten-
tional departure from the design in the actual chip that is fabricated, such as an open
circuit existing in metal wires, is called a defect. This defect may cause the circuit to op-
erate incorrectly (referred to as an error); e.g., a counter may provide the incorrect result
for certain numbers. A fault serves as a high-level functional representation (abstrac-
tion) of a defect, such as a ‘stuck-at fault’. Modeling the defect and comprehending the
sensitized faults are necessary for defect detection. Once this understanding is estab-
lished, a targeted testing approach can be created to detect these faults. In conventional
memory, defects are typically modeled as linear resistors either within an interconnect
or bridging two nodes [43]. Based on these defect models, sensitized faults are identified,
and corresponding test procedures are designed to detect them. Researchers have taken
a similar tack with RRAM. They verified the presence of conventional memory defects
in RRAM and discovered distinct RRAM faults. Tests are then provided to detect these
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faults.

Many works have investigated defect modeling and test generation for RRAMs. The
majority of defect modeling is represented as linear resistors in (and at) the terminals
of RRAM devices, i.e., bridges, shorts, and opens [52]–[56]. Several RRAM fault mod-
els such as stuck-at fault, deep faults, and coupling faults are derived and identified in
these works [52], [54], [55]. In 2012, Haron and Hamdioui proposed a special Design-
for-Testability (DfT) to detect undefined state faults [57]. In 2013, sneak-path testing for
RRAMs was presented to reduce the test time [53]. In 2015, Chen and Li reported a dy-
namic write disturbance fault, and a March test to cover it by simulating in the netlist,
and a March test was proposed to cover this fault [54]. Next year, Lin, Chen, Li, et al.
offered a test method for finding the boundary currents of RRAMs in the production test
phase [55]. In 2021, Liu, You, Wu, et al. developed a scheme for 3D hybrid RRAM array
[56]. Nevertheless, all these works employ an inappropriate linear resistor in the sur-
rounding interconnections rather than in the RRAM itself, which fails to accurately de-
scribe the defects within the naturally non-linear RRAM device, leading to test escapes
and yield loss. To address the limitations of the conventional RRAM test method, the
‘Device-Aware Test (DAT)’ approach was proposed [58]–[60]. Finally, DfT works such as
On-Chip Sensor [61], DFT-HR-ET-NOR [62], and Parallel-Multi-Reference Read [63] are
employed to detect those unique faults.

Despite the achievements of previous works in RRAM testing, this field still faces sev-
eral challenges that require innovative solutions. For instance, the physical switching
mechanism of RRAM is not yet fully understood, making accurate defect modeling diffi-
cult. In addition, the intrinsic variability of RRAM devices further complicates fault mod-
eling and detection. Future research in RRAM testing is expected to focus on developing
more precise fault models and more efficient test methodologies. Potential solutions in-
clude leveraging machine learning techniques for test optimization and enhancing DfT
strategies to achieve higher defect coverage while minimizing test overhead. As RRAM
moves closer to commercialization, high-coverage and cost-effective testing solutions
will be crucial to ensure reliable and scalable manufacturing.

1.3. RESEARCH TOPICS
Based on previous sections, RRAM has become a promising candidate for future mem-
ory technologies. Instead of focusing on just addressing issues in peripheral circuits,
these tests must include the intrinsic physical mechanisms of RRAM faults. To achieve
this, the research process must follow three key stages: 1) complete defect space and
accurate defect modeling, 2) accurate fault modeling, validation, and analysis, and 3)
high-quality test design. Thereafter, a diagnosis is also required to enhance the RRAM
yield learning based on previous steps. Next, we discuss the research issues related to
each step.

1.3.1. COMPLETE DEFECT SPACE AND DEFECT MODELING

The secret to getting optimized testing is to establish a complete defect space with accu-
rate modeling. Establishing a comprehensive defect space ensures that all potential de-
fects are systematically considered, while an accurate defect model captures the faulty
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behavior, guaranteeing a realistic and reliable fault modeling. First, an analysis of the
RRAM manufacturing process is required in order to identify any possible defects. Mea-
surements and characterizations of these defects must then be made to determine their
physical roots and the circuit impact. Additionally, this process improves knowledge
of RRAM devices and may possibly reveal previously undiscovered defects. Hence, the
comprehensive analysis of defect models is a benefit for yield learning.

1.3.2. FAULT MODELING, VALIDATION, AND ANALYSIS

The accurate fault modeling is based on the complete defect space and modeling. A
systematic and automatic methodology is expected to conduct a fault validation. First,
a fault space including various types of faults should be defined, especially taking those
unique faults that only exist in RRAMs into account. After that, realistic faults can be
validated based on the accurate defect models.

1.3.3. HIGH-QUALITY TEST DESIGN

Upon identifying the defect that sensitizes specific faults in the RRAM, high-quality test-
ing designs could be developed for their detection. Two optimizations are required for
the target. First, the designed test solution should be as complete as possible, i.e., it
should be able to detect all RRAM conventional and unique faults that are observed or
proven to be realistically existing. Next, the test solution should be efficient in terms of
running time and costs, such as area and energy. To achieve this objective, procedures
must be processed that avoid the test escapes.

1.3.4. DIAGNOSIS OF RRAM DEFECTS

The above testing designs aim to enhance the defect/fault coverage. Based on that, the
diagnosis of RRAM defects is a further advancement to identify the defect and enhance
the yield learning for RRAM productions. Therefore, a systematic approach of diagnosis
needs to be developed for test optimization.

1.4. CONTRIBUTIONS OF THE THESIS

The contributions of this thesis correspond to all research topics outlined in the above
section.

1.4.1. IDENTIFICATION OF CONVENTIONAL AND UNIQUE DEFECTS

We conducted a comprehensive analysis of the RRAM production process to identify
all potential defect sources. Through this investigation, we determined that defects may
arise in the transistors, interconnects, and the RRAM devices themselves. For each defect
type, we provide a detailed explanation of its origin and its potential impact on RRAM be-
havior. As a result, we compiled a complete defect list that defines the full RRAM defect
space for the given manufacturing flow. This defect set serves as a foundational refer-
ence for subsequent defect modeling and reliability analysis.
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1.4.2. TESTING FOR CONVENTIONAL DEFECTS

Conventional defects are referred to as interconnects and contacts. Although previous
works contributed to an understanding of the RRAM faulty behavior in the presence of
the defects, they restricted the analysis to only faults involving one cell (i.e., victim-cell)
or at most two cells (two-cell coupling faults). The potential impact of neighboring cells
on the victim cell (i.e., Data Background (DB)) was ignored. This is a worthy aspect to
investigate given the fact that extra paths can take place in such memories during read
operations; this current is strongly DB dependent and, if high enough, may lead to in-
correct operations.

This thesis advances the state-of-the-art by providing a systematic defect analysis
and fault modeling for all possible interconnect and contact defects in RRAMs, while
incorporating the impact of the DBs. It demonstrates that such DBs have an impact
and could cause unique 3-cell and 4-cell faults; these have to be taken into considera-
tion when developing test solutions, otherwise they lead to tests with low coverage re-
sulting in escapes. We use a systematic approach to develop an optimal test algorithm,
which detects all sensitized faults by interconnect/contact defects, including the 3-cell
and 4-cell faults. Furthermore, we validate state-of-the-art RRAM tests in simulation and
demonstrate the superiority of our solution. This has been published in [64].

1.4.3. TESTING FOR UNIQUE DEFECTS

Unique defects are those existing only in RRAMs due to the specific device structure and
working mechanism of RRAMs. To overcome the constraints of the traditional RRAM test
method, the ‘Device-Aware Test (DAT)’ method was introduced [58]–[60]. We further de-
veloped the DAT approach to obtain advanced and realistic defect models. We identify,
characterize, and investigate two unique defects: Ion Depletion (ID) and Over RESET
(OR). We develop the DA defect model for the ID and OR defect, which incorporates the
intermittent behavior, and calibrate it with measurements to accurately model the de-
fects. Furthermore, we utilize the DA defect model to develop appropriate fault models
and subsequently optimal test solutions, validated through simulations. The proposed
solutions are optimized for robustness against process variations, ensuring practical ap-
plicability and reliability. These have been published in [65], [66].

1.4.4. TEST ALGORITHM GENERATION AND DESIGN-FOR TESTABILITY

To address the challenges in RRAM faults that are observed from conventional and
unique defects, we present test algorithms and a new DfT scheme for RRAM memories.
We adopt a systematic methodology to develop an optimized test algorithm capable of
detecting all sensitizable faults caused by interconnect and contact defects in RRAM ar-
rays. The proposed algorithm is designed to maximize fault coverage while minimizing
test cost and complexity. The DfT circuit replaces standard write drivers. It monitors the
write current and compares it against multiple references simultaneously. The scheme
can be used for manufacturing tests, diagnosis, yield learning, and even for in-field test-
ing; it can detect defects that manifest themselves as a deviation in the write current. The
DfT is adjustable such that e.g., the impact of process variability can be minimized. We
implement and validate the DfT under process variations, and show that it outperforms
the prior work. This has been published in [67].
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1.4.5. RELIABILITY ANALYSIS AND DESIGN-FOR RELIABILITY

RRAM devices suffer from non-idealities that may cause functional errors during the de-
ployment [68]–[70]. Such non-idealities consist of time zero and time dependent ones
[71]. Time-zero non-idealities consist of device variation and wire parasitics, whereas
time-dependent ones consist of endurance issues, device degradation, and resistance
drift. Even if the RRAM chip passes the manufacturing test, it may suffer from in-field
functional errors due to these non-idealities. Hence, it is essential to develop effective
migration and recovery solutions to ensure the quality and reliability of RRAMs used as
storage or as Computation in Memory (CIM) devices. We propose several approaches
to address the read disturb failure, i.e., the HRS drift upon consecutive read cycles. We
utilize the bi-directional read scheme, especially the read in the RESET direction to al-
leviate the resistance drift. The approaches can be developed for manufacturing tests,
yield learning, and even for in-field detection/recovery; they can monitor the fault be-
havior in each read cycle. This has been published in [72].

1.4.6. DIAGNOSIS FOR RRAM YIELD LEARNING

A dedicated method of diagnosing unique defects is required to enhance the quality of
RRAM fabrication further. We present a novel framework called Device-Aware Diagnosis
(DA-Diagnosis), which goes one step further than DAT by utilizing the defect models ob-
tained from DAT; the framework applies a systematic method to analyze physical man-
ufacturing defects and extract their distinctive features for RRAM diagnosis. Thanks to
the unique defect modeling of the DA method, unique and reliable fault signatures for
each defect are obtained. DA-Diagnosis surpasses the limitation of existing memory di-
agnosis methodologies as it is a comprehensive approach that is based on defect origins
and covers specific faults. This has been published in [73].

1.5. THESIS ORGANIZATION
The previously described contributions enhancing the state of the art in RRAM testing
will be discussed in depth in the subsequent chapters of this thesis, which is structured
as follows.

Chapter 2 establishes the basic background of RRAMs. First, the fundamental con-
struction and switching concepts of an RRAM device are described. Subsequently, we
provide an overview of RRAM device modeling and compare existing compact models.
Then, we introduce the RRAM cell designs used in this thesis, following the peripheral
circuits and the complete RRAM array.

Chapter 3 explains the manufacturing procedure, potential defects, and reliability
issues of RRAMs. First, we overview the RRAM fabrication steps. Based on that, an anal-
ysis of potential defects and defect space is given. A part of these defects will be modeled
later in this thesis. Next, the information of the RRAM structure and non idealities is
used to explain the reliability issues.

Chapter 4 presents a systematic and automatic approach to test conventional de-
fects in RRAMs. First, we define the complete interconnect and contact defect space.
Then, we present the simulation methodology and analyze the resulting faults. Next, we
propose a test solution, which is validated together with existing tests. A detailed com-
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parison is then carried out to highlight the improvements.
Chapter 5 applies the DAT approach for ion depletion defects. We first establish ex-

perimental evidence, characterization, and underlying potential causes of the ID defect.
Next, we illustrate the failure of the conventional defect models (linear resistors) and
propose the Device-aware defect model that properly depicts the faulty behavior of a
defective RRAM device. Based on the obtained model, we apply it to perform fault mod-
eling and analysis. Finally, we develop the test solutions for the ID defect.

Chapter 6 analyzes another unique defect; i.e., over RESET. We apply DAT approach
in a similar way as we did for ID defect.

Chapter 7 presents a DfT scheme. We first classify the targeted defects and faults in
RRAM arrays. Subsequently, we discuss the limitations of existing test solutions. Finally,
we validate DfT in Spectre simulators and provide the way to implement it.

Chapter 8 covers a design for reliability. First, we analyze one of the major reliabil-
ity RRAM issues being read disturb failure, and provide measurements and simulations.
Then, we present a bi-directional read mitigation scheme. Finally, we validate the ap-
proach and the impact on both RRAM as storage memory and CIM inference engine.

Chapter 9 presents the framework of the DA-diagnosis for conventional and unique
defects in RRAMs, and applies it to targeted defects.

Chapter 10 puts a systematic approach for testing an industrial RRAM; it is compiled
based on all findings generated in this thesis. First, we classify the completed defect
space in RRAM arrays and peripherals. Then, we discuss the existence of conventional
and unique faults in RRAMs. After that, overviews and evaluations of March algorithms
and DfTs for RRAMs are provided. Finally, we present a case study that optimizes an
ultimate design for industrial RRAM testing.

Chapter 11 concludes with final remarks and an outlook on potential future research
directions.



2
BACKGROUND

This chapter establishes a background of RRAM technology and is organized into five
parts. First, the fundamentals of RRAM device technology, including its principal struc-
ture, placement, switching mechanism, and stacked composition. Then, it reviews RRAM
device models, with emphasis on multiple modeling levels and widely used compact mod-
els, several of which are employed in this thesis. Next, different design styles of RRAM cells
are discussed. Then, it presents the architecture of RRAM systems, including a complete
array that can be simulated in Spectre, as well as the peripheral circuits such as drivers,
decoders, and sense amplifiers. Finally, the chapter reports on some existing prototypes
and shows the potential of RRAM for commercialization and for serving different applica-
tions.
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Figure 2.1: Evolution of the conductive filament. (a) RRAM stack, (b) Forming, (c) SET, (d) RESET.

February 19, 2025 3

WL

(b)

H* L*1+ U* 0+

Resistance [Ω]

SL
BL
1T-1R

*: Faulty states +: Correct states 

Figure 2.2: RRAM resistance states and corresponding logic values.

2.1. RRAM DEVICE TECHNOLOGY
This section explains the RRAM device technology. This section provides an overview of
RRAM device technology, with a particular focus on OxRAM (also see Section 1.1.2.5), the
subject of this thesis. We first introduce the general structure (placement) and switching
mechanism of RRAM devices. Then, we highlight the advantages of OxRAM over other
RRAM types and explain how resistance states determine logic levels.

2.1.1. OVERVIEW

An RRAM device is a Metal-Insulator-Metal (MIM) construction, as schematically shown
in Fig. 2.1(a). In its stack organization, a middle metallic oxide (commonly TiOx, HfOx)
is fabricated with an additional capping (cap) layer (commonly Hf, Ti, Ta), between
two metal electrodes: the Top Electrode (TE), and the Bottom Electrode (BE) [74], [75].
Applying a forming voltage, localized oxygen deficiency leads to the formation of Con-
ducting Filament (CF) between two electrodes. The forming process is regarded as soft-
breakdown of insulator in which a reversible conducting path is formed in the dielectric.
Its resistance state is determined by the length of CF in the middle layer. For instance, a
longer and a shorter CF correspond to the low resistive state (logic ‘1’) and high resistive
state (logic ‘0’), respectively.

RAM devices can be categorized into different types based on their switching mech-
anism. CBRAM and OxRAM share similar electrical properties; however, OxRAM is pre-
ferred in this thesis due to its superior endurance and simpler fabrication process [10],
[32], [35], [76]. Throughout this thesis, we will focus on OxRAM-based RRAM.

By applying specific programming voltages to an RRAM device, its resistance can be
switched between different states. The (binary) RRAM is divided into 5 states as the re-
sistance increases (see Fig. 2.2) [49], [50], [77]: 1) the extremely high conductance faulty
state ‘H’, 2) the correct Low Resistive State (LRS) ‘1’, 3) the undefined faulty state, also
known as the intermediate range between the LRS and HRS, is represented by the state
‘U’ [77], 4) the correct High Resistive State (HRS) ‘0’, and 5) the extremely low conduc-
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tance faulty state ‘L’. The CF length will increase due to the production of more Oxygen
Vacancies (OV). Conversely, some oxygen ions migrate back from the capping layer, fill
the vacancies, and shorten the CF. A general illustration describing the switching process
of bipolar OxRAM is shown in Fig. 2.1.

2.1.2. PLACEMENT STRUCTURE

March 16, 2025 3

(a) (b) (c)

Figure 2.3: RRAM device placement structure. (a) Cross structure (reprinted from [78]), (b) Between metal
layers (reprinted from [79]), (c) 3D vertical RRAM structure (reprinted from [80]).

RRAM devices are typically integrated above the transistor layer on the wafer. There
are three possible configurations for their placement, as illustrated in Fig. 2.3: 1) a cross-
bar structure (Fig. 2.3(a) [78]), 2) integration between metal layers (Fig. 2.3(b) [79]), and
3) implementation within a dedicated 3D architecture (Fig. 2.3(c) [80]). Next, we provide
a detailed discussion of each configuration.

CROSSBAR STRUCTURE

The crossbar structure is commonly employed in small-scale RRAM devices used for re-
search purposes. Compared to RRAM integrated between metal layers or within dedi-
cated 3D architectures, its fabrication process is relatively straightforward. These devices
are primarily utilized for exploring new materials [81] or investigating specific switching
behaviors [78], [82]. The crossbar design enables direct pad connections to the top and
bottom electrodes, facilitating easy access for measurement probes and experimental
characterization.

BETWEEN METAL LAYERS

Integrating RRAM devices directly between metal layers enables higher density com-
pared to the crossbar structure. Additionally, this approach simplifies the integration
of individual RRAM cells with transistors on the underlying wafer, facilitating the imple-
mentation of 1T-1R configurations. As a result, this placement method enhances both
reliability and scalability, making it well-suited for high-density RRAM architectures [79],
[83].
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DEDICATED 3D STRUCTURE

The dedicated 3D architecture enables even higher memory density than RRAM devices
integrated between metal layers. However, its fabrication process differs significantly
from standard CMOS manufacturing [80], [84], introducing additional complexities that
make production more challenging.

2.1.3. SWITCHING MECHANISM
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Figure 2.4: RRAM switching modes. (a) Bipolar switching, (b) Unipolar switching, (c) Complementary
switching.

For OxRAM, there are three different modes for switching between high and low re-
sistance states: unipolar, bipolar, and complementary [85]–[87]. Fig. 2.4 shows the sim-
plified I-V electrical curve during the switching process. The defining characteristic of
RRAM devices is their Resistive Switching (RS) behavior. Various mechanisms have been
reported to explain the transition between HRS and LRS. These include the modulation
of the Schottky barrier [88], Poole–Frenkel (P–F) emission [89], [90], Space Charge Lim-
ited Conduction (SCLC) [85], [91]–[95], charge trapping and detrapping [96], as well as
the formation and rupture of CFs [97], among others. The Bipolar Switching (BS) mech-
anism is dependent on the production and dissolution of the CF as a result of oxygen
ion migration [74], [85]. RRAM devices typically necessitate a forming process, which in-
volves the application of a high positive voltage (Vforming) between the TE and BE to dis-
sociate a portion of the metal-oxygen ionic bonds [85]. The positive anode attracts nega-
tively charged oxygen ions (O2−) from the lattice, which accumulate at the cap/oxide in-
terface. A chain of positive charged OV known as Conductive Filament (CF) is generated
in the insulator between two electrodes as a consequence of this localized deficiency,
as illustrated in Fig. 2.1(b). The direction of switching is dependent on the polarity and
amplitude of the applied voltage (VSET and VRESET) [85]. Resistance can be altered by ap-
plying specific programming voltages to an RRAM device, which allows it to transition
between various states. The CF length will increase as the positive voltage from TE to BE
(VTE) exceeds the specified threshold (VTE ≥VSET) due to the generation of additional OV,
as illustrated in Fig. 2.1(c) [98], [99]. This operation is referred to as a SET operation. The
resistance in SET is denoted as RSET. In contrast, a RESET operation begins when the
negative voltage from TE to BE is less than the RESET threshold (VTE ≤VRESET), causing a
small amount of O2− to drift back into the bulk oxide and rupture the CF, as illustrated in
Fig. 2.1(d) [98], [99]. The two switching mechanisms described above can be represented
by the following chemical reaction equation:

O2− SET−−−−−*)−−−−−
RESET

OV 2++ 1

2
O2 ↑ .
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In unipolar switching, the set and reset voltages have the same polarity but different
amplitudes (VSET>VRESET) [100]. In complementary switching, the set and reset voltages
have the same polarity as those in unipolar switching, but their magnitudes are inverted
(VSET<VRESET). In this thesis, we will focus on the most common, bipolar switching de-
vices [87].

2.1.4. STACKED COMPOSITION OF RRAM
An example of an RRAM device embedded between metal layers is illustrated in
Fig. 2.3(b). The composition of the material stack plays a crucial role in defining the
device’s switching characteristics, determining whether it operates in bipolar, comple-
mentary, or unipolar mode. Next, we provide a detailed examination of the oxide layer,
electrodes, and capping layer, highlighting their structural properties in relation to the
bipolar switching mechanism that is the target of this thesis.

Bipolar switching in RRAM requires an asymmetric oxygen vacancy distribution,
meaning one side of the device must have a stronger ability to attract oxygen vacancies
than the other [87], [101], [102]. This can be achieved either by using a combination of a
noble metal and a reactive metal as electrodes or by incorporating a capping layer [87],
[103]. In the first approach, the reactive metal acts as an oxygen ion trap, whereas in the
second, the capping layer serves this function. Fig. 2.5 provides an overview of metal ma-
terials used in the oxide layer as binary oxides (highlighted in yellow) and those serving
as electrodes in the resistive switching process (highlighted in blue).

local temperature around CFs. For devices that switch in

the bipolar mode, the interfacial oxide layer may present a

significant diffusion barrier, and pure thermal diffusion is

not sufficient, thus oxygen ions migration needs to be aided
by the reverse electric field. The physical picture presented

here combines the previous thermal model [44] and ionic

migration model [45]. This picture can at best be viewed as

a phenomenological description of the above experimental

observations for the binary metal–oxide RRAM. Details of

the physics of switching remain an area of active research.

Alternative theories have been proposed, such as those by

Strukov et al. [66] and Yang et al. [67].

III . MATERIAL AND DEVICE
PROPERTIES

Plenty of binary metal oxides have been found to exhibit

resistive switching behavior. Most of them are transition

metal oxides, and some are lanthanide series metal oxides.

The materials for the resistive switching oxide layer and

the electrodes are summarized in Table 2. Note that some

conductive nitrides, e.g., TiN and TaN, are also used as

electrode materials. Among various oxides, CuOx [69],
[70] and WOx [71], are most compatible with the conven-

tional CMOS process because a simple additional oxida-

tion step of the Cu or W via/plug is needed. Due to the

limited space, we will not discuss them. Here we choose

HfOx, AlOx, NiOx, TiOx, and TaOx, because they have

drawn most attention and have been extensively studied in

the past several years. The properties of the devices based

on these oxides are discussed in the following sections. The

deposition methods of these binary metal oxides usually

include the oxidation of a corresponding metal, reactive

sputtering, pulse laser deposition (PLD), and atomic layer
deposition (ALD). Among these methods, ALD is recently

widely used due to the ability to precisely control the

thickness and uniformity of the thin film.

A. Hafium Oxide (HfOx)
HfOx-based materials have been employed as a high-k

dielectric for the gate insulator for high-performance

CMOS MOSFETs [72]. Interestingly, defect-rich HfOx is

also a superior RRAM material. In the early stage of HfOx

memory exploration, the TiN/HfOx/Pt structure [73] is

usually employed to achieve the bipolar switching charac-
teristics. In this structure, TiN acts as an oxygen reservoir.

To make the fabrication process to be CMOS compatible

(avoiding the uses of Pt since Pt is hard to etch), TiN/metal

capping layer/HfOx/Pt structure is used. The metal cap-

ping layer is inserted to deplete the O atoms from the HfOx

thin film and act as an oxygen reservoir. Lee et al. [37]
adjusted the dielectric strength of HfOx with a Ti capping

layer by postdeposition annealing. In Fig. 4(a), a schematic
diagram of a typical RRAM cell consisting of HfOx film

with a transistor as a current limiter (the 1T1R configu-

ration) is illustrated. Fig. 4(b) shows the HR-TEM image of

the stacked layers consisting of TiN/Ti/HfOx/TiN. The

typical I–V curve for the resistive switching of the

device, including 1R and 1T1R configuration, is demon-

strated in Fig. 5(a). The resultant bipolar HfOx RRAM with

Table 2 Summary of the Materials That Have Been Used for Binary Metal–Oxide RRAM. Metals of the Corresponding Binary Oxides Used for the

Resistive Switching Layer Are Colored in Yellow. Metals Used for the Electrodes Are Colored in Blue. Adapted From [68]

Wong et al. : Metal–Oxide RRAM

Vol. 100, No. 6, June 2012 | Proceedings of the IEEE 1955

Figure 2.5: The periodic table of elements with host metals of RRAM (reprinted in [85]).

Typical examples of RRAM structures utilizing noble and reactive metal electrodes
include (BE/oxide/TE): Pt/HfO2/TiN [86] and Pt/TiO2/TiN [104]. Meanwhile, struc-
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tures that integrate a capping layer include (BE/oxide/capping layer/TE): Pt/HfO2/Hf/Pt
[105], TiN/HfO2/Ti/TiN [106], and TiN/HfO2/Hf/TiN [107].

2.2. RRAM DEVICE MODELS
This section overviews and compares different models that can simulate the RRAM be-
havior. We first present multiple levels of RRAM models. Then, we focus on compact
models and provide an overview of a comparison among existing compact models.

2.2.1. MODELING LEVELSwww.advancedsciencenews.com
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different materials[204–207] and thus help to design devices for 
specific applications.[208] It can help to identify which mate-
rial is best-suited for a given target application and provide a 
useful reference to calibrate appropriate semi-empirical and 
compact models. To use this approach, one does not require 
preliminary knowledge of the structure of CF, and it can 
handle complex material structures exhibiting multilayers 
(which are extensively investigated and proposed in the litera-
ture). On the other hand, creating these comprehensive and 
complex models requires significant simulation time (several 
days to several months) and the use of large sets of possible 
combinations of configurations and structural effects (in 
some cases not so well defined). Due to these limitations, it 
is critical to understand which particular processes to include 
into the model and which could be safely excluded in order 
to obtain meaningful results while minimizing the simulation 
time. In many cases, such simulations are impossible without 
using high-capacity computational systems, which makes 
these models difficult to employ for simulations of circuits 
and systems.

4.2. kMC/FEM Models

The simulation of the electrical characteristics of RS devices 
requires numerical models based on the 3D FEM and kMC 
approaches. Besides simulating the electrical device behavior, 
both models allow reproducing the physical phenomena occur-
ring in RS devices during operation and reliability tests.

FEM models simulate electron, ion, and heat transport by 
differential equations based on quasi-classical models, Pois-
son’s equation for the electric field distribution and current con-
tinuity, Fourier’s law for heat generation/diffusion, and a drift–
diffusion model to describe ionic motion.[209] Density gradient 
induced diffusions and electric field driven drifts control the 
ionic migrations occurring by hopping across energy barriers 
determined by ab initio methods. This thermally activated ion-
migration process emphasizes the key role played by the tem-
perature, which accelerates the ionic migration, thus requiring 
a careful simulation of Joule heating effects.[210–213] This is 
particularly relevant for filamentary switching, where electrical 
conduction is strongly confined at a CF. Defects such as oxygen 
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Figure 11.  Schematics on the simulation models used for RRAM device characterization, describing the provided information level and detail. In 
multiscale approaches the information provided by a higher level model is transferred and embedded in the approximations used by the other models. 
The choice of a model is routinely determined by the agreement between the physical accuracy needed and the available simulation time. The figures 
shown in the ab initio model section are for Al:HfO2. Reproduced with permission.[236] Copyright 2017, IEEE. Reproduced with permission.[237] Copy-
right 2006, AIP Publishing LLC. Figures for Monte Carlo model have been (from top to bottom): Reproduced with permission.[215] Copyright 2015, 
Royal Society of Chemistry. Reproduced with permission.[238] Copyright 2011, IEEE Electron Devices Society. In the same way, the figures of finite 
elements section: Reproduced with permission.[239] Copyright 2011, IEEE Electron Devices Society. Reproduced with permission.[211] Copyright 2013, 
AIP Publishing LLC. Reproduced with permission.[240] Copyright 2011, AIP Publishing LLC. Finally, the figures for Compact Model: Reproduced with 
permission.[222] Copyright 2016, IOP Publishing. Reproduced with permission.[230] Copyright 2015, IEEE Electron Devices Society. Reproduced with 
permission. 2015.[51] Copyright 2012, IEEE.

Figure 2.6: Multiple levels of RRAM models based on [108].

Fig. 2.6 depicts an overview of RRAM models that are grouped into four types accord-
ing to their level of accuracy and simulation complexity [108]. Generally, increased mod-
eling accuracy necessitates extended simulation duration. The classifications of models
include: 1) microscopic models, 2) finite element models (kinetic Monte Carlo), and 3)
compact models. These will be addressed thereafter.

MICROSCOPIC MODELS

This kind of model encompasses both ab initio and Monte Carlo approaches, both of
which characterize the interactions among individual particles within an RRAM device.
These interactions fundamentally dictate the device’s electrical properties. For instance,
such models facilitate predictions regarding the evolution and morphology of CFs across
various materials. Ab initio models offer the highest level of physical accuracy as they
capture quantum-level particle interactions. In contrast, Monte Carlo models, while
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slightly less precise due to certain interaction simplifications, can incorporate a greater
number of elements. By enabling the examination of even minute structural variations
in RRAM devices, microscopic models provide valuable insights. However, their compu-
tational complexity leads to prolonged simulation runtimes, making them impractical
for circuit-level simulations.

KINETIC MONTE CARLO OR FINITE ELEMENT MODELS

Kinetic Monte Carlo and finite element models offer a more direct approach to simu-
lating the electrical behavior of RRAM devices while incorporating material properties.
By simplifying and generalizing certain quantum interactions from microscopic models,
these approaches significantly enhance computational efficiency. Kinetic Monte Carlo
models account for the influence of individual particles, whereas finite element models
employ mathematical approximations, such as differential equations, to represent the
electric field within the device. A key advantage of kinetic Monte Carlo models is their
ability to capture variation effects, whereas finite element models provide faster simu-
lations. Although both methods trade some physical accuracy for computational speed
compared to microscopic models, their simulation time remains a limiting factor, mak-
ing them impractical for large-scale circuit simulations.

COMPACT MODELS

Compact models also characterize the electrical behavior of RRAM devices but further
abstract the underlying physics to enhance simulation efficiency. These models typ-
ically assume the existence of a CF with a predefined shape that consistently evolves
in response to similar voltage applications. By making such generalizations, compact
models achieve faster computation, making them particularly suitable for circuit-level
simulations. Due to their efficiency, these models are widely employed in circuit-level
simulations. In this thesis, the focus remains on compact models, as they enable the
circuit-level analyses necessary for test development.

2.2.2. OVERVIEW OF COMPACT MODELS
In [109], Hajri, Aziza, Mansour, et al. evaluate eight different RRAM compact models
(BS type) across various criteria. Table 2.1 presents the findings from their study while
incorporating an additional RRAM compact model, introduced later in [110], which was
not available at the time of their publication. It is important to highlight that only the
metrics pertinent to this thesis are considered in the comparison. The following provides
a description of the metrics.

• Genericity: Whether the model is tailored for various memristor technologies,
such as supply voltages and materials.

• Non-linearity: Whether the model equations incorporate this behavior and man-
ifest it in the I-V characteristics. This nonlinearity is believed to stem from the
nonlinear movement of ions, which is intensified by Joule heating [120].

• Hard SET/Soft RESET: Whether the model is able to fit with SET/RESET time differ-
ence, e.g., if the time during RESET is longer than the time during SET, it indicates
a hard SET [121].
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Table 2.1: Evaluation of various RRAM compact models based on [109].

Model
Linear
[111]

Non-linear
[112]

Simmons
[113]

TEAM
[114]

VTEAM
[115]

SPICE
[116]

IM2NP
[117]

Stanford
[118]

JART v1b
[110]

JART var
[119]

Genericity No No No Yes Yes Yes Yes Yes Yes Yes
Non-linearity No Yes Yes Yes Yes Yes Yes Yes Yes Yes

Hard SET
Soft RESET

No No No Yes Yes Yes Yes Yes Yes Yes

Forming No No No No No No No No No No
High

frequency
No No Yes Yes Yes Yes Yes Yes Yes Yes

Switching
thresholds

No No No Yes Yes Yes Yes Yes Yes Yes

Pulse height
dependence

No No No No Yes Yes Yes Yes Yes Yes

Pulse width
dependence

No No No No No No Yes Yes Yes Yes

Temperature
dependence

No No No No No No Yes Yes Yes Yes

Variability No No No No No No Yes Yes No Yes

• Forming: Whether the model description explicitly includes a mathematical equa-
tion that defines the electroforming process.

• High frequency: Whether the model is able to accommodate a broad range of op-
erating frequencies to enable the simulation of newly developed devices with ex-
tremely rapid switching characteristics.

• Switching threshold: Whether the model supports the existence of a threshold
voltage at which hysteresis manifests solely when the applied voltage surpasses
a specific voltage.

• Pulse height dependence: Whether the model switching is dependent on applied
voltage amplitude (pulse height).

• Pulse width dependence: Whether the model switching is dependent on the pulse
width of applied voltage.

• Temperature dependence: Whether the temperature affects the model.

• Variability: Whether the model includes D2D and C2C variability.

As can be seen from Table 2.1, the IM2NP model, the Stanford model, the JART v1b
model, and the JART var model exhibit the best performance with the listed criteria. Note
that the JART var model is extended from the JART v1b model. Next, we will explain these
models separately.

IM2NP MODEL

Fig. 2.7(a) illustrates the IM2NP model presented in [117] that represents the CF as a
cylindrical structure whose radius dynamically changes in response to SET and RESET
operations. When a positive voltage is applied, the filament radius expands, transition-
ing the device into the LRS. Conversely, applying a negative voltage contracts the CF
radius, shifting the device into the HRS. In LRS, the device conductance is primarily
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Figure 2.7: Basic illustration of three compact RRAM models (reprinted from [110], [117], [118]).

dictated by the ohmic resistance of the filament, whereas in HRS, the current flow is
governed by leakage through the insulating oxide layer. At each simulation time step,
the model computes the local temperature, the corresponding filament radius variation,
and the resultant current passing through the device. To incorporate variability, stochas-
tic elements are introduced into the filament radius parameters.

STANFORD MODEL

The Stanford model described in [118] represents the CF as a cylindrical structure re-
sponsible for current conduction, as illustrated in Fig. 2.7(b). During the SET process,
the tunneling gap gradually narrows as the cylinder extends until full conduction is re-
stored. Conversely, when a RESET operation is applied, the cylinder contracts, creating
a tunneling gap that restricts current flow. At this point, the current is regulated by the
dimensions of the filament. Throughout each simulation step, the model calculates the
local temperature, variations in filament length, and the corresponding current flow. To
account for variability, a random factor is incorporated into the rates of CF expansion
and dissolution.

JART MODEL

The JART v1b model, introduced in [110], is designed to simulate the evolution of oxy-
gen vacancies (OV) within the oxide layer of a Valence Change Mechanism (VCM)-based
memory device. The equivalent circuit representation of this compact RRAM model is
illustrated in Fig. 2.7(c), featuring a Schottky-like contact (Vschottky), two filament-related
resistances (Rplug and Rdisc), and a series resistance (Rseries). In this model, the HfO2 ox-
ide layer is conceptually divided into two distinct zones: the disc region, where switching
dynamics occur, and the plug region, which remains conductive and serves as an infinite
reservoir of vacancies. The resistive switching mechanism is governed by the movement
of OV during the SET and RESET operations, directly influencing the Schottky barrier
and consequently altering the electrical conductivity of the device. To account for the
concentration of oxygen vacancies in the disc region, the parameter Ndisc is dynamically
adjusted to capture the switching behavior and corresponding resistance changes in the
RRAM model. The migration of vacancies is constrained within predefined boundaries,
Ndisc,min and Ndisc,max, ensuring that Ndisc remains within this controlled range through-
out the switching process. The JART var model [119] is extended from the v1b model but
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includes both D2D and C2C variations by incorporating a random variation factor into
the disc’s radius, length, and Ndisc constraints.

All the above RRAM models are physical-based and calibrated with measurements.
In the rest of the thesis, we use the Stanford [118] and the JART [110], [119] models to
model the RRAM device, calibrating with new silicon measurement data.

2.3. DESIGN STYLES OF RRAM CELLS
RRAM cells are generally not employed individually; instead, multiple cells are arranged
together in array configurations for practical use as memory. Several common array con-
figurations have been developed to facilitate this, including structures that integrate a
resistor alone (1R), a diode coupled with a resistor (1D-1R), and a transistor combined
with a resistor (1T-1R). These architectures provide various advantages depending on
the specific application requirements and performance trade-offs.
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Figure 2.8: RRAM cell designs. (a) 1R, (b) 1D-1R, (c) 1T-1R.

The simplest cell structure is the 1R configuration, which integrates a single RRAM
device per memory cell, as depicted in Fig. 2.8(a). Each cell is selected and accessed
through two lines: the Bit Line (BL) and the Select Line (SL). One notable benefit of this
configuration is its structural simplicity. However, it suffers from a significant drawback,
known as sneak-path currents, as shown in Fig. 2.9. Sneak paths are unintended con-
duction routes within the memory array, allowing current to bypass the targeted cell.
For example, when cell 1 is accessed via the BL and the SL (e.g., the corresponding BL
is set to VDD and the corresponding SL to GND to read the cell), the current Iprimary will
flow through the cell to determine the state of the memristor. However, the sneak cur-
rent (Isneak) will also flow through the sneak paths formed by the other three cells. The
total output current will be higher than Iprimary. Thus, the sneak path restricts the read
margin and may result in read errors. This increased overall current degrades the sens-
ing accuracy and reduces the effective read margin, potentially causing read operation
failures. The presence of sneak paths thus poses a major limitation on reliability for 1R
memory architectures.

To mitigate the sneak path issue, a bidirectional diode can be placed within each
memory cell at the cross-points of RRAM arrays, as can be seen in Fig. 2.8(b). This diode
permits current flow in both directions selectively, thus minimizing undesired currents.
However, the use of a bidirectional diode restricts device selection to unipolar RRAM
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Figure 2.9: Sneak path in a 2 × 2 1R array.

technologies and necessitates higher operating voltages to effectively write data. Con-
sequently, this solution increases the overall energy consumption of the memory cells
and could pose substantial challenges, especially at advanced technology nodes where
voltage scaling is critical.

Alternatively, the 1T-1R architecture integrates a transistor in series with each RRAM
cell. This transistor serves as an access device, effectively eliminating sneak path cur-
rents by allowing selective access to each individual cell. Although the 1T-1R configura-
tion significantly enhances control over bipolar RRAM operations, it compromises cell
density due to the additional transistor requirement. The structure of the 1T-1R cell is
demonstrated in Fig. 2.8(c). In this topology, a Word Line (WL) is employed to activate
the transistor, granting selective access to the data stored in a particular row. Meanwhile,
the BL connects directly to the TE of the RRAM, allowing read and write operations, while
the transistor regulates the connection. The trade-off for this improvement in perfor-
mance and reliability is a higher cell area overhead. Due to its effective management of
sneak paths and improved reliability, the 1T-1R configuration has become the predomi-
nant choice for constructing practical and reliable RRAM arrays.

Because the 1T-1R design provides the best control, this cell design is the most com-
mon structure for the RRAM array and is adopted in this thesis.

2.4. RRAM SYSTEM ARCHITECTURE AND CIRCUIT DESIGN
This section describes a typical RRAM architecture. First, an overall structure of the ar-
chitecture is presented, followed by a detailed discussion of its components (peripheral
circuits).

2.4.1. RRAM ARRAY OVERVIEW

Fig. 2.10 illustrates an overview of an RRAM array architecture. The cell array is com-
posed of four 1T-1R cells (see Fig. 2.8(c)), with each cell storing one bit of data. This
particular design utilizes a single-port configuration, meaning it provides only one set of
address inputs and control signals, allowing either a read or write operation at any given
moment. Data storage in these cells is achieved by setting the device resistance to ei-
ther a high (‘0’ state) or a low (‘1’ state) value, representing binary states. Accessing data
within this structure is managed by external peripheral circuits. Specifically, cells aligned



2

28 2. BACKGROUND

7/30/2025 9

W
L
 D

e
c
o
d
e
r

Sense Amplifiers

S
L
 D

ri
v
e
r

CS

SEN

WL_EN

CS
Col. Addr.

Decoder

Column

AddressData-out

BL Driver

Write/Read CS

WL0

WL1

SL1

SL0

BL0 BL1

int0 int1

int2 int3

Cb

Row 

Address

DATA_IN

RESET

Cr

Cd
Cc

Figure 2.10: A 2×2 RRAM circuit architecture.

along a common row share the WL and SL, whereas cells within the same column share
the BL. Peripheral circuitry includes essential components such as row and column Ad-
dress Decoders (AD), a Write Driver (WD), and a Sense Amplifier (SA). Voltage pulses
for addressing cells are generated and applied by these peripheral drivers. Fig. 2.10 ex-
plicitly demonstrates these necessary peripheral components, including WL, SL, and BL
drivers, alongside the SA. During operation, the row decoder activates the appropriate
WL, while the column decoder generates Column Select (CS) signals, enabling the read
or write processes for targeted cells. Finally, the SA employed here functions similarly to
those previously presented in the literature (e.g., [50]), effectively sensing and amplifying
the stored resistance states of the selected RRAM cells.

2.4.2. PERIPHERAL CIRCUITS
Next, we explain the above peripheral circuits in detail, which include AD, SA, and WD.
These circuits ensure effective execution of read and write processes.

ADDRESS DECODERS
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Figure 2.11: Address decoder.

The column address decoder and the WL decoder translate the provided addresses
into their corresponding CS and WL signals. Fig. 2.11 illustrates an example of an address
decoder, decoding a 4-bit address n, composed of bits A0, A2, A3, and A4, into an in-
ternal line designated as nA. For the column address decoder, this decoded line directly
acts as the CS signal. For the WL decoder, the signal nA is combined with the enable
signal W LEN via an AND gate, generating the word line W Ln . Additionally, this decoded
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signal is connected to the SL through the WL input line. The W LEN signal ensures pre-
cise timing control over WL activation, preventing unintended selection of word lines
during address transitions.

WRITE DRIVERS

The write drivers, which include the BL driver and the SL driver in RRAMs, are essential
for managing the direction and magnitude of the write current, which determines the
switching of the RRAM state from LRS to HRS and vice versa. Fig. 2.12 illustrates a typical
configuration of a WD, comprising four transistors (C tr _SET , /C tr _SET , C tr _RESET ,
and /C tr _RESET ). These transistors are sized relatively large to reduce the channel’s
resistance, thereby maximizing the voltage effectively applied across the MTJ and mini-
mizing voltage losses within the driver circuit itself.
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Figure 2.12: The schematic of circuit with write drivers and the currents of w1 and w0.

During the w1 operation, transistors C tr _SET and /C tr _SET are activated, while
transistors C tr _RESET and /C tr _RESET remain deactivated. In this arrangement, a
current path is created from BL to SL, causing electrons to flow from TE to BE. This
is the SET operation to switch the RRAM, thus representing a stored bit of ‘1’. Con-
versely, for the w0 operation, transistors C tr _RESET and /C tr _RESET are activated,
and C tr _SET and /C tr _SET are switched off. The direction of the current reverses,
flowing from SL to BL, performing the RESET operation, representing a stored bit of ‘0’.

Transistor sizing in the WD is optimized to provide sufficient current amplitude for
stable MTJ switching. Transistors with larger width-to-length (W/L) ratios are employed
to decrease internal resistance, minimizing voltage losses within the transistor channels.
This ensures an effective write voltage across the MTJ. Such optimization is crucial to
balance between maintaining a reliable switching operation, reducing power consump-
tion, and avoiding device degradation, as insufficient current can cause increased write
errors and overly high current may negatively affect device lifetime.

In the memory array design, the write driver circuit is also controlled by inputs and
address signals. Fig. 2.13(a) illustrates the design and operation of a BL driver, which is
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Figure 2.13: Write drivers. (a) The BL driver, (b) The SL driver.

applied in this thesis. During write mode, indicated by a low Write/Read signal, the tri-
state buffer is activated, allowing data (DATA_IN) to be driven onto the BL. Conversely,
in read mode, indicated by a high Write/Read signal, the tri-state buffer becomes inac-
tive to prevent the BL driver from affecting the performing read operation. Similarly,
Fig. 2.13(b) illustrates the operation of the SL Driver. Normally, it remains at a low logic
level, except when both the RESET signal and the WL_In signal (controlled by the WL
decoder) are simultaneously set to high.

SENSE AMPLIFIERS

The Sense Amplifier (SA) in RRAM detects the stored data by sensing the voltage differ-
ence caused by various resistance states. A regular voltage-based SA [122] architecture
is depicted in Fig. 2.14(a). The SA requires two operating phases depending on the SEN
(Sense Enable) control signal. When SEN is set to ‘0’, the Q and Q nodes are pre-charged
to VDD. When SEN signal is switched to ‘1’, these pre-charged nodes start discharging.
During a read operation, the SA determines the resistance of a cell by comparing it to
a reference cell, achieved through the discharge of the bit line and Reference Line (RL)
connected to the respective cell or reference cell. The reference cell is typically set in the
middle of HRS and LRS. The values of discharged nodes Q and Q are defined as the read
outputs, representing the stored data of the cell. Once SEN returns to low, nodes Q and
Q are both restored to their pre-charge states.
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Next, we present the operation steps in detail. During sensing, the SA compares the
current flowing through the memory cell against a reference path, measuring the dif-
ference between them. The SA has two output nodes, named as Q and its inverse Q.
Fig. 2.14(b) illustrates the voltage behavior of Q and Q during the 0r0 and 1r1 operations.
At the start, the nodes Q and Q are both set to Vread. As the sensing operation progresses,
the discharge rate of each node becomes dependent on the current in its corresponding
branch, influenced by the resistance values of the RRAM cell and reference paths. Tra-
ditionally, the selected reference resistance falls between the RRAM resistance in the ‘0’
and ‘1’ states. During a 0r0 operation, the RRAM is in the ‘0’ state, exhibiting higher re-
sistance and, consequently, a lower read current (Ir ead < Ir e f ). This lower current slows
down the discharge rate of the RRAM path relative to the reference path. Once the volt-
age difference Q−Q surpasses the MOSFET threshold voltage (VTH), the node enters the
recharging (amplifier) phase, and Q falls down toward VDD, as illustrated by the ampli-
fier phase and readout (the red line) in Fig. 2.14(b). In contrast, during a logical ‘1’ read
operation, the RRAM is in the LRS, which has lower resistance and consequently higher
read current (Ir ead > Ir e f ). Under these conditions, the RRAM path discharges faster,
causing the reference path to discharge comparatively slower, and allowing Q to steadily
decrease toward GND, as illustrated in Fig. 2.14(b) (the green line).

To achieve faster sensing, a sufficiently large Ir ead is desirable to accelerate the charg-
ing and discharging processes at Q and Q. However, Ir ead should not exceed a certain
limit to prevent unintended device switching. Moreover, the charging requirement is de-
termined by the MOSFET capacitances within the SA; larger MOS capacitances result in
increased stored charge, prolonging the charge/discharge duration and thus decreasing
read performance. Consequently, carefully balancing the SA circuit parameters and the
Ir ead is essential for optimizing RRAM sensing and read performance.

REFERENCE CELL
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Figure 2.15: The design of reference cells. (a) Reference using a resistor, (b) Reference composed of RRAMs.

Fig. 2.15 illustrates two possible reference-cell designs suitable for use with the pre-
viously described sense amplifier. The first design, depicted in Fig. 2.15(a), employs a
straightforward resistor (i.e., MOSFET channel resistance) whose resistance is set be-
tween Despite its simplicity, this approach occupies significant wafer area and lacks
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adaptability to manufacturing variations. To address these limitations, an alternative de-
sign shown in Fig. 2.15(b) can be implemented. This configuration comprises two pairs
of series-connected RRAM devices placed in parallel. Each pair contains one RRAM de-
vice programmed to LRS (RSET) and another programmed to HRS RRESET, resulting in
an overall equivalent resistance precisely centered between these states. This design
not only reduces cell size compared to the resistor-based reference but also ensures the
reference cell experiences similar effects from process variations as the actual memory
array cells.

2.5. PROTOTYPES AND COMMERCIALIZATIONS OF RRAM
An overview of current RRAM chips is provided in this section. First, we concentrate on
both prototypes developed and commercially available RRAMs by research institutions
and businesses. Next, we will provide a perspective overview of potential applications of
RRAMs.

2.5.1. PROTOTYPES
Memristor technology, including RRAMs, has been extensively investigated and pro-
totyped by both academia and industry (e.g., Samsung, Micron, Toshiba, and Sony),
as shown in Fig. 2.16. Table 2.2 summarizes key parameters from various reported
RRAM technologies, including details (if available) such as the publication year, de-
veloper/company, fabrication node, oxide (for oxide-based RRAM) or electrolyte (for
CBRAM) materials, memory capacity, read/write latency (write latency is specifically
listed as SET and RESET latency), cell architectures, endurance performance (i.e., how
many cycles the cell can be written), and the resistance ratio (HRS/LRS). These param-
eters provide a comprehensive overview of the current state of RRAM technologies. We
conclude the following points according to the table.

1

4 1. INTRODUCTION

resistive computing architectures; these consist of device, logic, architecture, compiler
and application. Each aspect is further described below.

Device: Resistive computing architectures use resistive switching devices for computa-
tion, such as Resistive RAM (RRAM), Conductive Bridge RAM (CBRAM), Phase Change
Memory (PCM), Spin-Transfer Torque Magnetic RAM (STT-MRAM) [18]. These devices
are also referred to as memristive devices or memristors [19,20]. Memristor technology
is a promising alternative for CMOS technology due to its many advantages including
CMOS process compatibility, near-zero standby power, great scalability, high integration
density and enabling both logic and memories for computation [5,17]. Memristor tech-
nology has been studied by both academia and industry (e.g., Samsung, Micron, Toshiba
and Sony) as shown in Fig. 1.3; the capacity of these memory prototypes are growing
continuously in recent years up to a volume of 32 Gb. However, memristor technology
is also facing major challenges in terms of reliability (e.g., limited endurance), variability
(e.g., cycle-to-cycle variation), low yield and appropriate device modeling [17,19,21] (see
Fig. 1.2).

Figure 1.3: Trends of Emerging Device Technologies [18]

Logic: Many memristor based logic design styles [15,22–36] have been proposed re-
cently. They can be classified using the following criteria:

• Input Data Representation indicates whether the input data are represented by a
resistance or voltage.

• Output Data Representation indicates whether the output data are represented
by a resistance or voltage.

Figure 2.16: Trends of emerging device technologies (reprinted from [123]).

Technology node: Over time, prototypes have adopted increasingly smaller feature
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sizes, further demonstrating RRAM’s compatibility with modern semiconductor tech-
nologies and its potential as a viable memory solution.

Memory capability: The table indicates that the highest recorded memory capacity
was achieved in 2013, when a 32 GB prototype was introduced using 24 nm technology
[137]. Since then, only smaller memory capacities have been reported. This decline
may be attributed to the limited cycle endurance of larger memories or the relatively low
write and read speeds of RRAM. Additionally, the manufacturing complexity of CBRAM
compared to oxide-based RRAM could also be a contributing factor. Furthermore, RRAM
is often utilized in embedded systems, where high memory capacity is not a primary
requirement.

Cell design: The selector is applied widely for cell design, e.g., 1T-1R, 1D-1R. Interest-
ingly, certain cells incorporate FinFET or FDSOI transistors in their fabrication process,
demonstrating the compatibility of RRAM with these advanced semiconductor tech-
nologies.

HRS/LRS ratio: The RHRS/RLRS ratio has gradually decreased over time, which may
indicate improvements in sensing accuracy. This enhancement contributes to increased
chip reliability.

Unbalanced read & write: Read operations are typically faster than write operations.
This is because reading only requires a brief sensing process, whereas writing involves
the formation or rupture of the conductive filament, making it inherently slower. Addi-
tionally, SET operations tend to be faster than RESET operations due to the temperature
feedback effect, which influences the dynamics of CF formation and rupture.

Endurance: Endurance was generally higher in older technology nodes but has con-
sistently decreased in more advanced nodes. Coupled with the observed decline in the
RHRS/RLRS ratio, this suggests that modern RRAM devices may be more prone to write
failures, ultimately limiting their endurance.

2.5.2. COMMERCIALIZATIONS

Many companies are pushing the commercialization of RRAM devices. They can be clas-
sified into two types: 1) standalone RRAM devices serving as external memory in em-
bedded systems, and 2) RRAM Intellectual Property (IP) modules designed for integra-
tion into custom chips. We list representative companies and introduce commercialized
RRAM products below.
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The vast majority of implementations is for embedded memory, 
to replace embedded flash, but a few standalone eNVM prod-
ucts are available, too, and DRAM and SRAM replacements 
are picking up speed in development. Figure 1 summarises this 
solid foothold of eNVM in the semiconductor industry for con-
ventional memory replacement, where by ‘conventional’ we 
mean using eNVM to provide and/or replace the same func-
tionality as flash, DRAM, and SRAM. Amongst the four dis-
cussed technologies, RRAM and MRAM are more developed 
and available than FRAM and PCRAM, and unsurprisingly, 
the most advanced eNVM implementations come from major 
semiconductor companies, such as Samsung and TSMC.

Despite this advanced level of development of eNVM, it 
is still a common occurrence to see new publications in the 
field praising new-found “exceptional” or “highly promising” 
performance, when in reality, there are obvious gaps between 
academia and industry in the field of eNVM.[2,3] For example, it 
is not fruitful to demonstrate a few hundred cycles of resistance 
switching in a novel exotic material and argue that this is prom-
ising for future memory applications. This is because major 
semiconductor companies have already reached advanced 
CMOS processing nodes with consumer-grade performance 
and many orders of magnitude cycling endurance. For memory 
applications, new research will have to improve where the cur-
rent technology is lacking, for example, by demonstrating a 
reliable way to increase the number of switching cycles beyond 
what industry can already deliver. Alternatively, if in the exam-
ple of cycling endurance, a new demonstration cannot com-
pete with existing technology, the underlying research may still 
be valuable to the field if it helps to understand fundamental 
transport mechanisms or address more exploratory fields, such 
as neuromorphic computing or bioelectronics. Similar argu-
ments apply to all other common eNVM metrics. Thus, future 
research in the eNVM area needs to answer the right questions 

and always be geared towards a clear technological or scientific 
goal. For conventional memory replacement, production cost 
is a factor as important as performance,[2] as the market entry 
and exit of the Optane/3D XPoint memory demonstrates. Its 
performance was excellent, but the economies of scale did not 
make it profitable.

Besides the abovementioned conventional use of eNVM, 
they are under investigation for neuromorphic computing and 
new artificial intelligence hardware, and this field is much less 
advanced compared with conventional memory replacement 
with few to no commercially available products available, but 
are picking up speed. The area of emerging AI hardware is wide 
open as it does not seek to replace existing technology, but to 
create completely new forms of computing hardware. Conse-
quently, there is much more room for future development than 
in conventional storage replacement.

eNVM functionality basics
As a reminder and to provide physical context for the later 
company detail examples, we will summarise the basic work-
ing principles of the four key types of eNVM technologies. 
As there are scores of dedicated reviews available on each of 
the approaches, we will keep this very brief and superficial. 
Schematic illustrations are provided in Fig. 2.

FRAM relies on the reversible bi-stable spontaneous polari-
sation of a ferroelectric or anti-ferroelectric material. If a fer-
roelectric insulator replaces the gate dielectric in a metal-oxide 
field-effect transistor, the ‘up’ and ‘down’ polarisation of the 
ferroelectric gate insulator will cause shifts of the transistor 
threshold voltage, as one polarisation direction accumulates 
carriers in the channel, whilst the other depletes them, and the 
difference in threshold voltage can be used to store information. 
Figure 2(a) shows the gate/channel section of such a FeFET. 

MRAM

RRAM

FRAM

PCRAM

2017 2018 2019 2020 2021 2022 2023 2024 2025 2026

40 nm 28 nm

16 nm

28 nm

22 nm

12 nm

22 nm

22 nm

22 nm

28 nm 22 nm

18 nm

28 nm 14 nm 28 nm 8 nm

16 nm

16 nm
28 nm

28 nm

22 nm

28 nm

130 nm

28 nm

28 nm 28 nm

40 nm

14 nm

14 nm

14 nm
22 nm

40 nm

22 nm 22 nm

28 & 22 nm

*

*

*

40 nm

22 nm

Avalanche Technology
Crossbar Inc
GlobalFoundries

Figure 1.   Timeline of recent technology demonstrations of eNVM with respective CMOS nodes. Sources for the different demonstrations 
can be found in the company details sections. Note that we only included companies with confirmed and active consumer products 
(notably, Intel/Micron 3D XPoint is not included, as it was discontinued), but for those, we included both products and research papers. 
*For Fujitsu, information about CMOS node integration could not be found. 2022 was one of their larger RRAM product launches, another 
was at least as early as 2016. For FRAM, 2022 was a major release, but their FRAM mass production started already in 1999. The top 
right inset clarifies companies where the name is not evident from the logo.

Figure 2.17: Timeline of recent technology demonstrations of eNVM with respective CMOS nodes (reprinted
from [152]).
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EMBEDDED RRAM
Fig. 2.17 demonstrates the timeline of recent technology for RRAM applied as Embedded
NVM with respective technology nodes [152]. It is observed that they introduced one of
their major RRAM product lines in 2022, with a previous significant launch occurring as
early as 2016.

TSMC, as a leading semiconductor company, has made significant advancements
in eNVM technology. By late 2017, their 40 nm RRAM technology entered risk produc-
tion and obtained consumer-grade certification with a switching endurance (104 cycles)
comparable to the lower range of NAND flash. By 2022, the 40 nm and 28 nm RRAM
nodes had entered mass production, while the 22 nm node was fully prepared for manu-
facturing [153]. In 2024, TSMC demonstrated an RRAM-integrated macro using a 12 nm
node, marking the smallest CMOS integration presented among the surveyed compa-
nies. Example performance parameters include a write endurance of cycles and a data
retention capability of 10 years at 105 ◦C, the highest retention temperature reported
in this comparison. The macro supports operation across a temperature range of –40
to 125 ◦C, supply voltages from 0.6 V to 0.9 V, word-line voltages exceeding 1.5 V, and
read/write speeds around 21 nm [149].

Weebit Nano, as a prominent startup in the eNVM sector, has developed chips that
are now production-ready on SkyWater’s 130 nm CMOS platform. These chips feature a
read voltage of 1.8 V, programming voltages of 1.8 V and 3.3 V, a read access time of under
20 nm, data retention of 10 years, and endurance of 104 cycles, all within an operating
range of -40 to 125 ◦C. Efforts are underway to qualify this 130 nm architecture for en-
hanced performance, including operation at 150 ◦C, increased endurance of 105 cycles,
and further optimizations as of 2024. Concurrently, Weebit is advancing its RRAM tech-
nology on Global Foundries’ 22 nm platform [154] and has successfully demonstrated
RRAM on CEA-Leti’s 28 nm node in 2022, achieving switching endurance beyond 105

cycles and stable resistance for over 15 hours at 210 ◦C [155].
Infineon has embedded RRAM technology into their automotive-grade AURIX mi-

crocontrollers through a collaboration with TSMC [156]. These devices are specif-
ically designed to meet stringent automotive standards, featuring the integration of
RRAM within the microcontroller architecture. The embedded RRAM supports opera-
tion across a wide temperature range (−40 to 160 ◦C), and meets strict reliability criteria,
including high endurance (more than 105 cycles) and data retention (1000 h), essential
for automotive environments [157].

Fujitsu released details regarding their RRAM technology, highlighting features such
as a wide operating voltage range (1.6–3.6 V), read currents optimized between 1.6 and
3.6 V, write endurance reaching 5×105 cycles, and unlimited endurance for read opera-
tions in 2024 [158]. Additionally, the reported specifications include compatibility with
rapid read speeds, emphasizing robust reliability suitable for high-performance appli-
cations.

RRAM IP
Fig. 2.18 presents the number of IP applications for the four emerging memory technolo-
gies, which has consistently grown over recent years. Among them, RRAM and MRAM
currently hold the largest share, while PCRAM and FeRAM maintain a stable presence,
though with relatively fewer patent filings.
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eNVM intellectual property
Before finally delving into some company technology details, 
we provide a high-level intellectual property (IP) overview by 
summarising search results from the World Intellectual Prop-
erty Organisation (WIPO) database Patentscope. The results are 
presented in Fig. 3 and clearly show the constant increase in 
applied-for IP over the years for the four discussed eNVM tech-
nologies. In line with Fig. 1, RRAM and MRAM are the current 
frontrunner technologies, but the other two are not far behind.

As the results obviously depend on the search parameters, 
Fig. 3 should be viewed as a trend, not an accurate quanti-
fication. With the detailed search parameters provided in the 
figure caption, we used no abbreviations other than RAM (e.g. 
RRAM was written out as “resistive RAM” or “resistive ran-
dom access memory”) to avoid abbreviations in text being asso-
ciated with completely unrelated topics, e.g. PCRAM being 
a common abbreviation for “physical climate risk assessment 
methodology”.

Company details
In the final section before the summary and outlook, we sum-
marise the information we could obtain from company home-
pages, press releases, industry research papers, datasheets, and 
tech blogs. As such, this review part is a bit different from 
typical academic review papers in that many of its references 

Table II.   Summary of top metrics from the detailed company information in the text.

These metrics come from both product information and company research  papers, to provide values ‘to beat’ by future research. The companies 
behind each achievement are included in parentheses and the corresponding  references can be found in the “Company details”  
section below. Comma separations indicate that various companies have demonstrated the performance; slash separation indicates  
collaborations. The flash, DRAM, and SRAM values  are taken from Refs. 5–7. Note that other companies besides SK hynix and TSMC have  
achieved similarly advanced DRAM & SRAM notes; these two are just examples.
*SOM: selector-only memory. 
**Whilst NAND flash has been demonstrated down to the 1X-nm node, NOR flash (for embedded memory) generally stops at 28 nm.

Metric FRAM PCRAM RRAM STT-MRAM NOR flash DRAM SRAM

Endurance 1015 (Infineon, 
Texas Instru-
ments)

 >107 (IBM/
Macronix, SK 
hynix SOM*)

1012 (Samsung) 1016 (Avalanche) 104–106 1016 1016

Retention without 
power

121 years at 85℃, 
11K h at 125℃ 
(Infineon)

 >10 years at 150℃ 
(STMicro)

10 years at 105℃ 
(TSMC)

20 years at 150℃ 
(TSMC), 
106 years at 65℃ 
(Renesas)

 >10 years 100 µs None

Write speed 2 ns (Intel)  ≤20 ns (SK hynix 
SOM*)

5/1 ns set/reset 
(Sony)

1.5 ns (TDK) 0.1–1 ms ∼10 ns ∼1 ns

Read speed 2 ns (Intel)  ≤30 ns (SK hynix 
SOM*)

 <5 ns (Intel) 4 ns (TDK) ∼10 ns ∼10 ns ∼1 ns

Switching voltages 0.5 V (SK hynix)  <3 V (STMicro)  <1–1.5 V (Intel) 0.8–2.0 V (Ava-
lanche)

 >5 V  <1 V  <1 V

Cell write energy  <100 fJ (Intel, 
projected)

 <2.63/1.5–9 pJ 
set/reset (Sam-
sung/KAIST)

5 fJ (Samsung/
POSTECH)

0.7 pJ (Toshiba) ∼100 pJ ∼10 fJ ∼fJ

Integration node 45 nm line pitch 
(Micron)

14 nm (IBM) 12 nm CMOS 
(TSMC)

14 nm CMOS 
(IBM)

28 nm** 10 nm 
(1c) (SK 
hynix)

3 nm (TSMC)

Figure 3.   World Intellectual Property Organisation Patentscope 
search results from 2015 to July 2024 for the four included 
eNVM. The number of IP applications has been steadily increas-
ing over the years. In line with Fig. 1, RRAM and MRAM are 
the frontrunner technologies, but the others are not far behind. 
Patentscope search settings were office = all, languages = en, 
stemming = FALSE, single family = FALSE, and including 
NPL = FALSE. Search terms for the individual eNVM technolo-
gies were as follows: ALLTXT:(“phase change random access 
memory”) or (“phase change RAM”), ALLTXT:(“ferroelectric RAM”) 
or (“ferroelectric random access memory”), ALLTXT:(“resistive 
random access memory”) or (“resistive RAM”), and 
ALLTXT:(“magnetoresistive RAM”) or (“magnetic RAM”) or (“mag-
netoresistive random access memory”) or (“magnetic random 
access memory”).

Figure 2.18: Word IP organization patent scope search results from 2015 to July 2024 (reprinted from [152]).

Dialog Semiconductor: They initially licensed its CBRAM technology to Global
Foundries in 2020. After Renesas acquired Dialog in 2021, Global Foundries subse-
quently purchased the full rights to the CBRAM IP from Renesas in 2023.

Crossbar Inc.: They have commercialized the RRAM technology, employing it in ap-
plications such as mobile computing and AI. Rather than engaging in direct manufactur-
ing, Crossbar appears focused on licensing its IP, particularly targeting advanced nodes
like 2X nm and 1X nm. For instance, in 2018, Crossbar licensed its core 28 nm RRAM
technology to Microsemi. This licensing model aligns with their ongoing strategy of IP
commercialization, particularly aimed at advanced technology nodes, enabling further
integration by external manufacturers.

2.5.3. RRAM APPLICATIONS

The primary goal of an eNVM is its effective utilization in memory storage solutions.
RRAM technology shows promise as a replacement for existing memory devices, pro-
vided it meets critical performance criteria. However, widespread adoption depends
not only on achieving superior specifications but also on overcoming additional barriers
posed by existing memory solutions, such as mature manufacturing processes, estab-
lished market presence, and competitive performance [159]. Furthermore, factors in-
cluding cost competitiveness, compatibility with current infrastructure, and scalability
must be addressed before new technologies can effectively penetrate the market. Basi-
cally, the RRAM devices are potentially to be used as follows.

LARGE STORAGE CLASS MEMORY

A significant performance gap exists between storage and memory technologies [7]. For
example, NAND flash is nonvolatile but limited in speed and endurance, whereas DRAM
offers high speed but sacrifices data retention due to volatility [4]. This gap can substan-
tially impact overall system performance and cost. Consequently, developing a ‘Storage
Class Memory (SCM)’ that effectively combines nonvolatility, speed, endurance, and
retention remains a critical yet challenging goal [85]. Currently, RRAM devices have
demonstrated significant potential, positioning them as leading candidates for use as
SCM solutions [75], [160].
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ENERGY EFFICIENT COMPUTING-IN-MEMORY ARCHITECTURES

Computing-in-Memory (CIM), which breaks the conventional separation between
memory and processing units, has emerged as a promising paradigm to overcome the
data-movement bottleneck of von Neumann architectures [161]–[165]. By directly per-
forming operations such as vector–matrix multiplications within memory arrays, CIM
can drastically improve energy efficiency and throughput. Among various device candi-
dates, RRAM is particularly attractive due to its non-volatility, high density, and capabil-
ity of supporting both digital and analog switching modes. In the analog mode, the con-
ductance of RRAM cells can be finely tuned, enabling efficient implementation of multi-
ply–accumulate operations central to artificial intelligence workloads. Furthermore, the
compatibility of RRAM with CMOS technology makes it feasible to build compact, high-
performance CIM systems. As demonstrated in several recent works, memristor-based
CIM architectures are being applied not only in conventional AI acceleration but also
in emerging domains such as taxonomic profiling and biomedical signal analysis [37],
[166]–[170]. Therefore, incorporating analog-type RRAM devices into CMOS circuits
provides a robust pathway toward scalable, energy-efficient computing-in-memory ar-
chitectures for future AI and machine learning applications [171].

NEUROMORPHIC COMPUTING

Neuromorphic computing, also known as brain-inspired computing, represents a
promising new application area beyond traditional memory [95], [172], [173]. Compared
with conventional von Neumann architectures, the human brain efficiently executes
sophisticated tasks such as pattern recognition and inference while consuming signif-
icantly less power. A key feature of neural networks is Spike-Time-Dependent Plastic-
ity (STDP), a well-established learning principle based on synaptic weight adjustments.
RRAM devices, which exhibit either digital or analog switching, become particularly
valuable in neuromorphic computing if they can precisely modulate their conductance
levels through analog switching [174]. Thanks to its compatibility with CMOS integra-
tion, RRAM technology can effectively address critical challenges in artificial intelligence
applications [175]. Hence, incorporating analog-type RRAM devices into CMOS could
provide a robust solution for developing compact, energy-efficient neural computing
systems.

HARDWARE SECURITY

Although the inherent stochastic behaviors of eNVMs are typically undesirable for mem-
ory storage applications, these unpredictable variations can serve effectively as sources
of entropy in security oriented implementations. Specifically, variations stemming from
resistance states, which pose reliability concerns in memory applications, can be benefi-
cially utilized as entropy sources for security. The intrinsic randomness present in eNVM
devices, often seen through C2C and D2D variability of resistance states (LRS or HRS),
can be leveraged in True Random Number Generators (TRNGs) [176]. This randomness
is particularly valuable for security purposes, such as generating cryptographic keys.
Thus, while stochasticity might pose reliability issues in conventional memory contexts,
it provides significant opportunities for enhancing hardware security.





3
RRAM MANUFACTURING,

DEFECTS, AND NON-IDEALITIES

Manufacturing RRAM devices involves modifications to the standard CMOS fabrication
procedures, as conventional processes alone are not sufficient. This is because the typical
fabrication methods for CMOS devices don’t inherently accommodate the materials and
processes required by RRAM technology. As a result, specialized integration steps must
be introduced. In this chapter, we thoroughly examine the RRAM device, starting with
a comprehensive description of its physical structure and integration strategies. Subse-
quently, the detailed fabrication flow of RRAM is discussed, including critical phases such
as Front-End-Of-Line (FEOL), Back-End-Of-Line (BEOL), and the filament-forming pro-
cess. Alongside these steps, the unique considerations associated with each stage are ex-
plored. Finally, the potential defects arising throughout these manufacturing stages are
identified and analyzed, providing insights into how each affects device performance and
overall non-idealities (both time zero and time dependent).

39
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3.1. MANUFACTURING PROCESS OVERVIEW
The fabrication process of integrated RRAM typically consists of three main stages:
Front-End-Of-Line (FEOL), Back-End-Of-Line (BEOL), and filament formation. A
schematic overview of this process flow is provided in Fig. 3.1 [85], [106], [107], [177].
Initially, transistors are fabricated on the silicon wafer during the FEOL phase. Following
this, metal interconnects and memory devices are integrated during the BEOL phase.
Finally, the conductive filament is established through a dedicated forming step, com-
pleting the manufacturing sequence. Next, we will introduce each step in detail.
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Figure 3.1: General manufacturing process of RRAM (right part reprinted from [85]).

3.1.1. FRONT-END-OF-LINE
Transistors are assembled on the wafer during the FEOL fabrication stage through a se-
quence of iterative processes, each of which contributes to the formation of distinct
structural components. A material layer is deposited or grows on top of the substrate.
This layer could be silicon oxide for insulation, a different type of oxide for the gate, or
metal for connections. The process covers the whole surface of the substrate evenly. A
photoresist layer is subsequently applied, and the desired patterns are defined through
lithography. The underlying material is selectively exposed by selectively removing ei-
ther the exposed or unexposed regions of the photoresist, depending on the process
requirements. During this phase, the exposed regions are subjected to additional pro-
cessing, including etching to modify the material’s morphology or ion implantation to
modify its electrical properties. The transistor’s precise structural definition and func-
tionality are guaranteed by the systematic repetition of these fabrication stages in the
construction of various sections.

3.1.2. BACK-END-OF-LINE
The subsequent stage in manufacturing is the BEOL, which involves forming metal inter-
connects and integrating the RRAM devices. The fabrication of these layers utilizes de-
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position and lithography techniques similar to those employed in the FEOL phase. Once
these lower metal layers are established, fabrication of the RRAM device itself begins.
Initially, the BE, which links to the underlying metal layer, is deposited and patterned.
Following the formation of the BE, the oxide layer is deposited on its surface. To reduce
variability in device characteristics, precise control over the oxide thickness and defect
density—both within the oxide and at its interfaces—is essential. Consequently, Atomic
Layer Deposition (ALD) is commonly preferred over Physical Vapor Deposition (PVD),
as ALD allows superior control of these parameters [118], [177]. The next step in the fab-
rication process is the deposition of the capping layer. If a capping layer is not required,
this step is omitted, and production proceeds directly to the TE. The individual mem-
ristive devices are subsequently separated by etching the layer of materials. Lastly, the
memristive device is electrically isolated from surrounding structures, ensuring proper
functionality. The fabrication then proceeds with the deposition of the next metal layer,
following the standard BEOL workflow used in conventional CMOS manufacturing.

3.1.3. FORMING PROCESS

waveforms with increasing maximum voltages, each step being
followed by a current read operation that monitor the cell
resistance. When a cell reaches a predefined read current value
after the pulse application the procedure is interrupted, so that
all cells are brought into a comparable electrical condition. In fact,
even if the cell requires longer forming time, IFV offers a superior
advantage by significantly reducing the cumulative number of
Set/Reset pulses during cycling and, consequently, the overall
power consumption of the memory peripheral circuitry. After-
forming modeling of Reset I–V operations has been performed
through Quantum-Point Contact (QPC) model [14], showing that
if a too high conductance is reached during forming the filament
became hard to disrupt in the successive Reset operation, resulting
in faulty behavior [11,15]. Moreover, it is shown that thanks to
the verify procedure implemented during forming such faulty
behavior can be avoided.

2. Memory architecture

The architecture of the 4 kbits arrays and the structure of RRAM
cell characterized in this work are depicted in Fig. 1. The memory
cells consist in a select NMOS transistor manufactured in 0.25 lm
BiCMOS technology, which also sets the current compliance, whose
drain is in series to a variable resistor (i.e., the resistive switching
element) connected to the bitlines. The variable resistor is a MIM
stack constituted by: 150 nm TiN top and bottom electrode layers
deposited by magnetron sputtering, a 10 nm metallic Ti layer
acting as oxygen exchange layer, and a 9 nm HfO2 AVD-deposited
layer [5]. The resistor area is equal to 1 lm2.

3. Experimental setup

Table 1 summarizes the Forming, Set, Reset and Read parame-
ters used in this work. Three different forming schemes have been
characterized:

(a) Single pulse, denoted as Pulse in Fig. 2(a): VBL = 3.5 V,
VWL = 1.4 V, with pulse duration Tpulse ¼ 10 ls and a finite
trise ¼ tfall ¼ 1 ls to avoid overshoot effects [16].

(b) Incremental Form, denoted as IF in Fig. 2(b): the bitline volt-
age VBL was increased with a sequence of increasing voltage
pulses from 2 to 3.5 V with DVBL equal to 0.1 V, a wordline
voltage VWL of 1.4 V and Tpulse ¼ 10 ls, trise ¼ tfall ¼ 1 ls.

(c) Incremental Form and Verify (IFV), Fig. 2(c): pulses were
applied with increasing VBL from 2 V up to 3.5 V with two
different DVBL equal to 0.1 V and 0.01 V, respectively,
VWL ¼ 1:4 V and Tpulse ¼ 10 ls, trise ¼ tfall ¼ 1 ls.

After each forming pulse the cell read current Iread was
measured: if Iread > 19 lA the forming process was interrupted
and the cell marked as formed. Fig. 3 shows the distributions of
the IFV forming voltages, confirming that the specific voltage
conditions triggering the forming behavior are quite different for
each cell within the array.

All the forming schemes considered in this paper base on
pulse widths of 10 ls. This is mainly due by two factors:
performance/variability concerns, and technological limitations of
the integrated array. Concerning the former factor, the authors
have tried different pulse widths for IFV forming scheme using
DVBL ¼ 0:01 V: 100 ns, 1 ls, and 10 ls. As shown in Fig. 4, the
lower is the pulse width, the lower is the energy supplied to the
cell for the forming operation, leading to poor forming yield and
large inter-cell variability [17]. The trend of the results reported
here applies also for IFV with larger DVBL and for IF, and Pulse

scheme. From the technology viewpoint, it must be reminded that
the developed 4 kbits arrays feature a peripheral circuitry that
drives and routes all the signals on the memory cells through large
multiplexers and selectors that, along with the process-induced
variability, limits the duration of pulse width on a narrow range
of values. However, the results shown in this paper and the exper-
imental methodology, especially concerning the IFV scheme, apply

Fig. 1. Schematic of the 4 kbits arrays characterized in this work and structure of a
RRAM cell.

Table 1
Summary of Forming, Set, Reset and Read parameters.

Operation (V) VBL (V) VSL (V) VWL Tpulse (ls)

Pulse Form 3.5 0 1.4 10
IF Form (DVBL ¼ 0:1 V) 2–3.5 0 1.4 10
IFV Form (DVBL ¼ 0:1 V) 2–3.5 0 1.4 10
IFV Form (DVBL ¼ 0:01 V) 2–3.5 0 1.4 10
Set (DVBL ¼ 0:1 V) 1.5–3.5 0 1.4 10
Reset (DVSL ¼ 0:1 V) 0 1.5–3.5 2.8 10
Read 0.2 0 1.4 10

Fig. 2. Pulse (a), IF (b) and IFV (c) schemes.

18 A. Grossi et al. / Solid-State Electronics 115 (2016) 17–25

Figure 3.2: Controllable forming pulse and read verification scheme (reprinted from [178]).

A CF is formed within the oxide layer during the final stage of RRAM fabrication. The
conditions under which this formation occurs significantly influence the geometry of
the filament. Typically, the required forming voltage (Vforming) exceeds both the VSET and
VRESET values [179]. While a higher Vforming accelerates CF formation, it also increases the
risk of oxide breakdown [180]. To mitigate this risk, adaptive forming techniques can be
employed, where Vforming is dynamically adjusted based on real-time CF development
monitoring [178], [181]. Fig. 3.2 illustrates an example of such a method, in which short
voltage pulses are applied sequentially, with resistance verification conducted after each
pulse. If the target resistance has not yet been achieved, the voltage of the subsequent
pulse is incrementally increased until the desired resistance level is attained.

In addition to Vforming, the forming current (Iforming) passing through RRAM devices
is another critical factor influencing device characteristics. When Iforming is higher, CFs
tend to be wider, which means lower resistance and less variation. When Iforming is lower,
CFs tend to be thinner, which means higher resistance and more variation [106], [179],
[182]–[184]. To ensure device stability, Iforming should be kept as consistent as possible,
as fluctuations can introduce long-term resistance deviations [185].

Beyond forming conditions, device geometry and structure also play a significant
role. Smaller devices tend to exhibit higher resistance due to a lower probability of CF
formation, while larger devices have an increased probability of forming a stable CF
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Table 3.1: Overview of RRAM manufacturing defects across different process stages.

FEOL BEOL
Transistor Interconnection RRAM Device

Patterning proximity Opens Electrode roughness
Line roughness Shorts Polish variations

Polish variations Line roughness Varying defect density
Anneal Irregular shapes Dimensional variations
Strain Big bubbles Lower capping layer binding capacity

Gate granularity Small particles Material redeposition
Dielectric variations Over/Under-forming

Interface ion depletion

[107], [180], [184]. Finally, variations in structural properties, such as material composi-
tion and electrode configuration, can further impact the filament formation process and
overall device performance.

3.2. RRAM DEFECTS AND CLASSIFICATIONS
Defects arising during the fabrication of RRAM can be categorized into three groups:
transistor-related defects, interconnection defects, and defects specific to the RRAM de-
vice itself. Table 3.1 summarizes these defects based on this categorization. The sub-
sequent sections provide an in-depth discussion of each defect type and its occurrence
throughout the manufacturing process.

3.2.1. TRANSISTOR-RELATED DEFECTS
Transistor-related defects exist in the FEOL step, where various defects can arise. Kuhn,
Giles, Becher, et al. classify into two main types: historical defects and emerging defects
[186].

Historical defects, which have been present across multiple technology generations,
include several key issues [187]:

• Patterning proximity effects, where unintended exposure to photons affects areas
outside the intended pattern.

• Line-edge and line-width roughness, caused by photon fluctuations during lithog-
raphy, leading to irregular pattern edges.

• Polish variations, which result in non-uniform layer thickness during planariza-
tion.

• Gate dielectric inconsistencies, where defects within the gate oxide material lead
to variations in electrical properties.

On the other hand, emerging defects have become increasingly significant in ad-
vanced, smaller technology nodes [186]:

• Random dopant and anneal fluctuations, where minor variations in doping con-
centrations significantly impact transistor performance due to the reduced num-
ber of dopant atoms in the device.
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• Mechanical strain, where nanoscale structures induce stress on adjacent regions
of the wafer, potentially affecting reliability.

• Gate material granularity, where the gate is not perfectly uniform but exhibits
structural variability, influencing electrical behavior.

3.2.2. RRAM CONVENTIONAL DEFECTS
Conventional defects are outside of the RRAM device, i.e., interconnects and contacts. In
FEOL, conventional defects that may arise include semiconductor contamination, crys-
tal lattice irregularities, big bubbles, and small particles [188]. Typically, they are studied
and modeled by resistive bridges, opens, and shorts [189].

During the BEOL process, metallization procedures for the lower layers closely fol-
low standard production processes, meaning common manufacturing defects, such as
alignment inaccuracies or particle contamination, can still occur. Misalignment or par-
ticle contamination may cause degraded interconnect quality, leading to increased wire
resistance. Additionally, lithography-related imperfections like line-edge roughness can
lead to irregular shapes, affecting wire capacitance and resistance, and consequently de-
grading RRAM performance. Increased wire resistance diminishes the voltage reaching
the RRAM device, constraining its switching operation, whereas higher capacitance may
introduce undesired cross-talk between adjacent interconnects.

3.2.3. RRAM UNIQUE DEFECTS
Unique defects are intrinsic to the RRAM device and remain relatively unexplored. Both
the BEOL and forming processes can cause them. We will summarize them according to
each manufacturing step.

RRAM UNIQUE DEFECTS IN BEOL
Electrochemical and Solid-State Letters, 15 (4) H136-H139 (2012) H137
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Figure 1. HRTEM images of HfOx on (a) the RBE and (b) the CBE
layer after PMA of 450◦C for 5 min; (c) the X-ray diffraction spectra for
as-prepared HfOx/RBE, as-prepared HfOx/CBE, annealed HfOx/RBE and
annealed HfOx/CBE.

layer on rough TiN BE is ∼1.1 nm as measured by atomic force
microscopy, which is higher than that of the CBE sample (0.3 nm).
In Fig. 2a, the typical I-V curves for the RBE and CBE devices

during the initial forming and first RESET step are presented. The
compliance current was set at 10 μA to avoid permanent damage
in both devices. The leakage current measured at 0.1 V in the pris-
tine CBE device is two orders of magnitude lower than that in the
RBE ones. The Weibull distributions of the forming voltage (VF) for
the CBE and RBE devices are presented in Fig. 2b. The VF of the
CBE devices (∼2.2 V @ 63.2%) are higher than that of RBE devices
(1.8 V @ 63.2%). The HfOx film with nanocrystals embedded in an
amorphous matrix for the CBE device requires more defects traps dur-
ing the forming step to cause the insulator to undergo soft-breakdown.
This result is responsible for the high VF of the CBE device.14 The
smooth BE leads to the CBE devices with high VF and a low leakage
current. The amplitude of current overshoot was reported to increase
with the increment of VF and affect the filament configuration and
quality in the RM with 1R configuration.15 The first low-resistance
state (LRS) of the CBE device appears at a lower resistance, as shown
in Fig. 2a. In Fig. 2c, the Weibull plot of the resistance of the initial

resistance state (IRS) and the first RESET for the CBE and RBE de-
vices are depicted. Owing to the pristine CBE devices with a higher
resistance of IRS and serious current overshoot with relatively higher
VF, the lower resistance of the first LRS than that of the RBE ones
is observed [Figs. 2a and 2c]. However, the subsequent RESET volt-
age of the RM devices in this work seem to be insensitive to the BE
roughness (not shown here). The typical I-V curves for the CBE and
RBE devices in the double voltage sweep are shown in Fig. 2d. Both
of the devices can be stably operated in the BRS mode during the
initial several switching cycles. The HfOx film with less polycrys-
talline structure suffers harder breakdown during the forming/SET
step; hence, the current overshoot of the CBE device is more seri-
ous than that of the RBE device. This property results in a low LRS
value of the CBE device. The resistance ratio of the HRS to the LRS
(R ratio) of the CBE device is one or two orders of magnitude larger
than that of the RBE device. A high-quality recovery oxide formed
in the CBE device during the first RESET step may be responsible
for these results. The possible scenario is described as follows. The
conductive filaments are generated in the HfOX device during the
forming/SET step. The RESET switching in the RM was reported to
be determined by the rupture of the filaments with recombination of
the mobile O ions during the voltage sweep along negative polarity.9

For the CBE devices with high VF, more O ions were extracted to the
TiO capping layer, which serves as a reservoir of the O ions. Mean-
while, strong conductive filaments are generated and lead to the CBE
devices with high conductivity LRS. In the subsequent RESET step
along the negative polarity, these surplus oxygen ions will be pushed
back andwill recombinewith the oxygen vacancies in the proximity of
the percolation paths. The conductive filaments will be ruptured with
excessively migrated O ions and form a higher-resistance recovery
oxide at the same time. Thus, the CBE device exhibits high resistivity
in the HRS. Although the current overshoot was reported to damage
the recovery oxide in HfOX-based bipolar RM,16 compared to the de-
vice with RBE, the current overshoot in the CBE device may assist the
formation of a highly resistive recovery oxide during the RESET step.
Hence, the R ratio of CBE device (1000 ∼ 5000) will be larger than
that of the RBE (∼250) device in the beginning few switching cycles.
The endurance of CBE and RBE devices with 1R configuration

are presented in Fig. 3. The resistance of HRS and LRS for the device
with RBE are well resolved, with a high resistance-ratio (>100) after
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Figure 3.3: The comparison between electrodes (reprinted from [190]). (a) Unpolished electrode, (b) Polished
electrode after post-meatal annealing.
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used in all cases. From these results one can conclude, first,

that the RS observed at the device level is controlled by a

very small area featuring higher current and sufficiently

lower BD voltage values. Moreover, since the major differ-

ence between the samples B1 and B2 is the degree of crystal-

lization of the high-k dielectric (from polycrystalline to

amorphous), RS is strongly linked to the crystallinity of the

HfO2 film: RS is observed only in the polycrystalline sam-

ples A and B1, specifically, in the electrically “weak” sites

exhibiting higher currents and lower BD voltages.

Current images of the HfO2 films in the samples A, B1,

and B2 were also collected with the CAFM to identify the

RS positions. Fig. 3 presents typical current maps obtained

in each samples type. Note that lower currents are measured

in sample A. Although the effect of thickness fluctuations of

the HfO2 film cannot be ruled out as a possible origin of

leaky sites, the observation of granular structures, which

include non-conductive areas (�150 nm, dashed circles) sur-

rounded by the conductive borders, suggests that the conduc-

tive borders can be attributed to the grain boundaries,

consistent with the earlier reports.13,14 This assumption is

further supported by the fact that the non-conductive grains

are in the same size range as the crystal grains measured by

XRD. Analysis of the sample B1 (Fig. 3(b), also polycrystal-

line) yields similar results,14 however, in these case, the

nanocrystals seem to be smaller than in sample A, which

should be expected due to smaller thickness of sample B1.

Note that in samples A and B1, the probability of probing a

GB by the CAFM tip at a randomly selected location, and

therefore observing the RS, is much smaller than contacting

a grain, which explains a low count for the RS sites in our

measurements. On the contrary, in the amorphous sample B2

(where no RS-sites were detected), such granular structure is

not observed, while the conduction is much more homogene-

ous. In this sample, the leaky sites are probably related to

dielectric thickness fluctuations and/or presence of randomly

distributed defects.

The above results demonstrate that only the polycrystal-

line HfO2 dielectrics exhibit the RS phenomenon, which is

basically registered at the GBs. Earlier reports have sug-

gested that higher conductivity of the GBs comparing to that

of the grains is related to an excess of the oxygen vacancies

at the GBs, which were shown to control the trap assisted

tunneling current through the dielectric:15 Higher currents

are associated with lower breakdown voltages along the cur-

rent paths, as observed in Fig. 2(a). Lower forming voltages

ensure smaller cross-sections of the created CFs, in part by

limiting the overshoot current during the transient BD event,

which is too fast to be controlled by the compliance limit set

on the electrical tester.16,17 The CF with a smaller radius is

easier to reoxidate during the re-set operation thus enabling a

transition to the HRS and subsequent switching.18

In conclusion, the RS phenomenon in the amorphous

and polycrystalline HfO2 films has been analyzed at the

nanoscale and device levels. The results show strong similar-

ities between the device and nanoscale RS features suggest-

ing that the RS in RRAM devices is controlled by a localized

process taking place at the nano-size area of the dielectrics.

The local IV curves obtained with the ECAFM point out that

RS is only observed at those CF which were formed at suffi-

ciently low voltages at the electrically leaky sites located at

the grain boundaries in the polycrystalline samples. This

result is consistent with the previously reported high concen-

tration of the oxygen vacancies at the GBs, which are respon-

sible for higher observed leakage currents along the GBs.

This work has been partially supported by the Spanish

MICINN (TEC2010-16126), the Generalitat de Catalunya

(2009SGR-783 and 2010-BE1-00877), and the National Nat-

ural Science Foundation of China (Nos. 60671022 and

60906040).

1C. Rohde, B. J. Choi, D. S. Jeong, S. Choi, J. S. Zhao, and C. S. Hwang,

Appl. Phys. Lett. 86, 262907 (2005).
2B. J. Choi, S. Choi, K. M. Kim, Y. C. Shin, C. S. Hwang, S. Y. Hwang, S.

S. Cho, S. Park, and S. K. Hong, Appl. Phys. Lett. 89, 012906 (2006).
3C. Rossel, G. I. Meijer, D. Bremaud, and D. Widmer, J. Appl. Phys. 90,

2892 (2001).
4I. G. Baek, M. S. Lee, S. Seo, M. J. Lee, D. H. Seo, D. S. Suh, J. C. Park,

S. O. Park, H. S. Kim, I. K. Yoo, U. I. Chung, and J. T. Moon, in Proceed-
ings of the 2004 International Electron Device Meeting, 13–15 December
(IEEE, San Francisco, CA, 2004), p. 587.

5G. I. Meijer, Science 319, 1625 (2008).
6M. J. Rozenberg, I. H. Inoue, and M. J. Sanchez, Phys. Rev. Lett. 92,

178302 (2004).
7R. Waser and M. Aono, Nature Mater. 6(11), 833–840 (2007).
8A. Crespo-Yepes, J. Martin-Martinez, R. Rodriguez, M. Nafria, and X.

Aymerich, Microelectron. Reliab. 49(9–11), 1024–1028 (2009).
9X. Blasco, M. Nafria, and X. Aymerich, Rev. Sci. Instrum. 76(1), 016105

(2005).
10M. Lanza, M. Porti, M. Nafrı́a, X. Aymerich, E. Wittaker, and B. Hamil-

ton, Rev. Sci. Instrum. 81, 106110 (2010).
11J. Suñé, I. Placencia, N. Barniol, E. Farrés, F. Martı́n, and X. Aymerich,

Thin Solid Films 185(2), 347–362 (1990).
12D. J. DiMaria, E. Cartier, and D. Arnold, J. Appl. Phys. 73(7), 3367–3384

(1993).
13P. Gusev, C. Cabral, Jr., M. Copel, C. D’Emic, and M. Gribelyuk, Micro-

electron. Eng. 69(2–4), 145–151 (2003).
14V. Iglesias, M. Porti, M. Nafrı́a, X. Aymerich, P. Dudek, T. Schroeder,

and G. Bersuker, Appl. Phys. Lett. 97, 262906 (2010).

FIG. 3. Current maps obtained when

scanning the surface of samples A, B1,

and B2 with the tip of the CAFM by

applying the minimum voltage to mea-

sure current above the noise level in

each case. Note that a granular structure

is observed in samples A and B1, with

GBs being more conductive than grains.

Sample B2, which is amorphous, shows

a more homogeneous leaky sites

distribution.

123508-3 Lanza et al. Appl. Phys. Lett. 100, 123508 (2012)

Figure 3.4: Grain boundaries conduct current in oxide (reprinted from [191]).

First, the deposition typically results in surface roughness of the BE. Such rough-
ness creates numerous defects at the interface between the BE and the RRAM oxide
layer, which increases device variability and heightens the risk of hard oxide breakdown.
To mitigate these issues, a Chemical-Mechanical Polishing (CMP) step is performed to
smoothen the BE surface, reducing electrode roughness as depicted in Fig. 3.3. Precise
control during polishing is crucial to avoid introducing additional variations and defects.

Next, during the oxide deposition, the resulting oxide structure may be either poly-
crystalline or amorphous. Polycrystalline structures feature grain boundaries, which in-
herently possess a higher density of defects compared to crystal interiors. These bound-
aries serve as preferential paths for CF formation, as illustrated in Fig. 3.4, where elec-
trical conduction through an HfO2 layer predominantly occurs along grain boundaries
[191], [192]. Variations in crystal sizes directly influence the density and arrangement
of grain boundaries, resulting in broader resistance distributions for polycrystalline ox-
ides than for amorphous ones [193]. On the other hand, amorphous oxides typically
exhibit lower HRS/LRS ratios, making the resistance states more challenging to differen-
tiate clearly [193].

Then, when the capping layer is fabricated, the precise thickness of the capping layer
is less critical, unlike the oxide layer, since it has significantly higher conductivity. As a
result, deposition techniques with lower precision, such as PVD, are commonly used
[107]. However, the capping layer plays a crucial role in oxygen ion binding. It must be
sufficiently thick and appropriately doped to capture all oxygen ions released during the
formation of the CF [103]. A potential issue in this stage is insufficient oxygen binding
capacity, which can lead to device variability. Another example is the ion depletion in
the capping layer, which causes the HRS degradation due to insufficient oxygen ions
that can move back to the oxide [194]. Following this, the TE is deposited using a process
similar to that of the BE, though in many cases, the final polishing step is not required.

Finally, the stack of materials is required to be etched. During this procedure, litho-
graphic inconsistencies can once again introduce variations in device dimensions, ul-
timately impacting the performance of the final RRAM structure [68]. Additionally, the
etching process may cause unintended material redeposition along the sidewalls of the
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Fig. 4. (a) XPS measurement method, (b) XPS spectrum analysis, (c) Comparison of 
etching method: In low-damage etching, Ta2+ and  Ta3+ are low, indicating less 
deoxidization and less free oxygen generation

Fig. 5. (a) Cross-sectional TEM of 
cell. The damaged area at cell edge 
became an invalid area by cell side 
oxidation. (b) EBAC image:  a filament 
was observed for the first time at the 
cell center.

Fig. 11. 100k cycles endurance. After 100k 
cycles,  a sufficient memory window of 17.5 μA 
had been maintained.

Fig. 12. Data retention after 10k cycles 
over 10 years at 85 C. The excellent memory 
window, 13 A, was obtained.  

Fig. 9. Cell size dependence of 10k cycles 
and data retention (85 C, 10 years), based 
on few-bit evaluation. 
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Fig. 6. Oxidized thickness at cell side. (a)Exposed cell:  
Free oxygen diffuses into cell from the area around the cell. 
(b) Encapsulated cell:  Diffusion of free oxygen was 
completely prevented.

Fig. 8.  Data retention at 85 C. The tail bits were clearly 
improved by filament control:  low-damage etching, cell 
side oxidation and encapsulated cell structure.
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(b) XPS spectrum analysis
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(a) XPS measurement method
Fig. 1. Cross-sectional TEM of 40-nm 
Ir(TE)/Ta2O5/TaOx/TaN (BE) ReRAM.

Table 1
Process flow of 40-nm ReRAM

Table 2 2-Mbit memory array

Fig. 10. 2-Mbit memory array with 
40-nm 1T1R TaOx-based ReRAM. 
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Figure 3.5: Partial invalidation of sidewall (reprinted from [195]).

device [196], [197]. This redeposition creates unwanted leakage paths, reducing the over-
all device resistance and leading to lower forming voltages and increased resistance vari-
ability [196]. To mitigate redeposition effects, the manufacturing process can be opti-
mized by designing the via connecting to the bottom electrode to be smaller and com-
pletely covered by the electrode, preventing the incorporation of metallic contaminants
[197]. Furthermore, optimizing the etching process to ensure a more vertical profile can
further minimize atomic redeposition along the sidewalls [195]. Research by Hayakawa,
Himeno, Yasuhara, et al. suggests that device uniformity can be improved by deactivat-
ing a strip adjacent to the sidewall, as shown in Fig. 3.5 [195]. This deactivated region
can then be coated with a protective layer, effectively reducing the impact of sidewall
leakage and redeposition effects.

RRAM UNIQUE DEFECTS IN FORMING PROCESS

During the forming process of RRAM, two defects can arise, influencing the device’s per-
formance relative to its intended function. One potential defect is the failure to establish
a CF properly, resulting in the device being permanently stuck in an HRS or even extreme
high resistance, known as an under-forming defect. This occurs when the conditions
necessary for filament formation are insufficient. Conversely, excessive CF formation
can occur due to factors such as uncontrolled forming current, causing the device’s resis-
tance to drop below its intended range, a phenomenon referred to as over-forming [49],
[70]. In extreme cases, an excessively strong forming process can lead to oxide break-
down, permanently shorting the device into an LRS, preventing any switching back to
HRS [180]. Fig. 3.6 illustrates an RRAM cell where the oxide layer has experienced break-
down, especially the formation of CF located at grain boundaries of HfO2 crystals [192],
[198].

3.3. NON-IDEALITY ISSUES IN RRAMS
RRAM devices suffer from non-idealities that may cause functional errors during the
deployment [68]–[70]. Such non-idealities consist of time-zero and time-dependent
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resistive switching in HfO2 -based MIM stacks. Results from the KMC-
FEM model with a 3D percolation framework were further supported
by CAFM and TEM, indicating that the conductive paths at the GB sites
are formed faster than inside the grains, triggering preferable HRS to

LRS switching at GB sites in polycrystalline HfO2. Our device level simu-
lations and experiments demonstrate that the grain boundaries play a
critical role in determining the performance of the resistive switching
process in polycrystalline HfO2 -based RRAM devices.

Fig. 6. (a) Cross-sectional TEMmicrograph of TiN/(~5 nm)HfO2/PtMIM stack, (b) Schematic showing an STM tip placed at the gate electrode of theMIM stack. (c) SEMmicrographs of the
STM tip placed on top of the patterned electrode. (d) Successive I-V characteristics of TiN/HfO2/Pt MIM stack upon stressing for BD to form a low resistive path in HfO2 dielectric.

Fig. 7. (a) STEM-HAADF of the BD region (low resistive path in the polycrystalline HfO2 dielectric) in a TiN/HfO2/Pt MIM stack, indicated by the dotted rectangle. (b) Cross-sectional TEM
micrograph of the BD upon RVS stressing. (c) High-magnification TEM micrograph of the BD region shown in (b). The HfO2 BD occurs between two differently oriented HfO2 grains,
indicating the formation of a conductive path at GB region upon electrical stressing.

208 K. Shubhakar et al. / Microelectronics Reliability 64 (2016) 204–209

Figure 3.6: The breakdown region image in the TiN/HfO2/Pt stack (reprinted from [192]).

ones [71]; the time-zero ones consist of variation, wire parasitic, etc, while the time-
dependent ones consist of endurance, device degradation, resistance drift, etc. Even
if the RRAM chip passes the manufacturing test, it may suffer from in-field functional
errors due to these non-idealities. In this section, we discuss both time-zero and time-
dependent non-idealities in RRAMs.

3.3.1. TIME-ZERO NON-IDEALITIES

• Wire parasitics: The inherent parasitic resistance and capacitance of intercon-
nect wires introduce signal distortions, leading to delay mismatches and voltage
attenuation, which can result in faults [199]. In logic operations, for example, dis-
crepancies arise due to variations in propagation paths—causing reference and
input signals to experience different delays before reaching sensing circuits such
as sense amplifiers. Moreover, as signals travel along the wordline, degradation oc-
curs, particularly in distant columns, reducing the associated current output and
further impacting performance.

• Variation: Two main variations exist in RRAM devices due to an inherent stochas-
tic process of CF growth and dissolution [182], [200]: 1) Device-to-Device (D2D)
variations in the resistance among multiple devices, and 2) Cycle-to-Cycle (C2C)
variations in multiple SET and RESET cycles within a single device. The D2D vari-
ation originates from inconsistencies during the fabrication of RRAM devices, for
example, due to differences in the oxide’s crystalline structure or fluctuations in
forming current. C2C variations come from the random CF generation process in
each cycle, e.g., variations in the length and radius of the CF. The movement of
oxygen ions exhibits variations, which lead to different resistances of RRAM de-
vices per write cycle. Typically, devices in the HRS exhibit higher variations than
in the LRS, which can be explained by the wider CF in the LRS being less affected
by single ions [106], [180]. Furthermore, there are traditional CMOS Process, Volt-
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age, and Temperature (PVT) variations, which can also affect the memory storage
and CIM implementation [201], [202].

Resistance variation in RRAMs refers to the deviation of the programmed resis-
tance from its intended value, potentially causing faults in both storage memory
and CIM implementations [62], [203]. This phenomenon primarily arises from
fabrication inconsistencies and the inherent stochasticity of the device’s physical
processes. Furthermore, fluctuations in process parameters, operating voltage,
and temperature (PVT variations) in standard CMOS manufacturing can exacer-
bate these deviations, further affecting the RRAM reliability. Variations in the pro-
duction process and manufacturing defects can significantly amplify C2C fluctu-
ations, further affecting device stability. For instance, the forming current plays a
crucial role in determining the initial CF structure. A lower forming current tends
to produce narrower CFs, making them more vulnerable to resistance variability
[106], [179]. Additionally, inconsistencies in the polishing process can introduce
defects at the oxide interface, disrupting the formation and dissolution dynam-
ics of the filament, thereby increasing resistance variation [204]. In comparison,
temperature has a relatively minor influence on C2C fluctuations [205].

3.3.2. TIME-DEPENDENT NON-IDEALITIES
• Endurance: RRAMs face endurance limitations due to the inherently disruptive

nature of their programming mechanisms. In RRAM devices, resistive switching
relies on the movement of oxygen ions, where the CF is repeatedly formed and rup-
tured during write operations. However, repeated write cycles progressively de-
grade the ON/OFF resistance ratio, ultimately leading to device failure over time.
Furthermore, multiple writes can cause the device to either get stuck in HRS, or
in LRS [204], [206]. The first issue arises because a RESET operation is excessively
strong, leading to instability in the switching process. Conversely, the second oc-
curs when each SET operation progressively enlarges the CF, making it increasingly
difficult to rupture during subsequent RESET cycles.

• Device degradation: Over time, stress and aging contribute to the degradation of
both CMOS peripheral circuits and RRAMs in circuits [207]. Fig. 3.7 illustrates two
typical endurance degradation measurements and the potential mechanism [207].
These effects are further exacerbated by elevated operating voltages and high tem-
peratures, accelerating wear-out mechanisms and impacting device reliability.

• Conductance drift: Over time, the conductance levels of memristors gradually
shift, which may ultimately result in unintended bit errors or state changes [207].

• Read disturb failure: Read disturb is a phenomenon in which a memory cell ini-
tially returns the correct value during a read operation, but the process itself unin-
tentionally alters the stored data, potentially causing a bit flip. An example of the
read disturb issue is shown in Fig. 3.8.
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Fig.1 (a) Typical endurance degradations observed in the experiments. (b) 
Schematic of endurance degradation mechanisms. over SET: E-field in-
duced extra VO generation during switching enlarges CF size, resulting in 
reducing RHRS and RLRS. over RESET: Extra recombination between O2- 
and VO results in enlarging gap distance, increasing RHRS and RLRS. 

Fig.2 (a) Simulated conductive filament and (b) the corresponding resistance 
varying with switching cycle under different operation schemes. Results reveal 
that CF gap distance increases during over RESET degradation, while the radius 
of CF increases during over SET degradation. The results also demonstrate that 
the operation scheme will impact on the degradation type. 

Fig.3 (a) Schematic of the endurance degradation model. An over rupture region and an over grow region during the switching process are introduced to model 
the endurance degradation. The parameters to characterize those regions are Δx and Δr. Δx and Δr is the difference of gap distance and CF radius between two 
consecutive cycles, respectively. Δx/Δr is determined by the intrinsic effect and the interaction effect between Δr and Δx as the equations described in Fig.3 (b). 
Combining the endurance degradation model with the analytic model of RRAM transient operation as shown in Fig.3 (c), endurance degradation can be inves-
tigated. 
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Figure 3.7: Two typical endurance degradation characteristics (reprinted from [207]). (a) Experiments. (b)
Schematics of endurance degradation mechanisms.

 
 
 

Fig. 10 The jump of RLOW by a simple ramped
voltage method, which makes the devices with 
unipolar characteristics as shown in the inserted
figure. 
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Fig. 14 The typical I-V curves of HfOx and 
HfOx/AlOx devices with bipolar mode. 
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Figure 3.8: The resistance of the device in HRS decreases under stress test (reprinted from [208]).



4
TESTING FOR CONVENTIONAL

DEFECTS

The commercialization of RRAM requires not only high yield, but also higher product
quality and reliability. Hence, it is important to accurately model defects and faults for
efficient test development. In this chapter, a holistic framework is demonstrated to model
interconnect and contact defects, derive fault models, and generate test methods based
on observed fault primitives. This chapter analyzes interconnect and contact defects in
RRAMs, while considering the impact of the memory Data Background (DB), and pro-
poses test solutions. The complete interconnect and contact defect space in a layout-
independent RRAM design is defined. Exhaustive defect injection and circuit simulation
are performed in a systematic manner to derive appropriate fault models, not only for
single-cell and two-cell coupling faults, but also for multi-cell coupling faults where the
DBs are important. The results show the existence of unique 3-cell and 4-cell coupling
faults due to, e.g., the sneak path in the array induced by defects. These unique faults can-
not be detected with traditional RRAM test solutions. Therefore, the chapter introduces a
test generation method that takes into account the DB, which is able to efficiently detect
all these faults; hence, further improving the fault/defect coverage in RRAMs.

Parts of this chapter were published in ETS’23 [64].
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4.1. CONVENTIONAL RRAM TESTING APPROACH
Ensuring the reliability of commercial RRAM production relies heavily on efficient test-
ing. As large-scale manufacturing advances, effective test methodologies become es-
sential for identifying defects and maintaining optimal performance in practical appli-
cations. Due to the intricate nature of the fabrication process and the distinct opera-
tional characteristics of RRAMs, a comprehensive and systematic approach is crucial for
developing robust testing solutions.

An effective test strategy must fulfill several key criteria to ensure both quality and
efficiency in RRAM manufacturing. First, it should provide comprehensive defect cov-
erage, capable of identifying a wide range of conventional and technology-specific de-
fects. Insufficient detection can compromise product reliability and degrade overall
quality. Second, test time optimization is essential for large-scale production. Lengthy
testing procedures increase manufacturing costs and may negatively impact yield, mak-
ing it crucial to strike a balance between thorough defect detection and time efficiency.
Furthermore, an ideal test strategy should minimize yield loss, preventing defect-free
chips from being mistakenly classified as faulty. Excessive yield loss leads to unneces-
sary waste and escalates production expenses. Finally, adaptability to different RRAM
architectures is vital, ensuring the testing methodology remains effective across various
manufacturing conditions and design variations. Next, we will provide a systematic test
approach for RRAMs.

As illustrated in Fig. 4.1, the traditional RRAM test development process follows a
structured three-step approach: defect modeling, fault modeling, and test development
[39]. This framework is designed to systematically identify and address potential defects,
enabling effective, high-coverage, and cost-efficient testing strategies.

March 13, 2025 15

Defect modeling Fault modeling Test development

Defect injected in

RRAM array

Validated 

fault models

Device-aware 

defect modeling
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Defective 
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Defect 

characterization

Defect physical 

mechanism

Figure 4.1: Process of conventional test development

DEFECT MODELING

Defect modeling is a fundamental step in the test development process for RRAM, as it
translates physical manufacturing defects into their corresponding electrical represen-
tations [39]. During fabrication, RRAM devices may encounter defects stemming from
lithography misalignment, etching imperfections, deposition inconsistencies, and other
process variations. These defects can manifest in contacts, interconnects, switching lay-
ers, or peripheral circuits, leading to unintended electrical behaviors.

To systematically evaluate their impact, defects are modeled using electrical cir-
cuit elements. A widely adopted approach is to represent physical defects as resistors
[43]. For example, metal contamination during fabrication may unintentionally create
a conductive path between two normally isolated circuit nodes [209], [210]. This phe-
nomenon is typically modeled as a bridge resistor, where its resistance value determines
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the strength of the defect, i.e., a lower resistance indicates a stronger electrical impact,
whereas a higher resistance suggests a weaker, condition-dependent effect.

Similarly, open defects can be represented as either high-resistance connections or
complete disconnections between previously linked nodes. Such defects often result
from incomplete etching or deposition errors, leading to floating nodes that disrupt
memory operation [209], [210]. In this case, a higher resistance value correlates with
a more severe defect.

By employing defect modeling, physical defects are mapped onto a circuit-level
model that can be analyzed and simulated using tools like Spectre, enabling precise eval-
uation of their electrical impact and facilitating the development of effective test strate-
gies.

FAULT MODELING

Once defects in RRAM are accurately modeled at the electrical level, fault modeling is
performed to examine how these defects translate into faulty memory behaviors during
actual operations [39]. This process involves injecting defect models into circuit simula-
tions and analyzing their impact on memory functionality.

For instance, introducing a bridge resistor between two WLs can result in write dis-
turb faults, where writing to one memory cell unintentionally alters the state of an adja-
cent cell due to unintended leakage paths [43]. Similarly, an open defect in the BL can
lead to read failures, where the sensing circuit fails to accurately decide stored data due
to excessive signal degradation, often caused by insufficient read current [40].

These faulty behaviors are systematically described using fault models, which em-
ploy specific fault notation to categorize different failure mechanisms [40]. Fault mod-
els are crucial for designing effective test solutions, as they help identify the types of
memory errors that need to be detected. Traditional memory testing typically relies on
stuck-at faults, transition faults, and coupling faults as standard fault models. However,
in RRAM, additional fault mechanisms must be considered due to the unique resistive
switching behavior of the device.

TEST DEVELOPMENT

The final stage in RRAM test development involves designing efficient test solutions to
identify faults detected in the previous step [39]. The goal of test generation is to create
optimized test patterns that effectively target all identified faults while minimizing test
execution time.

A widely used approach is March testing, where a series of write and read operations
are performed on memory cells to verify if any failures occur. March tests, a common
methodology in traditional memory testing [211], can be adapted for RRAM to detect
conventional memory faults. The specific sequence of applied operations is defined by
the March algorithm.

To enhance testing efficiency, Built-In-Self-Test (BIST) techniques are frequently em-
ployed [212]. A BIST system integrates dedicated test circuitry directly within the mem-
ory chip, enabling autonomous execution of March algorithms without requiring ex-
tensive external test equipment. This approach is particularly beneficial for large-scale
RRAM manufacturing, where reducing test time is critical.
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Additionally, Design-for-Testability (DfT) techniques can be incorporated to improve
fault detection. These involve integrating specialized circuits that help identify defects
that may not be effectively captured by standard March algorithms [212], [213]. By com-
bining BIST and DfT methodologies, test coverage can be significantly enhanced, ensur-
ing robust and efficient fault detection in RRAM devices.
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4.2. DEFECT MODELING
As the targeted defects in this chapter consist of interconnect and contact defects, it
is appropriate to use linear resistors to model them [43], [52]; note that this is not the
case for other unique defects in RRAMs; e.g., over-forming [59], [214]. Interconnect and
contact defects can cause opens, shorts, and bridges [43], [52]. An open is defined as
increased resistance in an existing connection, a short as an undesired resistive path be-
tween a node and a power node (VDD or GND), and a bridge as a resistor between a pair
of nodes different from the power nodes.

Before defining the total number of defects to be simulated, we need to define the
simulation platform. To reduce the simulation time, we use the symmetrical nature
of the memory array to derive a representative simulation platform while reducing the
number of defects to be simulated. Each cell in the memory array (say base cell Cb) has
at most 4 adjacent diagonal cells (Cd), two adjacent cells in the same column (Cc), and
two adjacent cells in the same row (Cr). Given the symmetry, the simulation platform
can be reduced to a 2×2 cell array as shown in Fig. 2.10; it presents a base cell Cb with a
representative of each neighbor.

The symmetry can further help in reducing the number of defects to simulate within
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2×2 arrays. For example, in Fig. 2.10, a bridge between int0 of Cd and int3 of Cb exhibits
symmetry to a bridge between int1 of Cc and int2 of Cr; hence, only one of these needs
to be simulated. Applying the symmetry to the simulation platform of Fig. 2.10 results in
8 opens, 8 shorts, and 23 bridges; these give the complete defect space that needs to be
simulated in order to fully analyze all possible interconnect and contact defects within
an RRAM array.

4.2.1. DEFINITION AND LOCATION OF BRIDGES

A bridge is a parallel resistor between a pair of connections. The resistance of a paral-
lel resistor represents the strength of a bridge, e.g., a 100Ω bridge is a stronger defect
than a bridge of 100 kΩ. We only define all possible bridges within a cell or between
two adjacent cells when considering their high occurrence probability in the real layout
and circuit design [56], [215], [216]. For example, bridges between adjacent devices can
be introduced by over-etching, as seen in CMOS technology [217]. First, the definition
of bridges within a cell (BCs) is the bridge connections between two nodes in one cell.
Each cell used in this chapter consists of four nodes n, n ∈ {int,BL,WL,SL}. Therefore,
there are

(4
2

) = 4!
2!(4−2)! = 6 bridges (named from BC1 to BC6) within a cell, as shown in

Fig. 4.2(a).

Bridges may also occur between adjacent cells. The 2 × 2 memory array is adapted to
establish all possible bridges between cells (BCCs). The location of BCCs can be further
classified as BCCs in the same column (cBCCs), BCCs in the same row (rBCCs), and BCCs
between diagonal cells (dBCCs). In this array, the adjacent cells in the same column
share common BLs, while the adjacent cells in the same row share common WLs and
SLs. There are 17 inter-cell bridges (denoted as xBCC,x ∈ {c,r,d}) as follows, as listed
in Fig. 4.2(a). First, the adjacent cell in the same column (Cc) consists of four nodes:
i ntc, BLc, W Lc, and SLc. Since Cc shares a common BL with Cb, there are (4− 1)2 =
9 possible cBCCs numbered from cBCC1 to cBCC9. Secondly, possible rBCCs can be
bridged between the adjacent cell in the same row (Cr) and Cb. They share both of the
same WL and SL. Therefore, the possible number of rBCCs is (4−2)2 = 4. The possible
rBCCs, bridge combination of nb −nr; whereby nb ∈ {i ntb,BLb} and nr ∈ {i ntr,BLr} are
named from rBCC1 to rBCC4. Finally, only four dBCCs (named from dBCC1 to dBCC4)
remain to be considered. All other bridges between the diagonal cells are repeated with
the above cBCCs, rBCCs, and BCs.

4.2.2. DEFINITION AND LOCATION OF SHORTS

A short is an undesired parallel resistive path between a node and power nodes (VDD or
GND). The smaller value of resistance represents a stronger short defect strength. In this
chapter, we define all short defects as two types. The first type of shorts connects the
inter node (between the RRAM device and access transistor) to VDD and GND within a
cell. The second type connects the BL, WL, or SL to the power supply. They are named a
short in the BL, a short in the WL, and a short in the SL, respectively. SX is used to denote
the shorts (SX,X ∈ {C,W,S,B}) Shorts also have spatial symmetry and do not need to be
considered repeatedly. Names of considered all 8 shorts are shown in Fig. 4.2(b).
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4.2.3. DEFINITION AND LOCATION OF OPENS

An open may occur owing to the missing material or broken nanowire. In such cases,
there is increased resistance to an existing connection. Thus, the open defects can be
modeled as series resistors with higher resistances. The larger value of resistance indi-
cates a stronger open defect. Opens that cause broken connections in the memory array.
OX is used to denote the opens (OX,X ∈ {C(inside the cell) , W(in the WL), S(in the SL),
Bw/r (on the write/read side of BL)}) Fig. 4.2(b). shows the names of all 8 opens consid-
ered in this chapter.

4.3. FAULT MODELING
In this section, we will first define the fault space that is able to describe all theoretical
faults and classify them. Then, the fault space validation methodology including the
circuit simulation steps will be given.

4.3.1. FAULT SPACE DEFINITION AND CLASSIFICATION

A fault is an abstract functional faulty behavior description of the memory [51]. In other
words, it specifies the defective behavior, comprises memory operations that can sen-
sitize the fault, and includes the faulty logical value stored in the cell after sensitization
[48]. A fault space is the defined set of all possible modeled faults that can occur in the
circuit [218]. There is a systematic method, the Fault Primitive (FP) notation, to describe
all faults that lead to an incorrect logical behavior [43]. Memory faults can be classified
into multiple categories, based on a specific aspect [59]. Divided by the number of op-
erations, static faults can be sensitized by applying up to one operation, while dynamic
faults are sensitized by multiple operations. Divided by the number of cells, a distinction
between single and coupling faults is that the latter involves more than one cell. In this
thesis, we conduct the analysis of static and dynamic; single and coupling faults, which
involve up to 4 RRAM cells. The FP notation is able to describe both single and coupling
faults [219]. Here, we first explain single fault descriptions as an example. An FP can be
denoted by a three-tuple 〈S/F/R〉, where:

• S (sensitizing sequence) denotes operation sequences of the cell. The form that S
takes is S = x0O1x1 . . .Om xm . . .On xn , whereby xm ∈ {0,1}, and Om ∈ {w,r}. Here, ‘0’
and ‘1’ indicate the logic states of memory cells, while ‘w’ and ‘r’ denote writing
and reading operations.

• F (faulty behavior) describes the stored value in the cell after a certain sensitizing
S. For conventional memories (e.g., SRAM), there are only three states: ‘0’, ‘U’ (the
undefined state), and ‘1’ [43]. For RRAM technology, two extreme low (‘L’) and
extremely high (‘H’) conductance states are introduced. Thus, the faulty behavior
in RRAM is: F ∈ {H,1,U,0,L}.

• R (read output) indicates the output of the read circuit. Here, R ∈ {0,1,?,−} where
? is a random read outcome (e.g., the sense amplifier voltage is an intermediate
value due to the close sensing current and reference current); and − denotes the
case where the last performed operation in the cell is not r.
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The 2-cell faults can be extended and described by FP notation as 〈Sa;Sv/F/R〉. Here,
Sa and Sv denote operation sequences of the aggressor cell (Ca) and the victim cell (Cv).
Moreover, coupling faults can be specifically divided into three categories: 1) state cou-
pling fault, 2) a-cell accessed coupling fault, and 3) v-cell accessed coupling fault. Note
that Ca and Cv cannot perform sensitizing operations at the same time in the 1-port ar-
ray. All static coupling faults that can occur in the RRAM are listed in Table 4.1 followed
by the above notations. Besides, multi-cell faults involving n cells (n >2) can also be
extended and denoted as

〈
Sa1 ; . . . ;San−1 ;Sv/F/R

〉
, where Sai (i ∈ [1,n −1]) represents the

state or sequence of the aggressor cell and Sv indicates the state or sensitizing sequence
performed on the victim cell [220]. In the 2×2 memory array used in this chapter, we
investigate up to 4-cell faults. Additionally, Table 4.1 can also be extended to describe
dynamic faults and multi-cell coupling faults with the same logic.

24

RRAM Faults

Strong Weak # of cells # of operations

1-cell Multi-cell DynamicStaticEtD sHtD wHtD

RRAM Faults

Figure 4.3: Fault space and classification.

There are several subclasses of memory faults. They can be categorized into two
types based on the impact: strong (functional) and weak (parametric) faults [59], [221].
Strong faults are defined as they are guaranteed to be sensitized by applying a sequence
of sensitized operations to the cell. They always cause the faulty state of the cell or read
output, or both. Thus, strong faults can be denoted as FPs. Conversely, weak faults are
parametric faults and do not lead to any functional errors (e.g., a voltage drop in the BL
during a writing operation). The deviation needs to exceed a certain process variation
specification (i.e., over 20% deviations from the defect-free case in the BL voltage), oth-
erwise, it does not cause a weak fault. Note that weak faults cannot be denoted as FPs.

Depending on the ease of detection, faults can be further classified as 1) Easy-to-
Detect (EtD) faults, and 2) Hard-to-Detect (HtD) faults. The EtD faults are guaranteed
to be sensitized and detectable by regular memory operations (e.g., 1w0, 1r1) and thus
detected by a March test. However, the HtD faults require additional detection solutions.
Weak faults cannot be detected in a regular way, and are denoted as wHtD. Some strong
faults (e.g., 〈1w0/U/−〉) require more effort to be detected since the undefined states can
cause random read outputs. These strong faults with all weak faults are called HtD faults.
The HtD fault needs to be detected with more solutions, e.g., by using DfT schemes and
stress tests. Fig. 4.3 shows the different levels of memory fault space and classification,
based on specific aspects.

4.3.2. SIMULATION METHODOLOGY

The circuit in Fig. 2.10 is implemented in Cadence’s Spectre simulator by using the Pre-
dictive Technology Model (PTM) 130-nm transistor library [222] and the RRAM compact
model from [223]. The nominal supply voltage for the memory is 3 V. In order to ac-
curately evaluate the circuit, capacitive loads are applied to BLs, SLs, and WLs in the
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Table 4.1: Static coupling fault primitives.

# Sa Sv F R Fault model # Sa Sv F R Fault model

1 x 0 L -

State CF

39 x 1w1 U -
Write Disturb CF

2 x 0 U - 40 x 1w1 H -
3 x 0 1 - 41 x 0w1 L -

Transition CF

4 x 0 H - 42 x 0w1 0 -
5 x 1 L - 43 x 0w1 U -
6 x 1 0 - 44 x 0w1 H -
7 x 1 U - 45 x 1w0 L -
8 x 1 H - 46 x 1w0 U -
9 xw x 0 L -

Disturb CF

47 x 1w0 1 -
10 xw x 0 U - 48 x 1w0 H -
11 xw x 0 1 - 49 x 0r0 L 0

Deceptive Read CF

12 xw x 0 H - 50 x 0r0 U 0
13 xw x 1 L - 51 x 0r0 1 0
14 xw x 1 0 - 52 x 0r0 H 0
15 xw x 1 U - 53 x 1r1 L 1
16 xw x 1 H - 54 x 1r1 0 1
17 xw x 0 L - 55 x 1r1 U 1
18 xw x 0 U - 56 x 1r1 H 1
19 xw x 0 1 - 57 x 0r0 L 1

Read Destructive CF

20 xw x 0 H - 58 x 0r0 U 1
21 xw x 1 L - 59 x 0r0 1 1
22 xw x 1 0 - 60 x 0r0 H 1
23 xw x 1 U - 61 x 0r0 L ?
24 xw x 1 H - 62 x 0r0 U ?
25 xr x 0 L - 63 x 0r0 1 ?
26 xr x 0 U - 64 x 0r0 H ?
27 xr x 0 1 - 65 x 1r1 L 0
28 xr x 0 H - 66 x 1r1 0 0
29 xr x 1 L - 67 x 1r1 U 0
30 xr x 1 0 - 68 x 1r1 H 0
31 xr x 1 U - 69 x 1r1 L ?
32 xr x 1 H - 70 x 1r1 0 ?
33 x 0w0 L -

Write Disturb CF

71 x 1r1 U ?
34 x 0w0 U - 72 x 1r1 H ?
35 x 0w0 1 - 73 x 0r0 0 1

Incorrect Read CF
36 x 0w0 H - 74 x 0r0 0 ?
37 x 1w1 L - 75 x 1r1 1 0
38 x 1w1 0 - 76 x 1r1 1 ?
Note: x can be 0 or 1, and x =∼ x

simulation. The defect-free circuit is verified for correct operations [48].

The simulation is conducted with the systematic approach, as shown in Fig. 4.4. For
defect injection and circuit simulation of a 2×2 array, we consider three parameters: 1)
defect strengths, 2) sensitizing sequences (S), and 3) Data-backgrounds (DBs). To per-
form simulation for different strengths of the defect, each resistive defect is swept from
1Ω to 100MΩ with 81 different defect strengths, distributed on a logarithmic scale. The
applied sensitizing sequences consist of up to three consecutive read/write operations
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Figure 4.4: Fault space validation methodology.

(in total 80). Finally, a DB is established and defined as the pattern of ones and zeros as
seen in an array of memory cells. Here, we use the most commonly known 4 DBs [40]:
solid (all 0s and all 1s), row stripe (00.../11.../00.../11...), column stripe (01.../01...) and
checkerboard (01.../10.../01.../10...); these are illustrated in colors in Fig. 4.5. We also
represent the DB as states of ‘Cd,Cc,Cr’. For example, ‘1, 1, 0’ refers to the row stripe.

For each defect with a set strength injected in the 2×2 array, the sensitizing opera-
tions are applied, then the DB and its complement are established. After each DB and its
complement, the state of each of the 2×2 cells is extracted before establishing the next
DB. Once all four DBs are simulated, the Ss are changed and the process is repeated.
Once all Ss are performed, the strength of the defect is changed and the process of ap-
plying Ss is repeated. Once all strengths are simulated, the next defect will be simulated
using a similar process. This approach enables investigating the sensitization of single-
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March 14, 2023 22

(a) (b) (c) (d)

The base cell Simulated array Pattern 0 or 1

Cb Cb Cb Cb

Cb

Cd

Cr

Cc

n∈(d, c, r)Cn

Figure 4.5: RRAM simulation setup with common DBs. (a) Solid, (b) Row stripe, (c) Column stripe, (d)
Checkerboard.

Table 4.2: Fault map for dBCC1 defect. EtD sHtD Fault free

Defect: dBCC1

Ss
DBs Defect strength region

Cd Cc Cr 1 20k 25k 40k 50k 63k 79k 159k 316k 398k 501k-100M

0w0
0 x x

1
x 0
x 1

0w1
0 x x

1
x 0
x 1

1w0
0 x x

1
x 0
x 1

1w1
0 x x

1
x 0
x 1

0r0
0 x x

1
x 0
x 1

0w0r0
0 x x

1
x 0
x 1

1w0r0
0 x x

1
x 0
x 1

0r0r0
0 x x

1
x 0
x 1

Note: x ∈ {0,1}

cell faults and multi-cell faults at the same time. For example, if a fault in a cell occurs
regardless of the states of other cells, then it is a single-cell fault; otherwise it is a multi-
cell coupling fault. The number of involved cells determines whether the fault is a 2-cell,
3-cell, or 4-cell coupling fault.

4.3.3. FAULT MODELING RESULTS
We present the detailed validated fault results for two defects, followed by the combined
results for all defects.

RESULTS FOR EXAMPLE DEFECTS (DBCC1, RBCC1)
Table 4.2 shows faults that are sensitized with sensitizing sequences, varying DBs, and
defect strengths for the bridge defect dBCC1 (see Fig. 4.2(a)). In the table, we selectively
list sequences due to limited space: 1) static sequences that sensitize faults, 2) dynamic
sequences that sensitize faults in additional defect ranges. The DB consists of two parts:
1) the state of the Cd, 2) states of the two other neighboring cells Cc, Cr, where x ∈ {0,1}.
The gray shape indicates fault-free behavior, the green presents sensitized EtD faults,
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and the orange sHtD faults. Note that several types of faults can be sensitized by even
one defect strength and sequence. For example, both 〈1w0;0/1/−〉 and 〈1w0/U/−〉 are
sensitized by 1w0 under the DB of ‘Cd,Cc,Cr’=‘0, x, x’ for the defect strength up to 159 kΩ;
these details are not included in the table. If one of these is EtD, the box is green. The
corresponding defect can be detected by at least sensitizing one EtD fault.

The table provides two insights for test development. First, the longest EtD range
needs to be chosen for high test coverage; this is the case for Ss with a higher number of
operations. E.g., a sequence 1w0r0 sensitizes more EtD faults and covers a wider defect
range than 1w0 only, irrespective of the DBs. Hence, when designing a test, 1w0r0 should
be selected over 1w0. Secondly, the DB does have an effect on the faulty behavior of
RRAMs. For instance, the sequence 1w0r0 uniquely sensitizes EtD faults from 316 kΩ up
to 398 kΩ under the DB of ‘1, x, 0’; i.e., the states of two neighboring cells are required.
This case implies that we must incorporate the DB into the RRAM test development or
risk missing EtD faults.

Table 4.3 illustrates the fault map for another defect rBCC1, containing three classes
of validated faults (i.e., EtD, sHtD, wHtD).The green shape indicates at least one sen-
sitized EtD fault, yellow only sHtD faults, and blue only wHtD faults. Several types of
faults can be sensitized by even one defect strength because the accessed cell may be
a victim or an aggressor. To illustrate different types of sensitized faults, the number
of cells involved in faults is denoted in the table. For example, ‘2-HtD’ presents 2-cell
sHtD faults that are sensitized by corresponding defect strength and sequence. Our
platform only presents a wHtD fault when no strong faults (i.e., can be described by
FPs) occur with the defect strength. It is also observed that as the defect strength in-
creases, EtD faults are not sensitized, and only sHtD faults take place (e.g., S = 0w1).
For example, the static fault validation results of rBCC1 lead to unique fault classes,
which depend on the defect strength. 1) The defect range rBCC1 ∈ [1Ω,251.2Ω] sen-
sitizes both EtD and sHtD faults, e.g., 〈0w0;1/U/−〉, 〈0w1/0/−〉, 〈0r0/0/1〉, 〈1w0/U/−〉,
and 〈1w1/U/−〉. 2) If rBCC1 ∈ [316.2Ω,4kΩ], except for one EtD fault 〈0r0/0/1〉 and one
sHtD fault 〈1w0/U/−〉 remain, wHtD faults are sensitized by applying 0w1 and 1w0. 3) If
the resistance ∈ [7.94kΩ,25.1kΩ], an sHtD fault is sensitized: 〈1w0/U/−〉. As long as an
EtD fault is sensitized, this defect at a certain strength can be easily detected by a regular
test.

Table 4.3 also illustrates that as the length of the operation sequence increases, more
faults are sensitized. For instance, performing an additional r0 operation after 1w0, and
0w1w0 sensitizes EtD faults with a higher defect strength range. It should be noted that
the dynamic operation may operate the faulty cell back to the correct state. That means
the fault activated by one operation can be masked by the subsequent operation and
cannot be detected. For example, consider the row of fault map sensitized by 0w1w0
operation. From the table, there is a fault-free gap at defect strengths from 199.5Ω to
251.2Ω. It can be explained that a single fault 〈0w1/0/−〉 is first sensitized at the defect
strengths, then a consecutive w0 will not write the cell to a faulty state. The dynamic
operation of stimuli accumulates over time and leads to faulty behavior of the reading
circuit when a longer sequence is performed. Similar results are also observed in both
RRAM and STT-MRAM circuits [48], [216].
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Table 4.3: Fault map for rBCC1 defect.

S 1 100 158.5 199.5 251.2 316.2 4k 5k 6.3k 7.9k 25.1k 316.2k 398.1k 1M-100M

0
1
0w0 2-HtD
0w1 1-EtD,2-HtD 1-EtD 1-HtD
0r0 1-EtD
1w0 1,2-HtD 1-HtD
1w1 1,2-HtD 1-HtD
1r1

0w0w0 2-HtD
0w0w1 1-EtD,2-HtD 1-EtD 1-HtD
0w0r0 1-EtD,2-HtD 1-EtD
0w1w0 2-HtD 1-HtD
0w1w1 1-EtD,2-HtD 1-EtD 1-HtD
0w1r1 1-EtD,2-HtD 1-EtD 1-HtD
0r0w0 2-HtD
0r0w1 1-EtD,2-HtD 1-EtD 1-HtD
0r0r0 1-EtD 2-HtD
1w0w0 1,2-HtD 1-HtD
1w0w1 1,2-HtD 1-HtD
1w0r0 1-EtD,2-HtD 1-EtD 2,3-EtD
1w1w0 1,2-HtD 1-HtD
1w1w1 1,2-HtD 1-HtD
1w1r1 1,2-HtD 1-HtD
1r1w0 1,2-HtD 1-HtD
1r1w1 1,2-HtD 1-HtD 2-HtD
1r1r1

0w0w0w0 2-HtD
0w0w0w1 1-EtD,2-HtD 1-EtD 1-HtD
0w0w0r0 1-EtD,2-HtD 1-EtD 2-EtD,3-HtD
0w0w1w0 2-HtD 1-HtD
0w0w1w1 1-EtD,2-HtD 1-EtD 1-HtD
0w0w1r1 1-EtD,2-HtD 1-EtD 1-HtD
0w0r0w0 2-HtD
0w0r0w1 1-EtD,2-HtD 1-EtD 1-HtD
0w0r0r0 1-EtD,2-HtD 1-EtD 3-EtD,3-HtD
0w1w0w0 2-HtD 1-HtD
0w1w0w1 1-EtD,2-HtD 1-EtD 1-HtD
0w1w0r0 1-EtD,2-HtD 1-EtD 2-EtD,3-HtD
0w1w1w0 2-HtD 1-HtD
0w1w1w1 1-EtD,2-HtD 1-EtD 1-HtD
0w1w1r1 1-EtD,2-HtD 1-EtD 1-HtD
0w1r1w0 2-HtD 1-HtD
0w1r1w1 1-EtD,2-HtD 1-EtD 1-HtD
0w1r1r1 1-EtD,2-HtD 1-EtD 1-HtD
0r0w0w0 2-HtD
0r0w0w1 1-EtD,2-HtD 1-EtD 1-HtD
0r0w0r0 1-EtD,2-HtD 1-EtD 3-HtD
0r0w1w0 2-HtD 1-HtD
0r0w1w1 1-EtD,2-HtD 1-EtD 1-HtD
0r0w1r1 1-EtD,2-HtD 1-EtD 1-HtD
0r0r0w0 2-HtD
0r0r0w1 1-EtD,2-HtD 1-EtD 1-HtD
0r0r0r0 1-EtD
1w0w0w0 1,2-HtD 1-HtD
1w0w0w1 1,2-HtD 1-HtD
1w0w0r0 1-EtD,2-HtD 1-EtD
1w0w1w0 1,2-HtD 1-HtD
1w0w1w1 1,2-HtD 1-HtD
1w0w1r1 1,2-HtD 1-HtD
1w0r0w0 1,2-HtD 1-HtD
1w0r0w1 1,2-HtD 1-HtD
1w0r0r0 1-EtD,2-HtD 1-EtD
1w1w0w0 1,2-HtD 1-HtD
1w1w0w1 1,2-HtD 1-HtD
1w1w0r0 1-EtD,2-HtD 1-EtD 2-EtD,3-HtD
1w1w1w0 1,2-HtD 1-HtD
1w1w1w1 1,2-HtD 1-HtD
1w1w1r1 1,2-HtD 1-HtD
1w1r1w0 1,2-HtD 1-HtD
1w1r1w1 1,2-HtD 1-HtD
1w1r1r1 1,2-HtD 1-HtD
1r1w0w0 1,2-HtD 1-HtD
1r1w0w1 1,2-HtD 1-HtD
1r1w0r0 1-EtD,2-HtD 1-EtD 2-EtD,3-HtD
1r1w1w0 1,2-HtD 1-HtD
1r1w1w1 1,2-HtD 1-HtD
1r1w1r1 1,2-HtD 1-HtD
1r1r1w0 1,2-HtD 1-HtD
1r1r1w1 1,2-HtD 1-HtD 2,3-HtD
1r1r1r1

EtD sHtD wHtD
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OVERALL RESULT OVERVIEW

Fig. 4.6 gives the relative number of sensitized static faults for all simulated defects; the
number of faults for each sequence is defined as the number of defect strengths that sen-
sitize faults. For example, the number of (single static) faults sensitized by 1w0 for defect
dBCC1 (see Table 4.2) is 2; note that there are faults, which are DB independent taking
place for defect sizes of up to 20 kΩ. The total number of faults (single-cell) sensitized by
1w0 (when considering all defects) counts for 83% as shown in the orange bar of Fig. 4.6.
Note that Fig. 4.6 is normalized to 1w0 because this sequence is the one sensitizing the
maximum number of faults. This is because the reset process in an RRAM device is a neg-
ative feedback loop that is susceptible to defect-induced variations [74], [223]. Fig. 4.6
shows that both single-cell and multi-cell faults are sensitized. The number of single-cell
and two-cell faults accounts for the majority (99%) of the total. However, a small num-
ber of 3-cell and 4-cell faults are observed when applying read operations, showing the
importance of sensitizing multi-cell static faults if high product quality is targeted. The
detailed analysis will be provided in the following.
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Figure 4.6: Relative number of faults sensitized by static sequences.
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Figure 4.7: Dynamic EtD faults sensitized as nmax increases. (a) The normalized number of faults, (b) The
number of sequences.

Fig. 4.7(a) shows the number of 2-operation and 3-operation sensitized dynamic EtD
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faults as compared to static faults. The total number of Ss is: #S = ∑3
n=0 2× 3n = 80,

consisting of 8 1-operation Ss, 18 2-operation Ss, and 54 3-operation Ss [48]. The re-
sults of Fig. 4.7(a) are normalized to the total number of faults sensitized by the static
analysis. As already mentioned, the number of faults is defined as the number of defect
strengths that sensitize faults. The figure shows that although the total number of Ss
increases exponentially, the expansion of defect strengths sensitizing new faults slows
down. Clearly, increasing the number of operations (nmax ) per S contributes to the sen-
sitization of more faults/defect strengths.

In Fig. 4.7(b), three ellipses present faults sensitized by sequences with different
lengths given by n. In each ellipse, there are three numbers from left to right: 1) the
total number of sequences for the corresponding n (red), 2) the number of sequences
for this n that can sensitize faults which were not sensitized for the case ≤ n −1 (blue),
and 3) the minimum numbers of sequences that need to be applied in order to cover the
maximum defect coverage (green) for considered n. For example, for n ≤ 2, there are 26
possible Ss (from which 8 are applied also for n ≤ 1), only 16 Ss (when n = 2) can sen-
sitize additional faults which were not observed for n ≤ 1, and only 6 Ss are needed to
maximum defect coverage; this optimization will be explained for the test development
in Section 4.4. Fig. 4.7(b) indicates that not all dynamic sequences sensitize additional
faults than static sequences, hence only a subset is needed to detect all defects. E.g., for
n ≤ 3, only 4 additional Ss are needed as compared with n ≤ 2 to sensitize all validated
faults.

ROOT AND ANALYSIS OF 3-CELL AND 4-CELL FAULTS

Table 4.2 shows the 3-cell fault takes place in the presence of dBCC1 for S= 1w0r0 and DB
of ‘1, x, 0’. For the defect-free circuit, when performing a 1w0r0 operation, read current
flows from BL1, into int3, and from SL1 to ground. For the defective circuit, extra read
current also flows from BL1, through the defect, to int0, BL0, int2 (WL1 is active), and SL1
to ground. The current induced by the defect flows through neighboring cells (Cd and
Cr) of the accessed cell Cb, which affects the discharge speed of the sensed node, leading
to an incorrect read fault. The magnitude of the current depends on the resistance of the
defect and the states of Cd and Cr . When the defect resistance is low, a read fault will
occur that does not depend on the DB. However, with increasing defect resistance, the
resistance of the neighboring cells becomes essential, and thus the DB starts to play a
role in fault sensitizing. Hence, the 3-cell fault is sensitized. Furthermore, 4-cell faults
can also be sensitized. The gate-drain capacitance of the transistor consumes a slight
current. Hence, even though a particular cell (e.g., Cc) is neither in the path induced
by defect nor is its WL conducting, the cell state has an impact on the magnitude of the
charging current. Besides, the current induced by the defect still exists. In these special
cases, the read current flows through all 4 cells and is affected by their states, leading to
an incorrect 4-cell read fault.

4.4. TEST DEVELOPMENT
This section uses a specific test generation method to develop a test solution for targeted
faults in this chapter. The test is validated and thereafter compared with prior work.
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4.4.1. DATA BACKGROUND-AWARE TEST APPROACH GENERATION

To detect both single and multi-cell faults, a test solution needs to take the Data Back-
ground (DB) into account. There are two requirements: 1) to fully cover defect strengths
that sensitize EtD faults, and 2) to minimize the test length. In [48], the test develop-
ment is formulated as an Integer Linear Programming (ILP) problem that minimizes the
number of applied sequences while maximizing the defect coverage. We apply a similar
method. In addition, we aim at minimizing the number of DBs during the test devel-
opment, as this makes the test implementation easier and even results in a shorter test
length. Hence, a DB-ILP method is proposed.

Table 4.4: Example to solve the DB-ILP.

DBb, for b : 1 → B
B∑

b=1

Z∑
z=1

ad ,r,z,b
DB1 · · · DBB

Sz,b for z : 1 → Z · · · Sz,b for z : 1 → Z
S1,1 · · · SZ ,1 · · · S1,B · · · SZ ,B

D1

DS1 1 1 · · · 1 · · · 0 · · · 0 2
DS2 10 1 · · · 0 · · · 0 · · · 1 2

· · ·
· · · 10M 1 · · · 0 · · · 0 · · · 1 2

DSR 100M 0 · · · 0 · · · 0 · · · 0 0
· · ·

DD

DS1 1 0 · · · 0 · · · 0 · · · 1 1
· · · 10 1 · · · 0 · · · 0 · · · 0 1

· · ·
· · · 10M 1 · · · 0 · · · 0 · · · 0 1

DSR 100M 0 · · · 0 · · · 0 · · · 1 1

We illustrate the use of DB-ILP approach in Table 4.4. Assume a four-dimensional
binary matrix ad ,r,z,b ∈ A, where ‘d ’ denotes the defects (Dd ) from 1 to D , ‘r ’ denotes
the defect strengths (DSr ) for each defect from 1 to R, ‘z’ denotes the sequence (Sz,b)
from 1 to Z , and ‘b’ denotes DBs (DBb) from 1 to B . The total number of elements in
A is D ×R × Z ×B . Then, if at least one EtD fault is sensitized for defect strength r of
the defect d with the corresponding sequence Sz,b of the DB ‘b’, this element (ad ,r,z,b) in
the matrix is set as ‘1’, otherwise it is set to ‘0’. For example, when mapping to a single
row of Table 4.4, the ‘green’ entities in Table 4.2 (for defect dBCC1) correspond to 1’s,
while the others correspond to 0’s. The last column lists the sum of elements in every
row, indicating the number of sequences that can sensitize a fault in the presence of a
defect ‘d ’ with a defect strength ‘r ’. This number is always greater than or equal to 1 as at
least one Sz,b should sensitize an EtD fault in the presence of Dd . For example, the sum
of the elements of row DD -DSR is ‘1’, hence we have to choose sequence SZ ,B with DBB

for the test development since DD -DSR can be only detected by this single sensitizing
operation. Now, the DB-ILP optimization can be mathematically denoted as:
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min
∑B

b=1

(
β ·DB(sel)b ·

∑Z
z=1 S(sel)z,b

)

s.t.


For(d : 1 to D,r : 1 to R) :

if
∑B

b=1

∑Z
z=1 ad ,r,z,b ≥ 1 :∑B

b=1

∑Z
z=1 ad ,r,z,b ·DB(sel)b ·S(sel)z,b ≥ 1.

Here, DB(sel)b and S(sel)z,b are binary values, indicating whether the bth DB (DBb)
and the zth sensitizing sequence (Sz,b) are selected (i.e., ‘1’ is selected), meaning that
Sz,b sensitizes an EtD fault. β is a parameter used to give higher weight/cost for changing
DBs as compared with changing Sz,b . We aim at having fewer DBs selected and set β=80,
which is the maximum number of sequences for n=3 for a single DB. The minimiza-
tion statement guarantees that we get the minimal number of DBs and the associated
minimum number of Sz,b . The constraints ensure that all sensitized defect strengths are
covered.

We apply Python3’s PuLP optimization package to solve the above DB-ILP problem
for EtD faults [224]. The output provides the required minimum number of DBs and
their associated sensitizing sequences Sz,b needed to sensitize all targeted EtD faults.
Note that multiple solutions may exist; they all have the same cost (length). In our case,
a minimum of three DBs, each with associated sensitizing sequences, are needed; they
are:

DB1 = al l 0′s for 1w1,1r1,1w1r1r1,1w1w1w1
DB2 = al l 1′s for 1w0,0r0r0,1w0r0,0w0w0w0,1r1w0r0
DB3 = 0000/1111/0000/1111/... for 0r0,1w0r0

Note that DB1=(000)=(Cd ,Cc ,Cr ) and DB2 represent solid DBs (denoted as S and S),
while DB3 represents the row-stripe DB (denoted as R), see Fig. 4.5. Sequences with the
same DB can be further combined to optimize the test cost. An additional read operation
should be added after each sensitizing sequence to ensure the detection of the fault.
Furthermore, 1w1 and 1w1r1r1 can be combined into 1w1r1r1. In this way, the March
test algorithm (referred to as March-EtD) to detect all EtD faults is generated as follows:{

⇕ (wS);⇕
(
wS,wS,wS,wS,rS,rS,rS,wS

)
;

⇕
(
wS

)
;⇕

(
rS,wS,rS,rS,rS,wS,wS,wS,rS,wS

)
;

⇕ (wR);⇕
(
wRe,wRe, rRe, rRe

)
;

⇕ (wR);⇕
(
wRu,wRu, rRu, rRu

)}
.

The test has 8 march elements and uses march notation [40]. The first march element
M1 uses ‘⇕’ addressing (indicates that addressing direction is irrelevant) to initialize the
memory to S = solid DB = all 0’s. M2 ensures the application of all sensitizing sequences
associated with S, and adds a read operation after sequences to guarantee the detection
of faults, irrespective of whether they are destructive or deceptive [43]. M3 and M4 apply
associted sensitizing sequences but then for S = solid DB = all 1’s. M5 applies R = row
stripe = 0000/1111/0000/1111/... to the memory. M6 applies the associated sensitizing
sequences to even rows consisting of 0’s (e.g., wRe) and 1’s (e.g., wRe); a read operation
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is also applied after each sequence. M7 writes the same R to the memory and M8 does
the same as M6, but then for uneven rows. The test length of March-EtD is 15Nw +10Nr ,
where Nw /Nr indicates the number of writes and reads, respectively. In conclusion, the
March-EtD algorithm targets both single-cell and multi-cell faults, covering static as well
as dynamic faults.

4.4.2. VALIDATION AND COMPARISON WITH EXISTING TESTS
Next, we further develop the platform and perform the march element sequences shown
above to verify the correctness of the proposed March-EtD. First, we control and generate
the timing voltage pulses applied to cells in the order of the addresses required by the test
algorithm. Then, we apply the sequences to the defect-free circuit and check whether all
the read operations output correctly. Finally, the March test sequences are performed
to repeat the simulation using a similar approach shown in Section 4.3 by sweeping all
injected defects with various strength ranges. The defective cells may lead to an incorrect
readout when the defect is detectable by the applied March-EtD algorithm.

By applying the test elements in March-EtD designed order, each RRAM cell gener-
ates a 10-bit signature from the algorithm’s 10 read operations. The 10-bit signature is
extracted to verify the approach. When the March-EtD is performed to the defect-free
circuit, the 10-bit sequence is expected to be ‘1110000000’. However, the extracted se-
quences from some defective circuits do not correspond to the defect-free circuit’s read
output sequence. For some defect ranges, show the same sequence of test results as the
defect-free circuit because these defect ranges cannot sensitize EtD faults. Still taking
the defect rBCC1 as an example, the March test is implemented on a defective circuit to
detect the rBCC1 based on whether the readout is correct. Table 4.5 illustrates the de-
tected rBCC1 defect strength range distribution. The green color indicates defect ranges
that are detected. The maximum strength range of detected rBCC1 is consistent with its
length that can sensitize at least one EtD fault, as shown in Table 4.3. The verification re-
sults show that all interconnect and contact defect strength ranges that can sensitize EtD
faults are able to be detected by applying our March-EtD algorithm without test escapes.

Table 4.5: Test algorithm validation map for rBCC1 defect.

1 10k 316k 398k 10M 100M
Cd
Cc
Cr
Cb

Finally, we compare the proposed March algorithm with existing RRAM test solu-
tions that have been provided in literature [49], [54], [225]–[227]. The comparison is
based on the validated test escape rate and test time. We use the same simulation setup
as in Section 4.3. Each defect is still simulated with 81 strengths, logarithmically spaced.
For each defect, the missing numbers of defect strengths are counted and divided by
the total number of EtD defect strengths. The comparison result between March tests
is summarized in Table 4.5. It can be concluded that all other March tests have test es-
capes. For example, defect dBCC1 ranging from 316 kΩ to 398 kΩ cannot be detected,
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Table 4.6: Test comparison with existing RRAM tests.

Year Name
Test escapes of

EtD Defects
Test time

Write Read
2013 March-MOM [225] 4.600% 5N 4N
2015 March-1T1R [54] 0.366% (1+2a+2b)N 5N
2015 March C* [49] 0.653% 4N 6N
2016 March C*-1T1R [226] 0.340% 6N 6N
2017 March W-1T1R [227] 0.392% 9N 8N
2023 Proposed (March-EtD) 0% 15N 10N

although EtD faults are sensitized (see Table 4.2). Note that even a small number of test
escapes is problematic towards meeting Defective Part Per Billion (DPPB)-level require-
ments for RRAMs. The table shows the fact that March-ETD targets and detects more
faults than existing algorithms; they are new faults found in this work, such as multi-cell
faults, which were not reported before. Besides, these existing test solutions may sensi-
tize unrealistic faults as overkill, and lead to yield loss. The validation of DfT schemes for
HtD faults is not included in this chapter.



5
DEVICE-AWARE TEST FOR ION

DEPLETION (ID) DEFECTS

The previous chapter applies linear resistors to model interconnect and contact defects;
fault models and test solutions are proposed while considering the impact of data back-
grounds. This chapter presents the identification and characterization of a novel defect,
called Ion Depletion (ID), utilizing silicon measurements. Our results show that 14 % cy-
cles of a defective device have intermittent decreases in the high resistance state and do
not affect the low resistance state. Furthermore, this unique defect is non-linear and takes
place inside the device itself; hence, the conventional defect and fault modeling, which rely
on linear resistors beside the device, cannot be applied to model the ID defect. To tackle
this issue, the Device-Aware (DA) defect modeling approach is used. A calibrated RRAM
model representing the defective device is developed using measurement data to charac-
terize precisely how the defect influences the electrical properties of the memory hardware.
Subsequently, fault analysis is conducted based on the DA defect model, leading to the
introduction of suitable fault models. These models demonstrate that the ID defect can
trigger undefined state faults. Finally, dedicated test solutions specifically designed for the
ID defect are proposed.

The contents of this chapter were published in ITC’23 [65].
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5.1. INTRODUCTION
Many works have investigated defect modeling and test generation for RRAMs. In 2009,
Ginez, Portal, and Muller studied coupling faults by modeling bridge defects [52]. In
2012, Haron and Hamdioui proposed a special Design-for-Testability (DfT) to detect un-
defined state faults [57]. In 2013, sneak-path testing for RRAMs was presented to reduce
the test time [53]. In 2015, Chen and Li reported a dynamic write disturbance fault, and
a March test to cover it [54]. In 2021, Liu, You, Wu, et al. developed DfT scheme for
3D hybrid RRAM array [56]. Nevertheless, all these works employ an linear resistor to
model defects. Although this model may be good enough for interconnects and con-
tacts, it is certainly not accurate enough to describe unique defects in the RRAM device
itself, as the device is non-linear by nature. To address the limitations of the conven-
tional RRAM test method, the ‘Device-Aware Test (DAT)’ approach was proposed [58]–
[60]. The DAT method properly models physical defects, enabling the exploration of re-
alistic fault models and the development of high-quality test solutions. This has been
shown to be very powerful for RRAM unique defects such as Intermittent Undefined
State Fault (IUSF) [214]. Moreover, as RRAM is an immature technology, more unique
defects induced by device miniaturization or new materials, are still to be discovered,
understood, and modeled in order to develop optimal test solutions.

This chapter investigates and characterizes (based on silicon measurements) a new
unique RRAM defect, referred to as an Ion Depletion (ID) defect. An ID defect occurs
when insufficient oxygen ions stored near the capping layer/oxide interface can be re-
leased during the RESET process, which affects the on/off resistance ratio and leads to
undefined state faults. The DAT approach is applied to accurately model the ID defect,
derive realistic fault models, and thereafter develop test solutions. Based on measure-
ments, the DAT defect model has been integrated with intermittent behavior. Moreover,
the proposed test solution has been validated with process variation analysis. The pri-
mary contributions of this chapter are as follows:

• Identify the ID defect based on silicon measurements.

• Comprehensive characterization of RRAM devices exhibiting the ID defect, includ-
ing an in-depth analysis of the underlying physics and its reliability issues across
multiple cycles and devices.

• Develop the DA defect model for the ID defect, which incorporates the intermit-
tent behavior, and calibrate it with measurements to accurately model this defect.

• Utilize the DA defect model to develop appropriate fault models and subsequently
optimal test solutions, validated through simulations. The proposed solutions are
optimized for robustness against process variations, ensuring practical applicabil-
ity and reliability.

5.2. LIMITATIONS OF CONVENTIONAL DEFECT MODELS
The linear resistors are used in RRAM defect modeling by connecting them in either se-
ries or parallel with the device, as shown in Fig. 5.1. Varying resistance values are used in
each of these linear defects to depict the dimensions and strength of the physical defect.
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When series ohmic resistance increases or parallel ohmic resistance decreases, it means
that there are stronger defects and the faulty behavior is more severe. Fig. 5.1(a) and
Fig. 5.1(b) depict the behavior of the real defective device as well as the behavior of the
model of the defective device based on linear resistors under different defect strengths.
The red line represents the measurement of a unique defect, the Ion Depletion (ID)-
defective device. The electrical characteristics of the ID-defective RRAM device, such as
RSET, RRESET, VSET, and VRESET, are clearly influenced by different strengths of resistive
defects. The parallel resistor may also cause the same behavior of RRESET degradation as
the ID-defective device (see the green dotted line in Fig. 5.1(b)). However, it is unable to
be fitted with other electrical parameters such as VRESET and RSET; hence, it cannot ac-
curately model the ID defect. If the linear resistor defect significantly affects the device,
it may potentially result in the failure to transition between HRS and LRS states. Clearly,
none of these two linear defect models can accurately describe the ID. Therefore, a more
comprehensive defect modeling approach is necessary for accurately capturing the state
drift in the RRAM RESET performance.
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Figure 5.1: Linear resistor defect models. (a) Series resistors, (b) Parallel resistors.

5.3. DEVICE-AWARE TEST APPPROACH
Due to the distinct working principles and structural characteristics of RRAMs, unique
defects such as the ID arise that differ from conventional defects. Unlike conventional
defects, which can typically be modeled as simple resistive shorts or opens, these RRAM-
specific defects exhibit non-linear and stochastic behaviors, making them challenging to
model using standard resistors [58], [59]. Conventional defect modeling approach fails
to accurately capture these complex fault characteristics, resulting in ineffective fault
models and reduced test coverage, as can be seen in Fig. 5.1.

To overcome this limitation, the Device-Aware Test (DAT) methodology has been in-
troduced. This approach integrates a deep understanding of the physical mechanisms
governing defective RRAMs into the test development process, enabling more precise
defect detection while optimizing test efficiency. The DAT framework follows a struc-
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tured four-step process: defect characterization, defect modeling, fault modeling, and
test development, ensuring a systematic and high-coverage testing strategy tailored to
RRAM-based devices. Fig. 5.2 shows the DAT process. Next, we will explain each step of
the DAT approach.

March 13, 2025 15

Defect modeling Fault modeling Test development

Defect injected in

RRAM array

Validated 

fault models

Device-aware 

defect modeling

Device-aware 

fault modeling
Test development

Defective 

RRAM model

Device-aware

fault models

Defect 

characterization

Defect physical 

mechanism

Figure 5.2: Process of DAT approach.

DEFECT CHARACTERIZATION

The first stage in the testing process is defect characterization, which involves analyz-
ing the physical mechanisms underlying RRAM-specific defects [58]. This is conducted
through a range of experimental techniques, including electrical measurements (such
as current-voltage (I-V) analysis, write endurance tests, and resistance drift evaluations)
and material inspections using methods like Transmission Electron Microscopy (TEM)
and Scanning Electron Microscopy (SEM).

The primary objective of defect characterization is to determine how these unique
defects influence the electrical properties and switching behavior of RRAM devices. By
examining experimental data, researchers can identify defect mechanisms and establish
common characteristics associated with specific defect types, such as oxygen vacancies
and CF irregularities [59].

The insights gained from this analysis serve as the foundation for constructing accu-
rate defect models, ensuring that the impact of these RRAM-specific defects is effectively
captured in subsequent fault modeling and test development stages.

DEVICE-AWARE DEFECT MODELING

The second stage in the process is defect modeling, where the physical effects of RRAM-
specific defects are incorporated into compact device models [60]. Unlike conventional
approaches that simply model defects as resistive shorts or opens, device-aware model-
ing integrates the underlying physical mechanisms, enabling the development of more
accurate defective RRAM models.

To achieve accurate defect modeling, insights from defect characterization are used
to modify parameters in the original RRAM model, or introduce additional factors that
influence its electrical behavior. For example, an OV-related defect, which occurs due
to imperfections in the switching layer, can be modeled by introducing a parameter that
quantifies the vacancy concentration (i.e., defect strength).

By incorporating these physical defect characteristics into compact RRAM models,
circuit-level simulations can more accurately predict how faulty devices behave under
standard read/write conditions. These optimized models form the basis for fault model-
ing, ensuring that simulated faults closely reflect realistic faulty behaviors and align with
experimental measurement data from defective RRAM cells.
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DEVICE-AWARE FAULT MODELING

The third phase, fault modeling, extends the analysis of defective RRAM behavior at the
circuit level within a memory array. While similar to conventional fault modeling, this
approach is refined to account for the nonlinear and stochastic characteristics of RRAM
defects.

At this stage, identified defects are introduced into Spectre simulations by replac-
ing the defect-free RRAM model with a defective version derived from the previous
defect modeling step. These circuit-level simulations evaluate how defects influence
read/write operations, reliability, and performance variations. The observed faulty be-
haviors are then systematically categorized using fault models to ensure an accurate rep-
resentation of defects.

DEVICE-AWARE TEST DEVELOPMENT

The final stage in the testing process is test generation, where optimized strategies are
developed to efficiently identify the faults characterized in previous steps [59]. Within
the DAT framework, test patterns must be carefully designed to achieve high defect cov-
erage while maintaining low test time and cost.

Traditional read/write-based tests, such as March algorithms, can still be applied to
RRAM. For example, a March test incorporating a single 1r1 operation may detect certain
pinhole defects. However, due to variations in defect severity, this approach has a high
escape rate when testing for intermittent faults [214].

To enhance defect detection, additional techniques such as Design-for-Testability
(DfT) with specialized circuits can be introduced. However, these solutions come with
trade-offs, including increased circuit complexity and higher manufacturing costs.

To strike a balance between test efficiency and cost-effectiveness, adaptive test
strategies must be employed, adjusting to the specific application requirements of RRAM
devices.

Next, we will apply this DAT approach to the identified unique defects.

5.4. DEFECT CHARACTERIZATION
The electrical characteristics of a 7× 7 1T-1R array, consisting of 49 BS RRAM devices,
were measured across 936 RESET-SET cycles on a single wafer [214]. The device is HfO2

based 1T-1R array fabricated at ST Microelectronics 130 nm technology. (BE/oxi de/cap
/T E) =(TiN/10nmHfO2/10nmTi/TiN) is the stack of the bipolar device. One ST Micro-
electronics high-voltage thick oxide transistor (W=0.8µm, L=0.5µm) is connected in se-
ries to regulate the current flowing through the device. The Keysight B1500 semicon-
ductor parameter analyzer is connected to the measured 1T-1R device by a probe card,
which is embedded in an 8-inch wafer. A 1 ms DC staircase voltage sweep with a 20 mV
step is applied across BL and SL of the measured device for the measurement configu-
ration, and the current flowing through the device is measured. VSET, VRESET, RSET, and
RRESET are four critical electrical parameters that demonstrate the device’s switching per-
formance. From the measurement data, a device with a nominally defect-free switching
is bipolar, where LRS is defined with RSET<20kΩ, and HRS with 100kΩ<RRESET<1MΩ.
The remaining range [20kΩ,100kΩ] is defined as an undefined state (‘U’).
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Figure 5.3: Comparing defect-free and defective devices. (a) Measured I-V curve in the logarithmic y-axis, (b)
Measured R-V curve in the logarithmic y-axis, (c) Measured RRESET and RSET in multiple (836) cycles.

Upon examining the measurements, it is evident that certain devices have a defec-
tive RESET process. Specifically, their resistance states remain at ‘U’ regardless of the
magnitude of the RESET voltage amplitude. The ID defect is characterized by compar-
ing the typical measured 1T-1R log(I)-V and log(R)-V curves of defect-free and defective
devices in the RESET process, as illustrated in Fig. 5.3(a) and Fig. 5.3(b). VTE is applied in
a sweeping motion from 0 V to −1.8 V ( 1 , 2 ) and back to 0 V ( 3 ). The gradual RESET
process with a significant current fluctuation is observed from our measurement, which
can be explained by the thermodynamic process of the migration of Vo [99]. The RESET
switch in the defect-free device starts at −0.7 V with a constant LRS and terminates at a
very low current, approximately 20µA. An evident transition is also observed at −0.7 V
during the RESET switching of a defective device. Nevertheless, this transition fails at 2
and remains in the ‘U’ state. The current through the device gradually decreases as the
RESET voltage decreases further, but it remains greater than the typical RESET current
(approximately 50µA). The HRS of both devices remains nearly constant ( 3 ) as the ap-
plied negative voltage returns to 0 V. The following SET processes of defective devices
are consistent with the defect-free devices.

Table 5.1: Occurrence probability of ID (PID) in % and maximal duration suffering from ID (Dmax), during 536
cycles.

WL 0 WL 1 WL 2 WL 3 WL 4 WL 5 WL 6

BL 0
PID 4.41 0 0 0.74 15.44 0 0.74
Dmax 1 0 0 1 3 0 1

BL 1
PID 0 1.47 0 1.47 1.47 0.74 0
Dmax 0 1 0 1 1 1 0

BL 2
PID 0 0 0 0 0 1.47 0
Dmax 0 0 0 0 0 1 0

BL 3
PID 0 9.56 0 0 13.24 11.03 20.59
Dmax 0 2 0 0 4 1 3

BL 4
PID 0 0.74 0 0 0.74 0.74 8.82
Dmax 0 1 0 0 1 1 1

BL 5
PID 0 2.94 2.94 0.74 0 18.38 5.15
Dmax 0 1 1 1 0 3 1

BL 6
PID 4.41 0.74 0 0 0 0 0.74
Dmax 1 1 0 0 0 0 1
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Figure 5.4: Resistance distribution. (a) Measured RRESET and RSET of defect-free and defective devices, (b)
Histogram of measured RRESET distribution.

Next, we characterize the ID defect in multiple RESET-SET cycles. In the initial cycles,
devices exhibit erratic resistance states, a phenomenon also reported in [228]. Thus, we
skip the initial cycles to obtain stable measurements. Table 5.1 summarizes the occur-
rence probability (PID) of the ID defect in the measured devices (using the WL and BL to
indicate them). The table lists the percentage of cycles in which ID occurs given a total of
536 cycles after stabilization. Besides, the table counts the maximal duration (Dmax) of
the undesired ‘U’ state, expressing the maximal cycle the ID defect can last in 536 cycles
for each device. For example, if the ID first occurs in cycles 100, 101, and 102, and later
in cycle 110, then PID=4/536=0.74% and Dmax=3cycles. The table indicates that the ID
defect is present in 25 devices, with a maximum duration of 4 cycles and a probability
of up to 20.59 % of the cycles. Additionally, the on/off resistance window is illustrated
in Fig. 5.3(c) as a function of cycles for defect-free (WL=5, BL=0) and defective devices
(WL=5, BL=3). This defective device only exhibits erratic resistance states in the first
100 cycles and is selected to analyze the ID defect in this paper. Following the initial
few cycles, the resistance values exhibit minimal fluctuations. Fig. 5.4(a) shows the cu-
mulative distributions of resistance for the defect-free and defective RRAM devices. The
HRS distribution exhibits a more pronounced spread compared to the LRS, a finding that
has also been reported in other papers [229]. Fig. 5.4(b) shows the histogram of defec-
tive measured RRESET distribution, which follows the normal distribution. From Fig. 5.4,
14 % of RESET-SET cycles demonstrate the ID-defective HRS degradation. Hence, the
defect displays intermittent behavior, which poses a significant concern for RRAM de-
vices. Fig. 5.5 shows the correlation between the absolute value of RRESET deviation and
the increase in the number of cycles, plotted on a logarithmic scale. Again, we skip the
first 100 cycles. The Person correlation coefficient of our 835 RRESET deviation data is
0.162 (a Person correlation of 0 indicates no correlation) as a weak positive correlation
coefficient. The p-value is 2.4× 10−6<0.05, indicating statistical significance. The red
dotted line shows that the deviation increases as the cycles increase. This correlation in-
dicates that the ID defect is not only in time 0 due to the imperfect fabrication, but also
becomes stronger as the cycles increase. Hence, the ID defect probably raises concerns
about reliability since the ID-defective device wears out and is irrecoverable.

Since both defective and defect-free devices show proper SET switching in the mea-
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Figure 5.5: The absolute value of RRESET deviation of the defective device as cycle increases.

surement data, we focus on the RESET behavior in the rest of the paper.

5.5. DEFECT MECHANISM
The concept of ‘ion depletion’ was introduced by Chen, Lu, Gao, et al. in 2011 to charac-
terize the RRAM endurance degradation phenomenon that occurs as a result of a reduc-
tion in HRS [194]. The irreversible switching behavior observed after 105 cycles was the
physical mechanism of this RESET failure. In 2012, the impact of the SET/RESET pulse
on device reliability was examined [230]. It was asserted that the use of overly strong SET
pulses induces an excessive quantity of OV at the interface, resulting in HRS failure after
106 cycles. Following that, these two earlier investigations demonstrated that the voltage
amplitude, rather than the stress duration, has a substantial impact on the O2− drift. In
2015, the thin oxygen-scavenging metal layer was argued to fail to form an Ohmic con-
tact by Schönhals, Wouters, Marchewka, et al. This failure occurs when the capping layer
is unable to release a sufficient amount of O2− to recombine the OV in the RESET process
[231]. In 2017, the HRS decrease was experimentally studied with the creation of rougher
and thicker CFs following 104 switching cycles [232]. However, they all neglected to ob-
serve the HRS reduction caused by device defects during the initial hundreds of cycles,
resulting in experimental results that were exclusively focused on endurance failures.
In addition, they failed to establish a circuit-level defect model that would describe the
degradation behavior of the HRS.

The BS mechanism is clarified due to the movement of O2− to form and rupture the
CF composed of OV, which is a stochastic process [98], [99]. During the SET operation,
OV is generated, while O2− drifts to the capping layer (Ti) and is stored at the interface
between the capping layer and the HfO2 [98], [99]. The rupture of CFs near the interface
is caused by the migration of O2− from Ti back to the bulk oxide and the subsequent
recombination with OV under a reverse bias [98], [99]. The nearly constant LRS of both
defect-free and defective devices (see Fig. 5.3(b), 1 ) suggests that the SET process gen-
erates an equal quantity of O2−. The O2− stored in the capping layer is necessary for the
recombination of OV during the RESET process [98]. However, the oxygen reservoir of
defective devices is depleted of O2−. Only a limited amount O2− can be released back to
recombine the OV, resulting in an insufficient RESET, and hence a smaller resistance win-
dow as well as the reduced HRS. It is important to note that defect-free devices exhibit a
slight decrease in HRS at low voltages (less than −1.5 V) in Fig. 5.3(b). This phenomenon
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can be attributed to the effect of tunneling leakage currents [99]. Conversely, defective
devices continue to release a small fraction of insufficient O2− at high voltages in order
to recombine the CF.

To better investigate the physical reason for the defect, we performed weak RESET
(sweep the Vstop at −1 V) and compared the measurements with those of regular RESET
(Vstop at −1.8 V), as shown in Fig. 5.6. For each cycle, the measurements are obtained
as follows: regular RESET sweep, regular SET sweep, and weak RESET sweep. Fig. 5.6(a)
shows that as the voltage decreases from −1 V to −1.8 V, the current slightly decreases
since more recombination between O2− and OV (i.e., higher RRESET), which implies that
the defect is affected by applied voltage. In Fig. 5.6(b), the RRESET remains at a lower
value at Vstop of −1 V than Vstop of −1.8 V, and the nearly constant RRESET (VTE from −1 V
to 0 V) shows the defect is permanent once it occurs in the cycle.

8/16/2024 19

(a) (b)

-1.5 -1.0 -0.5 0.0

104

105

Measurement data

 Vstop = -1.8 V

 Vstop = -1 V

R
 [
W

]

VTE [V]

‘U'

‘0'

‘1'

-1.5 -1.0 -0.5 0.0 0.5 1.0
10-1

100

101

102

Measurement data

 Vstop = -1.8 V

 Vstop = -1 V

C
u

rr
e

n
t 

[m
A

]

VTE [V]

Figure 5.6: Regular and weak RESET of the defective device with different Vstop. (a) Measured I-V curve in the
logarithmic y-axis, (b) Measured R-V curve in the logarithmic y-axis.

As indicated by the measurement data that was previously presented, the ion de-
pletion defect is the likely cause of the defective RESET switching. The defect is likely
caused by interface physical imperfections, which result in an elevated oxygen trap of
the defective device. This leads to a reduced recombination rate between inadequate
O2− and OV [194], [230], [232], [233]. Hence, the reduced recovery of OV due to inad-
equate non-lattice O2− stored in the capping layer induces lower HRS. Fig. 5.7 graphi-
cally depicts the degradation mechanism of the HRS and four potential resistance states
of the device during forming, RESET, and SET processes: 1) Rfresh, pristine RRAM de-
vices with minimal OV before forming, have an extremely high initial resistance state
[106], 2) RSET, O2− and OV are generated in SET or forming process, 3) RRESET, regular
recombination between O2− and OV results in the nominal HRS during RESET of defect-
free devices, and 4) RRESET(defective), in RESET of defective devices, less recombination
of OV due to physical imperfections. As a result, the resistance values are as follows:
Rfresh > RRESET > RRESET(defective) > RSET.

The imperfections of the RRAM process have a significant impact on the test meth-
ods for its design. The RRAM defects are associated with its manufacturing process,
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and the defects that are introduced during each stage of the manufacturing process are
unique. The general manufacturing process is illustrated in Fig. 5.8 [106], [177], [234],
[235]. Transistors are initially assembled on the wafer in the FEOL, which is equivalent
to conventional CMOS technology. Then, the metal layers are deposited in the BEOL.
Ultimately, the CF is generated by employing a high forming voltage.

3/9/2023 3

BEOL

Figure 5.8: Flow of RRAM manufacturing process [106], [177], [234], [235].

In this section, we assume that the following imprecise fabrication processes (rep-
resented in red font in Fig. 5.8) are associated with the characterized ID defect. These
procedures may impact the interface imperfections, thereby affecting the depletion of
generated O2−.

• Thickness variations of deposition: The capping layer is deposited at varying
thicknesses. The stable BS is favored by the thicker capping layer due to its in-
creased oxygen affinity and decreasing work function [231], [233]. Conversely, a
thin capping layer captures a significant quantity of O2−, making it challenging to
fill the CF, which denotes a blocking contact formed at the interface [231]. The op-
timization of the proper barrier height at the interface between the cap and oxide
is also influenced by the oxide layer [98]. Enhanced stability of RESET has been
observed in thicker oxide [98], [236].

• Annealing process: An appropriate annealing treatment may enhance the crys-
talline quality of the oxide bulk and raise the oxygen concentration in the capping
layer [234], [237]. The switching performance of RRAM is shown to be correlated
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with variations in the concentration of hydroxyl groups [238]. Substantial depen-
dency on annealing temperature is seen at HRS, as reported in [238]. The an-
nealing temperature is also a determining factor in the surface roughness [238]–
[240]. Therefore, the presence of nonuniform or unsuitable annealing tempera-
tures might impact the interface activity, resulting in HRS degradation.

Considering the variability of the manufacturing process and the unpredictable na-
ture of CF dissolving [229], the ID defect is not present on every device and every cycle
(intermittent).

5.6. DEVICE-AWARE DEFECT MODELING OF ION DEPLETION
In this section, we apply a systematic device-aware approach to model the characteristic
ion depletion precisely. By including the impact of technological parameters (e.g., the
CF length and oxide thickness) on the electrical behavior of the defective devices, the
device-aware approach is able to accurately represent the physical defects [59]. The fol-
lowing three phases comprise the systematic device-aware defect modeling approach:
1) analysis and modeling of physical defects, 2) electrical modeling of the defective de-
vice, and 3) model optimization and fitting. The DAT approach takes silicon data of
defective devices and a physics-based device model as inputs. The output is a modified
(parameterized) model of a defective device. Next, we will implement the DAT approach
to design a physics-based model for the ID defect. To achieve this aim, our initial step is
to model the impact of ID defects on the concentration of O2− in defective devices. Fol-
lowing this, the electrical parameters of the RRAM, such as VRESET and RRESET, are used
to map its impact. Finally, the measurements are employed to calibrate the ID-defective
RRAM compact model.

5.6.1. PHYSICAL DEFECT ANALYSIS AND MODELING
The defect physical mechanism must be used as the foundation for the development of
the ID defect model in order to assess the effects of each (key) technology parameter of
the device. In Section 5.4, we characterize and analyze the ID defect, which is caused by
the insufficient O2− that can recombine OV in the bulk oxide. As a result, certain techno-
logical parameters that impact the concentration of insufficient O2− (play a key role in
OV recombination during the RESET process) should be modified from their ideal values
to reflect defective behavior. The concentration of OV in the oxide bulk is directly propor-
tional to the resistance state of the RRAM device. The physics-based HfO2 RRAM model,
JART VCM v1b, from [110], is employed to accurately model this defect. The compact
model is intended to simulate the change of OV in the oxide in a Valence Change Mecha-
nism (VCM)-based device. The equivalent circuit diagram of the compact RRAM model
is depicted in Fig. 5.9(a). This diagram comprises a Schottky-like contact (Vschottky), two
filament resistances (Rplug and Rdisc), and a series resistance (Rseries) [110]. In this model,
the HfO2 (oxide) layer is divided into two separate regions: the disc region and the plug
region. The disc region is the spot where the switching occurs for simulation purposes,
while the plug region is conductive and provides an infinite supply of vacancies. Dur-
ing the switching process, both the SET and RESET processes can be described as the
ionic migration of OV. This migration affects the Schottky barrier and, as a result, the
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Figure 5.9: The Verilog-A compact model diagram and defect-free device simulation model. (a) Equivalent
circuit diagram of the JART VCM v1b model [110], (b) Defect-free device fitting in the logarithmic y-axis.

electrical conductivity of the VCM device [110]. In order to calculate the concentration
of OV in the disc region, the parameter Ndisc is employed in the model simulation. The
quantity of Ndisc varies to reflect the switching characteristics and impact the resistance
condition in the RRAM model. In switching processes, the limiting parameters Ndisc,min

and Ndisc,max enable the maintenance of Ndisc within the range of Ndisc,min and Ndisc,max.
Hence, we can tackle the undesired ID defect by adjusting the minimum oxygen vacancy
concentration in the disc (denoted as Ndisc,min). The presence of an ID defect restricts
the recombination of OVs to a limited amount of O2−. Consequently, a higher percentage
of OVs remains after the RESET switching for the defective device. Ndisc,min is the resid-
ual number of OV in the disc after recombining the maximum number of OV. Reducing
the negative RESET voltages can increase the production of O2− to promote the recovery
of the HRS and facilitate the migration of O2− back to the oxide. Hence, the critical values
of Ndisc,min for the parameter must be explicitly calculated considering the influence of
the RESET voltage. Furthermore, ion movement into and out of the disc region is driven
by a field-enhanced ionic hopping mechanism coupled with Trap-Assisted-Tunneling
(TAT), both of which exhibit an exponential correlation [99], [110]. We employ the same
exponential relationship function to formulate Ndisc,min for numerical estimations in the
RESET procedure. The formula applied in the physical defect modeling phase is given
by:

Ndisc,min = exp
[−(−VTE/p1

)p2
]

(VTE <−1V). (5.1)

Here, p1 and p2 function as fitting parameters. The equation is only valid when its value
remains below the actual Ndisc of defect-free devices. In our case, this threshold is −1 V.

Due to the RRAM variation, the ID defects occur at intervals, usually irregular, and
their occurrence probability is not 100 % during multiple cycles. To accurately design
the ID defect model incorporating the intermittent behaviors, we conduct a statistical
analysis based on the measurements.
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The occurrence probability of undesired ‘U’ state of RRESET in the measured defective
device (WL=5, BL=3) during a total of 836 cycles (skip the first 100 cycles) is analyzed.
Based on the measurements, we calculate the ID occurrence probability in consecutive
n time cycles (n = 1,2,3,4). Among the 836 cycles, PD1=117/836=14.00 % of them are
defective (e.g., in cycles 110, 210, and 263), PD2=29/(836-1)=3.47 % are sustained for 2
consecutive cycles (e.g., in cycles 107 and 108), PD3=7/(836-2)=0.84 % are sustained for 3
consecutive cycles (e.g., in cycles 348, 349, and 350), PD4=1/(836-3)=0.12 % are sustained
for 4 consecutive cycles. The maximal duration of the undesired ‘U’ state is 4 cycles and
only occurs once starting in cycle 763.
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Figure 5.10: State transition diagram showing probabilities of faulty ‘U’ states over multiple cycles.

Next, we conduct the correlation analysis of consecutive cycles for the defective
device. Assuming the undesired ‘U’ state occurring in each cycle are independent
events from each other, the occurrence probability of the defect in 2 consecutive cy-
cles is P2 = P 2

D1 = 1.96%, which is smaller than the measured PD2 (3.47 %). Similarly,
P3 = P 3

D1 = 0.27% < PD3, and P4 = P 4
D1 = 0.04% < PD4. Hence, there is a correlation be-

tween each cycle and the occurrence of undesired ‘U’ states. We can use the formula of
conditional probability. First, we define ‘the second cycle is defective’ as event B, ‘the
third cycle is defective’ as event C, and ‘the fourth cycle is defective’ as event D. Then, the
conditional probability that the second cycle is defective (event B) given that the first cy-
cle has already been defective (event A) is: P (B |A) = P (A∩B)/P (A) = PD2/PD1 = 24.79%.
Following the same formula, we can obtain P (C |(A ∩ B)) = PD3/PD2 = 24.21%, and
P (D|(A ∩B ∩C )) = PD4/PD3 = 14.29%. Fig. 5.10 represents a state transition diagram,
illustrating the statistical probability associated with the faulty ‘U’ states occurring over
multiple cycles in a system. Each state corresponds to a specific number of fault cycles
(e.g., ‘Fault in 1 cycle’), with transition probabilities indicating the statistical likelihood
of moving to the next state or returning to a fault-free state (‘FF’). For example, the dia-
gram starts with an initial state, labeled ‘FF’ with a transition probability of 14 % leading
to the ‘Fault in 1 cycle" state, indicating that there is a 14 % chance of a fault occurring
in the first cycle. Subsequent transitions between states show the probability of faults
continuing across additional cycles, with 24.79 % leading to a fault in the second cycle,
24.21 % leading to a fault in the third cycle, and 14.29 % leading to a fault in the fourth
cycle. Red percentages represent the chances of faults continuing, while green percent-
ages show the likelihood of recovery or remaining fault-free. For instance, from the initial
state ‘FF’, there is an 86 % chance of returning to the fault-free condition after one cycle
and a 75.21 % chance after two cycles. Finally, once a fault occurs in all 4 cycles, it will
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100 % recover to the ‘FF’ state since the maximal duration of the defect is 4 cycles based
on the measurements.

5.6.2. ELECTRICAL DEFECT MODELING

Table 5.2: Model parameters for JART VCM v1b [110].

Symbol Value Symbol Value

T0 0.293 K ν0 2×1013 Hz
ϵs 11 ∆WA 1.35 eV
ϵφBn0 2.5 Rth0 15.72×106 KW−1

φBn0 0.18 eV rdet 45 nm
φn 0.1 eV lcell 3 nm
µn0 4×10−6 m2/(Vs) ldet 0.45 nm
Ndisc,max 6.5×1025 m−3 Rtheff,scaling 0.31
Ndisc,min 5×1023 m−3 Rseries,ICL 650Ω
Ninit 5×1023 m−3 R0 1750Ω
Nplug 6.5×1025 m−3 Rth,line 90471.5 WK−1

a 0.25 nm αline 3.92×10−3 K−1

Once the physical defect analysis is completed, the impacted physical parameters
(e.g., the OV concentration) are integrated into the electrical parameters, including
VRESET, RRESET, and ITE. JART VCM v1b is a compact model that is written in Verilog-A
and can be seamlessly integrated into the circuit-level (e.g., SPICE simulator) simulation.
The model is capable of analyzing the impact of insufficient O2− recombination on the
switching electrical behavior (e.g., current, resistance) in the presence of the modeled
defect by utilizing Ndisc,min as an input parameter. The temporal evolution of Ndisc is
presented in the defect-free model as [110].

dNdisc

dt
= Iion

zV o ·e · A · ldet
. (5.2)

Here, the cross-section and length of the filament are denoted by A and ldet, respec-
tively. The ionic current in the device is denoted by Iion and is calculated by the rec-
ommendations of Genreith-Schriever [241]. Thus, the ionic current alteration is directly
proportional to the OV concentration (Ndisc) and is equal to zero when either Ndisc,max

or Ndisc,min is attained [110]. All other parameters are listed in Table 5.2. Hence, the elec-
trical behavior of the defective device switching, which includes current variations, can
be examined by connecting it to Ndisc using model simulations.

Next, we incorporate the intermittent behavior into the electrical parameters. To
include the intermittent behavior, we modified the defect model in the following steps:
1) count the number of cycles each time, 2) based on fault occurrences in previous cycles
(see Fig. 5.10), determine the probability of a fault in the current cycle, 3) modify the
Ndisc,min if an ID-defect occurs, and 4) update fault occurrences and cycle count. Reset
the cycle counter to 0 after it reaches 4. Note that the Ndisc,min is modified for defects
with varying defect strengths, which is fitted with defective measurements.
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5.6.3. FITTING AND MODEL OPTIMIZATION
MATLAB R2021a is employed to perform the fitting in order to match the I-V measure-
ments from Section 5.4. The fitting procedure is comprised of the subsequent two steps:
1) the fitting of defect-free device behavior, and 2) the fitting of the defective device be-
havior using defective parameter Ndisc,min. The defect-free measurement data was cal-
ibrated using the JART VCM v1b model, with the fitted parameter values displayed in
Table 5.2. In the simulation, the RRAM model is connected in series with a transistor
of identical dimensions to those used for device characterization. The voltage (VTE) is
ramped from 0 V to −1.8 V, and back to 0 V for RESET; from 0 V, then to 1.2 V, and back to
0 V for SET. The fitting result of the BS device model simulation and the measurements
of the defect-free device in various RESET-SET cycles are illustrated in Fig. 5.9(b). The
model exhibits BS behavior, which is consistent with the measurements.
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Figure 5.11: The ion depletion defective device fitting in the logarithmic y-axis.

Next, we calibrate the measurements for the defect. Fig. 5.11 illustrates the simu-
lation outcome of the calibrated model and measurement data for an ID-defective de-
vice. We employ the same parameters as those in Table 5.2 but adjust Ndisc,min to the
measurements by changing the values of parameters p1 and p2 using least squares in
MathWorks’s MATLAB R2021a. The parameters p1 and p2 are determined to be 0.0611
and 0.4209 to fit Equation 5.1, respectively. The inset of Fig. 5.11 demonstrates that a
smaller value of Ndisc,min is induced by lower negative RESET voltages (although it re-
mains greater than Ndisc,min for a defect-free device). This is in accordance with the ac-
tual RRAM mechanism observed in [194]. Fig. 5.12(a) illustrates the simulated I-V curves,
while Fig. 5.12(b) compares the fitting results for both defect-free and defective devices
through the simulated R-V curves under the RESET/SET voltage sweep. First, both de-
vices exhibit comparable LRS behavior, increasing at an equivalent rate as the RESET
voltage decreases ( 1 ). Then, the defective device encounters a delayed increase in re-
sistance, which is indicative of an anomalous RESET ( 2 ). The RRESET is defective and
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Figure 5.12: Defect-free and defective device simulation and measurements. (a) Simulation vs. measurements
of the I-V curve, (b) Simulation vs. measurements of the R-V curve.

remains in an intermediate state ( 3 , 4 ). However, it decreases in a normal manner
with the positive SET voltage ( 5 ) and transitions to a normal LRS ( 6 ). The simulated
HRS of the model at the beginning of SET is also greater than the HRS at RESET, as il-
lustrated in Fig. 5.12(b) ( 4 ). This is elucidated by the fact that the Schottky contact at
the BE/oxide interface is modeled as a diode in the RRAM model. Consequently, it can
be categorized into forward (negative RESET voltage applied) and reverse (positive SET
voltage applied) directions [110]. The potential barrier height of the diode is equivalent
to the discrepancy between the electron affinity of the oxide and the work function of BE
[110]. The SET process, particularly in the HRS, results in a higher device resistance and
a small Schottky current due to the application of various electronic conduction mecha-
nisms. The measurements are accurately simulated by the model, with the exception of
the defective device’s VSET reduction ( 5 ). This is due to the fact that the model includes
the initial resistance state-dependent thermoelectric coupling during the SET process,
which results in a shorter delay time in transition for lower initial HRS [110]. Addition-
ally, the final LRS is not dependent on the initial state; rather, it is based on the applied
voltage amplitude, as demonstrated by both the model simulation and measurements
[110]. Therefore, in the subsequent RESET cycle, both ID-defective and defect-free de-
vices commence from the standard LRS. The model is capable of precisely describing the
ID-defective RRAM device in a circuit simulator, as evidenced by the fitting results. Fi-
nally, the calibrated Verilog-A ID-defective RRAM compact model is the result of device-
aware defect modeling. The fitting output indicates that the model is able to accurately
describe the ID-defective RRAM device in a circuit simulator.

Then, we further develop the device-aware defective model to describe intermit-
tent behavior and calibrate the model with the measurements. Fig. 5.13 presents ID-
defective RRESET frequency distributions of resistance values against the number of
counts. For simulation purposes, we conduct 836 consecutive RESET-SET cycles and
measure RRESET after each cycle. Fig. 5.13 illustrates that the fitted model is capable of
accurately describing the intermittent behavior as well as varying defect strengths. Fur-
thermore, Fig. 5.14 shows the cumulative distributions of faulty resistance for the defec-
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Figure 5.14: Cumulative probability of defective RRESET distributions, measurements vs. simulations.

tive RRAM devices and the simulation results. Note that we only show measurements
and simulation results that exhibit ID-defective ‘U’ states during cycles. Finally, the de-
veloped ID-defective model is compatible with circuit-level simulation, consistent with
measurements, and significant for reliability analysis.

5.7. DEVICE-AWARE FAULT MODELING OF ION DEPLETION

5.7.1. SIMULATION SETUP

This step is derived from the simulation of the electrical model constructed in Sec-
tion 5.6. The simulation of the ion depletion effect is conducted using Cadence Spec-
tre, implemented with the TSMC-40 nm transistor library and the RRAM compact model
from [110]. The structure consists of a 1T-1R cell (with identical dimensions as the de-
vices used for characterization) and the required circuitry to provide the three control
lines (BL, SL, and WL) with the appropriate voltages. Standard voltage-based SA is used
for reading purposes [122]. Two experiments are conducted for the purpose of fault anal-
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Table 5.3: Fault analysis results for ion depletion defect.

Ndisc,min RRESET Fault Type
[1026 m−3] [kΩ]

0.065 15.21 〈1w0/1/−〉
EtD

0.05 17.76 〈1w0/1/−〉
0.0415 20.03 〈1w0/U/−〉

sHtD

0.035 22.51 〈1w0/U/−〉
0.016 41.34 〈1w0/U/−〉
0.0113 55.55 〈1w0/U/−〉
0.0077 78.57 〈1w0/U/−〉
0.006 99.64 〈1w0/U/−〉
0.005 118.42 Fault free

ysis. The first experiment is constructed to validate faults with different strengths of ID
defects. The injection of ID defects is achieved by replacing the defect-free RRAM model
with the model of the ID-defective RRAM device developed in Section 5.6. Various defect
strengths of Ndisc,min are modified within the range of 0.005×1026 m−3 to 0.065×1026 m−3

to guarantee accurate model functioning and adherence to realistic physical constraints
[110]. Consistent with the measurement setup, the voltage in the simulation sweeps via
SL from 0V to 1.8V back to 0V (in RESET hysteresis) to sensitize the fault. To determine
the faulty behavior in the presence of the modeled defect, the simulation results are eval-
uated for the ultimate reached resistance of the defective devices (i.e., RRESET after RE-
SET operation). For example, F = U if the final RRESET is outside of the HRS boundary
(i.e., [100 kΩ, 1 MΩ]). The second experiment is established to validate the fault space
when a linear resistor is present, either in series (Rs) or in parallel (Rp), with a device that
is defect-free. The resistor defect sweeps from 1Ω to 100 MΩ in strength.

5.7.2. FAULT MODELING AND RESULTS
The simulation results for varying defect strengths are shown in Table 5.3. Depend-
ing on the defect strengths, the table shows both Easy-to-Detect (EtD) (〈1w0/1/−〉) and
strong Hard-to-Detect (sHtD) (〈1w0/U/−〉) faults. It can be shown that more faults
get sensitized as Ndisc,min increases. While EtD faults are sensitized for Ndisc,min above
0.042× 1026 m−3, sHtD faults are sensitized for Ndisc,min between 0.006× 1026 m−3 and
0.0415 × 1026 m−3. Considering the defective measurement data shown in Fig. 5.12,
Ndisc,min = 0.016×1026 m−3 (bold in the table) is calibrated in this case. Greater space for
OVs to be recombined in the disc region is given by higher Ndisc,min, which increases the
likelihood of undesired RESET failure in the device. The concentration of OV lowers as
more O2− are attracted toward the oxide bulk to recombine with it as the decrease in sup-
plied negative RESET voltage. However, ID-defective devices are unable to release a suf-
ficient amount of O2− back into the oxide bulk, which raises the final OV concentration
while lowering the RRESET. As a result, faults can be sensitized at these voltages. Greater
Ndisc,min indicates a higher defect strength and more O2− depletion (inadequacy).

The static faults that are sensitized using the DAT as well as the traditional approach
(linear resistor model) for all Rp, Rs, and Ndisc,min are then compared; these are shown



5.8. DEVICE-AWARE TEST DEVELOPMENT OF ION DEPLETION

5

85

8/21/2025 29

<0w1/0/->

<0w1/U/->

<1r1/1/0> <0r0/0/1>

Series

<1w0/U/->i 

<1w0/1/->i

DAT Ion depletion defects

Parallel

<1w0/1/->

<1w0/U/->

Intermittent faults

Conventional linear resistor defects

Figure 5.15: Static faults.

in Fig. 5.15. The figure illustrates the distinctions between the two approaches. Tests
for 4 faults will result in needless yield loss since the traditional defect model approach
triggers those that are unrealistic when modeling ID defects. Due to the intermittent
behavior, ID will only sensitize intermittent faults, as shown in the right circle. We denote
the corresponding fault primitive as 〈1w0/1/−〉i and 〈1w0/U/−〉i, where the subscript
i indicates the intermittent case. Clearly, conventional defect models based on either
series or parallel resistors fail to capture the realistic faults sensitized by ID. Additionally,
we are able to distinguish and diagnose ID defects from linear resistor defects due to the
comparison result.

5.8. DEVICE-AWARE TEST DEVELOPMENT OF ION DEPLETION

The final stage of the DAT approach is to provide effective test solutions addressing the
validated RESET faults in Section 5.7. In this section, we discuss and validate the test
generations for ID defects.

5.8.1. MARCH ALGORITHMS

Table 5.3 illustrates how the ID defect could result in EtD and sHtd faults when the RESET
procedure is performed. The March algorithm below is one straightforward test solution:

March-ID = {⇕ (w1);⇕ (w0,r0)
}

.

Here, ‘⇕’ denotes an irrelevant addressing direction. The first march element sets all
memory cells to state ‘1’, with w0 indicating a RESET operation, and r0 signifying a read 0
operation for fault detection. This test algorithm ensures the detection of EtD faults, i.e.,
Ndisc,min > 0.0415×1026 m−3 in our simulation. However, due to the intermittent nature
of the ID, the proposed test algorithm detects the fault probabilistically. Hence, multiple
iterations of 1w0 (for sensitization) and read (for detection) are needed to improve the
probability of detection. Assuming the ID defect occurs with probability PID, then the
detection probability can be expressed as: Pd=1− (1−PID)k , k indicates the repetition
time of the applied sequence. In our case of PID=14 %, k=31 is necessary to achieve over
99 % fault coverage.
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5.8.2. DFT SCHEMES
However, this March algorithm does not satisfy the fault coverage requirement for sHtD
faults in the ‘U’ state, which can lead to random read outputs. Hence, DfT schemes
specifically targeting these sHtD faults should be employed. It is possible to include dif-
ferent references in the SA so that it can distinguish resistance states between ‘U’/‘1’
or ‘U’/‘0’ instead of distinguishing only the regular ‘0’/‘1’ [61], [62]. In this section, we
propose two low-cost re-configurable DfT schemes by modifying the references in SA to
detect the intermediate HRS of ID-defective devices. Fig. 5.16 demonstrates the DfT con-
cept involving various references to identify the ‘U’ state in ID-defective devices. Rref1 is
set to (HRS+LRS)/2 for the defect-free device. RRESET of the ID-defective device is re-
ferred to as HRSID, which is near Rref1 (within the SA margin) and cannot be reliably
distinguished as logic ‘0’. To detect this faulty state, the reference can be set to Rref2 of
(HRSID +LRS)/2 for the ID-defective device.

Next, we implement a 2×2 RRAM array circuit with read circuits and proposed write
drivers to validate the following two DfT schemes. Note that here we evaluate the DfTs
considering process variations but assuming that the ID defect occurs (not intermittent)
to verify the detection capability.

REFERENCE TUNABLE SCHEME

The first scheme is an adaptable DfT method featuring a tunable reference design that
remains compatible with standard read operations. The tunable reference cells com-
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prise two series RRAM devices, paralleled to another two RRAM devices in series, with
additional two transmission gates (TG1, TG2), as shown in Fig. 5.17(a). For instance,
in a defect-free circuit design, one RRAM device is configured to LRS while the other is
set to HRS within a single connection. The parallel configuration of the two links en-
sures that the equivalent cell resistance lies precisely between these two values (LRS and
HRS). TG1 and TG2 function as switches to regulate the application of voltage pulses
(i.e., VP) at nodes A and B for programming the reference cells. For example, when TG1
is activated, a high voltage Vp is applied on node A, adjusting the resistance of R1. To
implement the DfT scheme, an RRAM circuit including 2× 2 1T-1R cells and SA (using
TSMC transistor model and compact RRAM model [110]) is built. First, the defect-free
circuit is validated. Under a 1w0 operation, a 1.8 V RESET voltage is applied to the SL,
with the BL grounded, transitioning the resistance state from LRS to HRS. The fault-free
HRS can then be read correctly by the used SA, with Rref1=61.13 kΩ. Next, we replace the
defect-free cell with the ID-defective device model including variations. After applying
the same 1w0r0 operation, the faulty HRS (with the strength of Ndisc,min=0.01×1026 m−3)
is incorrectly read because the BL/RL voltage difference (∆V=VBL −VRL) remains below
the SA margin (∆Vmi n). By tuning the original HRS in the reference cell to the HRSID

(i.e., Rref2=32.81 kΩ), the faulty HRSID can be correctly distinguished from the LRS by
the readout value. Furthermore, we perform a sensitivity analysis to study the influence
of process variation of both transistors and RRAM devices. For the transistor variations,
we use the variation models that include the statistical mismatch from the TSMC 40 nm
model library. For RRAM device variations, we set up the models as described in [119].
We incorporate both Device to Device (D2D) (from a truncated Gaussian distribution)
and Cycle to Cycle (C2C) (change the variable parameters with confined step size, whose
maximum is chosen to be 10 % of the current value) variations of the RRAM cells (includ-
ing the reference cell). First, we implement and obtain the output of the normal SA by
using the Rref1 to detect the injected ID defect. For every component combination, only
33.9 % of 5000 Monte Carlo (MC) simulations return the correct read output ‘0’. Then, we
change to use the DfT by using the Rref2 (after adjusting the reference cell) and perform
5000 MC simulations, 99.34 % are read as expected ‘0’ outputs. The first DfT scheme is
resilient against process variations.

REFERENCE TRIMMING SCHEME

Although the first circuit proposed is validated to the ID defect, precisely controlling
the programming of the RRAM-based reference resistor is challenging. Hence, we pro-
pose the second scheme, which involves the use of tunable resistors to modify the ref-
erence resistance. For example, this can be achieved through a serial connection of
multiple resistors, each of which can be bypassed individually, as shown in Fig. 5.17(b).
We use the minimal size (width=400 nm, length=270 nm) of the TSMC 40 nm library as
the minimal resistor. It has an equivalent resistance of around 4 kΩ and is guaranteed
to operate in the linear region. By controlling trim settings, the reference cell is set to
Rref2=40 kΩ(enable 10 transistors, design for defective ‘U’ cells), and Rref1=60 kΩ (enable
15 transistors, design for defect-free cells). After injecting an ID defect with the strength
of Ndisc,min=0.01×1026 m−3, the SA using Rref1 returns an incorrect ‘1’, while the SA using
the trimming Rref2 returns a correct ‘0’. Then we conduct the process variation analysis
for both transistors and RRAMs. Fig. 5.18(a), (b), and (c) show histograms for the LRS,
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Figure 5.18: Histograms of the RRAM resistance distribution under variations. (a) Resistance of ‘1’ cell
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HRS cells of the defect-free circuit, and the defective ‘U’ cells, for 5000 MC simulations.
The mean values are 7.1 kΩ of ‘1’ cells, 129.3 kΩ of ‘0’ cells, and 56 kΩ of ‘U’ cells, all
within the specification. Besides, the coefficient of variations (CV, σ/µ) are 6.5 %, 9.1 %,
and 9.2 % for ‘1’ cells, ‘0’ cells, and ‘U’ cells, respectively. In statistics, a lower CV indi-
cates more uniformity in the data, which is consistent with the physics of RRAMs [229].
Upon validation of read operations under the process variation in the defect-free case,
100 % of the 10000 iterations (5000 read ‘0’ and 5000 read ‘1’) result in the correct read
outputs with Rref1=60 kΩ. When the cell is defective in ‘U’ state, 2191/5000 iterations re-
turn to incorrect ‘1’ read outputs with Rref1=60 kΩ. After the reference trimming is set to
Rref2=40 kΩ, 100 % of the 5000 iterations return to correct ‘0’ read outputs although the
ID-defect is injected. In summary, the result shows that the proposed DfT is decently
resilient against process variations.

To further reduce the test duration, dedicated DfTs are necessary, focusing on mini-
mizing the occurrence of the ID defect by e.g., operating the device at low temperatures
below 293K. This will lead to a slow migration of O2− recombination [110], [194]. Then,
the ID-defective device may fail to switch and stuck at ‘1’ (during the RESET operation),
being easily detected. A drawback of this approach is that extra cryogenic equipment
is required and the electrical behavior of the transistors is also affected at low temper-
atures. The approach may involve increasing device current during SET over-forming
the device, leading to a higher OV concentration and reduced final RESET resistance in
ID-defective devices [74], [214]. This can be achieved by boosting the BL or WL in test
mode. However, the downside of this method is a lower RSET, which increases energy
consumption and write latency.

5.9. COMPARISON OF EXISTING DFTS
There are multiple existing DfT schemes that are designed for HtD faults. In this section,
we will give an analysis of their testability for the ID defect and compare them with our
proposed DfTs.

Some DfTs only target reducing the test time but not to enhance defect/fault cover-
age, such as works in [225], [226], [242]. Thus, they are not able to detect the ID defects.
Singh, Fieback, Bishnoi, et al. introduced DfT schemes utilizing multiple references in
the SA during a single read to execute a logic NOR operation to determine RRAM device
resistance [62]. However, this approach requires a significant area overhead and does
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not account for process variations. Besides, this design is not adaptive to a conventional
storage memory array; instead, it has a specific architecture and aims to be implemented
in CIM. Similarly, the DfT in [243] is also designed for CIM applications, focusing solely
on detecting read disturb faults. However, it lacks the capability to detect ID defects and
incurs a significant area overhead, requiring 32 RRAM cells in parallel for testing. Both
designs in [61], [63] modify and implement multi-reference read operations by monitor-
ing currents, making them capable of detecting ID defects. However, the study in [61]
does not include a variation analysis, while the work in [63] incorporates a current mir-
ror, which introduces a voltage drop and results in high power consumption. Compared
to these approaches, our DfT designs are highly adjustable, easy to implement, and ro-
bust against variations, ensuring reliable detection of ID defects.





6
DEVICE-AWARE TEST FOR OVER

RESET (OR) DEFECTS

This chapter identifies and characterizes the over-RESET phenomenon based on silicon
measurements. In our case study, 30% of the I-V switching cycles in measured devices
suffered from an intermittent extremely high resistance state exceeding the high resistance
state criteria. The chapter shows the limitations of conventional defect modeling based on
linear resistors for testing over RESET. To address this challenge, the DA defect modeling
method is applied; a model of the defective RRAM device is developed and calibrated using
measurements to accurately describe the impact of the defect on the electrical behavior of
the memory device. Afterward, fault analysis is performed based on the DA defect model,
and appropriate fault models are introduced; they show that the DA defect model will
sensitize deep (extremely high resistance) state faults. Finally, dedicated test solutions for
over-RESET devices are proposed.

The contents of this chapter were published in ATS’23 [66].
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6.1. INTRODUCTION
This chapter identifies and characterizes the Over RESET (OR) in RRAMs. The OR causes
a deep state exceeding the High Resistance State (HRS) criterion intermittently, which is
unstable and affects the subsequent switching mechanism. Furthermore, we notice that
the tunneling leakage current plays a big role when OR occurs; hence we investigate and
model the leakage current based on measurements. The DAT method is applied to ac-
curately model the defects, derive realistic fault models, and thereafter develop efficient
test solutions. The main contributions of this chapter are as follows:

• Discover an RRAM-specific intermittent OR based on measurements and analyze
the physical roots.

• Incorporate the leakage current to improve the RRAM model and develop the DA
defect modeling for defects.

• Perform DA fault modeling to develop realistic fault models and thereafter optimal
test methods.

6.2. DEFECT CHARACTERIZATION
We use the same wafer and measurement set up with 5.4. While analyzing the mea-
surements, we observe that some cycles of several devices suffer from faulty RESET pro-
cesses, i.e., the extremely high resistance state after RESET. This occurs for approximately
30 % of the device’s cycles. Fig. 6.1(a) represents the log(R)-V loop to characterize and
compare defect-free and defective devices. The applied VTE is swept from 0 V to −1.8 V
( 1 , 2 ), and back to 0 V ( 3 ) for RESET; from 0 V to 1.2 V ( 4 , 5 ) back to 0 V ( 6 ) for SET.
For the defect-free device, the RESET transition starts from −0.75 V with a constant LRS
and ends at a nominal HRS (around 165 kΩ). In the case of a defective device RESET
switching, a similar transition performance is observed ( 1 , 2 ). However, its resistance
value increases to the extremely high resistance state at 3 . Note that the resistance in-
creases since the leakage current decreases as the applied voltage changes. The effect
of leakage current is particularly non-negligible when the device is in an HRS (around
one order of magnitude resistance increase, see Fig. 6.1(a)). The leakage current exists in
both RESET and SET processes. The subsequent SET process follows the normal transi-
tion for both defect-free and defective devices, but the defective device shows a signifi-
cantly increased VSET.

Fig. 6.1(b) presents the on/off resistance window as a function of cycles for defect-
free and defective devices. During the initial ≈ 100 cycles, devices exhibit erratic resis-
tance states, also reported in [228]. After the initial few cycles, the variability of resis-
tance values is low. It can be concluded that the extremely high HRS occurs in multi-
ple cycles. Fig. 6.1(c) presents the cumulative distributions of resistance for the RRAM
device with 1T-1R structure. The distributions contain the measured resistance values
(read using 0.1 V) from 936 consecutive RESET-SET cycles. The HRS distribution spread
is more pronounced than LRS, which is also reported in other papers [229]. Around 30 %
cycles of the defective device exceed the HRS resistance criterion of 1 MΩ, exhibiting the
extremely high resistance state. Hence, the faulty behavior is intermittent, and it is a
serious concern for RRAM devices.
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Figure 6.1: Comparing defect-free and defective devices. (a) Measured R-V curve in the logarithmic y-axis, (b)
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multiple (936) cycles (read at 0.1 V).

Fig. 6.2 shows the dependence of measured HRS and subsequent VSET during 936
cycles. For each VSET, the mean of the HRS throughout numerous cycles is obtained in
order to depict the trend clearly. It shows that a larger HRS usually corresponds to a larger
VSET. It can be explained that the VSET is related to the amount of Oxygen Vacancy (OV)
and affected chemical potential [244]. For example, one reported experiment shows that
the low oxygen absorption rate of the insulating TiOx capping layer leads to high VSET

than the metallic Ta capping layer [244]. Therefore, the extremely high resistance is risky
in causing transition faults during the SET process, especially for low voltage (power)
applications.
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Figure 6.2: Dependence of VSET and HRS of the device during 936 cycles.

6.3. DEFECT MECHANISM
The RRAM switching mechanism is explained as the movement of O2− to form and rup-
ture the CF composed of OV [99]. The same LRS values of defect-free and defective de-
vices (see Fig. 6.1(a), 1 , 6 ) indicate that the same amount of O2− is generated during
the SET process. Hence, the extremely high HRS value after RESET must involve a re-
duced O2− storage capability in the capping layer of the device with respect to the nom-
inal case. A probable cause of the fault is an increase in layer length or a decrease in
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the cross-sectional area due to extreme process variation [245]. Furthermore, the doped
oxygen leads to the high resistivity of the capping layer and provides more O2−, which
results in a deeper CF rupture [245]. Since the formation and rupture of a CF are stochas-
tic processes, the precise number of O2− fluctuates per write cycle, and hence the fault
will not occur in every cycle [228]. Moreover, it is reported that the stochastic variability
impacts HRS reliability [246], and hence the intermittent phenomenon.

6.4. DEVICE-AWARE DEFECT MODELING OF OVER RESET
In this Section, we first notice and incorporate the measured leakage current into the
existing RRAM model to better calibrate the device behavior. Then, we analyze the OR-
defective affected by the leakage current and apply the DA defect modeling approach
to model the OR defect discussed in the previous section to calibrate with the measure-
ments.

6.4.1. PHYSICAL DEFECT ANALYSIS AND MODELING
The physics of the defect must be investigated to comprehend its mechanism and de-
termine its effect on one or more technology parameters of the RRAM device. There
are two issues related to the OR: a) the leakage current that affects the device severely
at extremely high resistance, and b) too many oxygen ions move to recombine the CF,
resulting in the extremely high resistance state. Section 6.2 characterized the leakage
current, which affects the current flowing through the device, hence the read resistance
states. The impact of the leakage current is noticeable, especially for extremely high re-
sistance states. However, most of the existing RRAM compact models assume the device
switches as long as the applied voltage reaches the threshold [99], [110]. After that, the
states (resistance) are constant unless the device switches again. Hence, the simulation
of extremely high resistance states is less accurate when tunneling currents are not taken
into account. Besides, the magnitude of the leakage current is related to the amount of
OV and the resulting HRS, the root of which will be explained below.

In this section, we apply the physics-based RRAM model, JART VCM v1b, from [110]
to incorporate the leakage current and appropriately model the defects. The compact
model is designed as the change of OV (parameter Ndisc) in the HfO2 oxide layer. Ndisc,min

and Ndisc,max are limiting parameters to keep Ndisc between Ndisc,min and Ndisc,max in RE-
SET and SET processes. To incorporate the leakage current into the model, we transform
the leakage current to an equivalent current source, which is a function of applied volt-
ages, and calibrate the current magnitude with measurements.

The leakage current between the cap and the oxide layer in the RRAM device is dom-
inated by the Fowler-Nordheim tunneling mechanism, which is tunneling through an
approximate triangular potential barrier. An expression for the current as a function of
the applied voltage is [247]:

JFN = q3

16π2ħφb
F 2

ox exp

−4

3

√
2m∗

oxφ
2
3
b

ħq

1

Fox

 (6.1)

where q is the electron charge, ħ is Planck’s reduced constant, m∗
ox is the electron effec-

tive mass in the insulator (for HfO2 of 0.1m0 [99]),φb is the barrier height at the interface,



6.4. DEVICE-AWARE DEFECT MODELING OF OVER RESET

6

95

and Fox is the electric field cross the oxide (dependent on the VTE).

Table 6.1: Model parameters for JART VCM v1b [110].

Symbol Value Symbol Value

T0 0.293 K ν0 1.6×1013 Hz
ϵs 10 ∆WA 1.35 eV
ϵφBn0 4.5 Rth0 6.5×106 KW−1

φBn0 0.18 eV rdet 50 nm
φn 0.1 eV lcell 2 nm
µn0 3×10−6 m2/(Vs) ldet 0.65 nm
Ndisc,max 5.3×1025 m−3 Rtheff,scaling 1
Ndisc,min 2.5×1023 m−3 Rseries,ICL 2050Ω
Ninit 5.3×1025 m−3 R0 750Ω
Nplug 5.3×1025 m−3 Rth,line 90471.5 WK−1

a 0.54 nm αline 3.92×10−3 K−1

As we analyzed in Section 6.2, the shortage of the free oxygen affinity causes over RE-
SET in devices, which leads to the extremely high resistance fault. Therefore, we include
the faulty final resistance by changing the model parameter that affects the O2− storage
capability: the minimal OV concentration in the oxide (disc). The lower this number, the
higher the resistance value and thus the stronger extremely high resistance state faults.

6.4.2. ELECTRICAL DEFECT MODELING
Following the physical analysis, the electrical parameters (e.g., the OV concentration)
comprise the impacted physical properties (e,g., RRESET, ITE) in this stage. The Verilog-
A-written compact model JART VCM v1b can be directly integrated into the circuit-level
simulation. Hence, by connecting it to Ndisc,min utilizing model simulations, the electri-
cal behavior of the defective device switching comprising current changes can be exam-
ined.

6.4.3. FITTING AND MODEL OPTIMIZATION
The fitting is carried out to match the I (R)-V measurements from Section 6.2. The same
parameter values listed in Table 6.1 other than Ndisc,min are used. In the simulation, the
RRAM model is connected in series with a transistor that has the same dimensions as
the devices used for characterization. Fig. 6.3(b) and Fig. 6.3(c) present the fitting results
of I-V and R-V loops for both defect-free and defective devices. The applied voltage is
ramped as in the characterization ( 1 to 6 ), for a RESET-SET cycle. The circuit-level
simulation results fit the measurements well.

The fitting of φb is carried out with the I-V measurements. We neglect the ionic hop-
ping current caused by the minute amount of OV and approximate the current flowing
through the RRAM as a tunneling current. Table 6.1 lists the parameter values used in
Fig. 6.3(a) for the JART VCM V1b model to calibrate the measurement data. Fig. 5.12(a)
shows the fitting result and implies that the model is able to accurately describe the R-V
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Figure 6.3: Defect-free and defective device simulation and measurements. (a) The leakage current
incorporated model fitting of the R-V curve, (b) Simulation vs. measurements of the I-V curve, (c) Simulation

vs. measurements of the R-V curve.

loop caused by leakage current.

Furthermore, we investigate the relationship between Ndisc,min and φb , which are
two key parameters determining the extreme state fault and the magnitude of the tun-
neling leakage current, respectively. The φb is affected according to the concentration of
OV. To obtain the results, we performed simulations under different fitted vacancy con-
centrations. For each case, the leakage current was calibrated by adjusting the barrier
height parameter φb in the tunneling current equation until a good agreement with the
measurement data was achieved. In this way, six values of φb were extracted, each cor-
responding to a specific OV concentration. These fitted barrier heights are then plotted
as discrete data points, and a trend line is added to highlight the overall dependence, as
shown in Fig. 6.4. In the figure, the extracted φb decreases with increasing OV concen-
tration. This indicates that a higher OV concentration at the interface effectively reduces
the tunneling barrier height, thereby enhancing the tunneling current, which is consis-
tent with other reported results [248]. Therefore, φb is directly related to the OR defect
strength, and its accurate fitting is crucial for reliable OR-defective modeling.
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6.5. DEVICE-AWARE FAULT MODELING OF OVER RESET
6.5.1. SIMULATION SETUP
We adopt Cadence Spectre to establish the simulation by using the Predictive Technol-
ogy Model (PTM) 130-nm transistor library [222] and the RRAM compact model from
[110]. Regular voltage-based SA is applied for reading operations [122]. We perform two
experiments to analyze fault results.

The first experiment is built to validate faults with varying OR defect strengths to an-
alyze the extremely high resistance fault. The defect injection is carried out by replacing
the defect-free RRAM model with the model of the defective RRAM device obtained in
Section 6.2. The voltage sweep is applied through the SL from 0V to 1.8V back to 0V
for RESET operation to sensitize the fault. The defect strength is governed by the varied
Ndisc,min (from 0.0025×1026 m−3 to 0.0001×1026 m−3) after the RESET.

The second experiment is based on the traditional defect models to validate whether
they can model the unique OR defect. Traditionally, RRAM defects are modeled using
linear resistors [43]. There are only two options for defect modeling: the resistor can
either be in parallel or in series with the defect-free device. Hence, we inject resistors
both in parallel and in series to validate the sensitized faults. The strength of a resistor
defect is swept from 1Ω to 100 MΩ.

Table 6.2: Fault modeling results for OR defect.

Ndisc,min[1026 m−3] RRESET Fault Type

0.0025 358.3kΩ
None Fault free

0.0009 1MΩ

0.00025 3.7MΩ

〈1w0/L/−〉 HtD0.0002 4.7MΩ

0.0001 7.2MΩ

6.5.2. FAULT MODELING AND RESULTS
First, Table 6.2 shows the obtained results of the first experiment. We inspect the final
resulting resistance (after RESET operation) to derive fault models. It can be seen that
HtD faults are sensitized when the Ndisc,min decreases. A lower Ndisc,min (a larger ratio
Ndisc,max/Ndisc,min) gives more room for OV to be recombined in the disc region, which
makes it easier for the device to exhibit undesired RESET failure. Although no faults are
sensitized by SET operation with OR defects, we still observe the VSET delay as shown
in Fig. 6.3(b), (c). That can be explained by the initial resistance state-dependent ther-
moelectric coupling during the SET process included in the used RRAM model, which
reduces the transition delay time for lower initial HRS [110].

Next, we compare the static faults sensitized by conventional linear resistors and OR-
defective models. Totally 6 static faults are sensitized by linear resistors: 〈1w0/1/−〉,
〈1w0/U/−〉, 〈0w1/0/−〉, 〈0w1/U/−〉, 〈0r0/0/1〉, 〈1r1/1/0〉. Clearly, neither parallel nor
series resistors can sensitize the 〈1w0/L/−〉 fault, which indicates the need for the OR-
defective model. Furthermore, linear resistors sensitize faults that are unrealistic when
modeling OR defects; hence, tests for them will lead to unnecessary yield loss.
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6.6. DEVICE-AWARE TEST DEVELOPMENT OF OVER RESET
As explained in Section 6.5, the targeted fault sensitized by the RESET operation is an
HtD fault. Hence, a conventional March test cannot guarantee its detection. Reading
this state will result in ‘0’, the same as the normal HRS. To detect those HtD faults, DfT
schemes can be applied. For example, we can design different references composed of
RRAM devices, so that the SA can identify states between ‘L’/‘0’ instead of identifying
only the regular ‘0’/‘1’. The shifted reference DfT concept is illustrated in Fig 6.5. For
regular SA, Rref1 is typically set to (HRS+LRS)/2 to distinguish ‘1’ and ‘0’. To detect the
‘L’ state (HRSEL), another reference (Rref2) needs to be set to the maximum value of the
defined ‘0’ range. Besides, due to the intermittent nature of the OR phenomenon, the
proposed DfT scheme will only probabilistically detect the fault. Hence, repeated 1w0
(to sensitize) and read (to detect) operations are required to enhance the detection prob-
ability. If we assume the occurrence possibility of OR is POR, then the detection proba-
bility is: Pd=1− (1−POR)k , k indicates the number of times the sequence is applied. In
our case of POR=30 %, k=13 is required to realize 99 % fault coverage.
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Figure 6.5: Resistances for faulty RRAM state.

Based on the concept, we develop an adaptable reference tunable structure that is
compatible with normal read operations. Fig. 6.6 illustrates the two RRAM devices con-
nected in series and parallel with two other RRAM devices connected in series, together
with two extra transistors (T1, T2), for providing tunable reference cells. In Fig. 6.6, R1 to
R4 are set to different states for regular (Rref1) or DfT (Rref2) purposes. In the regular case,
R1, R2 are set to normal HRS while R3, R4 are set to normal LRS. In the DfT case, all 4
cells need to be set as the upper bound of the HRS region (1 MΩ) to detect ‘L’. T1 and T2
are used as switches to control whether voltage pulses (i.e., VP) can be applied at nodes
A and B to program the reference cells. For example, when the T1 is conducting, Vp can
be applied on node A, switching the state of R1.
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Figure 6.6: Modified reference cells.

The DfT scheme is implemented by establishing a Cadence Spectre-based simula-
tion including a 1T-1R cell and SA. First, the defect-free circuit is validated to be correct.
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Next, we replace the defect-free cell with the OR defective model. After applying the reg-
ular 0r0 operation using Rref1, the faulty ‘L’ is read as an incorrect value ‘0’. By tuning
the reference cell from Rref1 to Rref2, the ‘L’ state can be correctly distinguished from the
normal HRS by the readout value.

Other specific DfTs can be used to further reduce the test time. For example, a weak
or fast write operation can be performed by the DfT scheme based on low write voltage
or short write duration [57]. This will result in an insufficient RESET, which decreases the
final RESET resistance of the faulty ‘L’ device to correct ‘0’ state and be easily detected.
The limitation of this scheme is a resulting lower RSET for defect-free devices, which in-
creases energy consumption.

6.7. COMPARISON OF EXISTING DFTS
In this section, we analyze the testability of existing works with respect to the OR phe-
nomenon, which leads to the unique ‘L’ state write faults, and compare them against our
proposed DfT schemes.

The approaches in [225], [226], [242] fail to detect OR faults, as they do not explicitly
target enhanced fault coverage. The DfT proposed in [62] introduces a modified sense
amplifier (SA) with multiple references; however, its specialized architecture is tailored
for CIM implementations (e.g., scouting logic NOR operations) and is not adaptable to
conventional memory arrays. Similarly, the DfT in [243] is also CIM-oriented and there-
fore unable to capture OR faults. More recent works in [61], [63] improve multi-reference
read schemes by monitoring currents, thereby enabling OR detection. Nonetheless, the
solution in [61] incurs significant area overhead, while [63] relies on a current mirror
that introduces voltage drops and leads to high power consumption. In contrast, our
proposed DfTs provide a more flexible and implementation-friendly solution, ensuring
reliable detection of OR faults without excessive area or power penalties. More details
will be discussed in Chapter 10.





7
DESIGN-FOR-TESTABILITY

SCHEME FOR RRAM FAULTS

Due to the immature manufacturing process, RRAMs are prone to exhibit new failure
mechanisms and faults, which should be efficiently detected for high-volume production.
Some of those faults are hard-to-detect, and require specific Design-for-Testability (DfT)
circuit design. This chapter proposes a DfT based on a parallel-reference write circuit that
can detect all single-cell RRAM array faults: strong faults (directly causing logic errors)
as well as weak faults (caused by parametric deviations). The scheme replaces the regular
write driver, and enables the monitoring and comparison of the write current against mul-
tiple references during a single write operation. Hence, it serves as a DfT scheme and as
a normal write circuit simultaneously. In addition, it enhances production testing speed
and online fault detection while keeping the area overhead low. Furthermore, the DfT
is configurable for efficient diagnosis and yield learning. The results of the simulations
performed not only show that the DfT can detect single-cell conventional faults (due to in-
terconnects and contacts) as well as unique RRAM faults (based on silicon data) that have
been demonstrated to exist, but also that the DfT is robust to process variations.

The contents of this chapter were published in ITC’24 [67].
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7.1. INTRODUCTION
Several works have focused on test solutions for RRAMs. These proposed solutions can
be divided into two broad classes: March algorithms and specific Design-for-Testability
(DfT) solutions. Examples of those March algorithms that involve specific sequences
of memory operations are March-MOM [225], March W-1T1R [227], and March-CMOL
[249]. While they are designed to optimize test time and enhance fault coverage, they
only target interconnect and contact defects, and they are not designed to detect unique
defects in RRAM devices (such as forming defects [59]) and Ion depletion [65]) causing
unique faults such as undefined state faults [65]. Instead, DfT schemes, such as Weak
Write operations [77], On-Chip Sensor [61], and DFT-HR-ET-NOR [62] are employed to
detect those unique faults. However, they can only detect a part of this set of faults;
they cannot guarantee the detection of the complete set of unique faults shown so far to
exist. For example, the intermittent undefined state fault [214] only occurs intermittently
during the write operation. Its detection cannot be guaranteed by Weak Write operations
and DFT-HR-ET-NOR [62], [63]. The On-chip sensor may detect it; however, this DfT
induces a large area overhead and requires hundreds of read operations to increase the
detection probability. Also, the DfT in [63] fails to detect weak faults. Clearly, there is no
test solution for RRAMs able to detect strong and weak faults, both due to conventional
defects as well as unique defects in RRAMs.

This chapter provides a robust DfT scheme for RRAM memories targeting all studied
RRAM defects and faults. The main contributions of this chapter are:

• Propose a multi-comparison write DfT scheme for the detection of RRAM (strong
and weak) single-cell faults, in the presence of both conventional and unique de-
fects.

• Implement and validate the DfT under process variations, and show that it out-
performs the prior work. Silicon data measurements for unique RRAM defects are
used.

• Demonstrate the reconfigurability of the DfT for different purposes, such as opti-
mizing yield loss and minimizing the impact of variability.

7.2. TARGETED RRAM DEFECTS AND FAULTS
This section defines and classifies defects and faults in RRAM arrays, which are consid-
ered in this chapter. We target mainly single-cell faults.

7.2.1. RRAM CONVENTIONAL DEFECTS

Conventional defects consist of interconnect and contact defects in RRAM arrays, an ex-
ample is a poorly placed contact [40], [48]. They are typically modeled by linear resistors
[43], [52], and classified into three types: 1) a bridge being defined as a resistor between a
pair of nodes different from the power nodes, 2) a short being an undesired resistive path
between a node and a power node (VDD or GND), and 3) an open being an increased re-
sistance in an existing connection.
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7.2.2. RRAM UNIQUE DEFECTS
These are defects that occur inside the RRAM device itself during the manufacturing;
defects that have been shown to exist (based on silicon data) so far consist of: 1) an
Over/Under Forming (O/UF) defect [49], [59], 2) a low-doping of the capping layer [214],
3) an Ion Depletion (ID) [65], [194], and 4) an Over RESET (OR) [66]. It has been shown
that these defects cannot be accurately modeled with linear resistors; therefore, the
Device-Aware Test (DAT) approach is used for their modeling [58], [59].

7.2.3. RRAM FAULTS
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Figure 7.1: Fault classification depends on functionality and permanent nature.

In this chapter, we target static single-cell faults that have been shown to exist in
RRAMs (either based on defect injection and circuit simulation or based on silicon data),
which are either EtD or HtD, as shown in Fig. 7.1. The EtD static fault consists of [50], [54],
[57], [250]:

• Stuck-at Faults (SAF): the RRAM cell is always in a certain state, e.g., 〈0w1/0/−〉.
• Write Destructive Faults (WDF): unintentional alteration of the state of the cell

during a write operation, e.g., 〈0w0/1/−〉 and 〈1w1/0/−〉.
• Read Disturb Faults (RDF): a read operation switches the cell state, while the read

value is correct, e.g., 〈0r0/1/0〉.
• Incorrect Read Fault (IRF) a read operation returns an incorrect output while the

cell state is correct, e.g., 〈0r0/0/1〉 and 〈1r1/1/0〉.

The HtD static faults consist of [57], [214], [225], [251]:

• Deep Faults (DF): the RRAM cell falls into deep states, i.e., ‘H’, ‘L’, e.g., 〈1w0/L/−〉.
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• Undefined Write Faults (UWF): a write operation leads to ‘U’ state, e.g.,
〈1w0/U/−〉.

• Unkown Read Faults (URF): a read operation switches the cell to ‘U’ state (F = U)
and/or returns random read outputs (R =?), e.g., 〈1r1/U/?〉.

• Weak faults: parametric deviations of RRAMs without functional errors.

• Intermittent Undefined State Faults (IUSF): RRAM switches into ‘U’ states during
write operations intermittently.

Note that HtD faults are mainly unique to RRAMs; RRAM can store at most five
states and thus detecting faults due to such states cannot be guaranteed with existing
March tests. Due to the process variation and intrinsic stochasticity in RRAM switching,
non-permanent faults occur intermittently, such as the IUSF. Weak faults in RRAMs are
caused by degradation or extreme cycle-to-cycle variations [83], especially in the case of
RRAM filaments, which have natural randomness in their formation and breakage.

7.3. LIMITATION OF EXISTING WORKS
Existing tests for RRAMs can be divided into March algorithms and DfT schemes. Ta-
ble 7.1 summarizes all of these tests along with the types of RRAM faults (classified in
7.2.3) that can be detected. The DfT schemes generally have two targets: 1) reduce test
time (RT), and 2) enhance test coverage (EC). The targets are listed in Table 7.1 for each
of the DfTs. For example, the ‘Divide and Conquer approach’ DfT [252] is proposed to
leverage upon the special current additive property, thus reducing test time. The DfT
schemes in [225], [253] read multiple cells at once and thus reduce the number of read
operations. However, [253] is not designed to enhance the FC. On the other hand, the
DfT schemes in [61], [63] modify and apply multi-reference read operations to enhance
the FC. Note that [63] is the only scheme that is able to partially detect intermittent faults
since it can monitor the cell states continuously. In [243], an approach that can monitor
the RRAM state ratio is presented for detecting read disturb faults; however, it requires
testing 32 RRAM parallel cells at once. Furthermore, the DfT schemes in [57], [62], [242],
[251] are designed to enhance the FC and reduce the test time by modifying the write or
read operations. However, none of the existing DfT schemes can guarantee the detection
of weak faults. Besides, some DfT approaches can only partially detect sHtD faults; i.e.,
they cannot cover faults that switch the cell into faulty states ‘H’, ‘U’, or ‘L’, resulting in
test escapes. The state-of-the-art clearly shows that none of the existing tests detect all
single-cell RRAM faults reliably and efficiently.

7.4. PROPOSED DFT METHODOLOGY
This section proposes the overall concept of the DfT, and demonstrates details on how it
is implemented to efficiently detect all targeted single-cell RRAM faults in this chapter.

7.4.1. DFT CONCEPT
Based on the discussion from previous sections, we can derive that a high-quality DfT
scheme for RRAMs should be able to detect specific faulty states (‘H’, ‘U’, and ‘L’ states)
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Table 7.1: Targeted fault detection capabilities of existing tests for RRAMs.

Name Type
Permanent Intermittent

TargetStrong Weak
Strong Weak

EtD sHtD wHtD

March-MOM [225] March Y N N N N -
March-1T1R [54] March Y N N N N -

March C* [49] March Y N N N N -
March C*-1T1R [226] March Y N N N N -
March-CMOL [249] March Y N N N N -

March W-1T1R [227] March Y N N N N -
March-EtD [64] March Y N N N N -

Divide and Conquer [252] DfT Y N N N N RT
Sneak-path [225] DfT Y P N N N RT
Weak-write [57] DfT N Y N N N RT; EC
Fast-write [242] DfT Y Y N N N RT; EC

Parallel March [253] DfT Y P N N N RT
On-chip sensor [61] DfT Y P N N N EC

Enhanced March [251] DfT Y Y N N N RT; EC
DFT-HR-ET-NOR [62] DfT Y Y N N N RT; EC

Read disturb fault detector [243] DfT Y N N N N EC
PMRR [63] DfT Y Y N Y N EC

Y: yes, N: no, P: partial, RT: reduce test time, EC: enhance test coverage

as well as weak faults (to enhance the chip’s reliability). Furthermore, to detect aging
degradation and intermittent behavior, the test should be performed during the runtime
of the chip (e.g., online monitoring). For example, this is the case for ID defects reported
in [65] which cause intermittent undefined write faults.
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interconnection.

To detect the targeted RRAM faults, we design a new DfT based on monitoring and
comparing two currents. We marginally modify the write drivers, and monitor the cur-
rents during the write operation; thus achieving a test without additional read opera-
tions. As explained in Chapter 2, the write operation is performed by write drivers. For
instance, during the SET operation, and as shown in Fig. 7.2(a), currents from the write
driver flow into the RRAM cell through BL (IBL) and out of the cell through SL (ISL). De-
pending on the magnitudes of such currents, four cases can be distinguished as shown
in the table of Fig. 7.2(b). For a defect-free circuit, IBL is expected to be the same as ISL,
both are within the specification (Case 1). However, the presence of defects (e.g., shorts,
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Figure 7.3: The flow chart of the proposed DfT process.

bridges) may cause one (Cases 2 and 3) or both (Case 4) of these currents to be out of the
specification.

For example, Fig. 7.2(c) shows the amplitude of the two currents IBL and ISL during
a write (0w1) operation in the presence of a short defect, as shown at the bottom of the
same figure. The figure shows that the difference between the two currents is higher for
smaller defect sizes (Case 4). As the BL is shorted to the ground in the presence of the
defect, IBL is higher than the correct value (out of the specification), and only a small
current will flow through the RRAM device; hence ISL is smaller than the correct value
(out of the specification). As a consequence, the cell will fail to switch and it will remain
in its initial state ‘0’. As the defect resistance increases, the shortcut current through
the defect will reduce, resulting in a reduction of IBL and an increase of ISL following
through the RRAM device. As the figure shows, in this case (Case 2), IBL remains still
larger than specification while ISL reaches the correct value. When the defect resistance
increases further, both IBL and ISL converge towards correct values (Case 1) as the impact
of the defect becomes marginal. Note that Fig. 7.2(c) uses the same colors as the table in
Fig. 7.2(b) to indicate the different regions/cases.

Fig. 7.2(d) presents another example where a write 0 transition operation (1w0) is
performed in the presence of a short. Depending on the defect value, three cases ((1),
(3), and (4)) are sensitized. Note that for Case 4, although the two currents IBL and ISL

are quite the same, their value is possibly outside the specification (e.g., in the presence
of open defects) and therefore it is a faulty case.

Fig. 7.3 gives a high overview of the DfT process. First, the two currents IBL and ISL are
compared (i.e., stage 1); if they are not close to each other within a certain range (i.e., one
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of the two currents is outside the specification), then obviously there is a defect causing
this deviation (Case 2 or Case 3). If the two currents are quite close to each other, we
proceed to stage 2, where we verify whether the current value falls within the specified
range. If it is, then clearly the design under test is defect-free (Case 1). However, if the
current is out of specification, then the circuit is defective (Case 4).

7.4.2. POTENTIAL IMPLEMENTATIONS
The proposal DfT is based on a comparison of IBL and ISL. This concept of checking
current differences and magnitude can be applied not only to write operations but also
to read operations. For example, Gomez, Forero, Roy, et al. modifies the read operation
to check the current difference in MRAMs [254]. The advantages of such an approach
are low power consumption and detection of some read faults. However, it has many
drawbacks: 1) the need to have the additional read operation for detection after writing
the cell, 2) the slight read current is hard to sense, and 3) the ability to check (read) cur-
rents only in one direction. In comparison with checking the difference between read
currents, checking the difference between write currents is much more favorable; i.e., it
allows the real-time monitoring of the write current and test of the circuit without addi-
tional read operations, which is preferred for both defect and reliability testing. There-
fore, we select that approach for the implementation of the proposed DfT concept.

7.4.3. SELECTED IMPLEMENTATION
Based on the above analysis, we propose to modify the basic write circuit (i.e., write
drivers) to measure the difference between the write current flowing into and out of any
cell. Besides, we check whether the current is within the specification during the write
operation.

Fig. 7.4 shows the selected implementation of the proposed DfT. The figure shows the
specific circuit design for one cell of the array and its modified write drivers (BL driver
and SL driver). In the figure, we mark the w1 current path as a blue line. During the
SET (w1) operation, the current flows through transistors P1, P2, and BL, via the RRAM
device through the access transistor, into the SL (N2, N1). The current flowing into the
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cell is IBL(w1) (via P1, P2), while the current out of the cell is ISL(w1) (via N2, N1).

The proposed implementation has two stages, as shown in the figure. Stage 1 checks
if the difference between the two currents IBL(w1) and ISL(w1) is out of the specifi-
cation, resulting in detection, e.g., of Case 2 with X 0X 1 = 11 if IBL(w1)<ISL(w1) and
with X 0X 1 = 00 if IBL(w1)>ISL(w1). In case this current difference is small (resulting in
X 0X 1 = 10), then stage 2 will be used to check if the magnitude is within the specifica-
tion or not. In the defect-free case, X 2X 3 = 10; otherwise, X 2X 3 = 11 or 00 detect the
fault. Note that stage 1 and stage 2 consist of two branches. IBL(w1) and ISL(w1) are mir-
rored (via P1 and N1) in each of these branches, which drives the four detection outputs
X 0 to X 3.

In stage 1, as IBL and ISL may exhibit slight deviations as a result of process variation
and non-idealities, the two branches are applied together to set a safe margin of the
current difference and guarantee a stable output for the defect-free circuit. For example,
the transistor sizes of P4 and N5 are the same as P1 and N1 (the width of P1 is 3 times
larger than N1 to achieve the same driving capability); while the transistor sizes of P5 and
N4 are r times that of P1 and N1. In this setting, P4 and P5 copy the current from P1 to
IBL(w1) and r ∗ IBL(w1); N4 and N5 copy the current from N1 to r ∗ ISL(w1) and ISL(w1).
Hence, the outputs of X 0 and X 1 are according to the current difference. For example, if
IBL is close to ISL with the specification (i.e., 1/r ∗ ISL<IBL<r ∗ ISL), then (X 0X 1) will be
set to ‘10’; if IBL>r ∗ ISL, then (X 0X 1) will be set to ‘00’; and if IBL<1/r ∗ ISL, then (X 0X 1)
will be set to ‘11’. The choice of r value is based on the consideration of process variation,
and it is assumed to be 1.2 in our design; the analysis and influence of r will be further
discussed in the following. Note that the output X 0X 1 = 10 indicates the presence of
Case 1 (defect-free) or Case 4; hence an additional check is needed.

In stage 2, an additional check is performed. The two branches are applied to com-
pare the cell current to two specific reference currents (the minimum and maximum of
the correct write current). N6 and N7 copy the current following through N1. If the mir-
rored current is within the correct boundaries, then outputs of X 2X 3 will be set to ‘10’.
Otherwise, X 2X 3 will be set to ‘11’ (when ISL>Ir e f −max ) or to ‘00’ (when ISL<Ir e f −mi n).
The reference currents are generated using the controlled transistor (Nr1) and current
mirror (Pr1, Pr2) as shown in the red dotted box of Fig. 7.4. Adjusting the width and
length of Nr1 allows the selection of the right reference current. The correct current
range is determined based on the five resistance state values introduced in Chapter 2.

DFT implementation for monitoring the w0 current, which flows in opposite direc-
tions as compared to w1 current, uses the same principles.

7.5. VERIFICATION OF DFT METHODOLOGY

This section shows the verification of the proposed DfT circuit. First, we briefly present
the simulation setup of this chapter. Then, through simulation results, we illustrate the
DfT of this chapter, its advantages compared with previous works. Finally, we analyze
the impact of process variations and the robustness of the proposed circuit.
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7.5.1. SIMULATION SETUP

To validate the proposed DfT, we implement a 2×2 RRAM array circuit with read circuits
and proposed write drivers. We use the TSMC 40 nm 2.5 V transistor model, and the
physics-based JART VCM v1b [110] RRAM compact model to implement the circuit. The
RRAM model is designed for BS in a Valence Change Mechanism (VCM)-based device
as the change of oxygen vacancies in the HfO2 oxide layer. We applied the JART VCM
v1b model to calibrate the defect-free measurement data. The measured (calibrated)
1T-1R device is fabricated by ST Microelectronics, with the stack of (BE/oxide/cap/TE)
= (TiN/10 nm HfO2/10 nm Ti/TiN) [65], [66]. The switching in a nominally defect-free
device is bipolar. The spec of five resistance states is defined as the following: Logic
‘1’ is represented by the LRS with 4kΩ < RSET < 20kΩ, and logic ‘0’ by the HRS with
100kΩ< RRESET < 1MΩ. The remaining range [20kΩ,100kΩ] is referred to an undefined
state (‘U’). The fitting parameter values use the same setting as in Table 6.1 [66]. The
circuit is simulated in Cadence’s Spectre simulator. The nominal supply voltage for the
memory is 2.5 V. In order to accurately evaluate the circuit, capacitive loads are applied
to BLs, SLs, and WLs in the simulation. The defect-free circuit is validated by performing
write and read operations within specified design parameters; no faults are sensitized
during the applied operations.

We perform three experiments:

1) Process Variation Analysis for Defect-free circuit: to validate the feasibility of the
DfT circuit, the impact of process variations on the functionality of the circuit is simu-
lated. Here, we perform a sensitivity analysis to study the influence of both cell transis-
tors and RRAM devices. For the transistor variations, we use the variation models that
include the statistical mismatch from the TSMC 40 nm model library. For RRAM device
variations, we set up the models as described in [119]. We incorporate both Device to
Device (D2D) (from a truncated Gaussian distribution) and Cycle to Cycle (C2C) (change
the variable parameters with confined step size, whose maximum is chosen to be 10 %
of the current value) variations of the RRAM cells. For every component combination,
we perform 10000 Monte Carlo (MC) simulations, in which all static operations are per-
formed per iteration. For every MC iteration, we record three metrics: 1) write currents,
2) the number of strong faults (functional errors), and 3) the number of incorrect outputs
of the DfT scheme.

2) Detecting Conventional Defects: we validate the DfT’s defect-detecting capabilities
by injecting resistive defects into the netlist, using a similar simulation platform in [64].
Conventional defects are modeled as linear resistances and injected in the circuit array,
one defect at a time. The defect size ranges from 1Ω up to 100 MΩ in 81 logarithmically
spaced steps. In this chapter, we consider the complete intra-cell and inter-cell defect
space of opens, shorts, and bridges. 8 opens, 8 shorts, and 23 bridges are injected in one
cell or between at most two adjacent cells (the same as the conventional defect injection
in Section 4.2), as listed in Fig. 4.2. We apply all static sensitizing sequences: 0w0, 0w1,
1w0, 1w1, 0r0, 1r1.

3) Detecting Unique Defects: we inject the following five RRAM unique defects known
in the public domain: OF, UF [59], IUSF [214], ID [65], [194], and OR [66]. These de-
fects are modeled using a device-aware defect modeling approach that incorporates the
physical behaviors of the defective device [58], [59]. Fig. 7.5(a) presents the dependence
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Comparison of OR-defective and defect-free devices [66].

between resistances and forming currents. Larger (OF) or smaller (UF) forming currents
may make the cell switch into an incorrect state. Fig. 7.5(b) presents measurements of
IUSF-defective and defect-free devices. The faulty switching behavior results in a ‘U’
state during SET operation. Fig. 7.5(c) presents measurements and simulations of ID-
defective and defect-free devices. The faulty switching behavior results in a ‘U’ state
during RESET operation. Fig. 7.5(d) presents measurements and simulations of OR-
defective and defect-free devices. The faulty switching behavior results in an ‘L’ state
during RESET operation. We inject unique defects in the memory cell by replacing the
RRAM model with developed DAT models, one defect at a time. Those DAT models are
calibrated with silicon data (the 1T-1R arrays fabricated by ST Microelectronics) and ap-
plied in this work. Specifically, we simulate the defect strength that can sensitize unique
faults to validate the proposed DfT. In this chapter, the defect strength is represented by
values of the following fitting parameters: radius of the filament (rdet) for O/UF defects,
Nmax for IUSF, and Nmin for ID, and OR defects.

7.5.2. RESULTS

Next, we present the verification results. First, we validate the correctness of the defect-
free circuit with process variation analysis. Second, we present the result for the detec-
tion of conventional defects. Third, we present the results for the detection of unique
defects.

1) Process Variation Analysis for Defect-free Circuit: Fig. 7.6(a) and (b) show his-
tograms for the SET and RESET current flowing through the cell of the defect-free circuit,
for 1000 MC simulations. The mean value (µ) of the SET current is 111.31µA, conforming
to the 3 σ design specification (with standard deviation, σ, of 8.52). Similarly, the mean
value (µ) of the RESET current is 10.57µA, also aligning with the 3 σ design specification
(with a standard deviation, σ, of 1.82). Currents are normalized to the mean values and
shown in Fig. 7.6(a) and (b). The RESET current variation spread is more pronounced
than SET, which is also reported in other papers such as [229]. Upon validation of write
operations under the process variation, 100 % of the 40000 write operations result in the
correct DfT output, demonstrating fault-free.

2) Detecting Conventional Defects: The validation of the detection capability of the
DfT scheme is valued by the detected fault numbers and the defect coverage. Fig. 7.7
shows faults that are sensitized with related sensitizing sequences and defect strengths
for one inter-cell bridge defect cBCC4 (see Fig. 4.2(a)). The figure illustrates faults that
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are sensitized by each applied sequence (‘S’), together with the defect strength range. We
only show write operations since the DfT is based on write current measurement. The
green shapes indicate ranges for EtD faults, the orange shapes indicate ranges for sHtD
faults, the blue shapes indicate ranges for weak faults, the gray shapes indicate ranges
of fault-free cases, and the red shapes indicate ranges detectable by the proposed DfT
scheme. It can be concluded that both strong faults and weak faults are sensitized. For
example, both 〈0w1/0/−〉 (EtD) and 〈0w1/U/−〉 (sHtD) are sensitized by 0w1. The stan-
dard March test is effective in detecting the defect strength corresponding to sensitized
EtD faults. However, it may fail to detect sHtD faults (e.g., 〈0w1/U/−〉) since the ‘U’ state
may result in unstable read output, particularly under the process variation. Further-
more, weak faults are sensitized by 0w1 when the defect range is from 7.9 kΩ to 158.5 kΩ.
The proposed DfT provides incorrect values for this range, which indicates the detection
of the defect ranges with corresponding weak faults. Note that the weak fault does not
have functional errors but may damage the circuit’s lifetime reliability. Similarly, 0w0
and 1w0 sensitize no strong faults, but the longest range of weak faults (improve the
defect coverage from 7.9 kΩ to 158.5 kΩ). For high test coverage, the longest range of
detected faults must be selected; in this case, both 0w0 and 1w0 can ensure the max-
imum defect coverage. Besides, we notice that the write currents of 0w0 and 1w0 are
correct since this defect supports the RESET operation. Hence, test methods that simply
measure the write current will cause test escapes.

We further conduct process variation analysis for the DfT detection robustness. The
MC analysis is performed with 1000 iterations for each write sequence within each defect
range. Table 7.2 shows the overall results of the MC analysis for defect cBCC4. Here, the
result for two defect ranges (the maximum and second-largest defect ranges detectable
by the DfT, see Fig. 7.7) are listed with the detection probability of the proposed DfT.
There is better detection robustness under variations for w1 operations compared to
w0 operations. It can be explained by: 1) the maximum covered defect strength for w0
(158 kΩ) is much larger than it for w1 (63 kΩ); hence the large defect range is hard to
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detect under variations, 2) the amplitude of w0 current is much smaller than the ampli-
tude of w1 current (around 10 times); hence it is more sensitive to the variation. Fig. 7.8
presents the detection probability at different defect ranges of cBCC4 for 0w0 and 1w0.
Compared with the detection at 170 kΩ of the defect range without process variations,
the DfT can guarantee the detection until 85 kΩ with process variations. As the defect
range increases, the detection probability decreases with process variations. Due to pro-
cess variations, there are test escapes at the defect range between 85 kΩ and 170 kΩ and
yield loss at the range between 170 kΩ and 300 kΩ. Note that no functional fault ex-
ists at these defect ranges, which indicates both the March test and existing DfT cannot
detect all of them. Besides, it is observed that the process variation affects the sensiti-
zation of strong faults with a large defect range. For example, only 404 EtD faults and
90 sHtD faults (of 1000 MC iterations) are sensitized by 0w1 when the defect range is
7.9 kΩ (strong faults are sensitized up to this range without variation). However, the de-
fect range of 7.9 kΩ can be 100 % detected by the proposed DfT under variations. In
summary, the result shows that the proposed DfT is decently resilient against process
variations.

Table 7.2: Results of the MC analysis for defect cBCC4.

S 0w0 0w1 1w0 1w1
MC iteration 1000 1000 1000 1000

Defect range [kΩ] 126 158 50 63 126 158 50 63
Functional correct 1000 1000 1000 1000
Detection rate [%] 90.6 62.9 100 96.9 90.5 53.3 100 96.5

Then we present the combined verification result for all conventional defects. We
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observed that the proposed DfT is able to sensitize a longer defect range (1323) than
that by regular March tests (1083) and existing DfT schemes (1107); the proposed DfT
improves the defect coverage with 22.16 % and 19.5 %, respectively. The increased defect
coverage is due that the DfT can detect additional faults than existing works.

3) Detecting Unique Defects: The targeted unique defects can sensitize unique faults,
as listed in Table 7.3. For example, the cell remains in the ‘U’ state after the RESET (1w0)
in the presence of the ID defect [65]. Hence, the 〈1w0/U/−〉 is sensitized at the defect
strength of N = 3×1024 m−3. Note that these unique faults sensitized by unique defects
in Table 7.3 cannot be detected by the March test. Due to the real-time monitoring and
detection of the writing current by the proposed DfT, the outputs (X 0, X 1, X 2, X 3) are
‘1,0,1,1’ with the injected OF, ‘1,0,0,0’ with the UF, ‘1,0,0,0’ with the IUSF, ‘1,0,1,1’ with
the ID, and ‘1,0,0,0’ with the OR, respectively. The correct output values of X 0, X 1 (‘1,0’)
indicate that equal IBL and ISL flow through the cell since the unique defects are inside
the RRAM cells. The incorrect output values of X 2, X 3 indicate that the write current is
out of specification due to unique defects. For example, the ‘U’ state due to the IUSF
results in a decreased SET current and thus incorrect output values of X 2, X 3. Note that
unique defects such as IUSF, ID, and OR exhibit the intermittent behavior since they do
not occur in every cycle. In this chapter, we assume the injected defect sensitizes faults
in this cycle to verify the detectability of the proposed DfT in the worst case. However,
the DfT can monitor the write current online and is guaranteed to detect intermittent
faults as long as they are sensitized. Furthermore, the robustness of the DfT to detect
unique defects is validated. For example, we perform 1000 MC iterations to the OF-
defective circuit with the defect strength of rdet = 80nm. It shows that the OF defect can
be 100% detected under process variations. In conclusion, the proposed DfT has full
defect coverage of targeted unique defects, avoiding test escapes from regular tests.
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Table 7.3: The output and detection of proposed DfT for unique defects.

Defect Defect range Unique fault DfT outputs

OF rdet ∈ [70,100],nm 〈1w1/H/−〉 1, 0, 1, 1
UF rdet ∈ [10,30],nm 〈0w0/L/−〉 1, 0, 0, 0

IUSF Nmax ∈ [1.5,4.5],1024 m−3 〈0w1/U/−〉 1, 0, 0, 0
ID Nmin ∈ [1.5,4.5],1024 m−3 〈1w0/U/−〉 1, 0, 1, 1
OR Nmin ∈ [1,10],1022 m−3 〈1w0/L/−〉 1, 0, 0, 0

7.6. TEST DEVELOPMENT
Next, we develop tests using the proposed DfT that detect as many defect sizes as pos-
sible while minimizing test time for conventional and unique defects. Since multiple
sequences may sensitize the same fault for a given defect strength, only one represen-
tative sequence is required to design the test and ensure full coverage. By analyzing
the fault maps obtained from simulation, we identify the minimal set of static opera-
tions that still achieves maximum defect coverage across the complete conventional de-
fect space. As a result, the sensitizing sequence set (all static operations) is reduced to:
Sconv ∈ {0w0,0w1,1w0,0r 0,1r 1}. These sequences can be combined in a March test as
follows:

March-Conv = {⇕ (w1);⇕ (w0,w0,r0,w1,r1)
}

.

Here, ⇕ represents an irrelevant addressing direction, wy , y ∈ {0,1} represents the specific
write operation using the proposed DfT, and ry , y ∈ {0,1} represents a regular read oper-
ation using the SA. Similarly, the following set of sequences is obtained for the targeted
unique defects: Suni q ∈ {0w0,0w1,1w0,1w1}. This results in the following:

March-Uniq = {⇕ (w1);⇕ (w0,w0,w1,w1)
}

.
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DESIGN FOR RELIABILITY FOR

READ DISTURB FAULTS

Addressing non-idealities in Resistive Random Access Memories (RRAMs) is crucial for
their successful commercialization. For example, the inherent resistance drift that oc-
curs during consecutive read operations can induce Read Disturb Faults (RDF), leading to
functional errors. This paper analyzes and characterizes the resistance drift and the RDF
based on data measurements and presents a physics-based RRAM compact model that in-
corporates these non-idealities. Additionally, an in-field mitigation scheme is proposed,
leveraging bidirectional read operations to balance the resistance. The scheme is imple-
mented and validated through circuit simulations, both for RRAM used as memory and
for RRAM-based computation-in-memory microarchitectures for deep neural networks.
The results demonstrate that RRAM without any mitigation scheme can start failing after
8,000 consecutive reads, while our mitigation scheme ensures that the memory remains
functional even after 106 consecutive reads. Furthermore, the results indicate that using
the MNIST dataset as a case study, the accuracy can drop significantly from 86% to as low
as 12.5% without any mitigation scheme. In contrast, the proposed mitigation scheme
prevents the degradation of accuracy below 84.2%.

The contents of this chapter were published in ETS’25 [72].
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8.1. INTRODUCTION
Research on reliability improvements and mitigation of the impact of non-idealities in
RRAMs used as ‘memory’ or as ‘computing device (CIM)’ is still in its infancy stage. For
RRAM as memories, Error Correction Codes (ECC) were proposed [255], [256] for the de-
tection or recovery of hard and soft errors. In addition, an incremental RESET and verify
technique was proposed to enhance both variations and reliability in RRAM memories
[257]. However, these works only focus on non-idealities caused by write operations
and have a high area or time overhead. The work in [258] applied a Monte Carlo-based
methodology to investigate the read disturb mechanism, but it fails to develop a solution
to mitigate it. The impact of non-idealities in RRAM-based CIM has been widely studied
[71], [259], with mitigation approaches proposed at both the software (mapping) [260],
[261] and hardware [71], [243], [262] levels. However, all these studies individually an-
alyze non-idealities from a single perspective, lacking a comprehensive treatment that
addresses all related issues. Moreover, many of them are highly vulnerable to process
variations, limiting their robustness in practical scenarios. Clearly, there is still a need
for robust and efficient approaches to deal with non-idealities in RRAM-based systems.

This chapter focuses on resistance drift and read disturb fault, and proposes a miti-
gation scheme to address them. The main contributions of this chapter are:

• Analyze the resistance drift and RDF, providing measurements and simulations at
both device and circuit levels.

• Propose test and mitigation schemes based on bi-directional read.

• Implement and validate the effectiveness of the different implementations both
for RRAM as a memory as well as for an RRAM-based CIM architecture.

8.2. PHYSICS AND CHARACTERIZATION OF RDFS
This section provides the device physical properties behind Read Disturb Fault (RDF),
and gives the characterization of RDF both at the device as well as the circuit level. The
introduction of RDF can be seen in Section 3.3.2.

8.2.1. PHYSICAL PHENOMENON BEHIND RESISTANCE DRIFT
The RDF is a time-dependent phenomenon where reading a memory cell unintention-
ally alters its stored data, potentially causing a bit flip. The resistance drift of the device
is behind this phenomenon [65], [74], [223], [259], [262]–[264]. Read operations utilize a
small read current to avoid affecting the programmed state. However, extensive repeated
read operations still stress the device, especially for applications that require multiple
read operations, switching the state. The likelihood of unintended switching during read
is affected by several aspects, including device variability, polarity of the read current,
and device state. The RDF should be evaluated for both voltage polarities (SET and RE-
SET). Specifically, reading in the SET direction poses greater risks due to broader voltage
distributions and increased variability, potentially leading to unintended state changes.
Conversely, applying read voltages in the RESET direction to devices initially in LRS has
demonstrated comparatively limited drift, which can be explained by the hard RESET
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nature of RRAM devices [74], [223]. Hence, we target the resistance drift of HRS due to
the read disturbance in this paper. Furthermore, resistance drift itself is non-linear and
state-dependent (low resistance state is hard to SET further), influenced significantly by
applied voltage amplitude and pulse duration (even at ns level) accumulated to the de-
vice.

8.2.2. DEVICE-LEVEL RDF CHARACTERIZATION

Next, we will provide the characterization of RDFs at a device level. 32 RRAM devices
with a (BE/oxide/cap/TE) = (30 nm Pt/5 nm ZrO2/20 nm Ta/30 nm Pt) stack are fabri-
cated and characterized by performing different voltages in SET and RESET polarity
[259]. From the measurements, a device with a nominally defect-free switching is bipo-
lar, where LRS is defined with [2kΩ,7kΩ], and HRS with [15kΩ,30kΩ]; each device is
read by a voltage pulse with 20k cycles.

Fig. 8.1(a) shows the resulting resistance distributions of measurements, as a Cumu-
lative Distribution Function (CDF) under the standard normal distribution σ, for differ-
ent pulse width ranges from 10−5 to 10−2s applied in a SET polarity (i.e., a forward read).
Cells are in an initial HRS from 15 kΩ to 25 kΩ. The resistance decreases as the applied
voltage pulse becomes higher (e.g., from 0.6 to 0.8 V) and wider (e.g., from 10−5 to 10−2

s), indicating a gradual shift from HRS towards LRS. Clearly, read in SET direction can
cause unintended switching, e.g., more than 50% cells switch to LRS by using read pulse
of 0.8 V height and 10−4s width.

Fig. 8.1(b) shows the readout results for devices in which four LRS cells and four HRS
cells are connected in parallel, under the RESET direction (i.e., a backward read). As
observed, applying a read voltage in the RESET direction up to 0.8 V can increase the
resistance slightly. Under the same applied voltage, the impact of RESET-direction read-
ing on cell resistance is smaller compared to SET-direction reading, as rupturing CFs is
inherently more difficult than forming them.
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Figure 8.1: Experiments [259]. (a) Forward read in SET direction, (b) Backward read in RESET direction.
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8.2.3. CIRCUIT-LEVEL RDF CHARACTERIZATION
We set up a simulation model consisting of a 1T-1R cell and a pre-charge based SA, see
Fig. 2.14. We use the JART V1b var model for the RRAM device [119] and calibrate the
model with the measurement presented in the previous section.

We applied 200 Monte Carlo (MC) iterations, while performing 4500 forward read
operations (defined as read in SET direction) to the device initialized in HRS with a mean
value of 22 kΩ, and followed with 4500 backward read operations (defined as read in
RESET direction).

Fig. 5.18 shows that cells in HRS exhibit the resistance decrease by applying for-
ward read operations. This resistance drift is state-dependent and variable CF shapes
of RRAMs induce the observed variation [119]. Hence, the same initialized resistance
states exhibit different degrees of resistance increase or decrease with repeated read op-
erations. For each iteration, the resistance decreases at a nonlinear rate with forward
reading; it goes down faster at first and then slower.

Fig. 5.18 also shows that the resistance of cells is able to increase during backward
read operations. Note that the 1T-1R cell has an asymmetry between SET and RESET
directions (reading in SET direction induces a voltage drop). Consequently, all cells con-
sistently exhibit a gradual increase in HRS when repeatedly read in the RESET direction.

Therefore, applying backward read operations can help mitigate the resistance re-
duction, which provides a promising opportunity for bi-directional read approaches.

12/14/2024 21

0 800 2000 4000 6000 8000
10

20

30

40

R
e

s
is

ta
n

c
e
 [

k
W

]

Read cycles

'L'

'U'
Earliest failure

Forward read Backward read

Figure 8.2: The resistance changes when performing forward and backward read operations.

8.3. THE BI-DIRECTIONAL READ APPROACH
This section proposes a mitigation scheme for the RDF; it is based on a bi-directional
read of the RRAM devices. Different implementations are provided, together with a
trade-off analysis of such implementations.

8.3.1. CONCEPT AND POTENTIAL IMPLEMENTATIONS
The resistance of bipolar RRAM either decreases (causing the RDF) or increases (re-
covering) by applying positive or negative voltages. Thus, a reverse read direction can
boost device resistance and recover it from the RDF. Fig. 8.3 illustrates the concept of
bi-directional read for RRAMs. It allows changing the reading current directions through
the cell by selecting the control signal D. When D=0, a normal read (i.e., forward) is per-
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formed, causing a shift or decrease in the RRAM resistance. When D=1, the reverse read
is performed, enabling the recovery of the RRAM resistance (see also Fig. 5.18). There are
three schemes for such an approach: 1) a static method based on applying bi-directional
reads with a fixed ratio, 2) an enhanced static method that can reduce costs, and 3) a dy-
namic method based on online monitoring of the RRAM state (using dedicated sensors
to switch the read direction at the right time).
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Figure 8.3: The bi-directional read circuit with alternate current paths shown in red and blue.

STATIC APPROACH

The direct approach involves applying static implementations, i.e., bi-directional read
operations with a fixed forward-to-backward ratio, typically determined through mea-
surements to balance RRAM resistance change. These measurements are essential for
characterization at both the device and circuit levels. However, it has some limitations;
e.g., it cannot accommodate the wide variability RRAM is inherently suffering from in
HRS, and it is relatively hard to implement when considering the management of the
access of each address.

ENHANCED STATIC APPROACH

This approach is designed to improve the aforementioned approach by accounting for
the unequal distribution of workloads and data access frequency across the array. It has
been reported that memory-cell accesses follow a power-law distribution, with approxi-
mately 84% of total accesses concentrated in the top 30% most frequently accessed cells
[265]. For instance, Fig. 8.4 shows the results of a high level simulation (C++) we per-
formed using RRAM array model of a Deep Neural Network (DNN) for the MNIST classi-
fication task. The figure shows a heatmap depicting the distribution of read cycles across
individual memory cells. The color bar represents the number of read accesses for each
cell, with the gradient increasing from light blue to dark blue. Due to the inherent spar-
sity of neural networks, read operations for rows that correspond to zero-valued inputs
are skipped, leading to different access frequencies per row. The heatmap illustrates read
access patterns, indicating that certain parts of the array are accessed more frequently
due to inputs of the DNN model. To efficiently track frequently accessed cells, we pro-
pose to keep a dynamically updated list of recently accessed addresses with the number
of accesses per address. If the address is not on the list, it will be added on the top with
the address count set to one. If an address is already on the list, it gets put on the top with



8

120 8. DESIGN FOR RELIABILITY FOR READ DISTURB FAULTS

its increased address count. If the list is full, and another address needs to be added, the
bottom address will be removed from the list. In this way, the recovery scheme will only
be applied to frequently accessed cells.

12/10/2024 29

20 40 60 8020 40 60 8000 Rows
0k
17k
33k
50k

Read cycles
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DYNAMIC APPROACH

This approach utilizes an in-field, sensor-based solution to monitor the resistance drift
and adjust the read direction, at the right time. Fig. 8.5(a) shows the high-level imple-
mentation, including the core array (C0-C3), dummy cells (D0 and D1), and peripheral
circuits. The dummy cells are placed in a single column, and share WL’s and SL’s drivers,
as well as registers, per row. They act as sensors, tracking maximum read cycles and
triggering read direction switching. Whenever a row cell is accessed, the corresponding
dummy cell is simultaneously read, and its resistance is recorded; hence, it presents the
worst-case scenario. Upon switching the dummy cell resistance state, the control signal
D is triggered to execute the read operation in the reverse manner.

Furthermore, we consider the worst-case situation if the array cells are over-repaired
by backward reads, as shown in Fig. 8.5(b). Consider a cell with an initial HRS (Rint0) that
is read in the forward direction until the resistance reaches its minimum range (Rmin).
After a write operation, the cell returns to its original Rint0, while the dummy cell remains
inactive, maintaining its resistance state. Following consecutive read operations, the
dummy cell triggers a reverse read operation due to falling below the HRS threshold.
Subsequent backward reads on the cell increase its resistance value until the dummy cell
resistance reaches the Rmax. To ensure proper reference resistance, the upper resistance
should be less than Rmax, as Rmax −∆,∆ = Ri nt0 −Rmin. This setting can guarantee that
the array cells cannot switch over Rmax with backward reads.

12/6/2024 17

WL driver &
Register

WL driver &
Register

BL Driver

D0

D1

C1

C3

C0

C2

SA0 SA1 SAD

S
L
 d

ri
v
e
r

D
Switch

R

Rmin

Rmax

Rini0 ‘0’

T

read

Rini0

write read

Δ

Δ

R

T

Rref1
Rref2

(a) (b)

Rmax

Rmin

Dummy cell

Array cell

Figure 8.5: The high-level implementation of the in-field test approach.



8.4. VALIDATION

8

121

8.3.2. TRADE-OFF FOR APPROACH SELECTION

Applying a static read ratio requires detailed measurements. Cell-based counters need
to be used to implement the static approach. Depending on workloads, the scrolling list
can help further apply the approach only to frequently accessed cells. However, the blind
approaches are limited by inadequate consideration of variations. Thus, including the
real-time sensor to switch read direction properly when measurements are insufficient
is more reliable and robust to variations, as opposed to using a dummy cell that typically
assumes worst-case conditions, leading to possible over-repair.

8.4. VALIDATION
This section shows the validation of the bi-directional read approaches. First, we briefly
present the simulation setup. Then, through simulation results, we demonstrate that the
proposed approaches are effective in addressing the RDF. Finally, we analyze the feasi-
bility of the bipolar read approach for improving the accuracy of CIM implementation.

8.4.1. SIMULATION SET UP

To estimate the read disturb behavior, the RRAM resistance drift under periodic read
was simulated for HRS. The RRAM array circuit in Fig. 8.5 is built in Cadence’s Spectre
simulator by using the TSMC 40 nm transistor library and the physics-based JART VCM
v1b [110], [119] RRAM compact model, which is calibrated with measurements in [259].
The pre-charged SA performs the bi-directional read operations with the control signal
D. The positive read is performed by the current discharge from the pre-charged SA to the
SL, while the negative read is performed by the current discharge from the pre-charged
SA to the BL. The supply voltage VDD = 2.5V and read voltage Vread = 1.1V. The Vread is
selected to sufficiently surpass the transistor voltage drop (Vth is around 0.8 V) for current
sensing. The read period is 12 ns for both positive and negative read operations.

8.4.2. VALIDATIONS FOR STORAGE MEMORY ARRAY

VALIDATION OF THE STATIC APPROACH
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Figure 8.6: Resistance drifts for bi-directional read compared to regular read.

To validate the approach, a m : n switching ratio is implemented by performing m
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forward reads, followed by n backward reads. we set the ratio to r = 1 = n
m . Fig. 8.6 shows

the final resistance states after 40k read cycles for three cases: a) by performing regular
read operations (i.e., only forward read operations), b) by performing bi-directional read
with ratio 1 assuming the ideal scenario (i.e., without variations), and c) the same as in
(b), but taking the variability into consideration. The figure shows that applying regular
reads will cause HRS to drift to 10 kΩ after 40k cycles, and become undefined already
after 8k reads. On the other hand, bi-directional read is quite effective to mitigate RDF.
However, in the extreme variety cases, the scheme may fail; the bold gray line in the
figure for bi-directional read (with variations) shows that the cell enters an undefined
state.

VALIDATION OF THE ENHANCED STATIC APPROACH

For our experiment, we assume 1M read accesses to a 256× 256 RRAM array; 80 % of
these reads are randomly applied to cells inside a core subarray of size s × s (which are
the ones to likely cause RDF), while 20 % are applied to other cells [265]. We examined
the dependency of the list size, in terms of entries E , on the percentage of the recorded
cells exhibiting the RDF. The results are shown in Fig. 8.7 for five cases; note that for
s=10, two options are reported (with and without considering variability). In the figure,
each solid line shows the probability of recording cells starting to fail; as shown in the
previous section, the RRAM cells start failing after 8k read cycles (see also Fig. 8.6). As
expected, the minimum E to achieve 100% recording of RDF cells increases gradually
as the core subarray size grows; however, E increases much slower than the increase in
the core subarray size. For example, the minimum E needed in case s = 100 is about
50× larger than that needed when s = 10. It is also worth noting that when considering
the variability, the minimum required E is relatively smaller than in the mean case. The
dashed red line in Fig. 8.7 shows the probability of recording cells (for s = 10) that have
over 700 read access cycles, which are the worst case with variations (see Fig. 5.18). Cells
can be 100 % recorded with E = 400, smaller than E = 480 for the mean case. Limitations
of this approach include: 1) power and area overhead for scrolling the update list, and 2)
test escapes due to insufficient E when cell workload is evenly distributed.
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VALIDATION OF THE DYNAMIC IMPLEMENTATION

This approach is validated in the circuit by switching to perform backward reads and
thus repairing memory cells when the sensor detects the RDFs of dummy cells. Fig. 8.8
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shows how the resistance of the RRAM device degrades over time when performing reg-
ular reads and how bi-directional read enables the recovery after 1000 cycles; note that
the reference value is set to Rref1 = 15kΩ (see section 8.3). The resistance decreases from
15.5 kΩ to 14.5 kΩ after 2000 consecutive regular read operations. With the dynamic ap-
proach, the output of the SA changes from GND (read output for ‘0’) to VDD (read output
for ‘1’) after 1000 regular reads, thus triggering the backward read direction to repair the
cell. Hence, it can be repaired to 15.5 kΩ by performing 1000 backward read operations
after 1000 forward read operations. The approach provides correct in-field testing and
repair with the application of a bi-directional read scheme. Furthermore, the robust-
ness is validated by assuming the worst case with variations: the dummy cell resistance
decreases very fast with forward reads until the boundary (700 cycles, see Fig. 5.18) and
triggers cells to perform backward reads. As shown in Fig. 8.9, by performing 700 forward
reads and 13k backward reads on other cells that decrease the least, they are still within
the HRS specification.

In conclusion, the dynamic approach can easily ensure the robustness of RRAM de-
vices against RDFs; the exact resistance value of the RRAM does not matter as long as we
guarantee that it is within the specification of the ‘0’ state.
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8.4.3. VALIDATIONS FOR SYSTEM-LEVEL CIM INFERENCE
As the impact of RDF intensifies with frequent read tasks, we validate the proposed ap-
proaches using an RRAM-based CIM inference engine [266]. The applied platform is
developed to emulate the online learning classification task with an MNIST handwritten
dataset in a 2-layer (400×100×10) DNN-based RRAM array. Each weight is mapped to
one RRAM cell. We simulate the RDF as resistance drift according to read cycles only
for hardware inference, as the hardware training is assumed to be fault-free. The accu-
racy is determined as the maximal value from 30 epochs in each inference. As shown in
Fig. 8.10, regular reads up to 27k cycles lead to a significant accuracy drop, from 86% to
12.5% without variations, and from 48.32% to 10.27% under worst-case variation condi-
tions.
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Figure 8.10: Inference accuracy enhancement by bi-directional read approaches.

VALIDATION OF THE STATIC AND ENHANCED STATIC APPROACHES

The green line in Fig. 8.10 shows that applying the static approach improves the infer-
ence accuracy from 12.5 % to 60.69 % after 27k read cycles, compared with applying reg-
ular reads. Considering the worst case with variations, the accuracy starts at 46.47 % and
drops to 23.25 % after 27k read cycles, which is still higher than the accuracy using regu-
lar reads without variations. The enhanced static approach can be applied to the static
approach, achieving the same accuracy in a more cost-effective manner.

VALIDATION OF THE DYNAMIC APPROACH

Fig. 8.10 shows the validation of the dynamic approach. The reference values are set to
Rref1 = 20kΩ, Rref2 = 30kΩ. When the read cycles reach up to 5k, the accuracy first drops
and recovers to 65.09 % since the resistance decreases and triggers the sensor. Then,
the accuracy is enhanced to 84.19 % when the resistance is recovered. After that, the
resistance (> 25kΩ) keeps increasing until 30 kΩ, resulting in a slight drop in accuracy
but still larger than 80 % up to 25k cycles. Finally, the sensor is triggered again, recovering
the accuracy to 86%, after which the process repeats. Furthermore, the worst-case is
considered as all array cells drop fast (orange line in Fig. 8.9) but the dummy cell drops
and triggers the read direction slowly. The accuracy first drops until the dummy cell
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triggers the sensor. Then, the accuracy is enhanced to 80.5 % up to 27k cycles, which
shows the robustness against the variation.

The in-field dynamic approach is robust to variations and validated to enhance the
CIM accuracy. Further enhancements are possible by fine-tuning the reference range,
enabling early repair of cells with small margins.

8.5. DISCUSSION
The proposed bi-directional read scheme offers several advantages. Most importantly, it
effectively mitigates resistance drift faults (RDF) in RRAM, thereby improving read reli-
ability and sustaining inference accuracy in CIM applications. Compared with conven-
tional read operations, the scheme provides enhanced robustness against both time-
and state-dependent variations. In addition, it can be integrated with existing DfT tech-
niques, such as multi-reference trimming, to further improve fault coverage and overall
system reliability.

Despite these strengths, the scheme also has limitations. The static approach re-
quires cell-level counters to control the ratio of forward and backward reads, leading to a
large area overhead that is impractical for large arrays. Although the enhanced static and
dynamic approaches reduce this overhead, they still introduce additional circuit com-
plexity and power consumption. Another limitation is the dependency of effectiveness
on workload characteristics; for lightly accessed arrays, the benefits may be less pro-
nounced.

From an implementation perspective, the dynamic approach with row-based
dummy cells is more hardware-efficient and easier to scale compared to the static ap-
proach. This makes it particularly attractive for CIM arrays, where energy and area are
critical constraints. For conventional storage RRAM arrays, the scrolling list recorder
and enhanced static approaches may be more suitable, as they can balance accuracy
and area overhead depending on access frequency.

Moreover, the schemes can be further improved by optimizing control logic to min-
imize overhead, introducing adaptive mechanisms to automatically adjust read ratios
based on real-time drift behavior, and exploring co-optimization with error correction
or redundancy strategies. These improvements would enhance both the practicality and
the efficiency of the proposed designs across diverse application scenarios.





9
DIAGNOSIS FOR CONVENTIONAL

AND UNIQUE DEFECTS

Due to the immature manufacturing process, RRAMs are prone to exhibit unique defects,
which should be efficiently identified for high-volume production. Hence, obtaining di-
agnostic solutions for RRAMs is necessary to facilitate yield learning, and improve RRAM
quality. Recently, the Device-Aware Test (DAT) approach has been proposed as an effective
method to detect unique defects in RRAMs. However, the DAT focuses more on develop-
ing defect models to aid production testing but does not focus on the distinctive features
of defects to diagnose different defects. This chapter proposes a Device-Aware Diagnosis
(DA-diagnosis) method; it is based on the DAT approach, which is extended for diagnosis.
The method aims to efficiently distinguish unique defects and conventional defects based
on their features. To achieve this, we first define distinctive features of each defect based on
physical analysis and characterizations. Then, we develop efficient diagnosis algorithms
to extract electrical features and fault signatures for them. The simulation results show
the effectiveness of the developed method to reliably diagnose all targeted defects.

The contents of this chapter were published in DATE’24 [73].
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9.1. INTRODUCTION
It is generally recognized that variations and defects in device characterization through-
out the manufacturing process, create significant challenges [59], [68], [267]. Hence,
there is a pressing need for a comprehensive understanding of manufacturing defects
and the development of high-quality test solutions. Moreover, the seamless combina-
tion of testing with diagnosis is paramount in achieving a holistic approach to improving
RRAM manufacturing processes and yield learning. Therefore, effective diagnosis meth-
ods are as important as defect detection to enable high-volume detection [267], [268].

Although there are several works on test and diagnosis of RRAMs, most of the work
focuses on detection rather than diagnosis. Compared to testing, works of RRAM diag-
nosis are still limited. In 2017, Li, Bi, Jing, et al. leveraged judicious control of the sneak-
paths to design a fault isolation technique and diagnosis algorithm [269]. In 2022, a
March diagnosis algorithm was designed for distinguishing conventional RRAM defects
[267]. To address non-linear defects inside the RRAM, the DAT approach has demon-
strated its power in modeling and testing RRAM-related unique defects; however, it is
not practical to diagnose these defects, as its primary optimization focuses on defect de-
tection instead of defect diagnosis. For instance, one test solution proposed in [48] for
forming defects could detect other defects as well, thus it is inefficient for diagnosis.
Therefore, a dedicated method of diagnosing unique defects is required to enhance the
quality of RRAM fabrication further.

This chapter focuses on the diagnosis of both conventional and unique defects in
RRAMs. The main contributions of this chapter are:

• Present the framework of the DA-Diagnosis method for conventional and unique
defects in RRAMs.

• Analyze and define distinctive features of all targeted RRAM defects, especially
unique defects.

• Develop diagnosis algorithms based on the distinctive features.

• Demonstrate the effectiveness of developed diagnosis algorithms for targeted con-
ventional and unique defects.

9.2. DEVICE-AWARE DIAGNOSIS APPROACH
Fig. 9.1(a) shows the DAT approach; it consists of four steps: defect characterization,
defect modeling, fault modeling, and test development [59], [60]. DAT has been shown
to be very powerful in modeling and testing unique defects in emerging memories such
as RRAMs [65], [214] and STT-MRAMs [58]. It focuses on maximizing the fault/defect
coverage while optimizing the test time. However, such an approach cannot be applied
straightforwardly to diagnosis as it cannot uniquely identify which defect causes the de-
tected fault. For example, the March test and DfT designed for Ion Depletion (ID) de-
fects in RRAMs in [65] can detect other conventional defects; hence they fail to provide
the distinctiveness for defects. Therefore, the DAT approach needs to be adapted for
diagnosis.
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Figure 9.1: Framework of RRAM test and diagnosis development: (a) DAT process, (b) DA-diagnosis process.

Fig. 9.1(b) shows the Device-Aware Diagnosis (DA-diagnosis) approach; it consists
of five steps. Note that steps 1, 2, and 3 have to be repeated for each targeted defect (to
be diagnosed); the results will be then processed to create a ‘feature dictionary’, which
will be the basis to generate diagnosis test algorithms. Note also that steps 1 and 2 for
DAT as well as for DA-diagnosis are the same. The platform was first applied for Spin-
Transfer Torque Magnetic RAMs (STT-MRAMs) in [270], and adapted to apply for RRAMs
in this work. In the rest of this section, we will discuss the five steps of the DA-diagnosis
approach.

1. Defect Characterization: In this step, the targeted defects are determined. De-
fect models and characterization data of calibrated defects are used to develop a
library of defects and their features.

2. Defect Modeling: This step appropriately models defects. The conventional de-
fects are modeled as linear resistors [43], while unique defects require DA de-
fect modeling, which describes the impact of the defect on the device technology
parameters and thereafter on electrical behavior and obtains a defective device
model [59]. DA defect models have been shown to be accurate defect modeling of
unique RRAM defects [59], [65], [66], [214].

3. Feature Extraction: This step extracts features of each defective device based on
the way the defect manifests itself in the functional behavior of the memory. The
features of RRAM refer to the electrical parameters of the memory device. For
RRAM, these are VSET, VRESET, RSET, and RRESET; they can be extracted from the
simulation or measurement. Combining all extracted features for all targeted de-
fects results in an initial feature dictionary.

4. Distinctive Feature Identification: The distinctive features of each defect are se-
lected from the feature dictionary. Here, a distinctive feature indicates a unique
behavior caused by one or more electrical parameters due to the presence of a
defect; such behavior is uniquely associated with that defect. For example, a cell
enters ‘H’ state only if a certain defect (i.e., over forming) is presented in the mem-
ory; no other defects can cause such behavior.
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Figure 9.2: Physical mechanism of defects. (a) Conventional defects [43], [52], (b) Forming defects [59], (c)
IUSF [214], (d) OR [66], (e) ID [65].

5. Diagnosis Test Generation: Based on distinctive features, this step generates a set
of diagnosis test algorithms that are able to distinguish which defect is causing
certain faults; i.e., if one or more tests from the set fail, then we can derive (based
on the signature created) which defect the memory suffers from. Note that in our
analysis, we assume a single defect at a time. Other diagnosis methods based on
Physical Failure Analysis (PFA) are not considered since they require expensive,
time-consuming, and destructive analysis [271]. Finally, the output of this step is
the DA-Diagnosis algorithm for each defect.

9.3. APPLICATION OF THE METHODOLOGY FOR RRAMS
In this section, we follow the DA-Diagnosis framework to design diagnosis methods for
targeted defects.

9.3.1. TARGETED DEFECTS AND THEIR CHARACTERIZATIONS

The targeted defects consist of conventional defects and unique RRAM defects.

Conventional defects [43], [52]: These consist of well-known interconnect and con-
tact defects, which can cause opens, shorts, and bridges. They can be modeled accu-
rately by linear resistors [43], [52], see Fig. 9.2(a). Both write and read faults can be sensi-
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Figure 9.3: Characterization of defect-free and ID-defective device: (a) I-V measurement, (b) R-V
measurement.

tized by these defects.
Unique RRAM defects: These consist of defects that are found inside the RRAM device

due to fabrication imperfection. As of now, there are five unique defects known in the
public domain; they are explained next.

• Over/under forming (O/UF) [59], [106]: The forming defect is introduced by an
inappropriate forming current. The external tester usually controls the forming
current; hence an unstable voltage source may affect the forming process [49]. The
forming defect may come in two variants: over (under) forming when a too-large
(small) CF is generated, as presented in Fig. 9.2(b), initializing to a resistance state
that is much lower (higher) than the nominal LRS.

• Intermittent Undefined State Fault (IUSF) [214]: As presented in Fig. 9.2(c), the
IUSF is related to imperfect capping layer doping or OF, which causes the RRAM
device to intermittently change its switching mechanism from bipolar to comple-
mentary switching, leading to an undefined state during SET process.

• Ion Depletion (ID) [65], [194]: As presented in Fig. 9.2(e), the ID defect is caused
by interface physical imperfections, which involve an increased oxygen trap of the
defective capping layer, resulting in a lower recombination rate between insuffi-
cient O2− and OV.

• Over RESET (OR) [66]: As presented in Fig. 9.2(d), the OR phenomenon is caused
by a reduced O2− storage capacity (oxygen affinity), and extra ions come back to
recombine the CF, leading to an intermittent extremely high resistance state ex-
ceeding the HRS criteria.

For the characterizations, we perform I-V, R-V, and RSET-Iforming measurements for
the above defects. For conventional defects, we characterize them with the RRAM com-
pact model in [223] in Cadence’s Spectre simulation, following the process in [48], [64].
For unique defects, we have reused the characterization results produced in [59], [65],
[66], [106], [214]. Measurements are produced on a 7× 7 1T-1R array. The I-V curves
are performed by the Keysight B1500 parameter analyzer and extracted by Python. Af-
ter that, the R-V can be converted from I-V measurements. For example, Fig. 9.3(a) and
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(b) present measurements and compare those for defect-free and ID-defective devices.
A current increase and RRESET decrease can be observed for I-V and R-V curves of the
defective device. Besides, we also investigate the relationship between resistance and
forming currents (RSET-Iforming) based on HfO2-RRAM measurements in [106]. Not all
measurements are shown in this paper due to space limitations.

9.3.2. DEFECT MODELING
In this step, we directly use linear resistance for conventional defects [43], [64] and DA-
defect models of the 5 targeted unique defects reported in previous works in [59], [65],
[66], [214].

9.3.3. FEATURE EXTRACTION
In this step, we summarize the feature dictionary for targeted defects through measure-
ments and simulation in Table 9.1. The symbols used in the table are listed as notations.
For example, in the presence of IUSF, there is a certain probability that the RSET increases
intermittently. Especially, we present possible faulty states (‘H’, ‘U’, ‘L’) that are sensitized
by each defect when RSET and RRESET are affected by defects as features.

Table 9.1: Feature dictionary of targeted defects.

Defects
Electrical parameters

RSET RRESET |VSET| |VRESET|

Conventional
Interconnects

& Contacts
↑, ↓, NA

U
L

↑, ↓, NA
U
L

↑, ↓, NA ↑, ↓, NA

Unique

OF ↓ H NA ↓ ↑
UF ↑ U ↑ L ↑ ↓

IUSF ↑ (IB) U NA NA NA
ID NA ↓ (IB) U NA NA
OR NA ↑ (IB) L ↑ (IB) NA

Note: ↑: increase; ↓: decrease; NA: not affected; (IB): intermittent behavior; H/U/L: faulty states

9.3.4. DISTINCTIVE FEATURE IDENTIFICATION
This step aims to identify distinctive features of each defect. If a feature is unique in
each column of Table 9.1, it is considered a distinctive feature. Consequently, distinctive
features of targeted defects can be directly derived from Table 9.1. For example, the in-
termittently (IB) increased RRESET is identified as a distinctive feature for the OR defect;
yet the permanent increased RRESET is not a distinctive feature, since the same feature
can also be found in the presence of conventional defects and UF. For the defects that
have multiple distinctive features, we can select those that facilitate the most effective
diagnosis. For the defects without distinctive features, we can also consider combining
features to make them distinctive. Next, we present distinctive features of each targeted
defect.

• Conventional defects: The impact on features of conventional defects also de-
pends on the precise type (bridges, shorts, or opens), range, and location of the
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defect. For example, we observed that bridges in parallel with the cell affect both
RSET and RRESET; while some shorts affect only one of the resistive states [48], [64].
Hence, conventional defects lack distinctive features, which will be discussed later.

• OF: As presented in Table 9.1, the ‘H’ state of RSET can be considered as the dis-
tinctive feature because other defects cannot make the cell switch to ‘H’. Besides,
|VRESET| is another distinctive feature compared with other unique defects. We can
even weaken the RESET write pulse to better identify the unique |VRESET|.

• UF: As presented in Table 9.1, there is no ensured distinctive feature of UF. How-
ever, |VRESET|, RSET, and RRESET are distinctive features compared with other
unique defects. Especially, the ‘L’ state RRESET can be combined with other fea-
tures to facilitate diagnosis, which will be discussed later.

• IUSF: As presented in Table 9.1, RSET is the distinctive feature of IUSF. Espe-
cially, this defect occurs intermittently with different cycles owing to the intrinsic
stochasticity. The intermittent behavior indicates that the defect has a probability
of occurring rather than exhibiting a constant resistance in different cycles, like
the conventional defects.

• ID: As presented in Table 9.1, an intermittently reduced RRESET is the distinctive
feature. Other defects, such as conventional defects, can also lead to reduced
RRESET but without the intermittent behavior.

• OR: As presented in Table 9.1, intermittently increased |VSET| and RRESET are dis-
tinctive features of OR.

In conclusion, among those unique defects, OF sensitizes unique ‘H’ state faults;
IUSF, ID, and OR all exhibit intermittent faulty behavior owing to the intrinsic stochas-
ticity [99]. These specific faulty behaviors are impossible to occur in the presence of
conventional defects. Hence, these unique defects will not be mixed with conventional
defects. Unfortunately, UF may sensitize faults that are also sensitized by conventional
defects; hence, it is critical to distinguish them.

To achieve this, we propose a process based on the comparison of faults that are sen-
sitized by different defects. The assumption is that every defect sensitizes a different set
of faults. Hence, comparing these fault sets of each defect can facilitate the diagnosis.
The whole process is: 1) obtain a set of sensitized faults in the presence of all defects, 2)
compare obtained fault sets of the targeted unique defects with the other fault sets; diag-
nose the defect as either a conventional or an unknown defect when there is no overlap
in the comparison. If there is an overlap, proceed to the third step for further diagnosis,
and 3) further compare fault sets of unique defects with the set of faults that are sen-
sitized by all conventional defects. If there is no overlap in this comparison, diagnose
the defect as either a conventional or a unique defect. Otherwise, a diagnosis cannot be
guaranteed. Another benefit of this process is that once we complete the first step, we
will be able to identify the location of faulty cells, allowing us to save time by applying
the algorithm only to the faulty cells. In our case study, all faults sensitized by UF do
not overlap with conventional defects of any strength [48], [64]; hence, it is possible to
distinguish them.
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9.3.5. DIAGNOSIS TEST GENERATION
This step generates DA-Diagnosis methods for all RRAM-targeted defects. The diagno-
sis design first aims to distinguish between conventional and unique defects and then
applies patterns to further distinguish which unique defect is present.

From the distinctive features obtained in Table 9.1, it is necessary to detect not only
regular ‘0’ and ‘1’ states, but also faulty ‘H’, ‘U’, and ‘L’ states. In this chapter, the diagno-
sis methods are based on March algorithms with adjustable read operations. A regular
SA design [122] with multiple yield learning references is applied. Fig. 9.4 shows the
implementation of the reference setting for three specific read operations. Those refer-
ences are set according to the defined resistance states and with a checkmark to indicate
the reference used. For example, the reference (Rref1) equal to the minimum RSET is ap-
plied to detect the ‘H’ state. Two references (Rref2, Rref3) are applied to detect ‘U’ from
‘0’ and ‘1’. The reference (Rref4) equal to the maximum RRESET is applied to detect the
‘L’ state. Next, we apply the above process and present the diagnosis designs for each
defect. Table 9.2 summarizes the final result of this section.
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Table 9.2: Overview of diagnosis for unique defects.

Defect Mechanism Related steps in RRAM fabrication Test method Diagnosis algorithm Notation

OF Higher forming current Forming step ⇕ (w0, w1, w0);
⇕ (r 0); ⇕ (w1,r 1) [48]

⇕ (w1,r 1)
Multiple references

UF Lower forming current Forming step ⇕ (w0,r 0, w1,r 1)

IUSF
Reduced oxygen

storage capability
(1) Over forming

(2) Capping layer doping, Annealing
⇕ (w0, w1,r 1)i [214] ⇕ (w0, w1,r 1)i

Multiple references
Algorithm repetitions

ID
O2− depletion,

interface imperfection
HfO2 or TiO2 deposition, Annealing ⇕ (w1);⇕ (w0,r 0) [65]

1. ⇕ (w1);⇕ (w0,r 0);
⇕ (w1,r 1)

2. ⇕ (w1, w0,r 0) j

OR
Reduced oxygen

storage capability
TiO2 deposition, Annealing ⇕ (w1);⇕ (w0,r 0) [66]

1. ⇕ (w1,r 1);⇕ (w0,r 0)
2. ⇕ (w1, w0,r 0)k

• Conventional defects: We follow the above process (compare sensitized faults) to
distinguish conventional defects from unique defects, further diagnosis for types
and locations of conventional defects is out of the scope of this paper.

• OF: RSET serves as a distinctive feature of OF. Hence, we design the diagnosis
method by reading the ‘H’ state (with equivalent RH shown in Fig. 9.5) of the faulty
cell to identify fault origins in the presence of OF as follows:

{⇕ (w1,r 1)
}
. Here, ‘⇕’

indicates that operations are performed with irrelevant addressing direction; w1
denotes write 1 and r 1 read 1 (using Rref1). In case of the OF defect, r 1 returns ‘H’.
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• UF: UF may cause the defective cell into an ‘L’ state (see Fig. 9.5). Therefore, we
design the March algorithm:

{⇕ (w0,r 0, w1,r 1)
}
. Here, the r 0 operation is per-

formed by applying Rref4. If the returned values are (L, 0), the cell has a UF defect.
If there are (L, 1), the cell may have an OR defect.

• IUSF: The intermittent RSET is the distinctive feature of IUSF. The affected RSET

exhibits an intermittent ‘U’ state during the SET process with a low probability (up
to 1.068 %) [214]. To distinguish IUSF from other defects, it is sufficient to detect
RSET with the following repeated algorithm:

{⇕ (w0, w1,r 1)i
}

(i.e., repeating w0,
w1 and r 1 operations for ‘i ’ times). The r 1 here applies Rref2 and Rref3 to detect
the ‘U’ state. The probability of IUSF occurrence PIUSF can result in the diagnostic
probability: Pd=1−(1−PIUSF)i . From the measurement, i = 644 can achieve a 99 %
Fault Coverage (FC). If the values obtained from the algorithm are oscillating (U),
the defective cell suffers from an IUSF.

• ID: The ID-defective device is stuck at the intermediate state ‘U’ (14 % cycles),
which requires multiple reference resistors for detection and diagnosis. For di-
agnosis, we design the algorithm:{⇕ (w1);⇕ (w0,r 0);⇕ (w1,r 1)

}
.

This algorithm consists of three elements: 1) apply w1 for initialization, 2) apply
1w0 and r 0 using Rref2, Rref3 to detect ‘U’, and 3) apply ⇕ (w1,r 1) to check whether
the RSET is in a nominal ‘1’ state (using Rref1). Note that the third element is nec-
essary to distinguish ID from OF (i.e., OF may switch a cell into ‘H’). If read values
return (U, 1), the ID defect is diagnosed (assume it occurs at this cycle). To target
intermittent behavior, another algorithm:

{⇕ (w1, w0,r 0) j
}

can be applied (r 0 ap-
plies Rref2, Rref3 to detect ‘U’). The second algorithm is expensive but guaranteed
for ID diagnosis (an FC=99 % requires j =31).

• OR: The proposed diagnosis algorithm is:
{⇕ (w1,r 1);⇕ (w0,r 0)

}
. The first ele-

ment is to initialize the cell to the ‘1’ state and read the state. The second ele-
ment is applied to identify whether the cell switched to ‘L’ owing to the OR. The
r 0 here applies Rref4 to detect the ‘L’ state. If the read values are (1, L), the OR is
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diagnosed (assume OR occurs at this time). Again, we design another algorithm:{⇕ (w1, w0,r 0)k
}

to guarantee the high probability of diagnosis for OR (an FC=99 %
requires k=13).

Circuit Netlist Inject defects
Run diagnosis 

algorithms

Outputs as 

expected?

Identified as 
specific defect

Sweep done?End
Not 

identified

Yes
NoNo

Yes

Figure 9.6: Flow chart of diagnosis algorithm verification.

9.4. VALIDATION OF DIAGNOSIS APPROACH
Finally, we validate the diagnosis algorithms in Table 9.2 through simulation, follow-
ing the process in Fig. 9.6. For each targeted defect injected in the circuit netlist, the
designed diagnosis algorithms are applied. After that, the outputs of algorithms are ex-
tracted and compared with expected outputs to validate whether the algorithm can iden-
tify the defect. Once all algorithms are simulated, the next defect will be injected and the
process will be repeated. Note that we focus more on applying algorithms designed for
unique defects; the identification of conventional defects can be achieved by comparing
different sets of faults that are sensitized by different defects.

Table 9.3: Validation with OF-defective cell as an example.

Defect Expected output Actual output Diagnosed?

OF H H Yes
UF L, 0 1, 1 No

IUSF U 1 No
ID U, 1 1, H No
OR 1, L 1, 1 No

Table 9.3 shows the validation result for the OF defect as an example. In the simula-
tion setup, we follow the above process. All designed diagnosis algorithms are applied in
the presence of OF defect. Table 9.3 shows expected and actual outputs for each applied
algorithm. Only if the actual read output is the same as expected, the corresponding de-
fect is diagnosed. For example, both the actual and expected outputs of the algorithm
designed for OF are ‘H’, which means the defect is identified as OF. However, the actual
outputs (1, 1) of the algorithm designed for OR are different from its expected outputs
(1, L), which indicates the defect is not OR. Similar to the example, other algorithms de-
signed for corresponding unique defects can generate distinctive readout patterns that
enable their identification.
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9.5. DISCUSSION
While the proposed DA-diagnosis framework demonstrates strong effectiveness and ap-
plicability in detecting both conventional and unique RRAM defects, certain limitations
remain that highlight potential directions for improvement.

1. Applicability: The framework can be applied to currently unknown RRAM defects
and other memory technologies as well. Once new RRAM defects are identified,
they need to be modeled using the DAT approach. Based on the resulting models
and the measurements of the defect, distinctive features of this defect can be iden-
tified as well. Next, a diagnosis solution can be developed that uniquely identifies
this defect. A similar argumentation holds for other memory technologies: first,
defects need to be modeled, then distinctive features can be identified, and finally,
effective diagnosis solutions can be developed.

2. Limitations: First, the framework heavily relies on the availability of accurate de-
fect models. The development of such models is often time-consuming and re-
quires extensive measurement data as well as an in-depth physical understanding
of defect behavior. This dependency may delay the diagnosis of newly discovered
defects, especially when characterization data is scarce or incomplete. Second,
although the framework is demonstrated to be extendable to other memory tech-
nologies, its effectiveness in such cases depends on the maturity of defect model-
ing methodologies for those technologies, which may not always be as advanced
as in RRAM research. Finally, the framework primarily focuses on time-zero de-
fects. Dynamic or time-dependent defects (e.g., aging-induced variations, tem-
perature sensitivity, or workload-dependent degradation) are not fully addressed,
which may limit the robustness of the diagnosis under real operational conditions.

3. Future improvements: To address these limitations, several research direc-
tions can be pursued. First, the defect modeling process can be accelerated
and improved by leveraging data-driven approaches, such as machine learning
or physics-informed neural networks, to complement traditional physics-based
modeling. This could reduce the dependence on exhaustive measurements while
still capturing the essential defect behavior. Second, the framework can be ex-
tended to incorporate adaptive diagnosis strategies that dynamically adjust to
changing defect characteristics over time, thus enhancing reliability under aging
and varying environmental conditions. Third, cross-technology studies may help
establish generalized defect modeling and diagnosis methodologies that are not
strictly tied to one memory type, enabling broader applicability. Finally, integrat-
ing in-field monitoring data into the framework could enable continuous refine-
ment of defect models and diagnosis solutions, bridging the gap between labora-
tory characterization and real-world deployment.
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PUTTING ALL TOGETHER:

COMPLETE INDUSTRIAL TEST

DEVELOPMENT FOR RRAMS

In this chapter, we present a comprehensive and structured framework to address various
aspects in RRAM testing; the framework can be used to develop high-quality test solutions
for any industrial RRAM. The framework consists of 3 steps: defect modeling, fault mod-
eling, and test development. We begin by providing an overview of defects in the mem-
ory array and peripherals, which can be classified into conventional defects and unique
defects that require special attention. Then, we conduct systematic fault modeling, tak-
ing into account the impact of Data Backgrounds (DBs), sensitizing operations (i.e., static
versus dynamic), and variations. Next, we compare existing March algorithms as well as
different Design-for-Test (DfT) designs based on their capability to detect RRAM faults. Fi-
nally, an optimized test solution is provided. Overall, this chapter presents a structural
and complete framework to improve the RRAM testing, enabling a robust and compre-
hensive development for industrial deployments.
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10.1. INTRODUCTION
Test development of RRAMs is rapidly developing. However, each of these studies targets
isolated aspects, lacking a systematic and comprehensive framework capable of deliver-
ing a complete, high-quality, and efficient test solution that addresses all defect types.
Hence, a comprehensive test strategy is needed that enables engineers to develop ap-
propriate test programs for industry RRAMs.

In this chapter, we introduce a comprehensive testing framework that bridges the
gap from defect characterization to chip-level realization. It encompasses defect mecha-
nisms, corresponding models, fault models, March algorithms, and DfT methodologies.
A test design that is highly optimized for RRAMs is provided to illustrate the practical
approach. The main contributions of this chapter are as follows:

• Develop a complete framework of testing designs for industry RRAMs, from the
analysis of defects and faults to the design of March tests and DfT approaches.

• Analyze interconnect and contact defects in the RRAM array and derive fault mod-
els by considering the impact of data backgrounds (DBs), analysis of static & dy-
namic fault, RRAM & transistor variation, and develop appropriate test solutions.

• Report on all unique RRAM defects in the RRAM array that have been shown to
exist, including their associated fault models and test solutions.

• Provide all interconnect and contact defects in peripheral circuits and develop
proper test solutions.

• Propose a comprehensive overview and evaluation for the March test and DfT de-
signs in RRAMs to assess their quality (e.g., defect coverage) and associated costs
(e.g., area overhead).

• Provide a complete test development framework for industrial RRAMs that is
highly optimized.

10.2. DEFECT AND DEFECT MODELING
This section provides a condensed summary of the key insights from Chapter 3 and
Chapter 4, which should be considered for the industry. Both conventional and unique
defects are found to exist in RRAMs. First, a defect space is given. Then, we overview the
defect modeling for RRAMs.

10.2.1. CONVENTIONAL DEFECTS AND THEIR MODELING IN RRAM ARRAY
Conventional defects include interconnects and contacts, which are also studied in other
memory technologies. Typically, they are out of the RRAM device and can be appropri-
ately modeled by linear resistors to model them [43], [52]. Interconnect and contact de-
fects can cause bridges, shorts, and opens [43], [52]. A bridge is modeled as a resistor
between a pair of nodes different from the power nodes, a short as an undesired resis-
tive path between a node and a power node (VDD or GND), and an open is defined as
increased resistance in an existing connection.
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Conventional defects must be considered depending on intra-cell or inter-cell de-
fects in a memory array [64]. Note that the inter-cell defects involve up to two adjacent
cells at a time and three location relationships for each cell (the base cell Cb), i.e., cells
in the same row (Cr), cells in the same column (Cc), or diagonal cells (Cd). Considering
the symmetry nature, a 2×2 cell array effectively studies the complete defect injection
for RRAM array design [64].

10.2.2. UNIQUE DEFECTS AND THEIR MODELING IN RRAM ARRAY

Unique defects are specific and inside the RRAM devices due to imperfect fabrication.
Each unique defect in RRAMs exhibits different physical roots and electrical behaviors
with conventional defects, e.g., the intermittent RESET failure in ID-defective devices.
Hence, they cannot be modeled by linear resistors like conventional defects. Instead,
the DAT approach is developed to integrate the impact of the defective devices into
the RRAM compact model and appropriately model the defective behavior with non-
linearity. So far, there are five unique defects studied in the public domain, as overviewed
in Table 10.1: Over/Under Forming [59], [106], Intermittent Undefined State Fault (IUSF)
[214], Ion Depletion (ID) [66], [194], and Over RESET (OR) [66].

Table 10.1: Overview of unique defects.

Defect Mechanism Defective performance Defect modeling method

OF High forming current Extremely low resistance Induce forming current
UF Low forming current Extremely high resistance Induce forming current

IUSF Reduced oxygen storage capability
RRAM intermittently
enters ‘U’ state during SET

Induce complementary
switching model

ID
O2− depletion,
interface imperfection

RRAM intermittently
enters ‘U’ state during RESET

Change O2− concentration
during RESET process

OR Reduced oxygen storage capability
RRAM intermittently
enters ‘L’ state during RESET

Change O2− concentration,
induce leakage current

OF: Over Forming; UF: Under Forming; IUSF: Intermittent Undefined State Fault; ID: Ion Depletion; OR: Over RESET

10.2.3. DEFECTS AND THEIR MODELING IN RRAM PERIPHERAL CIRCUITS

Defects can also exist in peripheral circuits. In this section, we consider interconnect and
contact defects between each pair of nodes of the peripherals, i.e., decoders, drivers, and
the sense amplifier. Such defects are modeled using linear resistors, which capture the
electrical impact of bridges, shorts, and opens. To cover all possible defect locations,
we systematically inject these defects into the WL decoders, BL drivers, SL drivers, and
the SA. For the WL decoders, BL drivers, and SL drivers, defects are modeled at the gate
level between circuit nodes, while for the SA a more detailed transistor-level modeling
is applied. The number of nodes in each peripheral determines the complete defect
space: 7 nodes in the WL decoder, 9 nodes in the BL driver, 7 nodes in the SL driver,
and 13 nodes in the SA. Hence, it results in a complete defect space for each peripheral
circuit: 1)

(7
2

) = 7×6
2 = 21 bridges, 7× 2 = 14 shorts, and 7 opens for the WL decoder, 2)(9

2

) = 9×8
2 = 36 bridges, 9×2 = 18 shorts, and 9 opens for the BL driver, 3)

(7
2

) = 7×6
2 = 21

bridges, 7×2 = 14 shorts, and 7 opens for the SL driver, and 4)
(13

2

)= 13×12
2 = 78 bridges,

13×2 = 26 shorts, and 13 opens for the SA.
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10.3. RRAM FAULT MODELING
This section focuses on RRAM faults that should be investigated for the industry, espe-
cially those unique faults that only exist in RRAM devices. First, we provide faults that
are sensitized by conventional defects in the RRAM array. Then, faults that are specifi-
cally sensitized by unique defects in the RRAM array are reported. Finally, we provide an
overview of faults that can be sensitized by conventional defects in peripherals.

10.3.1. FAULTS FOR CONVENTIONAL DEFECTS IN RRAM ARRAY
Although quite some work has been reported on fault modeling for conventional de-
fects in RRAMs [48], [50], [59], [64], they failed to consider the effect of RRAM intrinsic
stochasticity and process variability, dynamic operations, and combined with different
DBs in the presence of a defect. In order to address these shortcomings and illustrate the
dependency of fault modeling using accurate simulation platforms incorporating the in-
herent properties of RRAMs, we will perform three experiments while considering three
simulation platforms (i.e., models of transistors and RRAMs). The two simulation plat-
forms are:

1. Baseline Model: The 2×2 RRAM simulation setup is described as above, without
incorporating the RRAM variation and process variation.

2. Full Variability Model: The same as Baseline Model, incorporated with the RRAM
variation (both cycle to cycle and device to device) in the RRAM compact model;
the transistor is also incorporated with process variation.

The three experiments are:

1. Baseline analysis: simulation based on static fault analysis (i.e., sensitizing oper-
ations consist of one operation at most) using the Baseline Model. The impact of
Data Background (DB) is considered.

2. Dynamic analysis without variations: Dynamic fault analysis (i.e., sensitizing op-
erations consist of up to three consecutive operations) is applied using Baseline
Model, while considering different DBs.

3. Static and dynamic analysis with variations: Both static and dynamic fault analysis
are applied using Full Variability Model, while also considering different DBs.

Each of the above three experiments was performed for interconnect and contact de-
fects by modeling them as linear resistances. We simulated all possible bridges, shorts,
and opens while swiping the value of the resistance from 1Ω to 100 MΩ. In total, we sim-
ulated 22 resistive defects within a cell (6 bridges, 8 shorts, and 8 opens) and 17 bridges
between cells (including adjacent cells in the same column, row, and diagonal).

Table 10.2 gives a summary of collapsed fault set, being the minimum set of faults that
have to be detected to guarantee the detection of all possible resistive defects. Notice
that the same defect type may sensitize multiple faults; the selected fault is the one that
covers the maximum defect coverage (range of resistance). The table lists both EtD and
HtD faults. It is worth noting that all listed faults are permanent without variations, but
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Table 10.2: Collapsed fault set for conventional defects in RRAM array.

Experiment Static analysis Dynamic analysis

Collapsed fault set (EtD)
〈0r0/0/1〉, 〈1r1/1/0〉, 〈1w0/1/−〉,

〈1w1;0/1/−〉, 〈1c;0r0/0/1〉

〈1w0r0/0/1〉, 〈1w0r0/U/1〉, 〈0r0r0/0/1〉, 〈1r1w0r0/U/1〉,
〈1c;1w0r0/0/1〉, 〈1c;0w0r0/U/1〉, 〈1c;0r0r0/0/1〉,

〈1r;0r0r0/0/1〉, 〈1c;1r;1w0r0/U/1〉, 〈1d;0r;1w0r0/0/1〉,
〈0w0w0w0;1/0/−〉, 〈1w1r1r1;0/1/−〉, 〈1w1w1w1;0/1/−〉

Collapsed fault set (HtD)
〈0w0/L/−〉, 〈1w0/U/−〉,

〈0w1;0/U/−〉, 〈1w0;0/U/−〉
〈1w0r0/U/0〉, 〈0w0w0w0/L/−〉,

〈1w0w0;0/U/−〉, 〈0w1w0;0/U/−〉

Notation

〈Sa;Sv/F/R〉 denotes a coupling fault involving two cells;
An aggressor cell Ca and a victim cell Cv .
Ca can be in the same column, same row or same diagonal as Cv ; hence a ∈ {c,r,d}.
E.g., 〈1c;0r0/0/1〉 means that when the adjacent cell in the same column is ‘1’,
applying r 0 operation to the victim cell (which is in ‘0’) will not lead the cell to flip,
but the read operation will return a wrong value 1.

they can become intermittent within certain defect ranges when variations are present,
which will be analyzed in the subsequent section.

In the rest of this section, we will illustrate results for one bridge defect cBCC3, which
is an interconnect defect between the SL and the RRAM, for three experiments.
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Figure 10.1: Static fault analysis.

BASELINE ANALYSIS

Fig. 10.1 shows the fault map of the bridge defect cBCC3. Four static EtD faults are sen-
sitized (when considering the dependency on DB); the ‘red’ boxes indicate defect ranges
where faults are sensitized, and the ‘green’ ones indicate that no faults are sensitized. The
column ‘DB’ indicates the value of the data background, being the three neighbors of
the defective cell; they are all ‘0’ or all ‘1’. The figure clearly shows three key points. First,
many faults are sensitized for a single defect cBCC3. Second, transition fault 〈0w1/0/−〉
is DB-independent. Third, since it is about an inter-cell defect, the DB has an impact
on the defect coverage when faults are sensitized by read operations; for instance, when
DB=1, the 0r 0 fails for a wide range of resistance values as compared with when DB=0.
The detection of this read fault with DB=1 will maximize the defect coverage for the de-
fect under consideration. Hence, it is best to include it in the collapsed fault set.
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Figure 10.2: Dynamic fault analysis without variations.

DYNAMIC ANALYSIS WITHOUT VARIATIONS
Fig. 10.2 presents the fault map of the defect cBCC3 in this case. The presented dynamic
faults, as an example, can cover the maximum defect range with up to three operations.
Two observations can be made. First, dynamic operations can sensitize more faults
than static operations. The presence of dynamic faults can be attributed to the fact that
RRAMs, by their analog device nature, have multiple states other than ‘0’ and ‘1’, and
that the movement of oxygen vacancy (affecting resistance) is cumulative. Hence, con-
secutive read and write operations may change the state of the RRAMs. For example, the
‘U’ state can further switch to ‘1’ or even ‘H’ after multiple 0w1 operations. Besides, even
a small read voltage across the device can accumulate and eventually switch the device
[259]. Second, although dynamic operations may sensitize more faults, the number of
dynamic operations is exponentially increasing (the cost of simulation increases). We
find that the number of new faults is decreasing as the number of operations increases,
hence the need to balance the number of operations chosen against the cost. On the
other hand, the simulation can be optimized in ways such as increasing the number
of operations each time by targeting only the defect strengths that were not sensitized
by previous operations [48], [64]. Other emerging memories, such as STT-MRAM, ex-
ist in only two stable resistance states, and never show intermediate states due to the
anisotropy magnetic field [272]; hence lack of validation of dynamic faults.

STATIC AND DYNAMIC ANALYSIS WITH VARIATIONS
Both static and dynamic analyses are then performed with the Full Variability Model.
Fig. 10.3 presents the fault map of the bridge defect cBCC3 in this case. For every compo-
nent combination, we perform 1000 Monte Carlo (MC) simulations in which all bound-
ary defect strengths are performed per iteration. First, the same fault class is sensitized
as in Fig. 10.2. Second, the range of undetected resistance defects reduces (green boxes).
Both write and read faults are sensitized around the boundary resistance between fault-
free cases and permanent fault cases, represented by the yellow boxes. The nature of
such additional faults is intermittent due to the stochastic nature of RRAMs and pro-
cess variation, i.e., the variation affects write and read currents. For example, the fault
denoted as 〈1c;1w0r0/0/1〉 indicates that the 1w0r 0 operation fails intermittently (i.e.,
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from time to time) when the neighbor in the same column is set to ‘1’; note that this
takes place for relatively low defect strength. Third, the figure shows that in the bound-
ary regions, variability in both RRAM devices and transistors can alter the fault behavior.
Specifically, faults that were permanently sensitized at certain defect strengths may be-
come intermittent, while some cases that were originally fault-free can also turn into
intermittent faults. It can be concluded that the variation impacts faults sensitized with
defect strengths since the fluctuation in RRAM CF impacts the device switching stabil-
ity, leading to intermittent faults at the boundary. Consequently, variation analysis is
essential to accurately capture the complete fault space of RRAMs.
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Figure 10.3: Dynamic fault analysis with full variability model.

10.3.2. FAULTS FOR UNIQUE DEFECTS IN RRAM ARRAY
In our recent work, we introduced many unique defects by characterizing industrial
RRAM chips. As already mentioned, modeling these unique RRAM defects using linear
resistors fails to accurately capture corresponding faulty behaviors, leading to unrealistic
fault models [59], [65], [66], [214]. We therefore introduced and have used the Device-
Aware modeling approach for these unique defects; this approach incorporates the im-
pact of the physical defect into the technology parameters of the device and thereafter
into its electrical parameters to design the compact model of the defective RRAM. Such
models are used to replace defect-free RRAM models in the simulation platform, and
the circuit simulation is performed while changing the strength of the defect through
the change of a dedicated parameter in the model.

Table 10.3: Overview fault set for unique defects.

Collapsed fault set

EtD 〈0w1/0/−〉, 〈1w0/1/−〉
HtD

〈1w0/U/−〉, 〈1w1/H/−〉, 〈1w1/U/−〉,
〈1w0/L/−〉, 〈0w1/U/−〉

The results of our fault modeling for all unique defects discussed are summarized in
Table 10.3; only the collapsed fault set per defect is presented [59], [65], [66], [214]. There
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are four key observations from the table. First, unique defects cause both permanent as
well as intermittent faults. That is mainly due to the C2C variation and device stochas-
ticity. For example, we characterize the occurrence probabilities of IUSF, ID, and OR as
1.068%, 14%, and 30% in devices switched in multiple cycles [65], [66], [214], which indi-
cates that faults caused by unique defects do not exist permanently. Second, unique de-
fects also cause faults that bring the state of the cell into an undefined state or extremely
low state. Third, the sensitized faults consist of both EtD faults as well as HtD faults (e.g.,
〈0w1/H/−〉 caused by the OF). Fourth, the unique faults that have been investigated tend
to be write faults because unique defects and imperfect processes tend to have a direct
impact on RRAM switching, while read faults are typically associated with circuit design
(e.g., SA margins).

10.3.3. FAULTS FOR DEFECTS IN PERIPHERALS

Table 10.4: Collapsed fault set for interconnect and contact defects in peripherals.

Collapsed fault set

EtD
〈0w1/0/−〉, 〈1w0/1/−〉, 〈1r1/1/0〉, 〈0r0/0/1〉,
〈1w0;0/1/−〉, 〈0c;0r0/0/1〉, 〈1c;1r;1r1/1/0〉

HtD 〈1r1/1/?〉, 〈0r0/0/?〉, 〈0w1/U/1〉

Notation:

〈Sa;Sv/F/R〉 denotes a coupling fault involving two cells;
An aggressor cell Ca and a victim cell Cv .
Ca can be in the same column, same row or same diagonal as Cv ; hence a ∈ {c,r,d}.
E.g., 〈1c;0r0/0/1〉 means that when the adjacent cell in the same column is ‘1’,
applying r 0 operation to the victim cell (which is in ‘0’) will not lead the cell to flip,
but the read operation will return a wrong value 1.

Table 10.4 summarizes the collapsed fault set of injected interconnect and contact
defects in peripherals. In this work, we only perform static analysis for defects in the
intra-peripherals. There are key observations from the results. First, both EtD and HtD
faults are validated in peripherals. For example, the write driver cannot provide enough
write current due to defects, causing ‘U’ state faults. Besides, the random read fault (e.g.,
〈0r0/0/?〉), which can be attributed to the SA read delay, is validated in the presence of
conventional defects. Here, the random readout is defined as an intermediate value of
the SA output, whereas it should normally resolve to either VDD or GND. Such faults
typically occur when the sensed signal is too close to the reference level, falling within the
read margin window, which leads to incorrect or delayed resolution in the SA. Second,
both single-cell and coupling faults are observed.

10.4. TEST DEVELOPMENT

This section gives an overview and analysis of existing test designs in the context of the
validated fault models. We first review the March algorithms that have been applied to
RRAM testing and analyze their effectiveness and limitations. Then, we summarize the
current DfT techniques and their corresponding evaluation methods, highlighting their
strengths and gaps with respect to RRAM-specific defect coverage.
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10.4.1. MARCH ALGORITHM DESIGN

The fault modeling results show that the collapsed fault set includes both EtD and HtD
faults. While EtD faults can be reliably detected through standard write and read oper-
ations (e.g., March tests), this is not always the case for HtD faults. Their detection by a
March test is not guaranteed, and therefore, additional methods are required to enhance
or ensure their coverage. In this work, we analyze the March algorithm designs for both
conventional and unique defects.

MARCH ALGORITHMS FOR CONVENTIONAL DEFECTS IN RRAM ARRAY

Optimized and high-quality March algorithms require a high coverage of all defects,
strengths, and data backgrounds with a minimal test length. For example, if we consider
the fault map in Fig. 10.1, the fault with 1r1 rather than 0w1 should be selected. Here,
we design the test algorithms for observed EtD permanent faults, including single-cell,
multi-cell, static, and dynamic faults. In our previous works, the test development is for-
mulated as an Integer Linear Programming (ILP) problem that minimizes the number of
applied sequences and established DBs while maximizing the defect coverage [48], [64].
The March algorithm is explained in Chapter 4.

Compared with existing March algorithms designed for RRAMs, we found that they
all target specific fault models (e.g., [49], [226] proposed March-1T1R and March C* for
obtained dynamic write faults in their cases). Another March W-1T1R [227] focused on
the whole EtD fault models known at the time, including coupling faults, and is the most
powerful compared to previous work. However, it lacks detection for multi-cell faults
and dynamic faults. To solve this challenge, the DB-based March-EtD [64] integrated DB
impact and dynamic operations to achieve high fault coverage.

Table 10.5 overviews existing March algorithms for RRAMs and compares the detec-
tion capability for EtD faults. These EtD faults are explained in Section 7.2.3, the green
‘Y’, orange ‘P’, and red ‘N’ indicate guaranteed detection, partial detection, and no de-
tection, respectively. The test time is evaluated as the cost of write and read operations
(N represents the number of memory cells). Note that typically, a read operation is faster
than a write operation in RRAM design; hence, a read-intensive March algorithm design
is preferred. The fault coverage (defined as covered EtD defect strengths) of all those
March algorithms is validated in our platform by injecting all possible conventional de-
fects.

Table 10.5: EtD fault detection capability of existing March tests for RRAMs.

Test time
Year Name SAF TF WDF IRF RDF CFst DWDF NPSF Write Read Coverage

2013 March-MOM [225] Y Y P N N P N N 5N 4N 95.4%
2015 March-1T1R [54] Y Y Y N N Y Y P (1+2a+2b)N 5N 99.634%
2015 March C* [49] Y Y N Y Y Y Y P 4N 6N 99.347%
2016 March C*-1T1R [226] Y Y N Y Y Y Y P 6N 6N 99.66%
2017 March W-1T1R [227] Y Y Y Y Y Y N P 9N 8N 99.608%
2023 March-EtD [64] Y Y Y Y Y Y Y Y 15N 10N 100%
Y: yes; N: no; P: partial



10

148 10. PUTTING ALL TOGETHER

MARCH ALGORITHMS FOR UNIQUE DEFECTS IN RRAM ARRAY

The March algorithm of each unique defect is investigated in [59], [65], [66], [214].
March-forming, designed to detect forming defects, is: ⇕ (w0, w1, w0);⇕ (r 0);⇕ (w1,r 1).
March-IUSF, designed to detect IUSF defects, is: ⇕ (w0, w1,r 1)i . March-ID, designed
to detect ID defects, is: ⇕ (w1) j ;⇕ (w0,r 0) j . March-OR, designed to detect OR defects,
is: ⇕ (w1)k ;⇕ (w0,r 0)k . Here, we note that faults sensitized by unique defects are all
single-cell faults, thus requiring simple March algorithms, i.e., only one DB needs to be
established. However, due to the intermittent nature of unique defects, the designed
March algorithms for IUSF, ID, and OR have to be repeated i , j , and k times. The num-
bers i , j , and k depend on the occurrence probability of intermittent faults sensitized
by defects. A higher fault occurrence probability requires a smaller i , j , and k to achieve
the same detection rate. Specifically, with occurrence probabilities of 1.068% and 30%,
values of i = 1291 and k = 13, respectively, are necessary to reach a 99% detection rate
for IUSF and OR [66], [214]. Nevertheless, even with multiple repetitions, test escapes
cannot be fully avoided, highlighting the need for enhanced DfT approaches, which will
be discussed in the following.

MARCH ALGORITHMS FOR DEFECTS IN PERIPHERALS

The March algorithm can be easily obtained based on the collapsed fault set. Defects in
peripherals cause both EtD and HtD faults. The detection of EtD faults can be guaran-
teed with a test algorithm of a test length of 8N (where N is the total memory addresses):

March-P = {⇕ (w0);⇕ (r0,w1,r1,w0,r0) ; ⇕ (w1);⇕ (r1) } .

The first march element of the March-P initiates the memory and guarantees that all
three neighbors of the victim cell are set to ‘1’ as the fault model indicates. The second
march element aims to detect the fault by performing corresponding operations. The
third and fourth march elements aim to detect the read fault when the DB is set to ‘0’.
The detection of HtD faults may be detected by March-P; DfT is required to increase the
detection coverage of HtD faults.

10.4.2. DESIGN-FOR-TESTABILITY DESIGN
Multiple DfT designs exist for RRAM testing to detect unique faults that cannot be caught
by March algorithms. Here, we classify those existing designs based on their methods
and targets. After that, we compare and review those existing DfTs and present a gener-
alized evaluation methodology according to various aspects.

DFT CLASSIFICATION

Since the March algorithms can not guarantee the detection of HtD and intermittent
faults, various DfT studies have been proposed, as shown in Table 10.6 and categorized
according to their methodological purpose. First, DfTs are analyzed in terms of whether
they are write operations or read operations that implement the test. For example, de-
signs in [61], [63] modify and apply multi-reference read operations based on monitor-
ing currents. DfTs that apply write operations can be further divided as voltage-based or
current-based (e.g., [67] monitors the potential write current change). Besides, they are
also divided by online or offline detections. Note that the online design makes it pow-
erful to detect intermittent faults with assurance (e.g., the design in [67]). The design in
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Table 10.6: DfT classification based on the applied operation (read or write) and the mode of application.

Works DfT type Applied mode

None

Write-based
voltage-based

online
[57], [62] offline

[67]
current-based

online
[242] offline

[61], [63], [243]
Read-based current-based

online
[225], [226], [253] offline

[252] Independent

[252] is independent of write or read operations. Instead, it applies an algorithm to mea-
sure the current sum of the entire crossbar and iterates the measurements of divided
equal halves.

Table 10.7: DfT classification depending on targets.

Works
Fault coverage
improvement

Speed
improvement

Magic NOR 1T1R [226] No Yes
Divide and conquer [252] Yes No
Sneak-path testing [225] No Yes

Weak write [57] Yes No
Fast write [242] No Yes

On-chip sensor [61] Yes No
Enhanced March [251] Yes No
DFT-HR-ET-NOR [62] Yes Yes

RDF detector [243] Yes No
PMRR [63] Yes Yes

In-field monitor [67] Yes Yes
RDF: Read Disturb Fault; PMRR: Parallel-Multi-Reference Read

There are two targets of DfT designs in RRAM testing: 1) to enhance the defect or fault
coverage and 2) to improve the whole test speed and cost. Table 10.7 concluded those
DfT designs according to the target. As shown in the table, only designs in [62], [67], [243]
are able to both enhance the test coverage and reduce test time. All of them applied an
optimized operation to parallel read or without read. However, works in [62], [243] are
only designed and compatible with CIM architectures, requiring huge area consumption
(e.g., [243] needs to test 32 RRAM parallel cells at once).

EVALUATION OF DFTS

The evaluation scheme is based on analyzing various aspects of the DfTs. Note that the
DfT performance is also dependent on peripheral circuit designs, array architectures,
and applied technologies of RRAMs and transistors; this work tries to provide insights
for DfT selection in RRAMs. Table 10.8 overviews existing DfT designs in RRAMs based
on the above evaluation. The evaluation is based on the following aspects:
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Table 10.8: Overview and evaluation of existing DfT designs for RRAMs.

Works EtD
HtD Time Compatibility

UWF
URF

DF Intermittent Weak Area overhead Write Read
March

algorithm
Circuit integration

(modified)

Divide and conquer [252] Y P P N P - Increased exponentially No AD, SA
Sneak-path testing [225] P P Y N N 28+26R 7N 5N/3 No AD, SA

Weak write [57] N Y Y N N 24+18R - - Yes WD

Fast write [242] P Y Y N P 50+18R
(4T+1
+X)N

6N Yes WD

Parallel March [253] P N P N N - 4(N+1) 5N+R Yes -
On-chip sensor [61] P Y N N N 20RC - - Yes SA

Enhanced March [251] Y Y N N N 26 8N 6N Yes SA

DfT-HR-ET-NOR [62] Y Y Y N N
2log2 R
+96+4C

6N
8log2 N

+8
No SA

PMRR [63] Y Y Y Y N 13C 5N 4N Yes Read circuit
RDF detector [243] Y N N Y N 6R+16C - - No AD, SA
Write monitor [67] Y Y Y Y Y 10R+7C 5N 2N Yes WD

N: total number of memristors; X: ratio between w0 and w1 time; R: number of rows; C: number of columns
Address Decoder (AD); Sense Amplifier (SA); Write Driver (WD)

• Coverage: The evaluation on coverage is considered in terms of fault coverage.
The defect can be detected when the corresponding fault occurs. For example,
one unique fault such as 〈0w1/H/−〉 is guaranteed to be detected by the design in
[67] directly since this scheme is able to monitor the write current and detect if
the cell is in the ‘H’ state. Therefore, the only unique defect that can sensitize this
fault, an over forming defect, will be able to be detected by [67]. Another example
is the detection capability for intermittent faults, which requires in-field tests such
as designs in [63], [67]. Most of the works are designed to detect strong faults but
only the scheme in [67] is able to monitor write currents and detect the current
deviation even without logical errors. Note that repeated March tests designed
for unique defects cost a longer test time and cannot achieve 100% fault coverage,
compared with in-field DfT schemes.

• Test time: The test time of DfTs are evaluated according to their implementation
time. Most of them are compatible with a March algorithm but perform special
write/read operations. For example, a scheme in [63] applies parallel read opera-
tions with four references at once to run the March algorithm, with the test length
of 5Nw +5Nr , where Nw /Nr denotes the number of writes and reads, respectively.
Moreover, certain DfTs adjust the duration of individual read or write operations.
For example, the fast-write scheme [242] uses only half of the nominal write period
to sensitize the ‘U’ state. By varying the operation time, such schemes can detect
a wider range of unique faults within a shorter test time.

• Area overhead: The additional cost is evaluated by counting the additional tran-
sistors of the DfTS. The works in [252], [253] utilised new memory architecture but
normal peripheral circuits; therefore, their area cost is not considered in our evalu-
ation. Note that we already include the inputs/outputs cost for some DfTs, as well
as the switchings of test modes.

• Compatibility of impact on regular operations: The regular write or read oper-
ations can be affected by the integrated DfTs. Note that the operations are af-
fected depending on the modified peripheral circuits. For example, ‘Divide and
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conquer’ [252] and ‘Sneak-path testing’ [225] both modified address decoders and
references in the SA, thus affecting regular write/read operations. Designs in [57],
[67], [242], [253] modified write drivers and only affected write operations. Designs
in [61]–[63], [251] modified the read circuits (especially the reference) and affected
read operations. Among them, designs in [63], [67] introduced voltage drops by
using current mirrors with diode-like transistors to copy the currents. Hence, it
requires high voltage to drive the normal write/read operations.

• Compatibility of circuit integration: One indication of compatibility is the ease
with which DfT can be integrated into normal, fault-free circuits. Works in [225],
[252] modified address decoders and read circuits to achieve specific functions
(e.g., measure the sneak-path current), which is not compatible with regular cir-
cuit integration. Instead, the design in [67] modified the write driver and can still
perform regular write operations. Hence, this design is easy to integrate into RRAM
arrays.

• Compatibility of March algorithms: If the DfT design is compatible with regu-
lar write or read operations, then it is adaptive to March algorithms. For example,
the DfTs in [61], [251] can be applied for March algorithms directly with modified
read circuits that can detect more faulty states rather than ‘0’ and ‘1’. Similarly, ap-
proaches in [57], [242] are available to apply either fast write or weak write pulses
for detection and thus are easy to apply for March algorithms. On the other hand,
works in [62], [225] claimed a March algorithm, but it is impossible be applied di-
rectly for other memory designs.

10.5. OPTIMIZING TEST SOLUTIONS
Fig. 10.4 shows the RRAM test development approach, based on a complete combina-
tion; it is called Device-Aware-Test and consists of three steps: 1) defect modeling where
defects are modeled in an appropriate way, 2) fault modeling where the defective device
is replaced with a representative compact model during circuit simulation to analyze the
memory behavior, and 3) test development targeting validated faults in step 2.

3/5/2025 35

1. Defect 

Modeling

2. Fault 

Modeling

3. Test 
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Series resistors
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BiST+DfTs

Optimized test for RRAMs

Figure 10.4: Systematic and complete approach for the RRAM testing.

In order to develop a comprehensive RRAM test design, each of these steps should
be considered and implemented in as much detail as possible (those considerations are
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shown in previous sections). Moreover, there is also a need to optimize the final solution
not only by combining aspects in each step together but also by analysing the trade-off
among various cases and presenting an optimized solution in an efficient manner. Here,
we provide a case study: an RRAM array (at least be 2×2) with peripheral circuits needs
to be tested. Considering all aspects, both EtD and HtD faults exist in the presence of
both conventional and unique defects. The simplest test solution is to use Built-in-Self
Test (BiST), e.g., the March algorithm in [225]. This algorithm takes the shortest time and
can already achieve more than 95% coverage (see Table 10.5). However, if we recognise
the existence of coupling-cell even multi-cell faults in RRAMs, a more expensive BiST is
required, such as the test in [227]. Then, it can be concluded that from our fault model-
ing, DfT is essential because of the wide presence of faulty states in RRAM; hence, cheap
DfT can be combined with simple BiST to achieve the fault coverage of most EtD and
HtD faults. Besides, we can still integrate more expensive DfT into March algorithms for
higher coverage, depending on RRAM quality requirements.

The optimized test solution that is highly optimized is to apply the March algorithm
in [64] with integrated DfT in [67] to replace all write operations in the algorithm. This
solution provides complete coverage of all known RRAM faults as well as defects. The
DfT is efficient and compatible, especially for those intermittent weak faults (they are
neglected by all other existing works), although the March algorithm is long due to the
establishment of DBs and dynamic operations.
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11.1. SUMMARY

Chapter 1: Introduction

This chapter is an introduction to this thesis. First, it provides an overview of emerg-
ing memory technologies, memory hierarchy, and different types of emerging memo-
ries. Then, we discuss the state-of-the-art in memory testing, covering both conven-
tional memory testing methodologies and RRAM-specific testing techniques. Next, we
outline key research topics, including defect space modeling, fault analysis, high-quality
test design, and RRAM defect diagnosis. Additionally, it highlights the contributions of
the thesis, which include testing strategies for both conventional and unique defects, as
well as design for reliability, testability, and RRAM-specific diagnosis. Finally, the chapter
concludes with an overview of the thesis organization.

Chapter 2: Background

This chapter provides an overview of the fundamental concepts of RRAM. We explore
three primary switching modes of RRAM devices: unipolar switching, bipolar switch-
ing, and complementary switching. We conduct a broad comparison of several compact
RRAM models, followed by an in-depth analysis of three specific models. These models
are applicable to the RRAM architecture, which is subsequently introduced. We detail
the structure and functionality of its key components. Lastly, we review potential appli-
cations of RRAMs and existing RRAM chips, including both prototypes and commercially
available implementations.

Chapter 3: RRAM Manufacturing, Defects, and Non-Idealities

This chapter explores the production process of RRAM, potential defects, and associ-
ated reliability challenges. We start by the three key stages of the manufacturing process:
Front-End-Of-Line (FEOL), Back-End-Of-Line (BEOL), and CF forming. Each step is ex-
amined in detail, highlighting the types of defects that may arise during fabrication. Fi-
nally, we discussed the major non-ideality concerns of RRAM and their correlation with
the manufacturing process.

Chapter 4: Testing for Conventional Defects

This chapter has identified the presence of unique 3-cell and 4-cell coupling faults in
RRAMs, alongside conventional single-cell and two-cell coupling faults, arising due to
interconnect and contact defects. These faults are DB-dependent and require careful
consideration; otherwise, they may go undetected, leading to test escapes. We provide a
systematic method to develop defect modeling, fault modeling, and test generation.

Chapter 5: DAT for Ion Depletion (ID) Defects

This chapter emphasizes the effectiveness of the DAT approach in accurately identify-
ing and modeling unique RRAM-related defects. Additionally, the complexity and ad-
ditional manufacturing stages in RRAMs, particularly as devices scale down, may intro-
duce unique defects that have yet to be thoroughly explored. This underscores the need
for advanced fault modeling and testing solutions, such as the DAT approach, along with
a deeper understanding of emerging defect mechanisms.
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Chapter 6: DAT for Over RESET (OR) Defects

This chapter applies the DAT approach again in accurately identifying and modeling the
intermittent (30% cycles) OR phenomenon; the defect causes extremely high state faults.
Moreover, the measurement data implies the impact of tunneling leakage current, which
requires a device model to incorporate it. Hence, we propose DA-defect modeling, fault
modeling, and the test solution for the unique defect.

Chapter 7: Design-for-Testability Scheme for RRAM Faults

This chapter proposes a novel write current monitor DfT that guarantees full coverage of
validated faults in the RRAM array. We design a specific write driver that performs write
operations and measures the write currents simultaneously, allowing fast and efficient
detection of faults not only during production testing but also in the field. Our proposed
DfT implementations are validated with process variations and detect both conventional
defects as well as unique defects (based on silicon data). Results demonstrate the supe-
riority of our design compared to the state-of-the-art. Furthermore, the circuit can be
reconfigured to optimize the yield process.

Chapter 8: Design for Reliability for Read Disturb Failures

This chapter proposes a bi-directional read system that detects and resolves the read dis-
turb failure in the RRAM array. We investigate the resistance drift referred to as the RDF
with device-level analysis and measurements. We propose and implement bi-directional
read approaches at a circuit level. The approaches that alleviate the RDF are validated
to compare with the regular read operations. Furthermore, the inference accuracy drop
due to the RDF in the RRAM-based CIM is investigated and enhanced by the proposed
approach, which shows the effectiveness of our designs.

Chapter 9: Diagnosis for Conventional and Unique Defects

This chapter introduces the DA-diagnosis framework to detect conventional and unique
defects in RRAMs. First, it identifies distinctive features for every defect based on physi-
cal analysis and characterization. Next, efficient mechanisms are developed that detect
these distinctive features and thus efficiently diagnose the defects.

Chapter 10: Put All Together: Complete Industrial Test Development for RRAMs

In this chapter, a comprehensive and systematic testing strategy for industrial RRAMs is
presented to target both conventional and unique defects. The whole methodology is
proposed by developing a complete defect space, systematic and realistic fault models,
an overview of designed March tests, evaluating various DfT solutions, and optimizing
an ultimate test solution for industrial RRAMs. The practical integration of certain DfTs
with a complete March algorithm is illustrated in a case study, demonstrating how well
they work to enhance testability while preserving compatibility with RRAM arrays. Those
insights point out that various aspects in terms of cost, coverage, and robustness need
to be considered and optimized in order to ensure RRAM dependability for high-quality
industrial production.
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11.2. FUTURE RESEARCH DIRECTIONS
In this thesis, we highlighted the systematic and complete methodology in developing
high-quality test and diagnosis strategies for RRAMs. Furthermore, it is essential to de-
velop effective migration and recovery solutions to ensure the quality and reliability of
RRAMs. Future research should prioritize the following key areas:

Characterization and modeling for more RRAM defects
As discussed in Chapter 3, numerous unique RRAM defects remain unmodeled despite
their significant impact on device performance. Notable examples include electrode
roughness and material redeposition, both of which strongly influence the interface en-
gineering and, consequently, the overall performance of fabricated RRAM devices.

Experimental analysis and testing for peripheral circuits
A memory chip can be functionally divided into three main blocks: address decoders,
memory cell arrays, and read/write circuits. In RRAM testing, both theoretical and ex-
perimental research, including this dissertation, has primarily focused on faults within
RRAM arrays. However, faults arising in address decoders and read/write circuits remain
unexplored in published literature. Therefore, investigating faulty behaviors caused by
defects in these two circuit blocks, developing appropriate fault models, and incorporat-
ing them into test programs are essential steps toward comprehensive RRAM testing.

Broad-ranging applications of DAT
This thesis has focused on the DAT approach and extended it to DA diagnosis. DAT,
which is grounded in the underlying physical mechanisms of defects and accurately in-
corporates the intrinsic nonlinearity of RRAMs, has proven effective for high-quality test
development. Looking ahead, several promising research directions can be envisioned:
1) Built-In Self-Test (BIST): integration of DAT into on-chip self-test schemes to enable
efficient, low-overhead in-field testing, 2) Built-In-Self-Repair (BISR): coupling DAT with
repair mechanisms to enhance yield and extend device usability, 3) Diagnosis: extend-
ing the diagnostic capability of DAT for more precise fault localization and classification,
and 4) Reliability and lifetime management: employing DAT as a continuous monitoring
tool to support adaptive reliability strategies and lifetime prediction.
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NOMENCLATURE

ACRONYMS

AD Address Decoders

ALD Atomic Layer Deposition

BE Bottom Electrode

BEOL Back-End-Of-Line

BISR Built-In-Self-Repair

BIST Built-In-Self-Test

BL Bit Line

BS Bipolar Switching

C2C Cycle-to-Cycle

CAT Cell-Aware Test

CBRAM Conductive-Bridge Random-Access Memory

CF Conducting Filament

CIM Computation in Memory

CMP Chemical-Mechanical Polishing

CS Column Select

D2D Device-to-Device

DA-Diagnosis Device-Aware Diagnosis

DAT Device-Aware Test

DB Data Background

DfT Design-for-Testability

DPPB Defective Part Per Billion

DRAM Dynamic Random Access Memory

ECC Error Correction Codes
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EtD Easy-to-Detect

FC Fault Coverage

FE Ferroelectric

FeFET Ferroelectric Field-Effect Transistor

FEOL Front-End-Of-Line

FeRAM Ferroelectric Random-Access Memory

FET Field-Effect Transistor

FP Fault Primitive

HDDs Hard Disk Drives

HRS High-Resistive State

HtD Hard-to-Detect

ID Ion Depletion

ILP Integer Linear Programming

IP Intellectual Property

IUSF Intermittent Undefined State Fault

LRS Low-Resistive State

MC Monte Carlo

MIM Metal-Insulator-Metal

MLC Multi-Level Storage

MRAM Magnetoresistive Random-Access Memory

MTJs Magnetic Tunnel Junctions

MW Memory Window

NVMs Non-Volatile Memories

OR Over RESET

OV Oxygen Vacancies

OxRAM Oxide Random-Access Memory

PCRAM Phase Change Random Access Memory

PTM Predictive Technology Model
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PVD Physical Vapor Deposition

PVT Process, Voltage, and Temperature

RL Reference Line

RRAM Resistive Random-Access Memory

RS Resistive Switching

SA Sense Amplifier

SCLC Space Charge Limited Conduction

SCM Storage-Class Memory

SEM Scanning Electron Microscopy

SL Select Line

SRAM Static Random Access Memory

STDP Spike-Time-Dependent Plasticity

STT-MRAM Spin-Transfer Torque MRAM

TE Top Electrode

TEM Transmission Electron Microscopy

TMR Tunneling Magneto Resistance

TRNGs True Random Number Generators

VC-MRAM Voltage-Controlled MRAM

VCM Valence Change Mechanism

WD Write Driver

WL Word Line
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SYMBOLS

ħ Planck’s reduced constant

Ca agressor cell

Cb the base cell

Cc cell in the same column

Cd adjacent diagonal cell

Cr cell in the same row

Cv victim cell

GND ground voltage

VRESET RESET voltage

VSET SET voltage

µ the mean value

φb barrier height

σ standard deviation

⇕ addressing order irrelevant

Dmax maximal duration suffering from ion depletion

Fox electric field cross the oxide

IBL current flowing into BL

Iforming forming current

Iion the ionic current

Iprimary the primary current in the path

ISL current flowing into SL

Isneak the sneak current in the path

ITE current through top electrode to bottom electrode

m∗
ox electron effective mass in the insulator

Ndisc,max maximum oxygen vacancy concentration in the disc

Ndisc,min minimum oxygen vacancy concentration in the disc

Ndisc the concentration of oxygen vacancies in the disc region
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O(n2) oxygen ions

PID occurrence probability of ion depletion

PIUSF occurrence probability of intermittent undefined state fault

POR occurrence probability of over RESET

q electron charge

Rdisc resistance in disc

Rplug resistance in plug

RRESET resistance in RESET

Rseries series resistance

RSET resistance in SET

VDD supply voltage

Vread read voltage

VRESET RESET voltage

Vschottky Schottky-like contact

VSET SET voltage

Vstop the terminal voltage of an I–V sweep

VTH thereshold voltage

Vforming forming voltage

VTE voltage from TE to BE
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