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ARTICLE INFO ABSTRACT

Keywords: The evolving energy landscape in Europe is showing concrete signals that hydrogen will play a central role in the
hydrogen embrittlement energy transition scenario. In this light, a report of the European Hydrogen Backbone pinpoints no less than forty
pipelines

existing projects focused on the commissioning of several kilometers of hydrogen pipelines in the following
years. Hence, ensuring a safe operability of these systems represents a topic worthy of investigation and marked
by significant challenges, especially given the unique properties that make hydrogen a potentially hazardous
substance. Established techniques may prove helpful in supporting the development of dedicated prevention and
mitigation strategies for hydrogen systems. Among these, Risk-Based Inspection (RBI) could represent an
effective tool to design inspection programs aimed at the detection of hydrogen-induced damages, especially for
components working in pressurized environments, including pipeline materials. However, the lack of operational
experience associated with emerging technologies may lead to the adoption of over-conservative safety mea-
sures, which could impact the economic attractiveness of these systems. Therefore, this study proposes an
evolution of conventional RBI planning by implementing concepts of safety economics and optimization
modelling, thus building a novel approach named “Cost-Informed Risk-Based Inspection” (CIRBI). The proposed
methodology is therefore applied to a case study of inspection techniques potentially suitable for pipeline ma-
terials (i.e., API X-series pipeline steels), showcasing its potential as a self-standing approach for inspection
planning while also demonstrating the insight that it may provide to ensure a safe operability of hydrogen
pipelines.

safety economics
inspection planning
optimization modelling

1. Introduction

The API X-series steels [1] are typically in use for the pan-European
pipeline network and extensively implemented for natural gas trans-
portation [2]. Such steels have constantly evolved during the past de-
cades [3], undergoing a technological advancement that has improved
their mechanical characteristics. However, they are typically charac-
terized by microstructures with a body centered crystal structure [3],
which makes them susceptible to hydrogen diffusion and induced
degradation. In fact, the diffusivity of hydrogen in these steels can be
several orders of magnitude higher than in austenitic stainless steels [4].
While the phenomenon of hydrogen embrittlement has been investi-
gated for several decades, an agreement upon a comprehensive model to
describe the resulting effect on a macroscopic level is still missing [5,6].
This, along with a limited experience on the operability of vast scale
hydrogen systems [7], explains the lack of risk analysis tools [8]
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specifically dedicated to the safety of such technologies. Therefore,
uncertainties concerning the effectiveness of standard safety practices
for pipeline materials exposed to hydrogen degradation were pinpointed
in previous publications [9], showcasing potential mis-calculations of
risk and unsustainable costs associated to overconservative safety pro-
grams [10]. On a broader perspective, it is not unreasonable to suppose
that over-precautionary safety and integrity requirements could inhibit
a prompt rollout of these systems by burdening their economic feasi-
bility. In fact, previous research pointed out that the toughness-based
material qualification tests for hydrogen piping available in the cur-
rent standards (i.e., the ASME B31.12 [11]) can be typically
time-consuming and costly [7].

An existing tool for the planning of inspection activities aimed at
tackling the effects of degradation mechanisms in industrial components
exposed to corrosive, harsh or detrimental environments is Risk-based
Inspection (RBI) [12]. RBI provides a tool for a continuous monitoring
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of the risk associated with critical equipment, thus allowing for a
tailored prevention plan to ensure a safe operability of an industrial
plant. However, RBI currently has several limitations hindering its
applicability to hydrogen systems. In fact, the American Petroleum
Institute Recommended Practice 581 (API RP 581) — Risk-based In-
spection Methodology [13] — normally considers damage mechanisms
governed by corrosion processes (e.g., stress corrosion cracking,
stress-oriented hydrogen-induced cracking) in which hydrogen embrit-
tlement is present — but not dominating — in causing an accelerated crack
propagation [14]. In such cases, the induced damage is governed by the
presence of sour water, wet hydrogen sulfide or hydrochloric acid [13].
Therefore, the adoption of non-specific methodologies may lead to
misinterpretation of the real integrity of materials and to the imple-
mentation of inadequate safety practices. Moreover, while indicating
inspection intervals, the current RBI methods do not provide indications
on specific inspection activities, which are suggested in other standards
[15].

The methodology proposed in this work aims at evolving conven-
tional RBI methods by including aspects of safety economics [16,17] and
optimization modelling. This approach allows for the evaluation of
several inspection techniques, and it provides an optimized inspection
program as its main output by weighting the effectiveness of the pre-
vention activities on the associated costs. Thus, this paper presents a
systematic approach — Cost-Informed Risk-Based Inspection (CIRBI) —
for the realization of inspection programs that not only focus on the
mitigation of risk, but that consider the budget dedicated to the pre-
ventive actions (i.e., the detection of defects and cracks) and the costs
associated with each procedure. As such, the overall goal of the current
work is to foster an effective adoption of prevention strategies for
hydrogen systems, meaning that optimal actions aimed at accident
prevention can be evaluated and then suggested or rejected by the
model. On the other hand, mitigation strategies — aimed at the mini-
mization of consequences after the occurrence of an accident (e.g.,
safety barriers) — are currently not included, and the adoption of random
inspection campaigns [18] is not considered in the proposed approach.

It should be noted that strategies for optimal maintenance optimi-
zation in the context of oil and gas transmission pipeline networks were
already proposed in previous works [19], which highlighted the po-
tential for knowledge transfer to hydrogen systems. Therefore, the
application of the current model to inspection techniques for the
detection of hydrogen damages in pipeline steels is a natural develop-
ment of the current research trends, especially considering the severity
of hydrogen-induced material degradation [20-23] and the inapplica-
bility of conventional RBI planning [8,9]. More specifically, the goal of
the current work is to depict the CIRBI methodology and show how it
may bridge knowledge gaps affecting inspection programming by
considering information on inspection practices and allowing an opti-
mization of the related costs. As such, the proposed discussion delves
into:

e the potentially suitable inspection activities that are commonly used
for detection of hydrogen embrittlement;

o the implementation of an optimization model to weight inspection
costs and expected risk against a safety budget, which can be relevant
to address real-world scenarios;

e the inclusion of a weight that allows for a case-specific orientation
towards risk mitigation or costs reduction, which may result relevant
to get an informed perspective on safety costs.

Throughout the proposed case study, the step by step application of
the CIRBI method showcases the effort put in designing optimal in-
spection programs, corroborating previous research that recently
pointed out risks and failure causes of hydrogen pipelines [24]. There-
fore, Section 2 of this paper describes the considered inspection tech-
niques, addressing their suitability for the detection of
hydrogen-induced degradation. Section 3 depicts the CIRBI
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methodology, pinpointing the novel steps evolving RBI planning. Sec-
tion 4 presents the results of the case study, highlighting the potential
and the limitations of the model. Finally, some conclusions are drawn in
Section 5. As such, the structure of the paper follows a conventional
IMRAD (Introduction, Methodology, Results and Discussion) structure
[25].

2. Inspection Techniques for Hydrogen Pipelines

The field of non-destructive test (NDT) techniques aimed at the
detection, sizing and imaging of flaws and defects is broad and multi-
disciplinary [26]. Pressure vessels, piping and pipelines typically un-
dergo NDT procedures with the goal of minimizing their likelihood of
failure and determining their fitness for service [27]. When it comes to
hydrogen embrittlement (or hydrogen damage in general), such detec-
tion and subsequent damage quantification is typically challenging, and
it demands advanced procedures. Today, a number of NDT methods are
available [28,29] for the detection of cracks initiated and promoted by
the hydrogen detrimental effect on a macroscopic level [30]. In the
present work, the focus is given to these NDT tests, considered as
“potentially suitable inspection procedures”. In general, a first distinc-
tion may be applied between NDTs:

e NDTs that rely on ultrasounds and acoustic waves: generally the most
advanced [31], they offer optimal performance, flexibility and good
imaging. They require sophisticated equipment, such as transducers
that can be individually pulsed with varying time delays to control
the direction and focus of an ultrasonic beam [32].

e NDTs that are based on the physical properties of materials applied
during testing (e.g., the application of liquids and magnetic parti-
cles). These NDTs are very common [33] in the oil and gas industry
and offer good capabilities in terms of surface and near surface crack
detection [28].

e Visual Inspections: relying on the experience and ability of operators
[34], they are commonly used as early warning systems and can be
supported by autonomous systems [35].

Table 1 reports the procedures available in the literature and can be
used as a reference for the nomenclature. Each technique is addressed
with a brief description and indications on its advantages and disad-
vantages. The evaluation of the costs associated with these procedures is
generally case specific, and models aimed at economic evaluations of
inspection and maintenance programs were proposed in other works
[36]. However, while some of these models rely on the definition of
numerical inspection cost functions [37], very limited literature is
available on the cost-effectiveness of preventive measures for hydrogen
systems. Hence, the terms expensive/cheap that are used in Table 1
should be considered as relative measures and they only serve as generic
indication based on the literature [15,29]. In addition, other inspection
techniques might be considered when applying the CIRBI methodology
to cases other than hydrogen pipelines [38]. The procedures in Table 1
are henceforth considered in this work.

Most of the procedures reported in Table 1 are identified based on
the available standards for detection of hydrogen embrittlement [15]
and the same nomenclature is therefore implemented (i.e., SWUT,
PAUT, PT, MT, WEMT). In addition, a literature search was conducted
on the Scopus database with the goal of expanding the used dataset and
adding details to the already considered techniques, especially relying
on previous literature reviews [30,31] and consolidated information
[41,42]. Such techniques are in fact referenced as commonly used for
structures under stress (i.e., AE, TOFD) and piping exposed to environ-
mental degradation. For each inspection technique in Table 1, an exact
estimation of its effectiveness in reducing the risk of unwanted events
and its unitary cost (i.e., the cost of carrying out one inspection) is not
straightforward and heavily application dependent. Section 2.1 de-
scribes the inspection effectiveness classes [13] and the unitary costs
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Table 1
Potentially suitable inspection procedures.

Procedure Advantages Disadvantages

Phased-Array Often indicated as an The testing results might be
Ultrasonic advanced inspection difficult to interpret [31], and
Testing technique, effective in both original fabrication flaws
(PAUT) defect detection and sizing might be mistaken for

and potentially automated hydrogen-induced cracks. It
[39]. It is typically used for requires advanced equipment
piping and pipelines, and it and specialized personnel,
allows for a periodic resulting typically expensive
monitoring of cracks growth [15].

[15]. Studies show that can

be effectively used for the

detection of defects with the

size of around 2 mm [32],

with an optimal imaging

accuracy and defect

characterization capability

[40].

Shear-Wave It has similar advantages It may result less effective
Ultrasonic and characteristics of PAUT than PAUT since it relies on
Testing [15], allowing for a targeted ~ fixed angle ultrasonic waves
(SWUT) inspection of specific welds (shear waves) [31]. It may not

Time-of-Flight
Diffraction
(TOFD)

Acoustic Emission
(AE)

Liquid Penetrant
Testing
(PT)

Magnetic Particle
Testing
(MT)

Wet Fluorescent
Magnetic
Particle Testing
(WFMT)

and defected areas [41].

Long-known technique [42]
for rapid and reliable flaw
detection coupled with an
accurate assessment of flaw
size [43]. It allows for a
precise defect sizing through
the diffraction of ultrasonic
waves at the edges of cracks,
potentially depicting
hydrogen distribution in the
alloy microstructures [44].
It is based on the acoustic
emissions that are detected
with sensors consisting of
piezoelectric ceramic
elements [28].1t is
commonly well suited for
inspecting structures under
stress [26] and useful to
locate and monitor crack
growth [15].

Useful as a preliminary
screening procedure for
surface crack detection [15],
it does not require advanced
equipment since it is based
on capillary action of liquid
in cracks [28].

It shows crack edges through
formation of particles
clusters in the proximity of a
crack [28]. It is based on the
concept that if there is a
discontinuity such as a crack
or a flaw on the analyzed
surface, the magnetic flux
will be broken and a new
south and north pole will
form [26], representing a
useful tool for surface and
near surface defect detection
in ferromagnetic materials
[26].

Based on the same principle
as MT, it relies on wet
magnetic particles coated
with a layer of fluorescent
material to obtain high-
contrast colors. It might
result more advantageous

be adequate for materials with
parallel surfaces [41].
Special scanners and
equipment are needed for the
inspection of complex
geometries [43], which may
make TOFD an expensive
solution requiring skill and
specialized personnel.

Results may be difficult to
interpret [30] and may
require expensive equipment
[28], often used as early
warning system.

Limited by capillary action,
where low surface tension
fluid penetrates into clean and
dry surface-breaking
discontinuities [26]. Limited
applicability to surface cracks,
may not be effective if cracks
are oxide filled [15].

It heavily relies on the
experience and skills of
inspectors, which can be
problematic for prolonged
periods, leading to fatigue and
exhaustion [33]. For surface
cracks only [28], it does not
allow to obtain a thorough
evaluation of the crack size
and its evolution over time
[26].

Similarly to MT, it relies on
the experience and skills of
inspectors, which can be
problematic for prolonged
periods [33]. Moreover, its
effectiveness also depends on

Table 1 (continued)

Reliability Engineering and System Safety 260 (2025) 111063

Procedure

Advantages

Disadvantages

Computer-aided
Remote Visual
Inspection
(CARVI)

Radiographic
Testing
(RT)

Remote Visual
Inspection
(RVD)

Visual Inspection
(VD

than MT since fluorescent
particle can highlight cracks
more effectively [33].
Completely automated
systems — described in
recent studies — that uses a
drone to capture pipeline
images and assesses
corrosion with the aid of
machine learning
algorithms [34].
Advanced instrumentation
able to detect and size
internal defects and
fractures of several
infrastructures [8].
Considerable experience is
available on this practice
[45], especially from the oil
and gas industry.

Remote visual inspections
can be performed using
drones or robots [35]. The
evaluation of the integrity is
typically conducted by an
experienced operator.
Basic inspection requiring
minimum equipment [26]
and often considered
cheaper than the others. It
may provide useful
indications as a screening

surface preparation before
inspection [15].

Only for a qualitative
evaluation on the pipeline
integrity from an external
perspective [26], it is not able
to effectively detect and size
small cracks and cracks.

It might not be able to
specifically detect hydrogen-
induced cracks in their initial
phases [15], and may suffer
from insufficient penetration
[32]. It requires specialized
personnel and safety barriers
for X-rays [45].

Same disadvantages as
CARV], but potentially more
prone to human error [34].

Not very effective in detection
of small cracks, nor effective
in detection of hydrogen
embrittlement in its initial
phase, prone to human error
[46].

evaluation [27].

[17] that are considered in this work. Additionally, it should be noted
that mandatory inspection practices typically exist, independently from
their cost or expected effectiveness [27]. Moreover, each inspection
technique should be limited in the number of times it is repeated to
avoid redundancy (as indicated in the API RP 580 [12]). Hence, the
specific inputs and constraints considered for the proposed case study
are all reported in Section 2.1.

2.1. Case-specific Input Data and Variables for Sensitivity Analysis

The values reported in this section are used as input data for the
CIRBI methodology described in Section 3. For the sake of completeness,
a brief comment on the source of information is present in this section.
The description of the parameters, their role and their meaning in the
study is proposed throughout the paper - e.g., when they appear in the
equations of Section 3 — to avoid unnecessary cross-references. The pa-
rameters in this section are specific for the current study and should only
be considered as an indication. In fact, these inputs are decided referring
to the available literature when possible or based on the authors’ in-field
experience and expert elicitation in cases where reliable literature is
currently not available. Table 2 shows each input parameter henceforth
considered:

Each input parameter reported in Table 2 is used in Section 3 and
affects the results presented in Section 4. The 25-year timeframe is
applied referring to a previous study [47], in which three Norwegian
steel pipelines of different ages were addressed to predict
hydrogen-induced degradation and failure costs, with the difference that
the latter is expressed in monetary units in this work (instead of
consequence area). Based on the results of that same study, a base
damage factor of 10 is also selected. On this matter, a sensitivity analysis
is proposed to show the effect of an uncertain damage factor definition
on the optimized inspection plan, output of the model (Section 4.2). A
management system factor and an online monitor adjustment factor are
considered equal to 1, as this is the most generic case present in the API
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Table 2

Input parameters used in the current study.
Parameter Values Ref
Timeframe of the Analysis 25 years [47]
Cost of Failure 1 M€, 2.5 M€, 5M€ -
Base Damage Factor (prior to 10 [47]

sensitivity analysis)

Management System Factor 1 [13]
Generic Failure Frequency 0.0001 [48]
Online Monitor Adjustment Factor 1 [13]
Mandatory Inspections PAUT to be conducted at least once
Redundancy Limit 3 -
Target Failure Frequency 0.01 [48]
Redundancy Factor 2.5 [17]1

NDTs: Effectiveness Class  Unitary Cost:(baseline for sensitivity analysis)

PAUT A Expensive (>8000 €/km)
SWUT B Significant (>7000 €/km)
TOFD B Significant (>7000 €/km)

AE D Considerable (>6000 €/km)
PT E Moderate (>5000€/km)

MT D Moderate (>5000€/km)
WEMT C Moderate (>5000€/km)
CARVI F Low (>3000€/km)

RT C Expensive (>8000 €/km)

RVI G Relatively Inexpensive (>2000 €/km)
VI E Marginally Low (>4000 €/km)

RP 581 [13] and given their marginal role in this study. The values of the
failure frequencies are based on the DNV-ST-F101 for submarine pipe-
line systems [48], in which a target failure frequency is identified as a
serviceability limit state — meaning that above this threshold (0.01) the
pipeline is unsuitable for normal operations. Finally, information on the
redundancy factor can be found in literature concerning operational
safety economics [17]. Given the lack of a specific standard definition
for the following, the redundancy limit and the number of mandatory
inspections are decided by the authors based on reasonable values and
the suggestions available in the standards API RP 580 [12] and API RP
581 [13]. A similar consideration applies to the effectiveness categories,
which are usually defined based on expert elicitation and case-specific
considerations in the same standards.

Along with this, a second sensitivity analysis is conducted to inves-
tigate the effect of a variable inspection cost. In fact, operational costs
can prove to be highly fluctuating and time-dependent, so it is deemed
valuable to show the effect of a variable cost on the output of the model
(Section 4.3). Finally, it is noted that while specific input can — and
should - be debated, the purpose of the current study is to develop a
novel and ready-to-use method to support inspection planning, while a
specific prediction of unitary costs, failure costs and effectiveness classes
goes outside the scope of the current research. Hence, the CIRBI model is
described in Section 3.

3. CIRBI Methodology

Including aspects of safety economics and optimization modelling,
the CIRBI method aims at evolving RBI strategies by providing in-
dications on optimal inspection techniques. The effort of evolving RBI
into CIRBI follows the necessity of including economic aspects into
operational safety. This is a common step for emerging technologies,
since economic feasibility is typically a requirement in industrial
development and technologic evolution. Safety economics studies are in
fact rooted on the concept that a specific safety measure can be imple-
mented only if it can be financially sustained, from which it follows that
a gross disproportion between a safety investment and its benefit (e.g.,
the adoption of over-conservative measures) would deteriorate the
feasibility and economic sustainability of a project [49]. In this context,
the Knapsack Problem [17] typically sets the baseline for reasoning,
stating that within a pool of safety measures, only a set of the measures
whose combined cost does not exceed an established threshold can be
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considered, and the optimal combination is the one that guarantees the
highest safety compared to each other set. Therefore, the development
of the CIRBI method is grounded on this concept, with the difference
that the proposed model is characterized by a second objective — along
with the obtainment of a maximum benefit — which is the minimization
of costs. Hence the adoption of a multi-objective approach that aims at
both safety maximization and cost minimization.

Building upon this idea, it is possible to infer the input parameters
and variables that are needed to design the model. These parameters
include the effectiveness of an inspection and its related cost, the overall
available budget and a weight to shift the focus from the first objective
to the second one. In addition, rooted on the concept that risk can never
be reduced to absolute zero, the method includes a step for the identi-
fication of the minimum budget requirements based on the boundary
conditions of the case considered. This section depicts each of the core
concepts now described, which are recalled in the step-by-step defini-
tion of the CIRBI methodology, encompassing effectiveness-cost ratios
(CERs), benefit-cost ratios (CBRs), and the optimization model. To show
the applicability of the method, the case study is tailored to industrial
components and materials exposed to environmental degradation. A
flowchart for the CIRBI methodology is therefore shown in Fig. 1, and
each step is described as follows:

1. Description of Component and Expected Operative Life: in this
phase, the analyzed component is selected and considered as the
input parameter. The expected operative life or a specific timeframe
can be used as the duration of the analysis.

2. Conventional RBI application: this phase follows the application
of the standard RBI method [13]. For the sake of completeness, the
main RBI milestones are summarized as follows:

2.1. Calculation of failure probability: using Equation (1), the failure
probability of component i at time t can be estimated.

PoFi(t) = gffi-Fusi*Dr(t) @

The parameters considered in the equation are:

- gffi, generic failure frequency of component i, indicates the failure
frequency of equivalent components operating in relatively inert
environments and is usually provided by the manufacturer or can be
found in established standards.

Fusi, management systems factor, is an adjustment factor that con-
siders the influence of the management system on the integrity of the
component [13].

D, (t), the damage factor, is determined considering the deteriora-
tion mechanisms affecting component i. In the case of hydrogen
pipelines, this is the factor that should take into account the detri-
mental effect of hydrogen on the pipeline materials [50]. The dam-
age factor — and therefore the failure probability — evolves with the
time of exposure to the considered environment, increasing from an
initial value named “base damage factor” (Dgg).

2.2. Estimation of Failure Consequences Cost: this parameter is the sum
of the costs derived from the failure of component i. Equation (2) can
be used for this calculation, where the nomenclature follows the API
RP 581 [13].

FC=Cl+ ¢+ O™+ ¢ + G @)

Where:

- C¢ is the direct cost of the component damage.
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Fig. 1. The CIRBI methodology. In blue, the original RBI method (adapted from the API RP 581 [13]). In red, the novel contribution of the CIRBI methodology. The
black square boxes indicate the main phases (in bold) and the intermediated steps (dashed squares). The numbers in parenthesis indicate the reference equation,
while the numbers in brackets refer to the reference table.



L. Giannini et al.

- C‘ilffa is the cost of the damage to surrounding components.
- & is the cost of the lost production.

- C;” is the cost of serious injuries to the personnel.
- Cf™ is the cost of environmental clean-up.

Particular attention should be paid to this evaluation, since some
costs may be challenging to identify and accurately assess. In fact, other
additional costs may derive from insurances, image damages, fees, legal
expenses, etc. [16]. For hydrogen, the API RP 581 provides a standard
procedure (Consequence Analysis Level 1 [13]) that can be used to
calculate each term of Equation (2).

2.3. Calculation of Risk: The risk level of component i is calculated
combining failure probability and failure consequences, as shown in
Equation (3).

Ri(t) = POFi(t) . FCi (3)

This procedure is repeated for a number of components of the
analyzed system, i = {1, .., m}. In fact, the overall analyzed system is
associated with a risk value, and the components associated with the
highest risk values (ranking of components based on risk — Step 2.4 in
Fig. 1) are the ones that are prioritized for inspection. From this step on,
the proposed methodology differs from conventional RBI planning,
indicated as the red boxes and arrows in Fig. 1.

3. Selection of Inspection Techniques: according to the descrip-
tion of an analyzed component, suitable inspection techniques (j =

3.1. Calculation of Inspection Unitary Cost: For each considered NDT,
the unitary cost of inspection (C;) can be estimated using Equation
(4):

G=G GG @

Where:

- G is the cost of the equipment for inspection activity j. It may include
the rent of specific tools.
C‘;p is the cost of the specialized personnel associated with inspection

activity j. According to the literature [17], this cost may take into
account the transport and the wages of the dedicated personnel.
C;’i is the cost of the business interruption caused by inspection ac-

tivity j. In specific cases, business activities might be stopped while
the inspection is being performed (for example if a section of a plant
needs to be evacuated due to safety reasons before the inspection can
be carried out).

Cj.’ ! is the cost of process interruption caused by inspection activity j.
Similarly to the cost of business interruption, this parameter might
become relevant when a process needs to be interrupted before the
inspection can be carried out. This might happen if piping or tanks
need to be emptied before inspection.

Obviously, other additional costs may be included considering case
specific conditions and characteristics.

3.2. Definition of Inspection Effectiveness Classes: according to the API
RP 581 [13], the inspection activities under evaluation should be
categorized according to their effectiveness. This process is con-
ducted by labelling each NDT with a class (namely A, B, C, D, E, F, G)
where each letter is associated with a confidence in defect detection.
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As such, this definition depends on the extension of the inspected
area, the sensitivity of the inspecting tools, the ability of the
personnel and the type of damage that must be detected. Expert
elicitation may be considered for an accurate positioning of each
technique in a specific class. Referring to the method proposed by the
API RP 581 standard [13], the classes can be defined as shown in
Table 3.

Once each inspection technique is associated with an effectiveness
class, effectiveness-cost ratios [17] can be calculated by dividing the
confidence in defect detection with the unitary cost of inspection (Step
3.3), as shown in Equation (5).

CER; = off; 5)
G
This procedure allows for a potential exclusion of the inspection
procedures that are associated with low effectiveness-cost ratios, thus
resulting in a screening procedure (Step 3.4). The costs and the effec-
tiveness of the potentially suitable NDTs are then used in the following
phase, which is the definition of a benefit-cost ratio (CBR;).

4. Definition of Benefit-cost Ratios: CBR;s are defined based on the
risk level calculated in Phase 2 and using the unitary cost of in-
spection. To do so, the inspection benefit of inspection activity j, B;, is
defined as a function of the residual risk as calculated with Equation
(6). Note that R; is the calculated risk when inspection j is conducted

and R; (1 —eff,») is the risk not removed by the inspection:

Bj= Rj— R (1 - eﬁj) (6)

Hence, it is possible to define benefit-cost ratios as follows:

_ 5

CBR = & %)

Note that the subscript i (indicating a specific component) was
dropped so as not to burden the notation. Defining benefit-cost ratios is
essential to obtain a comparative measure between NDTs and to un-
derstand the scenario-dependency of the model. Once the CBR;s are
defined, the inspection benefits and costs are then normalized (Step 4.1
and Step 3.4b) and inputted in the optimization model.

5. Optimization Model: Following the normalization of costs and
benefits for each NDT under investigation, the optimization phase
can take place. This is the main phase of the CIRBI methodology,
which allows for an evolution of the conventional RBI planning by
considering inspection costs, safety budget and other additional
constraints, such as mandatory inspections and redundancy thresh-
olds. Equation (8) encapsulates the mathematical formulation of the
model, for n different inspection techniques:

Table 3
Inspection effectiveness classes.

Inspection Class Confidence in Defect Detection (eff;)

Above 90%
75% - 90%
60% - 75%
45% - 60%
30% - 45%
15% - 30%
Below 15%

QEEYOw >
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minx<—yijxj+5Zijj>,7€ [0,1,6€ 0,1,y +5=1 (8)

=1 =1

This optimization problem aims at minimizing the inspection costs,
¢j, while maximizing the benefits, b;. The decision variable, x; € N° is an
element in the array that accounts for the number of times each in-
spection technique is used. It is noted that lowercase b; € [0,1] and ¢; €
[0,1] indicate normalized benefits and costs with respect to the corre-
sponding maximum value, so that the two objectives can be integrated
into a single objective program. Inside the summations of Equation 8,
the normalized costs and benefits are multiplied for the number of times
each NDT is repeated (for each x;), and this number of repetitions —
which is the decision variable - is what needs to be calculated. To this
end, a solving algorithm must identify the minimum of the total of the
two summations for each possible set of decision variables (note that the
first summation is preceded by a minus, so the benefit is actually
maximized). This minimum value is hence associated with a specific
solution vector containing each x;, thus indicating how many times each
NDT should be repeated. Then, this process is repeated for each of the
parameters y and §, that are the weights given to the objectives, so a
different solution vector exists for each specific weight combination.
Formally, Equation (8) is a mixed-integer linear problem that can be
solved with a variety of approaches and algorithms. In this work, the
MATLAB Optimization Toolbox 24.1 is used. More specifically, the al-
gorithm is specified for “Mixed-Integer Linear Programming (MILP)”
[51] and uses a combination of “branch and bound” sub-algorithms to
determine feasibility regions and eliminate fractional solutions. Given
that the problem is convex, the identified solution will be the global
optimal solution. Moreover, designing the problem as a MILP [51] al-
lows for an effective — and computationally not demanding — design of
an inspection plan.

Once the problem is solved, the output results in a series of optimal
sets of inspection procedures (Step 5.1). Each of these solutions is
associated with a specific value of y and 6 and a specific number of times
that each NDT should be performed in order to manage the risk for the
time span of the analysis. So, for each y (or §) value, one optimal set of
NDTs exists, and one may choose among the different proposed sets
based on the relative preference for any of these objectives. The chosen
plan is therefore associated with a total cost and a total benefit, defined
as the sums of the unitary costs and benefits of each NDT procedure.
Therefore, the calculated cost of the plan can be used to identify the
lower limit of the safety budget. Hence — along with the plan itself — the
output of the model is a minimum budget for risk management which
depends on the given weight (Step 5.2). Specifically, this phase is indi-
cated by the loop in Fig. 1 (Phase 5 to Phase 6), meaning that an iteration
may be required to adjust the given weight and the following minimum
budget to a specific situation (Step 5.3). This process becomes relevant if
the safety budget inputted in the optimization model is initially not
sufficient, and a detailed explanation of this aspect is provided in Section
4. Once the minimum budget is established, the Pareto front [52] can be
plotted directly and a preferred inspection plan can be selected (Phase
6). On the other hand, the results can be interpreted to perform a further
modification of the safety budget, depending on specific circumstances
and possibly considering a redundancy factor, which is explained in
Section 4.

Additionally, the problem is constrained by the constraints given in
Table 4.

6. Selected Inspection Plan: in this phase, the selected inspection
activities are used for damage detection and the methodology falls
once again under the API RP 581 standard [13]. If a damage is
detected, the serviceability of the component needs to be assessed
based on fitness for service criteria [27]. On the other hand - in the
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Table 4
Constraints of the optimization problem.
Constraint Meaning
Z” Cjxj < Bu © The total cost of the inspection plan must be less or
i=1 equal to the available budget Bu.
x>1, VjeK (10)  Mandatory inspections must be performed at least
once. K refers to the set of mandatory inspections.
X< s, j= (11)  s; indicates the maximum number of times inspection j
{1..n} can be selected. This ensures avoiding redundancy and

is essential in RBI strategies [12].

case that a damage is not detected — the results indicated by the in-
spection program are used to re-assess the initial input parameters,
thus allowing for an updated and dynamic evaluation of the risk
level.

4. Results and Discussion

The calculation of effectiveness-cost ratios (CERs) can be useful to
perform a preliminary screening of the potentially suitable inspection
procedures (Step 3.4), and it is conducted according to Equation (5). It is
important to stress once again that the inspection costs can heavily
fluctuate depending on case-specific considerations and the moment of
the analysis, so the ratios here reported — based on the parameters
presented in Section 2.1 — should only be taken as a generic indication of
the economic efforts required for each inspection technique. A similar
consideration may be applied to the effectiveness classes, which are
defined referring to the method proposed in the API RP 581 [13], but
that should be tuned according to each specific case and expert elicita-
tion. Hence, Fig. 2 proposes the unitary costs and effectiveness classes
(initially indicated in Table 2), from which CERs can be easily derived.
To facilitate a smooth reading, the NDTs acronyms are also reported in
Fig. 2.

The inspection techniques indicated in Fig. 2 are associated with
different CERs, hinting that inspection procedures with higher CERs
might be more suitable in terms of safety budget optimization. However,
the eleven procedures depicted in Section 2 are all explored by the
model in this case. In fact, benefit-cost ratios (CBRs) may provide
additional information on the actual effect of the inspection on the risk
level (CBRs consider the expected risk), depending also on the associated
consequence category, the specific risk profile and the established
threshold, as showcased in Phase 4 of Fig. 1. Fig. 3 highlights this aspect,
presenting CBRs for three failure scenarios. The NDTs nomenclature and
the input parameters are included in the figure for completeness.

While the CER is a constant parameter — it depends only on the
effectiveness class and the cost of the single inspection — the benefit-cost
ratios heavily depend on the consequence category and the calculated
risk. As expected, the higher is the estimated cost of failure, the higher
the inspection benefit results. This complicates the selection of optimal
inspection procedures, since the benefit considerably varies with the
cost of an accidental scenario. Moreover, each of the parameters indi-
cated in Fig. 3 affects the results in terms of CBRs, so it is vital that a
thorough evaluation is carried out along with the application of the
CIRBI methodology, distinguishing between the type of possible failure,
the expected release of substances, the active safety response and
monitoring systems and the overall potential damages to equipment and
operators. To avoid an excessive complication in the presentation of the
data, the following results are shown for a consequence scenario of
1,000,000 €.

In accordance with the proposed model, the calculated costs and
benefits are then inputted in the optimization model (Phase 5 in Fig. 1).
As such, suitable inspections are selected depending on the available
budget. Hence, a set of optimal inspection procedures is proposed in
Table 5, considering an absolute preference for risk reduction (i.e., y =

1, § = 0). This simply means that the budget is completely used.

Table 5 shows the effect of the available budget on the selected safety
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Inspection Effectiveness vs Cost
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Fig. 2. Effectiveness-cost Ratios (CERs) for each considered inspection procedure.
PAUT Phased-Array Ultrasonic Testing WFMT Wet Fluorescent Magnetic Particle Testing RT Radiographic Testing
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Fig. 3. Benefit-cost ratios for each inspection procedure and their scenario dependency. The parameters involved in the calculation are also indicated in the figure.

procedures. Depending on the economic availability, additional in-
spections are considered on not. Obviously, an infinite safety budget
would allow the selection of only the most effective inspections, but
reality imposes economic constraints that must be taken into account
when allocating resources. As expected, procedures characterized by

higher benefit-cost ratios are preferred when there is available budget.
By increasing the budget, more expensive procedures (i.e., PAUT, TOFD)
are preferred to the less demanding ones (RVI and VI). This indicates
how the budget availability affects the optimal design of the inspection
program. Moreover, the effect of the safety budget on the selected
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Table 5
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Selected inspection procedures with a 100% risk-oriented approach, with a cost of failure of 1 Meur. The numbers below the NDTs acronyms indicate the number of
times each inspection should be repeated. A mandatory PAUT inspection is considered.

Budget [k€/km] PAUT SWUT TOFD AE PT MT WEMT CARVI RT RVI VI
8 1 0 0 0 0 0 0 0 0 0 0
10 1 0 0 0 0 0 0 0 0 1 0
12 1 0 0 0 0 0 0 0 0 0 1
14 1 0 1 0 0 0 0 0 0 0 0
16 1 0 1 0 0 0 0 0 0 1 0

procedures does not limit to the chosen technique, but it also affects the
time of inspection. In fact, depending on the effectiveness class of one
procedure, the risk profile will be modified, and the inspection intervals
change. To describe this more in detail, Fig. 4 presents different the risk
profiles depending on the available safety budget. Fig. 4 represents the
model output (Step 5.1 in Fig. 1) before entering the decision-making
process (Step 5.3).

Fig. 4 depicts the expected risk profiles for the safety budget indi-
cated (Bu). The impact of the selected techniques on the evolving risk is
shown, and the latter hints at the minimum required budget for the
considered base damage factor and consequence category. For the 25-
year risk management, the minimum budget hence results equal to 16
k€/km. Budgets below this threshold (i.e., 8, 10, 12 k€/km) will lead to
the selection of less effective inspections after 16 years of operations,
and such techniques are not enough effective to keep the risk level under
the established threshold — given by consequence category and target
failure frequency — for the timespan of the analysis (pink, orange and
green curve). Obviously, reducing the economic resources below the
minimum requirements leads to a shorter capability of managing the
risk. A budget of 14 k€/km allows for a better management of the risk,
with respect to 8, 10 and 12 k€/km, but the risk reaches the threshold
after 24 years, that is,1 year before the end of the analysis.

Hence, this approach allows defining the moment of an inspection, i.
e., 9 years, 16 years and 24 years, while also providing indications on the
minimum requirements in terms of the allocation of economic resources.
Moreover, varying the base damage factor, the risk threshold and/or the
cost of the procedures on a yearly basis, it is possible to obtain a dynamic
evaluation of risk, which may be helpful to account for the changes in
the actual operating conditions of the pipeline. Additionally, the model
takes into account the existence of mandatory inspection activities. In
fact, both Table 5 and Fig. 4 are developed imposing at least one PAUT
inspection, which is known to be extremely effective in the detection of

Risk Threshold

10000

hydrogen embrittlement [32].

4.1. Optimization of the Inspection Budget

Up to this point, a 100% budget expenditure was considered. How-
ever, it is not possible to assume that economic resources will always be
exactly the minimum required for managing the risk for the entire
duration of the analysis. In operational safety economics [17], it is
common for a redundant allocation of resources to be preferred to
ensure safe operations, given that companies should prioritize safety
rather than expenses reduction [53]. Hence, an exceeding safety budget
might be typically considered, possibly ranging in the order of 2 — 4
times the minimum requirements. Such redundancy can also be referred
to as a disproportion factor [49], which can be used by investors to bias
decision-makers towards safety. In other words, this is often done so that
companies may show to governments and policymakers that they are
intrinsically biased towards safety [17]. In the case of an exceeding
budget, a specific allocation of resources could be preferred in some
cases [54]. Fig. 5 highlights this aspect presenting the Pareto Front [52]
(i.e., the curve obtained by plotting the optimal solutions found by the
MILP algorithm for each value of y) and it shows the dependance of the
latter on the allocated budget. This phase is indicated as Step 5.3 in
Fig. 1 — decision-making process — because it allows to select a specific
inspection plan by reasoning on a preferential budget allocation, which
can be considered as a trade-off between maximizing the inspection
benefit and reducing the related costs.

Fig. 5 shows the Pareto Front found by summing the total costs and
the total benefits of each inspection plan proposed by the model. Hence,
each marker identifies a set of optimal NDTs for a given budget and for a
specific y value. It can be noted how an increasing budget acts as an
extending factor for the Pareto Front. In fact, the single fronts all share a
common point at cost = 8 k€ and benefit = 88 k€ (indicated as the origin

J [/
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Risk [k€/km-y]
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Bu =8 k€/km —Bu=10k€/km

—Bu = 12 k€/km
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Time [years]

—Bu =14 k€/km —Bu =16 k€/km

Fig. 4. The effect of the safety budget on the selected inspection practices. One mandatory Phased Array Ultrasonic Testing (PAUT) is considered, while the other
suggested NDTs are Time of Flight Diffraction (TOFD), Wet Fluorescent Magnetic Particles (WFMT), Remote Visual Inspection (RVI) and Visual Inspection (VI).
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Fig. 5. Pareto Front showing different sets of optimal solutions depending on the inspection budget. Each marker identifies an optimal solution for the given budget.
The purple arrow depicts a viable strategy to reduce the budget expenditure while ensuring risk management.

of each front in Fig. 5). This is because relatively low budgets (i.e., 10
k€/km) only allow for the mandatory inspection activity (PAUT), while
higher budgets share this optimal solution for values of y close to zero (i.
e., focused on cost reduction). Increasing both budget and y, higher
benefit yields become available, up to a benefit of almost 1000 k€ for a
budget of 80 k€. Fig. 5 can therefore be used to compare optimal sets of
inspections for a variable budget, providing different solutions
depending on the economic availability. However, in real applications a
need to meet a fixed budget — imposed by a company, policymakers or
governments — may arise. Fig. 5 then can be used to optimize the latter,
either obtaining the maximum benefit possible in terms of reduction of
risk or by potentially avoiding a complete depletion of the economic
resources, thus leading to a reduction of expenses.

In this study, the minimum budget is found at 16 k€/km and a
redundancy factor of 2.5 is considered. Therefore, it is possible to as-
sume an overall budget of around 40 k€/km. As shown in Fig. 5, the
optimal solution associated with this budget yields a benefit of 500 k€/
km, indicated by the pink rhombus at the center of the figure (base of the
pink arrow). Hence, a suitable strategy might be to spend the entire
budget to realize the inspection plan associated with this solution.
Another viable strategy could be the selection of the inspection plan
found following the purple arrow in Fig. 5. This leads to a unique defi-
nition of the parameter y and to a reduction of redundant expenses equal
to 4 k€/km. Obviously, both plans allow for a management of the risk for
the entire time span of the analysis. This procedure encapsulates the
loop shown in Fig. 1 (Phase 5 to Phase 6), showcasing the optimization
process achieved through budget refining. Therefore, the approach here
proposed allowed for:

Table 6

1. The definition of the minimum requirements in terms of safety
budget.

2. The design of optimized inspection plans in function of the available
budget.

3. The reduction of the required economic effort by means of a unique
definition of the preference-based weight y, when an exceeding
budget is available.

Finally, in the case of a budget = 40 k€/km, the selected NDTs are
collected in Table 6.

Table 6 indicates that along with a mandatory PAUT inspection,
TOFD and WFMT should be preferred. Moreover, it hints that a visual
inspection (VI) could be eliminated because redundant, and this allows
for a reduction of costs while ensuring the management of the risk.
However, a fixed base damage factor for hydrogen degradation — equal
to 10 [47] — was considered so far. Given the lack of an established
methodology for the estimation of this factor, the next section proposes a
sensitivity analysis to show the effect of uncertainty on the base damage
factor on the designed inspection plan.

4.2. The effect of an uncertain base damage factor

Uncertainties in the definition of the base damage factor are
analyzed in this section. Table 7 shows the effect of an uncertainty level
in the base damage factor definition on the selected procedures.

The effect of an increment or decrement in the base damage factor is
depicted in Table 7. As expected, factors lower than the one originally
set do not affect the proposed solution: 1 PAUT, 3 TOFD, 2 WFMT and 1
VI. However, in the case of +60% there is a change in the proposed
procedures. In fact, three PAUT procedures are preferred instead of just

Optimized inspection plans for a budget of 40 k€/km. Both strategies allow for a 25-year risk management. The NDTs nomenclature is reported as reference.

PAUT Phased-Array Ultrasonic Testing WEMT Wet Fluorescent MT RT Radiographic Testing

SWUT Shear-Wave Ultrasonic Testing PT Liquid Penetrant Testing RVI Remote Visual Inspection

TOFD Time-of-Flight-Diffraction MT Magnetic Particle Testing VI Visual Inspection

AE Acoustic emission CARVI Computer-aided Remote Visual Inspection

Y PAUT SWUT TOFD AE PT MT WFMT CARVI RT RVI VI Benefit [k€/km] Remaining Budget [k€/km]
47 1 0 3 0 0 0 2 0 0 0 0 465 4

100 1 0 3 0 0 0 2 0 0 0 1 503 0

10
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Table 7
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The effect of an uncertain base damage factor (Dgg) on the selected procedures, the table is built considering an approach that is 100% risk oriented (y = 1). The

uncertainty is defined as a possible reduction or increment of the damage factor.

Uncertainty PAUT SWUT TOFD AE PT MT WEFMT CARVI RT RVI VI
4 -60% 1 0 3 0 0 0 2 0 0 0 1
6 -40% 1 0 3 0 0 0 2 0 0 0 1
8 -20% 1 0 3 0 0 0 2 0 0 0 1
10 - 1 0 3 0 0 0 2 0 0 0 1
12 +20% 1 0 3 0 0 0 2 0 0 0 1
14 +40% 1 0 3 0 0 0 2 0 0 0 1
16 +60% 3 0 1 0 0 0 2 0 0 0 0

one, meaning that a base damage factor of 16 results in a tilting point for
the inspection program. This indicates that a +60% increment of the
base damage factor causes the algorithm to prefer inspection procedures
that are expensive but highly effective, as one might expect. However,
while affecting the proposed solution, the budget of 40 k€/km results
sufficient for each of the cases reported in Table 7, meaning that a
redundancy factor of 2.5 in the definition of the budget is sufficient to
tackle the damage factor increment. When the damage factor ranges
from 4 to 12, the same inspection activities are selected by the algo-
rithm. This suggests that the solution is robust and able to tackle a
variation of the base damage factor. Nevertheless, one should take into
account that the minimum requirements in terms of budget will
potentially increase with an increasing base damage factor. A higher
factor results in a steeper risk profile, which can reach the established
threshold quicker. Therefore, the application of the CIRBI methodology
provides additional insight regarding the effectiveness of an inspection
plan when uncertainties affect the selection of the base damage factor, as
it may happen with equipment exposed to hydrogen-induced degrada-
tion. Moreover, it should be noted that the concept of risk uncertainty
seems to be also relevant in other areas of risk management for hydrogen
systems, for example to assess the consequences of hydrogen leaks like
fire generation and explosions [55] — which can be crucial in the pre-
diction of failure costs — or in cases where uncertainties are handled
through the implementation of probabilistic perspectives [56].

4.3. The Effect of a Variable Inspection Cost
So far, the unitary inspection costs were considered constant and

equal to the values originally reported in Section 2.1. However, given
the variable nature of costs and the unreliability of crisp values, this

4

o PAUT e TOFD s WEMT e V|

section provides a sensitivity analysis to show the effect of a variable
cost on the output of the CIRBI model. Specifically, PAUT, TOFD, WFMT
and VI were selected by the model (Table 6) as the preferred NDTs (to be
repeated between 1 and 3 times for a base damage factor of 10). By
singularly varying their unitary cost, the effect of the latter on the NDT
selection can be highlighted, and it is shown in Fig. 6:

Fig. 6 identifies the number of times each NDT is selected by the
CIRBI model in case its unitary cost varies between the minimum and the
maximum considered for the proposed study. The circles identify the
initial cost values. It can be noted how a cost variation affects each NDT
selection, since by moving to a higher cost category the number of
repetitions drops to zero for each case — with the exception of PAUT that
has one compulsory application. This behavior underscores both the
importance of reliable cost predictions and the existence of mandatory
inspections, since these are critical parameters in the identification of
NDT repetitions. Similarly, the redundancy threshold is another vital
constraint for the model, since both TOFD and WFMT reach this repe-
tition limit when moving to a lower cost category. This is particularly
relevant because redundant inspections can prove to be not only detri-
mental in terms of higher costs, but also in terms of undermining pro-
active risk management efforts, as indicated in the API RP 580 [12].
Therefore, this study shows how costs and risk are closely connected and
impact the final outcome in terms of a safe operability of a hydrogen
pipeline. By presenting a model that incorporates and balances these
two key factors, the current work is able to evolve conventional RBI
approaches. It is safe to assume that the safety costs of an emerging
technology can be extremely unpredictable, and reliable evaluations can
be performed only referring to existing plants and facilities. However,
showing the effect of an uncertain cost on the selection of safety pro-
cedures is important to underscore the existence of this issue to

= = redundancy threshold O original unitary cost

N

NDT Repetitions
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Fig. 6. Sensitivity to cost variation for Phased Array Ultrasonic Testing (PAUT), Time of Flight Diffraction (TOFD), Wet Fluorescent Magnetic Particles (WFMT) and
Visual Inspection (VI). The chart indicates the number of times each inspection should be repeated when the cost varies.
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researchers and industries. While this can be considered as an added
value for this study, limitations that may hinder the current applicability
of the CIRBI model to real-world cases should be acknowledged, along
with recommendations for future research.

4.4. Limitations and Future Work

While providing indications on when and how to inspect (definition of
inspection intervals and type of inspection), the application of the CIRBI
methodology does not allow for a definition of the order of the inspection
activities. This is because the proposed model does not take into account
potential increased (or decreased) efficiencies of the inspection activities
if these are performed in a particular order. However, there is still a
dearth on the available literature concerning this topic, and an updated
model - that considers variable efficiency due to the inspection order —
may be developed when more data will become available. A dynamic
efficiency could be inputted in the methodology, along with similar
considerations on the inspection costs. In fact, a specific definition of the
order of the inspection activities may allow for a clearer definition of the
costs, since discounting cost ratios could be implemented when a spe-
cific NDT order is known. For this reason, discounting cost ratios are not
considered in this work and modifying the unitary inspection costs ac-
cording to the inspection intervals may even pose problems in terms of
safety. In fact, the inspection techniques that would benefit the most
from discounting cost ratios are the most expensive ones (and typically
more effective). In other words, inputting discounted costs without
other specific indications on the order of the inspections would only lead
to a retardation of the expensive inspections, meaning that cheaper
procedures would be prioritized so that expensive procedures may
benefit the most from discounted costs. A preferential order of inspec-
tion should be therefore investigated in the future, possibly when
additional literature on the topic will be available.

Another consideration on future evolutions of CIRBI can be rooted on
the concept that pipeline infrastructures are often interconnected,
meaning that the service demand involving one pipeline can depend on
the availability of other transmission systems, along with the operation
of upstream, midstream and downstream facilities. Therefore, an
optimal planning of preventive actions for such interconnected struc-
tures may result vital in ensuring their resilience and reduce the related
costs, aspect which is already remarked in previous research addressing
different complex infrastructures [57]. In addition, while the application
of the current model results in a preferential allocation of economic
resources in the likely case of a budget constraint, the model does not
weight case-specific governmental policies, risk-acceptance criteria and
safety investment compulsory requirements. Building upon previous
results targeting the challenges of including these aspects in optimiza-
tion models [58], implementing these concepts may be considered to
further evolve CIRBI towards a comprehensive methodology for system
safety. Finally, given the intrinsic cost-benefit nature of the current
approach, its potential support in ALARP analysis should be considered,
for example by highlighting cases of gross disproportion [59] between
the costs and effect (benefit) of a specific NDT.

5. Conclusions

This work addresses the problem of developing cost-informed in-
spection plans for risk management. To do so, the CIRBI model is pro-
posed and discussed by means of a case study. Eleven NDTs - identified
through a literature analysis on inspection techniques used in the oil and
gas sector and for the detection of hydrogen embrittlement — are
considered for the inspection of a pipeline material.

The main result of this work is the development of the CIRBI meth-
odology itself. Based on conventional RBI planning, the proposed
approach implements concepts of cost-benefit analysis and an optimi-
zation problem to design cost-informed inspection strategies. As such,
the study supports the definition of a minimum inspection budget,
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required to effectively mitigate the risk of an accidental scenario. In fact
— solving the optimization problem at the core of the CIRBI model -
optimized inspection programs are developed depending on the avail-
able budget. The inclusion of a preference-based weight results in a
selection of a specific optimized plan, allowing for the reduction of the
costs while ensuring risk management.

An uncertain definition of a hydrogen-related base damage factor is
addressed, showing how this uncertainty may impact the selection of the
NDTs in the case considered. The results — limited to the analyzed case —
suggest that an exceeding safety budget of 2.5 times the minimum
requirement is enough to ensure that the proposed inspection plan is not
affected by an error in the damage factor definition up to 40%. Above
this level, the model suggests inspections associated with higher
effectiveness-cost ratios. The proposed plan can be also modified due to
variable costs, highlighting that a thorough evaluation of NDT costs is
necessary to ensure cost-effective prevention strategies. Therefore,
while the current work consists of a novel and ready-to-use tool for
safety economics, the obtained results require thorough validation,
which may be achieved by relying on data from pilot projects and pre-
vious applications of hydrogen transport systems (small scale gaseous
hydrogen transport in piping is not a new concept in refineries and
process industries). Such data may be used to define the costs of
inspecting pipelines (Phase 3 in Fig. 1) and the output of the inspection
itself, which usually provides information on the number of identified
defects, their size, shape and severity (Phase 2 in Fig. 1). This, combined
with other conventional assessments — such as leak-before-break criteria
[60] and compliance with the standards API 579 and ASME B31.12 - can
result in an optimal management of hydrogen transport via pipeline.

Finally, the proposed approach could be (and possibly will be)
applied to conventional systems for which extensive data is already
available — such as natural gas pipelines — thus proving its reliability as a
self-standing methodology in defining high-safety and economically
viable inspection solutions.

CRediT authorship contribution statement

Leonardo Giannini: Writing — review & editing, Writing — original
draft, Software, Methodology, Investigation, Formal analysis, Data
curation, Conceptualization. Genserik Reniers: Writing — review &
editing, Validation, Supervision, Resources, Methodology, Formal
analysis, Conceptualization. Ming Yang: Writing — review & editing,
Writing - original draft, Visualization, Validation, Supervision, Re-
sources, Methodology, Investigation, Formal analysis, Conceptualiza-
tion. Maria Nogal: Writing — original draft, Visualization, Validation,
Supervision, Software, Methodology, Investigation, Formal analysis,
Conceptualization. Nicola Paltrinieri: Writing — review & editing,
Writing — original draft, Visualization, Validation, Supervision, Re-
sources, Project administration, Methodology, Funding acquisition,
Formal analysis, Conceptualization.

Declaration of competing interest
The authors declare that they have no known competing financial

interests or personal relationships that could have appeared to influence
the work reported in this paper.

Acknowledgments

This work is funded by the SH,IFT-2 project, a collaborative and
knowledge-building project (KSP) funded by The Research Council of
Norway’s ENERGIX program, grant number: 327009.

Data availability

Data will be made available on request.



L. Giannini et al.

References

[1]
[2]

[3

—

[4

=

[5

=

[6

)

[7

—

[8

[}

[9

—_

[10]

[11]
[12]

[13]

[14]
[15]
[16]

[17]

[18]

[19]

[20]

[21]

[22]

[23]

[24]

[25]

[26]

[27]
[28]

[29]

API - American Petroleum Institute. Line Pipe. API Specification 5L; 2018.
Pluvinage G. Mechanical properties of a wide range of pipe steels under influence
of pure hydrogen or hydrogen blended with natural gas. International Journal of
Pressure Vessels and Piping 2021;190:104293. https://doi.org/10.1016/j.
ijpvp.2020.104293. Apr.

Hagen AB, Alvaro A. Hydrogen Influence on Mechanical Properties in Pipeline
Steel - state of the art. SINTEF Industry /Materials and Nanotechnology. 2020. 978-
82-14-06311-0[Online]. Available, https://hdl.handle.net/11250/2690051.
Sanmarchi C, Somerday BP, Tang X, Schiroky GH. Effects of alloy composition and
strain hardening on tensile fracture of hydrogen-precharged type 316 stainless
steels. International Journal of Hydrogen Energy 2008;33(2):889-904. https://doi.
0rg/10.1016/j.ijhydene.2007.10.046. Jan.

Djukic MB, Bakic GM, Sijacki Zeravcic V, Sedmak A, Rajicic B. The synergistic
action and interplay of hydrogen embrittlement mechanisms in steels and iron:
Localized plasticity and decohesion. Engineering Fracture Mechanics 2019;216:
106528. https://doi.org/10.1016/j.engfracmech.2019.106528. Jul.

Tunes MA, et al. Limitations of Hydrogen Detection After 150 Years of Research on
Hydrogen Embrittlement. Adv Eng Mater 2024:2400776. https://doi.org/10.1002/
adem.202400776. Jul.

Jemblie L, et al. Safe pipelines for hydrogen transport. International Journal of
Hydrogen Energy 2024:50360319924025497. https://doi.org/10.1016/].
ijhydene.2024.06.309. Jun.

Campari A, Ustolin F, Alvaro A, Paltrinieri N. A review on hydrogen embrittlement
and risk-based inspection of hydrogen technologies. International Journal of
Hydrogen Energy 2023:50360319923027106. https://doi.org/10.1016/j.
ijhydene.2023.05.293. Jun.

Giannini L, Razavi N, Alvaro A, Paltrinieri N. Embrittlement, degradation, and loss
prevention of hydrogen pipelines. MRS Bulletin 2024;49(5):464-77. https://doi.
org/10.1557/543577-024-00695-9. May.

Giannini L, Salzano E, Ustolin F, Paltrinieri N. On the Applicability of Risk-Based
Methods to Optimize Inspection Costs With Focus on a Hydrogen-Fueled Fishing
Vessel. Structures, Safety, and Reliability, 2. Singapore, Singapore: American
Society of Mechanical Engineers; 2024. https://doi.org/10.1115/0MAE2024-
127398. Jun.VO02T02A058.

ASME, Hydrogen Piping and Pipelines - ASME B31.12, 2023.

American Petroleum Institute, API Recommended Practice 580, Risk-Based
Inspection, 2016.

American Petroleum Institute, API Recommended Practice 581, Risk-Based Inspection
Methodology, 2019.

R. Gangloff, “Hydrogen Assisted Cracking of High Strength Alloys,” 2003.
American Petroleum Institute, API Recommended Practice 571: Damage Mechanisms
Affecting Fixed Equipment in the Refining Industry, 2020.

Chen C, Reniers G, Khakzad N, Yang M. Operational safety economics:
Foundations, current approaches and paths for future research. Safety Science
2021;141:105326. https://doi.org/10.1016/j.s5¢i.2021.105326. Sep.

Reniers G, Vsn Erp N. Operational safety economics: a practical approach focused
on the chemical and process industries. John Wiley & Sons; 2016.

Ashrafi S, Asadi M. Optimal preventive maintenance of multi-component systems
under random inspection. Reliability Engineering & System Safety 2025;257:
110809. https://doi.org/10.1016/j.ress.2025.110809. May.

Zerouali B, Sahraoui Y, Nahal M, Chateauneuf A. Reliability-based maintenance
optimization of long-distance oil and gas transmission pipeline networks.
Reliability Engineering & System Safety 2024;249:110236. https://doi.org/
10.1016/j.ress.2024.110236. Sep.

Matsunaga H, Takakuwa O, Yamabe J, Matsuoka S. Hydrogen-enhanced fatigue
crack growth in steels and its frequency dependence. Phil. Trans. R. Soc. A. 2017;
375(2098):20160412. https://doi.org/10.1098/rsta.2016.0412. Jul.

Nanninga NE, Levy YS, Drexler ES, Condon RT, Stevenson AE, Slifka AJ.
Comparison of hydrogen embrittlement in three pipeline steels in high pressure
gaseous hydrogen environments. Corrosion Science 2012;59:1-9. https://doi.org/
10.1016/j.corsci.2012.01.028. Jun.

K. Topolski et al., “Hydrogen Blending into Natural Gas Pipeline Infrastructure:
Review of the State of Technology,” NREL/TP-5400-81704, 1893355, Mainld:
82477, Oct. 2022. doi: 10.2172/1893355.

Ronevich JA, Song EJ, Somerday BP, San Marchi CW. Hydrogen-assisted fracture
resistance of pipeline welds in gaseous hydrogen. International Journal of
Hydrogen Energy 2021;46(10):7601-14. https://doi.org/10.1016/j.
ijhydene.2020.11.239. Feb.

Yang R, Schell CA, Rayasam D, Groth KM. Hydrogen impact on transmission
pipeline risk: Probabilistic analysis of failure causes. Reliability Engineering &
System Safety 2025;257:110825. https://doi.org/10.1016/].ress.2025.110825.
May.

Gastel B, Robert DA. How to write and publish a scientific paper. 9th ed.
Bloomsbury Publishing USA; 2022.

Kumar S, Mahto D. Recent Trends In Industrial And OtherEngineering Applications
Of Non DestructiveTesting: A Review. International Journal of Scientific &
Engineering Research 2013.

American Petroleum Institute, API 579-1/ASME FFS-1 - Fitness-For-Service, 2016.
Dwivedi SK, Vishwakarma M, Soni ProfA. Advances and Researches on Non
Destructive Testing: A Review. Materials Today: Proceedings 2018;5(2):3690-8.
https://doi.org/10.1016/j.matpr.2017.11.620.

Choudhary S, Vishwakarma M, Dwivedi SK. Evaluation and Prevention of
Hydrogen Embrittlement by NDT Methods: A Review. In: The 1st Corrosion and

13

[30]

[31]

[32]

[33]

[34]

[35]

[36]

[37]

[38]

[39]

[40]

[41]

[42]

[43]

[44]

[45]

[46]

[47]

[48]

[49]

[50]

[51]

[52]

[53]

Reliability Engineering and System Safety 260 (2025) 111063

Materials Degradation Web Conference. MDPI; 2021. p. 18. https://doi.org/
10.3390/CMDWC2021-10044. May.

Bae D, et al. Evaluation on hydrogen embrittlement of material using
nondestructive test. Int. J. Precis. Eng. Manuf. 2014;15(6):989-93. https://doi.
org/10.1007/512541-014-0426-6. Jun.

Drinkwater BW, Wilcox PD. Ultrasonic arrays for non-destructive evaluation: A
review. NDT & E International 2006;39(7):525-41. https://doi.org/10.1016/j.
ndteint.2006.03.006. Oct.

Yu T, Guo W, Miao C, Zheng J, Hua Z. Study on inserted curved surface coupling
phased array ultrasonic inspection of multi-layered steel vessel for high-pressure
hydrogen storage. International Journal of Hydrogen Energy 2021;46(35):
18433-44. https://doi.org/10.1016/j.ijhydene.2021.02.226. May.

Wu Q, Dong K, Qin X, Hu Z, Xiong X. Magnetic particle inspection: Status,
advances, and challenges — Demands for automatic non-destructive testing. NDT
& E International 2024;143:103030. https://doi.org/10.1016/j.
ndteint.2023.103030. Apr.

Bastian BT, N J, Ranjith SK, Jiji CV. Visual inspection and characterization of
external corrosion in pipelines using deep neural network. NDT & E International
2019;107:102134. https://doi.org/10.1016/j.ndteint.2019.102134. Oct.
Islas-Garcia E, Ceccarelli M, Tapia-Herrera R, Torres-SanMiguel CR. Pipeline
Inspection Tests Using a Biomimetic Robot. Biomimetics 2021;6(1):17. https://doi.
org/10.3390/biomimetics6010017. Mar.

Yuan X-X, Higo E, Pandey MD. Estimation of the value of an inspection and
maintenance program: A Bayesian gamma process model. Reliability Engineering
& System Safety 2021;216:107912. https://doi.org/10.1016/j.ress.2021.107912.
Dec.

Omshi EMosayebi, Shemehsavar S, Grall A. An intelligent maintenance policy for a
latent degradation system. Reliability Engineering & System Safety 2024;242:
109739. https://doi.org/10.1016/j.ress.2023.109739. Feb.

Igbal H, Tesfamariam S, Haider H, Sadiq R. Inspection and maintenance of oil &
gas pipelines: a review of policies. Structure and Infrastructure Engineering 2017;
13(6):794-815. https://doi.org/10.1080/15732479.2016.1187632. Jun.

Liaptsis D, Yan D, Cooper I, Papadimitriou V, Roditis G. Development of an
Automated Scanner and Phased Array Ultrasonic Testing Technique for the
Inspection of Nozzle Welds in the Nuclear Industry. In: presented at the 9th
International Conference on NDE in Relation to Structural Integrity for Nuclear and
Pressurized Components; 2013 [Online]. Available, https://www.ndt.net/?
id=14746.

Xu Q, Wang H, Tian G, Ma X, Hu B, Chu J. Compressive sensing of ultrasonic array
data with full matrix capture in nozzle welds inspection. Ultrasonics 2023;134:
107085. https://doi.org/10.1016/j.ultras.2023.107085. Sep.

Kriiger SE, Rebello JMA, De Camargo PC. Hydrogen damage detection by
ultrasonic spectral analysis. NDT & E International 1999;32(5):275-81. https://
doi.org/10.1016,/50963-8695(98)00052-8. Jul.

M. G. Silk, Research Techniques in Non-Destructive Testing, vol. 1. R. S. Sharpe, 1977.
Raj B, Mukhopadhyay CK, Jayakumar T. Frontiers in NDE research nearing
maturity for exploitation to ensure structural integrity of pressure retaining
components. International Journal of Pressure Vessels and Piping 2006;83(5):
322-35. https://doi.org/10.1016/j.ijpvp.2006.02.025. May.

Rohsler A, Sobol O, Nolze G, Unger WES, Bollinghaus T. Use of time-of-flight
secondary ion mass spectrometry for the investigation of hydrogen-induced effects
in austenitic steel AISI 304L. Journal of Vacuum Science & Technology B,
Nanotechnology and Microelectronics: Materials, Processing, Measurement, and
Phenomena 2018;36(3):03F103. https://doi.org/10.1116/1.5013931. May.

Ong PS, Anderson WL, Cook BD, Subramanyan R. A novel X-ray technique for
inspection of steel pipes. J Nondestruct Eval 1994;13(4):165-73. https://doi.org/
10.1007/BF00742582. Dec.

Alessandro Campari, Javier Nakhal Akel Antonio, Leonardo Giannini,

Michael Pasok Jac, Riccardo Patriarca. Human Errors in the Inspection of
Hydrogen Refueling Stations: a Bayesian Network Approach. Chemical Engineering
Transactions 2024;111:409-14. https://doi.org/10.3303/CET24111069. Oct.
Campari A, Vianello C, Ustolin F, Alvaro A, Paltrinieri N. Machine learning-aided
risk-based inspection strategy for hydrogen technologies. Process Safety and
Environmental Protection 2024;191:1239-53. https://doi.org/10.1016/j.
psep.2024.09.031. Nov.

DNV. DNV-ST-F101 Submarine pipeline systems. 2021.

Talarico L, Reniers G. Risk-informed decision making of safety investments by
using the disproportion factor. Process Safety and Environmental Protection 2016;
100:117-30. https://doi.org/10.1016/j.psep.2016.01.003. Mar.

Campari A, Alvaro A, Ustolin F, Paltrinieri N. Calculation of the Damage Factor for
the Hydrogen-Enhanced Fatigue in the RBI Framework. In: Proceeding of the 33rd
European Safety and Reliability Conference. Research Publishing Services; 2023.
p. 437-44. https://doi.org/10.3850/978-981-18-8071-1_P022-cd.
Guillén-Gosélbez G. A novel MILP-based objective reduction method for multi-
objective optimization: Application to environmental problems. Computers &
Chemical Engineering 2011;35(8):1469-77. https://doi.org/10.1016/j.
compchemeng.2011.02.001. Aug.

Ngatchou P, Zarei A, El-Sharkawi A. Pareto Multi Objective Optimization. In:
Proceedings of the 13th International Conference on, Intelligent Systems
Application to Power Systems. Arlington, Virginia, USA: IEEE; 2005. p. 84-91.
https://doi.org/10.1109/ISAP.2005.1599245.

Van Nunen K, Reniers G, Ponnet K. Measuring Safety Culture Using an Integrative
Approach: The Development of a Comprehensive Conceptual Framework and an
Applied Safety Culture Assessment Instrument. IJERPH 2022;19(20):13602.
https://doi.org/10.3390/ijerph192013602. Oct.


http://refhub.elsevier.com/S0951-8320(25)00264-9/sbref0001
https://doi.org/10.1016/j.ijpvp.2020.104293
https://doi.org/10.1016/j.ijpvp.2020.104293
https://hdl.handle.net/11250/2690051
https://doi.org/10.1016/j.ijhydene.2007.10.046
https://doi.org/10.1016/j.ijhydene.2007.10.046
https://doi.org/10.1016/j.engfracmech.2019.106528
https://doi.org/10.1002/adem.202400776
https://doi.org/10.1002/adem.202400776
https://doi.org/10.1016/j.ijhydene.2024.06.309
https://doi.org/10.1016/j.ijhydene.2024.06.309
https://doi.org/10.1016/j.ijhydene.2023.05.293
https://doi.org/10.1016/j.ijhydene.2023.05.293
https://doi.org/10.1557/s43577-024-00695-9
https://doi.org/10.1557/s43577-024-00695-9
https://doi.org/10.1115/OMAE2024-127398
https://doi.org/10.1115/OMAE2024-127398
https://doi.org/10.1016/j.ssci.2021.105326
http://refhub.elsevier.com/S0951-8320(25)00264-9/sbref0017
http://refhub.elsevier.com/S0951-8320(25)00264-9/sbref0017
https://doi.org/10.1016/j.ress.2025.110809
https://doi.org/10.1016/j.ress.2024.110236
https://doi.org/10.1016/j.ress.2024.110236
https://doi.org/10.1098/rsta.2016.0412
https://doi.org/10.1016/j.corsci.2012.01.028
https://doi.org/10.1016/j.corsci.2012.01.028
http://10.2172/1893355
https://doi.org/10.1016/j.ijhydene.2020.11.239
https://doi.org/10.1016/j.ijhydene.2020.11.239
https://doi.org/10.1016/j.ress.2025.110825
http://refhub.elsevier.com/S0951-8320(25)00264-9/sbref0025
http://refhub.elsevier.com/S0951-8320(25)00264-9/sbref0025
http://refhub.elsevier.com/S0951-8320(25)00264-9/sbref0026
http://refhub.elsevier.com/S0951-8320(25)00264-9/sbref0026
http://refhub.elsevier.com/S0951-8320(25)00264-9/sbref0026
https://doi.org/10.1016/j.matpr.2017.11.620
https://doi.org/10.3390/CMDWC2021-10044
https://doi.org/10.3390/CMDWC2021-10044
https://doi.org/10.1007/s12541-014-0426-6
https://doi.org/10.1007/s12541-014-0426-6
https://doi.org/10.1016/j.ndteint.2006.03.006
https://doi.org/10.1016/j.ndteint.2006.03.006
https://doi.org/10.1016/j.ijhydene.2021.02.226
https://doi.org/10.1016/j.ndteint.2023.103030
https://doi.org/10.1016/j.ndteint.2023.103030
https://doi.org/10.1016/j.ndteint.2019.102134
https://doi.org/10.3390/biomimetics6010017
https://doi.org/10.3390/biomimetics6010017
https://doi.org/10.1016/j.ress.2021.107912
https://doi.org/10.1016/j.ress.2023.109739
https://doi.org/10.1080/15732479.2016.1187632
https://www.ndt.net/?id=14746
https://www.ndt.net/?id=14746
https://doi.org/10.1016/j.ultras.2023.107085
https://doi.org/10.1016/S0963-8695(98)00052-8
https://doi.org/10.1016/S0963-8695(98)00052-8
https://doi.org/10.1016/j.ijpvp.2006.02.025
https://doi.org/10.1116/1.5013931
https://doi.org/10.1007/BF00742582
https://doi.org/10.1007/BF00742582
https://doi.org/10.3303/CET24111069
https://doi.org/10.1016/j.psep.2024.09.031
https://doi.org/10.1016/j.psep.2024.09.031
http://refhub.elsevier.com/S0951-8320(25)00264-9/sbref0048
https://doi.org/10.1016/j.psep.2016.01.003
https://doi.org/10.3850/978-981-18-8071-1_P022-cd
https://doi.org/10.1016/j.compchemeng.2011.02.001
https://doi.org/10.1016/j.compchemeng.2011.02.001
https://doi.org/10.1109/ISAP.2005.1599245
https://doi.org/10.3390/ijerph192013602

L. Giannini et al.

[54]

[55]

[56]

[571

Reniers GLL, Sorensen K. An Approach for Optimal Allocation of Safety Resources:
Using the Knapsack Problem to Take Aggregated Cost-Efficient Preventive
Measures. Risk Analysis 2013;33(11):2056-67. https://doi.org/10.1111/
risa.12036. Nov.

Xie Q, Zhou T, Wang C, Zhu X, Ma C, Zhang A. An integrated uncertainty analysis
method for the risk assessment of hydrogen refueling stations. Reliability
Engineering & System Safety 2024;248:110139. https://doi.org/10.1016/j.
ress.2024.110139. Aug.

Tamburini F, Iaiani M, Cozzani V. Analysis of system resilience in escalation
scenarios involving LH2 bunkering operations. Reliability Engineering & System
Safety 2025;257:110816. https://doi.org/10.1016/j.ress.2025.110816. May.
Kammouh O, Fecarotti C, Marandi A. A scalable optimization approach to the
intervention planning of complex interconnected infrastructures. Reliability

14

[58]

[59]

[60]

Reliability Engineering and System Safety 260 (2025) 111063

Engineering & System Safety 2024;250:110281. https://doi.org/10.1016/].
ress.2024.110281. Oct.

Cheraghi M, Taghipour S. A mathematical optimization model for determining
safety integrity levels in process facilities. Reliability Engineering & System Safety
2024;243:109896. https://doi.org/10.1016/j.ress.2023.109896. Mar.

Langdalen H, Abrahamsen EB, Selvik JT. On the importance of systems thinking
when using the ALARP principle for risk management. Reliability Engineering &
System Safety 2020;204:107222. https://doi.org/10.1016/j.ress.2020.10722.2.
Dec.

Yamabe J, Itoga H, Awane T, Matsunaga H, Hamada S, Matsuoka S. Fatigue-Life
and Leak-Before-Break Assessments of Cr-Mo Steel Pressure Vessels With High-
Pressure Gaseous Hydrogen. Volume 6B: Materials and Fabrication. Anaheim,
California, USA: American Society of Mechanical Engineers; 2014. https://doi.org/
10.1115/PVP2014-28604. Jul.VO6BT06A019.


https://doi.org/10.1111/risa.12036
https://doi.org/10.1111/risa.12036
https://doi.org/10.1016/j.ress.2024.110139
https://doi.org/10.1016/j.ress.2024.110139
https://doi.org/10.1016/j.ress.2025.110816
https://doi.org/10.1016/j.ress.2024.110281
https://doi.org/10.1016/j.ress.2024.110281
https://doi.org/10.1016/j.ress.2023.109896
https://doi.org/10.1016/j.ress.2020.107222
https://doi.org/10.1115/PVP2014-28604
https://doi.org/10.1115/PVP2014-28604

	Cost-Informed Risk-based Inspection (CIRBI) for Hydrogen Systems Components: A Novel Approach to Prevention Strategies
	1 Introduction
	2 Inspection Techniques for Hydrogen Pipelines
	2.1 Case-specific Input Data and Variables for Sensitivity Analysis

	3 CIRBI Methodology
	4 Results and Discussion
	4.1 Optimization of the Inspection Budget
	4.2 The effect of an uncertain base damage factor
	4.3 The Effect of a Variable Inspection Cost
	4.4 Limitations and Future Work

	5 Conclusions
	CRediT authorship contribution statement
	Declaration of competing interest
	Acknowledgments
	Data availability
	References


