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Executive summary

The surge of services and tasks performed on mobile phones is accompanied by an ever-increasing amount
of personal data about the owner. This has made mobile phones ideal targets for cyber criminals and it has
translated into an increase in malware targeting mobile phones. Social engineering threat actors have very effec-
tively adopted SMS texts, as these are universally trusted by phone users, for Flubot, a new and very dangerous
malware. The malware spreads through SMS texts and secretly harvests personal and financial information.
Because of the novelty of the malware and its tactics, academic and industrial knowledge is very scarce on how
to remediate such infections and how to best involve victims.

This research is focused on better understanding how the remediation has influenced the impact Flubot has
had on victims and smartphone users in general. A quantitative research approach, based on a survey of victims
within a large Dutch telecom provider’s client database, was used. This was aided by desk research, an interview
with an active case of Flubot and expert input (employed by telecom providers and governmental bodies). The
research divides the remediation process in four stages, namely cause, remediation, harm and experience. These
four stages were then used to guide the quantitative research, including the results gained from surveys. For
the selection of data subjects for the quantitative research, three different target groups were chosen. Only one
target group yielded, the Flubot victims that have been detected through the IP - Command & Control server
detection method, significant responses and results. The desk research, on the other hand, is mostly focused
on the remediation advice, the evolution of Flubot itself (including the infection trend and malware updates
that impact the remediation process) and the application of the Fogg Behavior Model on end-users regarding
remediation, to better understand what might trigger certain target groups to or not to remediate the infection.
The larger environment Flubot functioned in, was analysed too, as it was developed over time and by June of
2022 it had been taken down. This resulted in less urgency to participate in this research, less potential data
subjects to reach and the need to redesign the research.

The quantitative research in combination with the desk research resulted in a number of findings. It was
found that the detection methods used against Flubot, before it was taken down, were ineffective in detecting
and stopping the spread of the malware. The consensus between government (based on their official stance)
and industry was that there was no urgency to do much about the malware, which resulted from being unaware
of the more recent workings of Flubot. Furthermore, it was found that victims were unaware of what Flubot
was and how it was caused, even though they did remediate the infection, which lowers their ability to prevent
future infections. It is important to prevent further infections, as similar malware does exist, functioning on
similar principles, and there is a chance that Flubot might reappear. Regarding the remediation process, solely
data loss and financial harm are addressed, however, psychological harm was found to be an important issue for
victims too, which is completely unaddressed. Addressing the different types of harm can help prevent lasting
impacts or at least lower the impact of the infection. In the later months of Flubot, end-users were completely
left to their own device to suspect an infection and the accessible information is often inadequate to determine
whether an infection had occurred, if the end-user would have been able to pinpoint the suspicion to be cause
by Flubot.

The research is based on victims and there was no target group reached that had not been victimised. This
makes for a possibly skewed understanding of the situation which should be researched. The data has been
gathered through one of the largest telecom providers of the Netherlands, which is not necessarily representative
for the whole Dutch industry. Researching other telecom providers in and outside the Netherlands could provide
a more comprehensive understanding. The research has led to recommending an adaptive notification systems,
improvements to the notifications currently used for both KPN (and other telecom providers) and services that
have been imitated by Flubot or are likely to be imitated by smishing-based malware. The research has identi-
fied relevant aspects to be researched, namely the usage of an adaptive remediation process for end-users with
different security behaviour intentions, the impact of Flubot on a more general population, not just victims,
the usage of social triggers for creating a platform or environment that facilitates a self-sustaining cycle of
improved security behaviour, and a detailed understanding of the influence of technical skill on the remediation
of smishing-based malware. The identified research topics can improve the cyber environment, and the security
thereof, for smartphone users.
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Chapter 1

Introduction

Cybercrime has been increasing exponentially in the last decade. It is estimated that of all the consumers
becoming a victim of cybercrime by 2021, 68.8% have been victimized in just 2020, according to a survey
performed on 10,000 participants in Western Europe, India, Japan, United States and Australia, by Norton
[69]. Another study performed in 2021, published by Kshetri and Sharma, reported an increase of 600% of
cybercrimes globally during the Covid-19 pandemic up to and including 2020 [53]. The economical losses as
a result of cybercrimes have been estimated to add up to $6 trillion dollars in 2020 alone and that amount of
annual financial losses is estimated to increase up to $10,5 trillion dollars globally in 2025 [63]. Worldwide,
only the US and China have an economy that transcend these financial losses. These vast numbers have urged
nations and organizations to increase cybersecurity. A study conducted by Anderson et al. in 2012 already
concluded the disproportionate impact and costs cybercriminals have on society [5]. In a follow-up study from
2019 by Anderson et al., it was concluded that the ever-increasing quantities of personal information stored
offline and online have been targeted increasingly, which has led to larger security breaches [4].

One of the major developments to improve cybersecurity of end-users is the incorporation of Two-Factor
Authentication (2FA) for many services [53]. Single factor authentication is most commonly seen in the form
of user login, this form is widely considered to be insecure because "Simple, obvious and easy-to-guess pass-
words, such as names and age, are effortlessly found via computerized secret key gathering programs" [3]. This
development has been further fueled with the recent Covid-19 pandemic forcing most organizations and sectors
to provide digital workplaces and services online. A survey performed by McKinsey, a global consulting firm,
reported a seven year acceleration of digitally enabled products and services in not even a full year of the Covid-
19 pandemic, which are intended to be long lasting [57]. 2FA is most commonly designed to use SMS texts as
the second factor. Using 2FA based on SMS is considered safe, efficient and effective because of the simplicity,
SMS texts are nothing more than a short message, and because of the possible reach as almost all citizens have
a phone capable of receiving SMS texts [17, 43, 77]. The overall percentage of consumers having used 2FA has
significantly increased from 28% in 2017 to to 53% in 2019 to 79% in 2021, in a study performed by Cisco on
1039 adults in the United States and United Kingdom [17]. These 2FA designs that require a smartphone, in
combination with an increase of services and applications being designed for smartphones, make a smartphone
a very valuable piece of equipment that performs and manages an ever-increasing volume of tasks, services and
valuable data [12, 13, 18, 36, 46].

Mobile devices, often an addition to the tasks performed by laptops and desktops but sometimes the replace-
ment thereof, have become the most popular device the global population uses as 66.6% of the global population
now owns a mobile phone as of 2021 [6]. The average user spends more than 4 hours each day on their phone,
and since 2019 the smartphone has surpassed laptops and desktops in their share of total web pages looked
up [49]. These developments have led to mobile devices being the main data generators and are instrumental
for the overall cybersecurity of consumers [19, 46]. Furthermore, as opposed to stationary devices, mobile de-
vices tend to lack a lot of security mechanisms. The vulnerabilities and value of mobile devices have not gone
unnoticed by cybercriminals [12, 13, 36, 46]. This has led to mobile devices becoming the predominant tar-
gets for cybercriminals. In a study regarding the changing costs of cybercrime from 2012 till 2019 by Anderson
et al., it was concluded that the targeted landscape has largely changed from PCs and laptops to smartphones [4].

Because of the arms race between cybercriminals and continuous cybersecurity improvements of mobile
devices, cybercriminals have been forced to become more inventive and elaborate, the social engineering the
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cybercriminals perform to trick and fraud consumers has become a much bigger threat [43, 45, 55, 77, 90]. One
of the more prevalent and impactful tactics of cybercriminals to access mobile devices is by ’smishing’ or SMS-
phishing [18, 36]. This is an attack to steal personal or financial information from a mobile device by making
use of SMS texts, instead of the more common phishing, that is conducted by using email. The occurrence of
smishing has skyrocketed during the pandemic, namely an increase of 300% in the first three months in the
United States in 2020 and in 2021 smishing has increased a further 80% globally [45, 55].

The steep increase in smishing is not necessarily such a big threat on its own, however it is when the suc-
cess rate has been reported to be significantly higher compared to email phishing. Publications state that the
success rate of smishing can reach up to 50%, whereas conventional phishing campaigns (i.e., email phishing)
are reported to be effective a mere 3% of the time [43, 90]. Texts feel more personal than emails. Because of
the simplicity of a text, which is one of the important drivers for implementing 2FA, it is easy to misdirect
the end-user and they have not yet learned to mistrust mobile messaging like consumers have been taught to
distrust emails [45, 78]. The increased effectiveness of smishing, combined with an increasing occurrence make
it a big threat for consumers, businesses and networks, as 60% of global enterprises in 2021 have reported that
their employees have been targeted by smishing [45].

Flubot, a specific type of smishing-based malware (i.e. malware spread through SMS), is the latest and
biggest smishing example that has affected an enormous number of consumers and businesses in a fairly short
time. Bitsight already detected 1.3 million IPs used by infected Android devices, from the moment the de-
tection started in March 2021 till January 2022 [96]. Luckily, Flubot was taken down in June of 2022 by a
global cooperation of cyber police forces. However, the risks posed by Flubot and other currently functioning
smishing-based malware (e.g. SMSControllo and Anatsa) are still present [30, 59, 61, 76, 89]. This specific
malware (i.e. Flubot) sends out messages to other phone numbers (generally in the same country), infecting
other smart phones from the moment the text is opened and the link inside the text has been clicked on, often,
to download a malicious external application. The messages were commonly imitating delivery services, which
have become increasingly popular in the last five years and especially during the pandemic, making the smishing
campaign only more effective [27, 81, 92].

Once the phone has been infected, the malware instructs the phone to send out a similar text to the contacts
stored on the phone and other phone numbers. that the malware retrieves from an infected server, and hides
it from the owner of the infected phone, leading to a chain of messages that appear to be trustworthy on first
glance. Furthermore, the malware is able to spy on the phone without the user being aware of it, hiding noti-
fications and certain texts from the user, leading to user credentials and sensitive information being recorded
and stolen. The malware is so advanced it can prevent antivirus from being downloaded and battery-save mode
from being turned on, to track all activity in the background constantly [81, 89]. This malware is more effective
on Android phones than on iPhones (operating on iOS) and has evolved over time, including the message that
is sent out by the malware [82].

The economical losses estimated to be caused by Flubot as a consequence of phones being hijacked and
information being stolen are running in the millions (just in Western Australia in 2021 alone, 81 victims re-
ported to have already lost a total of $904.000). In these losses, the growing SMS chain that is being sent
around, is included as it is common to have to pay per SMS or at least when a SMS limit has been reached
[65]. Consequently, the individual network cell of the infected phone is likely to overload which in turn forces
operators to block the emitting phone from sending SMS texts [37]. The SMS costs are either borne by the
owner of the infected phone or by the provider as some Dutch telecom providers offer an unlimited SMS bundle
in their subscriptions. The costs of these unlimited bundles are based on an average of texts being sent over
time, according to the cyber abuse specialist at KPN [99], which does not account for a sudden surge in SMS
texts due to the smishing-based malware.

Therefore, it is crucial for KPN and similar telecom providers to minimize or preferably negate smishing
attacks to prevent the costs from skyrocketing. Furthermore, by mitigating or negating smishing the customer
is helped which improves the customer satisfaction and cybersecurity of consumers and businesses. Smishing
attacks are not completely considered the telecom providers’ responsibility to solve as it largely depends on
end-user behaviour (i.e. identifying a malicious text and reporting it or preemptively making use of additional
security measures). The end-user is considered the weakest link in the cyber security chain and therefore the
link that can improve the most [2, 7, 43]. Still, the European Article 40 EECC mandates that ECN (Electronic
Communication Network) and ECS (Electronic Communication Service) providers have to take "appropriate
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and proportionate technical and organizational measures to appropriately manage the risks" [37]. That is why
the telecom providers’ influence and positioning in this ongoing process and environment is instrumental and
therefore central in this paper. Further elaboration of the telecom providers’ positioning in the landscape that
smishing-based malware functions in and why telecom providers are especially suitable for remediating these
kinds of malware, will be given in the next chapter.

The research has been conducted as a part of the master’s degree in Complex Systems Engineering and
Management (CoSEM) in cooperation with the Dutch telecom provider and Internet Service Provider (ISP)
KPN (KPN provided the data subjects for this study as it has a market share of 40% of the broadband
household connections in the Netherlands, providing a representative share of the Dutch population). The
research objective is to analyse how big the impact of Flubot is on mobile phone end-users, in this case users
connected to KPN internet modems [14, 50].

This includes analysing and creating insights on:

• how Flubot works and how it has developed over time;

• how it is detected;

• how the understanding of Flubot has influenced how it is dealt with it by organizations;

• how infected consumers have dealt with the infection (given remediation advice);

• how infected consumers have been harmed by the infection and experienced the whole process (from the
infection to the lasting effects the whole process has had on the victims);

• and finally, how well the end-user remediation aligns with Flubot.

Furthermore, an analysis has been performed on correlations between relevant aspects, to determine possible
aspects to focus on when trying to minimize harm and infections. The insights gained can lead to the improve-
ment of customer satisfaction, measures, remediation advice and the understanding of Flubot; its impact, the
policy for it and measures influencing the (perceived) threat, leading to an improved cyber environment for
consumers, businesses and the cellular and cyber networks. This thesis creates insights on the impact of being
infected by Flubot, the remediation process that follows, and the perception of the mobile phone user on the
whole process and the telecom provider specifically. Specific recommendations are made for telecom providers,
policy makers and parties that are imitated by smishing-based malware, to facilitate the improvement of the
cyber environment for smartphone users. The research performed in this paper is based on a quantitative
research method, by means of a survey, and aided with an interview and expert opinion. The insights are
created inside a highly complex socio-technical system where diverse private and public stakeholders and actors
participate in, in which it is required to manage institutional, technical and process aspects. Where mobile
end-users, telecom providers, non-profit security companies and Internet Service Providers have to interact with
separate but interdependent social and technological subsystems, satisfying the characteristics of a complex
socio-technical system according to Baxter & Sommerville [8]. This makes the research relevant for the master’s
degree in CoSEM, it includes technological (in particular Information and Communication Technology), social
and institutional aspects. The research requires these aspects to be analysed, managed and influenced (i.e.
designing solutions, including policy).

1.1 Research outline

In Chapter 2 the background of the topic being researched and the core concepts are addressed. An overview of
Flubot; its functionalities and its evolution is also addressed in the background chapter, as well as the behaviour
model that is applied in this paper and the different types of cyber harm Flubot victims might experience. In
Chapter 3 the review of the literature on this topic is discussed, including the gaps in the academic and industry
literature and knowledge that this research aims to fill. Chapter 4 elaborates on the methodology of the research,
including the tools used, and the reasons for selecting specific research methods and how the survey and the
interview have been prepared, performed and analysed. Chapter 4 also includes the exact phrasing of the
questions posed in the survey, and the reasoning for choosing specific types of questions, including the variables
they are turned into, for analysis. The methodology for the research in this paper includes the selection of
data subjects, which, too, is addressed in Chapter 4. Chapter 5 provides the results of the desk research, the
survey, including the correlations between the results of the survey, and the additional interview, which are then
put into context and discussed in Chapter 6. In Chapter 6, the relations that have been found between the
results of the survey, are combined and correlations that have not been found in these results, but have been
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found in other papers, are addressed too. Furthermore, in Chapter 6 covers the question how representative the
results are and the limitations of the research, including how well the results and insights created in this paper
can be extrapolated to the larger population and wider landscape. The conclusion is provided in Chapter 7,
including how well the results have answered the main and sub research questions, the societal and academic
relevance, the recommendations for the specific involved parties as a result of the findings and suggestions for
future research, based on additional knowledge gaps.



Chapter 2

Background

To provide a complete picture of what Flubot and similar smishing-based malware is, this chapter starts with
background information on smishing-based malware, which is then followed up with Flubot specific develop-
ments, including a list of the important functionalities. Then other core concepts are addressed and elaborated
upon to gain a comprehensive understanding of the (cyber) landscape of this malware and the research on this
topic is situated in, including a figure showing the complexities as a result of the many stakeholders involved
and how they are involved. The currently deployed detection and remediation mechanisms are addressed in
this chapter too, as well as possible measures (both preventive and reactive) that are, generally, suitable for
(smartphone) malware.

2.1 Smishing-based malware (i.e. Flubot)

The malware, also known as malicious software (software designed to interfere with a computer’s normal func-
tioning according to Merriam Webster Dictionary [58]), researched in this paper is based on mobile phone users
clicking on fraudulent links inside SMS messages and often downloading a fraudulent application outside of the
regulated application platforms (i.e. Google Play Store). Flubot, formerly known as Cabassous, functions as
both a banking trojan (i.e. logging financial credentials, raiding any financial accounts including cryptocurrency
applications and inflicting serious financial damage) and spyware (i.e. storing contact information and sending
fraudulent texts to contacts, generally with the same country code, without showing it to the user of the infected
device or it even being possible to find) [23, 45, 79].

A Flubot infection is different for Android phones than for iPhones. Android OS has been considered to be
the lesser of the two alternatives when it comes to security and smishing-based malware has been impacting
Android OS users significantly more for that reason. The biggest reason for Android OS being more vulnerable
is that it used to be very easy to download applications outside the official channels (i.e. Google App Store), and
even when downloading from the Google App Store, there is still a likelihood the application is malicious [36,
91]. Once downloaded, Flubot and similar types of malware, make use of the Accessibility services to control
the Android device. This vulnerability is known to be exploited and efforts have been made to limit and or
negate these vulnerabilities. However, this function is crucial for providing access to users with disabilities and
cannot be deleted easily [68, 104]. iOS makes it impossible to download such malware as it is impossible to
install outside Apple’s walled garden, that is why iOS users are impacted differently and generally less. iPhone
users are redirected to different kinds of social engineering, for example getting redirected to subscription scams
[103]. Here the victim is asked to submit personal information, especially credit card or other financial infor-
mation, leading to the victim getting stuck with subscriptions that are completely irrelevant and only benefit
the malware operators.

For the Android phones, an infection leads to the phone connecting to a Command and Control (C&C) server
("a computer that issues directives to digital devices that have been infected with malware") and sharing with
the server which applications are installed on the smartphone and all the contacts [97]. The C&C server returns
a list with instructions on how to capture information from the different relevant applications, shares a list with
phone numbers to send SMS texts to for the malware to keep spreading and the specific text that should be
sent, including a link. The infected phone starts capturing all the data on the phone, turns battery-save mode
off, starts sending the SMS texts and shares the information gathered from the keylogging and screen capturing
(i.e. the means of gathering all the data shown on the screen and typed by the phone user), especially financial
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information. This process keeps repeating untill the victim realises that the phone is infected and eventually
performs a factory reset to remediate the infection.

Figure 2.1: The process and sequence of a Flubot infection (i.e. for Android phones) or subscription scam (i.e.
for iPhones) from a victim’s perspective

Figure 2.1 shows the process of a Flubot infection, from the victim’s perspective and where remediation is
abstractly been shown to be a single step. Once the malware is deemed dangerous enough, information cam-
paigns are initiated to prevent harm, which have their own downsides as is common with information campaigns
(i.e. potential victims expect themselves to never fall for malware).

2.1.1 Similar malware

On June 1, 2022 an announcement was released by the Dutch police and Europol itself, among a larger list of
outlets, that Flubot had been taken down [30, 76]. This meant that the spread of this particular smishing-based
malware has stopped and therefore no new cases are expected to be reported. However, that has not mitigated
the risks. The mechanics of sharing malicious links through SMS texts to infect phones, has been used by
multiple other social engineering malware since 2017 [88, 89, 90]. Teabot, Anatsa, BRATA, SMSControllo,
Anubis, Cerberus, Oscorp and Ubel (which is most likely a more developed version of Oscorp), and the latest
addition, ERMAC 2.0 (based on Cerberus), are examples of mobile malware (generally only targeting Android
phones) that use multiple ways of infecting mobile phones, and one of these ways is smishing [9, 21, 22, 42,
56, 59, 60, 87, 101, 105]. These social engineering attacks all rely partly, to a large degree or even completely
(Flubot, SMSControllo and Anatsa) on smishing to spread and inflict harm. Of these Flubot was the most
popular.

2.1.2 Detection methods

Two automated measures that are integrated by KPN to automatically detect phones infected with Flubot,
are discussed in this paper. One is based on the internet traffic between the infected device and an infected
C&C server, and the other is based on the SMS traffic. The latter method is based on the spike of SMS texts
being sent as a result of the Flubot infection. The system monitors the amount of texts a phone sends and if a
threshold of texts sent in a day is met, then that phone is marked as infected and it gets blocked. The owner
gets a notification through an email about the block for further information and to remediate the infection.
In this document this method is referred to as the ’SMS auto block’ method and the cases of phones detected
through this method are referred to as the ’SMS auto block cases’.

The former automated system relies on data provided by Shadowserver, a widely trusted non-profit security
organization that shares trusted abuse data on the internet [15, 86, 100]. Shadowserver identifies connections
between infected C&C servers and IP-addresses belonging to KPN (which infected Android phones connect
to, if in a household with a KPN broadband connection) [99]. This method can only detect infected mobile
devices connected to a KPN modem. If the mobile device makes use of the KPN cellular network then the
mobile device cannot not be detected automatically, the same goes for infected mobile devices connected to
broadband connections of other ISPs and telecom providers. The data provided by Shadowserver contains,
among others, the timestamp (including the date), source and destination IP-address, country, city and device
operating system [99]. This data is enough to identify KPN broadband connections (i.e. KPN modems) that
have an infected device connected to them, and to attempt to notify broadband connection owners and, ideally,



2.1. SMISHING-BASED MALWARE (I.E. FLUBOT) 7

the infected device users or owners. Unfortunately, it is not a given that the owner or user can be contacted
successfully [15, 99]. The cases detected with this detection method are referred to in this document as the ’IP-
CC cases’, and the connections between the C&C servers and the KPN IP-addresses are ’IP-CC connections’.
The remediation process IP-CC cases go through, is shown in Figure 2.2.

Figure 2.2: The IP-CC remediation process [89]

A simple depiction of the two detection methods in the larger complex systems they participate in, is shown
in Figure 2.4 in Subchapter 2.2.

2.1.3 Flubot’s functionalities
The more recent versions of Flubot can perform a list of tasks, some of which are performed constantly [68, 70].
The most important ones are [70, 89]:

• Adapting to region: the malware looks up the device’s language and changes the texts of the app accord-
ingly, also the country phone prefixes are adjusted for SMS traffic.

• Error Logging: to upload any errors that occurred in the malicious application for future improvements.

• Updating DNS: giving the attacker the ability to switch DNS once the DNS has been blocklisted.

• Intercepting notifications: all notifications an infected phone receives can be logged, this is mostly used
for sensitive information and one-time passcodes, which is common when 2FA by SMS is used for services.

• Sending and intercepting SMS texts: the application retrieves a list of phone numbers and the according
tricking texts, these numbers are then sent a text, if the retrieved phone numbers are not in the contact
list of the infected phone. Flubot can also hide SMS texts received, especially important to not arouse
any suspicion as a result of the one-time passwords being sent to the infected phone.

• Logging contacts: the contact list on the victim’s phone, including names and phone numbers, will be
sent to the C&C server.

• Checking and overlaying: a list of applications on the infected phone is sent to the C&C server to check for
which ones there are overlays and injections, for the ones there are an inject or overlay will be configured
on the infected device, i.e. every installed application that Flubot has an overlay or inject for, will be
compromised.

• Disabling Google Play Protect: the safety check mechanism that is installed on Android phones can be
disabled to prevent detection.

• Uninstalling apps: Flubot can uninstall certain apps once they are in the foreground.

• Opening URL: URLs that are shared by the C&C server can be opened on demand on the victim’s device,
e.g. to pay the attacker through advertisements or by visiting websites that steal the user’s data.

• Keylogging: by using Android’s Accessibility Service, a function used by the Android framework to make
it possible to provide alternative navigation feedback for users with disabilities, it is possible to grab all
text on the screen and steal that information [104].

• Disabling Battery Saving: by disabling the apps from being put on hold for the purpose of saving the
battery, Flubot can actively perform its functionalities while the phone "sleeps".
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2.1.4 Flubot evolution and timeline
When the research started (i.e. February of 2022) it was unclear which exact functions Flubot was performing,
nor was it known which version of Flubot was predominant. However, by July 2022 an increasing amount of
research on Flubot had been published. By March of 2022, according to Dor, Moshailov and Paganini, Flubot
had already reached version 5.2 [68, 70]. Fox-IT, a cybersecurity company, went even further later on and stated
that version 5.2 was already circulating by the end of January, and added to that that versions up to 5.6 have
circulated since May 2022 [89]. From the first versions of Flubot having appeared in early 2020, the current
versions have significantly improved. The arms race between the Flubot Threat Actors (TAs) (i.e. the subjects
responsible for developing and operating Flubot) and the security experts trying to mitigate the malware, has
led to Flubot having developed significantly and making it only harder to detect and to remediate it. Where it
used to be possible to block communication between infected devices and infected C&C servers by using DNS
blocklists in versions up to 4.9, this was not useful in version 5.0 anymore, as it eludes these DNS blocklists
completely by communicating via DNS-Tunneling-over-HTTPS [68, 70, 89]. In January 2022 already 30.000 of
the 170.000 cases recorded by bitsight, were of Flubot 4.9 and up. This percentage increased over time as older
versions were easier to stop [96].

Furthermore, version 5.1 had been updated to generate more domains (choosing from a list of 30 domains
instead of 3 previously) and version 5.2 made it possible for the attackers to change the domain generation
algorithm remotely, as opposed to the previous versions that made use of the month and year for domain name
generation (which is very predictable). Version 5.2 also made it possible to make (international) calls secretly,
without the device owner being able to notice it, which can be used for pay-through-phone services [68, 70,
89]. Later versions of Flubot 5.2-5.4, active from January 2022 made it possible for the malware to send longer
texts by splitting them up and by intercepting the texts received before it was possible for the phone to auto
detect and possibly mark the text as dangerous or as spam. These updates were accompanied with cases of
another malware, i.e. Medusa, being spread through the Flubot malware too [89]. This was the second time
another malware made use of the Flubot distribution network. Teabot had previously made use of the Flubot
distribution network in version 4.9. However, unlike previously with Teabot, with Medusa it was suspected, by
Fox-IT, that the Flubot Threat Actors (TA) not only sold or shared their distribution network but cooperated
and were advised by Medusa TAs to implement the multiple messages function. This suggests that these TAs
have gone one step further in joining forces to further improve their malware and create bigger profits. In the
latest version of Flubot (i.e. 5.6), the malware could be spread through MMS too, however the effectiveness of
that development has not been proven as the malware was taken down shortly after [89]. Fox-IT has made a
whole timeline of the different versions of Flubot, shown in Figure 2.3 below.

Figure 2.3: The timeline of Flubot, according to Fox-IT [89]

2.2 ISP - telecom provider potential in this landscape
ISPs that are also telecom providers (e.g. KPN) are uniquely situated in the cyber-physical landscape where
they have access to the mobile internet, broadband connections and SMS-traffic of mobile end-users. Therefore,
their provision of services provides them with significant power when it comes to mobile malware, in particular
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smishing-based malware. It is possible to (temporarily) block mobile devices once it has been determined the
device has been infected and is infecting others [99]. Furthermore, as mandated by European Article 40 EECC,
ECN and ECS providers have to take "appropriate and proportionate technical and organizational measures to
appropriately manage the risks" [37]. This implies that it is not only desired and logical that ISPs and telecom
providers take appropriate action, but also required by the European Union.

The detection methods ISP/telecom providers have, in cooperation with the information provided by security
companies, such as Shadowserver, make them uniquely capable of addressing the remediation of smishing-based
malware. Figure 2.4 shows how KPN, in this case, is involved in the whole remediation process. Telecom
providers are also sources for counting the amount of cases, which is used by government agencies, i.e. National
Cyber Security Center (NCSC), to determine the urgency for needed measures, including information campaigns
[64].

Figure 2.4: Diagram of how telecom providers/ISPs (e.g. KPN) are positioned in the landscape of smishing-
based malware infections, with the current detection mechanisms

The diagram above shows an abstract version of how the different parties involved perform tasks (or actions),
including informing other stakeholders and having to make certain decisions and which other stakeholders are
included in the different action sequences.

2.3 Possible cyber harm types
In articles and information campaigns about Flubot it becomes very clear that victims are likely to experience
financial and data loss, however the impact of such malware is bigger than just financial and data loss [39, 70,
82, 98, 103]. Therefore, to understand the impact of Flubot on the end-users comprehensively, different types
of harm need to be specified. Agrafiotis et al. have formulated a taxonomy of the different types of cyber
harm that end-users might experience. Harm can be divided in physical or digital harm (i.e. "harm describing
a physical or digital negative effect on someone or something"); economic harm (i.e. "harm that relates to
negative financial or economic consequences"); psychological harm (i.e. "harm which focuses on an individual
and their mental well-being and psyche"), reputational harm (i.e. "harm pertaining to the general opinion held
about an entity"); and social and societal harm (i.e. "a capture of harms that may result in a societal context
or society more broadly") [1]. To create a comprehensive understanding of the impact of Flubot, it is important
to understand not just which types of harm have been experienced, but also the extent of the impact of the
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different harm types. Such an understanding helps with creating insights on which harm to prioritize and to
address when informing the end-user of a malware infection in later stages.

2.4 Behaviour analysis: Fogg Behavior Model

To understand the behaviour end-users display during the different phases of a smishing-based malware infection,
the comprehensive Fogg Behavior Model used by Bouwmeester et al., among others, to analyse behaviour change
in IoT infections, will be applied in this research too [11]. Fogg’s behaviour model has also been applied by
Parkin et al. to determine whether it can be generalized to security behaviour, specifically researching trigger
moments for security [72]. Das et al. have applied Fogg’s behaviour model to describe and analyse an end-user’s
predicament of what is needed to get that end-user to change their behaviour, i.e. to determine what the exact
security and privacy behavioural triggers are [24]. The Fogg Behavior Model is based on three aspects that
are needed for an individual to change their behaviour, namely motivation (i.e. how badly someone wants
something), ability (i.e. how capable a person is in doing something), and a trigger (i.e. an event that happens
to someone) [32]. This model describes that the stronger the motivation, or the more someone is capable of
doing some action, the more likely the behaviour is going to change when a trigger is experienced. The trigger,
prompt, cue, call to action, can be an incentive that leads to perform a target behaviour (immediately), ranging
from a notification, to being told by someone, to seeing an add [32].

Figure 2.5: Fogg Behavior Model, based on motivation, ability and a trigger (or prompts) ([102])

2.5 Preventive measures

To get an understanding of how smartphone users fall for Flubot and smishing-based malware in general, it is
important to understand which measures are currently in place that might affect a user and possibly prevent
them from getting infected, or what the limits are of the measures.

2.5.1 Informing and educating

Numerous information campaigns have been introduced to inform mobile phone users on smishing-based mal-
ware, their consequences and what to and not to do. For example, in the Netherlands, the national police,
KPN, and a number of Dutch banks have initiated campaigns [41, 98]. Educating and informing mobile phone
users is a common tactic to limit the effectiveness of phishing attacks, similarly to smishing attacks [19, 36].
However, according to Forget et al. and Wash and Rader, more is not necessarily better when it comes to
informing end-users [33, 108]. Information campaigns vary in effectiveness depending on the means of notifying,
the notification itself and the target audience it is supposed to reach. Regarding Flubot, it is possible for an
end-user that suspects a security issue, to not connect the dots (i.e. that it might be malware). Even if a
malware infection is suspected, it is still hard to determine which malware and what the appropriate actions
are [81]. Furthermore, to keep advice concise and actionable for the average end-user there is a risk that crucial
aspects of the advice are left out for the non-average end-user [35].
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Regarding the SMS text that (potential) victims receive, Siadati et al. have researched the effectiveness of
including warnings inside 2FA texts, which can be extrapolated to this topic. It was found that by including a
single warning at the beginning of the 2FA SMS text, that said something like "Please ignore this message if
you did not request a code", people were unlikely to disclose the code included in a 2FA text and more aware
of any social engineering attempt [43, 90].

A more impacting proactive measure is training phone users to detect possible dangers and to act appro-
priately on those dangers, and not just informing. An example of training phone users is the incorporation of
security education, training and awareness (SETA) programs by corporations, as the harm of malware are not
restricted to consumers. In 2018, a third of the Chief Information Security Officers stated that employee security
education and training is the most important priority for the cyber security of a company, according to the
Financial Services Information Sharing and Analysis Center [83, 85]. This priority also applies to individuals,
meaning that it is crucial for an individual’s cybersecurity to improve their awareness about digital threats.
However, the effectiveness of SETA programs and, in general, improving the end-user’s awareness is debatable
when it comes to distinguishing phishing links. According to Pattinson et al. and Reeves et al., SETA programs
are often ineffective because of the weak relationship between an employee’s level of cyber security training and
their capacity to prevent a cyber threat [75, 83].

Parsons et al. went even further and found that providing individuals with frequent cyber security train-
ing might hamper their ability to differentiate phishing emails from legitimate ones, compared to individuals
with less frequent training [74]. One of the reasons for SETA programs having a potentially adverse effect on
cyber security is that employees, just like individuals, experience cyber fatigue [83]. Cyber fatigue, or security
fatigue, has been a focus in the field of cyber security and it encompasses the disengagement of security-related
behaviour as a result of being overwhelmed by the constant cyber security notifications and measures one is
expected to follow and to pay attention to [83].

Research performed by Forget et al. confirms that educating or informing computer users does not always
lead to beneficial outcomes [33]. In some cases, disengaged users seem to display less risky behaviour and are
therefore more secure. The findings of Forget et al. will be extrapolated to this research as they concern similar
security issues.

2.5.2 Operating system measures

Currently there are two operating systems that account for almost the entire smartphone market. Android
Operating System (OS) and Apple’s OS (iOS), according to Statcounter, account for 99.4% (59.7% and 39.65%
respectfully) of smartphones in the Netherlands and 99.12% (66.77% and 32.35% respectfully) globally [93, 94].
This means that the majority of the smartphone owners own an Android, and if not, then almost certainly an
iPhone. In an effort to curb the safety and cyber security concerns of Android phones, Android OS has been
updated to make it harder to download from outside the Google App Store, forcing the end-user to consider the
risks by showing warnings and pop-ups, which it previously did not do clearly [18, 104]. However, the effects of
these warnings are limited and end-users still continue downloading external software. According to a survey
performed by Jörgensson on 100 mobile phone users, 37% of users download external applications, i.e. not the
official application platform [46]. This is corroborated by the constant and undiminished spread of Flubot and
other smishing-based malware.

2.5.3 Additional measures on the device

Research has shown that there are additional preventive measures that can be implemented on the smartphone
to prevent mobile phone users from falling victim to smishing. Most of the measures found are based on SMS-
text analysis, where an application downloaded on the phone or an algorithm used by the telecom provider
should be able to detect smishing texts based on the content (i.e. whether certain words likely to be used in
smishing texts and links are included). These measures seem to be promising and more and more research and
knowledge on that topic is accumulating [18]. However, in the Netherlands SMS texts are constitutionally pro-
tected under the secrecy of correspondence, Article 13, meaning that it is not allowed for anyone to read or scan
your texts unless a judge has intervened or for national security purposes [38, 73]. This makes it illegal for Dutch
telecom providers to make use of such SMS text filtering. It is possible to incentivize and encourage mobile
phone users to make use of such SMS text filtering applications themselves, persuading users to download such
applications. Unfortunately it is unclear how effective the SMS filtering applications are against smishing-based
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malware, as Flubot tends to change messages to avoid the risk that the malicious texts are detected [39].

Another method, mentioned by Chorghe and Shekokar, is the implementation of URL blacklisting, where
a database is maintained with websites that are suspected of being used for phishing and smishing and when
a user is about to access these blacklisted websites a warning is shown and the page is not loaded [18]. This
measure can be implemented preventively, by blacklisting the sites that the end-user gets to see when clicking
on a malicious link, after a sizable group of end-users has become victim and the links they clicked on have
been shared with the database. The efficacy of this method depends on the percentage of malicious websites
being added to the database and on whether the database is constantly updated.

2.6 Reactive measures

2.6.1 Notifying
The responsibility of dealing with mobile phone malware befalls partly on the end-user [2, 43]. It generally is the
end-user that is the weakest link in the security chain and that is where most of the cybersecurity improvements
can be made, in the case of Flubot, the end-user is less capable of determining whether an infection has occured
because of Flubot’s ability to hide itself and its operations, however there is room for improvement [2, 7, 43].
Besides, the measures implemented and performed by ISPs, telecom providers, operating system providers and
governmental institutions, end-users are to be equipped with knowledge on how to deal with mobile phone
malware reactively. A notification that includes advice on how to deal with a mobile malware infection, such
as Flubot, should provide mobile device users with the information needed to remediate the infection or at
least provide them with sufficient information to facilitate the remediation otherwise or through other parties.
Notifying consumers with advice on how to remediate infections has been researched, however, most of that
research is focused on internet users in general and computer users more specifically, as the computer has
been the main electronic device consumers have been using up to a couple of years ago [4, 6]. Additional
research on appropriate notifying of computer users shows that different user groups need different education
and triggering, leading to the conclusion that there is no one-size-fits-all way of notifying and educating computer
users effectively [108].

2.6.2 Walled garden notification
Cetin et al. have researched the efficacy of two methods for notifying an IoT user with a malware infection [15].
One method is email-only notification and the other, more promising, method is the walled garden notification
(i.e. by restricting the connections the user can make on the internet and notifying them in the process). This
measure could be applied to limit the harm posed by smishing-based malware, thereby, limiting the spread
of the infection. A parallel drawn from the research performed by Cetin et al. that can be applied in this
research, except from employing walled garden notification as a measure, is that of the same issues arising when
contacting infected device owners. It is hard to contact large populations effectively and efficiently. Mail works
the best, however it does not reach everyone [15].

Given the core concepts mentioned in this chapter, the landscape Flubot functions in and the background
of the topic at hand, the next chapter includes the literature search and the review that follows, providing the
academic knowledge gap that this research aims to fill and contribute to.



Chapter 3

Selection of the knowledge gap

Crucial for gaining a comprehensive understanding of the current state of academic knowledge on the topic
discussed previously, a literature search has been conducted to determine if and where the academic and indus-
trial knowledge gaps are located in the vast and ever-expanding array of literature published.

3.1 Literature review
For the literature review, specific search words were used in combination with boolean operators to narrow down
the search results to a workable amount. Different topics were searched for, and, where necessary, multiple search
terms were used for the same topic. The search results have also been narrowed down to articles published
since 2017, as Flubot itself appeared for the first time in 2020 but its less-sophisticated predecessors have been
around since before the Covid-19 pandemic. The first occurrences of literature on smishing date back to 2017,
therefore literature on mobile phone malware is limited to articles published since 2017 [88, 90]. Due to the
high-paced technological innovations the literature on the topic needs to be as recent as possible, limiting the
risk that the information being outdated. The reason for only selecting 5 years worth of literature.
After the selection of articles found, with these search terms and conditions, a forward and backward approach
has been applied to find more literature that aligns with the topic at hand. Literature found through this
approach is not necessarily excluded if published before 2017 as it is deemed relevant to the research. Some
articles from before 2017 have been included in this research too after consideration on how applicable the
literature is.

Topic Version Search term Publishing years Results
1 1 remediation advice mobile phone malware All 7.350
1 2 remediation advice mobile phone malware AND flubot All 0
1 3 remediation advice mobile phone malware 2017 - now 3.330
1 4 "remediation advice" AND malware AND ("mobile phone"

OR "smart phone") AND flubot
All 0

1 5 remediation advice AND malware AND ("mobile phone" OR
"smart phone") -patient -health

2017 - now 1220

1 6 ("remediation advice" OR remediation OR remedial) AND
malware AND ("mobile phone" OR "smart phone") -patient
-health

2017 - now 203

2 7 (user OR advice) remediation) AND "phone malware" OR
"mobile malware" AND interview

2017 - now 53

3 8 "fogg behavior model" cybersecurity smartphone 2017 - now 24
4 9 (mobile malware) AND threat AND prioritization AND

("telecom provider" OR telco) -covid
2017 - now 191

Table 3.1: Academic search results in Google Scholar with search terms

Topic 1: User remediation for mobile phone malware For the first topic, the search results have
incrementally been lowered to 203. The search was performed to gain the general literature needed that
encompasses most of the research performed in this paper. Remediation advice and similar wording have been
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included in the search term in combination with phone and malware to find all the necessary articles on this
topic. A large number of healthcare related articles have been published that were part of the search results,
however those articles are not relevant for the literature required for this review and were therefore excluded.

Topic 2: connection with interviews The first search already provided plenty of literature that is based
(partially) on surveys, however there was insufficient literature on the usage and academic practices regarding
interviews in the context of this topic. Therefore, the second topic is more directed towards interviews performed
in the context of mobile malware and user remediation. The search led to 57 articles of which some have been
included in this paper as inspiration and for a better understanding of how interviews have been conducted on
this topic.

Topic 3: connection with the behaviour model An initial article from the previous searches led to the
decision to make use of a behaviour model. To gain a further understanding of the usage and application
thereof, it was decided to perform the third topic search including the term behaviour model. Making use of a
behaviour model helps with analysing how end-users do and do not behave in the current situations they often
find themselves in before, during and after the infection. A workable number of 24 search results has been found
on the Fogg Behavior Model and on the security of phones.

Topic 4: connection to telecom providers The fourth topic searched is on how telecom providers, such
as KPN, analyse mobile malware threats. A significant part of recently published literature is about Covid.
Therefore, it was decided to exclude Covid related search results. The search yielded a significant amount of
191 results that have been combed through.

The literature searches were performed partially by making use of Google Scholar and Scopus to gain a wide
range of scientific articles, however there is a scarce volume of scientific literature on this topic as it is a fairly
new one. Therefore, the scientific search in this paper is complemented with reports and articles published
by cybersecurity companies, industry magazines and the telecom provider and ISP industries, found through
Google Search. This provides a comprehensive understanding of not only the limited academic but also industry
knowledge and practices on this topic. The literature search was aided by expert opinions to further improve
the comprehensiveness of the research.

3.1.1 Reasons for downloading smishing-based malware

The literature review has provided literature on the factors that lead to smartphone users downloading external
applications that have been shared through SMS. Downloading external applications, is considered a big security
threat and often the cause of cyber intrusions. Bosamia et al. identified unintentional installation of rogue and
malware applications as one of the biggest financial threats [10].
When looking at why end-users click on malicious links, six reasons have been found for why mobile phone
smishing attacks are successful. According to Goel and Jain, the reasons are: 1) Small screen size; 2) Bulk
Data; 3) Open Source Platform; 4) Simple login interface; 5) Lack of Awareness and 6) Downloading Apps
from third parties [36]. In Table 2 explanations are given for these security concerns, the last column indicates
which articles mentioned these reasons. Reason 6, is not applicable to Flubot, however it is applicable for other
smishing-based malware and, therefore, kept in this paper.

3.2 Academic Knowledge Gaps

Having read the academic literature selected through the literature review, some gaps have been established.

Knowledge gap 1: Lack of research on the efficacy of remediation for smishing-based malware
victims An ever-increasing body of academic literature has been published on user behaviour regarding cy-
bersecurity, including a small number of articles on remediation of mobile phone infections. However, no
academic literature has been published on the efficacy of remediation (advice) on mobile phone users infected
by smishing-based malware. Numerous articles on the topic of user behaviour and remediation state that mobile
phone security is a new topic that needs to be studied further. Additionally Chorge and Shekokar state that
very little research been done on anti-phishing tools for smartphones [15, 18, 36].
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Vulnerability Explanation Sources
Small screen size It is hard to check the legitimacy of the page as

there is less of a page to check and full URLs
are not displayed in the mobile browser, and,
even, if a link would be shown many end-users
would not be capable of making a correct dis-
tinction.

[36, 74, 83, 90]

Bulk data A significant amount of personal and valuable
information is stored on the smartphones mak-
ing it a desirable target, including financial cre-
dentials.

[18, 36, 46]

Open Source Platform Smartphones generally operate on open source
platforms, such as Android. The kernel is
open in Android, making it accessible for mal-
ware writers to develop and publish malicious
applications. Users download these applica-
tions running the risk of infecting their mobile
phones.

[36, 91]

Simple login interface Mobile applications tend to have simpler user
login interfaces than desktop versions, making
it easier to develop a fake application or web
page.

[36]

Lack of Awareness "Users do not take the security of smartphones
seriously either due to lack of knowledge or due
to their irresponsible behaviour."*

[18, 36, 43, 46, 47]

Downloading Apps from third parties Attackers use third party application stores
for spreading malicious programs and appli-
cations. Applications that are freely available
can be downloaded and installed by the smart-
phone users. Sometimes to trick the users, the
attackers develop legitimate applications and
release them in the application store. Then
they modify the applications to include the ma-
licious content and release an update

[36]

Table 3.2: Vulnerabilities, their explanations and in which articles they are referenced
* = Lack of knowledge also affects mobile phone users that do take the security of their phone seriously, as

Forget et al. have found, user engagement does not always lead to better security outcomes [33].

Knowledge gap 2: Lack of policy for smishing-based malware for end-users and customers of
telecom providers There is literature on measures against smartphone phishing and in general smartphone
threats and malware, especially about the considerations of Bring Your Own Device (BYOD) to the work
environment [28, 110]. However, these measures and policies do not fully encompass the issues applicable for
Flubot or similar smishing-based malware. The fast developing nature of malware and technology, i.e. the arms
race that is happening in the cyberspace between malware developers on one hand and software developers
and security experts on the other, especially regarding smartphones, is an interesting development to which
measures against threats and policies for safe cyber environments always have to catch up. The novelty of
Flubot in combination with this catch-up, is why there is currently no academic literature on policies for
smishing-based malware. Especially, regarding end-users and customers of telecom providers, as the positioning
of telecom providers makes them the most suitable to enact change.

Knowledge gap 3: Lack of research on the influence of technical skill and profession on security
behaviour Studies have found that (self-perceived) technical skill and technically aligned professions do not
automatically translate into better security behaviour. Forget et al. and Wash and Rader found in their studies
on security behaviour regarding computers, not smartphones, that misaligned perceptions of expertise and
inaccurate knowledge about computer security often lead to negative impacts on computer security [33, 108].
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Furthermore, it is clear that people have different degrees of interest and are behaving differently based on their
involvement, expertise and perceived judgment of the security landscape, as shown by these studies. However,
no such studies have been performed in the smartphone landscape which is similar but not the same, therefore
the influence of perceived technical skill and profession on the remediation process will be looked for in this
research.

3.3 Research questions
The uncovered and selected academic knowledge gaps result in the formulation of a set of main and sub research
questions that aim to fill the knowledge gaps. To gain an understanding of Flubot and the impact it has had
over time, this research will answer the following main research question:

"How has Flubot impacted consumers, of a Dutch ISP and telecom provider, with an infected mobile phone?"

To answer the main research question comprehensively, the research is divided into five sub research ques-
tions, namely:

3.3.1 SRQ 1: Are mobile end-users aware of a Flubot infection?
To get an insight into how often Flubot victims are aware of the infection, and whether they suspect anything
that is wrong with their smartphone, ideally, related to Flubot. Furthermore, this question provides an insight
into whether the suspicions the victims may have are accurate, possibly finding out about triggers that have
not been established as of yet in literature. Additionally, determining whether victims have heard of Flubot
before and, if so, how they came to know about it, adds to the understanding of the awareness and notoriety
of Flubot. This includes, determining what the victims think caused the Flubot infection to get an insight into
how accurate any prior knowledge on Flubot is.

3.3.2 SRQ 2: How have end-users acted on the Flubot infection?
To determine whether end-users are able to accomplish the remediation and, if not then why not, to gain an
insight into what stops victims from remediating the infection. This provides an additional insight regarding
where to invest resources efficiently to improve the end-users’ ability to remediate the infection. Furthermore,
to determine how long it took to remediate the infection. This gives an insight into the urgency the victims
experience and how quickly they, on average, act on the notification of being infected and get to remediating,
influencing the extent of the harm experienced.

3.3.3 SRQ 3: Which types of harm have end-users experienced by Flubot and are
there indicators?

To determine what type of harm mobile end-users have experienced, whether it be financial, emotional, profes-
sional or other type of harm. Harm in general can be hard to quantify, therefore, the different types of harm,
as formulated by Agrafiotis et al., are used to get a more comprehensive understanding of the impact of Flubot
on victims [1]. By determining possible correlations between types of harm an understanding can be gained
of which types are likely to coincide and it could help in determining other types of harm victims might have
experienced but not noticed yet. The severity of the impact is crucial in allocating resources for remediation
efficiently, therefore, the severity of the types of harm is analysed as well. The influence of the remediation
advice and the measures on the harm experienced by victims, is determined as well, by pinpointing whether the
harm has been experienced before or after receiving a notification.

3.3.4 SRQ 4: How have end-users perceived the remediation process?
To determine how victims have experienced the remediation process, it is necessary to understand how the
remediation advice and the additional support provided by KPN have been experienced and whether the victim
might have experienced any lasting effects due to the infection and remediation. Because Flubot is an illusive
malware, the experiences of end-users do not necessarily have to align with the reality of what is being done
or performed behind the scenes, therefore it is important to keep in mind, when possible, how the remediation
process is conducted and not just how the remediation process is perceived by the victims, and vice versa.
Furthermore, the influence of the remediation process on the victim’s behaviour will also be determined, to gain
an understanding of whether it is likely that victims will get infected by similar malware in the future.
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3.3.5 SRQ 5: How do available Flubot detection methods, of a Dutch ISP and
telecom provider, align with the end-users’ awareness?

This sub research question is formulated in such a way to create an understanding of how well the current
detection approaches suit the remediation and end-users’ awareness, due to the nature of malware and technol-
ogy, i.e. developing very rapidly, as opposed to the nature of measures and policies, i.e. tending to lag behind.
Especially, because smishing-malware, Flubot in particular, has only been around for a couple of years. An
understanding of the landscape of smishing-based malware helps to create an understanding of how well the
remediation measures and advice align with the evolution of Flubot.

The main and sub research questions are shown in Figure 3.1. As the research is based mostly on a survey
and partly on an interview, the questions needed to be asked, to gain as much value as possible from both
the interview and the survey, are shown in the figure too. The color-coding in the figure shows how the
questions will be formulated in the survey (i.e. with what kind of possible answers). In the last column of
Figure 3.1 additional aspects, such as demographics and correlations, are shown that are beneficial for creating
a comprehensive understanding and to better answer the main research question.

Figure 3.1: Research questions and sub research questions including the type of questions posed in the interviews
and surveys
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The process of the remediation, from infection to lasting impacts after the remediation, is rather long. To
be able to better answer the five proposed sub research questions, the remediation process is divided into four
important aspects. Figure 3.2 shows the four aspects, including their relationships.

Figure 3.2: The remediation process divided in the four important aspects

An understanding of what has caused the infection, for the victim, impacts whether it is possible to find
an appropriate remediation. Furthermore, understanding (correctly) what has caused the infection can either
help with the lasting impact the infection has had, or make it worse. An incorrect understanding or even no
understanding or inclination of what might have caused the infection might leave the victim with a feeling of
insecurity regarding their smartphone usage.
The remediation, especially the time between the infection and the remediation, influences whether harm is
experienced and, if no harm is experienced, whether the infection has made a lasting impact on the victim
regarding their security behaviour in the long term (i.e. being more cautious with clicking on links).
The harm a victim might experience has an impact on the lasting experience as well, as the more impact the
harm has, the stronger and longer the impact on the victim the infection will have.
The lasting impact, including any changes in the behaviour of the victim regarding security, determines whether
it is likely that they will fall victim to a similar malware for a second or third time.
The main and sub research questions, that are meant to fill the identified knowledge gaps, that have been
formulated and separated out in this chapter, are used for elaborating how the research in this paper is performed.
The methodology of this paper is elaborated in the next chapter.
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Methodology

In this chapter the framework for the methodology is described, starting with the quantitative research, on
which this paper is mostly based, in Subchapter 4.1 and the supporting research in Subchapter 4.2, including
the desk research and qualitative addition. These two Subchapters include the research methods employed,
reasoning for employing these methods and on which literature the whole research approach is based. The rea-
soning for the selection of the three target groups is then laid out in Subchapters 4.3, 4.4 and 4.5. Whereafter,
the limitations of the research approach are named in Subchapter 4.6, ending with the ethics of the research
(methods) in Subchapter 4.7.

The research performed in this paper is largely based on quantitative research, through means of a survey,
that has been supplemented with an interview and expert input, i.e. qualitative research, and desk research.
The design of methodologies has not been used for this or similar topics, it is common to use one or two of
these research methods. The combination of using both quantitative and qualitative research methodologies,
makes it possible in theory to gain new in-depth insights based on the qualitative research (i.e. interview) and
then generalize the insights with quantitative research, which makes it ideal for the relatively scarce knowledge
and literature on smishing-based malware; its impact and the environment it functions in, as the topic has only
arisen in the last couple of years. Due to similarities with malware for computers and other types of malware
for phones, it is possible to extrapolate already existing knowledge, practices and apply them for this specific
type of evolving malware and smishing-based malware, especially to improve the understanding of end-users’
abilities to deal with such threats.

4.1 Quantitative research

The quantitative research is built around a survey that was sent out to a large sample of infected users to
determine whether the end-users were aware of an infection and if so, if the infection was remedied, how the
respondents have experienced the remediation, whether harm was experienced due to the infection and if there
are underlying correlations that can be gathered from the results. Using surveys to get an understanding on
user behaviour regarding mobile security, was shown to be useful by Yao et al. in a study exploring "knowledge,
attitudes, behaviours and user experience regarding mobile security", by Jorgensson to analyse the emerging
threat landscape on mobile platforms and, relevant to this research, on whether malware had been detected, and,
if so, how it had been remediated, and by Das et al. to determine triggers for security and privacy behaviour,
specifically to determine triggers by making use of the Fogg Behavior Model [24, 46, 109]. The difficulty of using
surveys in research is that a balance has to be found between keeping it as short as possible for respondents to
not get the feeling that it would take too much time, and, on the other hand, asking as many questions possible
to get the most information and data out of the respondents (i.e. by asking as many questions as possible).
When trying to keep the right balance where the most value is gained from the answers provided by respondents
and achieving the highest number of respondents possible, it is important to keep in mind that questions have
to be posed in such a way that all the respondents understand the question correctly, without making all the
questions a story or directing the respondents in certain directions regarding how to answer certain question.
This balancing act can be tested by using test groups, unfortunately there was not enough time for such a setup.
Therefore, feedback from different experts and research was integrated in creating and refining this survey [52,
71, 99].

The information gained from surveys creates a comprehensive understanding on the impact of Flubot, its
remediation and the process the data subjects go through. Furthermore, the data gathered with the surveys
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shows statistical insignificant and significant correlations between aspects asked and demographics provided by
the respondent. Age, for instance, tends to correlate with bigger impacts and with being less capable of using
and restoring smartphones according to scientific literature, these correlations are looked for and discussed in
Chapters 4 and 5 [66, 67]. Furthermore, correlations that have been found in other studies and that are missing
in this study, are discussed too.

4.1.1 Qualitative addition

The qualitative research addition, to the quantitative research and the desk research that the research is based
on, includes an interview with an unaware victim and communication with experts on this topic to gain a com-
prehensive understanding of the existing industry knowledge and insights. The comprehensive understanding
provided by talking to experts also helps with better formulating survey and interview questions. The expert
opinions and additional interview with an unaware victim help with interpreting the results gained from the
answers gained from the survey and other analyses.

The expert opinion consists of information and feedback gained from experts employed at KPN (a Phone
Abuse specialist and a Cyber abuse specialist), Fox-IT (a malware analyst), and the TU Delft (researchers).
These experts have consulted on or informed on certain aspects of this research or certain fields relevant to this
research, via email or via online meetings. The expert opinions have been included in this research as references.
Furthermore, governmental policies have been included in this research, including the information and feedback
from the NCSC spokesperson, which is considered input from governmental bodies throughout this research.

The qualitative data gathering and analysis based on the semi-structured interview with the victim of Flubot
is empirical. The semi-structured interview was designed with a set of questions and possible follow-up questions
prepared beforehand to guide the interview, as seen in Figures E.1 E.2 E.3 E.4. It is necessary to treat the
interviewee as a person and not just a data source because a malware infection can have a significant impact on
a person, it is important to not make the interviewee feel worse about themselves. Furthermore, in the process
of acquiring information and by doing so, informing the end-user, semi-structured interviews provide room to
acquire additional information as the interviewee is not restricted by giving simple or numerical answers and
the interviewer has the possibility to ask questions not previously thought of or considered. The same reason-
ing for using semi-structured interviews was reported by Das et al., to be able to direct discussions and the
participants’ memories towards changes in behaviour, "while still allowing participants the flexibility to expand
on their undoubtedly unique experiences" [25]. The interview was performed with the intention of gaining an
understanding in how end-users experience the current Flubot infection, how it has impacted them, how they
deal with the issue at hand, given remediation advice, and how they experience the provision of remediation
advice and support, including the usability thereof. The semi-structured interview was designed to gain insights
through remote think-aloud observations, as performed by Bouwmeester et al., where the respondent was asked
to share all the steps and thoughts experienced in the process of being informed about an infection and thereafter
remediating the infection, or what the interviewee was planning on doing if no notification has been received [11].

Besides infected users, a small sample of mobile phone users expected to not have been infected by Flubot
has been searched for and contacted. The latter group was selected to determine what made these subjects
ignore the text, triggered them to not click on the malicious text or prevented them from downloading the
malicious application. Finding these subjects was done by focusing on a forum where users posted about
receiving a suspicious text that might be the result of smishing-based malware. These potential data subjects
are considered valuable as they could provide insights on which indicators, that can be considered ’out of the box’
or overlooked, end-users can, and possibly should, use to determine whether a text is suspicious or malicious.

4.2 Desk research

The many improvements Flubot has gone through, Flubot’s changing landscape, the relatively scarce knowledge
about Flubot that was available at the beginning of the research and the lack of academic knowledge that is
available on the impact of smishing-based malware on end-users, has created a landscape where a lot of pro-
cesses regarding Flubot happen separately and in parallel. As part of the research, to create a comprehensive
understanding of Flubot; its impact on end-users and how everything functions in this complex environment,
a significant amount of desk research was conducted. This includes connecting data about cases from KPN
and other online repositories and data sources regarding policies and detection methods, and looking at how
the urgency from the Dutch government and the telecom providers fit in the larger picture. The desk research
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leads to assumptions regarding certain conflicts inside this complex system, which are corroborated by experts
as there is no academic literature and a very limited number of industry articles that contain any relevant
information.

The desk research consists of three aspects, namely researching the (completeness of the) available remedi-
ation advice (including the one sent by KPN), researching the evolution of Flubot with the current detection
methods (employed by KPN), whilst accounting for the cases that have been registered by different sources, and
applying the Fogg Behavior Model to the end-user remediation. The Fogg Behavior Model is only applied to the
end-users because the end-users are the only ones, in the current situation, that have the power to perform a re-
mediation or prevent an infection in the first place. It is important to determine how the end-users can be helped
with dealing with malware, such as Flubot, as it is not a given that other stakeholders can prevent infections or
curb the spread. These aspects give an insight into how well the detection and remediation methods function,
how well they are aligned with the end-users’ awareness and how end-users might be effectively triggered to
perform remediation. The Fogg Behavior Model is applied to end-users because, even though end-users have a
hard time determining whether an infection has occurred, they are the ones capable of remediating the infection,
not any other party involved. Other involved stakeholders, such as telecom providers and ISPs, have only some
of the Flubot spreading but not completely. Over time, the responsibility to remediate infections has mostly
become the end-user’s, as current measures employed are incapable of detecting and stopping Flubot. The
application of the Fogg Behavior Model includes target groups regarding both reactive and proactive measures,
and the most suitable triggers for the different target groups.

The overall research focuses on three target groups. The first group is the group of mobile phone users that
have not been tricked into getting their mobile device infected with Flubot. This group has been contacted
for interviews to understand their thought process and what it was that prevented them from falling for the
smishing-malware that did trick others, however no subject has responded as will be discussed in Subchapter 4.3.
The second target group consists of a larger group of previously infected device owners. This target group is the
primary focus of this research as they will provide the quantitative data. Data subjects were initially selected
over two different periods. One period is recent infections and the other period is older infections, the intention
of using two different periods is to see whether older versions of Flubot have impacted the victims differently,
the implication of older infections is that it is likely the victims will have a harder time with remembering
their thought process accurately, however, the groups have been combined for analysis after all, as discussed
in Subchapter 4.4. The third and smallest group selected is current infections, as not all infections have been
remediated and some are still ongoing, it is valuable to gain insights on why remediation has not happened yet.
The three target groups, their sizes and how many data subjects and results they have resulted in, are shown
in Figure 4.1.

Figure 4.1: Performed qualitative and quantitative research flow regarding the three target groups



22 CHAPTER 4. METHODOLOGY

The research flow, as shown in Figure 4.1, is designed to fit the different target groups and to be able to
analyse the results from the groups. The figure shows how many data subjects have responded and how many
results have been gathered. Furthermore, the distinctions between different research methods and aspects are
shown. The results gathered are discussed in the next subchapters.

4.3 Target group 1: Aware uninfected end-users

Target group 1, the aware uninfected users, have been looked for and selected initially by searching through
the KPN forum for posts about seeing and reporting a suspicious text. By using search words describing the
text as suspicious and containing a link (i.e. "suspicious SMS text including link"). Additional search terms
were formulated that included smishing, sms phishing and Flubot. From the initial search 15 customers, going
back two years as before that the issues were less likely to have been related to Flubot, were found, selected
and contacted through email and through the KPN forum platform. After not getting any responses, a general
notification was posted on the KPN forum for all forum visitors to be seen, requesting to participate in research
if the reader had received a "(suspicious) SMS text including a link, not being sent by an acquaintance". The
post had been liked 15 times and been seen 80 times after a week. In Figure B.1, the notification that was
posted on the forum is shown. The notification was posted in Dutch because that is KPN’s policy. Eventually,
after 22 days (from June 7th till June 30th), the post was clicked on and seen by 380 customers and KPN forum
members, however, no member reacted to the request in the post to answer questions and participate in the
research, which meant no results were acquired from this target group.

4.4 Target group 2: Previously infected end-users

The second target group, the IP-CC cases provided by Shadowserver, was initially divided into two groups.
The selection and tracking method for these cases can be relatively inaccurate, because it is nearly impossible
to determine exactly which mobile device has been infected. Only a best guess can be made, based on how
often an Android connected to a certain KPN broadband connection. No distinction is made between different
phones through the detection system, only the IP-address of the KPN broadband connection is stored and how
often it is registered by Shadowserver. Therefore, a first selection was made to only include cases of infections
that had been registered at least 3 times by Shadowserver, to exclude infected phones that have only once
connected somewhere or even twice, because of visiting a place incidentally and never returning. This selection
resulted in 50 different cases in the last 3 months (06/3/2022-06/6/2022). The first group is relatively small
and because some cases have been registered up to 80 days, even now, some cases have still not been resolved
and are, therefore, unlikely to be resolved anytime soon. Therefore, the cases that were excluded previously
were added as a second group. Besides creating a larger sample, including the second group might provide
victims that resolved the infection right after the first or second notification. This is not unlikely as people
that notice a warning about an infection, are likely to remediate the issue. Countering the decision to exclude
the cases that showed up only once or twice initially, as it less likely that a person that has either ignored or
not noticed the 60th (for example) notification would suddenly remediate the issue after the 61st notification,
especially compared to victims reacting after the first or second notification. The second group, of cases where
an IP-address was registered once or twice, accounted for 67 different cases in the same period. With both
groups, once requests for participating in the survey had been sent out, nine email addresses were instantly
returned as they did not exist. These two groups totalled 111 cases, including the 9 non-existent email addresses.

To gain a larger sample, the time span was increased, going further back and including cases up to six
months ago. This larger second batch, including the previous 102 cases, totaled 247 IP-addresses, regardless of
how often an IP-address was registered by Shadowserver. The second batch resulted in four submitted surveys,
all the submissions were cases that were registered once or twice. This distribution of four submissions by one
group (of one or two registrations) and zero submissions by the other group (of three or more registrations),
leads to the hypothesis that there is little point in contacting and warning end-user by email more than twice.
The hypothesis is based on the assumption that if an end-user has not reacted by the second time, it is unlikely
it will happen any time after that. This hypothesis is why it was decided to focus solely on cases that were
registered once or twice, saving resources needed for other aspects in this research. To get more results, a further
month’s worth of cases was added in the 3rd batch, which in the period of the 9th of November till the 6th of
December amounting to 741 cases. The further back the cases go, the less reliable the answers will be in general,
the reason for not going back infinitely. The thought processes and impressions the surveyee had, during the
infection and the following remediation, are especially hard to recollect accurately after 7 months. If there was
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any impact that the infection had on the surveyee, the impact might be recollected more accurately, especially
with a bigger impact. Around the beginning of November a spike was recorded in KPN cases, therefore it was
decided to add six more days worth of cases which would lead to many more cases without having a significant
impact on the accuracy of the memory of the Flubot infection, adding 684 cases. In total, 1.532 cases for Group
1 (whom received 1 or 2 notifications) and 152 cases for Group 2 (whom received 3 or more notifications) have
been sent a request to participate in the survey, of which 88 cases have responded by filling in and submitting
a survey (all submissions are from GR1 cases).

4.4.1 Survey

Target group 2 cases were sent a request to participate in the survey firstly, including a link for the survey, as
shown in Figure D.2. Then, if the data subject decided to click on the link, the opening statement was shown
to inform the subject of the implications, as seen in Figure D.3. These two first steps are designed to inform
the data subject and to make sure that the data subject understands the purpose of the survey and what is
done with the data. After clicking through, on the opening statement, the data subject is forwarded to the first
aspect of the survey (demographics). Which includes the questions seen in Figure 4.2. After having answered
each aspect a following aspect is shown, totalling 5 aspects (demographics and the four aspects of remediation
described in the previous chapter, see Fig 3.2), the last two aspects are shown in Figure 4.3. In these figures,
the exact questions are shown, including the possible answers that can be given, which aspect they belong to,
which sub research question they answer and when it is possible to answer them (some questions were not
shown to the data subject to not pose redundant or irrelevant questions). The last column shows when certain
questions were shown to the respondent, to keep the survey as short as possible and to prevent conflicting or
double answers as much as possible.

Demographics

The data subject was asked to give their profession, age and perceived technical ability (from 1 to 5) to gain
an understanding whether the performed study is skewed towards younger or older or more or less tech-savvy
data subjects. In previous studies these factors have shown to skew the results, therefore it is important to
determine if that is also the case in this research [33, 54, 67, 86, 108].

Cause

After having answered the demographics questions, the data subject was forwarded to the second aspect, i.e.
cause (see Figure 4.2). It was first determined whether the end-user knew about Flubot or any smishing-based
malware before being notified and, if that was the case, then how the end-user came to know of such malware.
To gain an understanding on how known Flubot, and similar malware, was and how the awareness was shared
from one to another. Then, the end-user was asked whether there were any suspicions regarding the mobile
phone being infected. If the respondent had a suspicion, the respondent will be asked for elaboration. The next
question was about whether the data subject knows what caused the infection as it is not specifically mentioned
in the notification that the infected mobile phone owner receives. It is possible to find out what caused the
infection, however the end-user has to click on the link in the notification or look for it themselves (see Figures
A.1 A.2). Knowing what caused the infection can prevent future infections of similar malware. To get a better
indication of how likely a future infection is, the last question of the first page was posed less subtly on how
likely a respondent is to click on links inside a text from an unknown sender. The second to last question was
posed to determine whether infections are more likely to happen with end-users that receive more texts from
unknown senders, based on the average amount of texts received from unknown senders.

Remediation

To get an understanding of how end-users have acted on the Flubot infection, the respondent was asked if the
respondent thinks the infection was remediated successfully and if so how long it took the respondent (see Figure
4.2). Because of the nature of Flubot it is almost impossible to determine whether a remediation was successful,
therefore the question is about whether the respondent thinks the remediation was successful and not whether
it actually was successful. If the respondent did not think the remediation was performed or successful, then
the respondent was asked to elaborate on what obstructed them from (successfully) remediating the infection.
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Figure 4.2: The survey questions and possible answers, linked with the aspects or sub research questions to be
answered (Demographics, SRQ 1 and SRQ 2)

Harm

The third aspect the respondent was asked, was about harm. Data subjects might not understand or be able
to differentiate between the types of harm that were mentioned and asked in the survey without any additional
information, therefore a short description of the types of harm was given. The first question was about whether
harm was experienced prior to or after having been notified, if the respondent experienced any harm at all.
Then, if harm was experienced, the data subject can choose multiple types of harm and for every type of harm
that the end-user has experienced, a rating between ’almost no impact’ to ’very impactful’ was asked to get
an understanding of the graveness of the harm. It was also possible to answer the question with "no harm"
experienced (see Figure 4.3). Additionally, the data subject was asked to elaborate on the harm to get a better
understanding.

Experience

To get an understanding of how the end-users have experienced the remediation process and, ideally, what could
be done better to lessen the impact of the infection, the data subject was asked to rate the information provided
in the notification and to rate the support provided by KPN. Then, the respondent was asked to elaborate on
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their satisfaction with the information and support provided. Finally, the respondent was asked whether the
infection and remediation thereof has changed how the data subject interacts with their mobile phone (i.e. how
the data subject uses their mobile phone), including an elaboration on how it has changed.

Figure 4.3: The survey questions and possible answers, linked with the aspects or sub research questions to be
answered (SRQ 3 and SRQ 4)

4.4.2 Analysis of survey results

In the survey a number of different questions were asked, which span different types of questions to be able to
gain statistical and empirical insights, see Figures 3.1 4.24.3 and Appendix F for the whole survey F.

The survey starts with demographic questions (Demo_AGE) about the age of the respondent, where it is
possible to fill in a value, which was converted into a ratio scale variable. Throughout the survey there are two
more ratio scale variables, namely 2_DaysTakenRemediation and 1_AverageWeeklySMS.
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There is a multiple choice question included (1_Source converted into 1_SourceFamily, 1_SourceFriends,
1_SourceNews, 1_SourceSocialMedia, 1_SourceTelco, 1_SourceEmployer, and 1_SourceGov), which, for anal-
ysis, was turned into nominal scale variables for all the different options included and suggested by surveyees, in
the last option it is possible to fill in one’s own category. This means that every category, listed and suggested,
gets their own column with values zero for not being applicable or one for being applicable. The last option in
that question is "other", where the respondent gets to fill in an answer themselves if the data source was not
listed in the provided answers (as used by Jörgensson and Wash et al. [46, 107]).

Ranked variables A number of Likert scale questions (Demo_SkillLevelSmartphone, 1_LikelihoodClickingUn-
knownSender, 3_Harm converted into 3_HarmPhysicalDigital, 3_HarmPhysicalDigital, 3_HarmEconomic,
3_HarmPsychological, 3_HarmReputational, and 3_HarmSocietal, 4_SatisfactionInformationProvision, and
4_SatisfactionSupport) were posed where the range either goes from one to five (as used by Yao et al., Jörgens-
son and Wash et al., [46, 107, 109]), or zero to five (zero implying that a specific harm has not occurred at all).
The Likert scale questions turn into interval scale variables in the statistical analysis, providing scores from zero
or one, to five. The zero or one options are the lowest values, and ranked answers, and five is the highest. For
the 3_Harm, the question was framed such that the respondent did not have to answer the question if the harm
was not applicable, the zero option ("No harm") means the same when translating the answers into variables.
For the 3_Harm question it was designed such that the more impact a specific type of harm has, the higher the
respondent is supposed to rate it.

In the survey a number of yes or no questions were posed (1_PriorKnowledge, 1_Suspicion, 1_Inclination-
CauseInfection, 2_Remediation, 4_ChangedPhoneInteraction). These were often followed up with open-ended
questions for elaboration, the same setup has been used by Yao et al. [109]. This keeps the survey as short
as possible, only asking for elaborations when useful, by using as many yes or no questions the respondent is
least likely to find the survey to take too long and is most likely to finish the survey. The answers to the yes
or no questions are converted into zero for "no" or one for "yes", making it suitable for statistical analysis
as a nominal variable. A similar setup is used for 3_HarmWhen, where the answers are either "No harm",
"Harm experienced prior to being notified" and "Harm experienced after being notified", with the answers
being translated into values 0, 1 or 2, respectively.

The remaining questions (Demo_PROFESSION, 1_SuspicionElaboration, 1_InclinationCauseElaboration,
2_RemediationElaboration, 3_HarmElaboration, 4_SatisfactionElaboration, 4_ChangedInteractionElabora-
tion) are open-ended questions which are not meant for statistical analysis but for empirical insights. The
answers provided in the questions were clustered when possible and then interpreted.

SPSS (25) was used for statistical analysis, as Choueiry found SPSS to be the most commonly used statis-
tical software used in research papers in between 2016 and 2021 [20]. By using Spearman’s Rank Correlation
Coefficient, when analysing ordinal and interval/ratio variables, it is possible to determine strong and weak cor-
relations between the set of variables and to get a better understanding of the correlation. It makes it possible
to look for correlations that can then be researched further and explanations that can be looked for. Because
Pearson’s Correlation Coefficient requires the variables to be continuous (i.e. interval/ratio), which is not the
case for most of the results gained from the surveys, Spearman’s Rank Correlation Coefficient was used as it
requires the variables to be either ordinal or interval/ratio. The statistical and empirical analysis results are
discussed in the next chapter.

4.5 Target group 3: Currently infected end-users

The remaining active Flubot cases were selected as a target group because, even though it is unlikely that
the infections are causing any more harm except for unnecessarily burning through the battery and occupying
storage, it is possible that all the actions and data is being screen grabbed and keylogged still. Fortunately,
nothing can happen with that data as the network has been taken down. To completely remediate the remaining
infections, these cases have been selected as a target group and contacted to find out why they have not done
anything about the infection, what they know of Flubot, whether they have encountered any harm and how
easily they can remediate the issue at hand.

On June 1, government agencies published that Flubot had been taken down. On this date, the tracking of
remaining dormant cases started [30, 76, 89]. From that date till the 22nd of June 13 IP-C%C cases, that have
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been notified more than twice, were recorded. It was decided to filter out cases that have been notified once or
twice because Flubot had already stopped spreading for 22 days and that makes it likely that these infections
have been recorded in other places, or are possibly even one of the other 13 cases (i.e. counted double). The
contact information was used to mail them first and to inform them of being contacted a week later (see Figure
D), whereafter these cases were contacted over the phone to inform them that their device was still infected
and to inquire about their willingness to participate in this study by answering some questions regarding the
Flubot infection.

Initially, of the 13 cases contacted, only 4 cases answered the phone, of which 1 case gave permission
and consented to being interviewed. Of the 9 cases that did not answer the phone, three numbers did not
exist anymore, and the remaining six phone numbers were not available at that moment. The six unavailable
phone numbers were then contacted repeatedly in the hopes of contacting the end-users, however six additional
attempts, during different periods of the day on different days, led to no contact. Further attempts at using
other contact information for three of the latter six numbers also did not yield any results, exhausting all
possibilities to contact and inform these active cases.

4.5.1 Interview

To gain in-depth insights on how end-users go through the remediation process, what their thought process is
and what they stumble upon during the process, an interview has been conducted in a semi-structured fashion,
see Appendix E for the prepared list of questions.

To make sure that the interview was conducted with the right data subject, the interview started first with
a small introduction why the data subject was called, whereafter questions were asked to determine whether the
right data subject was on the other end of the phone call. Continuing with the person of interest, information
was provided on the research, the conditions under which the interview was conducted and the results pub-
lished, including the data usage and storage and the possibility to opt out or to leave out certain information.
Whereafter, the data subject was asked for consent to participate and to be recorded. If the data subject gave
consent, the interview started.

To prevent the risk of the interviewer creating a bias during the interview, the demographics were asked at
the end of the interview. The remaining questions are similar to the questions asked in the survey, however
posed as open questions to gain more insights. Because active cases have still not remediated the infection, it
is important to determine why the infection had not been remediated. By asking, it is possible to determine
whether the interviewee tried remediation and failed or did just not remediate at all.

4.6 Limitations of the methodology

Because the data provided by Shadowserver only shows whether the infected device is connected to a KPN
broadband connection on that day, it could very well mean that a device has not remediated at all after not
showing up anymore in the more recent Shadowserver datasets. This is possible if the device did not connect
to a broadband connection belonging to KPN but to a competitor or even just not making use of a broadband
connection, for that period of time. This makes it nearly impossible to make a distinction between remediation
or just switching places. Furthermore, it is possible that an infected phone connects regularly to multiple KPN
broadband connections, showing up as multiple cases and it is not possible to filter these cases out with the
accessible information, running the risk of counting the detectable case double.

The approach to use surveys and interviews without any additional data to back up any results, might
lead to answers not being accurate regarding what actually happened (for instance, that a respondent thinks
that the infection has been remediated or which harm can be attributed to a Flubot infection). This applies
especially to the think aloud approach used for the interview, where an interviewee might feel pressured to give
correct answers or answers that the interviewee thinks are desirable, instead of the true thought process and
steps undertaken, this issue has been raised by Bouwmeester et al. too [11].

The sample size of interviewed data subjects is limited due to the limited resources allocated for this research
and this does affect the representativeness of the results on the larger population. It is also possible that the
interviewees and surveyed are more interested in or involved with the topic and that might lead to skewed results
as was the case with Rodriguez et al., technical ability will be factored into the results and the discussion [86].
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The target group for the survey spans seven months, which is not a very long time period. However, the
correspondents were asked to remember specific details of events that might have taken place six or even seven
months ago. The difference in accurately being able to recall the remediation of the infection, might be big,
especially because some have barely been impacted by the remediation. Others, might not even have registered
reading the notification that was sent by KPN, making it even harder to recall or place what this survey is about.

Making use of surveys with open-ended questions can lead to vague or unclear answers that cannot be used
for further analysis. In semi-structured interviews it is possible to ask for clarification or an elaboration if an
answer is vague or unclear. However, that is not possible with surveys as there is no possibility for feedback, es-
pecially, when privacy of the respondents needs to be guaranteed and anonymous surveys are used. Ideally, test
rounds would be performed before the actual surveys and interviews were conducted to improve the usability of
the answers by determining which questions, and phrasing especially, might lead to ambiguous answers. How-
ever, due to the limited resources and time available for this research these testing rounds have not been included.

Using industrial reports, knowledge and expertise might lead to information being steered towards the in-
dustry’s goals and interests. The objectivity of the industrial knowledge and information is hard to determine,
which is less the case with academic knowledge and findings. Furthermore, using search engines, such as Google,
can lead to skewed search results because of the personalised search results Google provides. This means that
not everyone is shown the same search results with the same search words.

4.7 Ethics

In accordance with the Menlo Report, the principles for ethical assessment of ICT Research are addressed and
followed [26].

Respect for Persons Everything discussed and conducted in this paper has been done according to the
principles and with approval of the human research ethics committee of the faculty of Technology, Policy and
Management of Delft University of Technology. All participants in this study have given informed consent for
participating (i.e. being recorded and their anonymised data being published afterwards or the aggregated
data of their answers being analysed and published afterwards), after being informed of the implications and
intentions of participating in this research. Both target groups (Target group 2 and 3) have been informed that
they were free to stop participating at any moment (i.e. do not have to continue submitting answers if they do
not feel like it or can just stop the interview whenever they want). The data from the surveys has been stored
without any identifiable personal information and been stored securely and solely on a storage that only the re-
searcher has had access to. The recording of the interview was transcribed, anonymised and summarised to lose
any identifiable personal information and then it too was stored on the same storage. The contact information
(including name, phone number and email address) that was needed to contact the data subjects has too been
stored on the storage and will be discarded after the research is finished. The data has been used and stored ac-
cording to the privacy and data minimisation rules and principles. The anonymised and summarised transcript
of the interview, stripped from any personally identifiable information, has been included in the appendix, see H.

Regarding the think-aloud protocol employed for the interview, the subject was made to feel safe by ad-
dressing any possible risks and encouraging the subject to answer without judgment from the researcher. It was
mentioned that if the subject did not want to answer, after consenting, or wanted any of their answers to not
be recorded, that the request would be honored.

Respect for Stakeholders Regarding the cooperation with KPN, the telecom provider and ISP, providing
all the needed data, all their safety, privacy and security guidelines and policies have been adhered to when
using their data, tools, programs and facilities. All their data has not left their premise or their laptop, until
it was generalized and anonymised and approval was given for using it in the research. Everything mentioned
about KPN, their working methods and processes, and their cooperation has been approved by KPN employees.
No competitive or sensitive information has been published, named or shared.
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Justice Regarding justice, all data subjects and target groups have been treated the same and had equal
opportunity to participate. Everyone has had the same chance to provide feedback, ask questions about the
research or the implications thereof, or ask to be removed from the research (results). The email to get in con-
tact with the researcher was added to all notifications sent out to participants and potential data subjects. No
groups have been excluded based on prejudice. Attributes of persons have only been included for this research if
deemed relevant for analysis, such as age, however no selection was based on attributes (i.e. target groups were
selected and invited to participate, regardless of their inherent attributes, such as age, religion, sex, technical
competency).

The benefits of the recommendations and insights created in this research are not meant for specific groups
over others, however, as much as possible of the findings in this paper is steered towards the stakeholders that
are best located in this complex system to deal with smishing-based malware. The benefits of the insights
gained in this paper are kept, as much as possible, to a minimum for the malware TAs. To obstruct malware
TAs as much as possible in their malicious operations and to lower the burdens on smartphone users, relevant
processes and methods are addressed and analysed for future improvements.

Beneficence Beneficence has been a fundamental aspect of this research too, no processes of KPN have been
disturbed that could negatively impact their beneficence. In the process of informing data subjects about being
contacted or requesting to participate, it has been mentioned clearly that an infection was detected to make
sure the data subjects, by ignoring the research, would still be unaware of the infection. In the interview the
data subject was informed of which steps to take, at the end of interview, to remediate the issue. Contact
information was provided for further help, if necessary at the end of the interview as well.
Because of the relatively scarce information on smishing-based malware, such as Flubot, and because the mea-
sures against the malware have not always been proven to be effective, or even publicly known in some cases,
there is a fine line that has to be maintained in this research. This research cannot divulge too much information
on the effectiveness of measures and the effectiveness of Flubot itself, to prevent it from becoming a how-to
guide for malware developers and threat actors. Though most of the information in this research can be found
on the internet, trade-offs have been made to reach the biggest social and academical contribution while still
improving the (cyber)security of smartphone users, especially Android owners. A single detection method has
been left out of the paper as it is considered sensitive information, the insights and findings of this paper account
for this detection method and are completely applicable in the current landscape of smishing-based malware.
Furthermore, no specifics regarding the detection and remediation methods (i.e. threshold amount for SMS
auto block) are given that might help the TAs with better designing smishing-based malware.

In the next chapter the results of the research, following the methodology and ethics described in this
chapter, are shown and described. The next chapter includes the results of the survey, the interview and the
desk research.



Chapter 5

Results

The results gained from the answers submitted in the surveys, the interview and the desk research are shown
and described in this chapter. The survey answers (of Target group 2) are shown and described in Subchapter
5.1, which is followed up with the information gained from the interview (of Target group 3) in Subchapter 5.2.
Subchapter 5.3 lays out the desk research results, including an analysis of the available end-user remediation
advice, the evolution of Flubot and the limitations of current detection methods. In Subchapter 5.4 the Fogg
Behavior Model is applied to end-user remediation. Because Target group 1 did not produce any results, no
results of that group are mentioned.

5.1 Target group 2: Surveys

Originally, Group 1 and 2 were divided to see any changes through the answers for different time periods of the
infections. However, because the former group (i.e. most recent cases) is much smaller and, as a result, a low
number of surveys has been submitted (4), it is decided to combine them with the latter (i.e. older cases) group
(84 surveys), totalling 88 submissions.
For the purpose of analysis and to filter out unusable data, a first review of all the answers shows that one
respondent did not provide serious answers, therefore the submission by that respondent is excluded from
analysis. The first unusual answer provided by this respondent is the age, namely 577, a suspiciously high
number. The second unusual answer is that the respondent on average receives 100 texts per week, which is
much higher than the average number and significantly higher than any other submission. Furthermore, all the
yes or no questions were answered with no and for profession the answer provided is the Dutch word for crook
or raskal.
The remaining 87 submissions are used for analysis. The elaboration questions were combed through, to see if
similar or duplicate answers have been given, and the answers are grouped, when possible. The answers to the
elaboration questions are included as figures in the paragraphs.

5.1.1 Descriptive statistics

In this subchapter the results of the survey are shown and elaborated with context. Throughout this subchapter
"prior to being notified" and "before the notification" is used occasionally. The notification is the email a KPN
broadband connection owner gets sent once KPN receives an IP-CC case by Shadowserver (see the notification
in Figure A). The results gained from the Microsoft Forms surveys are converted through Excel and then SPSS
to create charts that are more easily interpreted, described and shown, including the means and the distributions
of the results. For open-ended answers, draw.io is used to categorize submitted answers and to make it more
readable. The figures that show the open-ended follow-up questions are added to the appropriate questions in
this subchapter.

5.1.2 Demographics

Age On average the age of the respondents is 63, ranging between 36 and 81. The distribution of ages over
the whole respondents sample, including the normal curve is shown in Figure 5.1 below. It shows that the
respondent group is relatively old.

30
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Figure 5.1: Histogram of the age distribution of the survey respondents, including the normal distribution

Profession The professions the respondents listed can be grouped in three groups, namely unemployed (17
subjects, of which a portion answered with being a housewife, and others had submitted working disability as
their profession), retired (31 subjects) or working (37), see Figure 5.2 for a simple overview of the jobs and see
Figure G.1 for the complete list of professions. One provided answer is "yes", regarding profession, therefore
it can be assumed the respondent is employed. It is likely the respondent either did not not understand the
question or decided not to provide that information. A second respondent did not fill in anything for profession,
but because the age of that respondent is 66 it can be assumed that the respondent is retired (because the
age of retirement in the Netherlands is 66, with the age of retirement being lower for some professions) [84].
These assumptions resulted in a distribution of 38 working respondents, 17 being unemployed and 32 being
retired. Interestingly, of all respondents, only one subject works in ICT, the subject having listed DevOPS
engineer as their profession, this is reflected in their perceived smartphone usage and remediation capabilities
as it is rated the highest (5 out of 5). In Figure G.1 the different professions are seen and when professions have
been named multiple times. The variety of jobs and the portions of respondents being unemployed and retired
shows that a wide sample of the population has responded to the survey and not necessarily a tech-savvy group.
Furthermore, that someone’s profession is unrelated to a ICT-related field does naturally not imply that the
respondent is not tech-savvy or that the job tasks are completely unrelated to the ICT-field, as ICT-related
tasks and skills are embedded in more and more fields and jobs. The answers are not clear enough to determine
which professions include ICT-related tasks and skills.

Figure 5.2: Grouped professions: working, unemployed and retired

Perceived ability of recovering and using smartphones The respondents, on average, rate their expe-
rience regarding recovering and using smartphones to be moderate (3.06 out of 5), as seen in Figure 5.3. The
sample size, in general, considers themselves to be moderate with recovering and using smartphones. Only
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10 respondents (11.5% of respondents) consider themselves to be very inexperienced and the majority (70 out
of 87 respondents, i.e. 80.5%) rates themselves in the relative middle of the Likert scale (from 2 to 4). The
distribution shows that the responding group is not necessarily tech-savvy or technologically illiterate.

Figure 5.3: Histogram of the perceived ability to recover and use a smartphone, on a scale from very inexperi-
enced (1) to very experienced (5)

5.1.3 Cause

SRQ 1: Prior knowledge of Flubot Around half the sample (48.3%) knew about Flubot before being
notified, meaning that a slight majority of the sample had not heard of Flubot beforehand, making it less likely
to defend against it. The most popular source for hearing about Flubot is news outlets (34.5%). The second
most popular source is social media (20.7%) and the third most popular source is friends (18.4%). Figure 5.4
shows the different categories listed in the survey and how often they were selected, the question was posed as
multiple choice, meaning that the respondent was able to select multiple answers. Only one respondent used
the additional ’other’ category, where filled in "Rabo (a Dutch bank), but I am not sure", therefore the answer
is left out of the categories.

Figure 5.4: Chart showing through which source categories the 87 respondents came to know about Flubot

SRQ 1: Suspicion The majority of the respondents (59.8%, i.e. 52 respondents) did not suspect anything
on their phone, before being notified, and of the 35 respondents suspecting something, 34 replied with an
elaboration. The answers are quite diverse and not always unrelated to each other, as shown in Figure 5.5. Four
respondents downloaded a suspicious application and two suspected something after not being able to delete the
application they just had downloaded, meaning that the latter respondents had downloaded an application they
most likely suspected of being either unnecessary or malicious. "Increased texts being sent", "Texts and calls
from unknown senders", and "(un)known contacts asking/informing whether the respondent was hacked" are
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very much related to each other, just as "High phone bill". As a consequence of a Flubot infection, the phone
starts texting, and sometimes calling others without the knowledge of the owner of the infected smartphone,
leading to a high phone bill and receivers (of the secretly sent SMS texts) responding to the texts (i.e. asking
whether the sender of the malicious texts was hacked). It is very likely that these suspicions are accurate and
interrelated, meaning that different respondents noticed different aspects of the same issue. Furthermore, not all
answers can be attributed to Flubot, for instance, losing control over the phone is not necessarily a consequence
of Flubot, meaning that it is possible that the respondent recollected a different infection and mixed that one up
with the Flubot infection that was asked about. The answer does not make the suspicion less true or applicable,
however the suspicion of the four respondents answering "Lost control over phone", as seen in Figure 5.5, has
most likely been caused by something that is not Flubot. Except for that specific answer, all other suspicions
can be attributed to Flubot. Hence, the suspicions are relatively accurate or the sample is now at least aware
of what could be a red flag regarding Flubot, which increases the likelihood of using this knowledge in a similar
future situation.

Figure 5.5: Answers given regarding whether the respondent suspected something on their phone, and the
elaborations given if that is the case

SRQ 1: Inclination of the cause of the infection A slight majority of the respondents (52.9%) has an
idea of what has caused what the infection, which is alarming in itself, as it means that almost half the respon-
dents (47.1%) has no idea of the cause and not everyone’s idea of the cause being correct. Future infections,
of similar malware, are very likely if the end-user is not aware of the cause of an infection, setting that group
up for future harm as malware attacks have been increasing and there is no sign that that growth is going to stop.

Of the respondents having replied with "Yes" to question 1_InclinationCauseInfection, as seen in Figure
5.6, two answers are unlikely to have been the actual cause of the infection. "Foreign number through WiFi"
and "Called back to unknown number" are not known causes of Flubot infections or other similar smishing-
based malware. These two answers can be symptoms of the infection, the latter answer can be the cause for
an increased phone bill however that is not how Flubot or smishing-based malware is spread. Another answer
given, "Hack", is a vague answer. A phone can be hacked by downloading malware, which does not narrow
the selection down to Flubot or smishing-based malware, or by someone guessing the correct password, for
example, which is completely unrelated to Flubot. Also, "Malicious (DHL) email (about parcel)" is also not
related to Flubot. If the malicious parcel email is the actual cause of the infection then the answers do not
regard Flubot, it is likely that the respondent assumed an email to be the cause when the actual cause of
the infection was a malicious parcel SMS text. The remaining answers (from 35 respondents, or 40.2%) are
assumed to be accurate and the actual cause of the Flubot infection. 10 answers are "malicious DHL link while
waiting for a parcel", 16 are "Malicious link" (18.4%) and 9 are "Downloaded malicious app through SMS"
(10.3%), nothing about these answers shows any discrepancy with Flubot. "Malicious link" is ambiguous as the
answer does not tell how the link was shared, therefore it is assumed that the answers are about sms-phishing
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as "sms-phishing malware" was mentioned twice specifically, throughout the survey, before the respondent was
shown this question. Furthermore, in the email notifications that the respondent received with the warning of
the Flubot infection, a link was included with additional information about Flubot where SMS texting is named
specifically (See Appendix C). Interestingly, a share of respondents (11.5%) was tricked because of the timing of
the malicious link and expecting an actual parcel. This percentage might be higher as the respondents, possibly,
did not go into such detail. This shows that the timing of the Flubot campaigns has a significant impact on the
likelihood of the malicious links working.

Figure 5.6: Answers regarding whether the respondent had an inclination of the cause of the infection, and the
elaboration given if that is the case

Average SMS texts received weekly On average respondents received just above four SMS texts weekly
(4.31) from unknown senders, excluding friends and family, as shown in Figure 5.7. 88.6% of the respondents
receive in between 0 and 5 SMS texts weekly on average. Two texts per week is the most common number
(37.9%). Of the remaining cases, a couple of cases received 10 (4 cases; 4.6%), 15 (2 cases; 2.3%), 20 (1 case;
1.1%), 40 (1 case; 1.1%), or 60 (2 cases; 2.3%) texts. This means that most respondents generally did not
receive a large volume of texts.

Figure 5.7: Histogram of the frequency of the average number of SMS texts the respondents received weekly,
excluding friends and family

Likelihood of clicking on a link from an unknown sender The respondents are unlikely to click on
SMS texts from unknown senders, with the average score being 1.72 on a scale from 1 (very unlikely) to 5 (very
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likely), as seen in Figure 5.8. This unlikeliness is important to prevent the further spreading of smishing-based
malware, with 50 respondents (57.5%) deeming it very unlikely (i.e. rating a one) to click on a text from an
unknown sender and 19 respondents (21.8%) deeming it unlikely (i.e. rating a two). However, it is important
to notice that 11 respondents (12.6%) are in between likely and unlikely to click on unknown texts (rating a
three), and seven respondents are likely to click on unknown texts, of which one respondent even very likely.
This raises the issue that 20.7% of respondents (rated three or higher) are not unlikely to click on SMS texts
from unknown senders, of which 8% even likely (rating four or higher), putting these groups, especially the
latter group, at substantial risk for further infections and harm.

Figure 5.8: Histogram of the frequency of the likelihood of respondents to click on a SMS text from an unknown
sender, from very unlikely (1) to very likely (5)

5.1.4 Remediation

SRQ 2: Remediation success 77% of the respondents had remediated the (i.e. 67 respondents), meaning
that almost a quarter of the respondents (23%) had not remediated the infection. Two (2.3%) of the free text
responds, as seen in Figure 5.9, on why the respondent had not remediated the issue yet have given "unusable
phone" as their answer, this likely means that the phone was discarded or replaced and just not remediated.
However, for the others (20.7%) it raises concerns as it is possible that these respondents still have a dormant
infection, setting them up for future harm if Flubot reappears, or other malware starts to make use of the already
existing Flubot infrastructure. This is further exacerbated by the other answers as 11 respondents (12.6%) were
unaware of the infection, possibly two more (2.3%) as their answer "No way of knowing" is ambiguous and could
either mean that the respondents did not know how to remediate or that they did not know that there was an
infection at all. One respondent (1.1%) found the fixing cost to be too much, one respondent (1.1%) mentioned
that it was not their phone, another two respondents (2.3%) did not know how to remediate, and the last two
respondents (2.3%) said that the infected phones were not used as a reason for not remediating the infection.

SRQ 2: Remediation duration in days It took respondents, if they remediated the Flubot infection, on
average 3.4 days, as shown in Figure 5.10. 52.9% of respondents, had remediated the infection in the first two
days, it took an additional 21.8% of respondents up to 7 days to remediate and there are two outliers, one where
(1.1%) it took 14 days and one (1.1%) that took 60 days. It took the respondents, that remediated the infection
after three to seven days, fairly long. That long window makes it possible for the malware to do more harm to
the respondents, who by then have been aware of the issue at hand for quite some days already.

5.1.5 Harm

SRQ 3: Harm and when A slight majority of the respondents (52.9%) has experienced a type of harm,
as formulated by Agrafiotis et al [1]. In the survey it was asked whether the harm was experienced before or
after being notified, exactly half of the respondents that experienced harm experienced it prior to being notified
and the other half after being notified, as seen in Figure 5.11. The elaborations the respondents gave, vary
from discomfort (most common answer, 16 times answered; 18.4%) to financial harm (13 answers; 14.9%), as
a result of an increased phone bill, to not trusting the smartphone or banking services anymore (8 answers;
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Figure 5.9: Answers on the question whether the respondent has remediated the infection and the elaboration
given if that is not the case

Figure 5.10: Histogram of how long it took respondents to remediate the infection, out of the 67 respondents
that did remediate the infection and excluding an outlier that took 60 days to remediate from the graph

9.2%), to lost data (6 answers; 6.9%). Three respondents even replaced their phone completely, which is a hefty
financial burden. Alarmingly, 6 respondents (6.9%) have received aggressive and some even threatening texts
from the numbers their infected smartphones spread the Flubot infection to. That is also the biggest difference
between experiencing harm before and after the notification in the sample, the (threatening) aggressive texts
have only been experienced before being notified. The other answers are relatively the same for both categories
(i.e. before and after being notified) and similar frequencies of the other answers too. Some respondents named
multiple aspects in their elaboration, that is why there are more answers than respondents per category.



5.1. TARGET GROUP 2: SURVEYS 37

Figure 5.11: Whether the respondents experienced harm and whether it was before or after being notified,
included are the elaborations given about the harm (out of 46 respondents having submitted that harm had
been experienced)

Harm types selected, quantitative The 46 respondents that submitted to have been harmed by Flubot
got to choose the different harm types and rated the impact of the harm types, it was possible to select multiple
harm types. These ratings are shown in Figure 5.12. Reputational and societal harm are by definition relatively
close to each other, which is shown in the results, where these two categories score almost exactly the same,
predominantly in the lower ratings. Physical/digital and economical harm are more similar to each other
when it comes to the frequency of ratings being more skewed towards the higher ratings, meaning respondents
experienced these types of harm more heavily. Psychological harm has been experienced very moderately, where
the majority of respondents have awarded the harm a 2, 3 or 4 (on a scale from 1 to 5), the three ratings having
been awarded almost equally.

Figure 5.12: Chart of the harm types that have been selected and the rating of the impact that was awarded
to the harm types

The averages of these ratings and the frequencies these harm types have been experienced are shown in
Figure 5.13. It is shown more clearly that psychological harm has been experienced on average as a 3.0, so
moderately impactful, and has been experienced very often, by 42.5% of the respondents. The most experienced
harm is physical/digital harm, being experienced by 43.7%, and this category has also been the category with
the second highest impact, scoring a 3.2 on average. The harm type that has the most impact is economic
harm, scoring a 3.45, the frequency of having experienced economic harm is lower than the latter two types



38 CHAPTER 5. RESULTS

discussed, experienced by 33.3% of the respondents. The societal and reputational harm are similar to each
other, as mentioned previously, experienced far less often (24.1% and 20.7% respectively) and the impacts of
these types of harm are the least severe (rated around 2.5).

Figure 5.13: Graph of the average rating awarded to the harm types and the frequency of the harm type

5.1.6 Experience
SRQ 4: Satisfaction with the information and support provision The average satisfaction with the
information provided by KPN is 3.17, which is slightly higher than the average satisfaction with the support
provided, 3.14 (see Figure 5.14). That means that the respondents are moderately satisfied with the support
and information provision. For both aspects, the ratings are relatively equally spread out over the five possible
ratings. With the moderate rating (3) being the most popular for both aspects (28.7% for information provision
and 25.3% for support provision).

Figure 5.14: Chart of the frequency of the ratings provided on the information and support provision by KPN

Elaborations The elaborations the respondents provided on the previous question (i.e. rating the satisfac-
tion with the information and support provision), have been categorised as either positive, neutral or negative,
as seen in Figure 5.15. The answers are relatively evenly spread over the three categories with a slight skew
towards the positive as is expected with the ratings being relatively evenly spread too and the average being just
above 3 for both categories. According to 13 different respondents (14.9%) the notification is said to be clear
and according to 10 respondents (11.5%) the help was quick, with two other respondents (2.3%) submitting
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some answer close to the latter two but not exactly the same. Interestingly, 10 respondents (11.5%) have not
remediated the issue themselves and further two respondents (2.3%) mentioned that neither KPN nor their
notification was needed. 10 more respondents (11.5%) have said that the remediation was not performed by
themselves, however no further elaboration to those answers was given. Slowness and timing has been answered
most frequently as a negative elaboration, either with KPN being slow to block the phone (5.7%) and also being
slow to unblock the phone (1.1%), or KPN taking long before clarifying the issue (2.3%), or having to wait till
the next day to get in contact due to business hours (1.1%). Remarkably, one respondent (1.1%) has stated
to have been misled by KPN that nothing was wrong, even though an infection has been detected on that IP-
address. Furthermore, one respondent (1.1%) has lost their data due to the KPN store employee not informing
the respondent correctly of the implications of performing a factory reset. Also surprisingly, one respondent
(1.1%) finds the measures to be too rigorous. The remaining two negative responses (2.3%), understandably,
are about having to pay for the phone bill. 66 answers have been given, meaning that 21 respondents (24.1%)
have not answered this question.

Figure 5.15: The categorised elaborations respondents gave regarding their satisfaction ratings

SRQ 4: Changed phone interaction For the last question posed in the survey, respondents have answered
that the majority (62.1%) has changed their interaction with their phone because of the infection, as seen
in Figure 5.16. This means 37.9% of respondents have not changed how they interact with their phone. The
elaborations respondents gave on how their interaction has changed, vary from a very broad and all-encompassing
answer like "More careful" (most frequent, 27.6% ), to a more specific answer of "Not clicking on (email) message
from unknown sender" (25.3%). Of the latter answer, 10% stated specifically to not clicking on email messages
which is not effective in preventing smishing-based malware and most likely the result of being misinformed
or drawing incorrect conclusions. Other precautions that respondents have taken following the infection are
installing anti-virus software (2.3%), being more careful with installing applications (2.3%), buying a new phone
(1.1%), not using financial applications anymore (1 response; 1.1%), and only answering the phone if it is a
known number (1.1%). The latter measure is unrelated to Flubot malware, meaning that here too a respondent
has been either wrongly informed of the cause or has drawn an incorrect conclusion of what could have been the
cause. It is possible that the respondent is mixing up Flubot with other malware they might have experienced,
or assume to be the point of discussion. One respondent (1.1%) abstained from giving an elaboration.
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Figure 5.16: The elaborations respondents gave on how their interaction with their phone changed

5.1.7 Correlations

The survey included different types of questions, the answers provided have been converted to three types of
variables for descriptive statistics, namely nominal, ordinal and scale variables. For further analysis, ordinal
and scale variables are used to determine whether significant correlation coefficients exist in the sample, as an
indication for the larger population. The ordinal and scale variables that have been included for this analysis are
shown in Appendix I. Spearman’s Rank-Order correlation has been performed on these variables. The analysis
shows some significant correlations, as seen in Figures 5.17 5.18. The most statistically significant correlations
are (correlation is significant at the 0.01 level (2-tailed)):

• 1. Demo_SkillLevelSmartphone and 4_SatisfactionInformationProvision: a correlation of 0.324 and a
2-tailed significance of 0.002 with a N of 87. This means that a higher perceived skill level of smartphone
usage and remediation correlates to a higher satisfaction experienced by the information provided by KPN
in the context of the Flubot infection, and vice versa.

• 2. 1_AverageWeeklySMS and 1_LikelihoodClickingUnknownSender: a correlation of .402 and a 2-tailed
significance of 0.000 with a N of 87. This means that a higher average weekly number of texts received
correlates to a higher likelihood of a respondent clicking on a text from an unknown sender.

• 3. 1_LikelihoodClickingUnknownSender and 3_HarmReputational: a correlation of 0.444 and a 2-tailed
significance of 0.002 with a N of 48. This means that a higher likelihood of clicking on a text from an
unknown sender correlates to the reputational harm being experienced by Flubot as more impactful, and
vice versa.

• 4. 3_HarmEconomic and 3_HarmReputational: a correlation of 0.434 and a 2-tailed significance of 0.002
with a N of 48. This means that a more impactful reputational harm experienced by Flubot correlates to
a more impactful economic harm experienced by Flubot, and vice versa.

• 5. 3_HarmEconomic and 3_HarmSocietal: a correlation of 0.492 and a 2-tailed significance of 0.000 with
a N of 48. This means that a more impactful societal harm experienced by Flubot correlates to a more
impactful economic harm experienced by Flubot, and vice versa.

• 6. 3_HarmPsychological and 3_HarmReputational: a correlation of 0.517 and a 2-tailed significance
of 0.000 with a N of 48. This means that a more impactful reputational harm experienced by Flubot
correlates to a more impactful psychological harm experienced by Flubot, and vice versa.

• 7. 3_HarmPsychological and 3_HarmSocietal: a correlation of 0.538 and a 2-tailed significance of 0.000
with a N of 48. This means that a more impactful societal harm experienced by Flubot correlates to a
more impactful psychological harm experienced by Flubot, and vice versa.
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• 8. 3_HarmReputational and 3_HarmSocietal: a correlation of 0.879 and a 2-tailed significance of 0.000
with a N of 48. This means that a more impactful societal harm experienced by Flubot correlates to a
more impactful reputational harm experienced by Flubot, and vice versa.

• 9. 4_SatisfactionInformationProvision and 4_SatisfactionSupport: a correlation of 0.620 and a 2-tailed
significance of 0.002 with a N of 87. This means that a higher satisfaction experienced by the support
provided by KPN correlates to a higher satisfaction experienced by the information provided by KPN in
the context of the Flubot infection, and vice versa.

Figure 5.17: Correlations found in the survey results, of a 2-tailed significance of 0.01 and less

The less statistically significant correlations are (correlation is significant at the 0.05 level (2-tailed)):

• 10. Demo_SkillLevelSmartphone and 4_SatisfactionSupport: a correlation of 0.221 and a 2-tailed signif-
icance of 0.040 with a N of 87. This means that a higher perceived skill level of smartphone usage and
remediation correlates to a higher satisfaction experienced by the support provided by KPN in the context
of the Flubot infection, and vice versa.

• 11. 1_LikelihoodClickingUnknownSender and 3_HarmPsychological: a correlation of 0.348 and a 2-tailed
significance of 0.015 with a N of 48. This means that a higher likelihood of clicking on a text from an
unknown sender correlates to the psychological harm being experienced by Flubot as more impactful, and
vice versa.

• 12. 1_LikelihoodClickingUnknownSender and 3_HarmSocietal: a correlation of 0.299 and a 2-tailed
significance of 0.039 with a N of 48. This means that a higher likelihood of clicking on a text from an
unknown sender correlates to the societal harm being experienced by Flubot as more impactful, and vice
versa.

• 13. 3_HarmEconomic and 3_HarmPsychological: a correlation of 0.341 and a 2-tailed significance of
0.018 with a N of 48. This means that a more impactful psychological harm experienced by Flubot
correlates to a more impactful economic harm experienced by Flubot, and vice versa.
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Figure 5.18: Correlations found in the survey results, of a 2-tailed significance between 0.01 and 0.05

5.2 Target group 3: Interviews

The interview that was performed, recorded, transcribed and anonymised (see Appendix H), with a single target
group 3 subject provides answers that are in line with the results of the survey.

The takeaways from the interview are that:

• the subject did not use the email address that was provided to KPN anymore and was using a newer one
for some time already;

• therefore the subject had not read the warnings about Flubot.

• given that a notification would have been received, the data subject claimed that they would have been
likely to have taken action..

Descriptive statistics on active cases The KPN broadband connection of the interviewed data subject
reported six different cases. A new case was created, for the same KPN IP, every time a connection has not been
detected between a KPN IP and an infected C&C for a fixed number of days. Whereafter, the Flubot infection
was detected again. This happened six times in total on this IP address. The event counters (i.e. the number of
times a Flubot connection was detected on separate days on the same IP address of the KPN broadband connec-
tion, before a new case was started), starting from November 2021 till the 22nd of June 2022, totalled 126 times.

The 14 remaining active cases or customers have logged long infections too. The most recent infections
detected on these IP-addresses are from February 2022 but the oldest are from August 2021. The average
infection length, assuming it is a single infection for all these cases, is 7.6 months for these customers. The
number of times the infections have been registered, ranges per IP-address from 40 times to 156 times, and
is registered 103.6 times per IP-address on average. The detections have been spread out over a number of
periods, ranging from 2 to 15 periods. The results are shown in Appendix J.

5.3 Desk research

5.3.1 End-user remediation advice

There is only one full measure to completely remediate a smishing-based malware, namely, factory resetting the
mobile device. Flubot is notoriously hard to detect for end-users. If the end-user is not warned by a telecom
provider, for example, it is up to the end-user to determine a Flubot infection. It is likely that the end-user is
faced with the consequences of such an infection, e.g. by receiving an increased phone bill or seeing unwanted
transactions. If the end-user detects something to be amiss on their phone and, somehow, suspects it to be
caused by Flubot, it is still hard to determine whether a Flubot infection has actually occurred. The remedi-
ation advice is not of much use when it comes to determining whether a smartphone is infected, most of the
accessible articles on Flubot do not mention anything about how to determine an infection, including KPN’s
notification and additional support web page [62, 82, 103, 106].

Europol and the Dutch Police do mention the same message regarding how to detect a Flubot infection,
namely: "There are two ways to tell whether an app may be malware: if you tap an app, and it doesn’t open
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or if you try to uninstall an app, and are instead shown an error message" [30, 76]. Unfortunately, these in-
structions are still vague and imply that if an application does not open, it may be malware, and not just an
application that has not been updated or just simply does not work anymore, which is not unheard of. Only
if the end-user starts looking specifically for ways to determining whether their smartphone is infected with
Flubot, it is possible to find more concrete instructions. The most concrete guideline the end-user might find
online is to "Check to see if your phone has a Voicemail application with a blue cassette in a yellow envelope as
its logo. Also check for delivery service apps, like FedEx or DHL" [16, 44]. Many search results from Google,
regarding "How to determine Flubot infection", do not mention actionable steps to take, only what to do if an
infection has occurred [30, 34, 62, 76].

Once an infection has been established, it is important to prevent further harm. A bandage to stop some
of the bleeding is preventing the phone from connecting to the internet completely to prevent any data having
been captured by the malware to be shared. It is crucial to not use any applications with sensitive information,
especially financial apps or web pages where sensitive information is filled in or saved. Keylogging and screen
grabbing (i.e. the malware being able to see and log everything happening at that exact moment) might still
happen, and share all that information once an internet connection is made. Then there is the sending of SMS
texts, disconnecting from the internet will not prevent SMS texts from being sent or being captured by the
software. However, it will prevent further contact lists from being accessed through the infected C&C servers,
so no new numbers will be added to the list of numbers being sent a SMS, including malicious links. Flight
or safe mode, where a smartphone has no connection to the internet or any other wireless connection, is the
only solution for an end-user to completely prevent any further harm, if important (financial) data has not been
stolen already. By placing this larger bandage, i.e. turning flight or safe mode on, the end-user is given the
opportunity to find and perform the best remedy for the infection, i.e. performing a complete factory reset.

After the reset, it is important for the end-user to load the latest back-up of the phone, before the infection.
The next step in some of the advice is to change passwords for accounts and services used from the expected
beginning of the infection or, to be safe, all the crucial applications [106]. Except for the harm already having
been inflicted on the end-user, before performing the factory reset, the end-user might lose additional data
which had not been backed-up in the chosen back-up version. This is an issue the end-user should be informed
of, when being notified of the infection and the needed remedy. Looking on the internet, similar remedies are
given. To cater to the needs of end-users not wanting to lose any recently stored or gathered data, it is often
recommended to perform a back-up of the data that the end-user would like to keep (see Figure A.2). Making a
back-up of the data can be done safely if the phone is not connected to the internet. However, keeping the phone
unconnected and ideally in flight or safe mode, is rarely mentioned. KPN does mention this on the KPN site,
once you have clicked on the link in the notification mail. Unfortunately, the notification mail itself does not
mention this side note [82]. This means that if the end-user follows the instructions of the notification mail, the
malware is screen grabbing everything that the end-user is doing on that phone and, potentially, sending more
SMS texts, putting others in danger and racking up a bill for texting, whilst the end-user is making, or planning
to make, a back-up of all the data expected to be lost in the factory reset. An end-user should be informed
of the available options and remedies, for them to make an informed decision and to not feel misdirected or
misinformed afterwards. Time is needed for an end-user to make an informed decision, i.e. by putting the
phone in flight mode. Currently, most advice is directed towards performing the factory reset (see [30, 76, 103,
106]). The advice often addresses the issue of having to back-up pictures and other data you might lose in the
factory reset A.1 [62]. However, this leaves the end-user exposed to further harm and others are potentially put
in danger of getting infected as long as that infected device is not quarantined.

Because the end-user is (completely) unaware of the potential harm that is being inflicted due to the nature
of the malware, it is hard and, in some cases, nearly impossible for the victim to determine at what moment the
harm was inflicted. This leads to the perception that the harm was ongoing, even after the factory reset, giving
the victim a wrong impression that the remediation did not work or the telecom provider being too late with their
measures, in some cases regarding the request of victims to telecom providers to block their phone to prevent
further harm, see Figure 5.15. Unfortunately, the applications of the telecom providers that show the outgoing
phone calls and phone bill are often delayed, making it very confusing for the victim. Furthermore, when it
comes down to harm inflicted on others, there is absolutely no way for a victim to see how (many) others have
been impacted. Only one information source on the internet, which is accessible for victims, mentions anything
about the possible further spread and suggest warning others [106]. Currently, most advice is directed towards
performing the factory reset and sometimes includes information about the need for saving pictures or other
data that might get lost, by backing it up. Only when looking specifically for flight or safe mode inside the
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search term, advice on putting the Android smartphone in flight or safe mode whilst backing the data up and
performing the needed factory reset, will be shown. It cannot be expected of victims, who have been informed
that their Android device has been infected, to include such specific terms in their search. Especially, when
the victim is already surprised by or wary of the warning as there is almost no way of determining whether the
device is actually infected.

5.3.2 Flubot evolution

At the start of conceptualizing and scoping the research, an understanding was established of Flubot being under
control, specifically for KPN. The number of IP-CC cases were going down and the SMS auto blocks detected
and disconnected less and less phones [52, 99]. Based on these assumptions, the research was originally designed
to survey older and current infections, sampled by both SMS auto block and IP-CC connection cases, which at
the beginning of the research were assumed to have accounted for 200+ new cases per week. However, during
the research period more accurate numbers were given by KPN, weekly 10-20 IP-CC cases and 30-50 SMS auto
block cases. The misconception of Flubot being under control was due to Flubot evolving significantly, as does
most of the newest malware and technology, and at the end of May 2022 it was taken down by an international
cooperation between cyber police units. This had effects on the approach and execution of the research. It led
to a search for answers, as the global cases trend did not correspond with KPN’s trend. The NCSC, the Dutch
National Cyber Security Center, had a similar perception to that of KPN, that after the end of 2021 Flubot
had not been the threat it used to be, and degraded the threat to a lower level [64].

The evolution of Flubot, elaborated in Chapter 2, provided an insight into the development and improve-
ment of the aforementioned malware [68, 70]. However, when looking at the measures taken against Flubot,
specifically inside KPN, it became clear that measures had not been improving at the same rate as the malware,
nor was it even known to all relevant departments and bodies that the malware had improved so much. It
was not known, before, that the newer versions of Flubot made use of DNS-Tunneling-over-HTTPS, essentially
circumventing DNS blocklists. Coincidentally, the NCSC had stopped updating their DNS blocklists as of the
end of 2021. The NCSC reported that the reason for not updating the DNS blocklists is because the threat-level
of that malware had been lowered and it was therefore no longer necessary to update the DNS blocklists, not
that the measure had become ineffective [64]. The NCSC based their threat-level assessment purely on the
number of cases that had been detected. Luckily for the NCSC, the newer Flubot versions would not have been
slowed down with DNS blocklists, so the impact of the decision to stop updating DNS blocklists only made it
easier for older Flubot versions to roam free. The older versions were soon to be overtaken by the newer versions
anyway.

The measure used by KPN to auto block phone numbers once a SMS threshold has been reached, was a
very effective way of flagging and limiting the impact of Flubot. It was in KPN’s best interest to curb the
SMS traffic as most customers have an unlimited SMS bundle, meaning that the customers (i.e. victims) do
not incur directly for the costs made by Flubot infections, but KPN does, unless the customer has a limited
SMS bundle in their subscription. By stopping infected phones from sending more texts, KPN’s financial costs
are limited. Unfortunately for KPN and end-users, data has shown that Flubot also adapted to these lim-
its and started sending less texts daily through infected phones, to numbers much harder to distinguish from
reasonable usage, especially with the newer versions [52]. This means that cases of older Flubot versions are
easily stopped but the newer versions are harder to detect and, consequently, to stop. This created a situa-
tion where it was hard to estimate how many Flubot infections there were and how urgent it was to curb Flubot.

The second measure employed by KPN (i.e. the IP-CC connection) has been used the longest and has been
successful too. The issue with this method is that the notification states that the customer has to figure out
which Android device is infected, without any additional information on how to figure that out. At the end of
email, there is a link included for additional information and likely to be used by victims that do not know which
device to remediate, however the site that the end-user is redirected to contains hardly any information on how
to pinpoint which phone to remediate. This makes remediation very hard in households with multiple Android
phones. It should be noted that it can be considered counterintuitive for a victim to click on a link in an unex-
pected notification, clicking on an unknown link is the cause of the infection, especially as the client is unlikely
to experience anything directly from Flubot in the earlier stages. And even if the factory reset was successful
for the correct phone, because of the lack of direct feedback, customers might end up resetting other Android
devices afterwards unnecessarily. On the other hand, because there is no direct feedback, some end-users might
perform the factory reset on the incorrect phone, leaving the infected phone untouched and assuming every-
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thing is safe again, until a new notification pops up three or more days later. As long as the infection keeps
getting detected by Shadowserver on that IP-address, the customer will receive email notifications every third
day. A design flaw of this means of informing someone is that, as has been corroborated by the only interview
performed, the email address connected to a broadband connection might not be the email the customer uses reg-
ularly. This means that the customer might not see any of the notifications and remain unaware of the infection.

The updated versions of Flubot (i.e. 4.9 and newer were detected and registered from October 2021 till
the end of Flubot), as mentioned in Chapter 2, are capable of changing the domain name generator remotely,
using a wider variety of domain names, and making use of DNS-tunneling-over-HTTPS. This means that the
newer versions are able to circumvent the IP-CC connection, i.e. from October 2021 the growing share of newer
versions was not detectable by their IP-CC connection. The infections with the newer versions might only have
been detected by the SMS auto block, which too became less effective after some time. In figure 5.19 it is shown
when the number of cases started to be considered low, a few months after Flubot 4.9 was registered for the first
time. In November 2021 older versions of Flubot were the majority of cases, which is confirmed by Bitsight’s
finding that by January 17.6% of cases were of Flubot 4.9 or newer, and that explains why there was still a
peak in November of Flubot cases [96].

Figure 5.19: The timeline of Flubot supplemented with measures and key aspects of Flubot and its remediation
([89])

The SMS auto block measure had encountered two more peaks in 2022, whilst there was no IP-CC peak
anymore. This confirms the finding that the newer versions of Flubot were able to circumvent IP-CC detec-
tion by Shadowserver, however, the infections were still caught by SMS auto block. Up till the end (i.e. May
2022), there were far more SMS auto block cases registered than IP-CC cases, which had not been clearly com-
municated between the relevant departments within KPN, this explains why it was unknown that the IP-CC
detection method was outdated and only catching a sliver of the larger pool of infections [52].
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Understandably, the urgency to fight Flubot had decreased for both government and KPN as the detected
cases had decreased over time. Not coincidentally, the decision of the NCSC to stop updating DNS blocklists as
a result of their decision to downgrade the threat-level of Flubot, was based on fewer Flubot cases by December,
when newer variants started appearing more and the older variants were detected and, presumably, stopped
by the measures employed. The effectiveness of the measures used against Flubot, up to 2022, should not be
underestimated, as the peaks in both SMS auto block and IP-CC cases did only last for a few weeks at a time.
The SMS auto block measure was useful for much longer even.

5.3.3 Limitation of current detection methods
With the current measures in place, only older versions of Flubot are caught and remediated. This means that
there is no clear picture of the total number of cases there were in the Netherlands. Because of the Flubot net-
work having been taken down by the international police collaboration, the spreading of the virus has stopped
and only infections before the take-down might stay around for some time. However, because there is no sight on
the newer versions of Flubot, there is no clear picture of how many remaining infections have been remediated
and how many there are still lingering.

J-CAT (Joint Cybercrime Action Taskforce) It is a global (mostly European) task force that includes
cybercrime departments from a range of countries, has only existed since 2014 and performed 118 operational
actions till 2021 [29]. This task force focuses on the "key cybercrime threats and targets by facilitating the joint
identification, prioritisation, preparation, initiation and execution of cross-border investigations and operations
by its partners" and "J-CAT chooses and prioritises which cases to pursue based, among other things, on
proposals from the country liaison officers" [29]. For this task force to target Flubot, the threat of the malware
must have been considered dangerously high, as the relatively small list of operational actions are directed
towards severe crimes and people responsible for them, such as dark web platforms, child trafficking rings
and dangerous hacker groups responsible for large ransomware attacks. This means that the decision, to
comprehensively tackle Flubot, was made before the end of 2021, when Flubot had shown its effectiveness (i.e.
the large number of cases), or that the decision was made after 2021 and that it was known inside the cyber
police departments, and potentially other governmental agencies, that Flubot was posing an significant threat,
even though the registered number of cases went down in the beginning of 2022 in the Netherlands and the
threat level had been lowered by the Dutch National Cyber Security Center [64]. The latter possibility implies
that it was known that the detection and remediation methods in place were insufficient. However, because
no stakeholder, including the J-CAT and the NCSC, was able to confirm this, it is hard to prove that it was
known or suspected inside the J-CAT and other governmental organisations that the detection and remediation
methods either were or were expected to be insufficient to curb Flubot.

5.4 Fogg Behavior Model applied to end-user remediation
Even though the Flubot network has been taken down, which means that the malware has stopped spreading
and that infected devices do not harm the end-user actively anymore, it does not mean that it has no impact on
the device. There is a chance that the malware keeps turning the battery save mode off, as is one of the func-
tions of Flubot, essentially draining the phone unnecessarily, lowering the lifetime of the phone. Furthermore,
Fox-IT confirmed in their blog the suspicion raised, that it is possible for the Flubot network to be restarted
from a different hosting service, making use of the already contaminated devices [89]. Therefore, it is crucial to
incentivise the owners of currently infected devices to remediate the infection before these devices can be used
to give Flubot a boost if it reappears. Convincing end-users to reset their device to factory settings now that
the effects of the dormant malware are essentially unnoticeable is much harder, unfortunately.

The Fogg Behavior Model is applied to the situation an end-user finds himself in when notified of a Flubot
infection by KPN(and their dormant infections), i.e. the more an end-user is motivated to remediate a dormant
infection and the easier it is to remediate an infection, the more likely the end-user is to change their behaviour
and perform the remediation when a trigger occurs (e.g. being informed by KPN of a Flubot infection). The
criteria for behaviour change, including the underlying aspects are shown in Figure 5.20. It is important to
not overestimate the possibility for behaviour change. It is commonly assumed that the right phrasing with
the right examples could always trigger a person to change their behaviour, which is an overestimation of what
triggers can do, according to research performed by Herley [40]. That assumption is based on the fact that
people make an incorrect cost-benefit analysis of their situation and are ill-informed. However, Herley has found
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that end-users tend to make very rational decisions, given their perception and position. This should be kept
in mind when discussing any external or intrinsic motivators of end-users and the possibility to change any
behaviour.

5.4.1 Motivation
In general, the motivation to remediate an infection depends on the person, whether the end-user takes cyber
threats seriously or not, which is influenced by whether the end-user has been impacted negatively by a cyber
threat before. Experienced pains tend to have a strong impact, stronger than the same experienced pleasure (i.e.
losing 100 dollars has a stronger impact than winning 100 dollars), pain is the first of three drivers of motivation
as seen in Figure 5.20. The motivation needed to incite behaviour change can be increased by raising cyber
threat awareness or by informing end-users of the impacts and risks of smishing-based malware for example,
once a prompt (i.e. a warning or notification of being infected) occurs [48, 102]. These tactics are used to play
into the end-user’s fear, the second driver of motivation.

Furthermore, the social rejection that can happen after spreading the Flubot virus, e.g. by others sending
back texts to the infected victims, is the last driver of motivation. By informing the end-user of possible social
rejection that can result from being slow to remediate an infection or getting infected in the first place, the end-
user might start fearing the social rejection too, increasing the motivation to do something about the infection,
if there is an infection [102].

"Social motivations (i.e., motivations driven by values or wanting to help/please others) are much stronger
and longer lasting than instrumental motivations (i.e., motivations related towards gaining material reward or
avoiding material cost)" according to Herley [31, 40]. This makes social acceptance, the opposite of social rejec-
tion, and pleasure, the opposite of fear, more valuable and effective aspects to focus on when trying to motivate
an end-user in remediating an infection or even behaving more securely. Furthermore, social motivators tend to
work better when secure online behaviour is observable [25, 31]. This means that when secure behaviour can be
seen by peers, it helps to motivate secure behaviour. Das et al. came to a similar conclusion, that social triggers
leading to a user’s behaviour change or already secure behaviour, in general, make it four times as likely that
the end-user will share that with others [24].

Another finding by Das et al. was that people with low security behaviour intention, i.e. "the intention
to behave in a manner consistent with expert-recommended security and privacy advice", are much more
susceptible to security and privacy behaviour change, than people with high security behaviour intention [24].
Combining these latter findings, it means that people that are not or less invested and motivated in behaving
securely, i.e. following expert recommendations, are especially susceptible for social triggers.

5.4.2 Ability
Ability is about simplification through six aspects, as seen in Figure 5.20, namely: time, money, (physical or
mental) effort, brain cycles, social deviance and routine. Remediation generally does not cost money, unless
you pay someone else to perform the remediation. The ability to remediate comes mostly down to effort, time
and possibly brain cycles needed to figure out what to do. In a rare instance money is the obstacle to remediate
the infection, as shown by the survey (see Figure 5.9).

5.4.3 Prompt/trigger
As seen in Figure 2.5, prompts or triggers only work once the activation threshold has been crossed. The
prompts are perceived as annoying or distracting if the motivation is too low, even if the ability is high. If
the ability is too low, even with a high motivation, the prompts are perceived as frustrating [32]. Therefore,
to enact or to stimulate end-users to remediate a smishing-based malware infection it is important to keep the
remediation as simple as possible (i.e. high ability), the motivation high enough; and the trigger should be
timed once these latter two aspects have been met. Otherwise, warnings (or other prompts) could be seen as
annoying or even frustrating. This might lead to end-users becoming more hesitant to read and follow other
warnings, impacting warnings and remediation processes for other security issues too.

In the case of Flubot and similar smishing-based malware infections, a typical prompt is the email notification
a victim receives that would inform the victim of having an infected device as a result of Shadowserver tracking
a connection that was made with an infected C&C server (see the notification in Figure A). In the case of KPN,
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another prompt would be getting a notification that the cellular connection is blocked in combination with the
cellular service stopping to work as a consequence of an unusually high amount of SMS texts being sent, i.e.
the SMS auto block notification. A more indirect prompt is finding out, either by being informed (e.g. by other
end-users having received a malicious SMS from the infected phone) or by noticing it themselves (e.g. that the
phone bill has skyrocketed for no apparent reason). Depending on the timing, a general warning sent out by
government institutions or telecom providers, could be a prompt too. Such a warning only triggers behaviour
change when a smartphone user has an infection and realizes they may have clicked on a malicious link, or when
a warning might lead to the end-user becoming more careful with opening SMS texts, including the link.

Figure 5.20: The criteria, including underlying principles that lead to behaviour change, according to the Fogg
Behavior Model [102]

5.4.4 For prevention
The Fogg Behavior Model could also be applied in the context of prevention, in this case to prevent an end-user
from clicking on a malicious link or to prevent the malicious malware from being downloaded [32]. By making
downloading an external application very hard, an end-user would only succeed with sufficiently high motivation
and it being not hard enough, which is unlikely. Measures could be applied to allow certain prompts (i.e. SMS
texts) to be shown only when it is known that there is low motivation or the steps are made very hard for an
end-user. In that scenario the end-user is not refused any texts, letting the end-user decide for himself whether
to click on or download anything. Instead of having a measure that makes a decision for the end-user, running
the risk of blocking non-malicious texts, applications or links.

Das et al. have found that people with high security behaviour intention, are more likely to follow proactive
security and privacy behaviours [24]. This means that the preventive usage of the Fogg Behavior Model applies
better to the more securely behaving end-users.

The application of the Fogg Behavior Model regarding the remediation and preventive steps is shown in
Figure 5.21, the three target groups including their reactive and preventive measures are also shown in the Fogg
Behavior activation graph in Figure 5.22.

Figure 5.21: Fogg Behavior Model applied to three end-user target groups

The survey including the correlations between different aspects, the interview including the descriptive statis-
tics of the remaining cases, the desk research and the application of the Fogg Behavior Model provide insights
and results are to be put in the appropriate context. This makes it possible to understand how applicable the
results are and what they actually mean, which is discussed in the next chapter.
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Figure 5.22: Three target groups of Fig 5.21 applied in the activation graph



Chapter 6

Discussion

The results and findings found and provided in the last chapter, are discussed in this chapter in their appro-
priate context and supplemented with or contradicted with relevant (academic) findings. The characteristics
of the sample and the answers provided are compared to other research and used to check how representative
the sample is. The division of the different subchapters is based on the correlations found in the previous chapter.

One of the reasons smishing-based malware is such a big threat, is because SMS is a trusted means of
communication, as email used to be in the earlier days [43]. This vulnerability in trust has been exploited in
email phishing and after years of receiving spam and phishing, in combination with notifications about getting
phished, the sentiment towards email has changed completely. The average success rate of email phishing
campaigns was as low as 1% by 2018, compared to the significantly higher success rate of smishing campaigns
(tens of times higher) [43]. This can partly be attributed to the filters that have been employed to filter out
phishing and spam mail, which has lessened the impact of phishing. If the success of smishing-based malware
will go through a similar evolution, it will likely mean that people will be impacted badly as SMS texts still seem
trustworthy, leading to the decline of the trustworthiness of SMS, if enough people will be impacted negatively
and enough coverage will be given on this topic, a natural breaking mechanism of sorts. However, with the
knowledge of phishing and the harm smishing-based malware can inflict, it is better to prevent such a cycle, or
at least the harm that comes with a large number of smishing-based malware infections.

6.1 Notification

Notifying consumers and end-users through email has been proven to be effective in studies, inside KPN it has
not been studied, but as the measure has worked well in limiting Flubot peaks before November 2021, it can
be assumed it works well in general [95]. Stock et al. concluded that a notification system based on email has
technical (i.e. the email getting flagged as spam) and non-technical drawbacks (i.e. the receiver distrusting
the email), logically, KPN has experienced some of these issues. Notifications, especially warnings of infections,
tend to not be trusted and, therefore, judged to be spam by the end-users themselves. Rodriguez et al. and
Stock et al. found that distrust negatively impacts the end-users in triggering them to act on notifications
including a warning or security issue [86, 95]. Not trusting a notification can partly be explained because of the
unexpected timing of the warning. Flubot is a notoriously hard to detect type of malware as it does not show
anything suspicious. The only ways of noticing is through an increased phone bill or sudden transactions, the
phone being blocked, random SMS texts from other victims that your phone has forwarded malicious texts to
or, incidentally, a notification from the telecom provider. Therefore, it is unlikely a phone user notices any of
these aspects and most likely does not expect a notification about an infection and that influences the judgment
to judge the notification to be spam. Wash et al. concluded that the unexpected timing of a notification is a
key aspect for considering an email to be fishing, i.e. not taking the notification serious [107]. Given the Fogg
Behavior Model, if a notification is considered spam then it will not function as a prompt for behaviour change
for remediation.

Furthermore, of the 1684 victims contacted for the survey, 43 resulted in a no-reply. This means that 2.5% of
the victims have by now a non-functioning email for contact information. Depending on how generalizable this is
for the whole customer base of KPN, this would add up to a significant number of customers being unreachable
through email. Furthermore, as the one interview has shown and if that interview can be considered indicative,
there is also a portion of customers that have an outdated email, which is not unlikely as Return Path’s report
has shown that 9% of email addresses are completely unused [111]. Radicati’s report in 2018 has shown that the
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average user has 1.8 personal email accounts, combined with Return Path’s finding that secondary accounts are
14 times less likely to lead to responses than primary accounts, meaning that if end-users provide a secondary
email-address as contact information it is highly unlikely that the email notification is going to be read, and even
less likely that the victim remediates the infection [80]. These outdated and/or secondary email addresses lower
the effectiveness of the IP-CC notification system used to curb the spread of Flubot. The findings of the survey,
see Figure 5.9, further confirm that even though the same email address was used both initially for informing
the end-users and later for requesting to participate in the survey, 11 respondents (12.6% of the sample) gave
being "unaware" of an infection as answer on the question why the infection had not been remediated. It is
unlikely these respondents have been notified often as that would mean that it would have been very unlikely
that they would have seen the survey request.

It can be assumed that between 65.7% and 50.6% of the respondents have become aware of the infection
through the notification. The higher percentage is based on the fact that 23 respondents have stated to have
experienced the harm after being notified, meaning that the notification was the first thing that made them
aware of the infection. The difference between number of remediations and number of respondents having
experienced harm is 21, i.e. the respondents that had been notified but did not experience harm, can be added
to the 23 prior respondents, totalling 41 respondents. Then, assuming only respondents that remediated the
infection had an infection, that leads to a group of 44 respondents out of 67, i.e. 65.7%. The lower percentage
is based on the assumption that all respondents at some point had an infection, even if no remediation took
place, leading to a group of 44 respondents out of the total 87 respondents, i.e. 50.6%.

Another finding is that it is very unlikely that a respondent will answer to the survey if the respondent has
received more than two notifications about Flubot, as discussed in subchapter 2.4. Of the 152 surveys sent out
to victims (Group 2) that received three or more notifications, none responded. The group (Group 1) of victims
that only received one or two notifications responded more often with 88 times out of 1.532 surveys (5.7%).
Putting this finding in a different context: that if an end-user has not remediated after two notifications, it might
be very unlikely that the respondent will remediate at all. Rodriguez et al. had a similar finding that "many
participants acted on or close to the first notification they received" [86], however the findings in this research
are more extreme where no one responded if notifications had been sent previously at least three times. By
determining at what point there is no use in notifying a consumer through email anymore might save resources
and can lead to adaptive or changing notification mediums, to ensure everyone does get notified.

The data subject that participated in the interview had been notified 126 times in a span of 7 months,
which is just higher than the average 103.3 times in 7.6 months for the totalling 14 remaining active cases of
Flubot recorded, as seen in Appendix J. The assumption that respondents are unlikely to remediate after being
notified a handful number of times, would apply to all remaining active cases (recorded on the 22nd of June), as
the lowest amount of notifications (i.e. events in Appendix J) is 40. This would further imply to keep sending
these cases emails would not impact them remediating the infection, and that if remediation is the goal different
means of notifying are needed.

6.2 Age
The sample is relatively old, with only two participants under the age of 40 (see Figure 5.1). It is not unlikely
to find an older sample as older people are more vulnerable and more likely to become cyber victims. When
victimized, older people tend to be impacted more severely, they tend to lose more money compared to younger
victims and find it harder to bounce back as their sources of income are more limited, impacting their health
and well being too [67]. Older people are especially more vulnerable to spam, as they have less knowledge of
security threats and they are more likely to trust those encountered in digital transactions [66]. That trust older
people have more of towards spam could also be the reason for responding relatively more often to the survey,
which, as a possible explanation for the older sample population, should not be ignored.

Paradoxically to being more vulnerable and impacted more heavily, older people are more risk averse as
they think more about the threats, i.e. a higher perception of security threats [66]. An explanation for these
opposite effects is that older people have a lower awareness of being susceptible to threats. This means that they
underestimate how susceptible they are to threats, leading them to take risks that make them more vulnerable
in the end. If older people would have estimated their susceptibility more accurately, such as the general
population, then their risk adverseness would have led them to become less vulnerable to cyber threats and
spam [66]. Wash and Rader had a similar finding, that older people tend to take more protective measures than
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younger people if they are scared, but they generally do not respond well to teaching protective measures as
older people generally do not believe that they are vulnerable [108].

6.3 Profession and perceived skill level
Unlike participants in similar studies, i.e. Rodriguez et al., where on average more technically skilled data
subjects participated [86], this sample is not particularly tech-savvy or invested in cybersecurity or technology
in general. On average the sample considers themselves just a bit more experienced than would be considered
moderate or medium. Kumar et al., found in their study that people that are more familiar with security
measures tend to show more secure behaviour [54], with this sample that would imply that the participants
should engage less in (based on profession) or moderate (based on skill level) security behaviour. Depending on
how accurate the perceived skill levels of the respondents align with the actual skills, which do not necessarily
have to align, according to Forget et al. [33].

Perceived skill level has been shown, through the correlation analysis seen in Figure 5.17 and Figure 5.18,
to have a strong statistically significant correlation with the satisfaction regarding the information provided
(r=0.324, p=0.002) and a less strong and less statistically significant correlation with the satisfaction regarding
the provided support (r=0.221, p=0.040). This implies that rating themselves higher on technical skill is
exhibited in this sample with higher satisfaction scores. It could be that more skilled users need less of the
information and support and therefore are more easily satisfied with the information and support they received.
The reverse would imply that end-users that rate themselves less skilled experience less satisfaction because
they might need more information and support. As both more-skilled and less-skilled get the same information
and the support in general, especially if no additional support is looked for, regardless of the skill level.

6.4 Prior knowledge and cause infection
Prior to this research, around half of the respondents (48.3%) had already heard of Flubot, mostly through the
news (71.4% of respondents that had heard of Flubot), then social media (42.9%), friends (38.1%), the telecom
providers coming fourth and family fifth, as seen in Figure 5.4. However, having heard about Flubot does not
necessarily mean that it is correct what one might have heard, as will be discussed in the next paragraph. It
is unlikely that the telecom provider or the news will inform end-users incorrectly, so the inaccurate mouth-to-
mouth communication (i.e. friends, family) is most-likely the cause of sharing incorrect information between
end-users. Therefore, it is important to reach more end-users when smishing campaigns are running rampant
again.

In the absence of correct information end-users will either fill in the blanks themselves and, often, incorrectly
or have no clue at all. The majority of respondents has either no idea what could have caused the infection
(47.1%) or has a wrong idea (10.3%, including answers: "Hack", "Called back to unknown number" and "Ma-
licious (DHL) email (about parcel)"), as seen in Figure 5.6. This is an alarming number as that implies that a
future infection is likely to happen to these respondents if faced with a similar malicious text again.

Furthermore, timing can influence a subject into judging a notification to be either spam (when unexpected)
or serious (when expected) [107]. The opposite of an end-user not expecting a notification that informs of an
infection and judging the notification to be spam, happens when an end-user does expect a parcel and receives
a text about a parcel, including a link and how to track it, and judges the notification or text to be serious and
not spam. This means that smishing-based campaigns that use parcel texts are more effective and dangerous
in periods (for example before Christmas in most of Europe or during pandemics) and areas where ordering
parcels happens more frequently [92]. The prediction that the global parcel shipping will double from 2020 to
2026 makes only for a more vulnerable population, with current measures and smishing-based malware making
use of parcel texts [27]. At least 11.5% of respondents, that accurately pinpointed that to be the cause of the
infection and specifically mentioned the parcel to be expected, have been tricked into downloading Flubot this
way and it is likely the percentage is higher as some respondents have probably skipped some aspect of their
idea of what the infection caused and 57.4% does either not know what the cause is or has a wrong idea of what
could have caused the infection, see Figure 5.6.

Targeted campaigns A future risk of these campaigns is that smishing-based malware starts adapting cam-
paigns based on the most popular parcel service per country or region. The parcel texts, currently, seem to
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only impersonate DHL and UPS, however regional differences most likely influence the effectiveness as DHL and
UPS are not the biggest parcel services everywhere. Anatsa, a similar smishing-based malware that is currently
active, uses DHL, UPS and DHL impersonations for instance [87]. It might be useful for other popular parcel
services to prepare for smishing-based malware to impersonate its services [92]. Furthermore, as some campaigns
adapted Adobe updates as malicious texts, it is likely that smishing-based campaigns are going to branch out to
impersonate other services, that are likely to be using SMS, as well, such developments would make smishing-
based campaigns harder to detect and to inform end-users on. With previous campaigns, warning users was
relatively easy because of most of the smishing texts impersonating DHL 5.6 [62, 103].

6.5 SMS texts received and likelihood of clicking on a text from an
unknown sender

Intuitively, if end-users receive on average more SMS texts from unknown senders, the likelihood of clicking
on a hidden malicious text is going to be higher, as the receiver is less likely to find receiving a text from an
unknown sender to be odd. This is confirmed through the strong significant correlation (r=0.402, p=0.000),
shown in Figure 5.17. It should be noted that a correlation does not mean causation, and that it could mean
that they are caused by something else but move at the same time. Furthermore, because the smishing-based
malware requires the end-user to download something external after clicking on the link, it does not necessarily
mean that an end-user that receives more texts from unknown senders will get infected, that group does have
to be more wary of such smishing-based malware. A counter argument could be made that when people do
get more texts from unknown senders, by having to make judgment calls on the maliciousness of SMS texts
more often, they might have trained themselves to be better at discerning genuine SMS texts from malicious ones.

Furthermore, a very significant correlation has been found between clicking on a link inside a text from an
unknown sender and reputational harm, and a less significant correlation between clicking and psychological
and societal harm have been found through the correlation analysis, see Figure 5.17 and Figure 5.18. Of the
latter two correlations, the psychological harm has a stronger correlation and significance, meaning that an
increased likelihood of clicking on a link from an unknown sender makes it likely to experience societal harm
(r=0.299), more likely to experience psychological (r=0.348) and the most likely to experience reputational harm
(r=0.444). The reputational correlation is least likely to be caused by chance, as it has the highest significance
(0.000) with the same number of different values, then the psychological correlation (0.015) and then the societal
correlation (0.039). In general these correlations mean that end-users most likely to click on a link from an
unknown sender have experienced more reputational, psychological and societal harm (impacts ranked in that
order), or, the opposite, that end-users least likely to click on a link from an unknown sender have experienced
the least reputational, psychological and societal harm (impacts ranked in that order).

6.6 Suspicion and remediation
40.2% of the respondents suspected something that happened with their smartphone, prior to being notified
and 77% remediated the infection, leaving a difference of 36.8% of respondents that suspected nothing but did
remediate the infection after being notified, regardless of having read the notification. Assuming all suspicions
were sound, as no elaboration given in Figure 5.5 can be deemed completely incorrect, the notification might
have been enough of a trigger for these respondents to remediate the issues. It is possible too for these respon-
dents that they would have remediated the infection anyhow, most likely both apply for these respondents but
based on the questions asked no further detail can be given. Furthermore, of all the respondents that were
notified and did not remediate (23% of the sample), only 11 respondents did not remediate because of not
having read the notification or "unaware" (55% of non-remediated cases) and 2 respondents "did not know how
to" and therefore did not remediate the infection, which implies that either no sense of urgency was felt or no
way of fixing could be thought of, or both. In this case, using the Fogg Behavior Model, it seemed too hard for
the respondents that even with motivation and a prompt no behaviour change was triggered. In such cases, a
notification (i.e. prompt) can seem annoying and distracting (see Figure 2.5). For these two respondents a lack
of urgency might have resulted in not sufficient motivation too, most likely it was a combination of seeming very
hard and not enough motivation to look further or ask someone to remediate the infection. The respondent
that deemed the remediation, or fixing the issue, to be too expensive might have assumed it or been informed
by a third party of potential costs for letting someone else do it for them. This is an unfortunate perception,
as the remediation, in theory, is easy and free. This could have been resolved if the respondent had contacted
KPN Abuse, which was probably not clear enough for the person as the answer seems to suggest that the
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infection would otherwise have been remediated. 2 respondents gave an "unused phone" as the reason for not
remediating, which is a valid argument if nothing of value is on the phone and there is no chance of them being
turned on again, however, it is hard to determine with the given answers how certain the unusability of the
phone is and how exactly that relates to the infection.

The lack of feedback when removing malware has been shown, by Bouwmeester et al., to lead to despair
and uncertainty regarding the success of the remediation [11]. This lack of feedback is an issue for the Flubot
remediation too, as there is no notification or prompt that is shown to end-users when remediating Flubot.
Furthermore, it is also not addressed in the notification taking away some uncertainty, as it could be mentioned
in the notification that if the respondent does not receive any more notifications the remediation has been
conducted successfully. This might be the cause of two respondents answering with "no way of knowing" on
why the respondent did not remediate the infection, assuming it means that the respondent found no way of
determining whether the remediation was successful. However, it could also imply that the respondent found
no way of knowing whether an infection had occurred in the first place. On the other hand, some respondents
might incorrectly have assumed to have remediated the infection, which would lead to more frustration with
KPN due to their informational provision and support, if harm would have been experienced afterwards due to
the infection. This explains some answers (i.e. "no (or very little) support from KPN (even after calling)" and
"took long to get clarification") given regarding the remediation experience, see Figure 5.15.

From the elaborations a perception arises that only three respondents deemed themselves to be unable to
perform a remediation (i.e. found it too hard according to Fogg’s behaviour Model), and two found it not
necessary (i.e. not having enough motivation) given that the phone is not used. All other respondents either
remediated the infection (77.0%), were not aware of the infection and that has stopped them from remediating
(14.9%), had an unusable phone anyway, or the phone was not theirs, when the notification was received. This
implies that the trigger (i.e. the notification), if received and with a functioning phone, did manage to trigger
the respondents into performing the remediation (i.e. behaviour change). This means that the notification does
work, when received.

6.7 Harm

The sample is almost evenly spread between respondents having experienced harm and not having experienced
harm, unlike the expectation of the sample consisting of victims being impacted by harm and therefore wanting
to share their experience. Only respondents having experienced physical/digital and economic harm are skewed
towards the extremes (i.e. the majority rating their harm a four or five out of five, see Figure 5.12). This is
shown in the average ratings, scoring a 3.2 and 3.45, respectfully, with psychological harm averaging very mod-
erately at 3.0. The latter harm type and physical/digital harm have been experienced the most often too, by
42.5% and 43.7% of the respondents, respectively. The elaborations, see Figure 5.11, on the harm experienced
back this up, as most answers are about costs, stress, lost data or discomfort. The most shocking elaborations
are about respondents having received aggressive and even threatening texts and, consequently, feeling unsafe.
This has only happened to victims that were unaware of the infection, and not expecting anything at all. This
might be explained by the fact that if an end-user is aware of the infection, aggressive texts do not impact the
end-user that much or are not memorable because the cause for these texts is clear and such alarming threats
can be neglected, another explanation could be that unaware victims let the malware send out more texts and
are therefore more likely to receive extreme reactions back.

Experienced harm is often a very strong prompt, especially harm with a high impact such as financial loss
or receiving aggressive texts, which is often accompanied with a strong motivation that the victim realises just
then. This leads then to the victims remediating the infection eventually, even if they initially deem the reme-
diation to be too hard, finding some way to perform the remediation. As experienced pains (i.e. losing money
or being threatened) have a very big impact, larger than experienced pleasures.

The expected harm to older people has been shown, according to Nicholson et al., to experience more
gravelly is not shown in the data gained from the survey [67]. No significant correlations have been found
between age and any type of harm. It is possible that the sample is not large enough to find statistically
significant correlations between age, harm types and the severity of the harm experienced. The sample is on
average already relatively old (i.e. averaging 63), with 79 respondents being in between 51 and 81, making
it harder to find a significantly strong correlation than if it were an evenly spread sample starting at 31 and
ending at 81. However, this is not very likely as the correlations found are relatively low with the highest
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correlation being 0.157 with economical harm, and there even being a negative correlation between age and
physical/digital harm, -0.089, and the statistical significance for both correlations being very high, 0.550 and
0.288 respectfully (see Figure I.1). Another possible explanation for the discrepancy between Nicholson et al.
findings and these results is that the elderly might be less aware of any harm [67]. This correlation cannot be
checked, as the question 3_HarmWhen, on whether harm has been experienced and whether it was before or
after being notified, produces nominal variables (i.e. 0, 1 and 2) and not ordinal variables, which are needed
for the analysis of the correlations. Therefore, only the 46 respondents that were aware of having experienced
any harm were included in the ’harm type’ questions and consequently in the correlation analysis of the harm
types.

6.7.1 Types of harm linked

Five correlations have been found, of the statistically most significant correlations between types of harm, as
seen in Figure 5.17. The strongest correlation is between societal and reputational harm, which are also very
close to each other when looking at the scores given (see Figure 5.12), including the average scores (see Figure
5.13). This strong correlation can be explained by the similar definitions used for reputational harm (i.e. "harm
pertaining to the general opinion held about an entity"); and social and societal harm ("i.e., a capture of harms
that may result in a societal context or society more broadly") as phrased by Agrafiotis et al. and used in this
research too [1]. Both Reputational and Societal harm are correlated with Psychological and Economic harm,
all with similar correlations around the 0.5, which are all strong correlations. This implies that a victim that
experiences either economic or psychological harm, is very likely to also experience reputational and societal
harm, and vice versa.

Even so, the correlation between psychological and economical harm itself is less strong and less statistically
significant, albeit still statistically significant (p= 0.341, r=0.018, see Figure 5.18). This in combination with
the occurrence of psychological and economical harm implies that if harm is experienced it is likely to have been
either economical, psychological or physical/data harm, and when it is economical or psychological harm, it is
also likely to experience reputational and societal harm. These implications make it possible to create more
targeted indirect detection systems for smishing-based malware and warning systems that, once one of these
harm types have been established by and for a victim, the victim should also watch out for the other types of
harm, as mentioned previously.

6.8 Satisfaction with the information and support provision

In general the remediation advice provided in the notification has been experienced as positive when looking
at the elaborations given (15 respondents said either "easy", "notification was clear" or "mail correspondence
helped", compared to 7 respondents saying either "took long to get clarification" or "no (or very little) sup-
port from KPN (even after calling)", see Figure 5.15). However, when looking at the ratings, the information
provided scored only a moderate 3.14 out of five, which paints a different picture that there is a quite a bit of
room to improve. Both ratings of satisfaction (i.e. information and support provision) are strongly are strongly
correlated (p=0.620) to each other, the correlation is statistically significant. This implies that if a customer
is satisfied with the information provided, then most likely satisfied with the support provided as well, and
vice versa. The ratings for both satisfaction aspects are relatively evenly spread and not really skewed towards
one side, this implies that the sample is not specifically unsatisfied with the remediation process and therefore
is venting their frustrations through this survey, nor the opposite, where the customers are very satisfied and
therefore willing to share their experience.

The abuse team, which is responsible for helping victims once they have been notified and need more
information, is only available during working hours, which one customer has stated to be an issue, meaning
that they had to wait for help, see Figure 5.15. Two others raised a similar issue that it took a long time to
get clarification on the issue that they had been informed about. Looking at the remediation time, 68.7% (46
respondents) of the victims had remediated the infection within two days, of which 47.8% (32 respondents)
on the first day, as seen in Figure 5.10. Assuming that the 67 respondents that did remediate the infection
are the only end-users that actually have had a Flubot infection and the other respondents have only had
an occasional infected device connect to their KPN broadband connection, it is likely that the victims that
experienced some type of harm were the ones that remediated the infection as quickly as possible as they had
more motivation to lessen the harm. This group would account for 68.7% (or 46 of the 67 cases), which accounts
for all quick remediations (68.7%), realistically speaking it is somewhere in between 68.7% and 52.9% (assuming
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all respondents were infected, i.e. 46 out of 87 respondents). Then, as a victim, having to wait a day can seem
very long and frustrating. It is understandable for them to feel frustrated (according to the Fogg Behavior
Model discussed in Chapter 3 and shown in Figure 2.5) if they have been triggered (by a notification of an
infection and some type of harm experienced) and are motivated (to remediate the infection and prevent any
further harm) but are not able to perform the remediation, because they feel like they need help [102]. This
applies especially to the group that experienced the harm after being notified (34.3%, or 23 respondents out
of 67), as for that group it is easier to pinpoint why the harm is experienced and thus more frustrating to be
unable to do anything about it and this group is most likely to see KPN as culprit for the frustration, which will
be reflected in the customer satisfaction and possibly in customer retention (i.e. the ability to keep a customer
over time). Furthermore, as seen in Figure A.1, the victim is asked in the notification to follow the steps as
soon as possible, ideally the same day, to remediate the infection but there is no mention of the victim turning
on flight or safe mode in the meantime. 52.2% of the infections get remediated two days or more after being
notified, which can leave the malware unobstructed in their malicious functioning, further spreading the virus
and possibly inflicting (more) financial, psychological, data, reputational and societal harm on the victim. By
putting the phone on flight or safe mode, the malware will not inflict more harm on the victim itself and the
overall population, until the malware infection is remediated.

The elaboration on the measures being too rigorous, as seen in Figure 5.15, hints at measures employed by
different KPN systems, most likely SMS auto block or another system employed by KPN for an unrelated type
of issue or malware. Because the survey has been sent to victims that have been detected through the IP-CC
connection, no actual measures have been taken except for notifying the victim of an infected device through
this system. The same applies to the respondents answering that it either took too long to block or to unblock
the phone. The responses make sense if the respondents are talking about the SMS auto block measure as it
essentially blocks the cellular and internet connection of the phone. The rigorousness of the measure has also
been criticised on the KPN forum, as seen in Figure K.1. There are customers that do send out large numbers
of SMS texts each day, which is a reason to get an unlimited bundle from KPN, and apparently these customers
feel deceived if, because of the SMS auto block measure, they cannot in fact send a huge, almost unlimited,
number of SMS texts. It is said these customers get blocked when they do send such large numbers of texts,
and that it can happen repeatedly, without it being possible to get an exemption from the SMS auto block
function.

The SMS auto block measure has only become more rigorous, as KPN experts have determined that the
SMS-threshold for the SMS auto block measures has been lowered to combat the lower and less-detectable num-
ber of SMS texts sent by Flubot. This arms race between Flubot and the SMS auto block measure will reach a
point where it will be very hard to distinguish ’excessive’ amounts of SMS texts from usual amounts. This will
then only lead to more opposition and negative feedback from customers, and more customers feeling deceived
with having purchased an unlimited bundle, lowering the customer satisfaction, even though the measures are
taken to protect the customers. It would then require a more nuanced approach, not only looking at the absolute
numbers of texts sent but also at the spreading of the texts and to which numbers the texts are sent. Due to
the secrecy of correspondence legislation it is illegal to look inside the texts by telecom providers, therefore the
SMS auto block measure is limited to indirect information about the texts [38, 73]. It might be useful to look
at the length of the SMS texts sent to determine whether it is likely to have been spam or personal messages.
Furthermore, it is possible and likely that consumers use SMS texts to spread information or for marketing
purposes, which would have to be accounted for to make sure that it stays possible when using a more nuanced
SMS auto block function.

The IP-CC detection system that only informs victims, of there being an infection, is a very unobtrusive
measure that might need to be backed up with more active measures, as nine respondents stated to have had
"No idea" of the infection when asked about the satisfaction and five respondents felt like there was little to no
support from KPN, as seen in Figure 5.15.

Furthermore, the remediation advice that is included in the notification that victims receive is considered
clear and easy to understand, see Figure 5.15. However, 10 respondents still needed someone else to remediate
the infection, which means that the notification did not manage to trigger and help the receiver enough to
remediate it themselves but it did manage to accomplish indirectly what was intended, to remediate the infection
but by someone else. 2 respondents, unfortunately, have not remediated the infection after having received the
notification because they did not know how to, see Figure 5.9. For such cases it is important to determine what
was missing in the notification or what was not clear enough, to be able to better help victims by making use of
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the measures already in place, it must be admitted that there is no one-size-fits-all notification that could help
everyone completely. Further assistance is then needed, which five respondents answered to have experienced
insufficient of.

6.9 Changed phone interaction
The survey results show that even end-users who have not experienced harm due to the Flubot infection, have
been impacted in such a way that it has changed their smartphone interaction, as 52.9% of the respondents
experienced harm and 62.1% of the respondents have changed how they interact with their phone. Unfortunately,
it is significantly lower than 77.0% of respondents that have remediated the infection. The difference becomes
even larger if the two respondents (that answered with: "not answering the phone for unknown numbers" and
"not using financial applications anymore") are excluded that have changed how they interact in such a way
that does not make it less likely to have a further infection. The latter answer is more damage control than
prevention. Furthermore, some respondents seem to be under the impression that an email might have caused
the Flubot malware infection (see Figure 5.6 and 5.16, which helps with preventing falling for phishing emails but
still leaves them open to a future smishing-based malware infection, unfortunately. These misunderstandings
have a positive impact on the spreading and the global impact of Flubot and other smishing-based malware,
which should be clarified to be able to tackle future successful smishing-based malware campaigns. The answer
"more careful" is too vague to determine how well it helps in preventing further infections, just like "installing
anti-virus" might help in the overall cyber security of the respondents, but does not necessarily have to help in
preventing a future smishing-based malware.

6.10 (Incorrect) malware conclusions
The open answers provided throughout the survey give an indication of how well Flubot is understood by
victims, and possibly non-victims (i.e. KPN broadband users that had an infected device of someone else con-
nected to their connection once or twice). The initial notification(s) about a Flubot infection, (in some cases)
the followup or other KPN correspondence and possibly the survey (including the sms-related questions and
Flubot being mentioned often) have still left a significant portion of the sample without a correct understanding
of Flubot, or more importantly of what is the cause of Flubot and similar smishing-based malware. Looking
at the causes respondents gave for the Flubot infection, ranging from calling "foreign number through WiFi"
or "calling back to an unknown number" to malicious emails, in combination with the 41 respondents that
admitted having no idea what could have caused the infection, it shows that a clear understanding is missing
for maybe even half of the respondents. The elaborations given on how the respondents have changed how
they interact with their phone, as discussed in the previous paragraph, further confirm this finding. This is
an important issue in future smishing-based malware campaigns, because unlike biological viruses, where vic-
tims build up a natural defense against a future infection which hampers the further spread of the virus, for
digital viruses, such as Flubot, this has been shown not to necessarily be the case. Victims, when experienc-
ing a pain and understanding it correctly, should never have to fall for any similar social-engineering tricks,
thereby preventing any future smishing-based malware infections and ideally also informing others correctly.
In the current situation, a significant portion of the respondents is still at risk for future infections and might
inform others incorrectly, making a future smishing-based malware campaign more likely to succeed in spreading.

Examining the notification, there is nothing that indicates the infection could have been caused by clicking
on a link in a SMS text and downloading malicious software, or any mention of SMS texts or downloading
external software for that matter. It is possible that the victims received the notification and followed the
instructions, without looking for the reason or just assumed to know what caused the infection. Furthermore,
looking at how some respondents said to have asked others to remediate the infection, it begs the question
whether it was then communicated with the victims properly how it was caused and how to prevent a future
infection by the person that helped the victim, assuming the helper did know what caused the infection which
does not have to be the case if the helper followed the instructions in the notification without looking further.

6.11 Limitations of the conducted research
The research performed has largely been based on KPN and its measures, policies, processes and customers.
KPN is the largest telecom provider, together with Ziggo, in the Netherlands accounting for 40% of the mar-
ket share. This shows to some extent how the findings can be generalized for the larger end-user population.
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However, because no other large telecom provider has been included, despite attempts to include them (Ziggo
specifically) in the study, there is no comparison. Therefore, it is hard to determine exactly how generalizable
the data from this study is for the whole telecom market in the Netherlands. The sample itself is relatively old,
which limits the generalizability of the sample on the overall population. It is important to note that the survey
results are based on end-users that are (most-likely) Flubot victims, no baseline group was reached for compar-
ison. This means that the results apply to Flubot victims and are generalizable for the victim population, the
results can only function as an indicator for the overall population. The approach that was chosen to make use
of the KPN forum for looking for aware uninfected end-users and to not make use of other platforms as well,
has resulted in too few results. The number of members found that seemed suitable to be interviewed was too
small. This resulted in zero interviews and no information gained from that target group. Getting results from
that target group would have given additional insights and shown major differences between end-users that do
and do not get tricked, creating a more complete picture of the smishing-based malware context. Furthermore,
because the survey generally provides the perception of the respondents, as the submitted data is not coupled
with objective data, the accuracy of the answers is hard to determine. It might be possible that remediation
took much longer, for instance, or the victims might be under the incorrect impression that the infection has
been remediated at all. Some answers indicated that the respondents might be talking about different malware
infections.

The setup of using anonymous surveys naturally means that no questions can be asked about the answers
given by the respondents, which can partly be resolved by asking for elaborations. However, as the elaborations
have shown in this survey, the elaborations can still be vague and very short and, therefore, of no to little
value for the analysis. This has been the case for some elaboration answers. A way of combating vague and
short answers is to ask for specific aspects in their elaboration, however it was decided to not steer participants
into any direction and to prevent respondents from getting overwhelmed by the survey, the minimal number of
questions was asked with the shortest formulation and easiest ways of answering. Running the risk of getting
the unusable answers, which sometimes happened. It became clear, by analysing the survey answers, that the
reputational and societal harm distinction might not have been clear enough and some elaboration questions
should have been more clear on what the respondent should elaborate on. Precautions were taken by consulting
the supervisors, other researchers and KPN specialists to make sure a clear and comprehensive survey was
drafted and sent out. The lack of time made it impossible to use test groups to determine how well the survey
was formulated. This has resulted in the analyses of the harm types and its impact to be not as valuable as it
could have been, just as with the elaborations being of no to little value.

Furthermore, it became clear, after analysing the answers, that some respondents still do not know what
Flubot is or have a wrong idea of what Flubot is. This puts these respondents at risk for smishing-based mal-
ware. Because it was assumed that all respondents would know of Flubot or at least have a vague, but correct,
idea of how it works and what to do against it, no message at the end was included to correctly inform the
incorrectly informed and the ones that had no knowledge of Flubot.

The qualitative addition of incorporating an interview of an active case was helpful, however as it is a single
interview it can only be used as an indication. This insight can be researched later on, however the findings of
the interview cannot be generalized. Interviewing multiple data subjects would make generalizing this insight
possible, however due to Flubot being taken down the remaining population is extremely small.

The nature and novelty of Flubot creates a situation where a balance has to be found and adhered to re-
garding how much to report and publish about, to prevent informing and nudging the malware threat actors
on how to better improve the malware. However, findings need to be published and addressed to improve the
telecom providers’ and end-users’ capabilities for defending against and dealing with such malware. Further-
more, as KPN has cooperated very generously and shared a significant volume of data for this research, it is
also important to adhere to their policies as to what is considered sensitive information. These reasons have
led to a measure against Flubot not being reported or mentioned, however the impact of that measure was re-
searched. Furthermore, details on measures have been left out on purpose, not to inform malware threat actors
too much with, possibly, dangerous information. The aspects and measures that have been left out would have
contributed to the future research suggestions. However, leaving out certain aspects in the publishing of this
paper does not change the (applicability of the) findings in this paper.

The limitations of the performed research and the discussion regarding the findings, lead to a comprehensive
overview of the subject of this paper. This overview creates the basis for answering the research questions,
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which is performed in the next chapter.



Chapter 7

Conclusion

This chapter starts with the main research question and then the sub research questions are addressed, in-
cluding how the knowledge gaps are filled, in Subchapters 7.1 to 7.6. In Subchapters 7.7 and 7.8, the academic
relevance and societal contribution are reflected upon. Then, based on the answers provided in the first six
subchapters, recommendations are provided for the industry, other companies affected by smishing-based mal-
ware, and governmental institutions involved the smishing-based malware landscape, in Subchapter 7.9. The
remaining knowledge gaps, that have not been addressed by this research but have been identified for future
research, are mentioned in Subchapter 7.10.

It has to be mentioned that Flubot itself currently does not pose any active threat, therefore, addressing how
well the detection and notification approach align with end-user’s awareness is based on how it was perceived be-
fore June 2022. The necessity to understand how well these aspects are aligned is still very crucial and relevant,
as similar malware is roaming the internet and experts agree on there being a high risk of Flubot returning, as
it was very successful, or a copycat version. Restarting Flubot and its network would not take very much effort
and cooperation between different malware threat actors is not unlikely. It is crucial for future campaigns to
address and detect the malware better than in the last months of Flubot’s life cycle. The quantitative study
in combination with the desk research have led to findings to answer the main research question, by answering
the sub research questions.

7.1 How has Flubot impacted consumers, of a Dutch ISP and telecom
provider, with an infected mobile phone?

As with the arms race, once one side develops new techniques the other hand responds to counter them, this
back-and-forth tends to keep going, until one side is completely defeated. In this analogy, it can be stated that
Flubot has been defeated. However, in the greater context of smishing-based malware, it is more accurate to
state that this battle has been won (against Flubot), but the war (against smishing-based malware) is not over.
If anything, the next battle will most likely be lost. End-user remediation (advice), as provided by KPN, has
impacted Flubot victims positively by helping them to remediate the infections. If the victims were reached, it
generally led to the remediation of the malware infection, decreasing the spread of the malware campaign. This
has led to the malware designers combining forces and further improving the malware, which it continuously did.
Flubot became successful in spreading without being detected, leading to a consensus that the spread of Flubot
had been curbed and that it therefore was no longer a serious threat. A negative effect was that there were no
incentives for institutional and industrial organizations to improve the measures equipped to detect and combat
Flubot. Which then led to Flubot going completely undetected, whilst still doing harm, up until it had been
taken down by the international police cooperation. It is possible that the awareness of the current detection
methods being unable to curb Flubot, might have been the reason for J-CAT to target Flubot, however this
has not been confirmed.

In the later stages victims would have been exposed to harm and solving the issue would have been a guess-
ing game at most, as it was assumed Flubot was not likely to be the cause. There is no clear picture of how
many victims there have been in the Netherlands in 2022, however the rise in cases in April and March 2022 in
Europe indicates that there must also have been a large number, which have gone undetected with the current
detection methods.
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For the few that did suspect an infection, the accessible information on Flubot is not of much added value
either, as available advice often does not tell enough to determine whether an infection has occurred and how to
properly deal with an infection. Furthermore, in most notifications and reports found on Flubot, only financial
and data harm is mentioned. The prioritization to address the most common and most impactful harm is a
rational decision, especially if informational provision is bounded by policies regarding simplicity (i.e. short and
simple notifications). However, not addressing the potential of societal, reputational and psychological harm
(especially the latter harm type because of its high impact and its high occurrence) might leave disproportional
and lasting impacts on victims, as some have voiced. This might lead to digitally vulnerable end-users stopping
to participate in the cyber environments, and, worst case scenario, getting left out of much of the digitalised
services. This further exacerbates the impact of Flubot on victims.

Though Flubot has been taken down, the threat of smishing-based malware is lingering. We, with current
detection methods and accessible information, are completely unequipped to deal with future campaigns. The
urgency to combat future campaigns seems nowhere to be found, as we won the last battle. This puts smart-
phone users at further risk for future smishing-based malware campaigns.

7.2 SRQ 1: Are mobile end-users aware of being infected by Flubot?

Flubot is notoriously hard to detect, once it has infected a smartphone. The only victims that are aware of
an infection by themselves, before any harm is experienced, are the ones that found downloading an external
application to be fishy and could not find an application to delete, which alerted them of something being wrong.
However, this group seems to be very small and only represents 2.3% of the sample. Other ways of finding out
about an infection are either by becoming aware of harm caused, which still does not mean an end-users will
be able to accurately determine that it is in fact Flubot, or by being alerted by others (e.g. telecom provider or
a recipient of a malicious SMS text). Examples regarding finding out about an infection, range from increased
phone bills because of a surge of SMS texts being sent, to other financial losses due to the financial applications
being taken over, to the infected phone being disconnected from the cellular connection (which is accompanied
with a notification on why the connection has been cut), to receiving aggressive texts from others.

Being informed by another party is the most common way of finding out about a Flubot infection. These
notifications are either from other (potential) victims (ranging from just asking whether the sending infected
smartphone is infected to aggressive reactions) or the telecom provider (e.g. KPN), informing a broadband
connection owner by email that an infected device has made connection with their broadband connection.

The survey has shown that a significant portion of the end-users does not know what caused the infection,
including a portion of end-users not having a clear picture of what caused the infection and what Flubot is.
This indicates that in the larger population it is likely to be an issue as well. Up until the end of 2021, Flubot
victims were generally aware of a Flubot infection, even though they were not always correctly informed. Since
2022, the share of Flubot victims being aware of an infection has dropped, as the detection systems have become
less effective. It is likely that, in the last months of Flubot, the Flubot victims were, at least for some time,
completely unaware of an infection and if they found out it is likely because of some harm they experienced.

7.3 SRQ 2: How have end-users acted on the Flubot infection?

End-users behave differently when it comes to remediating the issue they think has arisen. The remediation of
Flubot is a relatively easy process of (putting the phone first in flight or safe mode, especially if the remediation
is not conducted immediately) backing up any data that might be lost, performing a factory reset and then
loading a backup of the data and the settings. However, because of the nature of Flubot, it is hard to determine
which Android phone needs to be remediated and whether the remediation was successful (as there is no direct
feedback loop in the remediation process).

Informed victims do not always directly remediate the infection, as a significant portion of respondents
experienced harm after being informed and the majority of the informed victims mentioned to have conducted
the remediation after one day. Around half of the remediation processes lasted between two and seven days.
Furthermore, a quarter of the respondents had not remediated at all, because the victims did not trust the
notification, did not know how to remediate and did not read the notification. According to the majority of the
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respondents the instructions are clear, however to some the instructions are too difficult and that is the reason
third parties are often asked to perform the remediation. If the end-user is aware of the infection and willing
to remediate the infection, then, most of times, it is done correctly. Few victims buy a new phone, completely
circumventing the remediation process. Other end-users, that are aware, decide not to remediate because they
deem it too costly, too hard or irrelevant. The remaining end-users are unaware of the infection and therefore
unlikely to remediate the infection coincidentally, i.e. performing a factory reset for another reason.

7.4 SRQ 3: Which types of harm have end-users experienced by
Flubot and are there indicators?

Victims have experienced all five types of harm, as phrased by Agrafiotis et al. [1]. The type of harm with
the largest impact is economic harm, then physical/digital harm, psychological harm, ending with reputational
and societal harm, respectively. Regarding the impact: economic, physical/digital and psychological harm have
impacted the victims the most, with reputational and societal harm having a significantly lower impact. Re-
garding the occurrence of the types of harm, physical/digital and psychological harm are the most common,
then economic, and then societal and reputational, respectively. Combining the occurrence and the impact of
the types of harm, it is important to focus on physical/digital, economic and psychological harm, and focus on
reputational and societal harm less.

The average age of the sample is relatively high, which would corroborate previous findings regarding the
influence of age on the severity of the impact, however no influence of age on the impact of the experienced
harm has been found and it can therefore not be confirmed with these results. Correlations between types of
harm have been found. If a victim experiences economic harm then it is very likely societal and reputational
harm will be experienced as well, the same applies to psychological harm likely coinciding with reputational and
social harm. Furthermore, when end-users are likely to click on links in SMS texts from unknown senders then
it is likely that the end-user will experience reputational harm and it is a bit less likely that the end-user will
experience societal and psychological harm. The likelihood of clicking on links from unknown senders, can be
used to prevent further harm, or even prevent infections, just as the types of harm can be utilised as indicators
to lessen other types of harm.

7.5 SRQ 4: How have end-users perceived the remediation process?
In general, the respondents were moderately satisfied with the information and support provided in the remedi-
ation process. The consensus in the survey is that the notification is clear and useful, and the required support
is sufficient. However, because the survey only includes end-users that have been reached through the email
notification system, a significant number of end-users have not experienced any remediation process at all, or at
least not from KPN. The minority found the notification to not be clear enough and the additional support to
be insufficient, including how long it took to get additional help. Most of the frustrations are directed towards
the support rather than the notification.

The remediation process, in general, had a lasting impact on the end-users. Most of end-users are now more
careful with how they interact with their phone, others are specifically more careful with clicking on unknown
senders’ messages and some are just more careful with downloading external applications. Unfortunately, some
have been impacted in such a way that the remediation process has not helped them with how insecure they
feel about using their smartphone, and, incidentally, some completely forego financial applications.

7.6 SRQ 5: How do available Flubot detection methods, of a Dutch
ISP and telecom provider, align with the end-users’ awareness?

Up until November 2021, the Flubot detection systems, especially the SMS auto block measure, were effective
and well-equipped to deal with the predominant Flubot versions. The IP-CC detection system did work, how-
ever, because no baseline study has been performed it is hard to determine how well it functioned. It has been
established that using email is the most efficient way of reaching potential victims, however it is not enough
to reach everyone. The system becomes very inefficient in some cases as the likelihood of a potential victim
reacting after two emails is already low. Furthermore, the IP-CC detection system is inherent to inaccuracy
as it is impossible to pinpoint a specific infected device. Meaning that, even if the owner of the broadband
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connection is reached, it does not naturally mean that the end-user is reached. The SMS auto block measure
on the other hand, did lead to the end-user noticing the infection quickly, as all cellular connection was lost and
a follow-up email was sent with information.

As the malware evolved, especially after October 2021, the detection approaches became more misaligned.
The malware kept evolving but the detection measures did not, meaning that older variants of the malware
became less prevalent. The newer campaigns integrated newer versions of Flubot, which were able to avoid
IP-CC detection. This means that the IP-CC detection method only detected cases of older Flubot versions.
End-users that had a newer Flubot malware infection, did not get notified at all, as their infected connections
were not detected. Later on, at the end of the first quarter of 2022, the SMS auto block measure became less
effective as well, as the malware adapted to sending lower amounts of SMS texts. At that point, victims were
completely dependent on themselves to figure out whether an infection had occurred, which is nearly impossible,
and how to deal with it, with the trigger generally being some type of harm.

7.7 Contribution to the academic knowledge

Knowledge gap 1: Lack of research on the efficacy of remediation for smishing-based malware
victims Earlier versions of smishing-based malware have only existed since 2017, and this particular malware
only since 2020, therefore the academic and industrial knowledge and literature is limited. When looking at
the user remediation for smishing-based malware, there is no academic literature available and only a limited
amount of accessible industrial knowledge regarding the impact of Flubot (and similar smishing-based mal-
ware) on the victims and the remediation thereof. This research has found issues in the complex environment
of smishing-based malware that had not been identified before, like, the current overall inability to detect and
tackle future smishing campaigns similar to Flubot and the overall information provision being insufficient.

Knowledge gap 2: Lack of policy for smishing-based malware for end-users and customers of
telecom providers The research has found that the policies regarding smishing-based malware for end-users
and consumers has been insufficient. This can be attributed to the most threatening malware having been
taken down. This research has shown that the threat level was lowered much earlier than was appropriate, the
only excuse for such a government decision would be to tackle the malware secretly, however this has not been
confirmed. Furthermore, both government and telecom providers have employed warnings and notifications
that lack important aspects, that otherwise could improve the end-user’s ability to remediate the infection and
prevent future infections.

Knowledge gap 3: Lack of research on the influence of technical skill and profession on security
behaviour The study has not found any impact of technical skill and profession on the remediation process,
the second identified knowledge gap. That is based on there not being a statistically significant correlation
between the technical skill and other indicators, especially between how long it took to remediate the infection
and the technical skill. To improve the understanding of a possible correlation between technical skill and the
remediation process, specific cases with higher technical skill should be analysed more in-depth and the direct
correlation between remediation and technical skill should be analysed, which has not been done in this paper.

7.8 Societal contribution

The findings of this research provide actionable improvements for the notifications and the notification system
used by the largest telecom provider in the Netherlands, the stakeholder best equipped to enact an improved cy-
bersecurty environment for smartphone users. The findings show an inability to curb any future smishing-based
campaign, similar to Flubot, showing the need for improving detection and notification systems. These findings
potentially can improve the smartphone cybersecurity environment, lowering the impact of future smishing-
based malware campaigns. Furthermore, some of the findings can be extrapolated to other malware, and not
just smishing-based malware, extending the potential for societal contribution. Addressing the types of harm in
the remediation process and including help for future victims, can lead to helping the technologically less able
and preventing them from completely foregoing digitalised services.
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The research does not include analysing and researching ways of making the current detection methods,
that have been proven to be ineffective, effective again. This is because of the limited resources (i.e. time and
expertise). The research is targeted towards the less technical side of the remediation process and Flubot’s
impact on end-users. The findings and research are geared towards improving the notification system and the
notifications to better help victims, assuming that the actual detection methods are going to improve at some
point. Otherwise these findings and recommendations will only be applicable to the remediation process of
similar smartphone malware, not future Flubot campaigns.

The recommendations are mostly made for KPN, not because KPN is obligated to do these tasks or because
they have dealt with Flubot badly, but because KPN, as both a telecom provider and an ISP, has such an
opportunity to enact improvements regarding the cybersecurity for smartphone users. This is because of the
unique positioning they in this complex (cyber) system, by being able to reach a large share of Dutch smartphone
users; having access to the cellular data and the internet connections. This provides KPN, which has curbed
Flubot considerably in the Netherlands, given the constraints they operate under, in a unique position to further
improve the (cyber)security of smartphone users. In general, the urgency to further the remediation process,
especially regarding Flubot infections, might reasonably be low, however with these findings the impact of
Flubot, if it or something similar returns, can be lowered. With the customer satisfaction and security in mind,
it is reasonable and practical to further improve the measures against Flubot and similar malware.
This applies to other involved parties, as well, such as the companies that have been imitated or that are likely
to be imitated.

7.9 Recommendations

7.9.1 Companies imitated by smishing-based malware (e.g. DHL, UPS and Adobe)
and companies likely to be imitated by smishing-based malware

Research in the field of 2FA and the abuse thereof by smishing, has shown that by using disclaimers inside 2FA
texts can reduce the likelihood of end-users becoming a victim of social-engineering tactics. The disclaimers
include some notion of: "if you did not request a 2FA code, ignore the text and do not share the text with
anyone" [43]. In the case of Flubot and similar smishing-based malware it can be useful to include disclaimers
inside genuine texts from impersonated services, e.g. parcel services. The disclaimer should include some notion
of: "never click on a link inside a text from us, we, the parcel service, do not send links inside SMS texts"
before the actual message. This would inform the public on what to believe and not to believe, when they
make use of a service that has been impersonated. This improves the end-users’ awareness, and minimizes the
impact malicious impersonations have on the genuine brand image. If certain services and companies do not
use SMS 2FA for customers, but have been imitated by smishing-based malware, it can be useful to include
these disclaimers in other means of notification (e.g. mail notifications).

7.9.2 KPN and similar telecom providers

The adaptive notification system The notification system, based on emails and employed for the IP-CC
detection, is limited by the KPN broadband connection owners’ (i.e. KPN broadband users) usage of the email
submitted to KPN. This limitation makes for a notification system that, for specific cases that do not react to the
notification, is inefficient and ineffective. Incorporating an adaptive notification approach can help those specific
cases and lower the burden on the system, including less emails having to be sent. This adaptive approach uses
the same initial setup, where cases that have been identified by Shadowserver are sent a notification email. This
is repeated at varying intervals, instead of the current three day interval. If the case is not resolved after five
notifications in four weeks, the system highlights the case and different means of notifying are attempted, see
Figure 7.1. It starts with looking for an alternative email addresses that might be connected to that specific
KPN IP, if one is found then that email will be notified. A period of seven days is given for the victim to
remediate the infection. If that does not resolve the IP-CC case, the KPN broadband owner will be contacted
by phone or by letter or the broadband connection can be put in walled garden environment (i.e. blocking most
internet traffic) as the next step, depending on which step is deemed more suitable for the infection at hand.
This adaptive approach might be a heavier burden on the employees for it requires manual tasks, however, it
will result in less ongoing cases and it is suitable for other cybersecurity issues and malware too. Figure 7.1
shows a diagram of the suggested adaptive notification system.
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Figure 7.1: The current and recommended adaptive IP-CC notification process

The notification The notification sent by KPN due to the IP-CC detection and notification system, does
mention the most important aspects, i.e. that an infection has been detected and that the end-user should make a
back-up of their data before performing a factory reset. However, three important aspects are missing. The first
aspect, that is missing in the notification, is a guideline for suspected victims to determine whether an infection
occurred on an Android smartphone. By adding an instruction that combines the different guidelines from
several accessible sources, the end-user should be better equipped for determining which Android smartphone
might be infected. This is especially applicable to cases that have been detected by the IP-CC method. The
added instruction should include three signs to look for on the Android smartphone. It should be noted, that,
especially, the first two signs do not conclusively mean that the smartphone has been infected by Flubot. These
signs should rather be considered as possible indicators that help with determining which smartphone is infected.
An example of the instruction is:
"These are signs that an application may be Flubot malware:

• if your Android smartphone has a Voicemail application with a blue cassette in a yellow envelope as its
logo. Also check for delivery service apps, like FedEx or DHL.

• if you tap an app, and it does not open.
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• if you try to uninstall an app, and are instead shown an error message.

The first two signs, separately, do not automatically mean that the application is Flubot malware."

The second aspect, that should be included in the notification, is the cause of the Flubot infection. Two
sentences about the end-user having clicked on a link inside a SMS text and having downloaded an application
that contains malware, would be sufficient. This could help with determining which phone was infected. By
informing the victims of the cause of the infection, they are also better equipped to prevent future infections
and they might warn others, which is needed. Flubot, and similar malware, is still unknown to a large number
of end-users, or at least potential victims. An example is:
"The infection was caused by clicking on a URL link inside a SMS text and downloading an application from
outside the Google App Store. The SMS text might have seemed to be from UPS, DHL, Acrobat Reader, or
another service."

The third aspect is about the usage of safe or flight mode and the potential risks of (not remediating) the
infection. This might help the end-user with determining whether any harm has been experienced, and possibly
persuade the end-user to take action sooner. Furthermore, by putting the smartphone in flight or safe mode,
the malware cannot spread further and no additional data will get stolen, providing the end-user with time to
make an informed decision and, possibly, perform a data back-up. An example of this addition is:
"The Flubot malware can gain access to your financial applications and send SMS texts without it being
observable to you, possibly, leading to financial harm. By putting your Android smartphone in safe and flight
mode, the malware cannot send anymore SMS texts and no additional (financial) data can be stolen, giving you
some time to remediate the Flubot infection."

The additional information web page The information included on the web page, that can be accessed
with the link inside the email notification sent by KPN, should offer both crucial and non-crucial information
on the Flubot infection at hand. This includes the first aspect mentioned regarding the notification additions,
as the web page should provide all needed information for the remediation. Furthermore, to improve the
remediation process and lessen the impact of smishing-based malware infections in the short and long term,
the web page should provide help with how to best cope with the infection. The additional information should
address what to do when having experienced economical loss as a result of the infection or what to do when
having experienced psychological harm. The likelihood of the victim becoming insecure about how they use their
phone, will decrease if they can properly address the issue and any possible consequences. A short and simple
addition providing some links for additional support, improves the resilience of the end-users and networks.
The correlations between types of harm have shown that it is likely to experience different types at the same
time, therefore it is important to include links that cover financial, psychological, data, societal and reputational
harm. The latter two types of harm have less of an impact and are therefore the least important to include.

KPN Veilig Currently, KPN Veilig (i.e. the application KPN recommends to improve the cybersecurity of
smartphone users) does not include a function to perform SMS filtering. KPN cannot perform SMS filtering
on the SMS traffic, therefore including it in the KPN Veilig applications is of added value. If incorporating
SMS filtering in KPN Veilig is deemed too costly, external applications that perform this function should be
suggested to customers for improving their cybersecurity and lowering the impact of smishing-based malware.

7.10 Future research
Das et al. found that people with low-to-medium security behavioural intention are most likely to be triggered
through social triggers [24]. Incentivising people to share their security behaviours in their social environments
should, according to Das et al. findings, trigger further sharing of security behaviours. By providing a platform
or environment for end-users, the sharing of security behaviour might get a kick-start. This could lead to a
cycle of end-users noticing someone in their environment mentioning certain security behaviour, then doing
it themselves and then sharing their security behaviour. This could lead to a self-sustaining cycle that most
likely would need some readjusting and monitoring to make sure no incorrect security behaviour would become
popular. Creating an environment where end-users can share their security behaviour and read about others’
security behaviour, ideally, inside or in combination with an already existing and popular environment, such as
social media or other media platform, might lead to the self-sustaining cycle of security behaviour improvements.
Research on the feasibility and effectiveness of including or creating such a social security environment, should
provide an insight into the possibilities of using social triggers and social environments for the improvement of
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cybersecurity. This could potentially improve the security behaviours of end-users that tend to be reached the
least, improving overall cybersecurity, not just regarding smishing-based malware.

By including other telecom providers in the Netherlands, findings can be made based on the larger telecom
industry instead of just this specific telecom provider, creating a more encompassing smishing-based malware
landscape inside, and possibly outside, the Netherlands.

The second knowledge gap, identified in Subchapter 3.2, regarding the influence of technical skill and pro-
fession on the remediation process ought to be looked into further. Enlarging the scope to not just technical
skill and profession but also Security Behavior Intention would provide a more comprehensive understanding
of the impact of Flubot on different groups, providing a better understanding on how to appropriately notify
and support these different groups. Furthermore, a direct correlation between these factors and the remediation
would contribute to the remaining knowledge gap surrounding this topic.

The research is based on the IP-CC detection and notification system, however that is just part of the whole
Flubot landscape. Researching the SMS auto block detection system more in-depth and using the end-users
that are detected through that system creates a more complete picture of how Flubot impacts end-users in
the ever-adapting environment. The SMS auto block group is impacted more heavily by the measures as they
lose all network connections with their telecom provider, meaning their phone essentially only connects through
WiFi and nothing more. Compared to the IP-CC cases, this group generally does notice the infection. It is
useful to determine whether this group experiences more harm because of the large volume of texts sent or less
harm because, once the phone gets blocked, no further harm can be done. Furthermore, researching the SMS
auto block group provides information on how to best notify and support this group.

By analysing and including the end-users that saw a smishing text and handled effectively to avoid harm,
the understanding of end-users in the smishing-based malware landscape can be improved. Further expanding
the target groups, by researching and analysing the overall smartphone user population would create a baseline
of what is normal in security behaviour regarding smishing and what sets secure end-users apart from smishing
victims. These insights would make it possible to create more effective , possibly targeted, information cam-
paigns and further improve the information provided in any notifications.

To improve the efficiency of email notification systems, it is useful to determine at which notification it is
statistically useless to keep sending new ones. This would lower email traffic and energy needed to keep sending
notifications, whilst maintaining the effectiveness of the email notification system. This insight could be used
for notification systems for other types of malware as well, not just Flubot or smishing-based malware. Research
has been performed on which email contacts and messages work best for alerting domains of an issue [95]. How-
ever, no such research has been conducted in the field of end-user remediation for smartphone malware. This
could potentially improve remediation processes for other malware too. The findings can then be incorporated
in the improvement of the adaptive notification system described in the previous subchapter.

In the context of smishing-based malware and the remediation thereof, future research on adaptive SMS
auto blocking could potentially be very useful, by researching the appropriate limits for thresholds and what
kind of factors might influence the threshold (e.g. what the influence is of texts being sent in batches, texts
being the same length, there being a pattern in sending the texts, and the time of day the texts are sent). This
could provide essential information on how to curb other smishing-based malware and improve the detection
and remediation of the malware, based solely on SMS traffic.
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Appendix A

Notification of Flubot infection

The figures, including a translated summary.

Figure A.1: The notification customers receive when an infected smartphone has been detected to their KPN
broadband connection, part 1

Safe internet is important for everyone. That is why we are trying to keep our internet connections as safe
as possible together. We need your help for this, as we have detected a safety issue concerning your internet
connection. Please, go through the steps below today.
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Why should I do something? We solve most security problems remotely. But sometimes we need the help of
our customers. It is important for you and other customers that you help, even if you don’t notice the security
problem yourself.
What’s going on and how can I fix it? An android device infected with FluBot-malware has been using your
internet- or WIFI connection. It is probably one of your own phones or tablets. But it could also have been a
guest’s Android device that was temporarily connected to your Wi-Fi.

Figure A.2: The notification customers receive when an infected smartphone has been detected to their KPN
broadband connection, part 2

Try to find out which android devices have been connected to your internet connection. First, secure all
files such as photos and contact information. Then reset the devices to the factory settings. Do this as soon as
possible. For more information, see kpn.com/service/internet/veilig-interneten/danger-en-fraude.htm (Link of
kpn.com concerning internet safety)
NB! Factory reset erases all data on the device.
What happens if I don’t do anything? If you do not perform the steps or do not perform them correctly, we
will temporarily block your internet connection. We do this to protect your personal information. Therefore,
complete the steps today. And confirm that you have conducted them by sending an email to abuse@kpn.com.
The department Abuse resolves safety incidents for KPN. For more information contact through e-mail abuse@kpn.com.
With Kind Regards
KPN Abuse Team.



Appendix B

Notification on KPN forum to participate
in interview

The figure, including a translated summary.
[Research] Have you received a false SMS text?

Have you received a suspicious text in the last six months, that included a link, and that you did not click on?
Currently, a research is conducted regarding smishing (SMS-phishing) and Flubot. Flubot is a virus that spreads
on Android smartphones. [A link with information on Flubot]
If you’ve had experienced with this malware, than you’re kindly requested to participate in the research and
answer some questions. Your information will be processed anonymously. If you want to participate, send me
a private message, including your phone number.
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Figure B.1: Notification in Dutch posted on KPN forum to participate in an interview on why end-users did
not click the malicious link inside a suspicious text



Appendix C

Additional information provided by KPN
on Flubot

The figure, including a translated summary.

Figure C.1: The additional information customers and potential victims are directed to, about Flubot and how
it works

Internet crime and telephone fraud.
To be able to use the internet safely, it is important that you know what the risks are. You can also be confronted
with fraud by telephone. Below you will find the most common and current risks.
A new type of malware is spreading for Android smartphones, called Flubot. An application is installed and it
will send SMS texts from your phone. The SMS texts include a link and if someone clicks on those links, they
might get infected too. You might experience some costs through KPN, or other installed applications.
Rest your phone to factory settings, the only way of remediating the infection. If you do not know how, use
this link [A link is provided for smartphone help].
[Then an example of a Flubot text is shown]
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Appendix D

Email notifications and the survey
pre-participating notification

Figures, including a translated summary.
A reminder of a previous security problem that hasn’t been resolved and is still present on one of the devices

connected to the user’s internet connection. In collaboration with the TU Delft research is conducted, to improve
KPN’s service and help contribute to scientific research. Within 5 working days, the researcher (Artur Geers)
will contact the user and help resolve the issue and in addition would like to ask a few questions regarding the
research. The research is anonymous and voluntary.

The user has received this e-mail, since their Android smartphones has dealt with security issues in the past
six months. Therefore, we would like to invite you to complete a short survey, regarding your experience with
Flubot infections and resolving these issues. By completing the survey, KPN can improve their service and help
contribute to scientific research. The research is anonymous.

Thank you for participating in our research. We will ask you about your experiences and insights regarding
the Flubot infection.
Participation is voluntary and with it we can help our customers better to remediate infections, like Flubot.
You are contributing to scientific research regarding a safer and more accessible virtual environment. Your
answers will stay anonymous and are not coupled to your email or other customer information. The answers,
after anonymising, will be published. You’re free to leave at any moment. And if you have any question, you
can pose them to [provided email].
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Figure D.1: The email that was sent to, still active, cases to participate in the interview, regarding being
contacted by telephone by KPN, i.e. the researcher
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Figure D.2: The email older cases were sent to participate in the survey
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Figure D.3: The notification older cases were shown before participating in the survey



Appendix E

Set of (follow-up) questions for the
semi-structured interview

Figures, including a translated summary.
Interview by Artur Geers on behalf of KPN.

A week and a half ago you received an email from KPN about a virus infection in your android phone. The
e-mail stated that we would contact you and that is why I called you.
First to check, is it correct that the email address . . . . . . . . . . . . is yours? It is the e-mail address registered with
KPN and linked to this number.
- If yes; that’s great, are you available for this call to solve the problem and at the same time answer a number
of questions for me for a study that is being conducted by me in collaboration with KPN and TU Delft?
o If no: when can you be reached to call you back?
o I would like to thank you for your time and I will call you back on . . . . . . . . . .
- If no; Is the person available that this email address and number belongs to?
o If no: when can you be reached to call you back?
o I would like to thank you for your time and I will call you back on . . . . . . . . . .
Did you receive the email?
- If no; I can send the e-mail to a different email address, can you read it now? At KPN we notice that these
types of infections can take a long time, as stated in the mail we send you, we have tried to warn regularly but
according to our system nothing has changed. I call you to solve the infection, to improve your cyber security
and to conduct research on how customers respond and experiencing the current process of resolving mobile
infections, Flubot in this case. The interview will be recorded and transcribed as part of the research. Before
the examination, in addition to Flubot related questions, I will also ask a number of questions about yourself.
The conversation will be stored anonymously and to be examined later, no personal data will be used, so the
answers will not be traceable. The results of the study will be published later, and the conversations will be
deleted one month after the study. If you still have any questions, you can ask me at the end of this conversation
and it’s also possible afterwards via mail, artur.geers@kpn.com. I will repeat the email address again later. This
interview is voluntary and you do not need to answer, if something is not clear, please let me know. There
are also no wrong answers. This is purely to get a clear image of how customers and end users are using the
currently experiencing the process.
Will you give me permission to continue this conversation and record it?
SQ 1:
Have you read the emails that KPN has sent about the infection?
IF no: How come?
If not received: is the email address correct?
IF incorrect e-mail address: what is your e-mail address then I will send the e-mail to this address.

IF yes, why didn’t you act on it?
SQ2:
IF mail not read: Could you read that mail for me and share your thoughts out loud, pretend I’m not on the
phone. This is to get an idea of how an end user experiences this notification and possibly what question you
would have with the information and / or instructions in the email. I stay on the line but try as much as
possible to tell me your thoughts and steps. Tell me every thought and / or ideas, there is no right or wrong in
this regard.
Do you plan to deal with the infection?
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IF yes: how do you plan to do that?
IF no: why not?
I recommend that you change the e-mail address of your WIFI connection at KPN, so that the warnings could
be read. If you receive another email entitled " abuse of your internet connection " at the new email address,
then you probably have the wrong phone(s) and the infected phone has not yet been addressed.
SQ3:
Before this conversation and the warning from KPN about an infection, did you already hear about Flubot?
IF yes, what have you heard and from whom?
IF no: What do you think is the cause of this Flubot infection?
IF no idea: Have you received suspicious text messages?
If correct Idea: Why do you think you clicked on this link at the time?
If dealing with a lot of text messages: if you should make an estimate of how many messages you received at
the time, how much would that have been on average per week?
SQ4:
How did you experience the information in the email about fixing the Flubot infection?
Even before I thank you and say goodbye.
What is your age? Your profession? And how experienced are you in using and recovering your smartphone,
give an estimate from very inexperienced (1) to very experienced (5)?
Then I would like to thank you for your time. If you have any questions about the research, I would be happy
to help you.
via artur.geers@kpn.com

IF: LARGE IF:
Do you own an android phone?
IF yes: Is this the only android phone that regularly uses your home wifi?
IF no: Is there a single android phone that regularly uses your home wifi or are there several?
IF single: Could you connect me to the one, that phone is most likely infected?
IF no: Can you give me the phone number of that person and do you have any idea when I might be able to
contact that person?
Then I’ll thank you for your time and call ... back. If you have any questions about the research. I would love
to contact you through artur.geers@kpn.com
IF multiple: to be able to find out the infected phone and its user, I know fore sure, that the phone was still
connected to your wifi on June 15th. Is it then clear which phone it is?
IF yes: Can you tell me the phone number of that person and do you have any idea when I might be able to
contact that person?
Then I’ll thank you for your time and call ... back. If you have any questions about the research. I would love
to contact you through artur.geers@kpn.com.
IF no, then I cannot help you, since I have not more data to trace the phone.
If correct email: then you should search the email titled "abuse of your internet
connection" and follow the steps for the android phones that you think might be infected. If you receive the
same email in the next few days, then you probably chose the wrong phone. To reassure you, Flubot is no
longer harmful except for the fact that it takes up unnecessary battery and storage use on your phone, which
in the long run is a waste of your phone.
Then I thank you for your time. If you have any questions about the research. I would love to contact you
through artur.geers@kpn.com

IF incorrect email: then you must change the email address from your WIFI connection at KPN, where you
receive the alerts on. You will then get another email if the infected android phone is connected with your wifi.
The email is titled “abuse of your internet connection”, in the meanwhile ill send you the same email: what is
your email address? Follow the steps in the email for the android phone (s) you are using that you think may
have been infected. If you receive the same e-mail again in the next few days at the modified e-mail address,
then you probably picked the wrong phones. To reassure you Flubot is no longer harmful except for the the
fact that it uses unnecessary battery and storage on your phone, which is a waste of your phone.
I would like to thank you for your time. If you have any questions about the research, I would love to contact
you though artur.geers@kpn.com
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Figure E.1: The prepared set of questions for the semi-structured interview, conducted in Dutch and therefore
prepared in Dutch, page 1
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Figure E.2: The prepared set of questions for the semi-structured interview, conducted in Dutch and therefore
prepared in Dutch, page 2
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Figure E.3: The prepared set of questions for the semi-structured interview, conducted in Dutch and therefore
prepared in Dutch, page 3
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Figure E.4: The prepared set of questions for the semi-structured interview, conducted in Dutch and therefore
prepared in Dutch, page 4



Appendix F

Survey

The survey, including a translation afterwards.
1. Enter your age.

2. Enter your profession
3. How experienced are you in using and restoring your smartphone? Give an estimation of hardly any experi-
ence (1) to expert (5).
4. Before you we’re informed by KPN, did you have any experience with sms-phishing malware, like Flubot.
[Yes or No]
5. How did you learn about sms-phishing malware, like Flubot? (multiple answers possible) [work, family,
friends, news, government, telecom provider, social media, previous infection, other]
6. Before you we’re informed, did you experience something different or suspicious on your phone. [Yes or No]
7. Explain what you noticed.
8. Do you have an idea what caused the infection. [Yes or No]
9. What do you think caused the infection?
10. How often do you receive SMS messages on average per week? Without counting friends and family.
11. How likely are you to click on a URL link in a text message that is not from friends or family? Give an
estimate from very unlikely (1) to very likely (5).
12. Did you fix the Flubot infection? [Yes or No]
13. how many days did it take you to clear up the Flubot infection after you were informed?
14. Explain why not.
15. Different types of suffering;
1. Physical or digital suffering:
2. Economic suffering:
3. Psychological suffering:
4. Reputational suffering:
5. Social suffering:
Given the types of distress, have you experienced any distress as a result of the Flubot infection?
[Yes, before I was informed; Yes, after I was informed; No.]
16. What type of suffering have you experienced as a result of the Flubot infection? Please estimate the im-
pact the suffering has had on you, from low impact (1) to high impact (5) or “No impact” if that type is not
applicable.
17. Explain what kind of suffering you have experienced (including the seriousness of the suffering you have
experienced).
18. On a scale from very bad (1) to very good (5), how did you experience the Flubot infection and its resolu-
tion, regarding:
[The information in the original email about how to resolve the Flubot infection; The available support and
resources provided by KPN]
19. Explain your experience.
20. Since the Flubot infection, has it changed how you use your smartphone? [Yes or No]
21. Explain the change in use of your smartphone
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Figure F.1: The survey the respondents were shown regarding the first aspect, demographics
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Figure F.2: The survey the respondents were shown regarding the second aspect, cause, part 1
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Figure F.3: The survey the respondents were shown regarding the second aspect, cause, part 2



92 APPENDIX F. SURVEY

Figure F.4: The survey the respondents were shown regarding the third aspect, remediation
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Figure F.5: The survey the respondents were shown regarding the fourth aspect, harm, part 1
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Figure F.6: The survey the respondents were shown regarding the fourth aspect, harm, part 2



95

Figure F.7: The survey the respondents were shown regarding the fourth aspect, harm, part 1
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Figure F.8: The survey the respondents were shown regarding the fourth aspect, harm, part 2



Appendix G

Survey answers: Profession

The complete list of professions that the respondents provided, with unemployed-related answers grouped as
one group because that group is irrelevant for further analysis.

Figure G.1: All professions submitted grouped into two categories, namely: working and unemployed
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Appendix H

Summarised interview transcript

The summarised transcript of the interview conducted with an unaware victim of Flubot, found with the IP-CC
detection method. The personally identifiable information has been left out to ensure anonymity.

R = Researcher (i.e. Artur Geers), S = Subject

• R: Good afternoon, My name is Artur Geers and I’m calling on behalf of KPN. Am I speaking to ..?

• S: Yes that is correct.

• R: One and a half week ago we, KPN Abuse, sent you an email about an Android infection and in that
email it was stated that we would contact you and that is why I am calling. To check, is it correct that
your email address is . . . .?

• S: No I did not read that mail. We use a different email now.

• R: That makes sense. Do you have a different email address I can send the notification to?

• S: Yes, it is . . . .

• R: Okay then I will send the email to you now. I am calling you now to fix the infection and to ask
some additional questions for further research. Because our system shows that you repeatedly have been
sent an email about the infection at hand, however that is the older email then. This is to improve the
cyber security of you and others and to improve our customer service. Am I calling you on a convenient
moment?

• S: yeah, this is convenient.

• R: Well in the email you’ve received by now, it is stated that an Android phone has been infected with
Flubot. Have you heard of Flubot before?

• S: No.

• R: Okay well, it is a fast spreading virus that has infected a lot of phones throughout the Netherlands and
globally too. It specifically affects Android phones, do you own an Android?

• S: Yes, I own one.

• R: Then there’s a chance it is your phone. For us it is impossible to determine which phone it is exactly. We
only know that the phone regularly connects to your Wifi connection at home, which is a KPN broadband
connection if I’m correct?

• S: Yes that is right.

• R: Well that is how we can detect these infections. Have you had the chance to read the email by now?

• S: I am currently not at home, so it will have to wait.

• R: To be clear, I cannot change the email you have submitted as contact information for KPN. So when
you have time, I strongly recommend you change it to the correct email address so that you can be
contacted in time, if something like this happens again or even a different infection or risk. Have you
noticed anything on your phone that could’ve been caused by a smartphone infection?
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• S: I have not noticed anything.

• R: Good to know. This is part of improving the customer service, your and others’ cybersecurity and
to perform research. Is it okay if this conversation is recorded and the answers will be used for further
research, that might get published?

• S: Yeah go ahead.

• R: Well thank you. When you get home are you planning on remediating the infection?

• S: Yeah I will take a look at it.

• R: So there’s a chance that, if multiple Android phones regularly connect to your Wifi network at home,
it is not the correct phone you will have to perform the reset on. Then you will receive continuous email
notifications, on that updated email address. If that is the case, then you most likely have performed the
reset on an Android that was not infected, and you will have to perform it on another Android, the most
likely one to be infected. If the email warnings completely stop, then it is likely that you have remediated
the issue.

• S: Okay I have to go now.

• R: Okay, with this I hope to have informed you enough to remediate the infection. Then I hope this has
helped you and thank you for your time.
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Appendix I

Spearman’s Correlation on survey result
variables

Figure I.1: Correlations, significance and N per variable correlation in SPSS for all ordinal and ratio variables,
page 1
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Figure I.2: Correlations, significance and N per variable correlation in SPSS for all ordinal and ratio variables,
page 2
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Figure I.3: Correlations, significance and N per variable correlation in SPSS for all ordinal and ratio variables,
page 3
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Figure I.4: Correlations, significance and N per variable correlation in SPSS for all ordinal and ratio variables,
page 4



Appendix J

Active cases descriptive statistics

The remaining 14 active cases have shown, of which one subject has performed the interview (i.e. data subject
11), that Flubot infections can last very long if not treated properly (or at all). All the active cases have been
analysed to get an insight into how long these cases have lasted for and how often these cases have been detected
on separate days (i.e. events).

Data subject Sum of events (days an
infection was detected)

Length in months Number of cases (differ-
ent periods)

1 154 10 10
2 76 10 15
3 63 7 10
4 83 7 10
5 90 7 7
6 137 9 2
7 125 7 4
8 40 4 3
9 156 10 4
10 79 9 4
11 126 7 4
12 135 7 3
13 107 7 5
14 75 5 4
Average 103.3 7.6 6.1

Table J.1: Data subjects, the amount of times that an infected device has connected (i.e. events), the amount
of months it has lasted for and in how many periods (i.e. cases), including the averages of the sample
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Appendix K

Forum customer feedback on rigorousness
of SMS auto block

The customer in the figures below has a discussion with a moderator about the limitless bundle not being
limitless and getting blocked every time he sends a large amount of texts. He argues that the policies and
rules made up by KPN do not constitute for the measures applied and would like an exemption to the current
blockades he keeps experiencing [51]. This forum discussion is publicly accessible, therefore it is not considered
secret information, however, out of respect for the moderator and the users, their usernames, including pictures
have been removed from the screenshots.

A forum where a user writes the following;
The user purchased a bundle with unlimited calls and text, however after sending a 1000 texts the user got
blocked. The user got suspected of being the victim of Flubot Malware, which wasn’t the case. After reaching
out to customer service, the user was unblocked. However, the user asked to disable the block if he sends a lot
of text, which isn’t possible due to the Fair Use policy of KPN when using an unlimited bundle.

The forum moderator reacts by highlighting section 7.2 of the terms and conditions.
In summary states that sending around 1000 texts in a short period, is not normal and reasonable use of the
bundle and can be seen as a potential Flubot Malware infection. Where in a short period of time a lot of texts
are send to quickly spread the malware. The reason for not disabling the blockade is due to the user still being
vulnerable to Flubot Malware.

The user states that with his order the terms and conditions of 2020 and 2018 are included. In the terms
and conditions of 2018, fair use policy is stated and linked to a website where their explained. However, on the
website the fair use policy isn’t specified.
The forum moderator responds; by highlighting chapter 7.2 of the terms and conditions where is specified that
customers must follow a code of conduct. The forum moderator states that there isn’t a fair use policy, however
there is a code of conduct which states that a customer must use their bundle for, personal, reasonable and
normal use. In addition, if the user doesn’t follow the code of conduct, he will get blocked again for their own
safety and other users against a Flubot Malware infection.

The user writes that he ordered an unlimited text and call bundle, however in reality there is a limit. In
addition, he complains about the problems and time it takes to unblock him. After 6 phone class that didn’t
result in anything he got forwarded to the complaint department. Which will take between 1 to 3 days and he
is currently waiting for that.
The forum moderator responds; Nowadays, customers mostly use Whatsapp, Facebook Messanger or Telegram
for sending messages. And sending a large amount of text in a short period is seen as suspicious behaviour.
This behaviour results in a automatic process to block a user and the department Credit Risk will determine if
a user needs to be unblocked.

User writes that after a discussion with an unknown department (he thinks Credit Risk Department), he
got unblocked however not permanently.
The forum moderator recommends using a business bundle, since there are different terms and conditions. And
sending a lot of texts in a short period does not fall in the code of conduct of personal, reasonable and normal use.
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Figure K.1: Criticism on the rigorousness of the SMS auto block in the KPN forum, page 1
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Figure K.2: Criticism on the rigorousness of the SMS auto block in the KPN forum, page 2
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Figure K.3: Criticism on the rigorousness of the SMS auto block in the KPN forum, page 3
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Figure K.4: Criticism on the rigorousness of the SMS auto block in the KPN forum, page 4
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Figure K.5: Criticism on the rigorousness of the SMS auto block in the KPN forum, page 5
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