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Summary

Distributed Energy Resources (DER), like solar panels, are projected to take over power generation
responsibilities. This will happen during the transition of the current power grid to the Smart Grid. Due
to the importance of this power to society, it is crucial that the grid stays stable.

DER devices are similar to IoT devices in scale, low user interaction and the use of firmware. IoT
cyberattacks have been shown to have the ability to scale horizontally quickly. A vulnerability in DER
devices could lead to such a scalable attack if the market for DER is oligopolistic. Due to the same
underlying economic drivers such as economy-of-scale, market-for-lemons, first-mover-advantage and
tragedy-of-the-commons, DER devices will likely have the same issues as IoT devices had if nothing
is changed.

This research focuses on the role of the grid’s transition state and the DER market’s state in intro-
ducing this risk. Eight thousand one hundred (8100) scenarios were created based on a combination
of parameters describing these states. An agent-based model created for this research simulated the
grid and obtained the required data.

Results indicate that the grid and market parameters can introduce a cyber risk into the Smart Grid.
The results show that if 5% of the households are infected, an attacker could abuse them to manipulate
the grid, perhaps a blackout.

Furthermore, related work did not show any references to this particular risk and some proposed
grid monitoring solutions include the usage of neighbouring DER to monitor. An attack of this nature
would be able to manipulate such a monitoring solution. If the risk of an oligopolistic DER market is not
considered, the Smart Grid may not have any ways of effective monitoring or mitigation.

Recommendations for policymakers and regulators were made as part of this research. The first
recommendation is to allow the collection of real-time information on the grid-connected DER by grid
operators. Furthermore, consideration has to be made to the usage of forced patching on DER. A delay
in patching could impact the grid too much. Finally, the recommendation is to develop a policy on the
local diversity of DER. Devices with the same firmware should not be allowed to obtain a critical mass
in a region.
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1
Introduction

Power is essential for our society. It is even so crucial that civilisations are assigned a level based on
the amount of power they use [1]. To prove this, one only has to imagine what would happen with daily
life if there is no power for an hour, a day, or even a week. The impact would be enormous [2], and a
state of emergency would be almost guaranteed. Ensuring a reliable power grid that keeps functioning
is thus paramount even when the grid changes.

Smart Grid
The power grid is transforming into the Smart Grid, a power grid where the dichotomy of user and
provider is no longer present. Everyone connected can now use or provide the grid’s power [3]. Among
others, a driver for this process is the push towards more renewable energy sources [4].

Distributed Energy Resources (DERs) such as solar panels, wind turbines, and energy storage sys-
tems can bring many benefits to the electric grid, including increased efficiency, resiliency, and sustain-
ability. Furthermore, the energy created by DER is cheaper in the long term, providing an economic
driver to the transition [5]. This transition is not a future perspective; it is already happening and can not
be stopped [6]. Action must be taken to prevent the grid from transitioning into a state more vulnerable
to cyberattacks, making it unreliable.

Coordination and stability
As energy cannot be destroyed or created, the production of electricity has to be equal to the current
demand. If there is a big enough mismatch, the grid could fail [7, 8]. This onerous coordination respons-
ibility falls on the grid operator [9]; to ensure that energy generation matches energy consumption.

Communication between all actors is needed to ensure reliable power delivery to deal with this com-
plexity, scale, and lack of reliability [7]. The coordination is even more challenging due to the rise in the
absolute number of power generation devices connected to the grid [10]. Furthermore, the production
capacity of DER is more erratic and less reliable, making the role of the grid operator more difficult as
the need for coordination increases [5].

Currently, the coordination uses multiple assumptions to ensure the grid’s stability. Firstly, it assumes
that every device connected to the grid acts in good faith and follows the instructions provided by the
Grid Operator. Secondly, the assumption is that the data provided to the Grid Operator is correct and
reliable. The required coordination does not work if these assumptions are not correct.

Oligopolistic market
An oligopolistic market is a market that is dominated by a small number of suppliers [11]. Distributed
Energy Resources will likely be such a market, as these devices have a long lifetime and are often
purchased in bulk [12]. Innovation on the control part within the device is limited; if changes are needed,
they can be done by updating the firmware.

1



Chapter 1. Introduction 2

The amount of DER built will be extensive, as they will be placed everywhere at every node of the
Smart Grid. Production on this scale brings the economy of scale, an economic principle that drives
down the cost of production per device if the total amount of produced devices is increased. When all
other things are equal, a consumer will buy the cheaper product; this leads to an increase in market
concentration. The result is an oligopolistic market for Distributed Energy Resources.

Cybersecurity
As with any connected technology, there are also potential cyber risks associated with integrating DERs
into the Smart Grid. The assumptions used in grid coordination introduce a significant cybersecurity
risk. If the Grid Operator blindly trusts DER, it will likely leave the grid vulnerable to cyberattacks. The
confidentiality, integrity, and availability of the information used in grid coordination require verification.

IoT devices provide a simile in the context of cybersecurity. They are also stand-alone devices with
limited end-user interaction produced in high quantities. Attacks on IoT devices have been recorded
and are usually impactful due to the sheer number of devices and firmware sharing, including vulnerab-
ilities. These aspects allowed an IoT botnet named Mirai to be responsible for the biggest-ever DDOS
attack [13]. A botnet consisting of Smart Grid devices would have a massive impact; one botnet could
be enough to create blackouts or cause permanent damage to the grid [14].

From a threat perspective, the Smart Grid would be an attractive target [15]. Both for nation-state
actors and organised crime because of societal disruption or monetary gain, respectively. Power is
vital for society; if one’s goal is to disrupt it, an attack on the grid would have a huge impact. Organised
crime can leverage the powermarket by injecting false information and exploiting this to obtainmonetary
gain [16].

Society
The transition towards the Smart Grid is not solely technical; institutions must also adapt to the new
situation. Currently, regulators acknowledge that they do not have enough expertise and insight to
effectively regulate the cybersecurity risks of the Smart Grid [17, 18]. This research topic’s importance
is shown by the reaction to a vulnerability found in the firmware of SolarMan. Due to this vulnerability,
it was possible to simultaneously change the settings of more than 42,000 systems. The reaction
involved heavy media coverage [19] and parliamentary enquiries [20].

The European Union is already taking significant steps in regulating cybersecurity risks. The NIS
directive and its successor, NIS2, require operators that provide essential services, such as power, to
control their cybersecurity risks. Manufacturers will be required to provide security updates for all their
produced devices for the entire lifetime [21] However, these (proposed) pieces of legislation may not
prove adequate for the risk that is the topic of the research. More means may be needed for proper
mitigation.

Mitigation
Research has shown that it is possible to reduce cybersecurity risks to the Smart Grid [22]. It is essential
for DERs to be designed with security in mind and to use secure communication protocols to mitigate
these risks. However, the risk introduced by an oligopolistic market for DER brings specific hurdles. A
vulnerability in the firmware of a specific model would impact a significant portion of the Smart Grid.

Difficulty arises from the fact that owners of DER are not responsible for ensuring a stable power
grid. Therefore they have little to no motivation to address the cybersecurity issues or mitigate the risk.
A patch for a vulnerability in a DER model will not be installed if this is not forced [23]. Currently, there
are no possibilities for grid operators to force patching. Cybersecurity regulation only covers larger
installations, and the terms for connecting to the grid do not include cybersecurity controls.
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Goal
This research aims to highlight the cybersecurity risk of an oligopolistic Distributed Energy Recourses
market for the Smart Grid. To the author’s best knowledge, this is the first research into this combination
of fields. Another aim is to provide insight and practical guidance to policymakers and regulators,
allowing them to make informed decisions.

To obtain this research’s goals, first must determine if the oligopolistic market indeed introduces a
cybersecurity risk. If a risk is found, the focus shifts to when does this risk appear. The formal research
question and its subquestions, therefore, are formulated as follows:

RQ Does an oligopolistic Distributed Energy Recourses market introduce a cybersecurity risk to the
Smart Grid?

RSQ1 When would the risk appear due to market and grid parameters?
RSQ2 What would be the impact of a successful attack due to market parameters?
RSQ3 Is it possible to mitigate this risk?

Structure of thesis
The remainder of this thesis is constructed as follows: In chapter 2, background information relevant
to the topics is provided. Chapter 3 places the research in context with relevant academic work. Next,
chapter 4 describes the methods used for obtaining the data needed. It also contains the experiment
design. Results are given in chapter 5. In chapter 6, the limitations of this research are described, and
future research recommendations are made. Lastly, the answer to the research question will be given
in chapter 7 alongside recommendations for policymakers and regulators.



2
Background

The transition to a Smart Grid is currently underway. However, the current grid’s principles will also apply
to the new grid. Knowledge of these fundamentals will give better context to the system and provide
background information for the system boundaries. Only the fundamentals that have a relationship with
this research will be explained.

First, the concepts of the grid are introduced, including the definition of the Smart Grid. Next, the
cybersecurity aspects of the Smart Grid are described. The third section covers an analysis of the actors
related to this research. Economic and regulation concepts regarding the Smart Grid and Cybersecurity
follow in the next sections. As last, modelling is introduced, including the reasoning behind the chosen
modelling method.

2.1. Grid
This section will explain multiple aspects that are related to the grid. It provides the required background
information that is referred to later in this research.

2.1.1. Electricity
As energy cannot be created nor destroyed, as stated by the First Law of Thermodynamics [24], the
power provided to the grid needs to match the power used by the grid users. When seen in the complex
domain, electrical power can be separated into four parts:
1. Apparant power (S) is the vector

of power in the complex domain. It
is measured in Volt-Ampere (VA).

2. Active power (P), also known as
real power, is the part of power con-
sumed by the grid’s reactive load. It
is measured in Wattage (W).

3. Reactive power (Q) is introduced
by inductive loads on the grid. Also
called imaginary power, it is meas-
ured in Volt-Ampere-reactive.

4. Phase (ϕ) is the phase of the
voltage relative to the current. Figure 2.1: Different types of power1

1By Eli Osherovich - Own work, CC BY-SA 3.0, https://commons.wikimedia.org/w/index.php?curid=15308452
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2.1.2. Layout
In figure 2.2, a simplified mockup of the grid can be seen; this is the same setup of the grid used in the
created model. This layout is based on open data provided by the grid operators of the Netherlands [25]
and by enthousiasts [26]. The model created in this research also uses this layout.

Figure 2.2: Mockup layout of the grid

A distinction is between grid layers:

1. HV - High Voltage > 100 kV
Part of the grid connecting different regions and also connects across borders.

2. MV - Medium Voltage > 3 kV & < 100 kV
Power connections to distribution houses and high consumption companies.

3. LV - Low Voltage < 3 kV
Connections between distribution houses and households.

2.1.3. Roles
Different elements in the grid play an important role. The ones shown above in figure 2.2 are the ones
that are included in the model used in this research. A small summary of these roles is given in table 2.1.
This overview is incomplete; other elements are also present in the grid. As they are assumed not to
impact the research experiments’ results, they were left out of scope.

2.1.4. Smart Grid
The foundational blocks for the Smart Grid are currently being developed, and many directions are
possible. What is clear is that the power grid will change fundamentally [3, 5, 6, 7]. No longer will
there be central points that generate power with many consumers connected to it by the power grid,
where the generators are grid-forming [30]. In the future, households will generate their energy using
grid-following Distributed Energy Resources (DER) [29] in the form of photovoltaic (PV) panels.
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Table 2.1: Roles in the grid used in this research

Role Description

National grid The national grid is the grid operator’s domain that balances supply and demand. In the
Netherlands, the operator is TenneT [27]. On this level, they also connect with other
grids across the border [28].

Area Regional areas distribute the power within a region. It positions itself on the border
between HV and MV, delivering power to netstations and bigger factories ‘with’ high
power requirements.

Netstation Netstations are the distribution houses seen within cities and neighbourhoods. They
step down the voltage from MV to LV to enable them to be used by households.

Household A household is a house or small office building connected to a netstation. It is occupied
and may or may not have a DER. Households adopt DER.

DER Distributed Energy Resources are systems placed inside households and create power
locally [29, figure 2]. These devices may house the risks that this research is looking into.

During this thesis, the definition of Smart Grid used is the one proposed by James Momoh [5, p.11]:

”The Smart Grid is an advanced digital two-way power flow power system capable of self-healing,
adaptive, resilient, and sustainable, with foresight for prediction under different uncertainties. It is

equipped for interoperability with present and future standards of components, devices, and systems
that are cyber-secured against malicious attack.”

Coordination and communication
Difficulties arise from the coordination needed to keep the grid stable [7, 31, 32]. To coordinate all DER
devices in the grid, new paradigms of control are needed [32, 33, 34, 35]. All these paradigms have
in common that there will be a massive increase in communication. Similarities are found in SCADA
systems, as seen in manufacturing environments, due to considerable geographic distances, cyber-
physical systems, and the high number of connected devices [36, 37, 38]. The Smart Grid introduces
new concepts to add to the power grid, such as Virtual PowerPlants (VPP) [31, 39], Microgrids [7, 39],
and Advanced Metering Infrastructure (AMI) [4, 40]. The concepts are used to reduce the span-of-
control of the grid operator and reduce the amount of communication by trying to match on a local level
first.

Effects of Distributed Energy Resources on the grid
The power grid is affected by the inclusion of DER. It causes the power quality to decrease [41]. DER
devices impact the grid by virtue of being asynchronous power generators [42, 43]. Conventional
synchronous generators stabilise the grid’s frequency by coupling it to the rotation of their rotor. This
damping is not present in the asynchronous variants; thus, more coordination is required [30, 44]. The
same issue also impacts the quality of the voltage levels in the grid [45].

2.1.5. Quality indicators
Keeping the grid operational and stable is the main objective. This is what is ultimately required to
keep society functioning. Multiple indicators are available to determine the stability and quality of the
grid. Below are explained the indicators chosen for the model. Other indicators, such as frequency
harmonics, are also present. However, due to the scope of the research, they were not included.

Frequency
50 Hertz is the agreed-upon frequency of the grid in the Netherlands and Europe [46]. If the power
consumption increases, all things other being equal, the result is a decrease in the frequency of the
entire network [8, p.190]. The change in frequency is proportional to the size of the power imbalance
and the total amount of power in the grid [8]. This effect is represented in equation (2.1). The size of
the power generation capacity on the grid, therefore, impacts the grid’s stability. Measuring the grid’s
frequency allows the grid operator to adjust supply to the grid’s demand.
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λ =
∆P

∆f
(2.1)

λ = The network power frequency characteristic [MW/Hz]
P = The amount of power imbalance [MW]
f = The difference in frequency [Hz]

Equation taken from [8, Eq 5.18].

Regulation on the grid frequency is found in the Network Code of the European Union [46]. The
relevant values for the frequency from this directive are seen in table 2.2. It shows the values the
frequency of the grid may have and how long these values may be present.

Table 2.2: Permissible frequency range in Continental Europe - [46, Article 13 - Table 2]

Frequency range Time period for operation
47,5 Hz - 48,5 Hz Maximum of 30 minutes
48,5 Hz - 49,0 Hz Maximum of 30 minutes
49,0 Hz - 51,0 Hz Unlimited
51,0 Hz - 51,5 Hz Maximum of 30 minutes

Voltage
Voltage indicators are more suited for local imbalances. The magnitude of the voltage is impacted
mainly by the reactive part of the power; this is represented by equation (2.2) and equation (2.3). Tap-
changing transformers address the changing voltage levels at local points.

∆δ = −[B′]−1∆Qi

Vi
(2.2) ∆δ = −[B′]−1∆Pi

Vi
(2.3)

B′B′′ = Susceptance matrices
Q = Real power
P = Reactive power
V = Voltage

Equations taken from [47, p9].

Regulation on the grid’s voltage is found in the Network Code of the European Union [46]. The
relevant values for the voltage from this directive are seen in table 2.3. It shows the values the voltage
of the grid may have and how long these values may be present.

Table 2.3: Permissible voltage range in Continental Europe - [46, Article 16 - Table 6.1]

Voltage range Time period for operation
0,850 pu - 0,900 pu Maximum of 60 minutes
0,900 pu - 1,118 pu Unlimited
1,118 pu - 1,150 pu Maximum of 60 minutes

Area Control Error
The Area Control Error (ACE) is an indicator that is calculated [8, Eq.5.26] to determine where an
imbalance takes place on the grid. It is a product of measurements of the power flows going into and
out of the area, as shown in equation (2.4). Grid operators use this indicator to monitor imbalance [9].

ACEi = ∆Pi + λi (2.4)
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2.1.6. State calculation
Finding the state of the power grid is done by using load flow calculations [8, 47]. The model uses
these equations as relationships between the different elements and calculates the next state based
on them. This is the mathematical foundation of our model.

Load flow
Load flow calculations provide gain insight into the steady-state behaviour of the network. The analysis
that approaches reality the most is the AC load flow variant [8]. It includes the different types of power
seen in reality and the different types of loads. The disadvantage is that it is a non-linear problem that
needs to be solved numerically.

A DC load flow variant addresses the issue of expensive calculations [8]. Using assumptions to sim-
plify reality decreases the cost significantly. Without this reduction in computational power, generating
the data needed would not be feasible. These assumptions include the ”neglecting of the resistance of
the transmission lines” and ”The differences between the voltage angles are small” [8, section 6.2].

Fast decoupled load flowmethod
By decoupling, the computational costs of the state estimation decrease even more. By using the fact
that the change in active power primarily shows in the changes to the voltage angles [47] Moreover,
the changes in reactive power are influenced mainly by the voltage magnitudes, which allows the de-
coupling of these different forms of power.

2.1.7. Cascading failures
The power grid is an unstable system that is kept functioning by an enormous amount of coordination.
This instability is most prevalently shown in the phenomenon of a cascading failure of the power grid.

Generators connected to the grid have safety systems built in that trip when certain conditions are
met, for example, when it overheats [48]. Another trigger is the too-slow rotation of the rotor, the rotation
that is coupled to the frequency of the grid. When these safety systems trigger, they disconnect the
generator from the grid.

When there is too much load and the power grid is overloaded, the frequency of the grid drops. When
a generator is disconnected due to its safety system triggering, the power that was generated by that
generator then has to be produced by the remaining generators on the grid. Adding extra stress to an
already overloaded grid can result in even more generators being disconnected.

2.1.8. DER adoption in the Netherlands
According to Diffusion of Innovations, the adoption of new technology follows an S-curve [49, 50]. Data
from CBS [51], shown in figure 2.3, shows a possible beginning of an s-curve. Currently, almost 20%
of households in the Netherlands have PV panels, an increase of 2.5x since 2017 [52] Furthermore,
36% of people in the Netherlands in 2022 report owning solar panels, almost double than in 2019 [53,
54]. This may show that the adoption of DER in the Netherlands is fast on its way.

2.2. Cybersecurity
This section will highlight relevant aspects of the cybersecurity of the Smart Grid. It will do this by taking
two approaches. First, it takes a risk-based view by looking at the threats, vulnerabilities and impact.
The second aspect is by looking via the CIA triangle [55].

2.2.1. Threat actors
The threat actors to the Smart Grid are described in table 2.4. They are a selection of commonly
mentioned threat actors in Cybersecurity, selected on relevance for the Smart Grid. The main threats
are Nation-State actors and Organized Crime.

2.2.2. Potential vulnerabilities
As shown in the taxonomy provided by Li et al., multiple types of attacks are possible on the Smart
Grid [57, Table 2]. These categories are related to the CIA triangle [55, 56] impacting different aspects
of confidentiality, integrity, and availability.
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Figure 2.3: Adoption of solar power in the Netherlands

Table 2.4: Threat actors to the Smart Grid, based on NIST [56]

Threat Motive Capability

Nation-State Disrupt the society of a hostile nation. Per-
haps as part of a bigger military goal.

Very capable, almost impossible to de-
fend against.

Organised Crime Monetary gain. By manipulating the market,
monetary gains can be made [16].

Reasonably capable, uses advanced
techniques.

Individuals Activism or no real motive, such as a script
kiddie.

Low to medium capacity. Will likely use
tools made by others.

Table 2.5: Targets that can be attacked in the Smart Grid

Attack target Description

Device DER devices are on the edge of the grid allowing physical access. As this type of
device is used in many more places, a found vulnerability could be scaled quite easily.

Data The target is the data sent between the actors on the Smart Grid. Its goal is to destabil-
ise the grid by tricking it into making wrong decisions.

Privacy These are attacks that threaten the privacy of the end-users. Among others, occu-
pancy can be detectable using this data.

Network The goal of this attack is to impact the availability of the Smart Grid. This makes it
difficult for actors on the Smart Grid to communicate and keep the grid stable.
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False Data Injection (FDI)
This research focuses on False Data Injection attacks. In these attacks, the communication between
the devices is altered, resulting in a mismatch between the actual and communicated states. This
causes instability to occur [58]. As our focus is on the firmware of DER devices, the scenario’s attack
combines a device attack and a data attack.

The attack can be performed stealthily, bypassing the current detection methods for finding the in-
stability on the grid. It can impact the state estimation of the grid in such a way that it does not trigger
any alarms [58]. One aspect that makes this attack more interesting is that financial gain is possible [16].
This introduces an extra reason to attack the Smart Grid.

2.2.3. Detection
For detecting attacks on the grid, many solutions are explored. Traditionally a state estimator is used to
see if the measurements align with the state expectations. If the difference between the state estimator
and measurement is higher than a threshold, it is flagged [58, Eq. 3]. However, this detection method
can be fooled as the state estimator uses previous data as its reference. It can change what the state
estimator considers normal by slowly changing it, staying under the threshold [59].

Other solutions proposed include, among others, a Bilevel Attack Model based on pre and post-
dispatch [60], using machine learning-based classification [59], and a graph-theory-based solution [61].

2.3. Actor analysis
For this research, an actor analysis has been performed to identify all relevant actors and determine
their roles. ”An actor is a social entity, a person or an organisation, able to act on or exert influence
on a decision.” [62, p.79] Actor analysis gives insight into the interaction in the system and provides
context. This analysis is documented in appendix A.

The relevant actors are:

1. Grid operator (TenneT)
2. Smart Grid user (Household)
3. Energy producers (Legacy)
4. Agentschap Telecom (Regulator)
5. Local Grid operators

2.4. Economics
Cybersecurity does not only include the technical aspects of security. It involves humans and, with it,
economics. Economic principles give insight into the behaviour of humans and companies and allow
the prediction of possible outcomes. This section will first cover the topic of economics in cybersecurity,
followed by the drivers behind market consolidation, and as topics are introduced that explain the
interaction of users with the topic.

2.4.1. Cybersecurity
The economics of cybersecurity has proven to be an exciting topic [63, 64]. Economics can help explain
human behaviour making it an excellent combination with cybersecurity. Different economic principles
are of interest to this research topic; they are described below.

Return on investment
From a business perspective alone, investing in cybersecurity is tricky. Regular business decisions are
based on the return on investment (ROI). As cybersecurity is difficult to quantify, measuring return on
investment is impossible with any certainty. This is because one can not say if it would have suffered
an attack if the investment was not made. The lack of hard metrics such as ROI produces misaligned
incentives within companies regarding security investments [64, 65].
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Tragedy of the commons
Cybersecurity can be a tragedy-of-the-commons situation because the risk of a security issue is com-
monplace. In this context, the risk of the grid collapsing by a cyber-incident is not felt by the DER
manufacturers. This decoupling of a negative consequence and economic activity is called an extern-
ality [66].

First mover advantage
At the same time, manufacturers have the incentive to skip security to be first in themarket, the so-called
first-mover advantage [67]. First to market is crucial to have the most significant market share [67].
Security is not relevant for release; as such, it is forgotten, creating an externality [63]. This results in
a race-to-the-bottom regarding security if not addressed with regulation.

2.4.2. Market consolidation
General economics also has relevant aspects regarding DER and the Smart Grid. Relevant to this
is the role that market consolidation plays [68]. A study commissioned by the EU shows that these
kinds of products, like DER, in the EU’s single market, are highly suited to create a highly consolidated
market [12].

Economy of scale
Market consolidation is relevant in the scope of this research because it reduces the number of differ-
ent DER devices produced. As IoT devices have shown, this allows a detected vulnerability to scale
enormously [13].

The mobile phone market is an example of market consolidation in the technical field. A study by
Cerre found that most countries have only three or four different manufacturers [69]. In 2022 in the
United States of America, the top two manufacturers had 85.67% of the market [70]. A vulnerability in
one of them would have an enormous impact because of the economy of scale.

2.4.3. Users
The interaction between users and DER devices concerning security also has interesting aspects. They
are the owners of the device that produces the electricity, which can pose a risk to the grid.

Market for lemons
Cybersecurity is generally not considered when purchasing a DER device, such as a PV system. This
is because the consumers face information-asymmetry [65]. The vast majority of users will not have
the expertise to determine the level of security of a device. Furthermore, they probably do not care
because they, as an individual, do not own the negative consequence of the risk. A race-to-the-bottom
situation for consumers. This information asymmetry leads to less secure products because the added
value of the security is not known by the consumer [63]. A situation that is called a market-for-lemons.

Rejection of Security Advice
Even if all potential risks are known by the consumers, likely, they will not act accordingly [71]. People
are bad at assessing risks, especially in complex situations like the Smart Grid. As a result, the risks
of DER devices will not be addressed by the combination of the market and consumers.
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2.5. Regulation
Regulation gives governments the means to address the unwanted economic behaviours addressed
in the previous section. It can also create means that can be acted on to address cybersecurity issues.

2.5.1. Grid regulation
For the power grid, relevant regulation includes the Network code directive [46] implemented in the
Netherlands as the NetCode [72]. The requirements for participating in the power grid are defined in
this.

Requirements for generators
Relevant regulations for power generators can be found in the NetCode [72, Chapter 3]. Including
asynchronous generators requires updating the power grid legislation [42] as they differ vastly from
regular synchronous generators.

The NetCode also provides the means for network operators to use a contract to require power
generators to adhere to their agreements. However, this does not cover cyber-security-related aspects.

2.5.2. Economic regulation
The European Union has taken the lead in defining new legislation to define responsibilities by avoiding
the tragedy of the commons by not assigning the cost of externalities [64]. Regarding cybersecurity, crit-
ical legislative pieces are the NIS directive and its successor, NIS2. They require providers of essential
services, such as those involved with the power grid, to control their cyber risks.

Furthermore, manufacturers must implement security and privacy by design principles when creating
new products [21]. The same regulation also makes manufacturers responsible for providing security
updates for the entire lifetime of the devices they create [21].

2.5.3. Privacy
The GDPR is also relevant as the users’ privacy needs to be protected, most notably at the level of the
Smart Meter [73, 74]. When consumers are confident in the protection of their privacy, they will adopt
measures or innovations faster [75].

2.5.4. Institutional change
With this power grid change towards the Smart Grid, institutions that accompany it must also change [76].
Their roles are being redefined at this moment, and everyone is trying to find their new role, including
the regulator [17]. This brings a lot of friction and uncertainty about who is responsible for what [77]
impacting the cybersecurity aspects. If not done correctly, certain crucial aspects can be overlooked
in this hectic time.

2.6. Modelling
The goal of the model is to simulate the behaviour of the grid in specific scenarios. As the focus of this
research is the future risks of the Smart Grid, this entails that the current grid is not suitable for obtaining
relevant data. The enormous change in the power grid brings with it many unknowns. Reducing this
uncertainty is done by simulating different aspects of the Smart Grid. A model, therefore, is needed.

System Dynamics
Different models could be used, for example, System Dynamics [78]. This method relies on mathemat-
ical equations for dynamic modelling. The most appropriate diagram, in this case, would be a Causal
Loop Diagram (CLD). It connects all high-level concepts mathematically; it would be an expanded ver-
sion of figure 4.1. Due to the high interdependencies of the grid and the communication and reduced
flexibility of the grid layout in this way of modelling, this method is not chosen.
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IEEE Bus System
From a grid simulation perspective, the use of the IEEE 13 bus system would be logical [79]. It is battle-
tested and comes with predefined mathematical-correct behaviour. However, as the grid is changing
towards Microgrids and other new concepts introduced in section 2.1.4, this system is not guaranteed
to be correct.

Agent-Based modelling
The method chosen is Agent-based modelling (ABM). The concept behind ABM is that ”many phe-
nomena, even very complex ones, can best be understood as systems of autonomous agents that
are relatively simple and follow relatively simple rules for interaction” [80]. The agents in the grid are
relatively simple to create and are well-described. The interactions between them as well [8].

Current Smart Grid Models
There are currently already simulations of the Smart Grid. The GridLAB-D [81] and Panda Power [82]
frameworks are efforts that aim to speed up the creation of models of the Smart Grid, which also are
ABM. Digital twins [83] simulate the grid as a whole; this provides the most accurate image of a future
system. However, they are the most time-consuming to implement and are very time-consuming to run.
Other systems focus on the stability and quality of the grid [44].

Employing a graph-based architecture that focuses on the connections of the grid allows the accurate
modelling of energy flows [84]. When communication and coordination is the goal of the model, a data-
centric approach is taken [40, 85].

Literature also finds efforts to simulate the Smart Grid’s security. A framework to simulate cyberat-
tacks on the Smart Grid [86] builds on GridLAB-D, adding cyber attacks to it. Testbeds are simulations
created to see how the Smart Grid will react to being attacked [87, 88]. Evaluating the security of con-
trol systems is done using a co-simulation platform [37]. An explanation of why these are not used can
be found in section 2.6.



3
Related Work

This chapter presents an overview of the academic publications relevant to this research. As mentioned
in the introduction, to the author’s best knowledge, this is the first research into this combination of fields.
As of writing, only a footnote in a report of October 2022 mentions this risk in passing [89].

Therefore, works will be discussed from the interactions of three identified fields that provide insight.
This method is shown in figure 3.1. The Cybersecurity field and the Smart Grid field are chosen as they
are foundational blocks for this research. The IoT field is chosen as it is a simile for Distributed Energy
Resources and is much more developed.

The first section focuses on cybersecurity in combination with the Smart Grid. Secondly, research on
IoT technologies in the Smart Grid is presented. The cybersecurity aspects of IoT technologies follow
afterwards. Closing this chapter is a discussion of the research gap identified that this research aims
to address.

Figure 3.1: Positioning of this research
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3.1. Cybersecurity in the Smart Grid
Publications on a broad front cover the cybersecurity aspects of the Smart Grid. Academic research
extensively defines the threats to and possible attacks on the Smart Grid and their prevention and de-
tection [90, 91, 92]. Attention is even given to the practicalities of assessing the Smart Grid’s resilience
to cyber-attacks [93, 94, 95, 96] and with specifics on AMI testing [97].

The immense impact of a successful attack makes this attention well deserved [98, 99]. Among the
effects are most notably, voltages sags [30], frequency drops [14], and cascade failures [100] that all
can lead to blackouts [96, 101].

Threats and attacks
Potential targeted attackers of the Smart Grid include nation-states in the form of Advanced Persistent
Threats (APT) [100]. The disruption of power delivery is their goal in itself [96, 102]. However, a
monetary gain could also be a reason to perform a cyberattack [16]. By utilising the electricity price
market, an attack can leverage an attacker to obtain profits [103], expanding the scope of threats
Untargeted attacks are also an issue for connected devices, as seen in the example of the NHS and
Wannacry [104].

Different kinds of attacks on the Smart Grid are possible; most commonly, they are differentiated by
the aspects they target [100]. Options include attacking the device, invading users’ privacy, focusing
on the data sent, and attacking the network. The quickly gained physical access to DER on the Smart
Grid allows hardware attacks [105], such as key-extraction [106, 107].

User privacy is essential for adoption and legislation [73, 74]. False Data Injection (FDI) is the topic
regarding Smart Grid attacks that has gained the most attention. This type of attack focuses on creating
a difference between the expected and actual behaviour of a device [16, 60]. The network itself is
vulnerable to topology attacks [108, 109] including line disconnection [110, 111].

Further specificity is also found in attacks that focus on creating the most amount of damage by co-
ordination [112], attacking the AdvancedMetering Infrastructure [113] or the use of Electric Vehicles [14].

Protection and detections
That the Smart Grid needs protection is clear. Multiple architectures have been proposed to achieve
this protection. Current research only includes possible approaches, as the architecture and underlying
technologies of the Smart Grid are still unclear.

A centralised approach using a Security Information and Event Management (SIEM) [22, 114] is
possible, as is the implementation of an Intrusion Detection System [115]. These options most closely
resemble the grid monitoring of the present day. False Data Injection attacks or Dynamic Load Altering
attacks can, for example, be discovered with this architecture using AC State Estimation [116], Robust
sliding mode observer [117], and Graph Theory [61, 118]. A specific subset of this approach is detecting
attacks on the Advanced Metering Infrastructure of the grid [99].

Most architectures use an agent-based approach [40, 119, 120], using DER to monitor their neigh-
bours in the Microgrid [112, 121]. One of the reasons to choose this architecture is because it removes
the single point of failure in the grid supervision [121].

Machine learning methods that are used to detect attacks are Semi-Supervised Deep Learning for
FDI attack [59], Ensemble Learning for anomaly-based intrusion detection systems [122], Extremely
Randomized Tree-based schemes [123], and Reinforcement Learning [124].

3.2. IoT technologies in the Smart Grid
The link between the Smart Grid and IoT has been made multiple times [101, 125]. Often this is
because of the high number of devices, the massive scale of communication, and the cyber-physical
aspects [125]. Furthermore, the agent-based structure of proposed concepts in the grid, mainly in the
coordination used to balance the grid [126], are very similar to IoT systems. Coordination structures
will likely rely on the autonomous actions of the DER systems [32].
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The topic of cybersecurity regarding IoT and the Smart Grid is also found in literature [92, 100]. It in-
cludes topics focusing on the communication protocols that resemble IoT protocols [127]. Furthermore,
standardisation and certification are also proposed in this combination of IoT and the Smart Grid [128].

3.3. Cybersecurity of IoT devices
IoT devices are a relatively new concept as a class of devices when compared to servers and personal
use laptops. They are devices that are usually stand-alone, are often used as a cyber-physical system,
and require no interaction from the user besides their functionality. As mentioned by the reasons in
section 2.4, a lack of regulation has led to cybersecurity issues. This is why the European Union, in
the form of ENISA, published multiple guides to implement security for IoT devices [129].

The scale of an attack when a vulnerability in an IoT device is found can be enormous. The most
prominent example of an attack is the Mirai botnet [13], which caused the largest DDOS attack ever
recorded. The high amount of physical devices created in combination with the use of identical firmware
are to blame.

Compared to other cyber-physical systems, such as OT systems found in manufacturing, the differ-
ence is that IoT devices are more likely to be attacked. This results from the fact that IoT devices have
a much bigger attack surface [97, 113]. Most of them are connected to the internet and not behind
network segmentation or NAT. This issue may become even more pressing when IPv6 is the default
connection used [130].

Attacks that use a physical component are more prevalent on IoT devices. Key extraction from
hardware is possible [92, 107], and if the key infrastructure of the device ecosystem is not well thought
out, this could allow the attacker to scale horizontally. Another threat derived from physical access
is the possibility of firmware dumping. When the firmware is dumped, it could be analysed to find
vulnerabilities or exploits much faster [92].

3.4. Research gap
This research focuses on the intersection of all three topics: Cybersecurity, IoT, and Smart Grid. This
is not the only research found in this intersection. Testing the IoT Smart Grid using a proposed security
framework is found [131]; it does not address the causes of potential vulnerabilities, in contrast to this
research. An IoT attack was already made Distributed Energy Resources in the Smart Grid [132]. This
research focussed on a vulnerability in implementing a TCP/IP stack shared across many devices. This
vulnerability is used to attack different devices connected to the grid, presenting a proof-of-concept. The
difference between it and this research is the development over time and the effect on the Smart Grid.
It also does not address the underlying factors that cause vulnerabilities.

The identified gap focuses on the IoT risk of attacks scaling horizontally and the underlying causes
that increase grid instability. Because of the market concentration, shown in section 2.4, and the ne-
cessity for coordination, attacks can likely quickly spread. The homogeneity of the DER in the Smart
Grid also might prevent the agent-based detection methods as the neighbouring devices could also be
impacted. It is easily imagined that a real-estate developer might select a single DER manufacturer
when building a new neighbourhood.

As little research is done on this topic, there are currently no means for regulators to mitigate this
specific risk; as discussed in section 2.5. This risk and its mitigation could not be found in current
research and is therefore chosen to be the topic of this research.



4
Methodology

This chapter focuses on the method used to obtain the information used to answer the research ques-
tion. An explanation of why the method is used is found in section 2.6. First, a description of the model
that is built is given. Secondly, the assumptions made in the model’s making are highlighted. Then the
input parameters are described to make different scenarios, followed by the collected data that acts as
output.

4.1. Model
An Agent-based model is built to answer the research question. As the model focuses on the cyberse-
curity issues of the grid, already-built grid simulation efforts did not provide enough flexibility to simulate
an attack. Because these models aim to be as accurate as possible regarding the power calculations,
they are also much more expensive to run regarding computational costs.

Cybersecurity testbeds that were found did not focus on the horizontal escalation of a cybersecurity
attack when looking at the kind of risk this research is focussed on. As a result, the scale of the model
did not accurately reflect the grid size on a national scale. The choice is made to program a simulation
model from the ground up that fulfilled the requirements in table 4.1.

4.1.1. System boundary
A border needs to be drawn when building a model, the system boundary. It decides what is included
in the model and what is left out. The goal is to make the model as small as possible, including only
what is needed.

The model created for this research has chosen to limit the scale of the grid to a national level. This
is done as data for the national level of the Netherlands is available, allowing validation of the model.
The downside is that an interconnected grid is more resilient to power swings. However, countries
with a connected grid also are part of the EU single market. As such, they have the same market
consolidation in DER.

Furthermore, power generation plants are not included as agents in the model. They are not part of
the IoT risk identified in this research and are represented at the root level as bulk generation. In the
same idea, big power consumers like factories are not included and are represented at the root level
as bulk consumption.

4.1.2. System diagram
A system diagram is used to give insight into the behaviour of a system in general by showing how
relevant factors interact with each other [62, 133]. The goal of this diagram is to give insight into the
system that is being modelled. This information is needed to verify later that the model is generating
the expected behaviour.

17
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Table 4.1: Model requirements

Requirement Reasoning

Flexible grid design Due to the uncertainty of how the Smart Grid will look, flexibility in the grid
setup is needed. This research also focuses on the emergence of the identified
risk; as such, every step towards the new grid needs to be able to be produced.

National scale As the desire is to simulate an attack that will scale out horizontally, it is
important to get the scale of the grid correct.

Accurate frequency
and voltage values

The focus of the research is the grid’s stability when it is under attack. The
quality indicators frequency and voltage give the grid stability. Therefore these
values need to be accurate.

Short runtime Identifying when the identified risk is of impact to the Smart Grid is one of the
goals of this research. Therefore multiple stages of DER adoption are needed
to simulate. To be able to perform all these different experiments, a short
runtime is required.

Adjustable step size The industry standard in the grid is for data to be collected at a 15-minute
interval; this is the base value for the step size of the model. However, for
future-proofing and looking at smaller timeframes, this value needs to be an
input of the model.

Predictable output To obtain reliable data that can be used to compare results, the model’s output
needs to be predictable. This can be achieved by using seeded PRNG instead
of true RNG.

Answer research
question

The model needs to provide the data needed to answer the research questions
of this research or provide insight to answer the research question.

In figure 4.1, the adoption of DER into the Smart Grid is modelled, focusing on the cybersecurity
risks accompanying it. Interesting aspects are the loop seen in orange and the multipliers in blue.
The loop shows a positive feedback loop within the system that drives the IoT-DER penetration in the
market while reducing the variety of devices. This increases the risks this research is focussing on.
The multipliers are relevant because they indicate that adopting DER into the Smart Grid does not lead
to a linear increase in risk. It increases the risk significantly more than that.

Figure 4.1: System Diagram
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4.1.3. Coding
To fulfil the requirements of the model, it is built in Rust using a graph layout. Rust is ideal as it is
very fast to run when compiled. Fulfilling the requirement that an experiment has to be completed in a
relatively short time. Furthermore, its type system and borrow checker help verification of the model.
The input for the model is three parameter files: the grid, attack and model parameters. They are
explained further in section 4.3.

The model’s output is given as a log file per run that logs any errors or warnings from the grid. Also,
it can save the state of the grid per step it takes. When developing, attention was given to the possible
further development of the model, preventing choices that would limit expansion where possible. This
is also described in more detail in section 4.4.

Every decision in the model that uses RNG is made using a PRNG seeded with a seed in the model
parameters file. This allows the model to obtain the same results whenever nothing has changed.
Giving it a predictable nature that is suited to run experiments.

4.1.4. Agents
Agents are the decision-making units in the model. They are the Root, Areas, Netstation and House-
holds roles as mentioned in section 2.1.3 and the regulation capacity of the grid.

Average power
All households have an average power consumption target determined when the agent is created in
the code. It obtains this value using the seeded PRNG and a Uniform distribution, both given in the
parameters files. This value is not changed during the run of the model.

Generation and consumption
Generation and consumption of power follow the distributions given by MFFBAS [134], a collaboration
between grid parties. It changes during the course of a day. For variety between households, there is
also a noise component. The parameters of these are also able to be set via the parameter files.

Regulation capacity
The regulation capacity of the grid is modelled as a bandwidth of power regulation capacity avail-
able when running the model. The values from these were derived from TenneT, based on historical
data [135].

The model starts with the used capacity at zero and then tries to compensate for the power error
using the capacity it has. Limits to the possible compensation are the bandwidth limits and the amount
of compensation it can do per single step. These parameters are also given in the parameter files.

4.1.5. Powerstate
The powerstate of an agent is the summary of the power flows that are related to the agent and is the
foundational data structure used for grid state calculations. In this state, certain aspects are included;
they are described in table 4.2. The powerstate forms the foundational data structure used to calculate
the grid’s state.

Table 4.2: Powerstate description

Aspect Description

Power generated Power generated by the DER in case of a household or summed from the
agent’s children.

Power consumed Power consumed by the agent in case of a household or summed from the
agent’s children.

Power used Power consumed - power generated.
Power reported Power used communicated to the grid by the DER in case of a household or

summed from the agent’s children.
Power error Power reported - power used.
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4.1.6. Actions per step
Below is described the list of steps the model takes during each step/tick of the model.

1. Update the current step value in all agents.
2. Generate new powerstates for the households.
3. Try to infect vulnerable households.
4. Try to patch infected or vulnerable households.
5. Change the powerstate of the infected devices.
6. Calculate the powerstate for netstation, area and root agents.
7. Try to compensate power mismatch on a grid level.
8. Calculate the impact of the power mismatch.
9. Report if the voltage and/or frequency boundaries are crossed.
10. Output grid state, if desired.

4.2. Assumptions
Simplifications and assumptions were made to make the creation of the model feasible. In table 4.3,
they are made explicit and given a reason for doing it. The main reason for making these assumptions
is for simplicity, reducing the complexity of the model.

Table 4.3: Assumptions

Assumption Reasoning

Linear relation voltage and
power mismatch

An power mismatch causes the voltage to change using a more complicated
method than is done with frequency. However, this relationship is partially
linear, as shown in equation (2.2). A simplification was made to replace this
relationship with a fixed parameter given to the model.

Only active power Due to the previous assumption and the fact that frequency only changes on
the total amount of power delta, there is no need to simulate a complex power
system.

DER only as PV Only PV panels are simulated as DER in this model. This is because, currently,
they are the only type of DER adopted on a bigger scale by society.

Grid simplification No capacitance or resistance is modelled in the grid. This research focuses on
the cybersecurity risks, not the actual power grid simulation.

No storage at houses No local energy storage is modelled at the households. Storage could impact
the behaviour of the grid; however, currently, there is no significant adoption.

Static regulation capacity The regulation capacity of the grid operator is static. It does not change over
time, even though this would be likely as the grid operator would see that it
reaches its limit.

Distributions Distributions used are uniform or normally distributed. This is not completely
truthful to reality. However, it does not impact the validity of the model’s results.
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4.3. Input
Giving the model input is done using different parameter files. There are three different files split into
the usage of their contents; model, grid, and attack. The model file only discusses options related to
the general settings of running the model. It will not be described below; however, more information
can be found in the documentation of the model in the repository.

Grid parameters
The grid parameters describe the construction of the grid and the power characteristics of the grid.
Further details are given in table 4.4 and can also be found in the documentation of the code.

Table 4.4: Grid input parameters for the model

Parameter Description

n areas The number of areas included in the model; they are the children of the root
agent.

ns per a The number of netstations per area. A uniform distribution’s lower and upper
bounds are given that are used when creating the grid.

hs per ns The number of households per netstation. Also given as a lower and upper
bound of a uniform distribution.

num noise functions Number of noise functions that are used to create a variance in household
power consumption and generation.

percentage noise on power The percentage of noise to the average power used.
percentage generation of
usage

The percentage of power generated by the DER to the average power used.

pv adoption The percentage of households with a PV installation. A random number is
generated when generating the grid; if it is smaller than this value, the
household has a PV installation.

max gen inc tick Amount of compensation possible from the regulation capacity of the grid per
tick.

energy storage Upper and lower bounds of regulation capacity.
power consumption bounds The average power consumption of a household is determined by creating a

uniform distribution using the upper and lower bound given in this parameter.
bulk consumption The amount of bulk consumption present in the grid. More bulk consumption

produces a more stable grid as change is relative.

Attack
All available options for the attack are described in table 4.5. Further details are given in table 4.5 and
can also be found in the documentation of the code.

Table 4.5: Attack input parameters for the model

Parameter Description

percentage vuln devices The percentage of vulnerable PV installations.
infection rate per step The likelihood of a vulnerable PV installation to be infected.
patch rate per step The likelihood of a vulnerable or infected PV installation to be patched.
infection start The step on which the infection starts.
patch start The step on which the patching process starts.
attack behaviour A list of behaviours that infected devices perform. Per behaviour, the

start, end, and modifiers are given.
patch stop The step on which the patching process stops.
infection stop The step on which infection stops.
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4.4. Output
The output of the model is used for answering the research question. To obtain the answers, the model
outputs data in two different ways. It can log the state of the model at each step. However, the primary
way of obtaining answers is using the log file created by the model. The log file contains the warnings
and errors generated by the model.

The grid warnings and errors are produced when the boundaries show in table 2.2 and table 2.3 are
crossed. Warnings are produced when the grid deviates from routine behaviour. Errors are generated
when the deviation is present longer than allowed.

Frequency output
Frequency is checked at the root node as this is universal across the grid. A single check reduces the
computational cost of running the model. The regulation capacity of the grid mitigates the impact of the
power mismatch for frequency.

Voltage output
At the level of netstations is where voltage levels are calculated and checked. This is because this is
the level on the grid where the power mismatch is generated and not separated by a transformer. Each
netstation has a tapped transformer to reduce the voltage for the households. This transformer can
change its reduction factor. Due to this effect and the fact that mitigation is not done on this level, each
step is independent and not impacted by the previous steps.

4.5. Validation and Verification
When a model is made, it needs to be validated and verified to check the validity of the result. Verifica-
tion is checking if the model behaves as it is designed. Validation is comparing if the behaviour of the
model conforms to reality.

4.5.1. Verification
Verification of the model is partially done by using the characteristics of the Rust programming language.
Using the type system, all values are modelled with the correct unit. This ensures that no values can
be used where they are not intended. Furthermore, the borrow checker in Rust prevents unwanted
changes in the values during simulation. Tests were also written for the key parts to ensure proper
behaviour.

4.5.2. Validation
Two options can be used to validate the model. It can be validated by experts who deeply understand
themodelled system. The other option is to validate themodel by using data. Simulating the current grid
and comparing the output data with current data shows that the model generates correct information,
at least for the current grid. The assumption is that the same underlying principles will produce relevant
results. The data available for this research are the open data provided by TenneT, MFFBAS and data
given by Enexis for this research.

Examples of the validation performed are provided in figure 4.2 and figure 4.3. In these figures, a
reference line is shown that is created from the open-source data provided by MFFBAS. To compare
this with the values produced by the model, it created distributions for 100 different households. The
minimum, maximum and mean are derived and plotted in the figures from this information. As is shown,
the distributions are similar.



Chapter 4. Methodology 23

Figure 4.2: Validation of power consumption distribution

Figure 4.3: Validation of power generation distribution
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4.6. Experiment design
The model created in this chapter uses the model to translate the input parameters to output data.
Answering the research question is done by looking at what combination of input parameters produces
specific behaviour.

Not all parameters described in the input are used to create scenarios. Each scenario is a separate
run of themodel. The parameters used for creating scenarios are selected as they are themost relevant
to answering the research question. The chosen parameters are described in table 4.6. Values for the
parameters are derived from real-world data. TenneT provided open data, and Enexis was willing to
share real-world data. The values to create the grid were derived from this provided data and are shown
in table 4.7.

The creation of the experiments is done using an orthogonal experiment design. This entails that all
possible combinations of all values per parameter are generated. As a result, 8100 different scenarios
were created and run. These scenarios cover the changes in DER adoption, grid layout, and market
consolidation. The scenarios for the model only include one type of attack. This is done to limit the
scope of the research because it is not likely to impact the research goal.

Computing cost
Each scenario takes around 40 seconds when run on a Microsoft Azure Standard_F8s_v2 VM (8 cores,
16 threads, 3.4GHz, 16GB Memory, AVX-512). In these 40 seconds, the grid is created and populated
with around 8 million agents. All these agents take 250 steps, each representing a 15-minute interval.
During each step, statistics are calculated and outputted to the log file.

Table 4.6: Different values used to create the scenarios

Parameter # values Values used

seed 2 117, 2010
Percentage of vulnerable
devices

6 0.0, 0.2, 0.4, 0.6, 0.8, 1.0

Adoption of DER systems 5 0.0, 0.25, 0.5, 0.75, 1.0
Percentage of power generated 5 0.0, 0.25, 0.5, 0.75, 1.0
Amount of regulation capacity 3 42000000, 31500000, 52500000
Amount of regulation capacity 3 850000000, 637500000,

1062500000
Amount of bulk consumption 3 10000000000, 7500000000,

12500000000

Table 4.7: Values used to create the grid

Parameter Values used

number of areas in the grid 20
number of netstations per area (200, 300)
number of households per netstation (120, 200)
percentage of noise on power 0.15
attack behaviour ”(24,250,1,0)”
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Results

This chapter will describe how the data generated by the methodology from the previous chapter will
be parsed into information that can be used to answer the research question. At first, the parsing
will describe how the data obtained from the model is made usable for analysis. Then tests will be
undertaken to determine the emergence of the risk, followed by its materialisation.

5.1. Parsing data
The log files of each scenario are parsed and turned into a collection of metrics. These metrics were
devised to reflect the grid’s stability during its run and are shown in table 5.1. Combined with its input
parameters, each scenario becomes a row in the data frame created from this experiment. The values
in the factors Amount of bulk consumption, Amount of regulation capacity, and Amount of regulation
capacity have their values changed by effect encoding as only their effect is essential.

Table 5.1: Parsed experiment parameters

Parameter Voltage (V) or
Frequency (F)

Lowest value during the run. V & F Ratio
Highest value during the run. V & F Ratio
Had any warnings or errors during the run. V & F Categorical
Amount of warnings during the run. V & F Ratio
Amount of errors during the run. V & F Ratio
Time to the first warning in the number of steps since the start. V & F Ratio
Time to the first error in the number of steps since the start. V & F Ratio
Amount of steps between the first warning and the first error. V & F Ratio
Amount of unique netstations that produced a warning. V Ratio
Amount of unique netstations that produced an error. V Ratio

5.1.1. Insight
After creating the data set, the first step of the data analysis is getting insight into general trends. With
this insight, the direction of the analysis can be determined and used to explain the observed behaviour.
Two methods are used to find the input parameters’ influence on the grid’s stability. These are simple
descriptives and the ANOVA method.
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Descriptives
The first step is to check if the input parameters, table 4.6, led to a difference in the number of errors
and warnings. The data set is first separated into a subset of scenarios with errors and warnings and
a subset without them. The results are shown in table 5.2 and the boxplot of figure 5.1.

Interesting to see is that the mean of Amount of bulk consumption, Amount of regulation capacity,
Amount of regulation capacity, and Percentage of power generated are identical, indicating no impact
on the grid’s stability. The Percentage of vulnerable devices and Adoption of DER systems factors
have different means, indicating an impact. This is an indication that this research is looking in the right
direction. What is notable is that Adoption of DER systems seems to impact the results more than the
Percentage of vulnerable devices, as indicated by the considerable difference in the mean.

Further indication that both factors impact the grid stability is the minimum values found in the group
with errors. Both need to be present to impact the grid. The values listed here are the lowest options
that were not zero used in creating the scenarios.

Table 5.2: Data descriptives split on having errors or warnings

With errors or warnings, n=5397

Factor Mean Std. Min Max

Amount of bulk consumption 0.000 0.816 -1.000 1.000
Regulation capacity increase step 0.000 0.816 -1.000 1.000
Amount of regulation capacity 0.000 0.816 -1.000 1.000
Adoption of DER systems 0.625 0.279 0.250 1.000
Percentage of power generated 0.500 0.353 0.000 1.000
Percentage of vulnerable devices 0.600 0.282 0.200 1.000

Without errors or warnings, n=2703

Factor Mean Std. Min Max

Amount of bulk consumption -0.000 0.816 -1.000 1.000
Regulation capacity increase step -0.001 0.816 -1.000 1.000
Amount of regulation capacity -0.000 0.816 -1.000 1.000
Adoption of DER systems 0.250 0.353 0.000 1.000
Percentage of power generated 0.500 0.353 0.000 1.000
Percentage of vulnerable devices 0.300 0.360 0.000 1.000

Figure 5.1
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ANOVA
The next step is to check if the differences are statistically significant by using the analysis of variance
(ANOVA) method. ANOVA hypothesises that the means are derived from the same population and
that the grouping factor is not of impact. It computes an F-score and the accompanying probability of
the validity of that hypothesis. The hypothesis is rejected if this probability (p-value) is lower than a
chosen alpha; in this research, 0.05. The prerequisites checks for ANOVA are that the distributions of
all groups are homogenous and the remaining variance is distributed normally.

Table 5.3: Anova results for identifying relevant factors - α < 0.05

Dependent Predicting
factor p-value F score Homogeneity /

Normal distributed

Has frequency warnings
Adoption of DER systems 0.000 2205.396 T / T

Percentage of vulnerable devices 0.000 1336.206 T / T
Amount of bulk consumption 0.008 6.942 T / F

Has frequency errors
Adoption of DER systems 0.000 2691.353 T / F

Percentage of vulnerable devices 0.000 1670.963 T / T

Has voltage warnings
Adoption of DER systems 0.000 3591.412 T / T

Percentage of vulnerable devices 0.000 3276.509 T / T
Percentage of power generated 0.000 134.640 T / T

Has voltage errors
Adoption of DER systems 0.000 3364.383 T / T

Percentage of vulnerable devices 0.000 3237.748 T / T
Percentage of power generated 0.000 141.052 T / F

The results of the ANOVA test shown in table 5.3 show that the Adoption of DER systems and the
Percentage of vulnerable devices influence all error and warning groups. Interestingly, the percentage
of generation is only found with voltage errors; the suspicion is that it is due to the modelled behaviour
of the tapped transformer that can change its step-down characteristics. Furthermore, the Amount of
bulk consumption factor, which is a stand-in for the size of the grid, shows that it only contributes to the
frequency warnings, not the errors. This indicates that it probably has a weaker impact on the grid’s
stability in the model, also indicated by the lower F score.

5.1.2. Factor creation
While gaining insight, the data appeared to have high multicollinearity between the Adoption of DER
systems and Percentage of vulnerable devices factors. This may cause higher confidence intervals
when determining the influence of each variable on the dependent. One solution for this is to create a
new factor that counteracts this.

Vulnerable households
The factor Percentage of vulnerable households was created as a product of Percentage of vulnerable
devices and Adoption of DER systems. In table 5.4, the F scores of the calculated factor and the factors
it is derived from. From these numbers, an indication can be seen that the Percentage of vulnerable
households is a better predictor due to its score being higher than Percentage of vulnerable devices
and Adoption of DER systems. The considerable increase in the voltage groups is notable, especially
compared to the frequency groups.
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Table 5.4: F score of ANOVA test on the grouping factor on the presence of warnings and errors

Grouping
factor

Frequency
warnings

Frequency
errors

Voltage
warnings

Voltage
errors

Adoption of DER systems 2205.3968 2691.3530 3591.4127 3364.3837
Percentage vulnerable devices 1336.2061 1670.9634 3276.5091 3237.7481
Percentage vulnerable households 4021.4087 5762.3178 18353.1240 19277.9014

5.2. Emergence of the risk
This section focuses on determining if and when a cybersecurity risk is present in the Smart Grid
due to grid and market parameters. The answers of this section will allow answering research sub-
question: RSQ1.

Setup
Linear regression analysis is performed to determine what are relevant factors and find the amount
of impact that they have. The chosen attack only lowers the values; therefore, the highest value is
irrelevant. The lowest value found during the run will be the dependent variable for both frequency and
voltage; they are a stand-in for the instability of the grid.

The data from the experiment includes values that are impossible in real life due to excluding the
safety systems of the generators from the model. These systems disconnect generators from the grid
when the quality is too low, producing a blackout. However, this is beneficial for the regression analysis
as it keeps the dependent continuous.

5.2.1. Frequency
Frequency is a quality indicator that is shared across the grid. Results found in a single place are valid
for the entirety of the grid. Values are given for the test run, including the calculated factor Percentage
of vulnerable households. The regression model is run multiple times, eliminating the lowest predictor
if its effect is insignificant (p < 0.05).

Regression
Looking at the results, shown in table 5.5, the results expected from the literature appeared. The
predictors Adoption of DER systems, Percentage of vulnerable devices, and Percentage of vulnerable
households decrease the quality of the grid when increased. They allow a cyberattacker to impact the
grid.

The Percentage of power generated shows that the total amount of power involved with an attack is
essential. Amount of bulk consumption is the only predictor with a positive impact on the dependent;
this is expected as this amount acts as a buffer to reduce the attack’s impact.

R2 is the variance the model can predict, indicating how well the model fits. A value of 0.864 entails
that this is an excellent fit. It is also an indication that some other factors are not yet included. The
other model results, in table 5.5, also indicate an excellent fit.

Plots
As an example, the effect of the Percentage of vulnerable households is plotted in figure 5.2. It shows a
clear downward trend; however, the fitted line is less than perfect. The data would suggest a diminishing
impact, not a linear relation.

Another defect is that the prediction value is lower than 50Hz when no vulnerable device is present,
likely the result of the leverage effect due to all values being lower than 50Hz. The outliers at 0.6
Percent of vulnerable households are interesting; they may indicate an error in data collection during
the experiment.



Chapter 5. Results 29

Table 5.5: Linear regression on predicting the lowest frequency during the run.

Model results
R2 Log-Likelihood F score p-value AIC BIC

0.864 -82850 1.031e+04 0.000 1.657e+05 1.658e+05

Factor results
Predicting factor β Coef Std. error T-test p-value

Percentage of power generated -0.1252 -6437.0852 210.547 -30.573 0.000
Amount of bulk consumption 0.0902 8.038e-07 3.65e-08 22.040 0.000
Adoption of DER systems -0.2296 -1.18e+04 373.260 -31.624 0.000
Percentage of vulnerable devices -0.2115 -1.126e+04 377.478 -29.819 0.000
Percentage of vulnerable households -0.6263 -4.158e+04 616.418 -67.451 0.000

Figure 5.2: Prediction of lowest frequency value by Percentage of vulnerable households

5.2.2. Voltage
Voltage levels are measured at every netstation, at the edge. This is done because of the transformer
in the netstation that steps it down to 230V. Values are given for the test run, including the calculated
factor Percentage of vulnerable households. The regression model is run multiple times, eliminating
the lowest predictor if its effect is insignificant (p < 0.05).

Regression
The results, shown in table 5.6, are different than what was found for the frequency test. The counterin-
tuitive behaviour shown by Adoption of DER systems indicates that this model suffers from multicollin-
earity. Therefore, a run was done where the Adoption of DER systems and Percentage of vulnerable
devices factors are removed.
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As seen in table 5.7, Percentage of vulnerable households is the only relevant factor found and can
predict almost 83% of the variance only 3& less than the original model. Furthermore, the AIC, BIC,
Log-Likelihood, and F score indicate that the latter model would be preferred.

Voltage levels are impacted harder by market factors than frequency levels. This difference is likely
due to the inability of the grid operator to compensate at the local level. It requires local intervention;
this is also seen by the absence of the Amount of bulk consumption factor in both runs.

Table 5.6: Linear regression on predicting the lowest voltage.

Model results
R2 Log-Likelihood F score p-value AIC BIC

0.860 1.652e+04 -3543.1 0.000 7094 7122

Factor results
Predicting factor β Coef Std. error T-test p-value

Percentage of power generated -0.1806 -9386.2375 216.468 -43.361 0.000
Adoption of DER systems 0.0130 677.3257 283.424 2.390 0.017
Percentage of vulnerable households -0.9177 -6.158e+04 365.898 -168.285 0.000

Table 5.7: Linear regression on predicting the lowest voltage with only
the predictor Percentage of vulnerable households.

Model results
R2 Log-Likelihood F score p-value AIC BIC

0.827 -83923 3.867e+04 0.000 1.679e+05 1.679e+05

Factor results
Predicting factor β Coef Std. error T-test p-value

Percentage of vulnerable households -0.9093 -6.101e+04 310.267 -196.639 0.000

Plots
The plot produced is similar to figure 5.2, as this is the only relevant predictor present. The effect of
the Percentage of vulnerable households on the Lowest voltage is plotted in figure 5.3.

The fitted line shows a more linear fit than the line for frequency. It shows a clear downward trend and
a linear relationship; one remark must be placed on this observation. One of the model’s assumptions
is modelling the relationship between power mismatch and voltage behaviour as linear. Likely, this has
at least some impact on the fit of the line.

An error during modelling was the lack of voltage levels logging at netstations when no warnings or
errors were generated. These null values were to be filled with the default 230V value. The outliers
here may also indicate an error in data collection during the experiment.

5.2.3. Answer
As mentioned in the introduction, this section focuses on determining if and when a cybersecurity risk
is present for the Smart Grid. The clear and present relationship between the market parameters and
the quality indicators would undoubtedly indicate this. What also is shown in this section is that the grid
parameters are of relatively little influence in this model. The data collected from the model allowed
the creation of a model that could predict more than 80% of the variance for both quality indicators.

The combination of observing behaviour, as expected from the literature, and the lack of unexplain-
able effects boost the confidence in the model.
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Figure 5.3: Prediction of lowest voltage value by Percentage of vulnerable households

5.3. Materialisation of the risk
After concluding that the risk is present, the next step is to determine the size of its impact. The goal is
to determine how large of a risk an oligopolistic Distributed Energy Recourses market is for the Smart
Grid. The results of this section should allow research sub-question RSQ2 to be answered.

Setup
The predictors used are the input parameters used in scenario creation, as seen in table 4.6. In the
results of the following sections, only the significant factors are given.

The attack in this model started at step 24. The Time to the first warning and Time to the first error
factors in combination with Time between warning and error to determine the impact’s size. These
factors also contain null values if no warning or error is found in the run; this is encoded in a dummy
variable.

5.3.1. Time for mitigation
This subsection focuses on the time between the first presence of a warning and an error. The time
that separates them is when an operator has to intervene and mitigate the attack’s impact. As in the
previous subsection, only frequency is used for analysis.

In figure 5.4, a heatmap shows the effect that Percentage of vulnerable devices and Adoption of DER
systems have on the emergence of the risk. It demonstrates that both predictors must also be present
and that the impact appears rapidly. The appearance is shown by the Time to the first warning after an
attack starts.

The heatmap in figure 5.5 shows that the Time between warning and error is always zero steps if an
error is present. An error during the experiment is the likely culprit. All values logged per experiment
for the first warning and the first error are equal per scenario. The time that is available to mitigate an
attack cannot be analysed.
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Figure 5.4

Figure 5.5: Heatmap of the significant predictors on the
maximum Time between warning and error
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5.3.2. Size of impact
This subsection will only discuss the analysis of an indicator for the voltage quality indicator. The
relevant analysis is already shown in table 5.5 for frequency.

Unique netstations
For the voltage quality indicator, the impact of an attack is by the netstations producing a voltage
warning. There are 5.032 netstations present in the model. A regression analysis is performed to find
relevant predictors and the size of their impact.

The results, shown in table 5.8, show the same behaviour as the analysis shown in table 5.7. There-
fore the same conclusions are drawn about the predictors present. However, it is interesting that the
amount of variance that can be explained is lower for this analysis than for the Lowest voltage. The
suspicion is that this is due to local differences from the PRNG-selected households per netstation.

To demonstrate the behaviour of the Percentage of vulnerable households factor on the impacted
netstations, a plot is shown in figure 5.6. When combined, Percentage of vulnerable devices and
Adoption of DER systems produce a much more significant impact than on their own. This effect is
shown by the higher increase of impacted netstations by Percentage of vulnerable households.

Table 5.8: Linear regression on predicting the number of unique netstations producing a voltage warning.

Model results
R2 Log-Likelihood F score p-value AIC BIC

0.749 -5901.9 2.411e+04 0.000 1.181e+04 1.182e+04

Factor results
Predicting factor β Coef Std. error T-test p-value

Percentage of vulnerable households 0.8652 6402.7012 41.238 155.263 0.000

5.3.3. Answer
The impact that an oligopolistic market for Distributed Energy Recourses combined with a cyberattack
is substantial. The goal is to determine how large of a risk an oligopolistic Distributed Energy Recourses
market is for the Smart Grid. Figure 5.4 shows that the maximum amount of time that it takes an attack
to is less than 40 steps, about 10 hours. Most results are less than an hour before a grid warning is
produced.

5.4. Notes
The information gained from the data analysis gave insight into grid behaviour previously not realised
by the author. The diagram of figure 4.1 was missing the damping effect of the synchronous generators
in the grid. The updated diagram is now shown in figure 5.7.
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Figure 5.6: Percentage of netstations impacted based on predictor value

Figure 5.7: Updated System diagram



6
Discussion

The results of the experiment show that concentration in the market for Distributed Energy Resources
is impacting the Smart Grid and its stability. The obtained results are not without limitations and context.
This chapter starts with the research limitations and proceeds to recommendations for research topics
to explore the found risks further

6.1. Limitations
Limitations may impact the validity of the research, which would prevent answering the research ques-
tion with any scientific value. The extent and impact of the limitations that face this research have been
considered and are described based on their potential impact.

Interpretation of the results
The used model is created using the assumptions listed in table 4.3. No indications are found that
the assumptions made make the results invalid; however, they reduce their accuracy. Therefore, only
statements about the results’ direction and order of magnitude can be made. The research question
can be answered with those kinds of statements.

Generalisation
The model’s grid is modelled after and validated on the power grid of the Netherlands without any
interconnects to other grids. As a bigger and more connected grid is inherently more stable, this could
significantly impact the results. However, the interconnected grid that the Netherlands is part of falls
under the EU’s single market, except for the UK. Therefore, the obtained results can be generalised to
at least the level of the interconnected grid.

Scope of model
Certain aspects left out of scope for this research influence the results obtained. The most important
one is other grid elements, such as local energy storage or electric vehicles. Other aspects include
using a different type of attack, load shedding, and the heterogeneity of netstations. As this research
aims to highlight and give context to the identified issue, including these elements would not have added
value to the results. All aspects that were purposefully left out of scope attributed to the reduction in
complexity and computational costs, allowing more scenarios to be created and explored.

35
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6.2. Further research
In the process of performing this research, many improvements that could be made came to light.
These will be discussed below as recommendations.

Besides improvements to this research, another risk worthy of serious attention is found. This topic
is described first, followed by mitigation aspects of the identified risk. Improvements and varieties that
can be made to the model follow after.

Harmonics
The connection of DER to the grid includes an inverter to generate the 50Hz 230V signal used on the
grid. These inverters are known to introduce harmonics into the grid; these are higher frequencies
that are integer multiples of the fundamental frequency. Harmonics can lead to distorted voltage wave-
forms, blown capacitor fuses, and transformer overheating [136]. Also, due to the skin effect, they can
significantly increase a conductor’s resistance.

Harmonic attacks can, therefore, impact the grid much more significantly than the load switching
used in this research. They also increase effectiveness when many devices combine to produce a
cumulative harmonic attack. Furthermore, the grid operator cannot reduce the harmonics on the grid
except by eliminating the source. These reasons make harmonic attacks a threat worthy of research.

Mitigation
This identified risk has shown to be of a considerable proportion. A logical follow-up question that can
be used in further research would be: how can it be mitigated? Exploring the impact of an oligopolistic
market on proposed mitigation strategies by academics can also be of interest.

Improve simulation
The model created during this research can be changed to answer other questions. The dilemma
between computational costs and the validity of the results is always present. A digital twin approach
would bring high-fidelity answers as it creates a total copy of the grid. Steps that can be taken as an
intermediary are:

• Use of real power generation data for the DER.
• Reduction of assumptions mentioned in table 4.3.
• Performing more validation to reduce uncertainty.
• Adding relevant grid elements, such as EVs with the ability to act as energy storage.

Diversify attack
Only a single attack type is used during the creation of the scenarios run as part of this research. How-
ever, the created model currently already can perform multiple types of attacks. It would be interesting
to see if different attacks would impact the results in other aspects. Possibilties for attacks are:

• Dynamic attacks that vary over time.
• Attacks that are designed to be undetectable.
• Usage of game theory as the base of interaction between attacker and grid operator.
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Conclusion

This chapter will answer the research question and its subquestions first. They are followed by a list of
recommendations for policymakers and regulators to help mitigate the risk identified by this research.

7.1. Answer to research question
The Smart Grid is at risk for a cybersecurity attack due to an oligopolistic market for Distributed Energy
resources. Eight thousand one hundred different scenarios were created that simulate different levels
of market concentration and the adoption of DER. These scenarios were then used by a purposefully
built agent-based model that simulates the grid and determines the impact of a cyberattack. Data
analysis on the model’s output shows that this risk is indeed present and should be accounted for.

Influence of market and grid parameters
Market parameters such as the Adoption of DER systems and the market share of the vulnerable
device are shown to impact the grid’s quality indicators. A derived parameter percentage of vulnerable
households, the product of the aforementioned market parameters, can predict most of the impact.
This variable is representative of the oligopolistic nature of the market. The risk appears from a 25%
of DER adoption and a market share of 20% for the vulnerable DER, entailing only 5% of households.
This value should not be taken as an exact answer; however, it does indicate that this risk might appear
sooner rather than later.

Impact of an attack
A cascading failure of the grid that leads to a blackout can be obtained due to the horizontal escalation
possibilities of a cyberattack. An attacker only needs to abuse the devices under its control to trigger
the safety systems of other generators, disconnecting them, which adds to the overload on the grid.
One option to achieve this is by dropping the grid frequency below 48.5Hz for more than 30 minutes
or below 47.5Hz for a single moment. As the capacity of synchronous power generators decreases in
the transition to more renewable resources, the ability of an attack to manipulate the grid grows.

Mitigation options
Mitigating this risk appears to be quite challenging, as both communication signals and power travel at
the speed of light. Current methods to identify power mismatch rely on the electrical characteristics off
the grid; they are not fit for the Smart Grid with its need for more communication and coordination. Most
methods proposed by academia suitable for the Smart Grid identified by this research use a solution
where a DER is checked by their neighbouring DER in the local grid. However, this assumes that the
information given by the neighbours can be trusted, which cannot be made in an oligopolistic market.
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7.2. Recommendations
One of the goals of this research is to provide insight and practical guidance to policymakers and
regulators, allowing them tomake informed decisions. The following recommendations aremade based
on the insights gained during this research.

Collection of information
Owners of a power-generating device connected to the grid are already required to provide the grid
operator with information on the device. The inclusion of cybersecurity-related information such as
make, model, and firmware version will likely prove very beneficial to cause identification of an issue
on the grid. As this data changes over time because of firmware updates, the recommendation is to
perform the data collection automatically.

Forced patching
When a vulnerability is identified, there is usually a period between the publication of its patch and its
exploitation. The issue facing patching, in general, is that the roll-out is problematic. Many owners
of devices do not know that their device is vulnerable; even if they do, it is not top-of-mind for many.
This results in a situation where patching may take an enormous amount of time to obtain a suitable
patching rate.

Waiting for patches to roll out naturally is not acceptable in the context of the Smart Grid and the
opportunity to scale an attack horizontally due to an oligopolistic market. DER are the property of their
owners; they are the only ones allowed to install a patch on it if no other provisions have been made.
To mitigate the risk in a period suitable for the grid, the recommendation is to make a provision that
updates can be forced onto DER.

Increasing diversity in DER market
In real estate development, bulk purchasing is often used to reduce costs. DER, as solar panels, are
no exception to this practice. Therefore there are many new neighbourhoods that all have an identical
model. To give room to possible mitigation and detection methods, the recommendation is to demand
a minimum level of diversity in DER at each grid level.
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A
Actor analysis

The identification of the actors was made using the imperative approach [62, p.85]. Furthermore, the
formal relationships of the actors are defined. Finally, a summary is given in (table A.1).

Formal relations
The formal relations provide insight into the ways different actors are involved with each other. It shows
the power dynamic that can be used to solve a problem.

Figure A.1: Formal relationships between actors

48



Appendix A. Actor analysis 49
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